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Service Level Management Web Services
API

This chapter includes:

Concepts

» Introducing the SLM Web Services API on page 8
» Using the SLM Web Services on page 9
Reference

» SLM Web Services’ Operations on page 10
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Concepts

& Introducing the SLM Web Services API

The SLM Web Services API is an integration tool for Service Level
Management, enabling administration of agreements (SLAs) from an
application either internal or external to Business Availability Center. The
SLM Web services support the creation and management of agreements,
including in an HP Software-as-a-Service deployment.

Prerequisite Knowledge

Users of the API should be familiar with Service Level Management
administration and SOAP concepts.

Permissions

The administrator provides login credentials for connecting with the Web
services. The credentials must be those of a user with Administrator
permissions, or the agreement owner.

For details on setting permissions in the Permissions Manager, see
"Permissions Overview" in Platform Administration.

Supported Operations

The following Web service operations are supported:
» Create SLA (with no CI)

> Get SLA general properties

» Update SLA general properties

» Delete SLA

» Add Service to SLA

» Delete Service from SLA

» Get Services that are included in the SLA
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& Using the SLM Web Services

The SLM Web Services API enables submitting a service request. The engine
returns an error description if it cannot parse the statement or does not run
successfully. If there is no error, the results of the request are returned.

The Web services are described in a SOAP WSDL file, located at:
http://<server>:8080/slm_ws/services/SImServices?wsdI

The port specification is only necessary for non-standard installations.
Consult your system administrator for the correct port number.

Developers can use a development environment to generate code from
WSDL for calling the Web services. The WSDL describes the interface
operations and operation parameters.
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Reference

@ SLM Web Services’ Operations

This section describes the operations for the SLM Web services.
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>
>
>
>
>
>
>
>

"createSLA" on page 10

"updateSLA" on page 11

"deleteSLA" on page 12
"getSLAProperties" on page 12
"addServicesForSLA" on page 13
"deleteServiceFromSLA" on page 13
"getSLAServicesFullPath" on page 14
"getServiceSLAs" on page 15.

createSLA

Creates a new agreement with the specified properties.

Operation signature:
String createSLA(String customerld, SlaPropertiesDTO properties)

Operation arguments:

Argument Description

customerld Typically 1 (apart from in an

HP Software-as-a-Service environment).

properties The properties used for initializing the new

agreement, as follows:

name,description,agreementDetails,type(OLA,
SLA,UC), classification (internal, external);

startDate,endDate, timeZoneld,customerld,
providerld,trackingPeriods
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Return-value: Returns the ID of the SLA in the CMDB.

Exception: Throws SimWebServiceException if the user cannot create
another agreement; for example, because the user does not have the
necessary permissions to create the agreement, or if the number of allowed
agreements has been reached.

updateSLA

Updates the agreement with the new properties.

Operation signature:
updateSLA(String customerld, String SLAId, SlaPropertiesDTO properties)

Operation arguments:

Argument Description

customerld Typically 1 (apart from in an
HP Software-as-a-Service environment).

SLAId The CMDB ID of the agreement to update.
properties The properties to be updated.
Exceptions:

» Throws SlaDoesNotExistsException if an agreement with the given ID does
not exist.

» Throws SImWebServiceException if a system problem occurs that prevents
the operation to execute successfully.

11
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deleteSLA

Deletes the specified agreement.

Operation signature:
deleteSLA(String customerld, String SLAId)

Operation arguments:

Argument Description

customerld Typically 1 (apart from in an
HP Software-as-a-Service environment).

SLAId The CMDB ID of the agreement you want to delete.

Exception: Throws SimWebServiceException when any type of error occurs.

getSLAProperties

Retrieves the properties of the specified agreement.

Operation signature:
SlaPropertiesDTO getSLAProperties(String customerld, String SLAId)

Operation arguments:

Argument Description

customerld Typically 1 (apart from in an
HP Software-as-a-Service environment).

SLAId The CMDB ID of the agreement with the properties
you want to retrieve.

Exception: Throws SimWebServiceException when any type of error occurs.



Service Level Management Web Services API

addServicesForSLA

Adds the specified Services and their impact sub-tree to the agreement. The
matching service offering is used for each Service.

Operation signature:
String[] addServicesForSLA(String customerld, String slald, serviceFullPath[]
serviceFullPath)

Operation arguments:

Argument Description

customerld Typically 1 (apart from in an
HP Software-as-a-Service environment).

SLAId The CMDB ID of the agreement to which you want
to add Services.

serviceFullPath An array of services IDs according to their
topology relation in the CMDB. For example,
in order to add the hierarchy of services A --> B
--> C, provide a serviceFullPath object with the
services IDs from left to right.

Return-value: Returns an array of validation error messages (empty array if
none).

Exception: Throws SiImWebServiceException if a system problem occurs that

prevents the operation from executing successfully.

deleteServiceFromSLA

Removes the specified Services and their paths from the specified
agreement.

Operation signature:
deleteServiceFromSLA(String customerld, String SLAId, Service[] services)

13
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Operation arguments:

Argument Description

customerld Typically 1 (apart from in an
HP Software-as-a-Service environment).

SLAId The CMDB ID of the agreement from which you
want to remove the Services.

services The Services you want to remove from the
agreement.

Each Service includes: serviceld, serviceName

If serviceld is missing, the server will try to obtain it

using the serviceName.

Exceptions: Throws SImWebServiceException when any type of error occurs.

getSLAServicesFullPath

Retrieves the Services of the specified agreement.

Operation signature:
ServiceFullPath[] getSLAServicesFullPath(String customerld, String SLAId)

Example: Example of SLA with Services 4, 5:

{id1, id2, id3, id4}
{id1, id2, id5}

Operation arguments:

Argument Description

customerld Typically 1 (apart from in an
HP Software-as-a-Service environment).

SLAId The CMDB ID of the agreement

Return-value: Returns the full paths of the Services in the agreement.

Exceptions: Throws SImWebServiceException when any type of error occurs.




getServiceSLAs
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Returns the agreements that include the specified Service.

Operation signature:

String[] getServiceSLAs(String customerld, String serviceld)

Operation arguments:

Argument Description
customerld Typically 1 (apart from in an

HP Software-as-a-Service environment).
serviceld The CMDB ID of the Service.

Return-value: Returns an array of agreement IDs that include the specified

Service.

Exceptions: Throws SImWebServiceException when any type of error occurs.

15
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CMDB Connection Infrastructure Settings
for Dashboard

Within the Dashboard application, the Console page includes the Changes
& Incidents tab. By default, the Changes & Incidents tab displays data from
the CMDB based on the following default connection settings: The port to
connect to the CMDB is 8080, the protocol is http, and the CMDB host
name is the host where the CMDB service is running.

However, in some environments these settings may be modified due to
security needs. Three new infrastructure settings enable you to specify
non-default CMDB connection settings, as follows:

» CMDB machine host name. Host name of the machine where CMDB is
installed.

» CMDB connection port. Port number to use when connecting to CMDB.

» CMDB connection protocol. Protocol to use when connecting to CMDB
(http/https).

To customize these connection settings, select Admin > Platform > Setup
and Maintenance > Infrastructure Settings:

1 Select Applications.
2 Select Dashboard Application.

3 In the Dashboard Application - Dashboard Layout Properties area, modify
the above settings.

17
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Configure a Notification SNMP Trap for a

Cl Status Alert

This chapter includes:

Concepts

» SNMP Traps on page 20

Tasks

» How to Configure a Notification SNMP Trap on page 21
Reference

» SNMP-Specific Codes on page 23

» Alerts MIB Varbinds on page 23
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Concepts

& SNMP Traps

20

You can configure a Simple Network Management Protocol (SNMP) trap and
attach it to an alert. The SNMP trap includes Object Identifiers (OIDs) and
their values based on the alert’s data.

The SNMP trap is sent when the alert criteria is met and the alert is triggered.

You can then view the alert notice with any SNMP management console.
For detail on setting SNMP traps, see "How to Configure a Notification
SNMP Trap" on page 21.

The MIB file, located at

<HPBSM root directory on the Data_processing Server>\
HPBAC\SNMP_MIBS\ClAlerts.mib, contains the mapping of Object
Identifiers (OIDs) to alert-related data. The mapping is detailed in "Alerts
MIB Varbinds" on page 23.

The alert type and its SNMP-specific code is detailed in "SNMP-Specific
Codes" on page 23.

To configure SNMP traps, see "How to Configure a Notification SNMP Trap"
on page 21.

The SNMP trap is sent when the alert criteria is met and the alert is triggered.
You can view the alert notice with any SNMP management console in your
organization.
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Tasks

* How to Configure a Notification SNMP Trap

You can configure an SNMP trap and attach it to an alert. This SNMP trap is
sent when the alert criteria is met. The alert notice can be viewed with any
SNMP management console in the organization.

This task includes the following steps:

» "Set up the appropriate administrative privileges" on page 21
> "Specify the host address of the SNMP trap" on page 22

» "Check the mapping of the OIDs to the alert data and configure the Alerts
MIB - optional" on page 22

1 Set up the appropriate administrative privileges

You can set the appropriate administrative privileges to create a command
that can be attached to an alert scheme and run when the alert it is
attached to is triggered.

To set the appropriate administrative privileges:
Select Admin > Platform > Users and Permissions > User Management.

Select the appropriate user in the left column, and click the
Permissions tab.

¢ Select the Monitors context, and under Active user, click Alerts - Run
executable file.

d Click the Operations tab, and select the Change option.

21
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2 Specify the host address of the SNMP trap

You specify the default host address of the SNMP trap in the Create New/
Edit SNMP Trap dialog box. For user interface details, see "Create New/
Edit SNMP Trap Dialog Box" in "CI Status Alerts" in Alerts.

You can also specify a global default host address in the Infrastructure
Settings. For details, see the Default SNMP Target Address/Default SNMP
Port in "Modify the alerts triggering defaults" in "How to Customize
Alerts" in Platform Administration.

Check the mapping of the OIDs to the alert data and
configure the Alerts MIB - optional

If you enabled alerts through SNMP traps in your alert schemes, it is
recommended that you configure your SNMP management console to
read the alerts MIB. This configuration enables you to see a name, rather
than an Object ID (OID), when working in the management console.

Note: HP Business Service Management uses the AM alerts MIB 5.0 by
default.

To configure the alerts MIB in your SNMP management console:

a Copy the <HPBSM root directory on the Data_processing Server>\
HPBAC\SNMP_MIBS\ ClAlerts.mib file from the HP Business Service
Management Documentation and Utilities DVD to your SNMP
management console.

b To view the alerts varbinds, use your SNMP management console’s MIB
browser. For a list of varbinds and their descriptions, see "Alerts MIB
Varbinds" on page 23.

¢ Using your SNMP management console’s event configuration utility,
configure the notification content and method for the various alert
types. For a list of alert types and their corresponding SNMP-specific
codes, see "SNMP-Specific Codes" on page 23.
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Reference

® SNMP-Specific Codes
The SNMP-specific code for a CI Status alert is 1. Its type is: Cl Status Alert.

Use this code when configuring CI Status alerts in your SNMP management
console. For details, see "How to Configure a Notification SNMP Trap" on
page 21.

® Alerts MIB Varbinds

The tables list the varbinds used in the alerts MIB. For task details, see "How
to Configure a Notification SNMP Trap" on page 21.

Object Identifier MIB Label Description
1.3.6.1.4.1.5233 HP Company name
1.3.6.1.4.1.5233.6 ciAlerts Subject
1.3.6.1.4.1.5233.6.1 alerted Unique alert ID
1.3.6.1.4.1.5233.6.2 alertName Alert name
1.3.6.1.4.1.5233.6.3 alertDescription Alert description
1.3.6.1.4.1.5233.6.4 alertEventTime Time when the event

occurred. This is the event
that triggered the alert.

1.3.6.1.4.1.5233.6.5 alertCIId The ID of the CI whose
status change triggered the
alert

1.3.6.1.4.1.5233.6.6 alertCIName The name of the CI whose
status change triggered the
alert

23
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Object Identifier

MIB Label

Description

1.3.6.1.4.1.5233.6.7

alertKPIId

The ID of the KPI whose
status change triggered the
alert. The KPI is attached
to the CI related to the
alert.

1.3.6.1.4.1.5233.6.8

alertKPIName

The name of the KPI
whose status change
triggered the alert. The KPI
is attached to the CI
related to the alert.

1.3.6.1.4.1.5233.6.9

detailedDescription

The detailed description of
the alert.

1.3.6.1.4.1.5233.6.10

alertPrevious
Severity

Previous severity of the CI

1.3.6.1.4.1.5233.6.11

alertNextSeverity

Current severity of the CI

(the change from previous
severity to current severity
is what triggered the alert).

1.3.6.1.4.1.5233.6.12

alertBACURL

The URL of the BSM
Gateway server

1.3.6.1.4.1.5233.6.13

actualTime

When the triggering
condition is related to
time, this is the actual
time when the CI has
breached the condition.
For other condition types,
this value is N/A.

1.3.6.1.4.1.5233.6.14

conditionDescription

The description of the
condition that triggered
the alert.

1.3.6.1.4.1.5233.6.15

locallmpactView

The name of the view
when the CI that triggered
the alert is part of the local
impact view.
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