HP OpenView Storage Data Protector

Integration Guide
for
HP OpenView Operations for UNIX

Version: A.05.01

HP-UX, Solaris and Windows

nnnnnn

Manufacturing Part Number: B6960-90089
April 2003

© Copyright 2001-2003 Hewlett-Packard Development Company, L.P.



Legal Notices

Warranty.

Hewlett-Packard makes no warranty of any kind with regard to this
document, including, but not limited to, the implied warranties of
merchantability and fitness for a particular purpose. Hewlett-Packard
shall not be held liable for errors contained herein or direct, indirect,
special, incidental or consequential damages in connection with the
furnishing, performance, or use of this material.

A copy of the specific warranty terms applicable to your Hewlett-Packard
product can be obtained from your local Sales and Service Office.

Restricted Rights Legend.

Use, duplication or disclosure by the U.S. Government is subject to
restrictions as set forth in subparagraph (c¢)(1)(ii) of the Rights in
Technical Data and Computer Software clause in DFARS 252.227-7013.

Hewlett-Packard Company
United States of America

Rights for non-DOD U.S. Government Departments and Agencies are as
set forth in FAR 52.227-19(c)(1,2).

Copyright Notices.

©Copyright 2001-2003 Hewlett-Packard Development Company, L.P., all
rights reserved.

No part of this document may be copied, reproduced, or translated to
another language without the prior written consent of Hewlett-Packard
Company. The information contained in this material is subject to
change without notice.

Trademark Notices.

Reproduction, adaptation, or translation of this document without prior
written permission is prohibited, except as allowed under the copyright
laws.

Adobe® is a trademark of Adobe Systems Incorporated.

HP-UX Release 10.20, HP-UX Release 11.00 and later (in both 32 and
64-bit configurations) on all HP 9000 computers are Open Group UNIX
95 branded products.




Java™ is a U.S. trademark of Sun Microsystems, Inc.

Oracle® is a registered U.S. trademarks of Oracle Corporation, Redwood
City, California.

UNIX® is a registered trademark of The Open Group. .

Windows NT™ is a U.S. trademark of Microsoft Corporation. Microsoft®,
MS-DOS®, Windows® and MS Windows® are U.S. registered
trademarks of Microsoft Corporation.

All other product names are the property of their respective trademark
or service mark holders and are hereby acknowledged.







Contents

1. Introduction

About Data Protector. . .......... ... . . 17
Data Protector Architecture .. ........... ... ... ... ... ... .. ... 21
OperationsintheCell .......... ... ... ... ... . . . . .. . .. 23
Backup SesSions . . ..ot e 24
Restore Sessions. .. ...t 25
Data Protector Enterprise Environments ........................ 26
User Interfaces ........ ... ... i 27
Data Protector GUL . ... ... .. . . . i 28
About HP OpenView Operations .................ccuiuieunineann. 29
What Is OVO? . . ..o e e e 29
What Is a Management Server? ..................ccuiieenn... 31
What Is a Managed Node?.......... ... ..., 31
What Does OVO Do?. .. ... .. i 32
How Does OVO Work? . .. ... e 33
Events ... .. 33
MesSsages . ... .o 33
ACtiONS . . . oo 35
OVO User Concept . ..o oot eee e e ettt e e e 36
UserProfiles ......... .. . i 36
OVO Administrator. .. .........co it 37
Template Administrator................. ... ... ... ........ 38
Operators. . ... oo 38
What is the Data Protector Integration? ......................... 44
Data Protector Integration Architecture. .. ..................... 45

2. Installing the Data Protector Integration

Supported Platforms and Installation Prerequisites................ 49
Data Protector Supported Versions. . .......................... 49




Contents

OVO Management Server System . ....................co.... 50
OVOPatches .........c i i e 51
Software Prerequisites on the OVO Management Server. ....... 52
Hardware Prerequisites on the OVO Management Server. . . . ... 52

Managed Node Systems (Data Protector Cell Manager) .......... 53
Supported OVO Agent Versions .....................co..... 53
Supported HP OpenView Performance Agent Versions ......... 54

Additional Software for HP-UX Managed Nodes ................ 54
SNMP Emanate Agent (required). . ......................... 54

Additional Software for Windows Managed Nodes. .............. 55
SNMP Service (required). . . ...ttt 55
FTP Service (optional). .. ....... ... .. ... ... 55
remsh Daemon (optional) ............... ... .. ... ......... 57

Disk-Space Requirements. .. ................ ... .. ........... 57

Memory (RAM) Requirements . .. ............................ 57

Installing the Data Protector Integration. . ...................... 58

Installation ........ .. . 58

Installation Verification ................... ... ... ........... 60

Agent Installation............ ... ... ... .. . . . . . .. 61
Adding the Data Protector Cell Manager System as an OVO Node 61
Running the Add Data Protector Cell Application ............. 62
Distributing Software, Actions, Commands, Monitors and
Templates to the Data Protector Cell Manager................ 64

Agent Configuration . ......... ... .. .. i 65
SNMP Configurationon UNIX............................. 65
SNMP Configuration on Windows . ......................... 66
Data Protector User Configuration. ......................... 67
Miscellaneous Configuration. .............................. 68

Program Identification .. ........... ... ... ... ... ... 68
On UNIX Managed Nodes. . ..., 68
On Windows Managed Nodes .. ............................ 68




Contents

Deinstalling the Data Protector Integration . ..................... 70
Deinstalling from Managed Nodes . ........................... 70
Deinstalling from the Management Server System............... 71

Upgrading the Omniback 4.1 Integration to Data Protector
Integration........ ... ... i e 72

Configuring the Data Protector Integration for Mixed Environments. .74

. Integration into HP OpenView Service Navigator

What Is HP OpenView Service Navigator? ....................... 79
How Does Service Navigator Work? .. ........................... 81
What Is a Service Hierarchy? ............ ... ... ... . ......... 81
OVO Severity Pyramid .. .......... ... ... ... ... 83
Data Protector Service Tree .. ......... ... . . .. 84
Applying the Data Protector Servicetoa User................... 86
Starting the Service Navigator GUI ........................... 86
Generating the Detailed Service Tree. . ........................ 86
Removing the Data Protector Service Tree...................... 86

. Using the Data Protector Integration

Message Groups. . . ..o oi it e 89
Message Format . ........ ... ... .. . . . e 90
Node Groups .. ..vv i e e 92
Node Hierarchies. .......... .. . i, 95
Application Groups . ... .o 97
DPSPI_Reports Application Group . . ............ ..., 97
DPSPI_Applications Application Group . ....................... 98
Users and User Profiles. . . ......... .. .. . i i, 99
Data Protector, OVO and Operating System Users . .............. 99




Contents

Data Protector Integration Users ........................... 100
OVO User Profiles. .. .....cov e 100
Data Protector OVO User Profiles........................... 101
Data Protector OVO Operators ............... ..., 105
obusergrp.pl User Groups Tool . . .......................... 110
Data Protector Template Administrator . ..................... 111
OVO Administrator. . ........... i 111
Monitored Objects . ............ i 112
Permanently Running Processes on the Cell Manager .......... 112
Databases .. ...t e 113
Media Pool Status.......... .. 114
Media Pool Size . .. ...t 115
Monitor Status of Long Running Backup Sessions.............. 116
Check Important Configuration Files .. ...................... 117
HP-UX Systems . ..........i i 117
Windows Systems . ............. i 117
Monitored Logfiles . ... ... 118
Data Protector Default Logfiles .. ........................... 118
OMNISV.I0g. . .o e 118
netlog . ... e 119
Data Protector Database Logfile .. .......................... 119
PUrge.log. . ... 119
Data Protector Media Logfile............................... 120
media.og . ... .. 120
Logfiles Not Monitored by Data Protector Integration........... 121

5. Performance Measurement with the HP OpenView Performance
Agent

Integration Overview. ... ... ... ... 125

Installing Performance Agent . ................... ... .. ....... 126




Contents

Installing Performance Integration Components ................. 127
Installation Steps for Window Nodes . ........................ 127
Installation Steps for UNIX Nodes . ................... ... ..., 128

Collect ARM Transactions .............couiiiiniennennennn .. 130
Modifyingtheparm File .......... ... ... ... ... .. ... ...... 130
Modifying the ttd.confFile. . ............... ... .. ... .......... 131

Collecting Data Protector Process Data......................... 133
Modifying the parm File on a Data Protector Cell Manager. .. . ... 133
Modifying the parm File on a Data Protector Media Agent. ....... 133
Modifying the parm File on a Data Protector Disk Agent......... 134
Modifying the parm File on a Data Protector Installation Server ..134

Performance Agent Data Source Integration. .................... 135
Compiling the obdsi.specFile .. ......... ... ... ... ........... 135
Collecting Data on Windows Nodes. . ......................... 136

Installing the Data Protector DSI Log Service ................ 136
Starting the Data Protector DSI Log Service ................. 137
Configuring the Data Protector DSI Log Service .............. 139
Deinstalling the Data Protector DSI Log Service . ............. 140
Collecting Dataon UNIX Nodes ............ ..., 140
Performance Alarms for the Performance Agent ................ 140
Deinstalling the Performance Agent ........................... 141




Contents

10



Table 1

Printing History

The manual printing date and part number indicate its current edition.
The printing date will change when a new edition is printed. Minor
changes may be made at reprint without changing the printing date. The
manual part number will change when extensive changes are made.

Manual updates may be issued between editions to correct errors or

document product changes. To ensure that you receive the updated or
new editions, you should subscribe to the appropriate product support

service. See your HP sales representative for details.

Edition History
Part Number | Manual Edition Product
N.A. November 2001 HP OpenView Omniback II

A.04.10

B6960-90068 July 2002 HP OpenView Storage Data
Protector A.05.00
B6960-90089 April 2003 HP OpenView Storage Data

Protector A.05.10
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Table 2

Conventions

The following typographical conventions are used in this manual.

Typographical Conventions

Convention Meaning Example
Italic Book or manual Refer to the HP OpenView
titles, and manual Storage Data Protector
page names Integration Guide for more
information.
Provides emphasis You must follow these steps.
Specifies a variable At the prompt type:
that you must supply | rlogin your nane where
when entering a you supply your login name.
command
Bold New terms The Data Protector Cell
Manager is the main ...
Comput er Text and items on the | The system replies: Press
computer screen Ent er
Command names Use the gr ep command ...
File and directory /usr/bi n/ X11
names
Process names Check to see if Dat a
Protector Inet is
running.
Window/dialog box In the Backup Qpti ons
names dialog box...
Conput er Text that you must At the prompt, type: s -
Bol d enter
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Table 2 Typographical Conventions (Continued)

Convention Meaning Example
Keycap Keyboard keys and Press Return
Buttons on the user Click Operator
interface. Click the Apply button
Menu Items A menu name Select Actions:[] Utilities[ ]

followed by a colon (:)
means select the
menu, then the item.
When the item is
followed by an arrow

Reports...

(L), a cascading
menu follows.
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Introduction

This chapter provides an overview of:

e HP OpenView Storage Data Protector
e HP OpenView Operations
e HP OpenView Storage Data Protector Integration

If you are familiar with HP OpenView Storage Data Protector and HP
OpenView Operations you may chose to skip these sections.

The section entitled “What is the Data Protector Integration?” on page 44
provides a short overview of this product, its key features and its
architecture.

16
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Introduction
About Data Protector

About Data Protector

HP OpenView Storage Data Protector is a backup solution that provides
reliable data protection and high accessibility for your fast growing
business data. Data Protector offers comprehensive backup and restore
functionality specifically tailored for enterprise-wide and distributed
environments. The following list describes major Data Protector
features:

Scalable and Highly Flexible Architecture

Data Protector can be used in environments ranging from a single
system to thousands of systems on several sites. Due to the network
component concept of Data Protector, elements of the backup
infrastructure can be placed in the topology according to user
requirements. The numerous backup options and alternatives to
setting up a backup infrastructure allow the implementation of
virtually any configuration you want.

Easy Central Administration

Through its easy-to-use graphical user interface (GUI), Data
Protector allows you to administer your complete backup
environment from a single system. To ease operation, the GUI can be
installed on various systems to allow multiple administrators to
access Data Protector via their locally installed consoles. Even
multiple backup environments can be managed from a single system.
The Data Protector command-line interface allows you to manage
Data Protector using scripts.

High Performance Backup

Data Protector allows you to back up to several hundred backup
devices simultaneously. It supports high-end devices in very large
libraries. Various types of backups, such as local, network, full,
differential, leveled incremental, online, disk image, and built-in
support of parallel data streams, allow you to tune your backups to
best fit your requirements.

Supporting Mixed Environments

As Data Protector supports heterogeneous environments, most
features are common to the UNIX and Windows platforms. The
HP-UX, Solaris and Windows Cell Managers can control all

Chapter 1
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supported client platforms (UNIX, Windows NT, Windows 2000,
Windows XP Professional, Windows Server 2003, and Novell
NetWare). The Data Protector user interface can access the entire
Data Protector functionality on all supported platforms.

Easy Installation for Mixed Environments

The Installation Server concept simplifies the installation and
upgrade procedures. To remotely install UNIX clients, you need an
Installation Server running HP-UX or Solaris. To remotely install
Windows clients, you need an Installation Server running
Windows NT, Windows 2000, Windows XP Professional, or
Windows .Net. The remote installation can be performed from any
client with an installed Data Protector GUL.

High Availability Support

Data Protector enables you to meet the needs for continued business
operations around the clock. In today's globally distributed business
environment, company-wide information resources and customer
service applications must always be available. Data Protector
enables you to meet high availability needs by:

O Integrating with clusters (HP-MC/ServiceGuard and Microsoft
Cluster Server) to ensure fail-safe operation with the ability to
back up virtual nodes.

O Enabling the Data Protector Cell Manager itself to run on a
cluster.

0 Supporting all popular online database Application
Programming Interfaces.

0 Integrating with advanced high availability solutions like HP
StorageWorks Disk Array XP, HP StorageWorks Virtual Array or
EMC Symmetrix.

0 Providing various disaster recovery methods for supported
Windows and UNIX platforms.

Easy Restore

Data Protector includes an internal database that keeps track of
data such as which files from which system are kept on a particular
medium. In order to restore any part of a system, browse the files
and directories. This provides fast and convenient access to the data
to be restored.

18
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¢ Automated or Unattended Operation

With the internal database, Data Protector keeps information about
each Data Protector medium and the data on it. Data Protector
provides sophisticated media management functionality. For
example, it keeps track of how long a particular backup needs to
remain available for restoring, and which media can be (re)used for
backups.

The support of very large libraries complements this, allowing for
unattended operation over several days or weeks (automated media
rotation).

Additionally, when new disks are connected to systems, Data
Protector can automatically detect (or discover) the disks and back
them up. This eliminates the need to adjust backup configurations
manually.

¢ Service Management

Data Protector is the first backup and restore management solution
to support service management. The integration with Application
Response Management (ARM) and Data Source Integration (DSI)
enables powerful support of Service Level Management (SLM) and
Service Level Agreements (SLA) concepts by providing relevant data
to management and planning systems.

The DSI integration provides a set of scripts and configuration files
from which users are able to see how to add their own queries using
Data Protector reporting capabilities.

¢ Monitoring, Reporting and Notification

Superior web reporting and notification capabilities allow you to
easily view the backup status, monitor active backup operations, and
customize reports. Reports can be generated using the GUI, or using
the omi r pt command on systems running UNIX, Windows NT,
Windows 2000, Windows XP Professional, or Microsoft Windows
Server 2003 as well as using Java-based online generated web
reports.

You can schedule reports to be issued at a specific time or to be
attached to a predefined set of events, such as the end of a backup
session or a mount request.

Chapter 1 19
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Integration with Online Database Applications

Data Protector provides online backup of Microsoft Exchange Server
5.5, Microsoft Exchange Server 2000, Microsoft SQL Server 7,
Microsoft SQL Server 2000, Oracle7, Oracle8, Informix, SAP R/3,
Lotus Domino R5 Server, and Sybase database objects.

Integration with Other Products

Additionally, Data Protector integrates with EMC SRDF and
TimeFinder, HP OpenView Operations for UNIX, Microsoft Cluster
Server, MC/ServiceGuard, HP OpenView OmniStorage, and other
products.

20
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Figure 1-1

NOTE

Introduction
Data Protector Architecture

Data Protector Architecture

The Data Protector cell, shown in Figure 1-1, is a network environment
that has a Cell Manager, client systems, and devices. The Cell
Manager is the central control point where Data Protector software is
installed. After installing Data Protector software, you can add systems
to be backed up. These systems become Data Protector client systems
that are part of the cell. When Data Protector backs up files, it saves
them to media in backup devices.

The Data Protector Internal Database (IDB) keeps track of the files
you back up so that you can browse and easily recover the entire system
or single files.

Data Protector facilitates backup and restore jobs. You can do an
immediate (or interactive) backup using the Data Protector user
interface. You can also schedule your backups to run unattended.

The Data Protector Cell (Physical View and Logical View)

|
m Cell hanager
|
G oL 2| _@
d U NT

The GUI and the Cell Manager systems can run on HP-UX, Solaris
Windows NT, Windows 2000, Windows XP Professional, or Microsoft
Windows Server 2003 operating systems; they do not have to run the
same operating system.

Chapter 1
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Cell Manager

Systems to Be
Backed Up

Systems with
Backup Devices

Systems with a
User Interface

Installation Server

The Cell Manager is the main system in the cell. The Cell Manager:

e Manages the cell from a central point.
¢ Contains the IDB.

The IDB contains information about backup details such as, backup
durations, media IDs, and session IDs.

¢  Runs core Data Protector software.

¢ Runs Session Managers that start and stop backup and restore
sessions and write session information to the IDB.

Client systems you want to back up must have the Data Protector Disk
Agent ((DA) also called Backup Agent) installed. To back up online
database integrations, install the Application Agent. In the rest of the
manual, the term Disk Agent will be used for both agents. The Disk
Agent reads or writes data from a disk on the system and sends or
receives data from the Media Agent. The Disk Agent is also installed on
the Cell Manager, thus allowing you to back up data on the Cell
Manager, the Data Protector configuration, and the IDB.

Client systems with connected backup devices must have the

Data Protector Media Agent (MA) installed. Such client systems are also
called Drive Servers. A backup device can be connected to any system
and not only to the Cell Manager. The Media Agent reads or writes data
from media in the device and sends or receives data from the Disk Agent.

You can manage Data Protector from any system on the network on
which the Data Protector graphical user interface (GUI) is installed.
Therefore, you can have the Cell Manager system in a computer room
while managing Data Protector from your desktop system.

The Installation Server holds a repository of the Data Protector
software packages for a specific architecture. The Cell Manager is by
default also an Installation Server. At least two Installation Servers are
needed for mixed environments: one for UNIX systems and one for the
Windows systems.

22
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Operations in the Cell

The Data Protector Cell Manager controls backup and restore sessions,
which perform all the required actions for a backup or restore,
respectively, as shown in Figure 1-2.

Figure 1-2 Backup or Restore Operation

DP
DB

Cell Manager

\

Control

 — «—> OO

i Client System Network Client System Drive
DA = Disk Agent MA = Media Agent
{Backup Agent) {Drive Server)

(Application Agent)
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What Is a Backup
Session?

How Does It
Work?

Figure 1-3

Backup Sessions

A backup session, shown in Figure 1-3, is a process that creates a copy of
data on storage media. It is started either interactively by an operator
using the Data Protector user interface, or unattended using the Data
Protector Scheduler.

The Backup Session Manager process starts Media Agent(s) and Disk
Agent(s), controls the session, and stores generated messages to the IDB.
Data is read by the Disk Agent and sent to the Media Agent, which saves

it to media.

Backup Session

Sro= =© =00

Drive

Client System Client System

A typical backup session is more complex than the one shown in
Figure 1-3. A number of Disk Agents read data from multiple disks in
parallel and send data to one or more Media Agents. For more
information on complex backup sessions, refer to the HP OpenView
Storage Data Protector Administrator’s Guide.

24
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Restore Sessions

What Is a Restore A restore session, shown in Figure 1-4, is a process that restores data
Session? from previous backups to a disk. The restore session is interactively
started by an operator using the Data Protector user interface.

How Does It After you have selected the files to be restored from a previous backup,

Work? you invoke the actual restore. The Restore Session Manager process
starts the needed Media Agent(s) and Disk Agent(s), controls the session,
and stores messages in the IDB. Data is read by the Media Agent and
sent to the Disk Agent, which writes it to disks.

Figure 1-4 Restore Session

lwzo= <© <o

Drive

Client System - Client System

A restore session may be more complex than the one shown in
Figure 1-4. Refer to the HP OpenView Storage Data Protector
Administrator’s Guide for more information on restore sessions.
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Data Protector Enterprise Environments

What Is an
Enterprise
Environment?

When to Use an
Enterprise
Environment?

Data Protector Enterprise Environments

A typical enterprise network environment, shown in Figure 1-8, consists
of a number of systems from different vendors with different operating
systems. The systems may be located in different geographical areas and
time zones. All the systems are connected with LAN or WAN networks
operating at various communication speeds.

This solution can be used when several geographically separated sites
require common backup policies to be used. It can also be used when all
departments at the same site want to share the same set of backup
devices.

Figure 1-5 Large Data Protector Enterprise Environment
Configuring and managing backups of such a heterogeneous
environment is challenging. Data Protector functionality has been
designed to highly simplify this task.
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Figure 1-6
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User Interfaces

Data Protector provides easy access to all configuration and
administration tasks using the Data Protector GUI provided to run
under X11/Motif on UNIX platforms and on the Windows platforms.
Additionally, a command-line interface is available on UNIX and
Windows platforms.

The Data Protector architecture allows you to flexibly install and use the
Data Protector user interface. The user interface does not have to be
used from the Cell Manager system; you can install it on your desktop
system. As depicted in Figure 1-12, the user interface also allows you to
transparently manage Data Protector cells with HP-UX, Solaris or
Windows Cell Managers.

Using the Data Protector User Interface

o \
Windows -
NT o DP - DB
< ell Manager
ol /

HP-UX

In a typical mixed environment, install the Data Protector user interface
on several systems in the environment, thus providing access to Data
Protector from several systems.

Chapter 1
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Figure 1-7

Menu Bar

Scoping Pane ——»

Data Protector GUI

The Data Protector User Interface is an easy-to-use, powerful graphical
user interface. It provides the following main functionality:

e A Results Tab with all the configuration wizards, properties and
lists.

e Easy configuration and management of the backup of online
database applications that run in Windows environments, such as
Microsoft SQL 7, Microsoft Exchange 2000, SAP R/3, and Oracle8 or
that run in the UNIX environments, such as SAP R/3, Oracle8, and
Informix.

* A context-sensitive online Help system called the Help Navigator
Graphical User Interface

Context List Tool Bar

po Data Protector Cell - HP OpenYiew Data Protector Manager =[of x|
File Edit Wigw Actions Help
“EIients = H i & | =7 J O ‘ £l
x MName | Descripkion |
@Cliants Sets up clients in the current cell,
. Clusters Canfigures clusters in the current cell.
- (=] Clients [ )Installation Servers Adds and removes Installation Servers,
i@ smoste.bbn.hp.com
@ Clusters
£-£7] Installation Servers
18 smoste. bbn.hp.com
ﬁ Objgcts
AT FTH Data Protector Cell \
[ I 4
Navigation Tab Results Tab Results Area Menu Bar
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About HP OpenView Operations

The following sections introduce the main concepts behind HP OpenView
Operations (OVO), and answers the questions:

e What Is OVO?

e What Is a Management Server?
e  What Is a Managed Node?

e  What Does OVO Do?

e How Does OVO Work?

e (OVO User Concept

What Is OVO?

OVO is a distributed client/server software solution designed to help
system administrators detect, solve, and prevent problems occuring in
networks, systems, and applications in any enterprise. It is a scalable
and flexible solution that can be configured to meet the requirements of
any IT organization and its users. In addition, you can expand the
applications of OVO by integrating management applications from

HP OpenView partners or other vendors.

OVO helps you to:

e Maximize the availability of network components.

¢ Reduce the time lost by end-users as a result of system down-time.
¢ Reduce user interactions by automatically solving problems.

¢ Reduce the amount of problems through preventive actions.

¢ Decrease the time needed to resolve problems.

e Reduce the cost of managing the client-server environment.

The OVO management concept is based on communication between a
management server and managed nodes. Management server processes
running on the central management server communicate with OVO
agent processes running on managed nodes throughout the environment.
The OVO agent processes collect and process events on the managed

Chapter 1
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Figure 1-8

nodes, and then forward relevant information in the form of OVO
messages to the management server. The management server responds
with actions to prevent or correct problems on the managed nodes.

Figure 1-8 on page 30 illustrates the management concept of OVO.

OVO Client-Server Concept

Events

Events are occurrences on the
managed nodes. Events trigger

Managed Nodes

Managed nodes are monitored and
controlled by the OVO management

server. messages.
— -
¢ e
Il J( Jr
m\ :
// A\
/g
v 7
Management Server Communication

The OVO management server is the central
computer to which all managed nodes forward
their messages. Multiple management servers

Communication between the
managed nodes and the management
servers consists of messages and

may share management responsibility. actions.

The agent on the management server also serves as the local managed
node. A database serves as the central data repository for all messages
and configuration data. You can use this runtime and historical data to
generate reports. Historical data can also be helpful when creating

30
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instruction text to help an operator solve problems caused by similar
events, and to automate certain problem resolution processes. The
database processes run on the management server.

What Is a Management Server?

The management server performs the central processing functions of
OVO. It is on the management server that the entire software is stored,
including the complete current configuration. The functions of a
management server include:

¢ (Collecting data from managed nodes.
e Managing and grouping messages.
e (Calling the appropriate agent to:

O start actions (local automatic actions started on a managed
node).

0 initiate sessions on managed nodes (for example, open a virtual
console).

¢ Controlling the history database for messages and performed
actions.

¢ Forwarding messages: either to other management servers or to
systems where OVO is running.

¢ Installing OVO agent software on managed nodes.

The management server also notifies the managed nodes about
configuration changes and initiates any updates.

What Is a Managed Node?

Managed nodes are computers which are controlled and monitored by
OVO via agent processes installed and running on them. The OVO agent
software reads:

e Logfiles
¢ (Console messages (MPE/iX)
e SNMP traps

The OVO message interceptor can intercept messages from any
application running locally on the managed node.

Chapter 1
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Performance values are monitored at configurable intervals, and
messages can be generated when performance varies from limits.

The agent compares all messages with conditions in preconfigured
templates, then forwards unexpected or important messages to the
management server. It can suppress duplicate or similar events. You
determine your message filtering policy either by modifying existing
templates, or configuring your own set of templates and conditions.

Corrective actions can be started locally on the managed node in
response to a message, and can be restarted or stopped if necessary.

OVO can also monitor its own processes.

What Does OVO Do?

OVO helps you to solve problems occurring anywhere in your computing
environment, including network elements, systems, and applications.
OVO notifies you that a problem has occurred is likely to occur, and then
provides the resources required to resolve or avoid it.

When a problem occurs at a managed node, it is registere