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Guide updates may be issued between editions to correct errors or document product
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About the guide

Intended audience

This guide is intended for administrators responsible for planning, setting up, and

maintaining backups and recovery of Microsoft Office SharePoint Server 2007. It

assumes you are familiar with:

* Basic Data Protector functionality

*  Microsoft Office SharePoint Server 2007 administration

Document conventions and symbols

Table 2 Document conventions

Convention

Element

Blue text: Table 2 on page 11

Cross-reference links and e-mail addresses

Blue, underlined text: http://www.hp.com

website addresses

Bold text * Keys that are pressed
* Text typed into a GUI element, such as a
box
e GUI elements that are clicked or selected,
such as menu and list items, buttons, tabs,
and check boxes
Italic text Text emphasis

Monospace text

* File and directory names
e System output
* Code

*  Commands, their arguments, and
argument values

Granular Recovery Extension for Microsoft Office SharePoint Server 2007
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http://www.hp.com

Convention

Element

Monospace, italic text

e Code variables
*  Command variables

Monospace,

bold ftext

Emphasized monospace text

B NOTE:

Provides additional information.

¥ TIP:

Provides helpful hints and shortcuts.

General Information

General information about HP Data Protector Granular Recovery Extension for
Microsoft Office SharePoint Server 2007 can be found at http:

dataprotector

HP technical support

12

www.hp.com/go

For worldwide technical support information, see the HP support website:

http://www.hp.com/support

Before contacting HP, collect the following information:

Product model names and numbers

Technical support registration number (if applicable)
Product serial numbers

Error messages

Operating system type and revision level

Detailed questions

About the guide
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http://www.hp.com/support

Subscription service

HP recommends that you register your product at the Subscriber’s Choice for Business
website:

http://www.hp.com/go/e-updates

After registering, you will receive e-mail notification of product enhancements, new
driver versions, firmware updates, and other product resources.

HP websites

For additional information, see the following HP websites:

e http://www.hp.com

e http://www.hp.com/qgo/storage

e http://www.hp.com/support/manuals

e http://www.hp.com/support/downloads

Documentation feedback

HP welcomes your feedback.

To make comments and suggestions about product documentation, please send a
message to DP.DocFeedback@hp.com. All submissions become the property of HP.

Granular Recovery Extension for Microsoft Office SharePoint Server 2007 13
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1 Introduction

This document describes the HP Data Protector Granular Recovery Extension for
Microsoft Office SharePoint Server 2007 (HP Data Protector Granular Recovery
Extension).

Backup

It is assumed that Microsoft Office SharePoint Server 2007 data is being backed up
using one of the following backup solutions:

* HP Data Protector script solution for Microsoft Office SharePoint Server 2007 and
SharePoint Server 2010

* HP Data Protector Microsoft SQL Server integration

* HP Data Protector Microsoft Volume Shadow Copy Service integration

* HP Data Protector Microsoft Volume Shadow Copy Service ZDB integration

Recovery

The main advantage of the HP Data Protector Granular Recovery Extension is recover
granularity.

The smallest object that you can restore with the original backup solution is a Microsoft
SQL Server database (content database), which may contain data of multiple web
sites. In contrast, the smallest object that you can restore with HP Data Protector
Granular Recovery Extension is an individual web site item, for example, a Calendar
item, Tasks item, Team Discussion item, or a document.

Granular Recovery Extension for Microsoft Office SharePoint Server 2007 15
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2 Installation

This chapter describes how to install HP Data Protector Granular Recovery Extension.

Support matrix

Supported environments

Supported operating systems

Microsoft Office SharePoint Server 2007:
o 32-bit
o 64ubit (x64)

Microsoft SQL Server 2005:
o 32-bit
- 64-bit (x64)

Microsoft SQL Server 2008:
e 32bit
°  64-bit (x64)

Windows Server 2003:
° 32bit

o 64-bit (x64)
Windows Server 2008:
e 32bit

°  64-bit (x64)

Supported backup solutions

* HP Data Protector A.06.11

Supported web browsers

*  Windows Internet Explorer 7 and 8

*  Mozilla Firefox 3.0 and newer minor versions

Granular Recovery Extension for Microsoft Office SharePoint Server 2007
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Microsoft SQL Server packages

Install the following packages for Microsoft SQL Server 2005 or Microsoft SQL Server
2008:

*  Microsoft SQL Server Native Client
*  Microsoft Core XML Services (MSXML) 6.0
*  Microsoft SQL Server 2008 Management Objects Collection

These packages must be installed on all the Microsoft Office SharePoint Server systems
that have at least one of the following services enabled:

¢ Central Administration
*  Windows SharePoint Services Web Application

You can download the packages from the web site: http://www.microsoft.com
downloads/en/default.aspx.

Search for Feature Pack for Microsoft SQL Server 2008.
HP Data Protector

Ensure you installed HP Data Protector as described in:
* HP Data Protector script solution for Microsoft Office SharePoint Server 2007 and
SharePoint Server 2010 white paper

* HP Data Protector integration guide for Microsoft applications: SQL Server,
SharePoint Portal Server, Exchange Server, and Volume Shadow Copy Service

* HP Data Protector zero downtime backup integration guide

In addition, ensure that the Data Protector User Interface component is installed
on all Microsoft Office SharePoint Server systems that have at least one of the
following services enabled:

* Central Administration
*  Windows SharePoint Services Web Application

Installation
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E DP Cell Manager

moss_createbarlists.pl

7/
MOSsSs MOSs

Central Administration Front-end Web server

Front-end Web Server Query server

Query server
User Interface User Interface
moss_backup.psl Microsoft SQL Server Native Client
Microsoft SQL Server Native Client Microsoft Core XML Services (MSXML) 6.0
Microsoft Core XML Services (MSXML) 6.0 Microsoft SQL Server 2008 Manag. Obj. Collect.

Microsoft SQL Server 2008 Manag. Obj. Collect.

MS Office
SharePoint Server
7 2007 -y
Moss environment MOSS
Index server
Excel Calculation MS SQL Server
MS Volume Shadow Copy Integration MS Volume Shadow Cepy Integration |
N LAN . : .

Figure 1 Installing a medium farm that uses the HP Data Protector
Microsoft Office SharePoint Server script solution (an example)

In Figure 1, the HP Data Protector components are colored blue, the Microsoft SQL
Server install packages are green, and the HP Data Protector Granular Recovery
Extension component red.

Procedure

1. Log on to the Microsoft Office SharePoint Server Central Administration system
under a Microsoft Office SharePoint Server Farm Administrator user account.

2. Run setup.exe to install the HP Data Protector Granular Recovery Extension
solution.

Windows Server 2008: Do not forget fo run Setup . exe with administrative
rights if you have Windows UAC enabled (right-click Setup.exe > Run as
Administrator). When the User Account Control dialog box is displayed, click
Allow.

Granular Recovery Extension for Microsoft Office SharePoint Server 2007 19
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3. The HP Data Protector Granular Recovery Extension setup wizard is displayed.
Click Next.

4. On the System Check page, click Next.

HP Data Protector Granular Recovery Extension

System Check

Checking if HP Data Protector Granular Recovery Extension can be I
installed from this machine

Windows SharePoint Service 3.0 is installed.

Microzoft Office SharePaoint Server 2007 is installed.

You have permission o install and deplay ShareFaint zolutions.
The “indows SharePoint Services Administration service is started.
The Windows SharePoint Services Timer service is started.

Solution file faund.

(NN NRNRNR]

HF Data Protector Granular Recovery Extension is not installed.

All checks succeeded. Please click Mext to proceed with the installation.

Breviousz Mext Abort

v codeplex. com/sharepointinstaller

Figure 2 System Check page

5. On the End-User License Agreement page, select | accept the terms in the License
Agreement and click Next.

Installation



6. On the Farm Deployment Targets page, click Next:

HP Data Protector Granular Recovery Extension
Farm Deployment Targets

FPlease select one or more web applications

‘Wweb Applications:

[ http:/divanka: 48592/ [Central Administration)

[ http:/fivanka: 258844 [SharePoint - 25884)

[ http:/fivanka: 34508/ [Shared Resource Provider]
[ hitp:/divankald  [SharePaint - 80]

Pleaze click the Mest button to start the installation process.

Breviousz |

Abort |

v codeplex. com/sharepointinstaller

Figure 3 Farm Deployment Targets page
7. The Installing page is displayed. When the installation completes, click Next.
8. On the Installation Successfully Completed page, click Close.

B NOTE:

Keep the installation package. This package is a prerequisite for the removal procedure.
If the installation package is not on your system anymore, you can remove HP Data
Protector Granular Recovery Extension using the Microsoft Office SharePoint Server
command line tool: stsadm. For defails, see Troubleshooting section “HP Data Protector
Granular Recovery Extension cannot be removed” on page 63.

Granular Recovery Extension for Microsoft Office SharePoint Server 2007 21
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3 Configuration

Verifying the configuration of the Recovery Web
Application

Procedure

1. Open the Central Administration web page and click the Application
Management tab.

2. Under Application Security, click Authentication providers and click Default.

3. Ensure that the settings for the Recovery Web Application are the same as the
default settings of the Central Administration Application.

Contiguring HP Data Protector user rights

Procedure
1. Open the Data Protector GUI (Data Protector Manager).

2. In the Context list, select Users.

Granular Recovery Extension for Microsoft Office SharePoint Server 2007 23



24

3. Ensure the user account under which the Windows SharePoint Services Timer
service is running is assigned the Data Protector Start restore and see
private objects user rights.

@Q Properties for user group - HP Data Protector Manager !E[ E
| Ble Edt view Actions Help
= H[EIEEEETERET
=0 Users General User Rights |

Em admin

Lo ANIKYE m Select the uger rights that pou want to apply to the group.

METWORK SERYICE

SYSTEM .
— Data Protector User Right:
operatar

m user [CIClients configuration Select Al |

[1Uzer configuration
|:|Dew.c:e c:on.flgura.tlon Unselect A1 |
[ 1Media configuration
[C1Reporting and notifications
[15tart backup

[15tart backup specification
[(15ave backup specification
[1Back up az root

[ 15witch session ownership
[t onitor

[ labort

[C1Mount request

[w]Start restore

[ 1Restore ta other clients
[1Restore from other users
[ 1Restore as root

[w]5See private objects

Lancel | Apply |
E DbiECtSI H 4 b M |Properties for user group =HJ Properties for operatar group =HJ
[ [EBivarka 2

Figure 4 Data Protector user rights

B NOTE:

The See private objects user right is useful in case you created your
backup specification configured with access type private, and backup object
owner. This is either the account under which the backup was executed or
the account specified in the Ownership Backup Option. If this user account
is different the user account under which the Windows SharePoint Services
Timer service is running, the private backup objects are not accessible in
the Recovery Cache Management.

Configuration



Configuring Data Protector backup specifications

To prevent Data Protector from backing up content databases that are in the Granular
Recovery Cache Management (in other words, o prevent Data Protector from backing
up the same content databases twice), proceed with the following, depending on
your configuration:

¢ If the same Microsoft SQL Server instance is used by both Microsoft Office
SharePoint Server and HP Data Protector Granular Recovery Extension:

When you create backup specifications, select individual content databases, and
not the client, Microsoft SQL Server instance, or Microsoft Volume Shadow Copy
Writer.

The content databases restored by HP Data Protector Granular Recovery are
named OriginalName DataProtectorSessionID.

See Figure 5 on page 26.

Granular Recovery Extension for Microsoft Office SharePoint Server 2007 25



pa Backup - AnikyB_Backup2 - HP Data Protector Manager =]

| Ble Edit wiew actions Help
JIBackup jHE°| ,; |?H @JE&J
-0 Backup Source |Destination| Dptionsl Schedulel
E| [f8]] Backup Specifica
.~ Filesystem @ Select the client systems, dives, directories, and files that pou want to back up.
Elg MS Yolume 5
; AnikyE_E
AnikyE_E Show: I Selected j
Manual ¢
Marual F EFQ ivanka.comparny.com M5SWS 5w
Templates EWV SqlServerwriter[SOL Server 2005: 50w riter)
-7 TVANKA
Bk OFFICESERWERS
v oe® W55 _Content_054a5bfa-f23c-4908-8f78-20b3ce00b1 33
[ pa® WS S_Content_D54a5bfa-f23c-49b8-8f78-e0b3ce00bl 93_2010_05_25-1
4| [
ll_l _'I Lancel | Apply I
E- Objects Tasks M4 F H |Backup-AnikyB_Backup ‘=HJ Backup - AnikyB_Backup? =ﬁ|
l_l [ ivank 2

Figure 5 Selecting content databases

B NOTE:

If you have a backup specification with individual content databases selected,
each time a Farm Administrator adds a new content database, you need to
include the newly-added content database in the backup specification.

* If a separate Microsoft SQL Server instance is used for granular recovery purposes,
specify this system as the destination Microsoft SQL Server for the Import From
Backup procedure.

Ensure that this system is excluded from the backup specification.

Veritying the configuration of Internet Information
Services application pools

The same Microsoft Office SharePoint Server user account is used by both the Recovery
Web Application and SharePoint Central Administration v3 application pools.

26 Configuration



To be able to recover items to a filesystem, verify if the user specified in these
application pools is granted enough permission. Ensure this user is granted full control
of the filesystem.

To verity which user account is configured in the Recovery Web Application or
SharePoint Central Administration v3 application pools:

1.
2,

3.

Connect to the Microsoft Office SharePoint Server Central Administration system.

In the Start menu, click Control Panel, Administrative Tools, and Internet
Information Services (IIS) Manager.

Depending on the operating system version, proceed as follows:
Windows Server 2008:

a. Open the Application Pools page.

b. Right-click an application pool and click Advanced Settings.

c. Under Process Model, verify the Tdentity of the Microsoft Office
SharePoint Server user account.

Windows Server 2003:
a. Expand Application Pools.
b. Right-click an application pool and click Properties.

c. Click the Identity tab, select the Configurable option, and verify the selected
Microsoft Office SharePoint Server user account.

Granular Recovery Extension for Microsoft Office SharePoint Server 2007 27
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4 Backup

Back up Microsoft Office SharePoint Server data as described in your backup solution
documentation.

For more information on the HP Data Protector backup solutions, see:

* HP Data Protector script solution for Microsoft Office SharePoint Server 2007 and
SharePoint Server 2010 white paper

* HP Data Protector integration guide for Microsoft applications: SQL Server,
SharePoint Portal Server, Exchange Server, and Volume Shadow Copy Service

* HP Data Protector zero downtime backup integration guide

Granular Recovery Extension for Microsoft Office SharePoint Server 2007 29
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5 Recovery

Each site has its data stored in a Microsoft SQL Server database (content database).
Therefore, to recover site items, follow this basic procedure:
1. Import

a. Restore

Restore the content database from backup to a temporary location on a
Microsoft SQL Server system.

b. Mount

Present the restored content database (recovery content database) to the
Microsoft Office SharePoint Server. This creates a temporary site (recovery
site).

2. Recover

Transfer site items from the recovery site to the original site, or to another location
of your choice.

3. Dismount

Dismount the recovery content database from the Microsoft Office SharePoint
Server. Optionally, delete the database from the disk.

Opening the HP Data Protector Granular Recovery
Extension GUI

Procedure

1. Log on to the Microsoft Office SharePoint Server Central Administration system
under a Microsoft Office SharePoint Server Farm Administrator user account.

Granular Recovery Extension for Microsoft Office SharePoint Server 2007 31



2.

Connect to the Central Administration web page, click the Operations tab, and
look for HP Data Protector Granular Recovery Extension:

HP Data Protector Granular Recovery Extension
B Granular Recovery Cache Management
o Granular Recovery Job Status

o Granular Recovery Settings

Figure 6 HP Data Protector Granular Recovery Extension links

Click Granular Recovery Cache Management. The Recovery Cache Management
page is displayed.

The Granular Recovery Cache shows which recovery content databases are

currently mounted to the Microsoft Office SharePoint Server. In the beginning,
the Granular Recovery Cache is empty. See Figure 7 on page 32.

Central Administration

Recovery Cache Management

Content of the Recovery Cache,

=i Import From Backup | & Import From Filesystem ﬁlmport Job Status
Content Databases

Mo content database available in recovery cache.

Sites

Figure 7 Recovery Cache Management (empty)

Figure 8 on page 32 shows available functionality of the Recovery Cache
Management when a content database is already mounted. For a high-level
description of the functionality, see Table 3 on page 33.

Central Administration

Recovery Cache Management

Conkent of the Recovery Cache,

=i Import From Backup | & Import From Filesystern | & Rermove From Recovery Cache glmport Job Status I;,_'E]Start Recovery

Content Databases

Content Database Backup Wersion Content Database Size  Added Removed At Added By
WS5_Content_054aSbfa-f23c-49b8-8F78- 2010/05/25-1 23.8MB  6/7/2010 6/28/2010 HSL\anikyb
e0b3ce0nb193 10:48:59 10:48:59
AM AM
Sites
Original Sike LIRL Recovery Site LRL
http:/ fivanka:25884 /sites/AnikyB http:/ fivanka:38000/ sites/AnikyB
http: ffivanka: 25664 ) sites/GRE http: ffivanka: 36000/ sites/GRE
hittpe ffivanka: 25684 jsites/MewPage hittpe ffivanka: 35000 sites/NewPage

Figure 8 Recovery Cache Management with a content database
mounted

Recovery



Table 3 Granular Recovery cache management

Import From Backup

If you have backed up your content
database with an HP Data Protector
backup solution, use Import From
Backup to restore the database to a
temporary location and to mount the
database to the Microsoft Office
SharePoint Server.

For details, see “Importing content
databases from backup” on page 34.

Import From Filesystem

If you have restored the content
database to the filesystem, use Import
From Filesystem to mount the content
database to the Microsoft Office
SharePoint Server.

For details, see “Importing content
databases from the
filesystem” on page 37.

Import Job Status

This enables you to monitor import jobs
(importing a content database from
backup or from filesystem) status.

For details, see Monitoring granular
recovery import jobs, page 50.

Remove from Recovery Cache

This dismounts a recovery content
database from the Microsoft Office
SharePoint Server (removes the content
database from the Granular Recovery
Cache) and removes the database files
from the disk.

For details, see “Removing content
databases from the
cache” on page 50.

Start Recovery

Use this to browse and recover obijects
that are stored in a recovery content
database.

Note that this is also available from the
original site: Site Actions > Site Settings
> Granular Recovery.

For details, see “Executing Perform
content recovery tasks” on page 40
and “Recovering site

items” on page 41.

Original Site URL

The link to the original site.

Recovery Site URL
The link to the recovery site.

Granular Recovery Extension for Microsoft Office SharePoint Server 2007
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Importing content databases from backup

Prerequisites

On the destination Microsoft SQL Server system, you need enough disk space for
the content database that you want to import.

Procedure

1. On the Recovery Cache Management page, click Import From Backup. The Site
Collection Selection page is displayed. Select the content database of the site
you want to recover and click Continue.

Central Administration

Site Collection Selection

Select the content database that you wank to recowver From,

2 Continue

Site URL Sike Mame Content Database Web Application Marne

http:/ /ivanka:25684, sites;AnikyB WSS_Content_054a5bfa-f23c- SharePoint - 25864
49b8-8F78-e0b3cen0b193

http:ffivanka: 34508] sspfadmin SharedServicesContent_6F77cb07- SharePoink - 34505
507c-4ac0-b77a-cbd32205d2dF

http:fivanka) W5S_Content_0749b785-87e2-40cF-  SharePoint - 50
adb7-Fe916999d053

hittp:ffivankay IMySite W3S _Content_0749b785-87e2-40cf-  sharePoint - 50
adb7-F39169994083

hittp:ffivankay personalfigor! W3S _Content_0749b785-87e2-40cf-  SharePoint - 50
adb7-F3916999d083

hitkp:ffivankal personal/miranf W3S _Content_0749b785-37e2-40cf-  SharePoint - S0
adb7-Fa916999d053

http: ) fivanka) persanal/mkravao WSS_Content_0749b785-87e2-40cF-  SharePaoint - 50
adb7-F2216999d053

http:ffivanka:48592( SharePoint_AdminContent_b41aasef-

edbi-4e16-9F0f-fObe04097a15

Figure 9 Site Collection Selection page
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2. On the Backup Version Selection page, select the content database version that

you want to restore and click Continue.

Central &dministration

Backup Version Selection

Select the content database wersion For the site http:/fivanka:25884 /sites /AnikyB.

2 Continue

Marne Created Date Size Tvpe

2010/05/03-2 5/3/2010 22.3MB Full
11:59:45 AM

2010/04/23-2 4/232010 213328 22,3 MB Full
PM

Z010/04/20-4 4/20/2010 4:35:38 22,3 ME Full
PM

2010/04/20-1 4/20{2010 22.3MB Full
11:46:35 AM

Z010/04/15-13 4/15/2010 2:15:37 217 MB Full
P

Figure 10 Backup Version Selection page

3. The Content Database Recovery page is displayed:

Central Administration

Content Database Recovery

Click Innport Content Database to start import of content database WSS_Content_054a5bfa-f23c-49b8178-e0b3ceD0b193

wersion 2010,/05/25-1.
P Import content database

Restore Settings

SGL Server: I IVANKANOfficeServers =

Restore path:: IC:\RBSTDre

Method
MS¥55

M3V3S

MSW3S

MEVES

35S

Figure 11 Content Database Recovery page

In the SQL Server drop-down list, select the destination Microsoft SQL Server

Media
TAPE

TAPE

TAPE

TAPE

TAPE

instance. You can change the default restore location by specifying a new path.

The default is ¢ : \Restore.

B NOTE:

If your Microsoft SQL Server is configured in a cluster, ensure that the restore
location resides on the Microsoft SQL Server cluster shared disk.

Click Import content database.

Granular Recovery Extension for Microsoft Office SharePoint Server 2007
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4. Optionally, to monitor job status, click Continue. The Granular Recovery Import
Job Status page is displayed:

Central Administration

Granular Recovery Import Job Status

Click Refresh to update jobs list,

2] Refresh | % Clear History | & Recovery Cache Managerment
Active
(v WES Started By Started  Ended  Details
Sd0aldad-90c1- gr-job-restore-recovery- HaLYanikywb ¢ None
46bb-900a- database_W35_Content_0S4aShfa-fz3c-49b5-
59902dezbbad 8f75-e0b3ce00b193_2010/05/13-4

Figure 12 Monitoring job status
5. Click Recovery Cache Management fo return to that page.
The content database is mounted to the Microsoft Office SharePoint Server.

Central Administration

Recovery Cache Management

Conkent of the Recavery Cache.

=i Import From Backup | =i Irmport From Filesystern | # Rermove From Recovery Cache Elmport Job Status ;—:]Start Recowvery

Content Databases

Content Database Backup Yersion Content Database Size  Added Remowed At Added By
WSS_Content_054a5bfa-F23c-49b8-8F78- 2010/05/25-1 23.8MB  6/7/2010 6/28/2010 HSL'anikyb
e0b3ced0b193 10:48:59  10:48:59
AM AM
Sites
Original Site URL Recovery Site URL
http:/ /ivanka:25884/sites/AnikyB http:/ /ivanka:38000/sites/ AnikyB
httpe)fivanka: 25884/ sitesfGRE htkp: ) fivanka: 38000/ sitesfGRE
httpi)fivanka: 25834/ sites/MewPage htkpsfivanka: 38000/ sites/MewPage

Figure 13 Recovery Cache Management

B NOTE:

Once the contfent database is mounted to the Microsoft Office SharePoint Server, a
Perform content recovery task is assigned to the Site Collection Administrator.

For details, see “Executing Perform content recovery tasks” on page 40.
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Importing content databases from the filesystem

Prerequisites

¢ The content database must be restored to the filesystem.

*  The user account under which the Windows SharePoint Services Timer service is
running must be granted full control permission for the content database.

Considerations

*  The Microsoft SQL Server Database Primary Data Files and all transaction log
files cannot be imported from a network share.

* If a site already exists in the Recovery Cache Management, and you perform an
Import From Filesystem session for the same site, the new URL is:

* http://computer.company.com:38000/0riginalNameSequenceNumber
* http://computer.company.com:25884/SequenceNumber
(root site)

¢ If the original site does not exist in the Recovery Cache Management, the site
URL does not change.

* If a root site does not exist, the Recovery Cache Management uses an empty
string during the restore session, the URL of the root site changes to:

http://computer.company.com:25884/SequenceNumber

Procedure

1. On the Recovery Cache Management page, click Import From Filesystem.
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2. On the Enter content database data page, specify the location of the Microsoft

SQL Server Database Primary Data File AbsolutePath.mdf and all transaction
log files AbsolutepPath.1df. Click Add.

Click Continve.

Central Administration

Enter content database data

Specify database files
2 Continue

Database File Location

Database file path:

Add
Database Files
File path
Ci\Restore|2010-05- 18-5YC\Program Files (x86)\Micrasaft Office Servers)12.04DatalMSS0L. 1 Remave
\MSSOL Datalwss_Content_D54a5bfa-F23c-49b8-8f78-e0b3ce00b193 . mdf
Ci\Restore}2010-05-18-51C\Program Files (x86)\Microsoft Office Servers)12.04DatalM550L. 1 Remove
M350 Datalw'ss_Content_054a5bf a-f23c-49b3-af 78-20b3ce00b1'93_log. LDF

Figure 14 Specifying content database files

In the SQL Server drop-down list, select the destination Microsoft SQL Server
instance.

Central Administration

Import content database

Click Import content database to start import,
¥ Irmport content database

Import Settings

SCL server: I IvANKAOfficeServers =

Database name:

IWSS_Content_054a5bfa-f23c:-49b

Wersion: |20100519191516

Figure 15 Importing a content database from filesystem

The content database name and version are filled in automatically. Optionally,
you can edit the database’s name and version to better suit your needs.

Click Import content database.
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4. Optionally, to monitor job status, click Continue.

The Granular Recovery Import Job Status page is displayed:

Central Administration

Granular Recovery Import Job Status

Click Refresh to update jobs list,

2] Refresh | % Clear History | & Recovery Cache Managerment

Active
(v WES Started By Started  Ended  Details
Sd0aldad-90c1- gr-job-restore-recovery- HaLYanikywb ¢ None
46bb-900a- database_W35_Content_0S4aShfa-fz3c-49b5-
59902dezbbad 8f75-e0b3ce00b193_2010/05/13-4

Figure 16 Monitoring job status
Click Recovery Cache Management to return to that page.

The content database is mounted to the Microsoft Office SharePoint Server.

Central Administration

Recovery Cache Management

Conkent of the Recavery Cache.

=i Import From Backup | =i Irmport From Filesystern | # Rermove From Recovery Cache Elmport Job Status ;—:]Start Recowvery
Content Databases

Content Datahase

Backup Yersion Content Database Size  Added Remowed At Added By
WSS_Content_054a5bfa-F23c-49b8-8F78- 2010/05/25-1 23.8MB  6/7/2010 6/28/2010 HSL'anikyb
e0b3ced0b193 10:48:59  10:48:59

AM AM

Sites

Original Site URL

http:/ /ivanka:25884/sites/AnikyB
httpe)fivanka: 25884/ sitesfGRE
httpi)fivanka: 25834/ sites/MewPage

Recovery Site URL

http:/ /ivanka:38000/sites/ AnikyB
htkp: ) fivanka: 38000/ sitesfGRE
htkpsfivanka: 38000/ sites/MewPage

Figure 17 Recovery Cache Management

B NOTE:

Once the contfent database is mounted to the Microsoft Office SharePoint Server, a
Perform content recovery task is assigned to the Site Collection Administrator.

For details, see “Executing Perform content recovery tasks” on page 40.
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Executing Perform content recovery tasks

Prerequisites

The content database must be mounted to the Microsoft Office SharePoint Server,

by Importing content databases from backup, page 34 or by Importing content
databases from the filesystem, page 37.

* You must be a Site Collection Administrator of the site you want to recover.

Site Actions ~

AnikyE = Tasks

Tasks

Use the Tasks list to keep track of work that wou or your team needs to complete,

Mew = Ackions = Settings ~ iew: Al Tasks -

@ Title ) Assigned To Stakus Pricrity Due Date % Complete
Perform content recovery 2010/0316-2 1 HEw Aniky Barros Susnik. Mok Startked  {2) Mormal 462010

Figure 18 Perform content recovery task
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Site Actions -

AnikyE = Tasks = Perform content recovery 2010/03/16-2

Tasks: Perform content recovery 2010/03/16-2
Close |

A Edit Item | ¥ Delete Item giaManage Permissions | Alert Me

Title Perform content recovery 2010/03/16-2
Priority (2) Normal
Status Mot Started

% Complete
Assigned To Aniky Barros Susnik

Description Perform granular recovery at
http:/fivanka: 25884/ sites/AnikyB/_layouts/GranularRecovery/Recovery.aspx?
SiteIlD=http:/fivanka: 25584 sites/anilyB

Start Date 3/16/2010

Due Date 4/6/2010

Created at 3/16/2010 10:17 AM by Swskern Account Close |
Last modified at 3/16/2010 10:17 AM by System Account

Figure 19 Perform content recovery link

Procedure

1. Click the link in the Perform content recovery task. The Browse and Select Objects
page is displayed.

2. Proceed with the step 2 of the procedure “Recovering site items” on page 41.

Recovering site items

Prerequisites
*  On all the front-end Web Server systems, you need enough disk space for the
site items that you plan to recover. The default location is C: \Recovery. To
change the default path, see “Changing HP Data Protector Granular Recovery
Extension settings” on page 51.
*  You must be a Site Collection Administrator of the site you want to recover.

¢ The recovery content database must be mounted to the Microsoft Office SharePoint
Server.

* If the original site no longer exists, ensure that you create a blank site and use
the Overwrite Existing recovery mode. You must be a Farm Administrator of the
site you want to recover in the Recovery Cache Management. If you have a sub
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site in the recovered site, quick links, top navigation bar are relocated at the end
of the lists.

Considerations

42

If the data to be recovered already exists at the destination, depending on the

recovery mode, note the following:

* Rename if Exists: Files, folders, and items are recovered with different names,
OriginalName MOSSGR Timestamp. For example, suppose that on
November 17, 2009 at 10:59:35 you start a recovery of the file
wizard.txt. The file is recovered with the name
wizard MOSSGR 20091117-105935. txt.

* Leave Existing: Files, folders, and items are not recovered.

* Overwrite Existing: Files, folders, and items are recovered with the original
names, replacing the existing. For example, the existing Microsoft Office
SharePoint Server items (Document Library) are overwritten with those from
the backup data. Only lists and sites are not overwritten.

If the data to be recovered does not exist at the destination, it is recovered with

the original name.

If the List items (Announcement, Contact, Link, Calendar, or Task) are recovered

to other location, or to other farm twice, depending on the recovery mode:

* Overwrite Existing: the List items are duplicated with the same names and
different IDs. Delete the items with the same names.

* Rename if Exists: the List items are renamed even though these kinds of items
do not support renaming.

If discussion items, with attachments and replies, or surveys with responses are
recovered with the Overwrite Existing recovery mode, the items are overwritten
but the attachments, replies, or responses are not recovered. To avoid data loss,
delete the attachments, replies, or responses before starting your recovery session.

Multiple recovery sessions can be performed in parallel, except if the same items
are selected for recovery.

Multiple farm administrators and site collection administrators can browse objects
in parallel.

Recovery



Procedure
1

E-nw

On the Recovery Cache Management page, select the content database and

the sites you want to recover. Note that a content database may contain data
of multiple sites.

- TIP:

To recover items from multiple sites, hold Ctrl while selecting specific sites
under Sites, and then click Start Recovery.

You can also hold Shift while selecting a group of sites under Sites, and
then click Start Recovery.

Central Administration
Recovery Cache Management
Content of the Recovery Cache.

=i Import From Backup | &= Import From Filesystern | & Rernove From Recovery Cache Elmport Job Status ﬁstart Recovery

Content Databases

Content Database Backup Yersion Content Database Size  Added Removed At Added By
WSS_Content_054a5bfa-f23c-49b8-6f78- 20100607112259 259MB 6/7/2010 6/28/2010 HSL\anikyb
e0b3ce00b193 11:23:28 11:23:28
AM aAM
Sites
Criginal Site URL Recovery Site URL
http:/ fivanka:25884,/sites/ AnikyB http:/ /ivanka:38000/ sites; AnikyB
http:/ fivanka:25884/sites,/GRE http:/ /ivanka:38000/ sites, GRE
http:/ fivanka:25884,/sites/NewPage http:/ fivanka:38000/ sites/NewPage

Figure 20 Selecting a content database and multiple sites for
recovery

NOTE:

Alternatively, you can start a recovery session:

* By connecting to the original web site. In the Site Actions menu, select
Site Settings. On the Site Settings page, look for HP Data Protector
Granular Recovery Extension. Click Granular Recovery.

* By performing site tasks. For details, see “Executing Perform content
recovery tasks” on page 40.
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2. On the Browse and Select Obijects page, select the site items that you want to
recover.

Central Administration

Browse and Select Objects

Select items for recovery,

2 Continue P Advanced Search j List Wiew

Search Criteria

Search keywords: 2

Search Results

Tame Created By Size
Bﬁtﬂ r AnikyE Aniky Barros Susnik 720.6 KB
" ﬂ ¥ arnouncements System Account 11.9 KB
J - Reporting Templakes System Account 117.9 KB

-8 shared Documents System Account 131.3 KB

. j Systemn Account 24.9KB
ii I™ User nfarmation List Mitja Kravos 7.8KB
j ™ calendar System Becount 17.1 KB
3T Form Templates Jystem Account 747 KB

" j [l Lirtks Swstem Account 11.9KE
-] |l My Documents Aniky Barras Susnik. 43,1 KB
ﬁ - Team Discussian Swskem Account 17.1 KB

Figure 21 Selecting site items

B NOTE:

All items can be previewed by clicking on the item name.

Q- TIP:

To select multiple list view items, hold Ctrl while selecting specific items.
Alternatively, you can hold Shift while selecting a group of items.
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Centkral Administration

Browse and Select Objects

Select items For recovery,

2+ Continue pQuick Search jList iew

Search Criteria

Find documents with...

All of these words: l—
The exact phrase: l—
Any of these words: l—
None of these words: I—

Marrow the search...

Resulk bype lm

Add property restrictions...

Where the Property... |(Picl—< Property) ;I IEquaIs ;I | IAnd ;I Add Property...
Search |

Figure 22 Advanced search

& TIP:

You can filter the items using the Advanced search. For example, in
Result type, select Microsoft Office Word documents. In
Add properties restriction, select a property and click Search.

For details about the advanced and quick search, see the Microsoft
SharePoint Server Help.

To select multiple list view items, hold Cirl while selecting specific items.
Alternatively, you can hold Shift while selecting a group of items.

Click Continue.
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3. On the Recovery Obijects page, the selected site items are displayed.

B NOTE:

The Recovery mode drop-down list offers the following options:

* Rename if Exists: ltems such as files and folders are recovered with a
new name OriginalName MOSSGR Timestamp.

Leave Existing: ltems are not recovered, the existing items remain the
same in the target location.

Overwrite Existing: Recovered items replace the existing items.

Q- TIP:

When recovering recurring events, for example, weekly team meetings in
Calendars, before selecting the Overwrite Existing recovery mode, ensure
the deletion of all the recurring events.

Central Administration

Recovery Objects

Click Start Recovery to recover the selected items,
P start Recovery

Recovery Settings

Recovery Mode: | Rename If Exists |
Recovery K
Temporary Path: IC.\Recwery
Progress
Status  Type  Mame Inkta Created By Size Log
]  AnikyBlAnnouncements I(Pick Location) YI System 11.9
Account KE
@] AnikyB/Tasks I(pick Location) .l System 24.9
Account KB

End Stakus

Figure 23 Recovering site items

The Temporary Path option specifies which location on your Microsoft Office
SharePoint Server system to use for recovery.
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B NOTE:
The Into drop-down list specifies the restore destination:

* Original Location: The item is recovered to the original location in the
original site.

* Other Location: The item is recovered to a different site or a different
location in the original site. Use this location, if the original site no longer
exists.

* Other Farm: The item is recovered to a different destination farm.

* Filesystem: The item is recovered fo a directory in your filesystem. This
option is available only for files and folders.
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It you select Other Location, the Recovery to other location dialog box is
displayed.

Recovery to other location

Destination Site

Select destination site for recovery

- Apply ko all ikems of the same type

Figure 24 Recovering site items to another location

In the Site drop-down list, select the destination site.

If you select the Apply to all items of the same type option, items of the same
type (for example, calendar items) are recovered to the same location.

Click OK.

: TIP:

The sites listed in the Recovery fo other location dialog box are those for
which you have enough permission. For example, if you are a Site Collection
Administrator, you need to be granted the read configuration database
right.

If you select Other Farm, the Recovery to other farm dialog box is displayed.

Recovery to other farm

Connection Data Site URL:

Eniter connection data, [rttp: f/ivanka: 25584/ sites/NewPage

Diomain:
|W|ndows

Username:

|ivan|-<a

Password:

r Apply to all items of the same type

Figure 25 Recovering site items to another farm

Specity the destination farm and which Windows domain user account to
use.

If you select the Apply to all items of the same type option, items of the same
type (for example, calendar items) are recovered to the same farm.
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Click Connect.

* If you select Filesystem, the Recovery to Filesystem dialog box is displayed.

Recovery to Filesystem

Destination folder Path

Please enter destination Folder, I\\i vankavehare]

™ &pply ta al files and Folders

0K I Cancel

Figure 26 Recovering site items to a network share

In Path, specify the destination directory.
When specifying a network share as a destination, ensure that:

* Read, write, and change permissions are granted to the user that starts
the recovery session.

* All necessary permissions are granted to the network share. Grant the
same permissions specified for the user account configured in the Web
Recovery Application and SharePoint Central Administration v3 application
pools. For details, see “Verifying the configuration of Internet Information
Services application pools” on page 26.

* The share is accessible from the system where the Windows SharePoint
Services Web Application is running, in which the recovery session was
started.

When specifying a folder as a destination, ensure that:

* The folder is accessible from the system where the Windows SharePoint
Services Web Application is running.

* Read, write, and change permissions are granted to the user that starts
a recovery session.

If you select the Apply to all files and folders option, all files and folders are
recovered to the same directory.

Click OK.
4. Click Start Recovery.

Once the recovery completes, you can find the recovered items at the specified
destination.
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Removing content databases from the cache

Procedure

1. On the Recovery Cache Management page, select which content database to
remove, and click Remove From Recovery Cache. The Remove From Recovery
Cache page is displayed.

2. To keep the content database files on the disk, clear the Delete files from disk
option.

Click Remove.

Central Administration

Remove From Recovery Cache

Click Remove button to remove listed content databases,

X Remove

Content Database Info
Marme Wersion Size
W35 _Content_054aSbfa-f23c-49b5-8f78-20b3ce00b193 2010§04/20-1 22.2KB

Remove Options

[ Delete files from disk

Figure 27 Removing a content database

Monitoring granular recovery import jobs

Procedure

1. Connect to the Central Administration web page, click the Operations tab, look
for HP Data Protector Granular Recovery Extension, and click Granular Recovery
Job Status. The Granular Recovery Import Jobs page is displayed.
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2. Once you start a content database import session, HP Data Protector Granular
Recovery Extension starts monitoring the import job progress.

Central Administration

Granular Recovery Import Job Status

Click Refresh to update jobs list,

2] Refresh | % Clear History | & Recovery Cache Managerment

Active
il Mame Started By  Starked  Ended  Details
i Sd0alZat-90cl- gr-job-restore-recovery- HL\anikyb ¢ None
46bb-200a- database_ W55 _Content_054a5hfa-f23c-49bs- -
a9902dezbbad 8F75-e0b3ce00b193_2010/05/13-4
History
Status 1D Tarme Skarted By Started Ended Details
o d3rz7rzd- gr-job-restore-recovery- HSLianikyb  5f20f2010 S5/20/2010 o Checking disk
S0b-4ffe- database_wWS5_Content_054aShfa- 11:56:24 115832 space
g04d- f23c-49b5-8F75- AM A éf .
eShOcdseedds  e0b3cenb19s_2010/05/16-5 Restoring
of Mounting
Creating
recovery
« cache remove
job
Skarking
recovery
o cache content
source crawl
Posting
recovery
of tasks o site
collzction
administrators
Setting
recovery sites
as readonly

Figure 28 Monitoring an import job progress

Optionally, after the recovery job is finished and you no longer need the job
statuses, click Clear History.

Changing HP Data Protector Granular Recovery
Extension settings

During a granular recovery session, a content database is first restored to a temporary
location on the selected Microsoft SQL Server system (default: C: \Restore).

Before the site items are recovered, they are copied to a temporary location on a
Microsoft Office SharePoint Server system (default: C: \Recovery).
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Procedure
1

To change these default locations, connect to the Central Administration web
page, click the Operations tab, look for HP Data Protector Granular Recovery
Extension, and click Granular Recovery Settings.

2. On the Granular Recovery Settings page, enter a new restore location or
temporary recovery location and click OK.

52

Central Administration

Granular Recovery Settings

Use this page to view or change Granular Recovery sektings,

Product Yersion

Wigw Granular Recovery Extension version,

Default SQL Server for Impork

Select deFault SOL Server Faor impaort of content
database.

Restore Location

Specify path on SOL server ko which selected
content database will be restored during import
From backup.

Temporary Location for Recovery

Specify path For termparary files created during
FECOWERY,

Wersion
1.0.119,1157

S0 server
IIUANKA'\OFﬁceServers -

Fath

IC SRestore
Example: c:iRestore

Fath

IC SRecovery
Example: c:i\Recovery

Caniel

Figure 29 Changing Granular Recovery settings
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6 Command line reference

Use the HP. SharePoint .GranularRecovery.CLI.exe command line tool that
is located in:

C:\Program Files\Common Files\Microsoft Shared\Web Server
Extensions\12\BIN

To display descriptions of options and their usage, run:

HP.SharePoint.GranularRecovery.CLI.exe —--help.

Command Prompt

C:“Program Files“Common Files“Hicrosoft Shared-slWeb Server Extensions\iZ\BIN)HP.Sl’
harePoint .GranularRecovery.CLI .exe —help
HP Data Protector Granular Recovery Extension CLI vi. @.119.1157

Usage:

—help
Show this help screen.

—ListOptions
List configurable options.

—GetOption <option’
Return value for option {optionk.

—SetOption <option? —Ualue <valueX
Set value for option <option> to <valueX

——FarnInfo
Display information about SP farm.

——Databaselnfo
List SP SQL databases.

Figure 30 Retrieving the command line help

B NOTE:
In the examples below, HP . SharePoint.GranularRecovery.CLI.exe is omitted
for simplicity.
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Examples

Restoring a content database from Data Protector backup

To list all the backup versions of your content database named
WSS_Content_O54a5bfa—f23c—49b8—8f78—e0b3ce00b193,specﬁw

--ListBackupVersions
--ContentDB=WSS Content 054a5bfa-f23c-49b8-8f78-e0b3ce00b193

Monitoring jobs progress

54

To list all the jobs that have been started of your content database, specify:
--ListJobs

To start a restore job by importing the content database from the backup version
“2010/04/20-4" to the default restore location C: \Restore, specify:
--StartImportJob

--ContentDB WSS Content 054abbfa-f23c-49b8-8£78-e0b3ce00b193
-—-BackupID "2010/04/20-4" —--Server computer

—--Instance OFFICESERVERS --TargetLocation C:\Restore
Suppose you want to start a restore job by importing the content database from

a filesystem to the Microsoft Office SharePoint Server to the default restore location
C:\Restore.

If the Microsoft SQL Server Database Primary Data File is

WSS_Content 054a5bfa-f23c-49b8-8f78-e0b3ce00b193.mdf and the
SQL Server Transaction log file is

WSS Content054a5bfa-f23c-49b8-8£78-e0b3ce00b193 log.LDF,
specify:

--StartImportJob
--ContentDB WSS Content 054abbfa-£f23c-49b8-8£78-e0b3ce00b193
--BackupID "2010/04/20-4" —--Server computer

——Instance OFFICESERVERS
—-—Files="C:\Restore\WSS Content 054a5bfa-f23c-4908-8£f78-elb3ce
00b193.mdf"; "C:\Restore\WSS Content054a5bfa-£23c-49b8-8£78-e0b
3ce00b193 log.LDF"

--TargetLocation C:\Restore

Command line reference



Veritying target location disk space size

To check the available disk space on the default restore location C: \Restore,
specify:

-—QueryServerInfo —--Server computer —--Instance OFFICESERVERS
--TargetLocation C:\Restore

This also lists the location of all content database files in the tree structure.

Listing content databases

To list all content databases in the Recovery Cache including the backup versions,
specify:

--ListCache --All

To list detailed information of the content databases, specity:

--ListCache --Verbose

Removing restore jobs

To delete all the restore job statuses, specify:
-—-DeleteAllJobs Confirm

To delete a specific restore job, specify:
-—DeleteJob=JobID

Recovering a site item to the original site

Suppose you want fo recover the site item /Shared
Documents/Document . txt that was backed up from the site
http://computer.company.com:25884/sites/AnikyB. Suppose the
recovery site is http://computer.company.com:38000/sites/AnikyB.
To recover the item to the original location, specify:

--Recover

--Source http://computer.company.com:38000/sites/AnikyB
--Destination http://computer.company.com:25884/sites/AnikyB
-—-TempLocation="C:\Recovery"

--Items "/Shared Documents/Document.txt"

The recovery session finishes and the following message is displayed:
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recovery ended, object status:
object: [/Shared Documents/Document.txt]

destination: [/Shared Documents/Document_MOSSGR_24032010—024302.txt]
status: Finished

status details: [recovered to [http://computer.company.com:
25884 /sites/AnikyB//Shared Documents]]

Recovering a site item to another location

* To recover the site item "/Shared Documents/Document.txt" fo My
Documents, specify:

-—-Recover
--Source http://computer.company.com:38000/sites/AnikyB
--Destination http://computer.company.com:25884/sites/AnikyB

--TempLocation="C:\Recovery"

-—-Ttems "/Shared Documents/Document.txt:/My Documents"

Removing content databases from the cache
* To remove a database from the cache, specify:
--RemoveFromCache --ContentDB DatabaseName

* To remove all the content databases from the cache, specify:

--RemoveFromCache —-All

Removing content databases from the disk

* To delete a content database from the disk after you have removed it from the
cache, specify:

-—-RemoveFromCache --ContentDB DatabaseName —--DeleteFiles

Exporting items from a content database

¢ To export an item from a content database, specify:
--Export --Source source --Location path

--Item item

¢ To export items from a content database, specify:
--Export --Source source --Location path

--Items iteml item2 item3
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Listing exported items

¢ To list the exported items, specify:

--ListExport --Location

Importing items from a content database
* To import an item from a content database, specity:

--Import --Destination destination --Location path

-—-Item item

* To import items from a content database, specify:
--Import --Destination destination --Location path

-—-Items iteml item2 item3

Displaying Microsoft Office SharePoint farm information

¢ To display detailed information of the farm, such as name, display name, address,
type name, role, version, status and all services running in this farm, specify:
--FarmInfo

Displaying content database information

¢ To display content database information such as: Office Servers, Shared Services,
SharePoint configuration, Share Services Search, Recovery Web Application,

Shared Services Content, SharePoint Admin Content, content database name,
specify:

--DatabaselInfo

Displaying a list of sites

¢ To display the Web Application name, the site’s URL, content database name
and the all the sites in this content database, specify:

--ListSites
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Browsing sites

* To browse a My Site structure and items such as: Forms, Lists, Template Gallery,
Master Page Gallery, Personal Documents, Shared Documents, Shared Pictures,
Site Template Gallery, User Information List, and Web Part Gallery, specify:

--BrowseSite --Site http://ivanka/personal/anikyb
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7 Troubleshooting

The folder with debugs entries and logs is located in the folder C: \Program
Files\Common Files\Microsoft Shared\Web Server Extensions\
12\LOGS\GranularRecovery, and contains the files debugs. txt,

debugs cliproxy.txt, note.txt, and note cliproxy.txt. The folder
location may vary depending on where you install the Microsoft Office SharePoint

Server.

An import job fails

Problem

After performing an Import From Backup, Granular Recovery Import Job Status reports

a failed status in the Restoring phase.

Central Administration

Granular Recovery Import Job Status

Click Refresh to update jobs list,
£ Refresh | XK Clear History

Active

Mo import of content database to recovery cache is in progress.

History
Skatus I Mame Started By
x 3fe55560- gr-job-restore-recovery- HsLYanikyb
4300-4d5f- database_W35_Content_0S54aSbfa-
a595- f23c-49b5-8f 75-

255c45d1957b  elb3ce00b193_2010/05(13-3

| & Recovery Cache Management

Starked
5/18/2010
34716
PM

Ended
5/18/2010
F4E30
PM

Figure 31 Restore fails with not enough user rights

Action

Dietails

Checking disk.
< space

3( Reskaring

Ensure the user account under which the Windows SharePoint Services Timer service
is running is assigned the Data Protector Start restore, and the See private
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objects user rights. For example, if the Windows SharePoint Services Timer service
is the one running under the Network Service account:

1. Open the Data Protector GUI (Data Protector Manager).

2. In the Context list, select Users. Right-click the user’s group that has the start

restore and the See private objects user right enabled, and click
Add/Delete Users.

The Network Service user account should be configured with the following
properties:

* Noame: Network Service

* Domain/Group: NT Authority

* Client system: Any

For details, see “Configuring HP Data Protector user rights” on page 23.

A recovery session fails

Problem

If you start a recovery session by connecting to the original web site, the following
message is displayed:

No recovery available for this site
http://computer:25884/sites/User! Please contact Granular
Recovery Administrator for further info!

Action

The root cause of the problem is that the content database is not in the cache. Perform
an import job.

Granular Recovery Cache Management link is not
accessible from My Sites

Problem

After you create a new site collection, a new web application, and backup your new
site collection. You select Site Actions > Site Settings > Granular Recovery from My
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Sites. The Granular Recovery Cache Management link is not accessible from My
Sites. The following message is displayed:

GR resource files are missing in site's "App GlobalResources"
folder.

Action

Open Central Administration on the Operations Tab, under Global Configuration
select Manage Farm Features. Click the Deactivate button by HP Data Protector
Granular Recovery Extension. The Warning page is displayed, click the Deactivate
this feature link, and then go back to Manage Farm Features, and click Activate by
the HP Data Protector Granular Recovery Extension.
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Central Administration > Qperations = Manage Farm Features

Manage Farm Features

This page allows you to manage SharePoint-wide features,

Marne Skatus
Data Connection Library

Deactivate | m
Adds Data Connection Library feature
Excel Services Farm Feature
adds Farm-level Excel Services Features to the Windows SharePaink Services Deactivate | m
Framework
Global Web Parts

Deactivate | m
Installs additional web parts common to all types of sites,
HP Data Protector Granular Recovery Extension

w Deactivate | m

HP Data Protector Granular Recovery Extension
Spell Checking

Deactivate | m
Enable Spell Checking in S5 list-itern edit forms.

Figure 32 Manage Farm Features deactivating HP Data Protector
Granular Recovery Extension

Granular Recovery Cache Management link is not
accessible from My Sites

Problem

Action

62

After you create a new site collection, a new web application, and backup your new
site collection. After you perform an Import From Backup procedure, you select Site
Actions > Site Settings > Granular Recovery from My Sites. The Granular Recovery
Cache Management link is not accessible from My Sites. The message "Access
denied." is displayed. The following debug entry is displayed:

[6 - Fatal] FATAL debugs - Recovery.aspx: OnPrelInit: -
Exception: Thread was being aborted.

All application pool users must be granted the Read permission on the Recovery Web
Application. To grant the Read permission to application pool user accounts:
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1. Connect to the Microsoft Office SharePoint Server Central Administration system,
click Application Management, under Application Security, and click Policy for
Web Application.

2. Select the user and click Edit Permission of Selected Users. The Edit Users page
is displayed. By the Permission Policy Levels select the Full Read - Has full
read-only access option and click the Save button.

Central Administration = Application Management = Policy For Web Application = Edit Users

Edit Users

Web Application Web application: http://ivanka:38000;

Users

The policy for these users will be modified. Zone User Name Display Name

Al MT AUTHORITY\LOCAL
zones) SERVICE

INT AUTHORITMLOCAL SERY]

Permission Policy Levels Permissions:

Choose the permissions ywou want these users to

have. [~ Full Contral - Has Full contral,

¥ Full Read - Has full read-only access,
I~ Deny Write - Has no write access,

I~ Deny all - Has no access,

Choose System Settings

Syskem accounts will not be recorded in the User I Aczount operates as System

Information lisks unless the account is directly
added to the permissions of the site, Any changes
made by a svstem account will be recorded as made
b the system instead of the actual user account,

Save Cancel

Figure 33 Granting Full Read permission

HP Data Protector Granular Recovery Extension
cannot be removed

Problem

The root cause of the problem is that having the HP Data Protector Granular Recovery
Extension installation package on the system is a prerequisite for the removal
procedure.
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Action

To remove HP Data Protector Granular Recovery Extension, use the Microsoft Office
SharePoint Server command line tool stsadm that is located in C: \Program
Files\Common Files\Microsoft Shared\Web Server
Extensions\12\BIN:

stsadm -o retractsolution -name HPDP-GRE-version.wsp
-allcontenturls -immediate

stsadm -o execadmsvcijobs
stsadm -o deletesolution -name HPDP-GRE-version.wsp

To find out the name of the HPDP-GRE-version.wsp package used, connect to
the Central Administration web page, click the Operations tab, look for HP Data
Protector Granular Recovery Extension, and click Granular Recovery Settings. For
example, by the Product Version you find the number 1.0.105.1121. In this
example, you should replace HPDP-GRE-version.wsp with
HPDP-GRE-1.0.105.1121.wsp.

Slow response of the command line interface

Problem

Action
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You can notice slow response of the HP Data Protector Granular Recovery Extension
command line interface. For example when you run the
HP.Sharepoint.GranularRecovery.CLI.exe --help command, the
command takes from 10 seconds to several minutes to display the usage. The root
cause of the problem is the HP Data Protector Granular Recovery Extension signature
verification which may take quite some time to complete.

To disable the HP Data Protector Granular Recovery Extension signature verification,
locate the cliproxy.exe and the
HP.Sharepoint.GranularRecovery.CLI.exe files in the Microsoft Office
SharePoint Server BIN folder. By default, the path of the BIN folder is C: \Program
Files\Common Files\Microsoft Shared\Web Server
Extensions\12\BIN. In the BIN folder, create the configuration files
cliproxy.exe.config and
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HP.Sharepoint.GranularRecovery.CLI.exe.configvﬂm1he&MOWMg
content:

<?xml version="1.0" encoding="utf-8" ?>
<configuration>

<runtime>

<generatePublisherEvidence enabled="false"/>
</runtime>

</configuration>

Slow response of the graphical user interface

Problem

Action

You can notice slow response of the HP Data Protector Granular Recovery Extension
GULI. For example when importing a content database from backup or from filesystem.
The import job might fail, due to a time-out. The root cause of the problem is the HP
Data Protector Granular Recovery Extension signature verification which may take
too long to complete.

To disable the HP Data Protector Granular Recovery Extension signature verification,
locate the cliproxy.exe and the
HP.Sharepoint.GranularRecovery.CLI.exe files in the Microsoft Office
SharePoint Server BIN folder. By default, the path of the BIN folder is C: \Program
Files\Common Files\Microsoft Shared\Web Server
Extensions\12\BIN. In the BIN folder, create the configuration files
cliproxy.exe.config and
HP.Sharepoint.GranularRecovery.CLI.exe.config with the following
content:

<?xml version="1.0" encoding="utf-8" ?>
<configuration>

<runtime>

<generatePublisherEvidence enabled="false"/>
</runtime>

</configuration>
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8 Removal

Procedure

1. Log on to the Microsoft Office SharePoint Server Central Administration system
under a Microsoft Office SharePoint Server Farm Administrator user account.

2. Run setup.exe fo remove the HP Data Protector Granular Recovery Extension.

Windows Server 2008: Do not forget to run setup.exe with administrative
rights if you have Windows UAC enabled (right-click Setup.exe > Run as
Administrator). When the User Account Control dialog box is displayed, click
Allow.

3. The HP Data Protector Granular Recovery Extension setup wizard is displayed.
Click Next.
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4. On the System Check page, click Next.

HP Data Protector Granular Recovery Extension

ratector Granular Recovery Extension can be

Figure 34 System Check page
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5. On the Repair and Remove page, select Remove and click Next.

HP Data Protector Granular Recovery Extension

Repair or Remove

Please selectthe operation you wish to perfarm

HP Data Protector Granular Fecovery Extension is already installed. *what would you like to do?

" Repair
Retracts the solution from all web applications and deploys it ance again.

* Remove

Retracts the zolution from all web applications and deletes it from the SharePoint
solution store.

Breviousz | Abort |

v codeplex. com/sharepointinstaller

Figure 35 Repair or Remove page

6. On the Uninstalling page, click Next.

HP Data Protector Granular Recovery Extension

Uninstalling

Please wait while HP Data Protector Granular Recovery Extension is ,
removed

Al operations successfully completed.

Breyvious Nest LCloze

v, codeplex. comyzsharepointinztaller

Figure 36 Uninstalling page
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7. On the Uninstall Successfully Completed page, click Close.

HP Data Protector Granular Recovery Extension

Uninstall Successfully Completed

[

Erevious | et | LCloze |

v codeplex. com/sharepointinstaller

Figure 37 Uninstall Successfully Completed page
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