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Get-Services is an application that provides a web-based interface to
Peregrine ServiceCenter. Get-Services allows users to report and track
problems in their work environment by opening tickets.

This guide explains the concepts of the Get-Services interface. Information
includes:

m Performing administrative tasks in Get-Services
m Configuring Get-Services for ServiceCenter

m Understanding how users are identified in Get-Services

Using the Peregrine Portal

Personalizing forms

Book audience

This guide is intended for administrators who configure and maintain
Get-Services. To use this guide effectively, you must have a working
knowledge of the following:

m XML and ECMAScript (or JScript/JavaScript)

m Operating guides, reference manuals, and other documentation for your
PC hardware and operating system

m ServiceCenter administration and functionality

About this Guide €9



Related documentation

Refer to the following documentation for additional information:

This manual... Provides information on...

Get-Services Installation Guide  installing and configuring the Peregrine OAA
Platform platform, Get-Services, Java SDK, and
application and Web servers.

Get-Services Release Notes any late- breaking documentation or known
issues with Get-Services. These are constantly
updated and posted to the Customer Support
web site. See Contacting Customer Support on
page 13 for details on accessing the Customer
Support website.

Associated applications

This guide does not contain information about products that may be used
with Get-Services, such as ServiceCenter or Password Management. Refer to
the appropriate product documentation for information about installing,
configuring, and using these associated applications.

Note: You must install and configure ServiceCenter before you can install

and configure Get-Services. Refer to the Get-Services Installation Guide
for instructions.

Terminology

The terminology used in this guide and in the Get-Services interface is based
on ServiceCenter 4.x and 5.x.
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Typographical conventions

This guide uses typeface conventions to indicate special terms and actions.
These conventions and their meanings are:

Convention

Meaning

Bold

Information that you must type exactly as shown appears
in bold. The names of buttons, menus, and menu options
also appear in bold.

Ttalics

Variables and values that you must provide appear in
italics. New terms also appear in italics.

Monospace

Code or script examples, output, and system messages
appear in a monospace font.
var msgTicket = new Message( "Problem" );

msgTicket.set( "_event", "epmc" );

An ellipsis (...) is used to indicate that portions of a script
have been omitted because they are not needed for the
current topic. Samples of code are not entire files, but they
are representative of the information discussed in a
particular section.

Sans Serif

Filenames, such as login.asp, appear in a sans serif font.

Special elements

This book uses special elements to help you locate information. These special
elements and their uses are in the following table:

Element

Usage

Important:

Information that is required to complete a task

Note:

Information that is of general interest

Tip:

Information that can make a task easier or faster

Warning:

Information that is needed when there is a risk of losing
data

Typographical conventions < 11



Organization of the guide

The following table shows you where in this guide to find the information
you need.

To find this ... Look here...

Peregrine OAA Platform architecture ~ Chapter 1, Architecture Overview
overview

Get-Services features and architecture ~Chapter 2, Get-Services Overview
overview

Customizing the Get-Services interface Chapter 3, Customizing the Peregrine
Portal

Configuring and using the Peregrine  Chapter 4, Using the Peregrine Portal
Portal

Activating and using end user interface Chapter 5, Using the Personalization
personalization Interface

Using document schema definitions  Chapter 6, Document Schema Definitions
and schema extensions

Customizing forms from the gstrees  Chapter 7, Modifying the Change Request
folder Category Selection Menu

Administering Get-Services using the ~ Chapter 8, Get-Services Administration
Admin module

Configuring Get-Services to work with  Chapter 9, ServiceCenter System
ServiceCenter Administration

Security features Chapter 10, Security
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Contacting Customer Support

For help with this release, you can contact customer support, download
documentation or schedule training.

Customer Support

For further information and assistance with Get-Services in general, contact
Peregrine Systems’ Customer Support at the Peregrine CenterPoint web site.

To contact customer support:

In a browser, navigate to http://support.peregrine.com

Log in with your user name and password.

Follow the directions on the site to find the information you need.

The KnowledgeBase contains informational articles about all categories of
Peregrine products. If the KnowledgeBase does not contain an article that
addresses your concerns, you can search for information by product; search
discussion forums; and search for product downloads.

Documentation web site

u b W N

For a complete listing of current Get-Services documentation, see the
Documentation pages of the Peregrine Customer Support web site.

To view the document listing:

In a browser, navigate to http://support.peregrine.com.

Log in with your login user name and password.

Click either Documentation or Release Notes at the top of the page.
Click the Get-Services link.

Click a product version link to display a list of documents that are available
for that version of Get-Services.

Documents may be available in multiple languages. Click the Download
button to download the PDF file in the language you prefer.

You can view PDF files using Acrobat Reader, which is available on the
Customer Support Web site and through Adobe at http://www.adobe.com.

Contacting Customer Support < 13
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Important: Release Notes for this product are continually updated after each
release of the product. Ensure that you have the most current
version of the Release Notes.

Education Services web site

14 » About this Guide

Peregrine Systems offers classroom training anywhere in the world, as well as
“at your desk” training via the Internet. For a complete listing of Peregrine’s
training courses, refer to the following web site:

http://www.peregrine.com/education

You can also call Peregrine Education Services at +1 858.794.5009.
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Architecture Qverview

CHAPTER

Peregrine Open Application Architecture (OAA) platform is a software
platform that enables the hosting of a variety of Web applications over a
corporate intranet. The platform is Java based, encompassing the latest in
Java technology including Java servlets, JAAS login authentication, and JSP
pages that enable Web pages to display data dynamically.

Peregrine OAA Platform is the underlying architecture for many Peregrine
products, including the Get-It suite of Employee Self-Service products which

offers:

Get-It Product Description

BI Portal Web-based reporting tool for creating and executing
queries against ServiceCenter 5.1 data; and for generating
reports and graphs based on that data.

Get-Answers Web-based, knowledge management application that

enables you to capture and store knowledge in a database,
and to search for that knowledge when you need it. Using
Get-Answers, you can improve the quality and accuracy of
the knowledge that people in your company use to
perform their jobs, and help them avoid calls to the service
desk.
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Get-It Product Description

Get-Resources™ Web-based solution that integrates with AssetCenter

Procurement, AssetCenter 4.x Portfolio, or ServiceCenter
Request Management to enable employees to create
requests for resources and to streamline the approval
workflow of those requests throughout the organization.

Get-Services™ Web-based extension of ServiceCenter that enables users

to report problems in the work environment by opening
problem tickets in Get-Services and then store them in the
ServiceCenter back-end system. This allows users to view
tickets from Get-Services and ServiceCenter. Modules
include Administration, Service Desk, and Change
Management (with ServiceCenter 5.0 and 5.1).

Peregrine OAA Platform provides a Web portal, Peregrine Portal, from
which users can access their Web applications. The Peregrine Portal also
provides access to the Admin module, from which all aspects of the Peregrine
OAA Platform are monitored and maintained.

The base of Peregrine OAA Platform includes:

Archway—a Java servlet that processes HTTP requests from a browser,
sends the requests through an adapter to a back-end system, and returns
XML data to be displayed in the browser.

Core files—the Peregrine OAA Platform contains jsp and XML. The core
consist mainly of low level Java utility classes used by the Portal Web
applications built on the base OAA framework.

Peregrine Portal—includes a login page and provides access to your
Peregrine Web applications and to the Admin module for configuration
of your application.

Skins and style sheets—provide a choice for the appearance of the Web
pages.

The Peregrine OAA Platform includes a number of optional components
that are configured for use with Web applications as they are needed. These
include:

Adapters—enables connection to the back-end system database. The
adapter required by your Web application is deployed during the
installation.

OAA Persistence (Get-Answers only)—provides a general purpose
database that is used by certain Peregrine Web applications. OAA
Persistence provides data persistence to a database.

16 »Chapter 1—Architecture Overview
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m OAA Workflow (Get-Answers only)—enables workflow capabilities used
by some Peregrine OAA Platform Web applications.

m Notification Services (Get-Answers only)—a centralized service for
sending and receiving notifications through multiple communication
devices and for tracking the status of these notifications.

Separate documentation for Notification Services is provided with the Web
applications that use this feature.

Peregrine OAA Platform architecture

Peregrine OAA Platform applications and interfaces use Web-based building

blocks that include:

HTTP A simple and widely supported protocol for sending client
requests to a server. Variations such as HT'TPS provide
security as well.

XML Extensible Markup Language. A documentation
meta-language that allows you to format data, which can
then be displayed through a Web browser. Unlike HTML,
you create your own XML tags and define them any way you
want.

Commercial web The services provided by the Archway architecture can be

servers served from any commercial Web server, including IIS and
Apache.

Application servers  Peregrine OAA Platform supplies Apache Tomcat for an
application server with the installation. JRun, WebSphere,
and WebLogic are also supported.

Common clients Applications can be deployed via Web browsers (IE,
Netscape), handheld devices (Palm Pilot), or mobile phones
(through HDML).

The application server processes data (JSP pages, XML, and so forth) that it
receives from the database or client that is specifically related to the Peregrine
Systems Web applications. The Web server converts the data into a form
(HTML) that can be displayed in a Web browser.

Peregrine OAA Platform architecture < 17



The following diagram illustrates the architecture:

GET-IT ARCHITECTURAL OVERVIEW
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The Archway component listens to HTTP requests from clients, routes the
requests to an appropriate server, and returns data or documents. The
requests supported by Archway can vary, but they fundamentally consist of
queries, data updates, or system events.

For example, a client can contact Archway and ask to query a database for a
list of problem tickets. Another client could contact Archway and supply it
with a new purchase request to be entered into the database.

All requests and responses are formatted using XML. For example, a problem
ticket expressed in XML could appear as follows:

<pr obl en»

<nunber >PMb670</ nunber >

<contact> Joe Smith </contact>

<description> My printer is out of paper </description>
</ probl en>
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Clients that interact with Archway can do anything they need with the XML
thatis returned as a response. Very frequently, the client initiating the request
is a user interface such as a Web browser. Such a client could easily display
the XML documents returned by Archway. However, to be of better use, the
XML documents are often displayed within a formatted HTML page. This is
accomplished by using Java Server Pages (JSP).

JSP provides a syntax for creating HTML pages that is pre-processed by the
Web server before being sent to the browser. During this processing, XML
data obtained from Archway is merged into the HTML page.

Archway’s architecture includes special support for automatically generating
the HTML and JSP pages that make up a Web application.

OAA scalability

You can ensure that OAA applications perform well as the number of users
in your organizations grows. For complete information, see the Guide to
OAA architecture and optimization, which is available for download in PDF
format in the Product News section at
http://support.peregrine.com/support/Get-Services.
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Archway internal architecture

Archway is implemented as a Java servlet. The Java servlet is an application
executed by a Web server that processes HTTP requests from client Web
browsers and sends the request, by way of an adapter, to a database. It then
retrieves the requested information from the database and returns it to the
client. Archway requires both a Java environment and a Web server.

Each request is interpreted to determine its destination. Archway is able to
communicate with a variety of back-end systems, including the AssetCenter
or ServiceCenter products from Peregrine.

Requests can be handled in one of three ways:

m A request can be sent directly to an adapter that talks to a back-end server.
For instance, a query request for opened tickets could be forwarded to an
adapter capable of communicating with ServiceCenter.

m A request can be sent to a script interpreter hosted by Archway. This
enables you to define your own application-specific services. Within a
script, calls can be made back to Archway to access the back-end system
with database operations and events.

m Finally, a request can be sent to a component known as a Document
Manager. This component provides automated services for combining
logical documents.

Archway communicates with back-end systems with the help of specialized
adapters that support a predefined set of interfaces for performing
connections, database operations, events, and authentication. All adapters
use DLLs to communicate with each application.

Messages can be routed to a script interpreter hosted by Archway. The
interpreter supports ECMAScript, a European standard based on the Core
JavaScript language used by Netscape (JavaScript) and Microsoft Internet
Explorer (JScript).

Messages can be routed to the Document Manager component. This
component reads special schema definitions that describe application
documents for logical entities such as a purchase request, problem ticket, or
product catalog. The script interpreter uses these schemas to automatically
generate database operations that query, insert, or update such documents.
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Archway requests

URL Script
Queries

Archway supports a variety of requests, all of which are based on two basic
technologies: HTTP and XML. The HTTP protocol defines a simple way for
clients to request data from a server. The requests are stateless and a
client/server connection is maintained only during the duration of the
request. All this brings several advantages to Archway, including the ability
to support a large number of requests with the help of any of today's
commercial Web servers.

Another important advantage is that any system capable of making HTTP
requests can contact Archway. This includes Web browsers, of course. But in
addition, all modern programming environments support HTTP. This
makes it very simple to write new adapters that communicate with Peregrine
servers without the need of specialized APIs.

You can test the output generated by your server-side onload scripts and
schemas by using URL queries to the Archway servlet.

Archway will invoke the server script or schema as an administrative user and
return the output as an XML document. Your browser will need an XML
renderer to display the output of the XML message.

Note: Your browser may prompt you to save the XML output of the URL
query to an external file.

Archway URL script queries use the following format:

http://server name/oaal servlet/archway?script nane.function nane

m For server name, enter the name of the Java-enabled Web server. If you are
testing the script from the computer running the Web server, you can use
the variable localhost as the server name.

The /oaa/servlet mapping assumes that you are using the default URL
mapping that Get-Servicesautomatically defines for the Archway servlet. If
you have defined another URL mapping, replace the servlet mapping with
the appropriate mapping name.

m For script name, enter the name of the script you want to run.

m For function name, enter the name of the function used by the script.

Note: URL queries functionality can be removed by configuring the
WEB.xml file. This is a recommended security setting.
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URL Schema  Archway URL schema queries use the following format:

Queries
http://server nane/oaalservl et/ archway?adapter nane. Querydoc

& docunent =schema nane

m For adapter name, enter the name for the back-end database adapter the
schema uses. The adapter listed here will use the ODBC connection that
you have defined in the Admin module Settings page.

m For schema name, enter the name defined in the <document name="schema
name"> element of the schema file.

The /oaa/servlet mapping assumes that you are using the default URL
mapping that Get-Services automatically defines for the Archway servlet.
If you have defined another URL mapping, replace the servlet mapping
with the appropriate mapping name.

URLSQL  Archway URL SQL queries use the following format:

Queries
http://server nane/oaalservl et/ archway?adapter nane.query& tabl e=

tabl e nane&fi el d name=val ue& [optional ] =val ue

m For adapter name, enter the name for the back-end database adapter the
schema uses. The adapter listed here will use the ODBC connection that
you have defined in the Admin module Settings page.

m For table name, enter the SQL name of the table you want to query from
the back-end database.

m For field name, enter the SQL name of the field you want to query from the
back-end database.

m For value, enter the value you want to the field or optional parameter to
have.

m For _[optional], enter any optional parameters to limit your query.
Examples include:

= _return. Returns the values only of the fields you list.
= _count. Specifies how many records you want returned with the query.

The /oaa/servlet mapping assumes that you are using the default URL
mapping that Get-Services automatically defines for the Archway servlet.
If you have defined another URL mapping, replace the servlet mapping
with the appropriate mapping name.
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The following are sample URL SQL queries:

m host name/oaa/servlet/archway?sc.query&_table=
probsummary&priority.code=1

This sends a query request to ServiceCenter for all records in the
probsummary table with a priority code of 1.

m host name/oaa/servlet/archway?ac.query&_table=amAsset&_return=
Brand;mPrice;Model&_count=2

This sends a query request to AssetCenter for the first two records in the
amProduct table. Only the Brand, mPrice, and Model fields are returned
for each record.

The screen below shows the XML results of a query for products from
AssetCenter.

2.0 Q9 4 @\@@u

Back Farward Stop Refresh  Home Search  Favontes  History  Channels | Fullscreen  Mail
J Address I Iitpe//prgnd servlet/ archway 7ac. quend:_table=amProductiBrand=IBME_retun=Brand.mPrice Modelé,_count=2 3 | ] Links

<?xml wversion="1.0"?><recordset _count="2" countFound="2" _more="1" start="0">
<amProduct>
<Brand>IBN</Brand:>
<mPrice>179.00</mPrice:>
<Model>10/100 ETHERNET CARDEUS ADAPTER F/</Model>
</amProduct:
<amProduct>
<Brand>IEM</Brand>
<mPrice»>299.00</mPricex>
<Model>10/20GB TRS IDE INTERNAL TAPE DRIVE</Model>
</amProduct:>
</recordsec>

|@] Done l_l_l_lf‘! Local intranet zone

sl

The Document Manager

Archway uses XML to exchange data and documents between clients and the
supported back-end systems. Fundamentally, the XML data returned by
Archway is obtained by executing queries against one or more systems. The
queries can be executed by a direct URL request or indirectly within an
ECMAScript function.

Simple queries are only capable of returning record sets of data. However,
clients are more often interested in exchanging documents. A Document is a
logical entity built up of several pieces of data that can come from various
physical database sources.
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The Document Manager uses schemas to determine which XML elements to
use and what data should be contained in the elements. The data used by the
Document Manager depends on the back-end system being used.
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2 Get-Services Qverview

CHAPTER

Get-Services is part of the Peregrine Employee Self Service (ESS) suite of
applications built on the Peregrine OAA Platform platform. Get-Services
enables users to report problems in their work environment by opening call
or incident tickets in the ServiceCenter back-end system. ESS applications
empower employees to use services directly through a corporate intranet via
Web browsers. The user interface is role-based and you can tailor it to meet
your needs.

Topics in this chapter include:
m Get-Services features on page 26

m Get-Services architecture overview on page 30
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Get-Services features

User roles

Ticket types

Get-Services 4.1.2 is compatible with ServiceCenter 4.x and 5.x. Depending
on capability access, Get-Services is available to employees and technicians
(IT employees). End users can create, update, and track their own tickets. IT
employees can manage their own tasks using Incident Management, Service
Management, and Change Management.

Users are assigned capabilities that help users accomplish their tasks. Users
are the people who use Get-Services. Capabilities are the rights or
permissions that users have as they work in Get-Services (see ServiceCenter
capability words on page 185 for a listing of the capability words). This
section describes users and their roles.

Get-Services defines four types of user roles: Admin, Employee, IT employee,
and IT manager.

User roles Description

Admin Has access to the module that defines the settings for
Get-Services and Peregrine OAA Platform administration.

Employee Creates call tickets when Service Management is enabled.
When not enabled, employees create incident tickets.
Employees can view, update, and close their own tickets.

IT employee Has the same capabilities as employee, in addition to viewing
unassigned tickets. IT employees can assign tickets to
themselves.

IT manager Has the same capabilities as IT employee, in addition to

updating and closing all tickets.

Using the Admin module, administrators determine which user roles can
reassign tickets and whether employees have Service Management enabled.

Incident Management is called Problem Management in ServiceCenter
versions prior to 4.x. Some parameters in Incident Management use problem
terminology because they are mapped to problem tables in ServiceCenter.
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Service Desk

Employees see only
their own tickets.

Get-Services has two main types of tickets: call and incident (problem).

Ticket type

Definition

Call

A request for service or information. In ServiceCenter, a
call is a means of establishing a line of communication
with the service desk. A call report or incident ticket can

be generated from a call to the help desk.

Incident (problem)

Any event that requires management beyond the standard

operation of the help desk and which causes or may cause
an interruption to or reduction in the quality of service.

Employees open tickets when they need help with any problem in their work
environment. A ticket opened in Get-Services is then stored in the
ServiceCenter database and is viewable from Get-Services and ServiceCenter.

Employees can view, update, and close tickets from Get-Services. The revised
ticket is then updated in ServiceCenter.

= Service Dask

= Create Tickets

Ticket Status

Ticket History

Create New Call 4 &Y W |

Please fill in the requested information and press the submit button.

Ticket Details

Description:
El

Contact: CALICO, BELLE [T
Phone: £19-481-5000
Email: rabin.parkhill@peregring, corn
Asset Assigned to Ticket

Problom Assets (5] (]

Asset Type:

Vendor Name:
Model:

Submit Changes Go Back

IT employees and IT managers access Incident Management and Service
Management to create, update, track, and close incidents and calls. The
following shows the form that opens a new ticket in Get-Services when using
the ServiceCenter adapter.
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Note: Service Management must be enabled (see Configuring Service Desk
parameters in this guide) to access the Service Management options in
the following graphic.

Create New Call

4 BN i | 3

= Service Dask =

IT employees and IT
Managers have Incident
Management and
Service Management, in
addition to Service Desk.

= Create Tickets Please fill in the requested infarmation and press the submit button,

Ticket Status

Ticket Details

Description:
-]

Contact: SCOOTER TABI

Phone: 7205635

Email: robin.parkhill @peregrine, com
Asset Assigned to Ticket

Ticket Histor:
ncident Management

Incidants Assigned to
Me

Unassigned Incidents

Sesrch for Incidents

Greats Incidents

Service Management

Spen Calls Problem Asset:

Sesrch For Calls

Asset Type:
Vendor Name:
Model:

Creats Calls

Submit Changes Go Back

Change Management

Get-Services 4.0 introduced basic IT employee functionality as the
integration to ServiceCenter Change Management. Get-Services 4.1 offers
the next phase of Change Management, with the Get-Services Change
Management Module providing a flexible, out-of-box integration that
reduces the customer tailoring burden as well as the upgrade issue of
tailoring the source code. These features include:

m A simple ESS interface so that the general user can open, view status and
history, cancel, and edit change requests using the Web.

m An approval interface so that change requests can be reviewed and
approved (or not) using the Web.

m The ability to categorize changes and configure them by the organization.
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Close Task is only
available on the
Task Details form.

Click the Task History
link to view closed
tickets.

Click the row of the
Task Number to view
details of a specific
task.

The Change Management component of Get-Services shows IT employees
their current tasks and a history of all their closed tasks. The Close Task
feature is available on the Task Details form, as shown below.

Task Details

]
 Task Queue =
= My Tasks

Task Number: Ti5

Task History
= Lhange Queue

Category:
My Changes

plan.1/2.task

may =] [¢ =] [z00z =] [10=] : [oo [Pm =
Planned End: may =] [7 =] [zo0z =] [7 =] : Joo [am = %
e
Risk Assassment: |2 - Business Change -

Priority: 3 - Mormal Changs -

Planned Start:
¢hange History

= Change Requests
Mew Change Reguest
Request Status

Request History

< Approve Change Requests Status: initial
Show A4 e Alert Stage: notice
ow Approvsl Lis °_ )
Assign To: roxy [ [E)

Full Name: Roxy Maron
Department: customner service
Phone: £619-451-5000

update
Description:

=

Affected Asset:

Asset Type:
Barcode:
View Parent Change

Submit Changes Return To List

Close Task | |

Important: If the current phase is not the last phase, you will see a Proceed
to Next Phase button. If it is the last phase, then you will see the
Close Task button. If a task has multiple phases, and the current
phase is not the last phase, the task continues to appear in the My
Tasks list.

The Change Management activity menu provides access to the task details.

This technician has four
open tasks in the queue.

Task Search Results

< Task Queus

i My Tasks Please click on any item to view it in detail.

Task History
< thange Queue

My chanaes T1s 2 (below test & prad) plan.1/2.task

Tic 2 (normal) Hardware

Change Histor T17 1 (if time allows) Installation
~ Change Tit 2 (normsl] Hardware

Hew Change Reguest

New Search

Reguest Status
Request History
< Approve Change Requests

Show Approval List
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Step 1

Step 2

Step 3

Bookmarks

Get-Services requires the following setup for the Change Management
Module.

Modify out-of-box forms (see Modifying Change Management forms on
page 171), as needed, and save as default forms.

Configure the cm3tin registration screen in ServiceCenter (see ServiceCenter
event registration on page 179) to process events synchronously.

Set up e-mail notification in ServiceCenter. Refer to the ServiceCenter
documentation for e-mail setup.

You can bookmark a Get-Services page as you bookmark any other Web
page. You can also send a co-worker an HTTP link to a page—for example,
a support representative may want to ask someone else to look at a particular
ticket. The link is similar to the following:

http://localhost/oaa/login.jsp?_bookmark=e_helpdesk_status_setup.do
%3Fid=IM10043%26_DocExplorerBackend=sc%26_ctxobj=problem
%26_ctxschema=problem%26_ctxidfld=1d%26_ctxidval=
IM10043%26_docExplorerAction=detail

Note: The “%26” characters in the preceding URL represent the URL
encoding for the ampersand (&) character. The “%3F” characters
represent the URL encoding for the question mark (?) character.

If the user is logged in to Get-Services, clicking on the link displays the
designated page. If the user is not logged in, the login screen appears, and
after the user logs in, the requested page opens.

Get-Services architecture overview

Get-Services interfaces with ServiceCenter. Access to the ServiceCenter
database is through Get-Services adapters. The adapters establish a
connection between the Peregrine OAA Platform server and the
ServiceCenter database.
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ServiceCenter interface

Get-Services interfaces with Incident Management and Service Management
in ServiceCenter 4.x and ServiceCenter 5.x. In addition, the Change
Management Module and Change technician interface are available in
ServiceCenter 5.x.

SCAdapter

Access to the ServiceCenter database is through the SCAdapter, set up during
installation. User rights are established for the various tasks available in
Get-Services with capability words in the user’s operator record in
ServiceCenter.

File attachments

When Get-Services is configured to interface with ServiceCenter, you can
attach files such as spreadsheets, documents, or images to a Get-Services
ticket. These attached files provide additional information to the support
staff processing the ticket. Attached files are stored with the ticket on the
server. See File attachments on page 180 for more detailed information about
the file attachment feature.
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CHAPTER

3 Customizing the Peregrine Portal

Peregrine OAA Platform provides a number of ways to customize the
interface of an application built on the platform. You can make a quick
change, such as replacing the logo with your company logo, or a more
complex change such as rewriting the code that defines layer placement or
frameset size.

This chapter includes advanced procedures for changing the Peregrine Portal
interface. To use this information effectively, you should have knowledge of
XML and the CSS2 specifications established by the W3C as outlined at
www.w3.org.

Topics in this chapter include:

Deploying the Classic theme variations
Changing the default theme

Changing the header graphic for all themes
Creating a custom theme

Layers properties

Changing framesets

Translating Get-Services
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Deploying the Classic theme variations

The Classic theme is the default theme that applications built on Peregrine
OAA Platform use. It has a gray and teal design and is the theme shown in all
the screenshots in the guide. This is the theme you will use to create a
customized theme for your enterprise.

There are four variations of the Classic theme:

m Accessible, which makes the screen available to users who need high
contrast colors or better accessibility support.

m Baja, which adds southwestern green and beige hues to the Classic design.
m Quicksilver, which adds silver and blue hues to the Classic design.

m Sierra, which adds teal hues to the Classic design.

These themes, as well as a number of other optional themes, are deployed
with the application installation. Once you create your customized theme,
Peregrine Systems recommends that you delete all other themes to prevent
users from selecting one of them and overriding your custom theme. If you
decide later that you want to manually deploy a theme that has been deleted,
or if you did not deploy all themes during the installation, use the following
procedure to deploy the themes. The additional themes are zip files located
in the C:\Program Files\Peregrine\oaa\packages directory. You can identify
the theme names from these zip file names.

To deploy an alternate Classic design:

1 Open a command prompt window, and change directories to your
oaa\packages directory. The default path is:
C:\Program Files\Peregrine\oaa\packages

2 Type:

java -jar QAADepl oy.jar <name of the thene>

Note: List each theme you want to deploy, separated by a space; for example,
java —-jar OAADeploy.jar bluestheme hightechtheme bajatheme.
3 Press ENTER.
4 Stop and restart your application server.

The themes you deployed appear as options the next time you log in to
Get-Services.
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Changing the default theme

You can change the default theme that all users see when they log in to
Get-Services. Out-of-the-box, the default theme is classic.

To change the default theme:

1 Open your Web browser and log in to the Admin module
(localhost/oaa/admin.jsp).

2 Click Settings > Themes. Change the following parameters:

a In the Default skin/Theme field, change the parameter to the name of the
theme you want to use (for example, Baja).

b In the Default stylesheet field, change the parameter to the appropriate
name for the CSS file (for example, baja.css).

¢ In the Default XSL stylesheets field, change the parameter to the name of
the theme you want to use (for example, Baja).

3 Scroll to the bottom of the page, and then click Save.
4 When the Control Panel opens, click Reset Server.

5 Refresh your browser to see the new default theme.

Changing the header graphic for all themes

You can add your corporate logo to all themes in the Peregrine Portal from
the Administration Settings page.

Warning: The administration setting discussed below overrides the image
used by all themes. If you change this setting then you will see the
same logo in all themes. If you want to use a different corporate
logo for each theme, see Creating a custom theme on page 37.
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To change the header graphic for all themes:

1 Create a custom header graphic.

Note: To fit within the default header frame, your customized header logo
must be 514 pixels wide and 59 pixels high. If you want to change the
header frame size, see Changing framesets on page 42.

Peregrine P Ol’ta|

2 Save your custom header graphic to the following location:

C:\Program Files\Peregrine\Common\Tomcat4\\webapps\oaa\images\skins\classic

Note: The Classic theme is the default theme.

Log in to the Get-Services administration page (admin.jsp).

4 Click Settings > Themes.

In the Default Peregrine Portal logo field, enter the name of your custom

header logo.

Portal | Common | Service Desk | Portal DR

Intemet Explorer stylesheet path:

==

Images path:

images!

skins/Themes:

[skinss

Default skin /Theme:

classic

Default stylesheet:

classic.css

Default X5L tamplates:
classic

Type your new image

Default Peregrine Portal logo:

name.

getit_header_logo. aif

Application Tab Order:
portal

web Application [ Logging [ Servicecenter | %8L | E-mail

Directary path for CSS stylesheets for Internet Explorer brawser,

Set the images directory lacation, The directary name must be
specified relative to the ‘presentation’ diractory, Setting this allows
you to move the default location of the images directary to anather
lacation.

The default is "images/". You must add the slazh st the end of this
path.

et the Skins directory location, The directary name must be
specified relative to the 'presentation’ directary. Setting this allows
you to move the default location of the skins directory to another
location,

The default is "skins/". You must add the slash at the end of this
path.

Set the Default Skin name for user sessions. Enter only the name
of the zkin.

The default is "clazsic",

Set the C8S Stylesheet name for user sessions. To see all the
styles used in The Peregrine Portal, dick to see the Peregrine Portal
Stylesheet Key, This file can be useful for customizing stylesheets.
The default is "dassic.ess",

The default #5L tarnplate set to use when the user has not set a
theme. Thiz should be the same as the defsult zkin when
specifying a theme provided by Peregrine Partal,

Set the glohal logo to be used in the application, The logo is
skinned and is lacated at the root level of each skin directary in
Themes. To add a new custom logo, add it to the skin template.
Type in the name for the new logo image. Instructions for adding
new images are induded in the Peregrine Portal Tailoring Guide.
The default logo is "getit_header_logo.gif',

List ane module from each of the tab groups in the arder that the
tabs should appear Tabs that are oritted will sppear at the end of
the lizt in no particular order,

6 Scroll to the bottom of the page, and then click Save.

7 When the Control Panel opens, click Reset Server.

8 Refresh the browser to view your changes.
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Creating a custom theme

You can create custom themes by copying and modifying the classic theme
provided with Get-Services.

To create a custom theme:

1 Copy classic theme images, stylesheets, and XSL templates. These files are
located at:

m Images. <application server>\oaa\images\skins\classic
m Stylesheets. <application server>\oaa\css\classic
m XSL templates. <application server>\oaa\WEB-INF\templates\classic
2 Paste and then rename the folders for the classic theme to a new name. For
example:
m Images. <application server>\oaa\images\skins\myTheme
m Stylesheets. <application server>\oaa\css\myTheme
m XSL templates. <application server>\oaa\WEB-INF\templates\myTheme
3 Open and edit each image that you want to change in your new theme. Use
the following image conventions.

m Image file names must remain the same. Get-Services uses these image
names to display theme elements.

m Image height and width should remain the same unless you are also
changing the size of the framesets to accommodate new image sizes.
4 Open and edit the classic.css file in your new theme.

The following table lists some of the more commonly modified styles.

Style Name Style Description

ActionButton The style used on buttons throughout the Portal.

.ActiveMenuLink Used when the mouse hovers over a menu link.

ActiveModuleMenu Designates the currently-selected page within the
navigational subset.

.CurrentModuleMenu Designates the currently-selected navigational subset.

.FormTitle Used for the title of forms. Normally used to title

DocExplorer window content.
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Style Name

Style Description

.ListboxEvenRow

A bolded version of TableEvenRow.

.ListboxHeading

A bolded version of Table Heading.

.ListboxOddRow

A bolded version of TableOddRow.

.MenuLink

Used within all module menus.

.ModuleMenu

Used for the left-hand navigational menu.

.ModuleMenuTitle

Designates the navigational subsets title.

.PageTitle

Used on the page title located directly below the logo
and tabs.

.TableEvenRow

Used within the table heading with alternating
background colors for ease of reading. Has a
background color of white.

.TableHeading

Used for application headings for both search and
results functions.

.TableOddRow

Used within the table heading with alternating
background colors for ease of reading. Has a
background color of light gray.

a.ListBoxEvenRow

Designates the style with a link attribute.

a.ListBoxOddRow

Designates the style with a link attribute.

a.TableEvenRow

Designates the style with a link attribute.

a.TableOddRow

Designates the style with a link attribute.

Tip: Modify the style sheets after you complete your overall theme design.
Use your image editor’s color picker to ensure that the your stylesheet
colors match your image colors.
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Note: You can see a detailed stylesheet key in the themes Administration
section of the Portal. To access the stylesheet key, locate the Default
stylesheet field on the Themes tab of the Admin Settings page and click
the Peregrine Portal Stylesheet Key link.

wieh Application [ Legaing | ServiceCentsr | #5L | E-rnail

irectory path for G55 stylasheets for Internet Explorer browser,

Portsl | Common | Service Desk | Portsl DB

Internet Explorer stylesheat path:

=2

Images path: Set the images directary location. The directory name must be

[images specified relative to the 'presentation’ directary, Setting this allows
you to move the default location of the images directary to another
location,
The default is "images/". You must add the slash at the end of this
path.

$kins /Themes: Set the Skins directory location, The directory name must be

hins/ specified relative to the 'prasentation’ diractory. Setting this allows
you to moue the default location of the skins directary to anather
lacation.
The default is "skinz/". You must add the slash st the end of this
path.

Default skin/Theme: Set the Default Skin name for user sessions. Enter only the name

EPp of the skin.

I The default is "dassic",

Default stylesheet: Set the ©8% Stylesheet name for user sessions. To see all the

styles used in The Peregrine Portal, click to see the Peregrine Portal
Stylesheet key, This file can be useful for customizing styleshests.
The default is "dassic.ess".

Default ¥SL templates: The default H5L template set to use when the user has not set a
theme. This should be the same as the default skin when
specifying a theme provided by Persgrine Portal,

[dassic.ess

classic

Default Peregrine Portal logo: Set the global loge to be used in the application. The loga is
skinned and is lacated at the ract level of each skin directory in

Themes. To add a new custom loge, add it to the skin template.
Type in the name for the new logo image. Instructions for adding

[getit_header_laga. gif

neu images are included in the Peregrine Portal Tailoring Guide.
The default loge is "getit_header_loga, gif".
Application Tab Order: List ane madule from sach of the tab groups in the order that the
tabs should appear, Tabs that are omitted uill appear at the end of

artal
£ the list In ne particular order,

5 Save your theme stylesheet with the same name as your new theme. For
example, <application server>\oaa\css\myTheme\myTheme.css.

6 Open and edit the layers_<xx>.jsp file to change any layer descriptions.

To change layers for Internet Explorer, open layers_ie.jsp. To change layers
for Netscape open layers_gecko.jsp extension.

For more information about editing layers see Layers properties on page 41.

7 Open and edit any XSL stylesheets you want to change.

Warning: Do not change these files unless you have knowledge of XSL and
HTML transformation.

The XSL stylesheets determine how Get-Services displays form components
in the main portal frame.

The following table lists the XSL stylesheets you can change.

To change edit this XSL stylesheet

Attachment picker attachments.xsl

HTML form generation basic-form.xsl
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To change

edit this XSL stylesheet

Action (button) properties

button.xsl

Template components

components.xsl

Debugging message properties

copy_nodes.xsl

Date-time picker properties

datetime.xsl

Text edit field properties

edit_fields.xsl

Entry table form component (see
administration page for examples)

entrytable.xsl

Field section properties

fieldsection.xsl

Field table properties fieldtable.xsl
HTML page generation form.xsl
Frameset properties frames.xsl

Images properties

image_fields.xsl

Label properties

labels.xsl

Link properties

link.xsl

Building of DocExplorer lists

list-builder.xsl

Lookup field properties

lookup_fields.xsl

Money text field properties

money_fields.xsl

Portal properties

portal.xsl

Radio checkbox properties

radio_checkbox_fields.xsl

Read-only text field properties

readonly_fields.xsl

Select text field properties

select_fields.xsl

Spinner properties

spinner_fields.xsl

SVG image properties svg_cad.xsl
Table properties table.xsl
Navigation tab properties tabs.xsl
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You can view your new theme by selecting it from the Change theme page,
available from the Peregrine Portal Home page.

Change Images, Colors and Styles i )l x|

<~ Homwe
My Home Page There are a variety of skins and styles that you can choose for this web site, You can mix and match styles and
skins or select a pre-designed theme. Ghanges will take effect immediately after selecting a value in any of
Add or rerous content these fields,

change lsyout

# Change theme Theme: claszic -
Changs password accassible
bajs
Change time zone e
e —— = I::o:::(ell (Se‘eample Text Instructions
Main Menu Link 2 (Active)
Link

b Module 2

b Module 3

I Madule 4

b Module 5

Results 1
Results 2
Results 3

Headers 2

Results 1
Results 2

Go Back

Layers properties

The following sections describe the layers_ie.jsp and layers_gecko.jsp files.
Each layer is defined by a separate <div> tag entry and includes an id attribute
that names the layer. You can change layer properties as needed, but the
following layers are required and should not be removed:

® logo

<div id="logo" style="position:absolute; left: Opx; top: Opx; w dth:
100% height: 40px; z-index: 3;">

<i mg nanme="I| ogo" border="0" src="<% |ogo %" alt="Iogo">

</ div>

m time

<div id="tinme" style="position:absolute; right: 4px; top: 84px;
wi dth: 100% z-index: 13;" onmouseover="_pauseAlert()"
onnouseout ="_startAlert()" class="userBar Text">

</ div>

m toolbar
<div id="tool bar" style="position:absolute; w dth: 50px; top: 59px;

right: Opx; z-index: 12;"></div>

B user
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<div id="user" style="position:absolute; top: -4px; right: Opx;
z-index: 14;">

<tabl e wi dt h="100% border="0" cell paddi ng="0" cel | spaci ng="0"
align="right">

<tr>

<td wi dt h="50% >&nbsp; </t d>

<td nowap width="3" align="right" valign="top">

<inmg src="<% Archway. get Ski nl nagePat h("backgrounds/rt _|.gif", user )
%" >

</td>

<td nowrap align="right" valign="top" wi dth="100% background="<%
Ar chway. get Ski nl magePat h("backgrounds/rt _tile.gif", user ) %">

<img src="<% Archway. get Ski nl nagePat h("backgrounds/rt_tile.gif",
user ) %">

</td>

<td now ap><font class="userBarText" size="1" face="Arial, Helvetica,
sans-serif"><%userTi t| e%</f ont >&bsp; &bsp; </t d>

</tr>

</t abl e>

</ div>

m tabs

<div id="tabs" style="position:absolute; left: Opx; top: 60px; width:
100% z-index: 11;" >
</div>

m form titles
<div id="fornfitles" style="position:absolute; left: 10px; top: 81lpx;

wi dth: 200px; z-index: 16;">&nbsp;
</ div>

Changing framesets

Important: You must have advanced knowledge of HTML, JSP, and
framesets to modify these files. Keep all of the frames and do not
change the names of any of the frames. Doing so will result in
JavaScript errors.

There are two framesets to be modified for each browser. These files are in
C:\Program Files\Peregrine\Common\Tomcat4\webapps\oaa\images
\skins\<your theme>.
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The frames_xx.jsp files are for the pages that you access when logging in as
an end-user (login.jsp). The admin_frames_xx.jsp files contain the
configuration for the Admin module (accessed when you log in using
admin.jsp).

To change framesets:
1 Stop your application server.

2 Open the browser-specific frameset file frames_<xx>.jsp in a text editor
(where <xx> is ie for Internet Explorer and gecko for Netscape).

Modify the frameset properties.
4 Save the file.
Restart your application server.

You can now test your changes in your Web browser.

The following sections show the complete _ie.jsp files as examples of the
frameset files.

frames_ie.jsp

<v@include file="../../../jspheader_2.jsp" %
<%@include file="../../../message_special.jsp" %

<franeset onl oad="set TopFranes()" onunl oad="cl oseChi | dW ndows() "
border="0" franmespaci ng="0" franeborder="NO'" col s="*" rows="102, *">
<frame scrolling="NO' margi nwi dt h="0" margi nhei ght="0"
src="o0aa_header.jsp" nane="getit_main_head">
<franeset col s="185,10,*" rows="*" franeborder="no" border="0"

<frame scrolling="AUTO' nargi nwi dt h="0" nar gi nhei ght ="0"
src="apphead. j sp" name="getit_header">

<frame nane="franesep" scrolling="no" margi nhei ght="0"
mar gi nwi dt h="0" src="franesep.jsp">

<franeset rows="*,60">
src="e_l ogi n_mai n_start.jsp?<% user.get ADN nsg, "Parans" ) %"
name="getit_main">
mar gi nhei ght =" 0" src="backchannel . ht i nanme="backchannel ">
</ franmeset >
</franmeset>

</franmeset >

admin_frames_ie.jsp

<%@include file="../../../jspheader_2.jsp" %
<%@include file="../../../message_special.jsp" %
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<franeset onl oad="set TopFranmes()" onunl oad="cl oseChi | dW ndows()"
border="0" franmespaci ng="0" franeborder="NO" col s="*" rows="102, *">
<frame scrolling="NO' margi nwi dt h="0" nargi nhei ght="0"
src="oaa_header.jsp" nane="getit_main_head">
<franeset col s="185, 10, *" rows="*" franeborder="no" border="0"
f ramespaci ng="0">

src="apphead. j sp" nanme="getit_header">
<frame nanme="franesep" scrolling="no" nmargi nhei ght="0"

mar gi nwi dt h="0" src="franesep.jsp">
<frameset rows="*,0">
<frame scrolling="AUTO' margi nwi dt h="6" nargi nhei ght ="6"
src="e_adm nl ogi n_|l ogi n_start.jsp?<% user.get ADN nsg, "Parans") %"
name="getit_mai n">
<frame noresize scrolling="NJ' margi nw dt h="0"
mar gi nhei ght ="0" src="backchannel . ht i name="backchannel ">
</ frameset >
</ frameset >
</frameset >

Translating Get-Services

Out-of-box, all Peregrine OAA web applications are provided in English.
You can order translated versions of the core Peregrine OAA web
applications by purchasing a language pack. Peregrine OAA 4.1.2 language
packs are available for the following languages:

m French
m Jtalian

m German

Note: Not all Peregrine OAA web applications will offer language packs.
Refer to the Peregrine support web site to determine the availability of
language packs for your Peregrine OAA web applications.

If you have a language pack version of a Peregrine OAA web application, you
will need to edit the existing string files for these applications and add any
new strings that resulted from your tailoring efforts. For more information
on the process, refer to Editing existing translation strings files on page 45.

If you do not have a language pack version of your Peregrine OAA web
applications and you want to create a new translation, refer to the
instructions in Adding new translation strings files on page 45.

To configure the Peregrine OAA Platform to use your new translation, see To

configure the Peregrine OAA Platform to use new string files: on page 46.
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Editing existing translation strings files

You can make edits, additions, and deletions to string files outside of
Peregrine Studio using any text editor or standard translation software.

To edit an existing translation string file:
1 Open the translated string file in a text editor or translation program.

You can find all the translation string files in your application server’s
installation directory:

<application server>\oaa\WEB-INF\apps\<group of modules name>

Note: The string file will use the ISO-639 two letter abbreviation for the
language in the file name.

2 Search for an existing string that you want to change.
The string file uses the format illustrated below:

String_label, "translated string"

Where String_label is a unique name given to the string, and

Where translated string is the actual value of the string to be translated.
For example if you added a new button, you might look for:
EMPLOOKUP_EMPLOYEELOOKUP_SEARCH_LABEL, "Search"

3 Change the “translated string” portion of the new string to the target language
of your translation. For example, to change the string listed above to French,
you might enter the following:

EMPLOOKUP_EMPLOYEELOOKUP_SEARCH_LABEL, "Recherche"

4 Save the new string file.

The new translation strings will be available as soon as you stop and restart
the application server.

Adding new translation strings files

You can add new string files to the Peregrine OAA Platform to provide
additional language support to your Get-It web applications. The translation
process can be accomplished using any text editor or standard translation
software.

Translating Get-Services < 45



Important: Peregrine does not support Get-It web applications translated
into any languages other than those listed in the section
Translating Get-Services on page 44.

To add an existing translation string file:

1 Open the English string file for your Studio project in a text editor or
translation program.

You can find all the translation string files in your application server’s
installation directory:

<application server>\oaa\WEB-INF\strings

Note: The English string file will have the ISO-639 two letter abbreviation
EN in the file name.

2 Copy the entire the English string file.

3 Create a new string file for the target language in which you want to add a
translation.

Note: The string file must use the ISO two letter abbreviation for the
language in the file name.

4 Paste the copied English string file into the new file.

5 Change the “translated string” portion of each string to the target language of
your translation.

6 Save the new string file.

The new translation strings will be available as soon as you stop and restart
the application server.

To configure the Peregrine OAA Platform to use new string files:

1 Login as an administrator (the administrator login page is located at
admin.jsp).

2 Click Settings.

3 Click the Common tab.

4 Enter the two letter ISO-639 language code for the languages you want to
support in the Locales field. The first code entered will be the default
language used. The other languages you define will be available in a
drop-down list.
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5 In the Content type encoding field, enter the character encoding to be used
for the display language. The following table lists some of the common
character encoding formats.

Character Encoding Character Set

ISO-8859-1 U.S. and Western European character sets. This is
the default character set used by Studio.

Shift_JIS Japanese character set

ISO-8859-2 Polish and Czech character set

6 Click Save at the bottom of the Settings form to save your changes.
7 On the Console form, click Reset Server to implement your changes.

Users will now be able to select the display language for their session used
when they login to the Peregrine OAA Platform.
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CHAPTER

Using the Peregrine Portal

The Peregrine Portal includes a Navigation menu, an Activity menu, and
buttons that enable you to customize your Portal and to end your session.

Your installed Web applications determine the contents of the Navigation
menu. However, if you log in as an administrator, all Navigation menus
include an Administration tab that provides access to the Admin module.

The graphics in this chapter use the Classic stylesheet and are examples of a
generic interface. Also, the Admin module displays only those features that
Get-Services uses. For more advanced changes to the portal, see the chapter
on Customizing the Peregrine Systems Portal.

Topics in this chapter include:

m Logging in to the Peregrine Portal on page 50

m Using the Activity menu on page 51

m Personalizing the Peregrine Portal on page 52
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Logging in to the Peregrine Portal

There are two login screens that provide access to the Peregrine Portal:
m A user login screen—http://<server>/oaa/login.jsp

® An administrator login screen—http://<server>/oaa/admin.jsp

Note: An alternative to this login method is the Integrated Windows
Authentication. See the Security chapter of this guide.

Note: This chapter discusses the features available with a user login. For
more information about the administrator login, see the chapter on
Get-Services Administration in this guide.

The following is an example of the user login interface. Enter your user name
and password. In the Language pull-down list select the language that you
want the Peregrine Portal to display. English is the default login language, but
you can enable other languages in the Settings page of the Administration
Control Panel. For more information about enabling login languages, see the
section Choosing a Login Language on page 139.

— - - —_—
e Portal Pk © rerEdiine

Welcome

i Login

Please enter your user name and password to enter the Peregrine Portal,

User Name: I

Password: I

Language: I English _» I

Login
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The following graphic shows a Portal without any applications installed. The
Navigation menu includes modules for your particular application. All
applications have the Admin module.

Personalize your Home page

Navigation menu End your
| session

Home
Welcome o\

<~ Home
= My Home Page
Add or remove con tent

——  Chanae layout o .
Change layout @ My Business Website

Navigation Menu

Using the Activity menu

The Activity menu provides access to a number of tasks as you navigate
through your Web application. The menu remains visible as you change
screens.

The default Activity menu includes the following choices:

Use this option When you want to

My Home Page Return to the Peregrine Portal Home page.

Add or remove content  Access the same page as the Personalization button,
allowing you to customize your Home page.

Change layout Change the location of a component or remove it from
the Peregrine Portal.

Change theme Select from several options. Changes take effect
immediately after selecting a value in any of these fields.

Note: Select the accessible theme to access the
alternate text-based interface.

Change time zone Select the time zone.
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Personalizing the Peregrine Portal

By default, the Navigation menu is displayed on the Peregrine Portal. You
can personalize the Peregrine Portal to add Get-Services utilities as well as
personal tools such as a calendar, calculator, or the date and time. You can
also change the layout of these components or minimize a component to
hide the component details.

See the chapter on Using the Personalization Interface in this guide for more
information on personalization.

Adding components

The following components are available:

Personal Utilities

This component Provides

Calculator A tool using standard arithmetic functions.
Calendar A monthly calendar.

Theme Selector A drop-down list to change themes.

Date and Time A date and time display for the local time zone.

Peregrine Portal Web application components

This component Provides

Navigation Menu Quick links to the various modules that make up this
application.

Document List A display of a document search, list, or detail screen.

Configure the component by choosing the document type
you want to expose and the type of screen desired.

My Menu A menu of links that can be configured dynamically. Links
can point to arbitrary web sites, other menus, or
document explorer screens.

Note: The Calendar and Calculator require Microsoft Internet Explorer 5.0+
or Netscape 6.1+.
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Administration components

Only users with Admin capability have access to the Admin components.

This component

Provides

Connection Status

A list of the adapters currently registered in this
server and their connection status.

Control Panel

A button to reset the server and all its
connections.

Page Hits / Minute

A list of the total number of pages accessed per
minute.

Adapter Transactions / Minute

A list of the number of transactions performed
against adapters.

Active User Sessions

A list containing the number of active user
sessions.

Document lists

The document list contains seven portals that you can add to your Home

Page.

This list

Provides

My Tasks

tasks assigned to the current login user

My Pending Change Approvals

change requests that waiting for approval from
the current login user

My Assigned Tickets Portal

portal for tickets assigned to the current login user

My Call Tickets Portal

call tickets that the current login user opened

My Change Requests

change requests that the current login user
opened

My Incident Ticket Portal

incident tickets that the current login user opened

My Assigned Changes

change requests that the current login user
isassigned to

Personalizing the Peregrine Portal < 53



The following is an example of the My Tasks Document list.

Pleaze configure this component b

ressing the wrench icon.

Tio
Tis
Tie
Tivy
Tis

3 (below test & prod)
3 (below test & prod)
2 [naormal)

1 [if time allows)

2 [naormal)

plan.1/2.tazk
plan.1/2.tazk
Hardware
Installation
Hardware

You can restrict the Portal Document Lists to users who are assigned to
specific roles.

To personalize the Document List Portal:

1 Click the Personalize (wrench) icon.

hoose Document - Microsoft Internet Explorer

Document Details

Tite: IM'f' Taszks
task i dt

Istructions: asks assigned to me ;I
=

—-—

Restricted to role: Igetit.change.technician

Document: task_techportal

Back End: Isc vl

Name assigned to the explorer: ITaskPortaI

Hext

2 In the Document Details section, type the appropriate changes.
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3 Click Next.

/J Choose search Criteria - Microsoft Internet Explorer 10l =|
T
Personalize this page

“fou may filter the search of documents shown in the portal by entering search criteria in
the fields below, You rmay also personalize this page to show other search fields not

currently displayed.

Task Number: I- 'I I
Priority: | =l =l
Category: I - I

Phase: I - I

Save Search Criteria Go Back

4 Click Save Search Criteria to save your changes.

Note: You can specify your search criteria for this portal.

5 Click Save Configuration.

hoose List Columns - Microsoft Internet Explorer ] 10l =|
(| =

Personalize this page

Here is a sample result list, You may move, add, or remove the colurns shown in the
portal page by personalizing this form,

Tiz 4 [above test) HW rnaintain

Ti 3 (below test & prod) backup drive

T1i5 3 (below test & prod) plan.1/2.task

T7 1 (if time allows) Installation

T4 4 [above test) backup drive
Save Configuration Go Back

You then return to the Portal Home Page.

To add Peregrine Portal components:

1 Click the Personalize (wrench) icon.

Note: You can also select the Add or remove content link from the Activity
menu.
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The Customize My Home Page opens containing a list of the available
components.

ustomize My Home Page = |

_— Here is the type of content that you can incude in your home page. Please select the content that interests you, After
7 Luls saving these selections you will be able to customize them to fit your needs.
My Home Page

= Add or remove content

Change layout Personal Utilities
change theme [Eetores £ simple arithmetic adding machine, This companent can be viewed using
Netscape 6.1, Mozilla .092 and MS Internet Explorer 4.0 or above,
Change password
¥ calendar # monthly calendar. This component can be viewed using Netscape .1,
change time zone Mozilla .092 and MS Internet Explarer 4.0 or above.
< My Business Website [Er ey Change Images, Colors and Styles and Layout,
Main Meny [ bate and Time Displays date and time for the local time zone or in UTC (Coordinated Universal

Tirme or Greenwich Mean Time) format, This companent can be viewed using
Metscape 6.1, Mozilla ,092 and MS Internet Explorer 4.0 or above.

Main Menu Peregrine Portal Web Application Gomponents
] e — Quick links to the various modules that make up this application.
I I bocurment tist Allows the display of a documnent search, list, or detsil screen. Simply configure the
Main Menu component by choosing the document type you want to expose and the type of
screen desired.
r Presents & menu of links that can be configured dynamically, Links can point to
My Menu '
arbitrary web sites, sther menus, or docurnent explarer sereene,
Main Meny

administration Components

[ e — List of the adapters currently registered in this server and their connection status,
Main Menu
™ control Panel Resst the server and all its connactions,
r Page Hits /Minube Displays the total number of pages accessed per minute,

Main Many
SR I Adapter Transactions/Minute  D13P13¥% the numbier of transactions performed against adapters.

I Active User Sessions Displays the number of active user sessions.

2 Select the components you want to add to your Peregrine Portal.

3 When you complete your selections, scroll to the bottom of the page, and
then click Save. To return to the Peregrine Portal without making any
changes, click Go Back.
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When you return to the Peregrine Portal, the new components are displayed.
The following example shows the Calendar and Calculator added to the

Portal.
calendar [E=E] W ~avigation Menu
June 2003
Sun Mon Tue Wed Thu Fri  Sat @ My Business Website
1 2 ] 4 5 & 7
8 9 1in 11 1z 13 14
15 16 17 12 19 20 21
22 23 24 25 26 28 @ Admin
The Calendar and ET
Calculator components i -
display on the Home page L
after personalization. e |
[ o)
Backspace il [}
me| 7| =] 2| ;Iﬂl
MR 4 5 [ £
M- 1 2 3 _I 1/
SR T 2 P B |

Changing the layout

The following sections contain procedures for changing the location of the
components or removing them from the Peregrine Portal. The procedure
you use is determined by the Web browser you are using.

Microsoft Internet Explorer

If you are using Microsoft Internet Explorer as your Web browser, use the
buttons in the upper right corner of each component to move the
component up or down, remove the component, or hide/show the
component detail.

Hide/Show companent detail

Move
component
up

Move component down

Remove component
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In the following screen, the Calendar is minimized.

Click the Show/Hide detail button to
redisplay hidden components.

|
= portal  IRESK T

om e sk
Welcome

= Home

N e
€ Peredrine

i My Home Page

calendar BEEE]

Navigation Menu

2dd or remove content

change layout Calculator @EE@ @ My Business
Change theme | d et
s s e [ | _Backepsos | c£| ¢
s trenu me| 2| ef o] ] s
e o] s| 6| -]
S U U N B 7]
BN U 7 O I

Netscape Navigator

If you are using Netscape Navigator as your Web browser, use the following
procedure to change the status of the components on the Peregrine Portal.
You can move a component up or down, or remove the component.

1 From the Activity menu, select Change layout.

A Change Layout page opens where you select the components you want to

Change Layout EEHE
~ Home
My Home Page Ta change the layout of your page, simply select a component and use the up or down arrow butkons

to move it as desired.
Add or remove content

= Change layout
Narrow Components (shovn on the left)

Change theme

Change password Calendar
Calculator

Change time zone

— My Business Wehsite

ain Hen

Wide Components (shown on the right)
&t

Wavigation Manu

Save  Go Back
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Components can be Narrow (for example, Calendar or Calculator) and are
on the left side of the Peregrine Portal. Other components (for example,
Navigation Menu) are Wide and are on the right side of the Peregrine Portal.

2 Select the component you want to modify, and then click the appropriate
button to activate the change.

m Up arrow moves the component up.
m Down arrow moves the component down.

m X removes the component from the Peregrine Portal.

3 Click Save.

Changing themes

You can choose from a number of themes to change the look of your Web
pages. Out of the box, Get-Services provides five themes you can choose

between. If you want to deploy additional themes, refer to Customizing the
Peregrine Portal.

To change the theme:

1 From the Activity menu on the Portal Home page, select Change theme.

Change Images, Colors and Styles i )l x|
~ Home
My Home Page There are a variety of skins and styles that you can choose for this web site, You can mix and match styles and
skins or select a pre-designed theme, Changes will take effect immediately after selecting a value in any of
Add or remove content these fialds.
Change lsyout
# Change theme Theme: claszic -
Change psssword accessible
bajs
Change time zone acsic
= Module 1 icksil Bample Text Instructions
. - quicksilver Pl
< My Business Website gt | UL

Main Menu Link 2 (Active)
Link 3

b Module 2
[ Module 3
[> Module 4
[> Module 5

Results 1
Results 2
Results 3

Headers 2

Results 1
Results 2

Go Back

2 Choose from the drop-down list.
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As soon as you make your selection, the page updates to reflect your
selection. The following example shows the Sierra theme.

Peregrinep rtal = ES

gl 7 g
FETercEreEr FIE|fcEraemEre e el [ TS oY [DEEREe=r workflows |]4]¥]

M ER B3
< Home
My Home Page There are a variety of skins and styles that you can choose for this web site, You can mix and match styles and
skins or select a pre-designed theme, Ghanges will take effect immediately after selecting a value in any of
£dd or rerous content these fields,

change lsyout

= Change theme Theme: sierra -

Change password

Change time zone
B B B = Madule 1 Title $ample Text Instructions
< Motification Services i Link 1 (Selaced)]
check Inbox Link 2 (Active) =
Link 3
Check Sutbox b Module 2 | |
Send Notification I Module 3 | |
Pref I> Module 4
references [
< My Business Website Baselers i
Results 1
Main Menu Results 2
Results 3

Headers 2

Results 1
Results 2

This new configuration remains through subsequent work sessions until
changed.

Displaying form information

You can view information about the form you are using. Set this parameter
from the Logging tab on the Settings page of the Admin module. See the
Get-Services Administration chapter in this guide for more information.
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When the Show form info parameter is set to Yes, a Display Form Info
button appears on the upper right corner of forms.

The Display Form Info button shows
information about the form you are using.

Customize My Home Page 0 G s ¢
— .
<) Home
My Home Page Here is the type of contant that you can include in your home page. Pleass seleck the content that interests you.

After saving these selections you will be able to custornize them to fit your needs.
Add or remove content

Change layout

Loz doens Get-Resources Utilities

Change password b
I Requests to Approve List of requests that require your approval

Ghange time zone . .
[ ra—— Displays the list of your sctive requests £o you may revisw their status,

=) Notification Services
Check Inbox

check Outbox Personal Utilities

A simple arithmetic adding machine. This component can be viewed using
Send Notification I caleutator Metscape 6.1, Mozilla .092 and MS Internet Explorer 4.0 or ahove,
Preferences O A rnonthly calendar, This cornponent can be viewad using Metscape 6.1,

Calendar -
< My Business Website Mozilla .092 and M3 Internet Explorer 4.0 or sbove.
My Business Website
Miain M I therme selactor Change Images, Colors and Styles and Layout.
[ bate and Tina Displays date and time for the local time zane or in UTC (Coardinated

Universal Time or Greenvich Mean Time) format, This companent can be
viewed using Netscape 6.1, Mozilla .092 ‘and M$ Internet Explorer 4.0 or
above,

Peregrine Portsl Web Application Compenents

e n— Quick links to the various modules that make up this application.

™ Document List Allows the display of 3 docurnent search, list, or detail sereen, Simply
confiqure the component by chousing the documant tpe you want 1o expess )
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g the Personalization Interface

CHAPTER

Personalization is available to both administrators and end users in Peregrine
Systems Web applications built using Document Explorers (Doc Explorers).
Authorized users can change the appearance and functionality of certain
Web applications directly from the application interface.

With a Personalization interface, users can add or remove fields, rearrange
how fields are displayed, or add, change, or delete records from a back-end
database.

This section includes:

m Personalization overview on page 64

m Supporting personalization on page 72

m Personalization tasks on page 75

m Moving Personalizations from a development to a production environment
on page 83
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Personalization overview

Personalization allows end users a means to create and customize searches of
Get-Services data. From the end-user perspective, personalization is a
collection of standard forms that allow users to change part of the interface
to suit their needs. The administrator determines which forms and features
of personalization each user has by setting global personalization rights and
by granting individual users capability words to do additional
personalization.

From the administrator’s perspective, personalization is a customization
option that allows users to change the Get-Services interface without the
need to rebuild a Peregrine Studio project for every change made.
Personalization enables users to add or remove fields, change the layout of a
form, and change interface elements such as headers and buttons in real time
using the browser interface.

Forms and functions

Personalization is based on a collection of forms collectively referred to as a
DocExplorer. Doc Explorer forms provide the following functionality:

m A search form for defining search criteria.

m A list form for displaying search results.

m A details form for displaying detailed information about search results.
If you grant end-users administrative rights, they can also use
Personalization for the following actions:

m Add a new record to the database from a creation form.

m Update existing records in the database from the detail form.

m Delete existing records from the database from the detail form.
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Personalization interface

oy You can personalize any Web application interface that displays a wrench
icon in the top right of the interface frame. The wrench icon will appear only
in activities where a Personalization form has been defined. The
Personalization form determines what options are displayed in the
Personalization pop-up window.

When you click on the Personalization icon, a pop-up window opens
displaying the current settings for the form you are viewing.

4} Personalize Document Detail - Microsoft Internet Explorer 10l =|

Select the fields you want to display when examining a Ticket document, Double dick on a
fizld in the right column to edit its attributes,

Document Fields

The Available Fields ol —— e
. - Le ig plit -- . -- Ticket Details -- -
column contains all the -~ TopfBattom Spiic - Ticket Number
. -- Section Title -- Status
fields that can be Asset Tag = Categary
dd d 1 f Azsignrent Group =] Severity
adaed to a rorm. Attachrments Priority
Category COpened By
Cause Code Open Time
Company Id -- Top/Bottorn Split --
The CUrrent Contack Marme -- Description --
Conﬁguration COIUmn Description LI Description LI
contans the feds tha
Currentl\/ Visible on the Tie: |$$IDS(studio,expIorerTitIeDetaiI,Ticket)
form. $$1D5 -
Instructions: |(studio,explorerInstructionsDetail Ticket) _I
Create: (= directly to the create screen by default

skip search: [ Skip the search page and execute a default query
single Detail: [ 5o directly to detail page when search finds exactly one itern

Summary: [ show a surnmary page for the document

Restrict operations to the following roles:

Document Creation: I

Document Deletion: I

Document Update: I

Revert to Default Save b

|

Administrators determine what available data fields display on each form.
The wrench icon only appears in activities where a Personalization form has
been defined. The Personalization form determines what options display in
the Personalization pop-up window.
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The form Personalization pop-up windows have the following format.

Field Description

Available Fields Shows all the document fields and
subdocument collections that can be added
to the current form. Peregrine OAA
Platform generates the list of available fields
by dynamically reading the schema that the
form uses. Any items listed between dashes
are form components you can use to
organize and arrange how document fields
are displayed in the form.

Current Configuration Shows all the document fields, subdocument
collections, and displays components that
are on the current form.

Form Options Defines the form name and specific
Title instructions to follow when using the form.
Instructions

Explorer Options Defines how Peregrine OAA Platform
Create displays results. Users only see the Options
Skip search section if they have administrative
Single Detail Personalization rights.
Summary

Restrict operations to the following Determines whether users can update,
roles create, or delete records from the back-end
database system. Users only see the Restrict
section if they have administrative
Personalization rights.

Document Creation
Document Deletion

Document Update
Revert to Default Removes all Personalization entered by the
end user and returns the form to the default
state as determined by the Get-Services
administrator or the form’s schema.
Save Saves and applies your Personalization

changes to the current form.

Adding and removing personalizations

You personalize the Get-Services pages by adding, moving, and removing
fields. Select the page you want to personalize, then select the fields you want
to display on the screen.
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Choose a row in the Available Fields list and use the appropriate icon below
to add or insert an element:

Icon

Description

The Plus (+) icon adds a component to your current configuration.

The Insert icon adds a component in the specified place on the screen.

Choose a row in the Current Configuration list and use the appropriate icon
below to customize the form layout:

Icon

Description

The Personalize (wrench) icon allows you to edit any attributes
available for the field. The personalization options available depend
on the type of element selected.

See the following sections for more information: Configuring fields on
page 68; Configuring subdocuments on page 69; and Configuring
collections on page 71.

The Move (vertical arrows) icons move the component either up or
down on the page. Moving components is always performed with
these arrows.

X EE

The Remove (X) icon removes the component from the page.

Removing a component does not delete the component; it only does
not display it.
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Configuring fields

After you select a field in the Current Configuration list, click the wrench
icon to configure the field’s attributes:

Project studio.Dersonalize.attribute.startl i I

Please change any of the following attributes sao
that it is presented to meet your exact needs,

cols: I—
colspan: Il—
default: I—
label: IBrand—
readonly: % vo: g

required: " vas O g

rows: Il—
rowspan: Il—
size: I—

Save | Cancel

See the section Configuring field attributes on page 76 for more information
about specific tasks. Depending on your personalization rights, you can
rename the field label (see page 77), change the field to read-only (see

page 77), require users to enter a value (see page 78), and change the size and
span of a field (see page 78).
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Configuring subdocuments

After you select a subdocument in the Current Configuration list, click the
wrench icon to configure the subdocument:

When you
personalize
subdocuments,
you have different

Personalize Subdocument - Microsoft Internet Explorer

Explorer Options
than with
higher-level
interfaces.

Ll
Select the fields you want to dizplay with Loc&:ion docurmnents, Double cick on a field in ]
the right column to edit itz attributes,
Docurnent Fields
Available Columns Current Configuration
Classification .-
Description ﬁ
Area =
Assets E @
Attributes
A ailability
BarCode
Capacity
Category
Clazzification a )
Form Options
Tite: |$$IDS(studi0,exp|orerTit|eDetai|,$$IDS(Resource,Resou|
$$ID5(studio,explorerInstructionsDetail $$105
Instructions: |(Resource,Resource_Person_Label))
Explorer Options
Lookup: Generate lookup button for subdocurment
Popup: Show detail in a separate popup window
Readonly: I:‘Displal,I subdocurnent in readonly made
Clear: Generate cear button for lookup
Required: [ value for this Lookup is required
Exclude Drilldown: [ JExclude the link for drilling into the related docurnent instance
Lookup Label: |$$IDS(Resource,Resource_R-
v

Subdocuments that can be personalized contain the same icons as
higher-level interfaces, including the wrench icon. However, subdocuments
offer slightly different options.

Field

Description

Available Columns

Shows all the document columns that can be
added to the current form. Peregrine OAA
Platform generates the list of available
columns by dynamically reading the schema
that the form uses. Any items listed between
dashes are form components you can use to
organize and arrange how document
columns are displayed in the form.

Current Configuration

Shows the document columns and displays
components that are on the current form.
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Field Description

Form Options Defines the form name and specific
Title instructions to follow when using the form.
Instructions

Explorer Options Defines how Peregrine OAA Platform
Lookup displays results. Users see the Explorer
Popup Options section only if they have
Readonly administrative Personalization rights.
Clear
Required
Exclude Drilldown
Lookup Label

Save Saves and applies your Personalization

changes to the current form.

Note: The first field for a subdocument is always used by the lookup for
displaying the returned value from the lookup activity. If you do not
want the lookup icon and link to appear at all, uncheck Lookup, clear
all checkbox options, and clear the Label field for this subdocument.
The remaining fields specified on the subdocument personalization
form appear as fields on the current form. If Readonly is checked for
the subdocument, then the fields are displayed as read-only.
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Configuring collections

After you select a collection in the Current Configuration list, click the
wrench icon to configure the collection:

2 Personalize Collection - Microsoft Internet Explorer

Select the columns you want to display in the table of Person docurnents, Double click an
a field in the right colurn to edit its attributes,

Document Fields

Available Fields Current Configuration
H Ermail Type
Ermnail Type Ernail m
Last Modified Date
Reference Id
Reference Type
Unique Identifier
-
When you
. okup: Allow users to lookup new iterns to a to the collection
personalize tooke Clan 1ook 9d ko the col
collections you Create: [#l allow users to create new iterns to add to the collection
haVe different Popup: DShow detail in a separate popup window
Explorer Options Remove: [l allow users to rermove iterns from the collection
. e
than with Max. Row Count:
higher-level Label: [Emails
interfaces.

Save

Collections that can be personalized contain the same icons as higher-level
interfaces, including the wrench icon. However, collections offer slightly
different options.

Field Description

Available Columns Shows all the document columns that can be
added to the current form. Peregrine OAA
Platform generates the list of available
columns by dynamically reading the schema
that the form uses. Any items listed between
dashes are form components you can use to
organize and arrange how document
columns are displayed in the form.

Current Configuration Shows the document columns and displays
components that are on the current form.
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Field Description

Explorer Options Defines how Peregrine OAA Platform
Lookup displays results. Users see the Explorer
Create Options section only if they have
Popup administrative Personalization rights.
Remove

Max. Row Count

Save Saves and applies your Personalization
changes to the current form.

Note: A collection is handled as a many-to-many relationship if the first
column of the collection is from another document. When
personalizing a collection where you do not want a many-to-many
relationship, make sure that its first column is not a subdocument
reference; the first column in the collection must be a local attribute of
the collected schema.

Supporting personalization

To support Personalization, you must have these components:

m An AssetCenter or ServiceCenter back-end database. Personalization
requires you to store users’ login rights and Personalization changes in one
of these two databases.

m Adapter aliases defined for the following tabs on the Get-Services
Administration settings page:

= Portal
= PortalDB
= Web Application
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Activating Personalization

Personalization is intended to be an administration tool. Administrators can
add and remove the fields they want to display in the interface and then turn
off personalization to prevent end-users from adding or removing fields.

If end-users have personalization access, there is no way to prevent them
from changing fields available through personalization.

You can grant users access to personalization features in one of two ways:

m Grant all users personalization rights by setting the end-user
personalization administrative setting.

m Grant individual users personalization rights by adding a capability word
to their user profile.

Granting global personalization rights

You can globally define end-user access to personalization by selecting one of
three options from the End User Personalization options.

To grant all users personalization rights:
1 Login to the Get-Services administration page.
2 Click Administration > Settings.

3 Click the Common tab and scroll down to the End user personalization
parameter.

4 Select the level of personalization you want to grant all users from the End
user personalization drop-down list.

End user personalization:
Limited vI

Enabled
|Dizabled

m Enabled. This setting grants all users the getit.personalization.default
capability word, which enables end-users to add or remove any field listed
in the schema used by a DocExplorer. However, only end-users who also
have the getit.personalization.admin (or equivalent) capability word will be
able to use the advanced explorer options.
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m Disabled. This setting globally turns off all personalization except to users
who the administrator has granted individual personalization rights by
adding a capability word to their user profile in the Get-Services back-end
database. The personalization wrench icon will be hidden from the
Get-Services interface, and any end-users who have individual
personalization rights will only see the fields that an administrator has
configured to be visible.

m Limited. This setting grants all users the getit.personalization.limited
capability word, which enables end-users to add or remove only the fields
that appear on a form by default or that administrator has made visible.
Unless end-users have an individual capability word with greater rights,
end-users can only add or remove the fields that an administrator has
configured to be visible. This setting also prevents end-users from
changing read-only fields to editable fields.

Tip: Peregrine Systems recommends that personalization be restricted to
administrators in the production environment. That is, set the global
Personalization setting to Disabled and then add the capability word
getit.personalization.admin to the administrative user.

Granting individual personalization rights

You can grant individual users personalization rights by adding a capability
word to the user profile stored in the Get-Servicesback-end database. The
following personalization capabilities words are available:

m getit.personalization.limited—Users can only personalize features that have
been exposed by a user with greater personalization rights.

m getit.personalization.default—Users can change the layout and add or
remove fields from the Get-Services interface.

B getit.personalization.admin—Users can do everything that the default
capabillity word allows plus users can set personalization options and save
personalization changes as the default layout. The admin capability word
also grants the following rights:

= Document Creation. Users can specify the capability words required to
create new records in the back-end database.

= Document Update. Users can specify the capability words required to
submit records to the back-end database.

= Document Deletion. Users can specify the capability words required to
delete records from the back-end database.
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= Save. Any personalization changes that the admin user saves determine
what other users see. If the admin user adds a field, then the field
becomes visible in the available fields list for other users. If the admin
user removes a field, then the field is hidden from other users.

By default, users have no personalization capability word. To add a capability
word, you must add it to the Get-Services back-end database or set global
personalization rights. See the Security chapter in this guide for more
information on the capability words available.

Personalization tasks

Using DocExplorer, you can personalize any Web application interface that
has a wrench icon in the top right of the Peregrine OAA Platform frame.
DocExplorers allow end users a means to create and customize searches of
data. From the end-user perspective, a DocExplorer is a special activity that
allows someone to personalize part of the interface. The user’s profile
determines the Personalization rights granted.

Adding fields to a form

With personalization rights, you can add fields to a form from the Available
Fields list. You can then change the layout, if needed. Your personalization
rights determine the lists of fields that you see.

You can add a field that is not currently available in the DocExplorer’s
schema by creating a schema extension. See the Document Schema Definitions
chapter in this guide for more information on adding a new field.

Note: Data is not displayed in newly added DocExplorer fields. Users must
close and resubmit the search or detail query before data will appear in
a new DocExplorer field.

To add fields to a form:
1 Do one of the following:
m From the upper right corner of the active form, click the Personalize icon.
= From the lookup page, click Personalize this page.
2 Select a field from the Available Fields list.
3 Click the Plus (+) icon.
The field appears in the Current Configuration list.
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4 Optionally, click the Insert icon to insert a component.
5 Click Save.

Tip: The browser warns that data must be present when adding fields in
DocExplorer. Click Retry to resend the data to the browser. This is
expected behavior of DocExplorer.

To arrange the field order:

1 Select a field from the Current Configuration list.

2 Click the up arrow or down arrow to change the field’s position in the
Current Configuration list.

3 Click Save.

To change the field layout:
1 From the Available Fields list, select Left/Right Split.
2 Click the Plus (+) icon.

To add a new section:
1 From the Available Fields list, select Section Title.
2 Click the Plus (+) icon.

Note: See Changing the label of a field on page 77 for information on editing
the Section Title field.

3 From the Current Configuration column, arrange the order of the section
with the Up, Down, and Remove icons.
Note: These icons either move or delete a field. Deleting a field removes the

item from the form.

4 Click Save to keep your changes and return to the form.

Configuring field attributes
Each field in a personalization form has its own set of attributes that you can
modify.
To configure field attributes:

1 Double click a field from the Current Configuration list to open an edit
window.

2 Enter the new field attributes.
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Note: Each field has its own set of field attributes. The following table only
lists the more common field attributes:

Field Description

Colspan The number of data cells in a column.

Label The name to be used as the field label. This name appears
next to the field in the Get-Services interface.

Readonly Yes prevents users from updating information displayed in
the field.

Required Yes requires the field to have a value before the form can be
submitted.

Rowspan The number of data cells in a row.

Size The number measurement of a component in a cell.

3 Click Save to save your changes and return to the previous pages.

Cancel returns you to the previous page without saving your changes.

Changing the label of a field

To change the existing label of a field, you must have personalization rights.

To change the label of a field:

1 From the Current Configuration column, select the label you want to
change.

2 Click the Personalize (wrench) icon.
The Personalization window opens.

3 Type the new name in the Label text box, then click Save to save your changes
and return to the previous pages.

Cancel returns you to the previous page without saving your changes.
Changing afield to read-only

You can make a field read-only if you do not want users updating
information in the displayed field.
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To change a field to read-only:

1 From the Current Configuration column, select the field you want to be
read-only.

2 Click the Personalize (wrench) icon.
The Personalization window opens.
3 Toggle the Read Only field to Yes.
4 Click Save to save your changes and return to the previous pages.

Cancel returns you to the previous page without saving your changes.

Making a field required

You can require users to enter a value in a field before they can submit a form.

To make a field required:

1 From the Current Configuration column, select the field you want to be
required.

2 Click the Personalize (wrench) icon.
The Personalization window opens.
3 Toggle the Required field to Yes.
4 Click Save to save your changes and return to the previous pages.

Cancel returns you to the previous page without saving your changes.

Changing the size and span of a field

You can change the dimensions of the field by assigning values to the row
span and size.

To change the size and span of a field:
1 From the Current Configuration column, select the field you want to change.
2 Click the Personalize (wrench) icon.
The Personalization window opens.
3 Type the values for the Row Span and Size.
4 Click Save to save your changes and return to the previous pages.

Cancel returns you to the previous page without saving your changes.
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Removing fields from a form
To remove fields from a form:
1 Select a field from the Current Configuration list.
2 Click the X button to remove the field.
3 Click Save.

Customizing drop-down lists

Get-Services allows certain drop-down lists to be customized so that different
sets of data can be displayed in a drop-down list for different change phases
or categories. You can customize drop-down lists in two ways:

m Customize the string resource file so that it displays different labels.

For example, you can modify the label in

<OAA deployment directory>\WEB-INF\apps\changemgmt\changemgt_en.str.

If you change changePriorityl, to "1 (this is my label)" then it will display
in the priority drop-down list for a change request.

m Get-Services also supports different display sets of data in a drop-down list
for different change categories.

Two drop-down items, risk assessment and priority, are provided out-of-box
to support a different drop-down list for RFC — Advanced change category.
To customize the drop-down list and provide a data set that fits your needs,
you need modify two JSP files:
<OAA_deployment_directory>\change_riskcombo.jsp and
<OAA_deployment_directory>\change_prioritycombo.jsp.

The following example displays a risk management field with four sets of data
when the change is in phase Design. Modifications were made to the
highlighted areas. You need to define labels for change_risklevel31,
change_risklevel32, change_risklevel33, and change_risklevel34 in
changemgt_en.str.

<%@i ncl ude fil e="conponent header.jsp" %
<%
/**
* Cenerate contents for a weblication Page
*
/
public void generate(
Conmponent Witer cw,
Message nsgVi ew,
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Message nmsghbdel ) throws java.io.| OException,
j avax. servl et. Servl et Exception
{
String[] naneListl =
new String[]{

cw. user. get | DSADW nsghbdel , "changengt, change_ri skl evel 0"),
cw. user. get | DSADW nmsgMbdel , "changengt, change_ri skl evel 1"),
cw. user. get | DSADW nsghbdel , "changengt, change_ri skl evel 2"),
cw. user. get | DSADW nsghbdel , "changengt, change_ri skl evel 3"),
cw. user. get | DSADW nmsghMbdel , "changengt, change_ri skl evel 4"),
cw. user. get | DSADW nsghbdel , "changengt, change_ri skl evel 5")};

String[] naneList2 =
new String[]{
cw. user . get | DSADW nsg€bdel , "changengt, change_ri skl evel 31"),
cw. user. get | DSADW nsghbdel , "changengt, change_ri skl evel 32"),
cw. user . get | DSADW nsgMbdel , "changengt, change_ri skl evel 33"),
cw. user . get | DSADW nsghbdel ,
"changengt, change_ri skl evel 34")};

String[] valueListl = new String[]{"0O","1","2","3","4" "5"};
String[] valueList2 = new String[]{"1","2","3","4"};

String readonly = nsgVi ew. get Docunent ().getAttribute("readonly");
if(readonly == null)
readonly = "";
String subType = nsgModel . get (" _docExpl or er SubType");
String[] selectNane = null;
String[] selectValue = null;
if(subType.indexOf ("Design") !'= -1) {
sel ect Name = nanelLi st 2;
sel ect Val ue = val ueli st 2;
}
el se {
sel ect Nanme = nanelLi st 1;
sel ect Val ue = val ueli st 1;
}
/1 Should be static text on a detail page
i f (nmsgModel . get (" DocExpl orer Search").length()<=0 &&
readonl y. equal s("true"))
{
//get localized Severity string
String strPriority = nsghWodel . get ("Ri skAssess");

for(int i=0;i<selectNane.|ength;++i) {
if( strPriority.equal s(selectValue[i]) )

{
}

strPriority = selectName[i];

}

//display status as static text on form
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/1String s = "<script |anguage='javascript'>genText (
docunent, ' change_| _Ri skAssess', false, 30, '";
/ls += strPriority + "'") </script>"
cw.out.println( strPriority );
}
el se
{
/1 DO YOUR GENERATI ON HERE
Vector vecVal ues = new Vector();
Vector vecDi splay = new Vector();
/1 Add an enpty val ue on the search screens
if (nsgModel . get (" DocExpl orer Search"). | ength()>0)
{
vecVal ues. add( "" );
vecDi splay. add("");

/1 Add the valid ServiceCenter val ues
for(int i=0;i<selectNarme.|ength;++i) {
vecVal ues. add( sel ectValue[i] );

vecDi spl ay. add(sel ect Nanme[i]);
}

String strTitle = "Ri skAssess";
String fieldName = nsgView get("field");

String strOptionAttributes = "";
cw. out. println("<SELECT name='"+fi el dName+"' title=""+

strTitle +""id=""+fiel dName+"' class='Fi el dText'>");
for( int i =0; i < vecValues.size(); i++)
{
strOptionAttributes = "value="" + vecValues.get(i) +"'";

if( vecVal ues.get(i).equal s(nmsghbdel . get ("R skAssess")))
/1508
strOptionAttributes += " sel ected”;
strOptionAttributes += ">";

cw.out.println("<OPTION " + strOptionAttributes +
vecDi splay. get(i) + "</ OPTION>" );
}
cw. out. println("</SELECT>");

}

%
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Making a schema visible to BVA portal components

The Business View Authoring (BVA) tools — Document List and My Menu —
use public schemas to determine what back-end database fields and tables
users can see. The Business View Authoring tools can only see the fields and
tables that you define in public schemas.

To make a schema visible to portal components:
1 Login in to the server where you have installed Get-Services.

2 Open Windows Explorer and navigate to your Get-Services apps folder. For
example:

C:\Program Files\Peregrine\Common\Tomcat4\webapps\oaa\WEB-INF
\apps
Each module of your Peregrine Studio project has its own folder of schemas.

3 Navigate to the folder name matching the module for which you want to
enable public schemas. For example:

requestincidentmgt
4 Create a text file called publicSchemas.xml in this folder.

5 Add the following entries to publicSchemas.xml:

<schemas>
<document nanme="Scherma Nane” | abel ="Label to appear in BVA'/>

<schemas>
Add one <document> element for each schema that you want to make

available to the Business View Authoring tools.

For the name attribute, enter the file name of the schema as it is listed in
Peregrine Studio.

For the label attribute, enter any text that you want to use to describe the
schema. This text will appear as a description in the BVA interfaces.

6 Save the text file.

7 Repeat step 3 to step 6 for each module that is in your Peregrine Studio
project.
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Moving Personalizations from a development to a
production environment

Step 1

Step 2

You can easily export personalizations that you created in a development
environment and import them to a production environment.

Moving the files is a two-step process:

Export the personalization files from your development environment.
Import the personalization files to your production environment.

Note: Only personalizations that were made by users who have
getit.personalization.admin capability can be exported using the
export and import processes.

To export personalization files:
Log in to the development application server Administration page.
Click Administration > Import/Export.

Type the path to an existing folder on the server, including a file name, to
make the file available to the production server.

Click Export.

5 Manually copy the file from your development server to your production

application server.

To import personalization files:
Login to the production application server Administration page.
Click Administration > Import/Export.

Change the path and file name to the path and file name of the file you want
to import.

Click Import.
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CHAPTER

6Document Schema Definitions

This document describes document schema definitions and explains how
they map data between Get-Services and the back-end database. In addition,
this document discusses how to use schema extensions to add new logical
and physical mappings to existing schemas.

This document covers the following topics:

Understanding Document Schema Definitions on page 86
How to use schemas on page 88

Schema extensions on page 89

Editing the schema extension files on page 93

Schema Subclasses on page 106

Editing the schema subclass files on page 108

Schema Elements and Attributes on page 118
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Understanding Document Schema Definitions

A document schema definition (also called a schema) is an XML file that
instructs the Archway Document Manager how to query back-end databases
and generate XML documents containing the query response. Schemas are
mapping tools that determine which XML tags used in dynamically created
documents map to the table and field names in a given back-end database.
These generated XML documents provide the data that Get-Services displays
and processes.

All schemas consist of two types of definitions:

m Base definitions—The schema entries that provide a logical mapping
between the XML tags generated in a document query to the Get-Services
interface are collectively referred to as the schema base definitions. The
Archway Document Manager uses the base definitions to generate XML
tags based on the elements listed in the schema. The Archway Document
Manager converts the name value listed in an <attribute> element into an
XML tag of the same name.

m Derived definitions—The schema entries that provide a physical mapping
between the XML tags generated in a document query to the table and
field names in the back-end database are collectively referred to as the
schema derived definitions. The Archway Document Manager queries the
tables and field names listed in the schema and creates an XML document
with the results of the query. The Archway Document Manager converts
the table and field values listed in the <document> and <attribute> elements
into a SQL query.

Note: The document schema definitions used by Peregrine Studio are not
the same as the schemas being proposed and developed by the W3C.

The base and derived definitions each have their own list of legal elements
and attributes. For more information on schema elements and attributes and
how to use them, refer to Schema Elements and Attributes on page 118.
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Sample schema

The following are two sample schemas that you can use for as templates for
your schema extension logical and physical mappings.

Logical mappings

The file \schema\extensions\sample.xml would list the schema extension
logical mappings.

XML namespace —————<?xnl versi on="1. 0" ?>
<schema>
<l--
Schenma extenstion for |ogical mappings
Logical mappings always ->
use name="base" —————<docunent s nane="base" >
Document name ————<docunent name="sanpl e" >
determines schema name. <attribute name="1d" type="nunber">
This schema is sample.xml <attribute name="contact" type="string" |abel ="Contact" />

</ docunent >
</ docunent s>
</ schema>

Physical mappings
The file \schema\extensions\sc\sample.xml would list the schema extension
physical mappings.

XML namespace ———<?xm versi on="1. 0" ?>
<schema>

<l--

Schena extension for physical appings
Physical mapping lists -->
adapter name —— —<docunent s nane="sc">

<docunent nane="sanple" table="incidents">
Physical mapping uses————<at tri but e name="1d" fiel d="incident.id" />
same attribute <attribute name="contact" field= "contact.nanme" />
elements <docunent / >
</ documnent s>

</ schema>
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How to use schemas

In most cases you will access a schema through personalization where the list
of available fields for personalization is determined by the schema. For more
information about how to use personalization, refer to the Using the
Personalization Interface chapter of this guide. If you want to change the fields
that are available through personalization, you can create a schema
extension.

A schema extension is a separate file listing only the changes you make to an
existing schema’s logical or physical mappings. For example, you could
create a schema extension to provide updated physical mappings when you
upgrade your back-end database. Creating schema extensions is the
preferred method of tailoring schemas as your changes are stored in separate
files that can be easily carried over during an upgrade.

If you need change a schema outside of personalization, then you will need
to purchase the Get-Services Tailoring Kit.
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Schema extensions

You can create schema extensions to add new logical and physical mappings
to your existing schemas. Schema extensions allow you to save any additional
mappings in separate files that preserve the original schema files shipped by
Peregrine Systems. This separate file organization ensures that any upgrades
will not overwrite your tailoring changes.

When to use schema extensions

Schema extensions generally provide the most benefit when you use them to
extend existing DocExplorer schemas. Extending a schema allows you to do
the following tailoring tasks without the need to rebuild a project in
Peregrine Studio:

m Add new fields to the Available Fields list.

m Hide existing fields from the Available Fields list.

m Change the label that a field displays in the Available Fields list.
m Change the list of forms where a field displays.

m Change the physical mapping of a field.

m Change the type of data a field stores.

m Add subdocuments to the personalization Available Fields list.

For instructions how to perform these schema extension tasks, see Creating
schema extensions on page 90.

There are some application tailoring tasks where you must use Peregrine
Studio. These tasks include:

m Call custom scripts from a schema.
m Change the Document Field (schema name) that a form component uses.

m Change the document field to a customized field or column in a
non-DocExplorer form.

m Change the schema used by a DocExplorer.

m Add a new schema to your project.
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Creating schema extensions

You can create schema extensions outside of Peregrine Studio using any Text
editor. The following procedures outline the steps required to create a
schema extension.

To create schema extensions:

Step 1 Identify the schema that you want to extend. See Identifying the schema to
extend on page 90.

Step 2 Locate the schema file on the Get-Services server. See Locating the schema on
the server on page 91.

Step 3 Create the schema extension target folders and copy XML files. See Creating
the schema extension target folders and files on page 92.

Step 4 Edit the schema extension files to support the features you want. See Editing
the schema extension files on page 93.

Identifying the schema to extend

You can identify the schema used by a particular form directly from the
Get-Services interface. Typically each form uses only one schema, but in
some cases a form will use a subdocument that references another schema.
The following procedures will help you determine what schema a particular
form uses.

To identify the schema used by a particular form:

1 Enable Display form information from the Administration > Settings >
Logging tab page.

The Form information button displays in the banner bar of the Get-Services
interface.

2 Browse to the form that you want to tailor.
3 Click the Display form information button.
The form information window opens.
4 Search for one of the following entries on the Script Input tab:

m _docExplorerContext. The last value listed after a slash in this element is the

schema name. For example:
<_docExplorerContext>incident/ticketcontact</_docExplorerContext>
uses the the ticketcontact.xml schema file.
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Note: In this example, ticketcontact.xml is a subdocument of the primary
schema document incident.xml. Only DocExplorers will use this
document/subdocument format.

m _ctxschema. The value listed in this element is the schema name. For

example:
<_ctxschema>ticketcontact</_ctxschema>
uses the ticketcontact.xml schema file.

m document.The value listed in this element is the schema name. For

example:
<document>savedRequest</document>
uses the savedRequest.xml schema file.

If the schema name you find contains an underscore character, for example,
problem_search, then this schema extends another existing schema. You have
the choice of creating a schema extension for either the schema controlling
the current form or the parent schema that it extends.

To determine the parent schema name, open the schema, and search for the
attribute extends. The value of this attribute is the name of the parent schema.
For example, the problem_search schema has the value extends="problem" and
therefore extends the problem schema.

Tip: If you want to make changes only to one particular form, then create a
schema extension of the schema you find listed for the form. If you want
to make changes that propagate throughout your Get-Services interface,
then create a schema extension of the parent schema listed in the extends
attribute.

Locating the schema on the server

After you have determined the name of the schema you want to extend, you
can find it using your operating system’s file search function. The following
guidelines are provided to help narrow down your search:

m All schemas files have a . XML extension

All schemas files are stored in the \apps\<wmodule>\schema folder of your
application server’s deployment directory. For example:

C:\Program Files\Peregrine\Common\Tomcat4\webapps\oaa\WEB-INF\
apps\incidentmgt\schema
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Creating the schema extension target folders and files

Schema extensions require two separate files in subdirectories of the same
directory where you found the source schema. For example:

C:\Program Files\Peregrine\Common\Tomcat4\webapps\oaa\WEB-INF\
apps\incidentmgt\schema

m Schema extension logical mappings. This file contains the schema base
definitions. These definitions determine the logical names and labels used
for each field. You must create this file in a sub folder of schema called
extensions, and it must have the same name as the schema that it extends.
For example:
schema\extensions\incident.xml.

m Schema extension physical mappings. This file contains the schema
derived definitions. These definitions determine the back-end database
tables and fields to which each logical name physically maps. You must
create this file in a sub folder of extensions that matches the adapter name
to your back-end database, and it must have the same name as the schema
that it extends. For example:
schema\extensions\sc\incident.xml.

To create the schema extension target folders and files:
1 Copy the schema XML source file. For example, incident.xml.
2 Create two new folders as follows:

m Create an extensions folder in the same directory where you found the
source schema. For example:

C:\Program Files\Peregrine\Common\Tomcat4\webapps\oaa\WEB-INF\
apps\incidentmgt\schema\extensions

m Create an <adapter name> folder in the extension folder.

For <adapter name>, enter the abbreviation of the adapter used to connect
to your back-end database such as sc. For example:

C:\Program Files\Peregrine\Common\Tomcat4\webapps\oaa\WEB-INF\
apps\incidentmgt\schema\extensions\sc

3 Paste a copy of the source schema file in each of the two folders you created.
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Editing the schema extension files

The edits that you need to do to the schema extension files depend upon what
features you are trying to include. The following sections outline what edits
you need to perform for each feature.

m Adding a new field to the Available Fields list on page 93.

m Hiding an existing field from the Available Fields list on page 95.

m Changing the label a field displays in the Available Fields list on page 96.
m Changing the list of forms where a field is available or visible on page 97.
m Changing the physical mapping of a field on page 100.

m Changing the type of form component a field uses on page 101.

m Adding subdocuments to the Available Fields list on page 102.

Adding a new field to the Available Fields list

Add new logical
mappings here

You can add a field to any form that uses personalization. New fields display
as options in the personalization Available Fields list.

To add a new field to Available Fields list:
Open the schema extension file in the extension folder.
This file is for your schema extension logical mappings.

Delete all the derived definitions listed in the bottom half of the original
schema.

The derived definitions section starts after the first </documents> element
and usually has a comment section describing what back-end databases and
versions the derivations apply to.

In the <document> section that remains, add a logical mapping <attribute>
element for each field you want to add to the list of Available Fields.

You must add each <attribute> element between the <document> tags:

<docunent s nane="base" >
<docunent nanme="schema">
<attribute nanme="Contact" type="string" />
</ docunent >
</ docunent s>

a Add the required name and type attributes to each <attribute> element.
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b Add any optional attributes you want to use for each <attribute> element.

Refer to <attribute> on page 124 for additional information on the
<attribute> element.

Delete any other logical mappings that you will not be updating in the
physical mapping schema extension file.

Tip: List only the new logical mappings in your schema extension files.
Schema extension entries that duplicate entries in the source schema
may reduce your system performance.

Save the logical mappings schema extension file.

Open the schema extension file in the <adapter name> folder.

This file is for your schema extension physical mappings.

Delete all the base definitions listed in the top half of the original schema.

The base definitions section starts with the first <documents name="base" ...>
element and includes all entries up to the closing </documents> element.

Find the element <documents> that has the name and version attribute values
that match the adapter you want to use. For example,
<documents name="sc" version="4">.

If you cannot find a matching <documents> element entry for your adapter,
you must create one. See <documents>on page 118 for more information on
the requirements of a <documents> physical mapping.

Verify that the <document> element beneath your chosen adapter lists the
proper table and connection attributes required for your new fields.

If the attributes are not what your new fields require, you must edit the
attributes. See <document> on page 120 for more information on the
requirements of a <document> physical mapping.

Important: If the <document> element contains a ServiceCenter event
mappings for either the insert or update attributes, then you
must edit the listed ServiceCenter event mapping before your
new field will add or update records correctly in ServiceCenter.
See your ServiceCenter documentation for instructions.

Beneath the <document> element, add one physical mapping <attribute>
element for each entry you added in the logical mapping.
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Add new physical
mappings here

11

You must add each <attribute> element between the <document> tags:

<docunents nanme="sc" version="4.0">
<docunment nanme="schem" tabl e="tabl el">
<attribute name="Contact" fiel d="contact_nane" />
</ docunent >
</ docunent s>

a Addtherequired name and field attributes for each entry you defined in the
logical mapping.
b Add any optional attributes you want to use for the physical mapping.

See <attribute> on page 124 for more information on optional attributes of
the <attribute> element.

Delete any other physical mappings that you will not be updating in this
schema extension file.

Tip: List only the new physical mappings in your schema extension files.
Schema extension entries that duplicate entries in the source schema
may reduce your system performance.

12 Save the physical mappings schema extension file.

Hiding an existing field from the Available Fields list

You can hide a field from the list of Available Fields in personalized forms.
Hidden fields will not be available to any user regardless of user rights.

To hide an existing field from the Available Fields list:
Open the schema extension file in the extension folder.
This file is for your schema extension logical mappings.

Delete all the derived definitions listed in the bottom half of the original
schema.

The derived definitions section starts after the first </documents> element
and usually has a comment section describing what back-end databases and
versions the derivations apply to.

Locate the logical mapping for the field you want to remove.

Use the label attribute to identify the proper field. For example, if the
DocExplorer Available Field you want to remove is called Contact, search the
<attribute> element that has the value label="Contact".
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Add search, list, detail,
and create attributes

4 Add the following four attributes to the <attribute> element you want to

remove from the DocExplorer Available Fields list:

B search="false"
list="false"
detail="false"
create="false"

<docunents nane="base">
<docunment nanme="schema" >
<attribute nanme="contact" |abel ="Contact" search="false"
list="fal se" detail ="fal se" create="fal se" />
</ docunent >
</ docunent s>

These settings tell DocExplorer to hide the field on the search, list, detail, and
create forms.

Delete any other logical mappings that you will not be updating in the
physical mapping schema extension file.

Tip: List only the new logical mappings in your schema extension files.
Schema extension entries that duplicate entries in the source schema
may reduce your system performance.

Save the logical mappings schema extension file.

7 If you will not be making any changes to the physical mappings in this

schema, you may delete the schema extension file in the <adapter name>
folder.

You only need to edit this file if you will define new physical mappings for
your DocExplorer fields.

Changing the label a field displays in the Available Fields list

You can change the label that appears in the Available Fields list of
personalized forms. Typically, you will only need to add labels to new fields
that you have added to a schema.

To change the label a field displays in the Available Fields list:
Open the schema extension file in the extension folder.
You will define the logical mappings in this file.

Delete all the derived definitions listed in the bottom half of the original
schema.

96 » Chapter 6—Document Schema Definitions



Administration Guide

Update the label
attribute

The derived definitions section starts after the first </documents> element
and usually has a comment section describing what back-end databases and
versions the derivations apply to.

Locate the logical mapping for the field you want to change.

Use the label attribute to identify the proper field. For example, if the
DocExplorer Available Field you want to change is called Contact, search the
<attribute> element that has the value label="Contact".

Change the label attribute to the new desired value.

<docunents nane="base">
<document nane="schenma">

<attribute name="contact" type="string" |abel ="Representative" />
</ docurent >
</ document s>

Delete any other logical mappings that you will not be updating in the
physical mapping schema extension file.

Tip: List only the new logical mappings in your schema extension files.
Schema extension entries that duplicate entries in the source schema
may reduce your system performance.

Save the logical mappings schema extension file.

7 If you will not be making any changes to the physical mappings in this

schema, you may delete the schema extension file in the <adapter name>
folder.

You only need to edit this file if you will define new physical mappings for
your DocExplorer fields.

Changing the list of forms where a field is available or visible

You can determine the list of DocExplorer forms in which a field is available
or visible. By default, a new field is available in all DocExplorer forms, but not
visible.

To change the list of forms where a field is available or visible:
Open the schema extension file in the extension folder.
You will define the logical mappings in this file.

Delete all the derived definitions listed in the bottom half of the original
schema.
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The derived definitions section starts after the first </documents> element
and usually has a comment section describing what back-end databases and
versions the derivations apply to.

3 Locate the logical mapping for the field you want to remove.

Use the label attribute to identify the proper field. For example, if the
DocExplorer Available Field you want to remove is called Contact, search the
<attribute> element that has the value label="Contact".

4 Add one of the following values to make a field available or visible.

To make this Available Visible Neither available
form or visible
search ® search= search=true search=false

B search =true

list | list= list=true list=false
B list=true
detail m detail= detail=true detail=false

m detail=true

Create B create= create=true create=false
W create=true

For example, the following settings will make the contact field both available
and visible in all DocExplorer forms:
<docunent s nanme="base" >
<docunent nane="schenma”>
Set search, list, detail, <attribute name="contact" type="string” |abel ="Contact"
and create attributes ——————sear ch="true" | i st ="true" det ai | ="true" create="true" />

</ docunent >
</ docunent s>

5 Delete any other logical mappings that you will not be updating in the
physical mapping schema extension file.

Tip: List only the new logical mappings in your schema extension files.
Schema extension entries that duplicate entries in the source schema
may reduce your system performance.

6 Save the logical mappings schema extension file.

98 > Chapter 6—Document Schema Definitions



Administration Guide

7 If you will not be making any changes to the physical mappings in this
schema, you may delete the schema extension file in the <adapter name>
folder.

You only need to edit this file if you will define new physical mappings for
your DocExplorer fields.
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Changing the physical mapping of a field

You can change the physical mapping that a field uses to point to another
back-end database, table, or physical field.

To change the physical mapping of a field:
1 Open the schema extension file in the extension folder.
You will define the logical mappings in this file.

2 Delete all the derived definitions listed in the bottom half of the original
schema.

The derived definitions section starts after the first </documents> element
and usually has a comment section describing what back-end databases and
versions the derivations apply to.

3 Locate the logical mapping for the field whose physical mapping you want to
change.

Use the label attribute to identify the proper field. For example, if the
DocExplorer Available Field you want to change is called Contact, search the
<attribute> element that has the value label="Contact".

4 Delete any other logical mappings that you will not be updating in the
physical mapping schema extension file.

Tip: List only the new logical mappings in your schema extension files.
Schema extension entries that duplicate entries in the source schema
may reduce your system performance.

5 Save the logical mappings schema extension file.
6 Open the schema extension file in the <adapter name> folder.
This file is for your schema extension physical mappings.
7 Delete all the base definitions listed in the top half of the original schema.

The base definitions section starts with the first <documents name="base” ...>
element and includes all entries up to the first </documents> element.

8 Find the element <documents> that has the name and version attribute values
that match the adapter you want to use. For example, <documents name="sc"
version="4">.

If you cannot find a matching <documents> element entry for your adapter,
you must create one. See <documents>on page 118 for more information on
the requirements of a <documents> physical mapping.
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Change physical
mappings here

9

10

11

12

Verify that the <document> element beneath your chosen adapter lists the
proper table and connection attributes required for your new fields.

If the attributes are not what your new fields require, you must edit the
attributes. See <document> on page 120 for more information on the
requirements of a <document> physical mapping.

In the <document> section you selected, change the physical mapping
<attribute> element to match the new physical mapping you want.

The physical mapping <attribute> elements are between the <document> tags:

<docunment s nanme="sc" version="4.0">
<docunent name="schema" tabl e="tabl el">
<attribute name="Contact" field="contact_nane" />
</ docunment >
</ docunent s>

a Change the field attribute to the new physical mapping.
b Add any optional attributes you want to use for the physical mapping.

Refer to <attribute> on page 124 for more information on optional attributes
of the <attribute> element.

Delete any other physical mappings that you will not be updating in this
schema extension file.

Tip: List only the new physical mappings in your schema extension files.
Schema extension entries that duplicate entries in the source schema
may reduce your system performance.

Save the physical mappings schema extension file.

Changing the type of form component a field uses

You can change the type of form component a field uses by changing the type
attribute value in a schema extension. For a list of all possible types and the
form components they use, see <attribute> on page 124.

To change the type of form component a field uses:
Open the schema extension file in the extension folder.
You will define the logical mappings in this file.

Delete all the derived definitions listed in the bottom half of the original
schema.
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The derived definitions section starts after the first </documents> element
and usually has a comment section describing what back-end databases and
versions the derivations apply to.

3 Locate the logical mapping for the field you want to change.

Use the label attribute to identify the proper field. For example, if the
DocExplorer Available Field you want to change is called Contact, search the
<attribute> element that has the value label="Contact".

4 Change the type attribute to the new desired value.

<docunents nane="base">
<document nane="schema">

<attribute name="contact" type="string" |abel ="Contact" />
</ docunent >

</ docunent s>

Update the type attribute

5 Delete any other logical mappings that you will not be updating in the
physical mapping schema extension file.

Tip: List only the new logical mappings in your schema extension files.
Schema extension entries that duplicate entries in the source schema
may reduce your system performance.

6 Save the logical mappings schema extension file.

7 If you will not be making any changes to the physical mappings in this
schema, you may delete the schema extension file in the <adapter name>
folder.

You only need to edit this file if you will define new physical mappings for
your DocExplorer fields.

Adding subdocuments to the Available Fields list

You can add a subdocument to add a lookup form component that
references information from another schema. Subdocuments have two
different formats depending upon the results returned by the schema query.
For more information on the schema elements and formats used with
subdocuments, see Subdocuments on page 132.

To add subdocuments to the Available Fields list:
1 Open the schema extension file in the extension folder.

This file is for your schema extension logical mappings.
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2 Delete all the derived definitions listed in the bottom half of the original

Subdocument with one
result — address

Subdocument with
multiple results —
telephone numbers

schema.

The derived definitions section starts after the first </documents> element
and usually has a comment section describing what back-end databases and
versions the derivations apply to.

In the <document> section that remains, add one of the following sets of
elements for each subdocument you want to add to the list of Available
Fields:

Element Condition for use Subdocument requirements

<document>  Use if the subdocument query ~ Required attributes
always returns one and only one g name
result for each requested element
in the subdocument. For

example, a contact should only Optional attributes
have one name. ® docname

<collection>  Use if the subdocument query ~ Required attributes
can return more than oneresult g Hame
for each requested element in the
subdocument. For example, a )
contact can have multiple tickets Required elements
open in his name. m <document>

<docunent s nane="base" >
<docunent name="schema">
<attribute name="contact" type="string" |abel ="Contact" />

<docunent nanme="address" docnane="external _schema" />

<col | ecti on name="t el ephone_nunbers">
<docunent nane="tel ephone_nunber" />
</col | ection>

</ docunent >
</ docunent s>

Delete any other logical mappings that you will not be updating in the
physical mapping schema extension file.

Tip: List only the new logical mappings in your schema extension files.
Schema extension entries that duplicate entries in the source schema
may reduce your system performance.

5 Save the logical mappings schema extension file.
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Open the schema extension file in the <adapter name> folder.
This file is for your schema extension physical mappings.
Delete all the base definitions listed in the top half of the original schema.

The base definitions section starts with the first <documents name="base” ...>
element and includes all entries up to the first </documents> element.

Find the element <documents> that has the name and version attribute values
that match the adapter you want to use. For example, <documents name="sc"
version="4">,

If you cannot find a matching <documents> element entry for your adapter,
you must create one. See <documents> on page 118 for more information on
the requirements of a <documents> physical mapping.

Verify that the <document> element beneath your chosen adapter lists the
proper table and connection attributes required for your new fields.

If the attributes are not what your fields require, you must edit the attributes.
See <document> on page 120 for more information on the requirements of a
<document> physical mapping.
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Subdocument maps to
external table — table2

Subdocument maps to
external table — table3

10

11

12

Beneath the <document> element, add one of the following sets of elements
for each logical subdocument that you added:

Element Condition for use Subdocument requirements

<document>  Use if the subdocument query ~ Required attributes
always returns one and only one g tapJe
result for each requested element
. m field
in the subdocument. For
example, a contact should only -
have one name. ® joinvalue

m joinfield

Optional attributes
m docname

<collection>  Use if the subdocument query ~ Required attributes
can return more than oneresult g Hame
for each requested element in the
subdocument. For example, a )
contact can have multiple tickets Required elements
open in his name. ® <document>

<docunment s nanme="sc" version="4.0">
<docunent nanme="schema" table="tabl el">
<attribute name="contact" field="contact_nane"/>

<docunment name="address" tabl e="tabl e2" joinfiel d="addressee"
joi nval ue="id" />

<col | ecti on nanme="t el ephone_nunbers">
<docunent nane="t el ephone_nunber" tabl e="tabl e3"
joinfield="contact" joinvalue="id" />
</ col | ection>

</ docunent >
</ docunent s>

Delete any other physical mappings that you will not be updating in this
schema extension file.

Tip: List only the new physical mappings in your schema extension files.
Schema extension entries that duplicate entries in the source schema
may reduce your system performance.

Save the physical mappings schema extension file.
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Schema Subclasses

A schema subclass is similar to a schema extension because it changes the
default behavior of a schema by adding or removing schema elements.
Unlike a schema extension however, a schema subclass only changes the
default schema’s behavior when it is specifically called in the context of a
particular form or portal component that uses the specific subclass. You can
use a schema subclass to override the normal schema behavior in one
particular instance while preserving the normal schema behavior in all other
contexts.

The following process describes how to create a schema subclass:

Step 1 Create the necessary folders to store your schema subclass and script files. See
Creating necessary folders for a schema subclass on page 106.

Step2 Create a package.xml file to add your custom files to your Get-Services
installation. See Creating a package.xml file on page 107.

Step 3 Create a publicSchemas.xml file to make your schema subclass visible to
Document List and My Menu portal components. See Creating a
publicSchemas.xml file on page 107.

Step 4 Edit the schema subclass files to support the features you want. Typically a
schema subclass calls a custom loadscript. See Editing the schema subclass files
on page 108.

Step 5 Create the custom loadscript used by your schema subclass. See Editing the
loadscript files on page 109.

Creating necessary folders for a schema subclass

All schema subclass customizations must be saved in a separate folder. At a
minimum you will need to create three new folders:

m A folder to store all of your customizations
= A folder to save schema customizations

= A folder to save script customizations

To create necessary folders for a schema subclass:

1 Open Windows Explorer and browse to the Get-Services WEB-INF/apps
folder in your application server. For example:
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C:\Program Files\Peregrine\Common\Tomcat4t\webapps\oaa\WEB-INF\
apps

2 Create a folder to store all your customizations. For example:
\custom

3 Browse to the new folder you created in step 2 and create two new folders:
m \schema

m \jscript

Creating a package.xml file
The package.xml file lists all the tailoring changes that you have made.

To create a package.xml file:
1 Open a text editor such as Notepad.
2 Enter the following text:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Package>
</ Package>

3 Save the file as package.xml in the custom folder you created. For example:

\custom\package.xml

Creating a publicSchemas.xml file

Listing your customizations in a publicSchemas.xml file makes them
available to the Document List and My Menu portal components.

To create a publicSchemas.xml file:
1 Open a text editor such as Notepad.
2 Enter the following text:

<schenmas>
<schenma>
<docunent nane="<Schena_subcl ass>" | abel ="<Label _nane>"/>
</ schema>
</ schemas>

For <Schema_subclass>, enter the name you want your new schema subclass
to have. This name must be unique from any other schema name.

For <label_name>, enter the name you want the schema subclass to have
when it is displayed in the Get-Services personalization interface.
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3 Save the file as publicSchemas.xml in the custom folder you created. For
example:

\custom\publicSchemas.xml

Editing the schema subclass files

All schema subclass files require you to create a new schema file in your
custom schema folder. The following general procedures illustrate how to
create a schema subclass file that calls a loadscript file. Most of the actual
customization you will do is done in the loadscript file called by your schema
subclass.

To create a schema subclass file:
1 Open a text editor such as Notepad.

2 Create a new schema subclass of an existing schema file that has the fields you
want to use. For example, to create a list of tickets filtered by the currently
logged in contact, enter the following:

<?xm version="1.0"7?>

<schema>
Enter an existing <docunent s name="base" >
schema name for the <docunent nane="tickets_by_contact" | abel ="Tickets by contact”
extends attribute ———————— ext ends="Probl ent | oadscript="tickets_by_contact.| oadscript">

</ docunent >
</ docunent s>
</ schema>

The <document> extends attribute lists the original schema name for which
you are creating a subclass. Your schema subclass you use all the properties
of this existing schema except any entries that are listed in the schema
subclass file.

The <document> loadscript attribute lists the script name you want to run
with this schema subclass. Typically, a schema subclass runs a different
loadscript than the original schema.

3 Save the schema subclass as an XML document in your custom schema
subfolder. For example:

\custom\schemal\tickets_by_contact.xml
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Important: The schema subclass file name must match the value listed in the
<document> name attribute.

4 Create a custom loadscript for your schema subclass.

Editing the loadscript files

The loadscript edits that you need to make files depend upon what features
you are trying to include. The following sections outline what edits you need
to make for each feature:

Filtering a list of documents in a portal component on page 109

Filtering a list of documents in a field lookup on page 110

Adding data validation for document updates or inserts on page 112

Adding default values to a detail form on page 114

Changing document data when a particular condition is met on page 116

Filtering a list of documents in a portal component

You can create an automatically filtered list of documents in the Document
List portal component by creating a schema subclass that defines a set filter
criteria. For example, you can have a Document List that only displays tickets
where the current user is listed as a contact. The Document List will display
the filtered list every time you access the saved search in the portal
component.

To filter list of documents in a portal component:

1 Open a text editor such a NotePad.
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This line calls the
ContactName field of
the schema subclass
and sets it to the value
of the current user
name

2 Create a new loadscript. For example, to get a filtered list of tickets by the

currently logged in contact, enter the following load script:

i mport docExpl orer;
i mport personalize;

function | oadscript(nmsg)

{
var explorer = personalize._get Expl orer(

nsg. get ( DOCEXPLORER_CONTEXT), mnsg. get ( DOCEXPLORER | NSTANCE) );
var strAction = nsg.get( DocExpl orer. ACTION );

/1 Exanple 1: Adding record list filtering criteria
if ( strAction == PERSONALIZE LI ST )

{

nmsg. add( "tickets_by contact/ContactNane", user.get("_name" ) );

}

/1 Call default the onload script
var script=nsg. get ( DocExpl or er. LOADSCRI PT) ;
if ( script I=""")

nmsg = env.execute(script, nsg);

return nsg;

Save the loadscript as an JS file in your custom scripts subfolder. For
example:

\custom\jscripts\tickets_by_contact.js

Important: The load script file name must match the value listed in the
<document> loadscript attribute of your schema subclass.

Stop and restart your application server to pick up your schema changes.

Login to Get-Services and add a new Document List search on your portal
page using the schema subclass you created.

Filtering a list of documents in a field lookup

You can create a filtered list within a field lookup by running a custom
loadscript from a schema subclass. The loadscript will filter the documents
you specify every time someone loads a form using your custom schema
subclasses.
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These lines determine
when a lookup field is
querying the ticket

To filter a list of documents in a field lookup:
Open a text editor such as Notepad.

Create a new loadscript file you want to use to specify what field lookup you
want to filter and the filter criteria. For example, to filter the list of ticket
categories to those relevant to the default company, enter the following load
script:

function | oadscri pt(nsg)
{
var explorer = personalize._get Expl orer(
nsg. get ( DOCEXPLORER _CONTEXT), nsg. get ( DOCEXPLORER_| NSTANCE) );
var strAction = nsg.get( DocExplorer.ACTION );

/1l Exanples 1 through 4
/1 Exanple 5: Filtering field | ookups

if ( strAction == DocExpl orer.ACTI ONVALUE. LOOKUP )
{

category

var sRec = msg.get( "_l ookuprecord" );

if ( sRec == "category" )

{

/1 Filter category search by adding "Conpany" field

These lines change the——————var strQuery = nsg. get( "query" );

default query to add an

additional criteria.
Category must have a
company value of
DEFAULT

if ( strQuery.indexOF( "WHERE', 0 ) == -1)
strQuery += " WHERE ";
el se

strQuery += " AND ";
/1 Just a sanple: change to filter by b. unit
strQuery += " conpany=\"DEFAULT\"";

nmsg. set ( "query", strQuery );

var msgCat egories = archway.send( "sc", "query", nsg );

These lines return the—— var msgResponse = new Message( "fi el dl ookup" );

filtered message ina
document called
fieldlookup

msgResponse. add( nmsgCat egories );
return nsgResponse;
}
}

/1 Call default the onload script
var script=msg. get (DocExpl orer. LOADSCRI PT) ;
if ( script !=""")

nmsg = env.execute(script, msg);

return msg;

Editing the schema subclass files € 111



The code executes when the action context is to perform a field lookup. This
is the case whenever the user presses a lookup icon in a DocExplorer.

3 Save the loadscript as an JS file in your custom scripts subfolder. For
example:

\custom\jscripts\tickets_by_contact.js

Important: The load script file name must match the value listed in the
<document> loadscript attribute of your schema subclass.

4 Stop and restart your application server to pick up your schema changes.

Your new loadscript runs every time that someone accesses a form using your
schema subclass.

Adding data validation for document updates or inserts

You can create a server-side script to verify the validity of data before it is
updated or inserted to your back-end database. If the data is not valid, you
can have Get-Services display an error message and return to the detail form
for the user to re-enter information. The loadscript validates the form data
every time someone submits the form.

To add data validation for document updates or inserts:

1 Open a text editor such as Notepad.
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2 Create a new loadscript file you want to use to validate form entries. For

These lines read the
value of the
NewUpdates field and
check for the word
“password”

These lines displays an
error message and
return the user to the
detail form

example, to validate that the users do not enter the word “password” in the
New Update field for a ticket, enter the following load script:

function | oadscri pt(nsg)

{

var explorer = personalize._get Expl orer(
nsg. get ( DOCEXPLORER_CONTEXT), nsg. get ( DOCEXPLORER_| NSTANCE) );
var strAction = nsg.get( DocExpl orer. ACTION );

// Exanple 1

/1 Exanple 2: Validate data before allow ng an update
if ( strAction == DocExpl orer.ACTI ONVALUE. UPDATE )

{
var s = nsg.get( "NewUpdates" );
var i = s.indexOr( "password", 0 );
if (i !'=-1)
{

user. addMessage( "The word 'password' may not appear in an
update description. Please enter a different description." );

nmsg. set ( DocExpl orer. REDI RECT, expl orer. get For mNanmePrefix() +
" _detail.jsp" );

return nsg;

}
}

This validation function executes whenever the action context is of the type
update. This is the case whenever a user presses the Update button to submit
changes to a document.

Save the loadscript as an JS file in your custom scripts subfolder. For
example:

\custom\jscripts\tickets_by_contact.js

Important: The load script file name must match the value listed in the
<document> loadscript attribute of your schema subclass.

Stop and restart your application server to pick up your schema changes.

Your new loadscript runs every time that someone accesses a form using your
schema subclass.

Editing the schema subclass files € 113



Adding default values to a detail form

You can create a loadscript to add default values to a form based on the
currently logged in user or other criteria. The loadscript will check for default
values every time someone loads a form using your custom schema
subclasses.

To add default values to a detail form:

1 Open a text editor such as Notepad.
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2 Create a new loadscript file you want to use to add default values to your
form. For example, to add contact information for the currently logged in
user to the detail form, enter the following load script:

function |oadscript(nsg)
{
var explorer = personalize._get Expl orer(
nsg. get ( DOCEXPLORER_CONTEXT), nsg. get ( DOCEXPLORER_| NSTANCE) );
var strAction = nsg.get( DocExplorer.ACTION );

// Exanples 1 and 2
/1 Call default the onload script
var script=nsg. get (DocExpl orer. LOADSCRI PT) ;
if ( script !=""")

msg = env.execute(script, msg);

/1 Exanple 3: Adding default values to creation screen

This line obtains the if ( strAction == PERSONALI| ZE_CREATE )

contact record for the {

user who is currently /'l Query for contact information

logged in var msgContact = this.getContact( user.get("_nane") );

/1 Augrment initial docunent description
This line queries for all—————var msgTi cket ByCont act = neg. get Message( "tickets_by_contact” );

the values in the if ( nmsgTicketByContact != null )
tickets_by_contacts {
schema subclass msgTi cket ByCont act . set ( " Cont act Nane", user.get("_nanme" ) );

nsgTi cket ByCont act. renmove( "Contact" );
nsgTi cket ByCont act . add( nsgContact );

}
}
return nsg;
}
function getContact( sNane )
{
var nmsgContact = archway. sendDocQuery( "sc", "SELECT * FROM Cont act

WHERE I d="" + sName + """, 0, 1);
nmsgCont act = nsgCont act. get Message( "Contact" );
return msgCont act;

}

This code executes when the action context is of type create. This is the case
whenever the user accesses a document creation page.

3 Save the loadscript as an JS file in your custom scripts subfolder. For
example:

\custom)jscripts\tickets_by_contact.js
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Important: The load script file name must match the value listed in the
<document> loadscript attribute of your schema subclass.

4 Stop and restart your application server to pick up your schema changes.

Your new loadscript runs every time that someone accesses a form using your
schema subclass.

Changing document data when a particular condition is met

You can create a loadscript that checks for a particular condition and changes
the data in a form before it is submitted to the Get-Services back-end
database. The loadscript will check for the condition you specify every time
someone loads a form using your custom schema subclasses.

To change document data when a particular condition is met:

1 Open a text editor such as Notepad.
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2 Create a new loadscript file you want to use to specify what conditions result
in document changes. For example, to change the ticket priority to 1 when
user’s department is set to Executive, enter the following load script:

function | oadscri pt(nsg)

{
var explorer = personalize._get Expl orer(
nsg. get ( DOCEXPLORER_CONTEXT), nsg. get ( DOCEXPLORER_| NSTANCE) );
var strAction = nsg.get( DocExplorer.ACTION );
// Exanples 1 through 3
/1 Exanple 4: Mdify data before ticket creation
This line obtains the if ( strFormindexCr( "_new' ) !=-1)
contact record for the {
user who is currently /1 Set ticket priority for some users
logged in var nmsgContact = this.getContact( nsg.get("ContactNane") );
var sDept = msgContact.get( "Departnent" );
var sPrio = "3";
These lines setthe——— i f ( sDept == "Executive" )
Priority field to 1 (using sPrio = "1";
the sPrio variable) msg. set( "tickets_by_contact/Priority", sPrio );
when the Department }
field has the value of )
Executive /] Call default the onload script fromthe probl em schema
var script=nsg. get (DocExpl orer. LOADSCRI PT) ;
if ( script !=""")
msg = env.execute(script, msg);
return nsg;
}

This code executes when the action context is of type create. This is the case
whenever the user accesses a document creation page.

3 Save the loadscript as an JS file in your custom scripts subfolder. For
example:

\custom\jscripts\tickets_by_contact.js

Important: The load script file name must match the value listed in the
<document> loadscript attribute of your schema subclass.

4 Stop and restart your application server to pick up your schema changes.

Your new loadscript runs every time that someone accesses a form using your
schema subclass.
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Schema Elements and Attributes

All schemas use a standard set of XML elements and attributes that the
Archway Document Manager recognizes. The following sections describe the
XML elements and associated attributes that you can use to create valid
schemas.

<?xml>
The <?xml> element is the standard XML namespace identifier. This element
should always include the version attribute. All schemas require that this be
the first element listed.

<schema>
The <schema> element is a required element of all schemas. The <schema>
element functions as a container for the logical and physical mappings. The
<schema> element does not have any attributes.

<documents>

Two sets of <documents> elements are required for each schema. One set of
<documents> elements is the container for the logical mappings and the other
set of <documents> elements is the container for the physical mappings.

Use in logical mapping

All schemas require one <documents> element where the name attribute has
the value name="base". When this element has this name value, it becomes the
container for the logical mappings.

Required  m name. This attribute identifies the <documents> element container used by
attributes the logical mappings. This attribute must have the value name="base".
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Optional
attributes

Logical mappings always
use name="base"

Required
attributes

Optional
attributes

You can add a
<documents> element
for each adapter

Each <documents>
element can describe a

m None. There are no optional attributes for the logical mapping portion of
the schema.

<?xm version="1.0"7?>
<schema>

<docunent s nane="base" >

</ docunent s>

Use in physical mapping

All schemas require at least one <documents> element where the name
attribute has the value of an adapter name such as name="sc". You can add one
<documents> element for each adapter you want to provide physical
mappings for. You can also support multiple versions of the same adapter if
you use the version attribute.

m name. This attribute determines what adapter the schema uses to make
connections to the back-end database. The value of this attribute must be
an adapter name such as name="sc".

m version. This attribute determines what version of the back-end database is
required to use the physical mappings defined in this container. The value
of this attribute must be a number recognized by the adapter.

<?xm version="1.0"7?>
<schema>

<docunent s nanme="acsc" version="34">
</ docunent s>
<docunent s nanme="acsc" version="45">

</ docunent s>

different version

The Archway Document Manager uses the following rules to match the
back-end database to the version listed in this attribute:
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= If the <documents> element has 7o version attribute, then the Archway
Document Manager accepts the physical mappings in this element if it
cannot find another matching value.

» Ifthe <documents> element has a version attribute value greater than the
version number of the back-end database, then the Archway Document
Manager ignores the physical mappings in this element.

= If the <documents> element has a version attribute value less than the
version number of the back-end database, then the Archway Document
Manager accepts the physical mappings in this element if it cannot find
a higher matching value.

= If the <documents> element has a version attribute value equal to the
version number of the back-end database, then the Archway Document
Manager accepts the physical mappings in this element.

<document>

You must add at least two sets of <document> elements to create a valid
schema — one set for the logical mappings and another set for the physical
mappings. You can add additional <document> elements in the physical
mapping section if you want to support multiple adapters or multiple
versions of the same back-end database.

Use in logical mapping

The logical mapping section uses the <document> elements as a container for
the XML document that the Archway Document Manager produces. All
XML elements produced by this schema will be child elements of the
<document> element.

Required = name. This attribute determines what XML element the Archway
attributes Document Manager generates as the top-level element in any generated
document using this schema. The value of this attribute must match the
file name of the schema (without the .xml extension).

Optional = ACLcreate. This attribute determines the default access control list for
attributes DocExplorer forms that use this schema. The value of this attribute must
be a capability word. Users who meet or exceed the capability word listed
in this attribute will see a New button in DocExplorer forms that use this
schema.
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ACLdelete. This attribute determines the default access control list for
DocExplorer forms that use this schema. The value of this attribute must
be a capability word. Users who meet or exceed the capability word listed
in this attribute will see a Delete button in DocExplorer forms that use this
schema.

ACLupdate. This attribute determines the default access control list for
DocExplorer forms that use this schema. The value of this atrribute must
be a capability word. Users who meet or exceed the capability word listed
in this attribute will be able to edit fields in DocExplorer detail forms that
use this schema.

create. This attribute determines if a subdocument using this element is
visible in DocExplorer create forms. The value of this attribute must be
either true or false. Set the value to create="true" if you want this
subdocument to be available on DocExplorer create forms. Set the value
to create="false" if you want to prevent this subdocument from being
available on DocExplorer create forms.

detail. This attribute determines if a subdocument using this element is
visible in DocExplorer detail forms. The value of this attribute must be
either true or false. Set the value to detail="true" if you want this
subdocument to be available on DocExplorer detail forms. Set the value to
detail="false" if you want to prevent this subdocument from being available
on DocExplorer detail forms.

docname. This attribute defines the external schema that you want the
Archway Document Manager to use to create a subdocument. The value
of this attribute must match the file name of the schema (without the .xml
extension) that you want to use for the subdocument. You only need this
attribute if you want to create a subdocument using another schema.

label. This attribute determines what name the schema has in DocExplorer
forms that use this schema. The value of this attribute can be any text
string. Typically, you will want to set this value to a user-friendly name
describing the content of the schema.

list. This attribute determines if a subdocument using this element is
visible in DocExplorer list forms. The value of this attribute must be either
true or false. Set the value to list="true" if you want this subdocument to be
available on DocExplorer list forms. Set the value to search="false" if you
want to prevent this subdocument from being available on DocExplorer
list forms.
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® loadscript. This attribute determines what ECMAScript function runs
when this schema is used in a DocExplorer form. The value of this
attribute must be the Peregrine Studio name of the ECMAScript function
you want to run. You can use this script to load additional data for use by
DocExplorer forms. This script uses the same XML message input as the
form onload script.

m preexplorer. This attribute determines what ECMAScript runs when this
schema is used in a DocExplorer form. The value of this attribute must be
the Peregrine Studio name of the ECMAScript you want to run. You can
use this script to make formatting changes to the XML message rendered
by DocExplorer forms.

m search. This attribute determines if a subdocument using this element is
visible in DocExplorer search forms. The value of this attribute must be
either true or false. Set the value to search="true" if you want this
subdocument to be available on DocExplorer search forms. Set the value
to search="false" if you want to prevent this subdocument from being
available on DocExplorer search forms.

® subtypeprop. This attribute determines whether this element inherits the
attribute properties of the parent <collection> element. The value of this
attribute must be inherit if you use the attribute at all. If you want this
element to inherit the attribute properties set the value to
subtypeprop="inherit". If you want to specify the the attribute properties for
this element, do not include a subtypeprop attribute.

Use in physical mapping
The physical mapping section uses the <document> elements to define the
SQL name of the back-end database table.

Required = name. This attribute determines what XML element the Archway
attributes Document Manager matches to a back-end database table. The value of
this attribute must match the file name of the schema (without the .xml
extension).

m table. This attribute identifies the table in the back-end database that the
schema uses.The value of this attribute must be the SQL name of the table
you want to use for source data. Each <document> element can only have
one table attribute. To use data from other tables, you can create
subdocuments within your schema.
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Optional
attributes

m attachtable. This attribute identifies the ServiceCenter table where
references to attachments are located. The value of this attribute must be
the SQL name of SerivceCenter table you want to use.

m field. This attribute identifies the field in the back-end database that you
want the schema to use for document queries. The value of this attribute
must be the SQL name of the field you want to use for the data source. You
only need this attribute if you want to create a subdocument within your
schema.

m insert. This attribute identifies the event name to be sent to ServiceCenter
when Get-Services inserts (creates) a new record. The value of this
attribute must be the SQL name of the ServiceCenter event.

m joinfield. This attribute identifies the field in the back-end database that
you want the schema to use to query for additional information in another
schema or table. The value of this attribute must be the SQL name of the
field you want to use for the source data. You only need this attribute if
you want to create a subdocument within your schema. The joinfield
attribute defines what field will be the selection criteria in a SQL WHERE
clause. The SQL equivalent of the joinfield is:

SELECT <field> FROM <external table> WHERE <joinfield>=<joinvalue>

If you do not provide a joinfield value, then the Archway Document
Manager uses the field listed for the <attribute name="Id"> element as the
joinfield.

m joinvalue. This attribute identifies the <attribute> element that has the value
you want to use to query for additional information in another schema or
table. The value of this attribute must be the name of an <attribute> element
in the current schema. You only need this attribute if you want to create a
subdocument within your schema. The joinvalue attribute defines what
value a field must have in a SQL WHERE clause. The SQL equivalent of the
joinvalue is:

SELECT <field> FROM <external table> WHERE <joinfield>=<joinvalue>

If you do not provide a joinvalue value, then the Archway Document
Manager uses the value returned for the <attribute name="Id"> element as
the joinvalue.
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m link. This attribute identifies the field in the back-end database that you
want the schema to use to query for additional information in a table with
lookup or link fields. The value of this attribute must be the SQL name of
the field you want to use for the source data. You only need this attribute
if you want to create a subdocument within your schema. In most cases,
the link attribute is the same as the joinfield attribute. This value will only
be different if the SQL name of the link field in the source table is different
from the SQL name from the target field in the target table.

m preprocess. This attribute determines what ECMAScript function runs
before the Archway Document Manager connects to the back-end
database. The value of this attribute must be the Peregrine Studio name of
the ECMAScript function you want to run. You can use this script to
format the request sent to the back-end database. For example, you can
add additional SQL commands or validate that all required fields are listed
in the request.

® postprocess. This attribute determines what ECMAScript runs after the
Archway Document Manager receives a response from the back-end
database. The value of this attribute must be the Peregrine Studio name of
the ECMAScript you want to run. You can use this script to format the
response sent from the back-end database. For example, you can sort the
data by a particular criteria or return an error message if no records are
found.

m update. This attribute identifies the event name to be sent to ServiceCenter
when Get-Services updates an existing record. The value of this attribute
must be the SQL name of the ServiceCenter event.

<attribute>

You must add at least two sets of <attribute> elements to create a valid schema
—one set for the logical mappings and another set for the physical mappings.

Use in logical mapping

The logical mapping sections use the <attribute> elements to create an XML
element in any document message built from this schema.
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Required
Attributes

m name. This attributes determines the XML tag that the Archway Document
Manager generates when it uses the schema. The value of this attribute can
be any string value. For example, if you set the value to name="contact" then
the Archway Document Manager creates a <contact> XML tag. You must
define at least one <attribute> element where the name attribute has the
value name="Id". This <attribute> element is required to uniquely identify
each record returned by a schema query.

m type. This attribute determines what data format the elements uses as well
as how Get-Servicesrenders the data in the user interface. The value of this
attribute must be one of the following strings:

= attachment—This element is a path and file name to an attachment.
Get-Services renders this element as a collection of attachment
controls.

= boolean—This element is a true or false string. Get-Services renders this
element as a check box.

= date—This element is a date listing. Get-Services renders this element as
a date edit control that includes a popup calendar.

= datetime—This element is a combined date and time listing.
Get-Services renders this element as a time edit control.

= id—This element is a number that uniquely describes a back-end
database record. Get-Services renders this element as a single-line edit
field.

= image—This element is an image. Get-Services renders this element as
an imagefield.

= link—This element is a subdocument described elsewhere in the
schema. Get-Services renders this element a lookup field.

= memo—This element is a text string. Get-Services renders this element
a multi-line edit box.

= money—This element is a currency amount. Get-Services renders this
element a money field that includes a currency selection tool.

= number—This element is an integer. Get-Services renders this element
an editfield with spinner buttons.

= preload—This element is an executable script. Get-Services runs the
script listed in this element.

= string—This element is text. Get-Services renders this element an
editfield.

Schema Elements and Attributes < 125



= time—This element is a time listing. Get-Services renders this element
as a time edit control.

s url—This element is a Web site address. Get-Services renders this
element as an HREF link icon.

Note: The Archway Document Manager does not validate that the contents
of an element matches the type attributed listed for it.

Optional = access. This attribute determines if the element is read-only or editable in

attributes DocExplorer forms. The value of this attribute must be either r or null. Set
the value to access="r" if you want to make this element read-only. Clear

the value or remove the attribute if you want to make the element editable.

m ACLcreate. This attribute determines the default access control list for
DocExplorer forms that use this element. The value of this atrribute must
be a capability word. Users who meet or exceed the capability word listed
in this attribute will see this element in DocExplorer create forms that use
this schema.

® ACLdetail. This attribute determines the default access control list for
DocExplorer forms that use this element. The value of this atrribute must
be a capability word. Users who meet or exceed the capability word listed
in this attribute will see this element in DocExplorer detail forms that use
this schema.

m ACLlist. This attribute determines the default access control list for
DocExplorer forms that use this element. The value of this atrribute must
be a capability word. Users who meet or exceed the capability word listed
in this attribute will see this element in DocExplorer list forms that use this
schema.

m ACLsearch. This attribute determines the default access control list for
DocExplorer forms that use this element. The value of this atrribute must
be a capability word. Users who meet or exceed the capability word listed
in this attribute will see this element in DocExplorer search forms that use
this schema.

m create. This attribute determines if the element is visible in DocExplorer
create forms. The value of this attribute must be either true or false. Set the
value to create="true" if you want this field to be available on DocExplorer
create forms. Set the value to create="false" if you want to prevent this field
from being available on DocExplorer create forms.
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Required
Attributes

detail. This attribute determines if the element is visible in DocExplorer
detail forms. The value of this attribute must be either true or false. Set the
value to detail="true" if you want this field to be available on DocExplorer
detail forms. Set the value to detail="false" if you want to prevent this field
from being available on DocExplorer detail forms.

label. This attribute determines what name the element has in
DocExplorer Available Field list. The value of this attribute can be any text
string. Typically, you will want to set this value to a user-friendly name
describing the content of the field.

list. This attribute determines if the element is visible in DocExplorer list
forms. The value of this attribute must be either true or false. Set the value
to list="true" if you want this field to be available on DocExplorer list forms.
Set the value to search="false" if you want to prevent this field from being
available on DocExplorer list forms.

required. This attribute determines if this element requires a value in order
to insert or update a record in the back-end database. The value of this
attribute must be either true or false. Set the value to required="true" if you
want to make the element a required input field when it is added to
DocExplorer forms.

search. This attribute determines if the element is visible in DocExplorer
search forms. The value of this attribute must be either true or false. Set the
value to search="true" if you want this field to be available on DocExplorer
search forms. Set the value to search="false" if you want to prevent this field
from being available on DocExplorer search forms.

Use in physical mapping

The physical mapping sections use the <attribute> elements to define the
fields in the back-end database that map to each logical mapping.

name. This attributes determines the XML tag in which the Archway
Document Manager places query results. The value of this attribute must
match an element defined in the logical mapping section.

field. This attribute identifies the field in the back-end database that you
want the schema to use for document queries. The value of this attribute
must be the SQL name of the field you want to use for the data source.
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Optional = link. This attribute identifies a lookup or link value to another table. The
attributes value of this attribute must be the SQL name of the link. You will only
need this attribute if you want to query information from a field in one
table that links to another field in a linked table. The link attribute defines
what field is the selection criteria in a SQL WHERE clause. The SQL
equivalent of the link is:

SELECT <linkfield> FROM <linktable> WHERE <link>=<field>

m linkfield. This attribute identifies the target field called by a lookup or link
value to another table. The value of this attribute must be the SQL name
of the target field. You will only need this attribute if you want to query
information from a field in one table that links to another field in a linked
table. The linkfield attribute defines what field is selected. The SQL
equivalent of the link is:

SELECT <linkfield> FROM <linktable> WHERE <link>=<field>

m linkkey. This attribute identifies the field, lookup, or link that connects two
fields in linked tables. The value of this attribute must be the SQL name of
the linking field. You will only need this attribute if you want to query
information from a field in one table that links to another field in a linked
table. The linkkey attribute defines what field is selected. The SQL
equivalent of the link is:

SELECT <linkfield> FROM <linktable> WHERE <linkkey>=<field>

If you do not define a linkkey value, then the Archway Document Manager
uses the link attribute as the linkkey.

m linktable. This attribute identifies the target table called by a lookup or link
value. The value of this attribute must be the SQL name of the target table.
You will only need this attribute if you want to query information from a
field in one table that links to another field in a linked table. The linktable
attribute defines what table is named in a SQL FROM clause. The SQL
equivalent of the linktable is:

SELECT <linkfield> FROM <[inktable> WHERE <link>=<field>

m linktype. This attribute defines how the Archway Document Manager
performs document inserts and updates. The value of this attribute must
be either soft or hard:

= soft—The Archway Document Manager queries the back-end database
using the locations listed in the linktable and linkfield attributes, and sets
the link attribute to the value to the query result.
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<collection>

Required
attributes

Optional
attributes

= hard—The Archway Document Manager creates a new record in the
back-end database at the location listed in the linktable and linkfield
attributes. The Archway Document Manager retrieves the linkkey value
for the new record and saves it in the field listed in the link attribute.

If you do not specify a linktype value, then it defaults to soft. You will only
need this attribute if you want to query information from a field in one
table that links to another field in a linked table.

This is an optional element that you can use to create subdocuments where
more than one item can be returned for the document you query. For
example, you can create a set of <collection> elements to query for all the
tickets that a particular user has open. In database terminology, a <collection>
element returns the records from an intersection table. You must add one set
of <collection> elements for each multiple item subdocument you want to
create.

Use in logical mapping

The logical mapping section uses the <collection> elements to create the XML
elements that the subdocuments use.

name. This attribute determines what XML element the Archway
Document Manager generates as the top-level element in any generated
document using this schema. The value of this attribute must match the
file name of the schema (without the .xml extension) that the
subdocument uses.

ACLcreate. This attribute determines the default access control list for
DocExplorer forms that use this subdocument. The value of this attribute
must be a capability word. Users who meet or exceed the capability word
listed in this attribute will see a Create button in DocExplorer forms that
use this schema.

ACLdelete. This attribute determines the default access control list for
DocExplorer forms that use this subdocument. The value of this atrribute
must be a capability word. Users who meet or exceed the capability word
listed in this attribute will see a Delete button in DocExplorer forms that
use this schema.
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ACLupdate. This attribute determines the default access control list for
DocExplorer forms that use this subdocument. The value of this atrribute
must be a capability word. Users who meet or exceed the capability word
listed in this attribute will be able to edit fields in DocExplorer detail forms
that use this schema.

create. This attribute determines if a subdocument using this element is
visible in DocExplorer create forms. The value of this attribute must be
either true or false. Set the value to create="true" if you want this
subdocument to be available on DocExplorer create forms. Set the value
to create="false" if you want to prevent this subdocument from being
available on DocExplorer create forms.

detail. This attribute determines if a subdocument using this element is
visible in DocExplorer detail forms. The value of this attribute must be
either true or false. Set the value to detail="true" if you want this
subdocument to be available on DocExplorer detail forms. Set the value to
detail="false" if you want to prevent this subdocument from being available
on DocExplorer detail forms.

label. This attribute determines what name the subdocument has in
DocExplorer forms that use this schema. The value of this attribute can be
any text string. Typically, you will want to set this value to a user-friendly
name describing the content of the schema.

list. This attribute determines if a subdocument using this element is
visible in DocExplorer list forms. The value of this attribute must be either
true or false. Set the value to list="true" if you want this subdocument to be
available on DocExplorer list forms. Set the value to search="false" if you
want to prevent this subdocument from being available on DocExplorer
list forms.

search. This attribute determines if a subdocument using this element is
visible in DocExplorer search forms. The value of this attribute must be
either true or false. Set the value to search="true" if you want this
subdocument to be available on DocExplorer search forms. Set the value
to search="false" if you want to prevent this subdocument from being
available on DocExplorer search forms.

Use in physical mapping

The physical mapping section uses the <collection> elements to define the
SQL name of the back-end database table.
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Required = name. This attribute determines what XML element the Archway

attributes Document Manager matches to a back-end database table. The value of
this attribute must match the file name of the schema (without the .xml
extension).
Optional = None. There are no optional attributes for the physical mapping portion
attributes of a <collection> element.
Documents

The Archway Document Manager uses schemas to create documents, which
are XML messages created from the following components:

m Schemalogical definitions. The schema logical definitions determine what
XML elements make up the generated document.

m The return values of database queries. The Archway Document Manager
uses the schema physical mappings to create database queries. The return
values of these queries determine the content of the elements and
attributes of the generated document.

m ECMAScript formatting. ECMAScript functions can modify a document
before and after any queries have been made to the back-end database.

The final output of these three processes is an XML document that the
Archway Document Manager renders as HTML in the interface.

You can see the raw Get-ServicesXML documents by enabling the Show form
information option from the Administration settings. The form information
window displays the following document information:

m Script Input. This tab displays the document submitted to the current
form from the output of a previous form. For example, a list form displays
the output of a prior search form. This document is passed to the form
onload script as an input parameter.

m Script Output. This tab displays the document generated by the output of
the current form’s onload script. Typically, each onload script invokes a
schema that queries the back-end database for relevant information. For
example, a request form will invoke a database query through the request
schema.

m PreXSL. This tab displays the document after the Archway servlet has
processed the document and prepared it to be rendered by the client-side
browser.
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Subdocuments

Each Get-Services form typically maps to one schema, which in turn maps to
one table in the back-end database. In order to collect and represent data
from multiple schema and database sources, you must create subdocuments.

Subdocuments are XML messages added to the current document that query
additional schemas and tables. You can create subdocuments in one of two
ways:

® You can add a new <document> element inside an existing <document>
element if the result of the query will be one and only one subdocument.

® You can add a <collection> element inside an existing <document> element
if the result of the query will be a collection of one or more subdocuments.

The following sections show examples of each method.

Creating subdocuments with the <Document> element

Fach <document> element is intended to return one subdocument, that is,
one record set. For example, you can create subdocument to query for the
contact name for a specific ticket, but each ticket should only have one
contact name.
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Schema

The following schema segment illustrates how to add a subdocument using
the <document> element.

<docunents nanme="base">

<docunent nane="incident" |abel="Call"...>
<attribute name="1d" type="id" |abel ="Ticket Number".../>
<attribute name="Probl em d" type="string" |abel="ProblemId".../>

<attribute name="Asset Tag" type="string" |abel ="Asset Tag"/>
Logical mapping for

subdocument — Contact —<docunment name="Cont act" docname="ti cketcontact".../>
<docunent >
<docunent s>
<docunents nane="sc">
<document nane="incident" table="incidents"...>

<attribute name="1d" field="incident.id"/>
<attribute name="Probl em d" fiel d="problemid"/>

<attribute name="Asset Tag" field="affected.itenl/>
Physical mapping for

subdocument — Contact —<docunent nane="Contact" fiel d="contact.nane" tabl e="contacts"

joinfield="contact.nane" joi nval ue="Cont act Nane"/>
<document >
<docunent s>
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XML Output

The Archway Document Manager produces an XML document with the
following structure. You can view such documents from the Script Input and
Script Output tabs of the Form Information window. The values stored in the
XML elements vary depending on the actual user record you select.

Elements from schema <i nci dent >
mapping — Id, AssetTag <| d>CALL10013</ | d>
<Asset Tag>TRAI N pc 100</ Asset Tag>

<Cont act >
<l d>Hart ke</ | d>
<Fi r st Nane>Ri char d</ Fi r st Nane>
<Last Nane>Har t ke</ Last Nane>
<Emai | >Ri char d. Har t ke@er egri ne. conx/ Emai | >
<Phone>619- 481- 5000</ Phone>
<Locati on/ >
<Locationl d/ >
<User Assets _count Found="0"/>
</ Cont act >

Subdocument — Contact

</inci dent >

Creating subdocuments with the <Collection> element

Each <collection> element is intended to return more than one
subdocument or record set. For example, you can create a query to return all
the tickets belonging to a particular contact.
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Logical mapping for
subdocuments —
relatedproblem

Physical mapping for
subdocuments —
relatedproblem

Schema

The following schema segment illustrates how to add a subdocument using
the <collection> element.

<docunents nanme="base">

<docunent nane="incident" |abel="Call"...>
<attribute name="1d" type="id" |abel ="Ticket Number".../>
<attribute name="Probl em d" type="string" |abel="ProblemId".../>

<attribute name="Asset Tag" type="string" |abel ="Asset Tag"/>

<col | ecti on nane="Rel at edl nci dents" detail ="true"

| abel ="Rel ated | nci dents" ACLDel et e="oaa. f or bi dden" >
<document nane="rel at edprobl enf’ detail ="true"

subt ypeprop="i nherit" />
</ col |l ection>
<docunent >
<docunent s>
<docunents nanme="sc">
<document nanme="inci dent" table="incidents"...>
<attribute nanme="1d" field="incident.id"/>

<attribute name="Probl em d" fiel d="problemid"/>
<attribute name="Asset Tag" field="affected.itent/>

<col | ecti on nane="Rel at edl nci dents" >
<docunment nane="rel at edprobl ent' tabl e="screl ati on"
joinfield="source" joinvalue="id" />
</col | ecti on>
<docunent >
<docunent s>
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Get-Services

XML Output

The Archway Document Manager produces an XML document with the
following structure. You can view such documents from the Script Input and
Script Output tabs of the Form Information window. The values stored in the
XML elements vary depending on the actual user record you select.

Elements from schema <i nci dent >
mapping — Id, AssetTag— <I d>CALL10013</ | d>
<Asset Tag>TRAI N pc 100</ Asset Tag>
Subdocument collection )
—RelatedIncidents —<Rel at edl nci dents _count="-1" _count Found="2" _nore="0" _start="0">
<r el at edpr obl en»
<Sour ce>CALL10013</ Sour ce>

<l d>CALL10013/ 1 MLOOO3</ | d>
Subdocuments — <rinci dent >

relatedproblem <l d>I MLO003</ | d>
\4 rel at edpr obl en>

<r el at edpr obl enr»
<Sour ce>CALL10013</ Sour ce>

<| d>CALL10014/ | MLO004</ | d>
<rinci dent >
<l d>I MLO004</ | d>

</rel at edpr obl en»>
<r el at edpr obl err»
</ Rel at edl nci dent s>
</inci dent >
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CHAPTER

Modifying the Change Request Category

Selection Menu

This section describes how to customize forms used in Get-Services Change
Management that cannot be personalized from the browser (the wrench icon
does not show up for these pages), but that can be configured through XML
files.

This section includes:

m Configuring the hierarchical menu component on page 138

m Configuring the change request category selection menu on page 145
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Configuring the hierarchical menu component

You can configure the menu forms used in Get-Services Change
Management to select the change category through XML files.

General features of the menu component

The following graphic shows the menu parts that you can configure:

Home [EIERECIIEREECIE| Administration | Service Desk

Select a type of request

Title

= Task Queue
My Tasks Select below the type of request you would like to perform

Instructions

Task Histary

= Change Queue =
_=12 Production Application Changes [§7)) Beausst tha/Add/Del of User Accts
My Changes ’1‘;'] o
Change History "
’@ Hardware Server @ Hardware Move /Add /Change
=
]

General Purpose Move /Add/Change

\\ Menu Entries

= Change Reguests

Request Status

R Hist
FeduestHison Request For Change
< Approve Change Requests

Show Approval List

Advanced Request for Change

)

The configuration file allows setting up:

m The Title of the form.

m The Instructions presented at the top of the form.

m The Menu Entries available on the form, each represented by an icon and
a label.

Each menu entry:

m Can be a final selection, and when the user clicks on it, the selected option
is passed to the application.

Note: You can also configure a final selection node to redirect a given URL
to a specific form in Get-Services, or to another web application, or an
external web site.

m Canlead to a submenu, a new form that has its own title, instructions, and
options.
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The following submenu has text below the instructions that indicates where
the form originates.

= Lhange Queue
My Changes
¢hange History
= Change Requests

Facilities thanges

Moves Additions & thanges Network Changes

= New change Reguest
Request Status
Bequest History Other thanges Procurement Changes
< Approve Change Requasts
Show Approual List

Security Changes

Shared Infrastructure Changes

Telecoms thanges

Training Changes

All or part of the menu can be generated dynamically from the data
contained in the database.

Syntax of a menu configuration file

A menu configuration file is an XML file. Its syntax is described in the W3C
schema (XML schema): WEB-INF\etc\treemenu\treemenu.xsd.

The Get-Services configuration files are in WEB-INF\etc\gstrees.

The root element: WizardMenu

A WizardMenu element is always at the root of the XML file. It usually has
two attributes that describe which W3C schema describes the file syntax:

<W zar dMenu xml ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : noNanespaceSchenmaLocat i on="nenu. xsd" >

Directly under the WizardMenu element, its subelements describe the menu
form.

m Id: Optional; contains a value identifying this element. This is the value
passed to the application when the menu has no Answers element or when
the Answers element is empty.

m Title: Optional; contains the text displayed for the form title.
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m Title_ids: Optional; contains the string id representing the text displayed
for the form title. This value is expressed as module,stringname where
module corresponds to the file name containing the string, and
stringname is the id of the string in this file.

Note: If Title is specified, it has precedence over Title_ids, and all users,
regardless of the locale they choose when they log in, view the same
exact text.

m Instructions: Optional; contains the text displayed for the instructions at
the top of the form.

m Instructions_ids: Optional; contains the string id representing the text
displayed for the instructions at the top of the form.

Note: If Instructions is specified, it has precedence over Instructions_ids,
and all users, regardless of the locale they choose when they log in,
view the same exact text.

m Access: Optional; this element contains one capability word, such as
getit.requester or getit.service. Only users with the given capability word
can see this menu entry.

m ColumnCount: Optional; this element specifies the number of columns in
which the menu entry should be arranged on the screen. The default value
is set by the application using the menu tree.

m Answers: Optional; describes the options (menu entries) available on the
form. When the Answers element is not provided, or when it does not list
any option, the form returns the WizardMenu Id, when provided.

The list of menu entries: the Answers element

The Answers element describes the options available in a menu. Each
subelement of the Answers element corresponds to one or more options.
Each type of element can be used more than one time in a given Answers
element. The supported subelements types are:

m WizardTarget: Optional; describes one option available in the menu. This
element does not lead to a submenu. When the user selects this option, the
selected WizardTarget's Id element is passed to the application.

m WizardMenu: Optional; describes one option that, when selected, leads to
a submenu presenting more options to the end user.

m DynamicAnswers: Optional; describes a set of options that can be
retrieved dynamically from a database.
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The simple selection option: the WizardTarget element

Id: Required element that must be unique among the siblings of the
Answers element.

Title: Optional; contains the text displayed for the menu entry.

Title_ids: Optional; contains the string id representing the text displayed
for the menu entry. This value is expressed as module,stringname where
module corresponds to the file name containing the string, and
stringname is the id of the string in this file.

Note: Title or Title_ids must be specified. If Title is specified, it has

precedence over Title_ids, and all users, regardless of the locale they
choose when they log in, view the same exact text.

Instructions: Optional; contains the text displayed in a tooltip when the
user hovers the mouse cursor over the entry.

Instructions_ids: Optional; contains the string id representing the text
displayed in a tooltip when the user hovers the mouse cursor over the
entry. This value is expressed as module,stringname where module
corresponds to the file name containing the string, and stringname is the
id of the string in this file.

Note: If Instructions is specified, it has precedence over Instructions_ids,

and all users, regardless of the locale they choose when they log in,
view the same exact text.

m Image: Optional; this element is the path to the image that is displayed on

the screen in front of the text for this menu entry. The value is a path to
the icon, relative to the skin directory (for example, icons/oaa_assets.gif).

Access: Optional; this element contains one capability word, such as
getit.requester or getit.service. Only users with the given capability word
can see this menu entry.

TargetForm: Optional; name of the form the application is redirected to
when the user clicks on the menu entry. The value is expressed as
modulename.activityname.formname, where modulename is the name of
the module where the target form is located, activityname is the name of
the activity where the file is located, and formname the name of the form
itself. The value can also be expressed as activityname.formname, in which
case the module is implicitly the current module, or just formname, in
which case the form is searched in the current module and activity.
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m TargetURL: Optional; this element contains the URL of the form to go to
when the user clicks on the menu entry. Make sure to start this URL with
http:// when redirecting to a web server other than the current web server.
Instead of redirecting to a page, this menu entry can be used to retrieve
documents stored on a server. All usual protocols can be used (http, https,

ftp).

Note: At most, only one TargetForm and TargetURL can be present in a
given WizardTarget element.

m TargetAddNoParams: Optional; this Boolean element, when set to true,
prevents automatically passing parameters to the TargetURL or the
TargetForm when the menu entry is selected.

m TargetParams: Optional; this element is the ampersand-separated list of
parameters to add to the TargetURL or to pass to the TargetForm. If
TargetAddNoParams is not set or set to false, these parameters are passed
in addition to the parameters already added automatically.

m ContextFilter: Optional; this element represents a filter on the context
data. This menu entry is displayed only if the context data matches the
requirement of the filter. The context data depends on the application, but
contains at least the user login name.

The submenu option: the WizardMenu element

Do not confuse this element with the root WizardMenu element. It is similar
in structure, but has also more options. It is represented as a single entry in
the menu. Clicking on it leads to a submenu.

m Id: Required element that must be unique among the siblings of the
Answers element.

m Title: Optional; contains the text displayed in for the menu entry. This text
becomes the title of the submenu form.

m Title_ids: Optional; contains the string id representing the text displayed
for the menu entry. This text becomes the title of the submenu form.This
value is expressed as module,stringname where module corresponds to
the file name containing the string, and stringname is the id of the string
in this file.

Note: Title or Title_ids must be specified. If Title is specified, it has
precedence over Title_ids, and all users, regardless of the locale they
choose when they log in, view the same exact text.
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Instructions: Optional; contains the text displayed in a tooltip when the
user hovers the mouse cursor over the entry. This text becomes the
instructions of the submenu form.

Instructions_ids: Optional; contains the string id representing the text
displayed in a tooltip when the user hovers the mouse cursor over the
entry. This text becomes the instructions of the submenu form. This value
is expressed as module,stringname where module corresponds to the file
name containing the string, and stringname is the id of the string in this
file.

Note: If Instructions is specified, it has precedence over Instructions_ids,

and all users, regardless of the locale they choose when they log in,
view the same exact text.

Image: Optional; this element is the path to the image that is displayed on
the screen in front of the text for this menu entry. The value is a path to
the icon, relative to the skin directory (for example, icons/oaa_assets.gif).

Access: Optional; this element contains one capability word, such as
getit.requester or getit.service. Only users with the given capability word
can see this menu entry.

TargetForm: Optional; name of the form the application is redirected to
when the user clicks on the menu entry and that there are no submenu
entries. The value is expressed as modulename.activityname.formname,
where modulename is the name of the module where the target form is
located, activityname is the name of the activity where the file is located,
and formname the name of the form itself. The value can also be expressed
as activityname.formname, in which case the module is implicitly the
current module, or just formname, in which case the form is searched in
the current module and activity.

TargetURL: Optional; this element contains the URL of the form to go to
when the user clicks on the menu entry and that there are no submenu
entries. Make sure to start this URL with http:// when redirecting to a web
server other than the current web server. Instead of redirecting to a page,
this menu entry can be used to retrieve documents stored on a server. All
usual protocols can be used (http, https, ftp).

Note: At most, only one TargetForm and TargetURL can be present in a

given WizardMenu element.
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m TargetAddNoParams: Optional; this Boolean element, when set to true,
prevents automatically passing parameters to the TargetURL or the
TargetForm when the menu entry is selected and there are no submenu
entries.

m TargetParams: Optional; this element is the ampersand separated list of
parameters to add to the TargetURL or to pass to the TargetForm. If
TargetAddNoParams is not set or set to false, these parameters are passed
in addition to the parameters already added automatically.

m ContextFilter: Optional; this element represents a filter on the context
data. This menu entry is displayed only if the context data matches the
requirement of the filter. The context data depends on the application but
contains at least the user login name.

m ColumnCount: Optional; this element specifies the number of columns in
which the menu entry should be arranged on the screen. The default value
is set by the application using the menu tree.

m Answers: Optional; describes the options (menu entries) available on the
submenu form. When the Answers element is not provided, or when it
does not list any option, the information for this form is used.

Dynamic menu entries: the DynamicAnswers element

m Target: Required; name of the back-end system (for example, ac or sc)
where the menu data is stored.

m Document: Required; name of the schema that retrieves the menu data.
The schema must map at least an Id and a Title, but it can also map any
element available in a WizardTarget or WizardMenu.

m Image: Optional; this is the path to the image that is displayed on the
screen in front of the text for this menu entry when no image is retrieved
from the database. The value is a path to the icon, relative to a skin
directory (for example, icons/catbundle.gif).

m Access: Optional; this element contains one capability word, such as
getit.requester or getit.service. This DynamicAnswers element is available
only for users with the given capability word.

m HasSubMenu: Optional; when set to false, all entries returned are
considered as final selection entries. When not set, or set to true, and when
a user selects one of these entries, the program tries to build a menu with
the content of the Answers element, or if there is no Answers element, it
sets a Parentld parameter to the selected menu Id and re-executes the
database search using the current DynamicAnswers element.
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m QueryParam: Optional; this element represents the search parameters
that are used to filter the list of menu entries. The actual search parameters
that can be used depend on the schema defined in the Document element.
This element contains one or more subelements. The name of one of these
subelements is the attribute name (which can be found in the schema),
and the value set is used in the query that retrieves the menu entry
information.

m Answers: Optional; describes the options (menu entries) available on the
submenu form. Follows the syntax for an Answers element described
above.

Note: An alternative to providing a Target and a Document element is to
provide a Script element that represents an ECMA script function
name. The Target and Document elements can optionally be specified,
if the function needs them. The script is getting passed the current
node definition, plus the ParentId corresponding to the last menu
entry that was clicked.

Configuring the change request category selection
menu

Get-Services ships with two configurations for the Select a request type form:

m A static definition of the menu, scchangecategory.xml, under
WEB-INF\etc\gstrees. This is the menu definition that is used by default
after you install Get-Services. All the entries are described individually,
describing for each a specific icon.

m A dynamic definition of the menu, scchangecategory_dyn.xml, under
WEB-INF\etc\gstrees\usersamples, that describes how to read the menu
entries directly from the database. To use this menu definition, copy it
under a WEB-INF\etc\gstrees\user folder, and rename it into
scchangecategory.xml.

If you want to use your own menu definition for this form, always provide
your version and always save it as
WEB-INF\etc\gstrees\user\scchangecategory.xml. This is the file that
Get-Services picks up before defaulting to
WEB-INF\etc\gstrees\scchangecategory.xml.
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Warning: Never modify directly the files that are distributed with the
software.

For the syntax to use for this file, an XML schema is provided,
WEB-INF\etc\gstrees\menu.xsd, that can be use with third party tools, XML
editors, to create and validate the syntax of the files.

The syntax is described in Configuring the hierarchical menu component on
page 138.

There are some specific constraints on the menu configuration files for this
form:

m The first level always corresponds to a change category, and the menu Id
must be the name of a cm3rcategory record.

m The second level always corresponds to a subcategory and the menu Id
must be the subcategory value of a cm3rsubcat.
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CHAPTER

8Get—Services Administration

This chapter includes instructions for administering your Get-Services
system.

Topics in this chapter include:

Accessing the Peregrine Portal Admin module on page 148
Using the Control Panel on page 150

Viewing the Deployed Versions on page 151

Using the Settings page on page 152

Logging on page 154

Verifying Script Status on page 162

Displaying Message Queues on page 162

Showing Queue Status on page 163

Importing and exporting personalizations on page 164
Viewing adapter transactions on page 164

Using the IBM Websphere Portal on page 165
Displaying form information on page 165

User self-registration on page 168

Changing passwords on page 169

Logging and monitoring user sessions on page 169

Configuring Change Management forms on page 171
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Accessing the Peregrine Portal Admin module

The Peregrine Portal administrator login page enables access to the Peregrine
Portal Admin module. You use the Admin module to define the settings for
your Peregrine system.

Note: After installing and building Get-Services, you must log in as a
ServiceCenter user with getit.admin rights to access the Admin
module and administer the Get-Services integration with
ServiceCenter . For a list of access capability words and Adapter
configuration instructions, see the section on Get-Services security in
this guide.

A default administrator, System, gives you access to the Admin module
without being connected to a back-end system. After you configure your user
name on the Common tab, you can also access the Admin module from the
Navigation menu.

Important: When you change parameters using the Admin module, a
local.xml file is created in the \<appsrvr>\WEB-INF directory
(where appsrur is the path to your application server) to store
these parameters. If you reinstall Get-Services, make a copy of
this file and store it outside your Get-Services installation.
Failure to do this will result in your parameter values being lost
during the new installation.

To access the Peregrine Portal administrator login page:
1 Verify that your application server (for example, Tomcat) is running.
2 Inyour Web browser Address field, type:

<hostname>/oaa/admin.jsp
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3 Press Enter to open the Portal administrator login page.

Type your || Fle Edt vew Fsvortes Tooks Help ) ‘
hostname to Bk - = - @ [0 A Qeach (alFavortes (Fhistory | By Sl - 5] B
connect to Tddress IE hitp:{yourhostnamejoaafadmin.jsp j @an |JL|nks »‘

your local e Portal PEESETEE  Féiing

server.

:: login Please provide your systermn rmaintenance uzername and password,

System is the vame: [ ]

Password:

System Maintenance login

default
administrator
name.

&] Done || &8 Local intranet v

4 In the Name field, type System.
No password is required on initial login.

5 Click System Maintenance login to open the Control Panel page.

Control Panel | %
~ Admin
x Control Panel Here is a list of the adapters currently registered in this server, If necessary, you may also reset the server
and all its connections.

Deploved Wersions

Adm!nlstrators use the caveer Lo
Admin module to define e

. Show Script Status blication corm.peregrine, oaa. adapter, s SCAdapter connected
settings to the system. e ouans | |l e T N oD el TRy e
portalDg com.peregrine, 0aa. adapter, sc. SCAdapter connected
e = e Ermosie)
Irport / Export
AT Active User Sessions
IBM Websohers Ports| lacalhost 1 1 1 2

Integration

Page Hits per Minute

aQ aQ aQ

localhost i5

Reset Server
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The activities available in the Admin module include:

Select this option To do the following

Control Panel View the status of connections to the back-end
systems.

Deployed Versions View the list of deployed applications with version
numbers on this server.

Server Log View activity on the Get-Services server.

Settings View and change settings for the Peregrine Portal.

Show Script Status View and verify which scripts are running. You can
also start and stop scripts from this window.

Show Message Queues View a list of all message queues.

Show Queue Status View the current status of the queues: operational

and unlocked, or suspended.

Import / Export Move Personalizations from a development to a
production environment.

Adapter Transactions/Minute View the transactions per minute for the back-end

adapter.
IBM Websphere Portal View the installed OAA portal components in the
Integration IBM WPS environment

Using the Control Panel

Use the Control Panel page to check the status of the connections to the
databases you are accessing with Get-Services and your Web applications.
You can also reset the connection between the Archway servlet and the
adapters to the back-end systems.

To reset the connection between the Archway servlet and back-end system:
» Click Reset Server.
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A message at the top of the page indicates that the connections are reset.

. .
Informational, warning, =

~ Admin =

and error messages a ppear = Control Panel ( The Archway servlet and its Adapter connections have been reset successfully. )
at the top of the page. Deploved Versions

Server Log Here is a list of the adapters currently registered in this server. If necessary, you may also reset the server
and all its connections.

Settings
Show Script Status

Show Message Queuss

Show Qusue Status weblication com.peregrine, 0aa.adapter, sc. $CAdapter connected
Impert / Export mall com.peragrine. 0as. adaptar.mail. Mailadsptar connacted
py—— bortalpe com.peregrine.0aa. adapter. sc. SCAdapter connacted
Transacione/Minute = com.peregrine.nas, adapter. sc. SCAdaptar connacted

1BM Webzphere Portal
Integration

1 1 1 2

localhost

Page Hits per Minute

1 aQ aQ

localhost i5

Reset Server

Viewing the Deployed Versions

The Deployed Versions screen lists all of the packages that deploy during the
installation, including the version number of each package.

To view the Deployed Versions list:
1 From the Activity menu, select Deployed Versions.

A list of the installed packages opens.

Deployed VYersions HE
= Admin
Current app”C&tiOﬂS and Contral Panel This is the list of deployed applications with version nurmbers on this server.
their versions are Tereer o Applications Versions
. . . Peregrine Enterprise Partal Accessibility Theme accessibletheme. 4.1,0.5
available for viewing e 0 Archway Servlet archway..1.0.27
. Show Script Status Peregrine Enterprise Portal Baja Theme bajatheme 4.1,0.4
with the Deployed chouMsssags cususs | [Pareqing Enterpisa Portal Classic Thems dassitham.4.1.0.4
; : ©AA Core Application core.4,1.0.23
Show Qusue Status
Versions option. Get-Services Change Request get-services-change-requast.4.1.0.16
imperk/ Export Change get-services-change. 4.1.0.15
Adapter Get-Services get-zervices.4.1.0,10
Transactions/Minute i
Transactions/Minute Get-It Comnmon Utilities getitcornrmon. 4,1.0,10
iB:" Wetbs here Portal Mail Adapter mailadapter.4,1.0,4
ntearation
sptearation Peregring Enterprize Partal portal. 4.1.0.28
a prise Portal Quicksilver Theme quicksilvartheme.4.1.0.4
ServiceCanter Adapter scadapter.4.1.0.7
Peregring Enterprize Partal Sierra Theme sierrathemne.4.1.0.5
Print

2 Click Print for a printout of this list.
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Using the Settings page

On the Activity menu, click Settings to open the current parameter settings.
The Settings page is divided into tabs. The tabs that you see depend on the
Web applications that you installed and the adapters that you use. The
Common tab is available for all installations.

Settings for the Portal, PortalDB,Web Application, and Service Center
(SCadapter) tabs are set during the installation (refer to the Get-Services
Installation Guide). You can access the Settings page at any time to change the
installation settings. Set the E-mail tab only when users have access to
self-registration (see User self-registration on page 168).

To view Settings:
» From the Activity menu, click Settings.
Each parameter on the tab has a description that guides you through the

settings.
Admin Settings [ i}
< Admin

Control Panel

Deploved Yersions Change Management [

[ E-rmail [ Loaaing [ Portal [ portsl DB [ ServiceGenter | Service Desk | Themes

n
The tabs you see on e e
i Settings Maximum sttached file size (in KB): The size limit, in KB, of filas that may be submitted as attachrments, A

the Settlngs page 5 Ib value of 0 indicates that no limit iz set. This setting is a default that can

Show Script Status be overridden by individual sttachrnent fields.
depend on the Web g

Show Message Qususs Common Backend: Adapter target name used to support common user operations,
applications you Show Guaus Status [portaice
. Irmport / Export List of target aliases: Spe:.iﬂes ] I\.st of semicolon delimited target alisses used by web
installed. A—LLLd " rabiest s sl spplications in this packags.

et

Transactions/Minute Systern Maintenance username: The systern maintenance username. This login provides access to

1pM Websphers Portal ISystEm administrative functionality, The systern maintenance user is

1BM wWwebsphers Portal

independent of any deployed adapter(s). Use this login to configure a

Integration
newly installed system o to troubleshoot an existing install.

Systern Maintenance password: The systemn maintenance passuord,

Application path: Cirectory location of the Peregrine Partal Web Applications.
[wee-1nFfappss

Event quaus: Enter the narme of the adapter that should be used by the Peregrine

portalDE Portsl event queus engine. For example:

# To use ServiceCenter's repository, enter "sc"
# Touse AssetCenter's repository, enter "ac"

Language Translation

Translstion Server Factory Class: The Jaus Factory class which generates the proper dass associated uith
corn. paregring. util, WTSLanguageTranslatorFactary the Translation Server.
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Setting parameters using the Admin module

When you make changes using the Admin Settings page, a local.xml file is
created in the C:\<appsrvur>\WEB-INF directory. All changes to property
settings are stored in this file. Restart Tomcat after making changes that are
stored in local.xml.

Important: If you change parameters on the Admin Settings page and then
need to reinstall Get-Services, it is important that you copy the
local.xml file to a location other than your Get-Services
installation, or all of your settings will be lost when you redeploy
Get-Services. After the installation, move the copy back to the
WEB-INF directory.

To define a parameter:
1 Locate the setting you want to change and type the new parameter.

Note: If you have previously changed a setting and want to return to the
default setting, click the Click for default link displayed in the
description area for the parameter you want to revert. This link
appears only when a setting is different from the default.

2 Scroll to the bottom of the page, and then click Save.
Note: You must click Save on each page before making changes to another
setting.
The Control Panel opens.
3 Click Reset Server.

An information message at the top of the Control Panel indicates that the
server has been reset.

Choosing a Login Language

When you log in to the Peregrine Portal, you can choose from the Language
pull-down list the language that the Portal displays. The default language is
English, but you can enable additional languages.

To enable additional login languages:
1 Click Settings in the Control Panel.

2 Scroll down to the Encoding, Locales, and Sessions section.
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3 Inthe Locales field type a comma-delimited list of the languages you want to
enable.

The first locale defines the default; in this case “en” for English, which already
appears in the field. A locale is specified by the ISO-639 language code, which
you can combine with the ISO-3166 Country code, separated with an
underline (“_"). For example, “fr” enables French; “en” and “en_US” specify
U.S. English, where dates are formatted Month/Day/Year; “en_GB specifies
British English, where dates are formatted Day/Month/Year. The value
“en_GB,fr,de,it” specifies that British English, French, German, and Italian
are enabled.

4 Make sure that Yes is specified for Enable Logout. This is important because
you need to log out of the Peregrine Portal and log back in for your changes
to take effect.

Logging

You can use the Logging tab in the Admin Settings page to customize the
logging of events in a server log file, whose default name is archway.log.

Caommon | Dashboard | Dashboardoe | E-mail [JEEEUEN| Portal | portal DE | GeruiceCenter | Themes | web Applicstion | #5L
Logging

Log domains: Enter a semicolon-separated list of execution log traces you want to enable.

;I Choices incude:

[ |

® dll - Adapter DLL loading and unloading

* weblication - Web Application and persanalization rendering
® jurn - Jaua run-time environment management and status
# locks - Script synchronization locks

& security - Archway security trace

* statistics - administration statistics

Debug script: when enabled, inforrnation regarding ECMA Script exacution is written to the log, Be
 ves O yo sure to turn this off in 2 production system,

Show farm info: When selected, form information is displayed in each scresn to sid during Web
@i (O i application developrnent and custornization,

Log file: Enter a full directory path to the file used for logging,

|archuay.log

Logging Format: The logging format controls the printing pattern in s log file, The farmat is

[rod 9-3p [3t] 95 - 9emaen cornposed of literal text and conversion specfiers, The details of the specifiers can
bz found in the Apache Loa4d decurnentstion.

Log Level: Controls the level of detail in the log file. Possible values are: all, debug, infa,

hnfmmaﬁm = warn, error, fatal and off,

Log File Rollover Frequency Pattern: This setting controlls the frequency at which the log file is rolled over. The pattern is

I"'WW'WW alzo uszed as an extension to name non-active files, By default the log will roll over

st midnight on the first day of each week. More information can be found in the
Apache Log4] documentation.

Log Viewer Maxirmum Size: This sets the maxirurn numnber of lines that the Administration log viewer will
display.

[70 play

You can specify the following log traces in the Log domains field:

m dll - Adapter dll loading and unloading

m weblication - Web application and personalization rendering
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® jvm - Java run-time environment management and status

locks - Script synchronization locks

security - Archway security trace

statistics - Administration statistics

Logging format

You can specify in the Logging Format field the printing pattern of a log file.
The logging format is composed of literal text and conversion specifiers. The
details of the specifiers can be found in the following table, which can be
found in its entirety, along with additional information, on the Apache.org
web site at

http://logging.apache.org/log4j/docs/api/org/apache/logH]
/PatternLayout.html.
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Logging format table
Conversion Effect
character

c

Used to output the category of the logging event. The
category conversion specifier can be optionally followed by
precision specifier, which is a decimal constant in brackets.

If a precision specifier is given, then only the corresponding
number of right-most components of the category name will
be printed. By default the category name is printed in full.

For example, for the category name "a.b.c" the pattern %c{2}
is output as "b.c".

Used to output the fully qualified class name of the caller
issuing the logging request. This conversion specifier can be
optionally followed by precision specifier, which is a decimal
constant in brackets.

If a precision specifier is given, then only the corresponding
number of right most components of the class name will be
printed. By default the class name is output in fully qualified
form.

For example, for the class name "org.apache.xyz.SomeClass",
the pattern %C({1} is output as "SomeClass".

Note: Generating the caller class information is slow. Avoid
it unless execution speed is not an issue.

Used to output the date of the logging event. The date
conversion specifier may be followed by a date format
specifier, which is enclosed in braces, such as
%d{HH:mm:ss,SSS}

or

%d{dd MMM yyyy HH:mm:ss,SSS}

If no date format specifier is given then ISO8601 format is
assumed.

Used to output the file name where the logging request was
issued.

Note: Generating caller location information is extremely
slow. Avoid it unless execution speed is not an issue
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Conversion
character

Effect

1 [lower-case letter]

Used to output location information of the caller that
generated the logging event.

The location information depends on the JVM
implementation, but usually consists of the fully qualified
name of the calling method followed by the caller’s source,
the file name, and the line number enclosed in parentheses.

Note: Though location information can be very useful, its
generation is extremely slow. Avoid it unless execution
speed is not an issue.

Used to output the line number from where the logging
request was issued.

Note: Generating caller location information is extremely
slow. Avoid it unless execution speed is not an issue.

Used to output the application supplied message associated
with the logging event.

Used to output the method name where the logging request
was issued.

Note: Generating caller location information is extremely
slow. Avoid it unless execution speed is not an issue.

Outputs the platform-dependent line separator character(s),
which offer practically the same performance as using
non-portable line separator strings such as "\n" or "\r\n".
Thus, it is the preferred way of specifying a line separator.

Used to output the priority of the logging event.

Used to output the number of milliseconds elapsed between
the time when the application started and the time of the
logging event.

Used to output the name of the thread that generated the
logging event.

Used to output the NDC (nested diagnostic context)
associated with the thread that generated the logging event.
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Conversion Effect
character
X Used to output the MDC (mapped diagnostic context)

associated with the thread that generated the logging
event. The X conversion character must be followed by
the key for the map placed between braces, as in:

%X{clientNumber}

where clientNumber is the key. The value in the MDC
corresponding to the key will be output.

% The sequence %% outputs a single percent sign.

The format of the log file is determined by the Apache PatternLayout class.

Log file rollover

You can specify in the Log File Rollover Frequency Pattern field the
frequency with which the log file is rolled over . The pattern that you enter is
also used as an extension to name non-active files. By default the log file rolls
over at midnight on the first day of each week, and logs a maximum one
week’s data. However, you can specify that the log files roll over at the
following intervals: monthly, weekly, half-daily, daily, hourly, or every
minute. Use the parameters in the following table, which can be found in its
entirety, along with additional information, on the Apache.org web site at
http://logging.apache.org/log4j/docs/api/org/apache/logH]
/DailyRollingFileAppender.html

Date pattern Rollover schedule

"'yyyy-MM The beginning of each month

Lyyyy-ww The first day of each week, depending on
the locale

"'yyyy-MM-dd At midnight each day

" 'yyyy-MM-dd-a At midnight and midday of each day

"'yyyy-MM-dd-HH At the top of every hour

"'yyyy-MM-dd-HH-mm At the beginning of every minute
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Log file rollover frequency is determined by the Apache
DailyRollingFileAppender class.

Viewing the Server Log

You can view the log file
from your Web browser
or download it to your
preferred location.

The Server Log provides a history of server events. The default file name is
archway.log.

To view the Server Log:
1 From the Activity menu, select Server Log.

A form opens with a drop-down list for you to select the log you want to view.

Select Log File to Display

Select a log file fram the list belaw,

Log File: archway.log =

Number of Lines (between 10 and 70): [25

View | Download

IEM Wehsphere Partal

Integration

2 Click the drop-down and select the log file you want to view.
3 Set the number of lines to view.
4 Do one of the following:

m Click View to see the log file from your Web browser.

m Click Download to initiate the File Download wizard that downloads the
archway.log file to a location of your choice.

Configuring Service Desk parameters

This section lists parameters that are specific to Get-Services. You configure
these settings with the Service Desk tab on the Admin Settings page. The
SCadapter, set during installation, is on the ServiceCenter tab (refer to the
Get-Services Installation Guide).
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Note: The version number determines the field names for Incident
Management.

Incident Management is the default module used for problem tickets opened
in Get-Services with the ServiceCenter adapter. If you want end users also to
create ServiceCenter call tickets, you must enable the Service Management
module and configure the appropriate Get-Services settings.

To configure Get-Services settings for ServiceCenter:

1 From the Peregrine Portal Admin module, click Settings, then click the
Service Desk tab.

The functions in the Service Desk tab include:

Select this option To do the following

Ticket reassignment choose the user role for ticket reassignment
(default is getit.itmanager).

End User Category Level define how many levels of categorization to use
when opening a ticket.

Category Level for IT define how many levels of categorization to use

Employee when opening a ticket.

Enable ESS users to close determine whether users can close their own

tickets tickets.

2 Select an assignment group from the Ticket reassignment drop-down list.

Ticket reazzignment:
IT Employee :| User roles assigned to this

field can reassign tickets to
others.

IT Manager
Adriin

3 If necessary, select Yes in the Enable Service Management parameter if you
want tickets created from Get-Services to be opened in the Service
Management module of your ServiceCenter installation.
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Note: You must have the Service Management module installed on
ServiceCenter. Refer to the ServiceCenter Administration Guide.

ServiceCenter Service Management Settings

Enable Service Managerment: Enable Service Managerent if you want tickets created
€ vas % yo frarn Services to be opened in the Service Management
module of vour ServiceCenter installation,

4 Scroll to the bottom of the page, then click Save to return to the Control
Panel.

5 Click Reset Server to save your changes.
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Verifying Script Status

The Script Status page lists the name and status of any script that is currently

running.

To verify the script status:

1 From the Administration Activity menu, click Show Script Status to display
the Status of Scripts page that shows the name of each script.

Status of Scripts
= Admin

Control Panel Click an any seript to suspend or start its operations,
Deploved Versions
ServerLog

Settings noticenterpaller
Show Script Status rocessWhAlarms

Show Mesrage Queuss processWhkAutaComplete

Operational
Operational

Operstional
Operational

Show Queue Status
Imnport/ Export

Adspter
Tranzactions/Minute
1BM Webzphers Portsl
Integration

H 2

2 Click on the script to suspend it.

Displaying Message Queues

The Message Queues are displayed whenever a queue has data waiting to be

transferred.

To display message queues:

1 From the Administration Activity menu, click Show Message Queues to

display the Active Queues page.

Active Queues

~ Admin
Control Panel click on any queue to view its contents.
Deploved Versions
ServerLog
Settings
Show Script Status
Show Qusue Stsbus
Import / Export

adapter
Transactions/Minute
IEM Wehsphere Portal
Integration
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2 Click the queue name in the list to view the contents of a queue.

Showing Queue Status

Use the Show Queue Status option to verify or change the status of the

message queues.

To show queue status:

From the Activity menu, click Show Queue Status to open the Queue Status

page.

Queue Status

— Admin
Control Panel
Deployed Versions
Server Log
Settings
Show Script Status
Show Message Queues

: Show Dueue Status

TBo %po

Adapter
Transactions/Minute
1BM Websphere Portal
Integration

£ H 2

The queues are currently sperational and unlocked.

Toggle Queue Dperations

2 Click Toggle Queue Operations to change the status to suspended.

A warning message
indicates that the Queue

Queue Status FEHER

= Admin

Status is suspended.

Control Panel

Deployed Versions

Server Log

Settings

Show Script Status

Show Message Queues
: Show Queue Status

Import [ Export

Adapter
Transactions/Minute
IBM Websphere Portal
Integration

arming:

All queus sperstions sre currently suspended, You must logout of the admin application or
cick on the ‘Toggle Queus Operatians’ button in the 'Show Queus Status’ spplication when
finished to resurne queue operstions.

N\
/|

AW

Toggle Queue Dperations

S

3 Click Toggle Queue Operations to return to the operational status.
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Importing and exporting personalizations

You can move personalizations that you created in a development
environment to a production environment. See the Personalization chapter
in this guide for detailed instructions on importing and exporting the
personalizations. Select the Import/Export option from the Admin activity
menu to access the page.

Import / Export | %
~ Admin

Control Panel

Deployed Wersions Path: [ \Program FilesiPeregrinelGommaontTomeataiwebapp:

Sewverleg Filename: [personalization. bak
Settings
Show Script Status Export | Import

Show Meseage
Qusues

Show Queue Status
= Import / Export

Adspter
Transactions/Minute
16M Webzphers Portal
Integration

Viewing adapter transactions

You can track your adapter transactions by viewing the adapter Status page.

To view adapter transactions per minute:

» From the Activity menu, click Adapter Transactions/Minute to open the

adapter Status page.
Status for sc HE
= Admin
Control Panel Here are the tranzactions per minute for the =c adapter,

Deploved Versions

Server Log
Setti
Show Script Status Iocalhost o o 0 e

Show Message Queues
Show Queue Status

ey 4 s Last Min. 5 Min. Ava. 20 Min. Avg. [Peak |
Iocalhost o o
IEM Websphere Portal Go Back

Integration
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You can generate an IBM Websphere Portal Server web archive (war) file
configured with references to installed OAA portal components.

To generate a war file:

1 From the Activity menu, click IBM Websphere Portal Integration to open
the Portal Integration page.

IBM Websphere Portal Integration [<~ILi IX]
~ Admin
Control Panel An IBM Websphere Portal Server web archive configured with references ta installed OA# portal companents can be
generated from this page. The websphere,war file found in the installed packages directary is copied and the
Deploved Versions portlet. sl file within is replaced, Make sure the base URL is the carrect URL for accessing pages on this server,

Take the generated file and install it using the IBM WPS Partal Administration utility, Anytime new OAR

Server Log
applications are installed, this pracess should be repeated ta expose any new portal components in the IBM WPS
Settings environment.

Show Script Status

Show Message Queues Source Path: Enter the complete source path on the
server where the installed
websphere.war file can be located.

[E:fosafpackagesfoaauebsphere.war

Show Queue Status

Import / Export Destination Path: Enter the destination path on the
c/osalpackages/osswabiphera-ganaratad.war seruer whers the ganarated
iﬁ&;_ Mgt Eaiad E 2 websphere.war file will be crested.
ransactions/Minute
Base URL: Enter the base URL of this server,
5 T
1BM Websphere Portal [Fttp i localnostiosar

Integration

Generate WAR File

2 Enter the following information:
m source path
m destination path
m base URL

3 Click Generate WAR File.

Displaying form information

You can use the Admin module to configure Web application forms to
display the location and file name of the current form.

To display form information:

1 From the Admin module, click Settings, then Logging.
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2 Scroll to the Show form info field, and click Yes if necessary.

Admin Settings FEHR

< Admin =

Deployed Yersions Change Management | Common | E-mail Portal | Portal DB | SetviceCenter | Service Dask
Server Log Thernes | Web Application | XSL

Control Panel

Set Show Form Info

i Settings

Show Script Status

show Queue Status
Import { Export
Adapter
Tranzactions/ Minute

Integration

show Message Queues

1BM Websphere Portal

to Yes.

Logging

Log domains:

Enter a semicolon-separated list of execution log traces

Debug seript:
G Yes O Ho

show form info:

("Yes 4 Ho

d vou want to enable, Choices include:

o dll - Adapter DLL loading and unloading
ﬂ weblication - Web Application and personalization
rendering
jurn - Java run-time environment management
and status
lacks - Script synchronization locks
secutity - Archuay security trace
® statistics - administration statistics

when enabled, information regarding ECMA Script
execution is witten to the lag, Be sure to turn this off in
& production systern,

Click for default: [No

wihen selected, form information is displayed in each
screen to aid during Web Application development and
custornization,

Click for default: [Ho

3 Click Save.

The Control Panel opens.

4 C(Click Reset Server.

The name of the form is at the top of each form.

Control Panel
Deploved Versions
Serverlog

= Settings
Show Script Status
Show Message Queues
Show Queue Status
Import { Export

adapter
Transactions/Minute
IEM Wehsphere Partal
Integration

The form name is at
the top of the page.

Click the Display Form Info button
to view the form composition.‘

Change Management
Themes | ¥eb Application [ xSL

Maxirumn attached file sizs (in KB):

b

Common Backend:

E-mail | Logging | Portal | Portal DB | ServiceCenter | Service Desk

The size limit, in KB, of files that may be submitted as
attachments. A value of 0 indicates that no limit is set.
This setting is a default that can be overridden by
individual attachment fields.

Adapter target name used to support common user

partalDE

List of target aliases:

aperations.

Specifies a list of semicolon delimited target aliases

[weblication;mail

Systern Maintenance username:

used by web applications in this package.

The systern maintenance usermname. This login provides

Systam

Systern Maintenance password:

access to administrative functionality. The systern
maintenance user is independent of any deplayed
adapter(s). Use this lagin to canfigure a neuly installed
systarn of to troubleshaot an existing install.

The systemn maintenance password,

Application path:

Diractary lacation of the Peregrine Portal Web

WEB-INFf apps/

Event queue:

Applications,

Enter the name of the adapter that should be used by

[portalos

the Peregrine Portal event queue engine. Far example:

® To use ServiceCentar's repository, enter "sc”
® To use AssetCenter's repository, enter "ac”
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Displaying form details

You can also display detailed information about the current form. Click the
Display Form Info button at the top right of the form. A separate window

View the contents in
each tab for more
information about the
form.

opens.

() adress [&] b hostname/ osardisplay_form_inforhim

SRy - |

<_docr
<_docExploreniew>
<_dacExplorarMadal>

W [ scriot output [ User Session [Log [prexst [ erowser source [ ackchannel source
Menu Source | Syne/Update window | Help

<7zl version="1.0" encoding="UTF-8"?>

pplication Channel Source | Tab Source 2l

<target>portalDB</targat>
P

<_module>admin</_medulex
<_activity>settings</_activity>

< formnamesstart</_formnames
< return/>

<_count>20</_count>

<_tabs>

target=common'/=

target=themes"/>
target=weblication”/>

target=logging'/>

<}_tabs>
<_Jocale=en</_locale=
</_docExplorertodel>
<f_doc

! | ontext>Admin: ings</_d. |
<_docExplarerinstances>
<_DocExplorerBack end>ueblication=</_DocExplorerbackend>
<_docExplorerSubTypef=
<_docExploreraction=detail</_docExplareractions

<tab balloan="$$IDS(common,configPortalLabel)” caption="$$10S(common,configPortalLabel)" url="e_admin_settings_start.do?target=portal'f=
<tab balloan="$}$I0S(common,configCommonLabel)" caption="$$IDS(comman,configCommonLabel)" url="e_admin_settings_start.do?

<tab bailoan="$$1DS(incidentmagt,configProblemTabLabel)" caption="$$108
(incidentmat,configProblemTabLabel)" url="e_admin_settings_start,do?target=incidentmgt'/=
<tab balloon="$$IDS(commaon,configPortalDBLabel)" caption="$$1D%
(common,canfigPortalDBLabel)" selected="true" url="e_admin_settings_start.do?target=portalDB"/>
<tab balloan="$$I0S(comman,configThemesLabel)" caption="$$1DS(common,configThemesLabel)" url="e_admin_settings_start.do?

<tab balloan="$$IDS(comman,configweblicationLabel)" caption="$$1DS(common,configieblicationLabel)" url="e_admin_settings_start.do?
<tab balloan="$$10S(comman,configLoggingLabel)" caption="$$108(cammon, configloggingLabel)’ url="e_admin_settings_start.do?

<tab balloan="$}$IDS(comman,configScLabel)" caption="$$108(cammon, configScLabel)" url="c_admin_settings_start.do?targat=sc'f>
<tab balloon="X5L" caption="+5L" url="c_admin_settings_start.do?target=ssl'/>
<tab balloan="$$IDS(mailadapter,Label)” caption="$$1DS(mailadapter,Label)" url="e_admin_settings_start.do?target=mail'/>
<tab balloan="$}$1D5(changerequestmgt,configthangeTabLabel)* caption="$$105

(changerequestmgt,configchangeTabLabel)" url="e_admin_settings_start.do?target=changemgt"/>

ontext

The form has the following tabs:

This tab

Contains

Script Input

the script that sends a request to the back-end system.

Script Output

the information returned by the script request to the
back-end system.

User Session

details about the current user session, including browser
type, back-end system version, and the access rights
established for this user.

Log

a list of actions taken by the script to execute the form.

PreXSL

output from XSL before it gets rendered to the browser.

Browser Source

HTML source code for the current page.

BackChannel Source

HTML source code for frames where the data is stored.

Application Channel
Source

HTML source code for the shared applications.
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This tab Contains
Tab Source HTML source code for tabs.
Menu Source HTML source code for menus.

Sync/Update Window HTML source code to synchronize with the page and
reload.

Help Help for debugging the window.

User self-registration

With the Admin module, administrators can choose to have end users
self-register for new accounts from the login screen if the user is not already
in the ServiceCenter database. When the user registers, ServiceCenter creates
an Operator record and a Contact record for the new user with basic user
login rights. See the Security chapter in this guide for more information about
the registration process.

To enable users to self-register from the Login screen:
1 From the Admin module Settings page, click Common.

2 Scroll to Enable User Registration.

Enable User Registration:

3 Click Yes to give users the ability to
Mo self-register for new accounts.

3 Click Yes.

Tip: When using an application with ServiceCenter 5.0 as the back-end
system, the first name and last name are reversed in the ServiceCenter
contact record from the format used in an OAA Platform application.

ServiceCenter 5.0 stores names in the format last name/first name. The
OAA Platform stores names in the format first name/last name. As a
temporary solution, you can change the way operator names are
handled in ServiceCenter using the Use Operator Full Name? option in
the Environment records for Incident and Service Managements. Refer
to the ServiceCenter 5.x Application Administration Guide for
instructions.
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Changing passwords

Using the Admin module, administrators can choose to have end users
change their own passwords from the Home page.

To enable users to change passwords:
1 From the Admin module Settings page, click Common.

2 Scroll to Enable Change Password.

Enable Change Password: Click Yes to give users the ability to
vas L YHao change their own passwords.

3 Click Yes.

Logging and monitoring user sessions

The usage.log file has a record of user logins that is in the bin directory of
your application server installation. With this file, you can determine which
application is in use and how many users access an application during a day.

Understanding the usage.log file

The following line shows an excerpt from a usage.log file:

10.2.3.239 - roxy [12/Nov/2002:09:07:18 -0800] "GET
portal/portal/home/e_portal_home_start.jsp HTTP/1.0" 200 0

&iusage.log - Notepad =] ]
File Edt Format Help

- roxy [12/Mow/2002:08:46:00 -0800] "GET common/logout/main/e_logout_main_auto.jsp HTTR/1.0" 2000 =
- aroxy [12/Now2002:08:46:12 -0800] "GET common/login/mainfe_login_main_process.jsp HTTR/1.0" 2000
- - roxy [12/Now/2002:08:46:12 -0800] "GET portalfportalfhomefe_paortal_home_start. jsp HTTRP/1.0" 200 0
- - roxy [12/Now/2002:08:46:28 -0800] "GET incidentrgt/helpdesk/create/e_helpdesk_create_setup jsp HTTR/1.0" 2000
- - roxy [12/Now/2002:08:46:30 -0800] "GET studio/docExplorer/default/e_docExplorer_default_start jsp HTTR/1.0" 2000
- - belle [12/Mow2002:08:48:43 -0800] "GET portalfportalfhome/e_portal_home_start jsp HTTR/1.0" 200 0
- - belle [12/Mow2002:08:48:46 -0800] "GET incidentmgt/helpdeskicreate/e_helpdesk_create_setup jsp HTTRA1.0" 2000
- - belle [12/Mow2002:08:48:46 -0300] "GET studio/docExplorer/default/e_docExplorer_default_start.jsp HTTR/1.0" 2000
- - belle [12/Mow2002:08:53:50 -0300] "GET common/logout/main/e_logout_main_auto jsp HTTPA.0" 2000
- - roxy [12/Now/2002:08:53:52 -0800] "GET portalfportalfhomefe_partal_home_start. jsp HTTRP/1.0" 200 0
- - roxy [12/Now/2002:09:03:02 -0800] "GET changemgt/changetgmtMyTasks/e_changeMgmt_MyTasks_setup jsp HTTRPA.0" 200 0
o LU0 R002:03.02.02 0300 "GET atudin/docE valoraridafanliie. docEplorer dafauli stad jep HTTEV1 02000
10.2.3.239 - roxy [12/Now/2002:09:07:18 -0800] "GET portal/portal/home/e_portal_home_start jsp HTTPA1.0" 200 0
T2 o 200 - Tony 12202 007 28 -] GE T & i - oI
10.2.3.239 - roxy [12/Now/2002:09:07:24 -0800] "GET studio/docExplorer/default/e_docExplorer_default_start. jsp HTTP/1.0" 200 0
10.2.3.239 - roxy [12/Now/2002:09:08:13 -0800] "GET comman/logout/main/e_logout_main_auto.jsp HTTR/1.0" 200 0
10.2.3.239 - scooter [12/Now2002:09:08:20 -0800] "GET portal/portal/home/e_portal_home_start jsp HTTR/1.0" 2000
10.2.3.239 - scooter [12/MNow2002:09:08:23 -0800] "GET changemgt/changeMgmt/MyTasks/e_changeMgmt_MyTasks_setup jsp HTTPA.0" 2000
10.2.3.239 - scooter [12/Mow2002:09:08:23 -0800] "GET studio/docExplorer/default/e_docExplorer_default_start jsp HTTRPA.0" 200 0
- - roxy [12/Now/2002:09:54:03 -0800] "GET incidentrgt/helpdesk/create/e_helpdesk_create_setup jsp HTTR/1.0" 2000
102.3 239 - sconter [12/Now2002:10-32:37 -0800] "GET changemgt/changeMgmt/MyTasks/e_changeMgmt_MyTasks_setup jep HTTP/1.0 200 0
10.2.3.239 - scooter [12/Mow2002:10:32:38 -0800] "GET studio/docExplorer/default/e_docExplorer_default_start jsp HTTRPA.0" 200 0
10.2.3.239 - roxy [12/Now/2002:11:16:41 -0800] "GET portal/portalfhome/e_portal_home_start jsp HTTPA.0" 2000

=1

Changing passwords < 169



Each login is on a line. Within one user session, each module logs only one
line.

The following table shows the meaning of each element in the log entry:

Remote User
Host Rfc931 Login Date Request Status Bytes
10.2.3.239 - TOXy [12/Nov/ "GET 200 0
2002:09:07:  portal/portal/home/
18 -0800]  e_portal_home_start.jsp
HTTP/1.0"
This element Contains
Remote Host the remote host name or IP address if the DNS host name

is not available or was not provided.

Rfc931 the remote login name of the user. This is always a dash
because this information is not needed.

User Login the user name authenticated to log in to the Peregrine
Portal.

Date the date and time of the request.

Request the module accessed by the user. The name of the module

is the first part of the GET parameter. In the previous
above, the module accessed is notificationservices, the
location of the login script.

Status the HTTP response code returned to the client. This value
is always 200 to specify that it was a valid request.

Bytes the number of bytes transferred. The number is always
entered as 0, because this information is not needed.
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Configuring Change Management forms

You can modify Change Management out-of-box forms to use with
Get-Services.

Modifying Change Management forms

In ServiceCenter, Change and Task phases use different forms that the
administrator can configure. The same functionality is available in
Get-Services Change Management. Get-Services comes with the following
out-of-box forms:

Type Phase
Change ESS user create new change for category:
MAC

RFC - Advanced
Hardware server
update change for following change phases:
Analysis
Approval
Implementation
Testing
Hardware server
1.assess
2.plan
3.build
4.implement
5.accept
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Type Phase

Change Technician update change for those phases:
1.assess
2.plan
3.build
4.implement
5.accept
Design
App approval
Production
QA

Task Plan.1/2.task

Security

Administrators can modify the out-of-box forms and add new forms for
other categories using DocExplorer personalization (see Using the
Personalization form in this guide). In the following example, task T17 does
not have a personalized form for the Category Installation.

To modify forms:

1 From the Change Management tab, click View All to open the Task Search
Results form.

Task Search Results 4 BN H =
~ Task Queue
i My Tasks Please dick on any item to view it in detail,
Tack History
= G Mo tmber —[status—— [bromty ————— Joategon |
T .. Ti0 .(\c.used 2 (below test & prad) plan.1/2.task plan.1/2
fhsnenaes Tis initial 3 (below test & prad) plan.1/2.task plan.1/2
Change Histor I o) . 1 Lo ]
~ thange E; initial . i E.f tirne allows) Lnstal\at\on Lnstal\at\on )
Ney Changs Requsst Tig reopene rormal) Harduare arduare

Reguest Status
Regusct History

< Approve Change Requests
Show Approusl List

MNew Seaich
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P Close Task is only
available on the Task
Details form.

» View Parent Change
shows the Change
details from the
current task.

2 Click the row of the task you want to view to open the Task Details form.

Click the Modify icon to change
the default form layout.

mytaskSecurity Details [l

< Task Queus
= My Tasks

Task History

< Change Queus
My Changes
Change History

< Change Reguests
Hew Change Regusst
Reguest Status
Reguest History

< Approve Change Requests
Show Approval List
Reguest History

< Approve Change Requests
Show Approval List
Reguest History

< Approve Change Requests
Show Approval List
Reguest History

< Approve Change Requests
Show Approval List
Reguest History

< Approve Change Requests
Show Approval List
Reguest History

< Approve Change Requests
Show Approval List
Reguest History

< Approve Change Requests
Show Approval List

Show Approval List

Task Number: T17

Status: initial

Alert Stage: notice

Phase: Installation

Approval Status: approved

Category: Installation

Priority: 1 (if tirne allows) -

Risk 3 - mod vigk -

Move to another location, =

-]
Planned Start: apr =] [16 =] [zoos I [7 = : [oo | [am =
Planned End: apr =] [18 =] [zoos =l [z =] : [oo | [Pm =
Scheduled Down Time start: [Apr <] [15 -] [2003 =] [+ =] :[5z [pm =
Scheduled Down Time End: [Apr =] [18 -] [2003 =] [+ =] :[oo [P =

Account Info

Affacted Assat:

Description:

Backout Method:

g

B

Madel: Employes Basic Package

Asset Type: Personal Computer

Assign To: Roxy Maron =z
Department: customer s

Phone: £19-481-5000
Coordinator: Flip Dog

Phone: 619-451-5000

Parts and Labor
PRGN VIP SERVICE -

Service Contract:

Parts  Add

romeve it Toe oty ]
Labor Add

Remove  |Date |Hours Worked T e —

Work Notes

[ 3

Attachments: Brintellipa;caripa; |7

Work Notes:

( Close Task

Submit Changes Return To List

View Parent [Zhange)

Warning: If Parts and Labor are not displayed in a task detail form (with
personalization), updating that task may cause the existing Parts
and Labor in ServiceCenter to be blanked out.

Configuring Change Management forms < 173



Get-Services

<3 Personalize Document Detail - Microsoft Internet Explorer

Available Fields

3 Click the Personalize icon to modify this personalization.

=10l x|

Current Configuration

Approval Status
Approve Description

oo LeftfRight Split -- Pa -- Basic Info -- -
-- Top/Bottorn Split -- Task Murnber

-- Section Title -- Status

Alert Stage Alert Stage

Phaze

Approval Status

o 2

Select the fields you want to display when examining a Task docurnent, Double click an 2
fizld in the right column to edit its attributes,

Document Fields

Rizk Azzeszment

Arcian T Name Prorty |
Attachrments

Brict Dasenption =l Desanption =l

Titde: |$$IDS(studio,explorerTitIeDetaiI,mytaskSecurity)

$$1Ds

Instructions: |(studio,explorerInstructionsDetail,mytaskSecurity)

El
=

Create: M ao directly to the create screen by default

skip search: [ Skip the search page and execute a default query
single Detail: [~ ag directly to detail page when search finds exactly one itern
Summary:

[ show a summary page for the docurnent

Restrict operations to the following roles:

Document Creation: I

Document Deletion: I

Document Update: I

Revert to Default

Select Save to save the
form as the new default.

[

4 Modify the form as needed, then click Save to save it as the new default form.

The next time that a user accesses the Task Details of this task phase, the new
personalization forms opens.

Administrators can configure forms for different categories for the following:
m My Task Detail forms
m Task History Detail forms

m Change Detail forms (available when users click View Parent Change from
the Task Detail form)
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Note: Configure the Task History Detail and Change Detail forms as Read
Only (see Configuring field attributes in this guide for more
information on setting fields to read only).

To view the parent change details:

» From the Task Details form, click View Parent Change.

The Details form opens.

MAC Details

~ Task Queus
= My Tasks

Task History

= Lhange Queus
My Changes
¢hange History

= Change Reguests
Mew Change Regusst
Reguest Status
Reguest History

= Approve Change Requests
Show Approval List
Reguest History

= Approve Change Requests
Show Approval List
Reguest History

= Approve Change Requests
Show Approval List
Reguest History

= Approve Change Requests
Show Approval List
Show Approval List

4 Y H

change Number: €23

Category: MAC
Approval Status: approved

Alert Stage: notice

Risk Assessment: [§] te sk -
Priority: 1 (if tirne allews) -

Curvent Phase:  Analysis

Status: initial
Mowve to another location, &
Justification Work Around

Maving. - -
LI Work Around: LI

Description:

Justification:

Planned End:

Requaster: bell = Assign To:
Email: belle.calico@peragrine. com Email:
Phone:  619-481-5000 Phone:

Coordinator: fli Work Manager: roxy

Affacted Asset: BellePC

Model: Employee Basic Package
Asset Type: Personal Camputer
Vendor Name:  CPQ

Attachments:  [T]

Proceed to Next Phase

Submit Changes Return To List

Note: Users can create, delete, and update forms based on their
personalization rights. See the Personalization interface section of this
guide for detailed information on assigning rights.
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Viewing Related Documents on the Details page

In Service Desk, you can view related call, incident, and change details for
existing tickets in the Related Documents section of the Details page. Related
Incidents and Related Calls have Add capability where users can manually
add tickets to the field. The Change records are read-only and do not have
Add capability.

Warning: Do not personalize the Related Changes with Add capability. This
field MUST remain read-only to maintain referencing integrity.

The Related Incidents field
has Add capability.

The Call Details in
this example has no
Related Incidents and
one Related Change CALL10O7
associated with it. e

Related Documents
Related Calls (2) Add

Related Change
Change
o7
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CHAPTER

You must configure Get-Services to use a back-end database system. This
chapter describes how ServiceCenter system administrators report
Get-Services tickets and how to process events synchronously.

Topics in this chapter include:

m Get-Services ticket reporting in ServiceCenter on page 178
m ServiceCenter event registration on page 179

m Service Management user interface changes on page 180

Note: Incident Management is called Problem Management in
ServiceCenter versions prior to 4.x. Some parameters in Incident
Management use problem terminology because they are mapped to
problem tables in ServiceCenter.
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Get-Services ticket reporting in ServiceCenter

Get-Services enables ServiceCenter system administrators to create a report
that indicates how many tickets and which tickets are opened with
Get-Services. To store the Get-Services flag for tickets (problems and
incidents), you must add the field originating.system to these tables (files):

m probsummary
m problem
m incidents

This procedure changes the database to support this functionality. Use this
procedure once for each of the three table files, inserting the appropriate
filename in the following step 2.

To change the database for Get-Services ticket reporting in ServiceCenter:

-

Log into ServiceCenter and go to Database Dictionary in the Toolkit.

2 When prompted, enter the filename for one of the three table files listed
above and press Enter.

When the Dbdict record appears, click New.

w

The field.window dialog box opens.

In the Name box, enter originating.system.
In the Type box, enter character.

Click the plus sign (+) to add the record.
Click OK.

N O u b
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ServiceCenter event registration

The ServiceCenter administrator must make sure that the following events
are configured to process input and output events synchronously.

Event code Event type
cm3tin input
cm3tout output
cm3rin input
cm3rout output
approval input
approval output

To process events synchronously:

1 From ServiceCenter, select Utilities > Event Services > Administration >
Registration.

2 In the Event Code field, search for the event code.

serviceCenter - [eventregister] P [=] 5
@l Fle Edt View Format Options List Options Window Help =151 x]
smelrMale
% Back aeodd O Seach [l Fird Fill '|
Select the Event Code EVENT REGISTRATION
T ]
and Input or Qutput Event Code: crtain Input or Dutput? Translate?
type. Sequence [ [input | [ |

([P Process g everts snctvncus? y+————— Verify that the
field has a check

mark.

Expressions |Eam | Application |

[ Ready [insert [ eventiegisteroldb search) [F]

3 In the Input or Output field, select the input or output type.

4 Select the Process input events synchronously? check box, if necessary.
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5 Click Save.
6 Re-start ServiceCenter.

Refer to the ServiceCenter Administration Guide for information about event
registration.

Service Management user interface changes

The following interface changes occur when users access Service
Management within Get-Services:

m The file attachment feature is not supported with Service Management.
Therefore, the file attachment buttons and drop-down list do not appear
on Call tickets. The file attachment feature only appears in Incident
tickets.

m The Problem/Incident tickets and Call tickets appear as separate options
on the Activity menu.

m When using the Create Tickets function, a Call ticket is created in
ServiceCenter.

File attachments

In the Get-Services integration with ServiceCenter, users can attach files (for
example, a Microsoft Excel or Word file) to Get-Services requests to provide
additional information.

Attachments directory access

The Peregrine OAA Platform installation creates an attachments virtual
directory in the oaa directory. However, as a security safeguard to your
system, use the appropriate web server administration software to change the
permissions on the attachments virtual directory to only Read and Write.

The procedure below uses the Tomcat server.

To attach files:

1 Navigate to the Tomcat webapps directory. The default file path is:
C:\Program Files\Peregrine\Common\Tomcat4\webapps
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2 In the oaa directory, right-click on the attachments directory, and then
choose Properties.

attachments Praperties [ 7 x|

General Secuiy |

Hame - Add.
[ <4 s cministrators (55-SERVER 02\ Administ
€7 CREATOR OWNER ﬂl
€72 Power Users [G5-SERVERO2\Poner Use—
€0 SYSTEM

ﬁT:F\M\NA\ SFRUFR IISFR _'LI
4 3

Permissions Alow  Deny

Full Control a a

Modily [m] a

Fiead & Execute a a

List Folder Contents | | H
(-—Hm T Selegt the Read and Write

Wite o permissions from the

Advanced. Properties dialog box.

7 Alowinhertable pemissions fiom parent to propagals ko i

object
[ ok ] cencel Aol

On the Security tab, set permissions to Read and Write.
4 Click OK.

Attachment settings on the Common tab

The File Attachment feature uses defaults that you can override by changing
the parameter in the Common tab of the Admin module Settings page. You
can modify this parameter to set the path for the file attachments.

To set the path for file attachments:

1 From the Peregrine Portal Admin module, click Settings, then select the
Common tab.

2 Scroll to the Attached files’ path parameter.

3 Set the path to the directory where file attachments are saved prior to being
entered in the data store.

The default setting is /attachments/.

Service Management user interface changes < 181



182 b Chapter 9—ServiceCenter System Administration



0

CHAPTER

Security

This chapter describes the different security configuration options available
in Get-Services. Topics in this chapter include:

Password encoding methods on page 184
Back-end system security on page 185
Get-Services global access rights on page 188
User registration on page 189

Authenticating users on page 191

Default security configuration on page 191
Custom JAAS configuration on page 192
Standard Sun Microsystems JAAS configuration on page 201
Integrated Windows Authentication on page 202
Integrating with single sign-on tools on page 211
Contact-based authentication on page 216
Creating an alternate login page on page 223
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Password encoding methods

By default, Get-Services does not encode passwords sent over the network.
Get-Services sends plain text passwords to the authenticating back-end
databases and stores plain text passwords in a browser cookie if the user
selects to enable automatic login. If you want to secure your Get-Services
passwords, you have three options:

m Enable Secure Sockets Layer (SSL) on your Web server
m Configure Get-Services to use a directory service such as LDAP

m Enable your Web server to use Windows NT Challenge/Response

In order to use SSL, you need to acquire a digital certificate. If your Web
server has a certificate, then your Get-Services login URL must include the
https protocol indicator. After the user browser has made a secure
connection to the Web server, all data transferred is encrypted. Refer to your
Web server documentation for information on configuring SSL.

Get-Services also supports authentication via a directory service such as
LDAP. When you authenticate to a directory service, Get-Services passes
SHA hash encoding passwords to the service. For instructions configuring a
directory service see Custom JAAS configuration on page 192.

Get-Services also supports Integrated Windows Authentication. When this
form of authentication is used, passwords are not actually exchanged
between the browser and Web server, and the authentication process is kept
secure. However, Integrated Windows Authentication is only supported by
Internet Explorer browsers on Windows systems. For instructions
configuring Integrated Windows Authentication see Integrated Windows
Authentication on page 202.
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Back-end system security

This section includes information about how Get-Services authenticates
users and stores personalization changes in the ServiceCenter back-end

system.

Authentication with ServiceCenter

When a user logs in to Get-Services, the user name and password are
validated against a corresponding operator record in ServiceCenter. Each
operator record must contain appropriate capability words in order to gain
access to various features within Get-Services.

Refer to the ServiceCenter Administration Guide for more information on

operator records.

ServiceCenter capability words

Following is a list of available capability words for Get-Services functionality
that can be assigned to an operator record in ServiceCenter :

ServiceCenter capability word

Description

getit.admin

Provides access to the OAA Admin
module.

getit.change.technician

Grants access to the Change
Management module of Get-Services.
Only valid in conjunction with Change
Management in ServiceCenter 5.0 and
5.1.

getit.itemployee

Grants access to the Incident
Management and Service Management
modules of Get-Services. Users must
have getit.service assigned. Capabilities
include: updating tickets, closing tickets,
viewing the list of tickets assigned, and
$O on.
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ServiceCenter capability word Description

getit.itmanager Grants access to the Incident
Management and Service Management
modules of Get-Services. Users must
have getit.service and getit.itemployee
assigned. Capabilities include those of
itemployee in addition to assigning
tickets and viewing reports.

getit.personalization.admin Can set personalization options and save
personalization changes as the default
layout.

getit.personalization.default Can change the layout and add or
remove fields from Get-Services
interface.

getit.personalization.limited Can only personalize features that have
been exposed by a user with greater
personalization rights.

getit.portal Can view the OAA home page and
portal components. Note: Individual
portal components are further restricted
by the following capability words, which
are described below: getit.home,
getit.content, getit.layout, getit.skins,
and getit.password.

getit.home Grants access to the My Home Page
portal component. Lets users view a
defined home page.

getit.content Grants access to the Add or Remove

Content portal component, where users
can add content to, or remove it from,
their home pages.

getit.layout Grants access to the “Change Layout”
portal component, where users can
change the layout of the My Home Page
view.

getit.skins Grants access to the Change Theme
portal component, where users can
change the portal’s appearance.

getit.password Grants access to the Change Password
portal component, where users can
change their passwords.
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ServiceCenter capability word Description

getit.service Grants basic access to Get-Services
features that include opening and
closing tickets and viewing status and
ticket history.

oaa.forbidden Reserved capability word to prevent
access to all OAA users (cannot be
granted to any user).

The following table has examples of roles and their respective capability
words that need to be assigned in ServiceCenter operator records:

This role Requires the following capability word(s)
Regular Employee getit.service

IT Employee getit.service and getit.itemployee

IT Manager getit.service, getit.itemployee, and getit.itmanager
Admin getit.admin

Change Technician getit.change.technician

Refer to the ServiceCenter Administration Guide for detailed instructions on
assigning capability words to operator records.

ServiceCenter password security

You can set the ServiceCenter parameter securepassword in the
ServiceCenter sc.ini file to prevent advanced users from submitting a
Get-Services query that returns a list of user passwords.

To set the password security parameter in ServiceCenter:
1 Open the sc.ini file in a text editor.
2 Add the parameter securepassword to the file, and save the file.

A request for a list of passwords in Get-Services returns a list with the
passwords masked.
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Get-Services global access rights

Although initial login access for Get-Services is validated against the user’s
corresponding operator record in ServiceCenter, global access rights can be
granted for all users regardless of how their individual security is defined. For
example, defining getit.service as a global access right gives all users the
ability to access Get-Services even if it were not initially assigned to each
user’s operator record in ServiceCenter.

Global access rights are defined on the ServiceCenter settings page of the
Peregrine Portal Administration module.

To define global access rights within Get-Services:
1 Open the Peregrine Portal Administration module in Get-Services.
2 In the left menu pane, click Settings.
3 On the Settings page:
m Click the ServiceCenter tab if ServiceCenter is your back-end system.

4 In the ServiceCenter settings page, update the appropriate field with the
global access right(s) that you want to grant to all users in the following
format:

<backend>(capability word)

where <backend> represents ac for AssetCenter or sc for ServiceCenter as a
back-end database.

Multiple default access rights may be granted by separating the capability
parameter values with a semicolon (). For example:

sc(getit.service;getit.itemployee)

Following is an example of how you update the appropriate settings page
field for ServiceCenter to grant all users the default right to access
Get-Services:

Settings page Field name Sample field value

ServiceCenter Default capabilities: sc(getit.requester)

5 Scroll to the bottom of the form and click Save.

6 When the Control Panel page is displayed, click Reset Server to apply your
configuration changes.
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User registration

All Get-Services users need a login account in the back-end database
providing authentication. For example, if you are using ServiceCenter as
your back-end database, then the appropriate capability words must be
defined in the user’s Operator record. Similar access rights can be defined in
any back-end system that you are using. The user login is automatically
authenticated in the back-end system.

If a user is attempting to log in for the first time without back-end
authentication, the user is prompted for certain default information as
shown in the following page. The first four fields are required, as indicated by
the arrows to the right of each field.

_ - S
"+ Portal FEESHE Sy

User Information

Loain
: Register You 1 may regis ster online for a new user account, Please provide the requested information, After he account it
is

t
BT summd o[ S TerinToaus ol P\Ease note that an account can only be created when
you provide a valid and authorized company email addre:

FirstMame: |
LastMame: [
Login Name: [
Email Address: [ [€]
Phone Number: [

Register

a [ B8 ocalintranet P |

When the user clicks Register, the information is stored in the appropriate
database. In ServiceCenter, Get-Services creates an operator and contact
record for the new user.

Note: The appropriate back-end system adapter must be defined before the
capability words are recognized. For example, if no adapter is defined
for ServiceCenter, the ServiceCenter capability words are not used.

Basic registration information and login scripts are stored in the

.../oaa/apps/common/jscript/ directory. Login scripts are in the login.js file.
If you want to make changes to the registration process, such as changing the
way a user’s password is defined, you can change the scripts in this directory.
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Enabling the E-mail adapter

If users have the ability to self-register, you must make sure that the E-mail
tab from the Get-Services Admin module Settings page contains the
MailAdapter name.

The MailAdapter is an implementation of JavaMail API 1.2 and supports the
following mail protocols:

m POP3 for inbound mail
m IMAP for inbound mail
m SMTP for outbound mail

The MailAdapter also supports MIME type attachments in outbound e-mail.

Set the following parameters, as needed, on the E-mail tab of the Admin
module Settings page.

Portsl | Common | Portal DB | Mieb Application [ Legaing | #SL @

Inbound mail host: The full name or IP address of the machine hosting the inbaund mail server,
If this field i empty, then the ststus of the mail adapter will indicate the

rnailhost

Inbound mail protocal:
imap =

Inbound mail user ID:

Inbound mail password:

Mail sender address:

Legal domains:

Anonymous user:

[perearine.com;apsydes.com; getmark etaccess. com

falcon

Anonymous password:

Dutbound mail host:

condar.peregrine. com

Dutbound mail user ID:

Outbound mail passward:

Adapter:

Type the name of your

[comn.peregrine. naa. adapter. mail Mailadapter

status of the outbound mail server connection

The protacal used by the inbound mail server, which is either imap or pop3.
The user ID used to access the inbound mail server.

The user password used to access the inbound mail server.

This address is used as the default sender address in outbound ermail
messages.

Enter a semicolon-separated list of mail domains that the Peregrine Partal

may correspond with, Gnly users with an email address in these domains are
sllowed to complete online self-registration.

Anonymous user name used when sn unknown user sttempts ko cammunicste
with the mail adapter

Anonymous user password for the mail adapter
The full name or IP address of the machine hosting the outbound mail server.
Click for default: [mailhost]

The user ID used to access the outbound mail server,

The user password used to sccess the outbound mail server.

7un class path for adapter associated with this target,

MailAdapter in the

Save

Adapter field.

> 4

Troubleshooting the MailAdapter connection

You can check the status of the MailAdapter connection on the Control
Panel. If the adapter shows as disconnected, check that the settings on the
E-mail tab of the Settings page are correct. If you are still unable to connect,
contact your system administrator for verification of the parameter values.
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Authenticating users

You can configure the Peregrine OAA Platform to use one of five security
authentication options:

m Use the default configuration to authenticate users against Peregrine
adapters. See Default security configuration on page 191.

m Use a custom configuration to authenticate users against user-defined
adapters such as LDAP or JDBC compliant databases. See Custom JAAS
configuration on page 192.

m Use a standard JAAS configuration to authenticate users against the Sun
Microsystem’s standard Java Authentication and Authorization Service
(JAAS). See Standard Sun Microsystems JAAS configuration on page 201.

m Use Integrated Windows authentication to authenticate users and pass the
information to the Web application. See Integrated Windows
Authentication on page 202.

m Use an alternate login page and authenticate users against any of the other
login options. See Creating an alternate login page on page 223.

Once a user is authenticated, the modules to which the user has access are
defined by the back-end system. If you are using ServiceCenter for the
back-end system, the user must have the appropriate capability words set in
the Operator record in ServiceCenter in order to see the corresponding
module in the web application.

Default security configuration

The default configuration authenticates users against a set of pre-configured
JAAS login modules. By default, one JAAS login module is configured for
each registered Peregrine adapter. For example, if you are using both
AssetCenter and ServiceCenter, then Get-Services creates login modules for
both the ACAdapter and the SCAdapter.

These login modules are only used to authenticate users. User access rights
are derived from user profile records in the back-end systems (for example,
ServiceCenter or AssetCenter). User access rights determine which modules
the user can access and what tasks they can perform within those modules.
For example, one user can open tickets only, while another has rights to
approve tickets as well.
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You do not have to do any additional configuration to use the default security
configuration. Get-Services automatically generates login modules for each
Peregrine adapter installed on the system.

The default login module settings are:
m JoginModule=com.peregrine.OAA.security. OAALoginModule
m control flag=OPTIONAL

m options=<none>

Custom JAAS configuration

A custom JAAS configuration authenticates users against a set of JAAS
LoginModules you define in a local.xml file. This file contains the settings to
use for each JAAS LoginModule. A <jaas_config> entry in local.xml has the
following format.

<j aas_config>

<j aasConfi gurati on>Cust onConf i g</j aasConfi gurati on>
<Cust omConf i g>adapt er 1; adapt er 2</ Cust onConf i g>

<adapt er 1>
<l ogi nModul e>Java cl ass of |ogin nmodul e</| ogi nModul e>
<control Fl ag>aut henti cati on behavi or</control Fl ag>
<options>sen col on separated |ist of options</options>
</ adapt er 1>

<adapt er 2>
<l ogi nModul e>Java cl ass of |ogi n nmodul e</| ogi nModul e>
<control Fl ag>aut henti cati on behavi or</control Fl ag>
<options>seni col on separated |ist of options</options>
</ adapt er 2>

</jaas_config>

The following table describes how to use the XML tags and assign
appropriate values.
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Important: XML is case sensitive.

Use these XML tags

To do this

<jaas_config> </jaas_config>

Define a custom JAAS configuration. All
JAAS configuration settings must be
between these two tags.

<jaasConfiguration>
</jaasConfiguration>

Define the name of your custom JAAS
LoginModule. The value of this tag
determines the tag name to use for the
next tag. For example, if you create a
custom configuration with the value
CustomConfig, then you must use the tags
<CustomConfig> and </CustomConfig>
to define the list of adapters used.

<CustomConfig>
</CustomConfig>

This is a user definable tag

Define the list of all adapters that you
want to use for authentication. Use
semicolons between entries to specify
multiple adapters.

If the adapter name you list does not
match a registered AdapterPool, then
Get-Services assumes the name is the
logical name of a non-OAA LoginModule.

Get-Services attempts to authenticate
users against each adapter you list. The
values listed in this tag determine the tags
names to use for each adapter. For
example, if you create two adapters
adapterl and adapter2, then you must use
the tags <Adapterl>, </Adapterl>,
<Adapter2>, and </Adapter2> to define
your adapters.

<adapterl> </adapterl>
<adapter2> </adapter2>
These are user definable tags

Define the JAAS LoginModule settings for
each adapter. Each adapter must have
both <loginModule> and <controlFlag>
tags defined for it.

Custom JAAS configuration < 193



Use these XML tags To do this
<loginModule> </loginModule> Define the fully qualified class name of the
JAAS LoginModule.

This is required only when authenticating
agains non-OAA LoginModules
(adapters). The default value is
com.peregrine.oaa.archway.security.
OAALoginModule.

This is optional only when authenticating
against Peregrine back-ends.

<controlFlag> </controlFlag> Define the authentication behavior of this
This tag is optional. LoginModule. The default value is
REQUIRED.

See JAAS LoginModule control flags on
page 194 for a description of available
options.

<options> </options> Define the list of authentication options.
Use semicolons between entries to specify
multiple options. This is an optional
setting for each JAAS LoginModule you
use. See JAAS configuration options on
page 197 for a description of available
options.

JAAS LoginModule control flags

The following table lists the possible settings for the <controlFlag> tag. AJAAS
LoginModule can have one of four behaviors:

Control flag Authentication behavior

REQUIRED If the user cannot be authenticated against the adapter, the
login fails. Whether it succeeds or fails, authentication
continues to the next LoginModule in the list.

REQUISITE If the user cannot be authenticated against the adapter, the
login fails. If it succeeds, authentication continues to the next
LoginModule in the list.
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Control flag Authentication behavior

SUFFICIENT Authentication can proceed even if this LoginModule fails. If
it succeeds, authentication does not continue to the next
LoginModule in the list. If it fails, authentication continues
to the next LoginModule in the list.

OPTIONAL Authentication can proceed even if this LoginModule fails.
Whether it succeeds or fails, authentication continues to the
next LoginModule in the list. This is the default behavior.

Note: ControlFlag settings are case insensitive.

The overall authentication succeeds only if all Required and Requisite
LoginModules succeed. If a Sufficient LoginModule is configured and
succeeds, then only the Required and Requisite LoginModules prior to that
Sufficient LoginModule need to have succeeded for the overall
authentication to succeed. If no Required or Requisite LoginModules are
configured for an application, then at least one Sufficient or Optional
LoginModule must succeed.

By default, the controlFlag setting of all Get-Services Web applications
LoginModules is Optional. For most enterprises, this is the desired
configuration.

The following table shows some sample scenarios and how the login process

works.

Module Name Status Scenario 1 Scenario2 Scenario 3
LoginModulel required pass pass fail
LoginModule2 sufficient fail fail fail
LoginModule3 requisite pass pass pass
LoginModule4 optional pass fail fail

Final Authentication pass pass fail

In Scenario 1, authentication succeeds even though LoginModule?2 fails. This
is because the Required loginModule takes precedence over the sufficient
loginModule.
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In Scenario 2, authentication succeeds because the loginModules that failed
are only Sufficient and Optional.

Scenario 3 authentication fails because a loginModule with a status of
Required failed.
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JAAS configuration options
The following tables list the possible settings for the <options> tag.

Standard JAAS Options

The following table lists the standard JAAS options available for all adapters.

Option

Use

Description

debug=true

optional

Instructs a LoginModule to output debugging
information. The OAALoginModule logs
debugging information to stdout and not to
archway.log.

tryFirstPass=true

optional

The first LoginModule in the list saves the
password entered and this password is used by
subsequent LoginModules. If authentication
fails, the LoginModules prompt for a new
password and repeats the authentication process.

useFirstPass=true

optional

The first LoginModule in the list saves the
password entered and this password is used by
subsequent LoginModules. If authentication
fails, LoginModules do not prompt for a new
password.

storePass=true

optional

Stores the password for the user being
authenticated.

clearPass=true

optional

Clears the password for the user being
authenticated.

Peregrine JndiLoginModule options

The following table lists the options available to custom JAAS LoginModules
using the Peregrine JndiLoginModule.
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Note: The Peregrine JAAS LoginModule

com.peregrine.oaa.security.JndiLoginModule is modeled after Sun’s
JndiLoginModule. The main difference is that an RFC 2307 (NIS over
LDAP) compliant schema is not required. User must have “uid” and
“userPassword” properties defined.

Option Use Description

user.provider.url required  Use this option to provide the URL to the

starting point in your directory service where
you want to search for users.

For example,
Idap://server/dc=peregrine,dc=com

Note: This option corresponds to the Java
constant Context.PROVIDER_URL.

security.principal optional ~ Use this option to specify which directory

service user you want to use to authenticate
non-anonymous queries of your directory
service. Use the DN of the directory service
user. For example,
uid=user,dc=peregrine,dc=com

Tip: To prevent user passwords from being
visible to users, you should only set this option
if you are using a directory server such as
IPlanet where user passwords are SHA hashed
by default.

Note: This option corresponds to the Java
constant Context.SECURITY_PRINCIPAL.
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Option Use Description

security.credentials optional ~ Use this option to define the password for the
security.principal user. This option should
only be used in conjunction with the
security.principal option.

Important: If you are using a simple
security authentication
protocol, then this password
may be passed as plain text.

Tip: To safeguard this password, either enable
SSL (set the security.protocol=ssl option) or
use an security.authentication that protects
passwords.

Note: This option corresponds to the Java
constant
Context.SECURITY_CREDENTIALS.

security.protocol optional ~ Use this option to enable or disable an SSL
connection between the JndiLoginModule
and your directory server. This option has two
possible values:
m simple (Default setting)
m ss|
Note: This option corresponds to the Java
constant Context.SECURITY_PROTOCOL

security.authentication  optional  Use this option to enable or disable
anonymous binding to your directory service.
Typically, this option has one of two values:
m none (Default setting)
m simple
Note: If you do not specify a value for
security.principal then
security.authentication defaults to a value of
none. Likewise, if you set
security.authentication to simple but
security.credentials is omitted or has zero
length, then security.authentication resets to
none.

Note: This option corresponds to the Java
constant
Context.SECURITY_AUTHENTICATION.
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Option Use Description

user.search.scope optional ~ Use this option to specify the number of levels
to descend when searching for the user being
authenticated by user.provider.url. This value
must be an integer. The default value is 1.

Note: This option corresponds to the Java
constant SearchControls.ONELEVEL_SCOPE.

group.provider.url optional ~ Use this option to provide the URL to the
starting point in your directory service where
you want to search for groups.

For example,
Idap://server/dc=peregrine,dc=com

Note: This option corresponds to the Java
constant Context.PROVIDER_URL.

group.search.scope optional  Use this option to specify the number of levels
to descend when searching for a group. This
option should only be used with
group.provider.url. This value must be an
integer. The default value is 1.

Note: This option corresponds to the Java
constant SearchControls.ONELEVEL_SCOPE.

group.search.objectClass optional ~ Use this option to specify the name of the
LDAP group objectClass. Valid values are:
m groupOfNames (Default value)
m groupOfUniqueNames.
® groupOfUrls
Note: Either groupOfNames or
groupOfUniqueNames can be used to define
static groups in LDAP, but they may not be
used together.
If you choose the groupOfUrls option, then
you are configuring dynamic groups. No
additional configuration settings are required
to recognize dynamic groups.

storeldentity=true optional  Use this option to store a reference to the User
being authenticated.

clearIdentity=true optional  Use this option to clear a reference to the User
being authenticated.
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Example: Defining an LDAP custom configuration

The following XML code is an example of how to define a loginModule to
authenticate users against an LDAP directory service.

Note: LDAP is not an adapter and does not imply any other functionality.

<j aas_config>
<j aasConfi gurati on>myConfi g</j aasConfi gurati on>
<myConf i g>l dap</ myConfi g>

<l dap>
<l ogi nModul e>
com peregrine. oaa. security. Jndi Logi nMbdul e
</'| ogi nMobdul e>
<options>
user. provider.url =l dap://server/dc=peregrine, dc=com
group. provi der.url =l dap://server/ dc=peregrine, dc=com
</ options>
</ | dap>

</jaas_config>

Standard Sun Microsystems JAAS configuration

The standard JAAS configuration option authenticates users against the Sun
Microsytems formatted JAAS configuration. To enable the standard JAAS
configuration, you must edit the local.xml file and add the following lines:

<jaas_config>
<useStandardJAASConfiguration>true</useStandardJAASConfiguration>
</jaas_config>

If you choose to use the standard JAAS configuration, then you must also do
one of the following two things:

m Specify the appropriate JAAS command line options when the container
is started

—Or—

m Configure the java.security file in $)AVA_HOME/jre/lib/security for
JAAS.

Standard Sun Microsystems JAAS configuration < 201



Command line options

The command line properties required for use of the standard file-based
configuration are as follows:

java -classpath <list of jars>\
-Dj ava. security. nanager \
-Dj ava. security. policy==java2.policy \
-Dj ava. security. auth. policy==jaas.policy \
-D ava. security. auth. |l ogin. config==jaas.config \
<MyMai nCl ass>

For <list of jars>, enter the list of jars used by your JAAS-enabled Java
application.

For <MyMainClass>, enter the fully qualified class name of the Java main
program class.

Integrated Windows Authentication

Windows Integrated Authentication (known as NT/Challenge Response in
previous versions of Windows) is one of the ways Windows facilitates the
authentication of users on a Web server. The process consists of a secure
handshake between Internet Explorer (IE) and the Internet Information
Server (IIS) Web server. The handshake lets the Web server know exactly
who the user is, based on how they logged in to their workstation. This allows
the Web server to restrict access to files or applications based on who the user
is. Applications running on the Web server can use this information to
identify users without requiring them to log in.

Get-Services uses Integrated Windows Authentication as follows:
m The user logs in to a Windows XP/2000/NT workstation.
m The user starts the IE browser and navigates to the login.asp page.

m [E automatically sends user authentication information to IIS. The user’s
password is not transferred, but the Integrated Windows Authentication
handshake between IE and IIS is enough for the server to recognize the
user.

m The Web application login automatically detects the user by using the
Integrated Windows Authentication/IIS server data.

m The user is logged in without requiring that a name and password be
entered.
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During this process, the back-end database authenticates and impersonates
the Windows user with each of its adapters.

The following circumstances are exceptions to the normal Integrated
Windows Authentication login process:

m The Windows user has already registered with a back-end database
adapter. When this occurs, Get-Services asks the user to register and enter
profile information. Get-Services then lets the user log in and stores this
information for future login attempts.

m The Windows user name is not already registered as an Administrator in
the back-end system. When this occurs, the web application does not
proceed with automatic login. The user is presented with another login
screen and is asked to verify their password. This step is an added security
measure to prevent a user from accidentally logging in with administrative
rights.

Setting up Integrated Windows Authentication

Step 1

Step 2

Step 3

Step 4

Step 5

This section describes how to configure Get-Services to use IIS for Integrated
Windows Authentication while using Apache as the primary Web server.
You can also follow these instructions if you use IIS as your primary Web
server.

It is a seven-step process:

Verify that all users have an Operator record in the appropriate back-end
database. See Creating an Operator record on page 204.

Install and configure Get-Services with Apache and Tomcat. See Preparing to
configure Integrated Windows Authentication on page 204.

Note: Tomcat/Apache is the preferred configuration for Get-Services.

Set Web server properties for the login.asp file. See Setting Web server
properties for the login.asp file on page 204.

Set Web server properties for the e_login_main_start.asp file. See Setting
Web server properties for the e_login_main_start.asp file on page 206.

Set Web server properties for the loginverify.asp file. See Setting Web server
properties for the loginverify.asp file on page 209.
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Step 6

Step 7

1

Set the Require Windows NT Challenge/Response Authentication
parameter, and optionally the Default User Login Name and Default Login
User Password parameters from the Get-Services administration page. See
Setting the Admin parameters on page 210.

Optionally, define the LogoutURL from the Get-Services administration
page. This step is necessary when Get-Services and IIS reside on different
servers. See Setting up the LogoutURL on page 211.

The following procedures illustrate how to setup Integrated Windows
Authentication using Windows 2000 as an example. If you are using
Windows XP, the overall procedure is the same. The IIS Management
Console is called Internet Information Services.

Creating an Operator record

All users must have a back-end database Operator record. Contact your
AssetCenter or ServiceCenter administrator to verify that users have
Operator records. Create an Operator record as needed.

Preparing to configure Integrated Windows Authentication
Note: If you are not using the preferred Tomcat/Apache configuration, skip
this section.

Install and configure Get-Services with Apache and Tomcat, and verify that
you can log in through login.jsp.

On a server running IIS, create a virtual directory named oaa.
This virtual directory must have read access and permission to run scripts.

From the Get-Services deployment directory, copy the following files to the
oaa virtual directory on the IIS server:

m login.asp
m loginverify.asp
m e_login_main_start.asp

The default Get-Services deployment directory is:
C:\Program Files\Peregrine\Common\Tomcat4\webapps\oaa

Setting Web server properties for the login.asp file
Note: If you are using IIS for your Web server, go directly to step 3.

On the IIS server, edit login.asp using a text editor.
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Edit <FORM... action...> and change it from login.jsp to the absolute URL of
login.jsp on the Apache server.

For example, change from:

<FORM nane="f" action="1ogin.jsp" method="post">
to:

<FORM nane="f" action=
"http://<apacheserver. nyconpany. com>/ oaa/l ogi n.j sp" met hod="post">

Open the IIS Management Console (Start>Programs>Administrative
Tools>Internet Information Services).

Click on the oaa virtual directory.
Right-click on login.asp and select Properties.
Select the File Security tab.

Click Edit in the Anonymous Access and Authentication Control section
and set the permissions as follows:

a Disable Anonymous access.

b Require Integrated Windows authentication.

Clear the Authentication Methods x|
Anonymous T Anan ~\
MINOLIE SCCEsS
access check ~ J _ _
box. Mo uzer namedpaszword required to access thiz resource.

Account uged for ahonymous access: Edit... |

—Authenticated access

For the following authentication methods, uzer name and password are
required when

- anonymous access iz dizabled, or

- access is restricted wzing MTFS access control lists

[ Basic authentication [password is sent in clear text]

Select a default domain: Edit... |

Select the ™ Digest authentication for Windows domain sepers

Int'egrated @ Integrated ‘Windows authenticatiu:uD
Windows

authentication

check box. 0k I Cancel | Help
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7 Click OK on all windows displayed until you return to the Microsoft
Management Console.

8 From Windows Explorer, update the following properties to login.asp.
a Add the Authenticated Users group to the list of authorized users.
b Grant the following Permissions to the Authenticated Users group:
= Read & Execute — Allow
= Read - Allow

login.asp Properties ﬂ E

General  Security | Summaryl

MName | Add..

Bemove |

Authenticated Users

Permizsions: Allowy Deny
Full Control O O
Modify O O
Fead & Execute O
Fead O
Wirite O O

Adwanced... |

r Allow inheritable permissions from parent to propagate to this

ohject
QK I Cancel | Apply |

Setting Web server properties for the e_login_main_start.asp file
Note: If you are using IIS for your Web server, go directly to step 3.

1 On the IIS server, edit e_login_main_start.asp using a text editor.

Edit <FORM... action...> and change it from e_login_main_start.do to the
absolute URL of e_login_main_start.do on the Apache server.

For example, change from:

<FORM nane="f" action="e_login_main_start.do" nethod="post">
to:

<FORM nane="f" action="http://<apacheserver. nyconpany. conr
/ oaal/ e_l ogi n_mai n_start.do" nethod="post">
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2 Open the IIS Management Console (Start>Programs>Administrative
Tools>Internet Information Services).

Click on the oaa virtual directory.
Right-click on e_login_main_start.asp and select Properties.

Select the File Security tab.

A U A~ W

Click Edit in the Anonymous Access and Authentication Control section
and set the permissions as follows:

a Disable Anonymous access.

b Require Integrated Windows authentication.

Clear the Authentication Methods x|
Anonymous T Anan ~\
MINOLIE SCCEsS
access check ~ J _ _
box. Mo uzer namedpaszword required to access thiz resource.

Account uged for ahonymous access: Edit... |

—Authenticated access

For the following authentication methods, uzer name and password are
required when

- anonymous access iz dizabled, or

- access is restricted wzing MTFS access control lists

[ Basic authentication [password is sent in clear text]

Select a default domain: Edit... |

Select the [T Digest authentication for Windows domain servers
Integrated - .

. @ Integrated ‘Windows authentlcatu:uD
Windows
authentication

check box. 0k I Cancel | Help

7 Click OK on all windows displayed until you return to the Microsoft
Management Console.

8 From Windows Explorer, update the following properties to
e_login_main_start.asp.

a Add the Authenticated Users group to the list of authorized users.
b Grant the following Permissions to the Authenticated Users group:

= Read & Execute — Allow
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= Read — Allow

login.asp Properties ﬂ E

General  Security | Summaryl

MName | Add..

Bemove |

Permizsions:

Allowy Deny
Full Control O O
Modify O O
Fead & Execute O
Fead O
Wirite O O

Adwanced... |

r All_ow inheritable permizzions from parent to propagate to this

ohject
QK I Cancel Apply
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Setting Web server properties for the loginverify.asp file

1 Open the IIS Management Console (Start>Programs>Administrative
Tools>Internet Information Services).

Click on the oaa virtual directory.
Right-click on loginverify.asp and select Properties.
Select the File Security tab.

uu b W N

Click Edit in the Anonymous Access and Authentication Control section.

Select the Authentication Methods ; ﬂ

Anonymous

access check ) )
box Mo uzer namedpaszword required to access thiz resource.

Account uged for ahonymous access: Edit... |

—Authenticated access

= ~
W .‘I:".rll:lrl MoLls access
& l J

For the following authentication methods, uzer name and password are
required when

- anonymous access iz dizabled, or

- access is restricted wzing MTFS access control lists

[ Basic authentication [password is sent in clear text]

Select a default domain: Edit... |

Select the [T Digest authentication for Windows domain servers

Int'egrated @ Integrated ‘Windows authenticatiu:uD
Windows

authentication

check box. 0k I Cancel | Help

6 Verify that Anonymous access and Integrated Windows authentication have
a check.

7 Click OK on all windows displayed until you return to the Microsoft
Management Console.

8 Close the Management Console.
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Setting the Admin parameters

You must set the Require Windows NT Challenge/Response Authentication
parameter to Yes if you want only users who have a Windows account to log
in. Users without Windows authentication can still have login capabilities by
assigning a Default Login User Name.

Warning: The default login user has whatever capabilities you assign in the
ServiceCenter or AssetCenter back-end. When you enable this
feature, anyone can log in. Assign minimal user rights to this user.

To set Windows NT Challenge/Response Authentication:
1 Open a Web browser.

2 Enter the following URL: http://<webserver>/<oaa>/admin.jsp in the
browser address field (where <webserver> is the name of your Web server
and <oaa> is the name of the virtual directory created during installation).

3 Login using the administrator name and password.

4 From the Administration Home page, click Settings.

Admin Settings %]
= fdhwm Logout URL: Destination URL displayed when a user lags off of system. ;I
Contral Panel
— Server URL: Link back to server. Replace lacalhost with the server name. Applications
[http:iflacalhostioasilogin.jsp?_boakmark= may append at run time the targeted jzp page.
Server Log =
B Message URL Prefix: Defines the http domain used to build URL references with coded
Wi messages,
Show Script Status
Help URL Prefix: Defines the URL Prefix used to access help forms. When set, 2 help URL
Show Message I is genarated in the form {HelpURLPrefix}?form=e_{module}_Lactivity}_
Select the Y Queues {fform}alanguage={userlacalel, uhere {HelpURLPTefix} is a canfiguration
Ty, If {HelpURLPrefix} is undefined, then the URL is generated in
Show Stat propel *
electine ves s Sats the Farm help/{userLocale}/e_{module}_{activity}_{form}.html.
Opnon n Hequ|re Import / Export Loginverify, asp URL prefix: Enter URL prefix for loginverify.asp if 118 is on a different server than
Adapter [ OnA, For example: http/fiisserver, mycompany.comfnaa,
WindOWS NT Transactions{Minute
Require Windows NT Challange/Respanse Authenticalon: Sst to trus to allow only users who are presuthenticated by Windows to
IBM Websphere Portal log in, You rust configure NT Challenge/Response authentication as
Cha||enge/Resp0nse Integration & vas O ne described in the setup quide bafore enabling this option. Set this
tagather with the Lagout URL option.
Authentication to Click for defsult: [Ha]
) Default Login User Hame: Optional defsult user name, having minimal privileges, to use to log inta
TR backend systems when the initial NT Challenge/Response login attempt
allow Only Windows [Rartice fails, Mote: Enabling this setting could pose a security threat; assign a
. default user with very minimal access rights to backend systems.
users to log in. Click for default:
Default Login User Password: The passward for the Default Login User Name. It is not necessary to
provide a password for the Default Login User Name unless the user
name has been assigned an actusl passuord to the backend systems.

5 From the Common tab, set the Require Windows N'T Challenge/Response
Authentication parameter to Yes.

6 To allow users without Windows authentication to login, assign a Default
Login User Name, and optionally a password.

7 Click Save, then click Reset Server.
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Setting up the LogoutURL

Note: This step is necessary when Get-Services and IIS reside on different
servers.

1 From the Administration home page (see To set Windows NT
Challenge/Response Authentication: on page 210), click Settings.

2 From the Common tab, set the LogoutURL setting to the URL you want
users to go to if Integrated Windows Authentication fails or is not possible
due to the user’s current browser.

3 Click Save, then click Reset Server.

Testing the settings

Log in to your Peregrine Web application to make sure the access
permissions are set correctly. The Integrated Windows Authentication
settings are activated when you log in through a special login page named
login.asp. Accessing your applications through the standard login.jsp page
results in the users needing to log on as usual.

To test the settings:
1 Open a Web browser.

2 Enter the following URL: http://<webserver>/<oaa>/login.asp in the
browser address field (where <webserver> is the name of your Web server
and <oaa> is the name of the virtual directory created during installation).

3 Verify that access to Get-Services is what you expected based on the settings
you chose for the login.asp and loginverify.asp files.

Integrating with single sign-on tools

You can integrate Get-Services with a single sign-on tool such as SiteMinder
to eliminate displaying the Get-Services login screen. When you integrate
with a single sign-on tool, Get-Services users browse to a special URL that
obtains their user information from the sign-on tool and then automatically
logs them in if the sign-on tool validates them. The following steps are for
integrating Get-Services with a third-party single sign-on tool. If you want to
use Integrated Windows Authentication as your single sign-on tool, refer to
Integrated Windows Authentication on page 202.
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To integrate with a single sign-on tool:

1 Choose or create one user record for each single sign-on user you want to
access Get-Services. Each user record must have a password and a list of
capability words or user rights.

Important: The back-end database user record is required to determine
what portions of the Get-Services interface the user can access.

2 Open a text editor such a NotePad.
3 Create a new JSP file to be the target of your automatic login URL.

You can use the following code as a template:

Add JSP code here to <%@i ncl ude file="jspheader.jsp" %
obtain the user name <%
of the person that the
single sign-on tool has /1 Add JSP code that obtains proper user name from
authenticated /1 the third party single-sign on tool
/1

/! Replace “user” with the user nane obtained above
Replace the valug —— String sUser = "user";
“user” with the user
name obtained from /1 Turn on QAA pre-authentication
your single sign-on tool user . set PreAut hent i cat ed(true);

%

<HTM>

<BODY>

<FORM nare="f" action="Ilogin.jsp" method="post">
<I NPUT type="hi dden" nanme="|ogi nuser" val ue="<%sUser %" />
</ FORV>

</ BODY>
</ HTM.>

<SCRI PT LANGUAGE="JavaScri pt">
sel f.docunent. forns[ 0] . subm t()
</ SCRI PT>

4 Add any necessary JSP code to query your single sign-on tool for the name of
the user who has been pre-authenticated.

Typically, these tools use HTTP headers to submit this information. See your
single sign-on tool API documentation for details.

5 Save the file as autologin.jsp in your application server’s presentation folder.
For example:
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C:\Program Files\Peregrine\Common\Tomcat4\webapps\oaa\autologin.jsp

Note: The name you choose for the JSP file will be the file name required in
the URL.

Testing access to Get-Services from a single sign-on tool

You can use the following steps to test access to Get-Services from your single
sign-on tool.

To test your single sign-on settings:

1 Login to your single sign-on tool.

2 Open a browser and go to the following URL:
http://<server_name>/oaa/autologin.jsp

If you configured the login settings correctly you will be authenticated and
redirected automatically to the Get-Services home page.

Note: If you saved the automatic login page with a different file name, then
use that file name instead of autologin.jsp.
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Authentication models

The following sections discuss:

ServiceCenter authentication components

m OAA contact and operator associations

Regular operator authentication

Contact-based authentication

ServiceCenter authentication components

There are two components of the ServiceCenter authentication model: the
Operator file and the Contacts file.

The Operator file contains the following keys:

m The name field is the primary key (unique and indexed).

m The full.name field is a foreign key to the contact table. It represents the
contact associated with the operator. It is indexed, it can be empty, and
several operators can have the same value for this field. The value of the
full.name field, when not empty, represents the value of the contact.name
field in one of the records in the contacts file.

The Contacts file contains the following keys:

m The contact.name field is the primary key; it is unique and indexed.

m The user.id field is indexed and is a "no duplicate" field; it can be null, but
must be unique if not null. When contact-based authentication is
enabled, the user.id field is the key used to look up contacts.

OAA contact and operator associations

OAA approaches contact and operator handling by allowing ServiceCenter
administrators to customize their Contacts and Operator files, and to use
Contacts and Operator associations that differ from OAA defaults.
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The OAA schemas allow flexibility in defining associations between records
in the Contacts and Operator files. These OAA schemas provide a logical view
that is “wrapped around” their physical implementations. OAA provides
attribute names that correspond to each type oflookup operation. Therefore,
for an administrator, customizing the lookup is as simple as creating a
schema extension on the Profile or the Contact schema. For more
information about schemas refer to the “Schemas” chapter in this guide.

Regular operator authentication

Name and password pairs are validated against the existing operator in the
operator table. In addition, the presence of a contact that corresponds to the
operator's contact is queried based on the fields mentioned below.

Note: If a contact for the corresponding operator’s contact is not found,
OAA creates a contact automatically.

Algorithm for looking up contacts

The Contact schema has the following attributes:

Logical name Mapping in profile schema Mapping in contact schema
OperatorContactKeyl full.name contact.name
OperatorContactKey2 Name user.id

Using these attributes, the lookup algorithm is the following:

1 Read the values for OperatorContactKeyl and OperatorContactKey2 in the
Profile schema whose UserName equals the UserName (login) of the
operator who is logged in.

2 Search the Contact schema for a record whose Id is the value of
OperatorContactKeyl.

3 If exactly one record is found, return this contact's Id.

4 If no record, or more than one record, is found, search the Contact schema
for a record whose Id equals the value of OperatorContactKey?2.

5 If exactly one record is found, return this contact's Id.

6 If no record, or more than one record, is found, return null and attempt to
create the contact. (See the section Contact creation below.)
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Contact creation

All the information from the Profile record for the logged in operator is used
to create a record in the Contact schema. Therefore, all the Profile values that
have a corresponding attribute in the Contact schema are saved in the
database. In addition, the Profileld record in the Contact schema (see below
for mapping) is assigned the value of the Profile record's Id in order map the
Contact to the Profile. The following tables describe both the logical and
physical mappings of particular fields of interest during contact creation.

Logical mapping
Logical name in Profile schema Logical name in Contact schema
1d Profileld
UserName UserName
FullName Id
Physical mapping
Logical name in Profile schema Logical name in Contact schema
Name operator.id
name user.id
full.name contact.name

Contact-based authentication

This section describes an alternate authentication scheme that automatically
verifies Windows users as ServiceCenter contacts.

Important: In Get-Services, only the following activities, which are available
in the Service Desk section of the Activity menu, can use
contact-based authentication: Create ticket, Ticket status, and
Ticket history.

You can configure Get-Services to automatically log in specific groups of
authenticated Windows users as one or more pre-defined Operators in
ServiceCenter. Each group of Windows users has its own login page.
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Note: The authentication scheme described below requires that both the
user who is logged into the machine running the client browser and
the IIS server reside either in the same domain, or in different domains
that have a trusted relationship.

Perform the following steps:

Step 1 Look up the contact at login. See Looking up the contact at login on page 217.

Step2 Choose or create one Operator record in ServiceCenter for each group of
Windows users you want to authenticate. See Creating an Operator record in
ServiceCenter on page 218.

Step 3 Create a contact record in ServiceCenter for each Windows user who you
want to be able to log in. See Creating a contact record on page 219.

Step4 From the Windows domain server, add a Windows group for each Operator
that you defined in step 2. Refer to your Windows documentation for more
information on adding groups. See Adding groups on page 219.

Step 5 Create a login ASP file for each Operator defined in step 2. See Configuring
the login ASP file on page 219.

Step 6 Configure each login ASP file to be exclusive to each Windows group defined
in step 4. See Setting properties for the login ASP file on page 220.

Step 7 On the Get-Services Admin module Settings page, click the Common tab,
scroll down to the Encoding, Locales, and Sessions section, and make sure
that Require Windows NT Challenge/Response Authentication is set to No.

Step 8 Editlocal.xmlin <application server>\oaa\WEB-INF to define the passwords
for each Operator defined in step 4. See Editing the local.xml file on page 222.

Looking up the contact at login

OAA uses the ServiceCenter the user.id field in the contacts file to look up a
contact for contact-based authentication. However, some administrators use
this field to hold employee IDs (such as numeric employee IDs, badge

number, and Social Security number) rather than network names (which are
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applicable when Integrated Windows Authentication is enabled). UserName
is the logical name in the Contact schema for the user.id field. Through a

schema extension, administrators can customize this to point to a different
field or a newly defined field.

Logical name Mapping in Contact schema

UserName user.id

The contact lookup algorithm ensures that there is only one match for a
given UserName. Otherwise, authentication is denied.

Creating an Operator record in ServiceCenter

Choose or create one Operator record for each group of users or role you
want to access Get-Services. Each Operator must have a password and a list
of capability words. For example, you can define one Operator with default
access (scdefault) and one Operator with manager access (scmgr). Refer to
your ServiceCenter documentation for more information on adding
Operator records.

The following procedures describe how to use scdefault and scmgr as the
Operators.

Using Operator records in ServiceCenter:
1 Create two Operator records: scdefault and scmgr.

Refer to your ServiceCenter documentation for information on adding
Operator records.

2 Add the Get-Services capability words you want users assigned to this
Operator to have. For example:

Operator Capability words

scdefault getit.service
getit.personalization.default

scmgr getit.service
getit.itemployee
getit.itmanager
getit.personalization.default

Note: Each Operator will use its own login page.
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In this example, users who log in to logindefault.asp have the capabilities of
the scdefault Operator in ServiceCenter. Users who log in to loginmgr.asp
have the capabilities of the scmgr Operator in ServiceCenter.

3 Assign a password to each Operator.

Note: The password must match the password defined in Editing the
local.xml file on page 222.

Creating a contact record

Create a contact record for each Windows user who you want to be able to
log in. The Employee ID field of the contact record must match the Windows
user name exactly, including upper- and lower-case.

For more information about creating contact records, see the Service Center
System Administration Guide.

Adding groups

You must have an equivalent Windows group for each Operator that you
want to authenticate. For example:

Operator Suggested group
scdefault Authenticated Users (default Windows group)
scmgr Managers (created on domain server)

Refer to your Windows documentation for adding groups to Windows.

Configuring the login ASP file

You must configure or create a separate login ASP file for each Operator you
define (see Creating an Operator record in ServiceCenter on page 218). Each
file needs a unique name.

Two sample login ASP files, logindefault.asp and loginmgr.asp are in the
Get-Services deployment directory: <application server>\oaa

To configure the login ASP file:
1 Create a unique login file for each Operator.

For example, create logindefault.asp for scdefault and create loginmgr.asp
for scmgr.
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a Copy logindefault.asp from the deployment folder:
<application server>\oaa

b Paste the file in the same folder and rename the copied file.

Note: Whatever file name you choose becomes part of the URL users enter
to access Get-Services. For example, if the file name is mylogin.asp, the
URL is: http://yourhostname/oaa/mylogin.asp.

2 Edit the value of the OPERATOR form input to match the Operator you
defined in Creating an Operator record in ServiceCenter on page 218.

<FORM nane="f" action="login.jsp" method="post">
<I NPUT type="hi dden" nane="AUTH TYPE" val ue="<%sType%" />
<I NPUT type="hi dden" nane="AUTH USER' val ue="<%sUser %" />
<I NPUT type="hi dden" nanme="AUTH KEY" val ue="<%sKey%" />
<I NPUT type="hi dden" nane="OPERATOR' val ue="scdefault" />
</ FORW>

The value of the OPERATOR must
match the Operator name.

3 Save and close the file.

Setting properties for the login ASP file

You must configure each login ASP file to be exclusive to each Windows
group. This requires changing the authentication method in IIS and setting
the file security properties in Windows.

To change the authentication method in IIS:

1 Open the IIS Management Console (Start > Programs > Administrative
Tools > Internet Information Services).

2 Navigate to the oaa virtual directory.

3 For each Operator, navigate to the ASP file that you created in Configuring
the login ASP file on page 219.

For example, navigate to logindefault.asp for scdefault; navigate to
loginmgr.asp for scmgr.

4 Right-click on the file and select Properties.
5 Select the File Security tab.

6 Click Edit in the Anonymous Access and Authentication Control section
and set the permissions as follows:
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Clear the Anonymous

access check box. ~——— ™ Anonymous access

Select the Integrated

Windows authentication

check box.

a Disable Anonymous access.

b Require Integrated Windows authentication.

Authentication Methods _ j x|

Mo uzer namedpaszword required to access thiz resource.

Account uged for ahonymous access: Edit... |

—Authenticated access

For the following authentication methods, uzer name and password are
required when

- anonymous access iz dizabled, or

- access is restricted wzing MTFS access control lists

[ Basic authentication [password is sent in clear text]

Select a default domain: Edit... |

™| Digest authentication for Windows domain semvers
W Integrated Windows authenticatiu:urD

k. I Cancel | Help

Click OK on all windows displayed until you return to the Microsoft

Management Console.

To set the file security properties in Windows:

Open Windows Explorer.

Browse to your deployment folder: <application server>\oaa

Update the following login ASP properties.

a Right-click on your login ASP file; for example, scdefault.asp, and click

Properties.
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b Add the user group associated with this Operator; for example,
Authenticated Users.

scdefault. asp Properties EHE

General  Security | Summaryl

T I pad. Click Add to open the Select
Users, Computers, or Groups
ﬂl dialog box and select the
Windows group associated
with this Operator.

Authenticated Users

Pemissions: Allow — Deny Set Permissions to Allow for the
Full Contral [m] [m] Read & Execute option and the
Modify a a Read option.

Fead & Execute O
Fead O
Wirite O O

Adwanced... |

r Allow inheritable permissions from parent to propagate to this

ohject
QK I Cancel | Apply |

¢ Grant the following Permissions to the Authenticated Users group:
= Read & Execute — Allow
= Read - Allow

d Click OK.
4 Repeat step 3 for each login ASP file.

On the Get-Services Admin module Settings page, click the Common tab,
scroll down to the Encoding, Locales, and Sessions section, and make sure
that Require Windows NT Challenge/Response Authentication is set to No.

Editing the local.xml file

You must identify the password for each Operator that you defined in the
local.xml file. This file is located at:

<application server>\oaa\WEB-INF\local.xml.

To edit the local.xml file:
1 Using a text editor, edit local.xml.

The default location is:
C:\Program Files\Peregrine\Common\Tomcat4\webapps\oaa\WEB-INF.
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2

3

Add an XML entry for each Operator.
The tag has the format: <[operator name]password>

For example, for operators scmgr and scdefault, add the following inside the
<settings> ... </settings> tags:

<scngr >scnygr </ scngr >

<scngr Passwor d>scngr _passwor d</ scngr Passwor d>

<scdef aul t >scdef aul t </ scdef aul t >
<scdef aul t Passwor d>scdef aul t _passwor d</ scdef aul t Passwor d>

where scngr _passwor d is the ServiceCenter password assigned to operator
scmgr, and scdef aul t _passwor d is the ServiceCenter password assigned to
operator scdefault.

Important: The password must match the Operator password in
ServiceCenter.

Restart your application server for your changes to take effect.

Creating an alternate login page

Step 1

Step 2

If you do not want to use the default Peregrine OAA Platform login page, you
can create your own login page that authenticates users and redirects them to
the proper start page. Creating an alternate login page requires two basic
steps:

Create a login Web page with the necessary authentication parameters. See
the following section, Creating a login Web page.

Edit the local.xml file to specify the HTTP authentication method you want
to use. See Specifying an alternate authentication method on page 225.

Creating a login Web page

Your custom login web page can be any HTML form that prompts for the
following required parameters:

m Username
m Password
In addition, you can include optional login parameters such as:

m Display Language and Locale
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m Time format

m Theme

A sample HTML login form, login_sample.htm is in the OAA deployment
folder of your application server:

<application server>\WEB-| NF\ oaa\

Customize this sample HTML form using the following guidelines:

m Whatever custom login file you create becomes part of your login URL.
For example, if you create a custom page called my_login.htm, then the
login URL is http://<server>:<port>/oaa/my_login.htm

® You must specify the basicauth servlet in the form action. For example,
action="http://<server>:<port>/oaa/servlet/basicauth"

m Users who fail to be successfully authenticated should see the page that is
specified in the _failURL value. This can simply point to your login page
so that the user can re-attempt login.

m The basicauth servlet does not encrypt usernames and passwords during
login. You must enable HTTPS if you are concerned about password
security on your intranet.

m There are no specific Administration page settings needed to set up a
custom login page. You must define all login parameters in your custom
login page.

m The following login parameters are available:

Login parameters Description

loginuser This is a required login parameter specifying the user
name. You must specify a form input for this parameter.

loginpass This is a required login parameter specifying the login
password. You must specify a form input for this
parameter.

_locale This is an optional login parameter specifying the user’s
locale and regional display settings.

_timezone This is an optional login parameter specifying the user’s
timezone.

_theme This is an optional login parameter specifying which
theme should be displayed in the Peregrine OAA Platform
Portal

224 pChapter 10—Security



Administration Guide

Specifying an alternate authentication method

By default, Peregrine OAA Platform uses HTTP basic authentication
provided by the HttpBasicAuthenticationManager class. If you create a
custom login page, you need to specify the alternate authentication method
in the local.xml file.

To specify an alternate HTTP authentication method:
1 Stop your application server.

2 Using a text editor, open the local.xml file located at:
<application server>\webapps\ oaa\ VEB- | NF\

3 Add the following entry to local.xml below the <settings> element (if the
entry does not already exist):

<HTTPAut hCl ass>Ht t pAl t er nat eAut hent i cat i onManager </ HTTPAut hCl ass>
4 Save the file.

5 Modify the web.xml file.

You will need to enable the AuthController servlet to establish a proxy for
HTTP basic authentication.

a Using a text editor, open the web.xml file located at:
<application server>\webapps\oaa\WEB-INF.
b Add the following lines at the end of the last <servlet> definition:

<servl et >

<ser vl et - name>Aut hControl | er</ servl et - name>

<di spl ay- name>Aut hCont r ol | er </ di spl ay- name>

<description>A controller (decorator) servlet that can be used to enable
configurable auth protection of any resource. </description>

<servl et-cl ass>com peregri ne. oaa. ar chway. Aut hControl | er Servl et
</ servlet-class>
<l oad- on- st art up>2</| oad- on-start up>

</ servl et >

<ser vl et - mappi ng>
<servl et - name>Aut hControl | er </ servl et - name>
<url - pattern>/servlet/basicauth/*</url -pattern>
</ servl et - mappi ng>
<servl et - mappi ng>
<ser vl et - name>Aut hControl | er</ servl et - name>
<url-pattern>/servlet/auth/*</url-pattern>
</ servl et - mappi ng>
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¢ Save the file.

6 Restart your application server.

Warning: Changing the HTTP authentication setting to the Alternate
Authentication Manager exposes queries (including login names
and passwords) in the URL. If you want to protect URL queries,
then you must restrict access to this information through your
Web server.
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This section offers solutions when trying to resolve administration problems.

This chapter covers the following topics:
m Browser issues on page 227

m Tomcat issues on page 228

WebSphere Portal Server issues on page 228

Sorting issues on page 229

ServiceCenter performance issues on page 230

Browser issues

The following problems can result from the Internet browser you use to view
Get-Services.

Navigation Issue

Solution

When logged in to Get-Services, using the browser Back, Forward, and
Refresh buttons can cause unexpected behavior of Get-Services forms.

Do not use the browser navigation or Refresh buttons with Get-Services
forms displayed.
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Issue

Solution

Issue

Solution

Issue

Solution

When using the Microsoft Internet Explorer 5.5 browser, the following can
occur:

m Icons fail to display in dataset results.
m You cannot personalize Collections and Subdocuments.

m JavaScript errors appear during login (apparent only if the option to
display JavaScript errors is turned on for the browser).

Upgrade to Internet Explorer 6.

After changing a theme using the Change Themes page, clicking the Go Back
button does not return you to the Home page.

On the Activity menu in the sidebar, click My Home Page.
Using the Back button intermittently produces a page expired error message.
This error most often appears when you attempt to return to a list screen

from a detail screen.

Create a new search to regenerate your list. Get-Services does not cache what
is on the screen.

Tomcat issues

Issue

Solution

Issue

Solution

The following problems involve issues with Tomcat as the application server.
Tomcat fails to launch after a new version of the JDK is installed.

When installing a new JDK, you must copy the JAR files from

C:\Program Files\Peregrine\oaa\external (or to the installation location you
specified) to the new JDK jre\lib\ext directory.

Tomcat and Apache do not automatically start after a UNIX upgrade.

Restart OAA by executing the command:
/usr/local/peregrine/bin/oaact! restart

WebSphere Portal Server issues

The following problems occur when using WebSphere Portal Server.
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Issue

Solution

Issue

Solution

Issue

Solution

Issue

Solution

The Web browser displays runtime errors when you view Get-Services inside
a WebSphere Portal Server page. This occurs with Internet Explorer version
5.50.4807.2300 SP2, but could also appear with other older browsers.

Upgrade to the latest version of your Web browser.

WebSphere Portal Server does not display the results of Get-Services form in
a new maximized window.

To see form results in a maximized window, maximize the WebSphere
portlet first, and then submit the form. The results display in the same
portlet.

If a user times out while in a maximized WebSphere Portal Server portlet,
clicking on any link returns the user to http://<server-name>/oaa/login.jsp
instead of the WebSphere Portal Server interface.

Change the default time out parameter.

There are various rendering errors when viewing Get-Services portlets in
WebSphere Portal Server when using Netscape 7.0 or Mozilla 1.0+. These
errors are due to a known Mozilla bug. See Bugzilla Bug 67903 for additional
details.

Use a supported version of Internet Explorer to view WebSphere Portal
Server portlets.

Sorting issues

Issue

Solution

After you perform a search, you can sort displayed records by clicking a
column heading once to sort in ascending order, and by clicking a second
time to sort in descending order. However, when using the P4 database as the
backend to ServiceCenter, you cannot sort displayed records by primary key
values in descending order. For example, for Incidents, the primary key field
is Incident number.

Sort displayed records by primary key fields only in ascending order.
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ServiceCenter performance issues

Many of the tasks that you perform in Get-Services trigger queries against
the ServiceCenter database. For example, when you log in to ServiceCenter
and check the status of tickets, a query such as the following is run against
the probsummary table in ServiceCenter:

(contact.name=<user.name> or opened.by=<user.name>) and
problem.status~="Closed"

If you notice that performance is slow, you can add a concatenated key to the
probsummary table to improve query performance. In this case, add a key
that includes the following fields in this order: contact.name, opened.by, and
problem.status.

For more information about adding keys to ServiceCenter tables, open the
ServiceCenter online help system and search on “keys.”
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Call—a request for service or information. In ServiceCenter, a call is a means
of establishing a line of communication with the service desk. A call report
or incident ticket can be generated from a call to the help desk.

Category—a classification of a group of calls or incidents. ServiceCenter
includes a series of default categories and administrators can create new
categories. You can specify default categories for Get-Services calls and
incidents in the Service Desk tab of the Peregrine Portal Admin Module.

Contact—the person who reports a problem or requests information. A
contact can be an internal customer (company employee) or an external
customer (a person outside the company).

Form—a ServiceCenter screen layout (or window) used to access, add,
change, and view records in a specific file, or used as part of the user
interaction in an application.

Help desk case—See call.

Help desk operator—the person who tracks and resolves problems. In
ServiceCenter, this person is also known as an operator or a coordinator.

Incident—any event that requires management beyond the standard
operation of the help desk and which causes or may cause an interruption
to or reduction in the quality of service.
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In ServiceCenter, incidents typically require resolution actions, unlike
calls. The difference between a call and an incident is the level of support
required for the resolution. This may be based upon the complexity of the
issue, number of individuals involved, or amount of work required.

Note: Incident and problem are terms that are used interchangeably in
the Get-Services interface. Incident Management is called Problem
Management in ServiceCenter versions prior to 4.x. Some parameters
in Incident Management use problem terminology because they are
mapped to problem tables in ServiceCenter when you use the
SCAdapter.

Problem—see Incident.

Problem Type — a type of incident. In ServiceCenter, problem type is a
subcategory of Product type, enabling a more specific categorization of a
problem for a particular product type. You can specify default problem
types for Get-Services calls and incidents in the Service Desk tab of the
Peregrine Portal Admin Module.

Product Type — a broad classification for devices, also known as device type.
In ServiceCenter, product type is a subcategory of subcategory. You can
specify default product types for Get-Services calls and incidents in the
Service Desk tab of the Peregrine Portal Admin Module.

Request—Also known as problem. See Incident.

Severity —indicates how pressing an incident is for the caller. In
ServiceCenter, severity level definitions are determined by an
administrator. Default severity levels are: 1 - Critical; 2 - Urgent, 3 -
Normal, 4 - Low, 5 - Very Low. You can specify default severity levels for
Get-Services calls and incidents in the Service Desk tab of the Peregrine
Portal Admin Module.

Site Category—the size of a site or campus location by number of users. In
ServiceCenter, this alters the way the site is supported and on-site
resources are allocated. Site category indicates the level of support
provided. You can specify site categories for Get-Services calls and
incidents in the Service Desk tab of the Peregrine Portal Admin Module.
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Subcategory—further defines a call or incident, based on the primary
category already selected. You can specify subcategories for Get-Services
calls and incidents in the Service Desk tab of the Peregrine Portal Admin
Module.
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contact, defined 231 help desk case, see call 231
Control Panel 150 help desk operator, defined 231
conventions, typographical 11
CSS files, editing 37 I
customer support 13 IBM Websphere portal 165
customizing icons, personalizing 66
drop-down list 79 importing personalized pages 83, 164
incident tickets 27
D incident, defined 231
deploying themes 34 Info button 167
document manager 23 Integrated Windows Authentication
document schema definitions. See schemas configuring 202
documentation, related 10 security 184
drop-down list, customizing 79 ISO character encoding. See character encoding
IT employee user role 26
E IT manager user role 26
Employee user role 26
event registration 179 J
exporting personalized pages 83, 164 JAAS
authentication 191
F login modules 192
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configuring 68 language
file attachment login 50, 153
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overview 180 MSIE 57
file attachment parameters 181 Netscape Navigator 58
form details 167 LDAP 184
form details, displaying 167 Lightweight Directory Access Protocol 184
Form Info, displaying 165 loadscript
form information, displaying 60 editing in schema subclasses 108
form, defined 231 local.xml file 148, 153
framesets, changing 42 log, form details 167
Logging 154
G file format 155
getit.admin user rights 148 file rollover 158
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overview 9 login language 50, 153
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M

message queues 162

message queues, displaying 162
monitoring user sessions 169
moving personalized pages 83, 164

(o)

overriding the login script 223
P

package.xml 107

parameters

file attachment 181

ServiceCenter securepassword 187
parameters, defining 153
parent change forms 175
password security 187
password, changing 169
passwords

protecting 184
Peregrine Portal

adding components 52

personalizing 52
Peregrine Portal, tailoring 33
Peregrine Systems customer support 13
Personalization

interface, described 65, 69

list of standard forms 64

settings 74
personalization

adding fields 75
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interface description 65
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settings 73

user rights 74
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removing 66
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moving 83, 164
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Portal components
Business View Authoring 82
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preXSL, form details 167
problem type, defined 232
problem, see also incident
product type, defined 232
public schemas
making schema subclasses visible 107

Q

queue status, displaying 163

R

read-only field 77

related documentation 10
related records details 176
request, see problem 232
required field 78

resetting the server 150

S
SCAdapter
configuration 159-161
description 31
overview 177
scalability
OAA 19
schema elements
129
schemas
defined 86

elements 118-136
extension folders 92
extensions 89-105
identifying schema used 90
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testing from a URL 22
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terminology 10
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deploying 34
tailoring 33
themes, changing 59

script input, form details 167
script output, form details 167
script status 162

script status, verifying 162

themes, creating 37

ticket reassignment 160
translating strings 44
typographical conventions 11

scripts
testing from a URL 21 U
Secure Sockets Layer 184 URL

securepassword parameter 187 querying scripts and schemas from 21
security user interface, Service Management 180
user registration 168
user rights

getit.admin 148
user rights, Personalization 73
user roles

Admin 26

Employee 26

alternate login authentication 223
user authentication 191
Windows Integrated Authentication 202
self-registration 168
server log 159
Service Desk tab 159
Service Management

enabling 161
user interface 180

ServiceCenter 72

adapter, see SCAdapter
performance 230

IT employee 26
IT manager 26
types 26

user session 167

user sessions, logging 169

tab 159 user.log file 169
Settings page 153
severity, defined 232 w
site category, defined 232 web archive (war) files 165
SSL 184 Websphere portal 165

string files
translating 45, 46
subcategory, defined 233
subdocuments
Configuring 69

T

tailoring themes 33
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changing the header graphic 35
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