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The SDC Guide

Introduction

This guide provides information on the installation, components, features, commands,
user interface, and usage of the HP OpenView Service Delivery Controller.

Audience

This guide is intended for system administrators, IT professionals, data center managers
and operators, and anyone using the HP OpenView Service Delivery Controller.

Chapters Summary

Chapter 1 — The SDC Guide, introduces the overall purpose and structure of the Service
Delivery Controller Guide.

Chapter 2 — About SDC, provides an overview of the HP OpenView Service Delivery
Controller product and its features.

Chapter 3 — Basic Concepts, describes the basic concepts involved in the HP OpenView
Service Delivery Controller product. Details include resource description, servers as a
resource, the Service Delivery Controller server description, and details of the features of
the product.

Chapter 4 — Using SDC, describes how to use the product. Details include how to launch
the Console, information on its command line, description of the solutions provided,
description of its administration tools, description of user roles and access control, jobs
and sub-jobs, logging and other operational parameters of the product.

Chapter 5 — Service Delivery Console, describes the HP OpenView Service Delivery
Controller graphical user interface, GUI.

Chapter 6 — Command Line Interface, describes the HP OpenView Service Delivery
Controller command line interface, CLI.
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Related Documents

Chapter 7 provides a glossary.

Related Documents

Refer to this site for additional information: htt p: // support . openvi ew. hp. com
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About SDC

Service Delivery Controller (SDC) provides the visibility and adaptability necessary to
synchronize a complex server resource environment with changing business needs.

SDC does this by:

e Simplifying the managing, upgrading, and reconfiguring of server systems

*  Requiring only minimal reconfiguration of any existing server infrastructure
e Maintaining transparency to end users

e Maintaining capability with existing system management software.

This enables flexible and successful management of complex corporate environments,
extending the lifecycle of the organization’s physical and software infrastructure.

SDC Overview

Installing SDC is the first step to a new world of system administration. SDC delivers
innovative Lifecycle Management capabilities for Windows File Servers that optimize an
organization’s server resource environment for a business advantage.

Utilizing a unique Intelligent Automation System, the SDC software automates common
workflows, incorporates best practices, and adapts infrastructure management
operations to the specific environment. Whether discovering, deploying, moving,
migrating, or consolidating server resources, SDC activates IT, delivering business
agility, and free infrastructure management to the organization.

SDC’s powerful workflows standardize repetitive, ad hoc, and error-prone operations,
improving the success of change and delivering reliable results. Pertinent settings and
configurations are captured and completely adapted to the new environment for error-
free, repeatable results.

Additionally, SDC encapsulates best practices into the operations it performs—actually
improving the quality of the infrastructure over time and creating an evolutionary effect
that optimizes for change and flexibility in the future.
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SDC Overview

SDC gets to work fast, installing right into your up-and-running environment, and
actually detecting the existing infrastructure. It heavily leverages both the newest
technologies available, like Microsoft’s Automated Deployment Services (ADS), and other
standard tools you rely upon.

Through its intuitive graphical user interface (GUI), SDC organizes the complexity of
server lifecycle management and file sharing services tasks, giving you instant access to
system resources, workflows, and status.

Whether the task is to utilize server capacity more efficiently, simplify server migration,
navigate business expansion or consolidation, or repurpose old servers gracefully, SDC
extends the lifecycle of the physical and software infrastructure.

SDC Features

SDC can manage the full breadth of your File Server Lifecycle Management tasks
through Discovery, Deployment, Migration, and Consolidation.

SDC automatically determines file servers of interest without the need for manual
intervention. It establishes server properties and a simple view of IT infrastructure
without time-consuming manual exploration of all the servers.

SDC deploys servers to participate in the IT environment, which includes adding and
configuring a new file sharing service with custom configurations based on templates,
and provisioning bare metal servers by leveraging Microsoft’s ADS. Additionally, the
product lifts file sharing service configurations from one machine and transports them to
another up—and-running machine. File shares can be moved from source to destination.
The product allows multi-share selection from a single source server, enabling share
splitting to several servers. Additionally, new file services can be added and configured
on an existing server based upon standard or customized templates.

SDC enables the movement of a file server’s key components from one machine to an-
other. During migration, all of the server data and relevant configuration—including
permissions and security, are moved from an existing system to a new system running
the same or a newer OS version. Consolidation allows SDC to move multiple source
servers to a single new or existing server. The consolidation includes optional server
name emulation to support existing users.

SDC has flexible administrative tools that work in your unique IT environment,
including share and directory conflict management, and provisioning for both graphical
and command line interfaces. Through employment of user role classifications and
privileges, SDC fine-tunes access to its features and capabilities to meet your
organization’s needs. Recording changes in operations is an important feature, and SDC
uses logging for job analysis and reporting.

Robustness is achieved in many ways, including the capability for operations to rollback
to their initial state when unanticipated errors occur. Scheduling provides flexible
managing of operation timing.

SDC integrates seamlessly with Microsoft’s Automated Deployment Services.

All of this is in a scalable, agentless architecture that is built upon the .NET Framework.
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About SDC

Managing Servers Today

Difficulties in managing an enterprise’s IT infrastructure include:

» Pace of vendor upgrades to hardware and software

e Speed with which business needs change

e Proliferation of server systems in an enterprise

* Need to provide end users with minimal disruption of their tasks

The client/server model was designed to relieve some of these difficulties by
concentrating high demand resources on easily managed servers. This was supposed to
eliminate the need to manage a large number of client systems, supply end users with a
transparent, stable environment, and provide support staff a simple model for visualizing
resources.

However, in modern enterprises, this advantage is often lost because of the large number
of server systems needed, and with the intense economic pressure to manage information
technology costs.

Thus, organizations can find themselves without a clear map of their own resources,
trying to manage each one of a large numbers of servers while attempting to keep head
count down.

The result can leave an enterprise's IT team choosing between a perpetual “fire-fighting”
mode, burdening end users with system configuration issues, or compromising system
stability.

The end result may be that server systems are often locked into an unwanted rigidity,
with the potential cost of changing a current infrastructure to meet new needs appearing
to outweigh any business gains.

SDC Features

SDC Software delivers the first part of a solution that dramatically in-creases the
flexibility with which existing and new set of servers can be managed.

SDC:

* Minimizes impact on existing systems
0 Little or no requirement for modification of existing server or client configuration
[0 Software that need not be installed directly on the servers SDC manages
[0 Use of a standard access model that works with existing configuration techniques
0 A minimal network impact

e Provides an uncomplicated interface
O Both graphical user interface and command-line access
[0 Information on the status of system resources

[0 Easy-to-use tools for scheduling and controlling administrative jobs
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SDC Features

e Presents a new model for server administration

O Conceptually separates server functionality from the underlying hardware
through emulation

[0 Treats available server resources on an equal footing — including the hardware
server

* Simplifies system administration tasks

[0 Automation of complex error-prone tasks, traditionally carried out manually,
including provisioning “bare metal machines” automatically with an operating
system and setting up file shares

O Precision checking when creating a job, saving time and preventing mistakes
0 Robust logging
e Reduces configuration and maintenance complexity
[0 Easily migrates machines to a newer operating system.
O Automatically consolidates several servers into one.
[0 Seamlessly moves, adds, or copies services such as public shares
e Uses current best of breed system management software
O Microsoft Internet Information Service® (IIS)
O Microsoft Distributed File System® (DFS)
[0 Microsoft Automatic Deployment Services® (ADS)

The SDC Model

SDC provides a high level view of a system of servers and automates the implementation
of system resource management — at the same time eliminating the need for ad hoc IT
processes.

e SDC uses, as basic components, one designated computer, called the SDC Server, to
manage a given group of servers, called the SDC Managed Servers.

e An object-oriented abstraction model is used to represent the features of the sys-tem
under management. These features are known as SDC Resources.

* System administration tasks are simplified by automated system querying, task
standardization, and the judicious use of network modification.

The SDC Server and SDC Managed Servers

Each group of servers to be administered by SDC — known as the SDC Managed Servers
— requires one dedicated machine called the SDC Server. This computer will manage the
Managed Servers' resources and interactions with clients.

The only computer that will need to have its software modified to support SDC is the
system that actually has SDC installed on it. Administrators running from the SDC
Server need only ensure the remaining servers have access to the SDC Server to perform
its function (see SDC Solutions and SDC Server in the Basic Concepts section).
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About SDC

In this way, an installation of SDC can make use of existing infrastructure and best
practices.

Once in place, the Server performs two basic functions:
e It handles the routing of resource requests from end users

e It can modify, move, copy, or remove services provided by members of the SDC
Managed Servers

Object Oriented Abstraction: Resources in SDC

Traditionally, in managing server systems, resources are narrowly defined as a provided
function — such as file shares that can be mounted, or databases that can be accessed —
and a detailed knowledge of how to locate and configure this function is a necessity to
administering them.

SDC uses an object-oriented model to reduce administrative complexity. Each type of
server function is presented as an object, or a SDC Resource.

Each SDC Resource has a set of specific “properties” that define its state, and a small
number of well-defined “methods” (operations) that act on it.

System administrators use these operations to select how to modify server sys-tem
functionality, and count on SDC software to properly implement the desired changes.

The SDC Resource extends traditional notions of server functions to include the
functionality of a server itself — independent of the hardware it runs on. This
conceptually separates the server object from any specific underlying hardware.

SDC simplifies movement of computing power or bandwidth within the Managed Servers
to support changing business needs.

See Resources in the Basic Concepts section of the SDC documentation).

SDC Access Control

In order to allow delegation of responsibility, SDC possesses distinct levels of access to its
controls and the resources it manages.

This access is managed by means of three distinct Domain Groups —
ServiceDeliveryAdministrators, ServiceDeliveryArchitects, and
ServiceDeliveryOperators — each with different levels of access to job design and control
functions.

By using the Domain Groups to manage this access, SDC is able to take advantage of
existing access control technology. In addition, these groups only allow access to SDC
functionality. An account's membership in SDC does not elevate its privilege across the
domain.

An added layer of access control to resources located on individual servers managed by
SDC is provided by local Group Policies. See SDC Access Control Model in the Using
SDC section online.
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Workflow Features

SDC provides a number of features designed to improve the workflow of system
administrators.

Server Emulation

When there is reconfiguration of server resources, such as a file share being migrated
from one machine to another, the Server can redirect traffic to the appropriate new
service provider.

This capability, referred to as Server Emulation, allows for the movement of resources as
disks fill up or bandwidth needs changing, without users needing to change habits,
shortcuts, or scripts. See Emulation in the Basic Concepts section of the documentation.

SDC Configuration Templates

In order to allow for the safe delegation of system administrator responsibilities, SDC
introduces the concept of the SDC Configuration Template.

A SDC administrator can create Configuration Templates containing de-tailed, standard
configurations of a managed resource. For instance, one might specify the default
permissions and configurations for different types of file shares allowed on a server.

SDC Operators make use of the Configuration Templates to perform operations. They are
allowed to set up and run a task — such as adding resources on the system — according to
predetermined best practices. See Configuration Template in the Basic Concepts section.

Discovery

In a rapidly changing environment, IT staff is often burdened by tracking additions and
changes to a system of servers. It is not uncommon for system resources to be
unnecessarily duplicated through accident and oversight.

SDC provides a Discovery mechanism to deal with this problem. SDC Discovery can

e Automatically detect changes on a regular basis in the system of servers managed by
a SDC Server

e Manually request a SDC Server to query the system of servers it manages

e Require a SDC Server to query a specific server under its management, to detect any
addition or modification of any resources that particular server manages.

In order to promote the availability of the servers managed by the SDC Server, Discovery
is optimized to:

e Minimize its impact on network resources, requiring only a few kilobytes of network
bandwidth per queried server

e Avoid loading the servers queried by Discovery, requiring only a few percent of that
system CPU, and only for a short time.

See Discovery in the Basic Concepts section of the documentation.

20



About SDC

Current Version High-Level Specifications

The current version of the SDC software has the following high-level specifications.

Hardware Specifications

SDC can manage server machines with Intel Pentium® or compatible central processing
units (CPUs). Support for other CPUs will be added in later versions of SDC.

Operation System Specifications
SDC Version can manage servers running the following Microsoft® Windows® operating
systems:
*  Windows NT 4.0 Server® (Standard and Enterprise editions)
e Windows 2000 Server® (Server, Advanced, and Datacenter releases)
e Windows .NET Server® (Standard, Enterprise, Datacenter, and Web releases)

Support for other operating systems will be added in later versions.

Language Specifications

The current version of SDC works with the US English versions of the Windows
operating systems, although Unicode support is built into the product. Later versions will
fully support diverse international operating system editions.

Server Specifications

The current version of SDC supports up to 1,000 servers, all of which must be in the
same Windows domain.

Task Specifications

The current version of the SDC Server is capable of the following:
e Can manage up to 100 top-level jobs

e 10 of these top-level jobs may run concurrently

e Each top-level job may spawn up to 255 subsidiary jobs.

* At any point in time, the total number of top-level and subsidiary jobs running or
scheduled cannot exceed 1,000

See the Installation Requirements (for a SDC Server) section of the Getting Started
document available on the SDC media and on the installation directory.
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Basic Concepts

By design, use of SDC requires only modest additions to traditional conceptual models
for the administration of systems of servers.

SDC adds only a limited number of basic concepts to the lexicon of system
administration:

*  Resources

*  SDC Server

e« SDC Managed Servers

»  SDC Solutions

*  Emulation

* Discovery

*  Configuration Templates

e Automated Deployment Service (ADS)

More detailed information about how these concepts are used can be found in the Using
SDC section.

Commands used to work with these concepts can be found in the SDC Console Reference
Guide and the Command Line Interface Reference Guide sections.

Resources

In the SDC conceptual framework, a resource can be any functionality available on a
network.

Those functionalities managed by SDC are known as SDC Resources.

A SDC Resource is object-oriented, independent of hardware device, and operating sys-
tem agnostic.
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Resources

Currently SDC manages file-sharing services (shares) as Re-sources
through the File Sharing Services, and Servers through the Server-
) Lifecycle Management Solution.

In future releases this definition will extend beyond the Server-Lifecycle
Management and the File-Services Management Solutions.

Object Orientation

A SDC Resource is object-oriented in that it is identified by SDC (manually or by the
Discovery process) as an instance of a class of entities with well-defined properties and
operations (methods).

For example, a file share path would be a property for a given File-Services Resource,
and the Deploy File Share Services, Consolidate File Share Services and Migrate File
Share Services operations would be available to manipulate it.

It should be noted that a Resource (such as a file share) can either be created by a SDC
Server, or by traditional means.

For instance, a File Share Services Resource can be instantiated because:
e SDC created it with a Deploy File Share Services operation.

e A file share existed on one or more systems managed by SDC (the SDC Managed
Servers) prior to the installation of SDC.

e A file share was created manually using standard Windows operations.

The only potential difference between these three modes of creating a Resource is when
the SDC Server becomes aware of the new Resource.

If the SDC Server creates the Resource with a Deploy File Share Services operation, it is
aware of it upon creation. Otherwise, the SDC Server becomes aware of it when a
Discovery operation runs.

In the File Sharing Services Solution case, using a Deploy or a Migrate File Share
Services operation to create or modify a file share hides the complexity of creating file
shares, moving data between machines and setting permissions.

Similarly, for the Server-Lifecycle Management Solution, using Deploy Server presents a
well-defined set of configurations for a new server instance and takes care of setting
permissions and access rules, while the Migrate Server and Consolidate Server
operations move functionality across systems transparently.

Hardware Independence

A direct result of their Object Oriented design is that SDC Resources can be treated as
hardware-independent.

A functionality’s underlying dependencies on machine, machine operating system, and
related issues are hidden by the presentation of the Resource as an object and its control
through operations and properties.
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Basic Concepts

For instance, the act of moving file shares between supported versions of Microsoft®
Windows® (and in later releases, other operating systems as well) will appear the same
to an administrator regardless of the operating systems or hardware of the source and
destination machines.

This encapsulation is particularly robust, as the notion of the server itself is treated as a
resource.

Servers as Resources

SDC abstracts the notion of a server from any particular hardware that supports it.

From the point of view of end-users, it is not significant that a specific machine performs
a specific task (acts as a server), but it is significant that a certain functionality is avail-
able within the SDC Managed Servers (set servers managed by the SDC Server).

Under the SDC model, a server itself is an object, which is managed by the Server-
Lifecycle Management Solution.

The SDC Server object, with the support operations (methods) Deploy Server, Migrate
Server and Consolidate Server, treats the providers of other resources (such as File
Share Services) as resources themselves.

This provides complementary views of the same functionalities. For instance, if a server
possesses a number of File Share Services Resources (file shares) one can either:

e Work with each individual File Share Service Resource object — for instance a file
share moving them from one system to another system using the Migrate File Share
Services operation.

Or,

e Treat all the File Share Services as a Server Resource, which itself is moved from
system to system using the Migrate Service operation.

Practically, this means that all the file shares could be moved from one system to an-
other either by moving each file share or by moving the server.

As more services are supported by SDC, this will al-low administrators to
) easily decide — in close to real time — which system should contain which
services and reconfigure to meet system load.

The Consolidate Server and Migrate Server operations allow the mixing and matching of
services and hardware.

Historically, actions at the level of servers have entailed significant IT department
overhead in order to avoid configuration problems. But the encapsulation of Service
functionality provided by SDC insulates administrators from many of the more onerous
de-tails of the server manipulations — enabling system designers to consider
modifications more freely than before.

This extension of the concept of resources leaves open the possibility that whole ranges of
IT functionality can be included as units within future releases of SDC.
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SDC Server

SDC Server

The SDC Server is the dedicated hardware system on which SDC software is loaded and
from which SDC runs.

To minimize SDC's impact on running systems, the SDC Server is the only machine in
the set of SDC Managed Servers that will need to:

e Have any new software installed.
e Provide significant cycles in support of SDC operations.

The SDC Server should not run any services not associated with SDC. It will need to run
both Microsoft's Internet Information Service and SQL Server (see Installation
Requirements for a SDC Server in the SDC Getting Started documentation).

While running SDC, the SDC Server:

e Runs the Discovery mechanism, querying the other members of the SDC Man-aged
Servers about the Service provided.

e Maintains SDC state information, including lists of known hardware systems, and
SDC Resources and Services.

e Provides a control point for managing SDC through a web interface pointed at its IIS
server.

e Acts as controller for SDC jobs.

SDC Server & the Network

The SDC Server software is designed to have minimal impact on the network it manages.
This is accomplished in the following ways:

e SDC Administration is managed by a lightweight web-based connection to the SDC
Server, requiring little network traffic.

e SDC Server query operations (Discovery) require very little bandwidth.

*  The redirection requests to a Resource (Emulation) that a SDC Server can implement
are not done by an active manipulation of network traffic but by a modification of the
network configuration.

e Once a job running on SDC Managed Servers has completed, a SDC Server make no
unusual demands on the system.

In order to prevent other systems from degrading the SDC Server's performance, the
system housing the SDC Server should not provide any other service.

SDC Managed Servers

The SDC Managed Servers is the collection of systems providing functionality to end-
users and is managed by SDC software running on the SDC Server.

An implementation running SDC consists of one or more servers, which make up the
SDC Managed Servers; and one additional machine, the SDC Server.
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Currently all members of the SDC Managed Servers must be members of
) the same Windows domain. However, there is no restriction on the number
of domains which can be managed by different SDC Servers.

No Change for Existing Configuration

It is important to point out that there is no need to install any software or make any
configuration changes to an existing group of servers to make them into the set of SDC
Managed Servers.

In addition, there is no change in the syntax used to access functionality after the
introduction of SDC.

For instance, the file share Documents from the server FileSharel can be accessed using
a path of \\ Fi | eShar e1\ Docunent s before and after SDC installation.

Although it is not a best practice, manual creation of new file shares and the manual
addition of new machines to the set of SDC Managed Servers is permitted. These
changes will be detected by SDC's Discovery mechanism.

However, such manual installation should be unnecessary as administrators can use
SDC to perform these tasks more readily than they could by hand.

SDC Managed Servers Access

User ID's that are members of the ServiceDeliveryAdministrators,
ServiceDeliveryOperators, and ServiceDeliveryArchitects groups in the Windows domain
containing the managing SDC Server must have enough access to perform operations on
the members of the SDC Managed Servers.

For instance, a ServiceDeliveryAdministrators user still needs privilege to perform
operations such as moving files, creating file shares, and setting permissions on SDC
Managed Servers members.

Adding a member of the SDC groups to a system's local Administrators group in fact
constitutes virtually the only modification which might be required of members of the
SDC Managed Servers. (See SDC Access Control Model in the Using SDC section of the
SDC documentation).

SDC Solutions

SDC Solutions provide a way of managing all related functionality across a system of
servers managed by a SDC Server (the SDC Managed Servers).

It enables system administrators to avoid the ad hoc server-by-server management of a
given functionality across a system of machines.
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SDC Solutions

A Single Point of Control

A SDC Solution manages all instances of a given SDC Resource across the set of SDC
Managed Servers.

For example, all file shares managed by SDC are part of and visible in the File Sharing
Services Management Solution. An administrator can then evaluate where and how to
move or set up new file shares by looking at the system as a whole.

Similarly, the Server-Lifecycle Management Solution discloses the make up of the cluster
in terms of operating system versions, disk space, and whether a given member of the
SDC Managed Servers is participating in a SDC Solution.

SDC currently supports two Solutions: Server Lifecycle Management
Solution and File Sharing Services Management. Users of future releases
of SDC can expect to see more Solutions supported.

Regardless of the number of services available, any particular SDC Solution provides
users with a unified view of all related Resources available through the set of SDC
Managed Servers.

Solution Functionality

In addition to providing a unified view of all instances of systems providing a given
functionality, the SDC Solutions model allows for more detailed control of disposition of
resources.

Every Solution allows system administrators to move the servers providing that resource
between the various hardware systems within the set of SDC Managed Servers.

In addition, through SDC Templates, default or required settings for new instances of a
SDC Resource can be maintained system-wide.

In the SDC model, every Solution is an object, possessing properties (information about
the underlying resources being managed), and operations (methods) -- (the tasks that can
be performed on an instance of the Solution).

For instance, the File Sharing Service Management Solution has as properties all the file
shares Discovered on the system, and as operations the Deploy File Share Services and
Migrate File Share Services command. (See the discussion of File Share Services in the
Using SDC section of the SDC documentation for detailed information on the Solution.)

The Server-Lifecycle Management Solution has as properties the hardware configuration
of each of the SDC Managed Servers members, their operating system configuration, and
the Solutions they run. The Solutions operations would then be Deploy Server, Migrate
Server, and Consolidate Server. (See the discussion of ServerLifecycle Management
Service in the Using SDC section of the SDC documentation for detailed information on
the Solution.)

Server Inter-relations

Solutions are not conceived of as completely separate entities and can provide
complementary operations for viewing the same resource.
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This is most apparent in the case of the Server-Lifecycle Management Solution. This
Solution manages servers themselves as a resource. By manipulating a Solution through
the Server-Lifecycle Management Solution, that Solution's functionality can be managed.

For instance, the Server-Lifecycle Management Solution can move a File Share Service
from one SDC Managed Servers member to another — which is effectively the same as the
Migrate File Share Services command.

The distinction between the two views is that the Server Lifecycle Management Solution
maintains a full view of all services on all nodes of the set of SDC Managed Servers, and
that making changes to server members can then be fully informed.

Emulation

Simply making the movement of functionality between different machines easier does
not give system administrators the tools necessary to reconfigure server systems without
disrupting end users.

If server names and locations are updated following a reconfiguration, users of a given
functionality will need to be notified about the changes and must update their work
environments. Frequently, this updating requires explicit direction or intervention on the
part of the IT staff.

SDC's Emulation mechanism provides administrators the option of avoiding this
disruption.

System Effects

When SDC relocates a Service and Emulation has been enabled, the SDC Server can not
only move data and configuration information from a machine currently hosting a
Service (the source server) to the Service's new home (the destination server), but as an
option SDC can transparently modify network settings so that:

e The destination server responds to requests directed both to it and to the source
server.

e The source server is renamed and no longer responds to its original name.

The IT professional using SDC to relocate a server does not have to become directly
involved in the minutiae of network and server reconfiguration to maintain
transparency.

Implementation and Properties

Emulation is implemented by modifying network settings to effectively change the
mapping between machines human-readable names and their absolute network
addresses. As such, SDC Emulation does not maintain state information about the
location of Services; instead it remaps network paths to machines.

This means that not all resources can be Emulated, only those Services whose definition
contains a specific machine name may be Emulated.
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Discovery

However, SDC respects and supports other mechanisms for maintaining transparency,
such as DF'S, which can be used to present users with an invariant environment.

For detailed information about using this technology, see the discussion of Emulation in
the Using SDC section.

Discovery

A SDC Server maintains information about the configuration of resources across all SDC
Managed Servers in its database (repository).

Any modification using SDC administrative tools to a member of the SDC Managed
Servers automatically updates the SDC Server's database.

The SDC Discovery mechanism keeps information current against other configuration
changes by:

* Finding all existing Resources at initial setup within a set of SDC Man-aged Servers.

* Detecting any updates at periodic intervals to configurations made out-side of SDC
administrative interfaces.

Types of Discovery

Information about modifications to the Resources on a set of SDC Managed Servers
through the SDC management interfaces is automatically recorded in the SDC database.

SDC operations which modify or add SDC Resources (such as Server-Lifecycle
Management Solution Deploy Server or Deploy File Share Services operation)
automatically up-date the database and do not require an explicit Discovery operation.

For detailed information about Discovery, see the discussion of Discovery in the Using
SDC section.

Modification that does not automatically update the SDC management databases (for
instance the manual removal of a file share) is detected either by the periodic Discovery
or by a user initiated Discovery. The latter can be either Domain or Server Discovery.

Domain Discovery

When performing a Domain Discovery operation, the SDC Server surveys members of the
SDC Managed Servers. The SDC Server records the current network configuration of the
systems it manages and the functionality they provide.

Domain Discovery is typically run on installation, and then on a regularly scheduled
basis. They may also be started manually.

Domain level discovery, by default, maintains a history about the set of SDC Managed
Servers it scans.

This is done so that temporary perturbations to the system configuration (such as a
machine being temporarily off line) do not unduly affect the Discovered information.
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So, for instance, if a machine has been recorded as part of the set of SDC Man-aged
Servers in the last 48 hours, it is not removed from the list of SDC Managed Servers, but
merely marked as off-line.

This history can be over-ridden as a setting of a manual Domain Discovery operation.

For more information on Domain Discovery, see the discussion of Domain Discovery in
the Using SDC section.

Server Discovery

Server Discovery is useful in supporting well-defined modifications of the SDC Managed
Servers (for instance, the addition of a new hardware system).

Rather than wait for a scheduled Discovery operation, or take the time and re-sources to
rescan the entire system, a system administrator can 'direct' SDC to Discover the
changes on one particular system.

For more information on Domain Discovery, see the discussion of Server Discovery in the
Using SDC section.

Configuration Templates

SDC uses a Configuration Template mechanism to encapsulate best practices or
standards for various operations.

For instance, an organization may have explicit guidelines as to how to configure shares
to support scratch areas, source code repositories, and user partitions, or a standard set
of file shares with which to configure all new servers.

ServiceDeliveryAdministrators can define a template consisting of prototype entries with
well-defined sets of permissions, settings, naming conventions and so forth.

This ensures that new Resources added to the system meet all appropriate standards.

Although members of any SDC group can use a template to configure new resources, only
members of the ServiceDeliveryAdministrators can configure templates.

Configuration Template Content

SDC supports only one defined Configuration Template for each SDC Solution.

For instance, ServiceDeliveryAdministrators may construct one (and only one)
Configuration Template for File Sharing Services operations and one (and only one)
Configuration Template for Server-Lifecycle Management Solution operations.

Configuration Templates consist of one or more prototype entities which can be used to
configure new Resources.

For instance, the Server Lifecycle Management Solution may contain several prototype
file shares. When Deploying a new Service, a SDC user (who can be a member of the
ServiceDeliveryOperators or ServiceDeliveryArchitects groups) chooses those prototypes
that are useful to define file shares on the new server.
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Types of Templates

Any SDC Solution can have a Configuration Template defined for it. Some operations
(such as the Server-Lifecycle Management Solution Deploy Server operation) will require
the definition of a template.

The number and accessibility of the prototypes available from a given Configuration
Template is particular to a given service.

See Configuration Templates in the Using SDC section online for more information on
how to use Configuration Templates.

Automated Deployment Service (ADS)

Certain of SDC's operations can involve the installation and configuration of versions of
the operating system running on SDC Managed Servers.

To support these operations in a Windows environment, SDC makes use of Microsoft's
Automated Deployment Service (ADS) if available (see ADS Software Installation in the
SDC Getting Started documentation).

ADS is a powerful software tool designed to provide remote and automated operating
system deployment, configuration, maintenance, and management of servers.

For the convenience of the SDC user, SDC provides an interface to configure and use
those basic ADS functionalities it uses.

To effectively employ ADS, a SDC user must be familiar with three of its basic concepts:
ADS Devices, ADS Images, and ADS Parameters.

ADS Devices

In the context of SDC usage, ADS Devices are those servers within the set of SDC Man-
aged Servers managed by ADS.

Any resource, including servers, available within a Windows domain supporting the
BIOS level Pre-Boot eXecution Environment (PXE) can also be available at boot time for
management by ADS. ADS can be configured to manage some, all, or none of these
systems.

In addition to PXE support, if ADS is to fully manage a SDC Managed Server that
system will need to have ADS client software installed on it.

Systems without this software installed are manageable by ADS only during boot.

A PXE-enabled SDC Managed Server is said to have been added as an ADS device when
ADS assumes management of it during boot.

When a server has ADS client software installed on it, and can be managed by ADS at all
times, it is said to be a Registered ADS Device.
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All SDC Managed Servers whose operating systems were installed by ADS through a
SDC interface will have the ADS client software in place, and are therefore Registered.
See the discussion Managing ADS Devices in the Using SDC section of the SDC
documentation for more information.

When implementing certain SDC Operations (such as the Deploy Servers operation),
users can refer to a SDC Managed Server by either its standard Windows domain name,
or by its ADS device name, depending on whether the system is to be provisioned or not.

If a supporting operation is performed on a Registered SDC Managed Server accessed by
its ADS Device name, it will be provisioned. If access by its Windows name, or if the
system is not registered, it will not be.

ADS Images

When an ADS device is provisioned, it installs a predefined operating system
configuration. This configuration contains not only the version of the operating system to
be installed, but other configuration settings such as server role, user access, and
whether certain functionality is enabled.

These predefined configurations are known as ADS images.

ADS images provide examples of standard configurations to base installs upon. For
instance, a site might choose to have captured images compatible with best practices for
a SQL server, a file server, and an IIS server. Users would use these to guide them when
installing new instances of these functionalities.

ADS images are defined by 'capturing' information from an existing systems
configuration. ADS provides a general mechanism for this capture.

For an image to be useful when used with a SDC operation, its capture must be
conducted in a specific manner. SDC provides an interface for doing this easily and
effectively (see the discussion Capturing ADS Images in the Using SDC section of the
SDC documentation).

ADS Parameters

An ADS Image cannot contain all the information necessary for provisioning an ADS
device. Certain data (such as the device's name or licensing information) is unique to
each system installed and must be input by the ADS user during provisioning.

These data are referred to as ADS parameters and are parameters that must be entered
by users.

When ADS is used in conjunction with SDC, the SDC interfaces manage the definition
and use of ADS parameters for users (see Setting Up ADS Parameters in the Using SDC
section of the SDC documentation).
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Using SDC

This section of the SDC™ documentation explains the usage of SDC's main
components, technology and related software.

Commands to work with these components can be found in the Console Reference
Guide and the Command Line Interface Reference Guide sections of the SDC
documentation.

The topics covered include:

SDC Administration Tools

Access Control Model

Jobs and Operations

SDC Solutions

0 File Sharing Services Management Solution
0 Server-Lifecycle Management Solution
Configuration Templates

Emulation

Discovery

Logging

Working the Third Party Software

0 Windows File Systems

0 Automated Deployment Services (ADS)

0 Microsoft Distributed File System (DFS)

0 Microsoft Networking and Active Directory

Support and Technical Assistance
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SDC Administration Tools

There are two interfaces to the SDC system: a graphical user interface known as the
SDC WebConsole, referred to as the SDC Console or simply Console in this
document; and a shell-level interface known as the SDC Command Line Interface or
CLI.

SDC Console

The SDC Console graphical user interface is supported by an instance of the
Microsoft Internet Information Service (IIS) running on the SDC Server and accessed
through Internet Explorer.

The SDC Console is invoked by opening the URL:
http:// Servi ceDeliveryServer/hpsd/ WebConsol e

where Ser vi ceDel i ver ySer ver is either the IP address or a fully qualified
internet name of the SDC Server, or by clicking the WebConsol e command under the
SDC section of the Windows start menu.

The SDC security mechanism, which is based on standard Windows security,
manages access to the SDC Console.

For detailed information on the SDC Console see the SDC Console Reference Guide
section of the SDC documentation.

SDC Command Line Interface

The SDC Command Line Interface can be used from a Windows Command Prompt
Window opened on the SDC Server.

Any server with the NET Framework and network access to the Server may have
the Command Line Interface installed on it.

For detailed information on the Command Line Interface see the SDC Command
Line Interface Guide section of the SDC documentation.

Running the Command Line Interface on the SDC Server

To run the SDC Command Line Interface on a SDC Server, a user can open such a
window by logging on to the SDC Server console, or by opening a remote session on
the SDC Server. Remote sessions can be opened using Microsoft Remote Desktop®
and Microsoft Terminal Services® or similar services.

Users running the SDC Command Line Interface on the SDC Server must have the
directory C: \ Program Fi | es\ HP\ Servi ceDel i very in their path, assuming that
SDC has been installed in the C: \ Progr am Fi | es\ directory, to invoke the
Command Line Interface console executable cao. exe.
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Running the Command Line Interface on a Remote System

To run the SDC Command Line Interface on a remote system, a SDC user must first
install a supporting version of the SDC Command Line Interface on their system.
For a remote system to support the SDC Command Line Interface it must:

e Have Microsoft .NET Framework 1.1 installed.

e Run a version of Windows supporting .NET Framework 1.1 (Window 2000 or
later).

The remote version of the Command Line Interface can be installed by selecting the
Tools command from Administrative interface of the graphical SDC Console.

The SDC Console provides a CAB file containing the Command Line Interface.
Unpack the CAB file into any directory. This directory must be added in the path.

With these steps completed, the Command Line Interface is ready for use on a
remote system.

Access Control Model

SDC uses standard Windows® security features to control access to the SDC
Managed Servers.

As implemented, the access control model has the following components:
e SDC Domain Groups

e Managed Servers Resources Access Control

SDC Domain Groups

The SDC administrative interfaces (SDC Console and the SDC Command-Line
Interface) determine which commands can be accessed on the basis of each user's
membership in at least one of the three Service Delivery domain groups:

e ServiceDeliveryAdministrators
e ServiceDeliveryArchitects

e ServiceDeliveryOperators

SDC User Roles and Privileges

SDC has three groups (classes) of users: Administrators, Architects and Operators.
Their privileges, such as access to solutions, operations, job creation, deletion, and
other operational parameters, are determined by group membership. The
Administrators group is the most privileged group; it can perform actions available
only to Administrators and those actions available to Architects and Operators. The
next group, Architects, has all the privileges of the Operators group, with the
additional ability of being to control their own jobs. The Operators group is the least
privileged group.
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SDCAdministrators

Windows Domain Group Name: ServiceDeliveryAdministrators

ServiceDeliveryAdministrators are the most privileged SDC users. They can perform
all operations, and they can control both their own and other users SDC jobs.

When using the SDC graphical interface, SDC Console, members of the
ServiceDeliveryAdministrators group have access to:

e Job control through the Monitor Interface
e Service management through the Manage Interface Commands
e System management through the Administration Interface

Through the Command Line Interface, ServiceDeliveryAdministrators have access to
the:

e System management through the Command Line Interface Administrative Tools

*  Management of SDC solutions through Command Line Interface interfaces such
as the File Sharing Services Management and Server-Lifecycle Management
Tools

ServiceDeliveryArchitects

Windows Domain Group Name: ServiceDeliveryArchitects

ServiceDeliveryArchitects have strong privileges in the areas of job design, and
process definition. However their privileges are not as extensive as Administrators.
They can control only their own and not other user’s jobs.

When using the SDC graphical interface, SDC Console, members of the
ServiceDeliveryArchitects group have access to:

e Job control through the Monitor Interface.
e Service management through the Manage Interface Commands.

Through the Command Line Interface, ServiceDeliveryArchitects have access to
management of SDC solutions through Command Line Interface interfaces such as
the File Sharing Services Management and Server-Lifecycle Management Tools.

) For the current release of SDC the functionality of the HPArchitects group
is not exposed.

ServiceDeliveryOperators

Windows Domain Group Name: ServiceDeliveryOperators

ServiceDeliveryOperators are tasked with the day-to-day aspect of running SDC. As
such they do not have access to changes affecting the SDC system as a whole, such as
process definition. They can control their jobs but not those of other users.

When using the SDC graphical interface, SDC Console, members of the
ServiceDeliveryOperators group have access to:

e Job control through the Monitor Interface
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e Service management through the Manage Interface Commands

Through the Command Line Interface, ServiceDeliveryOperators have access to
management of SDC solutions through Command Line Interface interfaces such as
the File Sharing Services Management and Server-Lifecycle Management Tools.

Administering SDC Groups

During installation SDC only makes two modifications to a domain's group and user
structure.

»  SDC automatically creates the three SDC domain groups upon installation.

» It automatically adds the account under which SDC Services are to run to the
ServiceDeliveryAdministrators group (this is the account used to setup SDC).

See the discussion of Running SDC Setup in the SDC Getting Started
documentation.

Beyond that, SDC does not itself create, remove, modify or change the security access
of user accounts.

Accounts are created or added to a particular SDC through standard Windows
domain management features such as Active Directory.

SDC does not provide an interface for managing SDC user accounts.

Managed Servers Resources Access Control

Because SDC Jobs run under the user credentials of the individual who initiated
them, SDC domain groups provide a mechanism for managing access to SDC
commands, but not to SDC Managed Server resources.

This means that the user issuing the SDC Job request has to have sufficient
privileges on systems they are working with.

For instance, the SDC administrative interfaces (SDC Console or Command Line
Interface) allow a member in the ServiceDeliveryOperators group to issue a
Consolidate File Sharing Services command.

But if the command is to execute properly — that is to read all files from the source
machine, create a file share on and write files to the destination machine — it needs
the appropriate permissions on the source and destination machines.

To ensure that all files on the source can be read (regardless of their security setting)
and to be able to create and preserve permissions at the destination, even though a
SDC user is a member of the ServiceDeliveryOperators group, they must:

e Have an account on both machines.
e Have Local Administrator privileges on both machines.

There are a number of ways a SDC user can obtain particular privileges (such as
Local Administrator privileges) on SDC Managed Servers, including:

e Accounts on the SDC Managed Servers can be explicitly added to the appropriate
group on each system (for instance be added to the local Administrators group).
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e The SDC Domain level group the SDC server is a member of can be explicitly
added to the appropriate group on each system (for instance the local
Administrators group) on each SDC Managed Server.

*  The SDC Domain level group the SDC user is a member of can be explicitly
added to a powerful enough Domain group (such as the Domain Admins group).

To determine which local permissions are necessary to perform a given SDC
Operation, see the detailed descriptions of the various Operations found in the SDC
Solutions section.

Jobs and Operations

Each SDC Solution provides one or more Operations (such the Deploy, Migrate, and
Consolidate functionality of the File Sharing Services Management Solution) for
controlling SDC Managed Servers (see the discussion SDC Solutions in this section
for information about all available Solutions).

A SDC Job is a specific instance implementing one of a particular Solution's
Operations: each time a user invokes the File Sharing Services Management Solution
Deploy Operation, at new SDC Job is created.

Managing SDC Jobs involves working with:
e Creating and Running Jobs

+ Job Status

e Job Options

¢ Resource Control

* Jobs Control

e Sub Jobs

Creating and Running Jobs

Users create jobs from either the SDC Console Manage Interface (using the New
command) or from a command console window by issuing a command under one of
Command Line Interface Solution categories.

Both the Command Line Interface and SDC Console administrative interfaces
validate job requests against a user's membership in one of the three SDC domain
level groups (ServiceDeliveryAdministrators, ServiceDeliveryArchitects, and
ServiceDeliveryOperators).

If a user is not a member of a SDC group required for a given operation, the job will
not be submitted. See the SDC Access Control Model.

Job Execution Modes

There are several SDC Job execution modes:

e SDC Jobs may be scheduled to run at a later date or set to run immediately.
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* Jobs generated by the SDC Console execute asynchronously, for example, control
returns to the SDC Console immediately upon its submission.

* Jobs initiated by the Command Line Interface, by default, execute synchronously,
for example, control returns to console window upon job completion (not
submission). These jobs have the option to execute asynchronously. See the
Command Line Interface Reference Guide section for more details.

Multiple jobs can be created — either by repeated use of the SDC Console or by
opening a new command console window and issuing a new Command Line Interface
command. The SDC Server handles the scheduling of these jobs.

Scheduling and Resources

SDC Jobs may be created and run immediately, or can be scheduled for later
execution.

Scheduling is typically done through the Job Information Window used to implement
a particular operation as a SDC Job when using the Console or through the command
parameter | obst art available for those commands that create jobs using the
Command Line Interface.

The SDC interface — typically Source and Destination Windows when using the SDC
Console interface or the command parameters (sr cserver, dest server, ortarget)
available for the commands when using the Command Line Interface — displays
resources currently available for use in any given SDC operation and permits their
selection.

When scheduling a job, only resources currently known to SDC can be displayed, and
a scheduled job is constructed on that basis.

An Operation uses the resource as it exists when a job actually runs, not when the
job was scheduled.

It is therefore possible — and may even be desirable in certain cases — to modify the
resource up until the scheduled time of the SDC Jobs' execution.

For instance, the SDC interfaces may indicate that certain resources are unavailable
when the SDC Jobs is scheduled.

These resources can be used when scheduling a job, if steps are taken to make them
available by the time the SDC Jobs actually executes.

Conversely, resources must be available at the time of the SDC Jobs' execution for it
to succeed.

Accessing Resources

SDC Jobs run under the credentials of the individual who initiated them.

Therefore, for a SDC Job to work on a particular SDC Managed Server, its author
must have a valid and appropriate login on that server.

A Job's access privileges to resources on a particular SDC Managed Server are the
same as access privileges on that system of the user who initiated the SDC Job.

For instance, if a SDC Job requires the creation of files on one of the Managed
Servers, the user who initiates that job must have write access on that system.
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Verification of resource access to the Managed Servers is performed at execution
time. It is the user's responsibility to make sure they have sufficient access to SDC
Managed Servers' resources. However, this verification takes place at execution time.
If sufficient privileges are not supplied the job will fail.

Job Naming

“User friendly” identities are required when creating any Job.
Job names must:

e Contain only characters valid for a Windows 2000 file name.
»  Contain no more than 255 characters.

e Job names need not be unique.

In addition, a user can add a description of any Job, providing more information
about the purpose of the task. Note that job descriptions are not required.

However, on a system with numerous SDC users, it is strongly recommended that
clearly identifiable names and descriptions always be used.

Specifying Job Names and Descriptions

When using the SDC Console (the SDC administrative Graphical User Interface), the
Job Info Window prompts users to specify Job Names and Description. See the
Command Console Reference Guide section of the SDC documentation for more
information.

SDC Command Line Interface commands typically specify Job name and descriptions
through their arguments. For more information on how specify description and Job
name through a specific SDC Command Line Interface command see the Command
Line Interface Reference Guide section of the SDC documentation.

Viewing Job Names and Descriptions

Job information is provided by the Monitor interface of the SDC Console Graphical
User Interface (GUI) or through the | i stj obs, or | i st myj obs commands via
command interface of SDC.

Job IDs

Since SDC allows Jobs with the same name, it uses an internal tracking mechanism
— Job IDs — to provide unambiguous identification of running jobs.

The Monitor Interface of the SDC Console does not provide access to this
information.

However, as this information is useful in scripting, the SDC Command Line Interface
can access and use this information.

See the discussion of Administrative Tools in the Command Line Interface Reference
Guide section of the SDC documentation for details on how to control jobs from the
command line or from a batch file.
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SDC Jobs are managed through the Monitor Interface of the SDC Console (the SDC
graphical user interface) or the Administrative Tools within the Command Line

Interface.

The SDC system monitoring tools display a job as being in one of the following states:

Status

Meaning

Success

Success with Errors

Success with Warnings

Failed

Running

Stopped

Cleaning Up

Scheduled

Waiting

Paused

The job completed successfully.Information about the
job will be available to SDC until it is removed with
the Delete command.

The job completed successfully but with errors.Used
by jobs submitted with the Continue On Errors option
enabled.Information about the job will be available to
SDC until it is removed with the Delete command.:

The job completed successfully but with
warnings.Information about the job will be available
to SDC until it is removed with the Delete command.

The job has completed and failed.Information about
the job appears red.Information about the job will be
available to SDC until it is removed with the Delete
command.

The job is currently running.A job in this state may
be Paused by appropriate SDC users

The job was terminated by a user.Information about
the job will be available to SDC until it is removed
with the Delete command.

The job has finished its operations and is in the
process of cleaning up and possibly rolling back
changes prior to finishing.

The job is scheduled to run.Jobs may be rescheduled
with the Reschedule command and de-scheduled by
use of the Delete command.

The administrative tool is waiting for an update on
information about the job.

The job has been paused, no longer performing any
operations.The job can be restarted by use of the
Resume command.
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Information about Jobs will continue to be held by SDC and therefore be presented
by the SDC system monitoring tools after they finish.

To free the SDC Console Monitor Interface display of information about a particular
SDC Job requires using the delete command available under the Monitor Interface
from the graphical SDC Console, or the Command Line Interface's del et ej ob
command.

The log files of jobs that have been deleted are removed from the system (see the
discussion of Logging in this section of the SDC documentation).

Job Options

SDC Jobs may be submitted with one or more options.
These are:

*  Continue On Errors

e Delete Destination If Already Exists

*  Emulate Source On Destination

e Copy Security Settings

e Take Ownership of Restricted Files

Options may be either:

e Absolute — The SDC server attempts to implement them regardless of
circumstance.

e Advisory — The SDC server attempts to implement them selectively depending on
the state of the Operation.

Not all Operations support all options, nor is their behavior the same for all
Operations which do support them. Consult the descriptions of specific Operations in
the discussion SDC Solutions in this section of the SDC documentation.

These options can be set by means of selecting the appropriate check boxes when
using the Manage interface of the SDC Operation to define an operation, or by using
the appropriate flag when issuing a command using the Command Line Interface.

Continue On Errors

This advisory setting allows Operations to finish in the presence of minor or
recoverable errors.

An example of a recoverable error would be encountering a locked file during an
operation requiring the copy of a file share.

If SDC discovered that there was not enough disk space at the destination to
complete such a copy would generally constitute a non-recoverable error.

If a SDC Job submitted with Continue On Errors enabled encounters a recoverable
error, the Job will attempt to continue to completion returning a state of "Success
With Errors".
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There is no limit on the number of recoverable errors that can be handled in this
way.

With Continue On Errors set, SDC will attempt to complete jobs which encounter the
following errors:

e SDC cannot obtain SE_SECURITY_NAME privilege
e SDC encounters an unsupported file

0 System file (such as Folders named "Syst em Vol une | nf or mati on",
"Recycl er", "Recycl ed" or files named "pagefil e. sys")

e Failure to copy a particular file or directory because:
0 File or directory is in-use
0 Permission problems
0 Unknown errors
e Failure to obtain source file or directory:
Attribute information
Discretionary Access Control List (DACL) information
System Access Control List (SACL) information
Extend attributes (such as compression, encryption, reparsing)

Ownership or group information

O o o o o o

Access, creation, or modification times

e Failure to set destination file or directory:

Attribute information

Discretionary Access Control List (DACL) information

System Access Control List (SACL) information

Extend attributes (such as compression, encryption, reparsing)

Ownership or group information

O o o o o o

Local user on source is not present on destination leading to dangling
Security Identifiers (SID)

0 Access, creation, or modification times

Delete Destination if Already Exists

This absolute setting governs how SDC Operations that move data from a directory
on source system to a corresponding target directory on a destination system work.

The File Sharing Services Management Solution Migrate Operation would be an
example of this sort of Operation.

When this option is chosen, if the target directory exists on the destination machine,
that directory and all its contents are removed prior to the copy of data from the
source system.

If the flag is set, and SDC cannot remove the target directory, this is considered a
fatal error and cannot be ignored even if Continue On Errors is set.
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To determine if an Operation supports this flag and details of its implementation, see
specific Operations description in SDC Solutions in this section of the SDC
documentation.

Emulate Source On Destination

This absolute setting effects Operations that move network service resources
between machines and uses Emulation to allow an uninterrupted work flow.

The Server-Lifecycle Management Solution Consolidate would be an example of this
sort of Operation.

If the option is enabled, after the service resource has been moved, SDC updates
machine names and networking configurations so that users of a service can continue
to access that service using the same network address.

For more information about Emulation, see the discussion of Emulation in this
section or under the Basic Concepts section of the SDC documentation.

Copy Security Settings

This absolute setting determines whether an Operation copying a resource (such as a
file or directory within a file share) from source machine to a target machine will
attempt to synchronize the local target system permissions and the Access Control
Entries (ACEs) of the incoming security objects (files or directories).

This option affects local security settings; domain level settings are invariant across
the domain and so are unaffected by such a copy.

When a resource is copied from a source system to a target system, its ACEs are
copied as well, and these can refer to local groups and users not found on the target.

How the security settings are synchronized depends what information is missing.

*  Where group and user configuration of the source system matches that of the
destination system local user and group configuration:

[0 ACEs associated with the files copied over are updated to use the local
Security Identifiers (SIDs) of the groups and users.

e Ifthe source ACE refers to a local group SID that does not exist on the target
system:

[0 A new local group is created on the target system.

O That group is populated with all domain users that were members of the
group on the source system.

[0 No local members are added to this group — even if they exist on both the
source and destination machines.

[0 ACEs associated with group access information on the files copied in are
modified to use the local SID of the group.

e Ifthe source ACE refers to a local group that does exist on the target system but
differs in membership from the source system:

[0 All domain users that were members of the group on the source system are
added to the destination systems definition of the groups.
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[0 No local members are added to this group — even if they exist on both the
source and destination machines.

[0 ACEs associated with group access information on the files copied in are
modified to use the local SID of the group.

e Ifthe source SID refers to a local users that does not exist on the target system:
[0 No local users are created or modified.

[0 ACEs associated with copied files or directories are not modified (their SIDs
are often referred to as "dangling").

When the option is not set, files are copied to the target machine and:

* The ACEs on incoming files or directories are not modified (which may result in
"dangling" SIDs if users and groups on the source and destination machine do not
match).

* The target machine's security and access control settings are unchanged.

To determine if an Operation supports this flag and details of its implementation, see
specific Operations description in the discussion SDC Solutions in this section of the
SDC documentation.

Enabling the Copy Security Settings feature will potentially require the updating of
security descriptors and SID's on all files moved. It may, therefore, significantly add
to the time need to complete the execution of SDC operations.

Take Ownership of Restricted Files

This absolute setting effects Operations that move network service resources
between machines.

If the option is enabled it allows SDC to set permissions on restricted files. In many
cases users of shared files and folders modify privileges such that Domain Admins
and other system level users are excluded from the appropriate access privileges on
these objects. With this option SDC sets full permissions to all restricted files and
folders to the list of users defined.

To define the list of Domain users that get full permissions on restricted files perform
the following:

e OpentheHP.Core.Pl.ini file
* Add the section [ CopyFi | es]

*  Under this section add the following line: NoAccessFi | esAddUser s=<mny
domai n>\ <domai n user or group>\<ny domai n>\ <domai n user or
group>

*  Where the <ny domai n>\ <domai n user or group> is the user or group you
would like to acquire full permissions on the object. Separate multiple users or
groups by commas

e Do not have any spaces in these lines
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Resource Control

Creation of a SDC Job does not reserve or lock the resources on SDC Managed
Servers.

Resource Conflicts

If multiple SDC Jobs are in conflict for the same SDC Managed Server resource, the
SDC Server will make sure only one SDC Job will actually run at a time.

Unless explicitly Scheduled, the order in which the SDC Jobs run is not predictable.

It is possible for one SDC Job to perform an action (such as removing a file share
during a Migrate operation) which will disrupt another SDC Job.

Careful scheduling of SDC Jobs will allow users to avoid any difficulties.

Resource Modification Outside of SDC

Changes to SDC Managed Server resources SDC do not effect the scheduling of jobs.

If a resource is modified, the SDC Server cannot reschedule planned or stop running
jobs.

Care should be undertaken to avoid changes to a system of SDC Managed Servers
which will cause SDC Jobs to exit with a failure status.

Job Control

Once submitted, a SDC Job is controlled either through the SDC Console Monitor
Interface or through the job controlling commands (r eschedul ej ob, pausej ob,
resunej ob, stopjob, or del etejob), available through the Command Line
Interface.

Member of the ServiceDeliveryOperators and ServiceDeliveryArchitects groups may
only modify jobs that they have submitted.

Members of the ServiceDeliveryAdministrators may modify jobs of any SDC user.
There are five job control commands:

*  Reschedule

* Pause

e  Resume

e Stop
e Delete
Reschedule

Applies only to jobs whose state is Scheduled. Allows users to change the scheduled
date and time of a SDC Job's execution.
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Working with the graphical SDC Console Monitor Interface, users click the
Reschedule button and are prompted for schedule information (see the discussion of
the Monitor Interface under the SDC Console Reference Guide section of the SDC
documentation for more information).

Working with the Command Line Interface, the r eschedul ej ob command is used to
reschedule a job (see the discussion of Administrative Tools under the Command
Line Interface Reference Guide section of the SDC documentation for more
information).

Pause

Applies only to jobs whose state is Running. Pause allows users to suspend further
execution of a SDC Job.

A paused SDC Job will show a state of Paused on SDC Job monitor.

Prior to pausing, a SDC Job will put the system into a stable configuration, by
completing uninterruptible tasks such as IO operations, and then cease modification
of the system.

There is not time limit as to how long a job may be Paused. A SDC Job in the middle
of an operation that cannot be interrupted (such as I0) may take some time for it to
become Paused after receiving the command.

To pause a job click the Pause button in the Monitor Ul (see the discussion of the
Monitor Interface under the SDC Console Reference Guide section of the SDC
documentation for more information).

Working with the Command Line Interface, the pausej ob command is used to Pause
a job (see the discussion of Administrative Tools under the Command Line Interface
Reference Guide section of the SDC documentation for more information).

Resume

Applies only to jobs whose state is Paused. Allows a job to resume execution from the
point at which it was Paused.

Resuming a job with the graphical SDC Console Monitor Interface involves SDC
users clicking the Resume button (see the discussion of the Monitor Interface under
the SDC Console Reference Guide section of the SDC documentation for more
information).

Working with the Command Line Interface, the r esunej ob command is used to
Resume a job (see the discussion of Administrative Tools under the Command Line
Interface Reference Guide section of the SDC documentation for more information).

Stop

Stop applies only to jobs whose state is either Running or Paused. Stop forces a job to
terminate, and thus seizing further execution.

After receiving a signal to terminate, a SDC job will attempt to shut down gracefully:
stopping all further IO and reconfiguration operations, and attempting to return the
system to its previous state, if possible. While the Stopped SDC Job is shutting down,
it appears with a status of Finishing to SDC monitor utilities.
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Once complete terminated, the job appears a Stopped, and information about it is
available until it is explicitly deleted with the del et e command.

Delete

Applies to jobs whose state is either Success, Failed, Stopped, or Scheduled. Delete
removes a SDC Job from SDC.

If the status of the SDC Job is Scheduled, the job is de-queued and will not run.

For Success, Failed, or Stopped, the jobs have terminated, but information is still
available about them on the system. This clears that information. All job-specific log
information will be lost, unless explicit steps are made to preserve it. (See the
discussion of Logging in this section of the SDC documentation).

Only top-level or parent SDC Jobs may be explicitly deleted. SDC Sub-Jobs cannot be
explicitly deleted and are removed only when their parent SDC Job is deleted.

Sub-Jobs

It is often useful for SDC to implement a particular Operation as a collection of SDC
Jobs called SDC Sub-Jobs, managed by one parent SDC Job.

For instance, Migrating a single file share between two SDC Managed Servers
requires only one SDC Job, but Migrating a File Sharing Service controlling a
number of file shares between SDC Managed Servers requires a number of SDC Sub-
Jobs: one to move each file share.

Like their parent SDC Jobs, SDC Sub-Jobs are controlled with Job Control
commands and possess Job Status.

The status of a parent SDC Job is determined by the status of its SDC Sub-Jobs.

Job control over a SDC Sub-Job can be exercised either by sending commands to the
parent SDC Job or to the SDC Sub-Job itself.

SDC Sub-Jobs can themselves have Sub-Jobs.
There are several important topics to consider when dealing with SDC Sub-Jobs:

e Creating and Running Sub-Jobs
e Sub-Job Status
e Sub-Job Control

Creating and Running Sub-Jobs

Control over the creation and scheduling of SDC Sub-Jobs rests with the SDC Server.

When a SDC Job implementing a SDC Operation is created, the SDC Server uses
proprietary algorithms to determine:

e If and how many Sub-Jobs are required.
e The optimal dependency and ordering of SDC Sub-Jobs.
* A schedule for SDC Sub-Job submission.
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The management of SDC Sub-Jobs by the SDC Server takes into account current
system loads and available resources. Therefore, it is possible to run identical SDC
Jobs which result in different scheduling configurations of SDC Sub-Jobs. However,
the end result will be the same.

These operations are transparent to the SDC User and require no intervention.

Sub-Job Status

SDC Sub-Jobs may be in any of the same states as any single SDC Job (for a
description of the available SDC Job statuses, see the discussion Job Status in this
section of the SDC documentation).

Sub-Job Status and Parent Job Status

In addition, the status of anyone given SDC Sub-Job need not be the same as that of
its parent: for instance while a SDC Job still has a status of Running, several of its
SDC Sub-Jobs might have a status of Success, and some (for instance if the parent
jobs was started with the Continue On Errors flag) might have a status of Success
with Errors.

The status of a parent SDC Job is determined from the status of its SDC Sub-Jobs:

o If all SDC Sub-Jobs have a status of Success then the parent SDC Job will have a
status of Success.

o Ifany SDC Sub-Job has a status of Failed even if Continue On Errors is enabled,
then the parent SDC Job will have a status of Failed.

e Ifa SDC Sub-Job has a status of Failed and Continue On Errors is disabled, then
the parent SDC Job will have a status of Failed.

e Ifa SDC Job is Stopped by a SDC user, it will remain with a status of Finishing
until all SDC Sub-Jobs have finished.

e Ifa SDC Job has a status of Scheduled all of its SDC Sub-Jobs will have the same
status.

e Ifa SDC Job has a status of Running, and it has SDC Sub-Jobs queued to run,
these Sub-Jobs will have a status of Scheduled.

Monitoring Sub-Jobs

When examining a SDC Operation, information is displayed showing the parent SDC
Job and its constituent SDC Sub-dJobs.

See the discussion of the Monitor Interface in the Command Console Reference Guide
section of the SDC documentation for information on using the graphical interface to
obtain SDC Job information and | i stj obs or| i st myj obs commands in Command
Line Interface Reference Guide section of the SDC documentation for an explanation
of the commands.

Sub-Job Control

Control over SDC Sub-Jobs can be exercised directly on the SDC Sub-Jobs
themselves, or through their parent SDC Job.
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Sub-Job Control through Parent Job

When a parent Job receives a job control command, such as Stop, or Pause, the
command propagates to the Sub-Jobs.

Stop Received by Parent SDC Job

If a parent SDC Job receives a Stop command, the command is propagated to all
running SDC Sub-Jobs.

The running SDC Sub-Jobs will go through a shut procedure first entering a status of
Finishing, and then reaching a status of Stopped.

No clean up or roll back is performed for any SDC Sub-Job that has completed (whose
status is Success, Failed, or Success With Errors) prior to the issuance of the Stop.

The SDC Sub-Jobs with a status of Running when the Stop was issued, will attempt
to perform a clean up while in a Finishing state and may even roll back changes.

SDC Sub-Jobs that have not begun execution when a Stop command is issued to their
parent SDC Job will be prevented from starting.

When all SDC Sub-Job have reached a status of Stop, the parent SDC Job performs
any final clean up and assumes a status of Stopped.

Pause Received by Parent SDC Job

If a parent SDC Job receives a Pause command, the command is propagated to all
running SDC Sub-Jobs.

All SDC Sub-Jobs will complete their most current task and go into a Pause state.

Resume Received by Parent SDC Job

If a parent SDC Job receives a Resume command, the command is propagated to all
running SDC Sub-Jobs.

All SDC Sub-Jobs will restart, and their status will change to Running.

When all SDC Sub-Jobs have a status of Running, the parent SDC Job goes into the
Running state.

If a SDC Sub-dJob fails to restart, and Continue On Errors was disabled, the entire
job —including all SDC Sub-Jobs executing in parallel with the Sub-Job that did not
restart — will be Stopped.

The SDC Server will generate a Stop command to the parent SDC Job, which will
shutdown all other Sub-Jobs.

If a SDC Sub-dJob fails to restart, and Continue On Errors was enabled, the other
SDC Sub-Jobs and parent SDC Job will continue execution.

Delete Received by Parent SDC Job

Both SDC Job parent and SDC Sub-Job information is removed from SDC. (Delete
only applies to jobs which have terminated or not started).
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Reschedule Received by Parent SDC Job

If a parent jobs receives a Reschedule command, its start time and the start time of
all SDC Sub-dJobs is changed.

However, only the start time for the parent SDC Job is precisely defined by a
Reschedule operation.

The actual start time of any one SDC Sub-Job after the parent SDC Job has started
is determined by the SDC Server on the basis of its scheduling algorithm.

Effect of Explicit Job Control of Sub-Jobs

A SDC Sub-Job can also use a job control command, such as Stop, or Pause.

The SDC Sub-Job handles these commands, and the effect propagates to the
controlling parent SDC Job and to other SDC Sub-Jobs managed by that parent.

The effect on other running SDC Sub-Jobs depends on whether Continue On Errors
is enabled or not.

SDC Sub-Jobs scheduled and dependent on another SDC Sub-Job will only execute if
the first job completed with either a status of Success or (if Continue On Errors is
enable) Success With Errors.

Stop Received by SDC Sub-Job

If a SDC Sub-dJob receives a Stop command it will go through a shut procedure first,
entering a status of Finishing, and then reaching a status of Stopped.

How the parent SDC Job and other SDC Sub-Jobs respond to this Stop operation,
depends on with Continue On Errors is enabled or disabled.

If Continue On Errors is enabled, then both the parent SDC Job and other SDC Sub-
Jobs will continue to execute.

When it completes, the parent SDC Job will have a status of Success With Errors.

SDC Sub-Job jobs currently will continue to execute (status will continue to be
Running).

SDC Sub-Jobs not yet running and not dependent on the Stopped SDC Sub-Job will
run when resources are available.

SDC Sub-Jobs not yet running but dependent on the Stopped SDC Sub-Job will be
de-queued by the SDC Server.

If Continue On Errors is disabled, then both the parent SDC Job and all other SDC
Sub-Jobs will receive a Stop command, and begin to Finish.

Pause Received by SDC Sub-Job

If a SDC Sub-Job receives a Pause command it entered the Paused state.

SDC Sub-Jobs not yet running and dependent on the Paused job will continue to
wait.
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The Paused status of a SDC Sub-Job does not propagate back to the parent SDC Job.
For instance, if all remaining SDC Sub-Jobs under a parent have been explicitly
Paused, the parent SDC Job will still have a status of Running.

For this reason, Paused SDC Sub-Jobs cannot be implicitly restarted by issuing a
Resume command to the parent SDC Job, but must be explicitly restarted with a
Resume command sent to that particular SDC Sub-Job.

Resume Received by SDC Sub-Job

If a SDC Sub-Job receives a Resume command, it restarts. This command does not
propagate to either the parent SDC Job or to other SDC Sub-Jobs.

If a SDC Sub-dJob fails to restart, and Continue On Errors was disabled, the entire
job — including all SDC Sub-Jobs executing in parallel with the Sub-Job that did not
restart — will be Stopped.

The SDC Server will generate a Stop command to the parent SDC Job, which will
shutdown all other Sub-Jobs.

If a SDC Sub-dJob fails to restart, and Continue On Errors was enabled, the other
SDC Sub-Jobs and parent SDC Job will continue execution.

Delete Received by SDC Sub-Job

SDC Sub-Jobs do not support being Deleted explicitly. They are deleted when the
parent SDC Job is deleted.

Reschedule Received by SDC Sub-Job

SDC Sub-Jobs do not support Rescheduling.

SDC Solutions

SDC manages and coordinates SDC Managed Servers functionality through SDC
Solutions, which provide a simple entry point for management of a given resource
across the entire system of SDC Managed Servers.

SDC supports two solutions:
e File Sharing Services Management Solution

e Server-Lifecycle Management Solution

File Sharing Services Management Solution: Overview

The File Sharing Services Management Solution provides a simple mechanism for
managing the serving of public file resources.

With this mechanism, SDC users can create and move shared file resources between
different members of the set of SDC Managed Servers easily, while managing
configuration and user access to the systems and avoiding naming collisions.
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The File Sharing Services Management Solution provides three operations to manage
file resources

e Deploy
*  Consolidate

e Migrate

Supported Resources

The File Sharing Services Management Solution supports publicly available file
resources, both hidden and visible.

It does not support administrative shares, such as a system share, or volume level
shares such as C$.

Template Usage

When Deploying an instance of the File Sharing Services Management Solution —
that is creating a file share — SDC makes use of the File Sharing Services
Configuration Template.

The prototypes in File Sharing Services template define the configuration settings of
any newly created file share installed on a SDC Managed Server.

A user selects the most appropriate prototype from the File Sharing Services
Template to define any newly Deployed file share.

SDC is installed with a default File Sharing Services template containing one
prototype; this template can be modified by members of the
ServiceDeliveryAdministrators group (see the discussion File Sharing Services
Template in this section of the SDC documentation for details).

) For this release of HP SDC, the File Sharing Services Template contains
only one prototype.

All file shares Deployed through the File Sharing Services Management Solution are
automatically based on this configuration, and therefore its information is not
displayed and SDC users are not prompted to work with it.

However, ServiceDeliveryAdministrators may modify this template.

Access Permissions

Whenever SDC copies any object between one or more SDC Managed Servers, it
always copies that object's Windows security descriptor.

This descriptor contains access information which is provided by through a Windows
domain, such as the access rights of domain level users, security information
particular to a local system, the access rights of a user local to that system, and a
user unknown to the domain.

As SDC respects Windows domain security, all domain level security and access
information is automatically invariant across SDC operations.
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The handling of local security settings is not inherently invariant across SDC
operations.

File Sharing Services Management Solution operations are not server level
operations, and therefore do not modify SDC Managed Server security settings.

However, invariants of local user permissions are not supported as there is no way
for SDC to know if matching local user and group names refer to the same user on
both a target and destination machines.

Thus, if File Sharing Services Management is used to move a file share between
machinel and machine2:

e The user MYDOM\ Userl will continue to have the same access permissions as
before.

* The permissions of the local account User2 on machinel will not be available to
User2 on machine2.

These issues do not arise for File Sharing Services resources created on the basis of
Configuration Templates, as they only contain domain level group and user
information and will not need to effect local settings.

Provisioning

The File Sharing Services Management Solution does not support provisioning of
servers as part of its functionality.

Emulation

The File Sharing Services Management Solution does not support emulating File
Sharing Services Management Resources (such as file shares).

However, File Sharing Services Management Solution does respect Microsoft
Distributed File System (DFS) configuration information.

SDC users can employ DFS when moving move file shares between SDC Managed
Servers so that end users continue to use the same logical addresses to access file
resources. See the discussion of the Microsoft Distributed File System in this section
of the SDC documentation for more information.

File Sharing Services Operation: Deploy

The Deploy File Sharing Service operation provides administrators with the ability to
install a new File Sharing Services resource (file share) on any of the SDC Managed
Servers.

Requirements

SDC Group Membership:
e ServiceDeliveryAdministrators
e ServiceDeliveryOperators

e ServiceDeliveryArchitects
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Privileges on Source System(s):

* Local Administrator

Privileges on Destination(s):

e Local Administrator (not relevant for bare metal target systems)

Privileges on ADS Server: N/A

Job Options
Option Default
Delete Destination Directory of Exists OFF

Perform Operation

To Deploy a single SDC File Sharing Services resource on a destination SDC
Managed Server, one must:

e Select a SDC Managed Server to the host of the new File Sharing Services
resource.

e Define the File Sharing Services resource — including specifying share names,
paths, and selection File Sharing Services Configuration Template prototypes.

e Schedule and submit the operation as a SDC Job.

For this release of HP SDC, the File Sharing Service Configuration
Template contains only one prototype. The SDC user is not prompted to
select a prototype or otherwise work with the Configuration Template.

Choose Destination

The first step in a Deploy operation is to choose a SDC Managed Servers to host the
new File Sharing Services resource.

SDC users are able to filter these listings of available servers on the basis of
properties such as disk space or their current operation system version.

Users can also choose to reveal hidden shares when inspecting the source candidates.

This information can be found through the fi | eshare |i stresources command
interface of the Command Line Interface or through the Destination Window of the
graphical SDC Console.

One then selects — using the target parameter in the deploy command under the CLI
or Source Window of the SDC Console — the source of the Deployment.

Define File Sharing Services Resource

At this point, a SDC user defines the specific features of the File Sharing Services
resource (file share), most importantly the share's name and its path.
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This is done through the dest shar e and dest di r parameters in the deploy
command of the Command Line Interface or by using the Share Window of the
graphical SDC Console.

For the current release, SDC does not validate either the name or the path
selected when specifying a File Sharing Services resource. It is up to the

) user to determine if a collision will occur. However, SDC does treat any
conflicts as expected; for example, conflicts on the share name will cause
the job to fail, whereas conflicts on the path will be resolved according to
the delete destination directory option setting.

Running a Deploy Job

At this point, a Deploy operation is defined in terms of the tasks to implement.

The SDC user can now set some additional options governing how the job is run.
Setting options is controlled by the Job Information Window in the graphic SDC
Console tool and by server jobstart parameter when using the Command Line
Interface.

Options for the Deploy operation are discussed under the Job Options topic in this
section of this SDC documentation.

A final opportunity to review the job is provided under the SDC Console by Preview
Window.

The job may now be submitted to run immediately or be scheduled for future
execution.

File Sharing Service Operation: Consolidate

The Consolidate File Sharing Service operation provides administrators with the
ability to copy servers with File Sharing Services Management resources (file shares)
from one or more SDC Managed Servers and/or target SDC Managed Server.

The Consolidate operation is not destructive: source resources data are not removed
from the source server upon completion of the operation. Instead, the original and
new data continues to exist, one on the source, the other on the target SDC Managed
Server. However, the source share is torn down; only the destination share is
accessible (as a share).

Requirements

SDC Group Membership:

e ServiceDeliveryAdministrators
e ServiceDeliveryOperators

e ServiceDeliveryArchitects
Privileges on Source System(s):

¢ Local Administrator
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Privileges on Destination(s):
e Local Administrator (not relevant for bare metal target systems)

Privileges on ADS Server: N/A

Job Options
Option Default
Continue On Errors ON
Delete Destination Directory of Exists OFF

Perform Operation

To Consolidate a single SDC File Sharing Services resource from a source machine to
a target SDC Managed Server, one must:

* Select a File Sharing Services resources (file share) on one or more SDC Managed
Servers as a source for the Consolidate operation.

e Select a destination SDC Managed Server to serve as a target for the Consolidate
operation.

e Schedule and submit the operation as a SDC Job.

Choose Sources

The first step in a Consolidate operation is to locate the desired File Sharing Services
resource and the SDC Managed Server that hosts them.

SDC users will be able to filter these listings of available servers on the basis of
properties such as disk space on the SDC Managed Servers and their current
operation system version.

Users can also choose to reveal hidden shares when inspecting the source candidates.

This information can be found through the dest i nat i onshar es parameter of the
fileshare consoli dat e command of the Command Line Interface or through the
Source Window of the graphical SDC Console.

One then selects —using fi | eshare |istresources command under the CLI or
Source Window of the SDC Console — the source of the Consolidation.

A SDC user can choose to Consolidate a File Sharing Services resource to itself. This
is permitted, but will naturally cause name and location conflicts. However, once a
user resolves these, the operation can proceed.

Choose Destination

A list of available machines can be found through the Command Line Interface
dest server parameter of the fi | eshare consol i dat e command, or through the
Destination Window of the graphical SDC Console.
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SDC users will be able to filter these listings of available servers on the basis of
properties such as available disk and current operation system version. Users can
choose to reveal hidden shares when inspecting the source candidates.

Users can choose to reveal hidden shares when inspecting the destination candidates.

It should be noted that SDC software will detect and report back naming and location
conflicts. Below is an example of the graphical SDC Console warning about a name
conflict.

Running a Consolidate Job

At this point, a Consolidate operation is defined in terms of the tasks to implement.

The SDC user can now set the options under which the job will run. Setting options is
controlled by the Job Information Window in the graphic SDC Console tool and by
entering the j obst art parameter for the command when using the fi | eshar e
consol i dat e under Command Line Interface.

Options for the Deploy operation are discussed under the Job Options topic in this
section of this SDC documentation.

A final opportunity to review the job is provide under the SDC Console by Preview
Window.

The job may now be submitted to run immediately or may be scheduled for future
execution.

File Sharing Service Operation: Migrate

The Migrate File Sharing Service operation provides administrators with the ability
to copy a single File Sharing Services Management resource (file share) between SDC
Managed Servers.

The Migrate operation is not destructive: SDC resources are not removed from the
source SDC Managed Servers upon completion of the operation. Instead, the original
and new File Sharing Services Management Solution resources continue to exist, one
on the source, the other on the target SDC Managed Server.

Requirements

SDC Group Membership:

e ServiceDeliveryAdministrators

e ServiceDeliveryOperators

e ServiceDeliveryArchitects

Privileges on Source System(s):

* Local Administrator

Privileges on Destination(s):

e Local Administrator (not relevant for bare metal target systems)

Privileges on ADS Server: N/A
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Job Options
Option Default
Continue On Errors ON
Delete Destination Directory of Exists OFF

Perform Operation
To Migrate a single SDC File Sharing Services resource from a source machine to a

target SDC Managed Server, one must:

e Select a File Sharing Services resource (file share) on a SDC Managed Server as
a source for the Migrate operation.

e Select a destination SDC Managed Server to serve as a target for the Migrate
operation.

e Schedule and submit the operation as a SDC Job.

Choose Sources

The first step in a Migrate operation is to locate the desired File Sharing Services
resource and the SDC Managed Server that hosts it.

SDC users will be able to filter these listings of available servers on the basis of
properties such as disk space on the SDC Managed Server and its current operation
system version.

Users can choose to reveal hidden shares when inspecting the source candidates.

This information can be found through the fi | eshare |i stresources command
of the Command Line Interface or through the Source Window of the graphical SDC
Console.

One then selects — using sr cshar e parameter under the CLI or Source Window of
the SDC Console — the source of the Migration.

A SDC user can choose to Migrate a File Sharing Services resource to itself. This is
permitted, but will naturally cause name and location conflicts. However, once a
user resolves these, the operation can proceed.

Choose Destination

A list of available machines can be found through the Command Line Interface using
dest shar e and dest di r parameters, of the fi |l eshare |i stresources command
or through the Destination Window of the graphical SDC Console.

SDC users will be able to filter these listings of available servers on the basis of
properties such as available disk and current operation system version.

Users can choose to reveal hidden shares when inspecting the destination candidates.
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It should be noted that SDC software will detect and report back naming and location
conflicts. Below is an example of the graphical SDC Console warning about a name
conflict.

Running a Migrate Job

A Migrate operation is defined in terms of the tasks to implement.

The SDC user can now set the options under which the job will run. Setting options is
controlled by the Job Information Window in the graphic SDC Console tool and by

j obst art parameter when using the file share migrate command from the
Command Line Interface.

Options for the Deploy operation are discussed under the Job Options topic in this
section of this SDC documentation.

A final opportunity to review the job is provide under the SDC Console by Preview
Window.

The job may now be submitted.

Server-Lifecycle Management: Overview

The Server-Lifecycle Management Solution provides a mechanism for controlling
entire services as provided on servers and the decoupling the functionality of a
service from the hardware which supports it. Central to this solution is the ability to
deploy a server starting from a bare-metal configuration.

For instance, through the Server-Lifecycle Management Solution, the service of
providing file shares on a given piece of hardware can be moved as an entity.

The Server-Lifecycle Management Solution provides three operations:
e Deploy Servers
* Consolidate Servers

e Migrate Servers

Support for Provisioning

In addition, to configuring or moving new and existing servers, the Server-Lifecycle
Management Solution provides administrators with the ability to provision selected
machines (install or upgrade operating system) from within SDC operations (Deploy,
Consolidate and Migrate) and with zero-touch on the destination server.

This provisioning makes use of Microsoft's Automated Deployment Service (ADS) and
requires that provisionable machines must:

e Have Pre-Boot eXecution Environment (PXE) enabled.
e Be defined as an ADS Device by ADS.

(See the discussion of Automated Deployment Services in this section of the SDC
documentation for more information on how to use ADS with SDC.)
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Not all SDC Managed Servers will necessarily be provisionable, only those defined as
ADS Devices.

Provisionable machines will have two different modes of address or names within the
SDC interfaces — the standard Windows name within a domain, and an ADS device
name.

Provisioning will be performed on a supporting machine when it is addressed (when a
destination) by its ADS device name rather than its Windows name when performing
a Deploy, Migrate, or Consolidate operation.

Template Usage

The actual Deployment of a SDC service — for instance the definition of file shares on
a target SDC Managed Server — requires the definition of such a template.

SDC provides a default Server-Lifecycle Management Template. However
administrators may wish to define their own before attempting a Deploy operation.
(See Server-Lifecycle Management Templates for details on the constructing
templates for the Server-Lifecycle Management Solution.)

Access Permissions

Whenever SDC copies any object between one or more SDC Managed Servers, it
always copies that object's Windows security descriptor.

This descriptor contains access information which is provided through a Windows
domain -- such as the access rights of domain level users — and security information
particular to a local system — the access rights of a user local to that system and
unknown to the domain.

As SDC respects Windows domain security, all domain level security and access
information is automatically invariant across SDC operations.

The handling of local security settings is not inherently invariant across SDC
operations.

However, as Server-Lifecycle Management operations involve server level
configuration activity, not merely the movement of data, depending on the settings
with which a SDC Operation is implemented as a SDC Job, SDC can attempt to
configure SDC Managed Server local security settings.

Managing the local security settings attached to SDC Resources by Window Security
Identifiers (SID's) may require:

e Modifying the security settings of a target server
e Updating SID's on the resources

By default, Server-Lifecycle Management operations does not attempt to resolve
these issues.

If the Copy Security Settings SDC Job option is selected (when running Server-
Lifecycle Management Migrate or Consolidate), SDC will attempt to synchronize the
local permissions settings on the target system with access settings on the incoming
files. (See the discussion Copy Security Settings in this section of the SDC
documentation for details.)
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These issues do not arise for resources created on the basis of Configuration
Templates, which contain only domain level group and user information, and will not
need to effect local settings.

A freshly provisioned machine will always be initially configured with the file access
permissions defined in the image used to provision it.

Server-Lifecycle Operation: Deploy

The Deploy Server operation provides administrators with the ability to:

Create and configure a SDC supported service (for instance File Sharing
Services) on a target SDC Managed Server.

And optionally (if the machine supports provisioning),

Provision the target SDC Managed Server with a selected operating system
image.

The target SDC Managed Server may either be a running system, or an
unprovisioned (bare metal) system.

Requirements

SDC Group Membership

ServiceDeliveryAdministrators
ServiceDeliveryOperators

ServiceDeliveryArchitects

Privileges on Source: Not Relevant

Privileges on Destination(s):

Local Administrator (not relevant for bare metal destination systems)

Privileges on ADS Server:

Local Administrator

Job Options

This operation supports no options.

Perform Operation

To deploy a new SDC Service requires the user to:

Identify a destination machine as a target for the Deploy operation.

Decide (if the target supports it) if in addition to Deploying the service, the
destination machine is to be provisioned and if so to configure the provisioning.

Use the prototypes in the available Server-Lifecycle Management Template to
define the new SDC Service.

Schedule or submit the operation as a SDC Job.
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Choose Destination

The first step in deploying a server is choosing the target or destination SDC
Managed Server.

A list of available machines can be found through the Command Line Interface
server | i st r esour ces command, or through the Destination Window of the
graphical SDC Console.

SDC users will be able to filter these listings of available servers on the basis of
properties such as available disk and current operation system version.

Users can choose to reveal hidden shares when inspecting the destination candidates.

A live destination machine (one with an installed and running operating system) can
either be specified by its Windows domain name or, if it is configured to be
provisionable, by its ADS device name. (For information about ADS Concepts, see the
discussion on Automated Deployment Service (ADS) in the Basic Concepts section of
the SDC documentation).

Bare metal machines (machines without an installed operating system) can only be
accessed via their ADS device names.

What actions SDC will take depends on how a destination machine is specified.
e If the destination machine is specified by its Windows domain name:
0 It will not have its operating system modified.

[0 Users may Deploy an instance of a SDC supported server using the
prototypes found in the Server-Lifecycle Management Solution Configuration
Template.

e Ifthe destination machine is provisionable is specified by its ADS device name:

0 It will have its operating system modified and all data on its system drive
will be erased.

[0 Users may Deploy an instance of a SDC supported server using the
prototypes found in the Server-Lifecycle Management Solution Configuration
Template.

Provisioning the Target System

This stage only applies to Deploy operations where the target SDC Managed Server
is configured as provisionable.

A SDC user selects provisioning as an option on a supporting destination SDC
Managed Server by choosing to use its ADS device name when selecting it as a
destination (see above to specify destination target).

To provision a destination system, a SDC user must:

e Optionally specify information on how to configure the destination machine's
system partition.

If no valid partition size is specified — or if the partition size specified is smaller
than is required to install the selected image — the entire physical boot disk will
be used to house the installed system image.
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*  Select whether (if present) the OEM Partition is preserved.

The OEM partition is a hidden partition, used by certain hardware vendors to
contain various diagnostic and support tools. In general, it is recommended that
this partition be left untouched.

When using the graphical SDC Console, this information is provided to SDC by
the Partition Information Window.

The Command Line Interface uses the preser veoenpartiti on parameter of
the server depl oy command to insert this information.

* Choose a system image — a particular version and configuration of the operating
system to be installed.

When using the graphical SDC Console, this information is provided to SDC by
the Choose Image Window.

The Command Line Interface uses i magenane parameter of the server depl oy
command to insert this information.

e Specify image parameters — these are customizations available to a user
installing a given image. They always include the systems name and the product
key used with the image being installed. It may also include other information.

When using the graphical SDC Console, this information is provided to SDC by
the Input Parameters Window.

The Command Line Interface uses i magevari abl es parameter of the ser ver
depl oy command to insert this information.

With this done, the operating system to be installed on the destination machine has
been defined.

Template Usage

Whether a system is to be provisioned or not, when Deploying a server the Server-
Lifecycle Management Template provides the SDC user with choices as to the
configuration of the services to be installed on the destination SDC Managed Server.

See Server-Lifecycle Management Templates for details on the construction of
templates for the Server-Lifecycle Management Solution.

The current release only supports the File Sharing Services Management
Solution Servers and the Server-Lifecycle Management Template only
contains file share prototypes.

When using the graphical SDC Console, this information is provided to SDC by the
Template Selection Window.

The Command Line Interface uses machi net enpl at exnl parameter of the ser ver
depl oy command to insert this information.

A Server-Lifecycle Management Template consists of a number of prototypes to
choose from, and SDC Users can choose to add entities derived for each prototype
available in the template.
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In the example above, Server-Lifecycle Management template has five prototype file
shares (b711, Engi neering, Marketing, TestShare,andtonul).

The user has chosen to configure the destination SDC Managed Server with three file
share, one derived from b711 and two derived from Engineering.

For details on Configuration Template configuration and definition, see the
discussion Configuration Templates in this section of the SDC documentation.

It should be noted that SDC software will detect and report back naming and location
conflicts. Below is an example of the graphical SDC Console warning about a name
conflict.

Running a Deploy Job

At this point, a Deploy operation is defined.

The SDC user can now set the options under which the job will run. Setting options is
controlled by the Job Information Window in the graphic SDC Console tool and by
j obst art parameter when using the Command Line Interface.

Options for the Deploy operation are discussed under the Job Options topic in this
section of this SDC documentation.

A final opportunity to review the job is provide under the SDC Console by Preview
Window.

The job may now be submitted.

Server-Lifecycle Operation: Consolidate

The Consolidate Server operation provides administrators with the ability to:

e Merge the functionality of handling SDC supported resources from one or more
server machines to one target SDC Managed Server (for instance moving File
Sharing Services from several small servers to a new more powerful system).

And optionally (if the machine supports provisioning)

e Provision the target SDC Managed Server with a selected operating system
image prior to moving the SDC resources to that machine.

It is important to note that Consolidate is a server level operation, and that the SDC
Managed Servers themselves form the atomic unit of the Consolidate operation.

Therefore, all instances of a SDC supported resource running on any selected source
SDC Managed Server will be moved to the target SDC Managed Server.

The Consolidate operation supports Emulation as an option (see the discussion of
Emulation in this section of the SDC Documentation). If enabled, this will allow end
users to access the Consolidated resources by their old addresses.

The Consolidate operation is not destructive: SDC resources are not removed from
the source SDC Managed Servers upon completion of the operation.
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However, if Emulation is enabled, those resources will no longer be accessible under
their original (old) addresses.

The target SDC Managed Server may either be a running system, or an
unprovisioned (bare metal) system.

Requirements

SDC Group Membership:

e ServiceDeliveryAdministrators

*  ServiceDeliveryOperators

e ServiceDeliveryArchitects

Privileges on Source System(s):

* Local Administrator

Privileges on Destination(s):

e Local Administrator (not relevant for bare metal target systems)
Privileges on ADS Server:

 Local Administrator

Job Options
Option Default
Continue On Errors ON
Copy Security Settings ON
Delete Destination Directory of Exists OFF
Emulate Source on Destination ON

Perform Operation

To Consolidate SDC resources to a target SDC Managed Server requires:

e Selecting systems currently managing the desired SDC resources to act as a
source for the Consolidate operation.

e Selecting a destination machine as a target for the Consolidate operation.

e Deciding (if the target supports it) if in addition to Consolidating the server
functionality, the destination machine is to be provisioned and if so to configure
the provisioning.

e Scheduling and submitting the operation as a SDC Job.

68



Using SDC

Choose Sources

The first step in a Consolidate operation is to identify those systems hosting the
desired instances of the SDC Resource to be Consolidated — for instance, when
Consolidating File Sharing Service, SDC tools would display all the systems that host
file shares as candidates.

SDC users will be able to filter these listings of available servers on the basis of
properties such as disk space on the SDC Managed Server and its current operation
system version.

Users can choose to reveal hidden shares when inspecting the source candidates.

This information can be found through the server | i stresour ces command of the
Command Line Interface or through the Source Window of the graphical SDC
Console.

The user then selects — using dest machi ne parameter under the CLI or Source
Window of the SDC Console — the servers as a candidate for Migration.

When a server is selected, all instances of the SDC Resource it hosts — for instance all
file shares — are to be Consolidated.

Attempting to select a single instance — for instance one file share — will result in an
error.

A SDC user can choose to Consolidate a server onto itself. This is permitted, but will
naturally cause name and location conflicts. However, once a user resolves these, the
operation can proceed.

Choose Destination

A list of available machines can be found through the Command Line Interface
server | i st r esour ces command, or through the Destination Window of the
graphical SDC Console.

SDC users will be able to filter these listings of available servers on the basis of
properties such as available disk and current operation system version.

Users can choose to reveal hidden shares when inspecting the source candidates.

A live destination machine (one with an installed and running operating system) can
either be specified by its Windows domain name or, if it is configured to be
provisionable, by its ADS device name. For information about ADS Concepts, see the
discussion on Automated Deployment Service (ADS) in Basic Concepts section of the
SDC documentation.

Bare metal machines (machines without an installed operating system) can only be
accessed via their ADS device names.

What actions SDC will take depends on how a destination machine is specified.

e Ifthe destination machine is specified by its Windows domain name, it will not
have its operating system modified.

e Ifthe destination machine is provisionable and is specified by its ADS device
name, it will have its operating system modified.

In either case, users will Consolidate the selected services onto the target machine.
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It should be noted that SDC software will detect and report back naming and location
conflicts. Below is an example of the graphical SDC Console warning about a name
conflict.

Provisioning the Target System
This stage only applies to Consolidate operations where the target SDC Managed

Server is configured as provisionable.

A SDC user selects provisioning as an option on a supporting destination SDC
Managed Server by choosing to use its ADS device name when selecting it as a
destination (see above to specify the destination target).

To provision a destination system, a SDC user must:

e Optionally specify information on how to configure the destination machine's
system partition.

If no valid partition size is specified — or if the partition size specified is smaller
than is required to install the selected image — the entire physical boot disk will
be used to house the installed system image.

e Select whether (if present) the OEM Partition is preserved.

The OEM partition is a hidden partition, used by certain hardware vendors to
contain various diagnostic and support tools. In general, it is recommended that
this partition be left untouched.

When using the graphical SDC Console, this information is provided to SDC by
the Partition Information Window.

The Command Line Interface uses the pr eser veoenpartiti on parameter of the
server consolidate command to insert this information.

e Choose a system image — a particular version and configuration of the operating
system to be installed.

When using the graphical SDC Console, this information is provided to SDC by
the Choose Image Window.

The Command Line Interface uses i magenane parameter of the ser ver
consol i dat e command to insert this information.

e Specify image parameters — these are customizations available to a user
installing a given image. They always include the systems name and the product
key used with the image being installed. It may also include other information.

When using the graphical SDC Console, this information is provided to SDC by
the Input Parameters Window.

The Command Line Interface uses i magevar i abl es parameter of the server
consolidate command to insert this information.

With this done, the operating system to be installed on the destination machine has
been defined.

Running a Consolidate Job

At this point, a Consolidate operation is defined in terms of the tasks to implement.
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The SDC user can now set the options under which the job will run. Setting options is
controlled by the Job Information Window in the graphic SDC Console tool and by
j obst art parameter when using the Command Line Interface.

Options for the Deploy operation are discussed under the Job Options topic in this
section of this SDC documentation.

A final opportunity to review the job is provided under the SDC Console by Preview
Window.

The job may now be submitted.

Server-Lifecycle Operation: Migrate

The Migrate Server operation provides administrators with the ability to:

e Move the functionality of handling a SDC supported resource from one machine
to another to target the SDC Managed Server (for instance moving File Sharing
Services from several small servers to a new more powerful system).

And optionally (if the machine supports provisioning),

e Provision the target SDC Managed Server with a selected operating system
image prior to moving the SDC resources to that machine

It is important to note that Migrate is a server level operation; a SDC Managed
Server by itself forms the atomic unit of the Migrate operation.

Therefore, all instances of a SDC supported resource running on the source SDC
Managed Server will be moved to the target SDC Managed Server.

The Migrate operation is a one-to-one movement of functionality from source to
destination, and does not support Emulation as an option.

Instead, Migrate renames SDC Managed Servers. The destination SDC Managed
Server will receive the name of the source machine, and the source machine will be
renamed to an arbitrary new name.

Unlike Emulation, renaming does not allow users to access the target SDC Managed
Server under its old name.

The Migrate operation is not destructive: SDC resources are not removed from the
source SDC Managed Servers upon completion of the operation.

The target SDC Managed Server may either be a running system or an
unprovisioned (bare metal) system.

Requirements

SDC Group Membership:

e ServiceDeliveryAdministrators
e ServiceDeliveryOperators

e ServiceDeliveryArchitects

Privileges on Source System(s):
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* Local Administrator

Privileges on Destination(s):

e Local Administrator (not relevant for bare metal target systems)
Privileges on ADS Server:

e Local Administrator

Job Options
Option Default
Continue On Errors ON
Copy Security Settings ON
Delete Destination Directory of Exists OFF

Perform Operation

To Migrate a single SDC resource from a source machine to a target SDC SDC
Managed Server, one must:

e Select a single system currently managing the desired SDC resources to act as a
source for the Migrate operation.

e Select a destination machine to serve as a target for the Migrate operation.

e Decide (if the target supports it) if in addition to taking over the server
functionality of the source system, the destination machine is to be provisioned
and if so to configure the provisioning.

e Schedule and submit the operation as a SDC Job.

Choose Sources

The first step in a Migrate operation is to identify a system hosting the desired
instances of the SDC Resource to be Migrated — for instance, when Migrating a File
Sharing Service, SDC tools would display all the systems that host file shares as
candidates.

SDC users will be able to filter these listings of available servers on the basis of
properties such as disk space on the SDC Managed Server and its current operation
system version.

Users can choose to reveal hidden shares when inspecting the source candidates.

This information can be found through the sr cser ver parameter of the server
migrate command under the Command Line Interface or through the Source Window
of the graphical SDC Console.

In addition, users can choose to reveal hidden shares when inspecting the source
candidates.
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The user then selects — using server | i st r esour ces command under the CLI or
Source Window of the SDC Console — the source of the Migration.

A SDC user can choose to Migrate a server to itself. This is permitted, but will
naturally cause name and location conflicts. However, once a user resolves these, the
operation can proceed.

When a server is selected, all instances of the SDC Resource it hosts — for instance all
file shares — are to be Migrated from it to the target SDC Managed Server.

Attempting to select a single instance — for instance one file share — will result in an
error.

Choose Destination

A list of available machines can be found through the Command Line Interface
dest ser ver parameter of the server migrate command under the Command Line
Interface, or through the Destination Window of the graphical SDC Console.

SDC users will be able to filter these listings of available servers on the basis of
properties such as available disk and current operation system version.

A live destination machine (one with an installed and running operating system) can
either be specified by its Windows domain name or, if it is configured to be
provisionable, by its ADS device name. For information about ADS Concepts, see the
discussion on Automated Deployment Service (ADS) in Basic Concepts section of the
SDC documentation.

Bare metal machines (machines without an installed operating system) can only be
accessed via their ADS device names.

What actions SDC will take depends on how a destination machine is specified.

o Ifthe destination machine is specified by its Windows domain name, it will not
have its operating system modified.

e Ifthe destination machine is provisionable and it is specified by its ADS device
name, it will have its operating system modified.

In either case, users will Migrate the selected services onto the target machine.

It should be noted that SDC software will detect and report back naming and location
conflicts. Below is an example of the graphical SDC Console warning about a name
conflict.

Provisioning the Target System

This stage only applies to Migrate operations where the target SDC Managed Server
is configured as provisionable.

A SDC user selects provisioning as an option on a supporting destination SDC
Managed Server by choosing to use its ADS device name when selecting it as a
destination (see above to specify destination target).

To provision a destination system, a SDC user must:

e Optionally specify information on how to configure the destination machine's
system partition.

73



SDC Solutions

If no valid partition size is specified — or if the partition size specified is smaller
than is required to install the selected image — the entire physical boot disk will
be used to house the installed system image.

e Select whether (if present) the OEM Partition is preserved.

The OEM partition is a hidden partition, used by certain hardware vendors to
contain various diagnostic and support tools. In general, it is recommended that
this partition be left untouched.

When using the graphical SDC Console, this information is provided to SDC by
the Partition Information Window.

The Command Line Interface uses pr eser veoenparti ti on parameter of the server
migrate command to insert this information.

e Choose a system image — a particular version and configuration of the operating
system to be installed.

When using the graphical SDC Console, this information is provided to SDC by
the Choose Image Window.

The Command Line Interface uses i magenane parameter of the server migrate
command to insert this information.

e Specify image parameters — these are customizations available to a user
installing a given image. They always include the systems name and the product
key used with the image being installed. It may include other information.

When using the graphical SDC Console, this information is provided to SDC by
the Input Parameters Window.

The Command Line Interface uses the i magevari abl es parameter of the server
migrate command to insert this information.

With this done, the operating system to be installed on the destination machine has
been defined.

Running a Migrate Job

At this point, a Migrate operation is defined in terms of the tasks to implement.

The SDC user can now set the options under which the job will run. Setting options is
controlled by the Job Information Window in the graphic SDC Console tool and by
j obst art parameter when using the Command Line Interface.

Options for the Deploy operation are discussed under the Job Options topic in this
section of this SDC documentation.

A final opportunity to review the job is provide under the SDC Console by Preview
Window.

The job may now be submitted.
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Configuration Templates

A member of the ServiceDeliveryAdministrators group can encapsulate best practices
or standards that other SDC users can use as the basis for various SDC operations.

A template consisting of prototype entries with well-defined sets of permissions,
quota, and naming conventions is defined based on an extant system.

This ensures that new Resources added to the system meet all appropriate
standards.

Although members of any SDC group can use a template to configure new resources,
only members of the ServiceDeliveryAdministrators can configure templates.

Server-Lifecycle Management Templates

Users must use the server sett enpl at e command within the Command Line
Interface to define a Server-Lifecycle Management Template.

A Server-Lifecycle Management template is created based on an existing model
server.

A template prototype share is created for every non-system share on the model
server.

A SDC user can use the prototypes in the templates to define shares on the target of
a SDC operation such as a Deploy Servers job.

The prototype defines the following attributes of file shares created from a Server-
Lifecycle Management Template:

» Top Level Permissions

* Inheritance

e Domain Groups Accesses

*  Domain User Accesses

*  Access Control Lists (ACLs) (for share)

e Access Control Lists (ACLs) (for path)

»  Share Protocols

e Compression

* Cache

Local user and group information is not stored in template prototypes.

A default Server-Lifecycle Management Template is installed when SDC is installed.

File Sharing Service Template

Users must use the fi | eshare creat et enpl at e command within the Command
Line Interface to define a File Sharing Service Management Template.
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A File Sharing Service Template is created based on existing model shares existing
on available servers.

The user uses the fi | eshare creat et enpl at e command to add each model share
as a prototype to the File Sharing Service Template.

A SDC user can use the prototypes in the template to define shares on the target of a
SDC operation such as a Deploy File Share Services job.

For this release of SDC, the File Sharing Services Template contains only
one prototype.

All file shares Deployed through the File Sharing Services Management

) Solution are automatically based on this configuration, and therefore its
information is not displayed and SDC users are not prompted to work with
it.

The template can be modified and set by ServiceDeliveryAdministrators
from a model share, but will contain only one prototype.
A File Sharing Services Management Template prototype defines the attributes of

those file shares to be created from a File Sharing Services Management Template.

The set of attributes is the same as those defined by a prototype of the Server-
Lifecycle Management Template (see the list in the discussion of the Server-Lifecycle
Management Templates in this section of the SDC documentation).

A default File Sharing Service Template is installed when SDC is installed.

Discovery

SDC Discovery operations are used to keep information maintained by the SDC
Server about the configuration of Resources across all SDC Managed Servers up to
date.

There are two types of Discovery operation:
*  Domain Discovery
*  Server Discovery

Domain discovery operations are by default scheduled for automated running and
can be conducted manually if desired. Scheduled Domain Discovery may be turned
off.

Modifications performed by SDC administrative tools to a set of SDC Managed
Servers automatically update the SDC Server's database of server configuration
information and do not require explicit use of the Discovery mechanism.

Discovery is managed through the Discovery section of the Administrative Interface
of the graphical SDC Console and through the Command Line Interface
Administrative Tools.
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Domain Discovery

Domain Discovery queries all systems within the set of SDC Managed Servers
managed by the SDC Server and retrieves information about resources of interest to
SDC.

There are three scenarios for Domain Discovery use:

Domain Discovery during SDC Install

During SDC installation a Discovery operation is performed as part of system
setup so that the Controller can begin managing resources. See the discussion
about this in the SDC Getting Started document supplied with the SDC software.

This Domain Discovery operation will run to completion and will attempt to
identify all resources available across all SDC Managed Servers.

Manual Domain Discovery

Manual Domain Discovery operations can be initiated from the SDC
administrative tools (the Console and Command Line Interface) at any time by
members of the ServiceDeliveryAdministrators group.

Manual Domain Discovery operations always run to completion.

Domain level discovery, by default, maintains a history about the set of SDC
Managed Servers it scans.

This is done so that temporary perturbations to the system configuration — such
as a machine being temporarily off line — do not unduly affect the Discovered
information.

So, for instance, if a machine has been recorded as part of the set of SDC
Managed Servers in the last 48 hours, it is not removed from the list of SDC
Managed Servers, but merely marked as off-line.

This history can be over-ridden as a setting of a Manual Domain Discovery
operation.

Manual Domain Discovery is controlled either through the Initiate Domain
Discovery command within the Administration Interface of the SDC Console and
in the system di scover domai n command found within Command Line
Interface.

Concurrent Discovery operations are not allowed. Therefore, if a scheduled
Domain Discovery operation or a Server Discovery operation is already running,
administrators cannot initiate a Manual Domain Discovery operation unless the
currently running operation is stopped.

Only members of ServiceDeliveryAdministrators can initiate Manual Domain
Discovery operations.

Automated Domain Discovery

Automated Domain Discovery operations can be scheduled by the SDC on a
regular basis to determine if the SDC Managed Servers it manages has changed
configurations. This operation is typically run once a day.

By default, the SDC installation schedules a Domain Discovery operation to run
once a day (at 1:00 am local time) for up to 60 minutes.
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The frequency and duration of Automated Domain Discovery operations can be
set using either the SDC Console or the SDC Command Line Interface.

Automated Domain Discovery is controlled either through the Configure
Automated Domain Discovery command within the Administration Interface of
the SDC Console or through the Command Line Interface Administrative Tools.

Concurrent Discovery operations are not allowed. Therefore if a manual Domain
Discovery operation or a Server Discovery operation is running, an Automated
Domain Discovery will not run until the currently running operation has stopped.

Only members of the ServiceDeliveryAdministrators can modify the schedule of
Automated Domain Discovery operations.

The Domain Discovery Mechanism

The SDC Domain Discovery makes use of a proprietary algorithm to survey all
members of a set of SDC Managed Servers, and to use all the resources efficiently
and with little network impact.

The bandwidth required to support the Domain Discovery survey is on the order of a
few kilobytes per machine. The CPU impact of the Discovery operation on members
of the set of SDC Managed Servers is also very minimal.

However, Domain Discovery operations do require significant Resource commitment
from the SDC Server. For this reason while a Domain Discovery operation is running
other SDC Administrative functionality may not be available.

The actual time to completion of a Domain Discovery operation will depend on the
number and complexity of resources available on each given server and the number
of servers in the domain. In general, Discovery operations will scale linearly with the
number of members in a set of SDC Managed Servers.

For this reason, it is possible for a scheduled Domain Discovery process — which runs
for a fixed duration — to terminate before completely surveying all SDC Managed
Servers. Domain Discovery operations can also be manually terminated by service
shutdown or through the task manager.

The architecture of the Domain Discovery process is designed to handle such a
problem.

As Domain Discovery operation identifies resources, it updates the SDC Server's
server configuration databases. The SDC Server also records the most recently
scanned resource.

Therefore, if a preceding Domain Discovery operation terminated early, when the
SDC Server starts the next operation, it will begin its survey of servers where the
last one ended.

Server Discovery

In some cases, a modification to a set of SDC Managed Servers is confined to either
one or a small number of servers and it is necessary to include this information
quickly in the SDC Server's server configuration databases.

78



Using SDC

An example of this might be the installation of a new hardware platform, or the
manual creation of file shares.

The Server Discovery is controlled either through the Initiate Server Discovery
command within the Administration Interface of the SDC Console and in the system
di scover server command found within Command Line Interface.

Concurrent Discovery operations are not allowed. Therefore if a scheduled or manual
Domain Discovery operation is already running, administrators cannot initiate a
Server Discovery operation until those operations have stopped.

Only members of the ServiceDeliveryAdministrators can initiate a Server Discovery
operation.

The system impact of a Server Discovery operation is minimal — for the network, the
target of the Server Discovery, and for the SDC Server.

While Server Discovery operation is being performed on a target server,
administrative task can still be performed by the SDC Server on other members of
the set of SDC Managed Servers.

Emulation

SDC Server Emulation allows for the transparent movement of SDC Solutions and
Resources between members of the SDC Managed Servers.

When a supporting operation (such as the Server-Lifecycle Management Consolidate
operation) is performed with Emulation enabled, the destination server responds to
requests — such as Universal Naming Convention (UNC) paths — for the original
source server and for itself. The source server is renamed and no longer responds to
its original name.

Emulation is enabled by setting the Emulate Source On Destination option when
submitting a SDC operation that supports emulation (see the discussion of Job
Options in this section of the SDC documentation for more information).

For instance:

e If Emulation is used when a Server-Lifecycle Management Solution Consolidate
operation is applied to File Sharing Services resource on Serverl, moving all the
service to Server2.

e The Consolidated File Sharing Service's Resources can be accessed by specifying
either Serverl or Server2.

* Given a file share Sharel originally physically on Serverl, and now physically on
Server2 it may be accessed with a UNC of \ \ Ser ver 1\ Shar el or
\\ Server 2\ Sharel.

e The machine Serverl will be renamed automatically by the Consol i dat e
command, and can only be accessed with this new name.

The syntax and commands used to enable Emulation support for particular
operations is found under TDB in the Console Reference Guide section of the SDC
documentation and under the server consol i dat e command in the Command
Line Interface Reference Guide section of the SDC documentation.
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Successive Emulation

Resources in a set of SDC Managed Servers may be repeatedly moved between
servers.

However, only the latest movement may be Emulated: a destination server will only
respond to the name of its most immediate predecessor.

For example, consider two successive Consolidate operations:

e First: Emulate Source on Destination is enabled for a Server-Lifecycle
Management Solution Consolidate operation applied to File Sharing Services
resource on Serverl to move the resource Server2.

e Second: Another Consolidate operation with Emulation enabled moves the File
Sharing Services resource to yet another machine: Server3.

After the first operation:

e Server2 responds to requests made to Server2 and to Serverl. (Server2 is said to
Emulate Serverl).

e Serverl will have been renamed, for instance to Server10ld.
After the second operation:
e Server2 will have been renamed, for instance to Server201d.

e Server3 responds to requests made to Server3 and to Server2, but not to requests
made to Serverl.

e Server3 emulates Server2, but not Serverl.
Emulation of Serverl has been overwritten by the emulation of Server2 on Server3.

Note, that if in the example above the second service relocation (from Server2 to
Server3) had been done without Emulation, then Server2 would continue to Emulate
Serverl, but the Service initially on Serverl would now be on Server3, and clients
would need to explicitly use Server3 to obtain access it.

Multiple Emulations

Destination or target servers have a many to one Emulation relationship: they may
Emulate a number of source servers.

Source servers may only have a one to one Emulation relationship: they may be
Emulated by one and only one destination server.

This allows Emulation to support the service Consolidation operation, where many
services from several machines are mapped to a new server.

In such a case, the destination machine responds to requests made to the names of
the source servers whose services it received as well as its own name.

These source servers will be effectively renamed and will not respond to their original
name.

For instance, if instance of File Sharing Services are Consolidated from Serverl,
Server2, Server3, to Server4.
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Server4 will now respond to requests made to Serverl, Server2 and Server3: that is,
Server4 Emulates the other servers.

Serverl, Server2, and Server3, are renamed (for instance to Server10ld, Server20ld,
and Server30ld).

Server4 has a many to one relationship with the source servers.

Because Emulation renames the source server, it is not possible for Serverl, Server2
and Server3 to be Emulated by more than one destination server each.

The name given to the source (emulated) servers is determined by an SDC
proprietary algorithm. This algorithm is designed such that it avoids

) server name collisions in the domain. Due to this, it is not possible to know,
before job execution, the new name an emulated source server will get. To
determine the name you must look into the job log

Side Effects and Restrictions

Emulating a source server changes the name, and only the name, by which that
server is identified, and as a result:

* Services remaining on a source server are no longer accessible under their
previous name.

*  Services accessible through absolute networking address (IP or Ethernet
addresses for instance) cannot be Emulated.

For example, Serverl could host an SQL Server in addition to instances of File
Sharing Services resources.

If one or more of those resources were Consolidated to Server2 with Emulation, then
Serverl's name would be changed (perhaps to Server10ld), and attempts by SQL
clients to access the data base using Serverl as an address would fail.

However, SQL clients accessing the database using Serverl's IP or other absolute
address may continue to be able to contact the database, as renaming Serverl to
Server10ld does not change these absolute addresses.

In the same way, SDC users accessing File Sharing Services resources on Serverl by
using its IP or other absolute address would not see Emulation — the renaming of
Serverl and the aliasing of Server2 are irrelevant to absolute addressing.

Logging

All SDC logs are accessible through either the SDC Console (see the discussion of
Logging in The SDC Console Reference section of the SDC documentation) or the
SDC Command Line Interface (see Command Line Interface Reference Guide).

Management of SDC logging is available through the log-related commands in the
Command Line Interface Administrative Tools. Users can use this interface to set the
size limit of logs, as well as clear and rotate logs.

There are three types of SDC logs:
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e Job Logs
e Audit Logs

e Server Logs

Job Logs
Job logs are generated in the course of the implementation of a SDC Operation as a
SDC Job.
Each SDC Job has its own log, as does any SDC Sub-Job that might support it.
Job logs provide a step-by-step record of the execution of a task.

A job log is obtained by selecting a job in the Current Jobs or My Jobs section of
Monitor Interface and clicking on Summary or the job's listing itself in the graphical
SDC Console.

When working through the Command Line Interface, one uses the system
vi ewj obl og command.

Members of the any of the three SDC domain level access groups
ServiceDeliveryAdministrators, ServiceDeliveryArchitects, and
ServiceDeliveryOperators can access log information for any SDC job.

For instance, a simple log, from File Sharing Services Management Solution Deploy
operation not implemented with sub-jobs might appear as:

Records Status

2003-07-25 10:35:06.449 The job is started

2003-07-25 10:35:06.920 FileShareAdd \ \W2000AS84407\f725
DestPath: ¢:\f725 DelDestDir:False

2003-07-25 10:35:13.509 Success: Temporary share added on destination
server \ \W2000AS84407

2003-07-25 10:35:14.541 Success: ¢:\f725 created on destination server
\ \W2000AS84407

2003-07-25 10:35:22.382 Success: New share {725 added on server
\ \W2000AS84407

2003-07-25 10:35:30.694 Success: File attributes set on
\ \W2000AS84407\ {725

2003-07-25 10:35:39.336 Success: Share information set for share 725
on server \ \W2000AS84407

2003-07-25 10:35:47.769 Success: File security set on
\ \W2000AS84407\ {725

2003-07-25 10:36:24.511 Information: Temporary share removed on
destination server \ \W2000AS84407

2003-07-25 10:36:29.088 FileShareAdd Passed \ \W2000AS84407\ {725

DestPath: ¢:\f725 DelDestDir:False
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Status

2003-07-25 10:36:29.639

The job is finished

Note that jobs with sub-jobs (for instance a Consolidate job) would have several logs,
one for the top (parent job) and a log for each of the sub-jobs.

In the case below where three File Sharing Services resource were consolidated to
one server, a sub-job was created for each resource to be moved. Thus, there are four
logs — one for the parent, and one each for each SDC Sub-Job.

The parent log shows how it managed the sub jobs:

Records

Status

2003-07-25 14:45:30.742
2003-07-25 14:45:31.223
2003-07-25 14:45:41.387
2003-07-25 14:53:01.160
2003-07-25 14:53:01.310

2003-07-25 14:53:03.102

The job is started

File Share Consolidate to Server NIONIO
Information: Waiting for 3 to complete
Information: Jobs completed

Information: Information: Binding to server

NIONIO

Information: Information: Binding to server
W2000AS84407

While the log of one of the SDC Sub-Job log shows how the job was executed.

Records

Status

2003-07-25 14:45:44.782
2003-07-25 14:45:45.433

2003-07-25 14:46:06.994

2003-07-25 14:46:47.142

2003-07-25 14:47:09.674

2003-07-25 14:47:32.567

2003-07-25 14:47:46.657

2003-07-25 14:47:47.689

The job is started

FileShareMove \ \W2000AS84407\1725 to
\\NIONIO\f725 DestPath:c:\f725
DelDestDir:False DelSrcDir:False
ContinueOnErrors:True DeepCopy:True

Success: Share information retrieved for share
f725 on server \ \W2000AS84407

Success: Nested shares retrieved for share f725
on server \ \W2000AS84407

Success: Removed share 725 from server
\\W2000AS84407

Success: New share _tmp_ddf58ee0-9038-47b5-
b060-a238fd6c8775% added on server
\\W2000AS84407

Success: Temporary share added on destination
server \ \NIONIO

Success: ¢:\f725 created on destination server
\\NIONIO
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Records Status

2003-07-25 14:48:00.677 Success: New share {725 added on server
\\NIONIO

2003-07-25 14:48:20.256 Information: Starting copying files from source

\\W2000AS84407\_tmp_ddf58ee0-9038-47b5-
b060-a238fd6c8775% to destination
\\NIONIO\ {725

2003-07-25 14:48:44.090 Success: Share information set for share f725
on server \ \NIONIO

2003-07-25 14:49:03.408 Success: Removed share _tmp_ddf58ee0-9038-
47b5-b060-2238fd6c8775% from server
\ \W2000AS84407

2003-07-25 14:49:08.285 Success: File share W2000AS84407\ {725 moved
to NIONIO\f725. Updating resource
information and performing cleanup operations

2003-07-25 14:50:32.626 Information: Temporary share removed on
destination server \ \NIONIO
2003-07-25 14:52:39.098 FileShareMove Passed \ \W2000AS84407\{725
to \\NIONIO\f725 DestPath:c:\ {725
2003-07-25 14:52:41.271 The job is finished
Audit Logs

Audit logs provide a unified summary of all the jobs that have executed on the
system in a set period of time.

Only members of the ServiceDeliveryAdministrators group have access to this log
information.

The information is accessed through the Audi t Log command of the graphical SDC
Console's Administrative Interface, and through the system vi ewaudi t | og
command in the Command Line Interface.

SDC Users indicate a period of interest, and with these tools return information as
shown below.

The user sees when and with what options a job has been started, when it completed
and its status.

2003-07-25 10:14:08.240
User: PMDOM\da
File Share Consolidate to Server W2000AS84407

2003-07-25 10:14:20.467
User: PMDOM\da
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FileShareMove \ \W2000AS\PSRshare to \ \W2000AS84407\PSRshare
DestPath:c:\PSRshare DelDestDir:False DelSrcDir:False ContinueOnErrors:True
DeepCopy:True

2003-07-25 10:14:22.961
User: PMDOM\da

FileShareMove Failed \ \W2000AS\PSRshare to \ \W2000AS84407\PSRshare
DestPath:c:\PSRshare

2003-07-25 10:14:23.582
User: PMDOM\da

FileShareMove \\HP OPENVIEW SERVICE DELIVERY \PSRshare to
\\W2000AS84407\PSRshare DestPath:c:\PSRshare DelDestDir:False
DelSrcDir:False ContinueOnErrors:True DeepCopy:True

2003-07-25 10:14:25.184
User: PMDOM\da

FileShareMove Failed \\HP OPENVIEW SERVICE DELIVERY \PSRshare to
\ \W2000AS84407\PSRshare DestPath:c:\PSRshare

2003-07-25 10:19:31.445
User: PMDOM\da
File Share Consolidate to Server W2000AS84407

2003-07-25 10:19:44.654
User: PMDOM\da

FileShareMove \ \W2000AS\PSRshare to \ \W2000AS84407\PSRshare
DestPath:c:\PSRshare DelDestDir:False DelSrcDir:False ContinueOnErrors:True
DeepCopy:True

2003-07-25 10:19:48.609
User: PMDOM\da

FileShareMove \ \NIONIO\Montsaroffl to \ \W2000AS84407\ Montsaroffl
DestPath:c:\Montsaroffl DelDestDir:False DelSreDir:False ContinueOnErrors:True
DeepCopy:True

2003-07-25 10:19:53.326

85



Logging

User: PMDOM\da

FileShareMove \ \NIONIO\Montsaroff2 to \ \W2000AS84407\ Montsaroff2
DestPath:c:\Montsaroff2 DelDestDir:False DelSreDir:False ContinueOnErrors:True
DeepCopy:True

Server Logs

The SDC Server Logs contain low-level diagnostic information.

It does not contain information about jobs, but rather about tools which support SDC
such as the NET Framework.

Typically, this information is only of use when troubleshooting a problem with the
SDC support staff.

2003-07-24 08:55:31.595
User: PMDOM\da

Could not load .NET type AppImpl from assembly file://c:/program
files/HP/ServiceDelivery/resourcemanager.exe

2003-07-24 08:55:31.615
User: PMDOM\da

Type Applmpl does not implement interface IService

2003-07-24 08:55:44.103
User: NT AUTHORITY\NETWORK SERVICE

Could not load .NET type AppImpl from assembly
file:///c:/windows/assembly/gac/system.web/1.0.5000.0__b03f5f7f11d50a3a/system.web
dll

2003-07-24 08:55:44.243
User: NT AUTHORITY\NETWORK SERVICE

Type Applmpl does not implement interface IService

2003-07-24 08:55:53.246
User: PMDOM\da

Could not load .NET type AppImpl from assembly file:///c:/program
files/HP/ServiceDelivery/systemdiscovery.exe
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Working with Other Software

SDC software relies on a number of other standard tools to implement its technology.
The system uses:

¢ Windows Files Systems

e Microsoft Automated Deployment Service (ADS), to support provisioning of SDC
Managed Servers by SDC.

e Microsoft Distributed File System (DFS), to support transparency for file shares
when moved by SDC.

e Microsoft Networking and Active Directory Software, to maintain and configure
the managed domain and manage domain level SDC groups.

Windows File Systems

SDC takes full advantage of capabilities of the Windows File Systems, including
FAT32, NTFS, most file types, and the Windows File Systems' security model.

The security descriptor is copied along with its file system object, whenever that
object is moved between SDC Managed Servers, and guarantees that all domain level
security and access information is automatically invariant across SDC operations.

In addition, to handle local group and user conflicts between target and source
machines, SDC provides a well-defined mechanism for synchronizing information as
an option to many operations (see Copy Security Settings).

All Windows file and directory types are properly handled, except for the following
encrypted files and directories and Reparse points and links.

Encrypted Files and Directories: As the security of encrypted files and directories
is tied to specific properties of the source file system, copying them without
decryption would not result in meaningful data on the destination.

If such files or directories are detected when trying to move file, they are skipped and
an error is generated. If Continue On Errors is set, then the task can complete,
moving all other data. The job log provides details of such files, however the log entry
describes the issue as “access denied”.

Reparse Points and Links: Links and reparse points provide automatic redirection
of file operation to other areas on disk.

When encountered in a file operation, SDC does not resolve the link; instead it copies
the data it points to.

Microsoft Automated Deployment Services (ADS)

SDC’s interfaces provide a mechanism for managing Automated Deployment Services
(ADS) functionality used when provisioning systems (see Server-Lifecycle
Management Solution).

With this mechanism, SDC is able to:
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* Manage ADS Devices: Make selected SDC Managed Servers available for ADS
management.

e Capture ADS Images: Define operating system configuration that can be
installed on SDC Managed Servers as part of provisioning.

Managing ADS Devices

SDC provides an interface for managing ADS Devices, which allows SDC users to
add SDC Managed Servers as ADS Devices or remove them from ADS management
by deleting their ADS Devices.

ADS can be configured to acquire all properly configured systems as ADS Devices
(that is its Response to PXE action option is set to add). In which case all these ADS
Devices will automatically be added and explicitly adding ADS Devices through SDC
is not recommended. SDC can be used to delete ADS Devices, but after a system
reboot — and generated PXE traffic — ADS will automatically acquire it as a device
again. By default ADS is configured with Response to PXE acti on set to ignore.

Managing ADS functionality is only available to members of the
ServiceDeliveryAdministrators group.

Requirements for Adding a Device

SDC Managed Servers must meet some basic requirements before being managed by
ADS, and SDC must obtain certain information about the system.

The SDC Managed Server to be managed must:
e Have an Intel Pentium/Celeron compatible processor.

e Support an appropriate version of the Pre-Boot eXecution Environment (PXE)
version 0.99c or later and have it enabled.

*  Run a supported version of the Windows operating system (the Windows 2000
Server family or the Windows 2003 Server family).

It is important to verify information on the supported versions of Windows and PXE;
it will be necessary to consult the ADS documentation, or the ADS web site.

PXE is a BIOS level setting, which when enabled allows the system to make use of
networked resources during boot.

How PXE can be enabled on a particular SDC Managed Server will depend on how
that systems hardware manufacturer has chosen to implement BIOS controls.

It will be necessary to consult the vendor's documentation for that information.

In addition, the SDC user must obtain the SDC Managed Server's unique hardware
address — its Media Access Control (MAC) address.

The MAC address has 12 hexadecimal digits grouped into six pairs, for instance: 1B-
C4- 56- DD- AO- 2E is a valid MAC address.

Configuring ADS Devices from Managed Servers

An ADS Device can be created from a SDC Managed Server once it has been verified
that a candidate SDC Managed Server:
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e Supports the correct versions of Windows and PXE,
e Has PXE has been enabled, and
* A proper MAC address obtained for the system.

However, to allow ADS to fully manage a SDC Managed Server requires more than
PXE support.

If ADS is to be able to provision live SDC Managed Servers, those servers need to
have ADS client software installed on them.

Systems without this software installed are manageable by ADS only during boot.
Therefore, there are two stages to configure a SDC Managed Servers to support ADS:

e« A PXE-enabled SDC Managed Server is said to have been Added as an ADS
device when ADS assumes management of it during boot.

e When a server has ADS client software installed on it, and can be managed by
ADS at all times, it is said to be a Registered ADS Device.

As bare metal machines have no operating system installed, they may only be Added.
However, provisioning a system by using the SDC ADS interfaces will automatically
install ADS client software — effectively registering the system as an ADS device.

Depending on whether ADS has detected them, live machines may or may not need
to be added, but unless they have been provisioned through the SDC interfaces using
ADS — or have been manually configured with the ADS client software — they will
need to be Registered.

Registering a system — whether it has been added or not — will effectively Add it as
well.

If a system has not been Added and Registered, SDC cannot provision it.

Adding Managed Servers as ADS Devices

Working through the graphical SDC Console interface, Adding a SDC Managed
Server as an ADS device is done by selecting the Add option from Add/ Renove
Devi ce command from the Server Lifecycle Management List within the
Administrative Interface.

Using the CLI, adding a SDC Managed Server to ADS as a device is done through the
server r egi st er adsdevi ce command.

A SDC user supplies a valid MAC Address, and a device name (the name which ADS
uses to reference system).

It is not necessary that the ADS device have anything in common with the Windows
name of a system.

However, when running an operation that supports provisioning (such as Deploy
Servers, Consolidate Servers, or Migrate Servers) one must refer to a system by its
ADS Device name.

Therefore it is recommended that some convention connecting the two names be
observed.
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SDC intentionally does not verify if the MAC address provided is currently valid, or if
the system is available on the network.

This is done because users may wish to add a new system as an ADS device prior to
installing on the network.

However, only those ADS Devices currently up and connected to the network will be
displayed as candidate server when performing an operation that supports
provisioning.

Registering Managed Servers for ADS Support

Working through the graphical SDC Console interface, adding a SDC Managed
Server as an ADS device is done by selecting the Add option from Regi st er Server
command from the Server Lifecycle Management List within the Administrative
Interface.

Using the CLI, adding a SDC Managed Server to ADS as a device is done through the
server addadsdevi ce command.

Choosing Source System

A candidate for ADS registration is selected by using the Source Window (under the
SDC Console) or by using the sour cemachi ne parameter of the server
addadsdevi ce command under the CLI.

The SDC Console's Source Window provides a listing of systems available to provide
the basis of images, and SDC users will be able to filter these listings of available
servers on the basis of properties such as disk space on the SDC Managed Servers
and their current operation system version.

Selecting ADS Controller and Destination

The ADS Controller to manage the server is selected by using the Source Window
(under the SDC Console) or by using the devicecontrollername parameter of the
server addadsdevi ce command under the CLI.

The SDC Console's Selecting ADS Controller and Destination Window provides a
listing of ADS controllers known to SDC and available to manage the server.

Running Register Job

At this point — through the Job Info and Preview Windows of the SDC Console and
server addadsdevi ce command of the Command Line Interface — a user names,
schedules, and submits their job.

The job registering a server as an ADS Device will be displayed along with SDC
Manage jobs and is reported by the Monitor Interface of the SDC Console and the
l'istjobsorlistnyjobs commands of the Command Line Interface.

Removing a Managed Server as an ADS Device

SDC also allows users to remove SDC Managed Servers from ADS management by
deleting their ADS device.
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Deleting a system as an ADS device de-lists these systems as provisioning candidates
for SDC and removes them from ADS itself.

Working through the graphical SDC Console interface, designating a SDC Managed
Server as an ADS device is done by selecting the Remove option from the

Add/ Renove Devi ce command under the Server Lifecycle Management List within
the Administrative Interface.

Using the CLI, deleting a SDC Managed Server from ADS as a device is done
through the server addadsdevi ce command.

The user selects the ADS Devices to be deleted, and SDC updates its own records and
ADS's state to remove the ADS Devices.

Capturing ADS Images

SDC provides an interface for capturing ADS images — recording the state and
operating system configuration on a running system to use as the basis for the
installation and configuration of other systems.

Requirements for Candidate Images

A candidate system must meet the following requirements before SDC can use it to
create and ADS Image.

The candidate system:

e Must run a supported version of the Windows operating system (the Windows
2000 Server family or the Windows 2003 Server family).

e Must be up and running on the network.

Performing an ADS Image Capture

Working through the graphical SDC Console interface, designating a SDC Managed
Server as an ADS device is done by choosing the Capture Image option from within
the Administrative Interface.

Using the CLI, adding a SDC Managed Server to ADS as a device is done through the
server capt ur eadsi nage command.

To capture the image requires:

e Finding a candidate system,

e Choosing and ADS controller and annotating the image,
e Defining parameters, and

e Submitting the job.

Choosing Source System

Source system is selected by using the Source Window (under the SDC Console) or by
using the sour cenachi ne parameter of the server capt ur eadsi mage command
under the CLIL.
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The SDC Console's Source Window provides a listing of systems available to provide
the basis of images, and SDC users will be able to filter these listings of available
servers on the basis of properties such as disk space on the SDC Managed Servers
and their current operation system version.

The same information can be obtained by the server | i st adsdevi ces command of
the Command Line Interface.

Setting ADS Controller and Image Information

The Imagelnfo Window in the SDC Console and adscontrol | er and i nagenane
parameters of the server | i st adsi mages command in the Command Line Interface
allow users to:

e Name the image (which is required),
e Select the ADS Controller to manage the image captured (also required), and,

e Optionally, annotate the image captured with useful comments.

Setting up ADS Parameters

The Image Parameter Window in the SDC Console and syspr ept enpl at exni
parameter of the server capt ur eadsi mage command in the Command Line
Interface are used to set up the ADS parameters for a given image.

ADS parameters are data that users can or must enter in the course of an
installation. In principle, there could be a large number of parameters associated
with each ADS image.

For simplicity, only those parameters necessary to support SDC provisioning are
supported in the SDC management of ADS. They are:

e ProductKey
ComputerName

* JoinDomain

*  DomainAdmin

*  DomainAdminPassword

Through the SDC parameter interfaces, a SDC user (and member of the
ServiceDeliveryAdministrators group) can decide if the parameter is to be settable at
install time, or if it is fixed. They can also change the display name.

Running Capture Image Job

At this point — through the Job Info and Preview Windows of the SDC Console and
server capt ur eadsi nage command of the Command Line Interface — a user names,
schedules, and submits their job.

The status of ADS capture jobs is reported by the Monitor Interface of the SDC
Console and the | i stj obs or | i st nyj obs commands of the Command Line
Interface.
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) The SDC Administrators can extend the above image parameters. Details
of doing so are available in the support area for the SDC web site.

Microsoft Distributed File System (DFS)

SDC maintains domain-based DFS links and performs the appropriate updates when
moving resources.

Microsoft Networking and Active Directory

SDC maintains standard networking protocols. It is the responsibility of the user to
ensure that the appropriate protocols are installed to source and destination servers
as SDC does not in any way modify networking protocols.

SDC creates three domain-based groups in Active Directory. See the discussion on
Domain Groups.

Support and Technical Assistance

For more support and technical assistance, users should check the About box of the
graphical SDC Console.
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Service Delivery Console

The most up-to-date HP OpenView Service Delivery Help is available from
) the Support web.

Information on how to access the support web is available from the HP
OpenView Service Delivery About menu.

The HP OpenView Service Delivery Console is a graphical user interface (GUI)
allowing users to easily and remotely manage a HP OpenView Service Delivery
system. This GUI is also referred to as the WebConsole.

Access to the HP OpenView Service Delivery Console is obtained by opening the URL
http://ServiceDeliveryServer/HPSD/ WebConsol e where

Servi ceDel i verySer ver is the internet address of the HP OpenView Service
Delivery Server.

When accessing the HP OpenView Service Delivery Console URL, users will be
prompted for a user name and password.

To use the HP OpenView Service Delivery Console a user must have a domain level
login on the domain managed by the HP OpenView Service Delivery Server, and
must be a member of one of the three HP OpenView Service Delivery domain level
groups ServiceDeliveryAdministrators, ServiceDeliveryArchitects, or
ServiceDeliveryOperators.

HP OpenView Service Delivery Console has three interfaces:
*  Monitor Interface
e Manage Interface

e Administration Interface

Common Interface Features

Certain features are common across all the HP OpenView Service Delivery Console's
interfaces. All its interfaces share:
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e A set of icons identifying components used in defining or controlling HP
OpenView Service Delivery Jobs, including:

0 Job status icons

O Component icons

e A shared filtering mechanism for selecting candidate HP OpenView Service
Delivery Managed Servers for an operation.

Jobs Status Icons

HP OpenView Service Delivery Console displays job status with the following icons:

Icon Status

Description

=
I@ Success

Success with

v

Errors
ﬁ Failed
U Running
Stopped
T
Cleaning Up
=
= Waiting
e
&

El Paused

The job completed successfully. Information about
the job will be available to HP OpenView Service
Delivery until it is removed with the Delete
command.

The job completed successfully but with errors.
Used by jobs submitted with Continue On Errors
enabled

The job has completed and failed. Information
about the job appears red. Information about the
job will be available to HP OpenView Service
Delivery until it is removed with the Delete
command.

The job is currently running.A job in this state
may be Using.doc - JobControlTerminate or
Paused by appropriate HP OpenView Service
Delivery users.

The job was terminated by a user.Information
about the job will available to HP OpenView
Service Delivery until it is removed with the
Del et e command.

The job has received a terminate signal from the
user and is in the process of cleaning up and
possibly rolling back changes prior to a stop.

The administrative tool is waiting for an update
on information about the job.

The job has been paused, no longer performing
any operations. The job can be restarted by use of
the Resume command.
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Component Icons

HP OpenView Service Delivery operations make use of or modify a limited number of
components or resources — these are:

Icon

Description

]

[

g

HP OpenView Service Delivery Managed Server: A system known
to and managed by HP OpenView Service Delivery and accessed
through its standard Windows/Networking name. The name of the
managed server is presented without a domain or as an IP address,
for instance as FILESERVER. This name and icon may refer to the
same machine as that indicated by an ADS Provisionable Server
Icon. However no operations using this icon and associated name to
refer to a machine will make use of ADS.

File share: A directory hierarchy made accessible by one HP
OpenView Service Delivery Managed Server to other servers.

Configuration Template: A HP OpenView Service Delivery
Configuration Template defining a set of options used when
creating a new resource for a HP OpenView Service Delivery
Solution. See the discussion about Configuration Templates in the
Basic Concepts section of the HP OpenView Service Delivery
documentation for more information.

ADS Provisionable Servers: a HP OpenView Service Delivery
Managed Server has been Registered with ADS and is manageable
by it through HP OpenView Service Delivery both at boot time and
when running. The name of an ADS Provisional server always
contains domain information and is presented as an IP address, for
instance FlI LSERVER. nydomai n. com This name and icon may
refer to the same machine as that indicated by a HP OpenView
Service Delivery Managed Server icon. However operations using
this icon and associated name to refer to a machine will make use
of ADS, and may remove existing software.

ADS Operating System Image: A system configuration stored by
ADS for installation on a target HP OpenView Service Delivery
Managed Server.

Filtering Server Selection

When selecting a system for participation in a HP OpenView Service Delivery
operation — for instance choosing a candidate to act as the source and destination for
a Server-Lifecycle Consolidate operation — a HP OpenView Service Delivery is
presented with a list of systems to choose from.

As this list could contain many HP OpenView Service Delivery Managed Servers, it
is useful to be able to filter it.

By default no filter is applied and information about hidden shares is not provided
when a server icon has been expanded to examine its file shares:
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Filter Sources Servers by:

Filter Sources Servers by:

Server Name j ﬂr show hidden shares .o yame J ﬂp Show hidden shares

Select Share(s) Select Share(s)

H 2 ADS M 9 ADS

F 9 AGILEONE H 4 AGILEOME

= 4 PMSYRL H Y PMIVRL
i DFS 1i DFS
iFTP liFrP
i NETLOGOM 1 NETLOGON
i svsvoL i svsvoL

B 9 Ws2000 i HIDDEN

2 W52000

Reload resources | Reload resources

It should be noted that, whether a hidden share is displayed or not, when a server
level HP OpenView Service Delivery Job is performed, such as implementing a
Server-Lifecycle Management Migrate operation, hidden shares are included.
However, hidden shares must be explicitly included when performing File Sharing
Services operations.

In addition to control over whether hidden shares are displayed, the HP OpenView
Service Delivery Console provides three filters:

e Filter by server operating system
e Filter by server disk space

e Filter by server name

Filter by Server Operating System

When filtering by name, HP OpenView Service Delivery requires the HP OpenView
Service Delivery Console to display only those HP OpenView Service Delivery
Managed Servers running a given version of the Windows operating system.

The drop down menu in the Operating system filter interface allows a user to choose
one of the versions of Windows supported on HP OpenView Service Delivery
Managed Servers.

For a list of Windows versions supported by HP OpenView Service Delivery for HP
OpenView Service Delivery Managed Servers, see Current Version High-Level
Specifications in the About The Product section of the HP OpenView Service Delivery
documentation.
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SELECT THE SOURCE FILE SHAREES.

Filter Sources Servers inn

|os = | [Windows 2000 Server =| Go |l Show hidden shares
Select Share(s)
2 4 \wWs2000

Reload resources |

Filter by Server Disk Space

When filtering by disk space, a HP OpenView Service Delivery user can choose to
search for machines which have disk space which is:

= Equal to a specified value

=> Greater than or Equal to a specified value
> Greater than a specified value

<= Less than or Equal to a specified value

< Less than a specified value

= Not Equal to a specified values
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Filter Sources Sarvers by:

[Cisk space === =l |s Ge o | Show hidden shares
Select Share(s)
L ADS

L AGILEOMNE
L PMSWVR

Raeload resources

Disk size must be specified as an integer multiple of one Gigabyte.

Filter by Server Name

When filtering by server name, a HP OpenView Service Delivery user can insert any
string or portion of a string.

The names of available servers are compared on a cont ai ns string basis.

String position and wildcarding is not supported.
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FILE SHARE: CONSOLIDATE

SELECT THE SOURCE FILE SHARES.

Filter Sources Servers by
| Server Mame EAE Go |~ Show hidden shares

Select Share{s)
¥ L2y ADS

2 PMSWYRL
¥ L wWs2000

Reload resources ]

In the case above, all the server names contain "S" and are therefore included in the
selection.

Monitor Interface

The Monitor Interface provides information about and control over HP OpenView
Service Delivery Jobs — both running and completed on the system.

Members of all HP OpenView Service Delivery domain level groups can use the
interface to manage HP OpenView Service Delivery Jobs they have initiated.

Members of the ServiceDeliveryAdministrators group may manage HP OpenView
Service Delivery Job initiated by other users as well.

The Monitor Interface consists of two basic components:
e My Jobs Interface — All of a users currently running jobs

e Current Jobs Interface — All jobs running on the system
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The format of the information and usage of in either interface is the same.
The information and tools provided by through Monitor Interface consists of:
e Job Listing

e The Job Control Toolbar

e Job Log information

Job Listing

The basic features of the Monitor Interface can readily be seen.

1 Icons indicating the state of jobs.

2 Listing information about jobs.

3 A tool bar providing access to job management functionality.

4 Access to the other HP OpenView Service Delivery Console interfaces.

It should be noted that this illustration is what a member of the
ServiceDeliveryAdministrators group might see. Members of the

ServiceDeliveryOperators or ServiceDeliveryArchitects groups would not see the

Administration tab.

For a definition of the Job status states and their icons see the discussion of Job
Status Icons in this section of the HP OpenView Service Delivery documentation.

Simple Job Listing

3 Consera Agilelne - Microsolt Internet Explorer

J File  Edit V“iew Fawaorites Tool:  Help

J @ Back - J - \ﬂ @ _:“] ‘ j'-\l Search \:','1':3 Favorites ﬂ"h’ledia £¢1| - .__;__ ﬁ

J Lirks &] PMDO

J Address I@ hitp: /¢ agileone. prndam, congera. com/Congerafw ebConsale/S ke M onitar

J[Z] || j F—‘l Seaich ~

m" HP OpenView Service Delivery

Welcome Pl

All Jobs New

P || status | Job Name
@ =IFailed al Consclidate shares "W\ ADS al to NIONID
8 Failed b711 Add File Share b711 to W2000AS5
@ FlSuccess Generatelogs Consolidate shares " W2000A584407%F725 %\ W20
@ L. Success FileShareMovel FileShareMovea: f725 from W2000AS24407 to MIONI
@ L. Success FileShareMaovel FilaShareMova: Marketing from W2000AS5 to MIONIC
@ i Success FileShareMoveZ FileShareMaove: tormud from WZ2000AS554407 to NIOI
@ Success as Add File Share b711 to W2000A584407

It is worthwhile to examine the two example job listings seen below.

They represent a snapshot in time of jobs running on a HP OpenView Service

Delivery system.
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2] =] A search -

HP OpenView Service Delivery i

Start Date End Date;

L] ? L2 -~ L I B 9

All Johs CUEE
| | status | _dobName | Descripton _____________________________________ [submittedby| __ StartTime | __ EndTime |
é’g Scheduled Example 2 consolidate shares %\ NIDNIDYtomu2 %\ NIDNID  Marketing Y4 NIONIO dulal to W2 PMDOMYda 8/1/2002 5:35:00 AM
0 =/Running Example 5 Consolidate shares Y% ADS%al Y\ ADSYADSScripts \ 4 ADS \ Cartificate Y4 NIONIOY\b7 PMDOM'\da F/F1/2003 1:27:30 PM
0 ‘" Running FileShareMoveD FileShareMove: al from ADS to WZOODASE4407 PMDCOMYda 7/31/2003 1:27:37 PM
0 - Paused FileShareMovel FileShareMove: b711 from NIQNIC to W2000DASS84407 PMCCMYda 7/31/2003 1:27:139 PM
D - Running FileShareMovez FileShareMove: tormul fram NIOHIO to W2000AS564407 PMDCOMYda 7/31/2003 1:27:42 PM
0 ~ Running FileShareMoves FileShareMove: ADSScripts from ADS to W2000A584407 PMDOMYda FF31/2003 1:27:47 PM
D " Running FileShareMoved FileShareMove: Certificate from ADS to WZOOOASE4407 PMDOMYda 773172003 1:27:51 PM
9 Failed Example 4 Add File Share Test Share to W2000AS584407 PMDOMYda 7/31/2003 1:25:43 PM 7/31/2003 1:26:05 PM
@ Success Example 3 Add File Share Test Share to W2000AS84407 PMDOMYda 7/31/2003 1:23:10 PM 7/31/2003 1:24:32 PM
@ Success Migrate Example 1 Move File Share 4 \NIONID al1a2 to Y\ W2000A584407 a1a2 PMDOM\da F/21/2003 1:16:32 PM 7/31/2003 1:19:17 PM

The first listing shows that we have:

*  One scheduled job (Example 2)

»  Two jobs which have succeeded (Example 3 and Migrate Example 1)
e One job which has failed (Example 4)

e One job with Sub-Jobs (Example 5)

A Sub-Job in the Example 5 jog is Paused. This is not preventing the overall job from
running.

A possible cause of this situation would be that it was discovered that the paused job
required some resource which was not available on the system (for instance a server
could be temporarily down). This would allow the job to complete once the resources
have been restored. Note that a job is paused by a user issuing a Pause action
(pressing the Pause button) on the HP OpenView Service Delivery Console, having
first selected the appropriate job line.

The later listing shows several examples how Sub-Jobs affect the state of a parent
job and success with failure.

tall | A scach -
HP OpenView Service Delivery i

» Ahout

Start Date End Date;

All Jobs

[T stawe | sobName | beeoripuon  [sbmittediy]  sterttime | Endtme |
[ Success Example 2 Consolidate shares 4\ NIDNID  tomu2 % \NIONIDMarketing Y\NIONIOYdulal to W2 PMDOMYda  8/1/2003 5:35:00 AM

€3 = Failed Example 5 Consolidate shares 4%, ADS%al Y, ADS, ADSScripts Y, ADS \ Certificate Y \NIONIO b7 PMDOMYda  7/31/2003 1:27:30 PM 7/21,/2003 1:27:30 PM
@ | success FileShareMoveD FileShareMoue: a1 fram ADS to W2000ASE4407 PMDOMYda 7/31/2003 1:27:37 PM 773172003 1:43:37 PM
@ Success FileSharaMovel FileShareMouve: b711 from NIONIO to W2000AS84407 PMDOMYda  7/31/2003 1:27:39 PM 7/31/2003 1:41:39 PM
@ . success FileShareMoveZ FileShareMove: tomul from NIONIS to W2000ASE4407 PMDOMYda  7/31/2003 1:27:42 PM 7/31/2003 1:27:42 PM
2 . Failed FileSharaMove3 FileShareMove: ADSScripts from ADS to W2000AS84407 PMDOM\da  7/31/2003 1:27:47 PM 7/31/2003 1:29:47 PM
@ . success FileShareMousd FileShareMoue: Certificate from ADS to WZ2000ASE4407 PMDOMYda 7/31/2003 1:27:51 PM 773172003 1:42:51 PM
B Failed Example 4 Add File Share Test Share to W2000A584407 PMDOMYda  7/31/2003 1:25:43 PM 7/31/2003 1:26:05 PM
@ success Example 3 Add File Share Test Share to W2000A584407 PMDOMYda 7/31/2003 1:23:10 PM 7/31/2003 1:24:32 PM
@  success Migrate Example 1 Move File Share Y\NIONID%\ala2 to \\W2000AS5844074ala2 PMDOMYda 7/31/2003 1:16:32 PM 7/31/2003 1:19:17 PM

One job, Example 2, completed with a warning (Success with errors). This means
that this job encountered and handled well-defined errors (see the discussion of the
Continue On Errors flag in the Using HP OpenView Service Delivery section of the
HP OpenView Service Delivery documentation).

In the case of Example 2, performing a consolidate operation; this state could have
been created by an unreadable file or an encrypted directory on a source system.
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Handling this sort of problem is well-defined and allows one to determine the state of
the HP OpenView Service Delivery Job despite the failure, and therefore is classified
as a Success with Errors.

On the other hand, the job containing sub-jobs (Example 5) is reported as having
failed as one of its Sub-Jobs (FileShareMove3) failed, and there were successful HP
OpenView Service Delivery Sub-Jobs: FileShareMove0, FileShareMove2,
FileShareMove3, and FileShareMove4.

When a parent job fails because one of its Sub-Jobs fails, that does not automatically
cause the other Sub-Jobs to fail and they are not rolled back.

Job Control Tool Bar

The HP OpenView Service Delivery Console displays available job control operations
in an easy-to-use tool bar as part of the Monitor interface.

m:: < 'ﬁ i T&' e Start Date: End Date:

Aall Jobs Héini Refresh Summans Details Resohedule

Depending on what jobs are displayed and what select sets of operations are
available to a HP OpenView Service Delivery user, different entries are displayed on
the tool bar.

For instance the icon for the Resume operation is only visible if the user selects a
paused job on the HP OpenView Service Delivery Monitor Interface.

E*:: - @ E x Start Cate: End Date:

All Jobs M e Refresh

Similarly one can expect the reschedule icon only if a job is scheduled — but not
running.

E‘: 2 ﬂ 'ﬁ, Start Drate: End [rate:

New  Refn Summan Detailz R

Certain commands are HP OpenView Service Delivery Jobs-specific, and the HP
OpenView Service Delivery user must select a job prior to issuing them.

Other commands are more general and do not require the selection of a HP
OpenView Service Delivery Job from the Monitor interface.

Jobs are selected by clicking on the row containing the job information (though not
the HP OpenView Service Delivery Job's status icon).

* & ¥ B Y

All Johs MNew tef summary Details

| | status |jobName| ~~  pescripion 0000000 |
Scheduled m Consolidate shares "W\ HNIONIO " tomu2 “V\NIONIO"
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Below is a list of tasks which can be invoked from a HP OpenView Service Delivery
task bar and the icons that represent them.

Tool Bar Icons: Tasks not Requiring Job Selection

Icon

Description

(2

¥

=2

(]

New dJob: Invokes the Manage interface allowing HP OpenView
Service Delivery to modify server services.

Refresh View: Updates Monitor Interface to display HP OpenView
Service Delivery jobs Information. This command is also available
through the F5 key.

Detail Pane: Hides or views any Job Log or Detailed View window
currently on display.

Refresh Job Date: Updates the display of start (or scheduled
start) and stop information of jobs currently displayed in the
Monitor interface.

Tool Bar Icons: Tasks Requiring Job Selection

Icon

Description

e
al

)
4
X

Re-schedule: Changes the scheduled execution time of a selected
HP OpenView Service Delivery Job scheduled to run at a later date.

Pause: Suspends execution of a selected HP OpenView Service
Delivery Job if currently running. Pauses any Sub-Jobs as well..

Resume: Restarts execution of a selected HP OpenView Service
Delivery Job if currently paused. Resumes any Sub-Jobs as well..

Stop: Ends execution of a selected HP OpenView Service Delivery
job if currently running. Stops any Sub-Jobs as well.

Delete: Removes all information about a selected HP OpenView
Service Delivery job.

For more information about controlling HP OpenView Service Delivery Jobs, see the
discussion on Job Control in the Using HP OpenView Service Delivery section of the
HP OpenView Service Delivery documentation.
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Job Log Information

The Monitor Interface allows HP OpenView Service Delivery, from all three HP
OpenView Service Delivery domain groups - ServiceDeliveryAdministrators,
ServiceDeliveryArchitects, and ServiceDeliveryOperators, to view the status of any
job displayed in the Monitor Interface.

To obtain this information, a HP OpenView Service Delivery user either double clicks
on the row containing a given job information, or selects the job and then clicks the
Detail Pane icon in the Job Control Tool Bar.

3 HP OpenYiew Service Delivery - Microsoft Internet Explorer

Fil=  Edit Mew Favorits Tools  Help

(DBack » 0 - [¥) 2] 0| search | Favorites o Media £ | - L [0

Address I@ https: flocalhost HPSDWebConsolefSite fmonitor jdefault . aspx7jobid=9ab7 16d5-82a7-4d3b-9ede-bbalbdd L FFOd8x=0,97 2345364541 2403 j Qo
m" HP OpenView Service Delivery Welcome PMDOMla, Service Delivery Adminis
invent

N

» Joh Details | [ status [3ob Name Submitted by Start Time
(¥] succesceese | AADS\a1 to AipHsvRIva1|puD oM quartatfs 1472005 2108101 P

Success
test

Move File Share WhADS\al to \WPMSYR14a1

PMDOMYgUartet
Start Date:  8/4/2003 2:08:01 PM

8/4/2003 2:11:47 PM

200%-08-04 14:08:09,957 The job is started ot

2003-08-04 14:08:10.709 Audit: FilaShare Migrate \WADS a1 to WWPMSVR1Yal DastPath:Ciial DelbestDinFalsa
DelSreDir:False ContinueOnErrars: Trus DaspCopyiTrus

2003-08-04 14:09:05,708 Success: Mew share _consera_3777cfec-5a50-4030-bafa-16329311c69d$ added an
server VLADS

Refresh Lugl

=

]

In the example shown here, we can see the Job Control Options used with the job, as
well as the various intermediate steps (the creation of temporary shares) needed to
implement the job.
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HP OpenView Service Delivery Jobs with Sub-Jobs (for instance a Consolidate job)
would have several logs, one for the top (parent job) and a log for each of the sub-jobs.

T} Consera AgileDn rosoft Internet Explorer M
File Edit ‘iew Favortes Tools Help | ."*'
Q= - ) - [x] (2] (| O seach 5lp Favaes @ Media {f;| S | 33 HLmks (&]PMDOM ] Aleea Fast BugTrack ] Boost The Speed OF Your PC ] CmdCansole >
Adshess [{€] http://agileone.pmdom cansera.com/ConserarwiebConsole/Site/Monitor/ =l B

2] | R seach -

m' HP OpenView Service Delivery =

Start Date: End Date:

Details

5 oy e | 1 51 B |
.m Produce Log  |Consolidate shares \\AGILEONE ADSYdocs \ 4\ NIONID Cartificate 4\ PMSVR1a |PMDOM Y da /5/2003 9:50:46 AM

U Running PMDOMYda 8/5/2003 10:00:02 Ah

D L. Running FileShareMovel FileShareMove: al from PMSWR1 to WEZ000 PMDOMYda 8/5/2003 10:00:05 AR

o

FileShareMoven FilaSharaMove: docs from ADS to WS52000

Running  FileShareMouve2 FileShareMove: & from AGILEONE to WS52000 PMDOMYda 8/5/2003 10:00:08 Ah

‘A Consera AgileDne - Microsoft Internet Explorer |9 [=1 3

;)ui;' Running - Running
Z Consera AgileDne - Micrasoft Intemet Explorer H=
Job name: FileShareMovel ﬁ
Description:  FileShareMove: al from PMSYRL to W imvent F2000
. f Status of
Submitte: e
iz:?“ ted PMDOM\da job: Running
Start Date:  B/5/2003 10:00:05 AM Jobname:  Produce Log
Description: Consolidate shares \WAGILEQNEYa Yh\ADS\docs WWHMIONIOYCertificate
End Date: PSCRE T OWWPMSYRINATD to WS2000
Submitted
Job Log: by: PMDOMYda
Start Date: 8/5/2003 9:59:46 AM
i e
End Date: Ise DelSrcDir False
1True
Joblog: e e
2003-08-05 09:59:52.032 The job is started
-Z-EI-D-S--E;E-I-D-Q-DQ:SQJEZ.753 File Share Consolidate to Server WS2000 D‘E‘l‘D‘E‘;t‘D‘I‘F;;;“S‘E
DelSrcDir False Continue®nErrars:True DeepCopy:True
""""""" Refresh Log
Refresh Log
4 [ ;lJ

[T @ intemet

Double-clicking the parent HP OpenView Service Delivery Job listing or the
Summary Task bar icon after selecting the HP OpenView Service Delivery Job list
displays the log information for the parent job but not its Sub-Jobs.

To display the information for a HP OpenView Service Delivery Sub-Job one must
double-click the HP OpenView Service Delivery Sub-Job listing or the Summary
Taskbar icon after selecting the HP OpenView Service Delivery Sub-Job listing.

Job logs may be examined in this way at any time during the life of a HP OpenView
Service Delivery Jobs.

Manage Interface

The Manage Interface allows users from any HP OpenView Service Delivery domain
level group to create jobs using HP OpenView Service Delivery Solutions to modify
the state of HP OpenView Service Delivery Managed Servers by adding or moving
server functionality and system resources.

Currently the HP OpenView Service Delivery Console Manage Interface supports:
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» File Sharing Services Management Solution Operation Interfaces

e Server-Lifecycle Management Solution Interfaces

File Sharing Services Management Solution Interfaces

This interface allows issuing jobs for the File Sharing Services Solution of the HP
OpenView Service Delivery Controller.

Server-Lifecycle Management Solution Interfaces

The Server-Lifecycle Management Solution allows a HP OpenView Service Delivery
user to control entire HP OpenView Service Delivery supported services, decoupling
their functionality from any particular piece of hardware.

This control includes the ability to deploy a server starting from a bare metal
configuration.

The Server-Lifecycle Management Solution supports three operations:
*  Deploy Servers

* Consolidate Servers

*  Migrate Servers

For general usage information about the Server-Lifecycle Management Solution and
its operations, see the discussion Server-Lifecycle Management in the Using HP
OpenView Service Delivery section of the HP OpenView Service Delivery
documentation.

Deploy

The Deploy operation allows the provisioning of existing, new, or repurposed HP
OpenView Service Delivery managed servers. It also allows the application of a
Configuration Template on existing, new or repurposed HP OpenView Service
Delivery managed servers

Consolidate

The Consolidate operation takes services on several HP OpenView Service Delivery
Managed Servers, and combines them on one target server.

In performing a Server-Lifecycle Management Consolidate operation a HP OpenView
Service Delivery user must:

e Select systems currently managing the desired HP OpenView Service Delivery
resources to act as a source for the Consolidate operation.

e Select a target or destination machine as a target for the Consolidate operation.

e Decide (if the target supports it) if in addition to Consolidating the server
functionality, the destination machine is to be provisioned and if so to configure
the provisioning.

e Schedule and submit the operation as a HP OpenView Service Delivery Job.
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For detailed information see the discussion on Server-Lifecycle Operation:

Consolidate in the Using HP OpenView Service Delivery section of the HP OpenView
Service Delivery documentation.

Source Window

A HP OpenView Service Delivery user will have a list of all available servers
presented as candidate sources, and they may inspect this list to get information
about the resources (such as file shares) that these servers manage.

The list may be filtered, but will not display any HP OpenView Service Delivery
Managed Servers as an ADS device as whether a source system is an ADS device is
irrelevant to its acting as a source for a consolidate operation.

SERWER: COMSOLIDATE --F Source

SELECT THE SOURCE SERVERS.

Filter Source Servers by:

IND filter applied Ll Goll_ Show hidden shares

Select Source Server(s) Selected Source Server(s):

e R 5} FILESERVER O
_ind

[+ S FILESERVER1 [+ o FILESERVERZ
[ [ FILESERVERZ
[+ oy FILESERVER3
= =k PRINTSERVER

Reload resources |

Genetal Properties

System Volume: FILESHARED

Services: Mone
Logical Drives: <: File Systern: Unknown  Free Space: 13,92 GB  Toktal Space: 19.15 GB

In this example, the HP OpenView Service Delivery user has selected two HP
OpenView Service Delivery Managed Servers — FileServerO and FileServerl — whose
file services are to be consolidated. Note that information about the selected server
appears below the selection dialog.

In this case, because the server itself is selected, information is only about the server.

Had one of the shares been selected, its information would have been displayed:
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Select Source Server{s)
= SAFILESERVERD

B+ SOURCECODE
= 25 FILESERVER
= Y& FILESERVERZ
= SAFILESERVER?
+ YAFPRINTSERYER

Reload resources |

General Properies |

Current Hame: SOURCECODE
Current Path: C:ACYS

Size: Click Query,

Server Name: FILESHARED

Even though the user can click on an individual file share when selecting source for a
Consolidate operation, this is only to display information about the file share.

Only servers may be added as sources as part of the Server-Lifecycle Management

Consolidate operation. Attempting to add an individual file share will result in an
error.

Destination Window

The destination or target selection window will display both the selected sources and
which systems are available to act as a target for the consolidation operation.

The list may be filtered, and those HP OpenView Service Delivery Managed Servers

registered as ADS devices will be displayed both as conventional Servers and ADS
devices.
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SERVER: COMSOLIDATE Destination
SELECT THE DESTIMATION SERVER,

Filter Destination Servers by:
Mo filter applied =l Gol 7| show hidden shares

Selected Source(s): Select Destination Server:

El U FILESERVERD [ 2 FILESERVERD
:’y [ [ FILESERVER1
¥ SOURCECODE ENENFILESERVER2

£ 55 FILESERVER3 _i§ SOURCECODE

I DATABASE i ssscrcnns
i SCRATCH i DATABASE
i usERINFD ‘% SCRATCH
[ USERINFO

[# oy FILESERVERZ
[ [ PRINTSERVER
A FILESERVERZ.mydamain. com

Mowve to >

Reload resources

General Properties

System Volume: ADS
Services: Mone
Logical DHves: <:  File Systern: Unknown Free Space: 13,92 GB  Total Space: 19,15 GB

In this example, the user is attempting to consolidate FILESERVERO, with one file
share SOURCECODE, FILESERVER3, with three file shares DATABASE,
SCRATCH, and USERINFO to FILESERVER2.

As FILSERVER?2 is being referred to by its ordinary domain or Windows domain (as
can be seen from the selected icon — see the descriptions of Component Icons in this
section of the HP OpenView Service Delivery documentation for more information),
provisioning will not take place.

Those file shares which can be consolidated easily are highlighted.

The Destination Window also reports a problem: FILESERVER2 already has a share
named SOURCECODE. The problem in this example is a naming collision, although
if the names were different but the paths were the same that would be reported as a

collision as well.

A HP OpenView Service Delivery can fix collisions by either by:

*  Removing the HP OpenView Service Delivery Managed Server whose file shares
generate a collision,

Or, by

*  Modifying the properties of the conflicting share by changing the path and/or file
share name to be used on the target server.

HP OpenView Service Delivery Users can Modify properties for the consolidated by
selecting the conflicting share and altering its information through the general
properties section of the Destination Window:
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Selected Source(s): Select Destination Server:
= L PMSWRL L aps
(3 a = = u2
iy DFS Uiy DFS
[#§ FTP i FTP
i NETLOGON BRNETLOGON
B svswoL % a
= 2 PMSWVR3 i SYSVoL
A u2.pmdom.consera.com
U3
Move to = A us.pmdom.consera.com
Reload resources
General Properties
Current New
Names METLOGON Nome:  INETLOGON
g:t’rr"_’“‘ CAWINNTISYSYOLisysvollpmdom consera comSCRIPTS New Path: [C:wyINNTUS Y SWOLsy svolyprmdarm, consera. comia
Size: Click Guery. Query |
Server Uz
Name:

Apply |

In fact, the general properties section can be used to modify the properties of any of
the shares to be consolidated, whether there is a conflict or not.

If the ADS device FILESERVER2. mydomain.com had been chosen by clicking on the
ADS device Icon (see Component Icons), the system would have been selected for
provisioning.

Even in this case, users can still change the properties of file shares to be
consolidated.

Partition Information Window

If a destination machine has been selected by referring to its ADS name and icon (see
Component Icons), provisioning windows will be displayed to the user — starting with
the Partition Information window, which allows a user to specify the configuration of
the destination machine's system partition.

SERVWER: DEPLOY Partition Info

EMTER PARTITIOM INFORMATICON,

¥ preserve DEM Partition

Create a partition:
IF THE SIZE vl SPECIFY IS GREATER THAM THE AVAILABLE SPACE, THE MAXIMUM AVAILABLE SIZE WILL BE CREATEL.

| ME

< Back Mext = Cancel
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e Create a Partition

A user need not specify a partition size. If not specified, the partition is created

with the maximum possible capacity.

If a valid partition size is specified — valid in this case meaning large enough to
hold the operating system installed from a selected ADS Image — HP OpenView

Service Delivery will create a system partition of that size on the physical boot
disk.

e Preserver OEM Partition
By default this option is turned on.

An OEM partition is a partition, used by certain hardware vendors to contain
various diagnostic and support tools.

HP OpenView Service Delivery user may choose to have this partition over-
written, although it is generally recommended that this partition be left
untouched.

Choose Image Window

Once a HP OpenView Service Delivery user has chosen a configuration of the boot

partition to be created on the destination or target server, they need to choose which

ADS Image to use.

This image will determine the type of operating system to be installed, and its initial

configuration. (For more information about ADS Devices, see the discussion
Automated Deployment Service (ADS) in the Basic Concepts section of the HP
OpenView Service Delivery documentation.)

HP OpenView Service Delivery Console provides a list of available ADS Images
through its Choose Image Window:

Selected Destination Server: Select Image:

1 FILESERYERZ mydomain. com A WwWin20005 ALSERVER
0 win200350LSERVER
2 Win2000FileServer

37 Win2003FileServer
v
o

! Win2000115 Server
' Win2003015 Server

Apply Image >

Reload resources

< Back Mext =

Cancel
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In the example here, the site under HP OpenView Service Delivery management has
a number of standard images for different purposes. For instance, it has both
Windows 2000 Server and Windows Server 2003 versions of an operating system
configured to support SQL, IIS or File serving. The HP OpenView Service Delivery
user merely has to select the image which most closely matches their needs.

Input Parameters Window

The final stage in defining a provisioning is setting ADS parameters: customizations
available to a HP OpenView Service Delivery user installing an ADS Image.

SERVER: DEPLOY --F Image Parameters

EMTER THE IMAGE PARAMETERE,

Destination Server: FILESERVERZ mydomain. com
Image Name: Win2003FileServer

THE SELECTED IMAGE REQUIRES THE FOLLOWING INFORMATION TO BE SURPLIED BEFORE THE IMAGE CAN BE APPLIED TO THE DESTIMATION SERVER. IF vOU
ARE UMSURE ABOUT WWHAT WALUES YoU SHOULD USE FOR THE FORM BELOW, PLEASE CONTACT YOUR IMAGE SERVER ADMINISTRATOR.,

Image Parameters for Destination Server:
DOMAINPASSWORD |

DOMAIN

DOMAINADMIN I

MACHINEMAME

< Back | MNext = | Cancel I

The exact number and type of parameters that a HP OpenView Service Delivery user
can supply will depend on how a particular image was created (see the discussion
Capturing ADS Images in the Using HP OpenView Service Delivery section of the
HP OpenView Service Delivery documentation for more information on configuring
ADS Images).

In the example above, the HP OpenView Service Delivery user would name the
machine and identify its domain, and provide the name of a Domain Admin to be
created (to help manage the system) and the password associated with the Domain
Admin user.

Other possible parameters might include license keys or other appropriate
parameters.

Job Information Window

At this point, a Server-Lifecycle Management Solution Consolidation operation has
been defined; a destination server has been chosen, servers to be consolidated to the
destination have been specified, (and any collision resolved) and (optionally) the
machines provisioning has been defined.

The Job Information Window allows the HP OpenView Service Delivery user to
determine how their job is to be run:
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Joh Properties
Job Name:
I Consdob]|
Description:
Consolidate Serwver(s) _‘.l
=

Job Options
¥ Emulate source machine on the destination
[ Delete destination directory if it already exists
¥ Copy security settings
[ Take ownership of restricted files

[¥ Continue on errors

Service Delivery Console

< Back Next > Cancel

Job Name: Required, name under which the job will be displayed

Description: Optional, descriptive information
Continue on errors: By default on

Emulate Source Machine on the Destination: By default on

Delete Destination directory: By default off, (not relevant if provisioning)

Copy security Settings: By default on

Take Ownership of Restricted Files: gets ownership of files whose users have
removed Domain Admins and other System Users from the files’ access

permissions

For a full description of these options see the discussion of Job Options in the Using
HP OpenView Service Delivery section of the HP OpenView Service Delivery
documentation.

Preview Window

The Server-Lifecycle Consolidate Preview Window provides HP OpenView Service
Delivery users with an opportunity to assess the planned implementation of the
Consolidation operation, as well as to determine when the job will be run.
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SERVER: COMSOLIDATE

--P Preview
JOB PREVIEW.

Job Name: ConsJob
Descriptiun: Consolidate Server(s)
Consolidate Servers{s): to Destination:

FILESERVERD FILSERVER2.mydomain.com

FILESERVER3
[ schedule a date and time to run this job:
Start Date: I format: mm /dd /yyyy (e.g. 11/25/2003)
siortTimes I format: hh:mm pm (e.g. 04:00 pma)

< Back | Finish | Cancel

A HP OpenView Service Delivery user has three options at this point.
*  Run job immediately: Click Finish

e Abort job: Click Cancel

e Schedule job: Check Schedule a data and time to run this job

e Start Date: The date the job should start up. Must be specified in an mm/dd/yyyy
(for instance 11/25/2003) format.

e Start Time: The time on the start date the job is to start up. Must be in an
hh/mm/ pm format (for instance 04:00 pm). A 24-hour format is not supported.

Migrate

The Migrate operation follows similar process as the Consolidate Operation.

Administration Interface

The Administration Interface is used to manage HP OpenView Service Delivery
itself.

There are four options with the Administrative Interface:
e The Resources Option for controlling HP OpenView Service Delivery Discovery
e The Logging Option to access HP OpenView Service Delivery system logs

e The Tools Option for installing the HP OpenView Service Delivery Command
Line Interface on remote systems

e Delivery's interactions with Automated Deployment Service (ADS)

These tools are only available to members of the ServiceDeliveryAdministrators
group.
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m' HP OpenView Service Delivery

Adminrzdration Tasks
WELCOME T THE ADMMISTRATION SECTION
CHOOSE FROW A SERVICE ON THE LEFT TO BEGIN

FROW THE ADMINIETRATION SECTION YOU WILL BE ABLE TO DO THE FOLLOWING

Respiaces

Initiate Domain s ooy
Discover 3l resounces in a domain and updaie the Openview Samce Delvery database

Inftizte Sorver tscovery
Duiscover 3l resounies on a sever and update e Open\View Sendce Delivery dalabase

Configi e Systen INscomny
Conigure sUlnmats syabem discoveny

Loguirig
Wiew Server Loa
View Ihi server iog

i A 1o

Wigw IRg audit lag

Todls

Comimand Ling imeface

Derwnlnad e cofmmand ling interate (CLG
Soner Lilacych Managorment

Capiune inage
Cogate an ADS Imaga

BimEiel Sen
Regrstars a Windows Sererwith an ADES Sontroller

Paid Bemove Disdce
Adif ot remo an ADS Devica

Resources Option

The Resources section of the HP OpenView Service Delivery Console Administrative
Interface allows the user to determine how and when HP OpenView Service Delivery
obtains information about the configuration of resources available on HP OpenView
Service Delivery Managed Servers through the HP OpenView Service Delivery
Discovery mechanism.

For more information about the Discovery mechanism, see the discussion on
Discovery in the Basic Concepts section of the HP OpenView Service Delivery
documentation.

There are three actions available in the Resources option:
e Initiating Domain Discovery
* Initiating Server Discovery

e Configuring Automated Domain Discovery

Initiate Domain Discovery

A user can conduct a manual Domain Discovery operation to survey a system of HP
OpenView Service Delivery Managed Servers at will.

See the Manual Domain Discovery in the Using HP OpenView Service Delivery
section of the HP OpenView Service Delivery documentation for details about the
operation, its requirements and additional information.
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After selecting the Initiate Domain Discovery option under the Resource Section of
the HP OpenView Service Delivery Console Administrative interface, the user is
prompted for the domain to survey and offered a chance to start the Discovery
operation.

HF Opentiew Service Delivery Domain Discovery
DISCOVERY WILL LIPDATE THE OPENVIEW SERVICE DELIMERY DATABASE.

Domain: P D

™ Owerride Domain Discovery histony.

Start Discovery I

¢ Domain: The Windows Domain selected should always be the Windows domain
containing the HP OpenView Service Delivery Server and HP OpenView Service
Delivery Managed Servers.

¢ Reset all discovery data in database: Allows the user to select whether to
continue maintaining or to clear the Discovery history.

See Manual Domain Discovery for a full discussion of this feature.

The Domain Discovery can last from a few minutes to several hours, depending on
the number of resources within the set of Managed Servers.

Initiate Server Discovery

It is often useful for a user to conduct a discovery operation on one HP OpenView
Service Delivery Managed Server — a Server Discovery operation.

For instance, a discovery operation could be conducted after the system has been
manually reconfigured or has been added to the set of HP OpenView Service Delivery
Managed Servers managed by the HP OpenView Service Delivery Server.

By choosing the Initiating Server Discovery option under the Resources section of HP
OpenView Service Delivery Console Administrative Interface, HP OpenView Service
Delivery can be immediately made aware of changes to a specific server — without
waiting for automated Domain Discovery to run or waiting for the completion of a
manual Domain Discovery.

HP Open'view Serice Delivery Server Discavery
DISCOVERYWILL UPDATE THE OPENVIEWY SERVICE DELIVERY DATABASE.

Domain: MyDormain

Server; |Fi|e8er~.fer3
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Domain: The Windows Domain selected should always be the Windows domain
containing the HP OpenView Service Delivery Server and HP OpenView Service
Delivery Managed Servers.

e« SERVER: The Windows Domain name of the system to be queried.

For more information on this type of Discovery operation, see the discussion Server
Discovery in the Using HP OpenView Service Delivery section of the HP OpenView
Service Delivery documentation.

Configure Automated Domain Discovery

It is highly recommended that a Domain Discovery operation be performed on a
regular basis — generally daily — to keep HP OpenView Service Delivery up-to-date on
the state of the HP OpenView Service Delivery Managed Servers.

The Configure Automated Discovery option under the Resources section of the HP
OpenView Service Delivery Console Administrative interface allows a HP OpenView
Service Delivery user to configure a regularly scheduled Domain Discovery.

Configure System Discovery
EWTER THE SvSTEM DISCOVERT SETTIMGS.

¥ Enable System Discovery

Start Time: 100 A

Discowvery Duration: |E|:| rinutes

Update |

¢ Enable System Discovery: Allows a user to select if they want automated
domain Discovery.

e State Time: Set when the Domain Discovery operation is to start. Must be in an
hh/mm pm format (for instance 04:00 pm). A 24 hour format is not supported.

e Discovery Duration: Controls how long a Domain Discovery operation will last.

A complete Domain Discovery can last from a few minutes to several hours,
depending on the number of resources within the set of Managed Servers.

This option allows users to limit Domain Discovery to those times when it will
not significantly affect the HP OpenView Service Delivery Server or the HP
OpenView Service Delivery Managed Servers. If a Domain Discovery did not
complete in the allotted time, it will restart where it stopped.

For more information on scheduling Domain Discovery operation, see the
discussion Automated Domain Discovery in the Using HP OpenView Service
Delivery section of the HP OpenView Service Delivery documentation.

119



Administration Interface

Logging Option

Access to HP OpenView Service Delivery system logs is available through the
Logging Option under the HP OpenView Service Delivery Console Administrator
Interface.

There are two system logs maintained by HP OpenView Service Delivery:
e Audit Logs
e Server Logs

Logs of individual job runs are provided through the Monitor Interface and by the
Command Line Interface list functions.

For more information on HP OpenView Service Delivery logging see the discussion
Logging in the Using HP OpenView Service Delivery section of the HP OpenView
Service Delivery documentation.

Audit Logs

To see a unified summary of the all jobs that have executed on the system in a set
period of time, HP OpenView Service Delivery users should select the Vi ew Audi t
Log command.

After clicking the Vi ew Audit Log command, HP OpenView Service Delivery users
will then be prompted to indicate a period of interest:

HP Qpenview Service Delivery Audit Log
INFORMATION ABOUT AUDIT LOG

Start Date:  [5/2/2003 12:50 PM

End Date: IBJ‘?.‘QDDS 12:50 P

Yiew Log I

e Start Date: The date and time of the earliest log entry to be displayed. Must be
specified in an mm/dd/yyyy hh/mm pm (for instance 8/2/20003 12:50 pm) format.

e End Date: The date and time of the latest log entry to be displayed. Must be
specified in an mm/dd/yyyy hh/mm pm (for instance 8/2/20003 12:50 pm) format.

The log information is now displayed.
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HP Open'iew Service Delivery Audit Log
IMFORMATIOMN ABOUT AUDIT LOG

StartDate:  |5/2/2003 12:50 P
End Date:  |3/7/2003 12:50 Ph

Yiew Log

2003-08-06 09:55:48.910 -
User: PMDOMyquartet

Audit: FileShare Migrate WAGILEOMNE \TestW0 to WAS20004TestVO
DestPath: C:A\TestV0 DellestDir:False DelsrcDir:False
ContinuelnErrors: True DeepCopy: True

Z2003-08-06 09:56:43.506

User: PMDOMyquartet

Audit: FileShare Migrate Failed: “WAGILEQOMNEYTestY0 to WWWS2000
TestV0 DestPath:C:A\TestV0

2003-08-06 10:44:17.471

User: PMDOM\da

Audit: FileShare Add:; “WAGILEOKNEYal DestPath:C:hal DelDestDir False
ContinuelnErrors: False

2003-08-06 10:45:48.943
User: PMDOMYda -
—

J\.I 1 — Eat | E I T o 1 T L T ek Il 4 — L Ll e T |

For details on how to interpret Audit Logs, see the Audit Logs discussion Using HP
OpenView Service Delivery section of the HP OpenView Service Delivery
documentation.

Server Logs

Low-level diagnostic information is displayed by selecting the View Server Log
command under the Logging Option of the HP OpenView Service Delivery Console
Administrator Interface.

This information is most useful when troubleshooting a problem with the HP
OpenView Service Delivery support staff.

After clicking the Vi ew Server Log command, HP OpenView Service Delivery
users will then be prompted to indicate a period of interest:
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HF Opentiew sService Delivery Server Log
[MFORMATION ABOUT SERVER LOG

Start Date: [3/2/2003 12:50 PM

EndDate:  [3/7/2003 12:50 PM

Yiew Log |

e Start Date: The date and time of the earliest log entry to be displayed. Must be
specified in an mm/dd/yyyy hh/mm pm (for instance 8/2/20003 12:50 pm) format.

e End Date: The date and time of the latest log entry to be displayed. Must be
specified in an mm/dd/yyyy hh/mm pm (for instance 8/2/20003 12:50 pm) format.

The log information is now displayed:

HF Open'iew Service Delivery Server Log
INFORMATION ABOUT SERVER LOG

Start Date:  [3/2/2003 12:50 PM
EndDate:  |3/7,2003 12:50 PM

Yiew Log |

2003-07-24 08:55:31.595
T=zer: PHDOM-da

Could not load .HET type Applmpl from assembly file: o -program files- con

2003-07-24 08:55:31.615
T=zer: PHDOM-da

Type Applmpl does not inplement interface IService

2003-07-24 08:55:44.103
Tzer: HT AUTHORITY-HETWCORE SERVICE
Could not load .HET type Applmpl from assembly file: o -wvindows<assemnblvs

2003-07-24 08:55:44 243
Tzer: HT AUTHORITY-HETWCORE SERVICE
Tvpe AppImpl doss not implement interface IService

2003-07-24 08:55:53 . 246
T=zer: PHDOM-da

Could not load .HET type Applmpl from assembly file: o -program files- con
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Tools Option

The Tools Option of the HP OpenView Service Delivery Console Administrator
Interface provides HP OpenView Service Delivery users with access to tools designed
to work over a network to manage HP OpenView Service Delivery — such as the
Command Line Interface.

After selecting the Command Li ne | nt er f ace command under the Tools option, a
user is prompted to download the CAB file containing the Command Line Interface.

HP OpenView Service Delivery

» Monitor » Manage ;_M'mlﬁlét_rali.m » Help |

Command Ling Interface (CL)
CLICK THE LINK BELOW TO DOWNLOAD THE COMMAND LINE INTERFACE

1 | liF kil

After downloading the CAB file, the user extracts the executable cao. exe.

Once the executable has been placed, HP OpenView Service Delivery user's path on
the remote machine the Command Line Interface is ready to use.

There is no need to install the Command Line Interface on the HP OpenView Service
Delivery Server.

Server-Lifecycle Management Option

The Server-Lifecycle Management option in the Administrative Interface control
allows users to define aspects of HP OpenView Service Delivery's provisioning
mechanism.

Specifically, it provides a simplified interface to the underlying Automated
Deployment Service (ADS) mechanism, which controls servers and manages the
operating system images installed on those servers.

Through the Server-Lifecycle Management option, one can:

e Capture an Operating System Image for ADS
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» Register a Server as an ADS Device
e Add or Remove ADS Devices

For information about basic ADS concept see the discussion Automated Deployment
Service (ADS) in the Basic Concepts section of the HP OpenView Service Delivery
documentation.

For more detailed usage information about ADS and its interactions with HP
OpenView Service Delivery, see the discussion Microsoft Automated Deployment
Service (ADS) in the Using HP OpenView Service Delivery section of the HP
OpenView Service Delivery documentation.

Capture Image

Selecting the Capture Image command from the Server-Lifecycle Management option
of the Administrative interface allows a HP OpenView Service Delivery user to
record the state and operating system configuration of a running system as an ADS
Image.

This image is then used as the basis for configuring another system during
provisioning.

Capturing an image entails using:
e The Source Window to find a candidate system

e The Image Information Window to choose an ADS controller and annotating the
image

e The Image Parameters Window to define image parameters
e The Job Information and Preview Windows to submit the job

Capturing an image creates a job whose status is reported by the Monitor Interface
and by the Command Line Interface list functions.

Source Window

The Source Window provides the user with a list of systems available for capture:
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SELECT THE SOURCE SERVER.

Filter Source Servers by
| Mo fitter applied | Go|™ Show hidden shares

Select Source Senver:

=SREFILESERVERD
¥ SOURCECODE

= 2 FILESERVER

# 5 FILESERVERZ

= 2 FILESERVER?

= SN PRINTSERVER

Reload resources |

General Propemles |

Swstem Volume: FILESERVERD

Senices: Hone

05 Windows Server 2003

Logical Drives: C: File Systern: HTFS  Free Space: 11,95 GB  Totsl Spacer 19,15 GB

By selecting a candidate server, one can obtain General Properties settings of the
server.

This tells the HP OpenView Service Delivery user what properties would be applied
to a server configured from an image based on this source candidate.

For instance, in the example above, FILESERVERO is running Windows Server
2003, and has one NTFS file partition.

Any system provisioned from an image using FIELSERVERO as its source would be
configured to run Windows Server 2003, and have one NTF'S file partition.

See the discussion Choosing Source System in the Using HP OpenView Service
Delivery section of the HP OpenView Service Delivery documentation for more
information.

Image Information Window

The Image Information window allows HP OpenView Service Delivery users to both
select which ADS controller to use and documents the image.
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EMTER. IMAGE IMFORMATION AMD MAME OF ADS COMTROLLER MACHIME.

Source Server Mame: ADSController

Image Name: Win2003FileSerer

imagaescaptions Thiz Captured image containg ¥veE Firms standard operating system ;I

configuration for newly installed file servers.

ADS Controller: I ADSController *l

e Source Server Name: The name of the candidate server for image capture
selected in the Source Window.

e Image Name: The name by which the captured image is referred to.

¢ Image Description: Useful information provided by the HP OpenView Service
Delivery user to help identify the image.

e ADS Controller: Selects which ADS controller is to manage this image. One or
more ADS Controllers can exist in a domain managed by a HP OpenView Service
Delivery Server.

See the discussion Setting ADS Controller and Image Information in the Using HP
OpenView Service Delivery section of the HP OpenView Service Delivery
documentation for more information.

Image Parameters Window

The Image Parameter Window of the Server-Lifecycle Management Option in the
Administrative Interface allows the HP OpenView Service Delivery user capturing
an ADS Image to specify those ADS parameters that users can or must enter in the
course of an installation.

In principle, there could be a large number of parameters associated with each ADS
image.

For simplicity, only those parameters necessary to support HP OpenView Service
Delivery provisioning are supported in Image Parameter Window.

The HP OpenView Service Delivery user can choose to indicate that a parameter is
User Defined or Hard Coded.

If a parameter is selected as User Defined, a user provisioning another server with
this image must supply the parameter value.

For more information on using image parameters, see the discussion of Server-
Lifecycle Management in the Using HP OpenView Service Delivery section of the HP
OpenView Service Delivery documentation and the discussion of Server-Lifecycle
Management Solution Interfaces in this section of the HP OpenView Service Delivery
documentation.

Designating a parameter as Hard Coded means that the value of that parameter has
to be set during image capture.
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ENTER PARAMETER INFORMATION, CHOOSE FIELDS FOR USER INPUT.

Source Server FILESERVERD
Image Mame: Win2003FieS erver

~UserData
contains entries for specifving user settings during Setup
Parameter Mame User Defined or hard coded Default Value
PraductiD [Use Hard CodedViahie =] [ 1854F04-38UT
Computeriamae |uzer Defined Pararmeter =] [MACHIRENAME
- Identification

containg entries for specifiving the network identification of a computer, If these entries are not present, Setup

adds the computer to the default workgroup

Parameter Mame User Defined or hard coded Default Value
JeinDomain |user Defined Pararmeter | [oomain
DormainAdmin | Uzer Defined Parameter = | [DOMAINADMIN
CormainAdminPassword [Usar Dafined Parameter =] [DOMAINFASEWORD

* Source Server Name: The name of the candidate server for the image capture
selected in the Source Window.

e Image Name: The name by which the captured image is referred to, selected in
the Image Information Window.

e ProductID: The Product or License Key for the operating system.

e Computer Name: The name by which a computer provisioned from this image
will be known.

* JoinDomain: The name of the domain that a computer provisioned from this
image will join.

+  DomainAdmin: A Domain Administrator account to be used when installing
and configuring a computer provisioned from this image.

¢ DomainAdminPassword: The password of the DomainAdmin account to be
used when installing and configuring a computer provisioned from this image.

In this example, the HP OpenView Service Delivery User capturing the image has
decided to supply the ProductID — as might be the case when a site-license is
available.

For more information on using ADS parameters, see the discussion Setting Up ADS
Parameters in the Using HP OpenView Service Delivery of the HP OpenView Service
Delivery documentation.

Job Information Window

At this point, an ADS system image capture operation has been defined.

The Job Information Window allows the HP OpenView Service Delivery user to
determine how they wish the job to appear in the Monitor Interface or to the
Command Line Interface list functions:
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EMTER THE J0B INFORMATION,

—Job Properties
Job Mame:
Capture " in2003 File Server

Description:

Capture a standard image for installs of File Servers
running Windows Serser 2003

¢ Job Name: Required, the name under which the jobs information will be
displayed by the Monitor interface or to the Command Line Interface list
function.

e Description: Optional, additional information to explain the job to other HP
OpenView Service Delivery users.

For more information on using Job Information when creating an ADS Image see the
discussion Running Capture Image Job in the Using HP OpenView Service Delivery
of the HP OpenView Service Delivery documentation.

Preview Window

The Add ADS Image Preview Window provides HP OpenView Service Delivery users
with an opportunity to assess the planned implementation of the image capture
operation, as well as to determine when the job will be run.

JOB PREVIE'W,

Job Name: Capture Win2003 File Server

Description:

Capture Image  APS

Source Server: Capture a standard image for installs of File Servers
munning Windows Server 2003

Save Image: to ADS Controller:

test ADS

[T schedule a date and time to run this job:

Start Date: | format: mm/dd /yyyy (e.g. 11/25/2003)

Start T =}
=T AT | format: hhimm pm (e.g. 04:00 pm)
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A HP OpenView Service Delivery user has three options at this point.
*  Run job immediately: Click Finish

e Abort job: Click Cancel

e Schedule job: Check Schedule a data and time to run this job

e Start Date: The date the job should start. Must be specified in an mm/dd/yyyy
(for instance 11/25/2003) format.

e Start Time: The time on the start date the job is to start. Must be in an hh/mm
pm format (for instance 04:00 pm). A 24-hour format is not supported.

Add or Remove ADS Devices

The Add/Remove ADS Device command under the Server-Lifecycle Management
option of the Administrative Interface allows HP OpenView Service Delivery users to
make any PXE-enabled HP OpenView Service Delivery Managed Server available for
ADS management during boot (to make it an ADS Device) or remove it from ADS
management.

Server: Add/Femove Devices
SELECT A DEVICE,

Select Source Device:

2 FILESERYERD. mydomain.com
a FILERSEERT.mydamain. com
A PRINTSERVER. mydomain. com

Reload resources I

Add Hemaove

For more information on Adding ADS Devices, see the discussion Configuring ADS
Devices from Managed Servers in the Using HP OpenView Service Delivery of the
HP OpenView Service Delivery documentation.

Add ADS Devices

When selecting the Add button on the Add/Remove Window selected the user is
prompted for certain information:

129



Administration Interface

Server: Manage Devices
SELECT A DEVICE,

ADS5 Controller:
| aDsContollent |

Device Mame:

MAC Address:

I format: OF-0F-0F-0F-0F-0F (e.g. 1B-C4-56-DD-A0-2E)

Cancel | Add Device

e ADS Controller: Selects which ADS controller is to manage this image. One or
more ADS Controllers can exist in a domain managed by a HP OpenView Service
Delivery Server.

* Device Name: The name to be used when referring to this machine for ADS
operations. This is required.

+ MAC ADDRESS: A system's Media Access Control (MAC) address, which
uniquely identifies it.

To obtain the MAC, see the hardware manual of the server in question.

Neither HP OpenView Service Delivery nor ADS validate MAC addresses, therefore
the MAC address provided does not have to be that of a system currently within the
domain managed by the HP OpenView Service Delivery Server.

For instance, the value could be the MAC address of a new machine not yet installed.
Therefore when the machine is physically connected to the domain it is automatically
an ADS Device.

Remove ADS Devices

When selecting the Remove button on the Add/Remove Window the user is
prompted for confirmation; upon confirmation, the device is deleted.
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Server: Add/Femove Devices
SELECT A DEVICE,

Select Source Device:

2 FILESERVERD. mydomnain, com
3 FILESERWERT.mydamain. com
3 PRINTSERYER. mydarnain. com

Microzoft Internet Explorer | x| |

? ) Permanently remove the selected ADS device?
\-".

Cancel |

Reload resources I

Add Hemaove

Register ADS Devices

The Register ADS Devices command under the Server-Lifecycle Management option
of the Administrative Interface allows HP OpenView Service Delivery users to make
any HP OpenView Service Delivery Managed Server manageable by ADS while
running — not just during boot — by installing ADS Client software on them.

Registering a server entails using:
e The Source Window to find a candidate system.

e The Select ADS Controller to choose an ADS controller and annotating the
image.

e The Job Information and Preview Windows to submit the job.

Registering a server creates a job whose status is reported by the Monitor Interface
and by the Command Line Interface list functions.

Source Window

The Source Window provides the user with a list of systems available to register:
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SELECT THE S0URCE SERVER.

Filter Source Servers ing
Mo filter applied =] Go|I™ Show hidden shares

Select Source Server:
ER=AFILESERVERD]
I3 SOURCECODE
[ L) FILESERVERT
[# ) FILESERVER2
% ENFILESERVER3
& EBPRIMTSERVER

Reload resources |

zanaral Properias |

System Volume: FILESHARED

Senices: Mone
05: Windows 2000 Server Sarvice Fack 2
Logical Drives: <: File System: Unknown Free Space: 13.92 GB  Total Space: 19.15 GB

By selecting a candidate server, the user can obtain the General Properties settings
of the server.

See the Discussion Choosing Source System in the Using HP OpenView Service
Delivery section of the HP OpenView Service Delivery documentation for more

information.

Select ADS Controller

The Select ADS Controller window allows a HP OpenView Service Delivery user to
select which ADS controller to use:

SERMWER.: REGISTER SERWER

SELECT THE DESTIMNATION ADS COMTROLLER.,

Source Server Name: FILESHARED
ADS Controller: ADSCantroller! v |
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e ADS Controller: Selects which ADS controller is to manage this image. One or
more ADS Controllers can exist in a domain managed by a HP OpenView Service
Delivery Server.

See the discussion Select ADS Controller in the Using HP OpenView Service
Delivery section of the HP OpenView Service Delivery documentation.

Job Information Window

At this point, an operation to register a HP OpenView Service Delivery Managed
Servers with ADS has been defined.

The Job Information window allows the HP OpenView Service Delivery user to
determine how they wish the job to appear in the Monitor Interface or to the
Command Line Interface list functions:

EMTEFR. THE 1B IMFORMATICON,

—Job Properties
Job Hame:

| Register FILESHARED

DescHpton:

Reqister server FILESHARED with 405 Controller ADSController] ;I

[~

* Job Name: Required, the name under which the jobs information will be
displayed by the Monitor interface or to the Command Line Interface list
function.

e Description: Optional, additional information to explain the job to other HP
OpenView Service Delivery users.

For more information on using Job Information when creating an ADS Image see the
discussion Running Register Job in the Using HP OpenView Service Delivery of the
HP OpenView Service Delivery documentation.

Preview Window

The ADS Register Server Preview window provides HP OpenView Service Delivery
users with an opportunity to assess the planned implementation of the image capture
operation, as well as to determine when the job will be run.
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1B PREVIEW,

Job Name: Register FILESHARED

Description: Register Server FILESHARED with Controller ADSControllerl

Register Windows Server: on ADS Server:
FILESHARED ADSControllerl

[T schedule a date and time to run this job

Start Date: I foarmnat: mmddd/yeyy (e0g, 11/25/2003)

Start Time:
format: hhirmm prn (evg 04:00 prm)

A HP OpenView Service Delivery user has three options at this point:
*  Run job immediately: Click Finish

e Abort job: Click Cancel

e Schedule job: Check Schedule a data and time to run this job

e Start Date: The date the job should start up. Must be specified in an mm/dd/yyyy
(for instance 11/25/2003) format.

e Start Time: The time on the start date the job is to start up. Must be in an
hh/mm pm format (for instance 04:00 pm). A 24-hour format is not supported.
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The SDC Command Line Interface is designed to provide a quick interface to the SDC
system administration from a Windows Command Prompt Window.

This tool can always be used from the SDC Server, and the Command Line Interface may
also be installed on remote systems.

This document describes:

¢ Command Line Interface Basics

* File Share Services Management Commands
*  Server-Lifecycle Management Commands

e Administrative Commands

The most up-to-date SDC Command Line Interface reference help is

) available from the Command Line Help by issuing cao <opti ons> hel p
and also from the HP OpenView Service Delivery Support web at
http://support.openview.hp.com/

Command Line Interface Basics

To effectively use the SDC Command Line Interface (CLI) one must be familiar with:
e Command Line Interface Syntax

¢ Command Line Interface Setup

Command Line Interface Syntax

The general syntax of Command Line Interface commands is:

cao. exe credential s category comrand /option
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Where cr edent i al s include the user name, the user password and the host server
name. See the Setting Up User, Password and Host Defaults section for details on how to
set them in a config file for the console.

Where the cat egory is, effectively, a name space -- defining the portion of SDC on which
it performs operations.

There are five available Command Line Interface categories:

Fi l eshare Commands to administer the File Sharing Services Management

Solution.
Server Commands to administer the Server-Lifecycle Management Solution.
System Commands to administer HP OpenView Service Delivery, including

configuring Configuration Templates and scheduling discovery.

Each Command Line Interface command will require a user to enter the name and
password of a domain user on the domain containing the set of SDC Managed Servers
and the SDC Server and the host server name.

This user must be a member of one of the three SDC domain level groups,
ServiceDeliveryAdministrators, ServiceDeliveryArchitects, or ServiceDeliveryOperators
(see the discussion Access Control Model in the Using SDC section of the SDC
documentation for more information on the SDC security model).

Command Line Interface Setup

The Command Line Interface is installed and the SDC Server is properly configured for
the system to run as part of the SDC installation.

To use the SDC Command Line Interface a user must have the Command Line Interface
executable cao.exe in their path.

Typically cao. exe is found in C: \ Program Fi | es\ HP\ Ser vi ceDel i very on the SDC
Server after a SDC installation.

For a remote system to be able to support the SDC Command Line Interface it must:
* Have Microsoft NET Framework 1.1 installed.
¢ Run a version of Windows supporting .NET Framework 1.1 (Window 2000 or later).

The remote version of the Command Line Interface can be installed by selecting the
Tools command from Administrative interface of the graphical SDC Console.

Once installed, users need only have cao. exe in their paths.

Setting HTTPS, Sync/Async Execution or Text/XML Response

The SDC CLI allows you to select communication options, synchronous or asynchronous
execution, and getting responses in plain text or XML format. You can also setup up user
name, password and host server defaults as described in the Setting Up User, Password
and Host Defaults section.

To achieve any or all of the above do the following:
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If it does not already exist, create a file on the SDC Controller installation directory,
typically c: \ Program Fi | es\ HP\ Servi ceDel i very called:

cao. exe.config

In this file enter the following (note that for this scenario only the first three keys are
discussed; the other three keys are discussed in the Setting Up User, Password and Host
Defaults scenario):

<confi guration>
<appSettings>

<l--
- the keys here are be used to set defaults for the system
- options -
-->

<add key="https" value="true" />

<add key="xm " val ue="fal se" />

<add key="sync" val ue="true" />

<add key="usernane" val ue="[enter usernane here]" />
<add key="password" val ue="[enter password here]" />
<add key="host" val ue="[enter host here]" />

</ appSettings>
</ configuration>

Note that you can provide any subset of these keys.

The ht t ps key sets the communication to the SDC server to occur via HTTPS. This is
the default setting.

The xm Kkey, if set to true, sets the std out from the CLI commands in XML format. This
is useful when the CLI driven programmatically where it enhances the std out parsing
capability. The default is false, and the output is plain text.

The sync key if set to true, then the CLI is blocked for the duration of the job for j ob
execut i ng commands. Some examples of job executing commands include: migrate a file
share, deploy server, register server with ADS and so forth. Job executing commands
create a job that can be viewed in the SDC WebConsole monitor and can be retrieved by
the CLI cao system | i st j obs command.

All task-based commands are always done synchronously and the sync key has no effect
on them. Some examples of task-based commands are: di spl ay j obl og, | i st
servers, add ADS device and so forth.

Setting Up User, Password and Host Defaults

It is possible, albeit not recommended outside a test lab environment, to set up a text file
containing the credentials for the CLI commands such that users will not need to issue
them explicitly with every command. You can also setup up communication options,
synchronous or asynchronous execution, and getting responses in plain text or XML
format as described in the Setting HTTPS, Sync/Async Execution or Text/ XML Response
section.

To achieve this do the following:
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If it does not already exist, create a file on the SDC Controller installation directory,
typically c: \ Program Fi | es\ HP\ Servi ceDel i very called:

cao. exe.config

In this file enter the following (note that for this scenario only the first three keys are
discussed; the other three keys are discussed in the Setting HTTPS, Sync/Async
Execution or Text/XML Response scenario):

<confi guration>
<appSettings>
<l--
- the keys here are be used to set defaults for the system
options -
-->
<add key="usernane" val ue="[enter usernanme here]" />
<add key="password" val ue="[enter password here]" />
<add key="host" val ue="[enter host here]" />

<add key="https" value="true" />
<add key="xm " val ue="false" />
<add key="sync" val ue="true" />

</ appSettings>
</ configuration>

where you replace the values appropriately. For example enter a valid SDC user name as
the value in the username field.

Note that you can provide any subset of these keys.

It is recommended that you leave out the password key entry, such that you must to
provide the password related to the user every time you issue a CAO command. This will
help improve security.

If you elect to provide the password key, note that doing so the user password is made
available to anyone with access to the machine. Note also that any user with access to
machine will be able to issue SDC commands even though this user may not be an SDC
authorized user.

File Sharing Services Management Commands

createtemplate

The command cao fil eshare createtenpl at e defines the best practices
configuration settings to be used for creating new file shares.

Commands

WREX CAO FILESHARE CREATETEMPLATE

-shar eunc={ UNC shar e nane}
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Commands
Parameters shareunc
The shar eunc parameter is the uniform naming convention
(UNC) path of the share to use as a template.
Examples cao fileshare createtemplate
- shar eunc=\\ newser ver 1\ mar ket i ng
consolidate

The command cao fil eshare consol i dat e moves all the file shares (file server
service) with their content, directory structure, access permissions and security settings
from multiple source servers to the destination server.

Commands

Usage

CAO FILESHARE CONSOLIDATE

- dest server ={ server nane}

- dest sharesxm ={ XML docunent of fil eshares}
[-del srcdir={true|fal se}]

[-del destdir={true|fal se}]
[-continueonerror={true|false}]
[-copysecurity={true|false}]

[ -t akeowner shi p={true|fal se}]

- j obnane={j ob nane}

[-j obdesc={j ob description}]
[-jobstart={"mm dd/yyyy hh: mi}]

[ -revision={execut abl e revi sion nunber}]
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Commands

Parameters

Dest server - provides the name of the server to consolidate
the share(s) to.

Dest shar esxm - provides the XML document of fileshares
with the original name/localpath information and the new
name/localpath information.

Cont i nueonerror - flag allowing the job to continue ignoring
non-critical errors, such as being unable to copy a file due to
lack of access rights, and the like. The default is true.

Copysecurity - flag for the job to reapply access control
entries for the files. When the flag is set to true (default), this is
done on a file-by-file level; when set to false, this is done on the
top directory level only (safe if inheritance is used in directory
security settings).

Del srcdir - flag indicating if the source directories should be
deleted. The default is false.

Del dest dir - flagindicating if the destination directory
should be deleted if it already exists on the destination server.
The default is false.

Jobdesc - provides the description of the job being submitted.
Jobnane - provides the name of the job being submitted.

Jobstart - provides the date and time that the job is
scheduled for. The format is “mm/dd/yyyy hh:mm pm” or
mm/dd/yyyy hh:mm?”. The space between the two is required to
separate the time. If the space is not there, the job will run
immediately.

revi si on - specifies a specific revision of the executable to
run. The default revision number is -1.

Takeowner shi p - flag for taking ownership of files or folders
with restricted access. The default is false.
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Commands

cao fileshare consol i dat e
Examples
- dest server =newserver 1
- dest sharesxn =@: \j obs\ consol i dat e0718. xn
-del srcdir=true
-del dest dir=true
- cont i nueonerror=true
- copysecurity=true
-t akeowner shi p=t rue
- j obnane=FSconsol i 0718
-j obdesc="consol i date chosen narketi ng shares to
newserver nmachi ne"
-jobstart="07/18/2003 19: 30"
-revision=-1

Deploy

The command cao fil eshare depl oy instantiates a new file share on a target server.
The command uses a SDC Configuration Template to define the directory structure,
access permissions and security settings of the new file share. Deploy a new server with
basic configuration or with file server role using the machine template, repurposing an
existing system or creating a new system for a bare metal machine.

Commands

Usage cao fileshare deploy

-destdir={l ocal file path}

- dest server ={ ser ver nane}

- dest shar e={ shar enane}
[-continueonerror={true|false}]

[-del destdir={true|fal se}]

[-j obdesc={j ob description}]

-j obnanme={j ob nane}

[-jobstart={"nmm dd/yyyy hh: mi}]

[ -revi si on={ execut abl e revi si on nunber}]
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Commands

Parameters Conti nueonerror - flag allowing the job to continue ignoring
non-critical errors, such as can’t get/set
access/creation/modification time, and the like. The default is
true.

Del dest di r - flag indicating if the destination directory should
be deleted if it already exists on the destination server. The
default is false.

Dest di r - provides the local file path where the share should be
located.

Dest server - provides the name of the server to add the share to.
Dest shar e - provides the name of the share to be added.

j obdesc - provides the description of the job being submitted.

j obnan® - provides the name of the job being submitted.

j obst art - provides the date and time that the job is scheduled
for. The format is “mm/dd/yyyy hh:mm pm” or mm/dd/yyyy
hh:mm”. The space between the two is required to separate the
time. If the space is not there, the job will run immediately.

revi si on - specifies a specific revision of the executable to run.
The default revision number is -1.

ao fil eshare depl oy
Examples dest server=fil eserver1l
dest shar e=engi neeri ngl
dest di r=C: \ engi neeri ngl
conti nueonerror=true
j obname=addshar e0718
j obdesc="Add fil eshare engi neeringl to server
il eserverl"

jobstart="07/18/ 2003 10: 00 pnt
revi sion=-1

displaytemplate

The command cao fil eshare di spl ayt enpl at e displays the fileshare template for
the SDC server (if one has been created).

Commands

Usage CAO FILESHARE DISPLAYTEMPLATE

Parameters None
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Commands

Examples . 20 fileshare displaytemplate

listconsolidaterevisions

The command cao fil eshare |istconsolidaterevisions lists the revisions
available for the consolidate fileshare operation.

Commands

Usage CAO FILESHARE LISTCONSOLIDATEREVISIONS
Parameters None

. 20 fileshare listconsolidaterevisions

Examples
listdeployrevisions

The command cao fil eshare |istdepl oyrevisions lists the revisions available
for the deploy fileshare operation.

Commands

Usage CAO FILESHARE LISTDEPLOYREVISIONS
Parameters None

ao fileshare |istdepl oyrevisions
Examples

listfileshares

The command cao fil eshare |istfileshares lists all the file shares that can be
managed by the SDC server.

Commands

Usage CAO FILESHARE LISTDEPLOYREVISIONS
-serverresourceid={server guid}

-hiddenshares=[show | hide]
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Commands

Parameters Serverresour cei d - globally unique identifier (guid) of the
current parent resource. It will return the child resources.

Hi ddenshar es -displays hidden shares in the returned set of

shares for the specified resource. If this parameter is not
included, the default will be “hide”.

Examples cao fileshare listfileshares
-serverresourceid="098{2470-bae0-11cd-b579-08002b30bfeb"

-hiddenshares="show"

listservers

The command cao fil eshare |istservers lists all the servers that can be managed
by the SDC server.

Commands

Usage CAO FILESHARE LISTSERVERS

Parameters None

cao fileshare |istservers
Examples

listmigraterevisions

The command cao fil eshare |istm graterevisions lists the revisions available
for the migrate server operation.

Commands

Usage CAO FILESHARE LISTMIGRATEREVISIONS

Parameters None

cao fileshare |istmgraterevisions
Examples

listtemplates

The command cao fil eshare |isttenpl ates lists the fileshare templates.
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Commands

Usage CAO FILESHARE LISTTEMPLATES

Parameters None

cao fileshare |isttenpl ates
Examples

migrate

The cao fil eshare m grat e command moves all the file shares (file server service)
with their content, directory structure, access permissions and security settings from the
source server to the destination server.

Commands

Usage CAO FILESHARE MIGRATE
-srcshare={UNC sharename}
-destshare={UNC sharename}
-destdir={local file path}
[-deldestdir={true | false}]
[-continueonerror={true | false}]
[-copysecurity={true | false}]
[-takeownership={true | false}]
-jobname={job name}
[-jobdesc={job description}]
[sjobstart={"mm/dd/yyyy hh:mm"}]
[-revision={executable revision number}]
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Commands

Parameters

Examples

Continueonerror - flag allowing the job to continue ignoring non-
critical errors, such as being unable to copy a file due to lack of
access rights, and the like. The default is true.

Copysecurity - flag for the job to reapply access control entries for
the files. When the flag is set to true (default), this is done on a
file-by-file level; when set to false, this is done on the top
directory level only (safe if inheritance is used in directory
security settings).

Deldestdir - flag indicating if the destination directory should be
deleted if it already exists on the destination server. The default
is false.

destdir - provides the local file path where the share should be
located.

destshare - provides the name of the share to be added.
jobdesc - provides the description of the job being submitted.
jobname - provides the name of the job being submitted.

jobstart - provides the date and time that the job is scheduled for.
The format is “mm/dd/yyyy hh:mm pm” or mm/dd/yyyy hh:mm?”.
The space between the two is required to separate the time. If the
space is not there, the job will run immediately.

revision - specifies a specific revision of the executable to run. The
default revision number is -1.

srcshare - provides the name of the source share.

takeownership - flag for taking ownership of files or folders with
restricted access. The default is true.

cao fileshare migrate
-srcshare=\ \fileserverl \ public
-destshare=\ \newserver \ public
-destdir=d:\public
-deldestdir=true
-takeownership=true
-continueonerror=true
-copysecurity=true
-jobname=moveFS0718
-jobdesc="Test move of fileshare public from fileserverl to
newserver drive D:\"
-jobstart="07/18/2003 19:30"
-revision=-1
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Server-Lifecycle Management Commands

addadsdevice

The command cao server addadsdevi ce is used to add new machines as ADS devices

for SDC use.

Commands

Usage

Parameters

Examples

CAO SERVER ADDADSDEVICE
-controller={servername}
-macaddress={device MAC address}
-device={device name}
[-description={description for the device}]

Controller - provides the name of the controller to add the device t .

macaddress - provides the MAC address of the device being
added.

device - provides the name of the device being added.

description - provides the description of the device being added.

cao server addadsdevice

-controller=ads2
-macaddress=000e56g5df78
-device=NewEngTest4
-description="engineering server Win2003”

captureadsimage

The command cao server captureadsi nage captures a system image off the server

using ADS.

Commands

Usage

CAO SERVER CAPTUREADSIMAGE

-srcserver={servername}
-controller={server name}

-image={unique name for the image}
[-desc={description}]
[-templatexml={syspreptemplate XML file}]
-jobname={job name}

[-jobdesc={job description}]
[jobstart={"mm/dd/yyyy hh:mm"}]
[-revision={executable revision number}]
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Commands

Parameters

Examples

Srcserver - provides the name of the source machine that the imag
will be captured from.

controller - provides the name of the server that runs the ADS
controller.

image - provides the name to be given to the captured image.

desc - provides the description of the image being added.
templatexml - provides the customized SysPrepTemplate XML file
jobname - provides the name of the job being submitted.

jobdesc - provides the description of the job being submitted.

jobstart - provides the date and time that the job is scheduled for.
The format is “mm/dd/yyyy hh:mm pm” or mm/dd/yyyy hh:mm?”. T 2
space between the two is required to separate the time. If the spac:
is not there, the job will run immediately

revision - specifies a specific revision of the executable to run. The
default revision number is -1.

cao server captureadsimage

-srcserver=HPSDServer

-controller=\ \adsserver

-image=Win2003Eng

-desc="engineering server Win2003 AS"

-templatexml=@c: \ engsysprep.xml

-jobname=captureimg0718

-jobdesc="capture image for Engineering advanced server w2003"
-jobstart="07/19/2003 12:00 pm"
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Command Line Interface

The command cao server consol i dat e moves all the file shares (file server service)
with their content, directory structure, access permissions and security settings from
multiple source servers to the destination server.

Commands

Usage

CAO SERVER
CONSOLIDATE

-domain={domain name}
-srcservers={servername,...}
-destserver={servername | full DNS ads device name}
[-delsrcdir={true | false}]

[-emulate={true | false}]

-jobname={job name}

[-jobdesc={job description}]

[jobstart={"mm/dd/yyyy hh:mm"}]
[-deployimage=({true | false}]

[-image={image name}]

[-adsshare={share name}]
[-adsvariables={name=value,...}]
[-keepoempartition={true | false}]
[
[
[
[
[
[

continueonerror={true | false}]
copysecurity={true | false}]
destsharesxml={XML document of fileshares}]
takeownership={true | false}]

-partitionsize={number of megabytes}]
-revision={executable revision number}] }]
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Commands

Parameters

Domain - provides the name of the domain containing the machines to
be consolidated.

srcservers - list of the source machines that will be consolidated. The
list members are separated by semi-colons.

destserver - provides the name of the server to consolidate the share(s)
to.

deldestdir - flag indicating if the local directories on the destination
server should be deleted before the files from the source server are
copied. The default is false.

delsredir - flag indicating if the source directories should be deleted
upon a successful move operation. The default is false.

emulate - flag indicating if the destination server should emulate the
source server after a successful operation. The default is false.

Jobdesc - provides the description of the job being submitted.
jobname - provides the name of the job being submitted.

jobstart - provides the date and time that the job is scheduled for. The
format is “mm/dd/yyyy hh:mm pm” or mm/dd/yyyy hh:mm”. The space
between the two is required to separate the time. If the space is not
there, the job will run immediately.

deployimage - flag indicating ADS deployment. The default is false.
image - the name of the ADS image.

adsshare - provides the name of the share on the ADS server where the
scripts are located.

adsvariables - provides the list of name=value pairs of ADS variables.
The list members are separated by semi-colons.

keepoempartition - Boolean flag indicating whether to keep the OEM
partition intact when formatting the partition for the system. The
default is true.

partitionsize - provides the partition size to be created for the new
system. This size is given as a numeric value in megabytes. The value
zero creates a maximum-size partition that the disk can handle.

continueonerror - flag allowing the job to continue-ignoring non-critical
errors such as being unable to copy files due to lack of access rights,
and the like. The default is true.

copysecurity - flag instructing the job to reapply access control entries
(ACEs) for the files. When true, this is done on a file-by-file basis, when
false, this is done on top directory level only. This is safe if inheritance i
used in directory security settings. The default is true.
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Commands

Destsharesxml - provides the XML document of the fileshares with the
original name/localpath information and the new name/localpath
information.

takeownership - flag for taking ownership of files or folders with
restricted access. The default is false.

revision - specifies a specific revision of the executable to run. The
default revision number is -1.

cao server consolidate
Example

-domain=shipit

-srcserver=fileserverl fileserver2
-destserver=device33.engineering.company.com
-delsrcdir=true

-emulate=true

-jobname=consolidate0718
-jobdesc="consolidate engineering servers to new bare metal machine"
-deployimage=true

-image=Win2003Eng

-adsshare=adsscripts
-adsvariables="PRODUCTID=ABCDE-FGHIJ-
KLMNO-PQRST-
UVWXY,DOMAINADMIN=quartet,

DOMAINPASSWORD=quart

et, DOMAIN=SHIPIT,MACHINENAME=eng33"
keepoempartition=true

-partitionsize=8000

-continueonerror=true

-copysecurity=true

-takeownership=false

-destsharesxml=@c:\ \jobs\ \oldfileservl.xml

createtemplate

The command cao server createtenpl at e sets the machine template for the SDC
system based on the indicated server.

Commands

Wk CAO SERVER CREATETEMPLATE

-server={server name template will be based on}

Parameters Server - provides the name of the machine to use to build the
template
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Commands

Examples cao server createtenplate

-server=EngServer3

deletetemplate

The command cao server del et et enpl at e removes the machine template currently
set for the system.

Commands

Usage CAO SERVER DELETETEMPLATE
Parameters None

Examples cao server deletetemplate

displaytemplate

The cao server displ ayt enpl at e command displays the currently active server
template.

Commands

Usage CAO SERVER DISPLAYTEMPLATE
Parameters None

Examples cao server displaytemplate
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emulate

The cao server enul at e command emulates a new server name on the current (old)
server. The current (old) server name is preserved.

Commands

Usage CAO SERVER EMULATE
-oldserver={current server name}
-newname={new server name}
-jobname={job name}
[-jobdesc={job description}]
[sjobstart={"mm/dd/yyyy hh:mm"}]
[-revision={executable revision number}]

oldserver - provides the host server’s current name. This is the
server to host the emulation. This server name will be available
after this operation successfully completes.

Parameters

newname - provides the name of the server to be emulated on the
old server.

jobname - provides the name of the job being submitted.

jobdesc - provides the description of the job being submitted.

Jobstart - provides the date and time that the job is scheduled
for. The format is “mm/dd/yyyy hh:mm pm” or mm/dd/yyyy
hh:mm”. The space between the two is required to separate the
time. If the space is not there, the job will run immediately.

revision - specifies a specific revision of the executable to run. The
default revision number is -1

cao server emulate

-oldserver=hostserver

-newname=myserver

-jobname="My emulate job"

-jobdesc="In this job hostserver will emulate myserver"

Examples
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getsyspreptemplate

The cao server getsyspreptenpl at e command prepares the sysprep.inf template
for the upcoming image capture.

Commands

Usage CAO SERVER GETSYSPREPTEMPLATE
-srcserver={servername}
-ostype={os family version}

Srcserver - provides the name of the server from which the ADS

HEEBISESER image will be captured.
ostype - provides the numeric operating system version. Choices
are: “5.0” (Windows 2000 Server) or “5.2” (Windows Server 2003).
Examples cao server getsyspreptemplate

-srcserver=test33
-ostype="5.0"

listadscontrollers

The cao server |istadscontroll ers command lists all the ADS controllers in the
domain.

Commands

Usage CAO SERVER LISTADSCONTROLLERS
Parameters None

cao server listadscontrollers
Examples

listadsdevices

The cao server |istadsdevi ces command lists the ADS devices in the domain.

Commands

Usage CAO SERVER LISTADSDEVICES

Parameters None

cao server listadsdevices
Examples
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The cao server |istadsi mages command lists all the ADS images in a particular
ADS controller machine.

Commands

Usage

Parameters

Examples

listfileshares

CAO SERVER LISTADSIMAGES
-controller={servername}

Controller - provides the name of the ADS controller server to
retrieve the list of images from.

cao server listadsimages
-controller=ads2

The - command lists the fileshares for the domain per defined resource type or parent

resource.

Commands

Usage

Parameters

Examples

CAO SERVER LISTFILESHARES
-serverresourceid={server guid}
[-hiddenshares={show/no show}]

Serverresourceid - provides the guid of the current parent
resource, and will return the child resources.

Hiddenshares - displays hidden shares in the returned set of
shares for the specified resource. The default is no show.

cao server listfileshares
-serverresourceid= “098f2470-bae0-11cd-b579-08002b30bfeb”
-hiddenshares="no show”
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listservers

The cao server |istservers command lists the servers for the domain per defined
resource type or parent resource.

Commands

Usage CAO SERVER LISTSERVERS
Parameters  None

Examples cao server listservers
listtemplates

The cao server |isttenpl at es command lists the machine templates for the
domain.

Commands

Usage CAO SERVER LISTTEMPLATES
Parameters None

Examples cao server listtemplates
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Command Line Interface

The cao server nigrate command moves all the file shares (file server service) with
their content, directory structure, access permissions and security settings from the
source server to the destination server.

Commands

Usage

CAO SERVER MIGRATE
-srcserver={servername}
-destserver={servername | full DNS ads device name}
[-deldestdir={true | false}]

[-delsredir={true | false}]
[-renamedestserver={true | false}]
-jobname={job name}

[-jobdesc={job description}]
[sjobstart={"mm/dd/yyyy hh:mm"}]
[-deployimage=({true | false}]

[-image={image name}]

[-adsshare={share name}]
[-adsvariables={name=value,...}]
[-keepoempartition={true | false}]
[-partitionsize={number of megabytes}]
[-continueonerror={true | false}]
[-copysecurity={true | false}]
[-destsharesxml={XML document of fileshares}]
[-takeownership={true | false}]
[-revision={executable revision number}]
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Commands

Parameters

Srcserver - provides the name of the source server that is being
migrated from.

destserver - provides the name of the destination server that is
being migrated to.

deldestdir - flag indicating if the local directories on the
destination server should be deleted before the files from the
source server are copied. The default is false.

delsredir - flag indicating if the local directories on the source
server should be deleted upon a successful move operation. The
default is false.

renamedestserver - flag indicating if the destination server
should be renamed to the source server name after a successful
operation. Either the flag emulate or the flag renamedestserver
should be chosen. The default is true.

jobdesc - provides the description of the job being submitted.
jobname - provides the name of the job being submitted.

jobstart - provides the date and time that the job is scheduled for.
The format is “mm/dd/yyyy hh:mm pm” or mm/dd/yyyy hh:mm?”.
The space between the two is required to separate the time. If the
space is not there, the job will run immediately.

deployimage - flag indicating if the migration being done is with
ADS deploying a new system image. The default is false.

image - provides the name of the ADS image.

adsshare - provides the name of the share on the ADS server
where the scripts are located.

adsvariables - provides the list of name=value pairs of ADS
variables. The list members are separated by semi-colons.

keepoempartition - boolean flag indicating whether to keep the
OEM partition intact when formatting the partition for the
system. The default is true.

partitionsize - provides the partition size to be created for the
new system. This size is given as a numeric value in megabytes.
The value zero creates a maximume-size partition that the disk
can handle.

continueonerror - flag allowing the job to continue-ignoring non-
critical errors such as being unable to copy files due to lack of
access rights, and the like. The default is true.

copysecurity - flag instructing the job to reapply access control
entries (ACEs) for the files. When true, this is done on a file-by-
file basis, when false, this is done on top directory level only. This
is safe if inheritance is used in directory security settings. The
default is true.
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Commands

Examples

destsharesxml - provides the XML document of the fileshares
with the original name/localpath information and the new
name/localpath information.

takeownership - a flag for taking ownership of files or folders
with restricted access. The default is false.

revision - specifies a specific revision of the executable to run. The
default revision number is -1

cao server migrate

-srcserver=oldfileserv1
-destserver=device34.engineering.company.com
-delsrcdir=true

-renamedestserver=true

-jobname=migreng10718

-jobdesc="Migrate engineering server to new bare metal machine"
-deployimage=true

-image=Win2003Eng

-adsshare=adsscripts
-adsvariables="PRODUCTID=ABCDE-FGHIJ-
KLMNO-PQRST-UVWXY,

DOMAINADMIN=quartet, DOMAINPASSWORD=quartet,
DOMAIN=SHIPIT,MACHINENAME=eng33"
-keepoempartition=true

-partitionsize=8000

-continueonerror=true

-copysecurity=true

-takeownership=false

-destsharesxml=@c: \jobs\ oldfileserv1.xml
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registerserver

The cao server registerserver command registers a Windows server with an ADS
controller machine.

Commands

Usage CAO SERVER REGISTERSERVER
-jobname={job name}
[-jobdesc={job description}]
[jobstart={"mm/dd/yyyy hh:mm"}]
-sreserver={servername}
-controller={servername}
[-revision={executable revision number}]

Jobname - provides the name of the job being submitted.
Parameters

jobdesc - provides the description of the job being submitted.
jobstart - provides the date and time that the job is scheduled for.
The format is “mm/dd/yyyy hh:mm pm” or mm/dd/yyyy hh:mm?”.
The space between the two is required to separate the time. If the
space is not there, the job will run immediately.

srcserver - provides the name of the server to be registered.

controller - provides the name of the ADS controller server to
register with.

revision - specifies a specific revision of the executable to run. The
default revision number is -1

cao server registerserver

-jobname=register0718

-jobdesc="register server newtest33 Engineering server pool"
-jobstart="07/19/2003 12:00 pm"

-srcserver=newtest33

-controller

Examples
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removeadsdevice

The cao server renoveadsdevi ce command removes ADS devices.

Commands

Usage CAO SERVER REMOVEADSDEVICE
-controller={servername}
-device={device name}

Parameters Controller - provides the ADS server name.
device - provides the name of the device.

cao server removeadsdevice
-controller=ads2
-device="Engineering33"

Examples

rename

The cao server renanme command renames an existing server to a new name.

Commands

Usage CAO SERVER RENAME
-oldserver={current server name}
-newname={new server name}
-jobname={job name}
[-jobdesc={job description}]
[sjobstart={"mm/dd/yyyy hh:mm"}]
[-revision={executable revision number}]

oldserver - provides the server’s current name.
Parameters

newname - provides the server’s new name.
jobname - provides the name of the job being submitted.

jobdesc - provides the description of the job being submitted.

Jobstart - provides the date and time that the job is scheduled
for. The format is “mm/dd/yyyy hh:mm pm” or mm/dd/yyyy
hh:mm”. The space between the two is required to separate the
time. If the space is not there, the job will run immediately.

revision - specifies a specific revision of the executable to run. The
default revision number is -1.

cao server rename
-oldserver=oldname1999
-newname=newname2003
-jobname="My rename job"

Examples
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Administrative Commands

Discovery Commands

This section provides detailed information on the infrastructure commands that control
the discovery process.

disablesysdiscovery

The command cao syst em di sabl esysdi scovery disables system discovery for the
SDC server.

Commands

Usage CAO SYSTEM DISABLESYSDISCOVERY

Parameters None

Examples cao system disablesysdiscovery

discoverdomain

The command cao syst em di scover domnmi n is used to start the discovery process to
discover the entire domain.

Commands

Usage CAO SYSTEM DISCOVERDOMAIN
-domain={domain name}
[-reset={true | false}]

Domain - provides the domain to be discovered.

Parameters
Reset - boolean flag used to reset the instance database before
initiating domain discovery. The default is false (false equals
don’t reset).

Dy cao system discoverdomain

-domain=mydomain
-reset=false
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discoverserver

The command cao system di scover server is used to discover a specific machine.

Commands

Usage CAO SYSTEM DISCOVERSERVER
-domain={domain name}
-server={server name}

Domain - provides the domain that the server belongs to.
Parameters

server - provides the name of the server to be discovered.

cao system discoverserver
-domain=mydomain
-server=HPSDServer

Examples

enablesysdiscovery

The command cao system enabl esysdi scovery enables periodic system discovery
for the SDC server.

Commands

Usage CAO SYSTEM ENABLESYSDISCOVERY

Parameters None

Examples cao system enablesysdiscovery

getdiscoverystatus

The command cao system get di scover yst at us displays the system discovery
status.

Commands

Usage CAO SYSTEM GETDISCOVERYSTATUS
-id={request id}

Parameters Id - provides the domain request id (guid string).

cao system getdiscoverystatus

DEBRIES -id =098f2470-bae0-11cd-b579-08002b30bfeb”
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getsysdiscoveryduration

The command cao syst em get sysdi scover ydur at i on displays the duration the
system discovery will run on a daily basis.

Commands

Usage CAO SYSTEM GETSYSDISCOVERYDURATION
Parameters None

9k o cao system getsysdiscoveryduration

getsysdiscoverytime

The command cao system get sysdi scover yti ne displays the time the system
discovery is scheduled to start on a daily basis.

Commands

Usage CAO SYSTEM GETSYSDISCOVERYTIME
Parameters None

Examples cao system getsysdiscoverytime

issysdiscoveryenabled

The command cao system i ssysdi scover yenabl ed tells the user if the system
discovery process is enabled.

Commands

Usage CAO SYSTEM ISSYSDISCOVERYENABLED
Parameters None

Examples cao system issysdiscoveryenabled
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setsysdiscoveryduration

The command cao syst em set sysdi scover ydur at i on sets the duration the system
discovery will run on a daily basis.

Commands

Usage CAO SYSTEM SETSYSDISCOVERYDURATION
-duration={runtime in minutes}

Parameters Duration - provides the duration that the reoccurring system
discovery will run for, in minutes.

cao system setsysdiscoveryduration

E 1
xamp-es -duration="90"

setsysdiscoverytime

The command cao system set sysdi scover yti me sets the time of day the system
discovery will run.

Commands

Usage CAO SYSTEM SETSYSDISCOVERYTIME
-starttime={time of day}

Parameters Starttime - provides the time the reoccurring system discovery
will begin, in a 24-hour hh/mm format.

cao system setsysdiscoverytime

E 1
xampres -starttime="23:59"

Job Commands

This section provides detailed information on commands providing job processing
controls.
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deletejob

The command cao syst em del et ej ob purges the job from the system with the
associated job log.

Commands

Usage CAO SYSTEM DELETEJOB
-id={jobid or guid}

Parameters Id - provides the job id to be deleted; a guid returned by the
listjobs or listmyjobs command represents a unique job id.

cao system deletejob

Bsamples -id ="098f2470-bae0-11cd-b579-08002b30bfeb"

listjobs

The command cao system | i st obs lists all the jobs currently in the system, or a
specified job’s details.

Commands

Usage CAO SYSTEM LISTJOBS
[-id={jobid or guid}]
[-startdate={date and time}]
[-enddate={date and time}]

Parameters Id - provides the job id to resume; a guid returned by the
|istjobsorlistnyjobs command represents a unique job id.

Startdate - provides the starting range; format is in
“mm/dd/yyyy hh:mm pm” or mm/dd/yyyy hh:mm”, the space is
required to separate the time.

enddate - provides the ending range; format is in “mm/dd/yyyy
hh:mm pm” or mm/dd/yyyy hh:mm”, the space is required to
separate the time.

cao system listjobs

-id ="0982470-bae0-11cd-b579-08002b30bfeb"
-startdate="09/03/2003 09:00”
-enddate="09/03/2003 10:00”

Examples
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listmyjobs

The command cao system | i st nyj obs lists all the jobs currently in the system,
within a given range specified by the user.

Commands

Usage CAO SYSTEM LISTMYJOBS
[-startdate={date and time}]
[-enddate={date and time}]

Startdate - provides the starting range; format is in
“mm/dd/yyyy hh:mm pm” or mm/dd/yyyy hh:mm”, the space is
required to separate the time.

Parameters

Enddate - provides the ending range; format is in “mm/dd/yyyy
hh:mm pm” or mm/dd/yyyy hh:mm?”, the space is required to
separate the time.

cao system listmyjobs
-startdate="09/03/2003 09:00”
-enddate="09/03/2003 10:00”

Examples

pausejob

The command cao syst em pausej ob allows the currently active (processing) execution
units to complete their actions, after which the job processing is halted.

Commands

Usage CAO SYSTEM PAUSEJOB
[-id={jobid or guid}]

Parameters Id - provides the job id to pause; a guid returned by the listjobs
or listmyjobs command represents a unique job id.

cao system listjobs

Examples -id ="098{2470-bae0-11cd-b579-08002b30bfeb"
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reschedulejob

The command cao syst em reschedul ej ob reschedules the job to start at a different
date time than was previously set.

Commands

Usage

Parameters

Examples

resumejob

CAO SYSTEM RESCHEDULEJOB
[-startdate={date and time}]
[-id={jobid or guid}]

Startdate - provides the starting range; format is in
“mm/dd/yyyy hh:mm pm” or mm/dd/yyyy hh:mm?”, the space is
required to separate the time.

id - provides the job id to reschedule; a guid returned by the
| istjobsorlistnyjobs command represents a unique job id.

cao system reschedulejob
-startdate="09/03/2003 09:00”
-id ="098f2470-bae0-11cd-b579-08002b30bfeb"

The command cao syst em r esunej ob starts the processing of a paused job from the
checkpoint it reached as a result of the pausej ob command.

Commands

Usage

Parameters

Examples

CAO SYSTEM RESUMEJOB
[-id={jobid or guid}]

id - provides the job id to reschedule; a guid returned by the
| istjobsorlistnyjobs command represents a unique job id.

cao system resumejob
-id ="098f2470-bae0-11cd-b579-08002b30bfeb"
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stopjob
The command cao syst em st opj ob allows the currently active (processing) execution

units to either complete their actions or to finish rollback to whatever they were doing at
the time the st opj ob was issued. After this, the job processing is halted.

Commands

Usage CAO SYSTEM STOPJOB
[-id={jobid or guid}]

Parameters id - provides the job id to reschedule; a guid returned by the
| istjobsorlistnyjobs command represents a unique job id.

cao system stopjob

12 STy G -id ="098f2470-bae0-11cd-b579-08002b30bfeb"

terminatejob

The command cao system term nat ej ob stops all processing of the job immediately.

Commands

Usage CAO SYSTEM TERMINATEJOB
[-id={jobid or guid}]

Parameters id - provides the job id to reschedule; a guid returned by the
l'i stjobs orlistnyjobs command represents a unique job id.

cao system terminatejob

Bsamples -id ="098{2470-bae0-11cd-b579-08002b30bfeb"

Logging Commands

This section provides detailed information on the commands that address the logging for
jobs, auditing and system.
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truncateauditlog

The command cao system truncat eaudi t | og truncates the specified audit log file, or
removes a joblog from the system.

Commands

Usage CAO SYSTEM TRUNCATEAUDITLOG
[-startdate={date and time}]
[-enddate={date and time}]

Startdate - provides the time from which the log will be
removed; format is in “mm/dd/yyyy hh:mm pm” or mm/dd/yyyy
hh:mm”, the space is required to separate the time.

Parameters

enddate - provides the time until which the log will be removed,;
format is in “mm/dd/yyyy hh:mm pm” or mm/dd/yyyy hh:mm”,
the space is required to separate the time.

cao system truncateauditlog
-startdate="09/03/2003 09:00”
-enddate="09/03/2003 10:00”

Examples

truncatesyslog

The command cao system truncat esysl og truncates the specified system log file, or
removes a joblog from the system.

Commands

Usage CAO SYSTEM TRUNCATESYSLOG
[-startdate={date and time}]
[-enddate={date and time}]

Startdate - provides the time from which the log will be
removed; format is in “mm/dd/yyyy hh:mm pm” or mm/dd/yyyy
hh:mm?”, the space is required to separate the time.

Parameters

enddate - provides the time until which the log will be removed,;
format is in “mm/dd/yyyy hh:mm pm” or mm/dd/yyyy hh:mm”,
the space is required to separate the time.

cao system truncatesyslog
-startdate="09/03/2003 09:00”
-enddate="09/03/2003 10:00”

Examples
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viewauditlog

The command cao syst em vi ewaudi t | og displays the audit log for a given date

range.
Commands
Usage CAO SYSTEM VIEWAUDITLOG
[-startdate={date and time}]
[-enddate={date and time}]

Parameters Startdate - provides the time from which the log will be
removed; format is in “mm/dd/yyyy hh:mm pm” or mm/dd/yyyy
hh:mm?”, the space is required to separate the time.
enddate - provides the time until which the log will be removed,;
format is in “mm/dd/yyyy hh:mm pm” or mm/dd/yyyy hh:mm”,
the space is required to separate the time.
cao system viewauditlog

E 1

xamples startdate="09/03/2003 09:00”
-enddate="09/03/2003 10:00”
viewjoblog

The command cao system vi ewj obl og displays the specific job log.

Commands

Usage CAO SYSTEM VIEWJOBLOG
[-id={jobid or guid}]

Parameters Id - provides the job id for the log that should be displayed

cao system viewjoblog

Dxamples -id="098£2470-bae0-11cd-b579-08002b30bfeh”
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viewsyslog

The command cao syst em vi ewsysl og displays the system log for a given date range.

Commands

Usage CAO SYSTEM VIEWSYSLOG
[-startdate={date and time}]
[-enddate={date and time}]

Startdate - provides the time from which the log will be
removed; format is in “mm/dd/yyyy hh:mm pm” or mm/dd/yyyy
hh:mm”, the space is required to separate the time.

Parameters

enddate - provides the time until which the log will be removed,;
format is in “mm/dd/yyyy hh:mm pm” or mm/dd/yyyy hh:mm”,
the space is required to separate the time.

cao system viewsyslog
-startdate="09/03/2003 09:00”
-enddate="09/03/2003 10:00”

Examples

Repository & Solution Rollout Commands

This section provides detailed information on the commands for Solution Rollout.

createpackagesetup

The command cao system creat epackageset up generates a package rollout setup,
contained in a Windows .cab file for a given package and a given revision.

Commands

Usage CAO SYSTEM CREATEPACKAGESETUP
-name={The name of the package whose revision is to be rolled
out}
-revision={The revision of the package to roll out}
-outputshare={The share where to place the generated .cab file}

Name - provides the name for the package to rollout.

Parameters . . . . .
revision - provides the revision of the package to rollout. The
revision must be one of the existing revisions for this package.
outputshare - provides the share where to place the generated
.cab file.

Examples cao system cretepackagesetup

-name=HPSD.Solutions.Package.Machine.Rename
-revisione=2
-outputshare=\ \myserver\myoutputshare
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listpackagerevisions

The command cao system | i st packager evi si ons generates a list of the revisions of
the specified package.

Commands
Usage CAO SYSTEM LISTPACKAGEREVISIONS
-name={The name of the package whose revisions are to be
listed}
Parameters Name - the name parameter package whose revisions are to
be listed.
Examples cao system listpackagerevisions
- -name=HPSD.Solutions.Package.Machine.Rename
listpackages
The command cao system | i st packages generates a list of all the packages in the
repository.
Commands
Usage CAO SYSTEM LISTPACKAGES

Parameters None.

9% v cao system listpackages

Utility Commands

This section provides detailed information on the commands that address global SDC
environment configuration issues.
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importcsv
The command cao system i nport csv imports a file (with comma-separated values)

containing servers to be managed by the SDC server limiting the scope within the
domain.

Commands

Usage CAO SYSTEM IMPORTCSV
-resourcekey={resource key path}
-importfile={local path to file}

Parameters Resourcekey - provides the unique resource key path.
Importfile - provides the local file path to the CSV file that will

be imported.
Examples cao system importcsv
- -resourcekey=/testdom[Resource.SoftwareResource.Domain.
WindowsDomain]
- importfile=@"c: \ assets \managedsrvs.txt"
version

The command cao syst em ver si on displays the displays the version information for
the SDC server.

Commands

Usage CAO SYSTEM VERSION

Parameters None

cao system version
Examples Y
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Access Control Model

The HP OpenView Service Delivery mechanism whereby different levels of HP OpenView
Service Delivery functionality are made available to HP OpenView Se-vice Delivery users
on the basis of their membership in one of the three HP OpenView Service Delivery
domain groups (ServiceDeliveryAdministrators, ServiceDeliveryArchitects, and
ServiceDeliveryOperators).

Added
See ADS Added

ADS
See Automated Deployment Service (ADS)

ADS Added

When a machine has been identified by ADS, and ADS can control that machine at boot
time through the Pre-Boot eXecution Environment (PXE) mechanism, that device has
been added to ADS. Such a device is not controllable through HP OpenView Service
Delivery's interface to ADS (during Server-Lifecycle Management operations) until it has
been registered.

ADS Device

Any resource, including servers, available within a Windows domain supporting the
BIOS level Pre-Boot eXecution Environment (PXE) and available for management by
ADS. More information about ADS is found under Automated Deployment Service (ADS)
in the Basic Concepts section of the HP OpenView Service Delivery documentation.

ADS Image

A predefined operating system configuration used by ADS when provisioning a system.
More information about ADS is found under Automated Deployment Service (ADS) in the
Basic Concepts section of the HP OpenView Service Delivery documentation.

ADS Parameters

ADS Parameters are those data which cannot be contained in an ADS Image (such as a
device's name or licensing information) and must be input by a user during provisioning.
More information about ADS is found under Automated Deployment Service (ADS) in the
Basic Concepts section of the HP OpenView Service Delivery documentation.

ADS Registered

When a machine has been added to ADS (is controllable by ADS at boot time through the
Pre-Boot eXecution Environment (PXE)) and has had ADS client software installed, it is
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then controllable by ADS both at boot time and when its operating system is running.
Such a machine is said to be registered with ADS.

Once a HP OpenView Service Delivery Managed Server has been registered, it is
controllable through HP OpenView Service Delivery's interface to ADS (during Server-
Lifecycle Management operations).

Automated Deployment Service (ADS)

A software tool designed to provide remote and automated operating system de-
ployment, configuration, maintenance, and management of servers. More information
about ADS is found under Automated Deployment Service (ADS) in the Basic Concepts
section of the HP OpenView Service Delivery documentation.

HP OpenView Service Delivery makes use of and provides an interface ADS to support
its server level operations — such as the Server-Lifecycle Management Deploy operation.
Configuration Template

Defines a set of options (Template Prototypes) used when creating a new re-source for a
HP OpenView Service Delivery Solution.

Every HP OpenView Service Delivery solution has a configuration template associated
with it, and each Configuration Template consists of one or more Template Prototypes.

Only members of the ServiceDeliveryAdministrators group can create or modify a HP
OpenView Service Delivery Configuration Template.

Configuration Template Prototype

A potential configuration for the creation of a new HP OpenView Service Delivery
resource under a HP OpenView Service Delivery Solution.

Each Configuration Template consists of one or more Prototype.

HP OpenView Service Delivery Managed Servers

Those servers managed by the HP OpenView Service Delivery Controller.

HP OpenView Service Delivery Controller Server

The system hosting HP OpenView Service Delivery Controller software. It hosts the HP
OpenView Service Delivery Controller database, and is the host for the HP OpenView
Service Delivery Controller IIS server servicing the HP OpenView Service Delivery
administrative interface HP OpenView Service Delivery Console and Command Line
Interface. It must be a member of the same domain as the HP OpenView Service
Delivery Managed Servers.

HP OpenView Service Delivery Service Account

An account on the HP OpenView Service Delivery Server out of which HP Open-View
Service Delivery services (such as HP OpenView Service Delivery Resource Manger and
the HP OpenView Service Delivery System Discovery services) are run. The account
must be a member of the local administrators group on the ADS Controller and have full
access to the ADSScripts share provided by the ADS controller.
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HP OpenView Service Delivery Solution

Manages all related functionality across a system of HP OpenView Service Delivery
Managed Servers.

In this way, a HP OpenView Service Delivery Solution provides a single point of control
for all instances of a given HP OpenView Service Delivery Resource across the set of HP
OpenView Service Delivery Managed Servers.

As an example, all file shares managed by HP OpenView Service Delivery are part of and
visible in the File-Services Management Solution. An administrator can then evaluate
where and how to move or set up new file shares by looking at the system as a whole.

ServiceDeliveryAdministrators
A Domain Level Group containing HP OpenView Service Delivery Users with the widest
range of HP OpenView Service Delivery privileges.

ServiceDeliveryArchitects

A Domain Level Group containing HP OpenView Service Delivery Users with the middle
range of HP OpenView Service Delivery privileges. The ServiceDeliveryArchitects can
define and roll out solutions using the HP OpenView Service Delivery Designer.

ServiceDeliveryOperators
A Domain Level Group containing HP OpenView Service Delivery Users with the
narrowest range of HP OpenView Service Delivery privileges.

Discovery

The processes by which HP OpenView Service Delivery software identifies the addition
or removal of HP OpenView Service Delivery managed resources within the set of HP
OpenView Service Delivery Managed Servers.

Discovery, Domain

The process by which HP OpenView Service Delivery scans HP OpenView Service
Delivery Managed Servers to identify the addition or removal of Resources. By default it
is performed on a regularly scheduled basis, but can be performed manually as well.

Discovery, Server

The process by which a user forces HP OpenView Service Delivery to immediately scan a
particular HP OpenView Service Delivery Managed Server to identify changes in the HP
OpenView Service Delivery resources it manages.

Distributed File System (DFS)

Provides a simple name space containing a logical view of shared file resources to users
across a number of servers. This name space maps user-friendly names to actual
addresses, allowing the transparent movement of file shares.
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Domain

Any tree or sub-tree within the DNS namespace. Although the names for DNS domains
often correspond to Windows Domains, DNS domains are an IP feature, and should not
be confused with Windows domains.

Domain, Windows

See Windows Domain.

Domain Discovery

See Discovery, Domain.

Domain Name System (DNS)

A distribute database containing mappings of user-friendly names to various types of
network data — such as IP addresses.

Emulation

The HP OpenView Service Delivery mechanism for the transparent movement of services
from one HP OpenView Service Delivery Managed Server to another.

If emulation is employed and a service is moved, that service may be reached at either its
original address or its new address.
Execution Unit

The smallest “atomic” unit of execution in the HP OpenView Service Delivery Designer.

File-Services Management Solution

A single well-defined interface for managing the serving of public file resources across a
system of HP OpenView Service Delivery Managed Servers.

File-Services Management Solution allows HP OpenView Service Delivery users to
create and move shared file resources between different members of the set of HP
OpenView Service Delivery Managed Servers easily.

File Service Templates

Defines the options available when configuring a file server under the File-Services
Management Solution when using the Deploy operation.

The file shares deployed must be defined from the prototypes contained in File-Services
Management template.

Note: For the current release of HP OpenView Service Delivery, only one prototype is
available in the File Service Template. HP OpenView Service Delivery users will
therefore not be prompted to select prototypes.

Job

A specific implementation of a HP OpenView Service Delivery Operation running on HP
OpenView Service Delivery Managed Servers and managed by the HP OpenView Service
Delivery Server. For instance, a job would be to install a specific version of the Windows
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operating system on a given server using the Server-Lifecycle Management Deploy
operation.

A job may be made up of several constituent tasks, which are known as HP OpenView
Service Delivery Sub-Jobs.

MAC address

See Media Access Control Address.

Managed Servers

See HP OpenView Service Delivery Managed Servers.

Media Access Control Address

A system's Media Access Control (MAC) address, the hardware address that uniquely
identifies it on an IEEE 802 networks such as a Windows domain.

The MAC address has 12 hexadecimal digits grouped into six pairs: 1B-C4-56-DD-A0-2E
is a valid MAC address.

Operation

An action supported by one of the HP OpenView Service Delivery Solutions (such as File-
Services Management Solution or Server-Lifecycle Management Solution). These actions
modify the state of servers within the set of HP OpenView Service Delivery Managed
Servers managed by the HP OpenView Service Delivery Server.

Examples of this include the Server-Lifecycle Deploy, Migrate, and Consolidate , and the
File-Services Deploy, Migrate and Consolidate functionalities.

A specific instance of an operation is referred to as a Job.

Package

A package is a collection of EUs and logic. It manifests an implementation of a workflow
or a run book process or procedure.

Package Designer

A graphical tool, part of the HP OpenView Service Delivery Designer set of tools allowing
the creation, modification and configuration of HP OpenView Service Delivery Designer
Packages.

Pre-Boot eXecution Environment (PXE)

The Pre-Boot eXecution Environment (PXE) is a BIOS-level technology installed on
systems operating in a Windows Domain environment that allows for remote control of
that system's boot behavior.

The presence of this technology is a necessary prerequisite to using ADS to man-age a
system.
Provision

Installing a technology, specifically a version of an operating system, on a computer.
Under HP OpenView Service Delivery, this refers to installation using Microsoft's
Automated Deployment Service (ADS).
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Not all HP OpenView Service Delivery Managed Servers necessarily support ADS; those
which do are referred to as provisionable.

Provisioning can occur during Server-Lifecycle Management Service Deploy, Migrate,
and Consolidate operations.

Prototype

See Configuration Template Prototype.

PXE

See Pre-Boot eXecution Environment.

Registered
See ADS Registered.

Resource

Under HP OpenView Service Delivery, a resource is any functionality available on a
network. These functionalities can include individual file shares, or servers themselves.

Those functionalities managed by HP OpenView Service Delivery are known as HP
OpenView Service Delivery Resources.
Server Discovery

See Discovery, Server.

Server-Lifecycle Management Solution

A mechanism for controlling services as provided on servers and the decoupling of the
functionality of a service from the hardware which supports it.

For instance, through the Server-Lifecycle Management Solution, the service of providing
file shares on a given piece of hardware can be moved as an entity.
Server-Lifecycle Management Templates

The Server-Lifecycle Management Template defines the options available when
configuring a server under the Server-Lifecycle Management Solution under the Deploy
operation.

The resource to be managed by the newly deployed server must be defined from the
prototypes contained in Server-Lifecycle Management template.
Solution

See HP OpenView Service Delivery Solution.

Sub-Job

A HP OpenView Service Delivery Sub-Job is a constituent task of a HP OpenView
Service Delivery Job implementing a particular instance of a HP OpenView Service
Delivery Operation.

Some HP OpenView Service Delivery operations are implemented by a hierarchy of
several self-contained tasks — for instance, to implement a File Services Consolidate
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operation will require a separate task for each file share to be moved. Each of these tasks
is a HP OpenView Service Delivery Sub-Job.
Template

See Configuration Template.

Windows Domain

A Windows Domain is a group of computers running versions of the Windows operating
system and is part of a network and that share a common directory database. A domain
is administered as a unit with common rules and procedures. Each domain has a unique
name.
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