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1 HP Operations Manager tor Windows

About this Book

This guide is for experienced Windows administrators. It provides the
following information:

This chapter describes the scope of the guide and includes:
— An overview of HPOM for Windows and core SPIs

— A list of products included with HPOM

— An installation planning checklist

Chapter 2, Requirements, provides

— Software and hardware requirements for installing the management
server and management console of HPOM

— Account information needed to properly implement HPOM
— Firewall settings to successfully install HPOM

Chapter 3, HPOM Standard Installation, and Chapter 4, Cluster
Installation for HPOM, provide the instructions for installing HPOM in a
non-cluster and cluster environment.

Chapter 5, Uninstalling and Reinstalling HPOM, guides you through the
uninstallation and reinstallation process of HPOM.

Chapter 6, After You Install, provides introductory information on using
HPOM.

Appendix A, System Requirements Checking lists the system
requirements that HPOM checks before beginning the installation.



What is HPOM for Windows?

HP Operations Manager for Windows (HPOM) is a distributed, client/server
software solution designed to provide service-driven event and performance
management of business-critical enterprise systems, applications, and
services.

HPOM enables management of distributed, heterogeneous e-business
infrastructures and includes support for a broad range of Windows and UNIX
systems and applications, including e-commerce, web and application servers,
conferencing and email, databases, ERP software, and more.

HPOM provides console and server functionality to centrally monitor
performance and events using agents installed on nodes being managed. To
install add-ons and SPIs, you must first install HPOM on a management
server.

Components included as part of the HPOM basic functionality (the two core
SPIs, one for Windows and one for UNIX), do not need to be separately
purchased or installed.

All other products included on the media and described in this documentation
require additional license purchases.

HP Operations Smart Plug-In for Microsoft Windows Operating
System

The HP Operations Smart Plug-In for Microsoft Windows Operating System
(Windows OS SPI) provides preconfigured policies and tools for managing the
operations and performance of your Windows nodes. This functionality is
provided as part of the HPOM product and includes system and basic
application management, including policies to manage Windows Applications
(including selected MS Backoffice Application, MS Web Servers), Anti-Virus
Applications, Veritas Backup, Citrix Metaframe, Dell OpenManage,

HP Systems Insight Manager, and basic monitoring of Active Directory).
Management policies can easily be customized to suit specific needs.

The Windows OS SPI integrates seamlessly with HPOM and its related
products. The integration provides policies, tools, and a powerful automatic
service discovery feature.
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HP Operations Smart Plug-In for UNIX Operating Systems

The HP Operations Smart Plug-In for UNIX Operating Systems (UNIX
OSSPI) integrates fully with HPOM and extends its management scope to
include distributed environments of UNIX systems.

The UNIX OSSPI is designed to monitor the availability and manage the
functionality of UNIX operating systems and associated software and
hardware. Essentially the UNIX OSSPI provides a powerful automatic service
discovery along with a set of predefined policies, tools, and user roles which
allow you to quickly gain control of the essential elements of your UNIX-based
IT infrastructure.

HP Operations Manager for Windows 77
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Products Included with HPOM

Your HPOM for Windows DVD

Your HP Operations Manager 8.16 for Windows product includes one DVD
that contains the following modules:

HP Operations Manager for Windows foundation

HP Operations Smart Plug-In for the Windows operating system
HP Operations Smart Plug-In for UNIX operating systems

HP Network Node Manager Adapter

HP Business Availability Center Adapter

HP SiteScope Adapter

Chapfer 1



) HPOM 8.16 for Windows is a re-release of HPOM 8.10 for Windows, with the
following patches and updated software included:

e  OMW_00050
Intermediate server patch.
e  OMW_00048
Consolidated server and console patch.
e OMW_00044
HP Operations agent version 8.60 for Windows.
e OMW_00043
HP Operations agent version 8.60 for AIX.
e OMW_00041
HP Operations agent version 8.60 for Linux.
e  OMW_00040
HP Operations agent version 8.60 for Solaris.
e OMW_00039
HP SiteScope Adapter 2.0 patch.
e OMW_00034
Consolidated installation patch.
e OMW_00032
Consolidated server accessories patch.
e  OMW_00008

HP Operations agent version 8.60 for HP-UX 11 for PA-RISC and
Itanium.

Use the DVD to install the HPOM console and server, or the remote console to
your server. The add-on modules and adapters extend the functionality of
HPOM with other products such as HP Network Node Manager, HP Business
Availability Center, and HP SiteScope, when HPOM is integrated with the
other products.

HP Operations Manager for Windows 13



The HPOM Installation and Upgrade Guides, HPOM Release Notes, Core
SPIs Release Notes, and White Papers are also stored on DVD. All release
notes documents are available on the DVD under
\Documentation\Releasenotes. White papers are available under
\Documentation\Whitepapers.

Your Media Kit

Your HP Operations Manager Media Kit includes Smart Plug-Ins (SPIs) and
may include add-on products in addition to the HPOM for Windows DVD.
SPIs and add-on products have been tested with HPOM for Windows, so you
can build a complete solution right out of the box.

Your Media Kit includes the following software:

e HP Operations Manager for Windows
(for more information, see Your HPOM for Windows DVD)

e HP Operations Smart Plug-ins for HP Operations Manager for Windows
e HP Reporter for Windows
e HP Performance Manager for Windows

e HP Performance Agent Software

) If you plan to copy the HPOM 8.16 for Windows installation media files to a
file system, be sure meet the following requirements:

e Place the HPOM for Windows and SPI DVDs in separate folders. Unlike
earlier versions of HPOM, you can no longer copy all product DVDs into a
single folder.

e Keep the path from where you install HPOM below 160 characters. (The
complete path includes the binary Setup.exe.) This is a known limitation
of Windows Installer (msiexec).

Chapfer 1



) Smart Plug-Ins (SPIs) are ready-to-go modules that integrate with HPOM
and help enterprise operators monitor and manage complex business
applications and IT infrastructures such as Microsoft Exchange, databases
and Microsoft Active Directory.

Install SPIs after installing the HP Operations Manager 8.16 for Windows
console/management server. For more details about SPIs, refer to the
documentation on the HP Operations Smart Plug-Ins DVD for HP Operations
Manager 8.16 for Windows.

) The contents of the media kit may change during the life of HPOM 8.16 for
Windows. Newer versions of products may be included. Products included for
trial usage may be added or removed.

Your Documentation

Information about HPOM is available from several sources. The Help system,
containing over 1900 topics, is the primary source of information on how to
configure your environment, perform day-to-day administrative tasks, and
monitor and resolve events using the messages and maps available in the
console.

e HPOM and each HPOM component provide an extensive Help system.

e Additional product documentation (in Adobe Acrobat PDF format) is
provided in the \Documentation directory on the installation media.

e PDF files relating to the HPOM for Windows foundation are also installed
on the management server in $0VInstallDir%\paperdocs\en.

HP Operations Manager for Windows 15
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Installation Planning Checklist

Task 1:

Use this checklist to help you plan your installation of HPOM and locate
important information before you begin installing the console or console/
server.

Where will you be installing your HPOM console/server?

On a server that has never had HPOM installed before?

If so, continue reviewing this check list, then see Chapter 3,
HPOM Standard Installation for details on installing HPOM
for the first time.

On a system with HPOM already installed, and you are
planning to upgrade HPOM?

If so, see the HP Operations Manager for Windows Upgrade
Guide which is stored on the HPOM for Windows installation
media under the \Documentation directory. This upgrade
guide also explains the upgrade/side-by-side migration
process for migrating data from a non-Cluster HPOM server
to an HPOM server running in an MS Cluster.

On an HPOM virtual server on a Microsoft Cluster?

If so, see Chapter 4, Cluster Installation for HPOM, and skip
the rest of this checklist. This checklist does not apply to
HPOM installations on a Microsoft Cluster.
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Task 2:  What does your Windows environment look like?

Windows workgroup environment

If you are installing HPOM into a Windows workgroup
environment, you will not be able to take advantage of the
following HPOM features:

Automatic agent installation and deployment

Instead, use the manual agent installation method to
bring your nodes under management.

Remote database

Instead, use a local database, that is a database on the
system where you plan to install the HPOM server/
console.

Remote consoles

Remote MMC consoles are not supported with an HPOM
installation where the management server is in a
workgroup (that is not a member of a domain). In this
case, you can use Terminal Services to connect to the
HPOM server and run the console on the server.

Windows domain

If you are installing HPOM into a Windows domain, you will
be able to take full advantage of the HPOM set of features.

To decide which installation type to use, review Security Requirements for
Agent Deployment on page 36. This section explains which accounts are
created during installation, how they are used in HPOM, and which install
modes limit the HPOM server’s ability to automatically manage Windows
nodes and install agents.

HP Operations Manager for Windows
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Task 3:

Task 4:

Task 5:

Database Considerations. What database configuration are you planning to use? Are

you planning to:

Use the default, which installs a new database (SQL Server
Express 2005) locally?

If yes, then see Chapter 3, HPOM Standard Installation for
details on installing HPOM. No special steps are needed if
you use the default during install.

Use an existing database instance (Microsoft SQL Server
2000, 2005, or 2008) locally or on a remote system (a server
other than where HPOM is installed)?

First install Microsoft SQL Server 2000, 2005, or 2008 and
create a database instance with a name of your choice.
During the HPOM installation, specify the instance name.
Whether you are connecting to an existing local or remote
database instance, the “openview” database is installed
during the HPOM installation process.

See Database Requirements on page 25 for more information about the
different database setups.

Does your server meet the minimum requirements?

Hardware requirements

See Hardware Requirements on page 21.
Software requirements

See Software Requirements on page 23.
Network requirements

See Network Requirements on page 30.
Windows service requirements

See Windows Service Requirements on page 33.

Does your company use Microsoft Security templates to enforce adherence to security
rules? Were they installed to the server where you plan to install HPOM?

If so, review the section Installing and Running HPOM in a Highly Secure
Windows Environment on page 86 before you start.
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Installing Agents

You can install agents for all platforms either automatically or manually in
HPOM 8.16 for Windows. Agent installation is automatic when you select a
node to be managed by the HPOM for Windows server. (See Agent
Requirements on page 35.)

For information on the systems that are supported, go to
http:/h20230.www2.hp.com/sc/support_matrices.jsp.

) For information on installing agents, see the HPOM help topics Administering

your Environment — Configuring Agents.

HP Operations Manager for Windows
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2 Requirements

Hardware Requirements

Listed below are the minimum and recommended hardware requirements for
HPOM.

Management Server and Console

e  Minimum: PC with at least 1.4 GHz Intel Pentium III (or compatible)
processor (AMD Opteron and Athlon 64 CPU supporting in 32-Bit mode).
Recommended: 3.0 GHz or higher Intel Pentium 4 processor (dual CPU
system).

e  Minimum: 768 MB physical memory, with at least 512 MB virtual
memory (page file). Recommended: 2 GB physical memory.

e Minimum: 6.5 GB disk space required for installation (depending on
selected product options). The management server only supports
installation on NTF'S volumes. Recommended a minimum 1 GB free hard
disk space; high-performance hard drive.

If you are installing HPOM in a cluster, the following minimum disk space
requirements apply for installation:

— First cluster node: minimum 5.5 GB.
— Subsequent cluster node: minimum 2.25 GB

Additional 3rd party SPIs or other integrated HPOM applications may
require additional disk space.

e DVD-ROM drive required unless you are installing from a network share.

e Minimum: 17-inch monitor with 1024x768 resolution and at least 256
colors. Recommended: 19-inch monitor with 1280x1024 resolution
recommended (if used as console system) and at least 256 colors.
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e  Multiprocessor systems are supported.

Remote Console

e  Minimum: PC with 500 MHz Intel Pentium III (or compatible) processor.
Recommended: 1.4 GHz.

¢  Minimum: 256 MB physical memory, with at least 512 MB virtual
memory (page file). Recommended: 1 GB physical memory.

e  Minimum: 300 MB required for installation. Recommended a minimum
1 GB free hard disk space.

e DVD-ROM drive required unless you are installing from a network share

e Minimum: 17-inch monitor with 1024x768 resolution and at least 256
colors. Recommended: 19-inch monitor with 1280x1024 resolution and at
least 256 colors

Agent

See Agent Requirements on page 35 for details.
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Software Requirements

>»

See also the support matrix at
http:/h20230.www2.hp.com/sc/support_matrices.jsp for HPOM 8.16 for
Windows supported agent, management server and console platforms.

Management Server and Console

Windows 2008 (32-Bit), or Windows 2003 SP1, SP2, or R2 (32-Bit)
Standard Edition, Enterprise Edition, or Data Center Edition.

— Hotfix KB925336 is recommended for Windows Server 2003.
(http://support.microsoft.com/kb/925336/)

— Hotfix KB973825 is required for Windows Server 2003 Service Pack 2.
(http://support.microsoft.com/kb/973825/)

The following hotfixes are recommended where appropriate:
— KB931320 (http:/support.microsoft.com/kb/931320/)
— KB933061 (http:/support.microsoft.com/kb/933061/)
— KB933230 (http:/support.microsoft.com/kb/933230/)

Adobe Acrobat Reader 7.0 (or higher) is required to view the
documentation.

Internet Explorer 6.0 or higher.

Internet Information Services (IIS) 6.0. See page 33 in this chapter for
minimum requirements.

Microsoft Cluster is supported.

Remote Console

Requirements

Windows 2008 (32-Bit), or Windows 2003 SP1, SP2, or R2 (32-Bit),
Windows XP SP2 (32-Bit), Windows Vista (32-Bit), Windows 7 (32-Bit).

Adobe Acrobat Reader 7.0 (or higher) is required to view the
documentation.

Internet Explorer 6.0 or higher.
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Web Console

HPOM provides a web console, viewable in the following browsers. Wherever
these browser versions can been installed, the web console is supported.

e Internet Explorer 6.0 or higher
e Netscape 7.1 or higher
e  Mozilla Firefox 1.5 or higher

Agent

See Agent Requirements on page 35 for details.
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Database Requirements

HPOM supports different types of data repository setups for local and remote
databases. The following databases are supported:

e Microsoft SQL Server 2005 or 2008 Express Edition (32-Bit—local only)

e Microsoft SQL Server 2005 or 2008 Standard or Enterprise Edition
(32 and 64-Bit)

e Microsoft SQL Server 2000 Enterprise Edition (32-Bit)

The name of the database instance is configurable in the HPOM installation
wizard. The database instance contains the database “openview”, which will
be created during the installation of HPOM. HP Reporter can use the same or
a different database instance.

If you specify a local database instance in the HPOM installation wizard, and
an SQL Server database does not exist on the system, the HPOM installation
program installs Microsoft SQL Server Express as the default database for
storing HPOM management information.

Database Setup

Requirements

HPOM supports the following data repository setups:
e SQL Server Express

To install HPOM with Microsoft SQL Server Express as the default
database on a single (non-clustered) Windows server, specify the name of
a local SQL Server instance that does not yet exist. SQL Server 2005
Express is installed and a new database instance is created.

) You cannot install HPOM with SQL Server Express into an
MS cluster. To install HPOM into an MS cluster, you can use
only a remote SQL Server database. See Chapter 4, Cluster
Installation for HPOM, for details.

It is possible to manually upgrade this instance to SQL Server 2008
Express after the HPOM installation is complete. For information about
supported version and edition upgrades, see the SQL Server 2008
documentation that Microsoft provides (http:/msdn.microsoft.com/
en-us/library/ms143393.aspx).

25



e SQL Server

To use HPOM with an SQL Server database, the SQL Server must meet
the following requirements:

— SQL Server must be installed either locally on the same system where
you plan to install HPOM, or on a remote Windows system. During
the SQL Server installation, create a new instance with any name.

During the HPOM installation, select the instance you created in the
SQL Server installation in the HPOM “SQL Server server instance
selection” wizard page. The HPOM installation wizard creates a
database in this instance. Do not create the database in advance.

) You cannot use an existing “openview” database during a normal
installation. You will be warned that the old database will be
dropped and recreated. If you want to preserve your old data you
have to do an upgrade/migration.

— SQL Server collation must be case insensitive.

— Microsoft SQL Server 2005 Backward Compatibility Components
must be installed if you intend to use SQL Server 2008.

HPOM for Windows requires SQL Distributed Management Objects,
which are no longer installed by default with SQL Server 2008.
Therefore you must install the Microsoft SQL Server 2005 Backward
Compatibility Components on the system where you plan to install the
HPOM 8.16 for Windows management server.

If you intend to use a remote database server, install these
components on the remote database server too.

You can download the components from Microsoft’s download web
site.
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Remote Database Requirements

If you cannot select a remote database instance in the HPOM “SQL Server
server instance selection” wizard page, check the following settings:

e SQL Server settings

a On the remote database server, launch the SQL Server Surface Area
Configuration Manager.

b Click Surface Area Configuration for Services and Connections.

¢ In the Tree selector, click Remote Connections and make sure that the
option Local and remote connections is selected.

d Click SQL Server Browser and make sure that the SQL Server Browser
service in started automatically.

e Restart the SQL Server instance after the SQL Server Browser service
has been started.

e Network and firewall settings

If the remote database server is located in another subnet or if a firewall

resides between the remote database server and the HPOM management
server, make sure that UDP port 1434 is not blocked. Otherwise the SQL
Server Browser service is unreachable and the SQL Server instance is not
visible to the HPOM management server.

On management servers with Windows Server 2008, you must also ensure
that Windows Firewall does not drop the UDP response packet.

For more details, see the following information from Microsoft:
— http:/msdn2.microsoft.com/en-us/library/ms181087.aspx
— http://support.microsoft.com/kb/944390/

Authentication Modes

By default, HPOM connects to the SQL Server or SQL Server Express
database using Windows accounts. (The SA user account is no longer used.)

When you install an SQL Server database, you can choose Windows
Authentication Mode or Mixed Mode. Both modes allow HPOM to connect to
the database using Windows accounts.

Requirements 27
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For read-only access to the HPOM database, you can use the db_datareader
user role. This user role is standard SQL Server user role, which has the
permission to perform SELECT operations on all tables and views in the
HPOM database.
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Remote Console Requirements

In addition to the hardware and software requirements listed on page 22 and
page 23, the following requirements must be met for a remote console to run

properly:
¢ Domain requirements

Remote HPOM consoles are supported only if the HPOM server system
and remote console system are in the same Windows domain, or have an
equivalent two-way domain trust in place.

e HP-OVE-Deleg-User requirements

The policy management and deployment user (HP-OVE-Deleg-User) must
have network access rights to the remote console system through the user
groups Users and Everyone. If you have removed these groups from the
“Access this computer from the network” security policy, you must
explicitly add the HP-OVE-Deleg-User to this policy on the remote console
system. Otherwise you are not able to manage any policies in the remote
console.

e User requirements

To use the remote console, the Windows user running the console must be
a member of the groups HP-OVE-ADMINS or HP-OVE-OPERATORS.

e HPOM version requirements

The version numbers of a remote console and the management server
must be the same. For example, an OVO 7.50 for Windows remote console
cannot connect to an HPOM 8.16 for Windows management server, and
vice versa. When you start a remote console, the console checks both
versions and displays an error message if the version numbers do not
match.

Requirements 29
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Network Requirements

If you are installing HPOM into a Windows domain, configure the domain to
meet the requirements described in the following sections.

Domain Requirements

The domain controller must be based on Windows 2000 SP4 or higher, or
Windows 2003 SP1 or R2 or higher.

The domain functional level must be set to “Windows 2000 native” or
“Windows Server 2003”.

Domain Name System Requirements

You must configure the Domain Name System (DNS) server if you are
running HPOM and want to use DNS discovery:

A Domain Name System (DNS) server must be configured (for example, on
the same system as the domain controller).

The DNS server must be configured so that forward (FQDN to IP) and
reverse (IP to FQDN) lookup queries for the management server and
managed nodes are correctly resolved.

The DNS server must be set to Allow Zone Transfers.

If the DNS and AD (Active Directory) domain names are different, create
a new zone in the DNS server configuration to match the AD domain
name.

You can also add secondary DNS servers to the name servers list so that
they can be searched by HPOM.

It may take several hours for the data to be propagated throughout the
domain and appear correctly in HPOM discovery. Please consult your DNS
server documentation for details on how to configure these zones correctly.
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Fully Qualified Domain Name

Requirements

Before installing the HPOM server software, make sure that the Fully
Qualified Domain Name (FQDN) is set correctly. The FQDN is used by all
installed HP Operations agents to communicate with the HPOM server.
Although it is possible to change the FQDN of the system and your HPOM
server later, all current managed systems would have to be updated. It is
strongly recommended that the FQDN be set to its final value beforehand and
that the DNS server resolve this FQDN the same way.

Active Directory and Integrated DNS

Typical Active Directory (AD) domain setups on Windows 2003 include the AD
domain identifier as part of the FQDN of the system.

Before installing HPOM, make sure that the Windows server is in its final
domain and that the domain suffix is set correctly and registered correctly
in DNS. Check the properties of the server and check DNS by using the
nslookup utility.

HPOM requires the DNS server to provide consistent PTR records
(reverse lookup of IP to FQDN). Use the nslookup utility to verify that the
IP address is resolved to the correct FQDN.

All agents must resolve the FQDN domain name of the HPOM server
consistently. This is especially important if you are managing a UNIX
system, which can use a different DNS server than the AD integrated
DNS that your Windows environment provides.

Check and Set the Primary DNS Suffix

If the management server is installed in a DNS environment that uses
domain suffixes (FQDN), follow these directions to verify and set the Primary
DNS suffix.

1

Right-click My Computer on the Windows 2003 desktop and select
Properties.

Select Computer Name on a Windows 2003 system.

The screen contains the field Full Computer Name. This is the FQDN of
your Windows system and this is the FQDN that will be used for HPOM.
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If the Full Computer Name value does not reflect the desired value, you can
either change the value in this dialog, box or in the TCP/IP setting of your
NIC (Network Interface Card) configuration if you use embedded an AD/
DNS setup. Please refer to your Windows 2000/2003 documentation for
information on how to implement a DNS suffix change.
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Windows Service Requirements

HPOM and Internet Information Services (lIS)

Requirements

During management server installation, HPOM connects to and configures
IIS. You should first ensure that IIS is installed and contains all security
patches deemed necessary for your site.

Consult your IIS documentation and relevant Microsoft web sites for
information regarding available IIS patches.

HPOM uses Internet Information Services (IIS) and requires certain
components in order to run. You may want to install only the required basic
web page services listed, to minimize your vulnerability to virus attacks.

On Windows 2008, in the Server Manager install the role Web Server (IIS)
with the following role services:

¢ Common HTTP Features:
— Static Content
— Default Document
e Application Development:
— ASPNET
— ASP
e Security:
— Basic Authentication
— Windows Authentication
e IIS 6 Management Compatibility:
— IIS 6 Metabase Compatibility
— IIS 6 Management Console
On Windows 2003, ensure that the following IIS components are available:
e Common Files (must be selected for any IIS installation)

e  World Wide Web (WWW) server
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e Active Server Pages (.asp) enabled on the management server to support
the web console.

¢ Internet Information Services Manager (forced by WWW server selection)

All other IIS components are optional.

) If you upgrade the operating system to Windows 2003, the IIS configuration
must be adjusted to re-enable the HPOM Web Console IIS extensions.

Select My Computer — Manage.
In Computer Management expand Services Application.

3 Select Internet Information Services (lIS) Manager, then expand Web Services
extension.

4 Make sure that the Active Server Pages extension is set to “Allowed.”

) When HPOM for Windows is installed on a system where the Microsoft tool
URLScan is installed, the graphing capability in HPOM breaks. Change the
following settings in the urlscan. ini file to correct the problem:

¢ Change UseAllowExtensions=0 to UseAllowExtensions=1.
e Add the following lines to the AllowExtensions section:

— .exe

— .xml

— Jjar

— .class
e Restart IIS for the changes to take effect.

By default, the urlscan. ini file for URLScan 2.5 is located in this directory:
SWINDIR%\system32\inetsrv\urlscan

The Microsoft technet link to the utility is:
http:/www.microsoft.com/technet/security/tools/urlscan.mspx
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Agent Requirements

The management server can automatically deploy HTTPS and DCE agents to
nodes that have a supported Windows operating system. In addition, if you
configure a suitable secure shell client on the management server, it can also
automatically deploy HTTPS agents to nodes that have a supported UNIX or
Linux operating system.

It is not possible to remotely deploy DCE agents to nodes that have a UNIX or
Linux operating system. Therefore, the only option is to install agents on
these systems manually.

Consult the support matrix at the following location for HPOM 8.16 for
Windows supported agent platforms:

http://h20230.www2.hp.com/sc/support_matrices.jsp

See the online help topics at Administering Your Environment — Configuring
Agents for more information about deploying HTTPS and DCE agents.

Hardware and Software Requirements

You can find the hardware and software requirements for HTTPS and DCE
managed nodes in the following locations:

e HTTPS managed nodes

See the support matrix at the following location for supported operating
systems and required patches:

http://h20230.www2.hp.com/sc/support_matrices.jsp

The node must meet the hardware requirements for the operating system.
There are no additional hardware requirements for HTTPS managed
nodes.

e DCE managed nodes

See the online help topics at Administering Your Environment — Configuring
Agents — Manual agent installation — Manual installation of DCE agents.

When you bring a managed node under management, HPOM performs a
prerequisite check to verify that the node can be managed. You can also run
the prerequisite check manually to check any node in the managed node tree.
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Security Requirements for Agent Deployment

To add a managed node, you must be a member of the HP-OVE-ADMINS
group on the management server. The system you are adding as a managed
node must be up and running.

In HPOM 8.16 for Windows, the “Windows Node Security Setup” tool
(OveConfig.exe) no longer appears when adding Windows managed nodes.
Instead, you can specify the user account to be used for installing any type of
agent. You have the choice between the following settings:

e PMAD user

This deployment method uses the credentials of the HP-OVE-Deleg-User
account.

The HP-OVE-Deleg-User does not by default have administrative access
to nodes. It is not recommended that you add this user to the Domain
Admins group. Instead, you can either add the HP-OVE-Deleg-User
account manually to each node’s local administrators group, or use the
Tools — HP Operations Manager Tools — Windows Node Security Setup tool
(OveConfig.exe) in the console. This tool adds the HP-OVE-Deleg-User
account to the local administrators group of nodes that you specify.

® Impersonate user

For this deployment method, ovpmad uses the credentials of the user who
started the HPOM console to deploy agents. This user must have
administrative rights on the node.

If you plan to deploy agents from a remote console, the
HP-OVE-Deleg-User account must have delegation rights because
Windows does not support double-hop impersonation.

e Use alternate credentials

This deployment method requires you to type the user name and password
of an alternate user. ovpmad uses these credentials to deploy the agent
software. The specified user account must have administrative access to
the node.
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Windows Node Security Setup Tool

If you want to continue using the “Windows Node Security Setup” tool
(OveConfig.exe), you can either run it manually from the console or you can
configure the HPOM management server to use it for the installation or

update of Windows managed nodes!.

Based on the user you are logged in as, the utility attempts to do some
security setup and reports the results. Specifically, it checks to see if the
HP-OVE-Deleg-User account is part of the local administrators group on the
managed node. If it is not, HPOM adds the account to the group. It also makes
sure that this account has the “Logon as a batch job” and “Logon as a service”
privileges.

If the security configuration attempt fails (for example, if the node is not up
and running), you are notified but HPOM makes no further attempt to
configure security for the node. In this case, you must correct the problem and
then configure security manually on any nodes for which configuration failed,
using the Windows Node Security Setup tool (Tools — HP Operations Manager
Tools — Windows Node Security Setup. If the HP-OVE-Deleg-User account is
already a member of the local administrators group on the node and the
account has the correct privileges, you can ignore the failure.

1.Use the Server Configuration dialog box to enable the Windows Node Security Setup
tool in the Policy Management and Deployment namespace. Switch to expert mode
and set the appropriate value to true.
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Accounts Used on the Managed Node

This section provides information to help you understand the different types
of HPOM accounts on the managed nodes:

e Local System account (Windows managed nodes)

¢ root (UNIX managed nodes)

Local System Account

>»

The HPOM for Windows agent package is installed by default as using the
Local System account.

The Local System account is created by the Windows operating system and is
always present. It is by default a member of the local administrators group.
The System account does not have a password. It is typically used for most
Windows services.

The opc_op and HP ITO Account accounts were used with OVO 7.10 and
earlier and are obsolete.

Benefits of Default Local System Account

HP strongly recommends using the default Local System account, which offers
several advantages:

¢ Adds no additional accounts on managed nodes

e Eliminates problems with agent installation in Active Directory
environments.

e Does not conflict with password policies.
¢ Does not conflict with domain policies that do not allow local accounts.

¢ Does not conflict with domain policies that remove necessary privileges or
user rights. Takes advantage of improvements to certain Smart Plug-Ins,
such as the Smart Plug-In for Exchange Server. Refer to specific SPI
documentation for details.
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UNIX Systems Root Agent Account

On UNIX systems, root is used as an agent account. The installation also
creates an opc_op user account, which you can use to execute tools.

Requirements
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Accounts Used on the Management Server

@

This section provides information to help you understand the different types
of HPOM accounts on the management server:

e HP-OVE-User (user account)

e HP-OVE-Deleg-User (user account)

e HP-OVE-Group (group account)

e HP-OVE-ADMINS (group account)

e HP-OVE-OPERATORS (group account)

HPOM does not allow to change the security context after the HPOM
management server is installed. A change requires the HPOM management
server to be reinstalled. Therefore, make sure to plan your security
requirements before installing the HPOM management server.

HP-OVE-User and HP-OVE-Deleg-User

The HP-OVE-User and HP-OVE-Deleg-User users are user accounts. HPOM
creates them on the management server system with a password you specify
during the installation.

Instead of having HPOM create these users for you, you can also create them
yourself before or during the installation. The HP-OVE-User and
HP-OVE-Deleg-User accounts should be regular domain user accounts. In
addition, the HP-OVE-Deleg-User should have local administrative rights on
the management server. It is not recommended that these users are members
of Domain Admins because this credential grants the HPOM management
server administrative access to all Windows managed nodes in the given
domain. It is also not recommended that you choose accounts that are used by
physical users to log on.

If you create the HP-OVE-Deleg-User account yourself, do not log on using
this account to install the HPOM management server.
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HP-OVE-User

The HP-OVE-User user is a member of the HP-OVE-ADMINS and Users
groups. It is the account under which the HPOM management server
processes run, with the exception of the policy management and
deployment process.

With HPOM 8.16 for Windows, the HP-OVE-User user is no longer
member of the HP-OVE-Group account because this group no longer
exists in HPOM 8.16 for Windows.

HP-OVE-Deleg-User

In HPOM 8.16 for Windows, the policy management and deployment
process (ovpmad) runs under the HP-OVE-Deleg-User user account. This
is a local account if HPOM is installed in a Windows workgroup
environment. If HPOM is installed in a Windows domain, the
HP-OVE-Deleg-User is a domain account that has by default delegation
rights set. During the installation, you can specify whether you want
HPOM to set up this user with delegation rights or not. The
HP-OVE-Deleg-User user is a member of the HP-OVE-ADMINS and
Users groups.

The delegation right enables the policy management and deployment
process to use the credentials of the logged on user for delegation on a
target node. Delegation rights are necessary if you plan to deploy HTTPS
agents to nodes with a Windows operating system from a remote console
using the Impersonate user option.

Setting Delegation Rights for the HP-OVE-Deleg-User

If you do not want HPOM to create the HP-OVE-Deleg-User account for you,
you can create it yourself. If you plan to deploy Windows agents from a remote
console using the Impersonate user option, the user account that you create
must be trusted for delegation. Otherwise, you must use the PMAD user or
User/Password options when you deploy agents.

In some cases, you can configure trust for delegation by selecting the
appropriate option in the Active Directory user properties dialog box.
However, in other cases, Active Directory does not show appropriate option by
default, and you must perform additional configuration of Active Directory.
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For example, you may need to register a Service Principal Name (SPN) for the
user account using the command setspn, which Microsoft provides. The
syntax of this command is as follows:

setspn -A <service>/<hostname> <domain>\<user>

For example, to register the SPN ovpmad/managerl.example.com for the user
example \HP-OVE-Deleg-User, use the following command:

setspn -A ovpmad/managerl.example.com example\HP-OVE-Deleg-User

For more information, see the Active Directory documentation that Microsoft
provides.

HP-OVE-Group

The HP-OVE-Group account no longer exists in new installations of

HPOM 8.16 for Windows. In previous versions, this group account contained
the HP-OVE-User and was added to the local administrators group on a
Windows managed node. It allowed the management server to automatically
deploy agent packages to this node.

When upgrading OVO 7.50 for Windows to HPOM 8.16 for Windows, the
HP-OVE-Group account is migrated and the HP-OVE-Deleg-User user added.
This ensures that the policy management and deployment process (ovpmad)
retains the right to deploy or upgrade agent packages on existing Windows
DCE managed nodes.

HP-OVE-ADMINS and HP-OVE-OPERATORS

The HP-OVE-ADMINS and HP-OVE-OPERATORS are group accounts. The
HPOM installation creates these groups locally on the management server
system or in the domain. Instead of having HPOM create them for you, you
can also create these groups yourself before or during the installation.

The groups are used to identify valid users of the HPOM product. Windows
users who are members of these groups are allowed to perform the tasks
associated with these groups:

e HP-OVE-ADMINS

Windows users who are members of the HP-OVE-ADMINS group are
considered HPOM administrators, and can perform administrative tasks
(for example, adding nodes, or configuring and deploying policies).
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An HPOM administrator is not the same as a Windows domain
administrator. Note that the HPOM administrator must be a trusted user
because it has (by way of the agent) near administrative capabilities on all
managed nodes.

In HPOM 8.16 for Windows, local administrators of the
management server system are no longer automatically added to
the HP-OVE-ADMINS group, which means that they are no longer
automatically HPOM administrators.

After you have installed HPOM, the installing user is considered an
HPOM administrator until you revoke this right by executing the
Tools — HP Operations Manager Tools — Cleanup rights of the installing
user tool in the console. (Only HPOM administrators can execute
this tool. The installing user and HPOM operators do not have
permissions to execute this tool.)

e HP-OVE-OPERATORS

Members of the HP-OVE-OPERATORS group are operators in HPOM,
and perform tasks such as monitoring the console, in particular the
message browser, and responding to messages.

You can further refine the responsibilities of each HPOM user by giving the
user one or more user roles. For more information about user roles, see the

online help topics under Administering Your Environment — Configuring User

Roles.

Do not confuse the HP-OVE-User and HP-OVE-Deleg-User user accounts
with the HP-OVE-ADMINS and HP-OVE-OPERATORS group accounts. The
HP-OVE-User and HP-OVE-Deleg-User user accounts are used by
management server processes at runtime and for deployment purposes
respectively. The HP-OVE-ADMINS and HP-OVE-OPERATORS group
accounts are used to identify valid users of the HPOM product.
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Privileges Required for Installation

During installation, HPOM attempts to perform the following tasks:

Create user and group accounts

If the HPOM user and group accounts are not already created in the
selected domain, HPOM attempts to create them. In order to succeed, the
Windows user running the HPOM management server installation must
have sufficient privileges on the domain controller to create user and
group accounts, and to set the delegation right for the
HP-OVE-Deleg-User account, if the user already exists but the delegation
right has not been granted yet.

If you are planning to create these accounts in the parent ADS domain,
the installing user may not have sufficient privileges, even if you are
domain administrator to your Resource or Child Domain (administrative
trust is typically not transitive or one-way). If you have such a
requirement, create the HPOM user and group accounts manually on the
appropriate level before installing the HPOM management server.

Authenticate existing users

If the HP-OVE-User and HP-OVE-Deleg-User user accounts are already
available, the HPOM installation performs a regular authentication of the
HP-OVE-User and HP-OVE-Deleg-User (valid password required). In this
case it is not necessary for the installing user to hold domain
administrator privileges. A domain user who is a member of the local
administrators group is sufficient.

You cannot use the HP-OVE-Deleg-User account to install the HPOM
management server.

Administer the database

To install HPOM using a remote SQL Server database, the installing user
must have permission to perform the following actions:

— Create, alter, and drop databases.
— Create, alter, and drop logins.

— Read the master database.
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Unsupported Configurations

Requirements

HP Operations Manager for Windows (HPOM) does not support the following
scenarios:

e Installing HPOM on a network drive.
e Encrypted file systems.

e Management server configured to use DHCP without a fixed IP address
(DHCP is supported for managed nodes).

e The HPOM management server is not supported on a domain controller.
e Installing HPOM from a VMWare shared folder.
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It You are Upgrading

If you are upgrading from a previous version of HP OpenView Operations for
Windows to HP Operations Manager 8.16 for Windows, you will need to
perform certain steps before installing HPOM 8.16 for Windows. Depending
on your current product, you may be required to save your data or save any
custom policies you developed. Tools are provided in some instances to make
this process easier. See the HP Operations Manager 8.16 for Windows
Upgrade Guide for details.

A Do not uninstall your current product before reading the upgrade guide that
applies to your current installation. The uninstall procedure otherwise
results in permanent loss of management server data.
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Using

Requirements

Installation Patches

HPOM 8.16 for Windows provides the functionality to patch the installation.
Using an installation patch, you can create an up-to-date product installation
using the product DVD together with the patch.

If HP decides to provide an installation patch for HPOM 8.16 for Windows, it
can be obtained through HP support. Installation patches are different from
regularly published product patches because they generally address
installation related issues. Installations of HPOM 8.16 for Windows that are
already configured and running will not be the target of an installation patch.

an Installation Patch

After you download the patch, product installation is started by the patch. The
original DVD medium is required for the installation. Additional information
is included in the documentation that comes with the patch. Read the
documentation carefully before starting the product installation using an
installation patch.
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Installing HPOM in a Firewall Environment

Firewall Concepts and Configuration Guide

Consult the HPOM Firewall Concepts and Configuration Guide for detailed
information about firewall environments. The HPOM Firewall Concepts and
Configuration Guide describes how to configure HPOM for communication

through firewalls, and explains how to configure Windows Firewall for use
with HPOM.

The HPOM Firewall Concepts and Configuration Guide is available on the
product DVD and in the $0vInstallDir%\paperdocs\en directory after
installation.

Management Server Installation

The management server installation process automatically turns off Windows
Firewall if it is currently turned on. If a third-party firewall is active, you
must temporarily disable this firewall before you install the management
server. You can turn on Windows Firewall or third-party firewalls after the
installation is complete.

If you are installing the HPOM management server in a cluster, turn on
firewalls only after the installation is complete on all nodes in the cluster.

If you intend to use a remote database, you should correctly configure any
firewalls to allow the management server to connect to the remote database
during installation. (For more information, see Database Requirements on
page 25”.)

After the installation of the management server, configure the firewall and
HPOM as described in the HPOM Firewall Concepts and Configuration
Guide.

A The HPOM management server cannot be installed on a system with the
Microsoft Internet Security and Acceleration Server (ISA Server) Firewall
Client service running. You must first stop this service before starting the
HPOM installation. After the installation, you can start the service again.

If you plan to install the ISA Server Firewall Client, it is recommended that
you do so after the installation of HPOM completes.
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Management Server Installation with Windows Firewall Enabled

When you install the management server on a system, the installation wizard
offers to configure the Windows Firewall for communication with remote
consoles, as shown in the figure below.

%5 HP Dperations Manager for Windows

Firewall Setup

If wou use a Microsoft Windows Firewall then vou should allow the installer ko
setup the firewall rules for HP Operations Manager 3.0 For windovs

The installer does nok support configuration of third-party Firewalls,

v setup Microsaft Windows firewall rules

= Prewious

Cancel
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Remote Console Installation

The remote console installation process automatically turns off Windows
Firewall if it is currently turned on. If a third-party firewall is active, you
must temporarily disable this firewall before you install the remote console.
You can turn on Windows Firewall or third-party firewalls after the
installation is complete.

After the installation of a remote console, configure the firewall and HPOM as
described in the HPOM Firewall Concepts and Configuration Guide.

Remote Console Installation with Windows Firewall Enabled

When you install a remote console, the installation wizard offers to configure
the firewall for communication with the management server, as shown in the
figure below.

%5 HP DOperations Manager for Windows

Firewall Setup m

IF pou use a Microsoft Windows firevsall then vou zhould allow the inztaller to
zetup the firewall rules for the Operations Manager Console.

The installer does not support configuration of third-party firewalls.

[+ Setup Microsoft Windows firewall rules

< Previous LCancel
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3 HPOM Standard Installation

A standard HPOM installation is on a regular, non-cluster Windows server.
This chapter contains the following instructions:

¢ Installing the HPOM management server and console

e Installing a remote console

¢ Installing a remote console in silent or unattended mode
¢ Installing HPOM in a highly secure environment

You are expected to be a Windows administrator who understands Windows
security concepts and terminology.

If this is your first time installing HPOM, we recommend installing it on one
or more test systems so that you can become familiar with HPOM before using
it in your business environment.

) If you have a version of HP OpenView Operations 6.00 (VantagePoint for
Windows), HP OpenView Express, or HP OpenView Operations for Windows
7.00, 7.10, 7.21, or 7.50 already installed and need to upgrade to a new
version, see the appropriate upgrade guide for your current installation.
Upgrade guides are available on the installation media in .pdf or .htm format
and provide instructions on preserving your data before upgrading, agent
upgrades, and policy upgrades. Upgrade guides are also available in printed
format if you ordered manuals (for versions prior to HPOM 8.00 for Windows
only).
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HPOM Installation via Terminal Services

The HPOM management server and remote console may be installed either
through a Remote Desktop Connection or via a Terminal Services session
when Terminal Services is running in Remote Administration Mode.
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Installing a Management Server and Console

To install a management server, you must be a member of the local
administrators group. To install a management server that is part of a
domain, you must also be a domain user. You are prompted for the domain,
group, user, and user password of the accounts you want HPOM to use for its
security. See Installing a Management Server and Console on page 53 for
installation procedures. If new domain accounts are created by the HPOM
installation, you must be logged on as a domain administrator (not a local
administrator).

During the installation, Windows will try to look up the SID (security
identifier) of the installing user. This operation only works if the Computer
Account of the management server can browse objects in the Active Directory.
By default, this privilege is enabled. If you tightened your security by
removing rights from the machine accounts, then re-enable the privileges
during the management server install.

During installation, the Windows Management Instrumentation (WMI) and
World-Wide-Web Publishing Server services must be temporarily stopped and
restarted in order to configure the system for HPOM use. Ensure that this
action will not disrupt any applications before you start the installation.

Refer to Appendix A, System Requirements Checking, for a list of errors and
warnings that would prevent HPOM from installing correctly.

) HPOM does not support installing the management server on a domain
controller. See Unsupported Configurations on page 45 for scenarios that are
not supported.
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Installing a Remote Console

To install a remote console, the installing user must be local administrator.

To connect from a remote console to an HPOM server, the domain user
running the remote console must be either of the following (via direct or
indirect group membership).

e Member of the user group HP-OVE-ADMINS

The domain user on the remote console is considered to be an HPOM for
Windows administrator.

e Member of the user group HP-OVE-OPERATORS
The user is considered to be an HPOM for Windows operator.

Refer to Appendix A, System Requirements Checking, for a list of errors and
warnings that would prevent HPOM from installing correctly.

Configurations Necessary for Remote Consoles on Windows XP

SP2

Before remote consoles on Windows XP SP2 can connect to a management
server, certain adjustments need to be made to the DCOM settings of the
management server system.

The management server installation normally makes these changes
automatically. However, custom security settings on the management server
system may prevent such changes. Therefore, in some cases you may need to
add DCOM access rights for the HP-OVE-OPERATORS and
HP-OVE-ADMINS groups in dcomenfg, which you can launch from a
command line or from the Start — Run entry.

1 Navigate to \Console Root\Component Services\Computers\My
Computer.

2 Right-click and select Properties from the shortcut menu.
Select the COM Security tab.

4 Click Edit Limits in the Access Permission section. Add the
HP-OVE-ADMINS and the HP-OVE-OPERATORS groups. Give Local
Access and Remote Access to both. Click OK.
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Click Edit Limits in the Launch and Activation Permission section. Add the
HP-OVE-ADMINS and the HP-OVE-OPERATORS groups. Give them all
available rights (four in total). Click OK.

Close the My Computer Properties dialog box by clicking OK.

Navigate to \Console Root\Component Services\Computers\My
Computer\DCOM Config\ovpmad. Right-click and select Properties in the
shortcut menu.

Select the Security tab.

Change both Launch and Activation Permissions and Access Permissions to
Customize.

The Launch and Activation Permissions list must contain the System
account, and the user groups HP-OVE-ADMINS, HP-OVE-OPERATORS,
and the Windows local administrators group. All must have all available
rights. All other entries can be removed.

The Access Permissions list needs to contain the System account, and the
user groups HP-OVE-ADMINS, HP-OVE-OPERATORS, and the Windows
local administrators group. The System account needs local access only.

All the groups need all available rights. All other entries can be removed.

Close the dialog box by clicking OK.

Repeat the steps for the entries OvOWReqCheck, OvOWReqCheckSvr,
DNSDiscovery, ovadsprov, ovdnsprov, ovnetprov, ovnnmprov, and
ovunmagtprov, using the same configuration as for ovpmad.

Open the properties of Windows Management and Instrumentation.

Change both Launch and Activation Permissions and Access Permissions to
Customize.

In addition to the provided defaults, the Launch and Activation Permissions
list must contain the user groups HP-OVE-ADMINS,
HP-OVE-OPERATORS, and the Windows local administrators group. All
must have all available rights.

In addition to the provided defaults, the Access Permissions list needs to
contain the System account, and the user groups HP-OVE-ADMINS,
HP-OVE-OPERATORS, and the Windows local administrators group. The
System account needs local access only. All the groups need to have all
available rights.

Close the dialog box by clicking OK.
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License Information

HPOM comes with a trial license that allows you to use the product for 60
days after you install it. When you first start the HPOM console you are
prompted to request a permanent license password. A permanent password
can be obtained at this time or deferred. Upon reaching the 61st day, the
product is disabled until a permanent license is obtained. See Entering
License Information on page 83.

Chapter 3



Installing HPOM

You can install other products (such as SPIs or add-ons) as available in the
HPOM media kit. However, HPOM must be installed first or already be on the
system before you can install the SPIs or add-ons.

1 Ensure that all system requirements are met.

2  Close all open applications to minimize the need for a reboot.

3 Check the HP Software Support web site for installation patches:
http://www.hp.com/go/hpsoftwaresupport

A Use an installation patch only if it applies to HPOM 8.16. Do not
use installation patches for any other versions of HPOM.

If an installation patch exists, start the installation wizard using the
latest installation patch instead of the original installation media. Read
the instructions that accompany the installation patch, and follow any
special instructions.

If no installation patches exist, insert the HPOM 8.16 for Windows media
into the DVD drive of the system you will use.

— If autoplay is enabled on this drive, the installation starts
automatically.

— If autoplay is disabled, run Setup.exe from the root of the installation
media.

The installation may require prerequisites such as Microsoft. NET
Framework and Microsoft Visual C++ 2005 Redistributable. These
prerequisites are installed first, before the installation of the HPOM
software begins.
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4 In the Welcome page, click Next to install a management server and
console. To install a remote console system, click Remote Console and then
click Next.

HP Dperations Manager for Windows

Welcome to HP Operations Manager 8.10 for Windows

Use this wizard to install, repair, or remove
HF Operations Manager 8 10 for wWindaws

Wizit the HP' 1T Management Software Wweb
Site for more information.

| want to inztall a
% Management Server

" Remote Console

Select the following check bow if pou want o
upload rmigration data from a previous installation;

™ Upload migration data from: Browse |

[ Migration from same host machine

<F'revious| Mext » I Cancel |
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5 The Prerequisite checks page displays errors and warnings that would
prevent HPOM from installing correctly.

All errors must be resolved before installation can continue. If the
prerequisite check displays warnings, evaluate them and decide whether
they apply to your environment. If a warning does not apply to your
environment, you can continue the installation.

See Appendix A, System Requirements Checking, for the list of hardware
and software items checked during installation.

If no errors were detected, click Next to continue.

"HP Operations Manager for Windows

Prerequisite checks

Please review the repaort below For errors and warnings For this installation,

I
WARNIMGS
fou might not have enough space for the data directary on vour 'C' drive,
ou might not have enough space for the shared directory on vour 'C' drive,
i'ou might: not hawe enough space for the database directory on your 'C' drive,

< Previous | Mext = I Zancel
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This window informs you that the services listed are restarted. This is done
automatically during the installation process. Click OK (with the hourglass
cursor) to continue the installation with the license agreement.

Information Ed

The HPOM installation will temporarily stop and restart the
"Windows Management Instrumentation” service in order ta
perform HPOM configuration tasks, Click OF to proceed,
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6 In the License agreement page, accept the license agreement and click
Next to continue with the installation. If you decline, the installation is
cancelled.

P Operations Manager for Windows

License agreement

EMD ISER LICENSE AGREEMENT

FLEASE READ CAREFULLY: THE USE OF THE SOFTYWARE IS SUBJECT TO THE TERMS AMND
COMDITIONS THAT FOLLOWY ("AGREEMENT"), UMLESS THE SOFTWWARE IS SUBJECT TC &
SEPARATE LICENSE AGREEMENT BETWEEN Y'OU AMD HP OR ITS SUPPLIERS. BY
DOANLOADING, INSTALLING, COPYING, ACCESSING, OR USING THE SOFTWARE, OR BY
CHOOQSIMG THE "l ACCEPT" OPTION LOCATED ON OR ADJACENT TO THE SCREEM WHERE
THIS AGREEMENT MAY BE DISPLAYED, YOU AGREE TO THE TERMS OF THIS AGREEMENT,
AMNY APPLICABLE WARRAMNTY STATEMENT AMD THE TERMS AMND COMDITIONS
COMTAIMED IM THE "ANCILLARY SOFTWARE" (a5 defingd below). IF Y0OU ARE ACCEPTING
THESE TERMS OM BEHALF OF AMOTHER PERSON OR & COMPANY OR OTHER: LEGAL
EMTITY, %Ol REPRESENT AND WARRANT THAT YOU HAWE FULL AUTHORITY TC BIND
THAT PERZON, COMPANY, OR LEGAL EMTITY TO THESE TERMS. IF %OU DO MOT AGREE
TO THESE TERMS, DO MOT DOWVWMLOAD, INSTALL, COPY, ACCESS, OR USE THE
SOFTVWARE, AMD PROMPTLY RETURM THE SOFTVWARE WITH PROOF OF PURCHASE TO ;I

(o I accept the terms in the license agreement

™ 1 do not accept the terms in the license agreement

< Previous | Mext = I Cancel

See details on obtaining a permanent license on page 83.

7 For a management server installation, in the Language for
Management Server page, click Language and select the language that
you want the installer to use.

This wizard page only appears on systems that have an English version of
a Microsoft Windows operating system, including systems that have a
Multilingual User Interface (MUI).

When you install a management server, the installer uses the language
that you select here for creating the default tools, policies, and other
objects that HPOM provides. You cannot change this language setting
later.
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By default, the installer configures automatic deployment of certain
policies from the Windows OS SPI and UNIX OS SPI. The language that
you select here determines the language of these policies.

The language that you select here also determines the language that the
management server uses at runtime (for example for error messages that
the management server generates).

On a system with an MUI, the user’s language setting in Windows
automatically determines the language that appears in the HPOM console
and online help. (The language that you select here does not affect the
language that appears in the HPOM console and online help. This wizard
page does not appear when you install a remote console.)

Click Next.

5. HP Operations Manager for Windows

Language for Management Server M

Please choose the default language that should be used by HP Operations Manager
8,10 For Wwindows, You can change the language anvtime without having bo reinstall,
This setting does nok affect the language used by this installer,

Language : |English j

< Previous

Cancel
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8 In the Policy Languages page, select additional languages for the
policies that HPOM provides. By default, the installation includes policies
in English, and also in the language that you chose for the management
server (if different). You can select additional languages to install policies
in those languages.

This wizard page only appears on management servers that have an
English version of a Microsoft Windows operating system, including
systems that have a Multilingual User Interface (MUI).

Click Next.

'’ HP Operations Manager for Windows ! x|

Policy Languages ﬂ

Please select the languages wou want ko install policies Far:

V¥ English

[ lapanese

[~ Korean

[” Chinese

< Previous

Cancel

9 In the Destination folders page, you can use the default destination
directory or select a destination directory where you want to install
HPOM. The destination location you select here is used as the default
directory for other HP BTO Software products you are installing from this
DVD and cannot be changed for subsequent installs. The first installed
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HP BTO Software application dictates the installation directory for
HPOM and other HP BTO Software products such as HP Reporter,
HP Performance Manager, HP Performance Agent Software, and the like.

The default installation directory is:

C:\Program Files\HP\HP BTO Software\

a

b

To install to the default destination directory, click Next.

If you want to install to a destination other than the default directory,
click the appropriate Browse button to open the Browse for Folder
dialog box.

The Browse buttons in the Destination Folders page are only
available for the first HP BTO Software product installations (HPOM,
HP Reporter, or HP Performance Manager). If other HP BTO
Software products are already installed, the Browse buttons are
disabled.

In the Browse for Folder dialog box, specify the directory you want
and click OK. If you have insufficient disk space, you see a message
here when you click OK.

In the Destination folders page, click Next to proceed.
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HP Operations Manager for Windows

Destination folders

HPOM will install inko these Folders, Click Browse to choose different Folders For this installation,

Application files location:

[ExiHPOM,

Data files location:

[EsiHPOMDatal,

Browse. .. |
Browwse. .. |

< Previous |

Cancel |
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10 In the Account type page, specify the account you prefer and select the

domain name, if required.

"HP Operations Manager for Windows

Accounttype

Choose the type of user accounts For the installation to use,

rType of Account
{* DomainAccounts [recommended)

Requires domain administratar privileges. Domain accounts enable the HP

Operations Manager server bo automatically install HP Operations agents, Remote
database installations require domain accounts,

For Remote Database installations, Daomain Accounts must be used,

Domain: [ExAMPLE =l
{" Local Accounts

IF wou perform a local account installation, you must manually install all HP

Operations agents, You cannot use remote databases or remoke consoles with local
account installations.

< Previous Cancel

Domain installation:

For a domain installation, the installing user needs to be a domain admin.
Alternatively, a local admin with domain lookup rights can be used, if the
accounts are already created and the delegation right for the deleg user is
set.

A domain installation assumes the HPOM management server to be a
member of a Windows domain. This method creates or uses existing
domain accounts (HP-OVE-User and HP-OVE-Deleg-User) in the selected
domain.

A domain installation allows the HPOM server to automatically manage a
Windows node and install the agent software to this node. This is only
possible if a Windows node is in the same domain as the management
server or has a trust relationship in place with the domain of the
management server.
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Local installation:

This installation does not require any Windows domain accounts. The
management server can be either a member of a Workgroup or member of
a Windows domain. This installation method has the following
limitations:

HPOM Standard Installation

Agent functionality packages which are used by some SPI products
cannot be auto-deployed and require manual installation on the
Windows managed node (please refer to the installation instructions
for each SPI).

Remote MMC consoles are not supported. To use the MMC console
from a remote computer, connect to the management server using
Remote Desktop Connection, and then open the MMC console locally.
Alternatively, you can open a web console in a supported web browser
on any remote system.

If you perform a local account installation on a production machine,
you cannot later change this to a domain account.

For management server to agent communication, events, policies,
deployment, drawing graphs, and so on are not affected by the local
account installation.

UNIX managed nodes are not affected by the domain versus local
account setup.
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1

In the Deployment user account page, type, enter the necessary
information for the deployment user account. See Accounts Used on the
Management Server on page 40 for more information about delegation

privileges.

%5 HP Dperations Manager for Windows

Deployment user account

This account is used for deploying and
installing HP Operations agent packages
and policies. If yvou perform a domain
installation, this account will be granted
delegation privileges, Delegation
privileges enable the deployment
process to use the credentials of the
logged on user for delegation on a
target node.,

—3pecify Deployment Account

User Acoount:

[HP-OVE-Deleg-Liser

Password:

I**********

Zonfirmn Password:

I**********

¥ Enable Delegation

= Prewious

Cancel
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12 In the Management server account page:
a Specify the User Account or use the default values.

b  Use the same password that you used when setting the deployment
user in the previous screen. After entering and confirming your
password, click Next.

Once established, this account information is used by other products you
install from the installation media. (For remote console installation only,
this screen does not appear).

%5 HP Operations Manager for Windows

Management server account

The management server account is the —Specify Management Server Account
account under which all management
SEFYEr processes run, excepk for the
policy management and deployment
process,

Usetr Account:

[HP-OVE-Liser

Password:

I**********

Confirm Password:

I**********

< Previous | Cancel |
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13 In the Administrators and operator groups page, select Use Local
Accounts if you want to create local group accounts, or select the domain if
you want to create domain group accounts.

Then specify the administrator and operator group accounts and click
Next.

'HP Dperations Manager for Windows

Administrators and operators groups

The administrator and operator groups are v ijse Local Bccounts
used ta grant \Windows users access ko the
management server, Members of the Darmain; I I
administrators group can perform

administrative tasks such as adding nodes,

or configuring and deploying policies. —Specify Admins and Operators groups ——
Members of the operators group perform
tasks such as monitoring the console and
responding to messages.

Administrators Group;

|HP-0VE-ADMINS

Operators Group:

The installing user is aukamatically added IHP_OVE_OPERgToRS
ko the administrators group,

< Previous | Mext = I Cancel

Chapter 3



14 In the Microsoft SQL Server instance page, add the name of the SQL
Server instance you want to use for your HPOM database and the path on
the SQL Server where the database files should be stored. The SQL
Server services must run under a login that can access the directories
where HPOM files are located. For example, the login has administrative
rights or is otherwise able to access the files.

%5 HP Operations Manager for Windows

Microzoft 5QL Serverinztance.

Enter or select the name of the Microsaft SQL Server instance to use with this installation.
This can be a remote or a local Microsoft SCL Server instance but it must already exist, IF the
name you specify cannot be Found, Microsoft SOL Server Express will be installed, For a
clustered database server, enter the virtual database server name.,

Specify the path on the Microsoft S0L Server syskem where the database files will be stored,

Click Get list to retrieve a list of available et list |
Microsoft 30L Server instances, —

Inskance: IMP.NF'.GEMENT 1OVOoPS j

Database File Location: IE:'|,HPOM\,Data'l,dataFiIes'l,O\-'OPS

< Previous |

If the path you specify in the Database File Location box does not yet exist
on the SQL Server system, the HPOM installation adds it automatically.

) Be sure that enough disk space is available for the database files. The size of
the database files depends on the number of managed objects.

If you want HPOM to install a local SQL Server Express instance for you,
specify a name that does not yet exist in the Instance field. If you plan to use a
full SQL Server (local or remote) you must install it before installing HPOM.

For a list of available SQL server instances, click Get List. Available
instances display in the list.
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If you are not able to select a remote database instance in the list, SQL Server
may not be configured correctly. For more information, see Database
Requirements on page 25.

%5 HP Operations Manager for Windows

Microzoft 5QL Serverinztance.

Enter or select the name of the Microsaft SQL Server instance to use with this installation.
This can be a remote or a local Microsoft SCL Server instance but it must already exist, IF the
name you specify cannat be Found, Microsaft SQL Server Express will be installed, For a
clustered database server, enter the virtual database server name,

Specify the path on the Microsoft S0L Server syskem where the database files will be stored,

Click. Gek lisk to retrieve a list of awailable ek lisk |
Microsoft 30L Server instances, —

Inskance: L ﬂ
TCRDP -
Dakabase File Location: TCSAMOL
TCWMOSS
TiZVM1 22

TCWM188
WMESKCPEQZIOVOPS

After you click Next, the HPOM installation checks to see if this instance
already exists. If the local instance does not exist, HPOM installs SQL Server
Express.

If the specified full SQL Server instance (local or remote) does exist and can be
connected, then HPOM checks for an existing openview database. If the
database does not exist, HPOM adds it automatically during the installation.

If the openview database already exists, you can choose to have HPOM delete
it and add a new one during the installation.

HPOM 8.16 for Windows does not support the reuse of an existing openview
database, because corrupted data is a potential problem. If you want to
preserve older data, you must do an upgrade or migration.
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If the specified remote instance does not exist or cannot be connected, the
HPOM installation asks you to verify that the connection is working and
check to see that the name is correct.

) If the specified instance is a remote SQL Server Express instance, the
installation will continue if a remote connection is possible. However, this
situation is not supported in HPOM.

HPOM Standard Installation
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15 In the Microsoft Internet Information Services ports page, change
the HTTP and HTTPS ports of Internet Information Services (IIS), if you
want to use ports other than the default ports. Then click Next to proceed

to the Firewall Setup page.

HP Operations Manager for Windows

MicrozoftInternetInformation Semices ports

Choose the parts that Microsoft 115 will use Far HTTP and HTTPS connections. You
may need to choose other available ports if the default ports are already in use by a
setver other than Microsaft 115, or if wou inkend to install a product that will use
these ports after installing HP Operations Manager,

HTTP port :

ISD 'I
HTTPS pork : |443 vl

Cancel

J

< Previous |
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16 In the Firewall Setup page, select Setup Microsoft Windows firewall rules if
Windows Firewall is enabled on the management server and you want the
HPOM installation to create the necessary rules. Then click Next to
proceed to the Ready to install page.

"HP Dperations Managet for Windows

Firewall Setup

IF wou use a Microsoft Windows Firewall then you should allow the installer to
setup the firewall rules For HP Operations Manager &.0 For Windows

The installer does not support configuration of third-party Firewalls,

v Setup Microsoft Windows firewall rules

Cancel |

< Previous |

) The installation process automatically turns off Windows Firewall if it is
currently turned on. You can turn on Windows Firewall after the installation
is complete.
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Readytoinstall

%5 HP Dperations Manager for Windows

Review the information below, then dick Install to start the installation.

Product selected:
Management Server

Language:
English

Paths:
Application Files Directary:
Data Files Direckory:

Local groups and accounts:
HPOM Admins group:
HROM Operatars group:

Daomain groups and accounks:

E:HPOM,
E:\HPOM\Daka',

MANAGEMENT 1Y HP-OWE-ADMINS
MANAGEMENT 1\ HP-OWE-OPERATORS

| »

=]

= Prewious

Cancel |

17 In the Ready to Install page, click Install to begin the installation.
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18 Each installation component displays individual status dialogs, such as
the licensing component, the core components, the SQL Server component,
and the SPIs that are included with the product. Periodically during the
install, a progress window appears. It includes details about what has
been installed and what is currently being installed.

Depending on the speed of your system, the installation process could take
from several minutes to over an hour. When the installation is complete,
click Next proceed to the Installation complete page.

5. HP Operations Manager for Windows

Installing HP Operations Manager 8.10 for Windows

Preparing installation QK ;I
HP Software - Cross Platfarm Compaonent (1317  INSTALLED
HP Software - Cross Platform Component Java (2131} INSTALLED
HP Software - Security Core (3/31)  INSTALLED
HF Software - Security Caore Java (4317  INSTALLED
HP Softvsare - HTTP Communication (5031} INSTALLED
HP Software - HTTP Communication Java (6317  INSTALLED
HP Software - Process Control (7/31%  INSTALLED
HP Softvare - Deployment (831} INSTALLED
HF Software - Configuration (9317 INSTALLED
HP Softvsare - Certificate Management Clienk (10031 INSTALLED
HP Softweare - Certificate Management Server (11/31) J
.
—Skatus

ext =

) If there are already SQL Server components (for example, Client tools)
installed on the HPOM management server, you may see the following
message in a dialog box during the installation:

"Warning 28213. Warning: SQL Server Setup cannot install this feature
because a different edition of this feature is already installed. For more
information, see 'Version and Edition Upgrades' in SQL Server Books
Online."

Acknowledge this message to continue the HPOM installation.
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19 When the Installation complete page appears, the installation is
finished. Click Complete to conclude the installation.

5. HP Operations Manager for Windows

Installation complete

HF Operations Manager 8.0 For Windows has been sucessFully installed.

™ Launch Tutorial

v Wiew Results Log File

To wiew the resulks later, see the log File
Es\HPOM DakatloghinstallationtHPOM_Foundation_Install_summary kxk

Click Complete to exit the wizard,

To see details of the completed installation, select the View the results log
file check box.

You are encouraged to view the basic training tutorial presented at the
conclusion of the install program. Click Launch Tutorial in the Installation
complete page. The tutorial introduces you to HPOM features, provides a
product overview, and details configuration and deployment steps you
need to perform before you can begin working in HPOM.
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Install a Management Server or Remote Console in
Silent or Unattended Mode

You can install a management server or remote console in silent or
unattended mode by using a configuration file and command-line parameters.

Setup.exe supports the following parameters:

e /gn specifies silent mode (no progress information, no user interface)
To start a silent installation, use the following command syntax:
Setup.exe /an /configfile:<configfile> /sourcedir:<directory>

e /gr specifies unattended mode (progress information, no user interface)
To start an unattended installation, use the following command syntax:
Setup.exe /qgr /configfile:<configfile> /sourcedir:<directory>

Replace <configfile> with a path that specifies the location of the
configuration file.

Replace <directory> with a path that specifies the location of the
installation media.

) There is no visual indication of any activity while Microsoft NET Framework
is being installed, which typically takes several minutes.

You cannot check the syntax and values of the configuration file before
starting the installation.

Configuration File for Silent or Unattended Mode

In the configuration file, you specify all the configuration values in XML
format that you specify during an interactive installation. Example
configuration files are available on the installation media:

® Documentation\Unattended Install\RemoteConsole.config
® Documentation\Unattended Install\ManagementServer.config

An example configuration file is also available for silent or unattended
installation on cluster nodes. For more details, see Install in Silent or
Unattended Mode on a Cluster Node on page 134.
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Copy one of the example configuration files to another location and edit the
required fields. For more details on any of the fields, refer to the
documentation for the corresponding wizard page in Installing HPOM on
page 57.

The configuration files also provide options to upgrade or migrate in silent or
unattended mode. However, upgrade and migration involves other steps,
which the setup command does not peform automatically. Silent and
unattended modes replace only those steps that you normally perform in the
HPOM installation wizard. For more details on upgrade or migration, see the
HP Operations Manager 8.16 for Windows Upgrade Guide.

) Silent or unattended mode is supported for migration or upgrade from

HPOM 8.00 to HPOM 8.16. You cannot migrate or upgrade from HPOM 7.50
in silent or unattended mode.

The following examples show configuration files for installing management
servers and consoles in silent or unattended mode.

Example Configuration File for Installing a Management Server

<?xml version="1.0" encoding="utf-8" ?>

<configuration>
<!-- Use the appSettings section to define an unattended install
session. -->
<appSettings>
<!--Valid values: "server" or "console". Case insensitive. -->

80

<add key="ProductType" value="server" />

<!-- The destination directory for application files. -->
<add key="InstallDir" value="c:\Server\" />

<!-- The destination directory for product data files. -->
<add key="DataDir" value="C:\Server\data\" />

<!-- Acknowledgement of the license agreement. Valid values:
"yes" or "no". -->

<add key="AgreeToLicense" value="yes" />

<add key="CreateFirewallRules" value="yes" />

<!-- Valid values: "single", "primary", or "subsequent". Case
insensitive. -->

<add key="ClusterMode" value="single" />

<add key="InstanceNameFull" value="[local machine] \OVOPS" />

Chapter 3



<!-- The absolute path to the database files directory. -->
<add key="DatabaseFilesPath" value="c:\database\OVOPS\" />

<!-- Domain name for the HP OVE User accounts. -->
<add key="HPOM Users Domain" value="DOMAIN" />

<!-- The account name of the HP-OVE-User. -->
<add key="HP-OVE-User Username" value="HP-OVE-User" />

<!-- The password for the HP-OVE-User. -->
<add key="HP-OVE-User Password" value="" />

<!-- The account name of the HP-OVE-Deleg-User. -->
<add key="HP-OVE-Deleg-User Username" value="HP-OVE-Deleg-User" />

<!-- The password for the HP-OVE-Deleg-User. -->
<add key="HP-OVE-Deleg-User Password" value="" />

<add key="EnableDelegation" value="yes" />

<!-- HPOM roles groups setup. -->

<add key="HPOM Roles Domain" value="[local machinel]" />

<add key="HP-OVE-Admins Roles Group" value="HP-OVE-ADMINS" />

<add key="HP-OVE-Operators Roles Group" value="HP-OVE-OPERATORS" />

<!-- ITIS configuration -->
<add key="HTTPPort" value="81" />
<add key="HTTPSPort" wvalue="444" />

<!-- Policy languages -->

<add key="UploadEnglishPolicies" value="yes" />
<add key="UploadJapanesePolicies" value="no" />
<add key="UploadKoreanPolicies" value="no" />
<add key="UploadChinesePolicies" value="no" />

<!-- Optional values used for migration -->

<!-- Remove these two properties if you are not migrating -->
<!-- Valid values: "UpgradeKeepData", "DownloadData", or
"UploadData". Case insensitive. -->

<add key="MigrationCase" value="UploadData" />

<!-- The path to the migration data -->
<add key="MigrationDataPath" value="C:\migrationdata\" />
</appSettings>
</configuration>
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Example Configuration File for Installing a Remote Console

<?xml version="1.0" encoding="utf-8" ?>

<configuration>
<!-- Use the appSettings section to define an unattended install
session. —-->
<appSettings>
<!--Valid values: "server" or "console". Case insensitive. —-->

<add key="ProductType" value="console" />

<!-- The destination directory for application files. -->
<add key="InstallDir" value="c:\Console\" />

<!-- The destination directory for product data files. -->
<add key="DataDir" value="C:\Console\data\" />|

<!-- Acknowledgement of the license agreement. Valid values:
"yes" or "no". -->
<add key="AgreeToLicense" value="yes" />

<add key="CreateFirewallRules" value="yes" />

<!-- Optional values used for migration -->

<!-- The migration case can be "UpgradeKeepData", "DownloadData", or
"UploadData" -->

<add key="MigrationCase" value="UploadData" />

<!-- The path to the migration data -->
<add key="MigrationDataPath" value="C:\migrationdata\" />
</appSettings>
</configuration>
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Entering License Information

You must have a license key password to use HPOM for Windows. At
installation, you are given a 60-day trial license. Within this 60 day period,
you must obtain a permanent license key password to continue to use HPOM.

To obtain your license key password at installation, follow the instructions in
the message box that appears on screen at product startup. It takes a minute
or so for the licensing program to launch.

) You cannot request a license key password from a remote console. You must
log on to the management server to obtain a license key password.

% AutoPass: License Management [_ [
File Tools Help

_‘J License Managament . .
-4 Install License Key Retrieve/nstall License Key

» O Retrieves passward from HP Password Distribution Center and
installs on your system.

# RequestLicense Keythn

Report License Key Qrder number validation
Backup License File
Remoaove License Key
Recover License Key

Enterthe Order Mumhber as shown an Software Entitlament
Certificate

seve

HF Order Humber

B e _ ted- |
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If you prefer, you can postpone licensing by launching the licensing program
at a later time, as follows:

1 From the HPOM management server, select the Tools folder from the
console tree.

2 Select Tools — HP Operations Manager Tools — Licensing to display a list of
tools.

3 Select Obtain License, which allows you to request permanent license
passwords for the management server, agents, or SPIs. Right-click to open
the shortcut menu.

4  Select All Tasks — Launch Tool to open the AutoPass: License Management
dialog box.

Refer to the AutoPass online help for details on using the licensing program.

In the HPOM console, under Tools — HP Operations Manager Tools — Licensing
you can also select the License Report tool, which gives you information on the
passwords in use.

See the HPOM online help topics Getting Started — Getting Started — License
HP Operations Manager for Windows for more information.

Requesting a Permanent License

To request a permanent license password, you need the following:
*  Your HP order number

e IP address of the server

¢ Your company information

To obtain a license, you must provide the number of the HP Purchase Order
number you received from your HP Software authorized reseller when you
bought the product that you want to license. If you have not yet purchased the
product, call 1-877-686-9637 (in the United States and Canada) or visit
www.hp.com to locate an HP Software authorized reseller.
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Results of the Installation

Start Menu

After completing the installation of HPOM, a folder is added to the Start
menu to allow you to open the console:

Start — All Programs — HP — HP Operations Manager — Console

Documentation

After completing the installation of HPOM, HPOM documentation (in Adobe
Acrobat .pdf format) is available in the directory
%$0vInstallDir%\paperdocs\en.

Executables

In addition to HPOM executables in subdirectories of the $0vInstallDir%
directory, executables are added to the following directories:

$O0vDataDir%\bin\instrumentation\
%OvShareDir$\Instrumentation\
$0vShareDir%\Packages\HTTPS\
%$0vShareDir%\Packages\Windows\

During the installation, changes are made to the files in the
%SystemRoot%\System32 directory.

Installation Log Files

After installation, several log files are created and placed in the following
directory:

$0vDataDir%\log\installation
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Installing and Running HPOM in a Highly Secure
Windows Environment

Windows 2003 comes with Security Templates that allow the Windows
administrator to implement strict and enforced security rules on individual
systems or globally on all systems member of a Windows domain level.

These security templates are available by default on Windows 2003 systems
(¥SystemRoot%\security\templates) and are accessed using the MMC

snap-in “Security Configuration and Analysis.” For details on implementing
security templates, see the Windows documentation.

Implementing HPOM with a “Restricted Group” Setting

Requirements

e Management server

The HPOM server must be installed using the existing local
Administrator account for HP-OVE-User and the HP-OVE-Deleg-User
accounts.

HP-OVE-ADMINS and HP-OVE-OPERATORS groups are supported,
either as local groups or domain groups.

e Managed nodes

All HPOM Windows agents must be installed using the manual agent
installation method (excluding the HP Operations agent on the HPOM
management server, which is automatically installed during the
installation of the server).

e Remote consoles

Remote consoles are supported (this requires the remote console systems
and the HPOM management server to be members of the same domain or
have an equivalent two-way domain trust in place).
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Although it is possible to use any domain admin user for the HP-OVE-User
and HP-OVE-Deleg-User accounts, it is not recommended because it would
grant the HPOM management server (and any HPOM administrator)
administrative access on the Windows domain and all member systems.

High Security settings implement a strict password policy and password
expiration policy for all users including the local administrator. Because
HPOM runs several of its services in the context of the local “Administrator”
it is necessary to update the password frequently according to the password
expiration period (use the utility OvChgPass.exe to update the password).

Be advised that even with the “Restricted Group” setting for the
administrators group it is possible to add temporarily another user or group
to the local Administrators group. However, the Group Policy Object (GPO)
removes the user or group silently again (typical setting is every 15 minutes).
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The following examples shows the account setup wizard pages for the
deployment user and the management server user. Be sure to use the existing
local user account Administrator. Do not create additional user accounts.

P Operations Manager for Windows

Deployment user account

This account is used for deploying and —Specify Deployment Account
installing HP Operations agent packages
and policies. IF vou perform a domain
installation, this account will be granted
delegation privileges, Delegation
privileges enable the deployment IAdministratnr
process to use the credentials of the
logged on user For delegation on a
target node.

User Account:

Password:

Immmmm*****

Zonfirm Password:

Immmmm*****

™ Enable Delegation

P Operations Manager for Windows

Management server account

The management server account is the —Specify Management Server Account
account under which all management
server processes run, excepk For the
policy management and deployment

Drocess, User Accounk:

I.ﬁ.dministrator

Password:

I**mmmmmmm*

Zonfirmn Password:

I**mmmmmmm*

< Previous

Cancel
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4 Cluster Installation for HPOM

This chapter provides instructions to install HPOM in a clustered
environment. This includes:

e A description of different cluster setup options.

e The requirements for setting up clusters as well as unsupported
configurations.

e How to prepare before installing HPOM.
¢ Installing HPOM and verifying the installation.

This section assumes you are an experienced Windows administrator and that
you understand Windows cluster concepts and terminology.

If you have a version of HP Operations Manager 8.16 for Windows already
installed on a standalone non-clustered system and need to upgrade to a
high-available cluster installation, see the HP Operations Manager for
Windows Upgrade Guide. The Upgrade Guide provides instructions on how to
migrate your existing single system HPOM installation to a high-available
clustered HPOM installation.

Your Media Kit is the same as for standard installation.
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Cluster Setup Overview

The following graphics show different options for HPOM cluster
configurations.

Figure 1 depicts all three virtual servers operating within the same
cluster.

Figure 2 shows HPOM virtual server running in one cluster and MS SQL
virtual server running in a separate cluster. Both are connected remotely.

Figure 3 illustrates MS SQL installed in a non-clustered system with
HPOM installed in a cluster. This option is not recommended because MS
SQL can cause a single point of failure.

The following table shows the data needed for each example configuration.
Make sure to gather your own values, as illustrated below, to perform the
installation.

Table 1 Configuration Data

Terminology

Name FQDN IP-Address | Local Disks

Cluster Virtual
Server (Main)

Cluster01 Cluster0l.domain.com |15.8.153.30 | Q: (Quorum)

MS SQL Virtual
Server

sqlserv sqlserv.domain.com 15.8.153.31 | G: (SQL Data)

HPOM Virtual hpomserv hpomserv.domain.com |15.8.153.32 | H: (HPOM Data)
Server

MS SQL Database | OVOPS Not applicable Not Not applicable
Instance applicable
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Figure 1 HPOM Server and SQL Server in the Same Cluster

HPOM Server and SQL Server in the Same Cluster

ClusterA.domain.com ClusterB.domain.com

Cluster Node A Cluster Node B

C3

Cluster01.domain.com

Cluster Name (Main)

sqlserv.domain.com

MS SQL Virtual Server

Remote Database|Connection .
hpomserv.domain.com

HPOM Virtual Server

Q:, G, H: are shared physical disks

Cluster Installation for HPOM 97



92

Figure 2 HPOM Server and SQL Server in Two Different Clusters

HPOM Server and SQL Server in Two Different Clusters

Cluster Node A Cluster Node B

HPOM Virtual Server

C Cluster Name 1
Q:
C )

( Cluster Name 2 —
Q:
Remote Database Connecﬁon‘
MS SQL Virtual Server 8)
G:

Cluster Node C Cluster Node D

)

Q:, G:, H: are shared physical disks
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Figure 3 HPOM Cluster with SQL Server on Standalone System

HPOM Cluster with SQL Server on a Standalone System

Cluster Node A Cluster Node B

Cluster Name 1
X:
( HPOM Virtual Server G)
Y:

Remote Database Connection

-

Node C This setup is possible, not
SQL Server recommended due to single
point of failure.
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Installing the Management Server and Console

>»

HPOM 8.16 for Windows supports installation and operation of the
management server in a failover configuration running a Microsoft Windows
Cluster.

Because the management server availability depends on its data repository
(Microsoft SQL Server), you should also install SQL Server in a Windows
cluster. Although this is not required, typically the SQL Server database
instance is located in the same cluster as the HPOM management server.

To simplify the installation instructions, it is assumed that HPOM and SQL
Server run on the same Windows cluster as independent resource groups. It is
possible for the SQL Server to run on a different cluster, or on a standalone
non-clustered system. The latter option is supported, but not recommended
because it introduces a single point of failure to the management server
setup.

When you install the HPOM management server on a cluster node, the new
managed node representing the cluster node will not be visible in any HPOM
consoles that are connected to that cluster's management server. You must
shut down and restart the console to see the cluster node.

HPOM does not support installing the management server on a domain
controller. See Unsupported Configurations on page 45 for other scenarios
that are not supported.

Before you Install

e Be sure that all system requirements are met

¢ Review the Unsupported Configurations on page 98.
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License Information

HPOM comes with a 60-day trial license that allows you to use the product for
60 days after you install it.

When you first start the HPOM console you are prompted to request a
permanent license password. A permanent password can be obtained at this
time or deferred. Upon reaching the 61st day, the product is disabled until a
permanent license is obtained. See Entering License Information on page 83.

) When you request a permanent license for HPOM, specify the IP address of
the HPOM Virtual Server (as entered in step 9 on page 111). Your license will
be bound to the IP address of the HPOM Virtual Server.

The process to obtain a permanent license for HPOM must be started on the
cluster node on which HPOM is currently active. You can add additional
cluster nodes without the need for further licenses.
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Cluster Requirements

Minimum two node hardware cluster with attached shared storage and
Windows 2003 or 2008 Enterprise or Datacenter Edition as operating
system.

A database instance with a user-configurable name (for example, OVOPS)
running in one of the following versions of SQL Server:

— SQL Server 2000 (Enterprise Edition) SP4 or higher
— SQL Server 2005 (Standard or Enterprise Edition) SP2 or higher
— SQL Server 2008 (Standard or Enterprise Edition)

Make sure that you choose an SQL Server edition that is compatible with
the cluster environment in which you intend to set up HPOM.

An empty, dedicated resource group for HPOM. The name of the resource
group may only contain ASCII characters.

Microsoft Cluster Server (MSCS) as cluster software with the following
resources available:

— At least three dedicated shared disks:
—  Cluster quorum
— SQL Server databases storage
— HPOM data storage

) The cluster quorum is optional if the Majority Node Set
Quorum is used instead of a Quorum Disk. For details
about the differences, see the online help that Microsoft
provides about choosing a cluster model.

— At least five dedicated static IP addresses, configured in DNS (FQDN)
including name and reverse lookup entries:

— Each cluster node stationary name and IP address (two minimum)
—  One cluster’s virtual server name and IP address
— SQL Server virtual server name and IP address

— HPOM virtual server name and IP address

Chapfter 4



¢ In environments that use Veritas Volume Manager, you must enable
Windows disk management compatibility for the dynamic disc groups that
contain shared disks for HPOM data storage or SQL Server database

storage.

For more information on enabling Windows disk management
compatibility, see the documentation that Veritas Volume Manager
provides.
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Unsupported Configurations

SQL Server and HPOM management server installed in the same cluster
resource group using the same shared storage.

HPOM management server installed in the same cluster resource group
as the Quorum disk.

Microsoft SQL Server Express as data repository.
Any cluster software other than Microsoft Cluster Server.
Cluster nodes with hostnames of more than 15 characters.

In-place upgrade of an existing HPOM non-cluster installation to a
clustered installation.

Multiple single-system HPOM installations in the same cluster.

Multiple instances of one HPOM management server in the cluster using
load-balancing.

Any HP BTO Software products already installed on the cluster prior to
installing HPOM.
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Preparing to Install HPOM

Before installing HPOM on the management server, you need to ensure that
the following requirements are met:

e MSCS is installed and working correctly and meeting all the
requirements.

For information about how to install Windows 2003 Cluster Server,
see the Guide to Creating and Configuring a Server Cluster under
Windows Server 2003 at http://www.microsoft.com/technet/
prodtechnol/windowsserver2003/technologies/clustering/
confclus.mspx

e An SQL Server database instance with a user-configurable name is set up
and working.

) It is recommended that you install SQL Server 2005 or 2008.
However, SQL Server 2000 is also supported.

For information about how to install a named instance of SQL
Server 2000 virtual server on a Windows 2003-based cluster, go to
http://support.microsoft.com/
default.aspx?scid=kb;en-us;815431

Task 1:  Verity Cluster

1 Verify that the cluster is operational — move the cluster resource group
containing the Quorum disk to all configured cluster nodes. Make sure
that the designated shared disk for SQL Server and HPOM are visible
from each cluster node and have the same drive letter assigned (My
Computer - Manage —Disk Management).

2  Verify that you have one FQDN and IP address for MS SQL (example
sqlserv.domain.com) and one FQDN and IP address for HPOM server
(example hpomserv.domain.com) available. Make sure that the name
resolution is available for both names and IP addresses.

) If your environment uses integrated Active Directory/DNS setup,
the virtual server names and IP addresses are not resolvable until
the virtual servers are active.
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Task 2:  Create Cluster Resources and Assign Shared Disks

1 Designate a cluster resource group containing a shared disk for the SQL
Server database storage. These groups are typically created by the MS
Cluster Wizard for all shared disks discovered. Otherwise, the group must
be created in the MS Cluster Administrator manually. Name or rename

the group to, for example, “SQL Group.”

The SQL Server must be in the same cluster resource group as the
shared disk for the SQL Server.

2 Designate another cluster resource group and shared disk for the HPOM
data storage. Call this group for example “HPOM Group”. Ensure that
this group does not contain an IP address or network name.

Do not change the name of the cluster resource group after HPOM
is installed on the first cluster.

3 Make sure that all groups can be successfully moved to all designated
cluster nodes and that the shared disks are accessible (read- and
writable).

Task 3:  Install SQL Server 2005 or 2008 Standard or Enterprise Edition (Preferred)

To install MS SQL 2005 or 2008, see the MS SQL documentation.

If you intend to install SQL Server 2005 or 2008 in a Windows Server 2008
cluster, you must first ensure that you configure network access to Microsoft
Distributed Transaction Coordinator (DTC). Otherwise, a inactive cluster
node cannot connect to the SQL server on another cluster node. This
restriction may cause problems with HPOM installation and failover.

Ensure that you create a clustered DTC resource using Cluster Administrator
before you install SQL Server 2005 or 2008.

Configure the following settings in Component Services on each node in the
cluster:

1 In My Computer—Properties, click the COM Security Settings tab. Ensure
that the NETWORK SERVICE account has the following permissions:

— Access permissions:
— Local access
— Remote access

— Launch and activation permissions:
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— Local launch

— Remote launch

— Local activation

— Remote activation

2 In the clustered DTC properties, click the Security tab. Enable the
following settings:

— Network DTC access
— Transaction manager communication:
— Allow inbound
— Allow outbound
— Incoming caller authentication required

After you install SQL Server 2005 or 2008, ensure that the active and inactive
cluster nodes both have SQL access to each other. You can test the connection
between cluster nodes by typing the following command on both the active
and inactive cluster nodes:

osql -E -S <virtual SQL server name>\<database instance>
For example:
osgl -E -S OVMSQL\OVOPS

If the connection is successful, a prompt appears (1>). Type exit.

Task 4:  Install SQL Server 2000 Enterprise Edition

To install MS SQL 2000 on Windows 2003, an alias must be created (for
example SQLSERV\OVOPS), assuming the sglserv.domain.com as the
FQDN for the SQL Virtual Server. Before starting the installation, perform
the steps as described below.

) The following description is taken from the Microsoft Knowledge-base
document PRB: Installation of a named instance of SQL Server 2000 virtual
server on a Windows 2003-based cluster fails, which can be found at http:/
support.microsoft.com/default.aspx?scid=kb;en-us;815431

Minor HP customizations are between parentheses.

1 From the node where you intend to run setup, create a server alias for the
client connection:
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Run Cliconfg.exe on the cluster node where you will run setup.

— If Cliconfg.exe is not installed on your computer, install it by
running Sqlredis.exe from the SQL Server 2000 installation files.
To do so, type the following information at a command prompt:
\x86\0Other\sqglredis.exe /g:a /C:"setupre.exe WARN=1
-s -SMS

— You may have to restart your computer if Cliconfg.exe is not
immediately available.

In the SQL Server Client Network Utility dialog box, click the
Alias tab.

Click Add to open the Add Network Library Configuration dialog
box.

£ Add Network Library Configuration

% Server gliaz: clusterD440VOPS|

—Metwaork lbranes———— — Connection parameters
{* Mamed Pipes

" TCPAF

" Multiprotocal

" NuwiLirk IF%/SPx
€ AopleTiak

" Banyan¥IMES
s,

" DOther

Server name: |c|uste[[|4‘\EIVDPS

Pipe name: I\‘\clusterﬂd'\pipe\MSSQL$DVD PSh

0K | Cancel | Help

Select the Named Pipes check box.

Type the alias name in the Server alias box. The format of the alias is
(MSSQL)VIRTUALSERVERNAME\(MSSQL)INSTANCENAME, for
example: SQLSERV\OVOPS.

Type the (MSSQL) virtual server instance name in the Server name
box. For example: SQLSERV\OVOPS.
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g Verify the name in the Pipe name box. By default, the value in the
Pipe name box is:
\\(MSSQL)VIRTUALSERVERNAME \ pipe \MSSQL$instancename \
sql\query

2 Run SQL Server 2000 SP3 (or higher) setup. During the installation of
MSSQL server 2000, create an instance with the same name that you
used in step e and step f.

3 For the (MSSQL)virtual server name, use the same virtual server name
(for example: SQLSERV\) and instance name (for example:
SQLSERV\OVOPS) that you used in step e and step f.

4 Remove the named pipes alias that you created in step 1.

Installing HPOM

For a high-availability HPOM installation to work, it must be installed on all
cluster nodes which are designated to run HPOM. The installation of the first
cluster node differs from the installation of subsequent nodes.

) Do not start the HPOM installation on different nodes in the same cluster in
parallel. Install one node first; after the installation finishes successfully,
start it on the next node. Repeat until all designated nodes are installed.

You can install other products (such as SPIs or add-ons) as available on the
installation media, but HPOM must be installed first on the system before
you can install the SPIs or add-ons.
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Installing HPOM on the First Cluster Node

1

'F'_'E.—-! Cluster Administrator - [ Cluster 01 {Cluster 01)]

Eile Yiew ‘Window Help

Select a cluster node and designate this system as the first cluster node to
be installed. Make a note of this node because for uninstallation this first

node needs to be uninstalled last.

Be sure the shared disk designated for the HPOM for Windows
management server is available and accessible to the current system. If
not, move the group to the current node using the Microsoft Cluster

Administrator.

o|&| X[ B =

(-85 Chusterol
=27 Groups
e Cluster Group
CYOMW Graup
S0L Group
“] Resources
{7 Cluster Configuration
Cluster1-4
@] ClusterO1-B

-

Far Help, press F1

Marne | State

| Resource Type | Descrip... |

Iypisk F:

Online

Physical Disk YO Data i

[ N[

This image shows the HPOM cluster resource group before HPOM is
installed. The shared disk is online and owned by the node which is

designated to be the first cluster node to be installed.
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3 Check the HP Software Support web site for installation patches:
http:/www.hp.com/go/hpsoftwaresupport

A Use an installation patch only if it applies to HPOM 8.16. Do not
use installation patches for any other versions of HPOM.

If an installation patch exists, start the installation wizard using the
latest installation patch instead of the original installation media. Read
the instructions that accompany the installation patch, and follow any
special instructions.

If no installation patches exist, insert the HPOM 8.16 for Windows media
into the DVD drive of the first cluster node.

— If autoplay is enabled on this drive, the installation starts
automatically.

— If autoplay is disabled, run Setup.exe from the root of the installation
media.

In the Welcome page, make sure Management Server is selected, then click
Next to open the Prerequisites checks page.

5. HP Operations Manager for Windows

Welcome to HP Operationz Manager 8.10 for windows

Uze thiz wizard to install, repair, or remove
HF Operations Manager 8.10 for Windows

Wigit the HP IT Management Software Web
Site for mare information.

| want to install

' Management Server

" Remote Console

Select the following check bow if pou want to
upload migration data from a previous installation:

™ Upload migration data from: Brawse |

[ Migration from zame host machine

<F'revious| et = I Cahicel |
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4 The Prerequisite checks page displays errors and warnings that would
prevent HPOM from installing correctly.

All errors must be resolved before installation can continue. If the
prerequisite check displays warnings, evaluate them and decide whether
they apply to your environment. If a warning does not apply to your
environment, you can continue the installation.

See Appendix A, System Requirements Checking, for the list of hardware
and software items checked during installation. If no errors were detected,
click Next to continue.

5. HP Operations Manager for Windows

Prerequisite checks

Please review the report below For errors and warnings For this installation.

|
WARMIMNGS
ou might not have enough space For the data direckory on your 'C' drive,
Wou might not have enough space For the shared directary on vour 'C' drive.,
ou might not have enough space For the database directory on your 'C' drive,

< Previous | Mext = I Cancel
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5 In the License agreement page, accept the license agreement and click
Next to continue with the installation. If you decline, the installation is
cancelled.

"HP Operations Manager for Windows

License agreement

EMD ISER LICENSE AGREEMENT

FLEASE READ CAREFULLY: THE USE OF THE SOFTYWARE IS SUBJECT TO THE TERMS AMD
COMDITIONS THAT FOLLOWY ("AGREEMENT"), UMLESS THE SOFTWWARE IS SUBJECT TC &
SEPARATE LICENSE AGREEMENT BETWEEN Y'OU AMD HP OR ITS SUPPLIERS. BY
DCATNLOADING, INSTALLING, COPYING, ACCESSING, OR USING THE SOFTWARE, OR BY
CHOOQSIMG THE "l ACCEPT" OPTION LOCATED ON OR ADJACENT TO THE SCREEM WHERE
THIS AGREEMENT MAY BE DISPLAYED, YOU AGREE TO THE TERMS OF THIS AGREEMENT,
AMNY APPLICABLE WARRAMNTY STATEMENT AMD THE TERMS AMND COMDITIONS
COMTAIMED IM THE "AMCILLARY SOFTWARE" (a5 defined below). IF Y0 ARE ACCEPTING
THESE TERMS OM BEHALF OF AMOTHER PERSON OR & COMPANY OR OTHER: LEGAL
EMTITY, %Ol REPRESENT AND WARRANT THAT YOU HAWE FULL AUTHORITY TC BIND
THAT PERSOM, COMPANY, OR LEGAL ENTITY TC THESE TERMS. IF Y'OU DD MOT AGREE
TO THESE TERMS, DO MOT DOWVWMLOAD, INSTALL, COPY, ACCESS, OR USE THE
SOFTVWARE, AMD PROMPTLY RETURM THE SOFTVWARE WITH PROOF OF PURCHASE TO ;I

{¥ I accept the terms in the license agreement

™ 1 do not accept the terms in the license agreement

= Previous | Mext = I Cancel

See details on obtaining a permanent license on page 83.

6 In the Language for Management Server page, click Language and
select the language that you want the installer to use.

This wizard page only appears on systems that have an English version of
a Microsoft Windows operating system, including systems that have a
Multilingual User Interface (MUI).

The installer uses the language that you select here for creating the
default tools, policies, and other objects that HPOM provides. You cannot
change this language setting later.

By default, the installer configures automatic deployment of certain
policies from the Windows OS SPI and UNIX OS SPI. The language that
you select here determines the language of these policies.
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The language that you select here also determines the language that the
management server uses at runtime (for example for error messages that
the management server generates).

On a system with an MUI, the user’s language setting in Windows
automatically determines the language that appears in the HPOM console
and online help. (The language that you select here does not affect the
language that appears in the HPOM console and online help.)

Click Next.

5. HP Operations Manager for Windows

Language for Management Server M

Please choose the default language that should be used by HP Operations Manager
8,10 For Wwindows, You can change the language anvtime without having bo reinstall,
This setting does nok affect the language used by this installer,

Language : |English j

< Previous Cancel

In the Policy Languages page, select additional languages for the
policies that HPOM provides. By default, the installation includes policies
in English, and also in the language that you chose for the management
server (if different). You can select additional languages to install policies
in those languages.
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This wizard page only appears on management servers that have an
English version of a Microsoft Windows operating system, including
systems that have a Multilingual User Interface (MUI).

Click Next.

%" HP Operations Manager for Windows

e SRR e

J English
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8 Inthe Cluster Installation type page, specify either a single system or a
cluster installation. Choose Cluster for a high-availability HPOM
installation, then click Next to open the Virtual Server Information

page.

0 Although you are able to do a single system installation on a
cluster, we advise against this. Doing so will not increase the
availability of the HPOM installation from a non-clustered single
system installation.

HP Operations Manager for Windows ﬂ

ClusterInstallation type

The inztallation has detected that the management zerver syztem iz a Mircozoft
Cluster Server node. Select Cluzster ta install HF Operations Manager az a clustered
application. Select Single to inztall it a2 a non-clustered, single-zerver application.

Cluzter Itstallation type

% Cluster
" Single

Please install software on each node, where vou want the zoftware to un.

< Previous LCancel
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9 In the Virtual management server name page, enter the Virtual
Server Name and the Virtual IP Address, then click Next.

e The Virtual Server Name must be the hostname without the domain.

e The Virtual IP Address has to be from the same network the cluster is
using. However, it must not be an IP currently used.

The installation checks the Virtual IP Address and displays an error
message if the address is not from the same network. The installation also
checks the Virtual Server Name and displays an error message if it is
longer than 126 characters.

The installation uses this information to create cluster resources for the
Virtual IP Address and the Virtual Server Name in the cluster resource
group of the management server. This fails if the Virtual Server Name
and the Virtual IP Address are already set up as cluster resources. If so,
you are prompted to enter a different Virtual Server Name and Virtual IP
Address.

If the cluster resource group uses Kerberos authentication, select the
Kerberos authentication check box.

% HP Dperations Manager for Windows : |

¥irtual management server name

The ingtallation haz detected that the management server system iz a Mircozoft
Cluster Server node. Select Cluster to install HP Operations Manager as a
clustered application. Select Single to install it a3 & non-clustered, single-server

application.
Yirtual server name : IhDDI'ﬂ

0 anfar 8 rosfnama fmaf A SO
IP address I .10 .0 10 . 40

W The resource group requires Kerberos authentication

< Brevious |

LCancel |
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10 In the Shared folder drive page, select the shared disk/cluster resource
group that will host the HPOM shared data files.

45" HP Operations Manager for Windows x|

Shared folder drive

Seleck the drive that will host the shared data files:

Device Mame Resource Name Group Marne
o 'Disk Q' 'Quiorurn’
=13 'Disk: 5’ ‘sl

'M:' 'MSDTC Physical Disk! 'MSOTC

< Previous Mext = Cancel

) Selecting the cluster resource group or a resource group already
used by another application (for example, SQL Server or Cluster
Quorum) is not supported.

) Selecting a resource group that contains non-ASCII characters is
not supported.
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N In the Destination folders page you can use the default destination
directory or select a destination directory where you want to install
HPOM. The destination location you select here will be used as the default
directory for other HP BTO Software products you are installing from this
DVD and cannot be changed for subsequent installs. The first installed
HP BTO Software application dictates the installation directory for
HPOM and other HP BTO Software products such as HP Reporter and
HP Performance Agent Software.

¢ The default installation directory is:
C:\Program Files\HP\HP BTO Software\
¢ The default data directory is:

C:\Documents and Settings\All Users\Application
Data\HP\HP BTO Software

¢ The default shared directory is:

<shared drive>\Documents and Settings\All
Users\Application Data\HP\HP BTO Software\shared\ where
<shared drive> is the logical drive assigned to previously in the
Shared folder drive page.

To install to the default destination directory, click Next.
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HP Operations Manager for Windows x|

Destination folders @

HPOM will inskall inko these Folders, Click Browse to choose different Folders For this installation,

Application files location;

Browse...

I\ Program FilesiHPHP B

Data Files location:
IC:'l,Documents and Settingsiall UsersiApplication DatalHPIHP ETO Software), Browse...

Shared files location:
IO:'I,Dl:n:uments and Settingshall Usersiapplication DakayHPYHP BTO Software!sh Browse, ..

i

< Previous | et = | Cancel |

If you want to install to a destination other than the default directory,
click the appropriate Select button and the Browse for Folder dialog box
displays.

) The installation and the data directory should not point to a cluster
shared disk.

) To change the drive of the shared directory you have to go back to
step 10 on page 112.
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12 In the Account type page, Domain Accounts is selected by default.
Specify the domain name where HPOM will create the necessary
accounts. Then click Next to continue.

The installing user must be a domain administrator. Alternatively, if the
accounts are already created and the delegation right for the policy
management and deployment user is set, the installing user can be a
domain user who is a member of the local administrators group.

) A local installation is not possible because the HPOM cluster
installation requires HP-OVE-User and HP-OVE-Deleg-User as
well as the HP-OVE-ADMINS and HP-OVE-OPERATORS accounts
to be domain accounts.

'HP Dperations Manager for Windows x|

Accounttype

Choose the bype of user accounts For the installation to use,

—Type of Account
{* DomainAccounts [recommended)

Requires domain administrator privileges, Domain accounts enable the HP
Operations Manager server to automatically inskall HP Operations agents. Remaote
database installations require domain accounts.

For Remote Database installations, Domain Accounts must be used,

Domain: (o ﬂ
" LocalAccounts

If wou perform a local account installation, you must manually install all HP
Operations agents, You cannot use remote databases or remote consales with local
account installations.

< Previous Tk = Zancel
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13 In the Deployment user account page, type, enter the necessary
information for the deployment user account. See Accounts Used on the
Management Server on page 40 for more information about delegation
privileges.

HP Operations Manager for Windows

Deployment user account

This account is used for deploying and —3pecify Deployment Account
installing HP Operations agent packages
and policies. If yvou perform a domain
installation, this account will be granted
delegation privileges, Delegation
privileges enable the deployment IHP-OVE-DeIeg-User
process to use the credentials of the
logged on user for delegation on a
target node.,

User Acoount:

Password:

I**********

Zonfirmn Password:

I**********

¥ Enable Delegation

< Previous Cancel
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14 In the Management server account page:
a Specify the User Account or use the default values.

b  Use the same password that you used when setting the deployment
user in the previous screen. After entering and confirming your
password, click Next.

Once established, this account information is used by other products you
install from the installation media. (For remote console installation only,
this screen does not appear).

. HP Dperations Manager for Windows

Management server account

The management server account is the —Specify Management Server Account
account under which all management
server processes run, excepk for the
policy management and deployment
process,

User &ccaunt:
[HP-OVE-Liser

Password:

I**********

Confirm Password:

I**********

< Previous | Cancel |
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15 In the Administrators and operator groups page, select Use Local
Accounts if you want to create local group accounts or select the domain if
you want to create domain group accounts. Then specify the administrator
and operator group accounts and click Next.

Then specify the administrator and operator group accounts and click
Next.

% HP Operations Manager for Windows |

Administrators and operators groups

The administrator and operator groups are
used to grant Windows users access to the
management server, Members of the Dwarnain; IOMW j
administrators group can perfarm

administrative tasks such as adding nodes,
aor configuring and deploving palicies.
Members of the operators group perform
tasks such as monitoring the console and
responding ko messages,

[T Use Local accounts

—Specify Admins and Operators groups —

Administrators Group:

HP-OVE-ADMINS

Operatars Group:

The installing user is aukomatically added
to the adminiskrators group,

< Previous | Mext = I Cancel

Chapfter 4



16 In the Microsoft SQL Server instance page, add the name of the SQL
Server instance you want to use for your HPOM database and the path on
the SQL Server where the database files should be stored. The SQL
Server services must run under a login that can access the directories
where HPOM files are located. For example, the login has administrative
rights or is otherwise able to access the files.

45" HP Operations Manager for Windows x|

Microsoft 5QL Server instance.

Enter or select the name of the Microsoft S0L Server instance to use with this installation,
This can be a remate or a local Micrasoft SQL Server instance but it must already exisk, IF the
name you specify cannot be Found, Micrasaoft SQL Server Express will be installed. Far a
clustered database server, enter the virtual database server name.,

Specify the path on the Microsoft S0L Server system where the database files will be stored.

Click Get lisk to retrieve a lisk of available Get list |
Micrasoft SOL Server instances. —

Instance: IO'\I‘MSQL'!,OVOPS ﬂ

Database File Location: IS:'l,O\p'OPS

< Previous | MNext = I Cancel |

If the path you specify in the Database File Location box does not yet exist
on the SQL Server system, the HPOM installation adds it automatically.

) Be sure that enough disk space is available for the database files. The size of
the database files depends on the number of managed objects.

If you want HPOM to install a local SQL Server Express instance for you,
specify a name that does not yet exist in the Instance field. If you plan to use a
full SQL Server (local or remote) you must install it before installing HPOM.

For a list of available SQL server instances, click Get List. Available
instances display in the list.
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If you are not able to select a remote database instance in the list, SQL Server
may not be configured correctly. For more information, see Database
Requirements on page 25.

HP Operations Manager for Windows

Microzoft SQL Serverinztance.

Enter or select the name of the Microsoft SOL Server instance ko use with this installation.
This can be a remote or a local Microsoft SCL Server instance but it must already exist, If the
name ol specify cannot be Found, Microsaft SQL Server Express will be installed. Far a
cluskered database server, enter the virtual database server name,

Specify the path on the Microsoft SQL Server systen where the database files will be stored,

Click. Gek lisk ko retrieve 5 list of available ek lisk |
Microsoft 3L Server inskances., —

Instance: ﬂ
TCREP -
Database File Location: TCSANDL
TCWMOSS
TCWM122

TCWMILBE
WMESKCPEQZIONMORS

After you click Next, the HPOM installation checks to see if this instance
already exists. If the local instance does not exist, HPOM installs SQL Server
Express.

If the specified full SQL Server instance (local or remote) does exist and can be
connected, then HPOM checks for an existing openview database. If the
database does not exist, HPOM adds it automatically during the installation.

If the openview database already exists, you can choose to have HPOM delete
it and add a new one during the installation.

HPOM 8.16 for Windows does not support the reuse of an existing openview
database, because corrupted data is a potential problem. If you want to
preserve older data, you must do an upgrade or migration.
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If the specified remote instance does not exist or cannot be connected, the
HPOM installation asks you to verify that the connection is working and
check to see that the name is correct.

) If the specified instance is a remote SQL Server Express instance, the
installation will continue if a remote connection is possible. However, this
situation is not supported in HPOM.

17 In the Microsoft Internet Information Services ports page, change
the HTTP and HTTPS ports of Internet Information Services (IIS), if you
want to use ports other than the default ports. Then click Next to proceed
to the Firewall Setup page.

HP Dperations Manager for Windows

MicrozoftInternetInformation Semices ports

Choose the parts that Microsoft 115 will use Far HTTP and HTTPS connections. You
may need to choose other available ports if the default ports are already in use by a
setver other than Microsaft 115, or if wou inkend to install a product that will use
these ports after installing HP Operations Manager,

HTTP port :

ISD 'I
HTTPS pork : |443 vl

J

Cancel

< Previous |
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18 In the Firewall Setup page, select Setup Microsoft Windows firewall rules if
Windows Firewall is enabled on the management server and you want the
HPOM installation to create the necessary rules. Then click Next to
proceed to the Ready to install page.

"HP Dperations Managet for Windows

Firewall Setup

IF wou use a Microsoft Windows Firewall then you should allow the installer to
setup the firewall rules For HP Operations Manager &.0 For Windows

The installer does not support configuration of third-party Firewalls,

v Setup Microsoft Windows firewall rules

Cancel |

< Previous |

) The installation process automatically turns off Windows Firewall if it is
currently turned on. You can turn on Windows Firewall after the installation
is complete on all nodes in the cluster.
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19 In the Ready to install page, review the installation settings from the
previous pages and click Install to begin the installation.

P Operations Manager for Windows

Readytoinstall

Review the information below, then dick Install to start the installation.

Product selected:
Management Server

| »

Language:
English

Paths:
Application Files Directary: E:{HPOM),
Data Files Direckory: E:\HPOM\Daka',

Local groups and accounts:
HPOM Admins group: MAMNAGEMENT L\HP-OWE-ADMINS
HROM Operatars group: MANAGEMENT 1YHP-OYE-OPERATORS

Domain groups and accounks: j

< Previous Cancel |
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20 Each installation component displays individual status dialogs, such as
the licensing component, the core components, the SQL Server component,
and the SPIs that are included with the product. Periodically during the
install, a progress window appears. It includes details about what has
been installed and what is currently being installed.

Depending on the speed of your system, the installation process could take
from several minutes to over an hour. When the installation is complete,
click Next proceed to the Installation complete page.

5. HP Operations Manager for Windows

Installing HP Operations Manager 8.10 for Windows

Preparing installation QK ;I
HP Software - Cross Platfarm Compaonent (1317  INSTALLED
HP Software - Cross Platform Component Java (2131} INSTALLED
HP Software - Security Core (3/31)  INSTALLED
HF Software - Security Caore Java (4317  INSTALLED
HP Softvsare - HTTP Communication (5031} INSTALLED
HP Software - HTTP Communication Java (6317  INSTALLED
HP Software - Process Control (7/31%  INSTALLED
HP Softvare - Deployment (831} INSTALLED
HF Software - Configuration (9317 INSTALLED
HP Softvsare - Certificate Management Clienk (10031 INSTALLED
HP Softweare - Certificate Management Server (11/31) J
.
—Skatus

ext =

If there are already SQL Server components (for example, Client tools)
installed on the HPOM management server, you may see the following
message in a dialog box during the installation:

"Warning 28213. Warning: SQL Server Setup cannot install this feature
because a different edition of this feature is already installed. For more
information, see 'Version and Edition Upgrades' in SQL Server Books
Online."

Acknowledge this message to continue the HPOM installation.
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21 When the Installation complete page appears, the installation is
finished. Click Complete to conclude the installation.

. HP Operations Manager for Windows

Installation complete

HF Operations Manager &.0 For Windows has been sucessFully installed.

™ Launch Tukorial

v Wiew Results Log File

To view the results later, see the log file
Es\HPOM Dakatloghinstallakion HPOM_Foundation_Install_summary kxk

Click Complete ko exit the wizard,

To see details of the completed installation, select the View the results log
file check box.

You are encouraged to view the basic training tutorial presented at the
conclusion of the install program. The tutorial introduces you to HPOM
features, provides a product overview, and details configuration and
deployment steps you need to perform before you can begin working in HPOM.
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22 After finishing the installation of HPOM on the first node, several new
cluster resources will be found in the chosen HPOM cluster resource

group.

& Cluster Administrator - [CLUSTER {cluster.neutron.dom)]

File Wiew ‘Window Help

=1ol x|
=18 x|

E -
§ Cnline CLUSTER1 )
E@ O Certificate Server Online CLUSTERT w0y Clusker Core Control
Eﬂl CreOW Access Manager Online CLUSTER] QENENC Service
t@ OwvOWY AukaDiscovery Server Online CLUSTERD  Generic Service
{1 Cluster Corfiquration m OO Cluster Consistency Check Cnline CLUSTER1 OOy Cluster Consistency Check
CLUSTERL m CwOW DNS Discovery Online CLUSTER1 Generic Service
&) CLUSTERZ E@ OvOW TP Address Online CLUSTERT 1P Address
CreOW Message Action Server Online CLUSTER1 GEnErC Service
Eﬂl OOV Mebwaork Mame Cniline CLUSTERI  Metwork Mame
t@ OwOw Policy Management and Deployment  Online CLUSTER1 GENEric Service
CwOW Prerequisites Check Server Cnline CLUSTER1 Generic Service
m OwOW Registry Replication Cnline CLUSTER1 OO Registry Replication
m OO Security Server Online CLUSTER1 Generic Service
Em OO0 Skatus Engine Online CLUSTER1 GEneric Service
Eﬂl SPI-Share Cniline CLUSTER1  File Share
4] | i
Far Help, press F1 D
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Installing HPOM on Subsequent Cluster Nodes

A Do not run HPOM installations on multiple nodes concurrently. Finish
running an HPOM installation before starting it on a new node.

A The HPOM management server functionality is unavailable during the
installation of a subsequent node. Do not attempt to bring the management
server online during the installation or to move the cluster resource group
used by HPOM.

A To install HPOM on a subsequent cluster node, the first installed cluster node
needs to be running and be accessible from the subsequent node.
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If an installation patch exists, start the installation wizard using the
latest installation patch instead of the original installation media. Read
the instructions that accompany the installation patch, and follow any
special instructions.

A Use an installation patch only if it applies to HPOM 8.16. Do not
use installation patches for any other versions of HPOM.

If no installation patches exist, insert the HPOM 8.16 for Windows media
into the DVD drive of the cluster node.

— If autoplay is enabled on this drive, the installation starts
automatically.

— If autoplay is disabled, run Setup.exe from the root of the installation
media.

The HP Operations Manager Welcome page opens. Click Next in the
Welcome page to perform system requirements checks.

%5 HP Operations Manager for Windows

Welcome to HP Operations Manager 8.10 for Windows

Usze thiz wizard to install, repair, or remove
HF Operations Manager 8 10 for wWindaws

Wigit the HP' | T Management S oftware 'Web
Site for rore information.

| want to inztall a
% Management Server

" Remote Console

Select the following check bow if pou want o
upload migration data from a previous installation:

™ Upload migration data from: Browse |

[~ Migration from zame host machine

<F'revious| Mext » I Cancel |
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2 The Prerequisite checks page displays the results of requirement
checks performed on the products you selected for installation.

All errors must be resolved before installation can continue. If the
prerequisite check displays warnings, evaluate them and decide whether
they apply to your environment. If a warning does not apply to your
environment, you can continue the installation.

Refer to Appendix A, System Requirements Checking, for a list of errors
and warnings that would prevent HPOM from installing correctly.

Click Next to open the License agreement page.

. HP Operations Manager for Windows

Prerequisite checks

Please review the report below for errors and warnings For this inskallation,

0w might nok hawe enough space For the data direckory on wour ' drive,

fou might not have enough space For the shared directory on vour 'C' drive,
You might not hawe enough space For the database directaory on your 'C' drive.,

< Previous | Mext = I Cancel
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3

Accept the license agreement. If you decline, the installation is cancelled.

See Entering License Information on page 83 for details on obtaining a
permanent license. There is only one license needed for the installation of

HPOM in a cluster. If you have already obtained and installed a

permanent license, you do not need to do this again.

Click Next to go to the Ready to install screen.

HP Operations Manager for Windows

License agreement

EMD LUSER LICENSE AGREEMENT ﬂ

PLEASE READ CAREFULLY: THE USE OF THE SOFTWARE IS SUBJECT T THE TERMS AND
CORDITIONS THAT FOLLOWY ("AGREEMENT™), UMLESS THE SOFTWARE IS SUBJECT TO &
SEPARATE LICEMSE AGREEMEMNT BETWWEEN YO AND HP OR: ITS SUPPLIERS. BY
DOMLOADIRG, INSTALLING, COPYING, SCCESSING, OR USING THE SOFTVWARE, OR BY
CHOCSING THE "l ACCEPT" QPTION LOCATED O OR ADJACENT TO THE SCREEM WHERE
THIS AGREEMENT MAY BE DISPLAYED, YOU AGREE TO THE TERMS OF THIS AGREEMENT,
ANY APPLICABLE WWARRAMTY STATEMENT ARD THE TERMS AND COMDITIONS
COMTAIMED IM THE "AMCILLARY SOFTWARE" (as defined below). IF ¥OU ARE ACCERTING
THESE TERMS OM BEHALF OF AMOTHER PERSOM OF & COMPANY OR OTHER LEGAL
EMTITY, ¥ CU REPRESEMT ANDWARRAMNT THAT ¥ OU HAYVE FULL AUTHORITY TO BIND
THAT PERSOMN, COMPANY | OF LEGAL ENTITY TO THESE TERMS. IF YOU DO MNOT AGREE
TC THESE TERMS, DO MOT DOWRNLOAD, INSTALL, COPY, ACCESS, OR USE THE
SOFTWARE, AND PROMPTLY RETURM THE SOFTWARE WWTH PROCF OF PURCHASE TO ﬂ

(o I accept the terms in the license agresment :

" Ido not accept the terms in the license agreement

< Previous | Mext = I Cancel
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4  Review the installation settings from the previous pages and click Install to
begin the installation.

"HP Operations Managet for Windows

Readyto install

Review the infarmation below, then click Install to start the installation,

Product selected:
Management Server

| v

Language:
English

Paths:
Application Files Directory: E:\HPOM}
Data Files Directary: E:\HPOM\Datal

Local groups and accounts:
HPOM Admins group: MAMAGEMEMT 1Y HP-OVE-ADMINS
HFOM Operators group: MAMAGEMEMT 1\ HP-OVE-OPERATCRS

Ciomain groups and accounts: LI

{P_reviousl Cancel |
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5 The installation needs to shut down HPOM on the active node in this
cluster and move the resources to the node to be installed. During the
installation, the HPOM management server functionality will not be
available on the first cluster node. Click Yes to continue.

HP Operations Manager for x|

Inztalling HP Operations Manager 8.0 for Windows

Preparing installation d

e
The installation needs ko shut down HP Operations Manager on the active
node in this cluster and move the resources ko the node to be installed.
During the installation, the HP Operations Manager server Functionality
will mot be =vailable,

Click. ¥es ko continue. Click Mo ko cancel the installation on this node.

[ Status -
Preparir.

[dexk = | Raollback I

6  You will see various status dialog boxes as the install program proceeds.
Each installation component (for example licensing, core, and the SPIs
that are included with the product).

Depending on the speed of your system and the components selected for
installation, this process could take from several minutes to over an hour.
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7 The installation is finished when the Installation complete page
appears. Click Complete to conclude the installation.

45" HP Operations Manager for Windows

Installation complete

HP Cperations Manager 3.0 For windows has been sucessfully installed,

™ | Launch Tutorial

¥ Wiew Results Log File

To view the results later, see the log file
E:{HPOMIDatalloglinstallakiontHPOM_Foundation_Install_sunmmary . kxt

Click Complete ko exit the wizard,

At the end of the installation the HPOM cluster resource group is now
active on the currently installed node. If this node was the last cluster
node where HPOM is installed, you can now move the HPOM Virtual

Server to the preferred cluster node.
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Install in Silent or Unattended Mode on a Cluster Node

You can install on a cluster node in silent or unattended mode by using a
configuration file and command-line parameters.

Setup.exe supports the following parameters:

e /gn specifies silent mode (no progress information, no user interface)
To start a silent installation, use the following command syntax:
Setup.exe /an /configfile:<configfile> /sourcedir:<directory>

e /gr specifies unattended mode (progress information, no user interface)
To start an unattended installation, use the following command syntax:
Setup.exe /gr /configfile:<configfile> /sourcedir:<directory>

Replace <configfile> with a path that specifies the location of the
configuration file.

Replace <directory> with a path that specifies the location of the
installation media.

In the configuration file, you specify all the configuration values in XML
format that you specify during an interactive installation. An example
configuration file is available on the installation media:

Documentation\Unattended Install\ClusterManagementServer.config

Copy the example configuration file to another location and edit the required
fields. For more details on any of the fields, refer to the documentation for the
corresponding wizard page in Installing HPOM on page 103.

The configuration file also provides options to upgrade or migrate in silent or
unattended mode. However, upgrade and migration involves other steps,
which the setup command does not peform automatically. Silent and
unattended modes replace only those steps that you normally perform in the
HPOM installation wizard. For more details on upgrade or migration, see the
HP Operations Manager 8.16 for Windows Upgrade Guide.

Silent or unattended mode is supported for migration or upgrade from
HPOM 8.00 to HPOM 8.16. You cannot migrate or upgrade from HPOM 7.50
in silent or unattended mode.

The following example shows a configuration file for installing in silent or
unattended mode on the primary cluster node.
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<?xml version="1.0" encoding="utf-8" ?>

<configuration>
<!-- Use the appSettings section to define an unattended install
session. —-->
<appSettings>
<!--Valid values: "server" or "console". Case insensitive. -->

<add key="ProductType" value="server" />

<!-- The destination directory for application files. -->
<add key="InstallDir" value="c:\Server\" />

<!-- The destination directory for product data files. -->
<add key="DataDir" value="C:\Server\data\" />

<!-- Cluster configuration -->
<!-- Valid values for doing a clustered installation: "primary" or
"subsequent". Case insensitive. -->

<add key="ClusterMode" value="primary" />

<!-- The destination directory for product share files. -->
<add key="ShareDir" value="D:\cluster\share\" />

<!-- The virtual server name of the management server in the cluster -->
<!-- It must not be fully qualified -->

<add key="VirtualServerName" value="omw81l" />

<!-- Set this flag if the requires kerberos flag of the network name
should be set -->

<!-- Specifying this flag is mandatory but it is only used on

Windows 2003 Cluster --—>

<!-- valid values : "yes", "no" -->

<add key="RequireKerberos" value="no" />

<!-- The IP address of the Management Server in the cluster -->
<add key="VirtualServerIP" value="10.0.0.1" />

<!-- The name of the resource group the Management Server will be
installed in -->
<add key="ResourceGroupName" value="OperationsManager" />

<!-- The name of shared disk resource. The directory pointed to by
ShareDir must be on this drive -->
<add key="SharedDiscResourceName" value="Disk D:" />

<!-- Acknowledgement of the license agreement. Valid values:

Ily-es n Or Ilno n . __>
<add key="AgreeToLicense" value="yes" />
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<add key="CreateFirewallRules" value="yes" />

<add key="InstanceNameFull" value="SQLSERVER\OVOPS" />

<!-- The absolute path to the database files directory. -->
<add key="DatabaseFilesPath" value="c:\database\OVOPS\" />
<add key="HPOM Users Domain" value="DOMAIN" />

<!-- The account name of the HP-OVE-User. -->
<add key="HP-OVE-User Username" value="HP-OVE-User" />

<!-- The password for the HP-OVE-User. -->
<add key="HP-OVE-User Password" value="" />

<!-- The account name of the HP-OVE-Deleg-User. -->
<add key="HP-OVE-Deleg-User Username" value="HP-OVE-Deleg-User" />

<!-- The password for the HP-OVE-Deleg-User. -->
<add key="HP-OVE-Deleg-User Password" value="" />
<add key="EnableDelegation" value="yes" />

<!-— HPOM roles groups setup. -->

<add key="HPOM Roles Domain" value="DOMAIN" />

<add key="HP-OVE-Admins Roles Group" value="HP-OVE-ADMINS" />

<add key="HP-OVE-Operators Roles Group" value="HP-OVE-OPERATORS" />

<!-- IIS configuration -->

<add key="HTTPPort" value="81" />
<add key="HTTPSPort" value="444" />

<!-- Policy languages -->

<add key="UploadknglishPolicies" value="yes" />
<add key="UploadJapanesePolicies" value="no" />
<add key="UploadKoreanPolicies" value="no" />
<add key="UploadChinesePolicies" value="no" />

<!-- optional values used for migration-->
<!-- Valid values: "UpgradeKeepData", "DownloadData", or
"UploadData". Case insensitive. -->

<add key="MigrationCase" value="UploadData" />

<!-- The path to the migration data -->
<add key="MigrationDataPath" value="C:\migrationdata\" />
</appSettings>
</configuration>
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) For subsequent cluster nodes, the configuration file should contain just the
keys ProductType, ClusterMode, and AgreeToLicense.

The following example shows a configuration file for installing in silent or
unattended mode on a subsequent cluster node.

<?xml version="1.0" encoding="utf-8" ?>
<configuration>
<appSettings>
<add key="ProductType" value="server" />
<add key="ClusterMode" value="subsequent" />
<add key="AgreeToLicense" value="yes" />
</appSettings>
</configuration>

Cluster Installation for HPOM 137



Results of the Installation

Start Menu

After completing the installation of HPOM, a folder is added to the Start
menu to allow you to open the console:

Start — All Programs — HP — HP Operations Manager — Console

Documentation

After completing the installation of HPOM, HPOM documentation (in Adobe
Acrobat .pdf format) is available in the directory
%$0vInstallDir%\paperdocs\en.

Executables

In addition to HPOM executables in subdirectories of the $0vInstallDir%
directory, executables are added to the following directories:

$O0vDataDir%\bin\instrumentation\
%OvShareDir$\Instrumentation\
$0vShareDir%\Packages\HTTPS\
%$0vShareDir%\Packages\Windows\

During the installation, changes are made to the files in the
%SystemRoot%\System32 directory.

Installation Log Files

After installation, several log files are created and placed in the following
directory:

$0vDataDir%\log\installation
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Verifying HPOM Cluster Installation

Follow the steps below to verify that your clustered HPOM was correctly
installed.

1 Open the HPOM console on one of the management servers. The following
warning will be displayed. Click OK.

Connect to Seryver YYarning 5[

- [SC1941] 'OMwRODEZ' is a physical clugter node on which the HP Operations Manager for Windows iz running and connection to this node iz not allowed. The
\\) wirtual cluster node name, 'HPOM', will be used instead

HP Dperations Manager: Connect To Server ' ﬂ

Server Mame:

I HPOM j Browse.., |

User Mame:

I ormwadm

Local Machine:
| OMWHODEZ

Comnect || Cancel |

2 Click on Connect to connect to the virtual node assigned to the HPOM
server.
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3

Start the tool Cluster Check Report from the HPOM console.

File

F= HP Operations Manager

Action  Yiew  Favorites  window  Help

=100 x|

B2 0|2

Moo Nadaiya 2 0-RT EE

140

[ig ©perations Manager : HROM

Mame Description

i Services i Add Self Manager ko APM

This toal adds the Self Manager

Configure  »
= @ HP Cperations Manager Tools
Agent Account

@ Certificate Management Properties
@ Cluster Toals
@ Configuration Exchange Help

@ HPCM Self Management
= }

Launch Toal... |

palicies on the management server to the cluster APM, Use this toal tar..,
alled patches and 5

s in the cluster. It can be used to

4  After execution, tool status should state Succeeded. Tool Output reports
the HPOM relevant cluster information as shown.

] Tool Status

Launched Tools:

===

Stakus | Action | StartiFinish Tirme: | Mods | Command

Succeeded  Cluster Check Report 11/19/2007 3:56:45PM  ManagementServer avowclusterchkrep

4] | *
Tool Qutput:

0v0W Cluster Check Peport

Inventory

00T cluster wersion: A 08.00
OV0W local wersion: A.08.00

0u0W installed on cluster nodes:

+ omwnodel. omw.hpsw
= omwmodeZ. omy. hpsw
Installed SPIs:
Installed patches:
Micsing installations

Pending uninstallations

* end of report *

Rerur I

Close |
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5 Open the Microsoft Cluster Administrator and initiate a switch of the
HPOM cluster resource group to another node.

) Fie Miew Window el il

81210 16 ) el

= §y TCPOCLUSTERS |owner [ Resource Type |
TCRI043 Phrysical Disk
TCRCO43  Genewic Service
TOPO0A3 GAC Sarvice
TCRO043 OO Chuster Consistency Check
TCROH3 Gereric Service:
TORIME3 IP Address
TCRCO43  Generic Service
TCPOO43  Destributed Transaction Coordinator
TORO043 Metwork Name
TCPOOM3  Gersic Service
TORI43 Garernic Servics
TCPO043  OwOMW Registry Replication
TCPOOA3 GETC SarvilE
TORO043 GarEC Servicd
TCPOOM3  Gersic Service
TCRI043 File Share

A
3
o

L) st P
(L oo Aconss Manager

OvOW fuoDisCovery Server
(L) oo Chaster Consistency Chack
2 0w onis Discovery

FRREERRRRERERALE

Maoves an entire group From one node o another | N | &

Installing SPIs or Add-On Products

After installing HPOM and core SPIs on all cluster nodes designated to run
HPOM, SPIs or add-on products can be installed. To keep a working HPOM
installation after the installation of SPIs or add-on products, it is necessary to
install them on all nodes. HPOM checks the consistency of the installation
during each startup and refuses to start if any inconsistencies are found. An
entry in the Windows Event Log shows the missing SPIs or add-on products.
The same report can be generated by the Cluster Check Report tool located in
Tools — HP Operations Manager tools — Cluster Tools.

For details about the installation of SPIs and add-on products, review their
installation guides. If not stated otherwise in the installation guide of add-on
products, always install them into the HPOM cluster resource group.
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5 Uninstalling and Reinstalling HPOM

Uninstalling HPOM

The following HPOM uninstallation procedures apply to both a non-clustered
and a clustered environment.

Uninstallation Prerequisites

All managed nodes, SPIs, and add-on products installed after the installation
of HPOM must be uninstalled prior to the uninstallation of HPOM:

1

Uninstall the HP Operations agent from all managed nodes. See the
online help topic Administering Your Environment — Configuring Agents —
Manual agent deinstallation. (You do not need to remove the local

HP Operations agent on the management server.)

If you are planning to reinstall HPOM, you do not need to remove any
managed nodes.

Remove all SPIs. For uninstallation procedures, see the documentation on
the SPI installation media.

Remove all other add-on products, for example HP NNM Adapter,
HP BAC Adapter, and HP SiteScope Adapter. See their documentation for
details about how to uninstall them.

If other products (such as HP Performance Manager or HP Reporter) are
installed on the same server, they may share common components with
HPOM for Windows. These shared components will be deleted only when
no longer used by other HP BTO Software products.
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4  Before uninstalling HPOM from a cluster node, the following
prerequisites must be met:

e The cluster node that was installed first must be uninstalled last. All
other nodes can be uninstalled in a random order.

¢ The node that is uninstalled must be the owner of the HPOM cluster
resource group. Use the MS Cluster Administrator to move the
group if necessary.
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HPOM Uninstallation Procedure

To uninstall HPOM, follow these steps:

1 Exit any open management console sessions.

2 Open Add or Remove Programs. In the list of currently installed programs,
select HP Operations Manager 8.16 for Windows and click Change/Remove to
start the HPOM installer. (You can also start the uninstallation by
executing Setup.exe from the installation media again.)

¥ Add or Remove Programs =] B3
% Currently installed pragrams: [T Show updates Sort bey: IName vl

il Adobe Reader 7.0 Size  61.45MB 2
ograms FileZilla {remove only) Size  12.50MEB
& |'|i§_l HP Operations Manager 8.0 for Windows

Add b re for support information.

?- To change this pragram or re Fr omput: < Ch:
y
Add) gV LiveUpdate 3.0 {Symantec Corporation) Size 9.66ME
i ﬁj Microsoft \NET Framewark 2.0 Size  85.54MB
ﬁj Microsoft \NET Framewark 3.0 Size  57.79MEB
|3 Microsoft QL Server 2005 Size  70.96MEB
|5 Microsoft SQL Server Mative Client Size 4,18ME
|5 Microsoft SQL Server Setup Support Files (English) Size  22.60MB
|5 Microsoft SOL Server Y55 Writer Size 0.67ME
ﬁj Microsoft Yisual C++ 2005 Redistributable Size 5.21MB i
@ Mozilla Firefox (1.5) Size  15.40MEB
d MSXML 6.0 Parser Size 1.31ME
@ Opens3sH for Windows (remove only) Size 5.03ME
@ Paint Shop Pro 7 Size  62.70ME -
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3 In the Migration page, select Uninstall and click Next.

45" HP Operations Manager for Windows

Migr%ﬁnn

A previous installation has been found.

| want to

" Export migration data

Heut » I LCancel
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4 In the Ready To Remove page, click Remove.

I % HP Operations Manager for Windows

Ready To Remove

The uninstall may leave some files, directaries, and registry keys on the system,

< Previous |

Cancel |
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HP Operations Manager for Windows

Removing HF Operations Manager 8.16 for Windows

HF Software - Configuration (24/32) REMOVED ;I

HP Softvare - Deployment (25/32) REMOVED

HP Software - Process Control (26/32) REMOVED

HP Software - HTTP Communication Java (27/32) REMOVED

HP Softvsare - HTTP Communication (28/32) REMOVED

HF Software - Security Core Java (29/32) REMOVED

HP Software - Security Core (30/32) REMOVED

HP Software - Cross Platform Component Java (31/32) REMOVED

HP Software - Cross Platfarm Compaonent (32/32) REMOVED

Finishing rermoval Ok

Finished =

| -
[ Status

Finished

5 When the uninstallation is complete, click Next to go to the Installation
complete page.
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6 We recommend that you review the results log file to see uninstallation
errors or files which could not be removed during the uninstallation. Then
click Complete to exit the wizard.

45" HP Operations Manager for Windows

Installation complete m
il

HF Operations Manager 8.16 for Windows haz been successfully removed,

V¥ Wiew Results Log File

To view the results later, see the log file

CADocuments and Settingshal U sershdpplication DatahHP
HF BTO Softwareiloginstallation\HPOM_Foundation_Femaove_surnmary. bt

Click Complete to exit the wizard.

7 The HPOM uninstallation leaves the following software on the system:
— Microsoft SQL Server Express 2005 (if installed)
— Microsoft .NET Framework
— Mircosoft Visual C++ 2005 Redistributable

If you no longer need this software, you can remove it using the Add or
Remove Programs window.

8 Manually delete any remaining HPOM files and folders.

Some remaining HPOM files and folders may depend on Microsoft
software that is not uninstalled by HPOM. To successfully remove these
files and folders, you must first uninstall the Microsoft software.
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) If a remote database was used, the uninstallation removes the HPOM data
and the database. In addition, the uninstallation removes the
HP-OVE_Deleg-User and HP-OVE-User logins from the database security
configuration.

Reinstalling HPOM for Windows

Reinstallation of HPOM for Windows management servers and remote
consoles is essentially an uninstallation operation followed by a second
installation. For management servers, you must perform a fresh install,
during which the server database, policies, and so forth are newly created.

Reinstalling the Management Server

Before reinstalling the HPOM management server, uninstall the existing
server, including SPIs and all add-on products. Server uninstallation also
automatically removes the server’s agent and any collected performance data.

) If you want to reuse your existing database content and configuration data,
you must download migration data before you uninstall the existing
management server. For more information about migration, see the HPOM
Upgrade Guide on the installation media.

Reinstalling Remote Consoles

To reinstall an HPOM 8.16 for Windows remote console, follow these steps:
1 Uninstall the existing console using Add/Remove Programs.

2  Perform a second installation.
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6 After You Install

This chapter contains information about additional steps you can take after
you have installed HP Operations Manager for Windows (HPOM).

¢ Learn How HPOM Works on page 152
e Console Overview on page 153

¢  What You Can Configure on page 156
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Learn How HPOM Works

e For an interactive tutorial that combines an overview of essential tasks
with hands-on procedures and examples, see the basic training
information, available from within help and from the installation media.
The option to view the basic training tutorial appears when the
installation is complete and the console is first opened. You can use the
first page of the tutorial as a convenient checklist of administrative tasks
to be performed.

e For information on administrator tasks such as node, tool, services, policy,
and user roles configuration, policy deployment, and database
maintenance, see the help system.
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Console Overview

Open the HPOM console. From the Start menu, select All Programs — HP —
HP Operations Manager — Console to bring up the HPOM management console.
In the console tree, click Operations Manager. Experiment by navigating within
the console tree; expand and collapse the contents of the tree by clicking on
the plus signs beside entries. Explore the options available by viewing

messages and maps. A brief description fol
see the online help.

lows; for more detailed information,

The following illustration shows the default console view that opens when you

launch the product. Two windows appear.

One contains a map view of the

systems infrastructure. The other displays the message browser. The console
tree appears in the left side of each window and the details pane in the right,

as shown.

F= HP Dperations Manager

File  Action View Favorites  Window  Help

ISI=1 E3

o |E[m || 20| 82T P o] B e

i d 3 W T E E

= Operations Manager : MANAGEMENT 1',Services
|;g Cperations Manager : MAah
@ 5 5 Wiew in display: Containg or Uses
i Modes
9 Tooks
Certificate requests /_H_\
%’9 Palicy management @ Services m
ﬁ Spstems Infrastructure g Applications /f;\_
A NCOkS 4 Microsoft Windows 18
F|EE IR
|F\Iter: | | 4
< Dperations Manager : MANAGEMENT 1'\Nodes 9 =]
—
[ Operations Manager : MAN | Severit Duplicates UJI | & o|N | Received | Created Service &
"@ Services Aywarning 68 b3 9f29}2007 3:10:13AM  9/28/2007 2:11:19 AM  Services
(! Wodss ¥ Major - 9(30{2007 3:02:19 AM  9(30/2007 3:02:19 AM
] Took ¥ Maior - 9/30/2007 302:20 AN 9/30/2007 3:02:19 AM
Certificate requests .
§ 2 Mormal 2 W - 9f30/2007 3:07:38 AM  9/28/2007 9:09:38 AM  Services
*%9 Policy management .
Suwarning 4 % % 9/30/2007 3:12:55 AM 9282007 ::11:17 AM RAS
A4 Wiarming W - 10{1/2007 12:47:31 AM  10/1/2007 12:47:31 AWM Networki
-
< | 3
(| | om®r w2 [0 [Aw [@z [@o [do0 [Ho 5
|F\Iter: | &
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Microsoft Management Console (MMC) and Menu

The Microsoft Management Console (MMC) menu bar is the topmost menu
bar in the previous illustration. Menus include Console, Window, and Help.
The MMC provides a software framework for administration tools such as
HPOM. From the MMC menu bar, you can perform a range of tasks, from
manipulating the console windows to creating a new console. For more
information on MMC, see the help topic HP Operations Manager for Windows and
the MMC or the Microsoft web site at www.microsoft.com.

Web Console Interface

The HP Operations web console provides a quick and convenient way to view
and respond to messages that result from events that occur on your managed
nodes. From any location, use your Internet Explorer or Netscape browser to
instantly see the severity of a message and act to correct the problem that
caused it. See Chapter 2, Requirements, for supported browser versions.

See the help topic Browse messages with the web console under Managing Your
Workspace for information on accessing the web console. A separate help
system is provided with the web console that explains its features and
functionality.

HPOM Menu

Use the HPOM menu bar, directly under the MMC menu bar, to perform
HPOM tasks. Shortcut menus, which appear after you select an item and
right-click, also are frequently used to perform tasks in HPOM.

Details Pane

The details pane (the right side of the window) hosts the list, message
browser, and map views. You can tile these views to see multiple windows.
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Console Tree

The console tree (on the left side of the window) displays, in a list view, folders
representing the key HPOM components:

After You Install

Services: These are customer-based, user-oriented, or infrastructure
capabilities provided by one or more hardware or software components
within a computing environment (such as e-mail, network bandwidth, and
application access). Policies help assure that appropriate service levels are
provided to designated consumers of the service.

Nodes: A node is a computer system or intelligent device that can be
managed from the HPOM management server. HPOM can manage both
Windows and UNIX nodes.

Tools: In HPOM, tools are software programs or commands used to
perform tasks. For example, you can configure a URL, an executable, or a
Visual Basic script to be run on a remote managed node.

Policies (shown in the console tree under Policy Management):
Policies are specifications and/or rules that help automate network and
service administration. HPOM administrators deploy policies to managed
nodes to provide consistent, automated administration across the
enterprise. Policies can be thought of as templates that indicate which
information is monitored and logged on managed nodes and which events
and messages the management server passes to the console.

— UNIX policies and tools are provided and can be deployed to UNIX
nodes.

— Self Manager manages the HPOM server and agents and can be
deployed to the management server and managed nodes.

SPIs: SPIs are prepackaged software for managing specific types of
business applications and databases, such as the Exchange application.
SPIs install on the HPOM server and contain the necessary data sources,
policies, diagnostic rules, and corrective actions to enable operational
management of a computer system. SPIs also contain help systems and
can provide other types of documentation as well.
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What You Can Configure

As an administrator, you configure certain specific elements of the software.
The list below gives you a high-level view of configuration tasks.

For instructions on how to configure HPOM, see the basic training tutorial
and the extensive online help provided from the console. Most administrative
tasks are reserved for administrators, but a few are available to all users, and
any of them can be assigned to user roles that control the functions that
operators perform.

Add users: (HPOM Administrators and Operators) to appropriate
security groups.

Configure nodes: You configure nodes (systems) so that you can manage
them. Configuration includes selecting systems (nodes) to be managed and
selecting which tools are available for nodes, services, and user roles. As
soon as a node is configured, it becomes a managed node. The
management server is automatically added as a managed node at
installation.

Configure services: To relate your business services to HPOM features,
you define how services in the service hierarchy are dependent on each
other, and define rules that evaluate the severity based on the state of the
contributing services. To start, you can use the default values for status
propagation and status calculation rules.

Configure tools: You specify the tools that operators can apply to
managed nodes and services. By applying the available tools, operators
resolve problems reported in the message browsers that have critical
business impact, or use tools to report on information about their
managed environment. These tools can be associated with services,
managed nodes, and user roles. Tools can also be configured to run on a
predefined list of nodes.

Configure user roles: As an administrator, you can configure an
operator's view of the environment to focus on specific assigned tasks and
responsibilities. By defining roles for specified users, you control the
operator's view of your enterprise and the range of activities which that
user has permission to perform. By assigning users to well-defined,
specific roles, you can distribute monitoring and maintenance tasks across
a group of individuals with their own particular areas of expertise and
experience and customize each operator's console view.
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Configure service types: You can specify properties for service types,
used when an instance of a service is created. Service type is similar to a
template; you associate a service type with specific reports, graphs, tools,
and deployment packages. That service type is then used when an
instance of the associated service is created. Any tools, reports, graphs,
and deployment packages associated with the service type are associated
with every instance of that service that has been or will be created. The
service type assures that these properties are applied globally to all
services of that type.

Create or edit policies: In addition to using the preconfigured default
policies, you can configure user-defined policies, either by copying and
then modifying a version of one or more default policies, or by creating a
new policy from one of the policy types. You can also create automatic and
operator-initiated commands designed to solve problems associated with
messages received in the message browsers.

Configure message filters: (operator or administrator). Messages that
appear in the message browser are received from the nodes managed by
the management server, as configured by the administrator. By setting
filters, operators can further customize the way messages display to show
only messages that match specific criteria.

Collect performance data on managed nodes: The HP Operations for
Windows Agent is deployed to all Windows managed nodes on which data
will be collected.

Draw performance graphs: You can use collected performance data to
draw graphs for use in diagnosing performance problems and detecting
trends. You can customize default graphs and also create your own.

Manage Microsoft Windows services: Use preconfigured default
policies until, based on events that display in the message browsers, you
decide how to modify them to suit your exact needs.

Manage UNIX nodes: Agents for managing UNIX nodes are provided as
part of HPOM. You can install and activate these agents and deploy
preconfigured default policies and tools for managing your UNIX systems.

Manage HPOM services using the Self Manager: The Self Manager
manages HPOM services and agents. It is automatically deployed to the
management server. You deploy the Self Manager policies to managed
nodes to manage the agents.
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A System Requirements Checking

The HPOM installation checks the following prerequisites before and during
the installation of the product:

e Checked at Installation Start, see Table 2 on page 159.

e Checked for Both Management Server and Remote Console, see Table 3
on page 160.

¢ Checked Only for Management Server, see Table 4 on page 162.
e (Checked Only for Remote Console, see Table 5 on page 163.

Table 2 Checked at Installation Start

Message Text or Corrective
Prerequisite Check Result Action
Installing user does not | Error The installing user must have at
have Administrator least local Administrator
privileges. privileges to install HPOM.
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Table 3

Checked for Both Management Server and Remote Console

Message Text or Corrective

Prerequisite Check Result Action

An HPOM version Error If a version lower than 7.50 is

lower than 7.50 is installed, you must first upgrade

installed. this version to 7.50, before you can
upgrade to HPOM 8.16.

%0vInstallDir% is Warning HPOM will use the current value

already set in the of $0vInstallDir%. The

registry. installation directory cannot be
changed.

The regsrv32 utility Error The regsrv32 utility must exist

does not exist on the on the target system.

system.

The registry value Error This registry value must exist on

HKEY_LOCAL_MACHINE the target system.

/ SOFTWARE/

Microsoft/WBEM/

Installation

Directory and the

directory it points to do

not exist, and the

directory is not present

in $PATHS.

The registry value Information | The HPOM installation will add

exists, but the directory the directory to $PATH%.

is not in $PATHS%.

The path to the Error Keep the path from where you

installation media is too install HPOM below 30

long. characters. (The complete path
includes the binary Setup.exe.)
This is a known limitation of
Windows Installer (msiexec).

Target OS is 64-bit Warning Installing HPOM on a 64-bit

Windows.

Windows system is not supported.
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Table 3

Checked for Both Management Server and Remote Console

Message Text or Corrective

Prerequisite Check Result Action

KB925336 is not Warning This patch must be installed on
present on the system the target system.

(Windows Server 2003

only).

Error message when Error This patch must be installed on
you try to install a large the target system.

Windows Installer

KB973825

Installation program Error The Windows Management
cannot connect to the Instrumentation service must be
local system using running on the target system.
WML

Installation program User asked to | Check the DCOM security
cannot connect to the check DCOM | settings.

local system using WMI | security

although the Windows | settings.

Management

Instrumentation service

is running on the

system.

Disk space <= required | Warning The amount of disk space on this

amount of 6144 MB.

system (<DETECTED_VALUE>)
is below the required value of
6144 MB.

System Requirements Checking
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Table 4

Checked Only for Management Server

Message Text or Corrective

Prerequisite Check Result Action

Target system is a Error The HPOM management server

domain controller. cannot be installed on a domain
controller.

User attempts to Warning An in-place upgrade of a

perform an in-place single-server installation to a

upgrade of a cluster installation is not

single-server supported. Perform a side-by-side

installation to a cluster migration instead.

installation.

The primary DNS suffix | Error The DNS suffix for this system is

is not set. not set. This can cause agent
communication problems between
agents and the management
server if the client system cannot
resolve the server’s hostname.

HP Network Node Error The HP NNM Adapter must be

Manager Adapter is uninstalled before a new version of

installed. HPOM can be installed on this
system.

The IIS Admin service | Error IIS must be installed on the target

does not exists. system and the IIS Admin service
must exist. The HPOM
installation will start this service,
if it is not already running.

Target OS is Windows | Error See the HPOM support matrix for

XP or lower. supported management server
platforms.

Version of Internet Warning See the HPOM support matrix for

Explorer is not 6.0 or
higher.

supported Internet Explorer
versions.
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Message Text or Corrective

Prerequisite Check | Result Action

User is not domain Warning If the installing user is not domain

administrator. administrator, the installation
cannot create domain accounts
and cannot set the delegation right
for the HP-OVE-Deleg-User.

Physical memory is <= | Error The amount of physical memory

the required amount of on this system (<DETECTED

256 MB. VALUE?>) is below the required
value of 256 MB.

Virtual memory is <= Error The amount of virtual memory on

the required amount of
512 MB.

this system (<DETECTED
VALUE>) is below the required
value of 512 MB.

Table 5

Checked Only for Remote Console

Message Text or Corrective

Prerequisite Check Result Action

Target OS is Windows | Error See the HPOM support matrix for

2000 or lower, or supported remote console

Windows XP without platforms.

SP2 installed.

Physical memory is <= | Error The amount of physical memory

the required amount of on this system (<DETECTED

256 MB. VALUE?>) is below the required
value of 256 MB.

Virtual memory is <= Error The amount of virtual memory on

the required amount of this system (<DETECTED

512 MB. VALUE?>) is below the required
value of 512 MB.

Disk space <= required | Warning The amount of disk space on this

amount of 272 MB.

system (<DETECTED_VALUE>)
is below the required value of
272 MB.

System Requirements Checking
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Index

Numerics Active Directory

domain identifier, 31
domain names, 30
HPOM SPIs, 15
managing, 10
virtual servers, 99

60-day trial license
clusters, 95
non-clusters, 83

A
Active Server Pages, enabling, 34
acco;zgsting user and group, 44 active virtual servers, 99
HP-OVE-ADMINS, 42 adding users, 156
HP-OVE-Deleg-User, 40 add-on products
HP-OVE-Group, 42 installing, 141
HP-OVE-OPERATORS, 43 uninstalling, 143
E(i;ggg;g?ﬁr’?éo administrator
managed node, 38 ?flf;);r;t’lgg
management server, 40 domail’l
obsolete, 38 .. .
UNIX root agent, 39 domain installation, 66
user. 69 ’ management server, 53
’ local
account setup wizard, 88 HPOM, 43
Account type page management server and console, 53
clusters, 115 remote console, 54
non-clusters, 66 Microsoft Cluster, 104
tasks, 156
Acr(;l))g‘]c?s 15 Windows, 51
Readér requirements, 23 Administrators and operator groups page

clusters, 118
non-clusters, 70

Administrators group, 53
Adobe Acrobat. See Acrobat
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agents
deploying
automatically, 17
DCE, 35
HTTPS, 35
functionality packages, 67
installing
automatically, 17
overview, 19
requirements
deployment security, 36
hardware and software, 35
overview, 35
UNIX root accounts, 39

Allow Zone Transfers, 30
alternate credentials, 36
AMD Opteron, 21
anti-virus applications, 10

application servers, 10

ASCII characters in resource group names,

96
.asp files, enabling, 34
assigning shared disks, 100
Athlon 64 CPU, 21
authenticating existing users, 44
authentication modes, database, 27
authorized resellers, 84
auto-deployment, 67

automatic agent installation and
deployment, 17

AutoPass online help, 84

basic training tutorial
description, 152
launching, 78

166

browser requirements, 23 to 24
Business Availability Center Adapter, 12

business services, configuring, 156

C

changing security context, 40

checking

primary DNS suffix, 31

system requirements
installation start, 159
management server and remote

console, 160

management server only, 162
remote console only, 163

checklist, installation planning, 16 to 19
Citrix Metaframe, 10

Cliconfg.exe, 102

Cluster Administrator, 100

Cluster Installation type page, 110
ClusterManagementServer.config, 134
cluster resource group, 100

clusters

creating resources, 100

HPOM and SQL servers
different clusters, 92
same cluster, 91

installing HPOM
first cluster node, 104 to 126
overview, 89

subsequent cluster nodes, 127 to 133

Microsoft, 16
requirements, 96
setup, 90
unsupported configurations, 98
verifying
after installation, 139 to 141
before installation, 99



collecting performance data on managed
nodes, 157

components
HPOM, 155
SQL server, 77

Computer Account, 53

concurrent installations on multiple nodes,
127

configuration files, 79, 134

configurations
cluster setup, 90
database, 18
unsupported
clusters, 98
HPOM, 45

configuring HPOM, 156

console

installing
checklist, 16
overview, 94
security, 53

overview, 153

requirements
hardware, 21
software, 23

tree, 155

console, remote
checking system requirements
management server and remote
console, 160
remote console only, 163
installing, 54
MMC, 17
reinstalling, 150
requirements
hardware, 22
software, 23
special, 29
Windows XP SP2 configuration, 54

console, web
interface, 154
requirements, 24

controller, domain, 30
Core SPIs Release Notes, 14

creating
cluster resources, 100
policies, 157
user and group accounts, 44

credentials, alternate, 36

D

data
directory, default, 113
loss, permanent, 46
storage, 96

database
configuration, 18
“openview”
creating, 25
planning, 18
reuse, 72
privileges required, 44
remote
not supported, 17
requirements
authentication modes, 27
overview, 25
remote, 27
setup, 25
storage, 96

DCE
agents, 35
managed nodes, 35

dcomenfg, 54
DCOM settings, 54
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default
console view, 153
data directory, 113
installation directory
clusters, 113
non-clusters, 64
shared directory, 113

delegation rights
domain installation, 66
setting, 41

deleting files and folders manually, 149
Dell OpenManage, 10

deployment
agent security, 36
process (ovpmad), 41

Deployment user account page
clusters, 116
non-clusters, 68

description, HPOM, 10

Destination folders page
clusters, 113
non-clusters, 63

details pane, 154
DHCP, 45

directories

default, 113

documentation
clusters, 138
non-clusters, 85

executables
clusters, 138
non-clusters, 85

log files
clusters, 138
non-clusters, 138

disks
assigning shared, 100
Quorum, 99

168

disk space requirements
management server and console, 21
remote console, 22

DNS
changing suffix, 32
primary suffix, 31
requirements, 30
virtual servers, 99

documentation

directories
clusters, 138
non-cluster, 85

Firewall Concepts and Configuration
Guide, 48

HPOM for Windows, 15

Upgrade Guide
cluster installation, 89
planning, 16
requirements, 46

domain
administrator
installing user, 66
management server and console, 53
controller, 45
installation, 66
policies, 38
requirements
network, 30
remote console, 29
suffix, 31
Windows
HPOM account, 41
installing HPOM, 17
management server, 67

Domain Name System. See DNS
double-hop impersonation, 36
drawing performance graphs, 157
DVD, HPOM for Windows, 12



DVD-ROM drive requirements

management server and console, 21

remote console, 22

e-commerce servers, 10
editing policies, 157
email, 10

enabled Windows firewall
management server, 49
remote console, 50

encrypted file systems, 45

entering license information, 83 to 84

environment, Windows, 17
ERP software, 10
Exchange, Microsoft, 15

executables directory
clusters, 138
non-clusters, 85

existing users, authenticating, 44

extensions, HPOM Web Console IIS, 34

F

files
.asp, 34
configuration, 79, 134
deleting manually, 149
documentation
clusters, 138
non-clusters, 85
encrypted, 45
executables
clusters, 138
non-clusters, 85
installation log
clusters, 138
non-clusters, 85

filters, configuring message, 157
Firefox requirements, 24

firewall

environment installation
management server, 48
overview, 48
remote console, 50

settings, 27

Windows
management server, 49
remote console, 50

Firewall Client service, 48

Firewall Concepts and Configuration Guide,
48

Firewall Setup page
clusters, 122
non-clusters, 74

first cluster node, installing HPOM on,
104 to 126

folders
deleting manually, 149
VMWare, 45

foundation documents, 15
FQDN requirements, 31
Fully Qualified Domain Name, 31

functional level, domain, 30

G

GPO, 87

graphs, drawing performance, 157
group accounts, creating, 44
Group Policy Object, 87
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hardware requirements
agent, 35
management server and console, 21
overview, 21
remote console, 22

help, online
AutoPass, 84
HPOM, 15
High Security settings, 87
HP Business Availability Center Adapter, 12
HP ITO Account, 38

HP Network Node Manager
Adapter, 12

HPOM and SQL servers
different clusters, 92
same cluster, 91

HPOM cluster
SQL Server, 93
verifying installation, 139 to 141

HPOM Virtual Server Name, 111
HPOM Web Console IIS extensions, 34

HP OpenView Operations for Windows. See
OVO, upgrading to HPOM

HP Operations Smart Plug-In
UNIX, 11
Windows, 10
HP-OVE-ADMINS
agent deployment, 36
DCOM access rights, 54
description, 42
installing remote console, 54
Restricted Group, 86

170

HP-OVE-Deleg-User
domain
administrator, 87
installation, 66
overview, 40
PMAD user, 36
requirements, 29
Restricted Group, 86
setting delegation rights, 41

HP-OVE-Group account, 42

HP-OVE-OPERATORS
DCOM access rights, 54
description, 43
installing remote console, 54
Restricted Group, 86

HP-OVE-User
description, 40
domain

administrator, 87
installation, 66
Restricted Group, 86

HP Performance Agent, 14
HP Performance Manager for Windows, 14

HP Reporter
database requirements, 25
Media Kit, 14

HP SiteScope Adapter, 12
HP Systems Insight Manager, 10
HTTP ports, 74

HTTPS
agents, 35
managed nodes, 35
ports, 74



I1S
ports
changing, 74
page, 121
requirements
components, 33
versions, 23

Impersonate user deployment method, 36

implementing HPOM with Restricted Group
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local installation, 67
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installing HPOM
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Windows, 10
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users, 40
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PMAD user deployment method, 36
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Release Notes, 14

remote console
checking system requirements
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setup, 25
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server, 18
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Windows service, 33
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domain installation, 66
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agent deployment, 36
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