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1 Introduction

HP Client Automation Enterprise is a PC software configuration management
solution that provides software and HP hardware management features,
including OS image deployment, patch management, remote control, HP
hardware driver and BIOS updates, and software distribution and usage
metering all from an integrated web-based console.

About This Guide

This guide provides detailed information and instructions for using the HP
Client Automation Console, Publisher, Application Self-service Manager, and
the Image Preparation Wizard.

For requirements and directions on installing and initially configuring HPCA
Core and Satellites Servers, refer to the HP Client Automation Core and
Satellites Getting Started and Concepts Guide.

HPCA Documentation

The HP Client Automation documentation that is available on the media is
also installed during the Core installation. These documents are available as
PDF's and can be accessed on the Core server using the Windows Start menu,
the shortcut link on the desktop, or by using a browser from any device with
access to the Core server machine at: http://HPCA Host:3466/docs, where
HPCA_Host is the name of the server where HPCA is installed.
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Abbreviations and Variables

Table 1 Abbreviations Used in this Guide

Abbreviation |Definition

HPCA HP Client Automation

Classic Traditional HPCA Enterprise environment installed from individual
server components (not Core and Satellite)

Core and HPCA Enterprise environment consisting of one Core server and zero or

Satellite more Satellite servers. All features are installed as part of the Core or
Satellite server installation.

CSDB Configuration Server Database

Portal HPCA Portal, formerly known as the Management Portal

Table 2 Variables Used in this Guide

Variable Description Default Value
InstallDir Location where the | Classic HPCA Enterprise installation:

HPCﬁ S((i:rver is C:\Program Files\Hewlett-Packard\CM

installe Core and Satellite installation:

C:\Program Files\Hewlett-Packard\HPCA

SystemDrive Drive label for the |cC:

drive where the

HPCA server is

installed

24

This guide assumes that you have an HPCA Core and Satellite installation.

If you have an HPCA Classic installation, the paths to various files and
folders used by the HPCA components are different. Refer to the individual
component guides located in the following folder for the correct paths:

InstallDir\Docs\Enterprise\Reference Library
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2 Getting Started

After you have installed HPCA, you are ready to start using the web-based
HPCA Console (the Console) to begin managing your environment.

The sections in this chapter introduce:

e The HPCA Console that you will use to perform various administrative
and configuration tasks. See Accessing the Web-based HPCA Console on
page 28.

e The tasks that you must complete in order to begin managing your HPCA
environment. This includes configuration steps and where to get more
information. See Implement HPCA on page 29.
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Accessing the Web-based HPCA Console

The

HPCA server uses a Console through which various administrative and

configuration tasks can be performed. For more information on these tasks,

see
The

Operations on page 235 and Configuration on page 267.
re are three methods by which you can launch the HPCA Console. You can:
Double-click the HP Client Automation Console desktop icon.

Navigate the Windows Start menu path of the machine on which the
HPCA server was installed.

Open a Microsoft® Internet Explorer® (minimum version 6.0) or Mozilla
Firefox (minimum version 2.0) web browser on any device in your
environment and go to:

http://HPCA _host:3466/

Where HPCA host is the name of the server on which HPCA is installed.

Each method will launch the HPCA Console, which will prompt you for log-in
credentials. When prompted, specify your user name and password, and click
Sign In.

>»

The default user name is admin and the default password is secret.

See Configuration on page 267 for information on changing the
default user name and password, and adding users to the
Console-access authority list.

Important Notes

The HPCA console may open additional browser instances when you are
running wizards or displaying alerts. To access these wizards and alerts,
be sure to include HPCA as an Allowed Site in your browser’s pop-up
blocker settings.

For security, HPCA automatically logs out the current user after 20
minutes of inactivity; you will need to log in again to continue using the
Console.

In order to view the graphical reports in the Reporting section of the
Console, either Java Runtime or Java Virtual Machine is required. Java
can be installed from http://java.com/en/index.jsp.

Chapfer 2



e  Windows 2003 Server: To allow local access to HPCA on a device with
the Windows 2003 Server operating system, you must enable Bypass proxy
server for local address in the Local Area Network (LAN) settings.

Implement HPCA

The following sections describe the initial tasks that you will complete in
order to begin using HPCA to manage your environment. All of these tasks are
completed using the HPCA Core Console. Some of the tasks are required
(mandatory) in order to establish a viable HPCA environment; others,
although optional, are also included because they enable additional basic
administrative functionality.

The tabs of the HPCA Core Console (listed below) allow you to access the
various administrative tasks.

e Dashboard

e Management
e Reporting

e QOperations

e Configuration

) It will not be necessary to access all of these tabs in order to complete
the configuration tasks.

Mandatory Tasks
The tasks that are listed in this section must be completed in order to
establish a viable and functioning HPCA-managed environment.

1 Import Devices: Import your client devices into the HPCA environment
so that they are “known” to the HPCA server. See Import Devices on
page 30.

2 Deploy HPCA Agent: Deploy the HPCA agent to the client devices that
you have imported. This will bring them under the control of HPCA.

There are several methods by which to deploy an HPCA agent; these are
described in Deploy the HPCA Agent on page 30.
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3 Configure Policy: Use HPCA to establish the “state” of the HPCA agents
on your client devices. See Configure Policy on page 31.

Optional Tasks

The tasks that are listed in this section can be completed in order to establish
additional administrative control over, and functionality within, your HPCA
environment. More information about each of these tasks is presented in the
respective sections.

e Manage Vulnerabilities on page 34

e Configure Client Operations Profiles on page 34
e (Configure Patch Management on page 40

e Deploy Operating System Images on page 42

e Enable Out of Band Management on page 44

Import Devices

You must import (into HPCA) the devices in your environment that you want
to have managed by HPCA. Doing so will make HPCA aware of them, and will
enable you to collect inventory information and deploy software and patches.

e On the Device Management General tab, click Import to launch the Import
Device Wizard (see Importing Devices on page 169).

e Follow the steps in the wizard to import devices.

) Most tasks create a job that can be monitored in the Current Jobs
and Past Jobs tabs or in the Job Management section.

When devices have been imported, you can begin deploy the HPCA agent in
order to manage software, patches, and inventory.

Deploy the HPCA Agent

The HPCA agent gets deployed to and installed on a device in order to
facilitate an HPCA administrator managing the device. The agent can be
individually deployed to a device, or deployed to several devices that belong to
a group.
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The HPCA agent is deployed to devices by using the Agent Deployment
Wizard (see Deploying the HPCA Agent on page 172). When the wizard
completes, an Agent Deployent job is created.

For additional information about the HPCA agent, refer to the HP Client
Automation Application Manager and Application Self-Service Manager
Guide.

Configure Policy

HPCA resolves a managed agent’s desired state according to the policy
entitlements that an HPCA administrator has defined for a machine or user.
The policy entitlements can be defined:

e Internally: In the PRIMARY.POLICY Domain of the Configuration
Server Database (CSDB).

e Externally: In an LDAP directory, such as Active Directory.

The Core CSDB is preconfigured with default instances that make it easy
to implement existing external policy, and the Core and Satellite servers
have a setting with which to enable and configure an external policy
connection.

Configuring Internal Policy

Gelting Started

Policy for HPCA agents can be configured in the PRIMARY.POLICY.USER
Class of the Core CSDB. When an HPCA agent connects to the CSDB, if its
user identity has been defined as an instance in the USER Class, resolution
will occur according to the policy that is defined in that instance. If you are
using this method for your policy store, you should:

e Disable the policy services on the Core and Satellite servers.

e Add USER Instances to the USER Class and connect them to the services
to which the users are entitled.

For more information on establishing this method of internal policy, refer to
the policy chapters in the HPCA Application Manager and Application
Self-service Manager Installation and Configuration Guide.
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Configuring External Policy

Policy settings can be applied to an existing LDAP (or other external)
directory and then enabled for use with an HPCA environment. The steps to
enable this support are documented in Implementing an External Policy Store
on page 32.

When using an external policy store, the default behavior in the Core CSDB
is:

e For HPCA agent connects in which the user is not defined by a USER
Instance, resolution defaults to using the machine domain name and looks
for policy defined in an external LDAP directory that has been configured
for access using the policy settings on the Core and Satellite Consoles.

¢ The resolution by machine name from an external directory is defined in
the _NULL_INSTANCE_ of PRIMARY.POLICY.USER. This instance
includes an _ALWAYS_ (Utility Method) connection with its attribute set
to SYSTEM.ZMETHOD.LDAP_RESOLVE.

Implementing an External Policy Store

The policy configuration defaults for an external policy store are set up to
connect to an LDAP directory, and manage policies using the fully qualified
domain name of the HPCA agent-managed machines. To manage policies
using different parameters, adjust the ZMTHPRMS attribute in the
LDAP_RESOLVE method, as discussed in To implement an external LDAP
policy store on page 32.

By default, configuring the Core for an external directory service results in the
Portal also being configured to use (for policy) the same external directory
service. The external directory service connection is derived from the Base
DN.

To implement an external LDAP policy store

1 Configure the Core so that the Policy service can connect to the external
directory service that is used for policy. See To use Directory Service
Accounts on page 274 for instructions on how to do this.

2 Enable and configure full-service Satellites to connect to the external
directory service.
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3 Use the LDIF file that was generated at the Policy page of the Core
Console (and which contains the schema changes) to modify your directory
schema so that the HPCA policy settings are used.

The command to backup an existing LDAP is:
LDIFDE -f OutputFileName
The command to update the external directory service is:

LDIFDE -i -f HPCAExtensions.ldif -v

) The LDIFDE command is applicable to Windows server platforms
only. For additional information, refer to the Microsoft
KnowledgeBase article, Using LDIFDE to import and export
directory objects to Active Directory.

For more information, refer to the Policy Server Guide.

4 If necessary, modify the LDAP_RESOLVE method in the
PRIMARY.SYSTEM.ZMETHOD Class of the Core Configuration Server
Database.

By default, the CSDB is preconfigured to use the LDAP_RESOLVE
method and manage policies by the fully qualified domain name of the
machine. The ZMTHPRMS attribute defines this:

ZMTHPRMS = ldap:\\\<ADINFO.COMPDN>>

This requires that the machine be a member of the domain that
corresponds to the directory in which policy has been defined. If the
machine is not a member of the domain, ADINFO.COMPDN will be blank.

a Adjust the ZMTHPRMS value in order to manage policy using a
different value. To do this, refer to Configuring the LDAP_RESOLVE
Method in the Policy Server Guide.

b IMPORTANT: If you adjust the ZMTHPRMS value in the Core CSDB,
always perform a synchronization with the Satellite in order to bring
down the new value to each Satellite that is enabled for Configuration
and Policy.

Following Policy Server configuration, use the Management tab to add,
administer, and query the policy entitlements in your LDAP policy store.
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Verifying Policy Resolution

To verify that policy is being resolved through a Satellite, do the following.

1 Use the Management tab to browse the policy directory and entitle an
HPCA agent to a service through its directory service object. Refer to
Directory Objects on page 152.

2 Have the HPCA agent installed on the device, with a SAP entry directing
it to the Satellite as PRI 10, Core as PRI 20.

3 Perform an HPCA agent connect and verify that the entitled service is
available for installation (using Application Self-Service Manager) or is
installed (for Application Manager).

Manage Vulnerabilities

To support HPCA Vulnerability Management, you must:
e Create Notify settings
e Review the Console settings

¢ Configure the HP Live Network settings on the Configuration tab of the
Console

For additional infomation, refer to the Security and Compliance Management
chapter.

Configure Client Operations Profiles

In an HPCA server environment, use Client Operations Profiles (COPs) to
direct your HPCA agents to the Satellite access points in your enterprise for
their configuration and data resources.

) To learn more about COPs, and for advanced Server Access Profile
options, refer to the Configuring Client Operations Profiles chapter in
the HPCA Application Manager and Application Self-Service
Manager Installation and Configuration Guide for Windows.
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Create Server Access Profile Instances

The SAP Class of the Core Configuration Server Database contains samples
for each type of Server Access Profile (SAP).

You need to create new instances for each Satellite in your environment.
Full-service Satellites generally have two instances each, and streamlined
Satellites a single instance, as discussed in this section.

) The Configuration Server Database changes that are detailed in this
must be done on a Core CSDB.

A Satellite server CSDB is a replication of its upstream server CSDB
(either a Core or another Satellite) and should never be modified.

e hostname_RCS Instance: Use the CORE_RCS instance to create a
hostname_RCS instance for full-service Satellites.

The URI value of the hostname_RCS instance must be modified to point to
the hostname of the machine that is hosting the Satellite.

e hostname_RPS Instance: Use the CORE_RPS instance to create a
SAT_RPS instance for each full-service and each streamlined Satellite. For
a friendly name, you could use hostname - Data to represent its role of
providing data resources to HPCA agents.

The URI value of the hostname_RPS instance must be modified to point to
the hostname of the machine that is hosting the Satellite.

) Refer to the HPCA OS Manager System Administrator User
Guide for SAP information that is specific to OS Manager.
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Example

Assume an environment that includes two Satellites (PARISSAT3 and
EUROSAT1) and requires the three SAP instances that are listed in Table 3

on page 36.
Table 3 Sample SAP Instances for Two Satellites
SAP Instance Name
Hostname | Satellite Mode | (Friendly Name) SAP Type |SAP Priority
PARISSAT3 | Streamlined PARISSAT3_RPS Data 10
(PARISSATS3 - DATA)
EUROSAT1 | Full-service EUROSAT1 _RPS Data 20
(EUROSAT1 - DATA)
EUROSAT1 | Full-service EUROSAT1_RCS RCS 30
(EUROSAT1 - RCS)
To create a Server Access Profile instance for a Satellite
1 On the Core server, use the HPCA Admin CSDB Editor to navigate to the
Primary File, Client Domain, Service Access Profile (SAP) Class of the CSDB.
For information on how to access the HPCA Administrator, refer to the
HPCA Administrator User Guide.
2 From the PRIMARY.CLIENT.SAP Class, copy the CORE_RCS Instance
(friendly name: Core - RCS) to an instance named hostname RCS with a
friendly name of hostname - RCS. (In the example, the EUROSAT1_RCS
instance has a friendly name of EUROSAT1 - RCS.)
3 Select and modify the hostname RCS Instance; change the URI attribute
to point to the hostname of the machine that is hosting the Satellite, as in:
URI = tecp://satellite hostname:3464
TYPE = RCS
ROLE = OSMR
4 Copy the CORE_RPS Instance (friendly name: Core - RPS) to a
CLIENT.SAP. hostname RPS instance with a friendly name of hostname -
Data.
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Data indicates that this SAP entry addresses the server’s role of providing
data resources to the HPCA agents. (In the example, the EUROSAT1_RPS
instance has a friendly name of EUROSAT1 - Data.)

5 Select and modify the new hostname RPS Instance; change the URI
attribute to point to the full-service Satellite’s hostname, as in:

URI = http://satellite hostname:3466
becomes http://EUROSAT1:3466

TYPE = DATA

ROLE = DZ

6 Copy the newly created hostname RPS Instance to create another instance
for the streamlined Satellite. (In the example, the PARISSAT3_RPS
instance has a friendly name of PARISSAT3 - Data.)

7 Modify the newly created SAP instance and set the URI attribute to point
to the streamlined Satellite’s hostname.

8 Save the changes.

Modify Service Access Profiles for Patch Distribution using the Gateway

Gelting Started

If you are patching Microsoft devices, you can use a lightweight patching
model by configuring the following patch distribution settings.

e Enable Download of Patch Metadata only
e Enable Gateway

When using these patch distribution settings, make sure that the SAP
instances for the Core and Satellites that are defined with a TYPE of DATA,
also include a ROLE of P. These instances are typically named Core_RPS and
satellite_hostname_RPS.

If these SAP entries do not include the Role of P, modify them using the

following procedure.

To modify your SAP instances to deliver patch binaries from the gateway

For basic information on creating or editing SAP instances, see Create Server
Access Profile Instances on page 35.

1 From the Core server, use the CSDB Editor to open the SAP instance for
the CORE_RPS (the one with TYPE = DATA) and make the following
changes:
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a Add a ROLE value of P.
The values should include the addition in bold:

TYPE = DATA
URI = http://hostname:3466
ROLE = DzP

Save your changes to the CORE_RPS instance.

Apply the same ROLE change from Step 1 to your Satellite SAP instances
defined with TYPE = DATA. These instances are generally named
satellite_hostname_RCS.

Save all changes to the * _RPS instances for the Satellites.

Connect SAP Instances to a Location Class Instance

On the Core server, use PRIMARY.CLIENT.LOCATION Class instances to
define the SAP priorities based on location criteria. The priority for a SAP is
defined directly above the connection to that SAP instance in the SAPPRI
attribute.

By default, the Core_RPS and Core_RCS instances are connected to the

CLI

ENT.LOCATION._BASE_INSTANCE_ with priorities of 60 and 70,

respectively.

>»

The priority values run low to high; the lower the number, the higher
the priority. So, by assigning a lower number priority to Satellites,
HPCA agents will attempt to connect to them as their preferred
access points. They will use the Core (with a higher priority number)
as the failover access point.

To connect the Core and Satellite SAP instances to a LOCATION Class Instance

1

On the Core server, use the HPCA Admin CSDB Editor to set a priority for
each SAP instance for each LOCATION Class Instance.
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For example, the following image shows SAP Instances connected to the
CLIENT.LOCATION._BASE_INSTANCE_ so that all HPCA agents will use

the Satellites as the preferred access points.

-

= Ffamvr flg_aLwars_ Ul Class Connection
""" Lﬁ Alert Management (RADALERT) ﬂC_ALWAYS_ Hardware Class Connection
- Core setngs (sETTINGS) flg_atwavs_  cConnectTa Class
''''' @ Diagnostics (DIAGS) []c_AL\“:’AYS_ Connect To Class
----- |jj Hardware Scan Config (RADHWCFG) SAPPRI 54 Prority "
- ENDBF:SLED cfp?;:;N(ézcmom) WA ALwars_  ConnectTo CLIENT.SAP PARISSAT3_RPS
-_ De_fault Caore S_etﬁngs SAPPRI SAP Priarity 2
E Default Diagnostics E_AL\“J’AYS_ Connect To CLIENT.SAP.EUROSAT1_RPS
EE PARISSATS - Data SAPPRI SAP Priority 30
8 FLUROSAT1 - Data T awars_.  connectTo CLIENT,5AP.ELROSAT1_RCS
Eﬁ EUROSAT1 -RCS SAPPRI SAP Priarity 40
B core -rPs fla_awars_  ConnectTa
Eﬁ Core -RCS SAPPRI SAP Priority 50

2 Connect the CLIENT.SAP.PARISSAT3_RPS Instance to the first available
connection in the CLIENT . LOCATION._ BASE_INSTANCE_ and give it a
priority of 10.

3 Connect the CLIENT.SAP.EUROSAT1_RPS Instance to the second
available “Connect To” connection and give it a priority of 20.

4  Connect the CLIENT.SAP.EUROSAT1_RCS Instance to the third available
“Connect To” connection and give it a priority of 30.

By giving the Satellite SAP instances higher priorities than the Core SAP
instances, HPCA agents will first attempt to connect to the Satellites. If the
Satellites are unavailable, they will attempt to connect to the Core.

Enable Client Operations Profiles in HPCA Agents

There are several ways to enable COPs in your HPCA agents, depending on
whether the HPCA agents are already installed. For all options, refer to the
Configuring Client Operations Profiles chapter in the HPCA Application
Manager and Application Self-service Manager Installation & Configuration
Guide for Windows.
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If an HPCA agent is already installed on a device, you can modify the
args.xml file to include the <COP>Y¥</COP> entry. Place the entry above the
</ARGUMENTS> entry and save the changes.

) The args .xml file is located in \1ib of the directory in which the
HPCA agent was installed. The default is C: \Program Files\
Hewlett-Packard\HPCA\Agent.

Alternatively, use COP=Y in the actions when running radskman (or any
command to run an HPCA agent connect) from a command line. For more
information, refer to the Application Manager Guide.

Synchronize the Satellites

To ensure that these changes to the Core CSDB take effect on the Satellites,
run a synchronization from each Satellite Console.

Configure Patch Management

Before setting up an HPCA environment to include patch management, be
sure that your HPCA databases are appropriately configured. Refer to the HP
Client Automation Core and Satellites Getting Started and Concepts Guide for
details.

Patch management implementation involves setting up the Core and Satellite
servers, and then using the Core Console to configure the vendor and
acquisition-related settings, and begin patch acquisitions.

Use HPCA to deploy and manage Microsoft, RedHat, and SuSE patches, and
HP Softpags. Configure the server architecture using the following procedure.

e Create a SQL database for patch and inventory report data.
e Define an ODBC DSN.
e Install a Core server and configure the following:

— Infrastructure Management

— Patch Management
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— Policy (if using an external policy directory)

) When the Patch ODBC settings are saved in the Core Console, the
Core server automatically runs an initial synchronization
between the Patch Management database and the Core
Configuration Server Database.

e Install a Satellite server (recommended).

Completing the above tasks creates the HPCA server environment for Patch
Management.

Patch Management Administration Tasks

1 Enable Patch during the Core installation.

2 Complete all Patch Management configuration settings from the
Configuration tab of the Console.

— Create acquisition jobs for obtaining Microsoft, RedHat and SuSE
patches, as applicable.

) HP recommends enabling Patch Management using Metadata for
Microsoft patches. This feature reduces the time it takes to acquire
patches and the overall load on the Core Configuration Server. For
details, see Patch Management Using Metadata on page 367.

— HP Softpags use a single, preconfigured acquisition job. To take
advantage of this, run an inventory against HP managed devices so
that their HP Softpaq SysIDs can be automatically added to the
acquisition settings for HP Softpags.

Perform patch acquisitions from the Core Console Operations tab.

4 After acquiring patches and publishing them to the Core CSDB,
synchronize the content of the Core and Satellite servers using either a
scheduled job or a Satellite Console Operations task.

— Use the Core Console Management tab to create and run jobs to
synchronize the content of the Core and Satellite servers.

— Use the Satellite Console Operations tab to synchronize the Core and
Satellite servers. The Satellite Console can be accessed at http:/
satellite hostname:3466.
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5 The next time the agents connect, a patch scan is run to discover which
bulletins are applicable to which devices. Use the Dashboards and
Reports tabs to view the results of the patch scans.

6  Apply policy to entitle bulletins to your managed devices. The applicable
patches will be deployed without user intervention. Use the Dashboards
and Reports to see the Patch compliance status of the managed devices.

Limitation on Modifying Configuration Files

HP discourages the customizing of configuration files for any of the
components that are installed with the Core and Satellite servers.

A The functionality of the HPCA Core and Satellite servers includes
environmental differences as compared with classic HPCA
infrastructure server environments.

Do not follow any of the instructions in the Patch Manager
Installation and Configuration Guide that instruct you to modify the
Patch Manager configuration file.

If you need further support, contact HP Customer Support.

Deploy Operating System Images
HPCA can be used to deploy and manage operating system images. In order to
do this, HP recommends that you:
1 Enable the OS Manager service on the Core server.

— On the Core Console, Configuration tab, OS Management option,
Settings area, select Enable.

The Operations, Configuration, and Managing the Enterprise chapters
of this guide further discuss OS Manager settings in the Core Console.

2 Leave the default Core server name (zone) of HP.
3 Enable the OS Manager service on at least one Satellite server.

— On the Satellite Console, Configuration tab, Operating Systems area,
select Enable.

The Configuration chapter of this guide further discusses OS Manager
settings in the Satellite Console.
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Your HPCA server environment is now set up to use the OS Manager with its
default configuration.

Core and Satellite Server Functions

The HPCA servers perform the following OS Manager-related functions.

The Core server hosts the tools and services that are used for:

— Publishing the operating system images to the authoritative CSDB.
— Performing OS Manager administrative tasks on the Console.

— Creating policy entitlements.

The Satellite server assumes the role of the OS Manager Server and Proxy
Server; it handles requests for operating system images from the
Configuration Server and provides the resources for these images to the
managed devices.

After you have published operating system images to the Core CSDB, use
the Satellite Console Operations tab to synchronize and preload the
operating system image resources onto the Satellite Server.

HPCA OS Manager Notes

By default, when the OS Manager is installed with a Core or Satellite
server, it is configured to use the Linux Service OS—it is not set up to run
WinPE as the Service OS.

To convert the environment to use WinPE as the default Service OS, refer
to Chapter 3 in the OS Manager Guide for Windows.

The HPCA Thin Client server can be installed via the HPCA Console; it
can also be enabled and disabled there.

Refer to the HPCA OS Manager System Administrator User Guide for
SAP information that is specific to OS Manager.

HPCA OS Manager System Administrator Guide Notes

Gelting Started

The OS Manager Guide contains additional information that is necessary for
configuring the OS Manager in a Core-Satellite environment. It should be
used in conjunction with the HPCA Core and Satellites documentation. The
following are important notes regarding some of the information in that guide.
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¢ The chapter, Installing and Configuring the Server Architecture, is not
relevant to the OS Manager in a Core-Satellite environment.

e Ignore information in any section that discusses customizing and/or
modifying configuration files for components that are automatically
installed with the Core and Satellite servers.

e The Thin Client server that is installed on Core and Satellite servers is
referred to as the Mini Management Server in the OS Manager Guide.

Enable Out of Band Management

Out of Band Management (OOBM) refers to operations that are performed
on a computer when it is in one of the following states.

e Plugged in but not actively running (off, in standby, hibernating)
® An operating system has not been loaded (software or boot failure)
e The software-based management agent is not available

The HPCA Console supports OOBM of Intel vPro and DASH-enabled
devices.

This section provides an overview of HPCA OOBM. For more detailed
information on the features and functionality of HPCA OOBM, refer to the
HPCA Out of Band Management User Guide.

Features

The OOBM feature in the HPCA Console:

e Takes advantage of hardware-based management capabilities in PCs with
vPro technology, as well as those with an implementation of the DASH
standard.

e Improves hardware and software inventories, and reduces the need for
desk-side visits.

e Provides System Defense capabilities for vPro devices that allow for
selective network isolation.

e Provides Agent Presence capabilities that allow for the monitoring of local
agents running on vPro systems.
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Provides an operating system-independent and tamper-resistant
worm-containment system for vPro devices.

Provides a secure communications channel through Hypertext Transfer
Protocol (HTTP) authentication and Transport Layer Security
(TLS).

Configuration Tasks

This section briefly describes some of the Administrator-based tasks that are
performed on the Configuration tab of the HPCA Console. An HPCA
administrator should perform these configuration tasks as preparation for
managing OOB devices. For more information on these tasks, refer to the
HPCA Out of Band Management User Guide.

Enable Out of Band Management: The first thing an HPCA
administrator must do in order to perform OOBM tasks.

Under Out of Band Management, click Enablement.

Select the Device Type: The HPCA Console offers three choices for
device type: DASH Devices, vPro Devices, and Both.

Under Out of Band Management, click Device Type Selection.

Manage vPro System Defense: This option appears only if vPro Devices
was selected as the device type to be managed.

Under Out of Band Management, click vPro System Defense Settings.

) System Defense settings do not apply to DASH devices.

Operations Tasks

Gelting Started

This section briefly describes some of the tasks that can be performed in the
Administrator and Operator roles of HPCA. These OOB device-management
tasks are performed on the Operations tab of the HPCA Console by an HPCA
administrator or operator. For more information on these tasks, refer to the
HPCA Out of Band Management User Guide.

Provision Devices: vPro devices must be provisioned before HPCA can
discover and manage them.
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Under Out of Band Management, click vPro Provisioning.

) This option does not appear on the Operations tab if you have
opted to manage only DASH devices because it is not relevant for
these devices.

Manage Devices: HPCA administrators and operators can manage
multiple and individual OOB devices.

Under Out of Band Management, click Device Management.

Manage Groups: HPCA administrators and operators can manage
groups of vPro devices.

Under Out of Band Management, click Group Management.

View Alerts: HPCA administrators and operators can view the alerts
generated by provisioned vPro devices if you have an alert subscription to
the device.

Under Out of Band Management, click Alert Notifications.
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3 Security and Compliance Management

The Security and Compliance Management features in HPCA enable you to
monitor and manage security vulnerabilities, configuration compliance, and
security tool performance across your environment. This chapter includes the
following topics:

e Introduction on page 48

e HPCA and HP Live Network on page 55

e License Requirements on page 56

e  How Security and Compliance Management Works in HPCA on page 57
e Configuring Security and Compliance Management on page 65

e Common Security and Compliance Management Tasks on page 65

e Advanced Topics on page 75

e  More Information about Security and Compliance Management on
page 85
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Introduction

The HPCA security and compliance management solution includes the
following areas:

e Vulnerability Management on page 48
e Compliance Management on page 51
e Security Tools Management on page 55

An overview of each area is provided in this chapter.

Vulnerability Management

Vulnerability management is the process of identifying, locating, and
rectifying software security and vulnerability issues in the enterprise. There
are three main steps in this process:

1 Obtain updated vulnerability definitions and scanner.

2 Scan the managed devices in the enterprise for the presence of
vulnerabilities.

3 Report the vulnerability assessment of the devices scanned, including
summary information for the enterprise as a whole.

The following terms are used throughout the HPCA vulnerability
management solution:

Table 4 Vulnerability Management Terms

Term Definition

vulnerability | A weakness in a system, its configuration, or its software that
allows an individual to compromise the system’s integrity to
gain unauthorized access to its resources.

exposure Exposure can refer to a measurement of the various
vulnerabilities in an environment. It also can be used to refer
to a piece of software that provides information or
capabilities that a hacker might use to attack or exploit a
system.
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Table 4

Vulnerability Management Terms

Term

Definition

CVE

Common Vulnerabilities and Exposures

The CVE is a dictionary of common names (CVE Identifiers)
for publicly known information security vulnerabilities and
exposures.

The CVE was started in 1999. It is currently sponsored by the
United States Department of Homeland Security and
managed by the MITRE Corporation.

For more information, refer to http:/cve.mitre.org

NVD

National Vulnerability Database

The NVD is the U.S. government repository of standards
based vulnerability management data. This data enables
automation of vulnerability management, security
measurement, and compliance.

For more information, refer to http:/mvd.nist.gov

CVSS

Common Vulnerability Scoring System

The CVSS is a standard severity scoring system for
information security vulnerabilities. CVSS includes three
groups of metrics: Base, Temporal, and Environmental.

For more information, refer to

http://www.first.org/cvss/index.html
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Table 4

Vulnerability Management Terms

Term

Definition

OVAL

Open Vulnerability and Assessment Language

OVAL is the standard used to encode and transmit security
information and system details. It is based on three XML
schemas that represent the three security vulnerability
assessment process steps: representing system configuration,
expressing a specific machine state, and reporting the results
of the assessment.

The purpose of the CVE is to catalog all known
vulnerabilities. The purpose of OVAL is to describe how to
identify specific vulnerabilities. Most OVAL definitions are
based on a CVE, but some are not. HP Live Network
transmits information in OVAL and CVE format to HPCA.

For more information, refer to
http://oval.mitre.org/oval/about
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Compliance Management

Compliance management is the process of identifying, locating, and rectifying
software configuration problems on managed client devices in the enterprise.
There are three main steps in this process:

1 Obtain updated compliance benchmarks and scanner.

2 Scan the managed client devices in the enterprise to determine whether
their configuration is in or out of compliance with the pertinent policy or
regulatory standard defined by the compliance benchmarks.

3 Report the results of the compliance scans, including summary
information for the enterprise as a whole.

At this point, the administrator can take steps to resolve any configuration
issues identified.

The following terms are used throughout the HPCA compliance management
solution:

Table 5 Compliance Management Terms

Term Definition

CCE Common Configuration Enumeration

The CCE is a dictionary of names for software security
configuration issues (for example, access control settings and
password policy settings). By providing unique identifiers for
system configuration issues, the CCE facilitates fast and accurate
correlation of configuration data across multiple information
sources and tools.

The CCE is currently managed by the MITRE Corporation.
For more information, refer to http:/cce.mitre.org
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Table 5

Compliance Management Terms

Term

Definition

FDCC

Federal Desktop Core Configuration

The FDCC is a security configuration mandated by the Office of
Management and Budget (OMB) for all U.S. government agencies.
The FDCC currently exists for Microsoft Windows Vista and XP
operating system software.

The Windows Vista FDCC is based on the Microsoft Security
Guide for Vista, which was developed through a collaborative
effort of the Defense Information Security Agency (DISA), the
National Security Agency (NSA), and NIST. The guide reflects the
consensus recommended settings from DISA, NSA, and NIST for
the Windows Vista platform.

The Windows XP FDCC is based on a U.S. Air Force
customization of the Specialized Security-Limited Functionality
(SSLF) recommendations in NIST SP 800-68 and Department of
Defense (DoD) customization of the recommendations in
Microsoft's Security Guide for Internet Explorer 7.0.

There are also FDCC benchmarks for Windows XP Firewall,
Windows Vista Firewall, and Internet Explorer 7.

For more information, refer to http:/nvd.nist.gov/fdcc
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Table 5 Compliance Management Terms

Term Definition

SCAP Security Content Automation Protocol (pronounced ess-kap)

SCAP is a framework of interoperable and automatable security
standards established by the National Institute of Standards and
Technology (NIST). SCAP enables organizations to automate
security monitoring, vulnerability management, and security
policy compliance evaluation.

SCAP incorporates the following specifications:
e CVE (see Vulnerability Management on page 48)
e CCE (see above)

e Common Platform Enumeration (CPE), a naming convention
for hardware, operating system (OS), and application
products

e Extensible Configuration Checklist Description Format
(XCCDF), an XML specification for structured collections of
security configuration rules used by OS and application
platforms

e OVAL (see Vulnerability Management on page 48)
e (CVSS (see Vulnerability Management on page 48)
Because SCAP uses XML-based standards, SCAP content is both

human and machine readable.

NIST provides SCAP content, such as vulnerability and product
enumeration identifiers, through a repository supplied by the
National Vulnerability Database (NVD).

For more information, refer to http:/nmvd.nist.gov/scap.cfm

CIS Center for Internet Security

The CIS developed a set of compliance standards prior to the time
that NIST created SCAP. As of the publication of this
documentation, the CIS had not released any additional
benchmarks for newer operating systems.

The HP Live Network team provides CIS benchmarks in SCAP
format to Live Network content subscribers.

For more information, refer to: http:/cisecurity.org
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A group of related compliance requirements is known as a benchmark (for
example, FDCC-Windows-Vista). Benchmarks can be revised. A benchmark is

given a new version name whenever it is revised (for example,
FDCC-Windows-Vista v1.1.0.0).

Benchmarks contain rules. Each rule includes one or more automated tests
that are used to determine whether or not a client device meets the
requirements specified by that rule.

A benchmark consists of one or more profiles, which are used to define
different levels of compliance within that benchmark. A profile specifies the
following:

e A set of rules in the benchmark (possibly all of them)
e For each rule, the value that determines compliance against that rule

Compliance with a rule is determined by the profile. When HPCA runs a
compliance scan on a managed client device, it evaluates the requirements for
the applicable benchmark profile.

The FDCC benchmarks each contain a single profile. The CIS benchmarks
contain separate profiles for different types of systems. The Windows XP
(v2.01) CIS benchmark, for example, contains profiles for Legacy, Enterprise
Standalone, Enterprise Mobile, and Specialized Security systems.

Each rule is assigned a weight based on the potential impact and exposure to
the enterprise if client devices do not comply with that rule. When a
compliance scan is performed on a managed client device, a score is
determined that reflects how many compliance rules passed and failed. This
score represents a device's compliance with respect to a particular benchmark
profile (SCAP checklist).

In certain compliance reports and dashboards, compliance results for a
particular benchmark are aggregated across all profiles that pertain to each
managed client device. See Compliance Management Reports on page 227
and the Compliance Management Dashboard on page 119 for more
information.

The benchmark, profiles, and rules are all delivered as a bundle of files called
an SCAP datastream. These files are read by SCAP-capable tools, such as
the HPCA compliance scanner.
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Security Tools Management

HPCA has the ability to scan the managed client devices in your enterprise to
determine what types of security tools are present and to collect pertinent
information regarding the products detected. The following types of security
products are supported:

e Anti-spyware tools
e Anti-virus tools
e Software firewalls

HPCA determines which specific security products are installed, which are
enabled, when the most recent anti-virus and anti-spyware scan was
performed on each client device, and when virus and spyware definitions were
most recently updated on the client devices.

The collected information is then aggregated and displayed in the Security
Tools Management dashboard and related reports.

HPCA is integrated with HP Live Network, which provides an executable
security tool scanner. This scanner is updated via HP Live Network whenever
support for new security products are added.

The security tools management scanner contains embedded knowledge about
various security products. It is updated whenever new products are added to
the list of products that it can detect.

HPCA and HP Live Network

Your HPCA installation comes with a small subset of the HP Live Network
security and compliance management content for demonstration purposes. To
obtain updated definitions and scanners—and use the security and
compliance management features in the HPCA Console—you must purchase
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and activate an HP Live Network subscription. You will then receive a user
ID, password, and content server URL that you can use to configure the Live
Network settings on the Configuration tab.

The HP Live Network content server URL that you receive with your
subscription may be different than the default URL shown on the Live
Network settings configuration page. Use the URL that comes with your
subscription.

After you receive your HP Live Network credentials, you can configure your
Live Network settings. See Live Network on page 295 for details.

For more information about purchasing an HP Live Network subscription,
visit the HP BSA Essentials Network Security & Compliance Service for
Client Automation web site:

https:/h20109.www2.hp.com/

You will need to provide your HP Passport credentials to view this site.

License Requirements

To use the vulnerability management, compliance management, and security
tools management features in HPCA, you will need the following:

e License for HPCA Enterprise Edition

e License for the HPCA Security and Compliance Manager

e Subscription to the HP Live Network and valid login credentials
e License for the HPCA Patch Manager

If you do not have these items, the pertinent dashboards will be empty. The
first two items are required for the vulnerability management, compliance
management, and security tools management dashboards. The Patch
Manager license is required for the patch management dashboard.

The demo scanning services included with your HPCA software do not require
HP Live Network credentials. This demo does not include a scanner for
security tools management, however. You must have an active HP Live
Network subscription to perform security tools management in HPCA.
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How Security and Compliance Management Works in

HPCA

HP Client Automation offers a security and compliance management solution
that enables you to detect security vulnerabilities and configuration policy
compliance issues on managed client devices in your enterprise. This solution
enables you to quickly assess the severity and scope of the related risk. You
can then take steps to remediate problems identified.

HPCA is integrated with the HP Live Network, a subscription service that
tracks, triages, and analyzes the latest security vulnerability and regulatory
compliance information available. See Figure 1 on page 60.

You can use the HPCA Console to configure HPCA to automatically download
new security and compliance content from the HP Live Network on a periodic
basis, rather than depending on a manual process. This content includes the
following:

e Security and compliance scanners for client devices

¢ Detailed information about individual vulnerabilities, including
descriptions, disclosure dates, severity levels, and available vendor
patches or bulletins

e The current FDCC SCAP data stream available from NIST

The HP Live Network content is then pushed to the Configuration Server
Database (CSDB) as deployable services, and managed client devices can be
subsequently scanned for security and compliance issues according to the
schedule and policy that you specify. This content is also pushed to the
Reporting database.

The HPCA Console provides dashboards that show the security and
compliance status of your enterprise at a glance. It also provides a Patch
Management Dashboard to help you quickly assess patch policy compliance
across the enterprise. For more information, see Using the Dashboards on
page 87.
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Security and compliance scanning is supported for managed client devices
with the following operating systems:

Table 6 Platforms Supported

Scan Type Supported Operating Systems

Vulnerability Windows 2000, Windows 2003, Windows 2008,
Windows XP, and Windows Vista

Compliance Windows XP and Windows Vista (because the
FDCC standard pertains only to desktop devices)

Security Tools Windows XP, Windows Vista, Windows 2003, and
Windows 2008

Vulnerability Scanning is not currently supported for 64-bit operating
systems. The vulnerability definitions in the National Vulnerability Database
have not yet been updated to reflect the differences between 32-bit and 64-bit
redirection on Microsoft operating systems.

The Discover Vulnerability service will be updated via HP Live Network to
support scanning 64-bit operating systems at a future point in time. This will
be done when the content available from the National Vulnerability Database
is appropriately updated to handle 64-bit paths. This will only be available to
HPCA Security and Compliance subscribers. The Limited Edition service will
not be updated (see Scanning Services in Detail on page 62).

How HP Live Network Confent is Updated

HP Live Network provides two types of security and compliance management
content:

e Data — vulnerability definitions and SCAP data

e Scanners — a vulnerability scanner, a compliance scanner, and a security
tools management scanner

In order to access the HP Live Network content, HPCA uses the HP Live
Network Connector. The Connector first determines what content is available
and then downloads the appropriate content from the HP Live Network
subscription site.
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A default version of the HP Live Network Connector is installed and
configured when HPCA is installed. It is self-updating. Any changes to the
connector are automatically downloaded when you update your HP Live
Network content.

If you want to re-install the HP Live Network Connector for any reason, you
can download a new copy at any time. See Download the HP Live Network
Connector on page 242.

) The HP Live Network Connector performs authentication to HP Live Network
and downloads security and compliance management content. By itself, the
Connector does not install anything into the HPCA infrastructure. HPCA
manages the loading of the updated HP Live Network content.

When you update your HPCA security and compliance management content —
either from HP Live Network or from the file system — the following three
things happen:

1 Both the updated scanners and data are copied into a temporary directory.

2 The data is pushed from the temporary directory to the Core database.
This drives the detailed definition reports and primes the database for
processing the collected scan results.

3 Both the data and scanners are loaded into the CSDB.

When a client device with a configured security policy subsequently makes a

connection to the SECURITY Domain in the CSDB, the data and scanners are
deployed to that client device. At this point, the client device will be scanned.
The results of the scans are then sent to the Core database.
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Figure 1 Security and Compliance Management in HPCA
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1 Updated security and compliance content is downloaded and analyzed by the HP Live
Network team. The HP Live Network scanners are updated, if necessary (this is rare).

2 Updated security and compliance content, including the HP Live Network scanners, is
downloaded by HPCA from HP Live Network and published to the CSDB and the Core
database.

3 Client devices are scanned for security and compliance problems by HPCA.
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The security and compliance content that is loaded into the CSDB includes
both “service” definitions and “master” definitions.The service definitions are
related to the scanning services and are deployed to the platform-specific
agents for performing the scans. The master definitions are used when you
move content from a test environment to a production environment (see Move
HP Live Network Content from a Test Environment to a Production
Environment on page 83).

For vulnerability scanning, the master definitions include the National
Vulnerability Database (NVD) CVE definitions and the platform-specific Open
Vulnerability Assessment Language (OVAL) definitions required by HPCA. It
is the combination of these two sets of definitions for each platform that
enable HPCA to create the Vulnerability Management reports.

For compliance scanning, the master definitions include the compliance
benchmarks in SCAP format.

For security tools management scanning, there are no definitions. The scanner
simply looks for the presence of all supported security tools and determines
whether each tool is enabled. For anti-virus and anti-spyware tools, the
scanner also determines when each tool last updated its definitions and when
it last performed a full system scan.
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Scanning Services in Detfail

The Configuration Server Database (CSDB) contains a SECURITY Domain,
which includes the services responsible for security and compliance scanning.
When you install HPCA, the following services are available in the
SECURITY domain:

<Discover Vulnerabilities (Limited Edition)>
<Discover FDCC 1.0 OS Compliance>

As you perform HP Live Network content updates, additional services become
available. You can use these services to run security and compliance scans on
an agent system and send the results back to the Reporting database.

The security tools management scanning service is not available until you
perform your first HP Live Network content update.

<Discover Security Tools>

When you perform your first HP Live Network content update, the
vulnerability scanner service is renamed:

<Discover Vulnerabilities>

The version of the scanner shipped with HPCA is labeled “Limited Edition,”
because it contains only a subset of the vulnerability definitions. This version
works only on 32-bit platforms. When you perform your first update, the
complete set of definitions known to HPCA becomes available for scanning.

Although the name of the service changes, any entitlements that you have
established do not change.

To view the scanning services:

1 Sign in to the HPCA Console.

Click the Management tab.

In the left pane, click Services. The list of available CSDB domains opens.
In the left pane, click Security.

o A W N

In the Catalog pane, click one of the Security services. For example:
— SECURITY.ZSERVICE.DISCOVER_VULNERABILITY
— SECURITY.ZSERVICE.DISCOVER_FDCC_1-0_0S
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— SECURITY.ZSERVICE.DISCOVER_SECTOOLS_AV_AS_FW

The Service Details window opens. For more information about services,
see Service Information on page 168.

Service Details x|
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) This image shows the DISCOVER_VULNERABILITY service. The

DISCOVER_SECTOOLS_AV_AS_FW service for security tools
management and the compliance management services, such as
DISCOVER_FDCC_1-0_0OS, are similar.
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The CSDB initially contains an instance of PRIMARY.SECURITY.ZSERVICE
called <Discover Vulnerabilities (Limited Edition)> for vulnerability scanning
and another instance called <Discover FDCC 1.0 Compliance> for compliance
scanning. As other benchmarks are added to the HP Live Network content,
new instances will become available. After you perform your first HP Live
Network update, the <Discover Security Tools> service is added.

The CSDB also contains an instance of PRIMARY.SECURITY.TIMER called
Daily Vulnerability Scan, which determines when the vulnerability scanner is
executed on target systems. Although they are separate instances, the
<Discover Vulnerabilities> service has a connection to the Daily Vulnerability
Scan timer.

There is no built-in timer for compliance or security tools scanning. You must
set up a DTM job to schedule regular compliance and security tools scans on
your target devices. See Create an HPCA Job to Schedule or Trigger a Scan on
page 68. Alternatively, you can set up your own compliance scanning timer in
the CSDB.

The following example is a snapshot of the Admin CSDB Editor showing a
subset of the parameters for the Daily Vulnerability Scan service:

ZSCHDEF  Timer Parameter DAILY(BZ5YSDATE,08:30:00, 16:30:00)
ZSCHTYPE  Type [IMMEDIATE/DEFERRED] DEFERRED
ZSCHFREQ Frequency [PERIODIC/ONCE/RANDOM]  RANDOM

The timer does not directly invoke the scanner. When the timer expires,
radskman performs a connect operation to the SECURITY Domain. This
causes one of the following methods to be executed: ZCREATE, ZVERIFY,
ZUPDATE, or ZREPAIR. When any of these methods is executed, the scanner
is launched on the target system.

By default, the timer is configured to run daily at a randomly selected time
between 08:30 and 16:30 local (system) time.

You must explicitly entitle your target devices to the scanning services before
you can use them. See Schedule or Trigger a Scan on page 66 for more
information.
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Configuring Security and Compliance Management

See Live Network on page 295.

Common Security and Compliance Management Tasks

This section contains information about the following tasks:

Update HP Live Network Content on page 65

Schedule or Trigger a Scan on page 66

View the Results of a Scan or Update on page 70

Find Vulnerability Remediation Information on page 70
Find Information about Compliance Failures on page 72

Find Information About Security Tools on page 74

Update HP Live Network Content

There are two ways to update your HP Live Network content (scanners and
data) from the HP Live Network subscription web site:

Use the Schedule Updates tab on the HP Live Network operations page to
configure the HPCA Console to periodically download updated content, or
use the Update Now tab to initiate an immediate update from the HP Live
Network subscription site.

See Live Network on page 238 for detailed instructions.

Use the content-update.bat command line utility to manually trigger
an update.

See Use the Command Line Utility on page 75 or for instructions.
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You should always update your HP Live Network content after you install or
upgrade your HPCA software to ensure that you have the most recent
scanners and data available.

) When you download new HP Live Network content, you may simply get
updates to existing services, or you may be able to access brand new services.
To use any new services, be sure to explicitly entitle your client devices to
these services.

Schedule or Trigger a Scan

You can use the HPCA Console to schedule a periodic vulnerability scan,
compliance scan, or security tools scan — or any combination of the three — on
a target device (or group of devices). You can also trigger an immediate scan.
There are two steps required:

1  Entitle a device (or group of devices) to one or more of the Security
services. When you install HPCA, the following two services are available
in the SECURITY domain:

<Discover Vulnerabilities (Limited Edition)>
<Discover FDCC 1.0 OS Compliance>

As you perform HP Live Network content updates, additional services
become available as new benchmarks are added. After you perform your
first update, the vulnerability service is renamed, and the (Limited
Edition) qualifier is deleted. The <Discover Security Tools> service also
becomes available after your first content update.

See Entitle A Device for Scanning on page 67.

2 Schedule or trigger a scan from the HPCA Console by creating a job using
the Security Connect job action template. See Create an HPCA Job to
Schedule or Trigger a Scan on page 68.

You can also trigger an immediate scan on a single device by performing
an agent connect operation from that target device to the SECURITY
Domain in the CSDB. Scans are triggered whenever an agent connect
operation from a properly entitled target device to the SECURITY Domain
in the CSDB occurs. Start a Scan from a Target Device on page 69.

For information about how HPCA performs a scan, see Scanning Services in
Detail on page 62.
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Entitle A Device for Scanning

Before you can initiate a vulnerability, compliance, or security tools scan on a
managed client device (or group of devices), you must properly entitle the
pertinent devices to the desired scanning services.

To entitle a device (or group of devices) for scanning:

1

10
1

12
13

On the Management tab, expand the zone containing the devices that you
want to entitle.

In the left navigation tree, click Devices if you want to entitle a single
device. If you want to entitle a group of devices, click Group.

From the shortcut menu for the device or group that you want to entitle,
select View/Edit Properties. A new window Directory Object window opens.

In the left navigation tree, click Policies.

Click the Launch Policy Management (@) button to open the Policy
Management Wizard.

From the Service Domain list, select Security.

Select the box to the left of one or more of the Security services. The
following services are available “out of the box” when you install HPCA:

— SECURITY.ZSERVICE.DISCOVER_VULNERABILITY
— SECURITY.ZSERVICE.DISCOVER_FDCC_1-0_0OS

— Additional Security services become available after you perform a HP
Live Network update.

The SECURITY.ZSERVICE.DISCOVER_SECTOOLS_AV_AS_FW
service, for example, is available after your first update.

Click Add to Selection.
Click Next.
Under Policy Configuration, select Allow.

Under Priority, select the priority that you want the scans to have on the
managed client device (or devices) when it runs.

Click Next.

Review the settings for the service (or services). If you want to change a
setting, click Previous. When you are ready to proceed, click Commit.
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14 Click Close to close the Execution Status dialog box.

Create an HPCA Job to Schedule or Trigger a Scan

To schedule or trigger a security or compliance scan on one or more target
devices from the HPCA Console, you must create a job for those devices. When
a job created with the Security Connect job action template runs, all services
in the SECURITY domain to which these devices are entitled are executed.

To create a job to schedule or trigger a scan:

1
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On the Management tab, expand the zone containing the devices that you
want to scan.

In the left navigation tree, click Devices if you want to scan a single device.
If you want to scan a group of devices, click Group.

From the drop-down menu for the device or group that you want to scan,
select Create a Job to open the job creation wizard.

In the wizard, required fields are marked with an asterisk (*).
From the Job Type list, select either DTM or Notify.

In a DTM job, the agents on the target devices connect to the HPCA Core
server to get a list of jobs and then execute those jobs when the job timers
expire. A DTM job is most appropriate when you want to set up a regular
scanning schedule for these devices.

In a Notify job, the HPCA Core server asks agent to perform the scan. A
Notify job is most appropriate when you want certain target devices to
perform a single scan at a specific time — or immediately.

Specify a Name for the job.

Specify a Job Description.

From the Job Action Template list, select Security Connect.
Click Next.

Specify the schedule for the job. See Schedules on page 177 for more
information.

DTM jobs can be executed either once or on a regular schedule. Notify jobs
can only be executed once, so many of the schedule settings are disabled
on this page of the wizard.
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10 Review the settings for your job. To view the devices that will be scanned,
click View Targets. If you want to change any settings, click Previous. When
you are ready to proceed, click Submit.

11 Click Close to close the Execution Status dialog box.
For more information about HPCA jobs, see Managing Jobs on page 174.

Start a Scan from a Target Device

To install the latest security and compliance management content and trigger
an immediate scan on a client device, you can simply perform a client connect
from that device to the SECURITY Domain in the CSDB.

To perform an agent connect to the SECURITY Domain:

On a managed client device, open a command line window, and execute the
following command:

radskman dname=security,context=m,uid=$machine, cop=y

This command triggers an update to all the services in the SECURITY
domain, including the security and compliance management services, to which
the client device is entitled.

To trigger only a vulnerability scan, add the following parameter to the
radskman command:

sname=DISCOVER_VULNERABILITY

To trigger only a compliance scan, add an sname parameter for the compliance
service that you want to trigger to the radskman command. For example:

sname=DISCOVER_FDCC_1-0_0S

To trigger only a security tools scan, add the following parameter to the
radskman command:

sname=DISCOVER_SECTOOLS_AV_AS_FW

Remember to separate the radskman options with commas but not spaces.

) Uninstalling the management agent on a client device does not remove the
scanners. To remove the security service, first remove the policy, and then
perform a client connect to remove the service. Do this before you uninstall
the agent.
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View the Results of a Scan or Update

You can use the reports available in the HPCA Console to view the results of a
vulnerability, compliance, or security tools scan. You can also view the status
of HP Live Network content updates. You can filter the reports to see only the
information that interests you. See Using Reports on page 217 for more
information.

You can also use the dashboards to find summary information in either chart
or grid format. See Using the Dashboards on page 87 for more information.

Find Vulnerability Remediation Information

By using the Vulnerability Management reports or dashboard, in many cases
you can find a link to a vendor bulletin containing remediation information for
a particular vulnerability. Sometimes this information is strictly advisory, and
sometimes it includes a software patch for the affected application or
operating system.

There are many ways to find the vendor bulletin for a specific vulnerability.
The following procedures describes two simple ways to do this.

To find guided remediation information for a particular vulnerability:

1 On the Reporting tab, expand the list of Vulnerability Management
reports.

2 Open a report that lists vulnerabilities, such as the Top Vulnerabilities or
Application Vulnerabilities report.

3 Click the CVE ID or OVAL Definition for a particular vulnerability. A new
report, which includes patch and advisory information, opens for this
vulnerability.

A If the status of a particular vulnerability is Unknown, and the
CVSS score is null, be sure to investigate this vulnerability
thoroughly by using the NVD, the CVE repository, and any other
resources at your disposal. In this situation, HPCA may be unable
to provide the information that you need to make an informed
decision regarding the issue.

4 Click the link in the Bulletin column if you want to go to the vendor’s site.
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To find guided remediation information for a particular device:

1 On the Reporting tab, expand the list of Vulnerability Management
reports.

2 Under Device Reports, click Scanned Devices.
3 Click the Details () icon for a particular device. The following reports
open for this device:
— Device Details
— Device Vulnerability Details
You can filter the Device Vulnerability Details report by Severity or OVAL
Definition ID. See Filtering Reports on page 229 for more information.
4 Click the Details (4) icon for a particular vulnerability. The following
reports open:
— Vulnerability Details
— Vulnerability Remediation Details

You can filter the Vulnerability Remediation Details report by Severity,
Vendor, or CVE ID.

5 Click the link in the Bulletin column if you want to go to the vendor’s site.

If the bulletin includes a patch, you can use the Patch Management features
in the HPCA Console to entitle the pertinent devices to that patch.

In addition to the methods described here, you can also drill down to a specific
vulnerability report through certain Vulnerability Management Dashboard
panes.
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Find Information about Compliance Failures

You can use the Compliance Management reports to drill down to detailed
information about specific rules that failed on a particular device during the
most recent compliance scan.

To view details for one of the most noncompliant devices:

1
2

On the Reporting tab, expand the list of Compliance Management reports.

Under Executive Summaries, click Top SCAP Noncompliant Devices.

Click the Switch to Detailed View ([ |) icon to display the data in table
format. Each row in the table corresponds to the most recent scan results
for a particular compliance benchmark, version, and profile on a
particular device.

Click a value in the Rules Failed column. A list of any compliance rules
associated with this benchmark, version, and profile that failed for this
device is displayed.

To view details about the compliance test results for any device:

1
2

On the Reporting tab, expand the list of Compliance Management reports.
Under Device Reports, click Scanned Devices.

Each row in the table corresponds to the most recent scan results for a
particular compliance benchmark, version, and profile on a particular
device.

Click the Details (#) icon in any row. The following reports open for the
pertinent device:

— Device Details — information about the device itself, including
hardware, IP address, and operating system

— Benchmarks by Device — most recent scan results for each benchmark,
version, and profile tested on this device

In the Benchmarks by Device report, click a value in one of the following
three columns:

— Rules Passed

A list of any compliance rules associated with this benchmark,
version, and profile that passed for this device is displayed.
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— Rules Failed

A list of any compliance rules associated with this benchmark,
version, and profile that failed for this device is displayed.

— Al Other Rule States

A list of compliance rules that neither failed nor passed for this device.
This counter is incremented when a test returns one of the following
codes:

ERROR
UNKNOWN
NOT_APPLICABLE
NOT_CHECKED
NOT_SELECTED
INFORMATIONAL
FIXED

In addition to the methods described here, you can also drill down to detailed
information by using certain Compliance Management Dashboard panes.
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Find Information About Security Tools

HPCA gives you the ability to discover anti-virus, anti-spyware, and firewall
tools running on your devices. The Security Tools Management dashboards
and reports provide the following information:

Table 7

Security Tool |Information Available

Anti-virus Name and version of the product installed
Whether the tool is currently enabled

Last time the tool performed a full system scan
Last time the virus definitions were updated

Specific version of the current definitions

Anti-spyware Name and version of the product installed
Whether the tool is currently enabled

Last time the tool performed a full system scan
Last time the spyware definitions were updated
Specific version of the current definitions

Firewall Name and version of the software firewall installed
Whether the firewall is enabled

Rules used by that firewall (applies to Windows XP SP2
or later and Windows Vista firewalls only)

See the following topics for more detailed information:
e Security Tools Management Dashboard on page 133
e Security Tools Management Reports on page 228

Unlike compliance or vulnerability management, security tools management
does not require you to download extra “definition” files. All of the knowledge
about gathering information regarding security tools installed on a device are
embedded in the scanner. As necessary, HP Live Network updates the scanner
to support newly released security tools (anti-virus, anti-spyware, and
firewalls).
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Advanced Topics

This section addresses topics that, while fully supported, are outside the
typical scope of daily security and compliance management activities. The
following topics are included:

¢ Use the Command Line Utility on page 75
¢ Run the HP Live Network Connector Manually on page 81

e Move HP Live Network Content from a Test Environment to a Production
Environment on page 83

Use the Command Line Utility

As an alternative to using the HP Live Network page (under Infrastructure
Management on the Operations tab) to schedule or trigger a HP Live Network
content update, you can use the content-update.bat command-line utility
located in the following directory:

<InstallDir>\HPCA\VulnerabilityServer\bin

Note that this directory is not automatically placed in your PATH when HPCA
is installed.

This utility has the following syntax:
content-update.bat [-settingName <settingValue>]...

This command has both Required Settings and Optional Settings. Note that
you must always specify a value for the content_source setting.

Any values that you specify on the command line override the stored
configuration settings specified elsewhere (see Stored Settings on page 80). If
you do not specify a value for a particular setting, the stored configuration
setting is used.

) The content-update command writes status and error messages to the
vms-commandline. log file.

See Examples on page 80 for typical uses of the content-update.bat
command.
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Required Settings

The following table lists the required settings for the content-update.bat

command.

) Any values that you specify on the command line override the stored
configuration settings that were specified elsewhere (see Stored Settings on
page 80). If you do not specify a value for a particular setting, the stored
configuration setting is used.

Table 8 Required Settings for content-update.bat

Setting

Description

content_source

This setting is required. It specifies the source for the
updated content. This must be one of the following:

LIVENETWORK - Acquire the content from the HP Live
Network subscription site by using the HP Live Network
Connector. The HP Live Network settings and the path to
the downloaded Connector must be properly configured for
this option to work. See Live Network on page 295.

FILESYSTEM - Acquire the content from a location in the
file system. The content must have previously been
downloaded from HP Live Network to this file system
location. The content_path setting must also be
specified, either on the command line or on the HP Live
Network page under Infrastructure Management on the
Operations tab. See Live Network on page 295.

CSDB_MASTER — Acquire the content from master
content previously published to the configuration server
database (CSDB). This data will be used to load the
Reporting database. Service deployment content will NOT
be republished. This is intended for use when a test
configuration server Security deck has been imported into
a production configuration server. See Advanced Topics on
page 75.
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Table 8 Required Settings for content-update.bat

Setting

Description

content_path

The fully qualified path to the file system location
containing the content that you manually obtained from
HP Live Network. This setting is only required if you
specified FILESYSTEM as the content_source.

This path can specify either a directory or a ZIP archive
file. The directory structure (or ZIP file structure) must
exactly match the structure of directories and files created
when an automatic HP Live Network update is performed:

bundles
definitions
scan-director

acanner

You must also replicate the sub-directories under these
folders to match the automatic update structure.

In some cases, HP Live Network updates only a subset of
the content. In this case, some of these directories may not
be delivered during a HP Live Network update. In any
case, when you update from the File System, your directory
structure must match that delivered by HP Live Network.
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Optional Settings

The following settings for the content-update.bat command are optional.

) Any values that you specify on the command line override the stored
configuration settings that were specified elsewhere (see Stored Settings on
page 80). If you do not specify a value for a particular setting, the stored
configuration setting is used.

Table 9 Optional Settings for content-update.bat
Setting Description
csdb_host Configuration Server network addressable system name.

This can be a fully qualified host name, localhost, or an IP
address.

livenetwork_connector__

executable

The fully qualified path to the HP Live Network Connector
on the local file system. By default, this is:

C:\Program Files\Hewlett-Packard\HPCA\LiveNetwork

The HP Live Network Connector is a tool used by HPCA to
create a secure connection to the HP Live Network content
distribution server and download the updated vulnerability
management content.

livenetwork_ connector

maxruntimeminutes

Time (in minutes) that the HP Live Network Connector
will be allowed to run before forcing a failure. Minimum
value should be 60.

livenetwork_contenturl

URL for the HP Live Network content distribution site.
This is the location that the HP Live Network Connector
will use to download new content.

livenetwork_username

User name for the HP Live Network subscription.

livenetwork_password

Password for the HP Live Network subscription.

livenetwork_proxy._
http_server

HTTP proxy server used to connect to the HP Live Network
download site. This option must have the following form:

<http|https>://<host>:<port>
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Table 9 Optional Settings for content-update.bat

Setting

Description

livenetwork_proxy_http_
username

User name for the HTTP proxy server, if any, used to
connect to the HP Live Network download site.

livenetwork_proxy_http_
password

Password for the HTTP proxy server, if any, used to connect
to the HP Live Network download site.

reporting_db_
databasename

Name of the database instance that you created prior to
installing HPCA, which is discussed in the “Create the
HPCA Database” section of the HPCA Getting Started
Guide.

reporting_db_
drivername

Name of the database driver to use (either oracle or
sglserver). This must map to a supported driver.

reporting_db_server

Network addressable server name where the Reporting
database is located.

reporting_db_port

Reporting database port number. This must be empty if the
port is dynamic. If the port is static, it must be a value
between 1 and 65536.

reporting_db_username

User name for the Reporting database.

reporting_db_password

Password for the Reporting database.
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Stored Settings

If you do not specify a value for one of the content-update settings, the
values specified on the following Live Networkconfiguration pages are used by
default:

Table 10 Stored Settings for content-update.bat

Option Where Specified
csdb_host HPCA First-Time Setup
csdb_port wizard

csdb_username

csdb_password

livenetwork_connector_executable Live Network page and Proxy
livenetwork contenturl Settings page
livenetwork_username
livenetwork_password
livenetwork_proxy_http_server
livenetwork_proxy_http_username

livenetwork_proxy_http_password

reporting_db_databasename Automatically configured
reporting_db_drivername when HPCA is installed
reporting_db_server
reporting db_port
reporting_db_username

reporting_ db_password

Examples

Example 1 — Perform a content update using the previously configured HP
Live Network settings
content-update.bat -content_source LIVENETWORK

Example 2 — Perform a content update from a local directory

content-update.bat -content_source FILESYSTEM -content_path
c:\mycontent

Chapter 3



Example 3 — Perform a content update from a local ZIP file

content-update.bat -content_source FILESYSTEM -content_path
c:\mycontent\content.zip

To view full usage information for content-update.bat, type the following
command from the <installDir>\bin directory:

content-update.bat -?

Run the HP Live Network Connector Manually

In some situations, the HPCA Core server may not have Internet access. In
this case, you can still update your HP Live Network content using a system
that does have Internet access and then manually transfer the content to the
HPCA Core server. This process includes four steps:

1 On the system with Internet access, manually download the HP Live
Network Connector from the HP Live Network subscription web site. See
your HP Software sales representative for instructions.

2 Execute the HP Live Network Connector on the system with Internet
access.

3 Transport the content to the HPCA Core server.

4 Update the HP Live Network content from the file system on the HPCA
Core server. See Update HP Live Network Content on page 65.

When you execute the HP Live Network Connector, it creates the folder
structure described under content_path in Table 8 on page 76 and then
stores its output files within this structure.

A Important Warning

Before you run the HP Live Network Connector from the command line, make
sure that the directory where you will “import” the HP Live Network content
is empty before you execute the Connector.

This directory is specified by the following parameter:
--getting=hpca.import_directory=<LNC-output-dir>

In this case, <LNC-output-dir> is the location where the HP Live Network
content is placed.
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If the “import” directory is not empty, there is a possibility that you will move
old content into HPCA when you subsequently use the FILESYSTEM option to
update your HP Live Network content. This could have negative
repercussions, such as incorrectly deploying an old scanner if a new one is
released that has a new name.

This warning applies only when you run the HP Live Network Connector from
the command line. It does not affect HP Live Network updates that you
perform through the HPCA Console.

To download the HP Live Network content:

Run the following command on the system with Internet access:

<LNC-install-dir>\bin\live-network-connector.bat
--url=https://bsaen-dist.hp.com
--http-proxy=<http/https://server:port>
--username=<user> --password=<pass> --product=hpca
--setting=hpca.import_directory=<LNC-output-dir>
--stream=security.hpca_scap_scanner
--stream=security.hpca_oval
--stream=security.hpca_nvd
--stream=security.hpca_scap_fdcc
--stream=security.hpca_sectools_scanner
--stream=security.hpca_sectools_services
--stream=security.hpca_config

All items in <brackets> here are placeholders for values that you must
supply.

In this case, <LNC-install-dir> is the file system location where you
installed the HP Live Network Connector, and <LNC-output-dir>is the
location where the Connector will create the folder structure that contains its
output files. For example, if <LNC-output-dir>is c¢:\temp, the folder
hierarchy is created under c: \temp.

The proxy server settings are only necessary if a proxy server exists between
the system hosting the HPCA Console and the HP Live Network subscription
site.
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Next Steps

After you run the HP Live Network Connector on the system with Internet
access, you must manually copy the folder structure to the HPCA core server
hosting the HPCA Console. You can place the folder structure either directly
in the file system or in a ZIP archive.

At this point, you must tell HPCA where to find this content. There are two
ways to do this:

¢  On the HP Live Network page under Infrastructure Management on the
Operations tab, select From the File System, and specify the location of the
folder structure (or ZIP file).

¢ From the command line, run the content-update command, and specify
the FILESYSTEM content source. Specify the location of the folder
structure (or ZIP file) by using the content_path setting.

Move HP Live Network Content from a Test Environment to a
Production Environment

You may find it useful to test your HP Live Network content in a small
controlled environment prior to performing a large scale rollout. To do this,
you will first create a test HPCA environment with its own “test”
Configuration Server Database (CSDB) and “test” Reporting database. After
completing your testing, you will export the “test” SECURITY Domain and
then import that CSDB content into your production HPCA environment.

) The files used to export and import CSDB content are called a “deck.”

Before following these procedures, be sure to review How HP Live Network
Content is Updated on page 58.

To test your HP Live Network content in a controlled test environment:

1 In the test environment, perform an HP Live Network content update—
either automatically from the HP Live Network subscription site, or
manually from the file system.

2 Test the updates by running scans and reviewing the pertinent reports
and dashboard panes.
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To move your HP Live Network content from a controlled test environment to a
production environment:

In the raddbutil commands shown here, there are no spaces after the
commas. If you cut and paste these commands from this guide or the online
help, be sure to remove any spaces introduced by the paste operation.

1 Connect to the test CSDB and use the raddbutil tool to export the
Security deck:

a Go to the Configuration Server bin directory on the system where you
want to export the data (the test environment).

b If the RAD_MAST user has a password, use the following command:

raddbutil EXPORT DATA=TRUE, WALK=TRUE,
OUTPUT=<tempDir>, USERID=RAD_MAST, PASSWORD=<password>
PRIMARY.SECURITY

If the RAD_MAST user does not have a password, use the following
command:

raddbutil EXPORT DATA=TRUE,WALK=TRUE,
OUTPUT=<tempDir>,USERID=RAD_MAST PRIMARY.SECURITY

In both cases, <tempDir> is the directory where the exported files will
be placed on the test CSDB system.

For more information, refer to “Configuration Server Database Utility
(RadDBUtil)” in the Configuration Server User Guide.

2 Transport the Security deck files to the production CSDB system using
the file transfer mechanism of your choice.

3 On the production CSDB system, use the raddbutil tool to import the
Security deck:

a Go to the Configuration Server directory on the system where you
want to import the data (the production environment).

a Ifthe RAD_MAST user has a password, use the following command:

raddbutil IMPORT INPUT=<tempDir>,COMMIT=TRUE,
ACCEPT=A+D+U, USERID=RAD_MAST, PASSWORD=<password>

If the RAD_MAST user does not have a password, use the following
command:
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raddbutil IMPORT INPUT=<tempDir>,COMMIT=TRUE,
ACCEPT=A+D+U, USERID=RAD_ MAST

In this case, <tempDir> is the directory on the production CSDB
system where the files were placed in step 3.

4 In the production environment, load the production Reporting database
using the “master” content in the Security deck that you just imported.

There are two ways to do this:

— Method 1: Use the HPCA Console

a Click the Operations tab under Infrastructure Management.
b  In the left navigation menu, select Live Network.

¢ Click the Update Now tab.

d Select the From the Configuration Server update option.

e Click the Update Now button.

See Live Network on page 295 for more information about the Update
Now tab.

— Method 2: Use the content-update command-line utility
content-update.bat -content_source CSDB_MASTER

See Use the Command Line Utility on page 75 for more information
about the content-update command.

In either case, using the CSDB_MASTER content source forces the update
tool to only update the Reporting database content and bypass performing
any updates to the packages linked to the vulnerability, compliance, or
security tools management scanning services. This ensures that the
service content you deployed in your test environment will exactly match
the content that you will be deploying in your production environment.

More Information about Security and Compliance
Management

The following sections contain information about configuring and viewing
security and compliance management information in the HPCA Console:
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e Using the Dashboards on page 87
e Using Reports on page 217
e Live Network on page 295

Visit the following web sites to learn more about security and compliance
management:

http:/cve.mitre.org
http:/mnvd.nist.gov
http:/mnvd.nist.gov/scap.cfm
http:/oval.mitre.org

http:/www.us-cert.gov
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4 Using the Dashboards

The Dashboards enable you to quickly assess the status of your environment
in various ways. The Dashboards offer a visual representation of certain types
of information provided in the Reporting area. The specific dashboards
available to you depend on the type of HPCA license that you have. This
chapter includes the following topics:

e Dashboard Overview on page 88

e HPCA Operations Dashboard on page 93

e Vulnerability Management Dashboard on page 100
¢ Compliance Management Dashboard on page 119

e Security Tools Management Dashboard on page 133
e Patch Management Dashboard on page 142
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Dashboard Overview

The HPCA Console includes dashboards that enable you to view and assess
the status of your enterprise at a glance:

The HPCA Operations Dashboard on page 93 shows you how much work
is being done by the HPCA infrastructure.

The Vulnerability Management Dashboard on page 100 shows you
information about any publicly known security vulnerabilities that are
detected on the scanned devices in your enterprise.

The Compliance Management Dashboard on page 119 shows you how well
managed client devices in your environment comply with predefined
policies based on established regulations and standards, such as the
Federal Desktop Core Configuration (FDCC).

The Security Tools Management Dashboard on page 133 shows you
information about the anti-spyware, anti-virus, and software firewall
products installed on the managed client devices in your enterprise.

The Patch Management Dashboard on page 142 shows you information
about any patch vulnerabilities that are detected on the devices in your
network

Each dashboard includes two views:
Table 11 Types of Dashboard Views

Type Description

Executive View High-level summaries designed for managers.
This include historical information about the
enterprise.

Operational View Detailed information designed for people who use

HPCA in their day to day activities. This includes
information about specific devices, subnets,
vulnerabilities, and specific compliance or
security tool issues.

Each view includes a number of information panes. You can configure HPCA
to show you all or a subset of these panes. See Dashboards on page 352 for
more information.
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Each dashboard also includes a home page with summary statistics and links
to related reports. When you click one of these links, a separate browser
window opens, and HPCA displays the report.

In most dashboard panes, you can display the information in either a chart or
grid format. In the grid view, the current sort parameter is indicated by the m
icon in the column heading. To change the sort parameter, click a different
column heading. To reverse the sort order, click the column heading again. To
move a column, click the background in the column heading cell, and drag the
column to a new location.

In most dashboard panes, you can rest the cursor on a colored area on a bar or
pie chart—or a data point on a line chart—to see additional information. Most
panes also enable you to drill down into reports that provide more detailed
information.

The time stamp in the lower left corner of each pane indicates when the data
in the pane was most recently refreshed from its source.

Figure 2 Time Stamp
[ 23008 12:00 P W 23 8 =

) The dashboard panes use your local time zone to display the date and time.
The reports available on the Reporting tab use Greenwich Mean Time (GMT)
by default. Individual report packs, however, can be configured to use either
GMT or local time.

If there is no security and compliance management data in the Reporting
database—for example, before the first scan has been performed—the
dashboard panes do not display any data.

You can perform the following actions in the dashboard panes:

Table 12 Dashboard Pane Actions

Icon Description

Display the information in chart format.

] Display the information in grid format.

| Display the legend for this chart.
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Table 12 Dashboard Pane Actions

Icon Description

& Refreshes the data from its source. Click the refresh icon in an
individual pane to refresh the data for that pane. Click the refresh
icon in the upper right corner of the dashboard to refresh all panes.

The dashboard panes are not automatically refreshed if your
HPCA Console session times out. You must manually refresh the
panes after you sign in again if you want to get the latest
information from the database.

5 Resets the appearance of all panes within the dashboard to their
factory default settings.

@ For panes containing HPCA data, show the corresponding report.
For panes containing information from external web sites or RSS
feeds, go to the source web site.

Open a “quick help” box or tool tip. Click this button once to see a
brief description of the dashboard pane. Click it again to hide the
quick help text.

Open a context sensitive online help topic for this pane. This
control is only available when the quick help text is visible.

Minimize a dashboard pane.

Maximize a dashboard pane.

B E N

After maximizing, restore the pane to its original size.

If you minimize a dashboard pane, the other panes will expand in size to fill
the dashboard window. Likewise, if you maximize a dashboard pane, the other
panes will be covered. To restore a pane that has been minimized, click the
gray button containing its name at the bottom of the dashboard. In this
example, the 24 Hour Service Events pane has been minimized:

Figure 3 Button that Restores a Dashboard Pane

24 Hour Service Events

Chapfter 4



You can drag and drop the panes to rearrange them within the dashboard
window. You cannot, however, drag a pane outside of the dashboard.

When you customize the appearance of a dashboard by resizing or rearranging
its panes—or switching between the chart and grid view in one or more
panes—this customization is applied the next time you sign in to the HPCA
Console. The dashboard layout settings are stored as a local Flash shared
object (like a browser cookie) on your computer. The settings are saved unless
you explicitly delete them. See Delete Dashboard Layout Settings on page 504
for instructions.

) If you press the F5 function key while viewing one of the dashboards, you will
return to that dashboard page after your browser reloads the HPCA Console.

In some grid views, trend indicators show you how a particular parameter is
trending since the previous scan:

Table 13 Trend Indicators

Icon |Color |Direction |Description

4+ Red Up Parameter has increased; the trend is bad.
4 Green Up Parameter has increased; the trend is good.
o Red Down Parameter has decreased; the trend is bad.
+ Green Down Parameter has decreased; the trend is good.

For example, in the Vulnerability Impact by Severity (pie chart) on page 101,
if the number of High severity vulnerabilities has increased, a red arrow
pointing up is displayed. If the number High severity vulnerability has
decreased, a green arrow pointing down is displayed.

To assess the trend, HPCA summarizes each day’s data at midnight local time.
For this reason, the data for the current day is incomplete. The trending
indicator is based on the previous two days.
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Dashboard Perspectives

Perspectives enable you to limit the information displayed in the dashboard
panes to certain types of devices. The following three perspectives are
available by default:

e Global — All devices (no filter is applied).

e Mobile — Laptops and other mobile computing devices. This includes all
devices with the following chassis types:

— Portable

— Laptop

— Notebook

— Hand Held
— Sub Notebook

e Virtual — Virtual devices. This includes all devices whose Vendor and
Model properties indicate VMware.

You can also define up to two additional perspectives. See “Adding Custom
Dashboard Perspectives and Filters” in the Enterprise Manager Guide for
detailed instructions.

To apply a perspective, select it in the Perspectives box in the upper left corner
of the console:

@1 Perspectives

(=) Glokal

i) Mobie

i) Wirtual
Due to the nature of the data that they display, certain dashboard panes are
not affected by the perspectives. When you select either the Mobile or Virtual

perspective, a highlighted message appears at the top of any pane that is not
affected:

Filter or Perspective ot Applicable

Panes that are not affected are also outlined in orange.
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The following dashboard panes are not affected by perspectives:

Historical Vulnerability Assessment on page 103
Historical Compliance Assessment on page 125
Microsoft Security Bulletins on page 147

HP Live Network Announcements on page 110

When you select a perspective, it is applied to all the dashboard panes in the
HPCA Console except those that indicate, “Filter or Perspective Not
Applicable, as shown above. You cannot apply a perspective to an individual
dashboard pane.

Dashboard Filters

Another way to limit the amount of data displayed in the dashboards is to use
a custom Reporting filter that you have created. You can select a filter from
the drop-down menu in the upper right corner of the dashboard:

Fitter by: [Mone | YLLS

VWindows Vista Devices
Windows XP Devices
Blades Qnhy

Iy Subnet Onby

The drop-down menu includes all filters currently defined in the
Console.properties file. To add a custom filter to this menu, see “Adding
Custom Dashboard Perspectives and Filters” in the Enterprise Manager
Guide.

HPCA Operations Dashboard

This dashboard shows you the work that the HPCA infrastructure is doing in
your enterprise. It shows you three things:

Using the Dashboards
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¢ The number of service events (installs, uninstalls, updates, repairs, and
verifies) that have occurred

e The types of operations (OS, security, patch or application) that HPCA has
performed

The client connection and service event metrics are reported in two time
frames. The Executive View shows the last 12 months. The Operational View
shows the last 24 hours. Both views contain the following information panes:

Client Connections on page 94

Service Events on page 96

The Executive View also includes the following pane:
12 Month Service Events by Domain on page 98

All of these panes are visible by default. You can configure the dashboard to
show or hide any of these panes. See Dashboards on page 352.

When you click HPCA Operations in the left navigation pane, the HPCA
Operations home page is displayed. This page contains statistics and links to
pertinent reports.

Client Connections

The chart view of this pane shows you the number of HPCA agent client
connections that have occurred over the last twelve months (Executive View)
or 24 hours (Operational View). When you rest the cursor on a data point, you
can see the total number of connections for that month or hour.
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Figure 4 12 Month Client Connections
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The grid view for this pane lists the total number of client connections

completed during each of the last twelve months.
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Figure 5 24 Hour Client Connections
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The dashboard panes use your local time zone to display the date and time.
The reports available on the Reporting tab use Greenwich Mean Time (GMT)
by default. Individual report packs, however, can be configured to use either
GMT or local time.

The grid view for this pane lists the number of client connections completed
during each of the last 24 hours.

Service Events

The chart view of this pane shows the number of service events that HPCA
has completed over the last twelve months (Executive View) or 24 hours
(Operational View) on the client devices in your enterprise. These include the
number of applications that HPCA has:

e Installed
e  Uninstalled
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e Updated
¢ Repaired
e Verified

When you rest the cursor on a data point, you can see the number of service
events that were completed during a particular month or hour.

Figure 6 12 Month Service Events
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The grid view for this pane lists the number of each type of service event that
was completed by HPCA during each of the last twelve months.
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Figure 7 24 Hour Service Events
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) The dashboard panes use your local time zone to display the date and time.
The reports available on the Reporting tab use Greenwich Mean Time (GMT)
by default. Individual report packs, however, can be configured to use either
GMT or local time.

The grid view for this pane lists the number of each type of service event that
was initiated by HPCA during each of the last 24 hours.

12 Month Service Events by Domain

The chart view of this pane shows you how many of each of the following
services that HPCA performed during each of the last 12 months:

¢ Operating system (OS) operations
e Security operations

e Patch operations
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e Application operations

If fewer than 12 months of data are available, the chart will contain fewer
bars.

Figure 8 12 Month Service Events by Domain
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You can view the data presented in this chart in two ways.

e Stacked — the different types of service events are stacked vertically in a
single bar for each month, as shown here.

e Bar - a separate bar for each type of service event is shown for each
month.

The grid view lists the number of each type of service that HPCA performed
during each of the last twelve months.
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Vulnerability Management Dashboard

HPCA has the ability to collect security vulnerability information for each
managed client system in your enterprise. This information is then
aggregated and displayed in the Vulnerability Management dashboard.

HPCA is integrated with HP Live Network, which provides updated
vulnerability definitions and an executable client scanner.

) For a list of common vulnerability management terms used throughout the
Vulnerability Management dashboard and reports, see Security and
Compliance Management on page 47.

HPCA uses the Common Vulnerability Scoring System (CVSS) Base score to
place each client device in the enterprise into one of the following severity
categories:

Table 14 Severity Categories

Highest CVSS Base Score for this
Icon Category Device
X High Between 7.0 and 10
WV Medium Between 4.0 and 6.9
! Low Less than 3.9
i No Vulnerabilities No vulnerabilities detected
a Unknown No data available for this device
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The highest severity vulnerability present on a device determines its category.
If a device has at least one High severity vulnerability, its category is High. If
a device has no High severity vulnerabilities but has at least one Medium
severity vulnerability, its category is Medium, and so on.

A If the severity of a particular vulnerability is Unknown, and the CVSS score
is null, be sure to investigate this vulnerability thoroughly by using the NVD,
the CVE repository, and any other resources at your disposal. In this
situation, HPCA may be unable to provide the information that you need to
make an informed decision regarding the issue.

The Vulnerability Management dashboard Executive View includes the
following four information panes:

e Vulnerability Impact by Severity (pie chart) on page 101

e Vulnerability Impact by Severity (bar chart) on page 111

e Vulnerability Impact on page 105

e Historical Vulnerability Assessment on page 103

The Operational View includes the following four information panes:
e HP Live Network Announcements on page 110

e Most Vulnerable Devices on page 113

e Most Vulnerable Subnets on page 114

e Top Vulnerabilities on page 116

You can configure the dashboard to show or hide any of these panes. See
Dashboards on page 352.

) When you click Vulnerability Management in the left navigation pane on the
Home tab, the Vulnerability Management home page is displayed. This page
contains statistics and links to pertinent reports.

Vulnerability Impact by Severity (pie chart)

The chart view for this pane shows you the percentage of scanned devices in
the enterprise that fall into each of the following five categories based on the
highest severity vulnerability detected on each device:

e High (red)
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e Medium (orange)

e Low (yellow)

¢ No Vulnerabilities (green)
e  Unknown (blue)

To see the number of devices in each severity category, rest the cursor on the
corresponding sector of the pie chart.

Figure 9 Vulnerability Impact by Severity

Vulnerability Impactby Severity
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If you click one of the wedges in the pie chart, a new browser window opens,
and a detailed report is displayed. The report is filtered based on the severity
category corresponding to the wedge that you clicked. After you click a wedge
and open a report, that wedge separates from the rest of the pie, as shown
here:
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Figure 10 Vulnerability Impact by Severity
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The grid view shows you how many devices fall into each severity category
and whether the device count for that category has increased, decreased, or
stayed the same since the previous vulnerability scan.

Related Topics:
Using the Dashboards on page 87
Vulnerability Management Dashboard on page 100

Security and Compliance Management on page 47

Historical Vulnerability Assessment

This pane shows how the information displayed in the Vulnerability Impact by
Severity panes changes over time.

Using the Dashboard's 103



The chart view of this pane shows you the average aggregate risk in your
enterprise over a period of time. The vertical axis represents the number of
devices. The horizontal axis represents time. You can display the last seven
days, 30 days, or 365 days of data. Each colored region represents the number
of devices in each of the severity categories: High (red), Medium (orange), Low
(yellow), No Vulnerabilities (green), and Unknown (blue).

Figure 11 Historical Vulnerability Assessment
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When you rest the cursor on a data point that lies on a line between colored
regions, a circle highlighting that data point appears, and a tool tip shows you
the number and percentage of devices in that vulnerability category on that
day.

Figure 12 Tool Tip

Scanned on : 09/01/2007 7:24 AM
230 (out of 490) devices with High VYulnerabilities. (456.9%)
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In this example, 46.9% of the 490 devices scanned had at least one high
severity vulnerability. The tool tip always displays information from the last
vulnerability scan performed. Typically a scan is performed daily. If a scan
was not performed for several days, the graph will be flat for those days, and
the information in the tool tip will not change.

The tool tips always show you when the most recent vulnerability scan was
performed. As you analyze your vulnerability data, be sure to check the date of
the most recent scan.

Note that the appearance of the circle that appears around the data point
when a tool tip is displayed will vary depending on the color of the region
underneath the circle.

The grid view for this pane lists of the number of devices in each risk category
on each day during the specified time period. The grid also indicates the date
on which the environment was last scanned.

Although the chart does not contain a band for devices in the Unknown
severity category, the grid view includes a column for these devices.

Related Topics:
Using the Dashboards on page 87
Vulnerability Management Dashboard on page 100

Security and Compliance Management on page 47

Vulnerability Impact

The chart view of this pane shows you the relative numbers of devices that are
affected by a particular vulnerability. There is one circle per vulnerability, and
the size of the circles indicates the number of devices affected. The color of
each circle represents the severity of the vulnerability: High (red), Medium
(orange), Low (yellow), and Unknown (blue).

The vertical axis represents severity as measured by the CVSS Base score; the
horizontal axis represents time since the vulnerability was first published in
the National Vulnerability Database (NVD). For example:

e Large red circles in the upper right portion of the chart represent severe
vulnerabilities that affect a large number of devices and have been
published for a relatively long time.
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e Small yellow circles in the lower left portion represent issues that are of
low severity, affect a smaller number of devices, and were published in the
NVD relatively recently.

¢ An ideal chart would have no red bubbles in the upper right corner. This
would imply that severe vulnerabilities are dealt with quickly.

When you rest your cursor on a particular circle, a tool tip shows you the
following information about the vulnerability that the circle represents:

Severity category (high, medium or low)
CVE identifier and title

Publication date

Number of devices affected

Total number of scanned devices

If you click one of the circles in the chart, a new browser window opens, and a
detailed report is displayed. The report shows the number of devices affected
by this vulnerability and information about the vulnerability itself. To obtain
a list of affected devices, click the number of Devices Impacted in the report.
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Figure 13 Vulnerability Impact
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You can use the three sliders to zoom in on a particular data region. The
sliders determine how many circles appear in the chart and the scale
represented by each axis.

e The horizontal slider at the top of the pane enables you to specify an
impact range as measured by the number of managed devices affected by
a particular vulnerability.

e The vertical slider on the left enables you to zoom in on a severity range as
measured by the CVSS base score.

e The horizontal slider at the bottom of the pane enables you to specify the
age of the vulnerabilities displayed. The age is based on the date when a
vulnerability was originally published; it does not reflect subsequent
modifications to the vulnerability definition.

By default, the age span displayed is 45 days. You can specify this default
value when you configure the Vulnerability Management dashboard. See
Dashboards on page 352.
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When the triangles (/) are at opposite ends of a slider, the entire data range
is visible. When the triangles are closer together, only a subset is visible. You
can adjust both triangles on each slider.

If no data appear in the chart, move the triangles to the opposite ends of all
three sliders to expose the entire data range.

In the following example, vulnerabilities with a CVSS base score of 6 or
greater are shown:

Figure 14 CVSS of 6 or Greater
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In the following example, only vulnerabilities with CVSS base scores of 6 or
greater that were released during the most recent 500 days are shown:
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Figure 15 Most Recent 500 Days
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The grid view for this pane provides the following information for each
vulnerability detected:

e OVAL ID - OVAL identifier for this vulnerability
e CVE ID - CVE identifier for this vulnerability
e Description — from the OVAL definition

e Severity — High, Medium, or Low severity icon and CVSS base score for
this vulnerability

e Age — Number of days since this vulnerability was published in the NVD
¢ Device Count — number of client devices affected

The grid view displays data corresponding to the data displayed in the chart
at the time the grid view is selected. If the sliders on the chart are adjusted to
show a subset of the data, only this subset will appear in the grid view.

The grid is initially sorted by Device Count. To change the sort parameter,
click the pertinent column heading.
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To find more information about a particular vulnerability, click its OVAL or
CVE identifier.

Related Topics:
Using the Dashboards on page 87
Vulnerability Management Dashboard on page 100

Security and Compliance Management on page 47

HP Live Network Announcements

This pane contains the most recently published HP Live Network
vulnerability release announcements. This information is provided by an RSS
feed from the HP Live Network subscription site. By default, this pane is not
enabled, because it requires HP Live Network credentials to be specified
before it can display information. See Dashboards on page 352 for information
about configuring your HP Live Network credentials.

Figure 16 HP Live Network Announcements
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To find more information about a particular announcement, click the F icon
just below its title. A new browser window will open to the HP Live Network
subscription support site. You must have an active HP Live Network
subscription to access this site.

This pane does not have a chart view.

When you enable this pane on the Configuration tab, you can change the URL
for the RSS feed, as well as the location of the HP Live Network
authentication server (see Dashboards on page 352 ). You may also need to
enable a proxy server (see Configure the Connection to the HP Live Network
Server on page 295 and Proxy Settings on page 277).

Related Topics:
Using the Dashboards on page 87
Vulnerability Management Dashboard on page 100

Security and Compliance Management on page 47

Vulnerability Impact by Severity (bar chart)

The chart view for this pane shows you the percentage of scanned devices in
the enterprise that fall into each of the following five categories based on the
highest severity vulnerability detected on each device:

e High (red)

e Medium (orange)

e  Low (yellow)

¢ No Vulnerabilities (green)
¢  Unknown (blue)

The horizontal axis represents the percentage of devices affected in your
environment. The vertical axis represents the four severity categories.
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Figure 17 Vulnerability Impact by Severity
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If you click one of the colored bars in the chart, a new browser window opens,
and a detailed report is displayed. The report is filtered based on the severity
category corresponding to the bar that you clicked.

The grid view for this pane shows the same information in text format. It has
two columns:

e Status — severity by category
e Percentage of Impacted Devices — same as chart view

The grid also indicates whether the percentage of devices in each category has
increased, decreased, or remained the same since the previous scan.

Related Topics:
Using the Dashboards on page 87
Vulnerability Management Dashboard on page 100

Security and Compliance Management on page 47
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Most Vulnerable Devices

The chart view for this pane shows you the ten devices in your network that
have the largest number of vulnerabilities. The colored segments in the chart
represent the percentage (or number) of vulnerabilities present on a given
device that fall into each of the following four categories:

e High (red)

e Medium (orange)
e  Low (yellow)

e Unknown (blue)

The vertical axis lists devices by Device Identifier, and the horizontal axis
shows the percentage or number of failed tests (vulnerabilities) in each risk
category for this device.

Figure 18 Most Vulnerable Devices
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To display the total number of vulnerabilities for each device listed, click
Count. In this case, the horizontal axis uses a logarithmic scale.

If a particular device has only one vulnerability, no data is shown for that
device in the Count view. This is a known limitation of logarithmic scales. The
data is visible in the grid view, however.

If you click one of the colored bars in the chart, a new browser window opens,
and a detailed report for this device is displayed. This report is not filtered by
severity — all vulnerabilities for this device are listed regardless of which
colored area you clicked.

If you rest the cursor on one of the colored bars in the chart, you can see the
number (and percentage) of vulnerabilities in each severity category for a
particular device.

The grid view provides the following information for each device:

e Max Severity — CVSS Base score for the highest severity vulnerability
detected for this device

e Device — Device identifier
e TFailed Tests — number of vulnerabilities detected
e Last Scan Date — date and time of the most recent HP Live Network scan

The table is initially sorted by Failed Tests. To change the sort parameter,
click the pertinent column heading.

Related Topics:
Using the Dashboards on page 87
Vulnerability Management Dashboard on page 100

Security and Compliance Management on page 47

Most Vulnerable Subnets

The chart view of this pane shows you the ten most vulnerable subnets in the
enterprise. It indicates the percentage of devices in each severity category:
High (red), Medium (orange), Low (yellow), Unknown (blue), and No
Vulnerabilities (green).

By default, this pane is disabled. To enable it, see Dashboards on page 352 .

Chapfter 4



To view information about the devices in each subnet, rest the cursor over the
horizontal bar for that subnet. A pop-up box shows you the number and
percentage of devices in each severity category in this particular subnet.

Figure 19 Most Vulnerable Subnets
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To display the number of vulnerable devices instead of the percentage, click
Count. In this case, the horizontal axis uses a logarithmic scale.

If a particular subnet has only one vulnerability, no data is shown for that
subnet in the Count view. This is a known limitation of logarithmic scales.
The data is visible in the grid view, however.

The grid view provides the following information for each subnet:
® Subnet address

e Total number of devices in the subnet

e Number of devices in each severity category

The table is initially sorted by High Risk devices. To change the sort
parameter, click the pertinent column heading.
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Related Topics:
Using the Dashboards on page 87
Vulnerability Management Dashboard on page 100

Security and Compliance Management on page 47

Top Vulnerabilities

The chart view of this pane shows you the ten security vulnerabilities that
affect the greatest number of devices in your network. The vertical axis lists
the CVE Identifiers for these ten vulnerabilities. The horizontal axis
represents the number of devices affected and uses a logarithmic scale. The
colors of the bars reflect the severity of each vulnerability:

e High (red)

e Medium (orange)
e Low (yellow)

e  Unknown (blue)

Because this chart uses a logarithmic scale, if a particular vulnerability
affects only one device, no data is shown for that vulnerability in the chart
view. This is a known limitation of logarithmic scales. The data is visible in
the grid view, however.
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Figure 20 Top Vulnerabilities
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If you rest the cursor on the colored bar for a particular vulnerability, the CVE
Identifier and description, severity, and number of devices affected is shown:

Figure 21 Tool Tip

High Sewerity CVE-2005-1154 (Mozilla Glebal Pellution
“ulnerakbility) Publizhed on: Aug 16, 2005 12:00:00 PM
10 {out of 500} vulnerable devices.

Click on the chart to view detailz in HPCA Reporting
Server.

If you click one of the colored bars in the chart, a new browser window opens,
and a filtered report is displayed. The report lists all devices that have this
vulnerability.

The grid view provides the following information for the top ten
vulnerabilities detected:

e OVAL ID — OVAL ID for this vulnerability
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CVE ID - CVE ID for this vulnerability
Description — from the CVE
Severity — CVSS Base score for this vulnerability

Platform Family — general type of operating system (for example,
Windows)

Device Count — number of devices affected by this vulnerability

The table is initially sorted by Device Count. To change the sort parameter,
click the pertinent column heading.

To find more information about a particular vulnerability, click its CVE ID or
OVAL ID.

Related Topics:

Using the Dashboards on page 87

Vulnerability Management Dashboard on page 100

Security and Compliance Management on page 47
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Compliance Management Dashboard

HPCA has the ability to collect regulatory compliance information for each
managed client device in your enterprise. This information is then aggregated
and displayed in the Compliance Management dashboard.

HPCA is integrated with HP Live Network, which provides updated
Compliance definitions and an executable client scanner.

Client devices are scanned using compliance rules that are based on
established regulatory compliance standards, such as the Federal Desktop
Core Configuration (FDCC) standard and the Center for Internet Security
(CIS) standard. Compliance rules are specified using the Security Content
Automation Protocol (SCAP).

) For more information about FDCC, CIS, and SCAP — including a list of
common compliance management terms used throughout the Compliance
Management dashboard and Compliance Management reports — see Security
and Compliance Management on page 47.

The Compliance Management dashboard has a summary page and two views:
The Executive View includes the following information panes:

e Compliance Summary by SCAP Benchmark on page 123

e Compliance Status on page 120

e Historical Compliance Assessment on page 125

The Operational View includes the following information panes:

e Top Failed SCAP Rules on page 129

e Top Devices by Failed SCAP Rules on page 130

You can configure the dashboard to show or hide any of these panes. See
Dashboards on page 352 for additional information.

) When you click Compliance Management in the left navigation pane on the
Home tab, the Compliance Management home page is displayed. This page
shows you the number of managed client devices that have been scanned and
provides links to pertinent reports.

Using the Dashboards 179



Compliance Status

This pane shows you the state of regulatory compliance across your enterprise
based on the results of the most recent compliance scan completed on each
managed client device. The chart view for this pane shows you the percentage
of scanned devices that are in or out of compliance:

e Compliant devices (green)
e Noncompliant devices (red)

To see the number (or percentage) of devices in each state of compliance, rest
the cursor on the corresponding sector of the pie chart.

Figure 22 Compliance Status
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The number in the upper left hand corner of the pane is the total number of
managed devices that were scanned. This number may not match the sum of
the compliant and noncompliant devices, because some benchmarks do not
apply to certain devices. For example, the fdcc-ie-7 benchmark does not apply
to devices that do not have Internet Explorer 7 installed. If none of the
benchmarks are applicable to a particular device, that device is considered to
be neither compliant nor noncompliant.

Data for each device is aggregated across all profiles in the benchmark. If a
device is compliant with all applicable profiles in a benchmark, the device is
considered to be compliant with that benchmark. If a device is not compliant
with even one profile in the benchmark, the device is considered
noncompliant.

If you click one of the wedges in the pie chart, a new browser window opens,
and the Compliance Summary by SCAP Benchmark report is displayed. This
report is not filtered.

After you click a wedge and open a report, that wedge separates from the rest
of the pie, as shown here:
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Figure 23 Compliance Status After Report Opens
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The grid view shows you how many devices are compliant or noncompliant. If
you click either Compliant or Noncompliant in the grid view, the Compliance
Summary by SCAP Benchmark report opens in a new browser window. The
report is not filtered.

If you click the Launch Report |E| button in this pane, the Benchmark
Summary report opens. This report lists all profiles for which there are scan
results, and it is not filtered.

Related Topics:
Using the Dashboards on page 87
Compliance Management Dashboard on page 119

Security and Compliance Management on page 47
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Compliance Summary by SCAP Benchmark

The chart view for this pane shows you the number (or percentage) of scanned
devices in the enterprise that are in or out of compliance with the associated
SCAP benchmark:

e Compliant devices (green)
e Noncompliant devices (red)

Figure 24 Compliance Summary by SCAP Benchmark
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Only those benchmarks for which there are scan results are shown. Data for
each device is aggregated across all profiles in the benchmark. If a device is
compliant with all applicable profiles in a benchmark, the device is considered
to be compliant with that benchmark. If a device is not compliant with even
one profile in the benchmark, the device is considered noncompliant.
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When you rest the cursor on one of the colored bars in the chart, a tool tip
shows you information about the benchmark, including the number (or
percentage) of devices in the pertinent state of compliance.

Figure 25 Tooltip

FOCC-XP-Firewrall v1.0
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Click on the chart to view detailz in HPCA Reporting Server.

The tool tip always displays information from the last compliance scan
performed. Typically a scan is performed daily.

If you click one of the colored segments in the bar chart, a new browser
window opens, and the SCAP Scanned Devices report is displayed. The report
is filtered based on the benchmark, version, and compliance status
corresponding to the segment that you clicked.

The grid view for this pane shows you the number (and percentage) of devices
that are compliant or noncompliant with each benchmark version. If you click
a Benchmark ID in the grid view, the SCAP Compliance Rules by CCE report
opens. The report is filtered based on the Benchmark ID you clicked.

If you click the Launch Report |E| button in this pane, the Benchmark
Summary report opens. This report lists all profiles for which there are scan
results, and it is not filtered.

If the same Benchmark ID appears more than once in the chart view for this
pane, that is because different versions of the benchmark were tested. You can
view the benchmark version in the chart view tooltip or in the grid view. All
versions of a benchmark for which there are scan results are listed in the
chart and grid view.

Related Topics:
Using the Dashboards on page 87
Compliance Management Dashboard on page 119

Security and Compliance Management on page 47
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Historical Compliance Assessment

Once per day, HPCA takes a snapshot of the compliance scanning results
across your enterprise. Based on this snapshot, an average default score is
calculated for each benchmark, version, and profile among the devices to
which that profile applies. This information pane shows you the average
default score for each benchmark version over time.

Figure 26 Historical Compliance Assessment
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If a particular benchmark version contains multiple profiles, an “average of
averages” calculation is performed. The average score for all profiles in that
benchmark version is calculated.
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The vertical axis represents the average default score. The horizontal axis
represents time. Each colored line represents a different benchmark and
version. The following benchmark versions are displayed in this chart:

FOCC-Windows-Vista w1.2.0.0
FOCC-Windows-Vista w1.1.0.0

. FOCC-Windows-Vista w1.0
fdee-ie-7 w1.2.0.0

fdog-ie-T w1.0

fdoc-ie-7 w1.1.0.0

FOCC-XP-Firewwall w1.0

FOCC-Vista-Firewall w1.1.0.0

FOCC-¥P-Firevwall w1.2.0.0

FOCC-¥P-Firevwall w1.1.0.0

FOCC-Windows-XP v1.0

FOCC-Windows-¥P v1.1.0.0
. FOCC-Vista-Fireweall w1.0
FOCC-Windows-¥P +1.2.0.0

FOCC-Vista-Firewall v1.2.0.0

The colors are assigned dynamically and are not always the same for a specific
benchmark and version. Refer to the legend to see the current color
assignments.

When you rest the cursor on one of the colored lines, a tool tip shows you the
following information:

e Benchmark name and version
e Snapshot date

e Average default score for all devices that were scanned for this benchmark
version. If the benchmark contains multiple profiles, this score represents
the average across all profiles.
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To hide a particular line in the chart view, click the corresponding item in the
legend. Hidden items are shown in non-bold, italic text in the legend. To show
this line again in the chart, click the legend item again.

In the following image, only benchmarks pertinent to Internet Explorer 7 are

displayed in the chart:
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;En _4—] FDCC-Vista-Firewsll vi.1.0.0
moan
FDCC-XP-Firewsil v1.2.0.0
FDCC-XP-Firewsll v1.1.0.0
=20 FDCC-Windows-XF vi.0
FDCC-Windows-XF vi.1.0.0
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~ J FDCC-Windows-XFP vi.2.0.0
/09 708 2/08 09
Dates FDCC-Vizis-Firews!l vi.2.0.0
10/15/2009 10:16 AM | |:| =]

You can use the sliders to zoom in on a particular region in the data. The
sliders determine how much data appears in the chart. The range (scale) of
the axis changes to represent only that range selected by the sliders. When
you move or click one of the sliders, a tooltip shows you the date or score.

¢ The horizontal slider at the bottom of the pane enables you to specify a
date range.
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¢ The vertical slider on the left enables you to specify an average default
score range.

By default, the date range displayed runs from the date of the earliest
compliance scanning snapshot to the date of the most recent snapshot. The
average score range runs from zero to 100 by default. In the image above, both
the date and score ranges have been constrained using the sliders.

When the triangles (/%) are at opposite ends of a slider, the entire data range
is visible. When the triangles are closer together, only a subset is visible. You
can adjust both triangles on each slider.

If no data appear in the chart, move the triangles to the opposite ends of all
three sliders to expose the entire data range.

This pane will not contain data if a fewer than three daily compliance
scanning snapshots have been taken—or if no devices have yet been scanned.

If you have just started collecting historical data, you can switch to the grid
view to see that data. The grid view for this pane lists the daily average
default score for each benchmark version. The table is initially sorted by date,
with the most recent snapshot date listed first.

If you narrow down the data range displayed in the chart by using the sliders
or by hiding some benchmark versions, the grid view will honor your
customizations, and it will only contain the restricted data set.

If you refresh the chart by clicking on the circular arrow icon, the chart is
restored to its initial state. The sliders return to the full-range position, all
available data is displayed, and all benchmark versions are displayed.

If you click the Launch Report @ button in this pane, the Historical
Compliance Assessment report opens. This report lists all profiles for which
there are scan results. The average score for each profile is shown.

Related Topics:
Using the Dashboards on page 87
Compliance Management Dashboard on page 119

Security and Compliance Management on page 47
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Top Failed SCAP Rules

The chart view for this pane shows you the ten compliance checks (SCAP
rules) that failed most frequently in your enterprise. The vertical axis lists the
names of the pertinent compliance rules. The horizontal axis represents the
number of managed client devices that are out of compliance with each rule.

To see the number of devices that failed a particular rule, rest the cursor on
one of the colored bars in the chart.

Figure 27 Top Failed SCAP Rules
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If you click one of the colored bars in the chart, a new browser window opens,
and the SCAP Compliance Rules by CCE report is displayed. The report is
filtered by the benchmark, version, profile, and Rule ID that corresponds to
the bar that you clicked.
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The grid view for this pane shows you the number of devices that failed each
rule as well as the benchmark, version, and profile associated with the rule. If
you click a Rule ID or Number of Devices in the grid view, the SCAP
Compliance Rules by CCE report opens. The report is also filtered by the
benchmark, version, profile, and Rule ID that corresponds to the row in the
grid view where you clicked.

If you click the Launch Report IE button in this pane, the Top Failed SCAP
Rules report opens. This reports lists the ten rules that failed on the greatest
number of devices. It is not filtered.

Related Topics:
Using the Dashboards on page 87
Compliance Management Dashboard on page 119

Security and Compliance Management on page 47

Top Devices by Failed SCAP Rules

The chart view for this pane shows you the managed client devices in your
enterprise that failed the highest number of regulatory compliance checks
(SCAP rules). The vertical axis lists the names of the pertinent devices. The
horizontal axis represents the number of compliance rules that failed in the
most recent compliance scan for each device listed.

Each bar represents the scan results for a specific benchmark, version, and
profile on a specific device. To view additional detail, rest the cursor on one of
the colored bars in the chart.

Because each bar corresponds to a different benchmark, version, and profile, it
is possible to have one device appear multiple times in this pane.
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Figure 28 Top Devices by Failed SCAP Rules

Top Devices by Failed SCAP Rules o8

CMVITEST

CMWITSTV

1

LT U

o0

M

RATWVMZ

=2

g uEy

CAVMTST11

=1

SURFRAT

JOSH-VM2

=]
ea
£
s
=]

80 ] 100 120 143 180 180
Number of Failed Rules

10/31/2008 10:04 AM NP ERREN N

If you click one of the colored bars in the chart, a new browser window opens,
a detailed report is displayed. The report is filtered based on the device,
benchmark, version, and profile corresponding to the bar that you clicked. The
report has two parts:

e The Devices Scanned for Compliance portion of the report shows summary
information about the most recent scan results for this benchmark,
version, and profile on this device.

e The SCAP Compliance Rules by CCE portion of the report shows all of the
rules associated with this benchmark, version, and profile.
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The grid view for this pane shows you the number of rules that failed, the
default score, and the date of the most recent scan for each device in the chart
view. If you click a Device in the grid view, the Devices Scanned for
Compliance report opens for that Device. The report is filtered to show the
most recent scan results for this benchmark, version, and profile.

If you click the Launch Report IE button in this pane, the Top SCAP
Noncompliant Devices report opens. This report is not filtered.
Related Topics:

Using the Dashboards on page 87

Compliance Management Dashboard on page 119

Security and Compliance Management on page 47

Chapfter 4



Security Tools Management Dashboard

HPCA has the ability to scan the managed client devices in your enterprise to
determine what types of security tools are present and collect pertinent
information regarding the products detected. The following types of security
products are supported:

e Anti-spyware tools
e Anti-virus tools
e  Software firewalls

The collected information is then aggregated and displayed in the Security
Tools Management dashboard.

HPCA is integrated with HP Live Network, which provides an executable
security tool scanner.

The Security Tools Management dashboard has two views: the Executive View
and the Operational View.

The Executive View includes the following information panes:

e Security Product Status on page 134

e Security Product Summary on page 136

The Operational View includes the following information panes:
e Most Recent Definition Updates on page 138

e Most Recent Security Product Scans on page 139
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You can configure the dashboard to show or hide any of these panes. See
Dashboards on page 352 for additional information.

) When you click Security Tools Management in the left navigation pane on the
Home tab, the Security Tools Management home page is displayed. This page
provides links to pertinent reports and shows you various statistics about
Security Tool Management in your environment:

Devices Managed — Number of devices that are entitled to the HPCA
Security Tools service that collects information on various security products

Devices Scanned — Number of devices that have been scanned by the HPCA
Security Tools service

Last Scan Date — The last time that any of the devices in your environment
were scanned by the HPCA Security Tools service

Scanner Last Downloaded On — The time when the Security Tools scanner
was most recently downloaded from the HP Live Network site to HPCA. See
Update HP Live Network Content on page 65 for more information.

Security Product Status

The chart view for this pane shows you how many managed client devices
have security tools — such as anti-spyware, anti-virus, or firewall software
products — installed and enabled. You can display this information in either
bar chart or stacked bar chart format. In both cases, the vertical axis shows
the number of devices, and the horizontal axis shows the types of security
tools detected.

The colors in the chart represent the following four conditions:
Table 15 Security Tool Detection States

Color Interval
B | Green Product was detected, and it was enabled.
Yellow Product was detected, but it was not enabled.
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Table 15 Security Tool Detection States

Color Interval
B Red Product was not detected.
U |Blue Unknown

The state of a scanned device is considered Unknown under any of the
following conditions:

e The HP Live Network security tools scanner looked for this tool but was
unable to determine its state.

¢ The scanner looked for this tool, but no scan records were found.
e The scanner did not look for this tool.

You can display this chart in either normal bar chart format (as shown here)
or stacked bar format.

Figure 29 Security Product Status Pane
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When you hover the mouse over a colored bar in the chart, a tool tip appears
that shows you the number of devices in the corresponding state:

Anti-Spyware
mm Detected and Enabled: 138 g

(o

If you click one of the colored bars in the chart, a new browser window opens,
and a filtered report is displayed. The report shows you the number of
managed client devices where that type of security product (anti-virus,
anti-spyware, or firewall) is in each of the following states: detected and
enabled, detected and disabled, not detected, or unknown.

The grid view for this pane shows you total number of managed client devices
whose security tools are in each state.

Related Topics:
Using the Dashboards on page 87
Security Tools Management Dashboard on page 133

Security and Compliance Management on page 47

Security Product Summary

The chart view for this pane shows you which specific security products were
detected on your managed client devices. The vertical axis shows the number
of devices where each product was detected, and the horizontal axis shows the
types of security tools detected.

The colors in the chart represent different products. Each version of a
particular product is a different color.
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Figure 30 Security Product Summary Pane
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When you hover the mouse over a colored bar in the chart, a tool tip appears
that shows you the number of devices where a specific security product was
detected:

McAffee MAV 5.0
Devices: 180
Product Type: Anti-Virus

If you click one of the colored segments in the chart, a new browser window
opens, and a filtered report is displayed. The report shows you the number of
the managed client devices that have each specific security product of this
type (anti-virus, anti-spyware, or firewall) installed.

The grid view for this pane shows you number of managed client devices that
have each specific security product installed.

Related Topics:
Using the Dashboards on page 87
Security Tools Management Dashboard on page 133
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Security and Compliance Management on page 47

Most Recent Definition Updates

The chart view for this pane shows you how recently the virus and spyware
definitions have been updated on your managed client devices. This
information pertains to all anti-virus and anti-spyware products detected on
your client devices.

You can display this information in terms of either the number (count) or
percentage of devices. The colored bars represent the following update
intervals:

Table 16 Update Intervals

Color Interval

B Red More than 4 weeks

Yellow 2 — 4 weeks

B | Green Less than 2 weeks
Gray Never
Blue Update unknown

When you hover the mouse over a colored bar in the chart, a tool tip appears
that shows you the number and percentage of devices that have been updated
during the corresponding time interval.

Because this chart uses a logarithmic scale for the Count view, if a particular
time interval contains only one device, no data is shown for that time interval
in this view. This is a known limitation of logarithmic scales. The data is
visible in the Percentage view, however, as well as the grid view.
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Figure 31 Most Recent Definition Updates
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The grid view for this pane shows you the same information in table format.
Note that the grid view always uses device counts, not percentages.

If you click one of the colored bars in the chart view, a new browser window
opens, and a filtered report is displayed. The report shows you the number of
managed client devices where the anti-virus and anti-spyware definitions
were updated during each time interval.

Related Topics:
Using the Dashboards on page 87
Security Tools Management Dashboard on page 133

Security and Compliance Management on page 47

Most Recent Security Product Scans

The chart view for this pane shows you how recently your managed client
devices have been scanned for viruses and spyware. This information pertains
to all anti-virus and anti-spyware products detected on your client devices.
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You can display this information in terms of either the number (count) or
percentage of devices. The colored bars represent the following update
intervals:

Table 17 Scan Intervals

Color Interval

B Red More than 4 weeks
Yellow 2 — 4 weeks

B | Green Less than 2 weeks
Gray Never
Blue Scan unknown

When you hover the mouse over a colored bar in the chart, a tool tip appears
that shows you the number and percentage of devices that have been scanned
during the corresponding time interval.

Because this chart uses a logarithmic scale for the Count view, if a particular
time interval contains only one device, no data is shown for that time interval
in this view. This is a known limitation of logarithmic scales. The data is
visible in the Percentage view, however, as well as the grid view.
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Figure 32 Most Recent Security Product Scans
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The grid view for this pane shows you the same information in table format.
Note that the grid view always uses device counts, not percentages.

If you click one of the colored bars in the chart view, a new browser window
opens, and a filtered report is displayed. The report shows you the number of
managed client devices that were most recently scanned by the pertinent
security tool (anti-virus or anti-spyware) during each time interval.

Related Topics:
Using the Dashboards on page 87
Security Tools Management Dashboard on page 133

Security and Compliance Management on page 47
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Patch Management Dashboard

>»

The Patch Management dashboard provides information about any patch
vulnerabilities that are detected on managed devices in your network.

The Executive View of the Patch Management dashboard includes two
information panes:

e Device Compliance by Status (Executive View) on page 142

e Device Compliance by Bulletin on page 144

The Operational View includes three information panes:

e Device Compliance by Status (Operational View) on page 146
e Microsoft Security Bulletins on page 147

e  Most Vulnerable Products on page 148

You can configure the dashboard to show or hide any of these panes. See
Dashboards on page 352.

When you click Patch Management in the left navigation pane on the Home
tab, the Patch Management home page is displayed. This page contains
statistics and links to pertinent reports.

Device Compliance by Status (Executive View)

The chart view of this pane shows you the percentage of devices in your
network that are currently in compliance with your patch policy. The colored
wedges in the pie chart represent the following possible states:

e Patched (green)
e Not patched (red)
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The Device Compliance by Status (Operational View) on page 146 is similar
but has finer-grained detail:

Table 18 Device Compliance By Status Views

Executive View Operational View
Patched Patched
Warning
Not patched Not patched
Reboot Pending
Other

Figure 33 Device Compliance by Status
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To see the number of devices in a particular category, rest the cursor over a
colored sector in the pie chart.
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If you click one of the colored wedges in the pie chart, a new browser window
opens, and a filtered report is displayed. The report lists all devices in the
patch compliance status corresponding to the wedge that you clicked.

The grid view for this pane shows the number of network devices in each of
the compliance states shown in the pie chart.

Device Compliance by Bulletin

The chart view of this pane shows you the ten patch vulnerabilities that affect
the greatest number of devices in your network. The vertical axis lists the
patch bulletin numbers for these vulnerabilities. The horizontal axis
represents the number of devices affected and uses a logarithmic scale.

If a particular bulletin affects only one device, no data is shown for that
bulletin in the chart view. This is a known limitation of logarithmic scales.
The data is visible in the grid view, however.

To see the name of the bulletin and the number of devices affected, rest the
cursor on one of the colored bars.
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Figure 34 Device Compliance by Bulletin
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If you click one of the colored bars in the chart, a new browser window opens,
and a filtered report is displayed. This report shows which managed devices
have this patch vulnerability.

The grid view provides the following information for the top ten patch
vulnerabilities detected:

e Bulletin — The Microsoft Security Bulletin identifier for this vulnerability
e Description — Title of the bulletin
e Not Patched — Number of devices with this patch vulnerability

The table is initially sorted by Not Patched. To change the sort parameter,
click the pertinent column heading.
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To find more information about a particular bulletin, click the bulletin
number.

Device Compliance by Status (Operational View)

The chart view of this pane shows you the percentage of devices in your
network that are currently in compliance with your patch policy. To see the
number of devices in a particular category, rest the cursor over a colored sector
in the pie chart.

This pane is similar to the Device Compliance by Status (Executive View)
pane. This pane shows finer detail and uses the same colors used by the Patch
Manager:

e Patched (light green)

e Not Patched (red)

e Reboot Pending (light gray)
e Warning (dark green)

e Other (yellow)

e Not Applicable (dark gray)
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Figure 35 Device Compliance by Status (Operational View)
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If you click one of the colored wedges in the pie chart, a new browser window
opens, and a filtered report is displayed. The report lists all devices in the
patch compliance status corresponding to the wedge that you clicked.

The grid view shows the number of network devices in each of the compliance
states shown in the pie chart.

Microsoft Security Bulletins

This pane shows you the most recent Microsoft Security Bulletins. By default,
this information is provided by an RSS feed from Microsoft Corporation. You
can change the URL for the feed by using the Configuration tab (see
Dashboards on page 352).
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Figure 36 Microsoft Security Bulletins
Microsoft Security Bulletins
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To view detailed information about a particular bulletin, click the Flicon just

below the bulletin name.

This pane does not have a chart view.

Most Vulnerable Products

This pane is disabled by default. To enable it, see Dashboards on page 352.

The chart view of this pane shows you the software products in your network
that have the largest number of patch vulnerabilities. The vertical axis lists
the software products. The horizontal axis reflects the total number of patches
pertaining to a particular product that have not yet been applied across the

applicable managed devices in the enterprise. For example:
Say that product ABC has 6 bulletins that contain patches

— 10 managed devices require all 6 of these patches
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— 20 managed devices require 3 of these patches
— 50 managed devices only require 1 of the patches
Number of Bulletins for ABC =(10x6) + (20x 3) + (60x 1) =170

Because this chart uses a logarithmic scale, if the Number of Bulletins for a
particular product equals one, no data is shown for that product in the chart
view. This is a known limitation of logarithmic scales. The data is visible in
the grid view, however.

To see the number of devices on which a particular software product is not
patched, rest the cursor over one of the colored bars.

Figure 37 Most Vulnerable Products
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The grid view provides the following information for each product:
e  Product — Name of the software product

e Not Patched — Number of not patched bulletins on all applicable devices
for a particular product

e Applicable Devices — Number of devices on which this product is installed
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e Applicable Bulletins — Number of Microsoft Security Bulletins that
pertain to this product

The table is initially sorted by Not Patched. To change the sort parameter,
click the pertinent column heading.
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5 Managing the Enterprise

The Management area contains the tools you use to manage the client devices
in your environment.. This chapter includes the following topics:

e Directory Objects on page 152

e Managing Directory Policies on page 159

e Service Information on page 168

e Managing Groups on page 170

¢ Deploying the HPCA Agent on page 172

e Importing Devices on page 169

e Managing Jobs on page 174

e Creating Satellite Synchronization Jobs on page 187
e Removal of Old Job Execution Records on page 186
e Managing Virtual Machines on page 189

e Controlling Devices Remotely on page 196

e Managing Operating Systems on page 203

¢ Viewing Out Of Band Details on page 213

e Deploying the Usage Collection Agent on page 215

e Usage Collection Filter Creation Wizard on page 188
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Directory Objects

From the Directories tree on the Management tab, you can view the objects in
your configured directory services. See Directory Services on page 281. You
can view and edit the properties of an object, search its directories, import
devices, and create new groups.

When you click a directory object in the left navigation tree, you see a list of its
children or members in the content pane. The content pane switches between
children or members depending on the type of the selected directory object. If
the directory object is a container type, you will see its children. If the
directory object is a group type, you will see its members.

When you rest the cursor over the name of a child/member object in the list, a
drop-down menu becomes available — click the down- arrow to display the
menu. The options available in the menu vary depending on the hierarchical
context in which the object exists and the HPCA features that are currently
enabled.

152 Chapfer 5



Figure 38 Directory Object View
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The following table summarizes the actions that you can take from the
drop-down menu for a child object.

Table 19 Actions Available from the Drop-Down Menu

Icon

Action

Description

View/Edit Properties

View or edit the properties of this child
object in a new browser window. See
Directory Object View on page 153.

B

Create a Job

Create a Notify or DTM job for this
object. See Managing Jobs on page 174.

G

Remote Control

Access a managed device remotely. See
Controlling Devices Remotely on
page 196

-

Deploy HPCA Agent

Deploy the HPCA Agent to this device so
that it can be managed by HPCA. See
Deploying the HPCA Agent on page 172.

OS Management

Deploy an operating system, or perform a
one-time hardware maintenance
operation. See Managing Operating
Systems on page 203.

View Out of Band
Details

View the Out of Band details for a device
with Intel vPro or DASH-enabled devices.
See Viewing Out Of Band Details on
page 213.

&

Delete this Directory
Object

Delete this object from the HPCA
database. See Importing Devices on
page 169.

In the Directory Object view, there are two toolbars:

e The upper toolbar pertains to the object selected in the Directories tree.

e The lower toolbar pertains to the selected child objects in the grid.

In the example shown in Figure 39 on page 155, the All Devices group is
selected.
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Figure 39 Directory Object View Toolbars
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In this example, the upper toolbar (1) pertains to the All Devices group, and
the lower toolbar (2) pertains to the selected Children (or Members) in the grid
—in this case, Device110 and Devicel13.

Viewing Properties for an Obiject

When you select View/Edit Properties for a directory object, the properties of
this object are displayed in a new browser window (see Figure 40 on
page 156).
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Figure 40 Directory Object Properties Window
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From here, you can perform the following actions:

e C(Click Children to view the object’s children. Click a child object to browse to
that object in the content pane.

¢ (Click Members to view the object’s members. If the object has no members,
this link is not present.

¢ C(Click Policies to view the object’s local policy configuration, and to create
policies for this object.

e C(Click Entitlements to view all resolved policies for this object.

e C(Click Jobs to view a list of current and past jobs for this object. If there are
no jobs for this object, this link is not present.

¢ C(Click Job Executions to view a list of DTM job executions for this object.
See Jobs and Job Executions on page 176 for more information.

e Click Virtual Machines to view a list of the virtual machines that exist on
the server. This link is available only if the selected object is a VMware
ESX Server. For additional information, see Managing Virtual Machines
on page 189.

Searching for an Object

The HPCA Console provides the ability to search for directory objects. This
search is contextual. This means that when you initiate a search, the root of
that search is the current directory object. You can initiate a search from
either the main window or the Directory Object window—both contain a
search button.

) Directory Objects that contain a large number of children may time out when
retrieving a large number of records. Although the console may time out, the
background process will continue to retrieve data until it reaches 10,000
records. If this happens, click the Refresh button to try the request again.

For directory objects with greater than 5000 child nodes, use the Search
interface to navigate to a node within that list. This method will allow you to
bypass possible time outs when browsing nodes with a large number of
children.
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To search for a directory object

1 From the Management tab, Directories area, click the Search Directories E
button.

2 From the Directory Search box, you can define the following parameters:

— Specify the distinguished name (DN) for the search by selecting an
item in the left navigation menu.

— Select the Scope of the search: either the current level or the current
level and all levels below it in the directory hierarchy.

— Create a Filter expression by selecting an attribute, an operator, and
typing in the criteria to match.

) When using the OBJECTCLASS filter, the only valid conditions are
Equals or Does Not Equal. Also, certain directories, such as Active
Directory, do not support wildcard characters included in the search
strings for some attributes.

3 Click Search. The objects that match the criteria you specified are listed in
the Search Results table.

4  Click Reset to begin a new search.
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Managing Directory Policies

As indicated, you can create a directory object’s policy and view its
entitlements from the Management tab of the HPCA Console.

What is a Policy?

A policy defines the services to which users and managed devices are entitled.
It represents a designation of application service entitlements. Policies show
which managed devices are assigned to which packages. A package is a unit of
distributable software or data. Typically, to map services to users, you create
users, assign users to groups, and then assign services to these groups. The
policy information associated with these services determines which data are
to be managed for the user, group, or computer; it determines what services
should be distributed and managed for the agent. In the HPCA model of
policy-based management, it is possible to connect to an external Active
Directory to define your policy entitlements.

Policy Types and How They Work

Before you start to manage policies for your directory objects, you should have
an understanding of policy types and how they work together to determine the
actual resolved policy values for a directory object.

There are three policy types.

The Policy type is the actual granting policy that defines the object’s
entitlement to services.

The Default Policy type is a policy that neither grants nor denies access.
However, if access has been granted to a directory object, then the values in
the Default Policy are used as a default template for the policy assigned to the
object.

The Override Policy type is a policy that neither grants nor denies access.
However, if access has been granted to a directory object, then the values in
the Override Policy will override any equivalent attributes in the actual
granting policy.
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For a given application, more than one default may be encountered when
resolving policy. In this case the defaults are ranked lowest to highest priority
based upon the pri attribute with the lower numeric value having a higher
priority. The same applies to for overrides.

The actual resulting policy that is returned to the Configuration Server will be
the logical set union performed as an ordered overlay. In other words, same
named attributes are replaced. This will be performed as follows:

1 Lowest to Highest Priority DEFAULTS (0...n occurrences)
2 Actual Granting Policy (always singular)
3 Lowest to Highest Priority OVERRIDES (0...n occurrences)

Policy Resolution Examples

This section provides examples demonstrating how the actual policy is
returned to the Configuration Server when default and override policies are
assigned to a directory object that has policy entitlement to a service.

Example 1: simple override
e policy: Firefly <version=7 mode=typical>
e override: Firefly <version=8>

e OUTCOME: Firefly <version=8 mode=typical>

Example 2: simple default
e policy: Firefly <mode=typical>
e default: Firefly <version=7>

e OUTCOME: Firefly <version=7 mode=typical>

Example 3: default and override

e default: Firefly <mode=typical>

e policy: Firefly <version=7 issue=4>

e override: Firefly <version=8 mode=complete>

e QUTCOME: Firefly <version=8 issue=4 mode=complete>
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Example 4: multiple defaults and multiple overrides

e default: Firefly <version=7> - Note: pri defaults to 10

e default Firefly <version=6 pri=5>

e policy: Firefly <mode=typical>

e override: Firefly <mode=complete> - Note: pri defaults to 10
e override: Firefly <mode=typical pri=5>

e OUTCOME: Firefly <version=6 mode=typical>

) Neither defaults nor overrides have any affect to policy resolutions that do not
grant access to the subject (Firefly in the above example). Defaults and
overrides only affect policy objects that are already granted access to an
application - and the effect that they have is only to refine the definition of
that access by possibly altering the set of attributes that contribute to the
POLICY object that is present when the subject object is resolved on the
Configuration Server.
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How to Manage Policies for Directory Obijects

From the Directory Object Properties window, you can manage the local policy
configuration for a directory object by selecting the Policies link in the left
navigation tree.

Figure 41 Directory Object Policy Detail
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m Create an HPCA job

Start a new remote control session
ﬂg Deploy the HPCA Agent

i Create a new group

LR Launch the Policy Management Wizard (drop-down menu allows
" you to choose policy type)

Perform an OS Management task
% Delete this Directory Object

¢ Object links (see Viewing Properties for an Object on page 155)
d Policy Management toolbar:

.{3 Refresh

D Show/Hide filter

There are three tabs in the Directory Object Properties window when you
select the Policies link in the left navigation tree. They allow you to view and
assign policies, set defaults and overrides to policies, create relationships to
other objects to influence policy inheritance, and to set resolution options that
determine how the Policy Server will behave when resolving policies.

) When you click the Policies link, the HPCA Console checks your permissions.
If you do not have write permissions, the Launch the Policy Management Wizard
icon will not appear on the toolbar.

The actions you can perform on these tabs are discussed in the following
sections. In the examples used, we will create a policy for one device. Figure 41
on page 162 shows the different sections of the Directory Object Properties
window. Use this figure to orient where you are in the management console
when performing these tasks.
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By way of recap, to navigate to the Directory Object Properties window to view
and create policies, you do the following:

1

On the Management tab, expand the directory structure under Directories.
The list of available directory services is displayed.

Click the directory service that you want to expand. In our example, it is
Devices. A list of its children appears in the content pane.

To work with a device, navigate to that object, and select View/Edit
Properties from the drop-down menu. A new browser window opens for
that directory object.

Click the Policies link in the left navigation tree in the new browser
window.

As indicated in our example, the directory object we are selecting is a
single device. We will create a policy for this single device.

Assignments

On the Assignments tab of the Directory Object Policies window, you can view
the types of policies that have been assigned to a directory object.

As indicated in Policy Types and How They Work on page 159, there are three
types of policies that can be assigned to an object, namely Policy, Default
Policy, and Override Policy. You can entitle additional services to directory
objects by performing the following policy type assignment procedures.

To assign policy to directory objects

1

From the drop-down menu on the Policy Management Wizard % » icon

located on the Directory Object toolbar, select Launch Policy Management
Wizard (Policy). The list of available directory services for a given Service
Domain is displayed on the right of the screen.

This wizard allows you to entitle directory objects such as Groups or Users
to services provided by the HPCA Configuration Server. The tree located
to the right represents the list of currently assigned services to this
directory object. You can choose new services from the table or remove
existing services from the tree to modify the policy configuration.

From the drop-down menu on the Service Domain field, select the Service
Domain from which you want to select the Service.

Select the box to the left of each service that you want to add.
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4 Click Add to Selection to move the service to the tree view on the right side
of the wizard’s screen.

5 Click Next when you have added all the services you need. A window opens
displaying the selected services.

6 In this window, you will want to set the policy configuration, priority, and
attributes for the selected services. The example screenshot below
displays two Services from the Audit Domain.

Policy Management Wizard

[iZone: HP | [ Devices | [ BOXY B
Configure the policy 2ettings for the 2elected 2ervices below
Selected Services (Policy)
CRAR
Policy Type Instance Description Priority Attributes
figuration
L g Policy @ Audit Service AUDMT_SYSTEM_D Windows System DLL |A\In |Ln ¥ Add
[ &F peicy | [ Audit Service AUDT_MULTLFILE Audit Mutt Files | Alow v| |Low v Add

— Set Policy Configuration to either Allow or Deny.
— Set Priority to Low, Medium, or High.

— Click Add in the Attributes and column to add additional Client
Automation attributes and expressions to the criteria for an object.
See the Policy Server Guide.

A The Attributes and feature should only be used by experienced
HPCA Administrators who are extremely familiar with the
Configuration Server Database and the HPCA Infrastructure.

7  Click Next when you have configured the policies. A window opens
displaying the summary information for the selected services.

8 Review the summary information for your configuration. Click Commit to
save your changes.

Click Close to exit the wizard. Your newly created policies will be
displayed in the Policies table on the Assignments tab. The policies will
also be visible in the Entitlements table if you click the Entitlements tab.
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To assign policy defaults to directory objects

To assign policy defaults to directory objects, you follow the same procedure
that you did for To assign policy to directory objects on page 164 except that
you select the Launch Policy Management Wizard (PolicyDefault) l'@ option from

the drop-down menu of the Policy Management Wizard @ « icon located on the
Directory Object toolbar.

To assign policy overrides to directory objects

To assign policy overrides to directory objects, you follow the same procedure
that you did for To assign policy to directory objects on page 164 except that

you select the Launch Policy Management Wizard (PolicyOverride) & option
from the drop-down menu of the Policy Management Wizard 5%, « icon located
on the Directory Object toolbar.

Relationships

On the Relationships tab, you can link one object to another one for the purpose
of acquiring policy inheritance from the linked object. For example, you may
want a subscriber to inherit the policy assigned to an organizational unit (OU)
in Active Directory although the subscriber is not a child of that OU. To do
this, add a policy relationship to the device linking it to the OU and thereby
inheriting the policies entitled to the OU. If a device is linked to a group by a
policy relationship, the device will inherit the policies entitled to the group
even if it is not a member. One typical use of policy relationships is to link
entire OUs to one or more groups where policies are assigned. This type of
linkage is only possible using a policy relationship since an OU cannot be a
member of a group in LDAP.

This feature should be used sparingly in the directory model. Its primary goal
is to represent policy relationships between two objects, that are not otherwise
present in the form of parent-child or “memberOf” relationships; or when such
a relationship is conditional on some dynamic criteria.

In the following example, we will add a policy relationship to a single device
by linking it to another directory object.
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To create relationships between objects

1

Select the Relationships tab. The Policy Relationships for the selected
device are listed in the displayed table. Initially, this table will be empty
until you add policy relationships.

To add a policy relationship, click the Add Policy Relationship E" icon
located on the Policy Management toolbar. The Add Policy Relationship
window opens.

Use the search parameters or select a directory object to link to the
currently selected device.

Select the box next to each linkable object to which you want to link the
single device.

Click Add to add the relationship of the directory object(s) to the currently
selected device.

Click Close to exit the wizard. All the policy entitlements of the related
objects will be inherited by the originally selected device.

The newly selected directory objects will appear in the Policy
Relationships table for the originally selected device. Also, the
entitlements page for the selected device will now display the policies of
the directory objects to which it has been linked.

Resolutions

On the Resolutions tab, you can affect how a policy is resolved. For example,
you may want to limit the scope of policy resolution for specific objects. To do
this, use the policy resolution options displayed on this tab. These options are
implemented as single-value integers that can be logically OR’d together to
produce the desired behavior when the Policy Server resolves policies.

Use these flags very sparingly, as they can have a profound impact on the
clarity and function of the policy model.

To set resolution options

1

On the Resolutions tab, select the resolution option(s) you want to use to
determine policy resolution. You can select from the following options:
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2
3

Secede: Instructs the Policy Manager not to include any parent objects
in the outcome. The primary use is to support semi-autonomous units
within an organization.

Continue: Instructs the Policy Server to ignore all other attributes in
this object. The parent object is still processed, unless Secede option is
set.

Break: Instructs the Policy Server to abort the policy resolution and
return the condition to the client. In this situation, the client device
should not apply policy. It can be used to implement “change control
freezes” to prevent policy changes being applied to certain parts of an
organization.

Strict: Instructs the Policy Server to ignore “memberOf” attributes,
and only process Policy Flags, and Policy Connections.

Click Save to update the policy.

Click Close to exit the wizard.

) The effect of the resolution options on the policy model for the selected device
will not be reflected in the entitlements page for the selected device.

Service Information

After signing in to the HPCA Console, you can view the services that are
available from your Configuration Server. A service is a set of data managed
as a unit — for example, an application. Services are created using the CSDB
Editor. Refer to the Administrator Guide for more information about services.

To view available services:

1

On the Management tab, click Services. The list of available Configuration
Server Database Domains opens.

Click the Domain that contains the Services that you want to see.

To narrow the list of available services displayed, click the Show/Hide Filter
Input button £ to display the filter options.

Click a Service to view its details.
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— The Catalog tab shows the attributes of the Service from the
Configuration Server Database (CSDB).

— The Reporting tab shows summary reports on the Service.

Importing Devices

Before you can deploy the HPCA Agent to a device, you must import that
device into HPCA. You must also import any VMware ESX Server that you
want to manage using HPCA.

When you import a device, a directory object is created for that device. No

attempt is made, however, to verify that you have specified a valid device.

To import devices
1 On the Management tab, go to the Directories area, and click Devices.

2 Click the @ (Import Device Wizard) button.

3 In the Device IP/Host Name text box, type or paste a comma-separated list
of device host names or IP addresses.

4 In the Device Classification drop-down, select the appropriate
classification for the group of devices.

— No Preset Classification — Devices are imported with no classification.

— VMware ESX Server — Enables the Virtual Machines link in the
Directory Object window for each device imported with this
classification. See Managing Virtual Machines on page 189.

5 Click Add. Devices are added to the import Devices list.

To remove a device from the list, select the check box to the left of the
device and click the $i§ (Remove) button.

6 Review the list, and click Commit. Devices are imported into the Devices
container. They are also added to the All Devices group.

7  Click Close to acknowledge the dialog.
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To remove a device:

To remove a device that was previously imported, browse to the device object
page and click the % (Delete this Directory Object) button.

Managing Groups

Groups are used to perform tasks on many devices at once, such as deploying
the HPCA Agent or creating a job to notify devices when updated software is
available. Devices are added to groups based on search criteria that you define
during group creation. The following sections describe the different group
management tasks available.

To create an external directory group:

Groups for mounted external directory sources (LDAP or Active Directory, for
example) must be created using the tools provided by the directory service.
Contact your system administrator for details.

To create an internal directory group:

The following procedure creates groups for internal directories. Groups that
you create in the HPCA Console are created in the internal zone under the
Groups container.

1 On the Management tab tool bar, click Create a New Group EE .
The HPCA Group Creation Wizard opens.

2 Type a name and description for the group.

3 Click Add Devices '@
The Add Devices window opens.

4 Define Search Parameters and click Search to display a list of devices.
(Clicking Search without defining parameters will return a list of all
available devices).

5 Select the devices that you want to add, and click Add.

When you are finished adding devices, close the Add Devices to a New
Group window.
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6 To remove devices, select the devices in the Members grid, and click

Remove Devices 'g

7  Click Submit. The new group is added to the Groups container within the
internal zone.
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To modify a group description or devices:

1
2

6

Use the navigation tree, and select the group that you want to modify.
Use the tool bar or the group context drop-down menu, and select View/Edit
Properties 2.

The group’s directory object window opens.

Click the Properties link to view the properties page and to modify the
group name or description. Click Save to commit any changes.

Click the Members link to view the list of devices that belong to the group.

Use the Add Devices '@ or Remove Devices '@ tool bar buttons to update
group membership.

When you are finished, close the directory object window.

To remove a group:

1

2

Use the navigation tree, and select the group that you want to remove.

Click Delete this Directory Object 3@

This removes only the group object. It does not remove the devices in the
group.

Deploying the HPCA Agent

The HPCA Agent is used to manage devices in your environment. Deploy the
Agent to devices using the Agent Deployment Wizard. For additional
information about the HPCA Agent, refer to the HP Client Automation

Application Manager and Application Self-Service Manager Guide.

You can deploy the Agent to single devices or to devices belonging to a group.

Use the directory object tree to locate the devices, then use the Agent
Deployment Wizard to create a deployment job.

In order for the Agent to be deployed successfully, the following may be
required on the client devices:

Windows Firewall should be disabled.
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The Agent must be reachable by the server over the network.
If deploying to Windows XP, Simple File Sharing must be disabled.

If deploying to Windows Vista, access to the Administrative share (C$) on
Windows Vista devices is disabled for locally defined administrators.
Therefore, Windows Vista devices should be part of a domain, and the
domain administrator's credentials should be specified during Agent
deployment. If the devices are not part of a domain, additional steps are
required to allow access for local administrators. See the following link on
Microsoft's support web site for detailed steps:

http:/support.microsoft.com/kb/947232/en-us

After making these changes, reboot the device.

To deploy the HPCA Agent

1

6
7
8

From the directory object tree, select the directory object that contains the
devices to which you want to deploy the Agent.

Select the devices from the list and click Launch the HPCA Agent
Deployment Wizard ﬂg The Agent Deployment Wizard opens.
At Step 1:

a Specify the credentials to use when deploying the Agent. These
credentials should have adequate administrator permissions to
perform the installation.

b To install the Agent in silent mode, select the Silent Install check box.
This will prevent an installation user interface from opening on the
target device.

Click Next.

At Step 2, enter the schedule information for when the Agent Deployment
job should run.

Click Next.
At Step 3, review the summary information for the job.

Click Submit.

When you finish the steps in the wizard, an Agent Deployment job is created.
A deployment job is complete when the Agent has been deployed to all devices
included in the job. Use the Jobs area (see Managing Jobs on page 174) to view
the status of any jobs.
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Managing Jobs

Use the Jobs area on the Management tab to view and manage current and
past jobs. The Jobs area includes two categories:

e The All Jobs category lists jobs submitted by all HPCA Console users.

e The My Jobs category lists jobs submitted by the HPCA Console user who
is currently signed on.

Each category contains a list of Current Jobs that are either running or waiting
to run and Past Jobs that have finished running.

You can manage three different types of jobs in the HPCA Console:
Table 20 Types of Jobs

Job Type Description

Notify The HPCA Console tells the target devices to
connect to the Configuration Server in order to
perform a certain action. This is a centralized
(server-push) method of job management.

The HPCA Console uses an internal process
engine to manage these types of job.

Distributed Task (DTM) | The target devices periodically synchronize
themselves with the HPCA Core and receive
instructions to perform a particular action
according to a specified schedule. You can
configure and manage this schedule in the HPCA
Console.

This is a distributed (client-pull) method of job
management, because jobs can run independently
of the HPCA Core.

Deployment (RMP) These jobs involve Agent or OS deployment. You
can view information about RMP jobs in the
HPCA Console, but you cannot modify it.
Deployment jobs, like Notify jobs, are managed
centrally (server-push).
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Current and Past Jobs

The Current Jobs page lists jobs that are running or waiting to run. The Past
Jobs page lists jobs that have finished running. For each job, the following
information is shown:

Job ID — The unique identifier for this job. This ID is assigned by HPCA when
the job is created. To see the job details for a particular job, click its Job ID.

Type — Notify, DTM, or RMP.
Display Name — The name specified when the job was created.

State — Enable, Disabled, Running, Completed, or Scheduled. Jobs that are
enabled can be scheduled to run on target devices.

Status — The current status of the job: Success, Failure, or Unknown (while the
job is either Running or Scheduled).

Description — A text description specified when the job was created.
Schedule — The schedule associated with the job.

Target — The target device or group where the job will run.

Action — The action that is taken when the job runs on the target devices.
Create Time — The date and time when this job was created.

Created By — The HPCA Console user who created the job.

Last Execution Time — The date and time that the job was last run. If the job
has never been run before, the date of 12/31/1969 is displayed.

Use the buttons at the top of the Jobs table to perform the following actions:
Table 21 Jobs Table Controls

Icon | Description

& Refresh data

§'y) Show/Hide filter input
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Table 21 Jobs Table Controls

Icon |Description

% Delete the selected job (or jobs)

(w) Enable the selected job (or jobs) — applies to current DTM jobs only

() Disable the selected job (or jobs) — applies to current DTM jobs only

Jobs and Job Executions

A job is the framework that defines the parameters for a particular action and
target device or group. A job consists of three primary components:

e Target — a device or group of devices on which the job will run
e Action — the command that will be performed
e Schedule — when the action should be executed on the target

When a job is running, waiting to run, or has finished running, a job
execution represents an instance of that job on a particular device.

Targets

A target is a single device or a group of devices on which a job will run. This is
typically an Active Directory group whose members can change over time. The
target is specified when the job is created.

The Target Details window provides information about the target devices
associated with one or more jobs. The window contains three tabs:

e The Target Devices tab contains a list of all the devices associated with this
job. To view information about a particular device, select View/Edit
Properties from the shortcut menu for that device.

e The Job Executions on Target tab shows you any job executions that are
scheduled to run, are running, or have run for this job on this target (or
target group).

e The All Jobs for Selected Target tab shows you all the jobs that use this
target (or target group).
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To access the Target Details window:

1 In the Current Jobs or Past Jobs table, click a Job ID.
2 In the Job Details window, click the Properties tab.
3 In the Target section, click the target group or device name.

You can also access the Target Details window by selecting a value in the
Target column in either the Current Jobs or Past Jobs table.

Schedules

You can schedule a DTM task to run once at a particular time or periodically
according to the parameters that you specify.

The Schedule Details window enables you to view information about the
schedule associated with an existing DTM job. If this job is a current job, you
can also modify the schedule.

To access the Schedule Details window:

1 In the Current Jobs or Past Jobs table, click a Job ID for a DTM job.
2 In the Job Details window, click the Properties tab.
3 In the Schedule section, click Modify.

To specify a schedule for a DTM job:

1 From the Begin task list, select On a schedule or At startup.
If you select At Startup, you can skip the rest of these steps.

2  Select the frequency with which this job should run: once, hourly, daily,
weekly, or monthly.

3 Ifyou selected a frequency other than “once,” specify the Every information
to define the recurrence interval for this job.

4 Specify the Start Date for the job.

If you want to stop initiating new job executions for this job on a certain
date, select the check box to the left of the End Date field, and specify the
end date.

6  Specify the Start Time for the job.
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If you want to stop initiating new job executions for this job at a certain
time, select the check box to the left of the End Time field, and specify the
end time.

If you want the job to start at a randomized time between your Start Time
and End Time, select the Randomize Start Time box.

See Create a New DTM or Notify Job on page 182 for more information.

Job Details for DTM Jobs

When you click a Job ID for a DTM job in either the Current Jobs or Past Jobs
tables, the Job Details window opens, and the following information is
displayed:

The Summary tab displays the ID, name, description, and creation time for
the job as well as the job’s current state (Enabled, Disabled, or
Completed). This tab also includes a pie chart that shows you the status of
the job on the target devices (Success, Failure, Warning, or Unknown).

When a job execution for this job is running, the status is Unknown.

A DTM job is moved to the Completed state when an End Date is used in
its schedule, and this End Date has passed.

The Properties tab contains information about the job, including the
description, action, target, and schedule used to create the job.

For information about the target devices associated with this job, click the
target name. See Targets on page 176

To view or change the schedule for this job, click the Modify schedule link.
You can only modify the schedule for current jobs. See Schedules on
page 177.

The Job Executions tab shows the job executions that have been scheduled
for this job. This includes job execution that have already completed.

To view more information about a particular job execution, click the Id for
that job execution in the table. The Job Execution Details window opens.
See Job Execution Details on page 180.

The Job Details window contains slightly different information for Notify jobs.
See Job Details for Notify Jobs on page 179.
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Job Details for Notify Jobs

When you click a Job ID for a Notify job in either the Current Jobs or Past
Jobs tables, the Job Details window opens, and the following information is
displayed:

e The Summary tab displays the ID, name, description, and creation time for
the job as well as the job’s current state.

Table 22 Notify Job State Descriptions

State Description Example
Scheduled | The job has not yet started A Notify job has been
running. scheduled to run at

some point in the
future but has not yet
started.

Running The job has not yet reached the | A running Notify job is
end state. Running jobs are in the process of
included in the Current Jobs list. | notifying each device.

Completed | The job has reached its end state, | A Notify job is complete

and all steps have been when all devices
processed. Completed jobs are included in the job
included in the Past Jobs list have been notified.

This tab also includes a pie chart that shows you the status of the job on
the target devices (Running, Success, Failure, Warning, or Unknown).

e The Properties tab contains information about the job, including the
action, target, and schedule used to create the job.

For information about the target devices associated with this job, click the
target name. See Targets on page 176

e The Job Executions tab shows the status of the most recent job execution on
each target. This includes job executions that have already completed.

To view more information about a particular job execution, click the Id for
that job execution in the table. The Job Execution Details window opens.
See Job Execution Details on page 180.

The Job Details window contains slightly different information for DTM jobs.
See Job Details for DTM Jobs on page 178.
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Job Details for RMP Jobs

When you click a Job ID for an RMP job in either the Current Jobs or Past
Jobs tables, the Job Details window opens. The information displayed is the
same as that displayed for a Notify job (see Job Details for Notify Jobs on
page 179).

Job Execution Details

For DTM jobs, the Job Execution Details tab lists the most recent job
execution for each job that is currently running or has finished running on all
target devices. For Notify and RMP jobs, this tab lists the most recent job
execution for each job that is currently running, is waiting to run, or has
finished running on all target devices.

The following information is displayed:

ID — The unique identifier for this job execution. Note that this ID pertains
only to this execution (instance) - it is not the same as the Job ID specified in
the Jobs table. To see the job details for a particular job execution, click its ID.

Type — Notify, RMP, or DTM (distributed task)

State — Running, Completed, or Waiting to Start (for Notify and RMP jobs). See
Job Execution States on page 181.

Description — A text description specified when the job execution was created.
Summary — A status message pertaining to the job execution.

Start Time — For current jobs, this is the time this job execution is scheduled to
start on the target devices. For past jobs, this is the time that the job execution
started.

End Time — For current jobs, this is blank. For past jobs, this is the time that
this job execution stopped.

Job — The Job ID of the job on which this execution is based.
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You can use the buttons at the top of the table to manage existing job
executions:

Table 23 Job Executions Actions

Icon |Description

o Refresh data

& Show/Hide filter input

Note that some buttons are only available during certain job states. A job
execution that has completed, for example, would not have a Resume, Pause,
or Cancel button.

Click the Job ID of any job to open the Job Details window. See Job Details for
Notify Jobs on page 179 or Job Details for DTM Jobs on page 178 for
additional information. See Job Execution States on page 181 for additional
information about the status of each job.

Job Execution States

HPCA Console job executions can include any number of steps, depending on
the job type. For example, Notify jobs include a step for each device to be
notified. The execution status of those steps determines the current job
execution state.

Table 24 Job Execution State Descriptions

State Description

Running The job execution has not yet reached the end state.
Running job executions are included in the Current
Job Executions list.

Completed The job execution has reached its end state and all
steps have been processed. Completed job executions
are included in the Past Job Executions list

Waiting to Start The job execution is based on a job that is in the
Scheduled state.
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Create a New DTM or Notify Job

You can use the HPCA Job Creation Wizard to create a new DTM or Notify
job. To create a new Agent deployment job, see Deploying the HPCA Agent on
page 172. To create a new OS deployment job, see Managing Operating
Systems on page 203.

To create a new DTM or Notify job:

1

10
1

On the Management tab, go to the Directories area, expand the zone that
you want to use.

Display the list of Groups or Devices that you want to work with.

From the drop-down menu for the group or device, select Create a Job. The
HPCA Job Creation Wizard opens.

Alternatively, you can select one or more groups or devices from the grid
and then click the Launch HPCA Job Creation Wizard E(i icon on the toolbar.
In the Job Type list, select DTM or Notify.

In a DTM job, the agents on the target devices connect to the HPCA Core
server to get a list of jobs and then execute those jobs when the job timers
expire. A DTM job is most appropriate when you want to execute this job
on a regular schedule on these devices.

In a Notify job, the HPCA Core server asks the HPCA Agent to perform
the scan. A Notify job is most appropriate when you want certain target
devices to execute the job once at a specific time — or immediately.

Specify a Name and Description for your job.

In the Job Action Template list, select the Job Action Template that you
want to use for this. See Job Action Templates on page 290 for more
information.

If you want to specify parameters for the job action that are not specified
in the Job Action Template, enter those in the Additional Parameters box.

Click Next.
Specify the schedule for this job. See Schedules on page 177 for details.
Click Next.

Review the settings you have specified, and click Submit when ready.
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To view the job, click the Jobs area on the Management tab.

) If you modify the schedule for a DTM job, you must refresh that schedule on
each of the target devices. See Removal of Old Job Execution Records on
page 186.

Delete a Job

To delete a current or past job, select the job in the Current Jobs or Past Jobs
table, and click the Delete Selected Job % icon. Please note the following:

e Notify jobs that are currently running cannot be deleted.

e  For DTM jobs, the job disappears from the Current Jobs list when you
click the icon, but job executions from that job remain visible in the
Directory Object view for each target device (select View/Edit Properties to
display).

After you delete a DTM job, that job is no longer available to be
downloaded to target device in subsequent agent synchronizations with
the HPCA Core server. Target devices that already have the deleted job
can still execute the job until they synchronize with the HPCA Core
server.

Refresh DTM Schedules on Targets

If you modify the schedule for a DTM job on the HPCA Core server, you must
also refresh that schedule on each target device. You can do this by creating a
job using the Refresh DTM Job Schedules sample job action template.

By default, there is a DTM_DAILY_TIMER in the Configuration Server
Database (CSDB) that can be entitled to a managed device to instruct its

agent to perform a synchronization with its Core server once a day for job
information.

A Refresh DTM Schedules job provides another way to schedule the
synchronization with the Core server. For example, a Refresh DTM Schedules
job can be created to ask agents to synchronize with the Core server every 12
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hours for job information. To the agent of a target device, this Refresh DTM
Schedules job will be run just as any other agent job — such as a Software
Connect — when the job timer expires.

Before you can successfully run a Refresh DTM Schedules job on a client
device, the HPCA Agent on that client must have performed a prior connect
operation to the HPCA Core server.

To create a Refresh DTM Schedules job:

1

© N O O»

In the Management tab, Directories area, navigate to the object that
contains the target devices for the pertinent DTM job (or jobs).

Select the target devices that you want to refresh.

Click the 2 tool bar icon to launch the HPCA Job Creation Wizard.

To refresh immediately, select Notify from the Job Type drop-down box. To
refresh on a schedule, select DTM.

If you select DTM, when the target devices synchronize with the Core
server, they will acquire this job. It will instruct them to connect back to
the Core server for job information based on the schedule settings that you
specify.

If you want agents to use the new synchronization schedule sooner, it
might be helpful to also schedule a Notify Refresh DTM Schedule job to
instruct the agents on target devices to synchronize with the Core server
at a specified time and then download the DTM Refresh DTM Schedules
job.

Enter a name and description for the refresh job.

In the Job Action Template list, select Refresh DTM Job Schedules

Click Next.

Enter the schedule settings (see Schedules on page 177), and click Submit.

The job is added, and the target devices will refresh their DTM job
schedules based on the settings that you defined.

To view the status of the job, click the Jobs area on the Management tab.
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Device Resolution for Notify Jobs

Devices included in a Notify Job are resolved according to the order defined in
the following file:

<tomcatDir>\webapps\em\web-inf\console.properties

By default, <tomcatDir> is as follows.

C:\Program Files\Hewlett-Packard\HPCA\tomcat

The default order is:

group. target.host.attributes=ipaddress, dnshostname, displayname, cn

If necessary, this list can be modified. If you make changes to this file, you
must restart the HPCA Tomcat service.

For devices that could not be resolved, a message is displayed in the Job

Details window, Details tab. You can open the Job Details window by clicking
the Job ID.

Device Resolution for DTM Jobs

Devices included in a DTM job are resolved in the following order:
1 ipaddress

2 dnshostname

3 displayname

4 cn

A service periodically runs to resolve target devices for DTM jobs. This service
is configurable in the following file:

<tomcatDir>/webapps/ope/config/dtm.properties

Table 25 Parameters for Device Resolution Service for DTM Jobs

Parameter Default Value | Comment
enableTargetRefresh true Enables or disables this service
rmpProtocol http\:\\ Can be https\ :\\ for SSL
rmpServer localhost HPCA Portal server
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Table 25 Parameters for Device Resolution Service for DTM Jobs

Parameter Default Value | Comment

rmpPort 3466 Portal server port to which to
connect

rmpUser SYSTEM

rmpPassword Not shown here for security

userDS w User directory to which to
connect

targetRefreshInterval 360 Default is 6 minutes (360
seconds)

targetRefreshlnitDelay | 60 Seconds to wait after startup
before DTM starts the target
resolution service

Removal of Old Job Execution Records

You can specify how long records of past DTM and Notify job executions are
stored in the HPCA database. You can also specify the maximum number of
records that should be stored. This is configured in the following file:

<tomcatDir>\webapps\ope\config\dtm.properties
By default, <tomcatDir> is as follows.

C:\Program Files\Hewlett-Packard\HPCA\tomcat
Use the following parameters to specify these settings:

dtmJobRunKeepDays=30
opedJobRunKeepDays=30
dtmJobRunKeepRecords=-1
opedobRunKeepRecords=-1

The default settings are shown here. for the period of time specified by these
parameters. The value of -1 indicates that there is no limit on the number of
records that can be stored.
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Creating Satellite Synchronization Jobs

Satellite Servers are used to allow for data caching and the distribution of
configuration settings to managed devices. Satellites must be synchronized
with the Core server in order to make the latest data available to those
devices. You can perform a synchronization from the Satellite Console, or this
synchronization task can be scheduled by creating a job in the HPCA Console.

) Before you can synchronize data on a Satellite Server, you must have initially
configured your Satellites. Refer to the HPCA Core and Satellite Getting
Started and Concepts Guide for details.

) Before you can successfully run a Satellite Synchronization job on a client
device, the HPCA Agent on that client must have performed a prior connect
operation to the HPCA Core server.

To create a Satellite Synchronization job:

1 In the Management tab, Directories area, navigate to the object that
contains the Satellite device.

2 Select the Satellite device and launch the HPCA Job Creation Wizard by
clicking the 2 tool bar icon.

) If you select a device that is not a Satellite server, the job will fail.

3 To synchronize a satellite immediately, select Notify from the Job Type
drop-down box. To synchronize on a schedule, select DTM.

If you select DTM, this Satellite Synchronization job will be downloaded to
the Satellite only after the agent on the Satellite device has performed a
Refresh DTM Schedule.

4  Enter a name and description for the synchronization job.

5 Select the Job Action Template for the synchronization type you would like
to schedule:

— Satellite Synchronization (All)

Select this template to synchronize both configuration settings and
data.

— Satellite Synchronization (Configuration)
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Use this template to synchronize only configuration settings.
— Satellite Synchronization (Data)
This template will synchronize data, only.
6  Click Next.
7 Enter the schedule settings (see Schedules on page 177), and click Submit.

The job is added and the Satellite server will synchronize data or
configuration settings based on the settings you defined.

To view the status of the job, click the Jobs area of the Management tab.
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Managing Virtual Machines

The HPCA Console enables you to manage the virtual machines running on
your virtual hosting servers. For example, you can create and manage virtual
machines on an existing VMware ESX Server in your environment.

To manage your virtual machines:

1 On the Management tab, expand the zone containing the devices that you
want to manage.

2 In the left navigation tree, click Devices.
In the list of devices, locate your ESX Server in the list of devices.

4 In the drop-down menu for this device, click View/Edit Properties. A
separate browser window opens, as shown on Figure 40 on page 156.

5 In the Directory Object window for your ESX Server, click the Virtual
Machines link in the left navigation menu.

) The Virtual Machines link is only visible if this device was
imported using the VMware ESX Server device classification. See
Import Devices in the Configuration chapter for more information.

If this is the first time you have clicked this link for this ESX Server
during this HPCA Console session, you will need to provide login
credentials:

Virtual Host Server Authentication
Initialize connection to VirtualHost Server myESKzerver succeedsd.
Required Fields =

Server URL: = hitps:AmyESKserver483zdk

User ID: =

Password: s

Enter the User ID and Password for the ESX Server, and click Sign In.
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A list of the virtual machines hosted by this ESX Server is displayed, as
shown in Figure 43 on page 192.

To view the properties for a particular virtual machine, click its name.
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Figure 42 Device Properties for a VMware ESX Server

Directory Object

(i3 Zone:hp w | [ Devices v | 8 myESXserver

EERENETe vy &

: & Children
&L Policies
FEntitlements
[ Jobs
[ Job Executions

Emmul Machines
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All propertes for this directory object are ialed below

DN S Hostname: myESNaerver
Operating System:

Service Pack:

Systemn Manufacturer:

System Product Name:

System Serial Humber:

IP Address:

MAC Address:

05 Management

05 State: @ HNormal
Assigned Operating System: VANVISTA
Assigned Hardware Configuration Objects:

Properties

o P
Hame Value
Common Name myESXserver =]
Créate Tme Stamp Men Aug 25 08:35:23 GMT-0800 2008
Creaied By uid=admin, cn=user,cn=hp, cn=radia |
DHNS Hostname My ESKsarver
Device Category EIAIETVET
Display Name myESxserver -

17 of 17 records shown
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Figure 43 List of Virtual Machines Hosted by an ESX Server

Virtual Machines &vadabie an this Virtual Hosting Server ard displayed below. Use the toolbar options below for addiional management options

5 @ EDODD BEG X

-
Ll vmi @ Microsof Windows 2000 Advanced Server 1 828 D Poweredon ) MNotrunning
[ 1| vmz | @ Wicrosof Windows Server 2003, Standard Edtion | 4 18284 O Poweredon (3 Current version running
Ll wm3  {y RedHatEnterprise Linuwc 3 1 2048 O Powersdon  d Mot running
[ ] vma @ ¥ Wicrosoft Windows Server 2003, Enferprise Ediion | 1 10228 £ Poweredoff £ Mot instaled
] vm& @ Microsoft Windows 2000 Advanced Server 1 1052 O Poweredoff Q) Mot rumning
L] vm& | @ NovelHatware51 1 408 ) Suspended Q) Motrumning
] wvn7 @ Microsoft Windows Server 2003, Standard Edtion | 1 4056 ) Suspended €3 Notinstaled
[/ wme | @ Wicrosoft Windows Server 2003, Standard Edtion | 1 4078 O Poweredoff €3 Notinsialed
& of & records shown
The columns in the Virtual Machines list contain the following information:
Table 26 Virtual Machine List Columns
Column Name Description
Name The name of the virtual machine
Operating System The operating system of the virtual machine
# CPUs The number of CPUs allocated to the virtual
machine
Memory Size The amount of memory allocated to the virtual
machine
Status The current status of the virtual machine
VM Tools Status The current status of the VM tools on the virtual
machine
Click the name of a virtual machine to open the Virtual Machine Properties
window for that machine.
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You can use the following controls to create and manage virtual machines on
your ESX Server:

Table 27 Virtual Machine Toolbar

Icon |Description
s Refresh Data
Show/Hide Filter input

Display VM Host System Properties

Create New Virtual Machine

Suspend the Selected Virtual Machines

Reset the Selected Virtual Machines

Stop the Selected Virtual Machines

Start the Selected Virtual Machines

Standby OS on the Selected Virtual Machines!

Reboot OS on the Selected Virtual Machines?!

Shutdown OS on the Selected Virtual Machines?!

B8 EHECEDE BE W@ ®

Delete the Selected Virtual Machines

IRequires VMWare Tools to be running on the virtual machines.

Select the check box for each virtual machine you want to manage, and then
click the appropriate virtual machine control to complete the desired action.

Creating New Virtual Machines

The Create New Virtual Machine g; control in the Virtual Machines table

enables you to create a new virtual machine on the ESX Server by using the

Virtual Machine Creation Wizard. This wizard prompts for information
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similar to the information requested by the VMware virtual machine creation
wizard. You should be familiar with VMware terminology before using this
wizard.

To create a new virtual machine:

1

10

Follow steps 1-5 under Managing Virtual Machines on page 189 to open
the Virtual Machines list for your ESX Server.

Click Create New Virtual Machine g., The Virtual Machine Creation Wizard
opens.

Provide the following information for the virtual machine you want to
create:

— Data Center: Use the drop-down list to select the data center in which
to create the new virtual machine.

— Host System: Use the drop-down list to select the host system for the
virtual machine.

— Name: Type a name for the virtual machine. Virtual machine names
can be up to 80 characters long and can contain alpha-numeric
characters, spaces, hyphens, and underscores. Virtual machine names
must be unique within each data center and within each folder.

— Description: Type a description of the virtual machine.
Click Next.

Use the drop-down list to select a Data Store. Be sure to select a data store
with enough space to store the virtual machine and its virtual disk files.

Enter the Disk Size. Type or use the up and down arrows to enter the Disk
Size in megabytes, or use the slider tool to enter the size in gigabytes.

Click Next.

Select the Guest Operating System, and then select the Version and
Operating System Policy to assign to the new virtual machine. Available
policies are defined by the HPCA OS Manager.

Click Next.

Type or use the drop-down list to enter the Number of Virtual Processors for
the virtual machine. Note that a virtual machine cannot be assigned more
processors than the actual number of logical processors on the host device.
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12

13

14

15
16
17

Enter the virtual machine Memory Size. Type or use the up and down
arrows to enter the memory size in megabytes or use the slider tool to
enter the size in gigabytes. Minimum memory size is 4MB.

Click Next.

Use the drop-down lists to select the Number of NICs (Network Interface
Cards) and the NIC #1 Virtual Network to configure for this virtual machine.

Select Connect at Power On if you want each NIC to connect to the network
when the virtual machine is powered on.

Click Next.
Review the summary information and click Commit.

The virtual machine is created. View the new virtual machine in the
Virtual Machines list. Click the virtual machine name to open the
properties window.
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Controlling Devices Remotely

The HPCA Console provides the capability to remotely access devices in either
the internal or external repository using one of three methods:

e  Windows Remote Desktop Connection
e Virtual Network Computing (VNC)
e  Windows Remote Assistance

The HPCA Console attempts to determine the remote control capabilities of
each target device and the best way to communicate with it. When you initiate
a remote control connection to a particular target device, you can choose from
the connection types that are available on that device.

For VNC and Windows Remote Desktop Connection, you must specify the port
on which the remote devices will be listening for the remote connection. It is
not necessary to specify a port for Windows Remote Assistance, because
Windows Remote Assistance always uses a Distributed Component Object
Model (DCOM) interface on port 135.

) Your HPCA administrator can enable or disable remote control capability
altogether or enable one or more specific remote control tools. See Configure
Remote Control on page 314 for more information.

There are specific requirements that must be satisfied before each type of
supported connection can be established. See Requirements for Remote
Connections on page 197 for more information.

To access a device remotely:

1 Click the Management tab.

2 Expand the zone containing the device that you want to access remotely.
3 In the left navigation pane, click Devices.
4

In the right-click shortcut menu for the device that you want to access,
click Remote Control.
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You can also choose View/Edit Properties and then click the (Remote
Control) icon in the Directory Object window.

) If the HPCA Console cannot connect via Windows Remote Desktop
Connection, VNC, or Windows Remote Assistance, an error
message will appear when you click Remote Control.

5 For a Windows Remote Desktop Connection, specify the following:
— Method: Select Windows Remote Desktop.

— Resolution: Select the size of the Windows Remote Desktop Connection
window on your screen.

For a VNC connection, specify the following:

— Method: Select VNC (Virtual Network Computing).

For a Windows Remote Assistance Connection, specify the following:
— Method: Select Windows Remote Assistance.

6  Click Connect. A new browser window opens, and your remote connection
is established.

For VNC connections, you may first be required to provide a VNC
password.

For Windows Remote Assistance connections, the user currently logged onto
the target device must accept the connection.

Related Topics:
Configure Remote Control on page 314
Remote Control Auditing on page 202

Requirements for Remote Connections

The following requirements apply to any target devices that will be accessed
remotely using the HPCA Console:

e The remote device must be powered on.

e Ifthe firewall is enabled, the remote access port on the remote device
must be open.
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e The remote device must be accessible both to the HPCA Console server
and to the client system initiating the request.

In addition, there are specific requirements for each type of remote access.

Requirements for Windows Remote Desktop

Windows Remote Desktop must be enabled on any target device that will be
accessed remotely using this connection type. By default, this feature is not
enabled.

To use Windows Remote Desktop, you must access the HPCA Console using
Internet Explorer (version 6.0 or later). This is because the Console launches a
wrapper that uses an ActiveX component when this type of connection is
requested.

When using Windows Remote Desktop, you may be prompted to install
an ActiveX control. This is required for Windows Remote Desktop to
function properly. You are also prompted to connect local drives. This is
not required.

For more information about Windows Remote Desktop, refer to the following
Microsoft support document:

http:/www.microsoft.com/windowsxp/using/mobility/getstarted/
remoteintro.mspx

Related Topics:
Requirements for VNC on page 198

Requirements for Windows Remote Assistance on page 199

Requirements for VNC

For VNC connections, target devices must have a VNC server process running,
it must be listening on the specified port, and support for URL (HTTP) based
remote control sessions must be enabled.

To establish a VNC connection, the HPCA Console launches the remote URL
as a Java applet in your browser. For this reason, the Java Runtime
Environment (JRE) version 1.5 (or later) must be installed on the system from
which you are accessing the HPCA Console (the system where the browser is
running). You can download the JRE at www.java.com.
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The port number for the remote URL must match the port on which the VNC
server on the remote system is listening. By default, this port is 5800. For
example:

http://<RemoteSystem>:5800

In this case, a connection is made to the <RemoteSystem> using port 5800,
the VNC remote control applet opens in your browser, and then you can
control the <RemoteSystem> remotely.

HP does not provide a VNC server program. The HPCA Console, however,
supports any VNC server that includes the web-based integration feature.
This feature is available in UltraVNC, RealVNC, and TightVNC. VNC servers
typically run on port 5800 and can be accessed through any web browser.

You can use an Application Management Profile (AMP) to distribute the
UltraVNC, RealVNC, and TightVNC server software to your client systems.
AMPs for the preceding applications can be obtained from the AMP
Community on the HP Live Network web site. For more information about
AMPs, refer to the Application Management Profiles User Guide.

Related Topics:
Requirements for Windows Remote Desktop on page 198

Requirements for Windows Remote Assistance on page 199

Requirements for Windows Remote Assistance

You can only create a Windows Remote Assistance connection when accessing
the HPCA Console from a Windows Vista, Windows Server 2008, or Windows
7 system. You can connect to target devices running the following operating
systems:

e  Windows XP

e  Windows Server 2003

e  Windows Vista

e  Windows Server 2008

e  Windows 7

e  Windows Server 2008 Release 2 (R2) x64
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When you initiate a Windows Remote Assistance connection to a target device,
the user of the target device must accept the connection. You cannot create a
Windows Remote Assistance connection to an unattended device.

Windows Remote Assistance must be enabled on any target device that will be
accessed remotely using this connection type. For instructions, consult your
network administrator, or refer to the following Microsoft support document:

http:/support.microsoft.com/kb/305608/en-us

There are three additional requirements that must be met before Windows
Remote Assistance connections can be used:

¢ Both the system where you are accessing the HPCA Console and the
target devices must be joined to the same domain.

¢ The system where you are accessing the HPCA Console (the “Expert”
system in the Windows Remote Assistance interaction) must have the
following software installed:

— Java Runtime Environment (JRE) version 5 (or later)

— If the operating system is Windows 2008 Server, the Remote Instance
feature must be installed. For more information, refer to the following
article:

http:/technet.microsoft.com/en-us/library/cc753881.aspx

¢ The Offer Remote Assistance group policy must be enabled on all target
devices. You must also specify a list of “helpers” who are allowed to access
the target devices. Helpers can be either users or groups and must be
specified as follows:

domain name\user_ name
domain_name\groupname

In order to create a Windows Remote Assistance connection to a target
device, you—or a group to which you belong—must be included in this list
of helpers.

¢ The Remote Assistance exception in Windows Firewall must be enabled on
all target devices.

For additional information about Windows Remote Assistance, refer to the
following Microsoft support document:

http:/technet.microsoft.com/en-us/library/cc753881.aspx
Related Topics:
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Requirements for Windows Remote Desktop on page 198
Requirements for VNC on page 198

Firewall Considerations

If there is a firewall between the server hosting the HPCA Console and your
remote devices, you must ensure that the appropriate ports are open.

Windows Remote Desktop Connection requires TCP port 3389.

By default, Windows Remote Assistance requires TCP port 3389 when
connecting to Windows XP or Windows Server 2003 target devices. It requires
port 135 (the DCOM port) when connecting to Windows Vista, Windows
Server 2008, or Windows 7 devices.

VNC requires TCP port 5800 for the initial connection. In addition, it requires
TCP ports 5900 + [as many ports as necessary, depending on the type of
systems involved]. For example:

e On Windows systems, only TCP port 5900 is required.

¢ On a Linux system, say that the VNC Server is running at host:1. In this
case, a firewall between the server and remote devices would need to allow
access to TCP port 5901.

Similarly, the Java VNC viewer requires TCP ports 5800 + [as many ports as
necessary, depending on the type of systems involved].

For additional information about using VNC with a firewall, refer to:
http://www.realvnc.com/support/fag.html#firewall

Related Topics:

Requirements for Windows Remote Desktop on page 198
Requirements for VNC on page 198

Requirements for Windows Remote Assistance on page 199
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Remote Control Auditing

Each time that anyone in your HPCA managed environment attempts to
remotely connect to a managed device by using the HPCA Console, a remote
control audit event is logged. The following information is recorded:

e Who initiated the remote control session and when?
e What was the target device?
e  What type of connection was used?

You can view the remote control audit log by opening the Remote Control
report in the Administrative Reports view.

Inventery Management Reporis
B =5 4rca Management
B [£] 2udit Reports

|:| Rerote Contre
& WVulnerability M anb& ment

ﬁ,tumplianc&”anag&m&nt
@ Security Toolz Management

The Remote Control report contains the following information:
Time — Date and time when the remote control event occurred
Connect Status — Description of the remote control event

User — HPCA Console User ID of the person who initiated the remote control
event

Connection Type — VNC, Remote Desktop, or Remote Assistance

Target Host — Host name or IP address of the device that was accessed via
remote control
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HPCA Host — Host name or IP address of the system hosting the HPCA
Console

You can sort the report based on any of these items by clicking the column
heading. The gray arrow indicates the sort order.

Related Topics:
Controlling Devices Remotely on page 196
Using Reports on page 217

Managing Operating Systems

You can use the operating system (OS) management features of the HPCA
Console to install, replace, update, or repair operating systems on your client
devices. You can also use HPCA to perform various low-level tasks that must
be completed before you can deploy an OS (for example, BIOS firmware
updates, settings, and drive-configuration).

The following topics are covered here:

e Prerequisites for OS Management on page 203

e Deployment Scenarios on page 205

e How it Works on page 204

e Deploy an OS Image on page 206

e View the Status of OS Management Activities on page 213

For a comprehensive discussion of OS management in HPCA, refer to the
HPCA OS Manager System Administrator User Guide.

Prerequisites for OS Management

Before you can deploy an operating system (OS) using the HPCA Console, the
following prerequisites must be in place:

e A suitable OS image must be available.

Refer to “Preparing and Capturing OS Images” in the HPCA OS Manager
System Administrator User Guide for instructions.
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e The OS image must be published to the HPCA Configuration Server
Database (CSDB).

Refer to “Using the Publisher” in the HPCA OS Manager System
Administrator User Guide for instructions.

In some cases, you may also want to create a suitable hardware configuration
object for your target device (or devices). Refer to the HPCA OS Manager
Hardware Configuration Management Guide for more information.

After these prerequisites are in place, you can use the OS Management
Wizard in the HPCA Console to deploy and manage operating systems.

How it Works

You can use the OS Management Wizard to deploy an image to a single device,
multiple devices that you select at the time, or an established group of devices
— including Active Directory (AD) or Lightweight Directory Access Protocol
(LDAP) groups.

When you deploy an OS image to multiple devices (not an established group),
a new dynamic group is created under Groups in the Directories area on the
Management tab. This group contains all the devices that are targets for this
OS Deployment. The name of the group begins with “OS Deployment” and
includes the name of the OS that will be deployed. For example:

0OS Deployment of WINXP Service to 2 devices (2009.Mar.11
06:08:046 PM)

Whether you are deploying an OS to a single device or multiple devices, HPCA
performs the following actions:

e Assigns selected images as an OS policy on each device.

e Modifies the ROM object under each device based on the specified OS
deployment options.

e Creates a job of type RMP to perform a notification. You can check the
status of this job on the Current Jobs page (see Current and Past Jobs on
page 175).
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View the OS Deployment State

If the OS for a device is being managed by HPCA, the OS deployment state is
shown in the OS Management section of the Directory Object view for that
device (select View/Edit Properties to display this view):

Waiting for OS Deployment — The OS deployment job is scheduled and is waiting
to run.

OS Deployment In Progress — The OS deployment job is running.

Normal — The OS deployment job has successfully completed, and the OS is
deployed.

Failed — The OS deployment job failed.
Unknown — The state of the OS deployment job cannot be determined.

Deployment Scenarios

How you deploy an operating system to devices in your environment depends
on a number of variables. The following table describes multiple OS image
deployment scenarios and instructions for deploying an operating system to
those devices. Refer to the HP Client Automation System Administrator User
Guide for more detailed information.

Table 28 Deployment Scenarios

Device State Instructions for deployment

Managed (agent | If the device is already managed:

installed) e Add the device to a group.

e Entitle an operating system to the group (if not
already entitled).

e Use the OS Deployment Wizard to deploy the OS.

Note: If you use LSB during the OS deployment process,
you will not need to make preparations for PXE or the
Service CD.
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Table 28 Deployment Scenarios

Device State

Instructions for deployment

Un-managed
(agent not
installed)

If the unmanaged device has an OS installed:

¢ Deploy the HPCA agent to the device.

e See instructions for Managed device above.

If the unmanaged device does not have an OS installed:

e See the instructions below for how to deploy an OS to
a bare-metal device.

Bare-metal (no
OS installed)

If the device was previously managed (for hard drive
recovery, for example):

¢ Group membership and any OS entitlement should
still be valid. Deploy the OS using PXE or the Service
CD.

If the device was not previously managed:

¢ Boot the device with PXE or the Service CD.

e A device is added to HPCA using a variation on the
MAC address as device name.

e Add the new device to a group with OS entitlement.

Note: If an OS is attached to the All Devices group, the

OS is installed automatically. If multiple OSs are

attached to All Devices, then a choice of OS to install is
presented.

e The device is rebooted and the Service CD or PXE will
continue with the OS deployment.

Note: LSB cannot be used for deploying an OS to a
bare-metal device.

Deploy an OS Image

Five steps are required to deploy an OS from the HPCA Console:

1 Select the target device (or devices) or an established group that contains

devices.
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2 Select the OS image to deploy.

3  Optional: Select a Hardware Configuration Object to use prior to the OS
installation.

Although some target devices may be ready to have the operating system
installed out of the box, there may be other situations when you need to
identify and apply critical operations before proceeding with the operating
system installation. Examples of the types of operations necessary are
upgrading the BIOS firmware or configuring a disk array controller
(DAC).

4 Choose the deployment type: LSB, PXE, or CD/DVD.

For LSB deployments, the HPCA Agent is required. See Deploying the
HPCA Agent on page 172.

5 Specify when the deployment should occur.

Each of these steps is explained briefly here. For additional information, refer
to the HPCA OS Manager System Administrator User Guide.

Before you attempt to deploy an OS image, be sure that the necessary
prerequisites are in place. See Prerequisites for OS Management on page 203
and Deployment Scenarios on page 205.

To deploy an OS image:

1 On the Management tab, go to the Directories area, and expand the zone
that you want to use.

— To specify one or more individual target devices, click Devices.
— To specify a group, click Groups.

) Groups used for OS deployment should have similar, compatible
hardware.

2 In the Directory Object table, select the devices (or groups) that you want
to use.

3 Click the Deploy/Manage an Operating System | ﬁj button. This launches the
OS Management Wizard. Follow the instructions in the wizard to
configure and launch this OS deployment job.

On the Management tab, monitor the groups under OS Management to
view the status of the deployment.
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OS Management Wizard

After you have selected a device or group for OS deployment, follow these
steps to complete the OS Management Wizard:

Step 1 of 5: Operating System Selection

a Choose one of the following options:

— Set new Operating System — replaces the current OS

— Keep existing Operating System unchanged — does not change the OS
b Select one of the available OS images.

¢ Click Next.

Step 2 of 5: Hardware Configuration Object Selection (Optional)

a Ifyou want to use a hardware configuration object, select Use Hardware
Configuration Management. If you do not want to use a hardware
configuration object, skip to step d.

See the HPCA OS Manager Hardware Configuration Management
Guide for more information.

b  Choose one of the following options:
— Set new Hardware Configuration Option
— Keep existing Hardware Configuration Option
c¢ Select one of the available Hardware Configuration Options.

d Click Next.

Step 3 of 5: Additional Options

a Select the OS deployment method you will use:

— Local Service Boot (LSB): Select this option if you want to
install LSB in order to deploy the OS. An advantage of LSB is that
existing devices do not need to be PXE-enabled and the boot order
does not need to be configured locally in the BIOS for each target
device. See Using LLSB on page 209.

— Network Boot (PXE): Select this option if you will be using a
PXE Server to install the operating system on your devices. See
Using Network Boot on page 210.
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— CD/DVD: Select this option if you will be using an ImageDeploy
CD or DVD to install the operating system on your devices. See
Using an ImageDeploy CD or DVD on page 210.

b  Select Emergency Mode if you want to install (or re-install) the OS
without attempting to capture and preserve any existing data — for
example, in a disaster recovery scenario.

This open enables the client devise to sense the need for management
activity. If this option is not enabled, the client device requires an
existing and bootable operating system, a working HPCA Agent, and
good general integrity (for example, no viruses) in order to sense this.

Refer to “Defining Drive Layouts” in the HPCA OS Manager System
Administrator Guide for information about capturing and preserving
data if Emergency Mode is not used.

¢ Select Wake on Lan if you want HPCA to trigger management
operations on a machine that is currently turned off.

d Click Next.

Step 4 of 5: Schedule

a Specify the Start Date and Start Time that this OS deployment job
should start.

b  Click Next.

Step 5 of 5: Summary

The Summary page in the wizard enables you to view all the settings you have
specified for this OS deployment job, including the list of target devices. Click
Submit to create the job. A new RMP type job should appear under Current Jobs
on the Management tab (see Managing Jobs on page 174).

Using LSB
The Local Service Boot (LLSB) option enables HPCA to assume management of
the OS on devices that are not booted from the network.

When using LSB, existing machines do not need to be PXE-enabled, and the
boot order does not need to be configured locally in the BIOS for each target
device.
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See Deployment Scenarios on page 205 for prerequisite instructions for OS
deployment.

Using Network Boot

The PXE-based environment enables HPCA to assume management of the OS
on target devices that are booted from the network. See Deployment Scenarios
on page 205 for prerequisite instructions for OS deployment.

Using PXE consists of configuring your DHCP server to provide clients
booting from the network a boot image and a TFTP server that will supply
these files.

A DHCP server and TFTP server must be configured prior to using PXE for
OS deployment. Refer to the product documentation for configuration
instructions.

When PXE is configured, make sure that your target devices boot from the
network or have PXE-enabled as the primary boot device. Make the necessary
configuration adjustments to ensure that this will happen (for example, with
some BIOS versions, you can hit ESC during the reboot process and change the
boot order in the configuration settings).

When you deploy an OS image using Network Boot, the target devices are
rebooted using the settings that you defined on your DHCP server. The OS
image is then deployed and installed on the target device. If multiple OS
images are entitled to the device, you will be prompted to select the OS to
install.

Using an ImageDeploy CD or DVD

An ImageDeploy CD/DVD is used to locally boot a target device that does not
already have an operating system installed (a bare-metal machine). The
ImageDeploy CD/DVD must be available locally at the target device.

Use the ImageDeploy. iso file provided with HPCA to create your CD or
DVD. This file is located here on the HPCA media:

\Media\iso\roms\ImageDeploy.iso

Since L.SB cannot be used for devices that do not already have an OS
installed, you must use either the ImageDeploy CD or a PXE server to boot a
bare-metal machine prior to OS deployment.
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See Deployment Scenarios on page 205 for prerequisite instructions for OS
deployment.

To deploy an OS image using the ImageDeploy CD:

1 Perform the following steps on the target device:

a Insert the ImageDeploy CD (or DVD) in the target device, and boot off
of the CD (or DVD).

b Specify which SOS to boot (Linux or WinPE).
¢ From the boot source menu, select Install from network.

d  When prompted, enter your HPCA server IP address or host name and
port number. For example,

HPCA.acmecorp.com: 3466 or 192.168.1.100:3466

Note that port 3466 is reserved for OS imaging and deployment in an
HPCA Core and Satellite installation. In a traditional CAE
installation, port 3469 is reserved for this purpose.

e Press Enter to continue.

The device connects to the HPCA server and is added to the Devices list
using a variation on the MAC address as the device name. After the
ImageDeploy CD connects to the HPCA server, the following messages are
displayed:

This machine has no local 0S or the 0OS is invalid.

The machine cannot be used and will be shut down until an
administrator specifies Policy and performs a Wake on LAN.

2  Perform the following steps in the HPCA Console:

a On the Management tab, follow the instructions for Deploy an OS
Image on page 206

b  For the deployment method, select CD/DVD.

3 After the wizard completes, reboot the target device again using the
ImageDeploy CD.

During this reboot, the OS image is detected and deployed. This can take
10 to 15 minutes depending on the size of the image and network
bandwidth. If multiple OS images are entitled to the device, you will be
prompted to select the OS to install.
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When the image is finished deploying, the target device reboots and starts
Windows. The Sysprep process will start and initialize the new image.

Perform a One-Time Hardware Maintenance Operation

Using the HPCA Console, you can create a job that uses a Hardware
Configuration Element to perform special hardware maintenance operations
on a client device. This may be necessary before you can install, update, or
repair the OS on certain devices — for example, if you need to trigger a RAID
(redundant array of independent disks) verify or re-synch after an active hot
spare (AHS) been changed.

For more routine low-level operations — such as a BIOS firmware upgrade or
disk array controller (DAC) configuration — you should use the normal LDS/
LME management process.

For additional information, refer to the HPCA OS Manager Hardware
Configuration Management Guide.

To perform a One-Time Hardware Maintenance Operation:

1 On the Management tab, go to the Directories area, and expand the zone
that you want to use.

— To specify one or more individual target devices, click Devices.
— To specify a group, click Groups.

2 In the Directory Object table, select the devices (or groups) that you want
to work with.

3 In the drop-down menu for one of the selected devices (or groups), select
the Perform a one-time Hardware Maintenance item in the OS Management
submenu.

This launches the Hardware Maintenance Wizard.

4  Select Emergency Mode if you want to install (or re-install) the OS without
attempting to capture and preserve any existing data — for example, in a
disaster recovery scenario.

5 Select Wake on Lan if you want HPCA to trigger management operations
on a machine that is currently turned off.
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6 From the Available Maintenance Options list, select the hardware
configuration element that you would like to use.

7  Specify the Start Date and Start Time that this OS deployment job should
start.

8 Click Next.

The Summary page opens. This page enables you to view all the settings
that you have specified for this hardware maintenance job, including the
list of target devices.

9  Click Submit to create the job.

A new RMP type job should appear under Current Jobs on the
Management tab (see Managing Jobs on page 174).

View the Status of OS Management Activities

After you click Submit in the OS Management Wizard, an RPM job is created
and appears in the Current Jobs list (see Current and Past Jobs on page 175).

After the OS deployment job is finished, it moves to the Past Jobs list.

If the OS for a device is being managed by HPCA, the OS deployment state is
shown in the OS Management section of the Directory Object view for that
device (select View/Edit Properties to display this view). See View the OS
Deployment State on page 205.

Viewing Out Of Band Details

The Out of Band Management (OOBM) features available in the HPCA
Console enable you to perform out of band management operations regardless
of system power or operating system state.

In band management refers to operations performed when a computer is
powered on with a running operating system.
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Out of band management refers to operations performed when a computer is
in one of the following states:

¢ The computer is plugged in but not actively running (off, standby,
hibernating)

e The operating system is not loaded (software or boot failure)
¢ The software-based management agent is not available

The HPCA Console supports Out of Band Management of Intel vPro devices
and DASH-enabled devices.

This option is only available when Out of Band Management is enabled. See
Out of Band Management on page 346 for instructions. For more detailed
information, refer to the HP Client Automation Out of Band Management
Guide.

To view Out of Band details for a device:

1 On the Management tab, go to the Directories area, expand the zone that
you want to use, and click Devices (or Groups).

2  From the shortcut menu for the device that you want to work with, select
Out of Band Device Details.

The Out of Band Device Details window opens for the selected device—
provided that the device is DASH or vPro equipped, and OOBM is enabled
and properly configured.

You can also click the Out of Band Device Details ﬁ icon to view the OOB
details for a particular device.

When Out of Band Management is enabled, this icon appears on the toolbar
in the Directory Object view for any device.

Usage Collection Filter Creation Wizard

Use the Usage Collection Filter Creation wizard to create new usage collection
filters.
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To create a new collection filter:

1 On the Usage tab, click the Create New Filter ¥ toolbar button. The
wizard opens.

2 To configure the filter parameters, type the filter criteria into each text
box.

Only type values for those fields that you wish to filter usage data against.
Empty text boxes are ignored and not used as part of the filter criteria.

The values that you enter are compared to the file header in the software
executable file to determine if the collected usage data meets the filter
criteria.

See Dashboards on page 352 to determine how to filter for a specific piece
of software.

) Configuring filters to collect and report on more than 50
applications will result in a large amount of data that can create
severe reporting performance issues over time.

Click Create.
4  Click Close.
A new filter is added to the Collection Filters list.

Deploying the Usage Collection Agent

To deploy the Usage Collection Agent, create a job for a target device or group
using the Usage Connect job template.

To deploy the Usage Collection Agent:

1 On the Management tab, click Devices or Groups.

2  Follow the instructions in How to Manage Policies for Directory Objects on
page 162 to entitle the pertinent devices or groups to the following service:

USAGE.ZSERVICE.CCM_USAGE_AGENT
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3 Follow the instructions in Create a New DTM or Notify Job on page 182,
and specify the Usage Connect job template.

The schedule that you specify for this job will be the schedule used for
collecting usage data.

This creates a job that will install the Usage Collection Agent on the target
devices and then collect usage information from them. You can view all
pending jobs by clicking Current Jobs in the Jobs area.
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6 Using Reports

The Reporting area contains summary and detailed reports of many kinds.
The specific reports available to you depends on the type of HPCA license that
you have. The following topics are discussed in this chapter:

e Reports Overview on page 218
e Navigating the Reports on page 220
e Types of Reports on page 222
— HPCA Management Reports on page 223
— Compliance Management Reports on page 227
— Inventory Management Reports on page 223
— Patch Management Reports on page 225
— Usage Management Reports on page 226
— Vaulnerability Management Reports on page 226
— Security Tools Management Reports on page 228
e Filtering Reports on page 229
e (Creating Device Groups for Data Roll-Up on page 233
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Reports Overview

On the Reporting tab in the HPCA Console, there are links to the following
collections of reports:

HPCA Management reports
Compliance Management reports
Inventory Management reports
Patch Management reports
Vulnerability Management reports

Security Tools Management reports

Each collection contains groups of reports that focus on a particular type of
data or a specific audience. These reports also provide the data used to
populate the dashboards.

The following reports are available in all editions of HPCA:

Report Pack Report Type Description

rpm.kit Patch Management Devices in and out of
compliance with patch
policy

rim kit Inventory Devices currently
managed by HPCA
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The following reports are available only in HPCA Enterprise:

Report Pack

Report Type

Description

vim.kit

Vulnerability
Management

Security vulnerability
information, including
vulnerability definitions
and the results of client
device scans

compliance.kit

Compliance
Management

Compliance
management
information, including
Secure Content
Automation Protocol
(SCAP) compliance
rules and the results of
compliance scans on
managed client devices

stm.kit

Security Tools
Management

Security tools
management
information, including
anti-virus,
anti-spyware, and
software firewall
installation and
configuration.

hpca.kit

HPCA Management

Audit reports

) In order to view the Reporting section's graphical reports, a Java Runtime
Environment (JRE) or Java Virtual Machine (JVM) is required. For more

information, go to:

http://java.com/en/index.jsp
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Navigating the Reports

When you click the Reporting tab, the Reporting home page is displayed. As
shown here, the home page provides a snapshot of the enterprise with respect
to compliance management, vulnerability management, security tools
management, inventory management, and patch management (if installed
and enabled).

OO0 PLIL = Current Reporting Views: Regertig Home Page

Compliance Management Information

Inventory Information

SCAP Rules ngorsd: 1354
SCLP Seamned Davioss: 226 aut of 262
Last Scan Date: 300%9-03-02 (9:03:38

Last Acguston Date: 2009-03-1% 10:10:02

Managed Devices: 262
Managped Services: 14

Devices Connstisd Today: 0

Report Quicklinks Report Quicklinks
Wik SCAP Rules Wiew Managed Devices
Wiew Scanned Devices i / Wimw Managed Services

Wisw Top Falad SCAP Rulas Wiy Ddvitd Summarny

Inventory Information STW Scanned Devices: 9 out of 262

Fing o Device by | Name - Last Scan Date: 20000302 09:03:18

Laal sequmiton Dube: 2009-03-19 10:10:02

Report Quicklinks
Find & Service:

Wi Scanned Devices

View Product invenfory

Vulnerability Management Information Patch Information

Vulnerabites mgoried: 1613
Scanned Devices: 264 sut of 262

Last Scan Date: J009-03-02 05:13:00

Last Acqusition Date: 2009-03-19 10:10:01

Compliance Summary
Ugnaged Darvices: 0
Managed Buletrs: 1
Las! acqusten 2009-01.29 14:2 056

Report Quickiinks
Vi Dl Complanos

Report Quicklinks
View OVEL Definkicns

Vi Scannsd Dayvices Wierwr Buletn Complance

View Top Vinerabddies Wiy Ui ben Summary
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There are three ways to find more detailed information on the Reporting home
page:

Use Quicklinks to open frequently requested reports.

Use Quick Search to find inventory information about a specific device or
service. This feature only applies to inventory reports — for example,
Managed Devices — and does not apply to vulnerability management
reports or compliance management reports.

Use the links in the Reporting Views section of the left navigation tree to
open a specific report.

A Reporting View defines the set of reporting windows to display for the
current data set and initial settings related to each window (such as
minimized or maximized, and the number of items per window). When you
first access the reports, the Default View is applied. The current view is
listed on the right of the Global Toolbar. You can change or customize your
Reporting View.

The following actions are available on the Reports page when a report is
displayed:
Table 29 Report Actions

Icon |Description

Go back one page in the reports view.

G:J Return to the Reports home page.

= | Refresh the data. A refresh also occurs when you apply or remove a
= filter.

Add this report to your list of favorites.

Email a link to this report.

<]
Open a “quick help” box or tool tip. This applies only to filters.

Print this report.
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Table 29 Report Actions

Icon |Description

Collapses the data portion of the report view.

Expands the data portion of the report view.

Show the graphical view of this report

Show the grid (detailed) view of this report.

Export report contents to a comma-separated value (CSV) file. The
data in this file is actually delimited by tabs, not commas. The file
extension is CSV, however.

e8| 0

il

Export report contents to a Web query (IQY) file.

Items that appear in blue text in a report have various functions:
e Show Details — drill down to greater detail pertaining to this item
e Launch this Reporting View — open a new report based on this item

e Add to Search Criteria — apply an additional filter to the current report
based on this item

e Go to Vendor Site — go to the web site of the vendor who posted this
bulletin

When you rest your mouse over a blue text item, the tool tip tells you what
will happen when you click the item.

) By default, the reports use Greenwich Mean Time (GMT). Individual report
packs can be configured to use either GMT or local time.

Types of Reports

The following types of reports are available in the HPCA Console:
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HPCA Management Reports on page 223
Compliance Management Reports on page 227
Inventory Management Reports on page 223
Patch Management Reports on page 225
Vulnerability Management Reports on page 226
Security Tools Management Reports on page 228

Each is briefly described here.

HPCA Management Reports

This view contains audit reports for various HPCA functions. For example, the
Remote Control audit report contains an entry for each remote control session
attempted from the HPCA Console to a managed client device.

Inventory Management Reports

Using Reports

Inventory Management reports display hardware and software information
for all devices in HPCA. This includes reports for HP specific hardware,
detailed and summary device components, blade servers, TPM Chipset and
SMBIOS information, and Self-Monitoring, Analysis, and Reporting
Technology (S.M.A.R.T.) Alerts.

Expand the Inventory Management Reports reporting view to see the report
options. To be included in these reports, devices must be entitled to
AUDIT.ZSERVICE.DISCOVER.INVENTORY. Certain data is only available
after HPCA is fully configured. See Device Management on page 204 for
configuration details. Refer to Device Management on page 313 for
configuration details.

A typical Managed Devices report includes the following table headings:

Details — opens a Device Summary page for this device.
Last Connect — when the device last connected.
HPCA Agent ID — device name.

HPCA Agent Version — the currently installed Management Agent
version.
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e Device — device name.

¢ Last Logged on User — the last user account used to log on to the device.
If multiple users are logged on, only the last to log on is recorded—
switching between currently logged on users does not affect this.

e TP Address — device IP address.
e MAC Address — device MAC address.
e Operating System — operating system installed on he device.

e OS Level - current operating system level (Service Pack 2, for example).

HP Hardware Reports

HP Hardware reports are a subset of the Inventory Reports that contain
simple alert information captured by the HP Client Management Interface
(CMI) on compatible, HP devices.

HP Hardware reports are located in the Hardware Reports view under
Inventory Management Reports.

To search for a specific alert type or BIOS setting (based on the report view
that you chose), use the additional data filter search box displayed at the top
of the report window.

Windows Reports

Windows Vista and Windows Experience Index reports are a subset of the
Inventory Reports. They contain information on system status.

Windows Vista and Windows Experience Index reports are located in the
Inventory Reports under Readiness Reports.

Windows Experience Index Report

The Windows Experience Index displays results from the Windows System
Assessment Tool (WinSAT) on an agent. The tool provides scores ranging from
1.0 to 7.9 in a number of categories as well as a composite score. The
composite score will be the lowest score among the reported components.

Reported components may have the following assessment states:
0 = unknown

1 =valid
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2 = hardware has changed since the last time assessment was run
3 = assessment has never been run

4 = invalid

Unless the result is Valid, the report should be regenerated. Prior to
regenerating the report, rerun WinSAT on the agent and then run an
Inventory scan on the agent.

Patch Management Reports

Patch Management Reports display patch compliance information for
managed devices and acquisition information for patches and Softpags.

Executive Summary Reports — Executive Summary reports offer pie or
bar charts to provide a visual snapshot of patch-compliance for the devices
and bulletins being managed in your environment. The reports
summarize compliance for all devices, for devices by patched-state, for
bulletins, and bulletins by vendors. From the summary reports you can
drill down to the detailed compliance reports which offer additional
filtering.

Compliance Reports — The HPCA Agent sends product and patch
information to HPCA. This information is compared to the available
patches to see if managed devices require certain patches to remove
vulnerabilities. Compliance reports show only the information applicable
to detected devices in your environment.

Patch Acquisition Reports — Acquisition-based reports show the
success and failures of the patch acquisition process from the vendor's web
site.

Research Reports — Research-based reports display information about
the patches acquired from the software vendor's web site. Research-based
reports offer a Filter bar.

For details on using the Patch Management reports, refer to the HPCA
Enterprise Patch Manager Installation and Configuration Guide.

Using Reports
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Usage Management Reports

Usage Management Reports show usage information for devices that have the
Usage Collection Agent installed. Use the Deploying the Usage Collection
Agent to install the collection agent and begin collecting usage data.

e Device Reports - Display collected usage information by the individual
devices or users.

e Monthly Usage Reports - Display usage information by vendor,
product, or application.

Usage Management Reports may contain some of the following data columns:
e Usage Time - the amount of time an application is running.
¢ Focus Time - the amount of time an application is the active window.

e Usage Count —tracks the number of times an application is run on a
user’s device.

e Usage Status - represents the relation of Used versus Unused instances
for an individual application or a group of applications.

After the Collection Agent is deployed, Usage Time collection begins right
away. Focus Time collection does not begin until the next time the user logs
on.

Most logical folders (Program Files, for example) are machine-related and not
associated with an individual user. Therefore, Usage Management Reports,
Device Reports, and the Usage by User report may contain [undefined] in the
User Name column.

Depending on the Usage Settings defined in the Configuration tab, Reporting
section, some or all usage data may be obfuscated.

Vulnerability Management Reports

The Vulnerability Management reports are organized in three groups:

e Executive Summaries — These reports provide a snapshot of
vulnerability management activities and trends in your environment.

¢  Vulnerability Reports — These reports contain vulnerability definitions
and detailed information about vulnerabilities detected in your
environment.
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e Device Reports — These reports contain information about
vulnerabilities detected on specific devices in your environment.

You can filter many of these reports or drill down for additional detail. In any
report that lists vulnerabilities, for example, you can drill down using the
OVAL identifier or CVE identifier for a particular vulnerability to access a
link to the pertinent vendor bulletin (if available). Vendor bulletins typically
contain remediation information and sometimes include software patches.

When you drill down into a report for more detailed information, the data
may be filtered in a different way than the data displayed in a summary level
report. See Filtering Reports on page 229 for more information.

These reports are displayed on the Reporting tab. Some of the reports are also
available from the Vulnerability Management Dashboard.

Compliance Management Reports

Using Reports

The Compliance Management reports are organized in three groups:

e Executive Summaries — These reports provide a snapshot of your
environment from the compliance management perspective. Use these
reports to quickly assess the following:

— How many client devices are in or out of compliance
— Which compliance rules are most frequently violated
— Which client devices are the most noncompliant

e SCAP Reports — These reports show you how many client devices are
currently in or out of compliance with each Secure Content Automation
Protocol (SCAP) benchmark included in your scans.

e Device Reports — These reports show you the results of the most recent
compliance scan for each scanned client device. They also show you which
client devices were not scanned.

You can filter many of these reports or drill down for additional detail. See
Find Information about Compliance Failures on page 72 for more information.

When you drill down into a report for more detailed information, the data
may be filtered in a different way than the data displayed in a summary level
report. See Filtering Reports on page 229 for more information.
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These reports are displayed on the Reporting tab. Some of these reports are
also available from the Compliance Management Dashboard.

Security Tools Management Reports

The Security Tools Management reports are organized in three groups:

e Executive Summaries — These reports tell you when your anti-virus and
anti-spyware definitions were last updated on your managed client
devices and when these devices were last scanned for viruses and

spyware.

¢ Product Reports — These reports contain information about the
anti-virus, anti-spyware, and firewall products detected on your client
devices.

— For each type of product, you can view a list of all products detected
and a list of devices where these products were found.

— For anti-virus and anti-spyware tools, you can view the date of the last
definition update and scan for each pertinent device.

— For firewall products, you can view a list of the firewall rules.

e Device Reports — These reports tell you whether each type of security
tool is installed, enabled, or both on each client device.

The Security Tools Management reports are displayed on the Reporting tab.
Some of the reports are also available from the Security Tools Management
dashboard.

You can filter many of these reports or drill down for additional detail. See
Find Information About Security Tools on page 74 for more information.

When you drill down into a report for more detailed information, the data
may be filtered in a different way than the data displayed in a summary level
report. See Filtering Reports on page 229 for more information.

These reports are displayed on the Reporting tabSome of these reports are
also available from the Security Tools Management Dashboard.

The following reports include summary statistics regarding the state of the
security tools on your managed client devices:

¢  Product Summary (under Executive Summaries)

e Discovered Products (under Product Reports > All Products)
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e Devices Scanned (under Device Reports > Scanned Devices)

These statistics are also displayed when you expand the Discovered Security
Product Statistics banner in the Device Detailed View for a particular scanned
device. To display this view, follow these steps:

1 Open the Device Reports > Scanned Devices report.
2 Click the Details /£ icon for a particular device.

3 In the Device Details section, click the Details /' icon again.

Drilling Down to Detailed Information

Many reports enable you to drill down to very detailed information about a
particular device, vulnerability, compliance benchmark, or security product.

Whenever you see the Details (&) icon in the data grid, you can click it to
display more detailed information.

You can also drill down to more detailed information by clicking the device
counts in certain columns in some reports.

See also:
¢ Find Vulnerability Remediation Information on page 70
¢ Find Information about Compliance Failures on page 72

¢ Find Information About Security Tools on page 74

Filtering Reports

Using Reports

Many reports contain large amounts of data. You can apply one or more filters
to a report to reduce the amount of data displayed. If you apply a filter, that
filter will remain in effect until you explicitly remove it.

There are three basic types of filters:

¢ Directory/Group Filters enable you to display data for a specific device or
group of devices.
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Inventory Management Filters enable you to display data for a group of
devices with common characteristics, such as hardware, software,
operating system, or HPCA operational status.

Report specific filters apply only to data available within a specific
Reporting View. For example, Compliance Management filters apply only
to Compliance Management reports.

A filter only works if the type of data that it filters appears in the report.

If you attempt to apply a filter that does not pertain to the data in the current
report, the filter will have no effect. Conversely, if the data in a report does not
look correct, check to ensure that an incorrect filter has not been applied.

Because they contain small amounts of data to begin with, most Executive
Summary reports cannot be filtered.

To apply a filter to a report:

1

In the Data Filters section of the left navigation tree, expand the filter
group that you want to use.

Optional: For the specific filter that you want to apply, click the 3 (show/
hide) button to show the filter controls:

Specify the filter criteria in the text box, or click the }&| (criteria) button to
select the criteria from a list (if available—not all filters have lists).
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You can use wildcard characters when creating filters. The following table
describes the characters you can use to build search strings.

Table 30 Special Characters and Wildcards

Device
Vendor
Filter
Character | Function Example | Records Matched
*or % Matches all records | HP* All records that begin with
containing a specific “HP”
text string -
%HP% All records that contain
“HP”
?or Matches any single | Not?book | All records that begin with
character “Not” and end with “book”
Note_ook | All records that begin with
“Note” and end with “ook”
! Negates a filter IHP* All records that do not start

with “HP”

For example, if you specify HP% in the text box for a device related filter,
the filter will match all devices whose Vendor names contain HP.
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4 Click the Apply button. The report will refresh. To remove the filter, click
the Reset button.

When you apply a filter to a report, the filter is listed in the report header:

% Search Criteria:
% Device Filters

ﬂ Device Wendor (HP%)

If you apply a filter, that filter will remain in effect until you explicitly remove

it. You can click the $i§ (Remove button) to the left of the filter name to remove
a filter from the current report.

) You can also create an “in-line” filter by clicking a data field in the report
currently displayed.For example, if you were viewing a Vulnerability
Definitions report, and you wanted to see only those vulnerabilities with High

severity, you would click the € (High Severity) icon in the Severity column.
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Creating Device Groups for Data Roll-Up

The HPCA Console provides a mechanism for defining specific groups of
devices for the purpose of performing data “roll-up” operations—where
information about these devices is retrieved from the HPCA database and
then aggregated (rolled up) over a specified period of time.

This is useful, for example, if you are using another HP Software product that
communicates with HPCA and consumes data delivered in the form of HPCA
reports—or the database tables used to populate the reports.

To perform the actual data roll-up, you would create a DTM job using an
appropriate job action template, such as the HPCA Nightly Summary
template. Be sure to specify the job schedule such that data roll-ups are
performed at least 24 hours apart. See Create a New DTM or Notify Job on
page 182 for more information.

) This capability supports future HP Software product integrations. Currently,
no other products consume HPCA roll-up data.

To create a data roll-up device group:

1 On the Reporting tab, open a report that lists devices. For example:

Inventory Management Reports > Hardware Reports > Detail Reports >
Managed Devices

2  Apply the filter criteria that you want to use. Make sure that the devices
that you want to see are included in the report. See Filtering Reports on
page 229 for more information.

3 Click the [Save] link located to the immediate right of the Search Criteria
heading in the upper left hand corner:

o AN
% Search Criteri

% Device Filters

% Operating System (@Microgoft® Windows Vista? Enterprize Vergion 6.0

The Reporting Filter Save Wizard opens.
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4  Enter a Display Name for your device group. This name will be used by
other HP Software products that consume the roll-up data. You may enter
up to 32 characters.

5 Enter a Description for your device group. This information is for the
benefit of the people who will view the roll-up data. You may enter up to
255 characters.

6 Select Use for Rollup Reports if you want to use this device group for data
roll-up operations.

7 Select Overwrite Existing if you want to replace an earlier version of your
saved device group with this one.

8 Click Create. Your device group is saved and is now available to use.
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7/ Operations

The Operations tab allows you to manage infrastructure tasks, view the
status of component services, and perform some patch management tasks.
Additional details are described in the following sections.

Infrastructure Management on page 236
Out of Band Management on page 243
Patch Management on page 247

OS Management on page 261

Usage Management on page 262

The Satellite Console Operations tab provides Server Status and Support
information as described in the following sections.

Server Status on page 236
Support on page 237
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Infrastructure Management

Infrastructure Management operations are described in the following
sections:

e Server Status on page 236
e Support on page 237
e Live Network on page 238

Server Status

Server Status displays the currently installed license information as well as a
list of the component services that are controlled by the HPCA server. These
component services handle different aspects of HPCA processing. The Server
Status Summary table allows you to see which of these services are enabled.

To review the status of component services

1 On the HPCA Console, go to the Operations tab and click Service Status.

2 View the Summary table that lists the component services and whether
they are enabled.

The Satellite Console Server Status page displays additional properties.
e Upstream Server

e Data cache usage

e Data cache capacity

e Synchronization status

The Satellite Console’s Server Status page includes a Tasks area that enables
you to update the data cache.
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Synchronize Satellite Now

The Satellite server’s contents (software services, patches, and operating
system images) must be synchronized with an upstream host.

) Before you can cache and synchronize data on a Satellite Server, you
must have initially configured your Satellites. Refer to the HPCA
Core and Satellite Getting Started and Concepts Guide for details.

Running the synchronization will synchronize the content that is used by the
services that are enabled on the Satellite. For example, if the Satellite is fully
enabled, it will synchronize:

e HPCA agent maintenance
e Configuration metadata

e Data cache resources for software and patches (requires Data Cache be
enabled)

e Operating system images (requires Operating Systems service be enabled)

Satellite server synchronization can be scheduled to by creating a job on the
Core server. See Creating Satellite Synchronization Jobs on page 187 for
additional information.

Flush Data Cache

If there are critical new resources to download from an upstream server and
the current data cache usage is close to capacity, or the data cache contains
outdated or corrupt files, you can flush the resource cache to make room for a
quick loading of new resources.

A Take care when using this option because it flushes the entire cache—
dynamic and preloaded.

This action could result in the accidental deletion of important files.

Support

Operations

The Support area displays the currently installed license information and also
allows you to generate and download a compressed (zipped) file that contains
configuration files, log files, and operating system information.

See Downloading Log Files on page 238, for details.
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These files can then be available for HP Support should they be needed for
troubleshooting.

Downloading Log Files

When working with support, you may be asked to supply log files. Use the link
provided to download and save a compressed file of current server log files.

To download log files

1 In the Troubleshooting area, click the link Download Current Server Log
Files. A new window opens.

When the log files are prepared, click Download logdfiles.zip.
When prompted, click Save to store the compressed file on your computer.

Specify a location to store the file and click OK.

o A W N

The log files are downloaded to your computer and saved in a single ZIP
formatted file.

) Internet Explorer security settings may prevent these files from
being downloaded. HP recommends adding the HPCA console URL
to your trusted sites or modifying your Internet Explorer settings to
not prompt for file downloads.

Live Network

Use the Live Network settings to specify how and when the HP Live Network
security and compliance management content is updated. You can set up a
schedule for automatic updates or initiate an immediate update. You should
always perform an update after you install or upgrade your HPCA software to
ensure that you have the most recent security and compliance scanner and
data.

When HPCA updates your content from the HP Live Network site (or from
the file system), it uses a tool called the HP Live Network Connector (LNC).
This tool is installed by HPCA and is self-updating. In certain circumstances,
you may want to install a new copy of the LNC. See Download the HP Live
Network Connector on page 242 for more information.
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Operations

Whether you choose to schedule automatic updates or initiate an immediate
update, you must specify the content source for the update. You have three
choices:

From the HP Live Network

The security and compliance scanners and data are retrieved from the HP
Live Network content server and published to the HPCA infrastructure.
By default, this path is:

<InstallDir>\LiveNetwork\lnc\bin\live-network-connector.bat

This path is configured automatically by HPCA. You do not need to specify
this path unless you have downloaded a new copy of the HP Live Network
Connector and installed it in a different location.

To use this option, you must have an active HP Live Network
subscription. This is not included in your HPCA software. See your HP
representative for details.

From the File System

A copy of the vulnerability and compliance scanner and data are published
from a location in the file system on the system where the HPCA Console
is installed. You must specify the path name of the folder that contains the
scanners and data, and you must manually download these items from the
HP Live Network content server before you can initiate an update.

The folder structure from the file system location specified must exactly
match the folder structure that is created when the HP Live Network
Connector downloads content, as shown here:

bundles
definitions
scan-director

scanner

The subdirectories under each of these folders must also match exactly.

In some cases, HP Live Network updates only a subset of the security and
compliance management content. In this case, some of these directories
may not be delivered during a Live Network update.

For more information about using this option, see Run the HP Live
Network Connector Manually on page 81.

From the Configuration Server Database
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Vulnerability definitions previously published to the CSDB are loaded into
the Reporting database.

See Move HP Live Network Content from a Test Environment to a
Production Environment on page 83.

Schedule Automatic Live Network Updates

Use the following procedure to establish a schedule for automatic HP Live
Network updates from the content source of your choice.

To schedule automatic HP Live Network content updates:

1

On the Operations tab, expand the Infrastructure Management area, and
click Live Network.

Click the Schedule Updates tab.

In the Updates section, select the content source.

Specify the schedule for automatic updates:

a

Schedule—Select Once, Hourly, Daily, Weekly, or None

None is what the HPCA Console shows when nothing is currently
scheduled to execute—for example, when a previously scheduled Once
task has already completed. You can specify None if you do not want to
schedule anything new or if you want to stop an existing schedule. If
there is a recurring schedule, the most recently saved schedule is
shown (for example, Hourly, Daily, or Weekly).

Start Time—Time of day to start the updates.

Start Date—Date to start the automatic updates. Click the [
(calendar) button, and select the date.

When the Schedule Updates tab is displayed, the time and date fields
show the time and date of the last saved schedule. For example, if a
previously scheduled Once update has already completed, the
Schedule will be set to None, and you can see the time and date of the
last update in the Start Time and Start Date fields.

If you selected Hourly, Daily or Weekly for the Schedule, specify the
update interval in the Every box.

For example, if you select Daily, with an Every interval of two, this will
run an update every two days.
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5 Click Save to implement your changes.

) If you leave this tab, any information that you entered prior to clicking Save
will be lost. Be sure to click Save if you want to keep this information.

You can use the Reset button to restore the most recently saved settings.

Update the HP Live Network Content Now

Use the following procedure to update your HP Live Network content now.
This does not affect any schedule that you have established for automatic
updates.

To update the HP Live Network content immediately:

1 On the Operations tab, expand the Infrastructure Management area, and
click Live Network.

2 Click the Update Now tab.

3 Select the content source for this update. This will not affect any
automatic updates that are currently scheduled.

4 Click the Update Now button. A request is issued to update the scanner
and data from the content source that you specified.

An update is an asynchronous process that requires some time to complete.
You can use the acquisition reports to view the results of an update or check
its status.

View the Results or Status of an Update

You can use the HPCA reports to check on the status of an HP Live Network
content update.

To view the results or status of an update:

1 Click the Reporting tab.

2 To view the status of the content updates, open the Acquisition History
report in each of the following reporting views:

Vulnerability Management > Vulnerability Reports
Compliance Management > SCAP Reports
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Security Tools Management > Product Reports > All Products

If the configuration information related to HP Live Network is incomplete or
incorrect, the update will fail. This will be reflected in both the report and the
log file:

<InstallDir>\HPCA\VulnerabilityServer\logs\vms-server.log

There will be no other indication in the HPCA Console that the update has
failed, however.

Download the HP Live Network Connector

The HP Live Network Connector (LNC) is provided with HPCA and is
installed automatically when you configure the Live Network settings for the
first time. The LNC is self-updating. Whenever you update your HP Live
Network content, the LNC checks for and installs any available LNC updates.
This way, you are always guaranteed to have the most recent version of the
LNC after each Live Network update.

If you need to re-install the LNC for any reason—for example, if someone

inadvertently uninstalls it—follow these steps.

To download a new copy of the HP Live Network Connector:

1 On the Configuration tab, expand the Infrastructure Management area,
and click Live Network.

2  Click the Download link to the right of the HP Live Network Connector
box. A new browser window will open to the HP Live Network site. From
there you can download the LNC executable. You will need your HP Live
Network subscription user name and password to log in.
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Out of

3 Follow the instructions on the HP Live Network site to download and
install the LNC.

If you install the LNC in a location other than the original installation
location, be sure to update the HP Live Network Connector path on the Live
Network configuration page accordingly. The default installation location is:

CAE installation:
<InstallDir>\LiveNetwork\lnc\bin\live-network-connector.bat
HPCA Core server in a Core and Satellite installation:

<InstallDir>\HPCA\LiveNetwork\lnc\bin\live-network-connector.bat

Band Management

Out of Band (OOB) Management is enabled using the Configuration tab. See
Configuration on page 267 for OOB Management settings and Preferences.

For additional information on using OOB Management refer to the HPCA Out
of Band Management User Guide.

The following sections describe the OOB Management tasks available in the
console:

e Provisioning and Configuration Information on page 243
e Device Management on page 245

e  Group Management on page 246

e Alert Notifications on page 247

Provisioning and Configuration Information

Operations

Your vPro and DASH devices must be provisioned before you can discover and
manage them. It is possible to provision vPro devices through the HPCA
console if the devices did not automatically become provisioned when
originally connected to the network.
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The provisioning of vPro devices through the HPCA console is described in
Provisioning vPro Devices chapter of the HPCA Out of Band Management
User Guide. This option does not appear on the Operations tab under Out of
Band Management if you have selected to manage DASH devices only since it
is not relevant for this type of device.

Refer to the Provisioning vPro Devices chapter of the HPCA Out of Band
Management User Guide for complete details.

DASH Configuration Documentation

It is assumed that you have already provisioned DASH-enabled devices
according to the documentation accompanying the device. DASH
configuration information is documented in the "Broadcom NetXtreme
Gigabit Ethernet Plus NIC" whitepaper. This can be found in the "Manuals
(guides, supplements, addendums, ete)" section for each product that supports
this NIC.

) This information pertains to DASH-enabled devices from
Hewlett-Packard only.

To access this documentation

1 Go to www.hp.com.

2  Select Support and Drivers > See support and troubleshooting
information.

Enter a product that supports this NIC, for example, the dc5850.
Select one of the dc5850 models.
Choose Manuals (guides, supplements, addendums, etc).

Choose the "Broadcom NetXtreme Gigabit Ethernet Plus NIC"
whitepaper.

o U A W

DASH Configuration Utilities
The DASH Configuration Utility (BMCC application) is part of the Broadcom

NetXtreme Gigabit Ethernet Plus NIC driver softpaq, which is found in the
drivers section for each product that supports this NIC.
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To access this utility

1

o O AN

Go to www.hp.com.

Select Support and Drivers > Download drivers and software.
Enter a product that supports this NIC, for example, the dc7900.
Select one of the dc7900 models.

Select an operating system.

Scroll to the Driver-network section and select to download the NetXtreme
Gigabit Ethernet Plus NIC driver.

Device Management

Operations

The Device Management area allows you to manage multiple and individual
OOB devices.

On the Operations tab, under Out of Band Management, click Device
Management. The Device Management window opens. From the icons on the
toolbar of the device table, you can perform the following tasks on multiple
devices:

Refresh data

Reload device information

Discover Devices

Power on and off and reboot devices

Subscribe to vPro alerts

Manage common utilities on vPro devices

Deploy System Defense policies to selected vPro devices

Deploy heuristics worm containment information to selected vPro devices
Deploy agent watchdogs to selected vPro devices

Deploy agent software list and system message to selected vPro devices

Click the hostname link in the device table to manage an individual OOB
device. A management window opens that has several options in its left
navigation pane. The options available are dependent on the type of device
you selected to manage.
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Refer to the Device Management chapter of the HPCA Out of Band
Management User Guide for complete details.

Group Management

The Group Management option allows you to manage groups of vPro devices
as defined in the Client Automation software. You can perform OOB
operations on Client Automation groups that contain vPro devices. You can
manage groups of vPro devices to perform various discover, heal, and protect
tasks. These include power management, alert subscription, and deployment
of System Defense policies, agent watchdogs, local agent software lists, and
heuristics.

On the Operations tab, under Out of Band Management, click Group
Management. The Group Management window opens. From the icons on the
toolbar of the group table, you can perform the following tasks on multiple
groups:

e Refresh data

e Reload group information

e Power on and off and reboot groups

e Subscribe to vPro alerts

e Deploy agent software list and system message to selected vPro groups
e Provision vPro device groups

¢ Deploy and undeploy System Defense policies to selected vPro devices
¢ Deploy and undeploy agent watchdogs to selected vPro groups

¢ Deploy and undeploy heuristics worm containment information to selected
vPro groups

To drill down to manage individual devices within a group, click the group
name link under the Description column of the table. The Device Management
window opens displaying a list of devices belonging to the selected group. You
can manage multiple or individual devices within the group. See Managing
Devices.

Refer to the Group Management chapter of the HPCA Out of Band
Management User Guide for complete details.
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Alert Notifications

For vPro devices, you can view the alerts generated by provisioned vPro
devices if you have an alert subscription to the device. Monitoring alert
notifications gives you a good idea of the health of the devices on your
network.

Refer to the Alert Notification chapter of the HPCA Out of Band Management
User Guide for complete details.

Patch Management

Patch Management Operations tasks are described in the following sections:

Start Acquisition on page 247
Perform Synchronization on page 249
View Agent Updates on page 250
View Acquisition History on page 253
View Logs on page 253

Delete Devices on page 253

Gateway Settings on page 254

Start Acquisition

1
2

Operations

From Operations, expand Patch Management and click Start Acquisition.

Select a file by clicking on its name.
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3 Confirm the settings for this acquisition.

- Acquisition Settings for Job: demo

Bulletins MS05%*
Mode Model
Force Yes
Replace MNo

- Microsoft Settings

Mark Supensedence for all the bulletins Mo
Language Englizsh

Report Acquisition Status

- Report Acquisition Status

Report Acquisition Status Periodically +

Update Acquisition Status every |1 Minutes

— Report Acquisition Status: In addition to the acquisition log, you
can specify how frequently you want to update the current acquisition
status that is displayed when you View Acquisition Jobs, as discussed
on

— Update Status Information every: If you specified Periodically in
the Report Acquisition Status field, select how frequently you want to
update the status file.

4 Read the notice on your agent update settings, and click Submit to begin
your acquisition.

To check the status of the acquisitions:
e Use the Reporting tab to look at the Patch Acquisition Reports.
e Use the Operations tab, Patch Management area to View Acquisition Jobs.

e Also use the Operations tab, Patch Management area to access the View
Logs page and select the patch-acquire.log.
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Perform Synchronization

Operations

The patch information that has been sent to the HPCA Configuration Server

DB must be synchronized with the Patch SQL database for assessment and
analysis. The HPCA Configuration Server DB and the Patch SQL database
house identical information for the set of classes and instances that are
synchronized.

e Each class in the PATCHMGR Domain becomes a table in the Patch SQL
database. The corresponding table is named nvd_classname.

e Each attribute in each class becomes a column in its table. The
corresponding column name is nvd_attributename. Expressions and
connection variables are not replicated.

e Each instance in the class becomes a record in the corresponding table.

This synchronization occurs automatically after a patch acquisition and in
normal HPCA operations.

However, there may be times when you need to run the synchronization
manually. For example, synchronize the databases manually after an import
of patch information from a different HPCA server. Also, synchronize the
databases manually if you switch the SQL database configured for Patch
Management after some acquisitions have taken place.

You can synchronize the databases manually using the HPCA Core Console.

To synchronize the databases

1 From Operations tab, expand the Patch Management tasks, and click
Perform Synchronization.

2  Click Submit.
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View Agent Updates

When you run a patch acquisition, you can also download the latest Version
and updates to the Patch Agent files. The Patch Agent files include the scripts
to perform product discovery and management. These files are received from
the Patch Update web site provided by HP. After download, the files are
published to the PATCHMGR Domain and connected to the
DISCOVER_PATCH Service instance.

Use the View Agent Updates task to determine the status of updates; View
Agent Updates is accessed from Operations tab, Patch Management area on
the HPCA Core Console. To do this, click View Agent Updates.

Figure 44 View agent updates

Agent Updates
Package Hame Package Release Date Published
Windoves Update Sgert Mediz WUA_MEDIA_WEE 7.26001.738 2009-03-1816:13:49
wWindovws Patch Scripts PATCH_WERSIOMT WWiM32_3 72 2009-03-18 15:24:46
Windovws Update Agert - Scan Data WA MEDIA_ SCAMDATA 7.26001.738 2009-03-14 16:13:45
wWindovws Patch Scripts PATCH_WERSIONT W32 1 _ 72 2009-03-14 16:13:28
Linuz Patch Scripts PATCH_WERSICNT _LIMNLE_1 7.2 2009-03-14 16:13:19

Agent files are distributed when the DISCOVER_PATCH Service is processed
on the Patch Manager target device. This is accomplished through a
connection in the DISCOVER_PATCH Service to the PATCH Instance in the
AUTOPKG Class. In turn, the AUTOPKG.PATCH Instance connects to the
agent maintenance packages created when you selected Publish or Publish and
Distribute. If you have selected to publish only (not to distribute), you will need
to create connections from the appropriate instance in the PACKAGE Class to
the AUTOPKG.PATCH Instance. Use the Admin CSDB Editor to do this. An
example is shown below.
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Figure 45 Create connections to the published package

B3 HPCA Admin CSDB Editor - [100:RCS - 1]

BB File Edit View \Window Help

b |mlel x| & o)z

atabase Tree View:

lQUTOPKG class PATCH Instance Attribubes:

Service Packs (SP)
2 services (zservice
j <Defaults=

| Walue
PATCHMGR., PACKAGE, PATCH_VERSIONT _WINIZ_2

Package connection For HPLX,

El- :Aj’ <Discover Pathes> BACOMMON Package connection Far COMMON
EIK& PATCH ﬂASUSE Fackage connection For SUSE
-4l PATCH_VERSTONT_WIN32 FlAreDHAT Package connection For REDHAT
,_,E Linux Pa:Ch Seripts AL Package connection For LINUX PATCHMIER, PACKAGE. PATCH_YERSIONT_LINUY_1
g m;’zsz' PasoLars Package connection for SOLARIS
s ’ BAAIX Package connection For ATX
B0 ML
@ Connection does not specify a class
- 7% DISCOVER,
-4 PaTCH
A PATCH_YERSION? _WIN3Z
& Linux Patch Scripts
o —

) AIX, HP-UX and Solaris are not currently supported.

Agent Updates has the following values:

¢ None: The agent updates will not be published to the PATCHMGR
Domain.

¢ Publish, Distribute: This is the default value. Publish the updates to the
PATCHMGR Domain and connect them to the DISCOVER_PATCH
Instance to distribute the updates to your Patch Manager-managed
devices.

e Publish: The updates will be published to the PATCHMGR Domain, but
will not be connected for distribution to Patch Manager-managed devices.
You will need to create these connections.

There are two parameters that control which agent updates you download.

e Operating System: Specify which operating systems to acquire the agent
updates for. The default is to download all operating systems.. Valid
values are Windows and Linux.
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¢ Version: Select the Patch Manager version for which you would like to
acquire the agent updates. You can publish only one version to a
Configuration Server; one Configuration Server cannot host multiple
versions of the agent. If piloting, create a separate Configuration Server
for the other version.

0 Never choose an agent version that is lower than the version of Patch
Manager that is first installed or currently implemented in your
enterprise.

To update to the current version, specify Version 7. This is the default for
new Patch Manager 7.50 installations.

Migrating customers are advised to set the “Publish and Distribute” option
and set the Agent Updates Version to Version 7. This will ensure the
successful migration of Windows and Linux Patch Agents to Version 7.50.
This is needed to continue management of Microsoft security patches
when Microsoft discontinues updates to MSSecure.xml, in favor of the
new Microsoft Update Catalog feed.

Note that when patches are acquired from Microsoft Update, the Source
column in the report will show “Microsoft Update” instead of “Microsoft.”

A To accommodate Microsoft Update technologies, your target devices
must have the Windows Update Agent installed. The Patch Manager
acquisition process automatically acquires the latest Windows Update
Agent required to perform vulnerability scans and patching when
leveraging Microsoft Update Catalog technologies. The
DISCOVER_PATCH Service will automatically apply the current
Windows Update Agent to the managed device on the next agent
connection.

) Windows Update Agent (WUA) uses the Automatic Updates
Windows service, which must be set to either Automatic or Manual on
target devices. The Automatic Updates service can be in a stopped
state because WUA will start it as needed.
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View Acquisition History

Select a patch acquisition status page to view details from previous
acquisitions.

View Logs

The Patch Manager Server logs can be used to review and troubleshoot the
patch management environment. These logs are available online from the
Console using the Operations tab and the Patch Management area.

From the console, click the Operations tab and expand the Patch
Management tasks. Click View Logs.

Select a Log File from those listed to open and review it online, or to save it
locally and review it with HP support.

e HPCA-PATCH-3467.log Log for the Patch Manager Server.
e patch_acquire.log Log for patch acquisitions.

e patch-sync.log Log of synchronizations between the Patch Manager
Database and the Configuration Server Database.

These logs are located in the \1ogs folder of the Patch Manager Server
installation directory.

Delete Devices

You can delete Patch Manager compliance data for specific devices using the
Operations tab of the console.

To remove compliance data from the Patch Manager ODBC database

1 Click the Operations tab and expand the Patch Management tasks.
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2  Click Delete Devices.
Specify the device criteria below

.ﬂ Device Name(s):

.ﬂ Days since last scan:

3 Specify device-selection criteria for the devices to remove. You may:
— Specify a single device or multiple devices in a comma-separated list.
— Use wildcards.

— Specify the number of days since the last vulnerability scan was
performed on the device. This may be used to remove compliance
information for devices who are no longer reporting compliance data to
the Patch Manager Infrastructure components.

4 Click Next. The console allows you to preview the devices that match the
selection filters before removing them from the database.

5 Click Delete to remove the devices from the Patch Manager ODBC
database.

A Take care when removing devices from this database; this operation
cannot be undone.

Gateway Settings

The Patch Manager Gateway is used to obtain and cache the patch binary files
when the Patch Metadata Download option is enabled on the Patch
Management > Distribution Settings page. The Patch Metadata Download option
is only available when patching Microsoft devices using Microsoft Update
Catalog data feed.

The Patch Management > Gateway Settings area of the Operations tab allows
you to review and manage the cache of patch files stored on the Gateway.

Preload Gateway option
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e Ifthe Preload Gateway option is turned off, the Gateway caches the patch
files as they are requested by Agents. This is the default and
recommended setting.

e Ifthe Preload Gateway option is turned on, the Gateway caches the patch
files when the patches are acquired.

The following Gateway Operations are available from the area of the Console:
e View Cache Statistics on page 255

e (Cache Content Details on page 256

e Export URL Requests on page 256

e Import URL Requests on page 257

e Export Cache Contents on page 258

e Import Cache Contents on page 259

View Cache Statistics

Use the View Cache Statistics page to see statistics on the patch files
currently cached on the Gateway, as well as hit, miss and error information
that lets you gauge how well the Gateway is satisfying the patch requests of
the Agents. The counters for the hit, miss and error information can be reset.

To access the View Cache Statistics page:
e From the Console Operations tab, select Patch Management > Gateway

Settings > View Cache Statistics.

Gateway Cache Statistics

e Total cache size: Total size in megabytes of all patches in the Gateway
cache.

When the cache size exceeds the Maximum Cache Size configured for the
Patch Gateway Operations on the Patch Distribution Settings page, the
patches that are older and least used will be deleted.

¢  Number of files: The number of active files in the patch gateway cache
available for download.

e Cache Hits: The number of requests that have been fulfilled since the
last counter reset.
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e Cache Misses: The number of requests that required a download from
the Vendor since the last counter reset.

e Cache Download Errors: The number of download errors the gateway
encountered since last counter reset. The error can be found in the
HPCA-PATCH-3467.1og file.

e Hit Ratio: The ratio between requests fulfilled from cache, and the total
number of requests.

e Cache Counter Reset On: The date and time when the cache counter
statistics were reset.

¢ Reset Cache Counter Statistics: Click this entry to reset the counters
for cache hits, misses and download errors.

Cache Content Details

Use the Cache Content Details page tp view the current set of patch binary
files cached on the Gateway, by Bulletin number.

To access the View Cache Statistics page:
e  From the Console Operations tab, select Patch Management > Gateway

Settings > Cache File Statistics.

Viewing the Cache Content Details

The Cache Content Details page displays the cached bulletins by number.
Click on a Bulletin Number to see the list of binaries cached for that bulletin.
Double-click a binary file to see more details.

Export URL Requests

If the Gateway Server cannot connect to the Vendor download site, these
unfulfulled agent request files can be exported and then imported into another
Gateway Server with internet-connectivity.

The Export URL Requests operation allows you to see and filter the list of
unfulfilled URL requests and import the list into another Patch Gateway
Server.

When you export the URL you are prompted to save the contents as an XML
file with a name of your choice. The XML file contains the patch URLs
selected during the export.
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To access the Export URL Requests page:
e From the Console Operations tab, select Patch Management > Gateway
Settings > Export URL Requests.

To export a list of unfulfilled URL requests:

1 Use the List Display Settings area to filter the unfulfilled list into the ones
you want to export.
List Display Settings

Enter a URL Filter Expression to filter the list of all unfulfilled patch requests
by URL name. Wildcards are accepted. Click Apply to apply the filter.

Use the Page Count drop-down to set the desired number of URL listings to
include on a single page.

To return to the full list of URLs, reset the entry to * and click Apply.

If there are unfulfilled URL Requests listed on this page, click Submit to
download an export file of these current unfulfilled requests.

Import URL Requests

The URLs exported from the Export URL Request operation can be
imported into a different Patch Gateway Server using the Import URL
Requests page. The imported files will be stored in the Patch Gateway Server
and can be used only by that server.

To access the Export URL Requests page:
e From the Console Operations tab, select Patch Management > Gateway
Settings > Import URL Requests

To import URL requests:

1 Copy the file saved after using the Export URL Requests task to the local
drive of the gateway where you want to import the URL requests.

2 In the Request file to import area, click Browse to locate the XML file that
was saved from the Export URL Requests tasks.

3 Click Submit to start importing the unfulfilled requests in the specified file

The Gateway URI Request Import page displays the URLs being
imported, their completion status, and the % completion.
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Export Cache Contents

You can export cache contents for import into another Patch Gateway Server.
When you export the cache contents, you can export just the metadata or you
can choose to export both the metadata and the actual binary files. The
metadata is exported as an XML file. The binary files are exported as a
compressed ZIP file. These files contain the patch cache contents selected
during the export process.

To access the Export Cache Contents page:

e From the Console Operations tab, select Patch Management > Gateway
Settings > Export Cache Contents

To export cache contents:

1 Under the Gateway Cache Contents Export section, expand Gateway Cache.

2 Expand Bulletins and select the bulletins that you want to export. You can
expand each specific bulletin to see the binary files included in the
bulletin with the file sizes.

3 Under the Gateway Export options section, select one of the following
options:

Export the specified cache metadata: This option allows you to export the
cache metadata only. If you select this option, do the following:

a Click Export. The File Download dialog opens.

b  The default name for the metadata file is patchdata.xml. Save this
file to a location of your choice. This XML file should be used when you
import the data.

Export the cache data into a compressed file: This option allows you to export
both the cache binary files and the metadata. If you select this option, do
the following:

a In the Compress File Name field, type the name of the ZIP file you want
to use to contain the cache data binary files. In our example, we are
using ms-bulletins-export.zip.

b  Click Export. The export status of the binary files selected is displayed.
The selected patch binaries are exported by default to the
C:\Program
Files\Hewlett-Packard\HPCA\Data\PatchManager\patch\exp
ort folder. Copy the ZIP file created in this folder to the import folder
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on the Gateway Server on which you want to import the data. The
default location for the import folder on the Gateway Server is
C:\Program
Files\Hewlett-Packard\HPCA\Data\PatchManager\patch\imp
ort.

¢ Click Save to save the metadata XML file. The File Download dialog
opens.

d The default name for the metadata file is patchdata.xml. Save this
file to a location of your choice. This XML file should be used when you
import the data.

e Click Done to exit the wizard.

Import Cache Contents

The cache contents exported from the Export Cache Contents operation can be
imported into a different Patch Gateway Server using the Import Cache
Contents page. The imported files will be stored in the Patch Gateway Server
and can be used only by that server.

Before importing the gateway cache binaries into the Patch Gateway Server,
ensure that the bulletin information has been properly imported into
Configuration Server Database from the server where you exported the patch
binaries. You may use RadDBUtil to export the bulletin information and
import it into the Configuration Server Database. Ensure that ZSERVICE,
wua, and MSFT_PATCH.xml PACKAGE are exported and imported with the
walk option set. When importing MSFT_PATCH.xml, ensure that it contains
all of the bulletins which you have acquired. For information on using
RadDBUtil, refer to the Configuration Server User Guide.

To access the Import Cache Contents page:

e From the Console Operations tab, select Patch Management > Gateway
Settings > Import Cache Contents

To import cache contents:

1 For Metadata file to import, click Browse to locate the XML file that was
saved from the Export Cache Contents task.
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For Location of cache contents, you can specify one of the following
locations:

Compressed File: If you have selected this option, in the File Name field type
the name of the compressed ZIP file you created in the Export Cache
Contents task. The default import location for the compressed file on the
Gateway Server is
CoreInstallFolder\Data\PatchManager\patch\import. For
example, this can be the following:

C:\Program
Files\Hewlett-Packard\HPCA\Data\PatchManager\patch\import

Local Folder: If you have selected this option, in the File Path field type the
file path to the local folder on the Patch Manager Gateway Server that
contains the cache data. The local folder should be pointing to the location
of dbver0. For example, if the cache data is on external storage media in
the following location:

E:\Data\PatchManager\patch\gateway\dbver0O\download.window
supdate.com

Type the following in the File Path field:
E:\Data\PatchManager\patch\gateway

Network Path: If you have selected this option, type the network path to the
shared location that contains the cache data. The network path should be
pointing to the location of dbver0. For example, if the cache data is in the
following location:

\\ServerName\Share\Data\PatchManager\patch\gateway\dbver0
\download.windowsupdate.com

Type the following in the File Path field:
\\ServerName\Share\Data\PatchManager\patch\gateway

Type the credentials necessary to access the shared network drive in the
User Name and Password fields.

Click Import to start importing the cache data in the specified location. The
Gateway Cache Contents Import page displays the cache data being
imported, their completion status, and the % completion.

Click Done to exit the wizard.

Chapter 7



OS Management

Use the OS Management, CD Deployment area to download images that can
be burned to a CD or DVD for operating system deployment.

CD Deployment

>»
A

Operations

You can use the CD Deployment feature to download images that can be
burned to a CD or DVD for operating system deployment.

The OS Library list displays all operating system images that have been
published to the CA server.

To download services for CD deployment

1
2
3

On the Operations tab, go to OS Management > CD Deployment.
From the OS Library list, select the services to download.

Click Create CD Deployment Media icon to launch the CD Deployment
Wizard.

Review the summary information and click Download. The services begin
to download in the background.

Click Close.

View the download progrsss in the OS Library list. Click the Refresh icon
to see the current status of each service in the CD Creation Status column.

When complete, the services are stored by default in:
C:\Program Files\Hewlett-Packard\HPCA\Data\ServiceDecks\CDDeployment

When this directory is empty, the CD Creation Status is blank for all
services listed.

This feature is intended for use with DVDs, typically to store multiple images.
Do not span your resources over multiple CD-ROMs or DVD-ROMs.

Your CD-ROM or DVD-ROM must be in Joliet format.
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Usage Management

Use the Usage Management section to configure usage collection filters.

Refer to the Application Usage Manager User Guide for more information
about collecting and analyzing usage data using HPCA.

Collection Filters

>»

Use the Collection Filters page to create and manage usage collection filters.

HP Client Automation Standard or HP Client Automation Enterprise is
required to collect application usage data.

Usage collection filters determine what usage data is made available by the
Usage Collection Agent for reporting. When the Usage Collection Agent is
deployed to a device, all usage data for all applications is collected and stored
locally. The usage filters that you create and enable determine which local
usage data is then sent to HPCA.

If a filter is enabled after a Usage Collection Agent has already been deployed,
all of the usage data defined by the filter that was collected and stored locally
is then sent to HPCA for reporting.

For example, if the Usage Collection Agent is deployed in May, and a filter is
enabled for Microsoft Word, all usage data for Microsoft Word is sent to HPCA
based on the schedule that you defined. Then, in June you decide to create and
enable a new filter for Microsoft Excel. The next time that usage data is sent
to HPCA, it will include all Excel usage data that was collected and stored
locally from the date the Usage Collection Agent was first installed in May
until the current date in June. Usage will continue to be sent thereafter for
both applications.

Usage data is stored locally on managed devices for 12 months.
For usage collection filter configuration instructions, see:

e Configuring Usage Collection Filters on page 263

¢ Defining Usage Criteria on page 264

See Deploying the Usage Collection Agent to deploy the Usage Collection
Agent and define a collection schedule.
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Configuring Usage Collection Filters

HPCA contains pre-configured collection filters by default. You can use these
filters as models for creating new filters, or you can modify these filters to suit
your needs.

Use the Usage Collection Filter Creation Wizard to create new usage
collection filters. Use the Filter Details window to modify existing filters.

Configuring filters to collect usage data based on wildcard characters can
cause the collection of a large amount of data that can, over time, create
severe reporting performance issues as the database grows in size. HP
strongly recommends that you create filters to collect data only for those
applications that you want usage information for. Avoid collecting usage data
for all applications.

To create a collection filter:

1 On the Collection Filters page, click the Create New Filter ¥ toolbar
button. This launches the Usage Collection Filter Creation Wizard.

2 Follow the steps in the wizard to create and enable the new collection

filter.

To enable collection filters:

1 In the Filter list, select the filters that you want to enable by clicking the
box to the left of the filter description.

2 Click the Enable Selected Iltems ! toolbar button.

3 Click OK to enable the selected filters. A status dialog shows you the
result.

4 Click Close to close the status dialog.

To modify an existing filter:

1 In the Filter list, click the filter description link to open the Filter Details
window.

2 In the Filter Criteria area, type the specific filter criteria to use when
collecting usage data. See Defining Usage Criteria on page 264 for help in
determining what criteria to select.
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3 Click Save.

Defining Usage Ceriteria

The Usage Collection Agent uses the file header information within each local
executable file to determine whether that application meets defined filter
criteria. You can use the file header information to determine what criteria to
use when defining a filter.

To determine file header information:

1 Right-click an executable file on your system.
2 Select Properties from the shortcut menu.

3 On the Properties window, click the Version tab.
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NOTEPAD.EXE Properties

Genemll Wersion |C|:|m|:uatibil'rt'_.r | Securty || Summary |

File version:  5.1.2600.2180
Descrption:  Motepad

Copyright: = Microgoft Comporation. All ights reserved.

Cther version infarmatian

ftem name: Value:

Compary MOTEPAD .EXE
File Versian
Intemal Mame
Language

Product Name
Product Yersion

QK ] [ Cancel App

The information contained in the Item name and Value boxes is used by the
Usage Collection Agent to filter the available usage data (with the exception of
the Language and Internal Name items, which are not currently supported).

Be aware that not all executable files support or correctly populate values
stored in the file header.

The following example describes how to create a filter to search for a specific
application.

To filter usage data for notepad.exe:

1 Create a new Usage Filter by launching the Usage Collection Filter
Creation Wizard.
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2 At the Properties step, define the following filter criteria:
— Description: Notepad
— Enabled: Yes
— File/Application Name: notepad. exe

3 Deploy the Usage Collection Agent to one or more managed devices. See
Deploying the Usage Collection Agent on page 215 for instructions.

Usage data will be sent to HPCA weekly and will include all usage data
for Notepad for all devices that have the Usage Collection Agent installed.
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8 Configuration

The Configuration area allows you to manage user access to the Console,
define and configure infrastructure servers, manage patch acquisition
schedules and settings, manage hardware, and configure ODBC settings.

) The Configuration tab is available only to Enterprise license users
with Zone accounts that belong to the Administrator roles group.

Use the links in the navigation area on the left side of the Configuration tab to
access the various configuration options. These options are described in the
following sections:

Core Configuration Options

e Licensing on page 268

e Core Console Access Control on page 269
e Infrastructure Management on page 277
e Device Management on page 313

e Patch Management on page 315

¢ QOut of Band Management on page 346

e OS Management on page 349

e Dashboards on page 352

e Usage Management on page 350
Satellite Configuration Options

e Licensing on page 268

e Upstream Host on page 268

e SSL on page 278

e Satellite Console Access Control on page 273
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e Configuration on page 275

e Data Cache on page 275

e Policy on page 279

e (OS Management on page 349
e Thin Clients on page 314

e  Multicast on page 295

Licensing

A functional HPCA environment requires a valid HP-issued license. This area
of the Console stores your license file and displays the license edition (Starter,
Standard, or Enterprise) that is installed. You can use this section to review
and update your HPCA license.

To apply a new license

1 Copy and paste the license information from your new license.nvd file
into the License Data text box.

) When copying the license information from your license file, do
not include the text that precedes the line [MGR_LICENSE]
because this will result in the license information not being
“readable” to the Console.

2 Click Save. Updated license information is displayed after Current License.

Upstream Host

On a Satellite console, use the Configuration tab Upstream Host area to edit
the upstream host server information. The upstream server is the server this
Satellite will synchronize with, as well as fetch information for requests if a
service is disabled or a resource is unavailable. You may use SSL for this
inter-server communication, this requires the upstream server is capable of
receiving SSL requests.
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Access Control

This panel offers different administrative controls depending on whether you
are in the Core or Satellite Console.

) HPCA Starter and Standard license editions do not offer a Satellite
Console.

e Access Control on the Core Console allows HPCA administrators to
configure and manage user access to the Console. See Core Console Access
Control on page 269.

e Access Control on the Satellite Console allows HPCA administrators to
select and configure an authentication method. See Satellite Console
Access Control on page 273.

Core Console Access Control

Configuration

Use the Access Control section to create instances of Console users (see Users
Panel on page 269) with unique, custom IDs and passwords. Then, assign
roles (see Roles Panel on page 272) to the users in order to manage the areas
of that Console that they can access, as well as the administrative tasks for
which they are authorized.

Users Panel

In the Users panel, create user instances and assign a role to each. The role
will determine which areas of the Console each user can access. Users can also
be deleted, and their roles modified.

Management jobs contain a Creator field that displays the user ID under
which the job was used created. It is the user IDs that are created in this area
that will be displayed.

e By default, after installation, one default Console user, admin, exists with
the default password of secret. This “failsafe” user account has full
access to the Console and cannot be deleted.

e HPCA Console users can be either internal or external, as described
below.

269



— Internal Users
All users that are created at the Users panel are created as “internal.”
These users can be deleted and updated via the Core Console.

— External Users
In the Enterprise edition, HPCA administrators have the option of
leveraging external directories (such as LDAP and Active Directory) to
add users and configure their access permissions and credentials.
These “external” users cannot be created, deleted, or updated at the
Core Console; an administrator must use the LDAP/AD tools in order
to do so. An HPCA administrator can, however, configure a directory
source for authentication. That source will then appear in the Users
panel and the Source column will reference the directory from which
the user originated.

¢ The currently active user cannot be deleted. If you want to delete the
currently active user, you must log out and log in as a different user. Then
you will have the ability to remove the previously active user.

The following sections detail the administrative tasks that are available at the
Users panel.

To create a Console user

1 Click the Create New User button ﬁc:;l? to launch the User Creation Wizard .

2 Follow the steps in the wizard to add Console users.

) User ID Considerations
User IDs cannot include spaces, slashes (/), or backslashes (\).

e If a space or backslash is included, an “unable to create” error
message will result.

e Ifa slash is included, it will be automatically removed when
the user ID is generated. For example, user ID jdoe/1 would
result in user ID jdoel.

Password Considerations
e Use only ASCII characters when creating passwords.

¢ If you change the password for the current user, you will be
automatically logged out. Log in as the user, but with the new
password.

3 After creating a user, you can:
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— Create another user (return to step 1 of this section).

— Click a user ID to view and change the user’s properties (as described
in the next section).

— Assign a role to a user (as described in the section, Roles Panel on
page 272).

To view and modify user properties

The steps in this section are specific to “internal” users; the properties of
“external” users cannot be modified on the Core Console.

1 Click an internal user’s User ID to view its properties.

2 In the User Properties window, modify the user’s properties, such as the
display name and description, and access the Change Password window.

Click Save to confirm and preserve any changes.
4 You can now:
— Create another user (see step 1 in the previous section).

— Click a different user ID to view and change its properties (return to
step 1 of this section).

— Assign a role to a user (as described in the section, Roles Panel on
page 272).

To remove a Console user

The steps in this section are specific to “internal” users; the properties of
“external” users cannot be modified on the Core Console.

e Select the user IDs from the list and click Delete Users 33

The current user cannot be deleted.

In order to delete this user ID, you must log out and then log in as
a different Administrator to execute the deletion.
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Roles Panel

There are various levels of administrative authority (roles) that can be
assigned to users. Assign a role to a user based on the access- and
management-permissions that you want available to the user. The Console
user roles are:

Administrators: These users have unlimited access to the Core Console,
as well as the ability to perform all administrative functions. This is a
“superset” role; it encompasses all of the functionality and authority of the
Operator and Reporter roles.

Operators: These users can perform management, operational, and
reporting-related tasks in the Core Console. They cannot access the
Configurations tab. This role encompasses the functionality and authority
of the Reporter role.

Reporters: These users’ permissions are restricted to viewing, compiling,
and printing reporting data in the Core Console. Their access is limited to
the Reporting and Dashboards tabs.

) More than one role can be assigned to a user.

Assigning Roles to Users

Roles can be assigned to users in either of two ways in the Console.

In the Roles panel:

a Click a role in the table to invoke the Role Properties window; this
displays a list of the users that have been assigned that role.

b Use the toolbar buttons to add/delete users to/from the role.

In the Users panel:

a Click a user ID in the table to invoke the User Properties window.
b Click the Roles tab.

¢ Use the toolbar buttons to add/delete users to/from the role.
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Satellite Console Access Control

Configuration

The Access Control section of the Satellite Console allows an HPCA
administrator to select a Console-access authentication method (Local
Accounts or Directory Service Accounts) and to configure its settings.

The Summary area of the Access Control section displays the Authentication
Method that is currently enabled. The default (Llocal Accounts) is displayed.

To select and configure an authentication method

1
2

Click Configure Authentication. The Authentication Wizard opens.

In the Set Server Authentication Type area, use the Authentication
Method drop-down to select either:

Local Accounts — This method allows an administrator to set
administrator and operator log-on credentials for the Satellite
Console; these credentials restrict access to various parts of the
Console. This is the default. See the section, To use Local Accounts on
page 273, for configuration information.

Directory Service Accounts — This method allows administrator
authentication using Directory Service Accounts (such as Active
Directory) that are in place in the environment. For configuration
information, see To use Directory Service Accounts on page 274.

Click Next to proceed to the Configuration area and specify the settings for
the access method you have chosen.

To use Local Accounts

If you are using Local Accounts to secure access to the Satellite Console,
change the password immediately after installing the Satellite server.

>»

Password Considerations
e Use only ASCII characters when creating passwords.

¢ If you change the password for the current user, you will be
automatically logged out. Log in as the user, but with the new
password.

Configure Console access for administrators and operators in the
appropriate areas.
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Administrator permissions allow the user to access all areas of the
Console.

Operator permissions restrict the user’s access to only the
Operations area of the Console.

b  Click Next.

¢ When the configuration is complete, click Close.

The next time you log in to the Satellite Console using a Local Account,
use the new password.

To use Directory Service Accounts

An external Directory Service Account can be used to authenticate a user’s
access to the Satellite Console.

a In the Directory Service Settings area, specify the configuration
parameters as described below.

274

Directory Host: The hostname or IP address of the external
directory server that will be used for authentication.

Directory Port: The port that will be used to access the external
directory server. The default is 389.

Base DN: The base object in your directory at which to start
searching when querying for the users.

For example, dc=europe, dc=acme, dc=com.

Access Group DN: The Group DN that contains all members
who are entitled to access the Core Console with administrative
rights.

Directory User ID: A valid user ID that can access the directory
server in order to verify that a person logging on to the Core is a
member of the above-named Group DN. The default is
administrator.

Directory Password: The password that is associated with the
above-listed user ID.
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b In the Test LDAP Group User area, supply the credentials of a “test
user.

) The test user must be a member of the Access Group DN that
was specified above.

This test will ensure that you can access this server after the
Directory Service Account configuration is complete.

— Username: The user name of an existing Access Group DN user.

— Password: The password that is associated with the above-listed
user name.

¢ Click Next.
d When the configuration is complete, click Close.

Administrators can now sign in to the Satellite Console using their
Directory Service Account credentials.

Configuration

The Configuration area is available on Satellite Consoles, only.

Configuration services supply “model” and service information to the HPCA
agents, based on their entitlements. The agents connect to the server in order
to obtain this information and to satisfy changes. When this service is
disabled on the Satellite server, HPCA agents will have to use a different
server in order to obtain the requested information. This “fallback server”
designation should be built in to your infrastructure model (as configured in
the CLIENT.SAP Instances of the Configuration Server Database).

e To enable the configuration services, select the Enable check box and click
Save.

Data Cache

The Data Cache area is available on Satellite Consoles, only.
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Data Cache services control the underlying HPCA cache-management service
that is used to bring down data (such as software, patch, security, and audit)
from an upstream host with which the Satellite is synchronized. This page
allows you to:

e Enable and disable data cache services on this Satellite.

e Set a resource data cache limit, in megabytes.

) Before you can cache and synchronize data on a Satellite server, you
must have initially configured your Satellites. Refer to the HPCA
Core and Satellite Getting Started and Concepts Guide, for details.

To configure Data Cache

1 On the Configuration tab, click Data Cache.
2  Set the following options.

— Enable (Box checked) Indicates that data services are enabled for this
Satellite. This is the default and allows HPCA agents that are
connecting to this Satellite to receive their software and patches from
it.

— Enable (Box unchecked; effectively, Disabled) Indicates that data
services are disabled for this Satellite.

— A synchronization with the upstream host will not bring down to
this Satellite the software and patch data cache.

— Any HPCA agents that connect to this Satellite will have their
data requests passed to the upstream host.

— Set Data cache limit (MB) to set a maximum size (in megabytes) of the
resource cache. The default is 40000 MB.

3 Click Save to implement your changes.

When the Operations tab is refreshed, the status of this service is shown
under Summary.
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Infrastructure Management

The Infrastructure Management section allows you to configure various
settings of your HPCA infrastructure. See the following sections for details.

e Proxy Settings on page 277

e SSL on page 278

e Policy on page 279

e Database Settings on page 281

e Directory Services on page 281

e Job Action Templates on page 290
e Multicast on page 295

e Live Network on page 295

e Satellite Management on page 300

Proxy Settings

Configuration

The Proxy Settings configuration page is used to specify the settings for proxy
servers that will be used for internet based communication between the HPCA
Core Server and external data sources or recipients.

You can establish separate proxy settings for HTTP and FTP communication.
The HTTP proxy server is used for Patch Manager Acquisitions, HP Live
Network content updates, and Real Simple Syndication (RSS) feeds used by
certain dashboard panes. Without these HTTP proxy settings, for example,
Patch Manager acquisitions will fail and you will not be able to download
bulletins, patches, and related items, such as Windows Update Agent (WUA)
files.

The FTP proxy server is used by the Patch Manager to perform HP Softpaq
acquisitions.

To configure your proxy settings:

1 On the Configuration tab, expand the Infrastructure Management area,
and click Proxy Settings.

2 Select the tab for the proxy server that you want to configure: HTTP or FTP
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3 Select the Enable box.
4 Provide the following information for the proxy server.
— Host: network addressable name of the proxy server
— Port: port on which the proxy server listens
— User ID: user ID if the proxy server requires authentication

— Password: password for the proxy user if the proxy server requires
authentication

5 Click Save to implement your changes.

6  Click Close to acknowledge the dialog.

SSL

Enabling SSL protects access to the Core console. With SSL enabled,
transactions made while connected to the console are encrypted.

Use the SSL section to enable SSL, and define server and client certificates.
e SSL Server on page 278
e SSL Client on page 279

SSL Server

The SSL Server certificate is based on the host name of the HPCA server. It
allows your server to accept SSL connections. It should be signed by a well
known certificate authority, such as Verisign.

To enable and configure SSL for the HPCA Server
1 Select the check box after Enable SSL.

2 Select whether to Use existing certificates or Upload new certificates.
3 Click Save.
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SSL Client

The Certificate Authority file contains the signing certificates from trusted
Certificate Authorities. They allow the HPCA server to act as an SSL client
when connecting to other SSL-enabled servers. Your server installation comes
with a default set of trusted authorities that should be sufficient for most
organizations.

To define a CA Certificates File

1 Click Browse to navigate to and select the CA Certificates file.

2  Select whether to append this certificates file to existing certificates, or to
replace the existing certificate with this new file.

3 Click Save.

Policy

Policy must be enabled in order for the HPCA server to be able to connect to a
directory service that contains entitlement information. When this is disabled,
the requested information is obtained from an upstream server.

) When Policy is configured in this panel, a directory service instance
(that contains the configuration settings) is automatically created in
the HPCA list of directory services, which are accessible in the
Console’s Directory Services panel.

This instance in Directory Services can be modified for additional
features—such as authentication—but it is not necessary to create a
directory service for policy.

To enable and configure Policy

1 In the Policy Settings area, select Enable (this will start the Policy Server
service).

2  Specify the configuration parameters, which are described below.
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Directory Host: Specify the fully qualified machine hostname or IP
address of the external directory server that will be used for
authentication.

) If you are using SSL, do not specify an IP address in this field. SSL
does not validate IP addresses.

Base DN: Specify the Group DN that contains all members who have
administrative rights to access the Core Console.

Directory Port: Specify the port that that will be used to access the
external directory server. The default is 389.

Directory Username: Specify a valid user name that can access the
directory server in order to verify that the person logging on to the Core is
a member of the above-named Group DN. The default is Administrator.

Directory Password: Specify the password that is associated with the
above-listed user name.

Click Save.

The Core server automatically tests the connection to the external
directory service.

If the LDAP connection test is successful, the Core server creates a mount
point for the Portal to connect to this directory service and enables it to be
used for policy.

After a successful connection to the external directory, at the bottom of the
Policy page click Generate LDIF.

Generate LDIF

In this area, you can choose to generate an LDIF (LDAP Data Interchange
Format) file that can be used to update a directory schema with HPCA policy
settings.

Clicking this option will allow you to save an LDIF file that is customized with
the policy settings that were specified on the Policy page.

Make sure that the above-listed policy settings are saved before
generating an LDIF file.

Click Generate LDIF.

This creates a file that contains the customized schema changes that are
necessary in order for HPCA to use your external LDAP directory.
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2 When prompted, save the generated LDIF file to a location of your choice.

3  Follow the steps in the section Implementing an External Policy Store on
page 32 to use the LDIF file to make the schema changes to your external
LDAP directory.

Database Settings

Use Database Settings to configure the ODBC connections to your SQL and
Oracle databases for the Core server objects.

Prerequisites

The Core database must be created and an ODBC connection defined for it.
Refer to the installation intructions in the product manual for details.

To configure Messaging

1 On the Configuration tab, click Infrastructure Management then Database
Settings.

2 Set the following options.
— ODBC DSN: Select the DSN for the Core database.
— ODBC User ID: Specify the user ID for the DSN.

— ODBC Password: Specify the password that is associated with the
ODBC user ID.

— Server Host: Specify the name of the server hosting the database.
— Server Port: Specify the server port (default is 1433)
3 Click Save.

Directory Services

Configuration

Directory Services are used for many things, including the following:

¢ Running reports based on Active Directory (AD) / Lightweight Directory
Access Protocol (LDAP) containers & groups

e Enabling external AD/LDAP sources for authentication to the HPCA
Console
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Policy assignment — a policy is a designation of the services to which a
user, an agent computer, or a managed device is entitled

OS Management operations

Agent Notification based on AD/LDAP sources

HP Client Automation supports two basic policy usage patterns:

The normal pattern enables you to administer policy (for software and
patches, for example) stored in an external LDAP directory—such as
Active Directory—that you supply. This policy source is used by the Policy
Server to drive resolution in the Configuration Server. Policies in the
directory are administered by the HPCA Console.

In order to perform policy management on an external directory service,
you must first update the Schema. See the HP Client Automation Policy
Server Installation and Configuration Guide (Policy Server Guide) for
additional information about configuring your environment to use
external directories for policy.

) This type of policy is not supported in the internal directory of the
Portal. See the HP Client Automation Portal Installation and
Configuration Guide (Portal Guide) for more information.

The other policy usage pattern supported pertains to operating system
(0OS) management. OS management policies are stored internally in the
HPCA Management Portal (Portal). In this case, the Portal provides the
operational interface to the Configuration Server to support OS
resolutions. Policy administration is done using the OS Management
features in the HPCA Console. See the HP Client Automation OS Manager
System Administrator Guide (OS Manager Guide) for additional details.

) OS Management policy is now supported for external LDAP
directories.

Related Topics:

Navigate the Directory Services Page on page 283

Configure a Connection to the Configuration Server Directory Service on
page 286

Configure Connections to External Directory Services on page 287
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Configuration

Navigate the Directory Services Page

Before you can use LDAP policy management, you must first define the LDAP
environment to which you are connecting. To do this, you must create and
configure a Directory Services object.

To access the Directory Service page,

click the Directory Services link in the left

navigation menu on the Configuration tab.

The following table describes the toolbar buttons available on the Directory
Services page. Use these toolbar buttons to manage any existing Directory
Services or create new Directory Services.

Table 31 Directory Services Toolbar Buttons

Icon | Toolbar Button Name |Description
&% | Refresh Data Refreshes the Directory Services list.
Show/Hide Filter Input Use to show or hide the filter toolbar.

®

You can filter Directory Services data by
using a text string and narrow the
search by selecting individual Directory
Services columns to include in the
search.

New Directory Services

i

Launches the Directory Services
Creation Wizard.

Start the Selected
Directory Services

Use to start an existing Directory
Service that is stopped.

Stop the Selected
Directory Services

Use to stop an existing Directory Service
that was previously started.

Restart the Selected
Directory Services

E O &

Use to restart an existing Directory
Service.

Delete the Selected
Directory Services

®

Deletes a Directory Service from the list.

View Directory Service Details

You can view information about any
defined.

Directory Services objects that have been
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To view Directory Service details:

1 From the Configuration tab, click Directory Services in the left pane.

2 Click the name of the directory service for which you want to view details
or change options. The following shows a sample Directory Services
summary window:

W= Directory Service Properties x
RCS a

Summary Properties

Display Name: RCS

Description:

Type: CA-CE

Startup: Autoematic

Status: 0 Started

Last Connection Status: Succezsful

Created By: vid=admin,cn=uger,cn=hp,cn=radia

Create Time Stamp: Mar 19, 2008 12:04:41 PM

Modified By: uid=admin, cn=u=er, cn=hp,cn=radia

Modify Time Stamp: May 20, 2008 74742 AM

3 Click the Summary tab to see basic information about the directory service.
You cannot modify these properties.
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Configuration

Click the Properties tab to see the General Settings and Connection Settings.
You can modify any of these settings. All parameters marked with an
asterisk (¥) are required. Click Save after making modifications.

Click Close to acknowledge the dialog.

Modify Directory Service Property Settings

You can modify the property settings for any Directory Services objects that
have been defined.

To modify Directory Service options:

1

2
3
4

From the Configuration tab, click Directory Services in the left pane.
Click the name of the directory service that you want to change.
Click the Properties tab to display the directory service options.

Click General Settings or Connection Settings to display the settings that
you want to change. All parameters marked with an asterisk (*) are
required.

Make changes to the settings. To see a list of these settings, see the
following topics:

— Configure a Connection to the Configuration Server Directory Service
on page 286

— Configure Connections to External Directory Services on page 287
Click Save.

Click Close to acknowledge the Execution Status dialog. Click the X in the
upper right corner to close the Property Settings window.

The options for the directory service have changed. Depending on which
settings you modify, you may be required to log out of the HPCA Console and
log back in.
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Configure a Connection to the Configuration Server Directory Service

Before you configure a connection to your external directory services, you
must first create a connection to the internal Configuration Server Directory
Service. This is called the HPCA-CS connection.

The HPCA-CS connection cannot be used for policy resolution.

The Configuration Server Directory Service connection (HPCA-CS) is a
prerequisite for using the HPCA Console to administer policy. Be sure to
configure this connection first before configuring an LDAP or LDAPS (Secure)
connection.

To configure the Configuration Server directory service:

1 From the Configuration tab, click Directory Services in the left pane.

2 From the Directory Services detail section, click the g% (Create New
Directory Service) button. The Directory Service Connection Wizard
starts.

3 Specify a Display Name and Description. From the Type list, select
HPCA-CS. Only one HPCA-CS directory service can be created.

4 Click Next.

Under Connection Settings, you have the following options. All
parameters marked with an asterisk (*) are required.

For Startup, select Automatic to automatically start this directory
service when the Portal starts.

For Host, enter the host name or IP address of the Configuration
Server.

For Port, enter the port number for the Configuration Server. The
default is 3464.

Use Service Account ID to set which account you will use to sign in to
the Configuration Server. The Service Account is used for both read
and write operations. It should have full read and write access to this
directory source.

Use Password to specify the password for the Service Account ID.
Retype the password in the Confirm Password text box.
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Configuration

— Use Timeout to specify in seconds the timeout for your connection to
your Configuration Server. Keep the default of 120 unless directed to
by HP Support.

— Use Connection Attempts to specify how many times the HPCA Console
should attempt to connect to your Configuration Server before failing.

— Use Connection Delay to specify the amount of time in seconds to delay
between connection attempts.

6  Click Next.
7 Review the Summary screen. If all properties are correct, click Commit.
8 Click Close to acknowledge the dialog.

The directory source is added to the Directory Services list.

Configure Connections to External Directory Services

Before you configure a connection to your external directory services, follow
the instructions to Configure a Connection to the Configuration Server
Directory Service on page 286.

You can administer LDAP policies through the HPCA Console by assigning
Services to Directory Service objects.

Before you can do this, however, you must configure connections to your
external directory services. The following types of external directory services
are supported:

e Lightweight Directory Authentication Protocol (LDAP)
e LDAP with Secure Sockets Layer (SSL) support (LDAPS (Secure))

If you are using SSL on your LDAP server, then you should use the LDAPS
(Secure) type of connection.

Each external LDAP directory service may be used for any combination of:
e Authentication

¢ Reporting

¢ Policy Entitlement
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For example, suppose that you have two directories. One contains all user
accounts, and the other is specifically for policy. You want to authenticate
against the user account directory. In this case, you should create two
directory services with their connections defined differently:

¢ C(Create one directory service for authentication with a connections where:
— Used for Authentication is selected
— Used for Policy is not selected
— Use Service Account is not selected

Selecting Used for Authentication enables users to log in to the HPCA
Console using their external LDAP directory account for this directory
service.

¢ (Create another for policy where:
— Used for Authentication is not selected
— Used for Policy is selected
— Use Service Account is selected

This configuration will enable you to sign in using the first directory service,
and configure policy using the second directory service.

Note that if a directory source is configured with Used for Authentication, but
Use Service Account is not selected, users must sign in using their external
LDAP directory credentials. If Use Service Account is selected, users can sign
in using their local HPCA Console user name and password.

To configure LDAP or LDAPS (Secure) Directory Services:
1 From the Configuration tab, click Directory Services.

2 From the Directory Services detail section, click the €% (New Directory
Service) button. The Directory Service Creation Wizard starts.

Specify a Display Name and Description.
4  From the Type list, select one of the following options:
— Select LDAP if your LDAP server does not use SSL.
— Select LDAP (Secure) if your LDAP server uses SSL.
5  Click Next.
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Enter the required connection parameters. You have the following options.
All parameters marked with an asterisk (*) are required.

For Startup, select Automatic to automatically start this directory
service, when the Portal starts.

Host is the fully qualified host name or IP address of the LDAP Server.

Port is the LDAP Port. For LDAP without SSL, the default value is
389. For LDAP(Secure), the default value is 636.

Use Service Account ID, to set which account that the HPCA Console
will use to sign in to the directory services server. The Service Account
is used for both read and write operations. It must have full read and
write access to this directory source.

Use Password to specify the password for the Service Account ID.
Retype the password in Confirm Password.

Base DN is used as the root distinguished name (DN) when browsing
the directory through the HPCA Console.

For LDAP(Secure), also specify the following information:

— Use CA Certificate Directory to specify the directory of the SSL
certificate. The path is relative to the server where the Portal is
located. For example:

<InstallDir>\HPCA\ManagementPortal\etc\CACertificates

— Use CA Certificate File to specify the location of the SSL certificate.
The path is also relative to the server where the Portal is located.
For example:

<InstallDir>\HPCA\ManagementPortal\etc\CACertificates\
<LDAP Certificate File Name>

Click Next.

Enter the required user interface parameters. You have the following
options.

Used for Reporting: When enabled, this directory service becomes
enabled in the Reporting tab of the HPCA Console as a filter source.
The Reporting Server must be configured to use the Portal as its
directory source for this feature to work.

Used for Policy: When enabled, this directory service can be used in the
HPCA Console for policy management.
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— Used for Authentication: When enabled, this directory service becomes
enabled as a sign-in option on the HPCA Console login screen to allow
user authentication based on your existing directory users. The
following two parameters will become available.

—  Authentication Group DN: This is used as the source for authorized
users into the HPCA Console. Any user that is a member of this
group will be enabled to sign in to the HPCA Console.

— Use Service Account: When enabled, all read and write requests for
this directory service will use the Service Account ID specified in
the Connection Settings. When disabled, all read and write
requests for this directory service will use the signed-on user’s
credentials.

— Leaf Node Filter: Enter an LDAP-style filter value to filter out nodes
with large numbers of data types so that they will not be displayed in
the tree navigation view. Objects such as computers and users should
be filtered for better usability. Refer to your directory-specific schema
to determine the best way to filter each node. The following example
filters out computers and users:

(! (] (objectclass=user) (objectclass=computer)))
9  Click Next.

10 Review the Summary information. If all properties are correct, click
Commit.

1 Click Close to acknowledge the dialog.

Job Action Templates

Job Action Templates enable you to pre-define parameters used when creating
new jobs.

Job Action Templates are managed in the Infrastructure Management area on
the Configuration tab. To view the list of available Job Action Templates, click
the Job Action Templates link in the left navigation menu.
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In the Job Action Templates window, the Enabled column indicates whether or
not the template is available when you create a new job using the HPCA Job
Creation Wizard. Click any template name to edit its parameters, or click the
New Job Action Template button to create a new template. See Create a New
Template on page 291 for detailed instructions.

The following Job Action Templates are provided when you install the HPCA
Core:

¢ Audit Connect

e HPCA Nightly Summary

e Patch Connect

¢ Refresh DTM Schedules

e Satellite Synchronization (All)

e Satellite Synchronization (Configuration)
e Satellite Synchronization (Data)
e Security Connect

e Software Connect

e Usage Connect

e VMware ThinApp Sync

Each of these templates instructs the agent on a target device to connect to
the pertinent domain in the CSDB. For example, the Security Connect
template causes the agent to connect to the SECURITY domain. This, in turn,
forces all services in the SECURITY domain to which the device is entitled to
be executed.

) Before you can successfully run a Satellite Synchronization or Refresh DTM
Schedules job on a client device, the HPCA agent on that client must have
performed a prior connect operation to the HPCA Core.

Create a New Template

Use the following procedure to create a new Job Action Template. To modify
an existing template, simply click its name in the Job Action Templates list.
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To create a new Job Action Template

1
2

From the Configuration tab, click and expand InfrastructureManagement.
Click Job Action Templates.

Click the New Job Action Template button E@’ The Job Action Template
Creation Wizard opens.

Select a starting point for your new template. You can select from:

— Blank Template — enables you to define all of the parameters
available.

— Sample Templates — contain pre-defined parameters depending on the
connect type or options selected when the template was created. See
Sample Templates on page 294.

— User-Defined Template — contains the settings specified in another
template.

Click Next.

Define the parameters for the template. All parameters marked with an
asterisk (*) are required.

The Ul Setting drop-down box associated with some parameters determines
whether the parameter is displayed when you create a job with the HPCA
Job Creation Wizard.

— Hidden will not display the parameter.
— View Only will show the parameter in the wizard.
— View & Edit will show the job and allow you to modify the parameter.

Display Name: Type a name for the template. This name is displayed on the
Job Action Templates page.

Description: Type a detailed description for the template. The description
is also displayed on the Job Action Templates page.

Enable Template: Select to enable the template. Enabled templates are
available for use when you create a job.

Connection Parameters
These items pertain to the managed client system:

Notify Port: Type the Notify port. The default port is 3465.
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Job User ID: Type the Job User ID. This is required if job security is
enabled on the client device.

Password: Type the password. This is also required if job security is
enabled on the client device. Only asterisks will appear when you type
the password.

Action Parameters
These items to pertain to both Notify and DTM jobs:

Service Selection: Select to display a service selection list in the HPCA
Job Creation. Only entitled services are included in the list.

Command: Type the command to run on the remote system when the
job is executed. This executable is limited to those available in the
HPCA Agent root folder.

Parameters: Type the parameters for the command.

Additional Parameters: Include any additional parameters for the
command. Note that any Additional Parameters are combined with the
Parameters specified.

Job Parameters

Concurrent Process Limit: Enter the maximum number of processes
allowed for the job. This is the number of “threads” used to process a
job—in other words, how many notifies that you want to perform at
the same time. The default is 25.

— Use a smaller number for a small network or a risky job
— Use a larger number for a large network

New Process Delay: Enter the time (in seconds) to wait between
activating new processes for this job. The default value is based on the
connect type. Change this value based on the estimated time it will
take for the job to complete on a single target system. The valid range
is 60-65,535.

You can use this parameter to manage network traffic and avoid
over-running (flooding) the network. Allow at least 20 minutes for OS
connects and 5 minutes for Software connects.

7  Click Submit.
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The new template is displayed in the Job Action Templates window. If Enable
Template was selected, the template will be available when creating a new jobs
with the HPCA Job Creation Wizard. See Managing Jobs on page 174 for
details on using the wizard to create a Notify job.

Sample Templates

Sample templates enable you to create a Job Action Template based on
pre-defined parameters normally used for particular connect types. The
Sample Templates are defined below.

Audit Connect

This template instructs managed clients to connect to the HPCA server for the
purpose of gathering data used to create the HPCA Management Reports.

HPCA Nightly Summary

This template is used to periodically “roll-up” data for a specified group of
devices. See Creating Device Groups for Data Roll-Up on page 233.

Patch Connect

Patch Connects are used to update the patches entitled to devices.

Refresh DTM Schedules

DTM job schedules can be refreshed by creating a Notify or DTM job and
using the Refresh DTM Schedules job action template. See Refresh DTM
Schedules on Targets on page 183.

Satellite Synchronization (All, Configuration, and Data)

The Satellite Synchronization templates are used to synchronize Satellite
servers with the Core server in order to make the latest data available to the
Satellites. See Creating Satellite Synchronization Jobs on page 187.

Security Connect

A Security Connect will resolve any security entitlements from the
SECURITY Domain.
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Software Connect

A Software Connect is used to update the list of software entitled to the group
or device.

Usage Connect

Usage connect is used to install the usage agent on the device and begin
collecting usage data.

VMware ThinApp Sync

This template instructs a managed device to check with the Core or Satellite
server to see if there are any updates to the ThinApp services to which it is
entitled.

Multicast

Multicast is the delivery of information to a group of destinations
simultaneously using the most efficient strategy, it is used for Operating
System image and application delivery.

e To enable Multicast, click the checkbox and then click Save.

Live Network

Configuration

Live Network settings required to communicate with the HP Live Network
content server are configured in the Infrastructure Management area on the
Configuration tab. See Configure the Connection to the HP Live Network
Server on page 295.

Live Network updates are configured in the Infrastructure Management area
on the Operations tab. See Live Network on page 238.

Configure the Connection to the HP Live Network Server

Use the Live Network settings to configure the connection used to
automatically download the latest security and compliance content from HP
Live Network and to establish the RSS feed for the HP Live Network
Announcements dashboard pane. This includes the following items:
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e URL for the HP Live Network content server used to download the most
recent scanners and data.

¢ Your HP Passport login credentials.

For your security and convenience, the HP Live Network content server uses
HP Passport authentication. HP Passport is a single sign-in service that
enables you register with all HP Passport-enabled web sites using a single
user ID and password. To set up your HP Passport profile, go to:

http://h20229.www2.hp.com/passport-registration.html

Make sure that your HP Passport profile includes the 12-digit service
agreement identifier (SAID) associated with your HPCA support contract.
This SAID must include entitlement to HP BSA Essentials so that you can
access the HP Live Network content server. For assistance, contact your HP
Software sales representative.

Passwords entered on this page are encrypted.

You can test your configuration information before you save it. When you
request a test, the HPCA Console attempts to connect to the HP Live Network
content server. If the connection succeeds, you know that your configuration
information is valid. See Test Your Live Network Settings on page 297 for
details.

To specify the HP Live Network connection settings:

1 On the Configuration tab, expand the Infrastructure Management area,
and click Live Network.

2  Specify the following information. All parameters marked with an
asterisk (*) are required.

— HP Live Network User ID—your HP Passport user ID.
— HP Live Network Password—your HP Passport password.

— HP Live Network Content URL—the location of the HP Live Network
content server for vulnerability definitions and scanners (URL filled
in by default).

— HP Live Network Connector—the path to the Live Network Connector
executable on the system hosting the HPCA Core (path filled in by
default).
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For more information, see Run the HP Live Network Connector
Manually on page 81 and Download the HP Live Network Connector
on page 242.

3 To test the settings that you have specified, click Test. See Test Your Live
Network Settings on page 297 for more information.

4 Click Save to implement your changes.

) The HPCA Console does not automatically save your configuration settings
after a successful test. You must click the Save button if you want to save your
settings.

If you leave this page, any information that you entered in the text boxes
prior to clicking Save will be lost. Be sure to click Save if you want to keep this
information.

\4

) You can use the Reset button to restore the most recently saved settings.

Test Your Live Network Settings

When you are configuring your Live Network settings, you can test your
settings to make sure that they work before you save them.

To run a test, click the Test button in the lower right corner of the page. The
HPCA Console first confirms that all required settings are specified and that
all settings have the proper format. It then takes the following action:

The HPCA Console attempts to connect to the HP Live Network content
server and log in using the user name and password specified. Any proxy
information that appears on the Proxy Settings page in the Infrastructure
Management configuration area is used.

Depending on network traffic and other parameters, this test can take up
to three minutes. A dialog box asks you whether you want to continue with
the test. If you want to continue, click Yes.
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After the test is completed, the Test Results dialog box shows you the outcome
of the test. The following table summarizes the possible outcomes and

implications of each.

Table 32 Live Network Settings Test Results

Icon | Outcome

Explanation and Suggested Action

] Test was

successful.

All settings are valid. Save your configuration.

) Test failed.

Here are some of the more common reasons that a test
can fail:

¢ A required setting is missing.

e A setting is specified using an invalid format (for
example, an invalid URL or path name).

e A setting is spelled incorrectly.

e The login credentials for the HP Live Network
content server are not valid (for example, if your
subscription has expired).

(3] Unknown

This outcome does not necessarily mean that your
configuration information is invalid. It simply means
that the test could not be completed.

For example, if the HPCA Console is unable to connect
to the HP Live Network content server within three
minutes, the test times out. This can occur for the
following reasons:

e The server is unavailable.
e Network traffic impedes the connection.
e A firewall blocks the connection.

This outcome can also occur if the connection goes
through a proxy server, and either the proxy
information specified is not correct or the proxy server
blocks the connection.
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To troubleshoot a failed or inconclusive test result, check the spelling and
format of all the settings on the tab. Also check the vins-server. log file for
errors .

) You must click the Save button to save your settings—even if the test is
successful. The HPCA Console does not automatically save your settings.
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Satellite Management

The Infrastructure Management, Satellite Management area on the
Configuration tab enables you to deploy and manage Satellite Servers from
the HPCA Console. Satellite Servers are used to optimize bandwidth and
increase network performance by providing remote services, including data
caching, for managed devices.

For HPCA Enterprise Edition, you can choose one of three deployment modes:

e Streamlined (Standard) mode offers only data caching services to the
Client Automation agents that the satellite serves.

e  Full service mode offers configuration services as well as data caching and
OS configuration services to the Client Automation agents that the
satellite serves.

e Custom mode allows you to select specific services to enable on the
satellite.

For more information about deployment modes, refer to “Satellite Deployment
Models” in the HPCA Core and Satellite Getting Started and Concepts Guide.

There are three steps required to define and configure Satellite Servers:
1 Add devices to the HPCA Satellite Servers group.
See Add a Satellite Server on page 303.

Before you can add a device to the HPCA Satellite Servers group, that
device must have been imported into the HPCA device repository. See
Importing Devices on page 169 for more information.

2 Deploy the Satellite Server component to these devices. This enables
remote services, including data caching, on these devices.

See Deploy the Satellite Server Component on page 304.
3 Create subnet locations, and assign them to Satellite Servers.
See Subnet Locations on page 309.

Managed devices will connect to Satellite Servers based on subnet
assignment. For example, if my device is on subnet 208.77.1.0, and that
subnet is assigned to Satellite Server A, this device will get resources from
Server A before attempting to contact the HPCA Core server.

The Satellite Management area contains two tabs:

Chapter 8



>»
>

Configuration

e Satellite Servers on page 301
e Subnet Locations on page 309

Satellite Servers automatically cache all requested data with the exception of
operating system images. They can also be pre-populated with all data on the
HPCA Core Server using the synchronize feature. See Synchronizing Satellite
Servers on page 307 for details.

You can only define and configure Satellite Servers from the HPCA Core
Server. You cannot do this from another Satellite Server.

Policy resolution is only supported on the HPCA Core Server. It is not
supported on Satellite Servers. Do not enable policy resolution on a Satellite
Server.

Satellite Servers

You can define Satellite Servers by adding devices to the HPCA Satellite
Servers group and then deploying the Satellite Server component to those
devices. When you are finished adding servers, you must assign a subnet
location to each server. See Subnet Locations on page 309 for additional
information.

The Satellite Servers toolbar contains buttons you can use to define and
configure Satellite Servers in your environment.

Table 33 Satellite Servers Toolbar Buttons

Button |Description

& Refresh Data — Refresh the list of servers.
Export to CSV — Create a comma-separated list of servers that you

can open or save.

Add Satellite Server(s) — Add devices to the HPCA Satellite Servers
group.

Remove Satellite Server (s) — Remove devices from the HPCA
Satellite Servers group.

ﬂ@ Deploy the Satellite Server — Launch the Satellite Deployment
Wizard to install the Satellite Server on the selected devices.
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Table 33 Satellite Servers Toolbar Buttons

Button | Description

@ Remove the Satellite Server — Launch the Satellite Removal Wizard
to uninstall the Satellite Server from the selected devices.

Synchronize the selected Satellite Servers service cache —

=) Synchronizes the selected Satellite Server’s service cache with
the HPCA Core Server.
4 Delete Device(s) — Delete devices from the HPCA database.

Satellite Servers are devices that have been added to the HPCA Satellite
Servers device group and have the Satellite Server component installed.

The following sections explain how to define and configure Satellite Servers.

Satellite Server Considerations

When selecting devices to add as Satellite Servers, consider the following:
e The devices should have adequate space to store published services.

e The devices should have a capable, high-speed network card (100 MB or 1
GB data transfer rates).

e The devices should be located on a subnet where you want to localize
download traffic to that network.

Use the toolbar to add and remove devices from the Satellite Servers group.

) The following ports must be excluded if a firewall is enabled on any of the
Satellite Servers that you will be using:

e TCP 139, 445, 3463, 3464, 3465, and 3466

Note that 3466 is the default HPCA port. If you customized this port when
you installed HPCA, be sure that the port you are using is also open.

e UDP 137 and 138

Windows Firewall users can select File and Printer sharing to exclude TCP
ports 139 and 445 and UDP ports 137 and 138.
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Add a Satellite Server

Before you can deploy the Satellite Server component, you must add the
device to the HPCA Satellite Servers device group.

To add a Satellite Server

1 On the Satellite Servers toolbar, click the Add Devices ﬂ toolbar button.

The HPCA Satellite Servers group membership window opens and shows
a list of all devices imported into HPCA.

2 Select one or more devices from the list, and click Add Devices.
3 Click Close to close the dialog box.
4 Click Close to close the Group Membership window.

The devices that you added now appear in the Satellite Servers list.

Remove a Satellite Server

If you no longer want a device to be managed as a Satellite Server, you can
remove that server from the HPCA Satellite Servers device group.

If you remove a device from the HPCA Satellite Servers device group, and
that device has the Satellite Server component installed, it will continue to
operate as a Satellite Server until you explicitly remove the Satellite Server
component. It will also remain a member of the HPCA Satellite Servers
device group. You cannot remove a device from this device group until you
remove the Satellite Server component from that device. See Remove the
Satellite Server Component on page 305.

To remove a server from the HPCA Satellite Servers device group

1 On the Satellite Servers toolbar, select the devices that you want to
remove from the HPCA Satellite Servers device group.

2  Click the Remove Device ﬂ toolbar button.
3 Click Close to close the dialog box.

The devices that you selected are removed from the group.
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Deploy the Satellite Server Component

After you add a device to the HPCA Satellite Servers group, you can deploy
the Satellite Server component to that device. This is required to enable
remote services, including data caching, on that server.

When you deploy the Satellite Server component to a device from the HPCA
Console, the following things happen:

e Using the credentials that you provide, the HPCA Core Server establishes
a connection to the device.

These credentials must provide administrator access to the IPC$ share on
the remote system. If this access level is not available in your
environment, perform a manual installation of the Satellite Server
component instead of deploying through the HPCA Console.

e Ifthe HPCA Management Agent is not yet installed on the device, the
Management Agent is installed.

e The Management Agent downloads the Satellite Server component from
the Core Server and installs it on the device.

e The Management Agent automatically runs the First Time Setup Wizard
on the device and populates the Host Device field with the name of the
Core Server.

e The Satellite Server registers with the Core Server.

You can also install the Satellite Server component manually using your
HPCA installation media. Both manually installed Satellite Servers and
those deployed from the HPCA console register with the HPCA Core Server.

The pertinent CLIENT.SAP and POLICY.USER instances are automatically
managed by this Satellite registration process. If Satellite data changes such
that a SAP/USER change is required, HPCA automatically makes this
change.

The HPCA administrator can disable this automanagement process by
setting the rmp . cf£g option ENABLE_SAP_MANAGEMENT to 0. By default,
this option is on and is not present in rmp.cfg. NOTE: If you disable this
option, the satellite management Ul is rendered inoperable and should no
longer be used.

This is for Advanced Implementations ONLY. Do not change settings in
rmp . cfg unless you are a highly experienced HPCA administrator.
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To deploy the Satellite Server component

1 Select one or more devices from the Satellite Servers list using the check
boxes in the left column.

2  Click Deploy the Satellite Server Q@ toolbar button to launch the Satellite
Server Deployment Wizard.

3 Follow the steps in the wizard to deploy the Satellite Server component to
the selected devices. The Satellite Server is installed to :

System Drive:\Program Files\Hewlett-Packard\HPCA

If you prefer, you can install the Satellite Server manually on each device. You
might choose to do this, for example, to reduce network traffic.

See the HPCA Core and Satellite Getting Started and Concepts Guide for
installation instructions.

If you install the Satellite Server manually, it will appear in the Satellite
Servers list. It will not serve client devices, however, until you assign a subnet
location to it.

Services can be pre-loaded to Satellite Servers using the Synchronize feature.
You can also schedule a DTM job using one of the Satellite Servers job action
templates. See Synchronizing Satellite Servers on page 307 for details.

After you have created Satellite Servers, you must define subnet locations and
then assign the Satellite Servers to these locations. See Subnet Locations on
page 309 for details

Remove the Satellite Server Component

If you no longer want a device to function as an HPCA Satellite Server, you
must remove the Satellite Server component from that device.

To remove the Satellite Server component

1 Select devices from the Satellite Servers list using the check boxes in the
left column.

2 Click Remove the Satellite Server :@ toolbar button to launch the Satellite
Server Removal Wizard.

3 Follow the steps in the wizard to remove the Satellite Server component
from the selected devices.
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You can follow the progress of your Satellite Server Removal job under the
Jobs area on the Management tab. After this job completes, the Satellite
Servers list will show that the Satellite Server component is not installed on
this device.

Server Details Window

To access the Server Details window, click any Server name link in the
Satellite Servers list.

From the Server Details window, you can view detailed information about a
Satellite Server and perform various server management tasks.

General

From the General tab, you can view information about the server and perform
tasks such as deploying or configuring the Satellite Server or synchronizing
its service cache.

The Summary area shows the number of subnet locations assigned to the
server and the number of devices connecting to that server for updates. Status
shows whether or not the Satellite Server component is installed and the last
time the server’s service cache was synchronized with the HPCA Server.

Properties

Use the Properties tab to view all available information about the device.
Expand the Advanced Properties section to view additional detailed
information.

Cache

The Cache tab enables you to select the types of services stored in the Satellite
Server’s service cache. See Synchronizing Satellite Servers on page 307 for
additional details.

Subnet Locations

The Subnet Locations tab defines which subnets are assigned to the server.
For details on adding and assigning subnets see Subnet Locations on

page 309.

Devices

The Devices tab displays all devices currently assigned to the server. The list
is based on each device’s last connect and can change if a device’s subnet
changes.
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Reporting

Use the Reporting tab to view the pre-load summary for services. Only
pre-loaded services are displayed. Services cached automatically (after a
device request) are not displayed. For details on each pre-load status, see
Synchronizing Satellite Servers on page 307.

Operations

This tab opens the Operations tab of the HPCA Satellite console for this
Satellite Server. It shows the status and state of the configurable Satellite
services (see Satellite Configuration Options on page 267). It also lists the
basic properties of the server, including the upstream host. From this tab, you
can synchronize the Satellite or flush its cache. You must provide valid HPCA
Console login credentials for this Satellite Server in order to access this tab.

Configuration

This tab enables you to configure the Satellite Configuration Options listed on
page 267. You must provide valid HPCA Console login credentials for this
Satellite Server in order to access this tab.

Synchronizing Satellite Servers

Each time devices request resources not available on the Satellite Server's
local cache, the data is retrieved from the HPCA Core Server, stored in the
dynamic cache of the Satellite Server, and then provided to the client devices.

A Satellite Server’s service cache can be pre-populated with the data required
by managed devices. Normally, a Satellite Server will automatically cache
data when it is requested by a client device (with the exception of operating
system images). Using the Synchronize feature, you can pre-load a Satellite
Server’s cache with all available data on the HPCA Core Server.

You can select which data to pre-load using the Cache tab in the Server
Details window (after the Satellite Server has been deployed).

) Pre-loading consists of downloading large binary files and therefore may
impact overall network performance. When possible, perform
synchronizations during off-hours when optimal network performance is not a
priority.
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To view the current synchronization status of each server, see the Last
Synchronized column on the Satellite Servers list, or refer to the Summary
section on the General tab in the Server Details window. Last Synchronized
records the last time the synchronize feature was initiated on a server.

) After a Satellite Server is first synchronized, a new entry is added to the
Managed Devices report with an HPCA Agent ID of RPS_<DEVICENAME>.
This entry exists specifically to display the preload status of the Satellite
Server services and does not contain detailed hardware information for the
associated device.

Information about the services that have been preloaded or removed from a
Satellite Server can be found under Preloaded Services on the Reporting tab
of the Server Details window for that Satellite Server.

To select which data to preload

1 After the Satellite Server is deployed, click the Server link in the Satellite
Servers list to open the Server Details window.

2 Click the Cache tab.

3 Use the drop-down lists to enable or disable the services that you want to
make available for pre-loading from the HPCA Core Server. By default,
pre-loading is disabled for all services.

4  Click Save to commit your changes.
5 Click Synchronize to pre-load the Satellite Server with available data right

away.

To synchronize Satellite Servers

1 On the Configuration tab, go to the Satellite Management area under
Infrastructure Management.

2 On the Servers tab, select the servers that you want to synchronize.
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3 Click the Synchronize the selected Satellite Servers service cache @ toolbar
button to update all selected server’s with the latest data from the HPCA
Server. The specific services pre-loaded to each server depend on the
settings configured on the Cache tab in each server’s Server Details
window.

) You can also synchronize a satellite server from the Server Details Window.
Alternatively, you can schedule a DTM job using one of the Satellite
Synchronization job action templates. See Create a New DTM or Notify Job
on page 182 for more information.

To view a summary of pre-loaded services in a Satellite Server’s cache

Open the Server Details window, and click the Reporting tab.

The Reporting tab displays the pre-loaded services available in the cache and
the status of each.

The Event column describes the current status:

— Update (Preload) — the service was updated during the last cache
synchronization.

— Install (Preload) — the service was pre-loaded successfully (initial
pre-load).

— Uninstall (Preload) — the service was removed from the preload
cache.

— Repair (Preload) — the cache for the service was either missing files
or contained invalid files and was repaired during the last
synchronization.

Only pre-loaded services are displayed in the report. Services stored on an
Satellite Server through the default method (cached automatically when
requested by a managed device) are not displayed.

Subnet Locations
Use the Subnet Locations tab to view existing subnet locations or add new

ones that you can then assign to Satellite Servers. Managed devices will
connect to Satellite Servers based on subnet assignment.
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The Subnet Locations toolbar contains buttons you can use to define and
configure subnet locations in your environment.

Table 34 Subnet Locations Toolbar Buttons

Button |Description

e Refresh Data — Refresh the list of locations (subnets).

= Export to CSV — Create a comma-separated list of locations that
you can open or save.

B Create a New Subnet Location — Launch the Infrastructure Location

= Creation Wizard.

@ Auto-create subnet locations based on Inventory Data — Create a list
of Locations based on inventory data from managed devices.

3@ Delete Location(s) — Delete selected locations.

The Subnet Locations list includes information about each added subnet
location, including the server that was assigned and the number of devices
that exist on that subnet. Click any Subnet Address to open a Subnet Location
Details Window window.

You can create new subnet locations either manually or automatically based
on inventory data stored in HPCA. To obtain the required inventory data, the
HPCA Agent must be deployed.

Create New Subnet Locations

There are two ways to create subnet locations. You can specify subnet
addresses explicitly, or you can generate the locations based on the existing
HPCA inventory data.

To create a new subnet location manually

1  Click Create a New Subnet Location IE] toolbar button to launch the Subnet
Location Creation Wizard.

2 Follow the steps in the wizard to create a new subnet location.
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To create new Locations based on inventory data

Click Auto-create subnet locations based on Inventory Data IE
Click OK.
Click Close.

The list of subnet locations is updated. This method will create one
location per each new subnet found.

After a subnet location is added, you can assign a Satellite Server to that
location.

Assign Subnet Locations to a Satellite Server

When you assign a subnet location to a Satellite Server, all the managed client
devices in that subnet will communicate with HPCA through that Satellite
Server.

Until you assign a subnet location to a Satellite Server, any managed clients
on that subnet will communicate directly with the HPCA Core Server.

To assign a subnet location to a Satellite Server

1
2

Click the Servers tab.

Click the server to which you want to assign a subnet location. The Server
Details window opens.

Click the Subnet Locations tab.
Click the Add Subnet Locations EI toolbar button. The Subnet Locations
window opens.

Select the subnet locations to assign to the Satellite Server, and click Add
Locations.

Click Close.

When you are finished adding subnet locations, click Close again to close
the Server Details window.

After you complete these steps, a subnet location is assigned to the Satellite
Server, and any devices connecting within the defined subnet will be routed to
that server for resource needs.

377



To remove subnet locations assigned to a Satellite Server

1 Click the Servers tab.

2  Click the server for which you want to remove a subnet location. The
Server Details window opens.

Click the Subnet Locations tab.

4  Select the subnet locations to remove from the list, and click the Remove
Subnet Locations [ toolbar button.

5 Click Close.

6 When you are finished removing subnet locations, click Close again to
close the Server Details window.

Subnet Location Details Window

In the Subnet Locations table, click a Subnet Address to open the Subnet
Location Detail window.

e Use the Properties tab to change the description for this subnet location.
Click Save after making any changes.

e Use the Devices tab to list all devices that are located on this subnet.
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Device Management

Use the Device Management section to configure alert options, Thin Client,
and Remote Control settings.

The following sections describe the available device management options:
e Alerting on page 313

e Thin Clients on page 314

¢ Configure Remote Control on page 314

Alerting

Configuration

Use the Alerting section to configure CMI alerts and reporting options.

e (CMI on page 313

CMI

The CMI Softpaq is installed to each HP targeted device as part of the HPCA
Agent Deployment. The HP Client Management Interface (CMI) provides
enterprise managers and information technology professionals with an
increased level of management instrumentation for HP business-class
desktops, notebooks, and workstations.

CMI hardware-specific information is captured and available for reporting.
Use the HP Specific Reports Reporting View in the Display Options section of
the Reporting tab to create CMI hardware-related reports. (Select Inventory
Management Reports, Hardware Reports, then HP Specific Reports to view
CMI-related reporting options).

For additional CMI information see:
http:/h20331.www2.hp.com/Hpsub/cache/284014-0-0-225-121.html

Use the CMI tab to modify HP CMI settings. Modified settings take effect the
next time a managed client connects to the HPCA infrastructure.

CMI is compatible with only specific HP device models. Refer to your device
description for compatibility information.
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To configure CMI

1

In the HPCA console click the Configuration tab, then select Device
Management.

To report on captured client alerts from managed HP devices, select
Enabled from the Report Client Alerts drop-down list. Alert reporting is
disabled by default. The Minimum Severity to Report drop-down list will
become available after you select Enabled.

Select the minimum alert severity to report.

To turn on client alerts for managed HP devices, select Enabled from the
Show Client Alerts drop-down list. Alerts are disabled by default. The
Minimum Severity to Display and Alert Window Timeout dialogs will
become available after you select Enabled.

Select the minimum alert severity to display on the client device.

Type the number of seconds an alert should appear on the client device.
By default, an alert is displayed for five seconds.

Click Save.

Thin Clients

Thin Client Management service provides Windows CE devices with
configuration data. When this service is disabled on a Core, this information
will not be available for Satellites or Agents requesting this information.

To enable Thin Client Management, select the check box and then click
Save.

Configure Remote Control

The HPCA Console provides the capability to remotely access devices in either
the internal or external repository using Windows Remote Desktop
Connection, Virtual Network Computing (VNC), or Windows Remote
Assistance.

As the HPCA administrator, you can configure the HPCA Console to enable
any or all of these connection types. You can also disable remote control
altogether.
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For each type of connection, you must specify the port on which the remote
target devices will be listening for the remote connection. See Requirements
for Remote Connections on page 197 for additional requirements associated
with each connection type.

To configure remote control:

1 On the Configuration tab, click Remote Control in the left navigation tree.
2 Select the type of connection (or connections) that you want to enable:

— Enable VNC (Virtual Network Computing)

— Enable Windows Remote Desktop

— Enable Windows Remote Assistance

3 For VNC and Windows Remote Desktop, specify the Port on which the
remote devices will be listening for the remote connection.

It is not necessary to specify a port for Windows Remote Assistance,
because Windows Remote Assistance always uses a Distributed
Component Object Model (DCOM) interface on port 135.

4 Click Save.
5 Click Close to close the Execution Status dialog box.

For information about using the remote control function, see Controlling
Devices Remotely on page 196.

Patch Management

Configuration

Use the Patch Management section to enable patch management and define
ODBC parameters for your patch database. Patch Management options are
explained in the following:

e Database Settings on page 316
e Preferences on page 324

e Agent Options on page 319
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e Agent Updates on page 323

¢ Vendor Settings on page 327

e Patch Distribution Settings on page 317
e Acquisition Jobs on page 341

Patch Distribution Settings allow you to choose a new, lightweight model for
applying Microsoft patches. For details, see the chapter:

e Patch Management Using Metadata on page 367.

Database Settings

Patch must be enabled in order for the Patch Management areas of the
Console and patch-acquisition facilities to be available.

Use the Database Settings area to enable this feature which will start the
Patch Manager service (HPCA Patch Manager) and synchronize the Patch
database with the Core authoritative CSDBinformation stored in the Patch
Library with the patch information in the SQL database.

Prerequisite

e The Patch database must be created and an ODBC connection defined for
it. For details, refer to the HPCA Core and Satellite Servers Getting
Started and Concepts Guide.

To enable and configure Patch

1 Select Enable (this will start the HPCA Patch Manager service).
2 In the Patch ODBC Settings area, set the following options.

— ODBC DSN: Select the DSN for the Patch SQL database.

— ODBC User ID: Specify the user ID for the DSN.

— ODBC Password: Specify the password that is associated with the
ODBC user ID.

3 Click Save.

4 If you modified Patch ODBC Settings, follow the prompts to restart the
Patch Manager Service.
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Patch Distribution Settings

Configuration

Use the Patch Distribution Settings area to enable and configure the:

e Patch Metadata Download option

When this option is enabled, the page also displays the related options for:
e Patch Gateway Operations settings

These options allow you to patch Microsoft devices using Microsoft Update
Catalog with the lightweight acquisition and distribution model.

The use of Patch Management using Metadata also requires you to Enable the
Download Manager. To do this, go to the Configuration > Patch Management >
Agent Options page.

HP recommends using the Patch Metadata download and gateway operations
for patching Microsoft devices whenever possible. It offers several advantages
as discussed in the chapter Patch Management Using Metadata on page 367.

e Enable Download of Patch Metadata only Check this box to manage
Microsoft patches using the lightweight, Metadata mechanism. It requires
the use of a Microsoft Update Catalog data feed.

With this option, only metadata is downloaded and published to the
Configuration Server Database, and the patch binary files are downloaded
and cached to the Patch Manager Gateway when an Agent requests them
or when the Gateway is preloaded.

Patch Metadata Download

Enabling this option results in the patch metadata and NOT the binaries being acquired
and populated to the Configuration Server. Once the agent determines the exact
binary it requires, the same can be fetched from the Patch gateway. (This option is
available with Microsoft Update Catalog option only).

[l Enable Download of Patch Metadata only

A If you Enable Patch Metadata downloads, you must also enable and
configure the following before running an acquisition:

- Patch Gateway Operations (Required)
- Agent Options: Enable the Download Manager (Required)

) When Enable Patch Metadata downloads is checked, the Vendor
value to acquire patches switches from MICROSOFT to MSFT.
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) For additional details on configuring your environment and
acquiring patches using Metadata download and gateway
operations, see Patch Management Using Metadata on page 367.
Make sure to configure Offline Scanning and set the Download
Manager Preload option.

Patch Gateway Operations

The Patch Gateway Operations settings are available if the Patch Metadata
Download option is enabled from the Patch Distribution page.

Use these settings to enable the gateway.

Once enabled, additional entries allow you to configure it for caching and
managing the patch binaries.

The Patch Gateway is required in order to use the Patch Metadata Download
option for the lightweight patching of Microsoft Agents with one of the
Microsoft Update Catalog data feeds.

The role of the Patch Gateway is to download, cache and deliver the actual
patch binary data to the Agents when Enable Patch Metadata downloads,
only. is turned on. There is an optional Gateway preload option that allows
patch binaries to be cached into the gateway upon acquisition, as opposed to
when they are requested from the agents.

¢ Enable Gateway Check this box to make the Gateway available for
on-demand downloading and caching of Microsoft patch binary data. This
is required to use the lightweight Patch Metadata Download option with
one of the Microsoft Update Catalog data feeds.

When Enable Gateway is checked, the following fields are available:

e Maximum Cache Size Specifies the maximum size of the Gateway cache
in megabytes. Blank or zero means “do not limit the cache”.

Default: 1000 MB

¢ Time for which the Binary is valid Specifies the maximum time, in
hours:minutes:seconds format, that the gateway will keep a cached binary
file without re-validating it from the upstream server. A value of -1 or
blank means the binary will not be refreshed. A value of 10:00:00 means
the binary will be downloaded again after 10 hours of being in the cache.

Default: Blank (no refresh)
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¢ Preload Gateway Cache Optionally, specify Yes to have the patch
binaries cached on the Gateway when you run an acquisition. HP cautions
you before setting the preload option. The advantage of preloading is that
the first agent that requests the patch binary can obtain it without having
to first wait for the gateway to download it. However, the disadvantage of
preloading is that it results in downloads of all the patch binaries for an
acquisition—regardless of whether the agents will need them or not.

Specify No (the default) if you want the gateway to download and cache

the patch binary data only when it receives Agent requests for the
patches.

Patch Gateway Operations

The Patch Gateway is a server where the binaries can be downloaded, cached
and provided to the Agent machines.

[“] Enable Gateway

.ﬂ Maximum Cache Size MEBE
.ﬂ Time for which the Binary is valid HH:MM: S5
@) Preload Gateway Cache MNo (&

Return to Top

Agent Options

These Agent Options apply to patching Microsoft devices, only.

Use the Agent Options available from the Configuration tab > Patch
Management area to enable and configure these Patch Manager Agent options
for patching Microsoft Devices.

The next time the Patch Agents connect to the HPCA servers they will receive
any configuration changes that you set on these panels.

e Download Manager Option on page 320
e Agent Options for Patch Agents on page 322
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Download Manager Option

e Enable Download Manager: Check this box to have Download
Manager control the download of the required patch files onto the Agent
machines usng a background, asynchronous process. The Download
Manager operates outside of the normal HPCA Agent Connect process.

A Download Manager must be enabled to use Patch Distribution
using Metadata.

When checked, several Download Manager options are displayed.

Download Manager Options

Enable Download Manager to transfer the files required to apply patches onto the managed devices in the background, outside of the usual
HPCA Agent connect process. This option allows for bandwidth throttling and an automatic stop and start of the download until it completes.

[¥ Enable Download Manager
@ Network Utilization o

€ Network Utilization in Screensaver Mode |4 o,

1]

@ Delay initialization

i@ Apply patches after download completionlYes vl

Sec

Complete the Download Manager Options using the following
information.

Set specific options for network utlization, network utilization in Screen
Saver Mode, delay after initialization, and whether or not to apply the
patches after download completion.
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Table 35 Download Manager Options for Patch Agents

Option and Valid Values

Description

Network Utilization

Values = 0 to 100 %
0 is default

Specifies the maximum percent of available network
bandwidth to use to download the patch files when the
device is active.

A value of 0 means the download will use the available
network bandwidth.

Example: 25 specifies no more than 25% of the available
bandwidth should be used for the patch download process.

Network Utilization in
Screensaver Mode

Values = 0 to 100 %
0 is default

Screen Saver network utilization option. Specifies the
maximum percent of available network bandwidth to use to
download the patch files when Screen Saver is on. This is
typically a larger percent than when Screen Saver is off.

A value of 0 means the download will use the available
network bandwidth when Screen Saver is on.

Example: 80 increases the bandwidth used to download the
patch files 80% when screen saver is on.

Delay initialization
Values = 0 to 999 seconds
0 is default

Upon initialization, specifies the number of seconds to delay
before starting or resuming the download of patches. This
allows other processes to startup first, and then resume the
patch download.

Example: Set to 15 to delay initialization 15 seconds.

A value of 0 means there is no delay.

Apply patches after
download completion

Values = Yes or No (default)

After download completion, set to Yes to trigger a Patch
Agent Connect to apply the patches. HP recommends setting
the value to Yes.

Leave the default of No to have the patches applied
whenever the next Patch Agent Connect takes place.

Click Save to set these configuration options. The Patch Agents will
receive the new configuration the next time they connect to the HPCA

servers.
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Agent Options for Patch Agents

The following Agent Options are available for patching Microsoft devices.

e Disable Microsoft Automatic Updates: Select Yes or No from the
drop-down box. Use this option to address issues whereby the Patch Agent
scan or deployment is getting interruped because Automatic Updates is
set to ON.

— Yes: The Patch Agent will disable Microsoft Automatic Updates before
each scan or deployment. Once Patch scan/deployment is done, it
reverts the Automatic Updates to its original state.

— No: (The default) The Patch Agent will not disable Automatic Updates
before each scan or deployment..
Agent Options
ﬂ Disable Automatic Updates

Mo =
@ pelete Software Distribution Folder IND 'I

.ﬂ Manage Installed Bulletins {-mib}) Yog ¥

Caution: Setting Delete Software Distribution Folder to Yes or Backup will also restart the Microsoft's Automatic Updates and
Background Intelligent Transfer Service (BITS) Services

e Delete Software Distribution Folder: Select Yes, Backup, or No from
the drop-down box. This option is available to address the following issues:

— Drastic growth in the size of the SoftwareDistribution folder
— SoftwareDistribution folder corruption

— Increased load on the Configuration Server during Patch connects

A Setting Delete Software Distribution folder to Yes or Backup
automatically restarts the services for Microsoft Automatic
Updates and BITS. HP warns against setting this option if the
service restarts will cause issues in your environment, especially
for those customers who are using both HPCA Patch Management
and Automatic Updates as co-located patch solutions.

Set this option to Yes or Backup to improve Patch Manager performance
due to folder size, corruption, or infrastructure load issues.

— Yes: The Patch Agent deletes the contents of the SoftwareDistribution
folder before every patch scan. Read the Caution (above) on service
restarts.

322 Chapfer 8



— Backup: The Patch Agent first backs up and then deletes the contents of
the SoftwareDistribution folder before every patch scan. Read the
Caution (above) on service restarts.

— No: (Default) The Patch Agent will not do anything to the
SoftwareDistribution folder.

e Manage Installed Bulletins (-mib): Select None, No, or Yes from the
drop-down box. This option controls how bulletins already installed on the
target devices are handled.

— None: (Default) Manage Patch Manager-installed bulletins only, and do
not check the service library or binary resources for alternatively
installed bulletins. This is the default behavior since there is no impact
on the client agent in terms of vulnerability or re-patching, and it offers
greater performance.

— No: Manage Patch Manager-installed bulletins only; do not manage
bulletins installed by an external source.

— Yes: Manage all installed bulletins, whether installed by Patch Manager
or an external source. This option is resource intensive.

Click Save to set the configuration options. The Patch Agents will receive the
new configuration the next time they connect to the HPCA servers.

Agent Updates

Use Agent Updates to configure agent updates for Patch Management.

HP Patch Agent Updates Settings

These settings are used to acquire and apply maintenance for HP Client
Automation (HPCA) Patch Manager agent files. For more information on this,
see View Agent Updates on page 250. The following settings are configured in
the HP Patch Agent Updates section.

e Updates: If you select Publish, the updates will be published to the
PATCHMGR Domain, but will not be connected for distribution
(deployment) to Patch Manager target devices. You will need to create
these connections. If you select Publish and Distribute, the updates will be
published to the PATCHMGR Domain and connected to the
DISCOVER_PATCH instance. This option will distribute the updates to
your Patch Manager target devices.
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OS: Specify the vendor operating system types for which you wish to
acquire and manage Patch Manager agent updates.

Version: Select the Patch Manager Version for which you would like to
acquire agent updates. You can only publish one version to one
Configuration Server. The default is the latest available Version.

A If you are installing Patch Manager for the first time, do not
modify the Version parameter from the installation default.

HP Client Automation Patch Agent Updates

Updates O Mone O Publish &) Publish and Distribute
os Windows Linux
Version O version 3 O Version 5 &) Version 7
Return to Top
Preferences

Under Preferences, configure vendors and acquisition settings. These settings
will be reflected in the Vendor Settings and Acquisition Jobs.

Enable Patch Management For: Specify the OS vendors you will be
acquiring patches for. These vendors will be represented in Vendor
Settings and Acquisition Settings. If you decide at a later date to acquire
patches for additional vendors, they must be enabled here, first.

Save Acquisition Summary: Specify how long in days to keep the Patch
Auth Store (PASTORE) instances. This class contains one instance for
each patch acquisition session. If this value is smaller than the Save
History Detail value, then Save History Detail will be set to the value for
Save Acquisition Summary. The value 0 means never delete any history of
Patch Acquisition.

Save History Detail: Specify how long in days to keep the Publisher
Error (PUBERROR) instances. This class contains one instance for each
patch acquisition error.
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e Patch Data Repository Path: The directory where patches are
downloaded to before they are published to the Configuration Server. If
you choose to perform an acquisition using a directory that is
pre-populated with data from a previous acquisition, specify the
pre-populated directory path in this parameter.

¢ Retired Bulletins: Shows the bulletins to retire separated by commas.
This parameter works on the bulletin level, not at the product or release
level.

The retire function performs these functions.

— Deletes specified bulletins if they exist in the Configuration Server DB
during the current publishing session.

— Does not publish the bulletins specified in the retire parameter to the
Configuration Server DB during the current publishing session. The
use of the Retire option supersedes the Bulletins option.

¢ Excluded Products: Precede any products you want excluded with an
exclamation point (!) in the format of vendor::product in a comma
separated list. If an include filter is not set, all products are assumed. If
you provide any included filters, then the excluded filters will be a subset
of the included products. Be sure to conform to the vendor's naming
standards. For example, Microsoft refers to Internet Explorer using its full
name, rather than a common abbreviation such as IE. For example, to
include all Windows products except Windows 95, type
{Microsoft: :Windows*,Microsoft: : !Windows 95}.

For new Patch Manager installations, the acquisition and management of
Security patches for the following products are excluded, by default: Microsoft
Office, Windows 95, Windows 98, Window Me, and Microsoft Office products
and SuSE specific products *-yast2, *-yast2-*, and *-liby2 The automated
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management of SuSE OS yast specific products are not supported by Patch
Manager.

) If you are migrating from a previous version of Patch Manager and
did not remove your patch.cfg before migration, if you wish to
exclude all Microsoft Office products or their standalone versions
from Patch Manager acquisition and management, append the
following text to your product exclusion list:

W, !Access*, !|Excel*, !|FrontPage 200[023], !FrontPage
9[78]1, !InfoPath*, !0Office*, !OneNote*, !Outlook*, ! Powe
rPoint*, !|Project 200[023], !Project

98, !Publisher*, !'Visio*, !Word*, !Works*”

Note the text shown above is all one line and the quotes displayed
above are not to be included in the user interface Excluded Product

text box.
Preferences
Enable Patch Management For:
Microsoft El Red Hat
[ suse [ HP softPag

Sawve Acquisition Summary |0

Save History Detail T

Patch Data Repository Path* |C:\Program Files\Hewlett-Packard\HPCA\Data\PatchiVan
Retired Bulletins

Excluded Products Windows 95 'Windows 98* 'Windows Me lAccess® |[Exce

Allow Internet Access

Allow Internet Access: Select Yes or No from the drop-down box. Use
this option to specify whether the Patch Manager Server is to be allowed
access to the internet.

— Yes: (Default) Patch Manager will access the internet during
acquisitions.

— No: Patch Manager will not access the internet during acquisitions.
In this case, only the bulletins (metadata and binaries) that already
exist in the data folders are published.
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¢ Default Patch Acquisition Download Language: Specify the
languages for which you want to acquire and manage security patches.
The default is en (English).

Vendor Settings

Vendor Settings displays vendor-specific URLs and other options required for
patch acquisition and management activities on the agents in your enterprise.

Before entering Vendor Settings, first use the Preferences page to enable the
appropriate vendor(s) and OS selections.

A If you change vendor settings from one acquisition session to the next
so that you exclude one or more products or operating systems that
were previously selected, all patches specific to the excluded products
or operating systems will be removed from the Configuration Server
Database. This also means the excluded products or operating
systems are no longer eligible for vulnerability assessment and
management. This applies to all vendors.

Vendor Settings:

e  Microsoft Data Feed Prioritization on page 327
e Red Hat Feed Settings on page 331

e SuSE Feed Settings on page 333

e HP SoftPaq Feed Settings on page 337

Microsoft Data Feed Prioritization

The following Microsoft Data Feed Prioritization settings are configured in the
Vendor Settings section to support and prioritize the available Microsoft
update repositories and methods for acquisition and download.
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When the Patch Distribution Settings have the option to Enable Download

of Patch Metadata only turned on, you have the option to choose one of the
Microsoft Update Catalog data feeds.

Microsoft Data Feed Prioritization
(*) Microsoft Update Catalog Only - All devices and products managed by Patch Manager must
meet minimum service pack levels.
O Microsoft Update Catalog, Legacy Catalog
Return to Top

When the Patch Distribution Settings have the option to Enable Download
of Patch Metadata only turned off, the Microsoft Data Feed Prioritization
panel includes three choices:

Microsoft Data Feed Prioritization

Do not change data feed prioritizations until you have read and understood Microsoft's operating
system and service pack requirements for Microsoft Update Catalog.

Data Feed Prioritization:
O MSSecure, Microsoft Update Catalog, Client Automation

(&) Microsoft Update Catalog Only - All devices and products managed by Patch Manager must meet minimum
service pack levels.

() Microsoft Update Catalog, Legacy Catalog
Return to Top

) For more information on Microsoft patch management activities, see the
Patch Acquisition chapter in the HPCA Patch Manager Installation and
Configuration Guide.

e MSSecure, Microsoft Update Catalog, Client Automation: This
option is displayed when the Patch Metadata Download option is turned
off. Patches are acquired from both MSSecure and Microsoft Update
Catalog. If a patch exists in both the MSSecure and Microsoft Update
Catalog, then the technologies supporting MSSecure are used.

) Due to MSSecure technologies, this option cannot patch devices
running Windows Vista (32-bit or 64-bit) or Windows on 64-bit
architectures. To patch these devices, choose a Data Feed
Prioritization that includes Microsoft Update Catalog.
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A At the time of this writing, Microsoft’s web site states that
MSSecure.xml will no longer be updated after October 9, 2007,
although they have continued to update their legacy catalog into
2008.

e Microsoft Update Catalog Only: (Default option) All patches are
acquired from the Microsoft Update Catalog. To use this option, all devices
in the enterprise must meet minimum operating system and product
levels as set by Microsoft. Devices not meeting these minimum
requirements will not be patched.

If you change to this option, the following warning message will open,
which you must accept to continue.

Microsoft Data Feed Prioritization

Do not change data feed prioritizations until you have read and understood Microsoft's operating system
and service pack requirements for Microsoft Update Catalog.

Data Feed Prioritization:
[ MSSecure, Microsoft Update Catalog, Client Automation

¥ Microsoft Update Catalog Only - All devices and products managed by Patch Manager must meet minimum service
pack levels.

 Microsoft Update Catalog, Legacy Catalog

The Microsoft Update Catalog Only feed was selected. Only select this option if ALL managed devices in
your enterprise meet minimum operating system and service pack levels supported by Microsoft Update
Catalog.

By selecting the option Microsoft Update Catalog Only, security bulletin acquisition and management is
limited to the operating systems and products supported by Microsoft Update Catalog and Patch Manager.

Patch acquisition and management capabilities are NOT provided for Microsoft legacy operating system
platforms.

Confirm selection? Yesl No| more information
Return to Top

When you click Yes, you will again be prompted to make sure that this is the
option you want. Click Save to confirm.

e Microsoft Update Catalog, Legacy Catalog: Patches are acquired
from the Microsoft Update Catalog and an HP repository containing
current MSSECURE and HP-corrected metadata, referred to as the
Legacy Catalog. If a patch exists in both the Microsoft Update Catalog and
the Legacy repository, then:

— Ifthe target device meets the minimum OS requirements supported
by Microsoft Update Catalog, the device will be patched by leveraging
Microsoft Update Catalog and Windows Update Agent technologies.
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— If the target device does not meet the minimum OS requirements

>»

supported by Microsoft Update Catalog, the device will be patched
using MSSecure technologies, using meta data hosted in the Legacy
Catalog.

The HP Legacy Catalog will continue to be updated by HP as new
patches are added to MSSecure. Patches hosted in the HP Legacy
Catalog may require HP metadata correction. If you choose to
enable the Microsoft Update Catalog, Legacy Catalog option Microsoft
security bulletins deemed applicable to legacy Microsoft Operating
systems (including Service Pack variants) and Microsoft products
will have a “_1” appended to the Microsoft bulletin name for
identification purposes within the Configuration Server
PATCHMGR Domain as well as Patch Manager reports as viewed
through the Reporting Server.

Office patches that are acquired and managed using Microsoft
Update Catalog technologies will not detect if Office Applications
are managed by HP Client Automation Application Self-service
Manager or an Administrative Control Point. In either case, if a
bulletin affecting an Office application is entitled to a device, Patch
Manager will manage the Office patch and install it locally on the
devices that are vulnerable.

Microsoft Feed Settings

The following settings are configured in the Vendor Feeds section:

Advanced-only Fields

MSSecure*: Specifies the URL for Microsoft’s MSSecure cabinet file
which contains the Microsoft supplied MSSECURE . XML file.

Default: http:/download.microsoft.com/download/0/d/b/
0db2e5d7-0ba9-4856-b51f-db7c0b838c68/MSSecure_1033.CAB

>»

At the time of this writing, Microsoft Knowledge articles suggest
Microsoft plans to discontinue support and updates for
MSSecure.xml after October 9, 2007 even though they have
continued to update this catalog into 2008.

SUS*: Specifies the URL for the Microsoft cabinet file that contains the
Microsoft SUS data feed.
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Default: http:/www.msus.windowsupdate.com/msus/v1/
aucatalogl.cab

Basic and Advanced Fields

¢ Architecture: Select the architectures for the acquisition of Microsoft
patches. The supported architectures include:

— x86 for 32-bit Intel architectures

— x64 for AMD64 or Intel EM64T. If this target architecture is selected,
your Microsoft Data Feed Prioritization must be set to either Microsoft
Update Catalog Only or Microsoft Update Catalog, Legacy Catalog.

Microsoft Feed

MSSecure* |http:ffdownluad.microsoﬂ_cum.-"download.-’[]fd.-"bf[ldb2eSd?-UbaQ4856-b51f—db?c[]b838058.-’

sus* |http:.r‘.:‘wm_msus_windowsupdate_cnmfmsus.f\.'ir"aucatalog1_cab

Architecture ¥ 35 [~ x54 (AMD64/Intel EMB4T)
Return to Top

Red Hat Feed Settings

The following settings are configured in the Red Hat Feed section:
Advanced-only Fields

¢ Red Hat: Specifies the URL for the Red Hat Network data feed. The
default is http:/xmlrpec.rhn.redhat.com/XMLRPC.

Basic and Advanced Fields

e Publish Package Dependencies: Specify yes if you want to publish
additional Red Hat packages that downloaded security advisories may
depend on. The default is No.

Prerequisite, or dependent, Red Hat packages required to install Red Hat
Security Advisories can be acquired from two places. They can either be
downloaded from the Red Hat Network during acquisition or they can be
found locally if previously copied from the Red Hat Linux installation
media. During an acquisition, Patch Manager will first look for the .rpm
packages in the appropriate directory. For example:

— For Red Hat Enterprise Linux 4ES on x86, place the baseline
operating system rpm files supplied on Red Hat installation media in
Data\PatchManager\Patch\redhat\4es.
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— For Red Hat Enterprise Linux 4ES on x86-64, place the baseline
operating system rpm files supplied on Red Hat installation media in
Data\PatchManager\Patch\redhat\4es-x86_64.

— When naming the Data\PatchManager\Patch\redhat\packages
subdirectories, refer to the list of OS Filter Architecture values
below. Use the applicable folder name based on the value following
REDHAT: : as the subdirectory name.

If a patch’s prerequisite software is not found locally, then the package will
be downloaded from the Red Hat Network. To decrease the time needed
for acquisition, HP recommends copying the dependency packages to the
appropriate packages directory from your Linux installation media. The
Red Hat RPM packages can be found on the Linux installation media
under the RedHat /RPMS directory.

e OS Filter: Support is provided for x86 (32-bit Intel) and x86-64 (Opteron/
EMT64) architectures for: all combinations of Red Hat Version 4 and
Releases AS, ES and WS, and all combinations of Red Hat Version 5
Releases for Servers and Desktop clients. For a given architecture, select
the operating system and release combination for the acquisition of Red
Hat patches.

— x86 Architectures: Possible values for Red Hat x86 architectures in
the patch.cfg file are:

REDHAT: :4as, REDHAT: :4es, REDHAT: : 4ws,
REDHAT: : 5server, REDHAT: :5client

— x86-64 Architectures: Possible values for Red Hat x86-64
architectures in the patch.cfg file are:

REDHAT: :4as-x86_64, REDHAT: : 5server-x86_64,
REDHAT: :4es-x86_64, REDHAT: :5client-x86_64,
REDHAT: : 4ws-x86_64
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Red Hat Feed

Red Hat Ihltp:ﬁ’xmIrpc,rhn,redhat,comFXMLRF'C
Publish Package

Dependencies? IYES 'l

0S5 Filter
x86 [T 4as [T 4es [0 aws [T s server [T 5 Client
x86-64 [T 4as [T 4es [0 aws [T s server [T 5 Client
Return to Top

SuSE Feed Settings

To configure settings for patching SuSE Linux, choose the SuSE Feed Setting
for the Version Levels and OS platforms that are in your environment. SuSE 9
feed settings are entered separately from SuSE 10 and 11 feed settings. SuSE
10 and 11 feed settings also include a Product Type selection for Enterprise
Desktop and Enterprise Server.

Related Topics:
e SuSE Requirements for Patch Management on page 339
Switch from the Basic to Advanced settings if you also need to set or fix the

URLs for the SuSE meta data feeds.

SuSE 9 Feed Settings

Click Advanced to view or modify the default URLs for SuSE 9 feed settings
that are listed below.

Advanced-only Fields

e SuSE 9: Specifies the secure URLto acquire security advisory meta data
for SuSE 9. The defaults are:

https://you.novell.com/update/i386/update/SUSE-CORE/9/
https://you.novell.com/update/i386/update/SUSE-SLES/9/

e SuSE 9-x86_64: Specifies the secure URL for acquiring updates for SuSE
9 on AMD64 or Intel EM64T architectures. The defaults are:

https://you.novell.com/update/x86_64/update/SUSE-CORE/9/
https://you.novell.com/update/x86_64/update/SUSE-SLES/9/
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Basic and Advanced Fields

Use the Basic or Advanced page to enter the required settings for obtaining
SuSE 9 Data Feeds.

UserID: Specifies your SuSE user ID. Obtain a user id from the vendor.
Password: Specify the password for the SuSE UserID.

OS Filter: Select the operating system version and architecture
combinations for the acquisition of SuSE Linux Enterprise Server
patches. Support is provided for SuSE Versions 9 on x86 (32-bit)
architecture as well as x86-64 (AMDG64 and Intel EM64T) architectures.

The valid OS Filter value for x86 architectures in patch.cfg is suse: : 9.

The valid OS Filter values for x86-64 architectures in patch.cfg is
suse::9-x86_64.

SUSES Feed

https://vou.novell.com/update/i386/update,/SUSE-CORE/ 9/

SUSEN https://you.novell.com/update/i386/update,/SUSE-SLES/9/

https://you.novell.com/update/x86_64/update/SUSE-CORE/ 9/

SUSED e https://you.novell.com/update/x86_ 64/update/SUSE-SLES/9/

User ID aa
Password snee
05 Filter [ 9xss [ 9 xa6-64

SuSE 10 and 11 Feed Settings

Use the field on the Basic view to enter the required feed settings to acquire
security advisory patches for SuSE 10 and 11 devices.

Click Advanced to view or modify the default URLs for SuSE 10 and 11 feed
settings that are listed below.

Advanced-only Fields

SUSE 10: Specifies the secure URL to acquire security advisory meta data
for SUSE 10 (SLES10 and SLED10) on x86 architectures.

Defaults:
https:/mu.novell.com/repo/\ $RCE/SLES10-Updates/sles-10-i586/
https:/mu.novell.com/repo/\ $RCE/SLED10-Updates/sled-10-i586/
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SUSE 10SP1: Specifies the secure URL for acquiring updates for SUSE
10 (SLES10 and SLED10) Service Pack 1 on x86 architectures.

Defaults:
https:/mu.novell.com/repo/\$RCE/SLES10-SP1-Updates/
sles-10-i586/
https:/mu.novell.com/repo/\$RCE/SLED10-SP1-Updates/
sled-10-i586/

SUSE 10SP2: Specifies the secure URL for acquiring updates for SUSE
10 (SLES10 and SLED10) Service Pack 2 on x86 architectures.

Defaults:
https:/mu.novell.com/repo/\$RCE/SLES10-SP2-Updates/
sles-10-i586/
https:/mu.novell.com/repo/\$RCE/SLED10-SP2-Updates/
sled-10-i586/

SUSE 10-x86_64: Specifies the secure URL to acquire security advisory
meta data for SUSE 10 (SLES10 and SLED10) on x86-64 architectures.

Defaults:
https:/mu.novell.com/repo/\$RCE/SLES10-Updates/sles-10-x86_64/
https:/mu.novell.com/repo/\$RCE/SLED10-Updates/sled-10-x86_64/

SUSE 10SP1-x86_64: Specifies the secure URL for acquiring updates for
SUSE 10 (SLES 10 and SLED 10) Service Pack 1 on x86-64 architectures.

Defaults:
https:/mu.novell.com/repo/\$RCE/SLES10-SP1-Updates/
sles-10-x86_64
https:/mnu.novell.com/repo/\$RCE/SLED10-SP1-Updates/
sled-10-x86_64/

SUSE 10SP2-x86_64: Specifies the secure URL for acquiring updates for
SUSE 10 (SLES 10 and SLED 10) Service Pack 2 on x86-64 architectures.

Defaults:
https:/mu.novell.com/repo/\$RCE/SLES10-SP2-Updates/
sles-10-x86_64/
https:/mu.novell.com/repo/\$RCE/SLED10-SP2-Updates/
sled-10-x86_64/

SUSE 11: Specifies the secure URL to acquire security advisory meta data
for SUSE 11 (SLES11 and SLED11) on x86 architectures.
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Defaults:
https:/mu.novell.com/repo/\$RCE/SLES11-Updates/sle-11-i586/
https:/mu.novell.com/repo/\$RCE/SLED11-Updates/sle-11-i586/

SUSE 11-x86_64: Specifies the secure URL to acquire security advisory
meta data for SUSE 11 (SLES11 and SLED11) on x86-64 architectures.

Defaults:
https:/mu.novell.com/repo/\$RCE/SLES11-Updates/sle-11-x86_64/
https:/mu.novell.com/repo/\$RCE/SLED11-Updates/sle-11-x86_64/

Basic and Advanced Fields

Use the Basic or Advanced page to enter these required settings for obtaining
SuSE 10 and 11 Data Feeds. SuSE Versions 10 and 11 support includes two
product types: Enterprise Server and Enterprise Desktop.

All combinations of Product Type and OS Filters selected on this page will be
available for SuSE acquisitions. Prior to running an acquisition, you can use
the Exclusion option to omit any combinations that you do not want to
acquire.

Product Type: For SUSE 10 or 11, select the SUSE Linux product types
installed on the devices in your environment.

— Enterprise Server: Specifies the SUSE Linux Enterprise Server
(SLES) product type. To obtain SLES 10 or SLES 11 security
advisories, check the Product Type of Enterprise Server.

— Enterprise Desktop: Specifies the SUSE Linux Enterprise Desktop
(SLED) product type. To obtain SLED 10 or SLED 11 security
advisories, check the Product Type of Enterprise Desktop.

UserlD: Specifies your SUSE 10 or SUSE 11 user ID. Obtain a user id
from the vendor. For details, see SuSE Requirements for Patch
Management on page 339.

Password: Specify the password for the SUSE UserID.

OS Filter: Select the operating system version, service pack and
architecture combinations for the acquisition of SUSE Version 10 and 11
patches. Support is provided for:

— SUSE Version 10 base and Service Packs 1 and 2 on x86 (32-bit)
architectures, as well as SUSE Version 10 base and Service Packs 1
and 2 on x86-64 (AMDG64 and Intel EM64T) architectures.
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— SUSE Version 11 base on x86 (32-bit) and x86_64 (AMD64 and Intel
EM64T) architectures.

Valid SUSE 10 OS Filter values for x86 architectures in patch.cfg are:
suse::10, suse::10SP1, and suse::10SP2.

Valid SUSE 10 OS Filter values for x86-64 architectures in patch.cfg are:
suse::10-x86_64, suse: : 10SP1-x86_64 and suse: :10SP2-x86_64.

Valid SUSE 11 OS Filter values x86 architectures in patch.cfg are:
suse::11.

Valid SUSE 11 OS Filter values for x86-64 architectures in patch.cfg are:
suse::11-x86_64.

SUSE 10 and 11 Feed -

Product Type " Enterprise Server [ Enterprise Desktap
User ID |

Password I

0s Filter

#86 T 10T 1osp1 [T 1ospz 011
HB6_64 ™ 10 T 1osp1 T o1ospz 712

HP SoftPaq Feed Settings

The following settings are configured in the HP SoftPaq Feed section. Click
Advanced to see all fields, including the HP SoftPaq URL field, click Basic to
return to the Basic page.

Use the predefined job named hpsoftpaq to acquire the HP Softpaqgs for the
SysIDs and Bulletins specified here. The hpsoftpag job is listed with the
available jobs on the Start Acquisition operation.

Advanced field

e HP SoftPaq URL: Specifies the URL for the HP SoftPaq data feed. The
default is http:/h20278.www2.hp.com/hpapps/onlineDiag/
ActiveCheck.

Basic and Advanced fields

e HP SoftPaq Types: Check the types of HP SoftPaqgs to acquire and
manage.
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— Application

— Bios

— Driver

— Firmware

e SysIDs: Specifies the SysIDs that will be acquired for HP SoftPags.

If your HP devices have reported inventory information to the HPCA
database, SysIDs can be selected from a list using the Get SysIDs button:

a Click Get SysIDs button. This opens the HP SoftPaq SysIDs dialog box.
The Available column lists any HP SoftPaq SysIDs reported from your

HPCA-inventoried HP devices.

b  Use the arrow buttons to move individual SysIDs from the Available
column to the Selected column. SysIDs in the Selected column will be
acquired.

¢ Optionally, use the Other SysIDs text area to enter space-separated
SysIDs not already listed in the Selected column. For example, enter:

0890 8844 30A4 300F

d Click OK to return to the Vendor page for HP SoftPaq.
-

Select the SyslDs from the Available list for which the HP SoftPags are to be acouired.
Enterany acctional ones into Other SysiDs. Click OK to submit.

Available

0330

Other
SysIDs

Selected

0sF0

e.g. D88C 0890

[

The SysIDs list will show the ‘Selected’ plus ‘Other SysIDs’ entries from

the HP SoftPaq SysIDs dialog box.
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e Bulletins: HP SoftPags are acquired using the pre-defined acquisition
job, named hpsoftpaq. Use the Bulletins area to enter the bulletins to be
acquired when the hpsoftpaq job is run. To acquire all bulletins for the
SysIDs, enter:

SP*.
HP SoftPaq Feed
HP SoftPaq URL  |http://h20278 www2_hp.com/hpapps/onlineDiag/ActiveCheck

Application Bios
Driver Firmware

SysIDs Get SyslDs |

Bulletins

HP SoftPag Types

Return to Top

Click Save to save your Vendor settings.

A job to acquire HP Softpags is predefined. To run it, select hpsoftpaq from
those listed within the Start Acquisition operation.

SuSE Requirements for Patch Management

SuSE feed settings require a secure (SSL) connection and a Vendor-supplied
User ID and password, as discussed in this topics.

SuSE 10 and SuSE 11 devices have additional requirements; see SuSE 10 and
SuSE 11 Registration Requirements on page 340.

SSL: The Novell website requires a secure (SSL) connection for patch
acquisition. The need for a secure connection within Patch Manager is only
required on the server that is used to perform secure patch downloads from
the Novell website. At the time of this writing, the Novell website does not
require or perform certificate validation.

SuSE Linux Vendor User ID and password: The requirements for obtaining a
Vendor User ID and password vary by SuSE Version number.

e  SuSE 9: For SuSE 9 security patch acquisition, you must establish a User
ID and password through your SuSE Linux vendor to access SuSE
Internet resources. Specify these credentials when you configure SuSE
devices for Patch Management using the Console’s Configuration tab >
Patch Management > Vendor Settings page.
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e SuSE 10 and SuSE 11: For SuSE 10 and SuSE 11 security patch acquisition
of SLES10, SLED10, SLES11 or SLED11 patches, you must establish
mirror credentials through your SuSE 10 or SuSE 11Linux vendor to
access SuSE 10 or SuSE 11Channels.Specify these credentials when you
configure SuSE for Patch Management using the Console’s Configuration
tab > Patch Management > Vendor Settings page.

To obtain SuSE 10 or SuSE 11 mirror credentials:

1 Establish the username and password for login to the Novell Customer
Center (NCC) through your SuSE Linux vendor when the SuSE 10 or
SuSE 11 product is bought.

2 Login to the NCC using using the login account information given by the
vendor when the SuSE 10 or SuSE 11 product was bought.

3 Click on Mirror Credentials under the Myproduct link in the left panel.

In the Credentials area of the Mirror Credentials page, you will see the
Username and Password. In the Channels area, you will see the SuSE 10
or SuSE 11 Channel details.

4 Use the Username and Password obtained from the above steps when
completing the User ID and password credentials for SuSE 10 or SuSE 11
Patch Acquisition.See the Vendor Settings topic for configuring SuSE 10
and 11 Feed Settings on page 334.

SuSE 10 and SuSE 11 Registration Requirements

Starting with SuSE 10 and onwards, Novell's explicit policy states that in
order to receive security patches and updates, each SuSE agent Operating
System must be registered with Novell and have their licenses managed and
validated either directly through the Novell Customer Center (NCC) or
Subscription Management Tool.

HPCA Patch Management does not validate that Novell's license or
registration policy is met for SuSE 10 or above systems. It is the customer’s
responsibility to adhere to Novell's policy and have their SuSE10 and SuSE11
machines registered with validated licenses.

To register your SuSE 10 or SuSE 11 systems with the Novell Customer Center

Refer to the Novell website for details on registering your SuSE 10 and SuSE
11 systems with the Novell Customer Center.
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As of this writing, the topic Registering and Updating SUSE Linux Enterprise
10 is available at:

http:/www.novell.com/support/
dynamicke.do?ecmd=show&forward=nonthreadedKC&docType=kc&e
xternalld=3410833&sliceld=1

On Reboot Requirement for Linux Patches

Reboot is not required when applying application patches to Linux machines.
However, a reboot is required when you apply any kernel-related Linux
patches. As of now, HP PatchManager does not support the automatic
rebooting of Linux machines when a kernel patch is installed. It is the user’s
responsibility to reboot manually whenever a kernel patch is installed.

Acquisition Jobs

Use the Acquisition Jobs section to configure patch acquisition schedules and
settings.

To create and run Patch Management acquisition jobs, use these areas of the
Console:

e Use the Configuration tab, Infrastructure Management area to enter any
necessary HTTP and FTP Proxy settings.

e Use the Configuration tab, Patch Management area, Acquisition Jobs task
to defined the Acquisition Jobs.

e Use the Operations tab, Patch Management area, Start Acquisiton task to
run the jobs.

HP recommends acquiring from only one vendor at a time. In addition, some
SuSE Security Advisories and Microsoft Office Security Bulletins may take
an extended period of time to download.

The acquisition job settings that are required depend on your environment.

To create or edit an acquisition profile using the Console

1 From Configuration, click Patch Management, then Acquisition Jobs.
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Either select an existing file to edit, or click New to create a new file. Click
the trashcan icon to delete an acquisition file. In this example, we click
New.

New Acquisition File

Filename Description

MNovember .acq |Movember 2004|

If you are creating a new file, type a Filename and Description, then click
Next.

You will be taken to Step 2, where you can complete Acquisition Settings
for the new job.

Acquisition Settings for November

@ Acquisition File Description | Movernber 2004

0 Bulletins

@ Mode Both  »
@ Force No »
@ Rreplace No »

0 Command Line Overrides

Return to Top

Acquisition File Description: Create a description for the acquisition
file.

Bulletins: Specify the bulletins for acquisition separated by commas. The
asterisk (*) wildcard character is recognized. For Red Hat Security
advisories, use a hyphen (-) in place of the colon (:) that appears in the Red
Hat Security advisory number as issued by Red Hat.

) If you do not want to download any bulletins, type NONE in the
Bulletins field.

— Microsoft Security bulletins use the naming convention MSYY-###,
where YYis the last two digits of the year that the bulletin was issued
and ### is a sequential number of the bulletin number being released
for this the year specified. Microsoft service pack patch descriptor files
supplied by HP are supplied with the following naming convention:
MSSP_operatingsystem spnumber. To acquire sample Microsoft
Operating System service packs, specify MSSP*. This will download
sample service packs acquired from the novadigm or custom folders.
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To acquire Microsoft Advisories, specify the KB articles using the
naming convention MS-KB*, where * represents the number assigned
to the Knowledge Base Article.

Red Hat Security advisories are issued using the naming convention
RHSA-CCYY: ###, where CC indicates the century and vY the last two
digits of the year when the advisory was issued, and ### the Red Hat
patch number. However, because the colon is a reserved character in
products, you must use a hyphen (-) in place of the colon (:) that
appears in the Red Hat-issued Security advisory number. Specify
individual Red Hat Security advisories to Patch Manager using the
modified naming convention of RHSA-CCYY-###.

SuSE Security patches use version-specific naming conventions
identified below.

Use a comma to separate multiple SuSE patch entries (regardless of
version). Do not use a space to delimit multiple entries; it will not be
accepted.

— For SuSE 9, use SUSE-PATCH- ####, where the prefix SUSE- is
followed by the SuSE 9 patch metadata filename. For example:
SUSE-PATCH-1234

— For SuSE 10, use SUSE-PATCH-platformrel-package-####,
where the prefix SUSE- is followed by the SuSE 10 patch metadata
filename. For example:
SUSE-PATCH-SLESP1-MOZILLAFIREFOX-1234

— For SuSE 11, use UPDATEINFO-platformrel -package-####,
where the entry reflects the entire UPDATEINFO* .xml filename for
the Suse 11 patch without the .xml extension. For example:
UPDATEINFO-SLESSPO-MOZILLAFIREFOX-1234..

If the SuSE 11 filename contains a comma, you must replace it with
a dash (-) when entering the bulletin name to be acquired. The
comma is the reserved character to delimit multiple bulletins.

All SuSE 11 patch names are automatically reformatted into
shorter, unique names when they are published to the
PRIMARY.PATCHMGR domain of the CSDB. For details, refer to
Patch Manager Installation and Configuration Guide.
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Mode: Specify BOTH to download the patches and the information about
the patches. Specify MODEL to acquire only the metadata for patches.
Only the Bulletins and Numbers for the patches are downloaded, but not
the actual patch files. Use this mode so that you can use the reports to
expose vulnerabilities on managed devices.

Force: Use force in the following situations.

— You previously ran an acquisition using the mode MODEL, and now
you want to use BOTH.

— You previously ran an acquisition filtering for one language (lang),
and now, you need to acquire bulletins for another.

— You previously ran an acquisition specifying one product, and, now,
you need to acquire for another.

For example, suppose that originally you had only Windows 2000
computers in your enterprise, so you used -product {Windows
2000*}. A month later, you roll out Windows XP. If you want to
acquire the same bulletins, you will need to run the acquisition with
-product {Windows XP*,Windows 2000*} and -force y.

) If replace is set to ¥, the bulletins will be removed and reacquired,
regardless of the value of force.

Replace: Set replace to Y to delete old bulletins, specified in the bulletins
parameter, and then re-acquire them. This will supersede the value for
force. In other words, if you set replace to ¥, then any bulletin specified for

that acquisition will be deleted and reacquired, whether force is set to N or
Y.

Command Line Overrides: Use this parameter only when it is
necessary to override your regular acquisition parameters. If used
incorrectly, the acquisition will fail. Use the format of -parameter
value.

Microsoft Settings

Acquire Microsoft Patches?: Select Yes if you want to acquire Microsoft
Patches. For additional settings, go to the Vendor Settings page.

If you select Yes, the Mark Supersedence for all the bulletins option appears
as well as the Language option.
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Microsoft Settings
Acquire Microsoft Patches?
Mark Supersedence for all the bulletins™

Language

Yes ¥

Mo =

" Arabic [ Chinese {Hong Kong 5.4.R.)
[T chinese (Simplified) [T chinese (Traditional)
[T czech " Danish

™ Duteh I English

™ Finnish ™ French

" German 7 Greek

r Japanese r Japanese (MEC)

[T Hebrew - Hungarian

[ Italian | Norwegian {Bokml)
™ Polish r Portuguese (Brazil}
- Portuguese (Portugal) [© Rrussian

| Spanish [T swedish

I Turkish " Korean

@ Enabling this option will increase acquisition time and should only be used when acquiring new bulletins

Select Yes for the Mark Supersedence for all the bulletins option, if you want
to run acquisition for a particular bulletin and also want all of the existing
bulletins in the Configuration Server Database to be updated. If you do
not want to update the bulletins in the Configuration Server Database,
select No. Selecting Yes for this option allows you to update the bulletins in
the Configuration Server Database without running acquisition for all of

the bulletins each time.

If you select Yes for the supersedence option and run an acquisition for
any new bulletin using the Microsoft Update Catalog (MUC) or Optimized
Patch Utility Service (OPUS) data feed, all existing MUC bulletins will be
updated in the Configuration Server Database and the bulletins.xml
file. At the same time, all existing OPUS bulletins will be updated in the

patch_data file. As a result, the Configuration Server Database, the
bulletins.xml file, and the patch_data file are all modified
irrespective of the data feed selected for the new bulletin.

Bulletins can be marked for supersedence for the MUC and OPUS data feeds.
They cannot be marked for supersedence for the MSSECURE data feed.
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Out of Band Management

Use the Configuration tab’s Out of Band (OOB) Management area to configure
OOB Management settings and preferences. For additional information on
using Out of Band Management, refer to the HP Client Automation Out of
Band Management User Guide. The following sections describe the available
configuration options:

e Enablement on page 346
e Device Type Selection on page 346
e vPro System Defense Settings on page 348

Enablement

Use the Out of Band Management Enablement area to enable or disable the
out of band management features supported by vPro or DASH devices.

e Select the Enable checkbox to enable out of band management features.

See the Operations tab, Out of Band Management section to view the OOB
Management options.

For additional information on using Out of Band Management, refer to the HP
Client Automation Out of Band Management User Guide.

Device Type Selection

After enabling OOB Management, use the Device Type Selection area to select
the type of OOB device you want to manage.

It is possible to make one of three choices for device type. These are explained
in the following sections:

e DASH Devices on page 347
e vPro Devices on page 347
e Both on page 347

Depending on the device type that you chose, the HPCA Console displays an
interface relevant to that selection as explained in Configuration and
Operations Options Determined by Device Type Selection on page 348.
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For additional information on using Out of Band Management, refer to the HP
Client Automation Out of Band Management User Guide.

DASH Devices

If you select DASH, you can enter the common credentials for the DASH
devices if the DASH administrator has configured all of the devices to have
the same username and password.

You can change the credentials the next time you visit this window if you have
made a mistake entering them or if they have changed.

vPro Devices

If you select vPro devices, you must enter the SCS login credentials and the
URLs for the SCS Service and Remote Configuration to access vPro devices.

You can change the credentials the next time you visit this window if you have
made a mistake entering them or if they have changed.

Both

If you select both types of devices, you can enter the common credentials for
the DASH devices and you must enter the SCS login credentials and the URLs
for the SCS Service and Remote Configuration needed to access vPro devices.

Refer to Device Type Selection in the Administrative Tasks chapter of the
HPCA Out of Band Management User Guide for complete details.
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Configuration and Operations Options Determined by Device Type Selection

After you make your device type selection, you will see options on the
Configuration and Operations tab that reflect this selection. They are
summarized in the following table.

Table 36 Confifguration and Operations options

DASH

vPro

Configuration

No additional options

vPro System Defense Settings

Operations

Device Management

Provisioning vPro Devices
Group Management
Alert Notification

) You must log out and log in again to the HPCA Console when you
make or change your device type selection in order to see the
device-type related options in the navigation panel on the
Configuration and Opertions tab.

vPro System Defense Settings

Before managing System Defense features on vPro devices and device groups
you must define vPro System Defense Settings.

This configuration option appears only if you have selected the vPro
device type. System Defense settings do not apply to DASH devices.

e Managing System Defense Filters

For vPro devices, you can create, modify, and delete System Defense
filters. System Defense filters monitor the packet flow on the network and
can drop or limit the rate of the packets depending if the filter condition is
matched. Filters are assigned to System Defense Policies that can be
enabled to protect the network.

348
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Managing System Defense Policies

For vPro devices, you can create, modify, and delete System Defense
policies and then deploy them to multiple vPro devices on the network.
System Defense policies can selectively isolate the network to protect vPro
devices from mal-ware attacks.

Managing System Defense Heuristics Information

For vPro devices, you can create, modify, and delete heuristics
specifications and then deploy them to multiple vPro devices on the
network. These heuristics serve to protect the devices on the network by
detecting conditions that indicate a worm infestation and then containing
that device so that other devices are not contaminated.

Managing System Defense Watchdogs

For vPro devices, you can create, modify, and delete agent watchdogs and
then deploy them to multiple vPro devices on the network. Agent
watchdogs monitor the presence of local agents on the vPro device. You
can specify the actions the agent watchdog must take if there is a change
in state of the local agent.

For additional details, refer to vPro System Defense Settings in the
Administrative Tasks chapter of the HPCA Out of Band Management User
Guide for complete details.

This is the last administrative task you have to perform on the Configuration
tab to get the HPCA Console ready for you to manage System Defense
features on vPro devices. Now, in the role of Operator or Administrator, you
can go to the Operations tab and start to manage the OOB devices in your
network as explained in the Operations chapter.

OS Management

Configuration

Use the Operating System area to configure Operating System service
functions. For additional information on OS Management, refer to the OS
Manager Guide.

Settings on page 350
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Settings

The Operating Systems service allows Agents to connect to the HPCA server
and retrieve their OS entitlements and provisioning information. When this
service is disabled on a Core, this information will not be available for
Satellites or Agents requesting this information. For additional information
on OS Management, refer to the OS Manager Guide.

e To enable Operating Systems service, select the check box and click Save.

During OS deployment, if you are planning to to boot devices across the
network, you must first enable the Boot Server (PXE/TFTP) installed with the
Core. This will start two Windows services on the Core server, Boot Server
(PXE) and Boot Server (TFTP).

e To enable the Boot Server (PXE/TFTP) select the check box and click Save.

Usage Management

Use the Usage Management section to configure usage database connection
settings and usage data collection settings.

e Database Settings on page 350
e Settings on page 351

Refer to the Application Usage Manager User Guide for more information
about collecting and analyzing usage data using HPCA.

Database Settings

You can configure the usage database connection settings by using the
Database Settings page.

To configure the usage database connection settings:

1 On the Configuration tab, click Usage Management and then Database
Settings.

2 To enable usage data collection, select the Enable box, and specify the
following Open Database Connection (ODBC) information:
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— DSN (data source name)
— UserID

— Password

These settings must match the configured system ODBC DSNs on the
Client Automation server. If the specified database has not yet been
initialized, it will be initialized when these settings are saved.

3 Click Save.

To disable usage data collection, clear the Enable box.

Settings

Configuration

Usage data is collected when the Usage Collection Agent is deployed. Usage
settings are applied to existing client devices during their collection schedule.
If required, usage data can be obfuscated to ensure privacy.

Obfuscation should be enabled prior to deploying the Usage Collection Agent.
If it is enabled after this agent is deployed, some reporting data will appear in
both obfuscated and non-obfuscated forms.

To obfuscate usage data:

1 Use the drop-down lists to select which usage data information should be
hidden:

— Computer — Hide computer-related information. The computer name is
reported as a random set of alphanumeric values.

— User — Hide user-specific information. The user name is reported as
[AnyUser].

— Domain — Hide domain information. The domain name is reported as a
random set of alphanumeric values.

— Usage — Hide usage counts and times. The executable file usage times
and launch counts are all reported as zero values.

Select Enabled next to the usage information that you want to obfuscate
within the usage reports.

2 Click Save to commit the changes.
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See Deploying the Usage Collection Agent to deploy the Usage Collection
Agent and define a collection schedule.

Dashboards

Use the Dashboards area on the Configuration tab to configure the
dashboards:

The HPCA Operations dashboard provides information about the number of
client connections and service events that have occurred over a given period of
time.

The Vulnerability Management dashboard provides data pertaining to
security vulnerabilities on the client devices in your enterprise.

The Compliance Management dashboard provides information about how well
the managed client devices in your enterprise comply with regulatory
standards, such as FDCC.

The Security Tools Management dashboard shows you information about the
anti-spyware, anti-virus, and software firewall products installed on the
managed client devices in your enterprise.

The Patch Management dashboard provides data pertaining to patch policy
compliance on the client devices in your enterprise.

By default, a subset of the dashboard panes are enabled. Provided that you
have administrator privileges, you can enable or disable any of the panes.

HPCA Operations

The HPCA Operations dashboard shows you the work that HPCA is doing in
your enterprise. The client connection and service event metrics are reported
in two time frames. The Executive View shows the last 12 months. The
Operational View shows the last 24 hours. Both views contain the following
information panes:

Client Connections on page 94
Service Events on page 96
The Executive View also includes the following pane:

12 Month Service Events by Domain on page 98
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Configuration

All of these panes are visible by default. You can use the configuration settings
to specify which panes appear in the dashboard. For det