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1 Introduction

HP Client Automation Standard is a PC software configuration management
solution that provides software and HP hardware management features,
including OS image deployment, patch management, remote control, HP
hardware driver and BIOS updates, and software distribution and usage
metering all from an integrated web-based console.

About This Guide

This guide provides detailed information and instructions for using the HP
Client Automation Console, Publisher, Application Self-service Manager, and
the Image Preparation Wizard.

For requirements and directions on installing and initially configuring HPCA
Core and Satellites Servers, refer to the HP Client Automation Core and
Satellites Getting Started and Concepts Guide.

HPCA Documentation

The HP Client Automation documentation that is available on the media is
also installed during the Core installation. These documents are available as
PDF's and can be accessed on the Core server using the Windows Start menu,
the shortcut link on the desktop, or by using a browser from any device with
access to the Core server machine at: http://HPCA Host:3466/docs, where
HPCA_Host is the name of the server where HPCA is installed.
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Abbreviations and Variables

Table 1 Abbreviations Used in this Guide

Abbreviation |Definition

HPCA HP Client Automation

Classic Traditional HPCA Enterprise environment installed from individual
server components (not Core and Satellite)

Core and HPCA Enterprise environment consisting of one Core server and zero or

Satellite more Satellite servers. All features are installed as part of the Core or
Satellite server installation.

CSDB Configuration Server Database

Portal HPCA Portal, formerly known as the Management Portal

Table 2 Variables Used in this Guide

Variable Description Default Value
InstallDir Location where the | Classic HPCA Enterprise installation:

HPC‘E sgrver is C:\Program Files\Hewlett-Packard\CM

installe Core and Satellite installation:

C:\Program Files\Hewlett-Packard\HPCA

SystemDrive Drive label for the |C:

drive where the

HPCA server is

installed

20

This guide assumes that you have an HPCA Core and Satellite installation.

If you have an HPCA Classic installation, the paths to various files and
folders used by the HPCA components are different. Refer to the individual
component guides located in the following folder for the correct paths:

InstallDir\Docs\Enterprise\Reference Library
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2 Getting Started

After you have installed and configured HPCA, you are ready to use the
web-based HPCA Console (the Console) to manage the client machines in your
environment.

This chapter introduces you to the essential tasks that you need to complete to
begin to use HPCA to manage your enterprise.

e  Accessing the Web-based HPCA Console on page 21
® Quick Start Tasks on page 22

Accessing the Web-based HPCA Console

The HPCA server has a Console through which various administrative and
configuration tasks can be performed. For more information on these tasks,
see Operations on page 143 and Configuration on page 155.

You can use one of three methods to launch and access the HPCA Console:

e Double-click the HP Client Automation Console desktop icon on the machine
where the server was installed.

e Navigate the Windows Start menu path of the machine on which the
HPCA server was installed (HP Client Automation > Client Automation
Console).

e Open a Web browser on any device in your environment and go to:
http://HPCA host:3466/
Where HPCA_host is the name of the server on which HPCA is installed.

Each method launches the HPCA Console, which prompts you for log-in
credentials.
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When prompted, specify your user name and password and click Sign In. The
default user name is admin and the default password is secret.

See Configuration on page 155 to learn how to change the default user name
and password and how to add users to the Console-access authority list. See
SSL on page 165 to learn how to enable SSL in the Console to secure
communication.

Important Notes

e The HPCA console may open additional browser instances when you run
wizards or display alerts. To access these wizards and alerts, be sure to
include HPCA as an Allowed Site in your browser’s pop-up blocker
settings.

e For security, HPCA automatically logs out the current user after 20
minutes of inactivity; you need to log in again to continue using the
Console.

e To view the graphical reports in the Reporting section of the Console, you
need either Java Runtime or Java Virtual Machine. Java can be installed
from http:/java.com/en/index.jsp.

e  Windows 2003 Server: To allow local access to HPCA on a device with
the Windows 2003 Server operating system, you must enable Bypass proxy
server for local address in the Local Area Network (LLAN) settings.

Quick Start Tasks

This chapter presents a series of tasks that enable you to quickly set up your
environment and immediatley use HPCA to manage your client devices.
Additional administrative, reporting, patch-management, deployment, and
operational functions are available, but these initial quick-start tasks are
designed to introduce you to the capabilities of HPCA and have you start
using it as soon as possible after installation.

The quick-start tasks are listed below. These must be completed in the order
in which they are presented.

Task 1: Import Devices on page 24

Import your client devices into the HPCA environment so that they are
“known” to the HPCA server.
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Task 2: Deploy the HPCA Agent on page 25

Deploy and install the HPCA agent to the client devices in order to bring them
under the control of HPCA.

Task 3: Configure Schedules on page 25
Configure schedules for inventory checking and patch management.
Task 4: Publish Software and Acquire Patches on page 26

Prepare software packages for deployment to your HPCA-managed devices,
and automatically download patches according to the patch-acquisition
schedule. Software packages and patches are then stored in their respective
libraries.

Task 5: Create Groups on page 27

Create groups of target devices to more efficiently deploy software and
patches.

Task 6: Entitle and Deploy Software or Patches on page 28

By entitling users and devices to software packages, you allow users to choose
which software to download, and when. Patches are usually downloaded
without user intervention or knowledge.

Task 7: Generate and View Reports on page 29

Generate and view reports that can be printed and distributed. The reports
can be customized and based on a variety of information about your
HPCA-managed devices.

23



24

Figure 1 Quick Start tasks at a glance
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Task 1: Import Devices

You must import (into HPCA) the devices in your environment that you want
to have managed by HPCA. Doing so will make HPCA aware of them, and will
enable you to collect inventory information and deploy software and patches.

1 On the Management tab, select Device Management then the General tab
and click Import to launch the Import Device Wizard.

2  Follow the steps in the wizard to import devices.

) Most tasks create a job than can be monitored in the Current Jobs
and Past Jobs tabs or in the Job Management section.

When devices have been imported, go to Task 2: Deploy the HPCA Agent to
manage software, patches, and inventory.
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Task 2: Deploy the HPCA Agent

When devices are imported, deploy the HPCA agent.

1

On the Management tab, select Device Management then the General tab
and click Deploy to launch the Agent Deployment Wizard.

Follow the steps in the wizard to deploy the HPCA agent to your imported

devices.

>»

Windows Vista Note

Access to the Administrative share (C$) on Windows Vista devices
is disabled for locally defined administrators. Therefore, Windows
Vista devices should be part of a domain, and the domain
administrator’s credentials should be specified during HPCA
agent deployment though the HPCA console.

If the devices are not part of a domain, additional steps (detailed
in the Microsoft KnowledgeBase article, Error message when you
try to access an administrative share on a Windows Vista-based
computer) are required in order to allow access for local
administrators.

After making these changes, reboot the device.

Now that you have begun to manage devices, go to Task 3: Configure
Schedules for inventory collection, patch compliance scanning, and patch

acquisition.

Task 3: Configure Schedules

Getting Starfed

To initiate inventory and patch acquisition schedules, use the Software/
Hardware Inventory Wizard and Configuration tab.

To configure the inventory schedule

1

On the Devices tab in the Device Management area, select one or more
devices by clicking the checkbox to the left of a device.

Click Inventory Collections % and then select Discover Software/Hardware
Inventory to launch the Software/Hardware Inventory Wizard.
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3 Follow the steps in Software/Hardware Inventory Wizard on page 203 to
define software and hardware inventory collection for your devices and

groups.
To configure patch acquisition schedule and settings

Use the Configuration tab, Patch Management section to configure patch
acquisition settings and schedule.

1 Expand the Patch Management section and click Acquisition.
2 Use the Schedule tab to specify a schedule for patch acquisitions.

3 In the Settings tab, specify the required Microsoft Bulletin and HP
Softpaq acquisition settings.

) Microsoft Patch Management is available only with HPCA
Standard edition.

To configure a patch compliance discovery schedule

1 On the Devices tab in the Device Management area, select one or more
devices by clicking the checkbox to the left of the device.

2  Click Inventory Collections % and then select Discover Patch Compliance to
launch the Patch Compliance Discovery Wizard.

3 Follow the steps in the wizard to create a patch compliance schedule for
your devices and groups.

When schedules are configured, go to Task 4: Publish Software and Acquire
Patches.

Task 4: Publish Software and Acquire Patches

Before you can deploy software and patches to managed devices, you must
populate the Software Library and Patch Library.

1 Use the Publisher to publish software into the HPCA database.
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— Launch the Publisher on the machine from which you plan to
configure and publish software services. Refer to the Publisher online
help or Using the Publisher on page 273 for more information.

) The Starter license contains options for publishing HP
Softpags, BIOS settings, and, for thin clients only, options for
publishing software and OS images.

The Standard license contains these options as well as options
for publishing software and operating system images.

2 Populate the Patch Library by acquiring patches from HP and Microsoft
sources.

— On the Management tab, Patch Management section, General tab,
click Acquire. Patches are downloaded and added to the Patch Library.
Patches are automatically downloaded according to the acquisition
schedule configured in the previous step, Task 3: Configure Schedules
on page 25.

) Patches should be acquired initially to an HPCA server in a
non-production lab environment for evaluation to prevent
possible performance issues.

When software and patches are available in each library, go to Task 5: Create
Groups to entitle software and patches for deployment.

Task 5: Create Groups

To deploy software or patches, you must create a group that includes the
target devices, and then entitle software or patches to that group.

¢ On the General tab of the Group Management area, click Create a New
Static Group. This will launch the Group Creation Wizard. Follow the steps
in the wizard to create a static group.

HPCA also supports dynamic device groups that are based, optionally, on
discovered devices (discovery group) or selected inventory criteria
(reporting groups). These groups are also created using the Group
Creation Wizard. See Group Management on page 78 for more
information.

When the group has been created, go to Task 6: Entitle and Deploy Software
or Patches to the devices in the group.
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Task 6: Entitle and Deploy Software or Patches

In the Group Management area, Groups tab, click the Group display name to
open the Group Details window. Here, you can entitle and deploy software and
patches.

) HP Client Automation Standard is required to deploy software and
patches. HP Client Automation Starter allows for the deployment of
BIOS settings and HP Softpags.

To entitle and deploy software

Use the Group Details, Software tab to entitle and deploy software.

=

1 Click Add Software Entitlement to select software services and make
them available to that group. Entitled software is displayed in the
Software Entitlement table on the Software tab and is available to end
users in the Application Self-service Manager, but is not automatically
deployed. This enables you to create a managed software catalog that
allows users to determine which optional software services to deploy and
when.

2 To deploy software, select the software to deploy and click the Deploy

£

Software "-—‘J button. This opens the Software Deployment Wizard. Follow
the steps in the wizard to deploy software to devices in that group.
Deployed software is automatically installed on end-user devices.

To entitle and deploy patches

Use the Group Details, Patches tab to entitle and deploy patches.

=

1 Click Add Patch Entitlement to select patches and make them available
to that group. Entitled patches are then displayed in the Patch
Entitlement table.
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2 To deploy patches, select the patches to deploy and click Deploy Patches

%. This opens the Patch Deployment Wizard. Follow the steps in the
wizard to deploy patches to devices in that group.

) Patch compliance and enforcement can be configured using the
Patch Deployment Wizard.

) Entitled patches are not shown in the Application Self-service
Manager catalog.

You have successfully used HPCA to deploy software and patches. Learn about
creating reports by following the instructions in the section, Task 7: Generate
and View Reports.

Task 7: Generate and View Reports

Use the Reporting tab to generate and view reports based on managed device
information.

e To generate a quick sample report, click View Managed Devices in the
Inventory Information area to display a list of all devices that have the
HPCA agent installed.

When a list of devices is created, you can use the options on the left or
click any of the device column details to apply more filters.

e  When a report is generated, click Create a new Dynamic Reporting Group
to create a dynamic group of devices in the report. This will open the

Group Creation Wizard. Follow the steps in the wizard to create the
Reporting Group.
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3 Using the Dashboards

The Dashboards enable you to quickly assess the status of your environment
in various ways. The Dashboards offer a visual representation of certain types
of information provided in the Reporting area. The specific dashboards
available to you depend on the type of HPCA license that you have. This
chapter includes the following topics:

e Dashboard Overview on page 32
e HPCA Operations Dashboard on page 36
e Patch Management Dashboard on page 42
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Dashboard Overview

The HPCA Console includes dashboards that enable you to view and assess
the status of your enterprise at a glance:

e The HPCA Operations Dashboard on page 36 shows you how much work
is being done by the HPCA infrastructure.

e The Patch Management Dashboard on page 42 shows you information
about any patch vulnerabilities that are detected on the devices in your
network

Each dashboard includes two views:

Table 3 Types of Dashboard Views

Type Description

Executive View High-level summaries designed for managers.
This include historical information about the
enterprise.

Operational View Detailed information designed for people who use

HPCA in their day to day activities. This includes
information about specific devices, subnets,
vulnerabilities, and specific compliance or
security tool issues.

Each view includes a number of information panes. You can configure HPCA
to show you all or a subset of these panes. See Dashboards on page 195 for
more information.

Each dashboard also includes a home page with summary statistics and links
to related reports. When you click one of these links, a separate browser
window opens, and displays the report.

In most dashboard panes, you can display the information in either a chart or
grid format. In the grid view, the current sort parameter is indicated by the m
icon in the column heading. To change the sort parameter, click a different
column heading. To reverse the sort order, click the column heading again. To
move a column, click the background in the column heading cell, and drag the
column to a new location.
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In most dashboard panes, you can rest the cursor on a colored area on a bar or
pie chart—or a data point on a line chart—to see additional information. Most
panes also enable you to drill down into reports that provide more detailed
information.

The time stamp in the lower left corner of each pane indicates when the data
in the pane was most recently refreshed from its source.

Figure 2 Time Stamp
[ 23008 12:00 P W 23 8 =

) The dashboard panes use your local time zone to display the date and time.
The reports available on the Reporting tab use Greenwich Mean Time (GMT)
by default. Individual report packs, however, can be configured to use either
GMT or local time.

You can perform the following actions in the dashboard panes:
Table 4 Dashboard Pane Actions

Icon Description

Display the information in chart format.

Display the information in grid format.

i

Display the legend for this chart.

Refreshes the data from its source. Click the refresh icon in an
individual pane to refresh the data for that pane. Click the refresh
icon in the upper right corner of the dashboard to refresh all panes.

The dashboard panes are not automatically refreshed if your
HPCA Console session times out. You must manually refresh the
panes after you sign in again if you want to get the latest
information from the database.

[+

@ Resets the appearance of all panes within the dashboard to their
factory default settings.
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Table 4 Dashboard Pane Actions

Icon Description

A For panes containing HPCA data, show the corresponding report.
For panes containing information from external web sites or RSS
feeds, go to the source web site.

Open a “quick help” box or tool tip. Click this button once to see a
brief description of the dashboard pane. Click it again to hide the
quick help text.

Open a context sensitive online help topic for this pane. This
control is only available when the quick help text is visible.

Minimize a dashboard pane.

Maximize a dashboard pane.

RN RN |

After maximizing, restore the pane to its original size.

If you minimize a dashboard pane, the other panes will expand in size to fill
the dashboard window. Likewise, if you maximize a dashboard pane, the other
panes will be covered. To restore a pane that has been minimized, click the
gray button containing its name at the bottom of the dashboard. In this
example, the 24 Hour Service Events pane has been minimized:

Figure 3 Button that Restores a Dashboard Pane

24 Hour Service Events

You can drag and drop the panes to rearrange them within the dashboard
window. You cannot, however, drag a pane outside of the dashboard.

When you customize the appearance of a dashboard by resizing or rearranging
its panes—or switching between the chart and grid view in one or more
panes—this customization is applied the next time you sign in to the HPCA
Console. The dashboard layout settings are stored as a local Flash shared
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object (like a browser cookie) on your computer. The settings are saved unless
you explicitly delete them. See Delete Dashboard Layout Settings on page 356
for instructions.

) If you press the F5 function key while viewing one of the dashboards, you will
return to that dashboard page after your browser reloads the HPCA Console.

Dashboard Perspectives

Perspectives enable you to limit the information displayed in the dashboard
panes to certain types of devices. The following three perspectives are
available by default:

e Global — All devices (no filter is applied).

e Mobile — Laptops and other mobile computing devices. This includes all
devices with the following chassis types:

Portable
Laptop
Notebook
Hand Held
Sub Notebook

e Virtual — Virtual devices. This includes all devices whose Vendor and
Model properties indicate VMware.

To apply a perspective, select it in the Perspectives box in the upper left corner
of the console:

(=) Glokal

i) Mobie

i) Wirtual

Using the Dashboards
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Due to the nature of the data that they display, certain dashboard panes are
not affected by the perspectives. When you select either the Mobile or Virtual
perspective, a highlighted message appears at the top of any pane that is not
affected:

Filter or Perspective Not Applicable

Panes that are not affected are also outlined in orange.

When you select a perspective, it is applied to all the dashboard panes in the
HPCA Console except those that indicate, “Filter or Perspective Not
Applicable, as shown above. You cannot apply a perspective to an individual
dashboard pane.

HPCA Operations Dashboard

This dashboard shows you the work that the HPCA infrastructure is doing in
your enterprise. It shows you three things:

e The number of HPCA client connections

e The number of service events (installs, uninstalls, updates, repairs, and
verifies) that have occurred

e The types of operations (OS, security, patch or application) that HPCA has
performed

The client connection and service event metrics are reported in two time
frames. The Executive View shows the last 12 months. The Operational View
shows the last 24 hours. Both views contain the following information panes:

Client Connections on page 37
Service Events on page 38
The Executive View also includes the following pane:

12 Month Service Events by Domain on page 40
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All of these panes are visible by default. You can configure the dashboard to
show or hide any of these panes. See Dashboards on page 195.

) When you click HPCA Operations in the left navigation pane, the HPCA
Operations home page is displayed. This page contains statistics and links to
pertinent reports.

Client Connections

The chart view of this pane shows you the number of HPCA agent client
connections that have occurred over the last twelve months (Executive View)
or 24 hours (Operational View). When you rest the cursor on a data point, you
can see the total number of connections for that month or hour.

Figure 4 12 Month Client Connections
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The grid view for this pane lists the total number of client connections
completed during each of the last twelve months.

Figure 5 24 Hour Client Connections
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The dashboard panes use your local time zone to display the date and time.
The reports available on the Reporting tab use Greenwich Mean Time (GMT)
by default. Individual report packs, however, can be configured to use either
GMT or local time.

The grid view for this pane lists the number of client connections completed
during each of the last 24 hours.

Service Events

The chart view of this pane shows the number of service events that HPCA
has completed over the last twelve months (Executive View) or 24 hours
(Operational View) on the client devices in your enterprise. These include the
number of applications that HPCA has:
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Installed

¢ Uninstalled
e Updated

¢ Repaired

e Verified

When you rest the cursor on a data point, you can see the number of service
events that were completed during a particular month or hour.

Figure 6 12 Month Service Events
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The grid view for this pane lists the number of each type of service event that
was completed by HPCA during each of the last twelve months.
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Figure 7 24 Hour Service Events
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) The dashboard panes use your local time zone to display the date and time.
The reports available on the Reporting tab use Greenwich Mean Time (GMT)
by default. Individual report packs, however, can be configured to use either
GMT or local time.

The grid view for this pane lists the number of each type of service event that
was initiated by HPCA during each of the last 24 hours.

12 Month Service Events by Domain

The chart view of this pane shows you how many of each of the following
services that HPCA performed during each of the last 12 months:

¢ Operating system (OS) operations
e Security operations

e Patch operations
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e Application operations

If fewer than 12 months of data are available, the chart will contain fewer

bars.

Figure 8 12 Month Service Events by Domain
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You can view the data presented in this chart in two ways.

e Stacked — the different types of service events are stacked vertically in a

single bar for each month, as shown here.

e Bar - a separate bar for each type of service event is shown for each

month.

The grid view lists the number of each type of service that HPCA performed

during each of the last twelve months.

Using the Dashboards
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Patch Management Dashboard

>»

The Patch Management dashboard provides information about any patch
vulnerabilities that are detected on managed devices in your network.

The Executive View of the Patch Management dashboard includes two
information panes:

e Device Compliance by Status (Executive View) on page 42

e Device Compliance by Bulletin on page 44

The Operational View includes three information panes:

e Device Compliance by Status (Operational View) on page 46
e Microsoft Security Bulletins on page 47

e Most Vulnerable Products on page 48

You can configure the dashboard to show or hide any of these panes. See
Dashboards on page 195.

When you click Patch Management in the left navigation pane on the Home
tab, the Patch Management home page is displayed. This page contains
statistics and links to pertinent reports.

Device Compliance by Status (Executive View)

The chart view of this pane shows you the percentage of devices in your
network that are currently in compliance with your patch policy. The colored
wedges in the pie chart represent the following possible states:

e Patched (green)
e Not patched (red)
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The Device Compliance by Status (Operational View) on page 46 is similar

but has finer-grained detail:
Table 5 Device Compliance By Status Views

Executive View Operational View
Patched Patched
Warning
Not patched Not patched
Reboot Pending
Other

Figure 9 Device Compliance by Status
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To see the number of devices in a particular category, rest the cursor over a
colored sector in the pie chart.

Using the Dashboard's
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If you click one of the colored wedges in the pie chart, a new browser window
opens, and a filtered report is displayed. The report lists all devices in the
patch compliance status corresponding to the wedge that you clicked.

The grid view for this pane shows the number of network devices in each of
the compliance states shown in the pie chart.

Device Compliance by Bulletin

The chart view of this pane shows you the ten patch vulnerabilities that affect
the greatest number of devices in your network. The vertical axis lists the
patch bulletin numbers for these vulnerabilities. The horizontal axis
represents the number of devices affected and uses a logarithmic scale.

If a particular bulletin affects only one device, no data is shown for that
bulletin in the chart view. This is a known limitation of logarithmic scales.
The data is visible in the grid view, however.

To see the name of the bulletin and the number of devices affected, rest the
cursor on one of the colored bars.
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Figure 10 Device Compliance by Bulletin
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If you click one of the colored bars in the chart, a new browser window opens,
and a filtered report is displayed. This report shows which managed devices
have this patch vulnerability.

The grid view provides the following information for the top ten patch
vulnerabilities detected:

e Bulletin — The Microsoft Security Bulletin identifier for this vulnerability
e Description — Title of the bulletin
e Not Patched — Number of devices with this patch vulnerability

The table is initially sorted by Not Patched. To change the sort parameter,
click the pertinent column heading.
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To find more information about a particular bulletin, click the bulletin
number.

Device Compliance by Status (Operational View)

The chart view of this pane shows you the percentage of devices in your
network that are currently in compliance with your patch policy. To see the
number of devices in a particular category, rest the cursor over a colored sector
in the pie chart.

This pane is similar to the Device Compliance by Status (Executive View)
pane. This pane shows finer detail and uses the same colors used by the Patch
Manager:

e Patched (light green)

e Not Patched (red)

e Reboot Pending (light gray)
e Warning (dark green)

e Other (yellow)

e Not Applicable (dark gray)
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Figure 11 Device Compliance by Status (Operational View)
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If you click one of the colored wedges in the pie chart, a new browser window
opens, and a filtered report is displayed. The report lists all devices in the
patch compliance status corresponding to the wedge that you clicked.

The grid view shows the number of network devices in each of the compliance
states shown in the pie chart.

Microsoft Security Bulletins

This pane shows you the most recent Microsoft Security Bulletins. By default,
this information is provided by an RSS feed from Microsoft Corporation. You
can change the URL for the feed by using the Configuration tab (see
Dashboards on page 195).

Using the Dashboards 47



48

Figure 12 Microsoft Security Bulletins
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To view detailed information about a particular bulletin, click the Flicon just

below the bulletin name.

This pane does not have a chart view.

Most Vulnerable Products

This pane is disabled by default. To enable it, see Dashboards on page 195.

The chart view of this pane shows you the software products in your network
that have the largest number of patch vulnerabilities. The vertical axis lists
the software products. The horizontal axis reflects the total number of patches
pertaining to a particular product that have not yet been applied across the

applicable managed devices in the enterprise. For example:
Say that product ABC has 6 bulletins that contain patches

— 10 managed devices require all 6 of these patches
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— 20 managed devices require 3 of these patches
— 50 managed devices only require 1 of the patches
Number of Bulletins for ABC =(10x6) + (20x 3) + (60x 1) =170

Because this chart uses a logarithmic scale, if the Number of Bulletins for a
particular product equals one, no data is shown for that product in the chart
view. This is a known limitation of logarithmic scales. The data is visible in
the grid view, however.

To see the number of devices on which a particular software product is not
patched, rest the cursor over one of the colored bars.

Figure 13 Most Vulnerable Products
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The grid view provides the following information for each product:
e  Product — Name of the software product

e Not Patched — Number of not patched bulletins on all applicable devices
for a particular product

e Applicable Devices — Number of devices on which this product is installed
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e Applicable Bulletins — Number of Microsoft Security Bulletins that
pertain to this product

The table is initially sorted by Not Patched. To change the sort parameter,
click the pertinent column heading.
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4 Management

The Management tab contains the tools you use to manage your environment.
The next sections describe the management areas that you can control:

¢ Device Management on page 52

e  Group Management on page 78

e Software Management on page 92
¢ Patch Management on page 102

¢ OS Management on page 112

¢ Job Management on page 123
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Device Management

Use the Device Management section to import devices, deploy the HPCA
Agent, discover inventory, manage patches, manage device power options,
control devices remotely, collect application usage information, and view
reports based on all managed devices.

The Device Management tabs are described in the following sections:
e General on page 55

e Devices on page 56

e Current Jobs on page 70

e Past Jobs on page 70

Information about target device requirements and manual installation steps
are included in these sections:

e Target Device Prerequisites on page 52

e Manually Installing the HPCA Agent on page 70

Target Device Prerequisites

Before you deploy the HPCA Agent to target devices, review the information
in this section. For information about supported platforms of target devices,
refer to the Release Notes document that accompanies this release.

e Thin client devices that are to be managed by HPCA should have Windows
CE, Windows XPE, or Embedded Linux installed.

¢ File and Print Sharing should be enabled.

¢ Devices that are running Windows XP Professional and which are not part
of an Active Directory must have Simple File Sharing disabled.

e TPM-enabled systems require Infineon Driver, version 2.00 (minimum).

e Ifthe target client device has a personal firewall installed then the
following ports must be excluded for inbound traffic:

TCP 3463 and TCP 3465

e The following ports must be excluded to enable remote deployment of the
Management Agent:
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Management

TCP 139 and 445
UDP 137 and 138

Windows Firewall users can select File and Printer sharing to exclude
these ports.

In addition, the following program files must be excluded from the
firewall. In C: \Program Files\Hewlett-Packard\HPCA\Agent:

RadUIShell.exe
Radexecd. exe
nvdkit.exe
nvdtk. exe

And in C:\Program Files\Hewlett-Packard\HPC
A\ManagementAgent:

nvdkit.exe

) Managing these devices requires that the BIOS contains a valid
serial number and machine UUID (setting asset tag is also
recommended). Without these settings, OS deployment may not
work properly.

Windows XPE Requirements for HPCA

Windows XPe thin client devices ship with the Symantec Endpoint
Protection agent pre-installed. Therefore, two rules—one for the HPCA
executables and one for the ports—must be created to allow HPCA to operate.

To create the HPCA executables rule

If you are running File-Based Write Filter, you must diable the write filter
and reboot prior to this procedure. To do this, run the following command:

fbwfmgr.exe /disable

1
2

Log on to Windows XPe as Administrator.

Right-click the Symantec icon in the system tray and select Advanced
Rules.

Click Add.
On the General tab:
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Add description Allow HPCA Agent.
Select Allow this traffic.

On the Applications tab, click Browse to add the following applications
from C:\Program Files\Hewlett-Packard\HPCA\Agent.

Nvdkit
Radconct
Radpinit
Radexecd
Radstgrqg
Radsched
Radgetproxy
Radntfyc
Radidgrp
Ralf

prepwiz.exe

The prepwiz executable is available only from the HPCA Image
Capture CD, which is created from the Image Capture ISO on the
HPCA media. This .iso must be available in order to add the
executable.

6 Click OK to save the new rule.
7 Click OK to exit.

To create the HPCA ports rule

1

Right-click the Symantec icon in the system tray and select Advanced
Rules.

Click Add.
On the General tab:

Add description Allow HPCA Ports.
Select Allow this traffic.
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4 On the Ports and Protocols tab, select Protocol: TCP and add Local: 3463
and 3465.

5 Click OK to save the new rule.
6 Click OK to exit.

When you have created both rules, right-click the Enhanced Write Filter
(EWF) icon in the system tray and select Commit. You are prompted to reboot.
This will write your changes to the flash memory.

If you are using the File-Based Write Filter, you must enable the write filter
and reboot. To do this, run the following command:

fbwfmgr.exe /enable

After reboot, confirm that both rules are available in the Symantec Endpoint
Protection utility and that they are enabled (Allow this traffic is selected for
both).

General

>»

Management

Use the General tab to add devices, deploy HPCA agents, view current and
past Device Management jobs.

An alternative to deploying the HPCA agent from the Console is to
manually install it on the end-user machine that you want to manage.
For more information, see Manually Installing the HPCA Agent on
page 70.

The Summary section of the workspace shows the number of devices in your
database, the number of managed devices (devices that have an HPCA agent
installed), and the total number of current jobs.

To import a device

e In the Common Tasks area, click Import. This will launch the Import
Device Wizard.

Follow the steps in the wizard on page 200 to add new devices to HPCA.

To deploy the HPCA agent

¢ In the Common Tasks area, click Deploy. This will launch the Agent
Deployment Wizard.
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Follow the steps in the wizard on page 201 to deploy the HPCA agent to
devices in your database.

HPCA Agent Notes

e The HPCA agent is deployed to Windows Vista and Windows Server 2008
devices in silent mode only.

e To deploy the HPCA agent to remote devices you need access to
administrative shares. Windows XP includes a security feature, Simple
File Sharing (SFS), which blocks access to these shares. SFS is enabled
by default for Windows XP devices that are part of a workgroup, and
disabled automatically for devices that are joined to an Active Directory
domain.

If your target devices are running Windows XP and they are not part of an
Active Directory domain, you must turn off SF'S to allow installation of the
HPCA agent. For details on how to configure SFS, see the Microsoft
Knowledge Base article How to configure file sharing in Windows XP.

e The HPCA agent cannot be remotely deployed to most thin client devices;
it must be manually installed using the appropriate installation programs
in the \Media\client\default directory on the HPCA media.

Devices

The Devices tab contains a table of all devices that have been imported into
HPCA.

) When HPCA is installed, the host server is automatically added to the
Devices list. This device definition is required by HPCA and cannot be
removed.

Newly imported devices (imported within the last seven days) can be
recognized by the word ‘new’ in parentheses to the right of the device name.

) Not all device information is available in the Devices list until an
HPCA agent is deployed.
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Use the Devices toolbar to import devices, deploy or remove the HPCA agent,
mange device power options, control devices remotely, and discover inventory,
application usage or patch compliance.

An alternative to deploying the HPCA agent from the Console is to
manually install it on the end-user machine that you want to manage.
For more information, see Manually Installing the HPCA Agent on
page 70.

Click any column heading in the device list to change the sort order or use the
navigation buttons at the top of the table to jump to a specific section.

If computer names in your environment contain more than 15
characters, you may experience unexpected results when using HPCA
to deploy the HPCA agent or create groups. HP recommends that
computer names contain no more than 15 characters. For more
information, refer to the Microsoft KnowledgeBase article, Microsoft
NetBIOS Computer Naming Conventions.

Use the Search function to narrow the list of devices. The first search box will
always contain the available column headings depending on which section of
the Console you are currently in. The second box contains search parameters
you can use to customize your query.

Filtered Results H is displayed at the bottom of the table when you are
viewing your query results.

Table 6 Devices toolbar tasks

Button |Description

o Refresh Data — Refreshes the Device list.

Export to CSV — Creates a comma-separated list that you can open
or save.

Import Devices to Manage — Launches the Import Device Wizard.

Deploy the Management Agent — Launches the Agent Deployment
Wizard.

o | ol | [

Remove the Management Agent — Launches the Agent Removal
Wizard.

il
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Table 6

Devices toolbar tasks

Button

Description

%

Inventory Collections:

Discover Software/Hardware Inventory — Launches the Software/
Hardware Inventory Wizard.

Discover Patch Compliance — Launches the Patch Compliance
Discovery Wizard.

Discover Application Usage — Launches the Application Usage
Collection Wizard.

Power Management — Launches the Power Management Wizard.

Remote Control — Launches the Remote Control interface window.

) ©

View Out of Band Device Details — Launches the Out of Band Device
details window for the selected device. This option is available
only when Out of Band Management is enabled. See Out of Band
Management on page 189 for enablement information. For more
detailed information, refer to the HP Client Automation Out of
Band Management Guide.

Delete Devices — Removes a device from the Device List. Note that
removing a device from the Device List does not remove device
reporting data. Reporting data must be removed using the
Configuration tab. See Database Maintenance on page 145 for
details.

The following tasks are available from the Devices tab.

e Importing Devices on page 59

¢ Deploying the HPCA Agent from the Devices Tab on page 59

e Removing the HPCA Agent on page 60

e Discovering Software/Hardware Inventory on page 60

e Discovering Patch Compliance on page 61

e Discovering Application Usage on page 61
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¢ Remote Control on page 62

e Power Management on page 67

¢  QOut of Band Management on page 67
e Removing Devices on page 68

e Device Details on page 68

Importing Devices

The Import Device Wizard allows you to manually import devices by name or
IP address or to discover devices contained within either Active Directory or
another LDAP-compliant directory, or within a network domain.

e To import devices into HPCA, click Import Devices to Manage % button.
This will launch the Import Device Wizard.

Follow the steps on page 200 to add new devices to HPCA.

Deploying the HPCA Agent from the Devices Tab

Use the Agent Deployment Wizard to deploy the HPCA agent to devices in
your environment.

Deploying the HPCA agent to Windows Vista devices.

Access to the Administrative share (C$) on Windows Vista devices is
disabled for locally defined administrators. Therefore, Windows Vista
devices should be part of a domain, and the domain administrator's
credentials should be specified during HPCA agent deployment
though the HPCA Console. If the devices are not part of a domain, you
must perform additional steps to allow access for local administrators.
See the Microsoft Knowledge Base article, Error Message when you
try to access an administrative share on a Windows Vista-based
computer.

To deploy the HPCA agent

1 Use the check boxes in the first column to select the devices to which you
want to deploy the HPCA agent.
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3
— Click the Deploy the Management Agent -g button to launch the Agent
Deployment Wizard.

2 Follow the steps in the wizard on page 201 to deploy the HPCA agent to

the selected devices.

Removing the HPCA Agent

Use the Agent Removal Wizard to remove the HPCA agent from devices in
your HPCA database.

To remove the HPCA agent

1

Use the check boxes in the first column to select the devices from which
you want to remove the HPCA agent.

Click the Remove the Management Agent g button to launch the Agent
Removal Wizard.

Follow the steps on page 202 to remove the HPCA agent from the selected
devices.

Discovering Software/Hardware Inventory

Use the Software/Hardware Inventory Wizard to discover inventory for
devices in your HPCA database.

To discover software and hardware inventory

1

Use the check boxes in the first column to select the devices for which you
want to discover inventory.

Click the Inventory Collections % button and select Discover Software/
Hardware Inventory to launch the Software/Hardware Inventory Wizard.

Follow the steps in the wizard to discover inventory for the selected
devices.

Use the Reporting tab to view inventory reports.
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Discovering Patch Compliance

Use the Patch Compliance Discovery Wizard to determine the compliance
status of devices in your HPCA environment.

To discover patch compliance

1 Use the check boxes in the first column to select the devices that you want
to query for patch compliance.

2  Click the Inventory Collections % button and select Discover Patch
Compliance to launch the Patch Compliance Discovery Wizard.

3  Follow the steps in the wizard to check the patch compliance for the
selected devices.

4 Use the Reporting tab to view patch-compliance reports.

Discovering Application Usage

Use the Application Usage Collection Wizard to discover application usage for
devices in your HPCA database. The wizard installs the Collection Agent,
which then returns usage data defined by filters you create and enable. Also, if
required, usage data can be obfuscated to ensure privacy. See Usage
Management on page 194 for more information.

Usage data is returned one time for individual devices. Recurring usage data
collection is available for groups only. See Discovering Application Usage Data
for a Group on page 84 for information on collecting usage data for groups.

To discover application usage

1 Use the check boxes in the first column to select the devices that you want
to target for application usage discovery.

2  Click the Inventory Collections % button and select Discover Application
Usage to launch the Application Usage Collection Wizard.

3 Follow the steps in the wizard to discover application usage for the
selected devices.

4  Use the Reporting tab to view usage reports for the selected devices.
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Remote Control

Use the Remote Control interface to launch a remote session with any device.
This interface allows you to connect to devices that have one of the following
programs installed and enabled:

e Virtual Network Computing (VNC)
e  Windows Remote Desktop Protocol (RDP)
e  Windows Remote Assistance

HPCA will detect whether VNC, RDP, or Remote Assistance is installed on the
remote system by connecting to the following ports: 5800 for VNC, and 3389
for RDP and Remote Assistance (see Firewall Considerations on page 66). If a
connection is made on a particular port, HPCA will assume that the pertinent
program is installed and running and will present that option as an available
remote connection method.

Windows Remote Desktop Protocol is a multichannel capable protocol
available on Windows client devices. You can use RDP to connect remotely to a
device with RDP enabled (for example, Windows XP). HPCA detects this
program by connecting to port 3389 on the remote device. See Requirements
for Windows Remote Desktop on page 63.

VNC is a desktop sharing system used to remotely control another computer.
Use VNC to remotely connect to client devices that have VNC installed and
enabled. See Requirements for VNC on page 63.

Windows Remote Assistance creates a special type of connection that
enables you to offer help to users of managed client systems. In the
connection, you serve as the “Expert,” and the client system user serves as the
“Novice.” You can view the desktop of the client system and, with the
permission of the Novice, you can control the client to resolve issues remotely.
See Requirements for Windows Remote Assistance on page 64

The following requirements apply to any target devices that will be accessed
remotely using the HPCA Console:

¢ The remote device must be powered on.

e Ifthe firewall is enabled, the remote access port on the remote device
must be open.

e The remote device must be accessible both to the HPCA server and to the
client system initiating the request.

In addition, there are specific requirements for each type of remote access.
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Requirements for Windows Remote Desktop

Windows Remote Desktop must be enabled on any target device that will be
accessed remotely using this connection type. By default, this feature is not
enabled.

To use Windows Remote Desktop, you must access the HPCA Console using
Internet Explorer (version 6.0 or later). This is because the Console launches a
wrapper that uses an ActiveX component when this type of connection is
requested.

When using Windows Remote Desktop, you may be prompted to install
an ActiveX control. This is required for Windows Remote Desktop to
function properly. You are also prompted to connect local drives. This is
not required.

For more information about Windows Remote Desktop, refer to the following
Microsoft support document:

http://www.microsoft.com/windowsxp/using/mobility/getstarted/
remoteintro.mspx

Related Topics:
Requirements for VNC on page 63

Requirements for Windows Remote Assistance on page 64

Requirements for VNC

For VNC connections, target devices must have a VNC server process running,
it must be listening on the specified port, and support for URL (HTTP) based
remote control sessions must be enabled.

To establish a VNC connection, the HPCA Console launches the remote URL
as a Java applet in your browser. For this reason, the Java Runtime
Environment (JRE) version 1.5 (or later) must be installed on the system from
which you are accessing the HPCA Console (the system where the browser is
running). You can download the JRE at www.java.com.

The port number for the remote URL must match the port on which the VNC
server on the remote system is listening. By default, this port is 5800. For
example:

http://<RemoteSystem>:5800
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In this case, a connection is made to the <RemoteSystem> using port 5800,
the VNC remote control applet opens in your browser, and then you can
control the <RemoteSystem> remotely.

HP does not provide a VNC server program. The HPCA Console, however,
supports any VNC server that includes the web-based integration feature.
This feature is available in UltraVNC, RealVNC, and TightVNC. VNC servers
typically run on port 5800 and can be accessed through any web browser.

You can use an Application Management Profile (AMP) to distribute the
UltraVNC, RealVNC, and TightVNC server software to your client systems.
AMPs for the preceding applications can be obtained from the AMP
Community on the HP Live Network web site. For more information about
AMPs, refer to the Application Management Profiles User Guide.

Related Topics:
Requirements for Windows Remote Desktop on page 63

Requirements for Windows Remote Assistance on page 64

Requirements for Windows Remote Assistance

You can only create a Windows Remote Assistance connection when accessing
the HPCA Console from a Windows Vista, Windows Server 2008, or Windows
7 system. You can connect to target devices running the following operating
systems:

e  Windows XP

e  Windows Server 2003

e Windows Vista

e  Windows Server 2008

e  Windows 7

e  Windows Server 2008 Release 2 (R2) x64

When you initiate a Windows Remote Assistance connection to a target device,
the user of the target device must accept the connection. You cannot create a
Windows Remote Assistance connection to an unattended device.

Windows Remote Assistance must be enabled on any target device that will be
accessed remotely using this connection type. For instructions, consult your
network administrator, or refer to the following Microsoft support document:
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http:/support.microsoft.com/kb/305608/en-us

There are three additional requirements that must be met before Windows
Remote Assistance connections can be used:

Both the system where you are accessing the HPCA Console and the
target devices must be joined to the same domain.

The system where you are accessing the HPCA Console (the “Expert”
system in the Windows Remote Assistance interaction) must have the
following software installed:

— Java Runtime Environment (JRE) version 5 (or later)

— If the operating system is Windows 2008 Server, the Remote Instance
feature must be installed. For more information, refer to the following
article:

http:/technet.microsoft.com/en-us/library/cc753881.aspx

The Offer Remote Assistance group policy must be enabled on all target
devices. You must also specify a list of “helpers” who are allowed to access
the target devices. Helpers can be either users or groups and must be
specified as follows:

domain name\user_ name
domain_name\groupname

In order to create a Windows Remote Assistance connection to a target
device, you—or a group to which you belong—must be included in this list
of helpers.

The Remote Assistance exception in Windows Firewall must be enabled on
all target devices.

For additional information about Windows Remote Assistance, refer to the
following Microsoft support document:

http:/technet.microsoft.com/en-us/library/cc753881.aspx
Related Topics:

Requirements for Windows Remote Desktop on page 63

Requirements for VNC on page 63
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Firewall Considerations

If there is a firewall between the server hosting the HPCA Console and your
remote devices, you must ensure that the appropriate ports are open.

Windows Remote Desktop Connection requires TCP port 3389.

By default, Windows Remote Assistance requires TCP port 3389 when
connecting to Windows XP or Windows Server 2003 target devices. It requires
port 135 (the DCOM port) when connecting to Windows Vista, Windows
Server 2008, or Windows 7 devices.

VNC requires TCP port 5800 for the initial connection. In addition, it requires
TCP ports 5900 + [as many ports as necessary, depending on the type of
systems involved]. For example:

¢  On Windows systems, only TCP port 5900 is required.

¢ On a Linux system, say that the VNC Server is running at host:1. In this
case, a firewall between the server and remote devices would need to allow
access to TCP port 5901.

Similarly, the Java VNC viewer requires TCP ports 5800 + [as many ports as
necessary, depending on the type of systems involved].

For additional information about using VNC with a firewall, refer to:
http:/www.realvnc.com/support/fag.html#firewall

Related Topics:

Requirements for Windows Remote Desktop on page 63
Requirements for VNC on page 63

Requirements for Windows Remote Assistance on page 64

To launch a remote session

1 Select the device from the list, and then click the Remote Control 4B
button. This launches the Remote Control interface window.

2 Select the Remote Control Method from the available options. Only the
programs detected by HPCA are available.

3 Ifyou select a Windows Remote Desktop, you must also select the
Resolution for the remote session window.
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Click Connect. The remote session opens in a new window.
Click Close to exit the wizard.

When you are finished with the remote session, close the window to
disconnect from the device.

Power Management

Use the Power Management wizard to turn on, turn off, and restart a device.

]
Select the device you want to manage, and click the Power Management @
button to launch the Power Management Wizard.

Follow the steps in the wizard to create a Power Management job for the
selected devices.

Out of Band Management

The Out of Band Management (OOBM) features available in the HPCA
Console enable you to perform out of band management operations regardless
of system power or operating system state.

In band management refers to operations performed when a computer is
powered on with a running operating system.

Out of band management refers to operations performed when a computer is
in one of the following states:

The computer is plugged in but not actively running (off, standby,
hibernating)

The operating system is not loaded (software or boot failure)

The software-based management agent is not available

The HPCA Console supports Out of Band Management of Intel vPro devices
and DASH-enabled devices.

To view Out of Band details for a device:

1

On the Management tab, go to the Device Management and click the
Devices tab.
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2  Select the device you want to work with, and click the View Out of Band

Device Details ﬁ toolbar icon.
The Out of Band Device Details window opens for the selected device.

This option is only available when Out of Band Management is enabled.
See Out of Band Management on page 189 for instructions. For more
detailed information, refer to the HP Client Automation Out of Band
Management Guide.

Removing Devices
Use the Devices toolbar to remove devices from your HPCA database.

To remove devices from HPCA

1 Use the check boxes in the first column to choose the devices that you
want to remove.

2  Click the Delete Device(s) 33 button to remove the devices from HPCA.

) Removing a device from the Device List does not remove device
reporting data. Reporting data must be removed using the
Configuration tab. See Database Maintenance on page 145 for
details.

Device Details

On the Devices tab, click any device name to open the Device Details window.
The Device Details window presents the configuration model from the
perspective of the selected device.

Use the Device Details window to:

e view device properties

e view and modify device group membership
e view entitlements

e view a reporting summary

¢ deploy the HPCA agent

e create device management jobs
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The following areas are available at the Device Details window.

General

The General tab displays common tasks available for the device. To access
more configuration tasks click any of the other management area tabs.

Properties

The Properties tab displays information including the device name, operating
system, serial number, IP address, agent status, last logged on user, and
created and modified dates. Some of this information will not be available
until the HPCA agent has been deployed.

) Last Logged on User reports the most recent user account to have
logged on to the device via a Console login. If multiple users are
logged on, only the lasto log on is recorded. Last Logged on User will
not be updated by Remote Desktop Connection logins or by switching
between current users.

Additional device information that may be useful during troubleshooting is
available in the Advanced Properties section. To expand the section and view
this information, click the icon on the right side of the Advanced Properties
title bar.

Groups
The Groups tab displays all groups to which the current device belongs.

(O

The OS tab displays all operating systems to which the device is entitled,
based on the device’s group membership. Use the toolbar provided to deploy
OS images.

Software

The Software tab lists all entitled software, based on group membership. Use
the toolbar buttons to deploy or remove software on the current device.
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Patches

The Patches tab displays all entitled patches, based on group membership.
Use the toolbar to deploy a patch to the current device.

After a patch is deployed it cannot be removed.

Reporting

The Reporting tab contains summary reports that are specific to the device
you are viewing. For detailed reports, use the Reporting tab in the main HPCA
console.

Current Jobs

Current Jobs displays all active and scheduled Device Management jobs.
Device Management jobs target individual devices and can be used to deploy
and remove an HPCA agent and administer software to devices in the HPCA
database.

Click any column heading to change the sort order or use the navigation
buttons at the top of the table to jump to a specific section.

For information about Job Controls and Job Status, see Job Management,
Current Jobs on page 123.

Past Jobs

>»

Past Jobs displays all completed Device Management jobs.

Click any column heading to change the sort order or use the navigation
buttons at the top of the table to jump to a specific section.

Completed jobs are moved to the Past Jobs list one minute after
completion.

Manually Installing the HPCA Agent

Typically, the HPCA Console is used to deploy the HPCA agent to target client
devices that can then be managed by HPCA.

Chapfter 4



To manage client devices that are not always connected to the network, you
can manually install the HPCA agent. For this, a separate installation file is
included with the HPCA media. After the HPCA agent is installed on a client
device it is automatically added to the HPCA database.

To manually install the HPCA agent
1 On the target device, insert the HPCA media.

2 Use a command line and go to the Media\client\default\win32
directory of the HPCA media.

) On a Vista system with User Access Control enabled, the command
prompt must be run in Administrator mode. You can start a
command prompt in Administrator mode by right clicking the
Command Prompt entry in the Start Menu and selecting Run as
administrator.

3 Type setup-standard.cmd host, where host is the hostname or IP
address of your HPCA server.

4 Press Enter. The HPCA agent is installed and the device is ready to be
managed by HPCA.

Installing the HPCA Agent on HP Thin Clients

With the HP Registration and Loading Facility (RALF) (see HP
Registration and Loading Facility on page 75) installed and registered with
the HPCA infrastructure, you can deploy the HPCA agent to thin client
devices as you normally would. See Deploying the HPCA Agent from the
Devices Tab on page 59 or Deploying the HPCA Agent to a Group on page 82.

However, if you are manually installing the HPCA agent, you will also need to
install RALF (if it is not present) after the HPCA agent installation using the
files provided on the HPCA media.
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The HPCA agent installation for Windows XPE will automatically install
RALF. For other thin client devices, first install the agent, then install RALF.
The following sections contain detailed instructions.

For RALF installations, “hpcaserver” or the host name defined using
the RALF installation parameters must be included in DNS. The host
name of the HPCA server must also be included in DNS when the
agent is installed from the HPCA Console.

Manually Installing the Agent to HP Thin Client Devices on page 72
HP Registration and Loading Facility on page 75

Manually Installing the Agent to HP Thin Client Devices

To manually install the HPCA agent on a Linux-based thin client

The HPCA agent requires minimum free space of 5 MB on the /opt file
system.

1

Login to the target HP thin client device as root. If you are running
ThinPro, you may have to create a custom connection for xterm (see note
below).

Create a new directory called /opt/hpca.

Copy the installation media from the appropriate Linux thin client
subdirectory on the HPCA media to a temporary directory on the /tmp file
system.

Change the working directory to the new temporary directory and run the
installation by typing:

./install -i HPCA Server
Where HPCA Server is the hostname or IP address of the HPCA server.
The HPCA agent is installed.

If RALF is already present on the device, reboot the device when the agent
installation is complete.

If RALF is not present, install RALF on the device. See To manually
install RALF on Linux (Debian or ThinPro) on page 75.
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To remove the HPCA agent from a Linux-based thin client

1
2
3

Login to the target HP thin client device as root.
Change the current directory to /opt/hpca/agent.
Type . /uninstall and press Enter.

The agent is removed.

To create a custom connection for xterm

If you are using the ThinPro operating system, you may need to create a
custom connection to create an xterm connection.

1
2

From the HP menu in the lower left corner, select Shutdown.

From the Thin Client Action drop down, select Switch to admin mode and
specify the administrator password (default password is root). Note:
Control Center background will change from blue to red.

From the Control Center, click the Add drop-down list and select the custom
option.

Set Name to xterm.

Set Command to run to:
sudo xterm -e bash &
Click Finish.

You now have a connection you can use to open an xterm session.

To manually install the HPCA agent to a Windows XPE thin client

The agent installation for Windows XPE automatically installs RALF. You do
not need to install RALF separately after the agent installation is complete.

If RALF is already present on the device, stop the RALF service before
running the agent installation.

1

2
3
4

Access the HPCA media from the Windows XPE thin client device.
On the HPCA media, go to Media\client\default\win32xpe.
Double-click setup.exe.

Follow the steps in the installation.
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5 When prompted, specify the IP address and port number of your HPCA
server.

The HPCA agent is installed.

To install the agent to Windows XPE in silent mode, use the following
command:

Setup.exe NVDOBJZMASTER_ZIPADDR=<server_ip>
NVDOBJZMASTER _ZDSTSOCK=<server_port> /an

The following optional logging parameter can be added:
/1*v <log file>

To remove the HPCA agent from a Windows XPE thin client

Use the installation program setup.exe to remove the HPCA agent from
Windows XPE.

1 Double-click setup.exe.
2 Select Remove.
3 Click OK.
The HPCA agent is removed.

To manually install the HPCA agent to a Windows CE thin client

1 Access the HPCA media from the Windows CE thin client device.

2  On the HPCA media, go to Media\client\default\win32ce.

3 Double-click Standard.X86.CAB.

4  Type the hostname or IP address of the HPCA server and click OK.
The HPCA agent is installed.

5 IfRALF is already present on the device, reboot the device when the agent
installation is complete.

If RALF is not present, install RALF on the Windows CE device. See To
install RALF for Windows CE 6.0 on page 76.

To remove the HPCA agent from a Windows CE thin client

e Use the Windows Control Panel applet Add/Remove Programs to remove
the HPCA agent from Windows CE.
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HP Registration and Loading Facility

The HPCA Registration and Loading Facility (RALF) is an agent component
available for thin client devices managed by an HPCA Core infrastructure.
RALF auto-registers the device with the HPCA infrastructure, and manages
the HPCA agent install which is initiated from the main Console. While RALF
is part of the HPCA agent, RALF is available pre-installed on the HP thin
client factory images, so registration can occur upon startup. If it is not on the
factory image being used, RALF can be installed and configured on the gold
image used for subsequent OS deployments. If installing RALF, the HPCA
agent should also be installed prior to OS deployment.

RALF Configuration and Operation

RALF is shipped pre-installed on the latest HP thin client images (except
those running ThinConnect). It is configured using a default HPCA server
hostname defined as “hpcaserver.” While the HPCA server can be installed to
match this name, it is more common to use this name as a DNS alias in
defining the actual HPCA server host name. RALF can also be re-configured
to define a different hostname using the command line options described
below.

Once installed, RALF runs as a Windows service or Linux daemon that will
periodically probe for the HPCA server. This probing will continue for 24
hours, and then RALF will shutdown. It will start this 24-hour probe again
upon reboot. Once the server is contacted, RALF will register the device with
the HPCA infrastructure and wait to accept the request to install the HPCA
agent. Once the agent is installed, RALF will periodically contact the server
and verify device registration attributes.

To manually install RALF on Linux (Debian or ThinPro)

You must have root authority to install RALF to Linux devices.

1 On the HPCA media, go to the
Media\client\default\linuxtc\hpcaralf directory.

2 Copy the install media to /tmp on the Linux device.
Change the current directory to the /tmp directory.
4 Run the installation command.
a On Debian devices:

— run dpkg -i hpcaralf.deb.
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b  On ThinPro devices (with read only root file system):
— Run £sunlock (to mount the file system as writable).
— Run /usr/share/hpkg/.hpkg util -i hpcaralf.deb.

— Run £slock (to remount the file system as read only).

5 After the installation is complete, either reboot the device or run /etc/

init.d/hpcaralf to start and initialize RALF.

You can use this script (/etc/init.d/hpcaralf) to start and stop the
RALF daemon on the device.

To manually install RALF to XPE and WES (Windows Embedded Standard)

The HPCA agent installation for Windows XPE will also install RALF; you do
not need to install RALF separately.

1

On the HPCA media, go to the
medialclient\default\win32xpe\HPCARALF directory.

Use the HPCARal£75 .ms1 file to install RALF to Windows XPE devices.
To perform a silent installation, use the following command line:

msiexec /i HPCARalf75.msi RALF HOST=<HOSTNAME>
RALF_PORT=<portnumber> /gn

To install RALF for Windows CE 6.0

1

On the HPCA media, go to the
media\client\default\win32ce\HPCARALF directory.

Use the ralf.X86.cab file to install RALF to Windows CE devices.

When prompted, enter the HPCA server IP address and port
(hpcaserver and 3466, by default).

RALF Command Line Parameters

RALF supports the following command line options. These are here for
documentation purposes, as most are used internally:

ralf.exe [-probe] [-host <host>] [-port <port>] [-debug]
[-trace] [-version]

[-confinit] (Linux)

[-reginit] (Windows)
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[-help]

Table 7 RALF command line options

Option Description

probe Triggers the HPCA probe.

host Specifies the optional HPCA server host for probing and
registration.

port Specifies the optional HPCA server port for probing and
registration.

reginit (Windows) Defines the RALF Application Registry
entries for test environments.

confinit (Linux) Defines the RALF Application configuration file
entries for test environments.

debug Specify a debugging logging level.

trace Specify a tracing logging level.

version Displays the version of RALF.

help Displays the RALF information.
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Group Management

Use the Group Management section to create and manage device groups.
Creating device groups eases management and is required in order to deploy
software and patches to managed devices.

The Group Management tabs are described in the following sections:
e General on page 78

e  Groups on page 80

e (Current Jobs on page 91

e Past Jobs on page 91

General

Use the General area to create new groups, manage existing groups, and view
current and completed group management jobs.

Groups can consist of managed and unmanaged devices.

To create a new Static Group

e In the Common Tasks area, click Create a New Static Group to launch the
Group Creation Wizard.

Follow the steps in the wizard to create a new device group.

To create a new Dynamic Discovery Group

¢ In the Common Tasks area, click Create a New Dynamic Discovery Group to
launch the Group Creation Wizard.

Follow the steps in the wizard to create a new device discovery group.

To create a new Dynamic Reporting Group

e Use the Reporting tab of the HPCA Console to define a query, then click
the Create a new Dynamic Reporting Group button to begin the Group
Creation Wizard.

The next section, Group Types, describes the different types of groups
available in HPCA.
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Group Types
HPCA uses the following group types to manage devices.

Internal

Internal groups are provided by HPCA. For example, the All Devices group
contains all imported devices, by default.

Static

Create static groups by selecting individual devices. To add or remove devices
from a static group, manually modify the group membership using the Group
Details window. Static group’s memberships cannot be changed by using a
schedule or other group parameters.

Discovery

A discovery group contains a dynamic list of devices, managed and
unmanaged, from an external source (LDAP, network discovery) according to
the parameters that are set during the Group Creation Wizard. Discovered
devices are automatically added to the HPCA device list.

Reporting

Create a reporting group from a list of devices returned in a report query.
Reporting groups are automatically updated using a group management job.
The following Reporting groups are included with HPCA by default.

e All Windows Vista devices

e All Windows XP Professional devices

e All Windows 2000 Professional devices

e All TPM Capable devices

These groups refresh daily and will automatically add new managed devices
that they find and that meet the dynamic group requirements.
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Groups

The Groups tab lists all created groups. Groups that were created within the
past seven days display the word ‘new’ in parentheses to the right of the group
name.

e (Click the display name link for any group to view specific group
information.

e (Click a column heading to sort the group list.

e Use the toolbar buttons to create inventory, patch, and power
management jobs for devices in any group.

e Use the Search function to narrow the list of devices. The first search box
always contains the available column headings depending on which
section of the Console you are in. The second box contains search

parameters to customize your query. Filtered Results m is displayed at
the bottom of the table when you are viewing query results.

The groups you create can determine which devices receive which software
and patches based on device inventory, location, or any other criteria you
define. Make sure to plan group creation before adding devices.

Table 8 Groups toolbar tasks

Button |Description

Refresh Data — Refreshes the Groups list.

&)

Export to CSV — Creates a comma-separated list that you can
open, view, and save.

[

Create a New Group — Launches the Group Creation Wizard.

1]

Deploy the Management Agent — Launches the Agent Deployment
Wizard.

)

Remove the Management Agent — Launches the Agent Removal
Wizard.

il
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Table 8 Groups toolbar tasks

Button |Description

% Inventory Collections:

Discover Software/Hardware Inventory — Launches the Software/
Hardware Inventory Wizard.

Discover Patch Compliance — Launches the Patch Compliance
Discovery Wizard.

Discover Application Usage — Launches the Application Usage
Collection Wizard.

Power Management — Launches the Power Management Wizard.

s 3 removing a device from the Device List does not remove device

reporting data. Reporting data must be removed using the
Configuration tab. See Database Maintenance on page 145 for
details.

Delete Devices — Removes a device from the Device List. Note that

The following tasks are available on the Groups tab.

Creating a Group on page 82

Deploying the HPCA Agent to a Group on page 82

Removing the HPCA Agent from a Group on page 83

Discovering Software/Hardware Inventory for a Group on page 83
Discovering Patch Compliance for a Group on page 84
Discovering Application Usage Data for a Group on page 84
Power Management on page 85

Removing Groups on page 85

Group Details on page 85

Group Details Window Tasks on page 87

Adding and Removing Devices from Static Groups on page 88
Adding and Removing Software Entitlement from Groups on page 88
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Deploying, Removing, and Synchronizing Software from Groups on
page 89

Adding and Removing Patch Entitlement from Groups on page 89
Deploying Patches to Groups on page 90

Creating a Group

To create a Static group

Click the Create a New Group button, then select Create a New Static
Group. This will launch the Group Creation Wizard. You can create groups
for managed and unmanaged devices.

Follow the steps in the wizard to create a new Static group for software
and patch deployment.

To create a Dynamic Discovery group

Click the Create a New Group button, then select Create a New Dynamic
Discovery Group. This will launch the Group Creation Wizard.

Follow the steps in the wizard to create a new Dynamic Discovery group
for software and patch deployment.

Deploying the HPCA Agent to a Group

Use the Agent Deployment Wizard to deploy the HPCA agent to a group.

HPCA Agent Nofes

Deploying the HPCA agent requires device authentication information
(user name and password with administrator access). To deploy the HPCA
agent to a group, all devices in the group must have the same
authentication information.

The HPCA agent cannot be remotely deployed to most thin client devices;
it must be manually installed using the appropriate installation programs
that are included in the \Media\client\default directory on the
HPCA media.
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To deploy the HPCA agent to a group of devices

1

Select the check box in the first column to select the group to which you
want to either manage or re-deploy the HPCA agent.

i ]
Click the Deploy the Management Agent g button to launch the Agent
Deployment Wizard.

Follow the steps in the wizard to deploy the HPCA agent.

Removing the HPCA Agent from a Group

Use the Agent Removal Wizard to remove the HPCA agent from a group of
devices.

To remove the HPCA agent from a group of devices

1

Use the check boxes in the first column to choose the groups from which
you want to remove the Agent.

Click the Remove the Management Agent % button to launch the Agent
Removal Wizard.

Follow the steps in the wizard to remove the HPCA agent from all devices
within the selected Groups.

Discovering Software/Hardware Inventory for a Group

Use the Software/Hardware Inventory Wizard to discover inventory for a
group of devices.

To discover software and hardware inventory for a group of devices

1

Use the check boxes in the first column to select the groups for which you
want to discover inventory.

Click the Inventory Collections % button, then select Discover Software/
Hardware Inventory to launch the Software/Hardware Inventory Wizard.

Follow the steps in the wizard to determine the inventory status for the
devices in each group.
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4 Use the Reporting tab of the HPCA Console to view inventory reports for

the selected groups.

Discovering Patch Compliance for a Group

Use the Patch Compliance Discovery Wizard to discover patch compliance for
a group of devices.

To discover patch compliance for a group of devices

1

Use the check boxes in the first column to select the groups that you want
to target for patch compliance discovery.

Click the Inventory Collections % button, then select Discover Patch
Compliance to launch the Agent Deployment Wizard.

Follow the steps in the wizard to discover patch compliance for the devices
within the selected groups.

Use the Reporting tab of the HPCA Console to view patch compliance
reports for the selected groups.

Discovering Application Usage Data for a Group

Use the Application Usage Collection Wizard to discover application usage for
devices in your HPCA database. The wizard installs the Collection Agent,
which then returns usage data as defined by filters that you create and
enable. Also, if required, usage data can be hidden to ensure privacy. See
Usage Management on page 194 for more information.

To discover application usage

1

Use the check boxes in the first column to select the groups that you want
to target for application usage discovery.

Click the Inventory Collections % button, and select Discover Application
Usage to launch the Application Usage Collection Wizard.

Follow the steps in the wizard to discover application usage for the
selected groups.

Use the Reporting tab of the HPCA Console to view the usage reports.
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Power Management

Use the Power Management wizard to turn on, turn off, and restart a device.

1 Select the group that you want to manage and click the Power Management

]
@ button to launch the Power Management Wizard.

2 Follow the steps in the wizard to create a Power Management job for the
selected group.

Removing Groups

Use the Groups toolbar to remove groups from HPCA. Removing a group will
not remove the devices that belong to that group.

To remove Groups from HPCA

1 Use the check boxes in the first column to select the groups to be removed.

2  Click the Delete Groups(s) % button to remove the group from HPCA.

Group Details

Click any Group name to open the Group Details window.

Use the Group Details window to view group properties, view and modify
device membership, view and modify entitlements, view a reporting summary,
and create group management jobs. The following areas are available:

General

The General tab displays common tasks that are available for the group. Click
any of the other management area tabs to access additional configuration
tasks.

Properties

The Properties tab displays the group type, name, and description, as well as
additional properties for dynamic groups. Valid group types are:

— Static: manually update device membership using the Group Details,
Devices section.
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— Reporting and Discovery: to update group membership, use the job
controls under the Current Jobs tab to run the discovery job.

— Internal: group membership cannot be altered.
Click Save to commit any changes to the Group Properties section.

If you are viewing a dynamic reporting group, you will be able to view the
criteria that were used to originally create the group in the Reporting Filter
Criteria section. This information is read only. If you want to change the
criteria, you will need to create a new dynamic reporting group. Note that the
filter criteria are only viewable for groups with recurring schedules or a Run
After schedule that has not yet run. For groups with Run Once schedules that
have already run, “No filter information is available” is displayed.

If you are viewing a dynamic discovery group, you can view the dynamic group

properties in the Discovery Properties section.

Devices

Devices listed in the Devices tab are current members of the group.
¢ You must manually edit device membership of a Static group.

e Use the job controls under the Current Jobs tab to modify the membership
refresh schedule for Dynamic Reporting or Discovery groups.

(ON

Operating system images that are listed in the OS tab are entitled to the
group. Use the toolbar buttons to complete group-specific OS entitlement and
deployment tasks.

Software

Software that is listed in the Software tab is entitled to the group. Adding and
removing software entitlements affects all existing device members as well as
any devices added to the group.
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Use the toolbar buttons to add and remove entitlements, synchronize
software, and deploy and remove software from devices in the group.

Removing a software entitlement does not automatically remove the
software from devices in the group. To remove software, select the
target devices and use the Remove Software button. After removing
the software, you can remove the entitlement to ensure that the
software is no longer available.

Patches

The Patches tab displays all patches that are entitled to the group.

Use the toolbar buttons to add and remove patch entitlement for the group,
and to deploy a patch to devices in the group.

After a patch is deployed it cannot be removed from a device.

Reporting

The Reporting tab contains summary reports that are specific to the group.
For detailed reports, use the Reporting tab in the main HPCA console.

Current Jobs

The Current Jobs tab displays all currently active and scheduled jobs for the
group. Use the toolbar buttons to administer any of the available jobs.

Group Details Window Tasks

Use the Group Details window to complete the following tasks.
e Adding and Removing Devices from Static Groups on page 88
e Adding and Removing Software Entitlement from Groups on page 88

¢ Deploying, Removing, and Synchronizing Software from Groups on
page 89

¢ Adding and Removing Patch Entitlement from Groups on page 89
¢ Deploying Patches to Groups on page 90
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Adding and Removing Devices from Static Groups
Use the Group Details window to update memberships in a Static group.

To add devices to a Static group

1 In the Group Details window, click the Devices tab.

2 Click Add Device(s) %

3 In the window that opens, select the devices to be added, and click Add
Devices.

To remove devices from a Static group

Removing devices from a group only removes the group membership; the
device is not removed from the device list.

1 In the Group Details window, click the Devices tab.

2 Select the devices to be removed, and click Remove Device(s) %

Adding and Removing Software Entitlement from Groups

Use the Group Details window to add and remove software entitlement for
devices in a group.

To entitle software to a group

1 In the Group Details window, click the Software tab.

2 Click Add Entitlement ﬁ The Software Entitlement window opens.
3 Select the software to be entitled to the group and click Add Entitlement.
To remove software entitlement from a group

1 In the Group Details window, click the Software tab.

2  Select the software for which you want to remove entitlement, and click

Remove Entitlement .
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Deploying, Removing, and Synchronizing Software from Groups

Use the Group Details window to deploy, remove, and synchronize software for
devices in a group.

To deploy software to a group

1 In the Group Details window, click the Software tab.

2 Select the software to be deployed and click Deploy Software Q—_—'} .
3 To deploy the software to the managed devices in the group, follow the
steps in the Software Deployment Wizard on page 209.

To remove software from a group

1 In the Group Details window, click the Software tab.

2 Select the software to be removed from the managed devices in the group

and click Remove Software @
3 To remove the software from the managed devices in the group, follow the

steps in the Software Removal Wizard on page 213.

To synchronize software

1 In the Group Details window, click the Software tab.

[
2 Click Synchronize Software %2/ to launch the Software Synchronization
Wizard.

3 Follow the steps in the wizard to set a software synchronization schedule
for the group.

This will ensure that all entitled software is installed to current members
of the group, as well as any members subsequently added to the group.

Adding and Removing Patch Entitlement from Groups

Use the Group Details window to add and remove patch entitlement for
devices in a group.
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To entitle patches to a group

1 In the Group Details window, click the Patches tab.

2 Click the Add Entitlement *’E to launch the Patch Entitlement window.

) Only patches that have not yet been entitled are shown in the
Patch Entitlement window. Patches that have already been
entitled to the group are not shown.

3 Select the patches that you want to entitle to the group and click Add
Entitlement.

To remove patch entitlement from a group

1 In the Group Details window, click the Patches tab.

2 Select the patches for which you want to remove entitlement, then click

Remove Entitlement .

Deploying Patches to Groups
Use the Group Details window to deploy patches to devices in a group.

To deploy patches to a group

1 In the Group Details window, click the Patches tab.

2 Select the patches that you want to deploy and click Deploy Patches % to
launch the Patch Deployment Wizard.

3 Follow the steps in the wizard on page 212 to deploy the patches to the
managed devices in the group.

After a patch is deployed, it cannot be removed from a device.
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Current Jobs

Current Jobs displays all active and scheduled Group Management jobs.
Group Management jobs target specific groups and are used to administer
software to devices in those groups, and to refresh the devices in the Dynamic
Reporting and Discovery groups that you have created.

Click any column heading to change the sort order or use the navigation
buttons at the top of the table to jump to a specific section. For information
about Job Controls and Job Status, see Job Management, Current Jobs on
page 123.

Past Jobs

>»

Management

Past Jobs displays all completed Group Management jobs. Click the
description of any job to display more details about that job’s status.

Completed jobs are moved to the Past Jobs list one minute after they
are finished.
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Software Management

Use the Software Management section to manage software services and
software management jobs. Software is entitled to groups of managed devices
and then either deployed by the administrator using the HPCA Console, or
installed by the end user using the Application Self-service Manager.

) HPCA Starter is limited to deploying only BIOS settings and HP
Softpaqs. HPCA Standard is required in order to deploy software.

The Software Management tabs are:
¢ General on page 92

e Software on page 93

e Current Jobs on page 101

e Past Jobs on page 101

General

Use the General tab to learn how to publish software, entitle and deploy
software to managed devices, and view current and past Software
Management jobs.

The Summary section displays how many software services are currently
available in the HPCA database as well as the number of current Software
Management jobs.

To publish software

e  Use the Publisher to publish software into HPCA. Published software is
displayed in the Software Library.

Install the Publisher on the machine on which you will be selecting and
configuring software services. See Using the Publisher on page 273 for
information about how to publish software into HPCA.

To entitle and deploy software

1 In the Common Tasks area, click Deploy. This will launch the Software
Deployment Wizard.
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2 Follow the steps in the wizard to entitle and deploy software to managed
devices.

Software

The Software tab displays all software that has been published into HPCA.

Use the tools to refresh software data, deploy software to managed devices,
and remove software from the library. You can also import and export software
to and from the Software Library.

HPCA contains the following default software services.

) These default services cannot be deleted from the Software Library.

e CCM_PUBLISHER — HP Client Automation Administrator Publisher.

An alternative installation method for the Publisher, use this service to
deploy the Publisher to a device from which you will capture and publish
software, and publish OS images, BIOS settings, and HP Softpags.

e CCM_TPM_ENABLEMENT — TPM Enablement.

This service initializes the use and ownership of the TPM (Trusted
Platform Module) chip on compatible HP devices. It does so using the
settings from the Configuration tab, Device Management section. See
Trusted Platform Module on page 183 for configuration options. Installing
this service performs the following tasks.

Management

Enables the TPM chip in the BIOS

Sets the specified BIOS Administrator password
Sets up ownership of TPM and the owner password
Initializes the emergency recovery token and path

Sets the password reset token and path and the backup archive path

23



94

After the TPM Enablement service is deployed, the device is ready for
user-level initialization (performed by the end user through the HP
ProtectTools Security Manager interface).

) In order to enable and initialize the TPM security chip, the HP
ProtectTools software must be installed on the device. Some
device models have this software pre-installed, while for others
you will need to either download or purchase the software. For
more information, review the HP documentation for your device.

Table 9 Software toolbar tasks

Button |Description

=] Refresh Data — Refreshes the Software Library.

Export to CSV — Creates a comma-separated list that you can
open, view, and save.

Deploy Software — Launches the Software Deployment Wizard.

Wizard.

ﬁ Add Group Entitlement — Launches the Service Entitlement
@ Import Service — Launches the Service Import Wizard.

@, Export Service — Launches the Service Export Wizard.

Delete Software — Removes software from the library.

&

The following tasks are available from the Software tab.
e Deploying Software on page 95

¢ Adding Group Entitlement on page 95

e Importing a Service on page 96

e Exporting a Service on page 96
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¢ Removing Software from HPCA on page 97
e Software Details on page 97

Deploying Software
Use the Software Deployment Wizard to deploy software to groups or devices.

To entitle and deploy software

1 Select the software for deployment and click Deploy Software %j to launch
the Software Deployment Wizard.

2 Follow the steps in the wizard on page 209 to entitle and deploy software
to managed devices.

To run applications in the active session on Windows Vista devices

Use the runasuser method modifier to allow deployment of applications that
require user interaction on Vista devices.

e In the Software Details window, open the Properties tab and add the
modifier runasuser to the beginning of the Install Command Line. For
example:

runasuser setup.exe

Alternatively, this modifier can be included during publishing by adding it
to the Method property, Method to Install Resource.

) The method modifier runasuser cannot be used with the
modifier hide; these are mutually exclusive.

Adding Group Entitlement

Software that is available in the Software Library can be entitled to groups of
devices.

To add group entitlement

1 Select the check box in the first column to select the software for group
entitlement.
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2  Click Add Group Entitlement & to launch the Service Entitlement
Wizard.

3 Follow the steps in the wizard to entitle the software to groups of devices
that you will select using the wizard.

Importing a Service

HPCA can import software services to the Software Library. To import a
service, the service import deck must be located within the ServiceDecks
directory on your HPCA server.

(C:\Program Files\Hewlett-Packard\HPCA\Data\ServiceDecks, by
default).

Importing a service is useful if you have created a testing environment. When
you have approved a particular service in your test environment, export that
service to the ServiceDecks directory on your production HPCA server. Then
use the Import Service wizard to import that service to your production
Software Library and deploy it to managed devices.

To import a service

=
1 Click Import Service {-11 to launch the Service Import Wizard.

2 Follow the steps in the wizard to import the service to the Software
Library.

Exporting a Service
Published software services can be exported to the ServiceDecks directory on
your HPCA server. Exported services are available for import to any other

HPCA server Software Library (within a testing environment, for example).

To export a service

1 Select the check box in the first column to select the software to export as
a service.

2 Click Export Service @’ to launch the Service Export Wizard.
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3 Follow the steps in the wizard to export the service to the ServiceDecks
directory on your HPCA server machine.

Removing Software from HPCA
Use the Software toolbar to remove software from the HPCA database.

To remove software from the Software Library

1 Select the software you want to remove.
2  Click the Delete Software % button.

Software Details

Click any software name to open the Software Details window. Use the
Software Details window to view software service properties, view and modify
entitlements, deploy and remove software, and view a reporting summary.

General

The General tab displays the common tasks that are available for the
software. To access more configuration tasks, click any of the other
Management area tabs.

Properties

Use the Properties tab to change the software details, including the software
category and install/un-install command lines.

¢ Description
Enter a detailed description of the software. This is a required field.

e Software Category
Specify a category that will help define the type of software. The Software
Category is displayed in the Software Library and is available as a sort
option.

e Catalog Visibility
Select whether to display the software in the catalog on the managed
device. Displaying software in the catalog allows the end user to install
and remove the software.
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e Reboot Settings
Select whether to require a reboot of the managed device after the
software is installed, and whether to prompt the end user for the reboot.

e Author
The software author (for example, Hewlett-Packard).

e Vendor
The software vendor (for example, Hewlett-Packard).

e Web Site
An informational URL for the software.

¢ Pre-uninstall Command Line
Command to run before software is removed from a device. For example,
some registry keys may need to be removed prior to running the software
removal command.

e Install Command Line
Command to run to install the software.

¢  Un-install Command Line
Command to run after the software is removed from a device.

Be sure to click Save after making any changes to the software details.

Groups

The Groups tab displays all groups that have been entitled to the selected
software. Use the toolbar buttons to manage group entitlements and the
deployment and removal of the software to groups.

i

e To entitle a group, click the Add Software Entitlement £ button.

e Toremove a group’s entitlement, select the group and click Remove

Software Entitlement .

e To deploy the selected software to a group, select the group and click the

£
Deploy Software "-—:I button.

Follow the steps in the Software Deployment Wizard to deploy the selected
software.
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To remove the software from a group, select the group and click the

Remove Software @‘J button.

Follow the steps in the Software Removal Wizard to remove the software
from the managed devices in that group.

To discover software and hardware inventory for a group, select the group
and click the Inventory Collections % button, then select Discover
Software/Hardware Inventory.

Follow the steps in the Software/Hardware Inventory Wizard to discover
software and hardware inventory.

To discover patch compliance for a group, select the group and click the

Inventory Collections % button, then select Discover Patch Compliance.

Follow the steps in the Patch Compliance Discovery Wizard to discover
patch compliance.

To discover application usage for a group, select the group and click the

Inventory Collections % button, then select Discover Application Usage.

Follow the steps in the Application Usage Collection Wizard to discover
application usage data.

To turn on, turn off, and reboot a group, select the group and click the

i
Power Management @ button.

Follow the steps in the Power Management Wizard to manage the devices.

Devices

The Devices tab displays all devices that have been entitled to the selected
software. Deploy and remove software from a device using the toolbar at the
top of the list.

To deploy the software to a device, select the device and click the Deploy

4
Software ‘-:I button.

Follow the steps in the Software Deployment Wizard to deploy the
software.
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To remove the software from a device, select the device and click the

Remove Software @‘J button.

Follow the steps in the Software Removal Wizard to remove the software.
To discover software and hardware inventory on managed devices, select
the devices and click the Inventory Collections % button, then select
Discover Software/Hardware Inventory.

Follow the steps in the Software/Hardware Inventory Wizard to discover
software and hardware inventory.

To discover and enforce patch compliance for devices, select the devices
and click the Inventory Collections % button, then select Discover &
Enforce Patch Compliance.

Follow the steps in the Patch Compliance Discovery Wizard to discover
and enforce patch compliance.

To discover application usage for devices, select the devices and click the

Inventory Collections % button, then select Discover Application Usage.

Follow the steps in the Application Usage Collection Wizard to discover
application usage data.

To turn on, turn off, and reboot devices, select the devices and click the

i
Power Management @ button.

Follow the steps in the Power Management Wizard to manage the devices’
power.

Reporting

The Reporting tab contains summary reports that are specific to the software
you are viewing. For detailed reports, use the Reporting tab in the main HPCA
console.
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Current Jobs

Current Jobs displays all currently active and scheduled Software
Management jobs. Software Management jobs are used to entitle, deploy, and
remove software from managed devices in your HPCA database.

Click a column heading to change the sort order, or use the navigation buttons
at the top of the table to jump to a specific section.

For information about Job Controls and Job Status, see Job Management,
Current Jobs on page 123.

Past Jobs

Management

Past Jobs displays all completed software management jobs.

Click a column heading to change the sort order, or use the navigation buttons
at the top of the table to jump to a specific section.

Completed jobs (from the Current Jobs tab) are moved to the Past
Jobs list one minute after they are finished.

107



102

Patch Management

>»

Use the Patch Management area to manage patches, HP Softpaqgs, and patch
management jobs.

Patches and HP Softpaqs are entitled and deployed to groups of managed
devices by an HPCA administrator. The deployment can be done
automatically, based on an administrator-defined compliance schedule. See
Patch Management on page 184.

HP Softpags that are published using the Publisher are contained in the
Software Library; acquired HP Softpaqs are contained in the Patch Library.

The Patch Management tabs are:
e General on page 105

e Patches on page 106

e (Current Jobs on page 111

e Past Jobs on page 111

HP Client Automation Standard is required for Microsoft Patch
Management. With HP Client Automation Starter, you can manage
HP Softpags.

Microsoft Update Catalog: Minimum OS and Service Pack
Requirements

>»

All hyperlinks that are documented in this section are current and
viable at time of publication.

Refer to Microsoft’s web site for specific information on the minimum
operating system and service pack requirements for the Microsoft Update
Catalog and Windows Update technologies that are leveraged by HPCA

Chapfter 4



Management

Patch Management. As of this writing, the supported Microsoft operating
system versions and languages can be viewed at the Microsoft Update home
page, http://update.microsoft.com/microsoftupdate/v6/default.aspx.

Windows Installer, version 3.1 is required on HPCA agent machines
because newer Microsoft security patches require this to install more
recent security patches. Additional information on Windows Installer
3.1 is available at the Microsoft Knowledge Base article, Windows
Installer 3.1 v2 is available.

Important Information about Microsoft Automatic Updates

Automatic Updates is a feature of Microsoft Windows operating systems
that enables users to scan their system in order to determine whether it is
missing any updates or patches. It also allows for the download and
installation of the updates and patches. This feature currently supports the
following configuration options.

e Download updates for me, but let me choose when to install them.
e Notify me but don’t automatically download or install them.

e Turn off Automatic Updates.

) HP recommends using the Turn off Automatic Updates option.

A It is important that you understand the implications and
consequences of each of these options. Review the following section
before choosing one of these options on a system.

Automatic Updates Considerations

Automatic Updates and HPCA Patch Manager use an underlying Windows
component, Windows Update Agent (WUA), to scan a device and install
updates. As of this writing, there is a known issue that arises when WUA is
being used by multiple patch-management products. Therefore, if you are
using Patch Manager to distribute and install updates, use the information in
this section to configure Automatic Updates; otherwise a problem situation
could arise.
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If you set Automatic Updates to Notify me but don’t automatically download or
install them, it is imperative that users do not initiate the Automatic Updates
download process while the HPCA agent is scanning or installing updates. If
the Automatic Updates process is manually initiated, it could result in either
process failing to download and install the updates on the managed device.

This behavior is not specific to Patch Manager; it is also exhibited when other
patch-management products attempt to use WUA when WUA is already in
use. Microsoft is expected to correct this problem. As of this writing, relevant
Microsoft Knowledge Base articles include:

Microsoft Knowledge Base article 910748, SMS 2003 Inventory Tool for
Microsoft Updates....

Microsoft Knowledge Base article 931127, You receive an error
message in the WindowsUpdate.log file....

If virus scanners are installed and enabled in your enterprise, refer to
Microsoft Knowledge Base article 922358 (Microsoft Systems
Management Server 2003 Inventory Tool for Microsoft Updates
cannot run when a McAfee antivirus program is installed on the
same computer) which documents the need to exclude the folder
$Windir%\SoftwareDistribution from virus scans. While this
Microsoft document references specific Microsoft patch-management
technologies, the same Windows Update Agent limitation can occur in an
enterprise that is using HPCA Patch Manager, which leverages Windows
Update Agent technologies.

If you select Turn off Automatic Updates, it is possible that you will not be
informed of all available updates because Automatic Updates supports
some products that are not supported by HPCA

WUA uses the Automatic Updates Windows service, which must be set to
either Automatic or Manual on target devices. The Automatic Updates Windows
service can be in a stopped state because WUA will start it as needed. Refer to
the following Microsoft Knowledge Base articles for more information about
Automatic Updates.

How to configure and use Automatic Updates in Windows XP.

How to configure and use Automatic Updates in Windows 2000.
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General

Use the General tab to acquire and deploy patches, and view current and
completed Patch Management Jobs.

The Summary section displays the patches that are currently available in the
HPCA database and the number of current Patch Management jobs.

The acquisition of Microsoft patches and HP Softpaqs from their sources is
based on information that is specified in the Patch Management section of the
Configuration tab. See Patch Management on page 184 for more information.

To acquire patches

e In the Common Tasks area, click Acquire.

Patches are downloaded and added to the Patch Library. HPCA will
automatically download additional patches according to the acquisition
schedule that was configured by an administrator.

Patches are deployed to managed devices from the HPCA Console only;
they are not available in the Application Self-service Manager software

catalog.

To deploy patches

1 In the Common Tasks area, click Deploy to launch the Patch Deployment
Wizard.

2 Follow the steps in the wizard to deploy patches to devices in selected
groups.
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Patches

The Patch Library contains the patches and HP Softpaqs that were acquired
based on the settings in the Patch Management section of the Configuration
tab. These patches and HP Softpaqs are available for entitlement and
deployment to managed devices. See Patch Management on page 184 for more
information.

Table 10 Patch Library toolbar tasks

Button

Description

&)

Refresh Data — Refreshes the Patch Library.

Export to CSV — Creates a comma-separated list that you can
open, view, and save.

Deploy Patches — Launches the Patch Deployment Wizard.

Add Group Entitlement — Launches the Service Entitlement
Wizard.

Import Service — Launches the Service Import Wizard.

Export Service — Launches the Service Export Wizard.

% BB o =

Delete Software — Removes the patch from the library.

When a patch is removed, all entitlements to that patch are also
removed, but the patch is not removed from the devices to which
it has been deployed.

The following tasks are available on the Patches tab.

¢ Deploying Patches on page 107

¢ Adding Group Entitlement on page 107

¢ Importing a Service on page 107

e Exporting a Service on page 108

e Patch Details on page 108
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Deploying Patches

Patches that are available in the Patch Library can be deployed to managed
devices.

To deploy patches

1 Use the check boxes in the first column to select a patch for deployment.

2  Click the Deploy Patches % button to launch the Patch Deployment
Wizard.

3 Follow the steps in the wizard to deploy the patch.

Adding Group Entitlement

Patches that are available in the Patch Library can be entitled to groups of
devices. Entitlement allows patch compliance to be enforced using the
schedule that is configured in the Patch Deployment Wizard.

To add group entitlement

1 Use the check boxes in the first column to select a patch for group
entitlement.

2  Click the Add Group Entitlement £ button to launch the Service
Entitlement Wizard.

3 Follow the steps in the wizard to entitle the patch to groups of devices that
you will select.

Importing a Service

HPCA can import patch services to the Patch Library. To import a service, the
service import deck must be located in the ServiceDecks directory on the
HPCA server.

(C:\Program Files\Hewlett-Packard\HPCA\Data\ServiceDecks by
default).
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Importing a service is useful if you have created a testing environment. After
a service has been approved in your test environment, use the Service Export
Wizard to export it to the ServiceDecks directory on the production HPCA
server. Then use the Service Import Wizard to import the service to the
production Patch Library and deploy the patch to managed devices.

To import a service

i
1 Click the Import Service {-l-l button to launch the Service Import Wizard.
2 Follow the steps in the wizard to import the service to the Patch Library.

Exporting a Service

Published patch services can be exported to the ServiceDecks directory on an
HPCA server. Exported services are available for import to any other HPCA
Patch library (within a testing environment, for example).

To export a service

1 Use the check boxes in the first column to select a patch to export as a
service.

2  Click the Export Service @ button to launch the Service Export Wizard

3 Follow the steps in the wizard to export the service to the ServiceDecks
directory on an HPCA server.

Patch Details

Click any patch description to open the Patch Details window. Use the Patch
Details window to view patch service properties, view and modify
entitlements, and view a reporting summary. The following areas are
available.

General

The General tab displays the common tasks that are available for the patch
service. To access more configuration tasks, click any of the other
Management area tabs.
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Properties

The Properties tab displays the bulletin number, description and type of
bulletin, posted and revised dates, and a vendor information link.

Groups

The Groups tab displays all groups that have been entitled to the selected
patch. Use the toolbar buttons to change entitlement and the installed state of
the patch on managed devices within each group.

—
e To entitle a group, click Add Group Entitlement .

e Toremove entitlement from a group, select the group and click the Remove

Group Entitlement button.
e To deploy the patch to a group, select the group and click Deploy Patches

.

Follow the steps in the Patch Deployment Wizard to deploy the selected
patch.

e To discover software and hardware inventory for a group of devices, select
the group and click the Inventory Collections % button, then select
Discover Software/Hardware Inventory.

Follow the steps in the Software/Hardware Inventory Wizard to discover
software and hardware inventory.

e To discover patch compliance for a group of devices, select the group and

click the Inventory Collections % button, then select Discover Patch
Compliance.

Follow the steps in the Patch Compliance Discovery Wizard to discover
patch compliance.

e To discover application usage for a group of devices, select the group and

click Inventory Collections %, then select Discover Application Usage.

Follow the steps in the Application Usage Collection Wizard to discover
application usage data.
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e To turn on, turn off, and reboot a group of devices, select the group and

]
click the Power Management @ button.

Follow the steps in the Power Management Wizard to manage the devices.

Devices

Devices that are listed in the Devices tab have been entitled to the selected
patch. Use the toolbar buttons to deploy the patch to a device.

e To deploy a patch to a device, select the device and click the Deploy Patches

% button.

Follow the steps in the Patch Deployment Wizard to deploy the patch.
) After a patch is deployed it cannot be removed.

e To discover software and hardware inventory for devices, select the
devices and click Inventory Collections %, then select Discover Software/
Hardware Inventory.

Follow the steps in the Software/Hardware Inventory Wizard to discover
software and hardware inventory.

e To discover patch compliance for devices, select the devices and click the

Inventory Collections % button, then select Discover Patch Compliance.

Follow the steps in the Patch Compliance Discovery Wizard to discover
patch compliance.

e To discover application usage for devices, select the devices and click the

Inventory Collections % button, then select Discover Application Usage.

Follow the steps in the Application Usage Collection Wizard to discover
application usage data.

e To turn on, turn off, and reboot devices, select the devices and click the

i
Power Management @ button.

Follow the steps in the Power Management Wizard to manage the devices.
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Reporting

The Reporting tab contains summary reports that are specific to the patch you
are viewing. For detailed reports, use the Reporting tab in the main HPCA
console.

Current Jobs

Patch Management jobs are used to deploy security patches to devices.
Current Jobs shows a list of active and scheduled jobs. Click the description of
a job to display more details about its status.

Use the toolbars to administer currently scheduled and active jobs.

For information about Job Controls and Job Status, see Job Management,
Current Jobs on page 123.

Past Jobs

>»

Management

Past Jobs displays all completed Patch Management jobs. Click the
description of a job to display more details about its status.

Completed jobs are moved to the Past Jobs list one minute after they
are finished.
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OS Management

>»

Use the OS Management section to manage the operating systems (OSs) used
by your client devices. The areas in this section allow you to perform tasks
such as OS Deployment, Service Import and Export, and Entitlement.

The following sections describe each OS Management tab:
e General on page 112

e Operating Systems on page 113

e (Current Jobs on page 122

e Past Jobs on page 123

HP Client Automation Starter allows Thin Client operating system
management only. For expanded OS management, HP Client
Automation Standard is required.

General

Use the General tab to find information about how to publish operating
systems, entitle and deploy operating systems to managed devices, and view
current and past OS Management jobs.

The Summary section shows you how many operating system services are
currently available in the HPCA database and the number of current OS
Management jobs.

To capture and publish OS images

For OS images to be available in the OS Library, they must be published to
HPCA. Use the Image Preparation Wizard to Capture OS images, then use
the Publisher to publish them to HPCA.

e Use the Image Preparation Wizard to prepare and capture OS images. See
Chapter 9, Preparing and Capturing OS Images or the Image Preparation
Wizard online help for image preparation and capture details.

e Use the Publisher to publish operating system images to HPCA.
Published operating system services are displayed in the Operating
System tab. See Using the Publisher on page 273 or the Publisher online
help for information about publishing operating systems.
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To deploy OS images

1 In the Common Tasks area, click Deploy. This launches the OS
Deployment Wizard.

2 Follow the steps in the wizard to entitle and deploy an operating system to
managed devices.

For additional information about deploying operating systems, including
requirements for target devices and deployment scenarios, see Deploying
Operating Systems on page 114.

Operating Systems

On the Operating Systems tab you can view all available operating systems
that have been published into HPCA.

Use the tools provided to refresh operating system service data, deploy
operating systems to managed devices, or remove operating systems from the
library. You can also import and export operating system services to and from
the Operating System Library.

Newly published services (published within the last seven days) can be
recognized by the word ‘new’ in parentheses (new) to the right of the
description.

Table 11 OS Library Toolbar Tasks

Button | Description

&)

Refresh Data — Refreshes the OS Library.

Export to CSV — Creates a comma-separated list that you can open,
view, and save.

[

Deploy Operating System — Launches the OS Deployment Wizard.

@

Add Group Entitlement — Launches the Service Entitlement
Wizard.

£
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Table 11 OS Library Toolbar Tasks

Button | Description

e Import Service — Launches the Service Import Wizard.

&8 Export Service — Launches the Service Export Wizard.

&

Delete Operating System — Removes operating systems from the
library.

The following tasks are available from the Operating System tab:

Deploying Operating Systems on page 114

Deploying an OS Image Using Local Service Boot (LSB) on page 117
Deploying an OS Image Using PXE on page 117

Deploying an OS Image Using the Service CD on page 118

Adding Group Entitlement on page 119

Importing a Service on page 120

Exporting a Service on page 120

Removing Operating Systems from the Library on page 120
Restoring Operating Systems on page 121

OS Details on page 121

Deploying Operating Systems

To entitle and deploy an operating system

1

2

Select the operating system service to deploy, then click the Deploy
Operating System £1) button. This will launch the OS Deployment Wizard.

Follow the steps in the wizard to entitle and deploy an operating system to
managed devices.

Operating systems are deployed in either attended or unattended mode. See

the

Configuration tab, OS Management on page 192 to select the deployment

mode.
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See the sections below for deployment scenarios and target device
requirements for OS deployment.

Deployment Scenarios

How you deploy an operating system to devices in your environment depends
on a number of variables. The following table describes multiple OS image
deployment scenarios and instructions for deploying an operating system to
those devices. Refer to the HP Client Automation System Administrator User
Guide for more detailed information.

Table 12 Deployment Scenarios

Device State

Instructions for deployment

Managed (agent
installed)

If the device is already managed:
¢ Add the device to a group.

e Entitle an operating system to the group (if not
already entitled).

e Use the OS Deployment Wizard to deploy the OS.

Note: If you use LSB during the OS deployment process,
you will not need to make preparations for PXE or the
Service CD.

Un-managed
(agent not
installed)

If the unmanaged device has an OS installed:

¢ Deploy the HPCA agent to the device.

e See instructions for Managed device above.

If the unmanaged device does not have an OS installed:

e See the instructions below for how to deploy an OS to
a bare-metal device.
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Table 12 Deployment Scenarios

Device State

Instructions for deployment

Bare-metal (no
OS installed)

If the device was previously managed (for hard drive

recovery, for example):

¢  Group membership and any OS entitlement should
still be valid. Deploy the OS using PXE or the Service
CD.

If the device was not previously managed:

¢ Boot the device with PXE or the Service CD.

e A device is added to HPCA using a variation on the
MAC address as device name.

e Add the new device to a group with OS entitlement.

Note: If an OS is attached to the All Devices group, the

OS is installed automatically. If multiple OSs are

attached to All Devices, then a choice of OS to install is

presented.

e The device is rebooted and the Service CD or PXE will
continue with the OS deployment.

Note: LSB cannot be used for deploying an OS to a
bare-metal device.

Requirements for Target Devices

The target device is a workstation on which you want to install, replace, or
update an operating system. Refer to the “Target Devices” section in the
“System Requirements” chapter of the HP Client Automation System
Administrator User Guide for details.

Deploying Thin Client Factory Images

If you are deploying a factory image of a supported thin client operating
system, (Windows XP Embedded (XPE), Windows CE, or Embedded Linux),
you must install the HPCA agent after the OS is deployed to begin to manage
the device. See Installing the HPCA Agent on HP Thin Clients on page 71 for
installation instructions.
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Deploying an OS Image Using Local Service Boot (LSB)

The Local Service Boot allows HPCA to assume management of the OS on
devices that are not booted from the network.

When using Local Service Boot, existing machines do not need to be
PXE-enabled and the boot order does not need to be configured locally in the
BIOS for each target device.

See Deployment Scenarios on page 115 for prerequisite instructions for OS
deployment.

To deploy an OS image using Local Service Boot
1 Select the image for deployment and click the Deploy Operating System )
button to launch the OS Deployment Wizard.

2 Follow the steps in the wizard, and when prompted for deployment
method, select Local Service Boot (LSB).

3 This will install the LSB software to the target device which in turn will
install the OS you selected. If multiple OS images are entitled to the
device, you will be prompted to select which OS to install.

Deploying an OS Image Using PXE

The PXE-based environment allows HPCA to assume management of the OS
on target devices that are booted from the network. See Deployment Scenarios
on page 115 for prerequisite instructions for OS deployment.

Using PXE consists of configuring your DHCP server to provide clients
booting from the network a boot image and a TFTP server that will supply
these files.

A DHCP server and TFTP server must be configured prior to using PXE for
OS deployment. Refer to the product documentation for configuration
instructions.

When PXE is configured, make sure your target devices boot from the network
or have PXE-enabled as the primary boot device. Make the necessary
configuration adjustments to ensure this will happen (for example, with some
BIOS versions, you can press ESC during the reboot process and change the
boot order in the configuration settings).

Now you are ready to deploy an OS image.
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To deploy an OS image using PXE

1 Make sure PXE is configured.

2 Select the image for deployment and click the Deploy Operating System
button £ to launch the OS Deployment Wizard.

3 Follow the steps in the wizard, and when prompted for deployment
method, select Local CD or PXE Server.

When the wizard finishes, the target device is rebooted using the settings
you defined on your DHCP server.

The OS image is then deployed and installed on the target device (If
multiple OS images are entitled to the device, you will be prompted to
select the OS to install).

Deploying an OS Image Using the Service CD

The Service CD is used to locally boot a target device that does not already
have an operating system installed (a bare-metal machine).

Use ImageDeploy.iso to create the Service CD. This file is located on the
HPCA media in the \Media\iso\roms\ directory.

Since L.SB cannot be used for devices that do not already have an OS
installed, you must use either the Service CD or a PXE server to boot a
bare-metal machine to allow for OS deployment.

The Service CD must be created and available locally at the target device.
See Deployment Scenarios on page 115 for prerequisite instructions for OS

deployment.

To deploy an OS image using the Service CD

1 Insert the Service CD in the target device and boot from the CD.

2 When prompted, enter your HPCA server IP address or hostname and
port number, then press Enter to continue. For example,
HPCA.acmecorp.com:3466 or 192.168.1.100:3469.

The HPCA server port reserved for OS imaging and deployment in an
HPCA Core and Satellite installation is is 3466. In an HPCA Classic
installation, port 3469 is reserved for this purpose.
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The device connects to the HPCA server and is added to the Devices list
using a variation on the MAC address as the device name. After the
Service CD connects to the HPCA server, a message is displayed: “This
machine has no local OS or the OS is invalid” and “The machine cannot be

used and will be shut down until an administrator specifies Policy and
performs a Wake on LAN.”

At the HPCA console, use the OS Management section to add the new
device to a group.

In the OS Management section, select the image for deployment and click

the Deploy Operating System £1) button to launch the OS Deployment
Wizard.

Follow the steps in the wizard, and when prompted for deployment
method, select Local CD or PXE Server.

After the wizard completes, reboot the target device again using the
Service CD. During this reboot, the OS image is detected and deployed.
This can take 10 to 15 minutes depending on the size of the image and
network bandwidth (if multiple OS images are entitled to the device, you
will be prompted to select the OS to install).

When the image is finished deploying, the target device reboots and starts
Windows. The Sysprep process will start and initialize the new image.

Adding Group Entitlement

OS images available in the OS library can be entitled to groups of devices.

To add group entitlement

1

Use the check boxes in the first column to select the OS image for group
entitlement.

Click the Add Group Entitlement button to launch the Service
Entitlement Wizard.

Follow the steps in the wizard to entitle the selected images to groups of
devices that you will select using the wizard.
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Importing a Service

HPCA can import OS services to the OS Library. To import a service, the
service import deck must be located within the ServiceDecks directory on
your HPCA server.

Importing a service is useful if you have created a testing environment. When
you have approved a particular service in your test environment, export that
service to your ServiceDecks directory on your production HPCA server.
Then use the Import Service wizard to import that service to your production
OS Library and deploy the oeprating system to managed devices.

To import a service

1 Click the Import Service (€5 button to launch the Service Import Wizard.
2 Follow the steps in the wizard to import the service to the OS Library.

Exporting a Service

Published OS image services can be exported to the ServiceDecks directory
on your HPCA server. Exported services are available for import to any other
HPCA server libraries (within a testing environment, for example).

To export a service

1 Select the check box in the first column to select the OS image to export as
a service.

2 Click the Export Service (£} button to launch the Service Export Wizard.

3 Follow the steps in the wizard to export the service to the ServiceDecks
directory on your HPCA server machine.

Removing Operating Systems from the Library

Use the OS toolbar to remove software from the HPCA database.

To remove an operating system service from the Operating System Library

1 Select the OS you want to remove.

2  Click the Delete Operating System % button.

120 Chapfer 4



Management

Restoring Operating Systems

The OS Manager allows you to restore your operating system in last resort
situations. Restoring the operating system provides you with a working
operating system, however you will lose all data and you may need to perform
some customizations such as changing the computer name or installing the
agent.

For prerequisites and detailed instructions, refer to “Restoring Operating
Systems” in the HPCA OS Manager System Administrator User Guide.

OS Details

Click any operating system Service ID link to open the Operating System
Details window. Use the OS Details window to view OS properties, view or
modify entitlements, view a reporting summary, or create OS management
jobs. The following areas area available within the details window.

General

The General tab displays common tasks available for the OS service. To access
more configuration tasks click any of the other management area tabs.

Properties

Use the Properties tab to change the operating system service details.
¢ Description

The description displayed for the operating system service. This field is
required.

¢ Author
Optional field for OS service author.
¢ Vendor
Optional field for the OS vendor.
e Web Site
Optional field for a URL related to this service.

Click Save to commit any changes you make.
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Groups

Groups in the Groups tab have been entitled to the operating system. Use the
toolbar to manage entitlement, deploy the OS, discover software and
hardware inventory or discover patch compliance for the groups listed.

e To entitle additional groups, click the Add Group Entitlement button.
e Toremove entitlement from a group, select the group then click the
Remove Group Entitlement button.

e To deploy the operating system to a specific group, select the group and

click the Deploy Operating System ) button. This launches the OS
Deployment Wizard. Follow the steps in the wizard on page 214 to deploy
the selected OS.

Devices

Devices in the Devices tab have been entitled to the operating system. Deploy
the OS to a specific device using the toolbar.

e To deploy the operating system to a specific device, select the device and

click the Deploy Operating System £} button.

This launches the OS Deployment Wizard. Follow the steps in the wizard
on page 214 to deploy the selected OS.

Reporting

The Reporting tab contains summary reports specific to the operating system
service. For detailed reports, use the Reporting tab in the main HPCA console.

Current Jobs

Current Jobs shows all currently active or scheduled OS Management jobs.
OS Management jobs are used to entitle and deploy operating systems
services from managed devices in your HPCA database.

Click any column heading to change the sort order or use the navigation
buttons at the top of the table to jump to a specific section.

For information about Job Controls and Job Status, see Job Management,
Current Jobs on page 123.

Chapfter 4



Past Jobs

>»

Past Jobs shows all completed OS Management jobs.

Click any column heading to change the sort order or use the navigation
buttons at the top of the table to jump to a specific section.

Completed jobs (from the Current Jobs tab) are moved to the Past Jobs list
one minute after they are finished.

Job Management

Use the Job Management section to view or manage all current and past jobs.
The summary information shows the total number of all currently active and
scheduled management jobs.

The Job Management tabs are described in the following sections:
¢ General on page 123

e Current Jobs on page 123

e Past Jobs on page 128

General

Use the General tab to view all current and past jobs and the total number of
all active and scheduled jobs.

Current Jobs

Management

Current Jobs shows a list of all active or scheduled jobs. Click the ID link of
any job to show more details about the job’s status.

Use the toolbar buttons to administer currently scheduled or active jobs. The
following sections describe the available job controls and detail window.

e Job Controls on page 124
e Job Status on page 124

123



e Job Details on page 127

Job Controls

Use the job controls located at the top of the job list table to manage any
existing jobs. See the table below for information about each control.

Table 13 Job controls

Icon

Description

&)

Refresh Data — Refreshes the jobs list.

[

Export to CSV — Creates a comma-separated list that you can open
or save.

Start Job(s).

Resume Job(s) that were Disabled or Paused.

Pause Job(s) that are Currently Active, Waiting to Start, and
Waiting to Stop. Job status is set to Paused.

O B B =

Stop Job(s) that are currently Active or Paused. Job status is set to
Waiting to Stop.

Reschedule Job(s).

4

Delete Job(s).

Job Status

View the Status column for information about each job. The following table
describes the individual job status messages.
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Table 14 Job status descriptions

Icon Status Description

) Ended with Errors | Job completed but with errors. Click the job
ID link for more information.

) Successful Job completed successfully without errors.

) Active Job is currently running.

(i Paused Job is currently paused.

Waiting to Start dJob is scheduled and waiting to run.

O Waiting to Stop Job is currently stopping.

) Failed Job did not complete successfully.

Disabled Job has been stopped or paused.

ﬂ Hibernation Target device is offline. Job will resume when

device is back online.

When using the job controls to manage each job, consult the following table to
review expected results.
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Table 15 Job Status and expected Job Control action

b] [v] m O &
Start Resume | Pause Stop Reschedule |Delete
I} Status N/A Status N/A Updates Job is
changed changed applied deleted
Ended with | ¢, to
Errors Currently Disabled
Active
) Status N/A Status N/A Updates Job is
changed changed applied deleted
Successful to to
Currently Disabled
Active
) N/A N/A Status Status Updates N/A
] changed changedto | applied
Active to paused | Waiting to
Stop
{i N/A Status N/A Status Updates N/A
changed changedto | applied
Paused to Waiting to
pre-pause Stop
d state
Status N/A Status N/A Updates Job is
changed changed applied deleted
Waiting to to to
Start Currently Disabled
Active
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Table 15 Job Status and expected Job Control action

b] [v] m O &
Start Resume | Pause Stop Reschedule | Delete
O N/A N/A Status N/A Updates N/A
. changed applied
Waiting to to paused
Stop
X Status N/A Status N/A Updates Job is
changed changed applied deleted
Failed to to
Currently Disabled
Active
N/A Status N/A N/A Updates Job is
changed applied deleted
Disabled to
pre-disabl
ed state

>»

Management

Job controls are available only for jobs in the Current Jobs tabs, this includes
currently active jobs and jobs with recurring schedules. Completed jobs in the
Past Jobs tab cannot be controlled and should be re-created if you need to run

them again.

For more detailed information about a job, click the job ID link. This will open
a new window displaying the specific Job Details.

When a job is paused, the job action (deployment, collection, etc.) will

continue for any currently targeted devices. When the action is

complete, the job will not continue executing on additional devices
until it is resumed.

Job Details

Click any job ID link to open a new window displaying the specific information
for that job. Depending on the Job type, the Job Details window may contain
some of the tabs described below.
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Details

The details tab displays all job information.

Targets

The Targets tab lists all devices for which the job was created.

Services

The Services tab displays all software, patches, or operating systems intended
for target devices for that job.

See Chapter 14, Troubleshooting for some additional information about Job
messages.

Past Jobs

Past Jobs shows all completed Management jobs. Click the job ID link of any
job to open the Job Details window to learn more about the job’s status.

) Completed jobs are moved to the Past Jobs list one minute after they
are finished.
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5 Using Reports

The Reporting area contains summary and detailed reports of many kinds.
The specific reports available to you depends on the type of HPCA license that
you have. The following topics are discussed in this chapter:

e Reports Overview on page 130

e Navigating the Reports on page 131

e Types of Reports on page 133
— Inventory Management Reports on page 134
— Patch Management Reports on page 136
— Usage Management Reports on page 136

e Filtering Reports on page 137

¢ Creating Dynamic Reporting Groups on page 141
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Reports Overview

On the Reporting tab in the HPCA Console, there are links to the following
collections of reports:

e Inventory Management reports
e Patch Management reports
e Usage Management reports

Each collection contains groups of reports that focus on a particular type of
data or a specific audience. These reports also provide the data used to
populate the dashboards.

The following reports are available in all editions of HPCA:

Report Pack Report Type Description

rpm.kit Patch Management Devices in and out of
compliance with patch
policy

rim kit Inventory Devices currently
managed by HPCA

) In order to view the Reporting section's graphical reports, a Java Runtime
Environment (JRE) or Java Virtual Machine (JVM) is required. For more
information, go to:

http://java.com/en/index.jsp

130 Chapfer 5


http://java.com/en/index.jsp

Navigating the Reports

Using Reports

When you click the Reporting tab, the Reporting home page is displayed. As
shown here, the home page provides a snapshot of the enterprise with respect
toinventory management, patch management (if installed and enabled), and
usage management (if enabled).

OO0 PLIL = Current Reporting Views: Regertig Home Page

Compliance Management Information

Inventory Information

SCAP Rules ngorsd: 1354
SCLP Seamned Davioss: 226 aut of 262
Last Scan Date: 300%9-03-02 (9:03:38

Last Acguston Date: 2009-03-1% 10:10:02

Managed Devices: 262
Managped Services: 14

Devices Connstisd Today: 0

Report Quicklinks Report Quicklinks
Wik SCAP Rules Wiew Managed Devices
Wiew Scanned Devices i / Wimw Managed Services

Wisw Top Falad SCAP Rulas Wiy Ddvitd Summarny

Inventory Information STW Scanned Devices: 9 out of 262

Fing o Device by | Name - Last Scan Date: 20000302 09:03:18

Laal sequmiton Dube: 2009-03-19 10:10:02

Report Quicklinks
Wi Scanned Devices

View Product invenfory

Patch Information

Vulnerabites mgoried: 1613
Scanned Devices: 264 sut of 262

Last Scan Date: J009-03-02 05:13:00

Last Acqusition Date: 2009-03-19 10:10:01

Compliance Summary
Ugnaged Darvices: 0

Managed Buletrs: 1
Las! acqusten 2009-01.29 14:2 056

Report Quickiinks
Vi Dl Complanos

Report Quicklinks
View OVEL Definkicns

Vi Scannsd Dayvices Wierwr Buletn Complance

View Top Vinerabddies Wiy Ui ben Summary
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There are three ways to find more detailed information on the Reporting home
page:

Use Quicklinks to open frequently requested reports.

Use Quick Search to find inventory information about a specific device or
service. This feature only applies to inventory reports — for example,
Managed Devices.

Use the links in the Reporting Views section of the left navigation tree to
open a specific report.

A Reporting View defines the set of reporting windows to display for the
current data set and initial settings related to each window (such as
minimized or maximized, and the number of items per window). When you
first access the reports, the Default View is applied. The current view is
listed on the right of the Global Toolbar. You can change or customize your
Reporting View.

The following actions are available on the Reports page when a report is
displayed:
Table 16 Report Actions

Icon |Description

Go back one page in the reports view.

G:J Return to the Reports home page.

= | Refresh the data. A refresh also occurs when you apply or remove a
= filter.

Add this report to your list of favorites.

Email a link to this report.

<]
Open a “quick help” box or tool tip. This applies only to filters.

Print this report.
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Table 16 Report Actions

Icon |Description

Collapses the data portion of the report view.

Expands the data portion of the report view.

Show the graphical view of this report

Show the grid (detailed) view of this report.

Export report contents to a comma-separated value (CSV) file. The
data in this file is actually delimited by tabs, not commas. The file
extension is CSV, however.

e8| 0

il

Export report contents to a Web query (IQY) file.

Items that appear in blue text in a report have various functions:
e Show Details — drill down to greater detail pertaining to this item
e Launch this Reporting View — open a new report based on this item

e Add to Search Criteria — apply an additional filter to the current report
based on this item

e Go to Vendor Site — go to the web site of the vendor who posted this
bulletin

When you rest your mouse over a blue text item, the tool tip tells you what
will happen when you click the item.

) By default, the reports use Greenwich Mean Time (GMT). Individual report
packs can be configured to use either GMT or local time.

Types of Reports

The following types of reports are available in the HPCA Console:
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e Inventory Management Reports on page 134
e Patch Management Reports on page 136

e Usage Management Reports on page 136
Each is briefly described here.

Inventory Management Reports

Inventory Management reports display hardware and software information
for all devices in HPCA. This includes reports for HP specific hardware,
detailed and summary device components, blade servers, TPM Chipset and
SMBIOS information, and Self-Monitoring, Analysis, and Reporting
Technology (S.M.A.R.T.) Alerts.

Expand the Inventory Management Reports reporting view to see the report
options. To be included in these reports, devices must be entitled to
AUDIT.ZSERVICE.DISCOVER.INVENTORY. Certain data is only available
after HPCA is fully configured. See Device Management on page 204 for
configuration details. Refer to Device Management on page 181 for
configuration details.

A typical Managed Devices report includes the following table headings:
e Details — opens a Device Summary page for this device.

e Last Connect — when the device last connected.

e HPCA Agent ID - device name.

e HPCA Agent Version — the currently installed Management Agent
version.

e Device — device name.

e Last Logged on User — the last user account used to log on to the device.
If multiple users are logged on, only the last to log on is recorded—
switching between currently logged on users does not affect this.

e TP Address — device IP address.
¢ MAC Address — device MAC address.
¢ Operating System — operating system installed on he device.

e OS Level - current operating system level (Service Pack 2, for example).
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HP Hardware Reports

HP Hardware reports are a subset of the Inventory Reports that contain
simple alert information captured by the HP Client Management Interface
(CMI) on compatible, HP devices.

HP Hardware reports are located in the Hardware Reports view under
Inventory Management Reports.

To search for a specific alert type or BIOS setting (based on the report view
that you chose), use the additional data filter search box displayed at the top
of the report window.

Windows Reports
Windows Vista and Windows Experience Index reports are a subset of the
Inventory Reports. They contain information on system status.
Windows Vista and Windows Experience Index reports are located in the

Inventory Reports under Readiness Reports.

Windows Experience Index Report

The Windows Experience Index displays results from the Windows System
Assessment Tool (WinSAT) on an agent. The tool provides scores ranging from
1.0 to 7.9 in a number of categories as well as a composite score. The
composite score will be the lowest score among the reported components.

Reported components may have the following assessment states:
0 = unknown
1 = valid
2 = hardware has changed since the last time assessment was run
3 = assessment has never been run
4 = invalid

Unless the result is Valid, the report should be regenerated. Prior to
regenerating the report, rerun WinSAT on the agent and then run an
Inventory scan on the agent.
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Patch Management Reports

Patch Management Reports display patch compliance information for
managed devices and acquisition information for patches and Softpags.

Executive Summary Reports — Executive Summary reports offer pie or
bar charts to provide a visual snapshot of patch-compliance for the devices
and bulletins being managed in your environment. The reports
summarize compliance for all devices, for devices by patched-state, for
bulletins, and bulletins by vendors. From the summary reports you can
drill down to the detailed compliance reports which offer additional
filtering.

Compliance Reports — The HPCA Agent sends product and patch
information to HPCA. This information is compared to the available
patches to see if managed devices require certain patches to remove
vulnerabilities. Compliance reports show only the information applicable
to detected devices in your environment.

Patch Acquisition Reports — Acquisition-based reports show the
success and failures of the patch acquisition process from the vendor's web
site.

Research Reports — Research-based reports display information about
the patches acquired from the software vendor's web site. Research-based
reports offer a Filter bar.

For details on using the Patch Management reports, refer to Patch
Management on page 102.

Usage Management Reports

Usage Management Reports show usage information for devices that have the
Usage Collection Agent installed. Use the Application Usage Collection
Wizard to install the collection agent and begin collecting usage data.

Device Reports - Display collected usage information by the individual
devices or users.

Monthly Usage Reports — Display usage information by vendor,
product, or application.

Usage Management Reports may contain some of the following data columns:

Usage Time - the amount of time an application is running.
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¢ Focus Time - the amount of time an application is the active window.

e Usage Count — tracks the number of times an application is run on a
user’s device.

e Usage Status - represents the relation of Used versus Unused instances
for an individual application or a group of applications.

) After the Collection Agent is deployed, Usage Time collection begins right
away. Focus Time collection does not begin until the next time the user logs
on.

) Most logical folders (Program Files, for example) are machine-related and not
associated with an individual user. Therefore, Usage Management Reports,
Device Reports, and the Usage by User report may contain [undefined] in the
User Name column.

Depending on the Usage Settings defined in the Configuration tab, Reporting
section, some or all usage data may be obfuscated.

Drilling Down to Detailed Information

Many reports enable you to drill down to very detailed information about a
particular device, vulnerability, compliance benchmark, or security product.

Whenever you see the Details (&) icon in the data grid, you can click it to
display more detailed information.

You can also drill down to more detailed information by clicking the device
counts in certain columns in some reports.

Filtering Reports

Many reports contain large amounts of data. You can apply one or more filters
to a report to reduce the amount of data displayed. If you apply a filter, that
filter will remain in effect until you explicitly remove it.

There are three basic types of filters:
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Directory/Group Filters enable you to display data for a specific device or
group of devices.

Inventory Management Filters enable you to display data for a group of
devices with common characteristics, such as hardware, software,
operating system, or HPCA operational status.

Report specific filters apply only to data available within a specific
Reporting View. For example, Compliance Management filters apply only
to Compliance Management reports.

A filter only works if the type of data that it filters appears in the report.

If you attempt to apply a filter that does not pertain to the data in the current
report, the filter will have no effect. Conversely, if the data in a report does not
look correct, check to ensure that an incorrect filter has not been applied.

Because they contain small amounts of data to begin with, most Executive
Summary reports cannot be filtered.

To apply a filter to a report:

1

In the Data Filters section of the left navigation tree, expand the filter
group that you want to use.

Optional: For the specific filter that you want to apply, click the 3 (show/
hide) button to show the filter controls:

Specify the filter criteria in the text box, or click the & (criteria) button to
select the criteria from a list (if available—not all filters have lists).
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Using Reports

You can use wildcard characters when creating filters. The following table
describes the characters you can use to build search strings.

Table 17 Special Characters and Wildcards

Device
Vendor
Filter
Character | Function Example | Records Matched
*or % Matches all records | HP* All records that begin with
containing a specific “HP”
text string -
%HP% All records that contain
“HP”
?or Matches any single | Not?book | All records that begin with
character “Not” and end with “book”
Note_ook | All records that begin with
“Note” and end with “ook”
! Negates a filter IHP* All records that do not start

with “HP”

For example, if you specify HP% in the text box for a device related filter,
the filter will match all devices whose Vendor names contain HP.
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B =, Hardware Fiters
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E Device Wendor
HP%
[ Aoy |
E Device Model

E Device Clazzification

EDE'HCE Nams b
45 | >

4 Click the Apply button. The report will refresh. To remove the filter, click
the Reset button.

When you apply a filter to a report, the filter is listed in the report header:

% Search Criteria:
% Device Filters

98 Device vendor (HP%)

If you apply a filter, that filter will remain in effect until you explicitly remove

it. You can click the $i (Remove button) to the left of the filter name to remove
a filter from the current report.

) You can also create an “in-line” filter by clicking a data field in the report
currently displayed.
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Creating Dynamic Reporting Groups

Dynamic Reporting groups contain devices returned as the result of a
reporting query. You can create a Dynamic Reporting Group by first
generating a list of devices in a report query, then using the Group Creation
Wizard.

To create a Dynamic Reporting group:

1 Generate a list of devices using a report query.

For example, under Inventory Management Reports, expand Operational
Reports, and click View Managed Devices.

2 Filter the device list to include only devices you want to include in your
group. See Filtering Reports on page 137 for detailed instructions.

3 When you have the list of devices you want to add to your group, click the
Create new Dynamic Reporting Group & button to start the Group Creation
Wizard.

4 Follow the steps in the wizard to create your dynamic group of devices.

About Dynamic Reporting Groups

¢ Dynamic Reporting group membership depends upon the devices meeting
the criteria defined in the query used to create the original list.
Membership is updated based on the schedule that you define during the
Group Creation Wizard or can be altered using the Group Details window.

e Existing Reporting group criteria cannot be modified. If you want to create
a group with the same name as an existing Reporting group but with
different criteria you will need to first delete the existing group, create a
new device query, then use the Group Creation Wizard to create a new
group with the new criteria.
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6 Operations

The Operations tab allows you to manage infrastructure tasks, view the
status of component services, and perform some patch management tasks.
Additional details are described in the following sections.

¢ Infrastructure Management on page 144
¢ Out of Band Management on page 145

¢ Patch Management on page 149

¢ Usage Management on page 150
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Infrastructure Management

Infrastructure Management operations are described in the following
sections:

Support

Support on page 144

Database Maintenance on page 145

The Support area displays the currently installed license information and also
allows you to generate and download a compressed (zipped) file that contains
configuration files, log files, and operating system information.

See Downloading Log Files on page 144, for details.

These files can then be available for HP Support should they be needed for
troubleshooting.

Downloading Log Files

When working with support, you may be asked to supply log files. Use the link
provided to download and save a compressed file of current server log files.

To download log files

1

g A W N

In the Troubleshooting area, click the link Download Current Server Log
Files. A new window opens.

When the log files are prepared, click Download lodfiles.zip.
When prompted, click Save to store the compressed file on your computer.
Specify a location to store the file and click OK.

The log files are downloaded to your computer and saved in a single ZIP
formatted file.

) Internet Explorer security settings may prevent these files from
being downloaded. HP recommends adding the HPCA console URL
to your trusted sites or modifying your Internet Explorer settings to
not prompt for file downloads.
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Database Maintenance

Out of

Operations

The Database Maintenance area shows all of the devices that have reporting
data stored in HPCA. Use the Maintenance toolbar to clean up reporting data
for devices that may no longer be in your database.

To remove device reporting data

1 In the Maintenance area, select the devices for which you would like to
remove reporting data.

2  Click the Delete Reporting Data % button.
3 The reporting data is removed from your database.

After reporting data are removed for a device, that data are no longer
available when generating any reports.

) If you are deleting reporting data for an actively managed device, to
avoid reporting data discrepancies, you should remove then re-deploy
the Management Agent on that device.

Band Management

Out of Band (OOB) Management is enabled using the Configuration tab. See
Configuration on page 155 for OOB Management settings and Preferences.

For additional information on using OOB Management refer to the HPCA Out
of Band Management User Guide.

The following sections describe the OOB Management tasks available in the
console:

¢ Provisioning and Configuration Information on page 146
e Device Management on page 147

e  Group Management on page 148

e Alert Notifications on page 149
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Provisioning and Configuration Information

Your vPro and DASH devices must be provisioned before you can discover and
manage them. It is possible to provision vPro devices through the HPCA
console if the devices did not automatically become provisioned when
originally connected to the network.

The provisioning of vPro devices through the HPCA console is described in
Provisioning vPro Devices chapter of the HPCA Out of Band Management
User Guide. This option does not appear on the Operations tab under Out of
Band Management if you have selected to manage DASH devices only since it
is not relevant for this type of device.

Refer to the Provisioning vPro Devices chapter of the HPCA Out of Band
Management User Guide for complete details.

DASH Configuration Documentation

It is assumed that you have already provisioned DASH-enabled devices
according to the documentation accompanying the device. DASH
configuration information is documented in the "Broadcom NetXtreme
Gigabit Ethernet Plus NIC" whitepaper. This can be found in the "Manuals
(guides, supplements, addendums, etc)" section for each product that supports
this NIC.

) This information pertains to DASH-enabled devices from
Hewlett-Packard only.

To access this documentation

1 Go to www.hp.com.

2  Select Support and Drivers > See support and troubleshooting
information.

Enter a product that supports this NIC, for example, the dc5850.
Select one of the dc5850 models.
Choose Manuals (guides, supplements, addendums, etc).

Choose the "Broadcom NetXtreme Gigabit Ethernet Plus NIC"
whitepaper.

o U A W
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DASH Configuration Utilities

The DASH Configuration Utility (BMCC application) is part of the Broadcom
NetXtreme Gigabit Ethernet Plus NIC driver softpaq, which is found in the
drivers section for each product that supports this NIC.

To access this utility

1

o 0 AN

Go to www.hp.com.

Select Support and Drivers > Download drivers and software.
Enter a product that supports this NIC, for example, the dc7900.
Select one of the dc7900 models.

Select an operating system.

Scroll to the Driver-network section and select to download the NetXtreme
Gigabit Ethernet Plus NIC driver.

Device Management

Operations

The Device Management area allows you to manage multiple and individual
OOB devices.

On the Operations tab, under Out of Band Management, click Device
Management. The Device Management window opens. From the icons on the
toolbar of the device table, you can perform the following tasks on multiple
devices:

Refresh data

Reload device information

Discover Devices

Power on and off and reboot devices

Subscribe to vPro alerts

Manage common utilities on vPro devices

Deploy System Defense policies to selected vPro devices

Deploy heuristics worm containment information to selected vPro devices
Deploy agent watchdogs to selected vPro devices

Deploy agent software list and system message to selected vPro devices
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Click the hostname link in the device table to manage an individual OOB
device. A management window opens that has several options in its left
navigation pane. The options available are dependent on the type of device
you selected to manage.

Refer to the Device Management chapter of the HPCA Out of Band
Management User Guide for complete details.

Group Management

The Group Management option allows you to manage groups of vPro devices
as defined in the Client Automation software. You can perform OOB
operations on Client Automation groups that contain vPro devices. You can
manage groups of vPro devices to perform various discover, heal, and protect
tasks. These include power management, alert subscription, and deployment
of System Defense policies, agent watchdogs, local agent software lists, and
heuristics.

On the Operations tab, under Out of Band Management, click Group
Management. The Group Management window opens. From the icons on the
toolbar of the group table, you can perform the following tasks on multiple
groups:

e Refresh data

e Reload group information

e Power on and off and reboot groups

e Subscribe to vPro alerts

e Deploy agent software list and system message to selected vPro groups
e Provision vPro device groups

¢ Deploy and undeploy System Defense policies to selected vPro devices
¢ Deploy and undeploy agent watchdogs to selected vPro groups

¢ Deploy and undeploy heuristics worm containment information to selected
vPro groups

To drill down to manage individual devices within a group, click the group
name link under the Description column of the table. The Device Management
window opens displaying a list of devices belonging to the selected group. You
can manage multiple or individual devices within the group. See Managing
Devices.
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Refer to the Group Management chapter of the HPCA Out of Band
Management User Guide for complete details.

Alert Notifications

For vPro devices, you can view the alerts generated by provisioned vPro
devices if you have an alert subscription to the device. Monitoring alert
notifications gives you a good idea of the health of the devices on your
network.

Refer to the Alert Notification chapter of the HPCA Out of Band Management
User Guide for complete details.

Patch Management

Patch Management Operations tasks are described in the following sections:
e  Perform Synchronization on page 149

e View Acquisition History on page 150

Perform Synchronization

Operations

This operation synchronizes the patch information stored in the Patch Libary
with the patch information in the SQL database.

This synchronization occurs automatically after a patch acquisition and in
normal HPCA operations.

However, there may be times when you are directed by customer support to
run the synchronization manually.

You can synchronize the databases manually using the HPCA Core Console.

To synchronize the databases

1 From Operations tab, expand the Patch Management tasks, and click
Perform Synchronization.
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2  Click Submit.

View Acquisition History

Select a patch acquisition status page to view details from previous
acquisitions.

Usage Management

Use the Usage Management section to configure usage collection filters.

Refer to the Application Usage Manager User Guide for more information
about collecting and analyzing usage data using HPCA.

Collection Filters

>»

Use the Collection Filters page to create and manage usage collection filters.

HP Client Automation Standard or HP Client Automation Enterprise is
required to collect application usage data.

Usage collection filters determine what usage data is made available by the
Usage Collection Agent for reporting. When the Usage Collection Agent is
deployed to a device, all usage data for all applications is collected and stored
locally. The usage filters that you create and enable determine which local
usage data is then sent to HPCA.

If a filter is enabled after a Usage Collection Agent has already been deployed,
all of the usage data defined by the filter that was collected and stored locally
is then sent to HPCA for reporting.
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Operations

For example, if the Usage Collection Agent is deployed in May, and a filter is
enabled for Microsoft Word, all usage data for Microsoft Word is sent to HPCA
based on the schedule that you defined. Then, in June you decide to create and
enable a new filter for Microsoft Excel. The next time that usage data is sent
to HPCA, it will include all Excel usage data that was collected and stored
locally from the date the Usage Collection Agent was first installed in May
until the current date in June. Usage will continue to be sent thereafter for
both applications.

Usage data is stored locally on managed devices for 12 months.
For usage collection filter configuration instructions, see:

¢ Configuring Usage Collection Filters on page 151

¢ Defining Usage Criteria on page 152

See the Application Usage Collection Wizard to deploy the Usage Collection
Agent and define a collection schedule.

Configuring Usage Collection Filters

HPCA contains pre-configured collection filters by default. You can use these
filters as models for creating new filters, or you can modify these filters to suit
your needs.

Use the Usage Collection Filter Creation Wizard to create new usage
collection filters. Use the Filter Details window to modify existing filters.

Configuring filters to collect usage data based on wildcard characters can
cause the collection of a large amount of data that can, over time, create
severe reporting performance issues as the database grows in size. HP
strongly recommends that you create filters to collect data only for those
applications that you want usage information for. Avoid collecting usage data
for all applications.

To create a collection filter:

1 On the Collection Filters page, click the Create New Filter ¥ toolbar
button. This launches the Usage Collection Filter Creation Wizard.

2  Follow the steps in the wizard to create and enable the new collection
filter.
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To enable collection filters:

1 In the Filter list, select the filters that you want to enable by clicking the
box to the left of the filter description.

2 Click the Enable Selected ltems () toolbar button.

3 Click OK to enable the selected filters. A status dialog shows you the
result.

4  Click Close to close the status dialog.

To modify an existing filter:

1 In the Filter list, click the filter description link to open the Filter Details
window.

2 In the Filter Criteria area, type the specific filter criteria to use when
collecting usage data. See Defining Usage Criteria on page 152 for help in
determining what criteria to select.

3 Click Save.

Defining Usage Criteria

The Usage Collection Agent uses the file header information within each local
executable file to determine whether that application meets defined filter
criteria. You can use the file header information to determine what criteria to
use when defining a filter.

To determine file header information:

1 Right-click an executable file on your system.
2 Select Properties from the shortcut menu.

3 On the Properties window, click the Version tab.
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NOTEPAD.EXE Properties

Genemll Wersion |C|:|m|:uatibil'rt'_.r | Securty || Summary |

File version:  5.1.2600.2180
Descrption:  Motepad

Copyright: = Microgoft Comporation. All ights reserved.

Cther version infarmatian

ftem name: Value:

Compary MOTEPAD .EXE
File Versian
Intemal Mame
Language

Product Name
Product Yersion

QK ] [ Cancel App

The information contained in the Item name and Value boxes is used by the
Usage Collection Agent to filter the available usage data (with the exception of
the Language and Internal Name items, which are not currently supported).

Be aware that not all executable files support or correctly populate values
stored in the file header.

The following example describes how to create a filter to search for a specific
application.

To filter usage data for notepad.exe:

1 Create a new Usage Filter by launching the Usage Collection Filter
Creation Wizard.
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2 At the Properties step, define the following filter criteria:

3

— Description: Notepad
— Enabled: Yes
— File/Application Name: notepad. exe

Deploy the Usage Collection Agent to one or more managed devices. See
Application Usage Collection Wizard on page 216 for instructions.

Usage data will be sent to HPCA weekly and will include all usage data
for Notepad for all devices that have the Usage Collection Agent installed.
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7 Configuration

The Configuration area allows you to manage user access to the Console,
define and configure infrastructure servers, manage patch acquisition
schedules and settings, manage hardware, and configure ODBC settings.

) The Configuration tab is available only to users that belong to the
Administrator roles group.

Use the links in the navigation area on the left side of the Configuration tab to
access the various configuration options. These options are described in the
following sections:

Core Configuration Options

e Licensing on page 156

e Core Console Access Control on page 157
e Infrastructure Management on page 164
¢ Device Management on page 181

¢ Patch Management on page 184

¢ QOut of Band Management on page 189

¢ OS Management on page 192

e Dashboards on page 195

¢ Usage Management on page 194
Satellite Configuration Options

e Licensing on page 156

e Upstream Host on page 156

e SSL on page 165

e Satellite Console Access Control on page 161
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¢ Configuration on page 163

Data Cache on page 163

OS Management on page 192

Licensing

A functional HPCA environment requires a valid HP-issued license. This area
of the Console stores your license file and displays the license edition (Starter,
Standard, or Enterprise) that is installed. You can use this section to review
and update your HPCA license.

To apply a new license

1 Copy and paste the license information from your new license.nvd file
into the License Data text box.

) When copying the license information from your license file, do
not include the text that precedes the line [MGR_LICENSE]
because this will result in the license information not being
“readable” to the Console.

2 Click Save. Updated license information is displayed after Current License.

Upstream Host

On a Satellite console, use the Configuration tab Upstream Host area to edit
the upstream host server information. The upstream server is the server this
Satellite will synchronize with, as well as fetch information for requests if a
service is disabled or a resource is unavailable. You may use SSL for this
inter-server communication, this requires the upstream server is capable of
receiving SSL requests.
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Access Control

This panel offers different administrative controls depending on whether you
are in the Core or Satellite Console.

) HPCA Starter and Standard license editions do not offer a Satellite
Console.

e Access Control on the Core Console allows HPCA administrators to
configure and manage user access to the Console. See Core Console Access
Control on page 157.

e Access Control on the Satellite Console allows HPCA administrators to
select and configure an authentication method. See Satellite Console
Access Control on page 161.

Core Console Access Control

Configuration

Use the Access Control section to create instances of Console users (see Users
Panel on page 157) with unique, custom IDs and passwords. Then, assign
roles (see Roles Panel on page 160) to the users in order to manage the areas
of that Console that they can access, as well as the administrative tasks for
which they are authorized.

Users Panel

In the Users panel, create user instances and assign a role to each. The role
will determine which areas of the Console each user can access. Users can also
be deleted, and their roles modified.

Management jobs contain a Creator field that displays the user ID under
which the job was used created. It is the user IDs that are created in this area
that will be displayed.

e By default, after installation, one default Console user, admin, exists with
the default password of secret. This “failsafe” user account has full
access to the Console and cannot be deleted.

e HPCA Console users can be either internal or external, as described
below.
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— Internal Users
All users that are created at the Users panel are created as “internal.”
These users can be deleted and updated via the Core Console.

— External Users
In the Enterprise edition, HPCA administrators have the option of
leveraging external directories (such as LDAP and Active Directory) to
add users and configure their access permissions and credentials.
These “external” users cannot be created, deleted, or updated at the
Core Console; an administrator must use the LDAP/AD tools in order
to do so. An HPCA administrator can, however, configure a directory
source for authentication. That source will then appear in the Users
panel and the Source column will reference the directory from which
the user originated.

¢ The currently active user cannot be deleted. If you want to delete the
currently active user, you must log out and log in as a different user. Then
you will have the ability to remove the previously active user.

The following sections detail the administrative tasks that are available at the
Users panel.

To create a Console user

1 Click the Create New User button ﬁc:;l? to launch the User Creation Wizard .

2 Follow the steps in the wizard to add Console users.

) User ID Considerations
User IDs cannot include spaces, slashes (/), or backslashes (\).

e If a space or backslash is included, an “unable to create” error
message will result.

e Ifa slash is included, it will be automatically removed when
the user ID is generated. For example, user ID jdoe/1 would
result in user ID jdoel.

Password Considerations
e Use only ASCII characters when creating passwords.

¢ If you change the password for the current user, you will be
automatically logged out. Log in as the user, but with the new
password.

3 After creating a user, you can:
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— Create another user (return to step 1 of this section).

— Click a user ID to view and change the user’s properties (as described
in the next section).

— Assign a role to a user (as described in the section, Roles Panel on

page 160).

To view and modify user properties

The steps in this section are specific to “internal” users; the properties of
“external” users cannot be modified on the Core Console.

1 Click an internal user’s User ID to view its properties.

2 In the User Properties window, modify the user’s properties, such as the
display name and description, and access the Change Password window.

Click Save to confirm and preserve any changes.
4 You can now:
— Create another user (see step 1 in the previous section).

— Click a different user ID to view and change its properties (return to
step 1 of this section).

— Assign a role to a user (as described in the section, Roles Panel on
page 160).

To remove a Console user

The steps in this section are specific to “internal” users; the properties of
“external” users cannot be modified on the Core Console.

e Select the user IDs from the list and click Delete Users 33

The current user cannot be deleted.

In order to delete this user ID, you must log out and then log in as
a different Administrator to execute the deletion.
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Roles Panel

There are various levels of administrative authority (roles) that can be
assigned to users. Assign a role to a user based on the access- and
management-permissions that you want available to the user. The Console
user roles are:

Administrators: These users have unlimited access to the Core Console,
as well as the ability to perform all administrative functions. This is a
“superset” role; it encompasses all of the functionality and authority of the
Operator and Reporter roles.

Operators: These users can perform management, operational, and
reporting-related tasks in the Core Console. They cannot access the
Configurations tab. This role encompasses the functionality and authority
of the Reporter role.

Reporters: These users’ permissions are restricted to viewing, compiling,
and printing reporting data in the Core Console. Their access is limited to
the Reporting and Dashboards tabs.

) More than one role can be assigned to a user.

Assigning Roles to Users

Roles can be assigned to users in either of two ways in the Console.

In the Roles panel:

a Click a role in the table to invoke the Role Properties window; this
displays a list of the users that have been assigned that role.

b Use the toolbar buttons to add/delete users to/from the role.

In the Users panel:

a Click a user ID in the table to invoke the User Properties window.
b Click the Roles tab.

¢ Use the toolbar buttons to add/delete users to/from the role.
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Satellite Console Access Control

Configuration

The Access Control section of the Satellite Console allows an HPCA
administrator to select a Console-access authentication method (Local
Accounts or Directory Service Accounts) and to configure its settings.

The Summary area of the Access Control section displays the Authentication
Method that is currently enabled. The default (Llocal Accounts) is displayed.

To select and configure an authentication method

1 Click Configure Authentication. The Authentication Wizard opens.

2 In the Set Server Authentication Type area, use the Authentication
Method drop-down to select either:

Local Accounts — This method allows an administrator to set
administrator and operator log-on credentials for the Satellite
Console; these credentials restrict access to various parts of the
Console. This is the default. See the section, To use Local Accounts on
page 161, for configuration information.

Directory Service Accounts — This method allows administrator
authentication using Directory Service Accounts (such as Active
Directory) that are in place in the environment. For configuration
information, see To use Directory Service Accounts on page 162.

3 Click Next to proceed to the Configuration area and specify the settings for
the access method you have chosen.

To use Local Accounts

If you are using Local Accounts to secure access to the Satellite Console,
change the password immediately after installing the Satellite server.

a

Configure Console access for administrators and operators in the
appropriate areas.

— Administrator permissions allow the user to access all areas of the
Console.

— Operator permissions restrict the user’s access to only the
Operations area of the Console.

Click Next.

When the configuration is complete, click Close.
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The next time you log in to the Satellite Console using a Local Account,
use the new password.

To use Directory Service Accounts

An external Directory Service Account can be used to authenticate a user’s
access to the Satellite Console.

a In the Directory Service Settings area, specify the configuration
parameters as described below.

— Directory Host: The hostname or IP address of the external
directory server that will be used for authentication.

— Directory Port: The port that will be used to access the external
directory server. The default is 389.

— Base DN: The base object in your directory at which to start
searching when querying for the users.

For example, dc=europe, dc=acme, dc=com.

— Access Group DN: The Group DN that contains all members
who are entitled to access the Core Console with administrative
rights.

— Directory User ID: A valid user ID that can access the directory
server in order to verify that a person logging on to the Core is a
member of the above-named Group DN. The default is
administrator.

— Directory Password: The password that is associated with the
above-listed user ID.

b  In the Test LDAP Group User area, supply the credentials of a “test
user.

— Username: The user name of an existing Access Group DN user.

— Password: The password that is associated with the above-listed
user name.

¢ Click Next.
d When the configuration is complete, click Close.

Administrators can now sign in to the Satellite Console using their
Directory Service Account credentials.
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Configuration

The Configuration area is available on Satellite Consoles, only.

Configuration services supply “model” and service information to the HPCA
agents, based on their entitlements. The agents connect to the server in order
to obtain this information and to satisfy changes. When this service is
disabled on the Satellite server, HPCA agents will have to use a different
server in order to obtain the requested information. This “fallback server”
designation should be built in to your infrastructure model (as configured in
the CLIENT.SAP Instances of the Configuration Server Database).

e To enable the configuration services, select the Enable check box and click
Save.

Data Cache

Configuration

The Data Cache area is available on Satellite Consoles, only.

Data Cache services control the underlying HPCA cache-management service
that is used to bring down data (such as software, patch, security, and audit)
from an upstream host with which the Satellite is synchronized. This page
allows you to:

e Enable and disable data cache services on this Satellite.

e Set a resource data cache limit, in megabytes.

To configure Data Cache

1 On the Configuration tab, click Data Cache.
2 Set the following options.

— Enable (Box checked) Indicates that data services are enabled for this
Satellite. This is the default and allows HPCA agents that are
connecting to this Satellite to receive their software and patches from
it.
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— Enable (Box unchecked; effectively, Disabled) Indicates that data
services are disabled for this Satellite.

— A synchronization with the upstream host will not bring down to
this Satellite the software and patch data cache.

— Any HPCA agents that connect to this Satellite will have their
data requests passed to the upstream host.

— Set Data cache limit (MB) to set a maximum size (in megabytes) of the
resource cache. The default is 40000 MB.

3 Click Save to implement your changes.

When the Operations tab is refreshed, the status of this service is shown
under Summary.

Infrastructure Management

The Infrastructure Management section allows you to configure various
settings of your HPCA infrastructure. See the following sections for details.

e Proxy Settings on page 164

e SSL on page 165

e Database Settings on page 166

e Satellite Management on page 168

Proxy Settings

The Proxy Settings configuration page is used to specify the settings for proxy
servers that will be used for internet based communication between the HPCA
Core Server and external data sources or recipients.

You can establish separate proxy settings for HTTP and FTP communication.
The HTTP proxy server is used for Patch Manager Acquisitions, HP Live
Network content updates, and Real Simple Syndication (RSS) feeds used by
certain dashboard panes. Without these HTTP proxy settings, for example,
Patch Manager acquisitions will fail and you will not be able to download
bulletins, patches, and related items, such as Windows Update Agent (WUA)
files.
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The FTP proxy server is used by the Patch Manager to perform HP Softpaq
acquisitions.

To configure your proxy seftings:

1 On the Configuration tab, expand the Infrastructure Management area,
and click Proxy Settings.

2  Select the tab for the proxy server that you want to configure: HTTP or FTP
Select the Enable box.
4  Provide the following information for the proxy server.
— Host: network addressable name of the proxy server
— Port: port on which the proxy server listens
— User ID: user ID if the proxy server requires authentication

— Password: password for the proxy user if the proxy server requires
authentication

5 Click Save to implement your changes.

6  Click Close to acknowledge the dialog.

SSL

Enabling SSL protects access to the Core console. With SSL enabled,
transactions made while connected to the console are encrypted.

Use the SSL section to enable SSL, and define server and client certificates.
e SSL Server on page 165
e SSL Client on page 166

SSL Server
The SSL Server certificate is based on the host name of the HPCA server. It

allows your server to accept SSL connections. It should be signed by a well
known certificate authority, such as Verisign.
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To enable and configure SSL for the HPCA Server
1 Select the check box after Enable SSL.

2 Select whether to Use existing certificates or Upload new certificates.
3 Click Save.

SSL Client

The Certificate Authority file contains the signing certificates from trusted
Certificate Authorities. They allow the HPCA server to act as an SSL client
when connecting to other SSL-enabled servers. Your server installation comes
with a default set of trusted authorities that should be sufficient for most
organizations.

To define a CA Certificates File

1 Click Browse to navigate to and select the CA Certificates file.

2  Select whether to append this certificates file to existing certificates, or to
replace the existing certificate with this new file.

3 Click Save.

Database Settings

Use Database Settings to configure the ODBC connections to your SQL
database for the Core server objects.

Prerequisites

The Core database must be created and an ODBC connection defined for it.
Refer to the installation intructions in the product manual for details.

To configure Messaging

1 On the Configuration tab, click Infrastructure Management then Database
Settings.

2  Set the following options.
— ODBC DSN: Select the DSN for the Core database.
— ODBC User ID: Specify the user ID for the DSN.
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— ODBC Password: Specify the password that is associated with the
ODBC user ID.

— Server Host: Specify the name of the server hosting the database.
— Server Port: Specify the server port (default is 1433)
3 Click Save.
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Satellite Management

The Infrastructure Management, Satellite Management area on the
Configuration tab enables you to deploy and manage Satellite Servers from
the HPCA Console. Satellite Servers are used to optimize bandwidth and
increase network performance by providing remote services, including data
caching, for managed devices.

For HPCA Standard and Starter Edititions, only Streamlined (Standard)
deployment mode is available. For more information about deployment modes,
refer to “Satellite Deployment Models” in the HPCA Core and Satellite Getting
Started and Concepts Guide.

There are three steps required to define and configure Satellite Servers:
1 Add devices to the HPCA Satellite Servers group.
See Add a Satellite Server on page 171.

Before you can add a device to the HPCA Satellite Servers group, that
device must have been imported into the HPCA device repository. See
Importing Devices on page 59 for more information.

2 Deploy the Satellite Server component to these devices. This enables
remote services, including data caching, on these devices.

See Deploy the Satellite Server Component on page 172.
3 Create subnet locations, and assign them to Satellite Servers.
See Subnet Locations on page 177.

Managed devices will connect to Satellite Servers based on subnet
assignment. For example, if my device is on subnet 208.77.1.0, and that
subnet is assigned to Satellite Server A, this device will get resources from
Server A before attempting to contact the HPCA Core server.

The Satellite Management area contains two tabs:
e Satellite Servers on page 169
e Subnet Locations on page 177
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Satellite Servers automatically cache all requested data with the exception of
operating system images. They can also be pre-populated with all data on the
HPCA Core Server using the synchronize feature. See Synchronizing Satellite
Servers on page 175 for details.

) You can only define and configure Satellite Servers from the HPCA Core
Server. You cannot do this from another Satellite Server.

Policy resolution is only supported on the HPCA Core Server. It is not
supported on Satellite Servers.

Satellite Servers

You can define Satellite Servers by adding devices to the HPCA Satellite
Servers group and then deploying the Satellite Server component to those
devices. When you are finished adding servers, you must assign a subnet
location to each server. See Subnet Locations on page 177 for additional
information.

The Satellite Servers toolbar contains buttons you can use to define and
configure Satellite Servers in your environment.

Table 18 Satellite Servers Toolbar Buttons

Button |Description

& Refresh Data — Refresh the list of servers.
B Export to CSV — Create a comma-separated list of servers that you

can open or save.

Add Satellite Server(s) — Add devices to the HPCA Satellite Servers
group.

Remove Satellite Server (s) — Remove devices from the HPCA
Satellite Servers group.

Deploy the Satellite Server — Launch the Satellite Deployment
Wizard to install the Satellite Server on the selected devices.

i
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Table 18 Satellite Servers Toolbar Buttons

Button | Description

@ Remove the Satellite Server — Launch the Satellite Removal Wizard
to uninstall the Satellite Server from the selected devices.

Synchronize the selected Satellite Servers service cache —

=) Synchronizes the selected Satellite Server’s service cache with
the HPCA Core Server.
4 Delete Device(s) — Delete devices from the HPCA database.

Satellite Servers are devices that have been added to the HPCA Satellite
Servers device group and have the Satellite Server component installed.

The following sections explain how to define and configure Satellite Servers.

Satellite Server Considerations

When selecting devices to add as Satellite Servers, consider the following:
e The devices should have adequate space to store published services.

e The devices should have a capable, high-speed network card (100 MB or 1
GB data transfer rates).

e The devices should be located on a subnet where you want to localize
download traffic to that network.

Use the toolbar to add and remove devices from the Satellite Servers group.

) The following ports must be excluded if a firewall is enabled on any of the
Satellite Servers that you will be using:

e TCP 139, 445, 3463, 3464, 3465, and 3466

Note that 3466 is the default HPCA port. If you customized this port when
you installed HPCA, be sure that the port you are using is also open.

e UDP 137 and 138

Windows Firewall users can select File and Printer sharing to exclude TCP
ports 139 and 445 and UDP ports 137 and 138.
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Add a Satellite Server

Before you can deploy the Satellite Server component, you must add the
device to the HPCA Satellite Servers device group.

To add a Satellite Server

1 On the Satellite Servers toolbar, click the Add Devices ﬂ toolbar button.

The HPCA Satellite Servers group membership window opens and shows
a list of all devices imported into HPCA.

2 Select one or more devices from the list, and click Add Devices.
3 Click Close to close the dialog box.
4 Click Close to close the Group Membership window.

The devices that you added now appear in the Satellite Servers list.

Remove a Satellite Server

If you no longer want a device to be managed as a Satellite Server, you can
remove that server from the HPCA Satellite Servers device group.

If you remove a device from the HPCA Satellite Servers device group, and
that device has the Satellite Server component installed, it will continue to
operate as a Satellite Server until you explicitly remove the Satellite Server
component. It will also remain a member of the HPCA Satellite Servers
device group. You cannot remove a device from this device group until you
remove the Satellite Server component from that device. See Remove the
Satellite Server Component on page 173.

To remove a server from the HPCA Satellite Servers device group

1 On the Satellite Servers toolbar, select the devices that you want to
remove from the HPCA Satellite Servers device group.

2  Click the Remove Device ﬂ toolbar button.
3 Click Close to close the dialog box.

The devices that you selected are removed from the group.
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Deploy the Satellite Server Component

After you add a device to the HPCA Satellite Servers group, you can deploy
the Satellite Server component to that device. This is required to enable
remote services, including data caching, on that server.

When you deploy the Satellite Server component to a device from the HPCA
Console, the following things happen:

e Using the credentials that you provide, the HPCA Core Server establishes
a connection to the device.

These credentials must provide administrator access to the IPC$ share on
the remote system. If this access level is not available in your
environment, perform a manual installation of the Satellite Server
component instead of deploying through the HPCA Console.

e Ifthe HPCA Management Agent is not yet installed on the device, the
Management Agent is installed.

e The Management Agent downloads the Satellite Server component from
the Core Server and installs it on the device.

e The Management Agent automatically runs the First Time Setup Wizard
on the device and populates the Host Device field with the name of the
Core Server.

e The Satellite Server registers with the Core Server.

You can also install the Satellite Server component manually using your
HPCA installation media. Both manually installed Satellite Servers and
those deployed from the HPCA console register with the HPCA Core Server.

The pertinent CLIENT.SAP and POLICY.USER instances are automatically
managed by this Satellite registration process. If Satellite data changes such
that a SAP/USER change is required, HPCA automatically makes this
change.

The HPCA administrator can disable this automanagement process by
setting the rmp . cf£g option ENABLE_SAP_MANAGEMENT to 0. By default,
this option is on and is not present in rmp.cfg. NOTE: If you disable this
option, the satellite management Ul is rendered inoperable and should no
longer be used.

This is for Advanced Implementations ONLY. Do not change settings in
rmp . cfg unless you are a highly experienced HPCA administrator.
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To deploy the Satellite Server component

1 Select one or more devices from the Satellite Servers list using the check
boxes in the left column.

2  Click Deploy the Satellite Server Q@ toolbar button to launch the Satellite
Server Deployment Wizard.

3 Follow the steps in the wizard to deploy the Satellite Server component to
the selected devices. The Satellite Server is installed to :

System Drive:\Program Files\Hewlett-Packard\HPCA

If you prefer, you can install the Satellite Server manually on each device. You
might choose to do this, for example, to reduce network traffic.

See the HPCA Core and Satellite Getting Started and Concepts Guide for
installation instructions.

If you install the Satellite Server manually, it will appear in the Satellite
Servers list. It will not serve client devices, however, until you assign a subnet
location to it.

Services can be pre-loaded to Satellite Servers using the Synchronize feature.
See Synchronizing Satellite Servers on page 175 for details.

After you have created Satellite Servers, you must define subnet locations and
then assign the Satellite Servers to these locations. See Subnet Locations on
page 177 for details

Remove the Satellite Server Component

If you no longer want a device to function as an HPCA Satellite Server, you
must remove the Satellite Server component from that device.

To remove the Satellite Server component

1 Select devices from the Satellite Servers list using the check boxes in the
left column.

2 Click Remove the Satellite Server :@ toolbar button to launch the Satellite
Server Removal Wizard.

3 Follow the steps in the wizard to remove the Satellite Server component
from the selected devices.
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You can follow the progress of your Satellite Server Removal job under the Job
Management area on the Management tab. After this job completes, the
Satellite Servers list will show that the Satellite Server component is not
installed on this device.

Server Details Window

To access the Server Details window, click any Server name link in the
Satellite Servers list.

From the Server Details window, you can view detailed information about a
Satellite Server and perform various server management tasks.

General

From the General tab, you can view information about the server and perform
tasks such as deploying or configuring the Satellite Server or synchronizing
its service cache.

The Summary area shows the number of subnet locations assigned to the
server and the number of devices connecting to that server for updates. Status
shows whether or not the Satellite Server component is installed and the last
time the server’s service cache was synchronized with the HPCA Server.

Properties

Use the Properties tab to view all available information about the device.
Expand the Advanced Properties section to view additional detailed
information.

Cache

The Cache tab enables you to select the types of services stored in the Satellite
Server’s service cache. See Synchronizing Satellite Servers on page 175 for
additional details.

Subnet Locations

The Subnet Locations tab defines which subnets are assigned to the server.
For details on adding and assigning subnets see Subnet Locations on

page 177.

Devices

The Devices tab displays all devices currently assigned to the server. The list
is based on each device’s last connect and can change if a device’s subnet
changes.
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Reporting

Use the Reporting tab to view the pre-load summary for services. Only
pre-loaded services are displayed. Services cached automatically (after a
device request) are not displayed. For details on each pre-load status, see
Synchronizing Satellite Servers on page 175.

Operations

This tab opens the Operations tab of the HPCA Satellite console for this
Satellite Server. It shows the status and state of the configurable Satellite
services (see Satellite Configuration Options on page 155). It also lists the
basic properties of the server, including the upstream host. From this tab, you
can synchronize the Satellite or flush its cache. You must provide valid HPCA
Console login credentials for this Satellite Server in order to access this tab.

Configuration

This tab enables you to configure a subset of the Satellite Configuration
Options listed on page 155. You must provide valid HPCA Console login
credentials for this Satellite Server in order to access this tab.

Synchronizing Satellite Servers

Each time devices request resources not available on the Satellite Server's
local cache, the data is retrieved from the HPCA Core Server, stored in the
dynamic cache of the Satellite Server, and then provided to the client devices.

A Satellite Server’s service cache can be pre-populated with the data required
by managed devices. Normally, a Satellite Server will automatically cache
data when it is requested by a client device (with the exception of operating
system images). Using the Synchronize feature, you can pre-load a Satellite
Server’s cache with all available data on the HPCA Core Server.

You can select which data to pre-load using the Cache tab in the Server
Details window (after the Satellite Server has been deployed).

) Pre-loading consists of downloading large binary files and therefore may
impact overall network performance. When possible, perform
synchronizations during off-hours when optimal network performance is not a
priority.
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To view the current synchronization status of each server, see the Last
Synchronized column on the Satellite Servers list, or refer to the Summary
section on the General tab in the Server Details window. Last Synchronized
records the last time the synchronize feature was initiated on a server.

After a Satellite Server is first synchronized, a new entry is added to the
Managed Devices report with an HPCA Agent ID of RPS_<DEVICENAME>.
This entry exists specifically to display the preload status of the Satellite
Server services and does not contain detailed hardware information for the
associated device.

Information about the services that have been preloaded or removed from a
Satellite Server can be found under Preloaded Services on the Reporting tab
of the Server Details window for that Satellite Server.

To select which data to preload

1 After the Satellite Server is deployed, click the Server link in the Satellite
Servers list to open the Server Details window.

2 Click the Cache tab.

3 Use the drop-down lists to enable or disable the services that you want to
make available for pre-loading from the HPCA Core Server. By default,
pre-loading is disabled for all services.

4  Click Save to commit your changes.
5 Click Synchronize to pre-load the Satellite Server with available data right

away.

To synchronize Satellite Servers

1 On the Configuration tab, go to the Satellite Management area under
Infrastructure Management.

2 On the Servers tab, select the servers that you want to synchronize.

3 Click the Synchronize the selected Satellite Servers service cache @ toolbar
button to update all selected server’s with the latest data from the HPCA
Server. The specific services pre-loaded to each server depend on the

settings configured on the Cache tab in each server’s Server Details
window.

You can also synchronize a satellite server from the Server Details Window.
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To view a summary of pre-loaded services in a Satellite Server’s cache

Open the Server Details window, and click the Reporting tab.

The Reporting tab displays the pre-loaded services available in the cache and
the status of each.

The Event column describes the current status:

— Update (Preload) — the service was updated during the last cache
synchronization.

— Install (Preload) — the service was pre-loaded successfully (initial
pre-load).

— Uninstall (Preload) — the service was removed from the preload
cache.

— Repair (Preload) — the cache for the service was either missing files
or contained invalid files and was repaired during the last
synchronization.

Only pre-loaded services are displayed in the report. Services stored on an
Satellite Server through the default method (cached automatically when
requested by a managed device) are not displayed.

Subnet Locations

Use the Subnet Locations tab to view existing subnet locations or add new
ones that you can then assign to Satellite Servers. Managed devices will
connect to Satellite Servers based on subnet assignment.

The Subnet Locations toolbar contains buttons you can use to define and
configure subnet locations in your environment.

Table 19 Subnet Locations Toolbar Buttons

Button |Description

& Refresh Data — Refresh the list of locations (subnets).
Export to CSV — Create a comma-separated list of locations that

you can open or save.
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Table 19 Subnet Locations Toolbar Buttons

Button | Description

E Create a New Subnet Location — Launch the Infrastructure Location
= Creation Wizard.

@ Auto-create subnet locations based on Inventory Data — Create a list
of Locations based on inventory data from managed devices.

3@ Delete Location(s) — Delete selected locations.

The Subnet Locations list includes information about each added subnet
location, including the server that was assigned and the number of devices
that exist on that subnet. Click any Subnet Address to open a Subnet Location
Details Window window.

You can create new subnet locations either manually or automatically based
on inventory data stored in HPCA. To obtain the required inventory data, the
HPCA Agent must be deployed.

Create New Subnet Locations

There are two ways to create subnet locations. You can specify subnet
addresses explicitly, or you can generate the locations based on the existing
HPCA inventory data.

To create a new subnet location manually
1  Click Create a New Subnet Location I{;'I toolbar button to launch the Subnet
Location Creation Wizard.

2 Follow the steps in the wizard to create a new subnet location.

To create new Locations based on inventory data

1 Click Auto-create subnet locations based on Inventory Data IE
2  Click OK.
3 Click Close.

The list of subnet locations is updated. This method will create one
location per each new subnet found.
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After a subnet location is added, you can assign a Satellite Server to that
location.

Assign Subnet Locations to a Satellite Server

When you assign a subnet location to a Satellite Server, all the managed client
devices in that subnet will communicate with HPCA through that Satellite
Server.

Until you assign a subnet location to a Satellite Server, any managed clients
on that subnet will communicate directly with the HPCA Core Server.

To assign a subnet location to a Satellite Server

1
2

Click the Servers tab.

Click the server to which you want to assign a subnet location. The Server
Details window opens.

Click the Subnet Locations tab.
Click the Add Subnet Locations EI toolbar button. The Subnet Locations
window opens.

Select the subnet locations to assign to the Satellite Server, and click Add
Locations.

Click Close.

When you are finished adding subnet locations, click Close again to close
the Server Details window.

After you complete these steps, a subnet location is assigned to the Satellite
Server, and any devices connecting within the defined subnet will be routed to
that server for resource needs.

To remove subnet locations assigned to a Satellite Server

1
2

Click the Servers tab.

Click the server for which you want to remove a subnet location. The
Server Details window opens.

Click the Subnet Locations tab.
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4  Select the subnet locations to remove from the list, and click the Remove

Subnet Locations [ toolbar button.
5 Click Close.

6 When you are finished removing subnet locations, click Close again to
close the Server Details window.

Subnet Location Details Window

In the Subnet Locations table, click a Subnet Address to open the Subnet

Location Detail window.

e Use the Properties tab to change the description for this subnet location.
Click Save after making any changes.

e Use the Devices tab to list all devices that are located on this subnet.
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Device Management

Use the Device Management section to configure alert options and Trusted
Platform Module (TPM) settings.

The following sections describe the available device management options:
e Alerting on page 181
e Trusted Platform Module on page 183

Alerting

>»

Configuration

Use the Alerting section to configure CMI and S.M.A.R.T. alerts and reporting
options.

e CMI on page 181
e SM.AR.T on page 182

CMI

The CMI Softpaq is installed to each HP targeted device as part of the HPCA
Agent Deployment. The HP Client Management Interface (CMI) provides
enterprise managers and information technology professionals with an
increased level of management instrumentation for HP business-class
desktops, notebooks, and workstations.

CMI hardware-specific information is captured and available for reporting.
Use the HP Specific Reports Reporting View in the Display Options section of
the Reporting tab to create CMI hardware-related reports. (Select Inventory
Management Reports, Hardware Reports, then HP Specific Reports to view
CMI-related reporting options).

For additional CMI information see:
http:/h20331.www2.hp.com/Hpsub/cache/284014-0-0-225-121.html

Use the CMI tab to modify HP CMI settings. Modified settings take effect the
next time a managed client connects to the HPCA infrastructure.

CMI is compatible with only specific HP device models. Refer to your device
description for compatibility information.
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To configure CMI

1

In the HPCA console click the Configuration tab, then select Device
Management.

2 Click the CMI tab.

3 To report on captured client alerts from managed HP devices, select
Enabled from the Report Client Alerts drop-down list. Alert reporting is
disabled by default. The Minimum Severity to Report drop-down list will
become available after you select Enabled.

4 Select the minimum alert severity to report.

5 To turn on client alerts for managed HP devices, select Enabled from the
Show Client Alerts drop-down list. Alerts are disabled by default. The
Minimum Severity to Display and Alert Window Timeout dialogs will
become available after you select Enabled.

6 Select the minimum alert severity to display on the client device.

7 Type the number of seconds an alert should appear on the client device.
By default, an alert is displayed for five seconds.

8 Click Save.

SSMART.

Self-Monitoring, Analysis, and Reporting Technology (S.M.A.R.T.), is a
monitoring system for computer hard disks that detects and reports on
various indicators of reliability, acting as an early warning system for drive
problems. As part of the Client Automation Management Agent, detection of
these events can be enabled for both display and reporting purposes. Use the
Configuration tab’s Hardware Management area to configure the S.M.A.R.T.
monitoring settings. S.M.A.R.T. monitoring is disabled by default.

To enable and configure S.M.A.R.T. monitoring

1

In the HPCA console click the Configuration tab, then select Hardware
Management.

Click the S.M.A.R.T. tab.

Use the Enable S.M.A.R.T Monitoring drop-down list and select Enabled.
S.M.A.R.T. monitoring is disabled by default.
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4 Use the Display Client Alerts drop-down list to either enable or disable
S.M.A.R.T. client alerts. Alerts are disabled by default. Enabling client
alerts will cause an alert window to appear on managed devices when a
possible drive problem is detected on that device.

5 Use the Report Client Alerts drop-down list to enable or disable S.M.A.R.T.
client alert reporting. When enabled, client alerts are captured and
available for reporting purposes. Reporting is disabled by default.

6 Click Save.

After Enable S.M.A.R.T. Monitoring and Report Client Alerts are enabled, use the
Reporting area of the HPCA console to create S.M.A.R.T. reports. Alert reports
are included in the Inventory Management Reports reporting view. Select
Inventory Management Reports, then Hardware Reports, then Detail Reports to
view the S.M.A.R.T. Alerts report.

Trusted Platform Module

Configuration

Use the TPM tab to configure the Trusted Platform Module chip on compatible
HP devices. Deploy the CCM_TPM_ENABLEMENT service to initialize TPM
ownership and apply these settings. See Deploying Software on page 95 for
software deployment information.

) In order to enable and initialize the TPM security chip, the HP
ProtectTools software must first be installed on the device. Some
device models have this software pre-installed while for others you
will need to either download or purchase the software separately. For
more information, review the HP documentation for your particular
device model.

TPM is a hardware security chip that is installed on the motherboard of an
HP business PC. It is included as part of HP ProtectTools Embedded Security.

For additional information see:

http://h20331.www2.hp.com/hpsub/cache/292199-0-0-225-121.html

To configure TPM

1 In the HPCA console click the Configuration tab, then select Hardware
Management.

2 Click the TPM tab.
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3 Type the BIOS Admin and TPM Owner passwords.
4 Type the Emergency Recovery and Password Reset Tokens.

5 Select the Reboot Settings. After the TPM chip is enabled, the device is
rebooted. This setting determines the level of interaction the end user will
have.

— Accept Only — After reboot, user must accept enablement
— Accept or Reject — After reboot, user can accept or reject enablement
— Silent — User is not prompted to confirm enablement after reboot

6 Type the file paths for Backup Archive, Emergency Recovery Archive, and
TPM Password Reset Archives.

7 Click Save.

Patch Management

Use the Patch Management section to enable patch management and define
ODBC parameters for your patch database. Starter and Standard users can
also use this section to acquire patches and HP Softpaqgs, configure schedules
for patch acquisition, and to define patch acquisition settings.

Refer to Patch Deployment Wizard on page 212 for details on how to deploy
and entitile patches in your environment.

Patch Management options are explained in the following:
e Database Settings on page 184
e Acquisition Jobs on page 185

Database Settings

Patch must be enabled in order for the Patch Management areas of the
Console and patch-acquisition facilities to be available.
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Use the Database Settings area to enable this feature which will start the
Patch Manager service (HPCA Patch Manager) and synchronize the
information stored in the Patch Library with the patch information in the
SQL database

Prerequisite

e The Patch database must be created and an ODBC connection defined for
it. For details, refer to the HPCA Core and Satellite Servers Getting
Started and Concepts Guide.

To enable and configure Patch

1 Select Enable (this will start the HPCA Patch Manager service).
2 In the Patch ODBC Settings area, set the following options.

— ODBC DSN: Select the DSN for the Patch SQL database.

— ODBC User ID: Specify the user ID for the DSN.

— ODBC Password: Specify the password that is associated with the
ODBC user ID.

3 Click Save.

4 If you modified Patch ODBC Settings, follow the prompts to restart the
Patch Manager Service.

Acquisition Jobs

Use the Acquisition Jobs section to configure patch acquisition schedules and
settings.

Use the Schedule tab to acquire patches or to configure a patch acquisition
schedule.

To ensure efficient acquisition of the latest available patches, we recommend
configuring your Patch Acquisition Schedule to run during off-peak hours and
no more than once daily.
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Current Schedule shows the currently configured patch acquisition schedule.

To acquire patches

e Click Acquire Patches Now to acquire patches based on the current Patch
Acquisition settings. Patches are downloaded and stored in the Patch
Library.

e View acquired patches in the Patch Management, Patches tab.

To configure the patch acquisition schedule

1 Use the tools provided to set the acquisition schedule.

— Run: Select whether to discover patches based on an interval hours,
days, or weeks.

— Interval: Select the specific interval (hours, days, or weeks).

— Starting on: Use the drop-down lists to select the date patch
compliance should be discovered.

— Current Server Time displays the current time of the HPCA server.
2 When finished, click Save to commit your changes.
The new schedule is displayed after Current Schedule.

Use the Settings tab to configure the acquisition settings for the Windows
patches and HP Softpags you want to acquire. Patches are acquired from HP
and Microsoft sources and Softpaqs are acquired by leveraging HP Instant
Support technologies.

Required fields are marked with an asterisk (¥).

To configure patch acquisition settings

1 Complete the Microsoft Bulletins area.

— In the Enabled drop-down list, select Yes to acquire Microsoft
Bulletins.

— In the Bulletins to Ac