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Welcome to This Guide

This guide describes how to deploy and maintain Microsoft SQL Server and
Oracle Server databases for use with HP Universal CMDB.

This chapter includes:

» How This Guide Is Organized on page 9
» Who Should Read This Guide on page 10

» Getting More Information on page 10

How This Guide Is Organized

Part |

Part Il

Part Il

The guide contains the following parts:

Introducing the Database Environment
Describes the types of databases used with HP Universal CMDB.

Deploying and Maintaining the Microsoft SQL Server Database

Describes how to install and configure Microsoft SQL Server 2000/2005,
how to create and configure databases on Microsoft SQL Server 2000/2005,
and how to maintain databases.

Deploying and Maintaining the Oracle Server Database

Describes how to install Oracle Server, how to create and configure
databases on Oracle Server, how to set up the HP Universal CMDB database
environment for Oracle, how to configure the Oracle Client, and how to
maintain databases.



Welcome to This Guide

Part IV Appendixes

Describes the HP Universal CMDB database scripts and the procedure for
verifying your database schema.

Who Should Read This Guide

This guide is intended for the following users of HP Universal CMDB:
» HP Universal CMDB administrators
» Database administrators

Readers of this guide should be knowledgeable and highly skilled in
database administration.

Getting More Information

For a complete list of all online documentation included with HP Universal
CMDB, additional online resources, information on acquiring
documentation updates, and typographical conventions used in this guide,
see the HP Universal CMDB Deployment Guide PDF.
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Introduction to Preparing the Database
Environment

This chapter contains information on the types of databases used with
HP Universal CMDB.
This chapter includes:

» Databases in Use - Overview on page 13

» HP Universal CMDB Sizing on page 14

» Hardware Sizing on page 15

Databases in Use - Overview
To work with HP Universal CMDB, you must set up the following databases:

» CMDB. For storage of configuration information that is gathered from the
various HP Universal CMDB and third-party applications and tools. This
information is used when building HP Universal CMDB views.

» CMDB History database. For storage of changes, over time, of the CMDB
configuration items (CIs). Users can view CI changes as well as view
snapshots.

» CMDB Foundations database. For storage of information on various
application components such as Infrastructure Settings data. It also includes
information on which service is running on which server.

You can set up CMDB, CMDB history, and CMDB Foundations databases on

either a Microsoft SQL Server or an Oracle Server, depending on the type of
database server used in your organization.

13



Chapter 1 e Introduction to Preparing the Database Environment

If you are working with a Microsoft SQL Server database, refer to Part II,
“Deploying and Maintaining the Microsoft SQL Server Database.”

If you are working with an Oracle Server database, refer to Part III,
“Deploying and Maintaining the Oracle Server Database.”

The appendixes contain additional information that is pertinent to both
Microsoft SQL Server and Oracle Server databases.

Note:

» If HP Universal CMDB is installed on a Solaris platform, the databases
must be set up on an Oracle Server.

» Database servers must be set to the same time zone, daylight savings
settings and time as the HP Universal CMDB servers.

» For details on working in a non-English language HP Universal CMDB
environment, see “Working in Non-English Locales” in Reference
Information.

HP Universal CMDB Sizing

14

HP Universal CMDB database configuration requirements are dependent on
the amount of data generated by HP Universal CMDB. A small HP Universal
CMDB deployment requires a database that can hold about 100,000 CMDB
objects and links. A large HP Universal CMDB deployment requires a
database containing one million or more CMDB objects and links.
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Hardware Sizing

The following table describes the hardware (CPU and memory)
requirements recommended for the HP Universal CMDB Oracle or Microsoft

SQL database server:

Deployment Number of Processors | Physical Memory
Standard 1 dual core Minimum: 2G RAM
Recommended: 4G RAM
Large Minimum 2 dual core | Minimum: 4G RAM
or 1 quad core Recommended: 8G RAM

For Microsoft SQL software sizing requirements, see “Software
Requirements” on page 21.

For Oracle software sizing requirements, see “Software Requirements” on

page 121.
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2

Overview of Microsoft SQL Server
Deployment

You can set up CMDB, CMDB history, and Foundations databases on
Microsoft SQL Server. This chapter describes the following topics related to
deploying Microsoft SQL Servers for use with HP Universal CMDB:
This chapter includes:

> About Microsoft SQL Server Deployment on page 19

» System Requirements on page 20

About Microsoft SQL Server Deployment

To deploy Microsoft SQL Server for use with HP Universal CMDB, you must
perform the following procedures:

> Install and configure Microsoft SQL Server.

For details on installing and configuring Microsoft SQL Server 2000, see
“Installing and Configuring Microsoft SQL Server 2000” on page 23.

For details on installing and configuring Microsoft SQL Server 2005, see
“Installing and Configuring Microsoft SQL Server 2005” on page 37.

> Create databases on Microsoft SQL Server to store CMDB, CMDB history,
and Foundations data.

For details on creating Microsoft SQL 2000 database, see “Creating and
Configuring Microsoft SQL Server 2000 Databases” on page 63.

For details on creating Microsoft SQL 2005 database, see “Creating and
Configuring Microsoft SQL Server 2005 Databases” on page 75.

19



Chapter 2 » Overview of Microsoft SQL Server Deployment

Note: You can allow HP Universal CMDB to create databases for you, or you
can create databases yourself using the CREATE DATABASE statement or
Microsoft SQL Server management tools.

Information is provided in this section for both recommended and
supported Microsoft SQL Server environments. HP Universal CMDB
recommendation indicates that HP quality assurance personnel have
rigorously tested the recommended environment/option. A supported
environment or option means that HP quality assurance personnel have
successfully performed basic tests on the environment/option.

System Requirements

20

This section describes the system requirements for working with Microsoft
SQL Server in conjunction with HP Universal CMDB.

This section includes the following topics:

» “Hardware Requirements” on page 20

> “Software Requirements” on page 21

Hardware Requirements

For HP Universal CMDB hardware sizing guidelines, see “Hardware Sizing”
on page 15.
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Software Requirements

The following table describes the Microsoft SQL Server matrix that is
supported and certified for working with HP Universal CMDB:

Support Database Release Operating | Microsoft Data
Level System Access
Components
(MDAC) on
HP Universal
CMDB servers
Version BIT Set Service
Pack
Certified | Microsoft 32 BIT Service Windows 2.8 SP1 Refresh
SQL Server Pack 2 2003 — Installed
2005 Enterprise | automatically
Enterprise Edition with your
Edition Service HP Universal
Pack 2 CMDB server
installation.
Microsoft 64 BIT Service Windows
SQL Server Pack 2 2003
2005 Enterprise
Enterprise Edition
Edition Service
Pack 2
Supported | Microsoft 32 BIT Service Windows 2.5;2.52; 2.61;
SQL Server Pack 4 2000 2.62;
2000 Enterprise | 2.7 SP1 Refresh
Enterprise Edition
Edition Service
Pack 2

21



Chapter 2 » Overview of Microsoft SQL Server Deployment

Note: To check which version of MDAC is installed on your machine,
download and run the component checker tool from:
http://www.microsoft.com/downloads/details.aspx?FamilylD=8f0a8df6-
4a21-4b43-bf53-14332ef092c9&displaylang=en.

22



3

Installing and Configuring Microsoft SQL

Server

2000

This chapter contains information on the Microsoft SQL Server 2000
installation procedure and configuration settings.

This chapter includes:

» Installing Microsoft SQL Server on page 23

» Configuring Microsoft SQL Server on page 32

Installing Microsoft SQL Server

You install Microsoft SQL Server by running setupsql.exe from the <MS SQL
Server root directory>\x86\setup directory. Although the installation
process is not difficult, it is important that you familiarize yourself with all
of the installation details so that you select the appropriate options. Note
that selecting the default options, in some cases, may negatively affect the
Microsoft SQL Server’s performance.

The following sections describe the dialog boxes to which you should pay
particular attention during the installation process:

Instance Name Dialog Box
Setup Type Dialog Box

Select Components Dialog Box
Services Accounts Dialog Box

Authentication Mode Dialog Box

23



Chapter 3 ¢ Installing and Configuring Microsoft SQL Server 2000

» Collation Settings Dialog Box

» Network Libraries Dialog Box

Instance Name Dialog Box

You can install multiple instances of Microsoft SQL Server 2000 on the same
machine. Each instance has its own Microsoft SQL Server and Microsoft SQL
Agent services, and is completely independent of the other instances.

You can install only one instance as the default instance. All the other
instances must be installed as named instances, the names of which you
provide during the installation process. You access a default instance by
specifying the server name or IP address, and a named instance by
specifying the server name or IP address followed by \<instance_name>, for
example, server1\inst1.

Instance Name E
[v Default
Far a default installation, leave Default checked and
click Next.

Tainztall or maintain a named instance of SOL
Server on thiz computer clear the Default checkbox
and type or zelect an instance name.

A new name must be 16 characters or less and
ghould ztart with a letter or other acceptable
character. For more information, click Help.

|mstance name:

Help | < Back I Mest > I Cancel

24



Chapter 3 e Installing and Configuring Microsoft SQL Server 2000

Setup Type Dialog Box

In the Setup Type dialog box, you must select the Custom option. If you do
not select this option, you cannot view the Component Selection, Collation
Settings, and Network Libraries dialog boxes, in which you must change
certain default options that are not appropriate for working with Microsoft
SQL Server in conjunction with HP Universal CMDB.

Setup Type
Click the type of Setup you prefer, then click Nest.

" Tupical Installed with the most common options. Recommended for most users.

© Minimum Installed with minimumn required options.

‘fou may chooze the options pou want to install. Recommended far
advanced users.

Destination Falder

Program Files Browse. .. | C:“Program Files\Microsoft SQL Server
D ata Files Browse... | C:\Program FileshMicrozoft SOL Server

Required: Aailable:
Space on program files drive:; 24FEI K 11181254 K
Space on system drive: 132168 K. 11181254 K.
Space on data files drive: 34432 K 11181254 K

Help I < Back I MNest » I Cancel I

Under Destination Folder, you set the Program Files directory in which
Microsoft SQL Server executables are stored, and the Data Files directory, in
which system databases, and user databases for which a file location is not
specified, are stored. Note that these settings cannot be changed later on.
Although you can relocate tempdb files (using the ALTER DATABASE
tempdb MODIFY FILE command) and user database files (detach, move,
attach) at a later stage, you cannot move master, msdb, and model files.
Even though these system databases are fairly small, they are essential for
the operation of Microsoft SQL Server. Ensure that the Data Files directory is
stored on a fault-tolerant disk system, for example, RAID 1.

25
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Select Components Dialog Box

In the Select Components dialog box, ensure that the Full-Text Search check

box is not selected. HP Universal CMDB does not require this indexing
service.

Select Components

Select or clear the components to install / remove.
Components: Sub-Components:

Server Component 7 | ~ SOL Server 10776 K
Management Tools 25433 K Fieplication 5 upport E714K
Client Connechivity 2E8 K arch
Books Online 30TZK Debug Symbols 12419 K
Development Tools 253K LI Perfarmance Counters a2k

Dezcription

Installs the Full-text search engine which extends the ability to search on character columng
bepond basic equality and LIKE operators.

Requirad: Liwailable:
Space on program files drive : JERT K 11181254 K
Space on spstem drive: 107945 K. 11181254 K
Space on data files drive: 432 K 11181254 K

Help < Back I Next » I Cancel
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Services Accounts Dialog Box

In the Services Accounts dialog box, you select the services and enter the
appropriate service settings for your Microsoft SQL Server. If you want the
Microsoft SQL Server service (MSSQLServer) to perform activities outside the
local machine—for example, backing up files to a shared network
directory—select Use a Domain User account and specify the user name,
password, and domain of a user that is a member of the local machine’s
administrator group, and that has the appropriate permissions for network
resources. If all Microsoft SQL Server activities are limited to the local
machine, select Use the Local System account, which provides
administrative privileges to the Microsoft SQL Server service for the local
machine only.

Services Accounts E

& Use the zame account for each service, Auto start SOL Server Service.

7 Customize the settings for each service,

—Semices———— [~ Service Setting:

£ 501 Server % Use the Local Systemn account

€ SOL Serverfgent
g " Use a Domain Uszer account

Usernarne: Iitzikh
Password: I
Domair: IMEHEUHY

™ Auto Start Service

Help | < Back I Mest > I Cancel |

Similarly, if you want the Microsoft SQL Server Agent service
(SQLServerAgent) to perform activities that require permissions outside the
local machine (for example, replication with other servers, ActiveX script
job steps, or CmdExec job steps), select Use a Domain User account and
specify the user name, password, and domain of a user that is a member of
the local machine’s administrator group. If all Microsoft SQL Server Agent
activities are limited to the local machine, select Use the Local System
account.

27
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Authentication Mode Dialog Box

In the Authentication Mode dialog box, you select the type of
authentication you want Microsoft SQL Server to use. HP Universal CMDB
works with both Windows authentication and Microsoft SQL Server
authentication (recommended). To enable Microsoft SQL Server
authentication, select Mixed Mode and provide a complex password for the
sa login.

Authentication Mode
Choose the authentication mode.

7 windows Authertication Mods

& Mixed Mode [Windows Authentication and SOL Server Authentication)

Add password for the za login:

Enter passward: I xxxxxxxx

Confirm pazsword: I xxxxxxx 7]

[~ Blank Password [not recormmended)

Help < Back I Mext > I Cancel

Note: To enhance the security of your Microsoft SQL Server, it is important
to enter a password.

The sa user has system administrator privileges and can therefore perform
all actions within the Microsoft SQL Server. Similarly, the sa user can
perform all operating system/network actions in the context of the
MSSQLServer service account, by using the xp_cmdshell extended
procedure.
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Collation Settings Dialog Box

In the Collation Settings dialog box, you set the language, sort order, and
sensitivity of character data types.

Select one of the following two options:

Windows Locale. Select this option only if you do not need to create
backward compatibility with previous versions of Microsoft SQL Server (for
example, for replication purposes). If you select this option, set the
following for HP Universal CMDB certification:

» Collation Designator. The language for regular character data types (char,
varchar, text). Select the default option, Latin1_General, to support
English or select a different language if you plan to store non-English
data in your database. The selected language should match the language
of the Windows operating system.

» Sort Order. HP Universal CMDB does not support binary sort order and
case sensitivity with Microsoft SQL Server 2000. The binary check box
should be cleared. Accent, kana and width sensitivity can be selected
according to the relevant data language requirements.

SQL Collations. Select this option if the current version of Microsoft SQL
Server must be compatible with previous versions, for example, if you are
replicating data between servers.

Collation Settings

~ Windows Local

Change the default settings only if you must match the collation of anather instance of
SOL Server or the Windows locale of another computer,

Sort order
I Binany
I Case sensitive

W accent sensitive

Latinl_General LI

™ Kana sensitive

™ width sensitive

™ SOL Colations [Uzed for compatibility with previous versions of SEL Server],

Binary order. far use with the 437 [U.5. English) Character Set 3

Dictionary order. case-sensitive, for uze with the 437 [U.5. English) Character Set.

Dictionary order. case-insengitive. for use with the 437 [U.5. English] Character Set.

o Gl GRS e [0 B S50 L, Be] O et o |
»

i e

Help | < Back I Hext > I Cancel |

29
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The above settings affect only the system databases and serve as the default
settings for user databases. Databases can have different collation settings
from the server’s default settings, and a table column can have different
collation settings from the database’s default settings. Because of the
flexibility in collation management in Microsoft SQL Server 2000, you can
restore or attach a database that has different collation settings.

Important: Changing any of the above settings requires scripting all system
objects and routines (logins, user defined system messages, master stored
procedures, and so forth), reinstalling Microsoft SQL Server (or running the
RebuildM.exe utility) with the new settings, recreating all system objects
from the saved scripts, and attaching the user databases. It is therefore
recommended that you select the appropriate options during the
installation process.




Chapter 3 e Installing and Configuring Microsoft SQL Server 2000

Network Libraries Dialog Box

In the Network Libraries dialog box, you set the session level protocol by
which Microsoft SQL Server listens to client connections.

By default, Microsoft SQL Server listens to client connections via both
Named Pipes and TCP/IP, which are both supported by HP Universal CMDB.
For HP Universal CMDB certification, however, you should select the TCP/IP
Sockets option only.

Select the network libraries to use when connecting to the server.

¥ Wamed Pipes ™ WwiLink ISP
MNamed Pipe name: Service address:
I\\.\pipe\sql\query I

¥ ICPAR Sackets I” &ppleTalk ADSP
Part number: [0 bject name:
[1433 |
Proxy address: ™| Banyan YINES

I SteetT alk service name;

] Tulti-Pratocol I
™| Enatile MulitFratocol encrption

Help | < Back I Mest » I Cancel |

You can configure the client machine to connect to Microsoft SQL Server
using both TCP/IP and Named Pipes. However, for HP Universal CMDB
certification, you should configure the client machine to connect to
Microsoft SQL Server using TCP/IP only.

Note: All network libraries support Windows authentication and SSL data
encryption.
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Configuring Microsoft SQL Server

32

This section describes the service and server options you can configure once
you have installed Microsoft SQL Server:

» “Service Configuration Options” on page 32

> “Server Configuration Options” on page 32

Service Configuration Options

If you installed Full-Text Search, ensure that it is disabled (locate the service
in the Services applet using Microsoft Search) so that no resources are
unnecessarily wasted.

Unless you are using distributed transactions, ensure that the Distributed
Transactions Coordinator service is also disabled or set to manual mode.

Similarly, ensure that all unnecessary services are not set to automatic
startup mode.

Server Configuration Options

Most server configuration options are dynamically configured by Microsoft
SQL Server (usually set to 0). For HP Universal CMDB certification, you
should not change the default options unless you are instructed to do so by
HP Software Support.

There are specific situations in which you may want to change the default
settings. You can change these settings in the sp_configure stored procedure,
or in the various dialog boxes in Microsoft SQL Server Enterprise Manager
(mainly the Server Properties dialog box).
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The following table describes the configuration options available in
Microsoft SQL 2000, their default settings, and the settings required for
HP Universal CMDB certification:

Configuration Option Default HP Universal CMDB Certification
in Microsoft SQL Server 2000

affinity mask 0 Default

allow updates 0 Default

awe enabled (Enterprise Edition) | O Default, unless the server needs
to access 4 to 64 GB of memory

c2 audit mode 0 Default

cost threshold for parallelism S Default

cursor threshold -1 Default

default full-text language 1033 Default

default language 0 Default

fill factor 0 Default

index create memory 0 Default

lightweight pooling 0 Default

locks 0 Default

max async 1O 32 N/A

max degree of parallelism 0 Default

max server memory 2,147,483,647 | Default

max text repl size 65,536 Default

max worker threads 255 Default

media retention 0 Default

min memory per query 1024 Default

min server memory 0 Default

Using Nested Triggers 1 Default

33
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Configuration Option Default HP Universal CMDB Certification
in Microsoft SQL Server 2000

network packet size 4096 Default

open objects 0 Default

priority boost 0 Default

query governor cost limit 0 Default

query wait -1 Default

recovery interval 0 Default

remote access 1 Default

remote login timeout 20 Default

remote proc trans 0 Default

remote query timeout 600 Default

scan for startup procs 0 Default

set working set size 0 Default

show advanced options 0 Default

spin counter 0, 10,000 N/A

time slice 100 N/A

two digit year cutoff 2049 Default

user connections 0 Default

user options 0 Default

You can view all of the above configuration options by running the

following:

EXEC sp_configure 'show advanced options', 1

reconfigure with override

To view the current values for each of the options, run: EXEC sp_configure
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For large installations, you may need to set the awe enabled option. For
more information, see Chapter 10, “Microsoft SQL Server Sizing
Guidelines.”

Note: It is strongly recommended that no significant processes other than a
single Microsoft SQL Server installation be installed on the server that hosts
the HP Universal CMDB databases. When Microsoft SQL Server is the sole
significant process on the machine, you should not change the default
memory settings. You should allow the Microsoft SQL Server to manage
memory dynamically (except when you configure awe enabled support).

To reconfigure an option, run EXEC sp_configure '<option>', <value>. Note
that some options take effect after running reconfigure with override, while
others require restarting the MSSQLServer service.
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Installing and Configuring Microsoft SQL
Server 2005

This chapter contains information on the Microsoft SQL Server 2005
installation procedure and configuration settings.
This chapter includes:

» Workflow for Microsoft SQL Server 2005 Deployment on page 37

» Installation Prerequisites on page 39

» Notes and Limitations on page 41

» Checklist for Support and Certification on page 41

» Installing Microsoft SQL Server 2005 on page 42

» Configuring Microsoft SQL Server 2005 on page 49

» Verifying and Modifying Server and Database Settings on page 51

Workflow for Microsoft SQL Server 2005 Deployment

To deploy Microsoft SQL Server 2005 for use with HP Universal CMDB,
perform the following steps:

1 Review Microsoft SQL Server sizing guidelines
For details, see “Microsoft SQL Server Sizing Guidelines” on page 113.
2 Review installation prerequisites

For details, see “Installation Prerequisites” on page 39.
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3

Review server and database checklists

These checklists summarize the server and database configuration options
supported and recommended for HP Universal CMDB.

For details, see “Checklist for Support and Certification” on page 41.
Install Microsoft SQL Server 2005 Enterprise edition

For details, see “Installing Microsoft SQL Server 2005” on page 42.
Configure Microsoft SQL Server 2005

For details, see “Configuring Microsoft SQL Server 2005” on page 49.

Create CMDB, CMDB History, and Foundations databases on Microsoft SQL
Server 2005

For details, see “Creating Databases” on page 75.

Configure CMDB, CMDB History, and Foundations databases
For details, see “Configuring Databases” on page 81.

Verify Microsoft SQL Server 2005 and databases

For details, see “Verifying and Modifying Server and Database Settings” on
page S1.

Set up Windows authentication

For details, see “Using Windows Authentication to Access Microsoft SQL
Server Databases” on page 59. This step is only relevant if you have selected
Windows authentication instead of SQL Server authentication.



Chapter 4 ¢ Installing and Configuring Microsoft SQL Server 2005

Installation Prerequisites

The following prerequisites must be met before installing Microsoft SQL

Server 2005:

» Software

Software

Version Needed

Microsoft Windows Installer

3.1 or later

Microsoft Data Access Components (MDAC)

2.8, SP1 or later

Note: To check which version of MDAC is installed on your machine,
download and run the component checker tool from the Microsoft site
(http://www.microsoft.com/downloads/details.aspx?FamilylD=8f0a8df6-
4a21-4b43-bf53-14332ef092c9&displaylang=en).

> Operating System

SQL Server 2005, | Operating System Service
Enterprise Edition Pack
Needed
32-bit Windows 2000 Server SP4
Windows 2000 Advanced Server SP4
Windows 2003 Server SP1
Windows 2003 Enterprise Edition SP1
64-bit Windows 2003 64-bit X64 Standard Edition SP1
Windows 2003 64-bit X64 Enterprise Edition SP1

> Free disk space

There must be at least 1.4 GB free space on the operating system drive. This
amount of disk space is needed during the installation. Most of this space is

released when the installation is finished.
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» Database file placement

For improved performance, it is recommended to spread out the databases
(CMDB, CMDB History, Foundations) among several disks or raid systems.

Memory
There must be at least 1 GB of RAM.
Backup

If you are already have an instance of SQL Server on the computer where
SQL Server 2005 is to be installed, back up your current installation of SQL
Server.

User Accounts

» If you plan to perform activities outside the local machine (such as file
copying to or from different servers, backing up to a shared remote
repository, and so forth), you must have a domain account available for
Microsoft SQL Server 2005 services.

» If you want to install HP Universal CMDB using the installation wizard,
you must provide a user account that has database creator privileges. If
you are going to create databases manually, supply HP Universal CMDB
with a user account that is a part of db_datareader, db_datawriter and
db_ddladmin in each HP Universal CMDB database.

Miscellaneous

» Verify that the disk where Microsoft SQL Server 2005 is to be installed is
not compressed.

» Disable antivirus software and any other applications that may interfere
while installing Microsoft SQL Server 2005.



Chapter 4 ¢ Installing and Configuring Microsoft SQL Server 2005

Notes and Limitations

» If you already have Microsoft SQL 2000 installed as the default instance on
the machine that you want to install Microsoft SQL 20035, you can not
install Microsoft SQL 2005 as a default instance but only as a named
instance.

You can install only one instance as the default instance.

» It is strongly recommended that no significant processes other than a single
Microsoft SQL Server installation be installed on the server that hosts the
HP Universal CMDB databases.

When Microsoft SQL Server is the sole significant process on the machine,
do not change the default memory settings. Allow the Microsoft SQL Server
to manage memory dynamically, except when you configure awe enabled
support.

» Microsoft SQL Server 2005 64-bit versions include support for extended
systems, also known as Windows on Windows (WOW64). WOW64 is a
feature of 64-bit editions of Microsoft Windows that allows 32-bit
applications to execute natively in 32-bit mode.

Applications function in 32-bit mode even though the underlying operating
system is running on the 64-bit platform.

Checklist for Support and Certification

The following checklist summarizes the server and database configuration
options that are supported and certified for working with HP Universal

CMDB:
Subject Microsoft SQL Server 2005
Supported Recommended
Instances Default, Single
Authentication Mode Mixed
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Subject Microsoft SQL Server 2005
Supported Recommended
Collation Case-Insensitive. Use the Collation Settings

HP Universal CMDB does
not support binary sort
order and case sensitivity.
Only case-insensitive
order with a combination
of accent, kana, or width
settings is supported.

dialog box to select the
collation. Do not select
the binary check box.
Accent, kana, and width
sensitivity should be
selected according to the
relevant data language
requirements.

Network Libraries

Server: TCP/IP and
Named Pipes

Client: TCP/IP and
Named Pipes

Server: TCP/IP
Client: TCP/IP

Server Configuration Options

Defaults, unless instructed

otherwise

Data File Properties

Manual file growth, or
FILEGROWTH less than
or equal to 100 MB

FILEGROWTH: ~30-100
MB

Collation Database Property

Server default

Database Options

Defaults, unless instructed

otherwise

Recovery Model

Any

Full

Installing Microsoft SQL Server 2005

Although the installation process is not difficult, it is important that you
tamiliarize yourself with all of the installation details so that you select the

42

appropriate options.

Selecting the default options may, in some cases, negatively affect the
Microsoft SQL Server’s performance.

To install Microsoft SQL Server 2005:

1 Run <MS SQL Server root directory>\x86\setup\setup.exe setup utility.
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2 The End User License Agreement dialog box opens. Read the agreement and
select | accept the licensing terms and conditions check box if you agree to
the terms. Click Next.

If you do not agree to the licensing terms, the installation process exits.

3 The Installing Prerequisites dialog box opens. If needed, the setup utility
installs the following:

» Microsoft Windows .NET Framework 2.0
» Microsoft SQL Server Native Client
» Microsoft SQL Server setup support files
4 The setup utility checks the system configuration.

In the status column you should see only Success or Warning status.There
should be no Failure status. If any items have Warning status, click in the
message column to see the cause.

1§ Microsoft SQL Server 2005 Setup JES |

System Configuration Check
“Wwiait while the system is checked for potential installation
problems.

14 Total 0 Emor
| @ Success 13 Success 1 Warning
Dietails:
| Action | Status I Message u
@ IS Feature Requirernent Success
@ Pending Reboot Requirement Success
@  Perfomance Monitor Counter Require. Success
4y Default Installation Path Permission Re...  warning Messages...
@ Intemet Explorer Requirerent Success
@ COM Plus Catalog Requirement Success
@ ASPNet Version Registration Require. Success
@ Minimum MDAC Yersion Requirement Success
Fite v | Siop | Bepot  w |

If necessary, correct any problems and rerun the setup utility.

Click Next to continue.

5 The Registration Information dialog box opens. The Product Key is
automatically taken from the operating system. Accept the default
information and click Next.
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6 The Components to Install dialog box opens. Select the following check
boxes:

> SQL Server Database Services
» Workstation components, Books Online and development tools
Click Advanced.

7 The Feature Selection dialog box opens and displays the features that you
selected. A red X marks features that were not selected.

i'é“ Microsoft SOL Server 2005 Setup ﬁl

Feature Selection
Select the program Features you want installed.

Click an icon in the Following list to change how a Feature is installed.

- Feature description ————————————
Installs the SOL Server database
engine and tools For managing
relational and xML data, Replication,
and Full-Text Search.

- Dot sbase Services
<= ~ | Data Files
= - | Replication

- M~ | Full-Text Search
=3 - | Shared Tools
Analysis Services
Reporting Services
Maotification Services

This feature requites 253 ME on your

Integration Services hard drive. It has 4 of 4 subfeatures
= Client Components selected. The subfeatures require 129
L =3+ | Connectivity Components ME on your hard drive.
H = PN ~
4| i »

i~ Installation path

D\MSSOL200SY, Browse. ..
Disk Cost...

Help < Back | Mext = I Cancel I

8 Under Database Services, do the following:

a remove Full Text Search from the list since HP Universal CMDB does not
use this indexing search feature

b set the directory where data files, executables, and user and system
database files are stored
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Important: The installation path of each of the chosen features (Database

Services, Client Components, and Documentation) must be different than
the path of the system databases. For example, the directory for Microsoft
SQL server executables must not be the directory where the Microsoft SQL
system databases are stored.

These settings cannot be changed later on. At a later stage you can relocate
tempdb files (using the ALTER DATABASE <tempdb> MODIFY FILE
command) and user database files (using the detach, move, attach
commands), but you cannot move master, msdb, and model files. Although
these system database files are small, they are essential to Microsoft SQL
Server. It is recommended to store these files on a fault-tolerant disk.

¢ Under Destination Folder, do the following:

> Set the Program Files directory where Microsoft SQL Server executables
are stored

» Set the Data Files directory where system databases and user databases
that do not have a specified file location are stored.

Be sure that the Data Files directory is stored on a fault-tolerant disk
system, for example, RAID 1. Even though these system databases are
fairly small, they are essential for the operation of Microsoft SQL
Server.

d Click Next.

The Instance Name dialog opens. You can install multiple instances of
Microsoft SQL Server 2005 on the same machine. Each instance is
completely independent of the other instances. There can be only one
instance named as the default instance. All other instances must be installed
as named instances. For details on named instances, see “Port Allocation
Options for Named Instances” on page 53.

You access a default instance by specifying the server name or IP address.

Click Next.
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10 The Service Account dialog box opens. In the Start services at the end of
setup pane, select SQL Server Agent check box.

i‘g‘-‘ Microsoft SQL Server 2005 Setup 5'
Service Account
Service accounts define which accounts to log in,
I~ Customize for each service account
Service:
J =
% Use the built-in System account ILocaI system ;I
" Use a domain user account
Wserpamme; |
Basswordy |
Do |
—Skart services at the end of setup
¥ | 561 server
I &l
™ SQL Browser
Help | < Back I Mext = I Cancel |

In the Services Accounts dialog box, you select the services and enter the
appropriate service settings for your Microsoft SQL Server by doing either of
the following:

» If all Microsoft SQL Server activities are outside the local machine (for
example, file copying to or from a different server, backing up to shared
remote repository, replication with other servers, ActiveX script job steps,
CmdExec job steps, and so forth), choose Use a Domain User account and
specify the user name, password, and domain of a user that is a member of
the local machine’s administrator group, and that has the appropriate
permissions for network resources.

» If all Microsoft SQL Server activities are limited to the local machine, choose
Use the built-in System account and select Local system. This selection
provides SQL Server administrative privileges on the local machine only.

Click Next.
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11 The Authentication Mode dialog box opens. In the Authentication Mode
dialog box, you select the type of authentication you want Microsoft SQL
Server to use.

HP Universal CMDB works with both Windows authentication and with
Microsoft SQL Server authentication (recommended). To enable Microsoft
SQL Server authentication, do the following:

a Choose Mixed Mode (Windows Authentication and SQL Server
Authentication).

b Enter the password for user sa.

Note: To further secure your Microsoft SQL Server 20085, it is important to
enter a password.

The user sa has system administrator privileges and can perform all actions
within the Microsoft SQL Server. Similarly, the user sa can perform all
operating system/network actions in the context of the MSSQLServer service
account, by using the xp_cmdshell extended procedure.

Click Next.
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12 The Collation Settings dialog box opens. In the Collation Settings dialog

box, you set the language, dictionary/binary order, and sensitivity of
character data types. Follow the recommendations found in the checklist in
“Checklist for Support and Certification” on page 41.

i"‘!r“ Microsoft SOL Server 2005 Setup : ll

Collation Settings
Collation settings define the sorting behavior for wour server,

Collation settings for service: SQL Server

" Collation designator and sort order:

ILatinliGenEraI LI

I Binary: ™| Binary - code poink
7| case - sensitive I™ | Kana - sensitive
| ficcent - sensitive I wvidth - sensitive

& =0l collations {used For compatibility with previous versions of QL Server)

Binary order based on code point comparisan, for use with the 850 (Mullingual] a |
Strick cornpatibility with version 1.x case-insensitive databases, For use with the
Dictionary order, case-sensitive FD use with 1252 Character Set.
ch T
»

Dictionary order, 2 For use with 1252 Charack
Help « Back I Mext = I Cancel I

0 aracter Set,
Rirtinnary arder. rase-insensitve. nneecase neeferanea. Foe nse wikh 1752
4

The above settings affect only the system databases and serve as the default
settings for user databases. Databases can have different collation settings
from the server’s default settings, and a table column can have different
collation settings from the database’s default settings. Because of the
flexibility in collation management in Microsoft SQL Server 2005, you can
restore or attach a database that has different collation settings.

Important: Changing any of the above settings requires scripting all system
objects and routines (logins, user defined system messages, master stored
procedures, and so forth), reinstalling Microsoft SQL Server (or running the
RebuildM.exe utility) with the new settings, recreating all system objects
from the saved scripts, and attaching the user databases. It is therefore
recommended that you select the appropriate options during the
installation process.

Click Next.
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13 The Ready to Install dialog box opens listing the components to be installed.
Click Install to proceed with the installation or click Back to change any
selections.

14 A Setup Progress dialog box opens to show each product’s installation status.
Click Next.

15 The Microsoft SQL Server 2005 Setup message box opens with installation
summary information.

16 Install the latest service pack for Microsoft SQL Server 2005 available at the
Microsoft site at http://www.microsoft.com/downloads/details.aspx?
FamilylD=cb6c71ea-d649-47f-9176-e7cac58fd4bc&DisplayLang=en.

17 Restart the machine with the newly-installed Microsoft SQL Server 200S5.

For information on modifying or verifying the authentication mode after
installation, see “Verifying and Modifying Server and Database Settings” on
page S1.

Configuring Microsoft SQL Server 2005

This section describes the service and server options you can configure once
you have installed Microsoft SQL Server 2005:

This section includes the following topics:

> “Service Configuration Options” on page 49

» “Server Configuration Options” on page 50

Service Configuration Options

If you installed Full-Text Search, ensure that it is disabled and set to manual
mode (locate the service in the Services applet using Microsoft Search) so
that no resources are wasted.

Unless you are using distributed transactions, ensure that the Distributed
Transactions Coordinator service is also disabled or set to manual mode.

Similarly, ensure that all unnecessary services are not set to automatic
startup mode.

49



Chapter 4 ¢ Installing and Configuring Microsoft SQL Server 2005

50

Server Configuration Options

Most server configuration options are dynamically configured by Microsoft
SQL Server. For HP Universal CMDB certification, you should not change
the default options unless you are instructed to do so by HP Software
Support.

There are specific situations in which you may want to change the default
settings. You can change these settings in the sp_configure stored
procedure, or in the various dialog boxes in Microsoft SQL Management
Studio (mainly the Server Properties dialog box).

Note:

» The parameters Agent XPs and xp_cmdshell are set to 1 (enabled) to
configure Microsoft SQL Server 2005 as much like Microsoft SQL
Server 2000 as possible.

> SQL Mail XPs and Web Assistant Procedures are not supported in later
versions of Microsoft SQL Server.

To view the available configuration options:

In Management Studio, use the following command:

EXEC sp_configure
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Verifying and Modifying Server and Database Settings

The following table summarizes the procedures for verifying or modifying
server and database settings:

Server/Database Setting

How to Verify/Modify the Setting

Default Instance

In the operating system's Services applet, a default
Microsoft SQL Server 2005 instance and a named
instance appear as SQL Server (Instance_Name).

Authentication Mode

In the Microsoft SQL Server Management Studio,
right-click the server, choose Properties, and click the
Security tab. Select SQL Server and Windows
Authentication mode (Mixed Mode).

Collation Settings

Run the following command:
sp_helpsort

Required results:
Latin1-General, case-insensitive, accent-sensitive,
kanatype-insensitive, width-insensitive

Network Libraries

On the Server, select Start > Programs > Microsoft
SQL Server 2005 > Configuration Tools >
Configuration Manager.

At SQL Native Client.. choose client protocols.

» Supported
Shared memory, TCP/IP ,and Named Pipes for both
the server and client.

» Recommended
Only TCP/IP for both the server and client.
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Server/Database Setting

How to Verify/Modify the Setting

View or change server
configuration options

» To allow the viewing of all options, do:
EXEC sp_configure 'show advanced options', 1
reconfigure with override

» To view the current values, do:
EXEC sp_configure

» To change a setting, do:
EXEC sp_configure '<option>', <value>

Some options take effect only after you run
reconfigure with override, while others require
restarting the MSSQLServer service. See Microsoft SQL
Server 2005 Books Online for details.

Check whether the user
who is going to create
HP Universal CMDB
databases has CREATE
DATABASE permissions

Log in to the Microsoft SQL Server Management
Studio with the login you want to check, and run the
following:

USE master

IF PERMISSIONS() & 1 =1

PRINT 'User has CREATE DATABASE permissions'
ELSE

PRINT 'User does not have CREATE DATABASE
permissions'

Check whether the

HP Universal CMDB
database user has
enough permissions in
the database

1 Log in to the Microsoft SQL Server Management
Studio with the user name you want to check.

2 Change the context of the database to the required
database.

3 Open a new query and do the following in each
database:

select case when IS_MEMBER ('db_owner')=1
or IS_SRVROLEMEMBER ('sysadmin')=1
or (IS_MEMBER ('db_ddladmin') = 1 and
IS_MEMBER ('db_datareader')=1 and
IS_MEMBER ('db_datawriter')=1 and
IS_MEMBER ('db_denydatareader')=0 and
IS_MEMBER ('db_denydatawriter')=0 )
then 'User has enough permissions'
else 'User does not have enough permissions'
end
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Server/Database Setting

How to Verify/Modify the Setting

Data and log file
destination directory is
not compressed (only in
NTES)

Right click the directory, choose Properties, and then
Advanced. Verify that the Compression check box is
cleared.

Database and database
file properties

(including recovery
model and collation
properties)

» To view the database and database file properties,
run:
EXEC sp_helpdb <database name>
» To change the database properties, run:
ALTER DATABASE <database name> SET <option>
<value>
» To change the database file properties, run:
ALTER DATABASE <database> MODIFY FILE (name
= <filename>, <property> = <value>)
You can also view or change these properties from the
Database Properties dialog box in the Enterprise
Manager.

Microsoft SQL Server
service pack version and
edition

Log into Management Studio and make the following
query:
select @@version

The result for SQL 2005 SP1 should start with:
Microsoft SQL Server 2005 - 9.00.2047.00 .....

Port Allocation Options for Named Instances

When working with a named instance in SQL Server, there are two options
for the instance’s port allocation: dynamic port and static port.

Dynamic Port. When working with a dynamic port, a new port is assigned to
the instance each time the instance is started. To enable clients to know the
port when connecting to the instance, a service called SQL Server Browser
needs to be started. The browser service listens to port 1434 and directs
clients to the correct port according to the desired instance name.

You access the named instance by specifying the server name or IP address
followed by \<instance_name>, for example, server\inst1.
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» Static Port. When working with a static port, a specific port is assigned to

the instance, and SQL Server Browser service is not needed in order to
connect to the instance (although you can still use it).

The default for SQL Server is a dynamic port.

To work with a static port, follow the following steps:

Select Start > Programs > Microsoft SQL Server 2005 > Configuration Tools >
SQL Server Configuration Manager.

Expand Protocols for <instance name>, and double-click TCP/IP.

3 In the TCP/IP Properties dialog box, on the IP Addresses tab, several IP

addresses appeatr, in the format IP1, IP2, up to IPAIl. For each address:

a If the TCP Dynamic Ports dialog is set to O, indicating that the database
engine is listening on dynamic ports, delete the O.

b In the TCP Port box, enter the port number on which you want this IP
address to listen, and click OK.

4 In the console pane, click SQL Server 2005 Services.

5 In the details pane, right-click SQL Server (<instance name>) and click

Restart to stop and restart SQL Server.

You access the named instance by specifying the server name or IP address
followed by the port number, for example, server1\1435.
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Manually Creating the Microsoft SQL
Server Databases

This chapter describes the manual creation of the Microsoft SQL Server
databases required by HP Universal CMDB.
This chapter includes:

» Overview of the Microsoft SQL Server Databases on page 55

» Manually Creating the HP Universal CMDB Microsoft SQL Server Databases
on page 56

Overview of the Microsoft SQL Server Databases
HP Universal CMDB uses the following databases for its persistency:

» CMDB. The configuration management database.
» CMDB History. The configuration management history database.
» Foundations. The configuration management foundations database.

During the HP Universal CMDB setup, new databases can be set up
automatically by the setup procedure, or already existing databases can be
used. Existing databases can either be created manually in advance (for
example, due to organization security restrictions), or can be created by a
previous installation of the same release of HP Universal CMDB.

For details about installing the HP Universal CMDB server, see “Introduction
to HP Universal CMDB” in the HP Universal CMDB Deployment Guide PDF.
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Manually Creating the HP Universal CMDB Microsoft SQL
Server Databases

56

Before creating the databases, the Microsoft SQL Database Server must be
installed according to the details in this guide. For further details on
installing and configuring the Microsoft SQL Database Server, see
“Configuring Microsoft SQL Server” on page 32 for Microsoft SQL

Server 2000 and “Configuring Microsoft SQL Server 2005” on page 49 for
Microsoft SQL Server 2005.

If the HP Universal CMDB databases are manually created prior to running
the HP Universal CMDB setup, during the setup procedure, you select the
option to use existing databases and enter the relevant data about the
existing databases for which you are prompted. The data you enter is written
to the configuration files that are used by the JDBC driver to connect to the
existing databases.

This section includes the following topics:

» “Creating the Databases” on page 56

“Creating the Objects” on page 57

Creating the Databases

The database administrator should create three Microsoft SQL Server
databases; one for CMDB Foundations, one for CMDB, and one for CMDB
History.

To create a database, you must have CREATE DATABASE permissions. To
connect to an existing database, the login account with which you are
connecting must be mapped to dbo in the database.

Note: Members of the sysadmin server role automatically have CREATE
DATABASE permissions, and are also mapped to dbo in all databases. A
database owner is automatically mapped to dbo in the database.
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For details on creating databases manually, see Chapter 7, “Creating and
Configuring Microsoft SQL Server 2000 Databases” for Microsoft SQL
Server 2000 and Chapter 8, “Creating and Configuring Microsoft SQL
Server 2005 Databases” for Microsoft SQL Server 2005.

Note: When the HP Universal CMDB setup procedure automatically creates
the databases, it uses two file groups for each database; one to hold the
system tables and one for the application data.

Creating the Objects

Obijects are created using SQL scripts that are run against the databases that
were previously created. For details, see “Creating the Databases” on
page 56.

If you are running Microsoft SQL Server 20035, the script is located in the
<HP Universal CMDB root directory>\UCMDBServer\j2f\CMDB\
dbscripts\ms_2005 directory. Run the script manually using Management
Studio or SQLCMD. If you are running Microsoft SQL Server 2000, the script
is located in the <HP Universal CMDB root directory>\UCMDBServer\
j2FACMDB\dbscripts\ms_2000 directory. Run the script manually using
Query Analyzer or OSQL.

Creating the CMDB Objects

To create the CMDB obijects, connect to the CMDB database and run the
following SQL script:

create_cm_tables_cmdb_ms.sql

Creating the CMDB History Objects

To create the CMDB History objects, connect to the CMDB History database
and run the following SQL script:

create_cm_tables_cmdb_history_ms.sql
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Creating the CMDB Foundations Objects

To create the CMDB Foundations objects, connect to the CMDB
Foundations database and run the following SQL script:

foundations_sql_dbobjects_create.sql

It is strongly recommended that you run the database schema verify
program after creating the schemas to verify that your database is
configured properly. For information on the verification process, see
Appendix B, “Database Schema Verification.”
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Using Windows Authentication to Access
Microsoft SQL Server Databases

Unless configured otherwise, HP Universal CMDB uses Microsoft SQL Server
authentication to access Microsoft SQL Server databases. However, Windows
authentication can also be used.

This chapter describes how to enable HP Universal CMDB to use Windows
authentication to access Microsoft SQL Server databases.
This chapter includes:

» Enabling HP Universal CMDB to Work with Windows Authentication
on page 59

Enabling HP Universal CMDB to Work with Windows
Authentication

You can enable HP Universal CMDB to use Windows authentication instead
of Microsoft SQL Server authentication to access any of the HP Universal
CMDB databases (CMDB, CMDB History, and CMDB Foundations).

To enable HP Universal CMDB to use Windows authentication to access a
Microsoft SQL database, you must:

» Configure the Microsoft SQL Server to use Windows authentication.

» Launch the UCMDB Server service on all the HP Universal CMDB servers
with a Windows user that has the necessary permissions to access the
Microsoft SQL database.
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» Run the Server and Database Configuration utility to create or connect to a
Microsoft SQL database and specify the use of Windows authentication.

This section includes the following topics:

» “Configuring Microsoft SQL Server to Use Windows Authentication” on
page 60

» “Launching the UCMDB Server service with a Windows User” on page 60

» “Creating or Connecting to a Microsoft SQL Database Using Windows
Authentication” on page 62

Configuring Microsoft SQL Server to Use Windows
Authentication

In the SQL Server Enterprise Manager, select Security > Logins, right-click
and choose New Login. Enter the desired domain account, including the
domain name, in the following pattern: DOMAIN\USER (for example,
MY_DOMAIN\MY_ACCOUNT).

In the Server Roles tab, select System Administrators and click OK.

Launching the UCMDB Server service with a Windows
User

By default, the UCMDB Server service is run as a system service. If you have
configured your Microsoft SQL Server to use Windows authentication, you
must change the user running the UCMDB Server service to the same
Windows user you defined for the Microsoft SQL Server in order to enable
the service user to access the database.

Note: For information on the additional permissions that the service user
must have, see “Changing the HP Universal CMDB Service User” in the
HP Universal CMDB Deployment Guide PDF.
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To change the UCMDB Server service user:

1 Disable HP Universal CMDB (Start > Programs > UCMDB > Stop UCMDB

Server).

2 In Microsoft’s Services window, double-click UCMDB Server. The UCMDB
Server Properties (Local Computer) dialog box opens.

3 Click the Log On tab.

UCMDB Server Properties (Local Computer)

General LogOn | Heco\-’eryl Dependenciesl

Log on as:

I Allow service to interact with desktop

" This account; I

Eazzsword; I

Lonfirm password: I

You can enable or disable thiz service far the hardware profiles listed below:

Browse. .. |

Hardware Profile | Semvice |
Prafile 1 Enabled
Ercble | Disable |
Ok, I Cancel | Apply |

4 Select This account and browse to choose the user you previously defined for

your Microsoft SQL Server.

5 Enter the selected user’s Windows password and confirm this password.

6 Click Apply to save your settings and OK to close the dialog box.

7 Enable HP Universal CMDB (Start > Programs > UCMDB > Start UCMDB

Server).
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Creating or Connecting to a Microsoft SQL Database
Using Windows Authentication

You create or connect to a database using the Server and Database
Configuration utility. To create or connect to a Microsoft SQL database using
Windows authentication, you must select this option within the Server and
Database Configuration utility. For details on using the Server and Database
Configuration utility, see “Connect to an Existing Microsoft SQL Server
Database” in the HP Universal CMDB Deployment Guide PDF.
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Creating and Configuring Microsoft SQL
Server 2000 Databases

This chapter describes the creation and configuration of HP Universal
CMDB databases on a Microsoft SQL Server 2000.
This chapter includes:

» Creating Databases on page 63

» Configuring Databases on page 68

Creating Databases

This section includes the following topics:

> “Database Permissions” on page 63
> “Database File Layout” on page 65

> “System Databases” on page 68

Database Permissions

To create a database, you must have CREATE DATABASE permissions. To
connect to an existing database, the login account with which you are
connecting must be mapped to dbo in the database.

63



Chapter 7 » Creating and Configuring Microsoft SQL Server 2000 Databases

64

Note: Members of the sysadmin server role automatically have CREATE
DATABASE permissions, and are also mapped to dbo in all databases. A
database owner is automatically mapped to dbo in the database.

To grant CREATE DATABASE permissions to a user, the user’s login must first
be mapped to a database user in the master database.

Use one of the following methods to map a user’s login to dbo in the
required database:

Make the user a member of the sysadmin server role (remember that this
gives the login the strongest possible permissions for all server activities).

» Make the user a database owner, using EXEC sp_changedbowner 'login'.

» Alias the user login as the dbo in the database, using EXEC sp_addalias

'login’, 'dbo’.
To check whether a user is a database owner, run the command:

EXEC sp_helpdb <database name>

To check whether a user has CREATE DATABASE permissions, log in to the
Query Analyzer with the login account of the user whose permissions you
want to check, and run the command:

USE master
IF PERMISSIONS() & 1 =1
PRINT 'User has CREATE DATABASE permissions'
ELSE
PRINT 'User does not have CREATE DATABASE permissions'

To check whether a user is mapped to dbo in the database, log in to the
Query Analyzer with the login account of the user whose mapping you want
to check. Change the database context to the required database, and run the
command:

SELECT USER_NAME()
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Database File Layout

When you create a database, it must consist of at least one data file (with an
.mdf extension) and one transaction log file (with an .1df extension). You
can optionally create additional data files (.ndf), as well as additional log
files (.1df).

To enhance performance, you may want to create several data files.
Microsoft SQL Server stripes the data among the data files, so that if you do
not have RAID controllers that stripe your data, you can spread the data files
over several regular physical disks and, in this way, have the data striped.
The log, however, is read sequentially, so that there is no performance gain
in adding more log files. An additional log file should be created on a
different disk when your existing log is out of disk space.

Data and Log Placement

It is recommended that you place the data and log files on separate disk
subsystems. Changes are not flushed to the database until they are written
to the log, and the log architecture dictates serial writes, so it is advisable
that there be as little interference as possible with the log activity. It is
usually sufficient to place the log on a RAID 1 system because of the serial
writes to the log. If you have processes reading from the log (for example,
triggers accessing the inserted and deleted views which are formed from the
log records or transactional replication), or several log files for different
databases, consider placing the log file(s) on a RAID 0+1 (striped mirror)
system.

The data files should be placed on a RAID 0+1 system for optimal
performance.

Note: It is recommended not to place data or log files on the same disk that
stores the page (swap) file.
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File and Database Properties

When you create a database you can specify the following five properties for
each file (.mdf, .ndf, .1df):

NAME. The logical file name which you can use later when you want to alter
one of the properties.

FILENAME. The physical file path and name. Make sure the destination
directory is not compressed (right-click the directory in Windows Explorer,
select Advanced, and verify that the compression check box is not selected).

» SIZE. The initial file size.

» MAXSIZE. Determines the maximum size to which the file can grow. If this

argument is omitted, or if you specify Unlimited, the file can grow until the
disk is full.

FILEGROWTH. The automatic growth increment of the file. This argument
can be specified as either a percentage of the existing file size, or as a fixed
size. For more information, see Chapter 10, “Microsoft SQL Server Sizing
Guidelines.”

Note: An autogrowth operation invoked by a modification sent by a client
that timed out cannot be completed successfully. This means that the next
time a client sends a modification, the autogrowth process starts at the
beginning and may also time out. To avoid this problem, it is recommended
that you either expand the files manually every time the database nearly
reaches full capacity (for example, 20 percent free), or set the growth
increment to a fixed size that takes less time to be allocated than the client’s
timeout setting. In general, most systems are able to allocate 100 MB in less
than 30 seconds, which is the common client timeout setting.

For more information on this problem, refer to Microsoft Knowledge Base
Article - 305635 (http://support.microsoft.com/default.aspx?scid=kb:en-

us:Q305635).
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File Groups

File groups are logical groupings of data files. Each of the following objects
can be placed in its own file group unit:

» A table’s data

> A table’s large objects (text, ntext, image columns)

» An index

Data is inserted proportionally into all files belonging to the file group in
which the object is stored, according to the amount of free space in each
file. The .mdf file is placed in a file group called PRIMARY, which is marked
as Default when the database is created (the default file group for objects
when no file group is specified). If you do not place other data files (.ndf
tiles) in their own file groups, they are also placed in the PRIMARY file
group. Note that you can change the Default file group later on.

File groups can be used for performance tuning or maintenance. For details,
refer to Microsoft SQL Server 2000 Books Online at
http://www.microsoft.com/downloads/details.aspx?FamilylD=a6f79cb1-a420-
445f-8a4b-bd77a7da194b&displaylang=en.

Following is an example that demonstrates how to use file groups for
maintenance:

Partial Restoring. Microsoft SQL Server 2000 does not support the
restoration of a single table. Even if you place a single table in a file group,
you cannot restore a file group to a point in time earlier than the rest of the
data. Instead, you must apply all log file backups in order to synchronize the
file group with the rest of the data. Microsoft SQL Server 2000 supports
partial restoration to a database with a different name. A partial restoration
allows you to restore a single file group, and supports point-in-time
restoration. However, you must restore the PRIMARY file group because it
contains the SYSTEM tables.

To be able to restore a single table to a point in time if a logical error occurs,
you need to design the file groups in your database as follows:

» Ensure that the .mdf file is the only file in the PRIMARY file group.
» Place each large table in its own file group.

» Place all small tables in a separate file group.
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System Databases

The following system databases are especially important for the smooth
performance of Microsoft SQL Server:

tempdb. Numerous Microsoft SQL Server activities—such as creating local
and global temporary tables, creating work tables behind the scenes to spool
intermediate query execution results, and sorting—implicitly or explicitly
use the tempdb system database. If your system is not configured properly,
the tempdb database can become a performance bottleneck, so it is very
important to determine the tempdb database’s original size correctly. For
more information on setting database sizes, see Chapter 10, “Microsoft SQL
Server Sizing Guidelines.” To move tempdb’s files, use the ALTER DATABASE
tempdb MODIFY FILE command, and restart Microsoft SQL Server.

master, msdb, model. These databases, although crucial for the operation of
Microsoft SQL Server, are smaller than tempdb because they store only meta
data. It is strongly recommended to use a fault tolerant disk—ideally,

RAID 1—for these databases.

Note: For HP Universal CMDB certification, place system databases on fault
tolerant disks.

To check the database’s properties, run the command:

EXEC sp_helpdb <database name>

Configuring Databases

68

Once you have created the necessary databases, you can add new files to the
databases, change some of the existing database file properties, and set the
database configuration options appropriately.

This section includes the following topics:

» Database File Configuration

» Database Configuration Options
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Database File Configuration

You can change certain database file properties, as well as add or drop files,
using the Properties dialog box in the Enterprise Manager or the ALTER
DATABASE command (for details, refer to Microsoft SQL Server 2000 Books
Online).

Adding Files

Data files can be added to an existing file group in a database, or to a new
tile group. There are no special restrictions or requirements.

Dropping Files
To drop a file, you must first empty it using the DBCC SHRINKFILE
command’s EMPTYFILE option, which transmits the file data to all the other

files in the file group. Once you empty the file, you can use the ALTER
DATABASE <database name> DROP FILE command to drop it.

Changing File Properties

You can change the size-related properties for all databases, as well as the
filename property for the tempdb database (this takes effect after you restart
Microsoft SQL Server). The SIZE, MAXSIZE, and FILEGROWTH properties
can be changed using the ALTER DATABASE tempdb MODIFY FILE
command. Note that the SIZE property can only be enlarged. To shrink the
file, use the DBCC SHRINKFILE command. For details and
recommendations concerning file properties, see “Database Permissions” on
page 63.
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Database Configuration Options

Each database contains a set of configurable options that determine its
behavior. You can view or change the database options using:

> The Options tab in the Enterprise Manager’s Properties dialog box

General I D ata Files I Tranzaction Log I Filegroups ~ Options I Permizsions I

Access
= hembers of db_owner. dbereatorn, or spsadmmin
= Sinagle weer
I~ Bead-only
Recovey
Model Full ;I
Settings
I~ AMSI MULL default ™ Auto close
™ Recursive kiggers I~ Auto shrink
[V Auto update statistics W Auto create statistics
[¥ Tomn page detection ™ Uze guoted identifiers
Cornpatibility
Level D atabase compatibility level 80 =

ok I Cancel Help

Note: Not all of the database configuration options are available in this
dialog box.

» The sp_dboptions stored procedure

» The ALTER DATABASE <database name> SET command
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The following table lists the default configuration options, as well as the
configuration settings required for HP Universal CMDB certification:

Configuration
Option

Description

Default

HP Universal CMDB
Certification in
Microsoft SQL
Server 2000

Restrict access

Only single users or
members of the
db_owner, dbcreator,
or sysadmin groups
can access the
database.

Not set
(MULTI_USER)

MULTI_USER

Read only

Database is read only

Not set
(READ_WRITE)

READ_WRITE

Recovery

The database
recovery model
determines the
recovery capabilities
by controlling the
amount of bulk
operation logging
(such as Select into,
Bulk, Insert, Create
index, LOB manipu-
lation). The higher
the recovery model,
the higher the
recovery capabilities.
However, the amount
of logging also
increases, which may
affect performance.

Full

Full (unless you are
certain that the lower
recovery capabilities
are sufficient for your
system)

Truncate log on
checkpoint

Automatically marks
inactive portions of
log for reuse on
checkpoint

Not set

N/A
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Configuration | Description Default HP Universal CMDB
Option Certification in
Microsoft SQL
Server 2000
Selectinto/bulk | Allows the use of Not set N/A
copy minimally logged
Select into/bulk copy
operations
ANSI NULL Specifies whether the | Not set Not set
default (see database columns are
note below) defined as NULL or
NOT NULL, by
default
Recursive Specifies whether Not set Not set
triggers recursive triggers are
supported
Auto update Specifies whether Set Set
statistics out-of-date statistics
required by a query

for optimization are
built automatically
during optimization

Auto create Specifies whether Set Set
statistics missing statistics
required by a query

for optimization are
built automatically
during optimization

Torn page Specifies whether Set Set
detection incomplete pages can
be detected
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Configuration | Description Default HP Universal CMDB
Option Certification in
Microsoft SQL
Server 2000
Auto close Specifies whether the | Not set Not set
databgse shuts down Note: If set, it may
after its resources are take a long time for
fre.ed and all users the database to
exit allocate resources
every time a user
connects, after the
database is closed.
Auto shrink Specifies whether the | Not set Not set
database is Note: If set, constant
automatically shrunk growth/ shrinkage
every hour, leaving may cause file system
25% of free space fragmentation.
Use quoted Specifies whether the | Not set Not set
identifiers Microsoft SQL Server
enforces ANSI rules
regarding quotation
marks. Select this
option to specify that
double quotation
marks be used only
for identifiers, such as
column and table
names. Note that
character strings
must be enclosed in
single quotation
marks.
Compatibility |The version of 80 80
level Microsoft SQL Server

that the database
appears to be (for the
application)
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Note: Not all ANSI options can be set using the Enterprise Manager. The
ANSI database configuration options include: ANSI_NULLS,
QUOTED_IDENTIFIER, ANSI_NULL_DEFAULT, ANSI_PADDING,
ANSI_WARNINGS, ARITHABORT, NUMERIC_ROUNDABORT,
CONCAT_NULL_YIELDS_NULL. Note that the options you set may not take
effect, since these options can also be set at a higher level. For example, if
the session option QUOTED_IDENTIFIER was turned on, the equivalent
database configuration option is irrelevant. Some tools or database
interfaces turn certain session options on or off, so that the database
configuration options never take effect.

The following table summarizes the characteristics of each recovery model:

Model/ AllowsLog | Allows Point- | Allows Amount of
Support Backup in-Time/Log | Backup Log Bulk
Mark when Data Operation
Restoration Crashes Logging (can
(Saves affect the
changes performance
until the of bulk
crash point) | operations)
Simple No No No Minimal
Bulk Logged | Yes No No Minimal
Full Yes Yes Yes Full

To check your database’s properties, run the command:

EXEC sp_helpdb <database name>
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Creating and Configuring Microsoft SQL
Server 2005 Databases

This chapter describes the creation and configuration of HP Universal
CMDB databases on a Microsoft SQL Server 2005.
This chapter includes:

» Creating Databases on page 75

» Configuring Databases on page 81

Creating Databases

This section includes the following topics:

> “Database Permissions” on page 75
» “Database File Layout” on page 76

> “System Databases” on page 80

Database Permissions

To create a database, you must have CREATE DATABASE permissions. To
grant CREATE DATABASE permissions to a user, the user’s login must first be
mapped to a database user in the master database.

75



Chapter 8 » Creating and Configuring Microsoft SQL Server 2005 Databases

76

Note: Members of the sysadmin server role automatically have CREATE
DATABASE permissions, and are also mapped to dbo in all databases. A
database owner is automatically mapped to dbo in the database.

To check whether a user has CREATE DATABASE permissions, log in to
Management Studio with the login account of the user whose permissions
you want to check, and run the following:

USE master
IF PERMISSIONS() & 1 =1
PRINT ‘User has CREATE DATABASE permissions.’

To check whether a user has enough permissions in the database, log in to
Management Studio with the login account of the user whose mapping you
want to check. Change the database context to the required database, and
run the following command:

select case when IS_ MEMBER ('db_owner')=1
or IS_SRVROLEMEMBER ('sysadmin')=1
or (IS_MEMBER ('db_ddladmin’) = 1 and
IS_MEMBER ('db_datareader')=1 and
IS_MEMBER ('db_datawriter')=1 and
IS_ MEMBER (‘db_denydatareader')=0 and
IS_ MEMBER (‘'db_denydatawriter')=0 )
then 'User has enough permissions'
else 'User does not have enough permissions'
end

Database File Layout

When you create a database, it must consist of at least one data file (with an
.mdf extension) and one transaction log file (with an .1df extension). You
can optionally create additional data files (.ndf), as well as additional log
files (.1df).
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To enhance performance, you may want to create several data files.
Microsoft SQL Server stripes the data among the data files, so that if you do
not have RAID controllers that stripe your data, you can spread the data files
over several regular physical disks and, in this way, have the data striped.
The log, however, is read sequentially, so that there is no performance gain
in adding more log files. An additional log file should be created on a
different disk when your existing log is out of disk space.

Data and Log Placement

Important:

» Itis recommended not to place data or log files on the same disk that
stores the page (swap) file.

» Itis recommended that you place the data and log files on separate disk
subsystems.

Log files. Changes are not flushed to the database until they are written to
the log, and the log architecture dictates serial writes, so it is advisable that
there be as little interference as possible with the log activity. It is usually
sufficient to place the log on a RAID 1 system because of the serial writes to
the log. If you have processes reading from the log (for example, triggers
accessing the inserted and deleted views which are formed from the log
records or transactional replication), or several log files for different
databases, consider placing the log file(s) on a RAID 0+1 (striped mirror)
system.

Data files. Data files should be placed on a RAID 0+1 system for optimal
performance.
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File and Database Properties

When you create a database you can specify the following properties for
each file (.mdf, .ndf, .1df):

NAME. The logical file name which you can use later when you want to alter
one of the properties.

FILENAME. The physical file path and name. Make sure the destination
directory is not compressed (right-click the directory in Windows Explorer,
select Advanced, and verify that the compression check box is not selected).

» SIZE. The initial file size.

» MAXSIZE. Determines the maximum size to which the file can grow. If this

argument is omitted, or if you specify Unlimited, the file can grow until the
disk is full.

FILEGROWTH. The automatic growth increment of the file. This argument
can be specified as either a percentage of the existing file size, or as a fixed
size. For more information, see “Microsoft SQL Server Sizing Guidelines” on
page 113.

An autogrowth operation invoked by a modification sent by a client that
timed out cannot be completed successfully. This means that the next time
a client sends a modification, the autogrowth process starts at the beginning
and may also time out.

To avoid this problem, it is recommended that you either expand the files
manually every time the database nearly reaches full capacity (for example,
20 percent free), or set the growth increment to a fixed size that takes less
time to be allocated than the client’s timeout setting.

In general, most systems are able to allocate 100 MB in less than 30 seconds,
which is the common client timeout setting.

For more information on this problem, refer to Microsoft Knowledge Base
Article - 305635 (http://support.microsoft.com/default.aspx?scid=kb:en-

us:Q305635).
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File Groups

File groups are logical groupings of data files. Each of the following objects
can be placed in its own file group unit:

» A table’s data

> A table’s large objects (text, ntext, image columns)

» An index

Data is inserted proportionally into all files belonging to the file group in
which the object is stored, according to the amount of free space in each
file. The .mdf file is placed in a file group called PRIMARY, which is marked
as Default when the database is created (the default file group for objects
when no file group is specified). If you do not place other data files (.ndf
tiles) in their own file groups, they are also placed in the PRIMARY file
group. Note that you can change the Default file group later on.

File groups can be used for performance tuning or maintenance. For details,
see Microsoft SQL Server 2005 Books Online at
http://www.microsoft.com/technet/
prodtechnol/sql/2005/downloads/books.mspx.

Following is an example that demonstrates how to use file groups for
maintenance:

Partial Restoring. Microsoft SQL Server 2005 does not support the
restoration of a single table. Even if you place a single table in a file group,
you cannot restore a file group to a point in time earlier than the rest of the
data. Instead, you must apply all log file backups in order to synchronize the
file group with the rest of the data. Microsoft SQL Server 2005 supports
partial restoration to a database with a different name. A partial restoration
allows you to restore a single file group, and supports point-in-time
restoration. However, you must restore the PRIMARY file group because it
contains the SYSTEM tables.

To be able to restore a single table to a point in time if a logical error occurs,
you need to design the file groups in your database as follows:

» Ensure that the .mdf file is the only file in the PRIMARY file group.
» Place each large table in its own file group.

» Place all small tables in a separate file group.
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System Databases

The following system databases are especially important for the smooth
performance of Microsoft SQL Server:

tempdb. Numerous Microsoft SQL Server activities—such as creating local
and global temporary tables, creating work tables behind the scenes to spool
intermediate query execution results, and sorting—implicitly or explicitly
use the tempdb system database.

If your system is not configured properly, the tempdb database can become
a performance bottleneck, so it is very important to determine the tempdb
database’s original size correctly.

For more information on setting database sizes, see “Microsoft SQL Server
Sizing Guidelines” on page 113.

To move tempdb’s files, use the ALTER DATABASE tempdb MODIFY FILE
command, and restart Microsoft SQL Server.

master, msdb, model. These databases, although crucial for the operation of
Microsoft SQL Server, are smaller than tempdb because they store only meta
data.

It is strongly recommended to use a fault tolerant disk—ideally, RAID 1—for
these databases.

Note: For HP Universal CMDB certification, place system databases on fault
tolerant disks. It is recommended to use RAID 1 disks.

To check the database’s properties, run the following:

EXEC sp_helpdb <database name>
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Configuring Databases

Once you have created the necessary databases, you can add new files to the
databases, change some of the existing database file properties, and set the
database configuration options appropriately.

This section includes:

» Database File Configuration

» Database Configuration Options

Database File Configuration

You can change certain database file properties, as well as add or drop files
using either of the following methods:

» use the Properties dialog box in Management Studio

> use the ALTER DATABASE command (for details, see Microsoft SQL
Server 2005 Books Online at
http://www.microsoft.com/technet/prodtechnol/sql/2005/
downloads/books.mspx)

Adding Files

Data files can be added to an existing file group in a database, or to a new
file group. There are no special restrictions or requirements.

Dropping Files
To drop a file, you must first empty it using the DBCC SHRINKFILE
command’s EMPTYFILE option, which transmits the file data to all the

other files in the file group. Once you empty the file, you can use the ALTER
DATABASE <database name> DROP FILE command to drop it.

Changing File Properties

You can change the size-related properties for all databases, as well as the
filename property for the tempdb database (this takes effect after you restart
Microsoft SQL Server). The SIZE, MAXSIZE, and FILEGROWTH properties
can be changed using the ALTER DATABASE tempdb MODIFY FILE
command. Note that the SIZE property can only be enlarged.
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To shrink the file, use the DBCC SHRINKFILE command. For details and
recommendations concerning file properties, see “Creating Databases” on
page 75.

Database Configuration Options

Each database contains a set of configurable options that determine its
behavior. You can view or change the database options using any one of the
following utilities:

» the Options tab in the Management Studio’s Properties dialog box
» the EXEC sp_dboptions stored procedure
» the ALTER DATABASE <database name> SET command

Note: Not all of the database configuration options are available in this
dialog box.
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The following table lists, in alphabetical order, the default configuration
options, as well as the configuration settings required for HP Universal
CMDB certification:

automatically shrunk
every hour, leaving
25% of free space

Configuration | Description Default HP Universal
Option CMDB
Certification in
Microsoft SQL
Server 2005
ANSI NULL Specifies whether the | Not set Not set
default (see database columns are
note below) defined as NULL or
NOT NULL, by
default
Auto close Specifies whether the | Not set Not set
database shuts down Note: If set, it
after its resources are may take a long
freed and all users time for the
exit database to
allocate resources
every time a user
connects, after
the database is
closed.
Auto create Specifies whether Set Set
statistics missing statistics
required by a query
for optimization are
built automatically
during optimization
Auto shrink Specifies whether the | Not set Not set
database is Note: If set,

constant growth/
shrinkage may
cause file system
fragmentation.
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Configuration | Description Default HP Universal
Option CMDB
Certification in
Microsoft SQL
Server 2005
Auto update Specifies whether Set Set
statistics out-of-date statistics
required by a query
for optimization are
built automatically
during optimization
Compatibility | The version of 90 90
level Microsoft SQL Server
that the database
appears to be (for the
application)
Read only Database is read only |Not set (READ_WRITE) | READ_WRITE
Recovery The database Full Full (unless you

recovery model
determines the
recovery capabilities
by controlling the
amount of bulk
operation logging
(such as Select into,
Bulk, Insert, Create
index, LOB manipu-
lation). The higher
the recovery model,
the higher the
recovery capabilities.
However, the amount
of logging also
increases, which may
affect performance.

are certain that
the lower
recovery
capabilities are
sufficient for
your system)
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Configuration | Description Default HP Universal
Option CMDB
Certification in
Microsoft SQL
Server 2005
Recursive Specifies whether Not set Not set
triggers recursive triggers are
supported
Restrict access | Only single users or | Not set (MULTI_USER) | MULTI_USER
members of the
db_owner, dbcreator,
or sysadmin groups
can access the
database.
Selectinto/bulk | Allows the use of Not set N/A
copy minimally logged
Select into/bulk copy
operations
Torn page Specifies whether Set Set
detection incomplete pages can

be detected
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Configuration | Description Default HP Universal
Option CMDB
Certification in
Microsoft SQL
Server 2005
Truncate log on | Automatically marks |Not set N/A
checkpoint inactive portions of
log for reuse on
checkpoint
Use quoted Specifies whether the | Not set Not set
identifiers Microsoft SQL Server

enforces ANSI rules
regarding quotation
marks. Select this
option to specify that
double quotation
marks be used only
for identifiers, such as
column and table
names. Note that
character strings
must be enclosed in
single quotation
marks.
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Note: Not all ANSI options can be set using Management Studio. The ANSI
database configuration options include: ANSI_NULLS,
ANSI_NULL_DEFAULT, ANSI_PADDING, ANSI_WARNINGS, ARITHABORT,
CONCAT_NULL_YIELDS_NULL, NUMERIC_ROUNDABORT, and
QUOTED_IDENTIFIER.

The options you set may not take effect, since these options can also be set
at a higher level.

For example, if the session option QUOTED_IDENTIFIER was turned on, the
equivalent database configuration option is irrelevant. Some tools or
database interfaces turn certain session options on or off, so that the
database configuration options never take effect.

The following table summarizes the characteristics of each recovery model:

Model/ AllowsLog | Allows Point- | Allows Amount of
Support Backup in-Time/Log | Backup Log Bulk
Mark when Data Operation
Restoration Crashes Logging (can
(Saves affect the
changes performance
until the of bulk

crash point) | operations)

Simple No No No Minimal
Bulk Logged | Yes No No Minimal
Full Yes Yes Yes Full

To check your database’s properties, run the command:

EXEC sp_helpdb <database name>

For information on SQL databases, see Microsoft SQL Server 2005 Books
Online at
http://www.microsoft.com/technet/prodtechnol/sql/2005/downloads/books.mspx.
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Maintaining Microsoft SQL Server
Databases

This chapter describes the various maintenance tasks that are recommended
for HP Universal CMDB databases created on Microsoft SQL Servers, such as
backing up databases, checking database integrity and handling
fragmentation, and monitoring databases.

This chapter includes:
» Backing Up Databases on page 89
» Database Integrity and Fragmentation on page 93

» Monitoring Databases on page 107

» Database Maintenance — References on page 112

Backing Up Databases

Microsoft SQL Server supports three main types of database backup: full,
differential, and log. It also supports file/file group backup, which is
discussed in a separate section below. In order to develop a backup policy
that provides the required recovery needs, it is important to thoroughly
understand each backup type and the recovery model database
configuration option explained in the previous section.

You can automate backup operations using Microsoft SQL Agent jobs. The
Microsoft SQL Agent (represented by the SQLServerAgent service) is
installed automatically when you install Microsoft SQL Server. Ensure that
the Microsoft SQL Agent is configured to autostart in the operating system’s
Services applet when the server is started.
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The following points are applicable to all backup types:

» The backup includes all changes made until the backup is complete.

» The backup can be performed online, but it is recommended to back up the

Y Y Y Y Y Y

database during periods of low activity, since the backup procedure can
negatively impact on your system’s performance.

The following operations should not be performed during a backup
procedure:

» adding or removing files
» shrinking the database

The backup target can be a disk device (local or on a shared network that the
Microsoft SQL Server service account needs permission to access) or tape
(only local).

This section describes:

“Full Backup” on page 90
“Differential Backup” on page 91
“Log Backup” on page 92

“File/File Group Backup” on page 92
“Maintenance Plan” on page 92

“Transaction Log Issues” on page 93

Full Backup

When you perform a full database backup, all information about the backed
up database is contained within the backup, including data, metadata, and
file information. A full backup is the basis for differential and log backups.
With small databases, it is recommended to perform a full backup every day
(for example, system databases that store mainly meta data). For large
databases, it is generally recommended to have longer intervals between full
backups (for example, once a week).
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The storage requirements for a full backup are about the same as the storage
requirements for the occupied data portion of the files. For example, if the
total size of the data files is 20 GB, but only 15 GB are used (there are 5 GB
of free space), the full backup size of the database should be approximately
15 GB.

Differential Backup

You use a differential backup to back up the extents (blocks of 8 contiguous
8K pages) that were changed since the last full backup. When restoring a
database, you need only restore the last differential backup performed after
the full backup. Note that the differential backup performance of Microsoft
SQL Server 2000/2005 is superior to that of Microsoft SQL Server 7.0. The
difference in performance is due to the fact that Microsoft SQL Server 7.0
scans the entire database, reading each extent to check whether it was
changed after the last full backup, whereas Microsoft SQL Server 2000/2005
has bitmaps in each file mapping the changed extents, and the differential
backup directs the disk arms to read only the relevant extents.

After performing operations that affect large portions of data, such as index
rebuilds or defragmentations, it is recommended that you perform a full
backup. Otherwise, differential backups can become very large. For more
information on index rebuilds and defragmentation, see “Database Integrity
and Fragmentation” on page 93.

Differential backup is usually scheduled at intervals between full backups.
For example, if you perform a full backup once a week, you may want to
perform a differential backup every day, or even several times a day.

The storage requirements for a differential backup are the total size of the
extents (64 KB blocks) that were changed since the last full backup.
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Log Backup

A log backup—unlike full and differential backups which are mainly based
on backing up an image of extents—backs up transactions from the
transaction log and replays them upon restoration. In order to perform a log
backup, the database must be set to the full or bulk-logged recovery model.
If you want to perform a point-in-time or log mark restoration, or back up
changes recorded in the log when the data crashes, you must set the
database to the full recovery model. Otherwise, all changes made since the
last performed backup are lost.

A log backup is incremental in nature, and backs up only the transactions
performed since the previous log backup. When restoring a database, you
must restore all log backups after the last differential (or full) backup you

restored.

A log backup also marks the portion of the log that was backed up as
available for reuse. In a database that is set to the full or bulk-logged
recovery model, log portions that were not backed up cannot be reused.
When the log is full, and Microsoft SQL Server cannot cycle to its beginning
to reuse log space, it must expand. The frequency of your log backups,
therefore, is a factor in determining the required size of the transaction log.
Frequent log backups allow you to keep a smaller transaction log. It is
recommended that you back up your log as frequently as possible, for
example, every 30 minutes.

File/File Group Backup

Instead of backing up the entire database, you can back up a file or file
group. However, when you restore a single file or file group, you must apply
all log backups up to and including the point of failure, in order to
synchronize (same point-in-time) the file/file group with the rest of the
database. This type of backup is generally useful with very large databases,
for which you cannot frequently perform a full backup.

Maintenance Plan

In the Microsoft SQL Server Management Studio, under the Management
tree view, there is a graphic tool called Database Maintenance Plans. This
tool allows you to define and automate common maintenance tasks (full
and log backups, integrity checks, index rebuilds, and statistics collection).



Database

Y Y VY Y

Chapter 9 » Maintaining Microsoft SQL Server Databases

Transaction Log Issues

In terms of maintenance, the log is sensitive. When it is full, the log first
tries to cycle and reuse inactive backed up log space, but if such space does
not exist, the log tries to expand the file. If there is no room for the file to
expand, Microsoft SQL Server rejects data modification requests.

To avoid log explosion, ensure that the log is large enough and that it is
frequently backed up (ideally, by schedule). In addition, note that the active
portion of the log starts with the oldest open transaction and continues
until the current pointer in the log. The active portion cannot be reused or
truncated. If a transaction remains open for a long time, it inevitably leads
to log explosion at some point, even though the log is backed up.

To identify whether such a problem exists, run DBCC OPENTRAN to obtain
the transaction that has been open for the longest period of time. To
terminate the process running the transaction and roll back the
transaction’s activity, use the command:

KILL <process id>

Note: In Microsoft SQL Server, the DBCCSHRINKFILE command should
always be successtul.

Integrity and Fragmentation

It is important to periodically check the physical integrity of your database
objects, and to handle index fragmentation issues that are the main cause of
performance degradation.

This section describes:

“Database Integrity” on page 94
“Understanding File System Fragmentation” on page 94
“Understanding Internal Fragmentation” on page 95

“Understanding External Fragmentation” on page 96
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“Using DBCC SHOWCONTIG” on page 96
“Handling Fragmentation” on page 100

“Handling CMDB Index Fragmentation” on page 103
“Distribution Statistics” on page 105

“Utility to Refresh Statistics” on page 106

Database Integrity

It is recommended that you run DBCC CHECKDB periodically to check the
allocation and structural integrity of the objects in the database. You can
automate and schedule the DBCC CHECKDB command using Microsoft
SQL Agent jobs. Use the following command syntax:

DBCC CHECKDB ('database name')

Note: You can use the WITH NO_INFOMSGS option to reduce processing
and tempdb usage. You can also run a quick physical-only test (page
structure and record headers) using the PHYSICAL_ONLY option.

Because the Microsoft SQL Server database holds only schema locks (which
prevent schema changes) and not data changes, the DBCC CHECKDB
command can be run online. It is recommended, however, to run the DBCC
CHECKDB command during periods of low activity, since it can negatively
impact on your system’s performance (DBCC CHECKDB is CPU- and disk-
intensive, and uses tempdb for sorting).

Understanding File System Fragmentation

File system fragmentation is relevant to all disk files, not just database files.
It refers to the scattering of parts of the same disk file over different areas of
the disk, as new parts of the file are added and existing parts are deleted. File
system fragmentation slows disk access and degrades the overall
performance of disk operations, although usually not severely.
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To defragment a file system, you rewrite parts of a file to contiguous sectors
on a hard disk. This increases the speed of data access and retrieval. To avoid
fragmentation of your database files, create the files with as large an initial
size as possible (so that they can accommodate changes in the future), and
manually expand them with large increments as they become full.

If you cannot anticipate the future size of a database file, to avoid small,
fragmented parts, use a large value as the file growth increment. Do not use
too large a value, however, because this leads to client request timeouts
when the file autogrows (for more details, see “Database Permissions” on
page 63). In addition, avoid using the autoshrink database option, because it
increases the chances of fragmentation as the database files continually
shrink and grow.

Note: It is recommended that you periodically run a defragmentation utility
on the database.

Understanding Internal Fragmentation

Internal fragmentation refers to the percentage of data contained in the
pages. In environments such as the HP Universal CMDB system, which are
characterized by transactions that frequently insert data, internal
fragmentation is sometimes initiated in anticipation of new data in indexes
and can be a positive occurrence. By leaving a certain percentage of the
index pages free, you can avoid page splits for a certain period of time. This
is especially significant for clustered indexes, because they contain the
actual data pages. You can achieve internal fragmentation by periodically
rebuilding your indexes using the CREATE INDEX command, with the
DROP_EXISTING and FILLFACTOR options, or the DBCC DBREINDEX
command. The FILLFACTOR option specifies the fullness of the leaf level
index pages.
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Understanding External Fragmentation

As page splits occur in your indexes, new allocated pages are acquired from
the database file. Ideally, a page split should yield the allocation of a page
contiguous to the one that split. However, in practice, the space contiguous
to the split page is usually already occupied. The more page splits that occur,
the less the index’s linked list reflects the physical layout of the pages on
disk, and the greater the amount of external fragmentation.

External fragmentation impacts negatively on the performance of ordered
index scans because the disk arm needs to move back and forth in order to
retrieve the pages from disk. Ideally, the linked list should reflect the
physical layout of the pages on disk so that when an ordered index scan is
performed, the disk arm moves in one direction as it retrieves the pages
from disk.

You can handle external fragmentation proactively by initiating internal
fragmentation and leaving a certain percentage of the leaf level index pages
free, thus avoiding page splits for a certain period of time. As mentioned
earlier, internal fragmentation can be achieved by periodically rebuilding
your indexes using the FILLFACTOR option. You can also handle external
fragmentation by checking the external fragmentation status of your
indexes, and rebuilding the indexes.

Using DBCC SHOWCONTIG

DBCC SHOWCONTIG enables you to check the levels of both your internal
and external fragmentation. The following is the DBCC SHOWCONTIG
syntax:

DBCC SHOWCONTIG
[ ({table_name | table_id | view_name | view_id }
[, index_name | index_id ]
)

]
[ WITH { ALL_INDEXES

| FAST [, ALL_INDEXES ]
| TABLERESULTS [, { ALL_INDEXES } |
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[,{FAST | ALL_LEVELS }]

}
]

The following is the output of DBCC SHOWCONTING run against the
clustered index of the Order Details table in the Northwind sample
database:

DBCC SHOWCONTIG scanning 'Order Details' table...
Table: 'Order Details' (325576198); index ID: 1, database ID: 6
TABLE level scan performed.

- Pages Scanned..........cccccceevvienl 9

- Extents Scanned.............cccccceeei 2 6

- Extent Switches...........cccccccecel B

- Avg. Pages per Extent......................... 1.5

- Scan Density [Best Count:Actual Count].......: 33.33% [2:6]
- Logical Scan Fragmentation ..................: 0.00%

- Extent Scan Fragmentation .................... 16.67%

- Avg. Bytes Free per Page...................... 673.2

- Avg. Page Density (full).....................: 91.68%

DBCC execution completed. If DBCC printed error messages, contact your
system administrator.

To determine the level of internal fragmentation, check the value of the
Average Page Density, which contains the average percentage of page
population. The closer the Average Page Density is to 100 percent, the less
internal fragmentation there is.
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To determine the level of external fragmentation, check the following
values:

Scan Density. The most important value to check for in order to identify
external fragmentation. The scan density is the ratio between the ideal
extent changes if everything is contiguously linked, and the actual extent
changes. For example, if your index consumes 8000 pages, the ideal count is
1000. As the fragmentation level of your index increases and an ordered
index scan switches back and forth between the extents, the actual count
increases. Scan density is measured by percentage: 100 percent indicates that
there is no external fragmentation, and any number less than a 100 percent
indicates the level of fragmentation.

The following figure displays an example of how scan density is calculated:

Coegssee

Ideal Count: 1, Actual Count: 1
Scan Density = 1/1 = 100%

I p— R
EE - CE_EElECEEECEEICCE_EEEE

Ideal Count: 1, Actual Count: 4
Scan Density = 1/4 = 25%

Logical Scan Fragmentation. The percentage of out-of-order pages returned
from scanning the leaf pages of an index. An out-of-order page is one for
which the next page indicated in an IAM (Index Allocation Map) is a
different page than the page pointed to by the next page pointer in the leaf
page. The value of logical scan fragmentation should be as low as possible—
ideally 0%.

Extent Scan Fragmentation. The percentage of out-of-order extents in
scanning the leaf pages of an index. An out-of-order extent is one for which
the extent containing the current page for an index is not physically the
extent after the one containing the previous page for an index. The value of
extent scan fragmentation should also be as low as possible—ideally 0%.
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When to Defragment Indexes

It is recommended that you defragment indexes using the techniques in the
following section when the Logical Scan Fragmentation values are equal to,
or higher than, 10%. When the Logical Scan Fragmentation values are equal
to, or higher than, 20%, it is strongly recommended that you defragment
indexes.

Using sys.dm_db_index_physical_stats

In addition to using DBCC SHOWCONTIG in SQL 2005 to check the levels
of internal and external fragmentation, you can also use
sys.dm_db_index_physical_stats. Querying this table returns size and
fragmentation information for the data and indexes of the specified table.

Fragmentation of a table occurs through the process of data modifications
(INSERT, UPDATE, and DELETE statements) that are made against the table
and to the indexes defined on the table. Because these modifications are not
ordinarily distributed equally among the rows of the table and indexes, the
tullness of each page can vary over time. For queries that scan part or all of
the indexes of a table, this kind of fragmentation can cause queries to return
slower.

The table syntax of sys.dm_db_index_physical_stats is:

sys.dm_db_index_physical_stats (
{ database_id | NULL }

, { object_id | NULL }

, {index_id | NULL | 0}

, { partition_number | NULL }

, { mode | NULL | DEFAULT }

)

Run this command as regular select statement from table, for example:

select * from sys.dm_db_index_physical_stats (DB_ID('<BAC_database>'"),
object_id('<Table_Name>'"), NULL, NULL, 'SAMPLED")
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The sys.dm_db_index_physical_stats dynamic management function shows
the same information as the DBCC SHOWCONTIG statement shows, but
with the following differences:

» sys.dm_db_index_physical_stats is much faster.

» sys.dm_db_index_physical_stats shows fragmentation in a specific index, in

all indexes on a table or indexed view, in all indexes in a database, or in all
indexes in all databases.

Avg_fragmentation_in_percent is the logical and extent fragmentation of
the index. This parameter includes storage that spans multiple files and is
more accurate than DBCC SHOWCONTIG.

For more information about sys.dm_db_index_physical_stats, see Microsoft
SQL Server 2005 Books Online at
http://www.microsoft.com/technet/prodtechnol/
sql/2005/downloads/books.mspx.

Handling Fragmentation

Microsoft SQL Server provides several methods enabling you to handle
internal and external fragmentation. You can rebuild a specific index using
the DROP_EXISTING option of the CREATE INDEX statement, or you can
rebuild all indexes belonging to a table by using the DBCC DBREINDEX
statement. When the index is rebuilt, there is no external fragmentation,
because all of its pages are laid on disk in the order of the linked list. Note
that you can optionally specify a fillfactor to initiate internal fragmentation.

The above two fragmentation handling options are preferable to dropping
and recreating your indexes for two reasons. First, you cannot drop an index
created by a PRIMARY KEY or UNIQUE constraint. In order to drop this
index, you must drop the constraint. Second, when you drop a clustered
index, all nonclustered indexes are recreated in order to accommodate the
changed row locators. The same thing occurs when you recreate the
clustered index. If the clustered index is unique (uses the DROP_EXISTING
option of the CREATE INDEX statement or DBCC DBREINDEX)), the
nonclustered indexes remain untouched when the clustered index is rebuilt.



Chapter 9 » Maintaining Microsoft SQL Server Databases

The drawback of the above two fragmentation handling options is the effect
they have on the users that access the data while the index is being rebuilt.
When a clustered index is rebuilt, an exclusive lock is acquired on the table
so that both the modification and retrieval of data from the table are not
allowed. When a nonclustered index is rebuilt, a shared lock is acquired on
the table so that data modification is not allowed. Although data retrieval is
allowed, the index cannot be used by queries while it is being rebuilt.

To handle external fragmentation and allow data retrieval and modification
at the same time, you can use the DBCC INDEXDEFRAG statement,
introduced in Microsoft SQL Server 2000. The DBCC INDEXDEFRAG
statement uses the fillfactor that was specified in the CREATE INDEX
statement; you cannot specify a new fillfactor. Note that DBCC
INDEXDEFRAG uses the bubble algorithm to defragment an index,
swapping couples of pages until their order from left to right reflects the
order of the linked list. However, it does not attempt to restructure the index
in order to lay the index pages contiguously on disk. For this reason, it is
recommended that you periodically rebuild your indexes using the
DROP_EXISTING option or DBCC DBREINDEX.

The following table summarizes the differences between the
defragmentation options:

Option Create Index with DBCC DBCC
DROP_EXISTING DBREINDEX INDEXDEFRAG
Locked table Clustered — Clustered — Online - table is
exclusive (no exclusive (no not locked
modification, no modification, no
retrieval); retrieval);
Nonclustered — Nonclustered —
shared (no shared (no
modification) modification)
Granularity Index Table (all Index
indexes) or index
level
Page sorting Yes Yes Yes
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Option Create Index with DBCC DBCC
DROP_EXISTING DBREINDEX INDEXDEFRAG

Contiguity Yes Yes No

handling

Ability to specify | Yes Yes No - attempts to

fillfactor apply original

For more information on defragmenting indexes, refer to the Microsoft SQL
Server 2000 Index Defragmentation Best Practices site
(http://www.microsoft.com/technet/prodtechnol/sql/2000/maintain/
ss2kidbp.mspx). This site is applicable to SQL Server 2005 as well.

Note: Generally, indexes, including indexes on global temporary tables, can
be created online. The indexes below are exceptions:

» XML index
» index on a local temporary table

» clustered index if its table contains LOB data types: image, ntext, text,
varchar(max), varbinary(max), and xml

» clustered and nonclustered index defined with LOB data type columns

» initial unique clustered index on a view

You can perform concurrent online index operations on the same table only
while doing the following:

» creating multiple nonclustered indexes
» reorganizing different indexes on the same table

» reorganizing different indexes while rebuilding non-overlapping indexes on

the same table
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All other online index operations performed at the same time fail. For
example, the following scenarios fail:

» rebuilding two or more indexes concurrently on the same table

» creating a new index while rebuilding an existing index on the same table

Note: It is strongly recommended that you create an automatic index
rebuild task for the CMDB database, as CMDB database data frequently
changes.

Handling CMDB Index Fragmentation

HP Universal CMDB provides two utilities that can be used to detect and
rebuild fragmented indexes. The utilities use the Logical scan fragmentation
and Scan Density criteria to detect, and if instructed to rebuild, fragmented
indexes. The operation of listing the fragmented tables has a very small
impact on system performance and can be executed on line. The operation
of rebuilding the indexes usually hinders performance as tables are partially
locked during the process, and CPU and I/O are heavily utilized. It is
recommended to rebuild the indexes in a maintenance window. The utilities
should be run by a database administrator.

The utilities for Microsoft SQL Server 2000 are located in the <HP Universal
CMDB root directory>\UCMDBServer\j2f\CMDB\dbscripts\ms_2000\ utils
directory on the HP Universal CMDB Server. The utilities for Microsoft SQL
Server 2005 are located in the <HP Universal CMDB root
directory>\UCMDBServer\j2f\CMDB\dbscripts\ms_2005\utils directory
on the HP Universal CMDB Server.
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Utility to Rebuild All Indexes in Database

The rebuild_indexes.bat utility runs through all tables in the database and
rebuilds them.

To run the rebuild_indexes.bat utility:

Execute rebuild_indexes.bat with the following parameters:

» SQL Server name

» Database name

» SA password

Y VY VY Y

Example:
CMDB\db_scripts\rebuild_indexes.bat SQL_SRVR_3 BAC_DB_3 ad%min52.

Output from the procedure is located in the rebuild_indexes.log file in the
same directory.

Utility to Rebuild Indexes Based on the Fragmentation Level of
Each Index

The rebuild_fragmented_indexes.bat utility has two working modes:

List fragmented tables. In this mode, a list of the fragmented tables (that is,
tables with over 30% fragmentation) is returned, together with the
commands needed to rebuild the tables at a later time.

Rebuild fragmented tables. In this mode, all fragmented tables (that is,
tables with over 30% fragmentation) are rebuilt.

To run the rebuild_fragmented_indexes.bat utility:

Execute CMDB\db_scripts\rebuild_fragmented_indexes.bat with the
following parameters:

SQL Server name
Database name
SA password

Working mode - 0 to provide a rebuild script for later use; 1 to rebuild
indexes automatically.
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For example,
CMDB\db_scripts\rebuild_fragmented_indexes.bat SQL_SRVR_3 BAC DB 3
ad%min52 1

Output from the procedure (a list of fragmented tables and the rebuild
commands) is located in the CMDB\db_scripts\rebuild_indexes.log file in
the same directory.

Note: You must run schemas for the CMDB databases.

Distribution Statistics

Microsoft SQL Server allows statistical information regarding the
distribution of values in a column to be created. This statistical information
can be used by the query processor to determine the optimal strategy for
evaluating a query. When an index is being created, SQL Server
automatically stores statistical information regarding the distribution of
values in the indexed columns. The query optimizer in SQL Server uses
these statistics to estimate the cost of using the index for a query. As the data
in a column changes, index and column statistics can become out of date
and cause the query optimizer to make less than optimal decisions on how
to process a query.

It is recommended to update index statistics daily to provide the query
optimizer with up to date information about the distribution of data values
in the tables. This allows the query optimizer to make better judgments
about the best way to access data, as it has more information about the data
stored in the database.

Whether the auto update statistics database option is enabled or disabled, it
is strongly recommended that you create an automatic task to update
statistics for the CMDB databases on a daily basis, as the data is frequently
changed. The job should execute the sp_updatestats API against the specific
database.
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In addition to running a daily task to update statistics for the management
and CMDB databases if the auto update statistics database option is not
enabled, it is recommended that you manually refresh statistics for CMDB if
major changes to the CMDB schema objects have occurred, usually caused
by bulk insert transactions.

The following scenario warrants a manual refresh of CMDB statistics:

Automated Discovery tasks. The Discovery and Dependency Mapping
application is responsible for automatically detecting configuration items
(CIs) and inserting them into the CMDB.

To manually refresh CMDB statistics:

In a Web browser, open:
http://<Gateways Server machine name>:8080/jmx-console

In the Topaz section, select CMDB Dal Services.

Under runStatistics, enter the customer ID. The default customer ID for an
individual HP Universal CMDB system (that is, one not managed by
HP Software-as-a-Service) is 1.

Under runStatistics, click Invoke. The CMDB statistics are regenerated.

Utility to Refresh Statistics

The update_statistics.bat utility has two working modes:

List tables with out of dated statistics. In this mode, a list of the tables is
returned, together with the commands needed to update statistics the tables
at a later time.

Update statistics on the tables. In this mode, all tables with outdated
statistics are being updated.

To run the update_statistics.bat utility:

Execute CMDB\db_scripts\update_statistics.bat with the following
parameters:

» SQL Server name
» Database name

» SA password
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» Working mode - 0 to provide a script for later use; 1 to update statistics
automatically.

For example, CMDB\db_scripts\update_statistics.bat SQL_SRVR_3
BAC_DB_3 ad%min52 1

Output from the procedure (a list of tables and the update commands) is
located in the CMDB\db_scripts\update_statistics.log file in the same
directory.

Monitoring Databases

This section describes the recommended system monitor counters for
baseline/daily monitoring.

A baseline enables you to track the different counters during normal system
activity, and learn what the counter values are when the system is operating
well. In problematic situations, you can examine and compare current
counter values with the values in the baseline.
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The SQL Server 2000 Operations Guide (http://www.microsoft.com/technet/
prodtechnol/sgl/2000/maintain/sglops0.mspx) recommends tracking the

following counters to create a baseline and monitor it:

Counter Description
Memory - The number of pages read from, or written to, disk to
Pages/second resolve hard page faults. (Hard page faults occur when a

process requires code or data that is not in its working
set or elsewhere in physical memory, and must be
retrieved from disk). This counter is designed as a
primary indicator of the types of faults that cause
system-wide delays, and is the sum of Memory: Pages
Input/sec and Memory: Pages Output/sec. It is
measured in numbers of pages, so that it can be
compared to other page counts, such as Memory: Page
Faults/sec, without conversion. It includes pages
retrieved to satisfy faults in the file system’s non-cached
mapped memory files. This counter displays the
difference between the values observed in the last two
samples, divided by the duration of the sample interval.

Network Interface -
Total Bytes/second

The number of bytes traveling over the network
interface per second. If this rate begins to drop, you
should investigate whether network problems are
interfering with your application.

PhysicalDisk - Disk
Transfers/second

The rate of read and write operations on the disk. You
should define a counter for each physical disk on the
server.
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Counter

Description

Processor - &
Processor Time

The percentage of time that the processor is executing a
non-idle thread. This counter is designed as a primary
indicator of processor activity. It is calculated by
measuring the time that the processor spends executing
the thread of the idle process in each sample interval,
and subtracting this value from 100 percent. (Each
processor has an idle thread that consumes cycles when
no other threads are ready to run). It can be viewed as
the percentage of the sample interval spent doing
useful work. This counter displays the average
percentage of busy time observed during the sample
interval, which is calculated by monitoring the time
the service was inactive, and then subtracting that
value from 100 percent. After all of the processors
devoted to Microsoft SQL Server have reached 100
percent utilization, it is likely that end user requests are
being ignored.

SQLServer:Access
Methods - Full
Scans/second

The number of unrestricted base table or full index
scans.

SQLServer:Buffer
Manager - Buffer
Cache Hit Ratio

The percentage of pages that were found in the buffer
pool, without having to incur a read from disk. When
this percentage is high, your server is operating at
optimal efficiency (as far as disk I/O is concerned).

SQLServer:Databases -
Log Growths (run
against your
application database
instance)

The total number of log growths for the selected
database.

SQLServer:Databases
Application Database -
Percent Log Used (run
against your
application database
instance)

The percentage of space in the log that is in use.
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Counter

Description

SQLServer:Databases
Application Database -
Transactions/second
(run against your
application database
instance)

The number of transactions started for the database.

SQLServer:General
Statistics - User
Connections

The number of users connected to the system. Dramatic
shifts in this value should be investigated.

SQLServer:Latches -
Average Latch Wait
Time

The average latch wait time (in milliseconds) for latch
requests that had to wait. If this number is high, your
server may be facing contention for its resources.

SQLServer:Locks -
Average Wait Time

The average amount of wait time (milliseconds) for
each lock request that resulted in a wait.

SQLServer:Locks - Lock
Waits/second

The number of lock requests that could not be satisfied
immediately and required the caller to wait before
being granted the lock.

SQLServer:Locks -
Number of
Deadlocks/second

The number of lock requests that resulted in a
deadlock.

SQLServer:-Memory
Manager - Memory
Grants Pending

The current number of processes waiting for a
workspace memory grant.
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The following counters can help you identify hardware problems:

Received Errors

Counter Description

Network The number of outbound packets that could not be
Interface() \Packets transmitted due to errors.

Outbound Errors

Network The number of inbound packets that contained errors
Interface() \Packets preventing the packets from being delivered to a

higher-layer protocol.

Server\Errors System

The number of times that an internal server error was
detected. Errors can reflect problems with logon,
security, memory allocation, disk operations, transport
driver interface operations, communication [such as
receipt of unimplemented or unrecognized server
message blocks (SMBs)], or I/O request packet stack size
for the server. Many of these errors are also written to
the system log and security log in the Event Viewer. The
server can recover from most the errors displayed by
this counter, but they are unexpected and should be
reported to Microsoft Product Support Services.

For information on creating a baseline, refer to the system monitor
documentation, or to the SQL Server 2000 Operations Guide
(http://www.microsoft.com/technet/prodtechnol/sql/2000/maintain/

sqglops0.mspx).
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Database Maintenance - References
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For extensive information on Microsoft SQL Server performance tuning,
refer to the following documents:

Troubleshooting application performance with Microsoft SQL Server:
http://www.microsoft.com/technet/prodtechnol/sal/2005/tsprfprb.mspx

Performance counters:
http://www.databasejournal.com/features/mssal/article.php/1477311#disk

How to perform a Microsoft SQL Server performance audit:
http://www.sql-server-performance.com/sql_server _performance_audit.asp

Microsoft SQL Server performance tuning tips:
http://www.sql-server-performance.com/best_sql_server_performance
tips.asp
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Microsoft SQL Server Sizing Guidelines

This chapter contains guidelines for the server and database configuration
settings that should be used when working with Microsoft SQL Server and
HP Universal CMDB. Note that the recommended settings generally differ
according to the size of your HP Universal CMDB deployment.

This chapter includes:
» Server Configuration Options on page 113

» Data File Property Settings on page 114
» The tempdb Database Settings on page 115

Server Configuration Options

You can reconfigure the Microsoft SQL Server option awe enabled. When
Microsoft SQL Server must access more than 4 GB of physical memory, you
can use the Microsoft Windows Address Windowing Extensions (AWE) API
to support up to a maximum of 64 GB.

For more information, refer to Microsoft SQL Server Books Online and the
SQL Server 2000 Operations Guide (http://www.microsoft.com/technet/
prodtechnol/sgl/2000/maintain/sglops0.mspx).
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Data File Property Settings
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You can configure the following Microsoft SQL Server data file properties:

SIZE. The Microsoft SQL Server allocates the size specified in this parameter
when the database is created, and zeroes the space allocated (this may take a
while). Since Microsoft SQL Server tries to acquire as large a consecutive
amount of space as possible, it is recommended that you specify as large a
value as possible in order to avoid file system fragmentation caused by
tuture file growth.

FILEGROWTH. The automatic growth increment of the file can be specified
as either a percentage of the existing file size, or as a fixed size. Using a small
growth increment is not recommended because it increases file system
fragmentation. On the other hand, if you have a very large increment,
modifications sent by clients might incur connection timeouts while
waiting for the automatic expansion to finish. This problem can occur a
while after the database was created and come as a surprise when the files
are set with the default ten percent growth increment. Note that when the
database is small, the automatic growth is completed in a short time, but
when the database becomes large (for example, several gigabytes), the
default ten percent growth increment may take a while to allocate and
initialize.
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The tempdb Database Settings

The frequent expansion of the tempdb system database can affect the
database’s performance, especially in large Microsoft SQL Server
installations. The size of the tempdb, therefore, should be large enough to
avoid the need for early expansion. Its growth increment should be large
enough to avoid fragmentation, yet not too large to expand in a reasonable
amount of time. Create the tempdb with a minimum, initial size of 500 MB
and with a growth increment of 50 MB. The tempdb database should be
striped across several disks, ideally on a RAID 0+1 controller. It is
recommended to move the tempdb database to its own set of disks.

To ensure that there is enough disk space for the tempdb to grow during
times of heavy usage (for example, when aggregating or sorting data), it is
recommended that you leave at least 20 GB free disk space on the drive
where the tempdb is located.
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Overview of Oracle Server Deployment

Note: If HP Universal CMDB is installed on a Solaris platform, the databases
must be set up on an Oracle Server.

This chapter describes the following topics related to deploying Oracle
Servers for use with HP Universal CMDB.
This chapter includes:

» About Oracle Server Deployment on page 119

» System Requirements on page 120

About Oracle Server Deployment

To deploy Oracle Server for use with HP Universal CMDB, perform the
following procedures:

> Install Oracle Server.

For details, refer to the installation guide for your specific Oracle platform.
» Build a database on Oracle Server to store HP Universal CMDB data.

For details, refer to the installation guide for your specific Oracle platform.
> Create one or more Oracle tablespaces to store HP Universal CMDB data.

For details, see “Oracle Tablespaces” on page 154.

» Create an Oracle user schema for HP Universal CMDB schemas.
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You can create HP Universal CMDB user schemas manually, or you can use
the Server and Database Configuration utility to create the schemas for you.
For details on creating an Oracle user schema for HP Universal CMDB, see
“Manually Creating the Oracle Server Database Schemas” on page 125.

Information is provided in this section for both recommended and
supported Oracle environments. HP Universal CMDB recommendation
indicates that HP quality assurance personnel have rigorously tested the
recommended environment/option. A supported environment or option
means that HP quality assurance personnel have successfully performed
basic tests on the environment/option.

System Requirements

120

This section describes the system requirements for working with Oracle
Server in conjunction with HP Universal CMDB.

This section includes the following topics:

> “Hardware Requirements” on page 120

> “Software Requirements” on page 121

Hardware Requirements

For HP Universal CMDB hardware sizing guidelines, see “Hardware Sizing”
on page 15.

For Oracle hardware requirements, refer to the installation guide for your
specific Oracle platform. Additional information is also available in the
Oracle software distribution media as well as the online Oracle
documentation. For Oracle documentation, refer to:
http://otn.oracle.com/documentation/index.html.
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Software Requirements

The following table describes the Oracle Server certification matrix that is
supported and certified for working with HP Universal CMDB:

Support Level

Database Release

Operating System

Version

BIT Set

Certified

Oracle 10.2.0.3
Enterprise Edition
plus latest critical
patches

64 BIT

Linux Enterprise
Edition

Oracle 10.2.0.3 RAC
Enterprise Edition
plus latest critical
patches

64 BIT

Linux Enterprise
Edition

Oracle 10.2.0.3
Enterprise Edition
plus latest critical
patches

64 BIT

Solaris 10

Oracle 10.2.0.4
Enterprise Edition
plus latest critical
patches

64 BIT

Linux Enterprise
Edition
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Support Level

Database Release

Operating System

Version

BIT Set

Supported

Oracle 9.2.0.8
Enterprise Edition
plus latest critical
patches

64 BIT

Linux Enterprise
Edition

Oracle 10.2.0.3
Enterprise Edition
plus latest critical
patches

32 BIT

Windows 2003
Enterprise Edition
Service Pack 2

Oracle 10.2.0.3
Enterprise Edition
plus latest critical
patches

64 BIT

AIX 5L

Oracle 10.2.0.3
Enterprise Edition
plus latest critical
patches

64 BIT

HP-UX 11.31

Oracle 10.2.0.4 RAC
Enterprise Edition
plus latest critical
patches

64 BIT

Linux Enterprise
Edition

Note:

» It is strongly recommended to apply the latest critical Oracle patches per

your operating system. For details, consult the Oracle documentation.

» The Oracle Partitioning option should be enabled.
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Oracle Instances

You can install more than one Oracle instance on a machine, using the same
Oracle database engine.

For HP Universal CMDB certification, do not use more than one Oracle
instance. If you do use more than one instance for the HP Universal CMDB
databases, ensure that all the instances are configured as described in this
document and that they all have the same characteristics (such as the same
character set).

Note: Only the Enterprise editions of Oracle are supported by HP Universal
CMDB.
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Manually Creating the Oracle Server
Database Schemas

This chapter describes the manual creation of the Oracle Server database
schemas required by HP Universal CMDB.
This chapter includes:

» Overview of the Oracle Database Schemas on page 125

» Prerequisites on page 126

» Creating Schema Default and Temporary Tablespaces on page 127

» Creating Schema User Permissions on page 127

» Creating Schemas and Schema Objects on page 128

Note: It is strongly recommended that you run the database schema verify
program after creating the schemas to verify that your database schemas are
configured properly. For information on the verification process, see
Appendix B, “Database Schema Verification.”

Overview of the Oracle Database Schemas
HP Universal CMDB uses the following database schemas for its persistency:
CMDB. The configuration management database.

CMDB History. The configuration management history database.
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CMDB Foundations. The configuration management infrastructure
database.

During the HP Universal CMDB setup, new schemas can be set up
automatically by the setup procedure, or already existing schemas can be
used. Existing schemas can either have been created manually in advance,
or can have been created by a previous installation of the same release of
HP Universal CMDB.

If you choose to have the schemas set up automatically by the setup
procedure, you must have administrator permissions. Usually, the System
account credentials are used. If you are unable to submit database
administrator connection parameters (for example, due to organization
security restrictions), manually set up the schemas in advance.

For details about installing the HP Universal CMDB server, see “Introduction
to HP Universal CMDB” in the HP Universal CMDB Deployment Guide PDF.

Prerequisites

126

Before creating the database schemas, the Oracle Database Server must be
installed according to the details in this guide. For further details on
installing and configuring the Oracle Database Server, see Chapter 14,
“Oracle Server Configuration and Sizing Guidelines.”

If schemas are manually created prior to running the HP Universal CMDB
setup, during the setup procedure, select the option to use existing schemas
and enter the relevant data about the existing schemas for which you are
prompted. The data you enter is written to the configuration files that are
used by the JDBC driver to connect to the existing schemas.



Chapter 12 ¢ Manually Creating the Oracle Server Database Schemas

Creating Schema Default and Temporary Tablespaces

The database administrator should create at least one Temporary tablespace
in the database instance hosting HP Universal CMDB schemas, and at least
one tablespace to be served as the default tablespace for the HP Universal
CMDB schemas. For details on creating an Oracle tablespace using a
provided script, see “Creating an Oracle Tablespace” on page 155.

The tablespace specification should be made according to your storage
policy, taking into account RAID configuration, available disks and storage
devices.

For further details on tablespace file sizes and recommended settings, see
“Oracle Tablespace Settings” on page 156.

Creating Schema User Permissions

The database administrator should create an Oracle schema user with the
database permissions required by the HP Universal CMDB application.

The following database permissions must be granted to HP Universal CMDB
Oracle schema users. These permissions are also used by the HP Universal
CMDB installer to create a new Oracle user:

» Roles
» Connect
» Permissions
CREATE TABLE
CREATE VIEW
CREATE SEQUENCE
CREATE TRIGGER
CREATE PROCEDURE
UNLIMITED TABLESPACE
ALTER USER ${user} DEFAULT ROLE ALL

Y Y Y Y Y Y Y
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Note: HP Universal CMDB supports any user with higher permissions.
However, during the upgrade process, the redundant permissions should be
revoked in order to pass schema verification. For HP Universal CMDB
certification, use an Oracle user that has the exact Oracle permissions
described above.

Creating Schemas and Schema Objects

128

The database administrator should create three schemas; one for CMDB
persistency, one for CMDB historical data persistency (CMDB History), and
one for the Foundation schema.

Obijects are created using SQL scripts which are run against the schemas that
were previously created.

The scripts are located in the <HP Universal CMDB root directory>\
UCMDBServer\j2f\CMDB\dbscripts\oracle directory located on the
HP Universal CMDB server, and should be run from this directory.

The SQL scripts require an Oracle 10g or 9i client with SQLPLUS client tool.
If these are not installed on the HP Universal CMDB server machine, you
can move all the scripts to a different machine that has the required client.

To move the scripts to a different machine:

Copy the <HP Universal CMDB root directory>\UCMDBServer\j2f\
CMDB\dbscripts\oracle directory from the HP Universal CMDB server
machine to the machine with the required client.

This section includes the following topics:

» “Creating the CMDB Objects” on page 129
> “Creating the CMDB History Objects” on page 129
» “Creating the CMDB Foundation Objects” on page 129
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Creating the CMDB Objects

To create the CMDB objects, connect to the CMDB schema and run the
following SQL script:

» create_cm_tables_cmdb.sql

Creating the CMDB History Objects

To create the CMDB History objects, connect to the CMDB History schema
and run the following SQL script:

» create_history_tables_cmdb.sql

Creating the CMDB Foundation Objects

To create the CMDB Foundation objects, connect to the CMDB Foundations
schema and run the following SQL script:

» foundations_ora_dbobjects_create.sql
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Maintaining an Oracle Server Database

This chapter describes the various maintenance and tuning procedures that
are recommended for HP Universal CMDB databases created on Oracle
Servers, as well as the available database backup and recovery methods.

This chapter includes:

» Database Maintenance and Tuning on page 131

» Oracle Database Backup and Recovery on page 145

Database

Maintenance and Tuning

Poor database performance can be caused by the faulty configuration of the
instance and database, or by abnormal resource consumption of an Oracle
transaction, user, or process. It is essential for the database administrator to
proactively monitor resource consumption, and correct any abnormalities
before performance is affected.

Note: Memory, CPU, and I/O are the three most common system resources
consumed by Oracle.

There are a number of third-party tools that you can use to monitor
database behavior and assist you in identifying bottlenecks in your system.
Use the following guidelines to help you.
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This section includes the following topics:

“System Global Area (SGA)” on page 132

“Database Load Behavior” on page 132

“CPU and I/O” on page 133

“Oracle Alert File” on page 133

“Archive Log - File System” on page 133

“Tablespace Storage Space” on page 134
“Dictionary-Managed Tablespace Coalescing” on page 134
“Collecting Statistics for Databases” on page 134
“Collecting Statistics for CMDB” on page 138

“FREELISTS Storage Parameter” on page 141

“Index Fragmentation” on page 142

System Global Area (SGA)

Always configure your SGA to fit physical memory and avoid using
swapping. It is recommended that you not set the SGA for more than 70
percent of system physical memory, leaving enough memory for additional
system and client processes.

Database Load Behavior

In Oracle10g, an AWR (Automatic Workload Repository), reports can be
used to monitor performance bottlenecks and database behavior. For details,
refer to Oracle Metalink Note 276103.1: PERFORMANCE TUNING USING 10g
ADVISORS AND MANAGEABILITY FEATURES. AWR is an evolution of
STATSPACK (8i and up) and utlbstat/utlestat. For using STATSPACK in Oracle
9i, refer to Oracle Metalink Note 94224:1: STATSPACK FAQ.

It is also recommended that you monitor I/O load on the system to identify
I/O contention. Once you determine which disk is most loaded, you can use
the utlbstat/utlestat output to determine which particular Oracle data file is
the cause of the contention and consider the relocation of data files.
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CPU and I/0

It is recommended that you monitor the CPU and file system, which are the
main resources consumed by the database server. CPU usage should not
exceed 70 percent and the I/O wait should not be higher than 10 percent.

You can use perfmon on Windows, or top in UNIX, to monitor the above
resources.

Oracle Alert File

Oracle registers abnormal events in the alert.log file, whose location is
defined by the BACKGROUND_DUMP_DEST parameter.

It is recommended that you check this file regularly to identify
abnormalities that should be corrected, for example, ORA-XXXXX errors.

Archive Log - File System

When using the archivelog mode, monitor your ARCHIVE_DUMP_DEST
location for disk usage. These files should be backed up and deleted
regularly to leave sufficient disk space for new archive files.

The archive file is usually the same size as the redo log file. To determine the
size of a redo log file, use the operating system command or the following

query:

SQL> select GROUP#, BYTES
from V$SLOG;

To determine the number of archive files generated over a period of time, for
example, a day, you can use the following query after the system is stable:

SQL> alter session set NLS_DATE_FORMAT = 'DD-MON-YYYY";
SQL> select TO_DATE(TO_CHAR(FIRST_TIME,'DD-MON-YYYY")) as "Day",
COUNT(*) as "Number of files"
from V$LOG_HISTORY
group by TO_CHAR(FIRST_TIME,'DD-MON-YYYY")
order by 1 asc;
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Tablespace Storage Space

To avoid space errors caused by data growth, monitor your tablespace usage
regularly.

If you run out of space in one of your tablespaces, you can add one or more
data files to it by using the ALTER TABLESPACE <tablespace name> ADD
DATAFILE... command.

Dictionary-Managed Tablespace Coalescing

Free space in Oracle tablespaces is composed of newly created extents, or
extents that were used and freed. If some of the free space in a tablespace is
composed of extents that were used and freed, your tablespace may become
temporarily fragmented. To repair fragmentation, two extents that reside
next to one another can be coalesced in order to create one large extent.

To check for fragmentation, run the following query using SQL*Plus (using
the system administrator account):

SELECT A.TABLESPACE_NAME, COUNT(*) BLOCK_CASES
FROM DBA_FREE_SPACE A, DBA_FREE_SPACE B
WHERE A.TABLESPACE_NAME = B.TABLESPACE_NAME
AND A.FILE_ID = B.FILE_ID
AND A.BLOCK_ID+A.BLOCKS = B.BLOCK_ID

GROUP BY A.TABLESPACE_NAME

/

This query returns a list of tablespaces that require coalescing. Although the
Oracle SMON process automatically performs coalescing, it may do so
infrequently. It is therefore recommended that you coalesce tablespace
extents using the ALTER TABLESPACE <tablespace name> COALESCE;
command. This task is not needed when using locally managed tablespaces.

Collecting Statistics for Databases

The HP Universal CMDB platform is planned and built to work with the
Oracle Cost Base Optimizer. For the Optimizer to work properly, you must
periodically collect statistics for all schema tables.
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During the initial phase of HP Universal CMDB deployment, it is
recommended that you collect statistics for all HP Universal CMDB objects
(tables and indexes).

Oracle 10g has an automated job for statistics collection of all database
schemas as part of using 10g Scheduler APIs. The automated job is the
GATHER_STATS_JOB which is owned by the SYS super user. The job collects
stale (inaccurate) statistics at a predefined time (Maintenance Window). The
job only refreshes statistics for objects with empty or stale statistics, thereby
avoiding scanning unnecessary data as was the case in Oracle 9i.

The Maintenance Window comprises the WEEKNIGHT_WINDOW (with the
job starting at 10:00 PM Monday-Friday), and the WEEKEND_WINDOW
(with the job starting at 12:00 AM on Saturday), with no job scheduled for
Sunday. If you need to collect statistics at other maintenance times that
better suit your system, your database administrator can change the
schedule using the Oracle Enterprise Manager console. For an overview of
the Oracle Scheduler, refer to the chapter "Overview of Scheduler Concepts"
in the Oracle Database Administrator’s Guide in the Oracle 10g
documentation set.

An example of changing the job to a schedule running every night at
midnight can be found in the change_gather_stats_job.bat database script
located at <HP Universal CMDB root
directory>\UCMDBServer\j2f\CMDB\dbscripts\oracle\ utils.

Note: This script should be used with caution and should only be run by the
system administrator.

When working with large HP Universal CMDB environments, it is
recommended that you collect statistics only for objects for which the
amount of data changes significantly during the day, or for new objects that
are created.

135



Chapter 13 ¢ Maintaining an Oracle Server Database

136

To collect statistics for all HP Universal CMDB objects on a 9i database:

1 Log in to the HP Universal CMDB relevant schema using SQL*Plus.

Run the following command:

Exec DBMS_STATS.GATHER_SCHEMA_STATS (ownname => '<name of
Oracle schema>', estimate_percent => 20, cascade => TRUE);

Once your HP Universal CMDB system is stable, you should collect statistics
once a day.

To collect statistics for all HP Universal CMDB objects on a 10g database:

1 Log in to the HP Universal CMDB relevant schema using SQL*Plus.

Run the following command:

Exec DBMS_STATS.GATHER_SCHEMA_STATS (ownname =>'<name of
Oracle schema>', options => ‘GATHER AUTO’);

To collect statistics for specific schema tables and their indexes:

1 Log in to the schema using SQL*Plus.

For each table, collect statistics by running the following command:

Exec DBMS_STATS.GATHER_TABLE_STATS (ownname => ‘<name of Oracle
schema>’, tabname => ‘<Name of table for which you want to collect statistics>’,
estimate_percent => 5, cascade => TRUE);

Note: Cascade => True instructs the Oracle database to analyze all the
indexes in the table.

Alternatively, you can collect statistics for each table and index using the
analyze command.
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To collect statistics for tables and indexes using the analyze command:

1 Log in to the relevant schema using SQL*Plus.

For each table, collect statistics using the ANALYZE TABLE <table_name>
ESTIMATE STATISTICS SAMPLE <x> ROWS; query. It is recommended that
"x" be approximately five percent of the records in the table.

For each index, collect statistics using the ANALYZE INDEX <index name>
COMPUTE STATISTICS; query.

Note: Collecting statistics is a resource-consuming operation that can take a
long time. It is therefore recommended that you collect statistics during
special maintenance hours.

To obtain the list of tables, use the SELECT TABLE_NAME FROM
USER_TABLES query.

To obtain the list of schema indexes, use the SELECT INDEX_NAME FROM
USER_INDEXES query.
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Collecting Statistics for CMDB

Unlike some databases, where queries are predefined and can be tuned
according to the expected database size, CMDB database constructs queries
dynamically, according to Pattern Views defined against its data model. This
necessitates accurate statistics at all times. In addition to running a daily job
to update statistics for CMDB, it is recommended that you manually refresh
statistics if major changes to the CMDB schema objects have occurred,
usually caused by bulk insert transactions. The following scenarios warrant a
manual refresh of CMDB statistics:

Automated Discovery and Dependency Mapping (DDM) jobs. DDM is the
process responsible for automatically detecting configuration items (Cls)
and inserting them into CMDB.

Statistics Collection Guidelines for Oracle 9i

The following guidelines are applicable to Oracle 9i.

Running a Daily Job

To create a daily job to run statistics on CMDB, use the
create_statistics_job.bat script located in the <HP Universal CMDB root
directory>\UCMDBServer\j2f\CMDB\dbscripts\oracle\utils directory. A
thick database client tool (SQLPLUS) is required to run the script. If you
need to move the script to a different machine that has SQLPLUS installed,
copy the directory in which the script is located to the required machine.
The script is run with the following command:

create_statistics_job.bat <schema> <password> <db alias> <hour>
where:

» schema. The name of the CMDB schema user of the schema for which
you are installing the statistics job.

» password. The password for the database schema user.

» db alias. The db alias for connecting to the target database as specified in
the tnsnames.ora file. Ensure that there is an entry in the tnsnames.ora
file for the target server.

> hour. The hour of the day to run the statistics job. Accepted values are O-
23 with a default value of midnight.
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This API gathers statistics on all tables and their related indexes, even if
statistics are the same as the previous call.

The job should be scheduled for a maintenance hour when the system is not
heavily loaded (for example, every night at midnight).

Running a Manual Statistics Refresh

When major data changes have been carried out on CMDB, you refresh the
statistics by one of the following methods:

Use the runStatistics JMX:

» In a Web browser, open http://<Gateways Server machine
name>:8080/jmx-console.

» In the Topaz section, select CMDB Dal Services.

» Under runStatistics, enter the customer ID. The default customer ID for
an individual HP Universal CMDB system (that is, one not managed by
HP Software-as-a-Service) is 1.

» Under runStatistics, click Invoke. The CMDB statistics are regenerated.
Manually run the daily job using an Oracle client:
» Connect to the CMDB schema via SQLPLUS.

> Run the query Select job from user_jobs where upper(what) like
‘%GATHER_SCHEMA_STATS%’;

The query output is the job number.
> Run the job with the call Exec dbms_job.run (<job number>) ;

Connect to the CMDB schema and execute the PL/SQL block begin
DBMS_STATS.GATHER_SCHEMA_STATS (ownname => ‘<name of Oracle
schema>’, cascade => TRUE) ; end;

Statistics Collection Guidelines for Oracle 10g
The following guidelines are applicable to Oracle 10g.
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Running a Daily Job

From Oracle 10g and later, there is no need to define a dedicated, daily job
against the CMDB schema as Oracle 10g includes an automated job for
statistics collection. For details, see “Collecting Statistics for Databases” on
page 134.

Running an Hourly Job

In Oracle 10g, object changes are automatically monitored and it is possible
to operate the DBMS_STATS.GATHER_SCHEMA_STATS API with the GATHER
AUTO method collecting only missing or stale statistics (that is, when
statistics no longer represent the object accurately, usually when the object’s
data change by 10% or more).

If you do not manually refresh statistics for each major data change, it is
recommended to schedule a Scheduler job running every hour for refreshing
stale statistics against the CMDB schema. You execute an automatic, hourly
refresh of statistics by executing the PL/SQL block begin
DBMS_STATS.GATHER_SCHEMA_STATS (ownname => ‘<name of Oracle
schema>’, options => ‘GATHER AUTO’) ; end;

The provided database script, create_ CMDB_Stats_Job.Bat, located in the
<HP Universal CMDB root directory>\UCMDBServer\j2f
\CMDB\dbscripts\oracle\utils directory, creates the needed job scheduled
to run every hour. The job is owned by SYSTEM user and operates against a
defined CMDB schema.

Note: From Oracle 10g and on, it is strongly recommended to use Oracle
Scheduler job APIs instead of DBMS_JOB APIs for job automation.

Running a Manual Statistics Refresh

When major data changes have been carried out on CMDB, you refresh the
statistics by one of the following methods:

» Use the runStatistics JMX:
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> In a Web browser, open http://<Gateways Server machine
name>:8080/jmx-console.

» In the Topaz section, select CMDB Dal Services.

» Under runStatistics, enter the customer ID. The default customer ID for an
individual HP Universal CMDB system (that is, one not managed by
HP Software-as-a-Service) is 1.

» Under runStatistics, click Invoke. The CMDB statistics are regenerated.

Note: The JMX utility checks the database release and in the case of an
Oracle 10g database, runs the statistics in the GATHER AUTO method.

Connect to the CMDB schema and execute the PL/SQL block begin
DBMS_STATS.GATHER_SCHEMA_STATS (ownname => ‘<name of Oracle
schema>’ , options => GATHER AUTO) ; end;

FREELISTS Storage Parameter

In a distributed HP Universal CMDB environment, it is recommended that
you enlarge the FREELISTS storage parameter value in the HP Universal
CMDB database tables and their indexes from the default value of 1 to a
value of 20. Enlarging the FREELISTS storage parameter value prevents data
block waits.

Use SQL*Plus to change the FREELISTS parameter to a value of 20.

To change the FREELISTS parameter in a table:

Use the following command:

alter table <table name> storage ( freelists 20 );

To change the FREELISTS parameter in an index:

Use the following command:

alter index <index name> storage ( freelists 20 );
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When creating large tables in the schema, HP Universal CMDB
automatically sets the FREELISTS parameter to 20. Database objects (tables
and indexes) created later on by other components are created with the
default Oracle FREELISTS value of 1. It is recommended that you track these
objects and set their FREELISTS parameter values to 20.

Note: The FREELISTS parameter applies only to objects created in
tablespaces whose segment space is manually managed.

Index Fragmentation

HP Universal CMDB schemas consists of Oracle B-tree indexes for
enhancing searches on table columns.

It is recommended to validate the structure of the schema indexes
periodically (at least every week for active systems), and if necessary to
rebuild the indexes found to be fragmented.

The main reasons for indexes becoming fragmented are:

Row deletes. When rows in a table are deleted, Oracle index nodes are not
physically deleted, nor are the entries removed from the index. Rather,
Oracle logically deletes the index entry and leaves dead nodes in the index
tree, where they may be reused if another adjacent entry is required.
However, when large numbers of adjacent rows are deleted, it is highly
unlikely that Oracle is able to reuse the deleted leaf rows. In addition to
wasting space, large volumes of deleted leaf nodes cause index scans to take
more time.

Over time, following row deletes from schema tables, there may be a need to
rebuild some of the schema indexes.
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» Index height. The height of an index refers to the maximum number of
levels encountered within the index. As the number of levels in an index
increases, more block reads are needed when searching the index. When a
large amount of rows are added to a table, Oracle may create additional
levels of an index to accommodate the new rows, thereby causing an index
to reach four levels, although only in those areas of the index tree where
massive inserts have occurred. While Oracle indexes can support many
millions of entries in three levels, any Oracle index that has four or more
levels can benefit from rebuilding.

For HP Universal CMDB tables, it is recommended to rebuild any index that
has more than three levels.

Index Maintenance Utility

HP Universal CMDB’s index maintenance utility (maintain_indexes.bat) can
be used to identify and rebuild indexes that have more than three levels, or
that have 100,000 values or more with 10% of deleted values.

You can set a flag when running the utility to instruct it to rebuild indexes
identified as being fragmented automatically, although it is recommended
that you rebuild indexes manually.

When run, the utility produces a log file (index_stats.log) that contains the
following entries:

> An alphabetical list of indexes that were identified as candidates for
rebuilding. For each index listed, statistics are shown such as the height of
the index and the percentage of deleted rows.

» Rebuild commands for each index listed that can be used to rebuild the
indexes manually.

The utility also creates a table called TEMP_STATS in the target schema that
contains all the indexes and their related statistics (not only the indexes
listed as candidates for rebuilding). The table remains in the schema until it
is manually dropped, to enable inspection of the results at a later stage.
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Warning: The index maintenance utility is resource intensive, as it analyzes
all indexes in the schema. It can also cause locks on database objects, or skip
indexes that are locked by other sessions. It is recommended to run the
index maintenance utility during maintenance hours only.

To run the index maintenance utility:

Copy the following files from the \<HP Universal CMDB root
directory>\UCMDBServer\j2f\CMDB\dbscripts\oracle\utils directory to a
Windows machine that has Oracle database client installed:

» maintain_indexes.bat
> maintain_indexes.sql

On the machine to which you copied the files, open a DOS command
window and move to the location in which you copied the files.

Run the index maintenance utility with the following command:
maintain_indexes.bat <schema> <password><db alias> (rebuild flag)
where:

» schema. The name of the database schema user of the schema for which
you are running the utility.

» password. The password for the database schema user.

» db alias. The db alias for connecting to the target database as specified in
the tnsnames.ora file. Ensure that there is an entry in the tnsnames.ora
file for the target server.

> rebuild flag. The flag to instruct the utility to rebuild indexes
automatically. Set the flag to 0 if you don’t want the utility to rebuild
indexes automatically and to 1 if you do. The default setting is 0.

When the index maintenance utility has finished running, check the
index_stats.log file in the directory into which you copied the files in step 1
on page 144, for the list of indexes that are candidates for rebuilding and the
rebuild commands to be used.
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Note: The execution time of the index maintenance utility depends on the
size of the indexes and the load on the system when being run.

Oracle Database Backup and Recovery

Your backup strategy is tested when a failure occurs and data is lost. You can
lose or corrupt data in several ways, such as a logical application error, an
instance failure that prevents Oracle from starting, or a media failure caused
by a disk crash. In addition to your scheduled backups, it is important to
perform a backup when the database structure changes (for example, when
a data file is added to the database), or before you upgrade your software or
hardware.

When choosing a backup strategy, consider several factors, such as the
system workload, the usage schedule, the importance of the data, and the
hardware environment of the database.

Oracle backups can be performed using scripts executing SQL commands
combined with operating system commands to copy files, or using Oracle
RMAN (Recovery Manager) commands.

It is recommended that you maintain updated records of backups performed
on your database so that you can use them for recovery on demand. If you
are using RMAN, catalog information is available from the catalog.

This section describes:

» Available Backup Methods
» Oracle Recovery Manager - RMAN

Available Backup Methods

This section describes the various backup methods that are available.
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Cold Backup

Cold backup, also known as offline backup, is a database level backup. It
normally requires that the database be shut down before the backup is
started. The amount of downtime is dependent on the database size, the
backup media (disk or tape), the backup software, and the hardware in use.

Once the instance is down, all its data files, log files, control files, and
configuration files should be copied either to disk or other media. After the
copy is complete, the instance can be restarted.

This backup method enables recovery to a the point in time in the past at
which the database snapshot was taken.

For more information, refer to the Oracle Backup and Recovery Guide
(http://otn.oracle.com/pls/db92/db92.show_toc?partno=a96519&remark=d
rilldown&word=Backup).

Hot Backup

Hot backup, also known as online backup, enables you to run a backup
while the instance is running and users are connected to the database. This
backup method is a tablespace backup level and requires the database to
operate in archivelog mode, which enables Oracle to track changes over
time by generating redo log file copies called archive files. The generated
archive files are written to the archive destination specified by the
LOG_ARCHIVE_DEST (or LOG_ARCHIVE_DEST_NN) parameter in the
instance parameter files. Other related archiving parameters are
LOG_ARCHIVE_FORMAT and LOG_ARCHIVE_START.

Once you start the backup, all the data files, control files, archive files, and
configuration files should be copied either to disk or other media. This
method enables recovery to any point in time. Note that working in
archivelog mode requires additional disk space to contain incremental
archive files, which can influence database performance. During the backup
process, HP Universal CMDB may also experience some performance
degradation due to disk load.

For more information, refer to the Oracle Backup and Recovery Guide
(http://otn.oracle.com/pls/db92/db92.show_toc?partno=a96519&remark=d
rilldown&word=Backup).
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Export

In addition to the cold and hot physical backup methods, you can use the
logical backup method known as export.

The export utility dumps schema structure and contents into an Oracle
structured file. This method can be used to transfer data between two
schemas in the same database, or between two separate Oracle databases. To
load exported data back into the database, use the import utility.

For more information, refer to the Export/Import section of Oracle Utilities
(http://otn.oracle.com/pls/db92/db92.show_toc?partno=a96652&remark=d
rilldown&word=Export).

In Oracle 10g, the Oracle Data Pump utility can be used for exporting data.
For more information, refer to the Oracle Data Pump page in the Oracle
Utilities section of the Oracle Web site (http://download-east.oracle.com/
docs/cd/B19306_01/server.102/b14215/part_dp.htm#i436481).

Note: HP Universal CMDB does not require you to use a specific backup
method; however, it is recommended that your backup method
accommodate HP Universal CMDB’s use of more than one database user
schema.

Oracle Recovery Manager - RMAN

Recovery Manager (RMAN) is a generic Oracle tool that enables you to back
up and restore your target database. When working with RMAN, you can
choose to work with the RMAN catalog schema. The catalog is managed
within the Oracle schema and stores information on the registered database
structure and backups performed using RMAN. It can be queried to produce
backup reports and copy availability. A single catalog can manage backup
information from one or more target databases.

The RMAN catalog is usually placed on a different database instance than
the operational database and has a backup strategy of its own. It need only
be available during the backup or recovery process.
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The RMAN tool can be used in conjunction with third-party backup
software for a complete backup and recovery solution.

The following are some advantages of RMAN:

» Minimizes backed up data by compressing backed up files to exclude empty
data blocks, thereby saving time and space.

Supports incremental backups.
Supplies the user with backup status reporting ability.

Supports parallel backup and recovery processes when possible.

Y VY VY Y

Can be used with a third-party backup media tool.

For more information on RMAN, refer to the Oracle Recovery Manager
User’s Guide
(http://otn.oracle.com/pls/db92/db92.show_toc?partno=a96566
&remark=drilldown&word=RMAN) and

Oracle Recovery Manager Reference
(http://otn.oracle.com/pls/db92/db92.show_toc?partno=a96565&remark=d
rilldown&word=RMAN) for Oracle 9i and

Backup and Recovery Advanced User's Guide (http://download-
east.oracle.com/docs/cd/B19306_01/
backup.102/b14191/toc.htm) and

Backup and Recovery Reference (http://download-
east.oracle.com/docs/cd/B19306_01/backup.102/b14194/toc.htm) for
Oracle 10g.

148



14

Oracle Server Configuration and Sizing
Guidelines

This chapter contains guidelines for the Oracle database configuration
settings that should be used when working with Oracle Server and
HP Universal CMDB. Note that the recommended settings differ according
to the size of your HP Universal CMDB deployment.
This chapter includes:

» Oracle Parameter Sizing on page 150

» Oracle Tablespaces on page 154

» Oracle Tablespace Settings on page 156

» Using RAID Configuration on page 159
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Oracle Parameter Sizing
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The following table describes the recommended size for a number of
parameters, when working with the HP Universal CMDB database server:

Parameter Name HP Universal CMDB Remarks
Deployment
Small Large
DB_BLOCK_SIZE 8K 8K-16K See remarks below
the table
DB_CACHE_SIZE 1GB 4 GB See remarks below
the table. For
Oracle 10g, it is
recommended that
you use the
SGA_TARGET
parameter.
DB_CACHE_ADVICE ON ON For gathering
statistics when
tuning is required
SHARED_POOL_SIZE Oracle 9i: Oracle 9i: For Oracle 10g, it is
80 MB 112 MB recommended that
Oracle 10g: Oracle 10g: | YOU Us€ the
200 MB 300 MB SGA_TARGET
parameter
SGA_TARGET 1 GB 4 GB Available in Oracle
10g only
LOG_BUFFER 1 MB 5 MB
DB_FILE_MULTIBLOCK | 16 32
_READ_COUNT
PROCESSES 200 400 Add an additional
100 as a safety net
SESSIONS 225 445 (1.1 * PROCESSES)
+5




Chapter 14 ¢ Oracle Server Configuration and Sizing Guidelines

Parameter Name

HP Universal CMDB
Deployment

Small

Large

Remarks

SORT_AREA_SIZE

1 MB

2MB

It is recommended
that you use the
PGA_AGGREGATE
_TARGET
parameter instead.

This parameter is
reserved for
backward
compatibility and
shared server
mode. In order for
it to work, the
WORKAREA_SIZE_
POLICY parameter
must be set to
MANUAL.

SORT_AREA_RETAINED

_SIZE

Equal to
SORT_AREA_SIZE
value

Equal to
SORT_AREA
_SIZE value

See remarks for the
SORT_AREA_SIZE
parameter.

HASH_AREA_SIZE

3 MB

6 MB

Is equal to 3 times
the
SORT_AREA_SIZE
value. See remarks
for the
SORT_AREA_SIZE
parameter.
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Parameter Name

HP Universal CMDB
Deployment

Small

Large

Remarks

WORKAREA_SIZE
POLICY

AUTO

AUTO

The automatic
PGA memory
management
mode applies only
to work areas
allocated by
dedicated Oracle
Servers. The size of
work areas
allocated by shared
Oracle Servers is
still controlled by
the previous
*_AREA_SIZE
parameters
because these work
areas are allocated
mainly in SGA and
not in PGA.

PGA_AGGREGATE_
TARGET

400 MB

800 MB

STATISTICS_LEVEL

TYPICAL

TYPICAL

Enables tuning if
required.
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Note the following:

DB_BLOCK_SIZE. DB_BLOCK_SIZE must be a multiple of the operating
system block size.

DB_CACHE_SIZE. The above recommendations are for very large
implementations. Regardless of HP Universal CMDB certification, you must
have the following additional hardware requirements in order to configure
this parameter:

> Solaris hardware. In 32-bit operating systems, there is a shared memory
limit of 1.75 GB for all instances. If you want to use 4 GB of shared
memory, you must use a 64-bit operating system and 64-bit Oracle
RDBMS.

» Windows 2000. In order to support and use SGA that is larger than 2 GB,
you must enable a specific Windows and Oracle configuration (VLM). For
more information, refer to the Microsoft and Oracle online
documentation.

SGA_TARGET. Setting this parameter configures Oracle to automatically
determine the size of the buffer cache (db_cache_size), shared pool
(shared_pool_size), large pool (large_pool_size), java pool (java_pool_size),
and streams pool (streams_pool_size).

The value configured for SGA_TARGET sets the total size of the SGA
components.

When SGA_TARGET is set (that is, it's value is not 0), and one of the above
pools is also set to a non-zero value, the pool value is used as the minimum
value for that pool.
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Oracle Tablespaces
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An Oracle tablespace is an Oracle object that is a logical container of
database objects, for example, tables, indexes, and so forth. When working
with HP Universal CMDB, you must create one or more dedicated default
tablespaces for your HP Universal CMDB user schemas. You may also want
to create a dedicated temporary tablespace for HP Universal CMDB. To
create a tablespace, you must provide specific operating system files that
physically represent the tablespace, as well as extent parameters.

When mapping operating system files, there is an option to make the file
auto-extendable. This feature is supported by HP Universal CMDB, but not
certified for use with HP Universal CMDB, since it can cause the system to
consume all available disk space.

This section describes:

» Locally Managed Tablespaces

Creating an Oracle Tablespace

Locally Managed Tablespaces

A locally managed tablespace is a feature introduced in Oracle8i. Prior to
Oracle8i, all tablespaces were dictionary-managed tablespaces. A tablespace
that manages its extents locally can have either uniform extent sizes, or
variable extent sizes that are determined automatically by the system. When
you create the tablespace, the uniform or autoallocate (system-managed)
option specifies the type of allocation.

For system-managed extents, Oracle determines the optimal size of extents,
with a minimum extent size of 64 KB. This is the default extent size for
permanent tablespaces.

For uniform extents, you can specify an extent size, or use the default size,
which is 1 MB. Temporary tablespaces that manage their extents locally can
only use this type of allocation.

Note that the NEXT, PCTINCREASE, MINEXTENTS, MAXEXTENTS, and
DEFAULT STORAGE storage parameters are not valid for extents that are
managed locally.
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All data and temporary tablespaces should be locally managed when
working with HP Universal CMDB.

For information on locally managing temporary tablespace using TEMPFILE,
see “Temporary Tablespace Settings” on page 157.

Creating an Oracle Tablespace

You create an HP Universal CMDB Oracle tablespace for a Windows
installation using the oracle_tablespace_create.bat script in <HP Universal
CMDB root directory>\UCMDBServer\)2F\cmdb\dbscripts\oracle\utils.

For a UNIX installation, you create the Oracle tablespace using the
oracle_tablespace_create.sh script in <HP Universal CMDB root
directory>\UCMDBServer\)2F\cmdb\dbscripts\unix.

Note: This script is a basic script for tablespace creation that contains one
data file. You can edit this file according to the size of your HP Universal
CMDB installation. For more information, see “Data Tablespace Settings” on
page 156.

To create an HP Universal CMDB Oracle tablespace:

Run the following command from the directory in which the
oracle_tablespace_create.bat or oracle_tablespace_create.sh script is
located:

oracle_tablespace_create [admin_user] [admin_password] [tns_entry _name]
[tablespace _name] [file_name] [file_size]

» [admin_user]. Name of user with administrative permissions on Oracle
Server.

» [admin_password]. Password of specified user.

» [tns_entry_name]. The TNS name specified in the tnsnames.ora file on the
local Oracle Client.

> [tablespace_name]. Name of tablespace to create.
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> [file_name]. File name to be created, including full path to file.

» [file_size]. File size; use M for MB and K for KB.

» For a CMDB or CMDB History user schema, specify a file size of at least
1 GB.

Oracle Tablespace Settings

156
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This section describes the storage settings and file sizing guidelines for data
tablespaces, temporary tablespaces, redo logs, and undo tablespaces.

This section includes the following topics:

“Data Tablespace Settings” on page 156
“Temporary Tablespace Settings” on page 157
“Redo Log Settings” on page 158

“Undo Segment Settings” on page 158

Data Tablespace Settings

The following table specifies the recommended sizes for HP Universal
CMDB tablespaces:

Tablespace HP Universal CMDB Deployment | Remarks
Small Large

CMDB 1GB 20 GB The specified size is
a minimum
requirement.

CMDB History 1GB 20 GB The specified size is
a minimum
requirement.




Chapter 14 ¢ Oracle Server Configuration and Sizing Guidelines

Data Tablespace Default Storage Settings

The storage settings for data tablespaces should be:

» Locally managed tablespace

» Automatic segment space management

» Automatic local extent management

Temporary Tablespace Settings

The following table specifies the recommended settings for temporary

tablespaces:
Tablespace HP Universal CMDB Deployment | Remarks
Small Large
TEMP 1GB 10 GB Use multiple files with large
tablespaces.
TEMP storage | Uniform Uniform » Should be locally
settings allocation: allocation: managed (Uniform
2 MB 2 MB allocation).
» Tablespace should be of a
temporary type (use of
TEMPFILE).

Note: If the WORKAREA_SIZE_POLICY parameter is set to MANUAL, the
initial and next extent temporary tablespace storage space should be a
multiple of the SORT_AREA_SIZE parameter (greater than 1).
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The following table specifies the recommended settings for redo log files:

Setting HP Universal CMDB Deployment
Small Large

Redo log file size 100 MB 200 MB

Minimum number of groups 4 4

Minimum number of members per 2 2

group

Undo Segment Settings

The following table specifies the recommended Undo settings:

parameter

Setting HP Universal CMDB System Remarks
Profile
Small Large
Undo tablespace 1GB 10 GB The number of segments,
size the minimum number of
extents, and the rollback
segment size (initial, next)
are all set automatically by
Oracle.
UNDO_ AUTO Oracle default values.
MANAGEMENT
parameter
UNDO_ Oracle default value
RETENTION
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Using RAID Configuration

The use of RAID is transparent to Oracle. All the features specific to RAID
configurations are handled by the operating system and not by Oracle.

The use of RAID devices differs according to the Oracle file type. Data files
and archive logs can be placed on RAID devices, since they are accessed
randomly. Redo logs should not be put on RAID devices, since they are
accessed sequentially and performance is enhanced by having the disk drive
head near the last write location. However, mirroring of redo log files is
strongly recommended by Oracle.

RAID is much easier to use than the Oracle techniques for data placement

and striping.

Note the following RAID configuration recommendations:

» RAID usually impacts write operations more than read operations. This is
especially true where parity needs to be calculated (RAID 3, RAID 5, and so

forth).

» You can place online or archived redo log files on RAID 1 devices. Do not
use RAID 5. In addition, place TEMP tablespace data files on RAID 1 devices,
instead of RAID 5, because the streamed write performance of distributed
parity (RAID 95) is not as good as that of simple mirroring (RAID 1).

> Swap space can be used on RAID devices without affecting Oracle.

The following table describes the RAID devices and types to be used with

each Oracle file type:

RAID | Type of Control | Database File Redo Log File/ | Archive File
RAID File Temporary

0 Striping Avoid OK Avoid Avoid

1 Shadowing | OK OK Recommended | Recommended

0+1 Striping + | OK Recommended | Avoid Avoid
Shadowing
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RAID | Type of Control | Database File Redo Log File/ | Archive File
RAID File Temporary

3 Striping OK Avoid when Avoid Avoid
with static this data file
parity involves heavy

write operation

S Striping OK Avoid when Avoid Avoid
with this data file
rotating involves heavy
parity write operation

Note:

» RAID 0 does not provide protection against failures. It requires a strong

backup strategy.

» RAID 0+1 is recommended for database files because it avoids hot spots
and provides the best possible performance during a disk failure. The
disadvantage of RAID 0+1 is its costly configuration.

» Use the highest RPM disks for temporary/redo logs. Use as many
controllers as you can in the array, and ensure that you place the redo log
groups on different controllers.
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Configuring the Oracle Client for
HP Universal CMDB

This chapter describes how to configure the Oracle Client for HP Universal
CMDB database offline utilities. Installing an Oracle client on the
application server is not a requirement, however it is recommended to have
one to operate the various offline database scripts such as manually creating
users or collecting statistics against HP Universal CMDB databases.
This chapter includes:

» Oracle Client Versions and Operating System Platforms on page 161

» Oracle Client Installation on page 162

» Oracle Client Configuration on page 162

Oracle Client Versions and Operating System Platforms

The Oracle Client versions and operating system platforms that are
supported and recommended for working with HP Universal CMDB are
identical to the Oracle Server versions and platforms. For details, see the
Oracle Server requirements table in “Software Requirements” on page 121.
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Oracle Client Installation

Y Y VY Y

To install the Oracle Client, refer to the Oracle documentation.

If you choose the custom installation option during the installation process,
ensure that you install the following components (under Oracle Client):

Oracle Net (Including TCP/IP Adaptor)
Oracle Database Utilities

SQL*Plus

Oracle Call Interface (OCI)

Oracle Client Configuration

162

In order to work with HP Universal CMDB, you must configure the
tnsnames.ora file that is located in the <ORACLE_HOME>\network\admin
directory. Make sure to specify the name or IP of the Oracle Server host
machine, the Oracle Server listener port (by default, usually 1521), and the
SID (by default, ORCL) or service_name. The following is an example of a
tnsnames.ora file.

# THSMAMES.ORA Network Configuration File: Dihvoraclehoraglynetworksadminstnsnames.ora
# Generated by oracle configuration tools.

LONDON. MERCURY . COL TL =
(DESCRIPTION =
(ADDRESS_LIST =
(ADDRESS = (PROTOCOL = TCP)CHOST = london)(PORT = 1521))

J
(COMMECT_DATA =
(s3I0 = london)

It is recommended that you use the Oracle Net Configuration Assistant
Oracle tool built to configure the tnsnames.ora file. For more information,
refer to the Oracle documentation.

Ensure that the Oracle Client configuration, such as SID and port settings,
matches the Oracle Server configuration. To test the connection from the
Oracle Client machine to the Oracle Server machine, use the tnsping utility.
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Note: The HP Universal CMDB server accesses the Oracle Server using the
JDBC thin driver. The JDBC thin driver does not support a firewall
connection that is net*8/9 compliant, and therefore allows for SQL data
transmission only.

This section includes the following topics:

“MDAC for Oracle Client” on page 163

MDAC for Oracle Client

HP Universal CMDB uses Microsoft MDAC components to connect to the
database. MDAC is installed by default on a Windows 2000 operating
system.

Note: MDAC versions 2.5, 2.52, 2.61, 2.62, and 2.7 SP1 Refresh are all
supported by HP Universal CMDB. For HP Universal CMDB certification,
ensure that MDAC version 2.7 SP1 Refresh is installed on the Oracle Client
machine.
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Oracle Summary Checklist

This chapter contains a checklist summarizing the requirements for
HP Universal CMDB support and certification.
This chapter includes:
» Checklist for HP Universal CMDB Support and Certification on page 166

» Oracle Server and Client Requirements on page 172

Note: For more information on the Oracle database configuration settings
that should be used when working with Oracle Server and HP Universal
CMDB, see “Oracle Server Configuration and Sizing Guidelines” on

page 149.
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Checklist for HP Universal CMDB Support and Certification

The following table summarizes the Oracle database options that are
supported and certified for working with HP Universal CMDB:

Option Supported Recommended |Remarks For more
information,
see

Oracle edition  |[Server & Enterprise

Enterprise
Dedicated Not necessary |Necessary

HP Universal
CMDB server

Use of multiple |Yes No The “Oracle

Oracle instances configuration |Instances” on
of all page 123
instances

must match in
a certified

environment.

Use of non- Yes Yes

default port

Undo Automatic; Automatic Set UNDO_

management Manual MANAGEMEN
T parameter to
AUTO in
certified
environment

Manual undo Yes No

management

+

Public rollback

segments
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Option Supported Recommended |Remarks For more
information,
see

Oracle multi- Yes No HP Universal

threaded server CMDB uses a

(MTS) connection

pool
architecture.

Oracle No full support |No

replication

Use of SYSTEM,

Not allowed for

Not allowed

RBS, UNDO, HP Universal for

TEMP CMDB schema |HP Universal

tablespaces CMDB schema

Windows and  |No No Not supported

UNIX file by Oracle;

compression Causes
abnormal
behavior and
affects
performance

Database control |Greater than or |3 Preferable on

files required

equal to 2

different
disks.
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Option Supported Recommended |Remarks For more
information,
see

Redo log groups |Greater than or |4 Oracle enables

equal to 3 the software
mirroring of
redo log files.
This is
achieved by
creating at
least two
members of
redo log in
each group.
Members of
the same
group should
reside on
different
disks.
Character set WESISO8859P1; [AL32UTEFS8
UTF8,AL32UTF8
OPTIMIZER _ 100 100 Affects
INDEX_COST_ performance
ADJ parameter
value
HASH_JOIN_ True; False True This
ENABLED parameter is
parameter value obsolete in
Oracle 10g
TIMED_ True; False True
STATISTICS
parameter value
DB_CACHE_ Off; On On “Oracle
ADVICE Parameter
parameter value Sizing” on
page 150




Chapter 16 ¢ Oracle Summary Checklist

Option Supported Recommended |Remarks For more
information,
see

STATISTICS_ Typical Typical “Oracle

LEVEL Parameter

parameter value Sizing” on
page 150

LOG_ Greater than or |0

CHECKPOINT_ |equal to O

INTERVAL

parameter value

LOG_ Greater than or |0; or greater

CHECKPOINT_ [equal to O than or equal

TIMEOUT to 1800

parameter value

OPTIMIZER _ Oracle 9i: Oracle 9i:

MODE Choose Choose

parameter value |gpacle 10g: Oracle 10g:

ALL_ROWS ALL_ROWS

CURSOR _ True; False False

SPACE_FOR_

TIME

parameter value

CURSOR_ Exact Exact

SHARING

parameter value

LOG_BUFFER greater than 1  |greater than 1

parameter value |MB MB

USE_STORED_ |No No

OUTLINES

parameter value

OPEN_CURSORS {800 800

parameter value

COMPATIBLE 9.2.06 10.2.0.1

parameter value
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Option Supported Recommended |Remarks For more
information,
see

SQL_TRACE True; False False

parameter value

Working in True; False True

archive log

mode

LOG_ARCHIVE_ |True; False True Only when

START working

parameter value archive log

mode is set to
"True"

BLANK_ False False

TRIMMING

parameter value

FIXED_DATE Not set Not set HP Universal

parameter value CMDB uses

the SYSDATE
function for
generating
system time as
part of the
application
process.

SPIN_COUNT  |Yes No

parameter value

UNDO_ Manual; Auto  [Auto

MANAGEMENT

parameter value

UNDO _ Oracle default |Oracle default |Automatic “Undo

RETENTION value value tuning is Segment

parameter value performed in |Settings” on

Oracle 10g page 158
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Option Supported Recommended |Remarks For more
information,
see

WORKAREA _ Manual; Auto  |Auto “Oracle

SIZE_POLICY Parameter

parameter value Sizing” on

page 150 (in
particular, the

SORT_AREA_
SIZE
parameter)

Autoextend Yes No

option in

tablespace files

Locally managed |Yes Yes “Locally

data tablespace Managed
Tablespaces”
on page 154

Tablespace Dictionary; Local uniform “Oracle

extent Local; for TEMP Tablespace

management Local uniform |tablespace Settings” on
page 156

RECYCLEBIN Off Off

Automatic Yes Yes

Segment Space

Management

Tablespace

171



Chapter 16 * Oracle Summary Checklist

Option

Supported

Recommended

Remarks

For more
information,
see

MDAC version

2.5;2.52; 2.61;
2.62; 2.7 SP1
Refresh

2.7 SP1 Refresh

Set three
registry
settings
according to
the Oracle
Client
installed.

“MDAC for
Oracle Client”
on page 163

NLS_LENGTH_S
EMANTICS

BYTE

BYTE

This
parameter
controls the
length
definition of
varchar
columns.

Oracle Server and Client Requirements

For the Oracle Server and Client versions and operating system platforms
that are supported and certified for working with HP Universal CMDB, see
“Software Requirements” on page 121.
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HP Universal CMDB Database Scripts

This chapter describes the HP Universal CMDB database script.

This chapter includes:
» About HP Universal CMDB Database Scripts on page 175
» Database Utilities-Location on page 175
» Database Utilities-Database Clients on page 176
» Database Utilities—Readme File on page 176

About HP Universal CMDB Database Scripts

A directory of database scripts is deployed on the HP Universal CMDB server
to be used for various offline administrative tasks against the HP Universal
CMDB databases.

For example, scripts are available to check index fragmentation and to
handle statistics in HP Universal CMDB schemas.

Database Utilities-Location
The locations of the database utilities are:

» Oracle scripts — <HP Universal CMDB root directory>\
UCMDBServer\J2F\cmdb\dbscripts\oracle

» SQL Server 2000 scripts — <HP Universal CMDB root
directory>\UCMDBServer\)2F\cmdb\dbscripts\ms_2000
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> SQL Server 2005 scripts — <HP Universal CMDB root
directory>\UCMDBServer\)2F\cmdb\dbscripts\ms_2005

Database Utilities-Database Clients

The database scripts require a thick database client tool: SQLPLUS for Oracle,
ISQL for SQL Server 2000, and sqlcmd for SQL Server 200S.

If you do not have a thick database client tool on the HP Universal CMDB
server machine, then you can move all the scripts to a different machine
with the appropriate client by the following procedure:

» Step 1 - Copy the ms directory (when working with an SQL Server) or
oracle directory (when working with an Oracle server) to a machine with
database client installation.

» Step 2 - Change SCRIPTS_LOCATION in the environment file:
env_cmdb.bat for Oracle and env_cmdb_ms.bat for SQL Server.

Database Utilities—Readme File

A detailed description of prerequisites and operation method of each utility
can be found in the readme.txt file available in the DB scripts path.
(Readme.txt for Oracle, Readme_ms.txt for SQL Server).
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Database Schema Verification

This appendix describes how to verify your database schemas to help ensure
that your database schemas are configured properly.

This chapter includes:
» About the Verification Process on page 177
» Running the Verification Process on page 179

» Creating Database Users for the Verify Procedure on page 181

About the Verification Process

You verify the CMDB, CMDB history, and Foundations schemas using the
database schema verify program. The verification process does not involve
downtime for your system.

In addition to verifying the HP Universal CMDB database schemas, the
verification process also determines if there is a later schema version to
which you can upgrade. If a newer version of the database schemas is
detected, the verification process notifies you of possible lengthy operations
that could slow down a future upgrade.

During the course of the verification process, you need to specify the user
name and password, which is required for certain (read-only) tests to be
performed. If you do not want to supply your DBA account user name and
password, you can create a user name with the minimum privileges required
for the verify program to operate. For details on how to create this user, see
“Creating Database Users for the Verify Procedure” on page 181.
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Note: HP Universal CMDB does not store the user credentials entered in the
verification process.

Notes and Limitations

The following notes and limitations apply when running the database
schema verify program:

If you are running the database verify program on Oracle 10g schemas and
use Oracle datapump utilities to import or export the target schemas, ensure
that you do not have any active datapump jobs running against the target
schemas.

If you have datapump tables in the target schemas, they should be dropped
prior to running the database schema verification program.

It is recommended to assign an administrator schema to perform datapump
operations and not to use HP Universal CMDB schemas as the login. By
assigning an administrator schema to perform datapump operations, you do
not have to grant additional permissions to HP Universal CMDB schemas
and the datapump tables are created in the administrator schema.
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Running the Verification Process

You run the database schema verify program from an HP Universal CMDB
server machine.

To verify a database schema:
1 Run the verify program according to your operating platform:

» If you are running the verify program from a Windows platform, Go to
the <HP Universal CMDB root directory>\UCMDBServer\j2f\
dbverify\bin directory and run the cmndbDbVerify.bat file.

» If you are running the verify program from a Solaris platform, open an X-
terminal window, move to the <HP Universal CMDB root directory>/
UCMDBServer/j2f/dbverify/bin directory, and type the following:

./cmdbDbVerify.sh
The database verify program starts.

2 Specify the details required to connect to the appropriate database:
» In Microsoft SQL Server, it is not necessary to specify any parameters.
» If the Foundation, CMDB, and History schemas reside on Oracle:

In most cases, when all three schemas reside on the same Oracle instance,
you should run cmdbDbUpgrade with just two parameters — the user name
of a database user with admin privileges (for example, system) and the
password.

However, if the Foundation, CMDB, and History schemas reside on different
Oracle instances, you should specify the admin user name and password for
each Oracle instance where the schema is located, in the following order:

» Foundation schema
» CMDB schema

» History schema
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Note: If you do not want to supply your database administrator account
user name and password, you can create a user name with the minimum
privileges required for the cndbDbUpgrade tool to operate.

To create the user:

For Oracle Server:

CREATE USER dbv_read IDENTIFIED BY admin;
GRANT SELECT_CATALOG_ROLE TO dbv_read;
GRANT CONNECT TO dbv_read;

You must run this script as a system user.

The database verify program performs database verification. You can view
the progress of the verify process in a command prompt window.

4NT Prompt

task:icom.mercury.topaz.dbverify.tasks . UersionSelectTask run ended. Decision 1
one ¢(no prohlem to continuel

running task:com.mercury.topaz.dbverify.tasks.DataChecklask
task:icom.mercury.topaz . .dbuverify.tasks.DataCheckTask run ended. Decision is:None
¢no problem to continuel

running task:com.mercury.topaz.dbverify.tasks . GenericliewsTask
task:com.mercury.topaz.dbverify.tasks.GenericliewsTask run ended. Decision is:HMo
ne ¢(no prohlem to continue)

running task:com.mercury.topaz.dbverify.tasks.DBSettingsCheck
task:icom.mercury.topaz.dbverify.tasks.DBSettingsCheck run ended. Decision is:Mon
e (no problem to continuel

running task:com.mercury.topaz.dbverify.tasks.CaseSensitiveTask
task:com.mercury.topaz.dbverify.tasks.CasefensitiveTask run ended. Decision is:HN
one ¢no problem to continue?

running task:com.mercury.topaz.dbverify.tasks.PermissionChecklask
task:com.mercury.topaz.dbverify.tasks . PermizssionCheckTask »un ended. Decision is
zMone ¢(no prohlem to continue?

running task:com.mercury.topaz.dbverify.tasks._8StorageCheckTask

task:icom.mercury. topaz.dbverify.tasks.StorageCheckTask run ended. Decision is:MNo
ne ¢no problem to continue)

running task:com.mercury.topaz.dbverify.tasks_ DBCertifyTask

task:com.mercury. topaz.dhuverify.tasks . DBCertifyTask run ended. Decizion is:None
{no problem to continuel

running task:com.mercury.topaz.dbverify.tasks.SchemaCheckTask

If problems occur during the database verification, they appear in the
command prompt window.

Fix the problems found and rerun the database schema verify program. If
you are unable to fix the problems, contact HP Software Support for
assistance.
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You can view a log file of the errors located in the <HP Universal CMDB
root directory>\UCMDBServer\j2f\log directory.

5 If the database verification is successful, a message is displayed in the
command prompt window and in the log.

Note: For details on database verification troubleshooting issues, see the HP
Software Self-solve knowledge base
(h20230.www2.hp.com/selfsolve/documents). To enter the knowledge base,
you must log in with your HP Passport ID.

Creating Database Users for the Verify Procedure

When running the database schema verify and upgrade utility, you are
prompted to supply a user name and password that can access the master
database. You can create users with minimum privileges by running one of
the following scripts.

For Microsoft SQL Server

set nocount on

use master

GO

sp_addlogin @loginame ='dbv_read',@passwd = '<pass>'

GO

sp_adduser @loginame = 'dbv_read', @name_in_db = 'dbv_read'
go

grant select on syslogins to dbv_read

go

set nocount off

Note: You must run this script as an sa user.
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For Oracle Server

CREATE USER dbv_read IDENTIFIED BY admin;
GRANT SELECT_CATALOG_ROLE TO dbv_read:;
GRANT CONNECT TO dbv_read;

Note: You must run this script as a system user.




C

Support for Oracle Real Application
Cluster

This appendix contains the configuration that need to be done for
HP Universal CMDB to work with Oracle Real Application Cluster. This
information applies to advanced users only.
This chapter includes:
» About Oracle Real Application Cluster (RAC) on page 183
» Client Side Configuration for Oracle RAC on page 185
» Server Side Configuration on page 188

» Create/Connect to an HP Universal CMDB Database on page 189

About Oracle Real Application Cluster (RACQ)

A cluster is a collection of interconnected servers that appear as one server to
the end user and to applications. Oracle Real Application Cluster (RAC) is
Oracle's solution for high availability, scalability, and fault tolerance. It is
based on clustered servers that share the same storage.

Oracle RAC is a single Oracle database installed on a cluster of hardware
servers. Fach server runs an instance of the database and all the instances
share the same database files.

To use Oracle RAC, your database version must be Oracle 10.2.0.1 or later.

For more details about Oracle RAC, see the Oracle documentation site
(http://www.oracle.com/pls/db102/to_toc?pathname=rac.102%2Fb14197%2Ftoc
.htm).
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In this appendix, the following Oracle RAC example is used:

» Oracle RAC database name: UCMDBRAC
» Machine names: Serverl, Server2

» On each machine there is an Oracle instance of UCMDBRAC:

» SID on Serverl: RAC1

» SID on Server2: RAC2

On each machine there is a virtual IP (Server1-Vip and Server2-Vip):
» Serverl-Vip is assigned to Serverl

» Server2-Vip is assigned to Server2

The virtual IP is in addition to the static IP assigned to the machine.

The listeners on both servers are listening on the default port 1521 and
support the database service UCMDBRAC.

Machine = Server2 Machine = Server1
SID = RACZ SID = RAC1
WVIP = Server2-Vip VIP = Server1-Vip

UCMDBRAC




Appendix C ¢ Support for Oracle Real Application Cluster

Client Side Configuration for Oracle RAC

HP Universal CMDB uses DataDirect's JDBC driver to connect to regular
Oracle databases and to Oracle RAC databases.

When using a RAC database, install the servers without creating the relevant
UCMDB database schemas (for a description of UCMDB schemas, see
“Introduction to Preparing the Database Environment” on page 13). After
completing the client and server side RAC configuration, create the schemas
as described in “Create/Connect to an HP Universal CMDB Database” on
page 189.

Make the following changes in HP Universal CMDB's configuration files:

1 On all servers, create the file < HP Universal CMDB root
directory>\UCMDBServer\j2f\conf\ucmdb-tnsnames.ora.

The format of ucmdb-tnsnames.ora is the same as the Oracle tnsnames.ora
network configuration file:

<DB service name> =
(DESCRIPTION =
(ADDRESS_LIST =
(ADDRESS = (PROTOCOL = TCP)(HOST = <first instance virtual ip> )
(PORT = <first instance's listener port>))
(ADDRESS = (PROTOCOL = TCP)(HOST = <second instance virtual ip>)
(PORT = <second instance's listener port>))
(... entry for each instance...)
(LOAD_BALANCE = on)
(FAILOVER = on)
)
(CONNECT_DATA =
(SERVER = DEDICATED)
(SERVICE_NAME = <DB service name>)

)
)
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where:

<DB service name> is the name of a service the listeners support. It is the
same one used in the CONNECT_DATA part.

ADDRESS_LIST contains an address entry for each node in the RAC
environment. The address contains all the details needed for connecting the
node:

» HOST contains the virtual-IP for that instance. It is important to use the
virtual IP and not the static IP of the node for faster failure detection.

» PORT is the port on which the listener is configured to listen on that
given node.

FAILOVER set to on allows the driver to try to connect to another node after
failing to connect to one of the nodes. The connection attempts continue
until a connection is successfully established to one of the nodes or until
none of the nodes can be reached.

An attempt to connect to another node takes place only if the connection to
the current node fails. If the connection is refused by the node (for example,
communication to the node was established, but the connection was
rejected), no attempt is made to connect to another node.

Important: Failover is for connection attempts only. If a connection fails
during a database transaction, there is no failover of the transaction to
another machine to continue the transaction.

LOAD_BALANCE set to on instructs the driver to distribute connection
requests between the nodes to prevent overloading any single node. The
order in which the driver accesses the nodes is random.

SERVER is the connection mode you want to use. There are two possible
connection modes: dedicated and shared. Configure this according the
Server configuration you support.

SERVICE_NAME is the name of a service that the listeners support. It is the
same one you gave in <DB service name>.
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In the above example, ucmdb-tnsnames.ora would be configured as:

UCMDBRAC =
(DESCRIPTION =
(ADDRESS_LIST =
(ADDRESS = (PROTOCOL = TCP)(HOST = Server1-Vip)(PORT = 1521))
(ADDRESS = (PROTOCOL = TCP)(HOST = Server2-Vip)(PORT = 1521))
(LOAD_BALANCE = on)
(FAILOVER = on)
)
(CONNECT_DATA =
(SERVER = DEDICATED)
(SERVICE_NAME = UCMDBRAC)
)
)

2 On all servers, edit the file <HP Universal CMDB root
directory>\UCMDBServer\j2f\conf\jdbc.drivers.properties.

a Find the section named #ddoracle. In this section, there is a line for
ddoracle.url similar to:
ddoracle.url=jdbc:mercury:oracle://${host}:${port};sid=${sid}

b Replace this line with either of the following lines (depending on the
operating system):

» Windows.

ddoracle.url=jdbc:mercury:oracle:TNSNamesFile=<UCMDB_HOME>
\UCMDBServer\\j2f\\conf\ucmdb-tnsnames.ora; TNSServerName=${sid}

Note that each back slash (\) in the path of <UCMDB_HOME> is
doubled.

> UNIX.

ddoracle.url=jdbc:mercury:oracle: TNSNamesFile=<UCMDB_HOME>
/UCMDBServer/j2f/conf/ucmdb-tnsnames.ora; TNSServerName=${sid}
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In Oracle RAC, the Oracle listeners are always balancing the connection
between the nodes according to either of the following algorithms:

Load Based (Default). The listener redirects the connection according to the
run queue length on the nodes. The least loaded node, CPU-wise, is
connected.

Session based. The listener balances the number of sessions between the
nodes.

The first algorithm is optimized for short-lived connections, and less
optimized for long-lived connections like the ones used with connection
pools.

The entire load balancing is done during the connection time and not after
it. This means that an established connection does not move to another
node once connected.

This section includes the following topics:

“Recommendation for HP Universal CMDB Database” on page 188

Recommendation for HP Universal CMDB Database

It is recommended to use the session based algorithm since HP Universal
CMDB uses connection pools. One connection can be used for different
purposes and has a long lifetime.

To make the Oracle listener use the session based algorithm, a listener
parameter must be added to the listener.ora parameter file of every listener
(each node has its own listener, so this change must be done on all
listeners):

PREFER_LEAST_LOADED_NODE_<LISTENER_NAME> =OFF

where:

<LISTENER_NAME> is the name of the listener. The default is LISTENER _
<node name>.
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The default listener name on Server1 is LISTENER _SERVER1. In this case,
you need to add the following to Serverl’s listener.ora file:

PREFER_LEAST_LOADED_NODE_LISTENER_SERVER1=0OFF

Create/Connect to an HP Universal CMDB Database

When creating a new database schema or connecting to an existing schema
in the Server and Database Configuration utility, fill all the parameters as
described in UCMDB Server Configuration in the HP Universal CMDB
Deployment Guide PDF except for the following:

Parameter

Needed Value

Oracle Machine

One of the Virtual IPs.

Port The port of the listener on the node with virtual IP from the
Oracle Machine.
SID The service name of the database.

Important: This must be the same as <SERVICE_NAME>
entered in ucmdb_tnsnames.ora.

In the example, the parameters would be:

Parameter

Value

Oracle Machine

Server1-Vip

Port

1521

SID

UCMDBRAC
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