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1 Read This First

Welcome to HP SOA Systinet Registry!

HP SOA Systinet Registry is the leading business service registry, providing discovery, publishing and
approval of SOA business services. With full support for version 3 of the UDDI (Universal Description,
Discovery and Integration) standard, HP SOA Systinet Registry is akey component of a Service Oriented
Architecture (SOA).

This product documentation contains the following sections:

Read ThisFirst . Thisbook isrecommended for all readers. It provides a product overview, release notes,
product changes, the typographical conventions used throughout this guide.

Installation and Deployment Guide. Thisbook guidesyou through installing HP SOA Systinet Registry,
installing and setting up databases, and deploying HP SOA Systinet Registry to application servers.

User's Guide . This book describes how to manually maintain HP SOA Systinet Registry contents. All
basic functions of the Registry Console are discussed here.

Developer's Guide . Introduces the basics of creating extensions and client programsin HP SOA Systinet
Registry. The Developer's Guide also documents the HP SOA Systinet Registry demo suite.

Administrator's Guide . Explains HP SOA Systinet Registry's configuration and management, and
introduces the tools and utilities you will need to perform these tasks.

HP SOA Systinet Registry Features Overview

HP SOA Systinet Registry istheonly fully V 3-compliant implementation of UDDI (Universal Description,
Discovery and Integration), and is a key component of a Service Oriented Architecture (SOA). HP SOA
Systinet Registry isan easy-to-use, standards-based mechanism for publishing and discovering Web services
and related resources like XML Schemas or XSLT transformations.



HP SOA Systinet Registry fully implementsthe OASISUDDI V3 standard. HP SOA Systinet Registry can
be deployed in amost any Java environment and works with all popular database systems. In addition, the
registry has been designed specifically for enterprise deployment and includes many advanced features that
make it easy to configure, deploy, manage and secure. HP SOA Systinet Registry is also easy to customize
to support different enterprise user communities.

HP SOA Systinet Registry extends the core UDDI V3 standard with unique functionality designed for
enterprise applications:

» Advanced Security alowsfor defining granular access control for registered components. Component
publisher can specify find, get, modify and delete access permissions for every published object.

e DataAccuracy & Quality enforcement mechanisms ensure that component registrations are accurate
and up-to-date. Systinet Registry clearly definesresponsibility for every registered component. It offers
component promotion & approval mechanisms for promoting components between devel opment, QA
and production environments.

e Subscription & Natification for automatically notifying registry users about changes to components
that they depend on.

» Selective Replication among multiple registries allow for automated propagation between different
registries (for e.g. between internal and external registries).

e Advanced Taxonomy Management for enforcement of well-defined taxonomies.

» Powerful Management for granular control, logging and auditing of the publishing and discovery
processes.

* Performance & Scalability UDDI provides maximum performance and scalability by efficient
implementation of web services stack and database algorithms and by supporting of aload balancing
and clustering mechanism.

HP SOA Systinet Registry is a platform-independent solution that can easy be deployed in awide variety
of settings. Theregistry can run either standal one or within an application server: Many application servers,
ranging from Tomcat to BEA WebLogic, IBM Websphere or JBoss are supported. Systinet Registry also
unrivalled support for a broad set of database management systems for storing registrations (e.g. Oracle,
MS SQL Server, Sybase, IBM DB/2, PostgreSQL and HSQL)). Crucially, HP SOA Systinet Registry also
integrates with both LDAP and Microsoft ActiveDirectory.
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Release Notes

What's New

* Business Service Console:

The Home tab has been redesigned as a dashboard of the most frequently used features;

Context menus for Catalog tree - right click to display the set of operations allowed on the selected
entity type;

The user interface now only displays links for actions that the user has permission to perform;
Quick search - the user can search all data structures by keyword,;

The navigation panel on the left-hand side of the Catalog and Reports tabs can be hidden, with a
mouse click or Alt-Q;

Duplicate scrollbars have been eliminated from the UI;

* Entitiesin the BSC:

Read This First

When viewing entity details, anew System | nfo tab providesinformation about the owner, creation
and modification dates and UDDI keys;

Custom Entity Types - an administrator can define a new entity type based on a UDDI entity type
and a specific categorization. For example, a"Policy" can be atModel (UDDI type) with a
keyedReference to uddi : schemas. xni soap. or g: pol i cyt ypes: 2003_03 with "policy" asthe keyValue.
Custom types are added seamlessly to the Catal og tree and Reports tab;

References between entities - it is possible to create and browse references between entities. The
user can view all references from the current entity to other entities and find all entities which refer
to the current entity;

Configurable Searches - an administrator can configure the search dialog for an entity type by
changing the appropriate categorization;



Localization - the registry console and Business Service Console are prepared for localization to other
languages;

Publishing Services:

e A user can publish aservice from aWSDL document stored on aweb server requiring HTTP Basic
authentication;

e The performance of WSDL to UDDI publishing has been improved;

Approval Process:

e Wizards for submission of approval requests have been simplified and improved. A user can
immediately submit an approval request when an entity is published;

» Errorsare prevented by automatic closure checking. A list of entitiesthat must be added to arequest
isautomatically supplied;
Server-Side Devel opment:

e Business Services Console Framework - enhancements to support customization and integration.

Known Issues

UDDI Version 3 Specification

The following parts of the UDDI Version 3 specification are not implemented:

Inter-Node operation - this part of the specification is not implemented.

Replication Specification - The Replication Specification describes the data replication process and the
programming interface required to achieve complete replication between UDDI Operatorsin the UBR
(Universal Business Registry ~ UDDI operator cloud). This part of the specification is mandatory for
members of the UBR and is not implemented.

Policy - The policy description is not defined.
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Exclusive XML Canonicalization [http://www.w3.0rg/2001/10/xml-exc-c14n#] is used for
canonicalization of digital signatures. Schema-centric XML Canonicalization is not yet implemented.

UDDI Version 2 Specification

The following parts of the UDDI Version 2 specification are not implemented:

Operator Specification - This part of the specification is mandatory for members of the UBR and is
implemented with the exceptions described in this section.

Custody transfer from version 2 is not implemented.

Replication Specification - The Replication Specification describes the data replication process and the
programming interface required to achieve complete replication between UDDI Operatorsin the UBR.
This part of the specification is mandatory for members of the UBR and is not implemented.

Database

Sybase ASE (Adaptive Server Enterprise) has alimit of 16 sub-selects for queries (SELECT ... FROM. ..
WHERE EXI STS (SELECT...)). Because of this limit, some more complex queries (such as find by category
bag with more keyed references) do not work.

There are the following caveats in data migration and backup:

e Deletion history for subscriptionsis not migrated and backed up.

e Custody transfer requests are not migrated and backed up.

* Migration and backup of approval requests and relationships between requestors and approvers are

not yet implemented.

We do not recommend installing HP SOA Systinet Registry with the HSQL database under IBM Java
1.4.x since the installation may time out.

Consoles

The Firefox web browser interprets Alt key combinationsin a non-standard way. One consequence of
thisisthat use of Alt+1, Alt+2 etc. to change tabs may change the Firefox tab instead of the Business
Service Console tab.
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On compl eting an operation, the page displayed by the Business Service Consoleis not awaysaccurately
reflected in the state of the browser, including the current URL and POST data. Consequently, clicking
the browser's refresh button may result in an erroneous attempt to repeat the operation. For an operation
such as deleting aresource, thiswill result in error code E_i nval i dkeyPassed because the resource has
already been deleted. To avoid this problem, use the refresh button provided by the Business Service
Console instead.

If the user'slogin expires because of aprolonged pause during execution of awizard, hewill berequired
to login before the wizard resumes. However, resumption of the wizard is not alwaysreliable, resulting
in subsequent errors. Thisis known to occur in the wizard that adds a reference to an entity (from that
entity to another). See Entities on page 271;

If abrowsable taxonomy is checked then any of its categories that contain items should appear in the
reports tree, as described in Browsable Taxonomies on page 470. However, when a category contains
noitemsand an item isadded, the reportstreeis not immediately updated becauseit is cached. To ensure
it is updated the user must take some action to clear the cache, such as closing and reopening their
browser;

It is possible for an administrator to configure an internal taxonomy (that has afixed set of categories)
represented using input mode on pages. See Customizable Taxonomies on page 474. The user isthen

able to enter arbitrary text as the category and an error will occur if the value entered is not one of the
defined categories,

The uddi - or g: wsdl : cat egori zati on: transport taxonomy appears on the Sear ch endpoints page of the
Business Service Console, inthe Binding properties composite areawith caption Transport. However,
an administrator attempting to use Customizable taxonomies to edit this taxonony isinitially told that
it is not compatible with Endpoints. Subsequently they are given the opportunity to choose the area on
the Sear ch endpoints page where the taxonomy appears. This can confuse users. Thistaxonomy is not
compatible with Endpoints but searching Endpoints by transport isimplemented as a specia case using
find_tModel;

Other

Use of subj ect Al ternativeNane in certificatesis not yet supported. This has potential impact wherever
SSL is used and the secure host has more than one hostname. See WSDL Publishing below. The result
isajava. net. ssl . SSLExcept i on with a message that hostnames do not match.

Instalation fails if the installation path contains non-ASCII characters;
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Attempting to undeploy HP SOA Systinet Registry from an application server may appear to have been
successful but can leave files locked until the application server and its VM exit. This means than an
attempt to redeploy HP SOA Systinet Registry to the application server will fail because thesefilesexist
and cannot be overwritten. A workaround is to restart the application server;

Selective One-way Replication has the following caveats:

» Checked taxonomies are replicated as unchecked. Taxonomy datareplication and change of taxonomy
to checked must be done manually.

e Custody transfer requests are not replicated.

* Publisher assertions are not replicated.

Approval process has the following caveats:
* Promotion of projected servicesis not supported.

e Promotion of publisher assertionsis not implemented yet.

LDAP
e Dynamic groupsin LDAP account backends are not processed.

e The approximateMatch find qualifier is not supported in LDAP account backends. Thereis no
wildcard that can represent any single character in the directory (LDAP or AD). %is mapped to *,
itisnot possible to map _.

*  Groups from disabled domains are visible in the Registry Console.

Intranet identity association is not implemented; the system#intranet group is reserved for future use.

Password structure and length checking, expiration, checking of repeated failed logins and | P mask
restriction are not implemented.

The Signer tool does not support the refresh operation. If you start the Signer and then modify a UDDI
structure, you must restart the Signer Tool.
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The Setup tool throws an exception when you try to configure registry portson HP SOA Systinet Registry
that are not connected to a database. The exception does not affect the port configuration.

WSDL Publishing:

Unable to unpublish unreachable WSDLs in Registry Console.

PublishingaWSDL at aURL that hashtt ps as protocol may fail because the server certificate uses
Subj ect Al t er nat i veNane t0 specify alternative hostnames. Thisis not yet supported as noted above.
The result may be avsDLExcept i on with fault code | NvALI D weDL but the underlying causeisin fact a
java. net. ssl . SSLExcept i on With a message that hostnames do not match.

If you change the HP SOA Systinet Registry configuration using the Setup tool, demo datais always
imported the registry database.

Change Log

HP SOA Systinet Registry 6.0
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Business Service Console - The functionality of the Business Service Console has been extended in the
following aress:

Approval Process - The approval process has been implemented in the Business Service Console
for requestors and approvers. Requestors can create and submit requests, manage their requests, and
clone requests to the request work area. Requestors can also send reminders to their approvers.
Approvers can approvelreject requests and view approval histories.

Subscriptions and Natifications - The Business Service Console allows you to create and manage
subscriptions for monitoring new, changed, and deleted entities. The following entities can be
monitored: providers, services, interfaces, and endpoints, aswell as resources (WSDL, XML, XSD
and XSLT).

User Profiles- HP SOA Systinet Registry contains alist of predefined user profiles which differ in
which main menu tabs will be available to them. Each user profile also contains a definition of
default formats for result views. The registry administrator can adjust these user profiles.

Reports are based on taxonomic classifications.
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e Paging and large results set support - The Business Service Console supports paging for displaying
large result sets. The maximum number of pages and number or rows per page can be configured
for each component.

e Overal performance of the Business Service Console has been increased by Business Service
Console framework optimization.
Approval Process

e Changed terminology from 5.5 - the staging registry has been renamed to publication registry; the
production registry has been renamed to discovery registry.

* New installation/configuration scenarios have been added. The approval process can be installed

with multiple publication registries and the approval process can be performed in multiple steps.

Backup functionality - Backup functionality allows you to save the Systinet Registry data and
configuration to a filesystem directory. Later the backup data can serve for afull restore of Systinet
Registry data and configuration.

Documentation
e Introduction to HP SOA Systinet Registry

e Accessing UDDI from Developer Tools

HP SOA Systinet Registry 5.5

Business Service Console - Using the Business Service Console, devel opers, architects and business
users can browse the various perspectives of the Systinet Business Services Registry including business-
relevant classifications such as service and interface lifecycle, compliance or operational/readiness
status. They can browse information through business-relevant abstractions of SOA information such
as schemas, interface local names or namespaces. The Business Service Console a so provides easy to
use and customizable publication wizards.

Advanced query capabilities- Range Queries- users can search for UDDI structuresusing >,< operators
when searching by categories.
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e Taxonomy management

« Taxonomy management has been enhanced by drag and drop taxonomy structure editing. Y ou can
move acategory item in the taxonomy hierarchy without de-associating it with current UDDI entities
categorized with thisitem’svalue.

e Administrators can edit an enterprise taxonomy list. Users can edit their lists of favorite taxonomies.
»  Mapping resources. New publishing wizards and APIs. The WSDL2UDDI publishing wizard and API

have been enhanced. New wizards and APIs for publishing of resources have be been created.

e PublishaWSDL document

* Publish an XML document

* Publish an XML schema document

¢ Publish an XSL Transformation

HP SOA Systinet Registry 5.0
e UDDI Multi-version Registry

e UDDI Version 3 Registry - Implementation of the UDDI Version 3 Specification - Committee
Specification v3.0.1

e UDDI Version 2 Registry - Implementation of the UDDI Version 2 Specifications- OASIS Standard
e UDDI Version 1 Registry - Implementation of the UDDI Version 1 Specifications - contributed
e WSDL Publishing - Implementation of Using WSDL inaUDDI Registry, Version 2.0 [http://www.oasis-

open.org/committees/uddi-spec/doc/tn/uddi-spec-tc-tn-wsdl-v200-20031104.htm] for UDDI Version 2
and Version 3

» Access Control - Allows definition of granular access control for registered components. Component
publisher can specify find, get, modify, and delete access permissions for every published object.
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Account and Group Management - Allows management of user's account and groups.

External Accounts|ntegration - Allowsintegration of the registry with custom account storagesincluding
three integration scenarios with LDAP.

Taxonomy Management and Validation - Allows administrator to create, download, upload, browse and
manage taxonomies.

Approval Process - component promotion and approval mechanismsfor promoting components between
development, staging, and production environments.

Selective One-way Replication - Replication based on subscription-notification mechanism. An
asynchronous subscription listener listens to incoming subscription data from a master registry.

Registry Console - User-friendly Ul enablesuser to query and publish the registry, manage user's account
and provide various administration tasks.

Administration Tools

e GUI Setup and Administration Tool - Allows administrator to set up, port, and configurethe registry;
create and drop the registry database; and migrate data from other registry databases.

e Web Administration Console - Allows administrator to configure and manage registry permissions,
data, and users; configure replications; and view registry access statistics.

Support for leading database enginesincluding Oracle, MS SQL 2000 or 2005, IBM DB2, PostgreSQL,
Sybase, Hypersonic SQL. HP SOA Systinet Registry contains both a bundled and a pre-configured
Hypersonic SQL 1.7.1 database.

Support for application servers - HP SOA Systinet Registry supports BEA WebL ogic and Apache
Tomcat application servers.

Client Libraries - Thisdistribution includes UDDI Version 1,UDDI Version 2, and UDDI Version 3
account, groups, and permissions management, taxonomy management, approval, administration and
configuration clients with generated javadocs.

Open Server-Sde Architecture

Read This First 15



e Registry Integration and Embedding - Developers can directly access instances of registry APIs,
run custom classes inside the registry, create custom login modules, and write custom integration
with external accounts and groups storages.

* Registry Extensions - Developers can write their own extension services, create and use external
and internal validation services, write custom interceptorsto intercept registry messages, customize
the approval process, and customize or create their own Registry Console using asupplied JSP Web
Framework.

WASP UDDI 4.6

» Evauation License Enforcement M echanism - evaluation version of HP SOA Systinet Registry requires
an evaluation license

* Integration with LDAP/MS Active Directory - HP SOA Systinet Registry accounts able to integrate
with legacy systems using WASP Userstore

e Approval Process - staging-production pattern used to approve data stored in the registry;

» Direct accessto back-end services- HP SOA Systinet Registry servicesimplementations are now directly
accessible

e Administration
e configuration is now transparent for clustered installations
« selected elementsin configuration file can be signed to avoid their changes
e created registry privileged users - extended administrators

e admin and superuser able to switch to different user identity

» Localization - support for easier localization.
e Wildcards - selected databases support wildcard queries.

e Demos - demos simplified and refactored.
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WSDL Best Practice - Using WSDL in aUDDI Registry, Version 2.0 Technical Note supported.
UDDI Client

Operation timeout can be set per request.

Serialization of UDDI API structures from/to XML file, DOM, String.

Distribution contains the new UDDI client to be used in future rel eases of HP SOA Systinet Registry.

WASP UDDI 4.5.2

Bugfixes - Fixes of major bugs found after 4.5 and 4.5.1 releases
New application servers - Sun ONE Application Server 7

Taxonomies- Added possihility to configure all combinations of tModel Key and keyName, and keyVaue
(tModelK ey and keyName; tModelKey and keyV alue; and tModelK ey, keyName, and keyV alue) when
searching for specific taxonomies by keyedReferences.

Administration - Added cleaner for account audit and subscriptions

WASP UDDI 4.5.1

Runtime - Used WASP Server for Java, 4.5.1 runtime.

Database schema - Database schemas changed to reflect optimizations.

Performance optimizations - Improved performance for high load of datain database.

New application servers - WebSphere 5.0, JBoss 3.0.4, BEA WebL ogic 6.1 SP3, BEA WebL ogic 7.0.
Database installation - Added database installation to HP SOA Systinet Registry installation.

GUI database tool - New database tool for database creation, delete and migration.

Security Enhancements - Security enhanced with:

e password structure and length checking
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e password/account expiration
* repeated failed logins checking

e accessto configuration access can be restricted by |P mask

»  WASP Secure Identity - Integration with WASP Secure Identity is not supported any more.
*  Web Interface look and feel - New web interface look and feel used.

e Support for NT service - HP SOA Systinet Registry can be now run as NT service.

WASP UDDI 4.5

» Hypersonic SQL - Embedded Hypersonic SQL 1.7.1 database. New demo database pre-configured for
evaluation purposes.

e GUI Upgrade - New graphical upgrade of both registry and database.

» Taxonomy refactoring - Taxonomy publication and validation refactored.
e Added new TaxonomyAdminApi for taxonomy administration.
e Changed specification of taxonomy compatibility

» Unified definition of validation services as specified in Providing a Taxonomy for Usein UDDI
Version 2.

e Created Validation Plug-insto allow creation of custom taxonomy validators.
e Change UUID - UUIDs can be now changed for all UDDI basic data structures (businessEntity,
businessService, bindingTemplate, tModel) using AdminTool Api

e Category dependencies - New tModel systinet-org:dependency introduced to allow specification of
dependencies between UDDI entities.

e Other API Changes:
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e UDDIProxy - added save wsdlTmodel methods

e find_relatedServices extended with fromServiceK ey and toServiceK ey

Demos - Created new demos structure.
Database schema - Database schemas changed to reflect new features.
GUI Ingtallation - New graphical installation.

Subscriptions - Allows client to subscribe for changes of any UDDI entities that occur in HP SOA
Systinet Registry. There are two basic ways how the subscription is used: asynchronous notification
and synchronous pull subscription.

HP SOA Systinet Registry Interceptor API - The UDDI interceptor allows implementing customized
handling of UDDI requests and responses.

Selective One Way Replication - Replication based on subscription-notification mechanism. An
asynchronous subscription listener listens to incoming subscription data from a master registry.

UDDI Errata - Incorporated last erratafrom UDDI.org
e UDDI Version 2.04 AP

« UDDI Version 2.03 Data Structure Reference

API Extensions - Extended Inquiry Extensions merged with Access Control API and enhanced with:
e new assertion related API calls
e enhanced wsdl related API calls

e added categoryBag into bindingTemplate and related API calls extended with categoryBag

Administration - Configurable direct deletion of tModels.
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WASP UDDI 4.0

InstallShield - Graphical installation tool, Install Shield added.

PointBase - Support for PointBase 4.3 database added.

Oracle 9i - Oracle 9i AS (OC4J) deployment added.

Disabled Runtime Services - System services removed from HP SOA Systinet Registry runtime.
Extended installation - Installation extended with security providers configuration.

Web interface design changed - Improved the look and feel of the web interface.

JDK 1.4 Support - HP SOA Systinet Registry now support Sun's implementation of JDK 1.4.

Deployment - BEA WebL ogic, IBM WebSphere, Orion, Tomcat depl oyment scripts and documentation
included.

Taxonomy and Validation - Additional Taxonomy and Validation services integrated into the web
interface.

Supported Platforms

HP SOA Systinet Registry 6.5 has been tested on the following platforms.

20

Operating systems:

e RedHat Enterprise 2.1 and 3.0 [http://www.redhat.com]

o Solaris 9 [http://www.sun.com/software/sol aris/]

e Windows 2003 Server [http://www.microsoft.com/windows2003/]
e Windows 2000 SP4 [http://www.microsoft.com/windows2000/]

e Windows XP SP2 [http://www.microsoft.com/windowsxp/]

e AIX 5.2 and 5.3 [http://www-1.ibm.com/serverdaix/]
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JDKs:
e SunJDK 1.4.2 and 1.5.0 [http://java.sun.com/j2se/]
* BEA JRockit 1.4.2 and 1.5

e IBM Javal.4 or higher

Databases:

e Oracle 9.2.0.7 and 10.0.1.5 [ http://www.oracle.com]

e Microsoft SQL Server 2000 or 2005 [http://www.microsoft.com/sgl/default.asp]
e DB28X [http://www-3.ibm.com/software/data/db2/]

e PostgreSQL 7.3 [http://www.postgresgl.org]

e Sybase ASE 12.5 [http://www.sybase.org]

e HSQL 1.7.3 [http://hsgldb.org]

LDAP;
e Sun One Directory Server 5.2 [http://www.sun.com]

e Microsoft Active Directory (Windows 2003 Server) [http://www.microsoft.com]

Application Servers:

e BEAWebLogic 8.1 and 9.0 [http://www.bea.com]

e |BM WebSphere 5.1 and 6.0 [http://mwww-3.ibm.com/software/infol/websphere/index.jsp]
» Tomcat 5 [http://jakarta.apache.org/tomcat/index.html]

e JB0ss 4.0 [http://www.jboss.org]

Read This First
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*  Browsers:
e Microsoft Internet Explorer 5.5 and 6.0

* Firefox 1.0

Specifications
HP SOA Systinet Registry conforms to the following specifications:
e UDDI Specifications [http://uddi.org/specification.html]

e UDDI Version 1 Specification [http://www.0asi s-open.org/committees/uddi-
spec/doc/contribs.htm#uddivl]

» UDDI Version 2 Specification [ http://www.0asi s-open.org/committees/uddi -spec/doc/tcspecs. htm#uddiv2)
e UDDI Version 3 Specification [ http://mww.0asi s-open.org/committees/uddi-spec/doc/tcspecs.htm#uddiv3]

o Technical Note Using WSDL in aUDDI Registry, Version 2.0 [http://www.oasis-
open.org/committees/uddi-spec/doc/tn/uddi-spec-tc-tn-wsdl-v2.htm]
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Document Conventions

The typographic conventions used in this document are;

run.bat make Script name or other executable command plus mandatory arguments.
[--help] A command-line option.
either | or A choice of arguments.

repl ace_val ue

A command-line argument that should be replaced with an actual value.

{argl | arg2}

A choice between two command-line arguments where one or the other is
mandatory.

romdir /S /Q SystenB2

Operating system commands and other user input that you can type on the
command line and press Enter to invoke. Itemsinitalics should be replaced
by actual values.

C:\ Systemi ni

Filenames, directory names, paths and package names.

a. append(b);

Program source code.

server. Version

Aninline Java or C++ class name.

get Ver si on() Aninline Java method name.
Shift-N A combination of keystrokes.
Service View A label, word or phrasein a GUI window, often clickable.

New->Service

Menu choice.
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Documentation Updates

This manual's title page contains the following identifying information:

o Software version number

e Document release date, which changes each time the document is updated

» Software release date, which indicates the release date of this version of the software

To check for recent updates, or to verify that you are using the most recent edition of a document, go to:

http://ovweb.exter nal.hp.com/Ipe/doc_serv/

24 Chapter 1


http://ovweb.external.hp.com/lpe/doc_serv/

Support
Mercury Product Support

Y ou can obtain support information for products formerly produced by Mercury as follows:

e If you work with an HP Software Services Integrator (SV1) partner (www.hp.-
com/managementsoftware/svi_partner_list), contact your SVI agent.

» If you have an active HP Software support contract, visit the HP Software Support Web site and use
the Self-Solve Knowledge Search to find answers to technical questions.

* For the latest information about support processes and tools available for products formerly produced
by Mercury, we encourage you to visit the Mercury Customer Support Web site at: http://support.-
mercury.com.

e For the latest information about support processes and tools available for products formerly produced
by Systinet, we encourage you to visit the Systinet Online Support Web site at: http://www.systinet.-
com/support/index.

» If you have additional questions, contact your HP Sales Representative.
HP Software Support

Y ou can visit the HP Software Support Web site at:
www.hp.com/managementsoftware/services

HP Software online support provides an efficient way to access interactive technical support tools. Asa
valued support customer, you can benefit by using the support site to:

e Search for knowledge documents of interest
e Submit and track support cases and enhancement requests
» Download software patches

+ Manage support contracts
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e Look up HP support contacts

» Review information about available services

e Enter into discussions with other software customers
e Research and register for software training

Most of the support areas require that you register as an HP Passport user and sign in. Many also require a
support contract. To find more information about access levels, go to: www.hp.-
com/managementsoftware/access |evel

To register for an HP Passport 1D, go to: www.managementsoftware.hp.com/passport-registration.html
Legal

Third Party Licenses

HSQLDB License

Copyright (c) 1995-2000, The Hypersonic SQL Group. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

Redistributions of source code must retain the above copyright notice, thislist of conditionsand the following
disclaimer.

Redistributionsin binary form must reproduce the above copyright notice, thislist of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

Neither the name of the Hypersonic SQL Group nor the names of its contributors may be used to endorse
or promote products derived from this software without specific prior written permission.

THISSOFTWARE ISPROVIDED BY THE COPYRIGHT HOLDERSAND CONTRIBUTORS"ASIS!
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIESOF MERCHANTABILITY AND FITNESSFOR A PARTICULAR PURPOSE
AREDISCLAIMED. INNOEVENT SHALL THE HY PERSONIC SQL GROUP, OR CONTRIBUTORS
BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR

26 Chapter 1


www.hp.com/managementsoftware/access_level
www.hp.com/managementsoftware/access_level
www.managementsoftware.hp.com/passport-registration.html

CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY,ORTORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING
INANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE.

This software consists of voluntary contributions made by many individuals on behalf of the Hypersonic
SQL Group.

For work added by the HSQL Development Group:
Copyright (c) 2001-2004, The HSQL Development Group All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

Redistributions of source code must retain the above copyright notice, thislist of conditionsand the following
disclaimer.

Redistributionsin binary form must reproduce the above copyright notice, thislist of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

Neither the name of the HSQL Devel opment Group nor the names of its contributors may be used to endorse
or promote products derived from this software without specific prior written permission.

THISSOFTWARE ISPROVIDED BY THE COPYRIGHT HOLDERSAND CONTRIBUTORS"ASIS!
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIESOF MERCHANTABILITY AND FITNESSFOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL HSQL DEVELOPMENT GROUP, HSQLDB.ORG, OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS,
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISINGIN ANY WAY OUT OF THE USE OF THISSOFTWARE, EVEN IFADVISED
OF THE POSSIBILITY OF SUCH DAMAGE.
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The Apache XML License, Version 1.1
The Apache Software License, Version 1.1
Copyright (c) 1999-2000 The Apache Software Foundation. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, thislist of conditions and the
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, thislist of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. The end-user documentation included with the redistribution, if any, must include the following
acknowledgment: "This product includes software devel oped by the Apache Software Foundation
(http://www.apache.org/)." Alternately, this acknowledgment may appear in the software itself, if and
wherever such third-party acknowledgments normally appear.

4. Thenames" Xerces' and " Apache Software Foundation" must not be used to endorse or promote products
derived from this software without prior written permission. For written permission, please contact
apache@apache.org.

5. Products derived from this software may not be called " Apache”, nor may "Apache" appear in their name,
without prior written permission of the Apache Software Foundation.

THIS SOFTWARE ISPROVIDED "ASIS" AND ANY EXPRESSED OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
APACHE SOFTWARE FOUNDATION OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES(INCLUDING,
BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODSOR SERVICES; LOSSOF USE,
DATA, ORPROFITS; ORBUSINESSINTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY
OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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Thissoftware consists of voluntary contributions made by many individuals on behalf of the A pache Software
Foundation and was originally based on software copyright (c) 1999, International Business Machines, Inc.,
http://www.ibm.com. For more information on the Apache Software Foundation, please see
<http://www.apache.org/>.

Apache Jakarta License, Version 1.1

The Apache Software License, Version 1.1
Copyright (c) 1999 The A pache Software Foundation. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, thislist of conditions and the
following disclaimer.

2. Redigtributions in binary form must reproduce the above copyright notice, thislist of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. The end-user documentation included with the redistribution, if any, must include the following
acknowlegement: "This product includes software devel oped by the Apache Software Foundation
(http://www.apache.org/)." Alternately, this acknowlegement may appear in the software itself, if and
wherever such third-party acknowlegements normally appear.

4. The names "The Jakarta Project”, "Tomcat", and "Apache Software Foundation" must not be used to
endorse or promote products derived from this software without prior written permission. For written
permission, please contact apache@apache.org.

5. Products derived from this software may not be called " Apache" nor may "Apache" appear intheir names
without prior written permission of the Apache Group.

THIS SOFTWARE ISPROVIDED “ASIS' AND ANY EXPRESSED OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
APACHE SOFTWARE FOUNDATION OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING,
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BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODSOR SERVICES; LOSSOF USE,
DATA, ORPROFITS; ORBUSINESSINTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY
OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Thissoftware consists of voluntary contributions made by many individualson behalf of the A pache Software
Foundation. For moreinformation on the A pache Software Foundation, please see <http://www.apache.org/>.

CUP Parser Generator
CUP Parser Generator Copyright Notice, License, and Disclaimer
Copyright 1996-1999 by Scott Hudson, Frank Flannery, C. Scott Ananian

Permission to use, copy, modify, and distribute this software and its documentation for any purpose and
without fee is hereby granted, provided that the above copyright notice appear in al copies and that both
the copyright notice and this permission notice and warranty disclaimer appear in supporting documentation,
and that the names of the authors or their employers not be used in advertising or publicity pertaining to
distribution of the software without specific, written prior permission.

The authors and their employers disclaim all warranties with regard to this software, including all implied
warranties of merchantability and fitness. In no event shall the authors or their employers be liable for any
special, indirect or consequential damages or any damages whatsoever resulting from loss of use, data or
profits, whether in an action of contract, negligence or other tortious action, arising out of or in connection
with the use or performance of this software.

Jetty License, Version 3.6
Jetty License

Revision: 3.6

Preamble:

Theintent of this document is to state the conditions under which the Jetty Package may be copied, such
that the Copyright Holder maintains some semblance of control over the development of the package, while
giving the users of the package theright to use, distribute and make reasonable modificationsto the Package
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in accordance with the goals and ideals of the Open Source concept as described at
http://www.opensource.org.

It isthe intent of thislicense to allow commercia usage of the Jetty package, so long as the source codeis
distributed or suitable visible credit given or other arrangements made with the copyright holders.

Definitions:

- "Jetty" refersto the collection of Javaclassesthat are distributed asaHT TP server with servlet capabilities
and associated utilities.

- "Package" refersto the collection of files distributed by the Copyright Holder, and derivatives of that
collection of files created through textual modification.

- "Standard Version" refersto such aPackageif it has not been modified, or hasbeen modified in accordance
with the wishes of the Copyright Holder.

- "Copyright Holder" is whoever is named in the copyright or copyrights for the package.
Mort Bay Consulting Pty. Ltd. (Austraia) is the "Copyright Holder" for the Jetty package.
-"You" isyou, if you're thinking about copying or distributing this Package.

- "Reasonabl e copying fee" iswhatever you can justify on the basis of mediacost, duplication charges, time
of peopleinvolved, and so on. (You will not be required to justify it to the Copyright Holder, but only to
the computing community at large as a market that must bear the fee.)

- "Freely Available" means that no feeis charged for the item itself, though there may be feesinvolved in
handling the item. It a'so means that recipients of the item may redistribute it under the same conditions
they received it.

0. The Jetty Packageis Copyright (c) Mort Bay Consulting Pty. Ltd. (Australia) and others. Individual files
in this package may contain additional copyright notices. The javax.servlet packages are copyright Sun
Microsystems Inc.

1. The Standard Version of the Jetty package is available from http://www.mortbay.com.
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2.'You may make and distribute verbatim copies of the source form of the Standard V ersion of this Package
without restriction, provided that you include this license and all of the original copyright notices and
associated disclaimers.

3. You may make and distribute verbatim copies of the compiled form of the Standard Version of this
Package without restriction, provided that you include this license.

4. Y ou may apply bug fixes, portability fixes and other modifications derived from the Public Domain or
from the Copyright Holder. A Package modified in such away shall still be considered the Standard Version.

5. Y ou may otherwise modify your copy of this Package in any way, provided that you insert a prominent
notice in each changed file stating how and when you changed that file, and provided that you do at |east
ONE of the following:

a) Place your modificationsin the Public Domain or otherwise make them Freely Available, such as by
posting said modifications to Usenet or an equivalent medium, or placing the modifications on amajor
archive site such as ftp.uu.net, or by allowing the Copyright Holder to include your modificationsin the
Standard Version of the Package.

b) Use the modified Package only within your corporation or organization.

¢) Rename any non-standard classes so the names do not conflict with standard classes, which must also
be provided, and provide a separate manual page for each non-standard class that clearly documents how
it differs from the Standard Version.

d) Make other arrangements with the Copyright Holder.

6. Y ou may distribute modifications or subsets of this Package in source code or compiled form, provided
that you do at least ONE of the following:

a) Distributethislicenseand all original copyright messages, together with instructions (in the about dial og,
manual page or equivalent) on where to get the complete Standard Version.

b) Accompany the distribution with the machine-readable source of the Package with your modifications.
The modified package must include this license and al of the original copyright notices and associated
disclaimers, together with instructions on where to get the complete Standard Version.

¢) Make other arrangements with the Copyright Holder.
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7. You may charge areasonable copying fee for any distribution of this Package. Y ou may charge any fee
you choose for support of this Package. Y ou may not charge afee for this Package itself. However, you
may distribute this Package in aggregate with other (possibly commercial) programs as part of alarger
(possibly commercial) software distribution provided that you meet the other distribution requirements of
thislicense.

8. Input to or the output produced from the programs of this Package do not automatically fall under the
copyright of this Package, but belong to whomever generated them, and may be sold commercialy, and
may be aggregated with this Package.

9. Any program subroutines supplied by you and linked into this Package shall not be considered part of
this Package.

10. The name of the Copyright Holder may not be used to endorse or promote products derived from this
software without specific prior written permission.

11. Thislicense may change with each release of a Standard Version of the Package. Y ou may choose to
use the license associated with version you are using or the license of the latest Standard Version.

12. THISPACKAGE ISPROVIDED "ASIS' AND WITHOUT ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.

13. If any superior law implies awarranty, the sole remedy under such shall be, at the Copyright Holders
option either a) return of any price paid or b) use or reasonable endeavoursto repair or replace the software.

14. Thislicense shall be read under the laws of Australia.
W3C Software Notice and License
W3C(C) SOFTWARE NOTICE AND LICENSE

Copyright (C) 1994-2002 World Wide Web Consortium, (Massachusetts I nstitute of Technology, Institut
National de Recherche en Informatique et en Automatique, Keio University). All Rights Reserved.
http://www.w3.0rg/Consortium/L egal/

This W3C work (including software, documents, or other related items) is being provided by the copyright
holders under the following license. By obtaining, using and/or copying thiswork, you (the licensee) agree
that you have read, understood, and will comply with the following terms and conditions:
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Permission to use, copy, modify, and distribute this software and its documentation, with or without
modification, for any purpose and without fee or royalty is hereby granted, provided that you include the
following on ALL copies of the software and documentation or portions thereof, including modifications,
that you make:

The full text of thisNOTICE in alocation viewable to users of the redistributed or derivative work. Any
pre-existing intellectual property disclaimers, notices, or terms and conditions. If none exist, a short notice
of the following form (hypertext is preferred, text is permitted) should be used within the body of any
redistributed or derivative code: "Copyright (C) [$date-of-software] World Wide Web Consortium,
(Massachusetts Institute of Technology, Institut National de Recherche en Informatique et en Automatique,
Keio University). All Rights Reserved. http://www.w3.org/Consortium/Legal /"

Notice of any changes or modifications to the W3C files, including the date changes were made. (We
recommend you provide URIs to the location from which the code is derived.)

THIS SOFTWARE AND DOCUMENTATION ISPROVIDED "ASI1S," AND COPYRIGHT HOLDERS
MAKE NO REPRESENTATIONS OR WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT
NOT LIMITED TO, WARRANTIESOF MERCHANTABILITY ORFITNESSFORANY PARTICULAR
PURPOSE OR THAT THE USE OF THE SOFTWARE OR DOCUMENTATION WILL NOT INFRINGE
ANY THIRD PARTY PATENTS, COPYRIGHTS, TRADEMARKS OR OTHER RIGHTS.

COPYRIGHT HOLDERSWILL NOT BE LIABLE FOR ANY DIRECT, INDIRECT, SPECIAL OR
CONSEQUENTIAL DAMAGES ARISING OUT OF ANY USE OF THE SOFTWARE OR
DOCUMENTATION.

The name and trademarks of copyright holders may NOT be used in advertising or publicity pertaining to
the software without specific, written prior permission. Title to copyright in this software and any associated
documentation will at all times remain with copyright holders.

Xalan, Version 2.5.1
The Apache Software License, Version 1.1
Copyright (c) 1999-2003 The Apache Software Foundation. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:
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1. Redistributions of source code must retain the above copyright notice, thislist of conditions and the
following disclaimer.

2. Redigtributions in binary form must reproduce the above copyright notice, thislist of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. The end-user documentation included with the redistribution, if any, must include the following
acknowledgment: "This product includes software developed by the Apache Software Foundation
(http://www.apache.org/).” Alternately, this acknowledgment may appear in the software itself, if and
wherever such third-party acknowledgments normally appear.

4. Thenames"Xaan" and "Apache Software Foundation" must not be used to endorse or promote products
derived from this software without prior written permission. For written permission, please contact

apache@apache.org.

5. Products derived from this software may not be called " Apache”, nor may "Apache" appear in their name,
without prior written permission of the Apache Software Foundation.

THIS SOFTWARE ISPROVIDED "ASIS' AND ANY EXPRESSED OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
APACHE SOFTWARE FOUNDATION OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING,
BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODSOR SERVICES; LOSSOF USE,
DATA, ORPROFITS; ORBUSINESSINTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY
OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Thissoftware consists of voluntary contributions made by many individuals on behalf of the A pache Software
Foundation and was originally based on software copyright (c) 1999, L otus Development Corporation.,
http://www.lotus.com. For more information on the Apache Software Foundation, please see
<http://www.apache.org/>.

XML Pull Parser for Java, 1.1.1

Indiana University Extreme! Lab Software License
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Version1.1.1
Copyright (c) 2002 Extreme! Lab, Indiana University. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, thislist of conditions and the
following disclaimer.

2. Redigtributions in binary form must reproduce the above copyright notice, thislist of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. The end-user documentation included with the redistribution, if any, must include the following
acknowledgment:

"This product includes software developed by the Indiana University Extreme! Lab
(http://www.extreme.indiana.edu/)."

Alternately, this acknowledgment may appear in the software itself, if and wherever such third-party
acknowledgments normally appear.

4. The names "Indiana Univeristy" and "Indiana Univeristy Extreme! Lab" must not be used to endorse or
promote products derived from this software without prior written permission. For written permission,
please contact http://www.extreme.indiana.edu/.

5. Productsderived from this software may not use " IndianaUniveristy" name nor may "IndianaUniveristy"
appear in their name, without prior written permission of the Indiana University.

THIS SOFTWARE ISPROVIDED "ASIS' AND ANY EXPRESSED OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
AUTHORS, COPYRIGHT HOLDERS OR ITSCONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING,
BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODSOR SERVICES; LOSSOF USE,
DATA, ORPROFITS; ORBUSINESSINTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY
OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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Unix crypt(3C) utility
Copyright © 1996 Aki Y oshida. All rights reserved.

Permission to use, copy, modify and distribute this software for non-commercial or commercial purposes
and without fee is hereby granted provided that this copyright notice appearsin all copies.

Notices
Copyright

This document and the information contained herein are the property of Systinet Corporation and shall not
be reproduced or copied in whole or in part without written permission of Systinet Corp.

Copyright © 2001 - 2006 Systinet Corp. All Rights Reserved.

Federal Acquisitions: Commercial Computer Software - Use Governed by Terms of Standard Commercial
License.

Disclaimer

Theinformation in this document is preliminary and is subject to change without notice and should not be
construed as a commitment by Systinet Corporation.

SYSTINET CORPORATION SHALL HAVE NO LIABILITY FOR THISDOCUMENT, INCLUDING
ANY LIABILITY FOR NEGLIGENCE. SYSTINET CORPORATION MAKES NO WARRANTIES,
EXPRESS, IMPLIED, STATUTORY, ORIN ANY OTHER COMMUNICATION. SYSTINET
CORPORATION SPECIFICALLY DISCLAIMSANY WARRANTY OF MERCHANTABILITY OR
SATISFACTORY QUALITY, FITNESS FOR A PARTICULAR PURPOSE, TITLE AND NON-
INFRINGEMENT.

Trademarks

HP™, the HP logo, "The Web Services Infrastructure Company ™" and "Web Services That Work™" are
trademarks and/or registered trademarks of HP Corporation in the United States and/or other countries.

Java™ and all Java-based marks are trademarks or registered trademarks of Sun Microsystems, Inc. in the
United States and/or other countries.
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Microsoft®, Windows® and Windows NT® and the Windows|ogo are trademarks or registered trademarks
of Microsoft Corporation in the United States and/or other countries.

IBM®, AIX® and WebSphere® aretrademarks or registered trademarks of International BusinessMachines
Corporation in the United States and/or other countries.

Sonic Software® and SonicMQ® are trademarks or registered trademarks of Sonic Software Corporation
inthe U.S. and other countries.

UNIX® isaregistered trademark of The Open Group in the United States and/or other countries.
BEA® and WebL ogic® are registered trademarks of BEA Systems, Inc.
JBossisaregistered trademark of Red Hat, Inc.

Other company, product, and service names mentioned in these documents may be trademarks and/or service
marks of others.

Acknowledgements

This product includes software devel oped by the Apache Software Foundation (http://www.apache.org).
This product includes code licensed from RSA Data Security (http://www.rsasecurity.com).

This product includes software devel oped by jGuru.com (Magelang Institute) (http://www.jGuru.com).
This product includes Antlr (http://www.antlr.org).

This product contains components derived from software devel oped by the Indiana University Extreme!
Lab (http://www.extreme.indiana.edu).

The Standard Version of the Jetty package is available from http://www.mortbay.com.

FAQs

In order to keep our FAQs current and useful, we have transferred them to our Developers' Corner web site.
They are located at:

http://dev.systinet.com/fags/var/prd/eq/
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2 Installation Guide

HP SOA Systinet Registry may be installed using the following scenarios:

Standalone Registry

Thisisthe default installation scenario; under it the HP SOA Systinet Registry server isinstalled
on alocal machine and connectsto alocal or external registry database. To perform a standalone
installation, follow theinstructions at | nstallation on page 42. For more configuration information,
refer to Server Configuration on page 89 and Database | nstallation on page 95.

Deployed to an Application Server

Theinstalled standalone HP SOA Systinet Registry server may be deployed to several application
servers. To deploy HP SOA Systinet Registry to an application server, perform the standalone
installation as described in Installation on page 42 and then follow the instructions in Deployment
to an Application Server on page 159.

Standaloneregistry with data migration

In this case, a standalone installation is performed and data is migrated to it from a previous
installation of HP SOA Systinet Registry. Follow the instructionsin Migration on page 197.

Approval Process Registry

An installation of HP SOA Systinet Registry may be split into two servers, publication registry
and discovery registry. The publication registry isapreliminary server for the publishing, testing,
and approval of data. After dataisapproved, it ispromoted to the discovery registry. The discovery
registry isconfigured for inquiry. To install HP SOA Systinet Registry with the Approval Process
Registry, follow the instructionsin Approval Process Registry Installation on page 118.

External AccountsIntegration

HP SOA Systinet Registry server may be optionally configured to use external accounts on an
LDAP or other account store. It is possible to set up external accounts integration during database
installation. For more information, please see Database Installation on page 95 and External
Accounts Integration on page 130
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Registry cluster
A UDDI cluster isagroup of UDDI registries deployed on multiple servers possibly with aclustered
database in the back-end. Load balancing is used to distribute requests amongst HP SOA Systinet
Registry serversto get the optimal load distribution. Standalone Registry or registry deployed to
an application server could be configured to cluster with instructionsin Cluster Configuration on
page 178

Support for Windows NT service and Unix Daemon

HP SOA Systinet Registry can be run as a service on Windows 2000/XP. Support for NT service
installation isinstalled by default on Windows servers, seeinstructionsin NT Service Support on
page 211. Also, HP SOA Systinet Registry can be run as a system daemon on Unix machines, see
instructionsin Running in Linux on page 217.

System Requirements

This section explains the requirements which must be met before you start install ation. Supported Platforms
on page 20 in Read This First on page 5 summarizes the software platform options for the current release.
So you should:

1 Ensurethe installation machine meets the requirements that follow in Hardware on page 40;
2 Decide which combination of supported platform components will be used;
3 Ensure each component isinstalled as described in this section.

Then you can proceed with installation.
Hardware

Table 1 on page 41 summarizes hardware requirements for the installation machine. The minimum
specifications are suitable for experimental use of HP SOA Systinet Registry on aworkstation. Although
it may be possibleto install the product on amachine with lower specifications, performance and reliability
may be severely affected. The requirements of serversin a production environment are greater and depend
on patterns of use. See Support in Read This First if you need assistance.
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Table 1. Minimum Hardwar e Specifications

Specification Minimum Notes

CPU 1GHz Actual requirements depend on the on patterns of usein the target
RAM 1GB environment.

Disk Space 300MB Thisis sufficient if the selected database system isinstalled on

another machine.

The database server machine must have sufficient space for the
selected database system. The requirements for registry data are
quite modest. Each GB typically provides for registration of
several thousand additional entities.

So disk performance is more significant.

Java™ Platform

A supported Java Development Kit is required on the installation machine. A Java Runtime Environment
is not sufficient because it must be possible to compile JSP pages at runtime.

IBM JDK 1.4 and higher must contain a JCE provider. Bouncy Castle provider [http://www.bouncycastle.org/]
issupported, and JCE Unlimited Strength Jurisdiction Policy Files[http://java.sun.com/products/jce/index-
14.html] are required.

1 Copy thefilebcprov-j dk14-*.jar from Bouncy Castle provider [http://www.bouncycastle.org/] to
| BMlava2/jrellib/ext;

2 Addthefollowing lineto the thefilej ava. security located in | BWava2/jre/lib/ security:
security. provider.5=org. bouncycast| e.j ce. provi der. BouncyCast | eProvi der
Relational Database
Setting up arelational database during installation is optional - you can instead set it up after installation

using the setup tool. See Database Installation on page 95. In both cases you can use the pre-configured
HSQL database system that comes with HP SOA Systinet Registry.
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Theinstallation process allows you to setup a database using one of the other supported database systems,
in which case the database server must be installed and running (not necessarily on the same machine).
JDBC driver filesmust generally be availablelocally, but some drivers are distributed with HP SOA Systinet
Registry.

Installation

This section describes the standalone installation of HP SOA Systinet Registry and all settings.
Toinstall the registry, type the following at a command prompt:

java-jar systinet-registry-6.5.jar

and follow the wizard panels. If you have associated j avaw with +.j ar files on Windows, just double-click
theicon for thefile systinet-registry-6.5.jar.

Command:-line Options

Installation may be launched with following optional arguments:
java -jar systinet-registry-6.5.jar [[--help] | [-] | [--gui] | [-0]]
[[-uconfigfile] |[--use-config configfile]]

[[-sconfigfile] |[--save-config configfile]]
[--debug]

-g | --gui startstheinstalation in gui mode (default).
-¢ | [--console] runscommand-lineinstallation
-h | [--help] shows help messages

-s configfile | --save-config configfile savestheinstallation settings into the configuration file without
actually installing the registry.

-u configfile | --use-config configfile installstheregistry using the settings contained in the configuration
file.

--debug the installation produces more information to localize problems or errors.
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Installation Panels

This section discussesthe content of theinstallation wizard. It goesthrough installation panels using default
settings.

Figure 1. Welcome Panel
el

<+ Systinet Registry: Installation systinet

Welcome
License
Confirmation
Installation Process Welcome to the Systinet Registry 6.5 Evaluation install wizard
Finish
Installation requires a minimum of 220 MB of dizk space (GO0 MB is recommended).

The Java vwh such as SUN JDK 1.4 and higher or IEM Java 1.4 and higher is required.
See documentation for further details.

To continue, click Next.
To stop this installation at any time, click the Exit buttan or close the window:,
To zee install wizard options, run the wizard with the --help option.

Systinet Corp.
v Systinet.com

Ewit = Back ‘ ‘ Tet =
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Figure 1 showsthe first panel of the installation wizard. The installation wizard helps you to install HP
SOA Systinet Registry on alocal computer. To continue, click Next. To stop thisinstallation at any time,
click Exit. To return to a previous pand, click Back. This panel also contains linksto HP SOA Systinet
Registry documentation and to the Systinet Web site.

Figure 2. License Panel

S Systinet Registry 6.5 ;lglﬂ

s Systinet Registry: Installation O systinet
Please read the following license agreement carefulhy:
Welcome
License 558
Confirmation SYSTINET CORFORATION - SOFTWARE LICENSE AGREEMENT

. FOR Systinet Registry 6.5.3
Installation Process

Finish
**% READ THIS BEEFORE ¥O0U DOWNLOAD THE S5S0FTIARE *#+%

THI3 AGFEEMENT I3 & LEGAL AGREEMENT BETWEEN 3¥V3TINET CORFORATION

(THE "LICENSOR™) AND THE LICENSEE OF THE S0FTWARE ("CUSTOMER™). EY
CLICEING THE "ACCEPT™ BOX OF BY DOWNLOADING, INSTALLING, COPYING OFR
OTHERWISE T3SING THE 30FTWARE, ¥OU REFRESENT (I) THAT YOU HAVE BEEN
WIOTHORIZED TO ACCEPT THESE TEFMS ON BEHALF OF THE CUSTOMER (IN WHICH
EVENT "YOU™ &ND "VOUR'™ 5SHALL FEFER TO ¥0U AND 5SUCH ENTITY, 45 THE
CASE MaY BE), OF (II) THAT ¥OU INTEND TO BE PERIONALLY EQUND TO THE
TEREM3 OF THIS AGREEMENT 453 THE CUSTOMER. IF ¥0U ARE NOT 350 AUTHORIZED
OF. D0 NOT INTEND TO BE PER3SONALLY BOUND, THEN LICENIOR I3 UNWILLING
T0 LICEN3E THE 30FTWARE AND THE DOWNLOADING, INSTALLATION OF U3E

1]

) | acceptthe terms of this license agreement

21 DO MOT acceptthe terms of this license agreement

Exit = Back ‘ ‘ et =
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Figure 2 showsthe HP SOA Systinet Registry license. To continue with the installation of theregistry, read
the license agreement and agree to it. To accept the license agreement, select the radio button labeled |
accept theterms of the license agreement and click Next.

If you do not accept the terms of the license agreement, select the radio button labeled | DO NOT accept
the terms of the license agreement, and click Exit.

Until you agree to the license, only the Exit button is enabled. Y ou cannot proceed with the installation
without agreeing to the license.

Evaluation Key

If you are installing the evaluation version of HP SOA Systinet Registry, you must provide your user name
and key. If you have the full version, skip to Installation Type on page 47.
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Figure 3. Evaluation Key
=101

<+ Systinet Registry: Installation systinet

Welcome
License
Evaluation Key
Confirmation

Installation Process
User Hame

Finish |[username] |

ser name is the e-mail address thatyou provided at systinet.com.
License Key

|[Iicense ke ] |

The key has been sentto you via e-mail. Ifyau are having difficulties, please contact
httpefiaennn, systinet. comisuppornt for assistance,

Exit = Back ‘ ‘ et =

User name
In thisfield use the e-mail address you provided at www. systi net. com

LicenseKey

The key has been sent to you viae-mail. If you have difficulties, please contact
http://www.systinet.com/support for assistance.
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Y ou must provide avalid user name and license key to continue the installation.

Installation Type
Figure 4. Installation Type
LI

= Systinet Registry: Installation @systinet

Welcome Installation Type

i) Standalone registry

License
) Cefault installation. Installs a standalone registry allowing the creation of & new registry
Evaluation Key datahase.
Installation Type ) Standalone registry with data migration
. Installs a standalone registry and performs the migration of the data from a previous version
Confirmation ;
of registry.
Installation Process ) Discovery registry
Finish Installs a discowvery registry. The discovery registry contains approved data that have bheen

pasted fram the publication registry. The discovery registry is under full contral of approvers.,
) Publication registry

Installs a publication registry. The publication registry is used for testing and werification of
data. Important! Ta install the publication serer you must have an installed discovery server
hecause the discovery registry cedificate is needed.

) Intermediate registry

Installs this instance as an intermediate registry, which acts as both a Publication Registry
and a Discovery Registry. That is, itis deploved in-between other Registries to suppart a
multi-step approval process. Mote thatthe final Discovery Registry must be installed priarto
installing the Intermediate registry, since the Discovery Registny's cerificate is needed to
complete installation process.

Ewit = Back ‘ ‘ Tet =

Figure 4 shows several installation scenarios. Select one.
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Standaloneregistry
Default installation. Installs a standal one registry and enablesthe creation of anew registry database.
Standaloneregistry with data migration
Installs standal one registry with migration of data from a previous installation of the registry. For
more information, please see Migration on page 197.
Discovery registry

Installsthe discovery registry. Thisisthe second part of the approval process registry installation.
The discovery registry alows usersto query HP SOA Systinet Registry. For more information,
please see Discovery Registry Installation on page 121.

Publication registry

Installsthe publication registry of the approval process. The publication registry is one part of the
approval process registry installation. The publication registry is a space for users to publish and
test data prior to its approval for promotion to the discovery server. For more information, please
see Publication Registry Installation on page 123.
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Figure5. Installation Directory
=101

<+ Systinet Registry: Installation systinet

Welcome
License
Evaluation Key
Installation Type

Registry
Installation Directory

O T |cAsystinetregisiés | | Browse
Installation Process [[] Create shortcut icons on the desktop

Finish [[] Add shortcut icons to the Start menu
Program Group Hame

Systinet Registry 6.9

Exit = Back ‘ ‘ et =

Onthe panel shown in Figure 5, type the path to the installation directory where HP SOA Systinet Registry
will beinstalled. The default directory is the current working directory.

» Installation directory can consist of ASCII characters. International charactersin installation
directory path are not supported.
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If you areinstalling on a Windows platform you can selected from the following:

Create shortcut icons on the desktop
If selected, icons for accessing the Registry Console and for starting and stopping the registry will
be created on the desktop.

Add shortcut iconsto the Start menu
If selected, the icons noted above are added to the Start menu.

Program group name
Group name created in the Start menu where shortcut icons will be placed.

Y ou must have read and write permissions on the installation directory.

>
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SMTP Configuration

Figure 6. SMTP Configuration

<+ Systinet Registry: Installation

=101 ]

O systinet

Welcome

License

Evaluation Key
Installation Type
Registry

SMTP Configuration
Confirmation
Installation Process

Finish

SMTP Configuration

Enter the registry configuration properies.

Operator Name Systinet

SMTP Hostname [SMTP sener hostname ]
SMTP Port 25

SMTP Account Hame

SMTP Passwaord

Confirm Password

SMTP Default Sender E-mail

SMTP Default Sender Name

Exit = Back

et =

Figure 6 shows SMTP configuration. The SMTP configuration isimportant when users needs to receive
email notification from subscriptions and from the approval process.
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SMTP Host Name
Host name of the SMTP server associated with thisinstallation of HP SOA Systinet Registry

SMTP Port
Port number for this SMTP server

SMTP Password
Self explanatory

Confirm password

Retype the same password. Note that if it is not same as the password in the previous box, you
cannot continue.

SMTP Default Sender E-mail, Name
HP SOA Systinet Registry will generate email messages with this identity.
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Setup Administrator Account

Figure 7. Administrator Account

S Systinet Registry 6.5

<+ Systinet Registry: Installation

=101 x]
O systinet

Welcome

License

Evaluation Key
Installation Type
Registry

SMTP Configuration
Administrator Account
Confirmation
Installation Process

Finish

Administrator Account Configuration

Specify Systinet Redgistry administratar account.

Administrator Username
Administrator Password
Confirm Password

Administrator Email

admin

Eero e

L

[admin e-rmail |

= Back

‘ ‘ et =

Database Settings

Theregistry requires adatabase which may be created during installation. During installation you can create
anew database, create schemain an existing empty database or connect to an existing database with created
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schema. Using the Setup tool, you can also drop the database or database schema. Select your database
creation method on the following panel.

Figure 8. Database Creation M ethod
=101

<+ Systinet Registry: Installation O systinet
Welcome
License
Database Setup
Evaluation Key

Installation Type
Registry

SMTP Configuration
Administrator Account
Database Setup
Confirmation
Installation Process

Finish

The Systinet Registry requires a databasze. During installation you can create a naw
datahase, create schema in an existing empty database or connectto an existing datahase
with created schema. Ifyou do not create 3 database, vou should do it later, .. using the
Setup toal.

Database Operation
@ Create database

Creste new datahase and schema

) Create schema

Create new schema in existing datahase
» Configure database

Configure registry database

) No database

Do not create and configure database

Exit = Back ‘ ‘ et =
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Create database
Create new database/users/tabl espaces (depending on the type of the database server) and database
schema. Thisisthe most comfortable way, but please note that you must know the credentials of
the database administrator.

Create schema

Create anew schemain an existing database. Use this option if you have access to an existing
empty database and the ability to create tables and indexes. This option is suitable when you do
not know the administrator's credentials. We assume admin has aready created a new
database/users/tablespaces for this option.

» See Database Installation on page 95, for more information.

Configure database
Configure registry database. Use this option if the registry database already exists (For example,
from a previous installation) and fill in only the connection parameters.

No database

Chooseit if you intend to create a registry database later. Note that HP SOA Systinet Registry
cannot be started without a database.
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Figure 9. Select Database

Sk
<+ Systinet Registry: Installation O systinet
Welcome
License Database Selection
Evaluation Key The Systinet Registry supports the following databases.

Select database and specify if you want to install demo data to the database.
Installation Type

Registry Databases
i®) Preconfigured HSQL

SMTP Configuration

_ HSQL 1.7.3 and later
Administrator Account ") Oracle 10g and later
Database Setup ) MSSOQL 2000
Database Selection 2 MSSQL 2005

) DB2 8.0 and later
Confirmation

Registry Hame
Installation Process |A UDDI Mode
Finish Data Settings

[¥] Install demo data to the database

Exit ‘ = Back ‘ ‘ et =

Figure 9 shows the supported database engines that can be prepared for HP SOA Systinet Registry.

Y ou can specify the name of HP SOA Systinet Registry installation. The name is saved to the operational
business entity. The registry name appears in the upper right corner of Registry Console and Business
Service Console.
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Select Install demo data if you want to evaluate the provided HP SOA Systinet Registry demos after
installation.

The default database to create is the Preconfigured HSQL (HSQL). This database is recommended for
evaluation purposes.

Note that it is possible to change the database after installation, using the Setup tool.

Please see Database Installation on page 95 for more information on database installation.
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Figure 10. Preconfigured HSQL
=101

<+ Systinet Registry: Installation systinet

Welcome

License

Evaluation Key
Installation Type
Registry

SMTP Configuration

Preconfigured HSQL
Administrator Account

Database is installed to the reqistry installation directory. This database is recommended for

Database Setup testing and evaluation purposes only.

Database Selection
Preconfigured HSQL
Confirmation
Installation Process

Finish

Exit = Back ‘ ‘ et =

On the panel displayed in Figure 7 you are only required to provide administrator account settings. The
database fileswill beinstalled into the REG STRY_HOME/ hsql db/ uddi node directory. The database user isuddi user
and the password is uddi .

58 Chapter 2



Figure 11. Optional JDBC Driver

<+ Systinet Registry: Installation

=101 x]
O systinet

Welcome
License

Evaluation Key

Registry

Installation Type

SMTP Configuration
Administrator Account
Database Setup
Database Selection
Oracle 10g

JDBC Drivers
Confirmation
Installation Process

Finish

JDBC Drivers Selection

JOBC Crivers will be copied to the Systinet Registry installation.

Ifyau have already setup the driver you can skip this step.

JDBC Drivers (comma separated full paths to all necessary *.jar|".zip files)

| Browse

= Back ‘ ‘

et =

Enter path to JDBC Drivers on the panel shown in Figure 11. It is not necessary to configure this path for
the HSQL and PostgreSQL databases asthe JDBC driversfor these databases areinstalled in the distribution.

Installation Guide

59




Figure 12. Authentication Provider

S Systinet Registry 6.5 ;lglﬂ

Systinet Registry: Installation O systinet
Welcome
License
Evaluation Key
Account Provider Selection
Installation Type
Selectthe user account storage.
Registry
SMTP Configuration Authentication Account Provider
i) Database
P T AT (BB All accaunts will he stored in the registry datahase.
Database Setup ) LDAP
Database Selection Registry accounts integrated with LDAP server,
) External
Preconfigured HSQOL

Account Provider

Confirmation

Installation Process

Finish

Registry accounts integrated with other exdernal starage. The interface
org.systinet.uddi.account ExternalBackendApi must be implemented and added to the
registry installation.

Exit = Back ‘ ‘ et =

Figure 12 allows you to select an authentication provider.

Database
All accounts will be stored in the registry database.
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LDAP
Registry accountsintegrated with LDAP server.

External

Registry accounts integrated with other external storage. The the interface
com systinet. uddi . account . Ext er nal BackendApi must be implemented and added to the registry
installation.
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Direct deployment

Figure 13. Direct deployment

15[
<+« Systinet Registry: Installation systinet
License
Evaluation Key

Registry

Deployment

Confirmation

Finish

Installation Type

SMTP Configuration
Administrator Account
Database Setup
Database Selection
Preconfigured HSQOL

Account Provider

Installation Process

Application Server Selection

Dieploy Systinet Registry to an application server. Selectthe application server.

Application server
® Mo deployment

) BEA Weblogic 8.x and 9.x
) IBM WebSphere 6.%
) JBoss 4.0.x

Exit = Back ‘ ‘ Mext = ‘

Direct deployment allows to create EAR or WAR file for deployment in application server directly from
installer. Y ou can also deploy later with setup. See Creating a Web Application Archive (WAR,EAR) on
page 160 for information on how to deploy from setup. Deployment from installer is similar.
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Server Settings
Figure 14. Server Configuration
plel

<+ Systinet Registry: Installation systinet

Evaluation Key

Installation Type

Registry
. Server Configuration

SMTP Configuration
Administrator Account Enterthe server configuration properties. Be sure that no other server is running on the

specified ports.
Database Setup

Hostname localhost
Database Selection HTTP Port 200
Preconfigured HSQOL Connector 2081
Account Provider SSL(HTTPS) Port 2443

S5L Certificate Alias uddiadmin
Deployment

5 SSL Certificate Password [+

Server Configuration Confirm Password kisiaaad
Confirmation

Installation Process

Finish

Exit = Back ‘ ‘ et =

Figure 14 shows the server configuration settings. These settings will be used for the HTTP and HTTPS
servers. The default recommended settings are filled in the text fields.
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Host name
The host name of this computer; change the auto-completed entry if it is different.

HTTP Port
The nonsecure port for accessing the Registry Console (default value: 8080)

SSL (HTTPS) Port
Secure port for accessing the Registry Console (default value: 8443)

Connector
The connector port is used by standalone server to listen for control signals. Note that no other
application may use this port (default value: 8081).

SSL Certificate Alias
Alias used to identify the SSL private key in protected store management. For more information
see PStore Tool on page 503. (default value: uddi adni n)

SSL Certificate Password
Password to encrypt SSL private key. (default value: changeit)

Confirm Password
Retype the same password. Note that if it is not same as previous, you cannot continue.

The host name, SSL Certificate Alias, and SSL password are used to create a new security identity in the
local protected store. It creates a certificate and adds this certificate to REG STRY_HOME/ conf/ cl i ent conf . xni
REG STRY_HOME/ conf / pst ore. xni , and also exportsit to the certificate file REG STRY_HOMVE/ doc/ regi stry.crt. This
certificatefileisused in severa situationsincluding the approval processregistry scenario. See PStore Tool
on page 503 for instructions in how to operate the protected security store.

The server configuration may be changed after install. See Reconfiguring After Installation on
» page 75.

Single Login

This panel alows you to set up HP SOA Systinet Registry asaHP Sngle Login partner. Users can be
transferred between HP products that are installed as partners in the same Single Login affiliation without
logging in more than once.

64 Chapter 2



Figure 15. SingleLogin

S Systinet Registry 6.5

<+ Systinet Registry: Installation

=101 ]

O systinet

Installation Type
Registry

SMTP Configuration
Administrator Account
Database Setup
Database Selection
Preconfigured HSQOL
Account Provider
Deployment

Server Configuration
Single Login
Confirmation
Installation Process

Finish

Single Login Integration

This step lets you set up Systinet Registry as a Single Login partner, for use by multiple
Systinet products. With Single Login, user logins are transferred hetween "partner” Systinet
applications, so users do not have to log in multiple times. Mote that Single Login service

must be running in arder to register Systinet Registry as a Single Login partner.

Ifyou do not want to integrate logins with other Systinet products, leave the checkbox

unselected.

[v] k:reate Single Login Partner
Partner Hame

|registr\,r

Single Login URL

Single Login Administrator

|admin

Administrator Password

|

Confirm Password

|

= Back

et =

To set up registry as a Single Login partner:

1 Check the box provided;

2 Enter aunique Partner Name;
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Enter the URL for Single login server, including context of its service. This URL might look like
http://host: 8080/ sso;

Enter auser name for Single login administrator;

Enter a password and password confirmation for Single login administrator.
Theregistry should also be configured to use the same account provider as the identity provider
(and other partners). See Figure 12 in Database Settings on page 53. User groups defined at the

side ofidentity provider are lost without keeping the same account provider.

In fact the partner name must be unique amongst Single Login entities, which includes both partners
and the identity provider. So it cannot bei p, since thisis the name used by the identity provider.
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Confirmation and Installation Process

Figure 16. Confirmation

=IE]|
<" Systinet Registry: Installation systinet
] B TR 0 To statinstallation, click Mext. To change any property, click Back.
. User Hame user
Registry License Key -
SMTP Configuration Installation Type standalone
Platform is Windows frue
Administrator Account Installation Directory clsystinetiregistryBa
Create desktop icons na
Database Setup Create Start menu icons ha
Program Group Hame Systinet Registry 6.9
Database Selection Operator Name Systinet
SMTP Hostname [ SMTF server hasthame]
Preconfigured HSQOL SMTP Port 25
. SMTP Password e
Account Provider Confirm Password .
Administrator Username  admin
ERETE Administrator Password
. Confirm Password e
Server Configuration Admiinistrator Email [ addrmin e-rrail |
Single Login Database Operation createComplete
Selected Database prehsgl
Confirmation Registry Hame ALIDDI Mode
Install Demo Data =1
Installation Process Account Pravider datahase
Application server standalone
Finish Hostname localhost =
Exit = Back ‘ ‘ et =

Figure 16 shows a summary of installation information. All required and optional properties are set. If you
want to continue with the installation, click Next and the install process will start. If you want to change
any property click Back.
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Figure 17. Installation Process

e
<+ Systinet Registry: Installation O systinet

Installation progress

Installation Type . 3% |

Registry Installation output
Expanding citestinglapollo2rgisystinet-reqistry-6.5.3-eval jar to cisystinetiregistryBa .

SMTP Configuration

Administrator Account

Database Setup

Database Selection

Preconfigured HSQOL

Account Provider
Deployment

Server Configuration
Single Login
Confirmation
Installation Process

Finish

] o

Figure 17 shows the installation output and progress. Installation consists of copying files, configuring the
server, and installing the database. When the installation has completed successfully, the Next button is
enabled. If there isa problem, an error message and Recovery button will appear on the screen.

For more information on recovery, see Troubleshooting on page 82
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Figure 18. Finish Pane

15[
<+ Systinet Registry: Installation O systinet

Installation Type

Registry
SMTP Configuration

Systinet Registry 6.5 Evaluation has been successfully installed.
Administrator Account

Start the reqistry by running chsystinet'registrytahin'server start.bat
Database Setup

Systinet Registry Console is accessible at
Database Selection httpflacalhost8080udditweb
Preconfigured HSQL Systinet Business Service Consale is accessihble at

Account Provider

hitpilocalhost 8080Muddifthschweb

For more details see documentation available offline at

Deplayment clsystinefiregistryBadociindex himl
Server Configuration or online at .
hitpilocalhost 80800uddifdocy
Single Login
To close this installer click Finish.
Confirmation

Installation Process

Finish
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On this panel, click Finish to conclude the installation.
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Installation Summary
Directory Structure

Theinstallation directory structure contains the following directories:

app
Contains HP SOA Systinet Registry deployed as Web servicesin Systinet Server for Java.
bi n
Contains command-line scriptsfor running HP SOA Systinet Registry. See Command-line Scripts
on page 73.
conf
Contains the HP SOA Systinet Registry configuration files
denos
Contains demos of HP SOA Systinet Registry functionality. For more information, please see
Demos on page 887.
di st
Contains HP SOA Systinet Registry client packages.
doc
Contains the HP SOA Systinet Registry documentation.
etc
Contains additional data and scripts.
hsql db
Contains the preconfigured HSQL database with registry data.
lib
Contains the HP SOA Systinet Registry libraries
| og
Contains logs of installation, setup, and server output. See Logs on page 81.
wor k

Thisdirectory is available after the first launch of the server; it is aworking image of the app
directory.
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Registry Endpoints

HP SOA Systinet Registry is configured as follows. The <host name>, <http port> and <sdl port> are
specified during installation. For more information, please see Server Settingsin Server Settings on page
63. For each endpoint you can use either http or sdl port.

» Business Service Console home page: http: //<host name>: <http port>/ uddi/bsc/ web
e Registry Console home page: http:// <host nane>: <http port >/ uddi/web
e UDDI Inquiry API endpoint - http:// <host name>: <por t >/ uddi / i nqui ry

See Developer'sGuide, UDDI Version 1 on page 535, UDDI Version 2 on page 535, UDDI Version 3on
page 536.

e UDDI Publishing API endpoint - http: // <host nane>: <port >/ uddi / publ i shi ng

See Developer's Guide, UDDI Version 1 on page 535, UDDI Version 2 on page 535, UDDI Version 3on
page 536.

* UDDI Security Policy v3 APl endpoint - http://<host name>: <port >/ uddi / security
See Developer's Guide, UDDI Version 3 on page 536.

» UDDI Custody API endpoint - http://<host name>: <port >/ uddi / cust ody
See Developer's Guide, UDDI Version 3 on page 536.

e UDDI Subscription APl endpoint - http://<host name>: <port >/ uddi / subscri ption
See Developer's Guide, UDDI Version 3 on page 536.

e Taxonomy API endpoint - http://<host name>: <port >/ uddi / t axonony
See Devel oper's Guide, Taxonomy on page 548.

e Category APl endpoint - http://<host name>: <port >/ uddi/ cat egory

See Developer's Guide, Category on page 561.
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e Administration Utilities APl endpoint - htt p: // <host name>: <por t >/ uddi / adni ni strationUtils
See Developer's Guide, Administration Utilities on page 608.
* Replication APl endpoint - http://<host name>: <port>/uddi/replication
See Devel oper's Guide, Replication on page 614.
e Statistics APl endpoint - http://<host name>: <port >/ uddi/statistics
See Developer's Guide, Statistics on page 615.
e WSDL2UDDI API endpoint - http://<host name>: <port >/ uddi / wsdl 2uddi
See Developer's Guide, WSDL Publishing on page 620.
e XML2UDDI API endpoint - http://<host name>: <port >/ uddi / xm 2uddi
See Developer's Guide, XML Publishing on page 636.
e XSD2UDDI API endpoint - http://<host name>: <por t >/ uddi / xsd2uddi
See Developer's Guide, XSD Publishing on page 645.
e XSLT2UDDI API endpoint - http: / / <host name>: <por t >/ uddi / xs! t 2uddi
See Developer's Guide, XSLT Publishing on page 658.
» Extended Inquiry APl endpoint - http://<host name>: <port >/ uddi /i nqui ryExt
e Extended Publishing APl endpoint - http: // <host name>: <por t >/ uddi / publ i shi ngExt
e Configurator APl endpoint - http: //<host nanme>: <port >/ uddi / confi gur at or
e Account APl endpoint - http://<host name>: <port >/ uddi/account
See Devel oper's Guide, Account on page 685.
e Group APl endpoint - http://<host name>: <port >/ uddi / group

See Developer's Guide, Group on page 694.
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e Permission APl endpoint - http://<host name>: <por t >/ uddi / per ni ssi on
See Developer's Guide, Permission on page 703.

Pre-installed Data

HP SOA Systinet Registry contains the following data:

e Operational business - This entity holds miscellaneous nodes' registry settings such as the validation
service configuration.

e BuiltintModels - tModels required by the UDDI specification.

e Demo data - Datarequired by the HP SOA Systinet Registry demos. For more information, please see
Demos on page 887.

Command:-line Scripts

Thebi n subdirectory contains scripts, including those for launching the server, installing Windows services,
and changing configuration.

serverstart
Windows: serverstart.bat
UNIX: Jserverstart.sh

Starts the standalone registry server.

serverstop
Windows: serverstop.bat
UNIX: Jserverstop.sh

Stops the standalone registry server.

server

Windows: server.bat
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UNIX: Jserver.sh

Helper script to manipulate the standalone HP SOA Systinet Registry server. To start and stop the registry,
useserverstart OF serverstop Without parametersinstead of server with parameters. For more information,
please see Server Properties on page 78.

Setup
Windows: setup.bat
UNIX: Jsetup.sh

Setup may be launched with the following optional arguments:
setup.sh (.bat) [[--help] | [-h] | [--qui] | [-0] | [-ufile]|[--use-configfile]] [[-Sfile] |[--save-configfile
1] [--debug]

-h | --hel p shows help message
-g | --gui startsthe setup wizard. The wizard is the default mode.
-u | --use-config file startssetup in non-interactive mode; it reads all properties from the specifiedfile.

-s | --save-config file startsthe setup wizard. All configuration will be saved into specified file instead
of execute configuration. The file may be used later in a non-interactive installation.

--debug the setup produces more information to localize problems or errors.

To change the HP SOA Systinet Registry configuration after installation follow Reconfiguring After
Installation on page 75.

Signer
Windows: signer.bat
UNIX: Jsigner.sh

The Signer isagraphical application that can be used to add, remove, and verify the signatures of UDDI
structures you have published. Follow Signer Tool on page 394.

74 Chapter 2



register

Windows: register.bat
UNIX: Jregister.sh

Registers evaluation version of HP SOA Systinet Registry. Follow Licensing and Evaluation on page 83.

SoapSpy
Windows: SoapSpy.bat
UNIX: /SoapSpy.sh

Debugging tool to control low level soap communication. Follow How to Debug on page 880.

PStoreTool
Windows: PStoreT ool .bat
UNIX: /PStoreTool.sh

Protected security storage manipulation tool. See PStore Tool on page 503.

env
Windows: env.bat
UNIX: Jenv.sh

Helper script to set system variables. We recommend not to useit directly.

Reconfiguring Atter Installation

All settings may be changed after installation using the Setup tool.

The Setup tool aso facilitates other functions such as deploying to an application server (described in

Deployment to an Application Server on page 159) and datamigration from previousinstallation (described
in Migration on page 197).
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The Setup tool contains similar panelsto thosein theinstallation tool. To run thistool, execute thefollowing
script from the bi n subdirectory of your installation:

Windows: setup.bat
UNIX: Jsetup.sh

See command-line parameters in Setup on page 74.

By default setup starts in wizard mode as shown here:
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S Systinet Registry 6.5

< Systinet Registry: Setup

=101 ]

O systinet

Setup

Confirmation Select one of the setup options.
@ Configuration

Chanage registry configuratian
i Datahase

Create, drop, or connectto a datahase

Installation Process

Finish

) Deployment

Deploy registry to an application server

) Migration

Migrate registry data from other registry

) Backup

Backup registry data and configuration

) Restore

Restore registry data and canfiguration from a backup
i Authentication account provider

Change authentication account provider configuration

Exit = Back ‘

et =

The following topics may be configured:

Configuration

Change server and registry configuration. Follow Server Configuration on page 89.

Database
Create, drop, or connect to a database. Follow Database Installation on page 95.
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Deployment
Deploy registry to an application server. Follow Deployment to an Application Server on page 159.

Migration
Migrate registry data from other registry. Follow Migration on page 197.

Backup and Restore
Backup and restore HP SOA Systinet Registry. Follow Backup on page 203

Authentication account provider
Change account backend configuration. Follow External Accounts Integration on page 130.

Server Properties

System properties are the main means of configuring HP SOA Systinet Registry as deployed into Systinet
Server for Java. Default values for these properties are in the resource META- | NF/ wasp. properties, Which is
located inib/runner.jar.

There are two waysto alter system properties, for the two different types of HP SOA Systinet Registry
installation:

e Sandalone Installation: Set the property from the command line when starting the server from either
the REG STRY_HOVE/ bi n/ server . bat OF server. sh script. The syntax is:
server (. sh) [-Dname of property=value ] { Start | stop}

For example:

server -Didoox. debug. | evel =4 start

» HP SOA Systinet Registry deployed to an application server: Default property values can be overridden
in theini t - par amelements in the web application deployment descriptor, web. xm .

The following properties are checked when HP SOA Systinet Registry isinitialized:
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Property

Description

wasp. | ocation

This property is mandatory for running a HP SOA Systinet Registry
server. It must point to the directory in which HP SOA Systinet
Registry isinstalled.

wasp. config.location

Thisisan absolute or wasp. | ocat i on-relative path pointing to theregistry
configuration file. Setting this property is optional; the default value
iSconf/clientconf.xm .

wasp. confi g.incl ude

Commarseparated list of additional config paths to include. These
paths can be either absolute or relative to the working directory. This
property is optional.

wasp. i npl . cl asspath

Sets a classpath for the registry implementation. This property is
optional; if it is not set, registry interfaces and implementation are
loaded in the same classloader.

wasp. shut downhook

Set totrue if HP SOA Systinet Registry should be automatically
destroyed just before VM is destroyed. Set tofal se if you want to
manage the shutdown process yourself. The default setting istr ue.

i doox. debug. | evel

Determines the number of debugging messages produced by HP SOA
Systinet Registry:

e 0:none

e 1:errors

e 2:warnings
e 3:infos

e 4: debugs

This property is optional; the default value is 2 for the client and 3 for
the server. The debug level isavailable in the non-stripped distribution
only.

Thelogging level specified by thei doox. debug. | evel property overrides
the level specified in the configuration file determined by the
I og4j . confi guration property
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Property

Description

i doox. debug. | ogger

Specifieswhich logging system is used, waspLogger OF | og4j . Default is
| og4j . Setting the value of this property to waspL ogger usesthislogger,
instead.

| 0g4j . configuration

Specifies the location of the configuration (propertiesfile) for logdj.
This property can contain arelative (conf /1 og4j . confi g) or absolute
(/ hore/ waspuser/ | og4j . confi g) path to the configuration file.

If itisnot set, the default configuration (Consol eAppender with the pattern
u%: %{2} - wnn)will beused.

An example configuration file for log4j, 1 og4; . confi g, islocated in the
conf subdirectory of the HP SOA Systinet Registry installation
directory.

Windows Services

Usethefollowing scriptstoinstall, uninstall, start, and stop HP SOA Systinet Registry asaWindows service:

InstallService

Install Service.bat

Installs HP SOA Systinet Registry into system services

UnlnstallService

UnlnstallService.bat

Uninstalls HP SOA Systinet Registry from system services.

StartService

StartService.bat

Starts the already installed HP SOA Systinet Registry service.

StopService

StopService.bat

Stops the started HP SOA Systinet Registry service.

80

Chapter 2



Follow NT Service Support on page 211.
Logs
There arefour log filesin REG STRY_HOVE/ | og directory.

These two log files are produced by the Installation and Setup processes:

install.log
Thislog contains installation output information including all properties set during installation,
and output from the installation process. If an error occurs during installation, see thislog for
details.

setup.|og
Thelog of the Setup tool. Any execution of the Setup tool writesthe set properties and output from

setup processes here. Errors occurring during setup are written to thislog.
The default server logs are:

| ogEvents. | og

The standard server output contains informative events which occur on the HP SOA Systinet
Registry server.

errorEvents. | og
Thisfile containsdetailed logs of error eventswhich occur onthe HP SOA Systinet Registry server.

replicationEvents.log
Replication process logs can be found in the REG STRY_HOVE/ | og/ r epl i cat i onEvent s. | og file.

configurator Events.log
Cluster configuration events are logged in the REG STRY_HOVE/ | og/ conf i gur at or Event s. | og file

wasp_NTServicelog
Events of the server are written into the REGISTRY _HOME\log\wasp_NTService.log file.

The server logs may be configured by one of two logging systems, the in-house waspLogger and | og4j . By
default, 1 og4j isused. The default log4j configuration file islocated in REG STRY_HOVE/ conf /| og4j . confi g.

» An explanation of using | og4j is outside the scope of this documentation; please see the Apache
log4j documentation [http://logging.apache.org/logdj/docs/index.html] for more information.
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Troubleshooting

If errors occur during the installation process, the installer displays a message and a Recovery button.

Execution of Task fails. You can click Recovery and correct erroneous selections or click Exit to exit the
installation.

If you click Recovery, the installation returns to the step that should be corrected. For example, if the
installation fails during copying files, it will return to the installation type panel. If the process fails during
configuring database it will return to the database panels.

If errors occur when using the Setup tool, only the error message is displayed, you can continue by clicking

Next.

The following general problems may occur:

Installation backend timeout

If the task does not respond for along time, atimeout error is thrown and the task is stopped. The
default timeout is 30 minutes. If you have aslow machine, try to redefine theti neout system
property for agreater value in minutes at a java command line.

For 60 minutes, run installation by following command: java -Dtimeout=60 -jar systinet-registry-
6.5.jar

For 60 minutes, edit theset up. sh (set up. bat ) file; add the- bt i neout =60 option into the javacommand
lineso it looks like:

Windows: "%JAVA_CMD%" -Dtimeout=60

UNIX: "$JAVA_CMD" -Dtimeout=60

Cannot find JDBC driver
java.lang.ClassNotFoundException

82

Some external classes cannot be found. Usually the path to JDBC driver does not contain the
needed *.jar or *.zip files. Another reason this error may be thrownisthat the JDBC driver is not
supported by HP SOA Systinet Registry. See Database Installation on page 95 for moreinformation
about supported databases.

Chapter 2



Cannot access database

java.sgl.SQL Exception
This usually happens during the creation of database which already exists. To resolve this error,
try to connect or drop this database first.

Thiserror isalso thrown when trying to drop adatabase which is currently in use, or does not exist.
Note that some set properties must exist on the database engine and some of them are optional .
Please see Database Installation on page 95 for more information about supported databases.

Couldn't create or accessimportant files. Wrong path
This error is displayed when the installation directory specified is bad or the user does not have

read and write permissions for it. Try to install to another directory or reset the read and write
permissions.

Consult Systinet's Developers Corner at http://dev.systinet.com if problems persist or any other problems
occur.

Licensing and Evaluation

When you download the evaluation version of HP SOA Systinet Registry from Systinet, the license key is
provided viaemail. Thislicenseisvalid for 30 days. At the end of this period, you may request an extension
of the evaluation license key. (If you wish to continue using HP SOA Systinet Registry after the expiration
of the extended license key, you must purchaseit. For information on purchasing HP SOA Systinet Registry,
visit the Systinet Purchase Page [ http://systinet.com/products/buy].)

Y ou will be prompted for your User name and License key during installation.
» If you have installed HP SOA Systinet Registry using the Approval Process scenario, you must

register on both the publication and discovery servers. Y ou may use the same license key on each
server.

Obtaining an Evaluation License Key
When you download HP SOA Systinet Registry from Systinet

[ http:/Aww.systinet.com/products/downl oad_center], alicensekey issent to the email addressyou provided
at registration.
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» Savethisemail. It containsalink to the page on which you request an extension of your eval uation
license.

Entering the License Key

Enter the valid license key during installation of the evaluation version.
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Figure 19. Evaluation Key
=101

<+ Systinet Registry: Installation systinet

Welcome
License
Evaluation Key
Confirmation

Installation Process
User Hame

Finish |[username] |

ser name is the e-mail address thatyou provided at systinet.com.
License Key

|[Iicense ke ] |

The key has been sentto you via e-mail. Ifyau are having difficulties, please contact
httpefiaennn, systinet. comisuppornt for assistance,

Exit = Back ‘ ‘ et =

User name
User name is the e-mail address that you provided at ww. systi net. com

LicenseKey

The key has been sent to you viae-mail. If you have difficulties, please contact
http://www.systinet.com/support for assistance.

Installation Guide 85


http://www.systinet.com/support

Y ou must provide valid user name and license key otherwise you cannot continue with installation. Continue
installation the installation as described in Installation Type on page 47

Extending the Evaluation Period

When the license period expires, the Registry Console displays a page indicating that your key isno longer
valid as shown below:

:I’ SEARCH H PUBLISH | Home = Reaister license key Register ”
Find business = Find service = Find binding = Find tModel = Find related businesses
= Browse taxonomies = Direct get

( Register license key

Evaluation license key not found, enter a key provided by Systinet,

User name is the e-mail address that you provided at systinet.com.

The key has been sent to you via e-mail.

If you are having difficulties, please contact our support for assistance,

*
User name:

*
License key:

To acquire an extension of the evaluation license:
1 Follow thelink in the email containing your initial license key.
2 Provide your user name and password, and the reason for your extension request.

3 If approved, you will receive areply viaemail with anew key.
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4

When you receive your new license key, enter it as described in Obtaining an Evaluation Key above.

GUI Version

After expiration you can enter anew license key viathe Registry Console:

1

4

Point a browser at the HP SOA Systinet Registry registration URL, http://<host name>: 8080/ uddi / web
(assuming that registry runs on <host nanme> using the default port).

Type the email address associated with this download in the box labeled User name.

Copy the key from the email and paste it into the box labeled License key and click Register.

t

:I’ SEARCH H PUBLISH | Home = Reaister license key Register ”

Find business = Find service = Find binding = Find tModel = Find related businesses
= Browse taxonomies = Direct get

( Register license key

Evaluation license key not found, enter a key provided by Systinet,

User name is the e-mail address that you provided at systinet.com.

The key has been sent to you via e-mail.

If you are having difficulties, please contact our support for assistance,

*
User name:

*
License key:

A valid key returns the message "License key was accepted.”
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Command-line Version

If you do not wish to launch the HP SOA Systinet Registry user interface, you can aso enter the license
key from a command line.

To provide your license key via console:
1 Change your working directory to the bi n subdirectory of your installation, and type the following:
register --licenseK ey <license key> --user Name <email addr ess>

2 Replace <license key> with the key provided in your email and replace <email addr ess> with the
email address used to register with Systinet. For example, if your licensekey isW1116-71'Y U4-RDCNE-
GC777-HHVVYV and your email addressis crunch@r eakf ast . com you would type:

register --licenseK ey W1116-71Y U4-RDCNE-GC777-HHV VYV --user Name cr unch@br eakfast.com
3 A validlicense key will return the message "License key was accepted.”
Evaluation Limitations
The following limitations are put on HP SOA Systinet Registry installations under evaluation licenses:

1 Userisnot alowed change the system clock back to extend the evaluation period. If the system clock
is atered in thisway, the validation of the license key fails.

2 User cannot use HP SOA Systinet Registry without avalid, non-expired license key. HP SOA Systinet
Registry isrendered inaccessible until avalid key isentered using one of the methods described above.

3 Theregistry's database is not accessible without a valid, non-expired license key; the database is
accessible only from aregistry using same license key or its extension keys.

4 The database export/import/migrate tools take the license into account. Y ou cannot transfer data
between databases containing different licenses. In other words, if you download a new evaluation
version of HP SOA Systinet Registry, you will not be able to transfer the database to it using these
tools.
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Server Configuration

The server configuration may be set during installation or by using the Setup tool after installation. Both

of these scenarios use the same set of GUI panels for server configuration shown in this section.

To run the Setup tool, execute the following script from the bi n subdirectory of your installation:

Windows:

setup.bat

UNIX:

Jsetup.sh

See command-line parametersin Setup on page 74.

Select Configuration on the first panel.
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Figure 20. Setup

S Systinet Registry 6.5

< Systinet Registry: Setup

=101 x]
O systinet

Setup
Confirmation
Installation Process

Finish

Select one of the setup options.
@ Configuration

Chanage registry configuratian

) Database

Create, drop, or connectto a datahase
) Deployment

Deploy registry to an application server
) Migration

Migrate registry data from other registry
) Backup

Backup registry data and configuration
) Restore

Restore registry data and canfiguration from a backup
i Authentication account provider

Change authentication account provider configuration

Exit = Back

et =

For more information on the Setup tool, please see Reconfiguring After Installation on page 75.

Select whether you want to setup HP SOA Systinet Registry that has been deployed (second choice) or not

(first choice).
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Figure 21. Setup
=l

< Systinet Registry: Setup systinet

Setup
Registry Location
Confirmation

Installation Process
Registry Location
Finish
The Setup canwaork with the Registry in the installation directary, arwith 3 Registry deplayed
to an application server. Inthe case of an already deplaved registry, vou hawve to enter the
exact directary, where the Registry is deploved an unpacked by the application server, so the
Setup tool can access the proper configuratian files.

Which registry should be set up
@) Registry in the installation directory

i+ A deployed Registry

Exit = Back ‘ ‘ et =
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Server Configuration

Figure 22. Server Configuration
=101

< Systinet Registry: Setup systinet

Setup
Registry Location

Server Configuration

. Server Configuration
Confirmation

Installation Process Specify HTTP and S5L properies. Be sure that no ather server is running an the specified

pors.

Finish
Hostname localhost
HTTP Port g0a0
SSLHTTPS) Port 0443
Connector a0a1
SSL Certificate Alias uddiadmin
SSL Certificate Password [+
Confirm Password hidasassd

Exit = Back ‘ ‘ et =

Figure 22 shows server configuration settings. These settings are used for the HTTP and HTTPS servers.
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Host name
Host name of the computer on which HP SOA Systinet Registry is installed; change the auto-
completed entry if it is different.

HTTP Port
The non-secure port for accessing the Registry Console (default value: 8080)

SSL (HTTPS) Port
Secure port for accessing the Registry Console (default value: 8443)

Connector
Connector port isused by standalone server to listen for control signals. No other application could
use this port (default value: 8081)

SSL Certificate Alias
Alias used for identify SSL private key in protected store management. For more information see
PStore Tool on page 503. (default value: uddi adni n)

SSL Certificate password
Password to encrypt SSL private key.(default value: changeit)

Confirm password
Retype the same password. Note that if it is not same as previous, you cannot continue.

The host name, SSL Certificate Alias, and SSL password are used to create a new security identity in the
local protected store. It creates a certificate and adds this certificate to REG STRY_HOME/ conf/ cl i ent conf . xni ,
REG STRY_HOME/ conf / pst ore. xni , and also exportsit to the certificate file REG STRY_HOMVE/ doc/ regi stry. crt. This
certificatefileisused in severa situationsincluding the approval processregistry scenario. See PStore Tool
on page 503 for instructions in how to operate the protected security store.

After setting these properties, the server will beavailableat http: //[ host nane]: [HTTP Port]/[ Context of URL].
For example, in Figure 22, the server is available at ht t p: // nydonai n. nyconpany. com 8080/ uddi and at

htt ps: // nydomai n. nyconpany. com 8443/ uddi . Note that the communication could be spied by SoapSpy tool, see
How to Debug on page 880

» If you change the host name, https admin name, or password on the discovery registry, you must
import the new certificate REG STRY_HOVE/ doc/ regi stry. crt onto the publication registry manually
using the PStore Tool.
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SMTP Configuration

Figure 23. SMTP Configuration

< Systinet Registry: Setup

=101 x]
O systinet

Setup

Registry Location
Server Configuration
SMTP Configuration
Confirmation
Installation Process

Finish

SMTP Configuration

Enter the registry configuration properies.

SMTP Hostname [ SMTF server hostname |
SMTP Port 25

SMTP Account Name

SMTP Password

Confirm Password

SMTP Default Sender E-mail

SMTP Default Sender Name

Exit = Back

et =

Figure 23 allowsyou to configure SMTP. The SM TP configuration isimportant when users needsto receive
email notification from subscriptions and from the approval process.
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SMTP Host Name

Host name of the SMTP server, through which all e-mail aerts and notification are sent to
administrator and users.

SMTP Port
Port number for this SMTP server

SMTP Password
Password to access SMTP server

Confirm password

Retype the same password. Note that if it is not same as the password in the previous box, you
cannot continue.

SMTP Default Sender E-mail, Name
HP SOA Systinet Registry will generate email messages with this identity.

Database Installation

The database may be set up during installation or by using the Setup tool after installation. Both of these
scenarios use the same set of GUI panels shown in this section.

To run the Setup tool, execute the following script from the bi n subdirectory of your installation:

Windows: setup.bat
UNIX: Jsetup.sh

See command-line parameters in Setup on page 74.
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Figure 24. Setup Select Database

Systinet Registry: Setup

=101 x]
O systinet

Setup
Confirmation
Installation Process

Finish

Select one of the setup options.
» Configuration

Chanage registry configuratian

@ Database

Create, drop, or connectto a datahase
) Deployment

Deploy registry to an application server
) Migration

Migrate registry data from other registry
) Backup

Backup registry data and configuration
) Restore

Restore registry data and canfiguration from a backup
i Authentication account provider

Change authentication account provider configuration

Exit = Back

et =

Select your database. For more information on the Setup tool, please see Reconfiguring After Installation
on page 75.
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Database Creation Method

The registry requires adatabase. During installation you can create a new database, create schemain an
existing empty database or connect to an existing database with created schema. Using the Setup tool, you
can also drop a database or database schema. Select your database operation on the following panel:

Figure 25. Database Creation Method

<+ Systinet Registry: Setup

=101 ]

© systinet

Setup

Registry Location
Database Setup
Confirmation
Installation Process

Finish

Database Setup

The Systinet Registry requires a databasze. During setup you can create a new database,
create schema in an existing empty database or connectto an existing database with created

schema aryou can also drop a database or datahase schema.

Database Operation
@ Create database

Creste new datahase and schema

) Create schema

Create new schema in existing datahase
) Drop database

Drop database

i Drop schema

Drop database scherma anly

» Configure database

Configure registry database

Ewit = Back

‘ ‘ Tet =
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Select a method from those shown in Figure 25.

Create database
Create new database/users/tablespaces (depending on the type of database server) and database
schema. Thisisthe easiest way to attach the required database to HP SOA Systinet Registry. Note
that you must have the credentials of the database administrator.

Create schema
Create a new schemain existing database. Select this method if you have access to an existing
empty database with the ability to create tables and indexes. This option is suitable when you does
not know the administrator's credentials. We assume the administrator has already created a new
database/users/tabl espaces for this option.

Drop database
Drops the whole database/users/tabl espaces. Note that this option depends on the type of database
server.

Drop schema
Drops al tables in the database but leave the empty database.

Configure database

Configure registry database. Use this method if the registry database already exists, for example,
from aprevious HP SOA Systinet Registry installation of the same rel ease number, and fill in only
the connection parameters.

Select Database Type

Figure 26 shows the supported database engines that can be prepared for HP SOA Systinet Registry. The
panel may differ if another method was selected in the previous step.
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Figure 26. Select Database Type

11
<" Systinet Registry: Setup systinet
Setup
Registry Location Datahase Selection
Database Setup The Systinet Registry supports the following databases.
Select database and specify if you want to install demo data to the database.
Database Selection
Confirmation Datahases
) Preconfigured HSQL
Installation Process
(% HSQL 1.7.3 and later
Finish ) Oracle 10g and later
) MSSQAL 2000
) MSSAL 2005
) DB2 8.0 and later
Registry Hame
4 UDDI Node
Data Settings
[¥] Install demo data to the database
Exit = Back ‘ ‘ et =
Follow these links for selected database.
» Preconfigured HSQL on page 100
e HSQL on page 110
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e Oracleon page 101
e MSSQL 2000 or 2005 on page 103

» DB2 on page 106

Preconfigured HSQL

The default database is the preconfigured HSQL. The installer or Setup tool creates database named
REG STRY_HOME/ hsql db/ uddi node and the user account uddi user with the password uddi in the database. Note
that all database files can be found in REG STRY_HOVE/ hsql db directory.

» This database is recommended for evaluation and testing purposes only.

» If you use HSQL then user credentials are stored in the HSQL database filesin plain text. So you
must protect these files from unauthorized reading using appropriate filesystem accessrights. The
filesarelocated in the directory REG STRY_HOVE/ hsql db/ by default.
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S Systinet Registry 6.5 ;lglﬂ

< Systinet Registry: Setup systinet

Setup

Registry Location
Database Setup
Database Selection
Preconfigured HSQL
Confirmation

Installation Process

Preconfigured HSQL

Database is installed to the reqistry installation directory. This database is recommended for

Finish testing and evaluation purposes only.
Exit = Back ‘ ‘ et =
Oracle

The Create database option on the installer/Setup tool does not mean to create a new physical database.
The installation process only creates a new tablespace in an existing database and a new user of the default
tablespace is set up on the created one. Then a database schemais created and UDDI data are |oaded.
Because relational tables are created in the schema of the specified user, if you want to create more UDDI
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databases (such as databases for publication and discovery registries for the approval process), you must
create UDDI databases with different database users.

S Systinet Registry 6.5 ;lglﬂ

<" Systinet Registry: Setup @systinet
Setup
Registry Location Oracle

Installation creates a new tablespace inan existing databhase and a new user accaunt

Database Setuy,
. associated with the created tahlespace. Then, the database schema is created and UDDI

Database Selection data are loaded. For maore infarmation ahout the propeies consult the documentation.
Oracle 10g Froperties marked with an asterisk () must not collide with existing abjects in the database.
Confirmation Database Server Address localhost
Installation Process Datahase Server Port 1521

. Existing Database Name uddi
Finish

Database Administrator Name systemn

Database Administrator Password [+

Datahase Tablespace Name * uddinode

Database User * uddiuser

Datahase User Password i

Confirm Passwaord i

Tablespace Datafile * cAQracleloradatawddiuddinode. dbf

Exit ‘ = Back ‘ ‘ et =

Oracle database creation requires the following properties. To connect or create a schema requires a subset
of these properties. Please note that properties marked with an asterisk (*) must not collide with existing
objects in the database.

Database Server Address
Usually the host name or IP address of the computer where the database server is accessible.
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Database Server Port
Port on which the database listens for a connection
Existing Database Name
Name of a database that already exists into which the HP SOA Systinet Registry tablespace will
be created.
Database Administrator Name
User name of the administrator of the database; required to create a new tablespace on the existing
database
Database Administrator Password
Password for the administrator account specified in the previous text box.
Database Tablespace Name *
Name of the tablespace to be created in the existing database and which will store UDDI data
structures.
Database User *
A new user account which will be created to connect to the tablespace.
Database User Password
Password for the user account specified in the previous text box.
Confirm password
Again, if it is not the same as in the previous text box, you cannot continue.
Tablespace Datafile *
Enter the path to the tablespace datafile.

Continue with JDBC Driver on page 111.
MSSQL 2000 or 2005

Y ou haveto select right version of MSSQL. Either MSSQL 2000 or MSSQL 2005 can be selected in panel
shown on Figure 26. The options that follow are same for both but the versions differ in connection string
and JDBC class name so that the selected version must match the version of database.
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Theinstallation process creates a new database on the database server under the given user name. The
database schemais created and UDDI data are loaded. This user should have the Database Creators server

role.

>

2

104

Make sure your database server has case-sensitive collation, otherwise all comparisons will be
case insensitive, even if the caseSensitiveMatch findQualifier is set. Alternatively, you can create
a database with case-sensitive collation manually and use the cr eate schema option.

If you selected the option Cr eate database in the install ation/Setup panel shownin Figure 25, you
need a database user account with the Dat abase creators server role. To create such account, you
can usethe SQL Server Enterprise Manager:

1 Select the Console Root > Microsoft SQL Servers> SQL Server Group > server name >
Security > Logins.

2 Right-click on Logins and select the New L ogin from the context menu.

3 Enter the account name, click on the SQL Server Authentication option and fill in the
password.

4 Select Server Rolestab, mark the Database Creators, click OK, and retype the password.
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< Systinet Registry: Setup

O systinet

Setup

Registry Location
Database Setup
Database Selection
MSSOL 2000 or 2005
Confirmation
Installation Process

Finish

MS50L

Installation creates a new databasze an the datahase semver under the given databhase user
account 5o the user should have the Database Creators senver rale. Then, the databasze
schema is created and LIDDI data are loaded. For maore infarmation ahout the properies
cansultthe documentation.

Fropedies marked with an asterisk % must not collide with existing objects in the database.

Database Server Address
Datahase Server Port
Database Name *
Datahase User

Database User Password

localhost

1433

uddinade

uddiuszer

et

‘ = Back ‘ ‘ et =

MSSQL database creation requires the following properties. To connect or create schema requires a subset
of these properties. Please note that properties marked with an asterisk (*) must not collide with existing

objects in the database.

Database Server Address

Usually the host name or | P address where the database server is accessible.
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Database Server Port
Port on which the database listens for a connection.

Database name *
Name of the database that will hold UDDI data structures.

Database user
User name of auser who is able to create a new database.

Database User Password *
Password for the user specified above.

Continue with JDBC Driver on page 111.
DB2

The Create database option from the installer/Setup tool does not create a new database physically. The
installation process creates a new tablespace in an existing database with the given (existing) bufferpool
and associates the tablespace with the given file. Permission to use the tablespace is given to the specified
user. Then, adatabase schemais created and UDDI data are |oaded.

» Because relational tables are created in the implicit schema, if you want to create more UDDI
databases (such as databases for publication and discovery registries for the approval process),
you must create UDDI databases with different database users.

» The Create database option requires a bufferpool with 8k page size and an database user account,
that can use atemporary tablespace with such bufferpool.

» To create such abufferpool using the D82 Control Center:

1 Select Control Center > All Databases > database > Buffer Pools from the |eft side
tree.

2 Right-click on Buffer Pools, and select the Create... option from the context menu.

3 Fill inaBuffer pool name, such as "uddipool" and select 8k page size.

e To create such atemporary tablespace using the D82 Control Center:
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Select Control Center > All Databases > database > Table Spaces from the | eft side
tree.

Right-click on Table Spaces and select the Create... option from the context menu.
Fill atablespace name such as "udditempspace” and click Next.

Select the user temporary option, and click Next.

Select the uddipool buffer pool and click Next twice.

Select the location where data are physically stored such as C: \ Db2\ dat a\ uddi t enpspace,
click Next 3 times and then click Finish.

e To create the database user that can use the temporary tablespace using bB2 Control Center:

1

Installation Guide

Select Control Center > All Databases > database > User and Group Objects >
DBUsersfrom the left side tree.

Right-click on DBUser s and select the Add... option from the context menu.

Select the username, check Connect to database, Create tables and Create schemas
implicitly.

Click on the Table Space tab, the Add Tablespace... button, select the udditempspace
and click OK.
Select the udditempspace and select the Y es option from the Privileges drop down list

Click OK to save the account.
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<" Systinet Registry: Setup @systinet
Setup
DB2
Registry Location
Installation creates a new tablespace inan existing datahase with the given (existing)
Database Setup bufferpool and associates the tablespace with a given tablespace datafile. Then, the
database schema is created and UDDI data are loaded. Far more information ahout the
Database Selection

DB2 8.0 and later

Confirmation

Installation Process

Finish

propeies consultthe documentation.

Fropedies marked with an asterisk % must not collide with existing objects in the database.

Database Server Address localhost
Database Server Port 50000
Existing Database Name uddi
Database Administrator Name r)

Database Administrator Passworid =

Database Tablespace Hame * uddiuserspace
Tablespace Datafile * cidbZdatawddiuserspace
Buffer Pool iwith 8k page size/ uddipool

Existing Datahase User uddiuser

Datahase User Password i

Exit ‘ = Back ‘ ‘ et =

DB2 database creation requires the following properties. To connect or create schema requires a subset of
these properties. Please note that properties marked with an asterisk (*) must not collide with existing objects

in the database.

Database Server Address

Usually the host name or IP address where the database server is accessible.
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Database Server Port
Port on which the database listens for connection.

Existing Database Name
Name of a database that aready exists. The UDDI tablespace will be created in this database.

Database Administrator Name

User name of the administrator of the database; thisis required to create a new tablespace on the
existing database.

Database Administrator Password
Password for the user specified in the previous text box.

Database Tablespace Name *
Name of tablespaceto be created in the existing database and which will store UDDI data structures

Tablespace Datafile *
Full path of the host machine where the tablespace files will be stored

» Y ou must have read and write permissions to this directory.

Buffer pool with 8k page size
Buffer pool for database; it must have pages with a size of 8k.

Existing Database User

User name of a user having the following authorities: connect dat abase, create table and create
schema inmplicitly.

» The user also must have access to atemporary tablespace with the associated 8k-length
bufferpool to use for temporary tables.

Database User Password
Password for the user specified in the previous text box.

Specify the HP SOA Systinet Registry Administrator account which will be created in the database. (If
configuredatabaseis selected, thisadministrator account must correspond to one existing in the database.)

» Increase transaction log size (parameter | ogf i | si z) from default value 250 to 1000. Y ou can use
the control Center tool to make this change.
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Continue with JDBC Driver on page 111.

HSQL
i

<+ Systinet Registry: Setup systinet

Setup

Registry Location
Database Setup
Database Selection HSQL

HSQL 1.7.3 and later ) . . )
Installation creates a database and a user account in the database. For mare information

Confirmation about the properties consult the documentation.
Installation Process Fropedies marked with an asterisk % must not collide with existing objects in the database.
Ak Database File Name *  [c-isystinetregistySihsgldbiuddinade

Database User * uddiuser

Database User Password

Confirm Password

Ewit = Back ‘ ‘ Tet =

The installation process creates a new database and a user who is able to create schema/tables.

The HSQL database requires the following properties.
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Database File Name
Full path to the file which will hold data structures.

Database User
User name for one account authorized to access this database

» If you use HSQL then user credentials are stored in the HSQL database filesin plain text. So you
must protect these files from unauthorized reading using appropriate filesystem accessrights. The
files arelocated in the directory REG STRY_HOVE/ hsql db/ by default.

JDBC Driver

Select the IDBC Driver as shown in Figure 11. It is not necessary to configure this path for the HSQL
database as the JDBC drivers for this database are installed in the distribution. It is aso not necessary if
you have already configured this path previously for the selected database. The JDBC drivers are usually
supplied by database vendors.
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Figure 27. Optional JDBC Driver
=101

< Systinet Registry: Setup systinet

Setup

Registry Location
Database Setup
Database Selection

Oracle 10g
JDBC Drivers Selection
JDBC Drivers
JOBC Crivers will be copied to the Systinet Registry installation.
Confirmation Ifyau have already setup the driver vou can skip this step.

Installation Process
JDBC Drivers (comma separated full paths to all necessary *.jar|".zip files)

Finish | ErnEE

Exit = Back ‘ ‘ et =

Account Backend

If you created a database or schema, you can configure an authentication account provider.
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Figure 28. Authentication Account Provider

=I5
<" Systinet Registry: Setup systinet
Setup
Registry Location
Database Setup
Account Provider Selection
Database Selection
Selectthe user account storage.
Oracle 10g
JDBC Drivers Authentication Account Provider

@) Database
P EEIT AT 1T All accaunts will he stored in the registry datahase.
Confirmation i LDAP

Registry accounts integrated with LDAP server,

) External

Installation Process
Finish . ’ ) ;
Registry accounts integrated with other exdernal starage. The interface

org.systinet.uddi.account ExternalBackendApi must be implemented and added to the
registry installation.

Exit = Back ‘ ‘ et =

Figure 12 allows you to select the authentication account provider.
Database
All accounts will be stored in the registry database. Thisis the recommended backend.
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LDAP

Registry accountsintegrated with LDAP server.

External

Registry accounts integrated with other external storage. To integrate HP SOA Systinet Registry,

with an external backend, you must implement the interface

com systi net. uddi . account . Ext er nal BackendApi and add it to the registry installation.

For moreinformation about LDAP and External account backends, please see External Accounts Integration

on page 130

Multilingual Data

This section describes how HP SOA Systinet Registry supports the storage of UDDI structuresin the

multilingual data format.

There are two types of text fieldsin UDDI structures: Unicode fields and ASCI| fields.

Unicode fields

areintended for human readable information, the field length is measured in number of characters

asfollows:

Field Name Max Length (in

chars)
name of businessEntity and businessService 255
keyName 255
keyValue 255
useType 255
description 255
addressLine 80
personName 255

ASCII fields

are intended for machine processing, such as URIs. Thelength is measured in bytes. ASCI| fields
can typically hold multilingual data. Itslength islimited by the number of bytes of its serialized
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form in UTF-8 encoding. For example, the name of atModel can carry 85 Japanese characters,
because Japanese characters are encoded into three bytes each under UTF-8 encoding (255/3=85).

Field Name Max Length (in bytes)
name of tModel 255
overviewURL 4096
discoveryURL 4096
sortCode 10
email 255
phone 50
accessPoint 4096
instanceParms 8192

HSQL
HSQL supports Unicode characters in both types (Unicode and ASCII) of fields.
MSSQL

MSSQL supports Unicode characters only in Unicode fields. Unicode characters are stored successfully to
ASCII fields only if they match with the server collation, otherwise are converted to question marks (?).
For example, Japanese characters are stored correctly if the Japanese Unicode_Cl_AS collation is default
to the server. If the English collation is set up, Japanese characters are converted to ? characters.

Oracle
Oracle database supports Unicode characters in both types (Unicode and ASCI|I) of fields.
DB2

The DB2 database supports Unicode charactersin both types of fields. Maximal length of afield ismeasured
in bytesin the default database schemadespiteit being aUnicodefield. Y ou can use any Unicode characters,
but allowed string length is not guarantied. For example, the name of atModel can carry 85 Japanese

characters, because Japanese characters are encoded into three bytes each under UTF-8 encoding (255/3=85).
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Notethat longer strings produce a database exception. The restriction is made because the cumulative length
of indexed columnsis limited to 800 bytes. The default schema prefers performance to multiple language
support.

If you want to use Unicode fields with longer byte-length you must enlarge appropriate database columns.
However indexes with cumulative length longer than 800 bytes must be removed as these can harm
performance. Follow these steps:

1 Install HP SOA Systinet Registry with the no database option.
2 Modify the database schema file REG STRY_HOME et ¢/ db/ db2/ schema_cor e. s
a  Increase column lengths for names and keyValues.

b Remove appropriate indexes.

3 Usethe Setup tool to create the database.

JDBC Drivers

HP SOA Systinet Registry requires by default the following classes for connection to the database. Please
ensure that your downloaded JDBC JAR(S) includes them:

Database Driver class
DB2 com i bm db2. j cc. DB2Dxi ver
HSQL org. hsql db. j dbcDri ver
MSSQL com microsoft. j dbc. sql server. SQLServer Dri ver
Oracle oracle.jdbc. driver.COracl eDriver

Alternative JDBC Drivers

This section describes the use JDBC drivers other than the default drivers mentioned above. Suppose you

If you want to use an aternative JDBC driver while you already installed the registry and set up database
with the default JDBC driver, edit the file REG STRY_HOME/ app/ uddi / conf / dat abase. xni as follows:
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Add

<uni versal Driver nanme="fooDriver">
<JDBC driver>foo.jdbc. Driver</JDBC driver>
<URI _pattern>jdbc:foo:...</UR _pattern>

</ uni versal Driver>

at the end of <databaseM appings/> element

Y ou can use following parameters in the <URI_pattern> element

e ${hostnanme} - hostname or |P address of the database server

e ${port} - Port where the database server listens for requests

e ${dbName} - Name of the database

e ${userName} - Name of database account

e ${userPassword} - Password of the account

Replace the parameters with corresponding values using the Setup tool or the Registry Console.

Replace the className attribute of theinterfaceM apping element with f ooDr i ver valuefor your database.
Determine the right dat abaseMappi ng element by value of type attribute.)

If you want to create adatabase with the alternative JDBC driver (without needing to use the default driver):

1

2

Install the HP SOA Systinet Registry without the database.
Modify REG STRY_HOVE/ app/ uddi / conf/ dat abase. xnl as described above.

Replace the driver class and connection string in the installation scripts in REG STRY_HOMVE/ et ¢/ db/
<dat abase_t ype>/instal | XXX. xm

Run the Setup tool to create database.
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Approval Process Registry Installation

HP SOA Systinet Registry allows for installation with an approval publishing process which requires two
registries. a publication registry and adiscovery registry. The publication registry is used for testing and
verification of data. The discovery registry contains approved data that has been promoted from the
publication registry.

HP SOA Systinet Registry supports the following scenarios of approval process configuration:

e One publication and one discovery registry as shown in Figure 29. Thisisthe simplest configuration.
Datais promoted from the publication to the discovery registry after an approver approves the data.

Figure 29. One-Step Approval Process

Publication Discovery

Systinet Registry [z > Systinet Registry
approved data

e Multiple publication registries as shown in Figure 30. Promoted data is merged from more than one
publication registry to asingle discovery registry.
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Figure 30. One-Step Approval Processwith Multiple Publication Registries

Publication

Systinet Registry

approved da

Publication Discovery
approved data
=

Systinet Registry Systinet Registry

1= E o

approved data

Publication

Systinet Registry

e Multiple step approval process as shown in Figure 31. There can be many stepsfor promoting datafrom
the publication to the discovery registry. For example, you can define the approval process to include
two steps of data promotion. Thefirst step ispromoting datafrom a'unit testing' registry to an 'integrated
testing' registry. The next step is promoting data from the 'integrated testing' registry to a'production
quality’' registry. In this case you need to install three registries as shown in Figure 31. See Intermediate
Registry Installation on page 130 to learn how to install aregistry that behaves as both publication and
discovery registry.
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Figure 31. Multiple Step Approval Process

Publication

Systinet Registry

[j approved data

Intermediate

Systinet Registry

Discovery

[j approved data

Systinet Registry -

We recommend that you install the discovery registry first, and then the publication registry, because the
digital security certificate of the discovery registry is needed when installing the publication registry.

>

»

Toinstall the publication or discovery registry with accounts in externa storage you must ensure
that accounts from the publication registry are a subset of accounts on the discovery registry.
Accounts may exist on the discovery registry that do not exist on the publication registry, but all
accounts on the publication registry must exist on the discovery registry. Put another way: all
accounts on the publication registry exist on the discovery registry, but not all accountson discovery
registry exist on the publication registry.

Itisalso not allowed to have two different LDAP servers, onefor the publication registry and one
for discovery registry. For more information about setting of external accounts, see the External
Accounts Integration chapter in the Installation Guide.

Do not forget to configure the SMTP configuration on the publication registry for receiving email
notifications.

To learn more about the approval process, see the Approval Process chapter in the Administrator' Guide.
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Discovery Registry Installation

Toinstall the discovery registry, install it as described in Installation on page 42. At installation, during

installation type selection, choose Discovery instead of the default Standaloneinstallation.
=0l

s Systinet Registry: Installation © systinet
IUEIEDITE Installation Type
Neense ) Standalone registry
Defaultinstallation. Installs a standalone registry allowing the creation of a new registry
Installation Type database.
Confirmation ) Standalone registry with data migration

Installation Process

Finish

Installs a standalone registry and perfarms the migration ofthe data from a previous version
of registry.

(® Discovery registry

Installs a discavery registry. The discovery registry contains approved data that have heen
posted from the publication registry. The discovery registry is under full cantrol of approvers.
) Publication registry

Installs a publication registry. The publication registry is used for testing and verification of

data. Impartant! To install the publication server you must have an installed discovery server
because the discovery registry cedificate is needed.

) Intermediate registry

Installs this instance as an intermediate registry, which acts as hoth a Publication Registry
and a Discovery Registry. Thatis, itis deployed in-between other Registries to suppart a
multi-step approval process. Mote that the final Discovery Registry must he installed prior to
installing the Intermediate registry, since the Discovery Registry's cedificate is needed to
camplete installation process.

Exit | = Back | | Mext =

Fill in all properties on the discovery-specific panel shown in Figure 32
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Figure 32. Discovery Settings

:;:

Systinet Registry: Installation

=0l
© systinet

Welcome

License

Installation Type
Discovery Registry
Confirmation
Installation Process

Finish

Discovery Registry Configuration

Publication Registry Settings

Fuhblication Registry IF Address | Metmask

10.0.0.250 |255.255.255.255

| | Add.

| Remove

Exit = Back

| | Mext =

Set the following properties:

Publication Registry I P address

The IP address allowed to connect to this discovery registry .

Netmask

A netmask is a 32-bit mask used to divide an | P address into subnets and specify the network's

available hosts.

The default netmask of 255.255.255.255 indicates that publication registry may be connected only
from the I P address specified in Publication Registry | P address
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Continue with standalone installation as described in Server Settings on page 63.

Publication Registry Installation

» Toinstall the publication registry you must have an installed discovery registry as described in
Discovery Registry Installation on page 121.

Install the publication registry in same way you would the Standalone registry as described in Installation
on page 42. During installation selection, choose Publication instead of the default Standaloneinstallation.

s Systinet Registry: Installation © systinet
IUEIEDITE Installation Type
Neense ) Standalone registry
Defaultinstallation. Installs a standalone registry allowing the creation of a new registry
Installation Type database.
Confirmation ) Standalone registry with data migration

Installation Process

Finish

Installs a standalone registry and perfarms the migration ofthe data from a previous version
of registry.

") Discovery registry

Installs a discavery registry. The discovery registry contains approved data that have heen
posted from the publication registry. The discovery registry is under full cantrol of approvers.
(@ Puhblication registry

Installs a publication registry. The publication registry is used for testing and verification of
data. Impartant! To install the publication server you must have an installed discovery server
because the discovery registry cedificate is needed.

) Intermediate registry

Installs this instance as an intermediate registry, which acts as hoth a Publication Registry
and a Discovery Registry. Thatis, itis deployed in-between other Registries to suppart a
multi-step approval process. Mote that the final Discovery Registry must he installed prior to
installing the Intermediate registry, since the Discovery Registry's cedificate is needed to
camplete installation process.

Exit | = Back | | Mext = |

=101 x|

TheInstaller needsto know the Discovery Registry Certificatein order for the Publication Registry to verify
the connections made to the Discovery Registry. The Installer can download the certificate for you, or you
can choose to provide the certifiate in afile on your local disk.

Fill in the properties shown below:
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5, Systinet Registry 6.5

Systinet Registry: Installation © systinet

Welcome

License
Installation Type
Discovery Location
Confirmation

Installation Process

Discovery Registry Location

ou hawe to prowide UREL where the Discovery Eegistry can be accessed. The Installation
wizard can then download the Discovery Eegistry certificate for wou, or wou can choose
1o provide the centificate in a file.

Discovery Registry URL |htt|:js:,f,flucalhust.Iucaldumain:E':443,r

Finish
The Dizcovery URL is comprized of the secure transfer protocol [https] followed by the
host name or IP address of the discowvery registry and its secure port, separated by a
colon. For example: https: ffmycompany. com: 8442
Provide the Discovery Registry Certificate
@ Download from URL
The certificate will be downloaded from the Discowvery Registry URL provided abowve.
) Load from a local file
ou will be asked to enter name of the file, that contains the X50% certificate
Exit < Back | ‘ Mext >
Discovery Registry Location

Y ou haveto enter the URL of the Discovery Registry installation. The URL must use secure https:
protocol. HTTP (nonsecure) connections between the publication and discovery registry are not

allowed.

A Note that the exact port number you need to provide in the Discovery Registry URL
depend on the values entered during installation of the Discovery Registry. If the Discovery
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Registry was deployed to an application server, you also have to provide the application
context in the URL, as shown in the following example:

https://registry. myconp. com 8443/ reg_di scovery
("reg_discovery" isthe application context).

Download from URL

The Installer will download the certificate for you from the Discovery URL which you provided
to the Installer. The certificate will be stored in atemporary file and will be deleted when the
Installer finishes. The Installer checks whether the Discovery Registry requires SSL client
authentication on the transport level during the connect.

Load from a Local File
You will have to provide afile, that contains the Discovery Registry certificate.

» If you choose to let the Installer to download the certificate, you will not be able to continue with
theinstallation until the Installer connectsto the Discovery Registry and downloadsthe certificate.
If you cannot access the Discovery Registry at the moment, choose the L oad from a L ocal File.

Provide Certificate in a File

This screen appears, when you choose to provide the Discovery Certificate manually, from afile. In addition
to the filename, you may instruct the Installer not to connect to the Discovery Registry. This could be useful
if e.g. the Discovery Registry is not accessible at the moment.
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5, Systinet Registry 6.5

Systinet Registry: Installation © systinet

Welcome

License

Installation Type
Discovery Location
Discovery Registry ...
Confirmation
Installation Process

Finizh

Discovery Registry Certificate

Please prowide the file that contains the Discovery Eegistry certificate. The Installation

wizard will then try ta cannect to the Discovery Registny URL 1o check whether twa-way
S5L iz reguired.

You may disable the two-way SSL check by leaving the checkhbox below not checked.

Discovery Registry Certificate

[tmpjdiscovery44005. crt | | Browse

This centificate is usually located in the fdoc subdirectory of the Discovery server's
installation.

[[] Check for two-way SSL

The Installation Wizard can check for you whether the Discovery Registhy requires S50
client authentication. If vou check this box, make sure the Discowvery Registry is running.

Exit < Back | ‘ Mext >

Discovery Registry Certificate

126

File that contains the Discovery Registry certificate. PEM or DER formats are accepted. When
using the Discovery Registry in astandal one mode, the certificate can befound indoc/ registry. crt

file.

In the casethe Discovery Registry isdeployed in an application server, you have to obtain the SSL
certificate used by that application server. For example, you may point your web browser to the
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Discovery Registry's web console using HTTPS protocol and save the SSL certificate which the
console will use to identify itself to your browser.

Check or two-way SSL
If you check this option, the Installer will attempt to connect to the Discovery Registry URL and
determine, whether SSL Client Authentication is required to connect to the Discovery Registry.

Select the Certificate

The screen presents a list of certificates obtained from the Discovery Registry or from the certificate file.
Individual certificates can be selected using the Select the certificate drop-down control. When a certificate
is selected, its properties are displayed in the Certificate details box, so you can choose which of the
certificates you want the Registry to trust.

Two-way SSL
Y ou may choose that the Publication Registry will support 2-way SSL and offer its SSL certificate as the

identity for authentication on the connection level. If you enable the Two-way SSL option, you will have to
provide the client SSL certificate for the Production Registry, the private key and password for the key.
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5, Systinet Registry 6.5

Systinet Registry: Installation systinet

Welcome

License

Installation Type
Discovery Location
Select the Certificate
Two-way SSL
Confirmation

Installation Process

Two-way S55L

Decide whether two—way S5L (550 Client Authentication) should be used when contacting
the Discovery Eegistry and provide the necessary identity information.

[[1Use Two-Way 55L

If checked, the Publication Eegistry will offer the S50 identity that wou specify below to
the Production Eegistry for S5L-level authentication.

MNaote: if you downloaded the Discovery centificate in the previous step, this option will
be autamatically checked, if the Production registry requires the clients to authenticate

Finish oh 551 level,
Identity File
| | Coome |
Password
Exit < Back | ‘ Mext >
Use Two-way SSL

If checked, the Publication Registry will offer a SSL identity as its authentication when making
calls to the Discovery Registry. Y ou will need to provide the SSL Identity in a PK CS#12 format
or asaJavaKeystore (JKS).

I dentity File

Path to the PK CS#12 identity information or to the Java Keystore.
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Password
Password that protects the identity file. Empty passwords are not supported.

Java Keystore

The Java Keystore screen appears, if the identity fileis a Java Keystore, and there are more keysin the
keystore, or the key uses adifferent password than the keystore. In that case the Installer needsto precisely
know which key to use and what is the password to accessiit.

5, Systinet Registry 6.5

-
s

-3 Systinet Registry: Installation systinet

Welcome

License
Installation Type
Discovery Location

Select the Certificate
Java Keystore

Two-way 551 - . . ) ) ]
The Jawa Kewstore that you specified as the identity source either caontains more aliases,

Java Keystore or the kevis_encr\apted by a_different password than the Keystore itself. Please provode
the appropriate alias and private key passwaord

Confirmation Alias

Installation Process ‘1 '|
Key Password

Finish | |

Exit < Bark | ‘ ‘
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Alias
The alias which identifies the private key to be used by the Discovery Registry. The Installer will
present alist of aliases present in the Keystore to choose from.

Key Password

The password for the key. The field may be left blank to indicate the same password as for the
keystore should be used.

Intermediate Registry Installation

Install the publication registry in same way you would the Standalone registry as described in Installation
on page42. During installation selection, choose | nter mediateinstead of the default Standaloneinstallation.

Since the Intermediate Registry acts as the Discovery and Publication registry at the same time, both of
these functions have to be configured. Please refer to Discovery Registry Installation on page 121 and
Publication Registry Installation on page 123 for detail s on how to set up the Publication or Discovery registry.

After you are donewith Publication and Discovery setup, continue with standaloneinstallation as described
in Server Settings on page 63.

External Accounts Integration

During database installation or by employing the Setup tool, you may choose to use accounts from external
repositories. This chapter describes how to integrate accounts from an LDAP server and from non-LDAP
user storesinto HP SOA Systinet Registry.

An LDAP server can beintegrated with HP SOA Systinet Registry with these scenarios:

e LDAPwith asingle search base - The scenario is very simple. Thereis only one LDAP server in this
scenario. All identities are stored under a single search base.

e LDAPwith multiple search bases- In this scenario thereisaso only one LDAP server, but it hasmultiple
search bases mapped to a domain. The domain is a specified part of the user'slogin name (that is,
DOMAI N/ USERNAME). Al users must specify the domain namein the login dialog. When managing accounts
or groups, we recommend using the boval N USERNAME format for performance reasons. If no domain is
set, searches are performed across all domains.
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e Multiple LDAP services - More than one LDAP serviceis used in this scenario. The correct LDAP
serviceischosen viaDNS. Asin the previous scenario, users must specify adomain name during login.
When managing accounts or groups, users haveto set domain name. If the domain nameisnot specified,
then no domain is processed.

This chapter also contains the following configuration examples:
*  Sun Onewith asingle search base

e Sun One with multiple search bases

» Active Directory with asingle search base

» HP SOA Systinet Registry treats external stores as read-only. User account properties stored in
these external stores cannot be modified by HP SOA Systinet Registry.

» The Administrator account must not be stored in the LDAP. We strongly recommend that users
storedinaccount _I'ist.xn (by default, only administrator) should not beinthe LDAP. If youreally
need to have usersfrom LDAP inthefileaccount _Iist.xnl , delete password itemsfrom thefileand
change of all the accounts' properties according to the LDAP. Theaccount _|ist.xni filecontainsa
list of users that can be logged into aregistry without connection to the database.

» Sometimes HP SOA Systinet Registry displays variouswarningsinto logs. We recommend to edit
filedirectory. xm andfilegroup_core. xm manually in order to suppress warnings related to account
/ group integration - LDAP (set true for attribute suppresswWarnings).

To integrate external accounts from another repository, either:

e Create adatabase or create a new schema on the connected database by following the instructionsin
Database Settings on page 53, or

» Usethe Setup tool and choose Authentication provider. To run the Setup tool, execute the following
script from the bi n subdirectory of your installation:

Windows: setup.bat
UNIX: Jsetup.sh

See command-line parametersin Setup on page 74.
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Figure 33. Setup Select Authentication Account Provider
S SystinetRegistry6s

Systinet Registry: Setup

© systinet

Setup
Confirmation
Installation Process

Finish

Select one of the setup options.

) Configuration

Change registry configuration

) Database

Create, drop, or connectto a database
) Deployment

Deplay registry to an application server
) Migration

Migrate registry data fram ather registry
) Backup

Backup registry data and configuration
) Restore

Restare registry data and configuration fram a hackup

@ [Authentication account provider|

Change authentication account provider configuration

= Back

Mext =

For more information on the Setup tool, please see Reconfiguring After Installation on page 75.

LDAP

Select L DAP on the Account Provider panel.
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S Systinet Registry 6.0 =]

Systinet Registry: Setup systinet

Setup
Account Provider

Confirmation
Account Provider Selection
Installation Process

Selectthe user account storage.
Finish
Authentication Account Provider

) Datahase

All accounts will he stored in the registry database.
® LDap)

Reqistry accounts integrated with LDAP server,

) External

Registry accounts integrated with other external starage. The interface
org.systinet.uddi.account.ExternalBackendApi must he implemented and added to the
registry installation.

Exit = Back | | Mext =

Enter the following settings:
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Figure 34. LDAP Service

=10Ix]
¥ Systinet Registry: Setup © systinet
Setup

Account Provider
LDAP Service

Confirmation

Installation Process LDAP Service Configuration

Finish Enter LDAP service properties.

Naming Provider URL (Idap.thostname:289

Initial Naming Factory |caom . sun.jndildap LdapCtFactory
Security Principal

Password

Authentication simple

Exit | = Back | | Mext = |

HP SOA Systinet Registry usesaJNDI interfaceto connect to LDAP servers. Thefollowing INDI properties
must be known to the server. (The default properties are noted in parentheses.)

Java naming provider URL

A URL string for configuring the service provider specified by the "Java naming factory initial"
property. (I dap: // host nane: 389).

Initial Naming Factory
Class name of the initial naming factory. (com sun. j ndi . | dap. LdapCt xFact ory).

Security Principal
The name of the principal for anonymous read access to the directory service.
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Password

Password of security principal.
Authentication

Security level. (simple)

Figure 35. LDAP Usage Scenarios

=10l ]
< Systinet Registry: Setup © systinet
Setup

Account Provider

LDAP Service
LDAP Usage Scenario LDAP Integration Scenario Selection
Confirmation Select required LDAP integration scenario.
Installation Process . .

LDAP Integration Scenario
Finish (@) LDAP with a single search hase

LDAP service with single search base.
) LDAP with multiple search hases
LDAP service with multiple search bases.
) Multiple LDAP services

Multiple LDAP services located through DME. Each service with a single search base.

Exit = Back | | Mext =

Y ou can select the following LDAP usage scenarios:
LDAP with a single search base

The scenario isvery simple. Thereisonly one LDAP server in this scenario. All identities are
stored under a single search base.
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L DAP with multiple search bases

In this scenario there is also only one LDAP server, but it has multiple search bases mapped to a
domain. The domain is a specified part of user'slogin name (that is, boval N USERNAME). Alll users
must specify the domain name in the login dialog. During the managing with accounts or groups
it is recommended to use DovAl N USERNAME because of performance. If no domain is set then search
is performed across al domains.

Domains can be specified dynamically or statically. For dynamic settingsit is necessary to specify,
for example, adomain prefix or postfix. Static domains are set during the installation directly and
so they must be known in time of installation.

Multiple LDAP services

More than one LDAP service are used in this scenario. The correct LDAP serviceis chosen via
DNS. Asinthe previous scenario, users must specify adomain name during login. When managing
accounts or groups users have to set domain name. If domain nameis not specified then no domain
is processed.

Automatic discovery of the LDAP service using the URL's distinguished name is supported only
in Java 2 SDK, versions 1.4.1 and later, so be sure of the Javaversion you are using.

The automatic discovery of LDAP servers allows you not to hardwire the URL and port of the
LDAP server. For example, you can use| dap: ///0=JNDI Tut ori al , dc=exanpl e, dc=comas a URL and
the real URL will be deduced from the distinguished name o=JNDI Tut ori al , dc=exanpl e, dc=com

HP SOA Systinet Registry integration with LDAP uses the INDI API. For more information, see
http://java.sun.com/products/jndi/tutorial/ldap/connect/create.html and http://java.sun.com/j2se/1.-
4.2/docs/guide/jndi/jndi-dns.html#URL

LDAP with a Single Search Base

Theinstallation consists of the following steps:

1

2

3

4
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Specify user/account search properties as shown in Figure 36.
Map Registry user properties to LDAP properties as shown in Figure 37.
Specify group search properties as shown in Figure 38.

Map Registry group properties to LDAP properties as shown in Figure 39.
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Figure 36. User Search Properties

;:: Systinet Registry: Setup

=101 x|

© systinet

Setup

Account Provider
LDAP Service

LDAP Usage Scenario
User Properties
Confirmation
Installation Process

Finish

LDAP Search Rules Configuration

Enter LDAP search rules.

Search Filter

|0bjectCIass:person

Search Base

|0u:PeopIe,dc:Company

Search Scope
1 Ohject scope

1 One level scope

(@ Subtree scope
Results Limit

[10

Exit = Back

Mext =

Field description:
Sear ch Filter

The notation of the search filter conformsto the LDAP search notation. Y ou can specify the LDAP
node property that matches the user account.

Search Base

LDAP will be searched from this base including the current LDAP node and all possible child

nodes.
Search Scope

Here you can specify how deep the LDAP tree structure's data will be searched.
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e Object Scope - Only the search base node will be searched.

*  One-level Scope- Only direct sub-nodes of the search base (entries one level below the search
base) will be searched. The base entry is not included in the scope.

*  Subtree Scope - Search base and all its sub-nodes will be searched.

Results Limit
Number of items returned when searching LDAP.

If an LDAP search returns more results than the limit then the following warning is returned:

WARN: | dap. LdapBackendl npl - The result of LDAP query

(searchbase: 'dc=in,dc=i doox, dc=com, filter:
' (& ui d=*) (obj ect O ass=person))")

is truncated by using the count Iinmt search control which is set
to '100".

The query produced too many answers and so please narrow your search

filter or increase default linmt count.

Read the docunentation in order to suppress the warning.
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Figure 37. User Properties Mapping

S Systinet Registry 6.0

Systinet Registry: Setup

=0l
© systinet

Setup

Account Provider
LDAP Service

LDAP Usage Scenario
User Properties

User Property Mapping
Confirmation
Installation Process

Finish

Specify the mapping between the Systinet Registry user properies and LDAP properties.

| Add.

User Property Mapping
Registry account propery LDAP property
loginMame uid
ullName cn
email mail

Remove

| = Back

Mext = |

Y ou can specify mapping between HP SOA Systinet Registry user account propertiesand LDAP properties.

Y ou can add rows by clicking Add. To edit an entry, double click on the value you wish to edit.

The following user account properties can be mapped from an LDAP server:

java.
java.
java.
java.
java.
java.
java.
java.
java.

| ang.
| ang.
| ang.
| ang.
| ang.
| ang.
| ang.
| ang.
| ang.

Installation

String
String
String
String
String
String
String
String
String

Guide

| ogi nNane
emai |

ful| Name

| anguageCode
passwor d
description
busi nessNane
phone

al t ernat ePhone
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java.lang. String address
java.lang. String city

java.lang. String stateProvince
java.lang. String country
java.lang. String zip
java.util.Date expiration

java. | ang. Bool ean expires

java. |l ang. Bool ean external

java. | ang. Bool ean bl ocked
java.lang. I nteger businessesLimt
java.lang. I nteger servicesLinit
java.lang. I nteger bindingsLinit
java.lang. I nteger tMdelsLinit
java.lang.Integer assertionsLimt
java.lang. I nteger subscriptionsLimt

» The Registry account property dn specifies the LDAP distinguished name. The value depends on
the LDAP vendor.

*  On the Sun ONE Directory Server, the valueisentryDN
e On Microsoft Active Directory, the value is distinguishedName

If an optional property (such as email) does not exist in the LDAP, then the property'svalueis set
according to the default account. The default account is specified in the config file whose nameis
account _core. xm .

» User account propertiesthat you specify at the Figure 37 will betreated asread-only from Registry
Console and registry APIs.

For more information, please see Developer's Guide, userAccount data structure .
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Figure 38. Group Search Properties
o]

;:: Systinet Registry: Setup systinet

Setup
Account Provider

LDAP Service

LDAP Usage Scenario Enter group search parameters.

Search Filter

(D (P TEIRTESS |0bjectCIass:gr0up0funiquenames |

User Property Mapping Search Base
i |dc:Company |
Group Properties
Search Scope
Confirmation ) Object scope

Installation Process ) One level scope

(@ Subtree scope
Results Limit
[10

Finish

Exit = Back | | Mext =

Field description:

Search Filter
The notation of the search filter conforms to LDAP search notation. Y ou can specify the LDAP
node property that matches the group.

Sear ch Base
LDAP, including the current LDAP node and possible al child nodes, will be searched from this
base.

Search Scope
Here you can specify how deep the LDAP tree structure data will be searched.
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e Object Scope - Only the search base node will be searched.
* One-level Scope - Search base and its direct sub-nodes will be searched.

»  Subtree Scope - Search base and al its sub-nodes will be searched.

Figure 39. Group Properties M apping

Ik
¥ Systinet Registry: Setup © systinet
S Specify the mapping between the Systinet Registry group propedies and LDAF properties.

Group Property Mapping
Account Provider Reqistry group property LDAP property | Add.
owner creatorsMame =
LDAP Service description description Remove
member uniguelemhber =
LDAP Usage Scenario narme ch

User Properties

User Property Mapping
Group Properties

Group Property Mapping
Confirmation
Installation Process

Finish

Exit | = Back | | Mext = |

Y ou can specify mapping between HP SOA Systinet Registry group properties and LDAP properties. You
can add rows by clicking Add. To edit an entry, double click on the value you wish to edit.

If a property (such as description) does not exist in the LDAP then property valueis set according to the
default group. The default group (grouplnfo) is specified in the config file whose name is gr oup. xni .
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For more information, please see Developer's Guide, group data structure

LDAP with Multiple Search Bases

The installation consists of the following steps:

1

2

Specify the domain delimiter, domain prefix and postfix as shown in Figure 40.

Enable/Disable domains as shown in Figure 41.

Specify User Search properties as shown in Figure 36.

Map Registry user properties to LDAP properties as shown in Figure 37.
Specify group search properties as shown in Figure 38.

Map Registry group properties to LDAP properties as shown in Figure 39
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Figure 40. Domain Delimiter

=10l ]
< Systinet Registry: Setup © systinet
Setup

Account Provider

LDAP Service

LDAP Usage Scenario Search String Delimiters Configuration

Search String Delimiters In order to search multiple search bases you must provide textual delimiters to separate
individual items in a query. Enter required delimiters.

Confirmation

Installation Process . o
Domain Delimiter

Finish |; |

Domain Prefix

Jou= |

Domain Postfix

Exit = Back | | Mext =

Field descriptions:

Domain Delimiter
Specifies the character that delimits domain and user name. When left empty, users are searched
from al domains.

Domain Prefix, Domain Postfix

Domainsare searched using the following pattern: { domsi n prefi x} domai n_name{ domai n post fi x} {search
base}
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where {domain prefix} isvalue of property whose name is domain prefix, { domain postfix} is
value of property whose nameis domain postfix and { searchbase} isvalue of property whose name
is searchbase.

Figure 41. Enable/Disable Domains

ol
< Systinet Registry: Setup © systinet
S Domains Configuration

I T Enter domains enabled ar dizabled in LDAP query.

LDAP Service Enable D

. Mame [ Distinguished name | Add..
LDAP Usage Scenario domaina |ou=domaina,de=root =

domaink ou=domainb,dc=root
Search String Delimiters | Remove

Enabled search domains

Confirmation

Installation Process

Finish Disahle D:

Distinguished name | | Add...

Remove

dn1au=domain,dc=root

Exit = Back | | Mext =

Enable Domains

Left column: domain name that users will be using during login. Right column: distinguished
domain name.

Disable Domains
Enter distinguished domain name of domains you wish to disable.
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Multiple LDAP Services

The correct LDAP serviceis chosen via DNS. The installation consists of the following steps:
1 Specify user/account search properties as shown in Figure 36.

2 Map Registry user properties to LDAP properties as shown in Figure 37.

3 Specify group search properties as shown in Figure 38.

4 Map Registry group properties to LDAP properties as shown in Figure 39.

LDAP over SSL/TLS

Itisonly amatter of configuration to setup LDAP over SSL (or TLS) with adirectory server of your choice.
We recommend that you first install HP SOA Systinet Registry with a connection to LDAP that does not
use SSL. You can then verify the configuration by logging in as a user defined in this directory before
configuring use of SSL.

The configuration procedure assumes that you have already installed HP SOA Systinet Registry with an
LDAP account provider. HP SOA Systinet Registry must not be running.

LDAP over SSL Without Client Authentication
In this case only LDAP server authentication is required. Thisis usually the case.

Edit the REGISTRY _HOM E/app/uddi/conf/directory.xml file in one of the following ways depending on
the version of Java used to run HP SOA Systinet Registry:

e If HP SOA Systinet Registry will always be running with Java 1.4.2 or later:
1 Changethejava. naning. provi der. url property to use thel daps protocol and the port on which the
directory server accepts SSL/TLS connections. For example | daps: / / sranka. i n. i doox. com 636;
e Otherwise, if HP SOA Systinet Registry may be run with a Javaversion less than 1.4.2:

1 Changethejava. naning. provi der. url property to the appropriate URL using the| dap protocol. For
examplel dap: //sranka.in.idoox.com 636,
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2 Add anew property, after thej ava. nami ng. provi der. url property, with name
java. nani ng. security. protocol and valuessl ;

Thisis shown in the following example:

Example 1. Directory configuration

<config name="directory" savingPeriod="5000">
<directory>
<!-- LDAP over (SSL/TLS) unprotected connection -->
<l--

<property name="java. nam ng. provider.url" val ue="1dap://host name: 47361"/ >
-->

<I-- LDAP over SSL/TLS for Java 1.4.2 and later -->
<l--

<property name="java. nam ng. provider.url" val ue="Idaps://host name: 636"/ >
-->

<!-- LDAP over SSL/TLS for Java where LDAP over SSL is supported -->
<property name="java.nam ng. provider.url" val ue="Idap://hostnane: 636"/ >
<property name="java. nam ng. security.protocol " val ue="ssl"/>

</directory>
</ config>

In both cases, be sure that the hostname specified in thej ava. nani ng. provi der. url property matchesthe name
that isin thedirectory server certificate's subject common name (CN part of certificate's Subject). Otherwise
you will get an exception during startup of HP SOA Systinet Registry. It will inform you of a hostname
verification error. The stacktrace contains the hostname that you must use.

LDAP over SSL With Mutual Authentication
HP SOA Systinet Registry does not support LDAP over SSL with mutual authentication.
Ensuring Trust of the LDAP Server

The client that connects to the SSL/TLS server must trust the server certificate in order to establish
communication with that server. The configuration of LDAPS explained above inherits the default rule for
establishing trust from JSSE (the Javaimplementation of SSL/TLS). Thisis based on trust stores.

Installation Guide 147



When atrust store is needed to verify aclient/server certificate, it is searched for in the following locations
in order:

1 Thefile specified by thej avax. net. ssl . trust Store System property, if defined;

2  Otherwisethefile JAVA HOVE\jre\lib\security\jssecacerts if it exists;

3  Otherwisethefile JAVA_HOME\jre\lib\security\cacerts if it exists;

It is recommended to use the first option to define atrust store specifically for the application you are

running. In this case, you have to change the command that starts the registry (or the VM environment of
the deployed registry) to define the following Java system properties:

Property Description
javax.net.ssl.trustStore Absolute path of your trust storefile.
javax. net. ssl . trust StorePassword Password for the trust storefile.

To ensure that the server certificate is trusted, you have to:

1 Contact the administrator of the LDAP server and get the certificate of the server or the certificate of
the authority that signed it;

2 Import the certificate into the trust store of your choice using the Java keytool:

keytool -inport -trustcacerts -alias alias -file file -keystore keystore -storepass storepass

where the parameters are as follows:

alias
A mandatory, unique alias for the certificate in the trust store;
The file containing the certificate (usually with .crt extension);

The keystore file of your choice;

A password designed to protect the keystore file from tampering. Javalevel keystores (cacerts
and jssecacerts) usually require the password changeit ;
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file
Thefile containing the certificate (usually with .crt extension);

The keystore file of your choice;

A password designed to protect the keystore file from tampering. Javalevel keystores (cacerts
and jssecacerts) usually require the password changeit ;

keystore
The keystore file of your choice;

A password designed to protect the keystore file from tampering. Javalevel keystores (cacerts
and jssecacerts) usually require the password changeit ;

storepass
A password designed to protect the keystore file from tampering. Javalevel keystores (cacerts
and jssecacerts) usually require the password changeit ;

LDAP Configuration Examples
SUN One with Single Search Base

In this example, we show how to configure a Sun One Directory Server 5.2 under the LDAP Single Search
Base scenario.

SUN One with Single Search Base on page 149 shows user properties that are stored in the LDAP server.
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Figure 42. User Propertiesin LDAP

ofterra LDAP Administrator v.3 Marne value
+ 35 Internet Public Servers =) giverame Joe
+-25 LDWP Adrinistrator v? Profiles Elsn patroni
= Dg LRAE Biowsera Frofics [=] telephoneMumber 1-617-360-7089
: % unsn?ne-root [=| FacsimileTelephonetumber  1-781-369-1928
= sunone [= objectClass top
-1 cn=Directary Administrators (=l abjectClass person
=20 au=Groups [=| objectClass organizationalPerson
#-[_] cn=uddi-team [= objectClass inetorgperson
#-[_] cn=wasp-team =/ uid IPatroni
D cn=control-team =l Joe Pakroni
=-[_] ou=People (= mail joe, patroni@mycompany, com
o aont
+-[_] uid=K¥ernon
-] uid=T3mith
+-[_] uid=CLivingston
+-[_] ou=Special Users
+-(_] ou=uddi

SUN One with Single Search Base on page 149 shows group properties that are stored in the LDAP server.

Figure 43. Group Propertiesin LDAP

ofterra LDAP Administrator v.3

Marne Yalue
+ 35 Internet Public Servers [=] objectClass top
+ Elg LDAP Administrator 2 Profiles [ abjectilass groupofuniquenames
=35 LDWP Browser v2 Profiles Elen control-keam
MSAD
: % sUnone-rook S Seserption contrl tean
5 sunoms [=/ uniqueMember uid=JPatroni,ou=People, do=in,dc=idoo:x, de=com
-] en=Directory Administrators [=] uniqueMember uid=T3mith,ou=People, de=in,dc=idoco:, de=com

= D ou=iaroups
#-[_] cn=uddi-team
+ D cn=wasp-team
Fe | cn=rontrol-team
=1-[_] ou=People
+-[_] uid=JPatroni
+-[_] uid=K¥ernon
+-[_] uid=TSmith
+-[_] uid=CLivingston
+-[_] ou=Special Users
+-(_] ou=uddi

The following table shows how to configure HP SOA Systinet Registry using this scenario.
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Config Property Config Value See

Java naming provider URL Idap://localhost:389 Figure 34
Initial Naming Factory com.sun.jndi.ldap.LdapCtxFactory | Figure 34
Security Principal Uid=Paron aupededs=ind=idoods=aom | Figure 34
Security Protocol simple Figure 34
User Properties

Search Filter objectClass=person Figure 36
Search Base ou=people,dc=in,dc=idoox,dc=com| Figure 36
Search Scope Subtree Scope Figure 36
Result Limit 100 Figure 36
telephoneNumber phone Figure 37
uid loginName Figure 37
cn fullName Figure 37
mail email Figure 37

Group Properties

Search Filter objectClass=groupofuniquenames| Figure 38
Search Base ou=groups,dc=in,dc=idoox,dc=com| Figure 38
Search Scope Subtree Scope Figure 38
Result Limit 100 Figure 38
creatorsName owner Figure 39
description description Figure 39
uniqueM ember member Figure 39
cn name Figure 39

Sun One with Multiple Search Bases

In this example, we show how to configure Sun One Directory Server 5.2 with multiple search bases. In
Figure 45, you can see users and domains that are stored on the LDAP server. We want to configure the
LDAP integration with HP SOA Systinet Registry in this way:
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disabled.

* LDAP domin10 will be mapped to the domai n3 user group in HP SOA Systinet Registry.

Figure 45 shows how users from LDAP are mapped to HP SOA Systinet Registry

Figure 44. LDAP Usersand Groups

ﬁii Softerra LDAP Administrator v.3
+ 35 Internet Public Servers
+-35 LDWP Administrator w2 Profiles
=35 LDWP Browser v2 Profiles
#- [ msan
+ ﬂ] sunone-roat
= ﬂ] sunCne
+ D cn=Directory Administrators
+-[_] ou=Groups
+-[_] ou=People
+-[_] ou=Special Users
+-[_] ou=uddi
=-[_ ou=example
=-[Z ou=domain1
+-[_7] id=RPhelan
+-[_] uid=Mstrong
+-[_] vid=DShaw
Fe fLid=T5tafford
=1-[Z] ou=domainz
+-[_] uid=GRoss
+-[_1] vid=Bakersfield
+-[_] uid=JDurban
+-[_] uid=IMcLean
=1-[_] ou=domainin
+-[_] uid=HGreen
#-[_] uid=ETroy
-] uid=2valdir
+-[_] uid=1Callahan
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Mame

[=] givenMame

=l sn

[= telephonetumber
(=l mail

[=! Facsimile TelephoneMumber
[=] objectClass

[=] objectClass

[=] objectClass

[=] objectClass

(= uid

[=len

Yalue
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Stafford
1-617-803-1111
thomas, stafford@mycomparry . com
1-717-889-5617

top

person
organizationalPerson
inetorgperson
Tatafford

Thomas Stafford

Only users from domai n1 and donzi n10 can log into HP SOA Systinet Registry. LDAP domai n2 will be
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Figure 45. Registry Users
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Reqgistry management = Registry configuration =

Registry console configuration

Find account

FiIter:|L0gin name ¥ |%

Displaying results 1 - 9 of @

[ dormain1/TStafford
[ domain3/ETray
[ domaina/HGreen

[ dormaina/callahan

[ domainwaldic

| [loginname _________________ |Fulname |
[ admin administrator

[ domaini/Dshaw Darby Shaw

[ domaini/Mstrang Marry Strong

[ domaini/RPhelan Rex Phelan

Thomas Stafford
Elliott Troy
Harris Green
Joseph Callahan

Josh valdir

The following table shows how to configure HP SOA Systinet Registry using this scenario.

Config Property

Config value

See

Java naming provider URL

Idap://localhost:1000 Figure 34

Initial Naming Factory

com.sun.jndi.ldap.LdapCtxFactory | Figure 34

Security Principal

Ud=Paron aupededs=ind=idoods=aom | Figure 34

Security Protocol simple Figure 34
uddi.ldap.domain.delimiter / Figure 40
uddi.ldap.domain.prefix ou= Figure 40
uddi.ldap.domain.postfix leave empty Figure 40
Enable domains

domain name domain3 Figure 41
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Config Property Config value See
Distinguished name arthmai0oreargAnoHdogaom | Figure 41
Disable domains

Distinguished name artmaPareardendAdngaom | Figure 41
User Properties

Search Filter objectClass=person Figure 36
Search Base ou=people,dc=in,dc=idoox,dc=com| Figure 36
Search Scope Subtree Scope Figure 36
Result Limit 100 Figure 36
telephoneNumber phone Figure 37
uid loginName Figure 37
cn fullName Figure 37
mail email Figure 37
Group Properties

Search Filter objectClass=groupofuniquenames| Figure 38
Search Base ou=groups,dc=in,dc=idoox,dc=com| Figure 38
Search Scope Subtree Scope Figure 38
Result Limit 100 Figure 38
creatorsName owner Figure 39
description description Figure 39
uniqueM ember member Figure 39
cn name Figure 39

Active Directory with Single Search Base

In this example, we show how to configure an Active Directory with asingle search base. Figure 46 shows
group propertiesthat are stored in the Active Directory. These group properties will be mapped to HP SOA
Systinet Registry as shown in Figure 47.
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Figure 46. LDAP User Group

=5 Softerra LDAP Administrator v,5 Mame vahe
@5 Internet Public Servers [ cbjectClass top
@5 LDAP Admiristrator 2 Profiles = objectch o
= msap Ba :
= g:l DiZ=registry = - trol keam
[Z CN=Builtin — description . _ .
[ Cu=Computers & member CH=Tanya Smith, OlU=example, DC=registry, DC=in,DC=systinet, DC=com
(L3 OU=Domain Controllers & member Ch=Jo= Patroni,OlU=example, DC=registry, DC=in,DC=systinet, DC=com
=23 OU=example & distinguishedMame CH=control-team, OU=example, DC=registry, DC=in, DC=systinet, DC=com
CN=Cindy Livingston EinstanceType 4
g " . -. = whenCreated 20050628154305.02
(2 CM=1oe Patroni EwhenChanged 20050628154416.02
[Z CM=Keith Yernon =) uSCreated 188864
21 CH=sales-team & ushChanged 153965
(23 CH=Tanya Smith = name control-team
(21 Ch=FaoreignSecurityPrincipals [ objectGUID {B1BAEE1C-FBED-472F-8F2D-924CF4DDCCCE}
[ ch=Infrastructure [ objectsid 5-1-5-21-1332440743-3657354596-1717007476-1240
[Z CM=LostandFound £ sAMACcountiame
[Z CN=NTDS Quotas ) sAMAccount Type 2534;::%
[Z CM=Program Data & groupType -2147483646
D OUSHact & objectCategory CH=Group, Ch=5chema, CN=Configuration, DC=registry, DC=in,DC=systinet, DC=com
8 CH="S5ystem I mai . com
Ch=sers
Idap: i TAPI3Directory. registry.in.systinet. com: 389/C
ldap: f{ForestDnsZones. registry.in.systinet. com: 389
ldap: f{DomainbnsZones. registry.in.systinet . com: 369
Idap: jregistry.in.systinet. com: 389/ CN=Configuratio

Figure47. User Group in HP SOA Systinet Registry

TBrowsE| searc |[puBLIsH | PROFILE || MANAGE | Fame > Groups = view aroup

My account = Groups = Favorite taxonomies

View group

Group name: control-team

Login name v | [ Fiter |

Displaying results 1 - 2 of 2

Cogmname——————— Jrulname ——————— Jemal _Toescnption |
joe.patrani Joe Patroni joe.patroni@mycompany.com Joe Patroni
tanya.smith Tanya Smith tanya.smith@mycompany.com Tanya Smith

Figure 48 shows user propertiesthat are stored in the Active Directory. These user propertieswill be mapped
to HP SOA Systinet Registry as shown in Figure 47.
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Figure 48. LDAP User Properties

Softerra LDAP Administrator v.3 Mame yalue
@5 Internet Public Servers = objectch top
=25 LDAF Administrator +2 Profiles 2 objectdl
= msap i e "
= g:l DiC=reqistry
(23 C=Buitin user

[Z CM=Computers - Joe Pd_]’l]'l %
(23 oU=Domain Controllers Elsn Patroni

=-[_] OU=example 1-617-879-9786
[Z CM=Cindy Livingston Jos
(23 CH=control-team Ch=1oe Patroni,Ol=example, DC=registry, DC=in, DC=systinet, DC=com
i 4

20050628153947.02

D CN=sales-team 20050629091350.02

[Z CM=Tanya Smith Joe Patroni
[_ CN=ForeignSecurityPrincipals 188829
g CN=InfrastrducturZ CH=control-team, OU=example, DC=registry, DC=in, DC=systinet, DC=com
CM=LostandFours
[Z CN=NTDS Quotas f:?::rm
g g':f;fogtram Data {B828F27A-24EF-4A70-BD71-AB4E6A1 A490F}
D CH="S5ystem EIZ
D CH=llsers
Idap: i TAPI3Directory. registry.in.systinet. com: 389/C I_E codePage 0
- ldap: f{ForestDnsZones. registry.in.systinet. com: 389 = countryCode 0
ldap: f{DomainbnsZones. registry.in.systinet . com: 369 (= badPasswordTime 0
ldap: firegistry.in.systinet.com: 389 CN=Configuratio o
51 ch=Configuration o
51 ch=5chema 127644467902500000
51 bC=DomainbnsZones 513
g:l D =ForestDnsZones |21 objectsid 5-1-5-21-1332440743-3657354596-1717007476-1235
g:l DC=TAPI3Directary =] accountExpires 922337 2036854775807
& logonCount 1]
[E sAMAccountiame joe.patroni
& saMaccount Type B05306368
=] userPrincipaliame joe.patroni@registry.in.systinet..com
& objectCategory Ch=Person, (N=5chema, CN=Configuration,DC=registry, DC=in,DC=systinet, DC=com
= mail joe. patroni@mycompany .com
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Figure 49. User Propertiesin HP SOA Systinet Registry

View account

Login name:
Email:

Full name:
Default language:
Description:
Business Name:
Phone:

Alternate phone:
Address:

City:

State province:
Country:

Zip:

User profile:
Last logged in:
External:
Blocked:
Assertions limit:
Bindings limit:
Businesses limit:
Services limit:
Subscriptions limit:

THodels limit:

The following table shows how to configure HP SOA Systinet Registry using this scenario.

joe.patroni
joe.patroni@mycompany.com
Joe Patroni

English

1-617-879-9786

Developer Profile

Wed Jun 29 11:30:42 CEST 2005
yes

no

10

2

1

4

5

100

Config Property Config value See

Java naming provider URL Idap://localhost:389 Figure 34
Initial Naming Factory com.sun.jndi.ldap.LdapCtxFactory | Figure 34
Security Principal Q\reQaPGesPCHGMonaPGan | Figure 34
Security Protocol DIGEST-MD5 Figure 34
User Properties

Search Filter objectClass=person Figure 36

Installation Guide

157



Config Property Config value See
Search Base areargeErycHTEM@EYTm | Figure 36
Search Scope Subtree Scope Figure 36
Result Limit 100 Figure 36
SAMAccountName loginName Figure 37
cn fullName Figure 37
mail email Figure 37
telephoneNumber phone Figure 37
Group Properties

Search Filter objectClass=group Figure 38
Search Base arearpgtrerycEma e | Figure 38
Search Scope Subtree Scope Figure 38
Result Limit 100 Figure 38
member member Figure 39
cn name Figure 39
uniqueM ember member Figure 39
cn name Figure 39

Custom (Non-LDAP)

Select External on the Advanced Account Settings panel.

158

Chapter 2



S Systinet Registry 6.0 =]

Systinet Registry: Setup @systinet

Setup
Account Provider

Confirmation
Account Provider Selection
Installation Process

Selectthe user account storage.
Finish

Authentication Account Provider

) Datahase

All accounts will he stored in the registry database.
' LDAP

Reqistry accounts integrated with LDAP server,

@ External

Registry accounts integrated with other external starage. The interface
org.systinet.uddi.account.ExternalBackendApi must he implemented and added to the
registry installation.

Exit | = Back | | Mext =

External accounts require implementation of the interface org. systi net . uddi . account . Ext er nal BackendApi .

Deployment to an Application Server

To deploy HP SOA Systinet Registry to any application server, it must be installed as standal one server,
as described Installation on page 42. After installation, use the Setup tool as described in Creating a Web
Application Archive (WAR,EAR) on page 160 to create Web application archive (WAR,EAR) for the specific
application server.

The WAR file or EAR file isthen prepared for deployment to the application server. Y ou must deploy it
into the application server manually, according to your specific application server's instructions:
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Creating a Web Application Archive (WAR,EAR)

To create a Web application archive:

1

If you aregoing to usethe HSQL (despitethefact it isrecommended only for demo/testing purposes)
and deploying the wasp. war on a different machine, do not forget to copy the database files from
the REG STRY_HOME/ hsql db directory to the host where the application server isrunning. Then, change
the database configuration accordingly after the first start of HP SOA Systinet Registry.

Briefly, launch the Setup tool by executing the following command from the bi n directory of your

2

160

installation:
Windows: setup.bat
UNIX: Jsetup.sh

See command-line parameters in Setup on page 74.

Select Portation on the first panel:
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S Systinet Registry 6.5

Systinet Registry: Setup systinet

I el

Setup
Confirmation
Installation Process

Finish

Select one of the setup options.

) Configuration

Change registry canfiguration

) Database

Create, drop, or connectto a database

®

Deploy registry to an application server

) Migration

Migrate registry data fram ather registry

) Backup

Backup registry data and configuration

) Restore

Restore registry data and configuration fram a backup
) Authentication account provider

Change authentication account provider configuration

Exit = Back

Mext =

3 Select the application server on the next panel.
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S Systinet Registry 6.5 ;lglﬂ

<" Systinet Registry: Setup systinet

Setup

Deployment
Confirmation
Installation Process
Finish Application Server Selection

Dieploy Systinet Registry to an application server. Selectthe application server.

Application server
# BEA Weblogic 8.x and 9.x

) IBM WebSphere 6.%
) JBoss 4.0.x

Exit ‘ = Back ‘ ‘ et =

Select the application server to which you want to deploy HP SOA Systinet Registry .

4 Thenext panel shows deployment settings on the application server.
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S Systinet Registry 6.5 N ]

. Systinet Registry: Setup @ systinet
Setup
Deployment
Deployment Properties
Confirmation
Installation Process HTTP Port
Finish [ron1 |
SSL{HTTPS) Port
[ronz |
Hostname
|mycomp.com |

Application Server Context
|registry |

Exit = Back | | Mext =

HTTP Port
HTTP port of the application server

SSL(HTTPS) Port
HTTPS port of the application server

Host name
Host name of the application server

Application Server Context
Use the context you will use to deploy on the application server. (default: wasp)
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Figure 50. Deployment Process After Confirmation of Settings

eI
;:: Systinet Registry: Setup systinet

Installation output

el Frepare the huild directary...
Create ‘env.propedies' demo settings file...
Deployment
=l © Create the WASP configuration file wl-servletconfxmil...
Deployment Properties Frepare WASP module...
Confirmation

Installation Process

Finish

o e ]

To continue the deployment process, follow the instruction in the log window. For further details, see the
instructions in the individual sections below dedicated to the individual application servers.

e WebLogic on page 164
*  WebSphere on page 166
e JBosson page 170
Weblogic

The BEA WebL ogic 8.x and 9.x are supported.
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wW._HOMVE refersto the directory where WebL ogic isinstalled.

REG STRY_HOME refersto the directory in which the HP SOA Systinet Registry distributionisinstalled.

TheREG STRY_HOME/ conf/ por ti ng/ webl ogi ¢/ bui | d/ [ cont ext _nane] . war fileisready for deployment. Pleasefollow
these steps to complete the integration:

1

2

Deploy the package using WebL ogic's administration console.

Modify the BEA WebL ogic server launch script which is:

e W._HOWE user _proj ect s/ domai ns/ DOVAI N_NAVE/ st art WebLogi c. sh or start\WbLogic. cnd

e Add the following property to the Java command line for starting the WebL ogic server:

-Djava. security. auth. | ogin.confi g=REG STRY_HOVE/ conf/j aas.config

Import the SSL certificate of the WebL ogic server to the HP SOA Systinet Registry configuration.
Obtain the WebL ogic SSL certificate. There are two methods:

a  You can get certificate using Internet Explorer 6.0 web browser connected to WebL ogic via
HTTPS. Select "Properties’ in context menu of the page, button " Certificates', tab "Details",
button "Copy to file", and then export certificate in Base 64 encoded X.509 .cer format.

b You can also use REG STRY_HOME/ bi n/ ssl Tool . sh OF REG STRY_HOME\ bi n\ ss| Tool . bat to get certificate.
Run command:

ssl Tool serverinfo --url https://HOST: 9043 --certFile webl ogic.cer

This command will connect to specified host and port using HTTPS and it will store server
certificate into specified file.

To import this certificate use

PStoreT ool located in [registry_home]/bin PStoreT ool.sh add -config
[registry _home]/conf/clientconf.xml -certFile [weblogic.cer]

Enable SSL in WebL ogic if not yet enabled and (re)start the BEA WebL ogic server.
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Deployment should now be complete. The HP SOA Systinet Registry URL is
http://[hostname]: [http_port]/[context]/uddi/web

» WebL ogic 8.x: When "Segmentation fault" problems occur during WebL ogic startup on RedHat
Enterprise Linux, you have to set environment variable LD_ASSUME_KERNEL to value 2.4.1.
Add thisline to WebL ogic startup script: export LD_ASSUVE_KERNEL="2. 4. 1"

WebSphere
This process has been tested on WebSphere 6.0 and 6.1
» REG STRY_HOME refersto the directory in which the HP SOA Systinet Registry distributionisinstalled.
VEBSPHERE_HOME refersto the directory in which IBM WebSphere isinstalled.
PCRTI NG_CONTEXT refers to context under which the HP SOA Systinet Registry is deployed.

The REG STRY_HOVE/ conf/ por ti ng/ webspher e/ 6. x/ bui | d/ PORTI NG_CONTEXT. ear fileis ready for deployment. Please
follow these steps to complete the integration:

1 ThelBM WebSphere server uses IBM java, which isinstalled in the WEBSPHERE_HOVE/ j ava directory.
Y ou must set up the security for thisIBM JVM. To do so, follow the java security section in System
Requirements on page 40.

» Y ou should not download and replace the following security jars: Us_ExportPol i cy. jar and
| ocal _policy.jar

2 Modify thefile WEBSPHERE_HOME/ prof i | es/ def aul t/ confi g/ cel | s/ DOVAI N_NAME/ securi ty. xm (for version 6.0)
by adding the following lines between the tags <appl i cat i onLogi nConf i g> and </ appl i cat i onLogi nConf i g>:
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Example 2: WebSphere Configuration

<entries xm:id="WaspCredential s" alias="Credentials">
<l ogi nWbdul es xm :id="Credential s"
modul el assNanme="com i bm ws. securi ty. common. aut h. nodul e. pr oxy. WSLogi nMbdul ePr oxy"
aut henti cationSt rat egy="REQUI RED" >
<options xmi:id="debug_property_1" name="debug" val ue="true"/>
<options xmi:id="del egate_property_1" nanme="del egate"
val ue="com i doox. security.jaas. GSSLogi nMdul e"/>
</l ogi nNbdul es>
</entries>
<entries xm:id="WaspRecei vedCredential s" alias="ReceivedCredential s">
<l ogi nWbdul es xmi : i d="Recei vedCredential s"
modul el assNanme="com i bm ws. securi ty. common. aut h. nodul e. pr oxy. WSLogi nMbdul ePr oxy"
aut henti cationSt rat egy="REQUI RED" >
<options xmi:id="debug_property_2" name="debug" val ue="true"/>
<options xmi:id="del egate_property_2" nane="del egate"
val ue="com i doox. security.jaas. GSSLogi nMdul eNoAut h"/ >
</l ogi nNbdul es>
</entries>
<entries xm:id="WaspHttpCredential s" alias="HtpCredential s">
<l ogi nWbdul es xmi :id="HttpCredential s"
modul e assNanme="com i bm ws. securi ty. common. aut h. nodul e. pr oxy. WSLogi nMbdul ePr oxy"
aut henti cationSt rat egy="REQUI RED" >
<options xmi:id="debug_property_3" name="debug" val ue="true"/>
<options xmi:id="del egate_property_3" nane="del egate"
val ue="com i doox. security.jaas. Ht pLogi nhModul e"/>
</l ogi nNbdul es>
</entries>
<entries xm:id="WaspKrbCredential s" alias="KrbCredentials">
<l ogi nWbdul es xm :id="KrbCredential s"
modul el assNanme="com i bm ws. securi ty. common. aut h. nodul e. pr oxy. WsLogi nMbdul ePr oxy"
aut henti cationSt rat egy="REQUI RED" >
<options xmi:id="debug_property_ 4" name="debug" val ue="fal se"/>
<options xmi:id="krb_property_1" name="storeKey" val ue="true"/>
<options xmi:id="del egate_property_4" nane="del egate"
val ue="com sun. security. aut h. modul e. Kr b5Logi nModul e"/ >
</l ogi nNbdul es>
</entries>
<entries xm:id="WaspCachedKrbCredential s" alias="CachedKrbCredential s">
<l ogi nhbdul es xmi : i d="CachedKr bCredenti al s"
modul el assNanme="com i bm ws. securi ty. common. aut h. modul e. pr oxy. WSLogi nMbdul ePr oxy"
aut henti cationSt rat egy="REQUI RED" >
<options xmi:id="debug_property 5" name="debug" val ue="fal se"/>

Installation Guide 167



168

<options xmi:id="krb_property_2" nanme="useTi cket Cache" val ue="true"/>
<options xmi:id="del egate_property_5" nanme="del egate"
val ue="com sun. security. aut h. modul e. Kr b5Logi nModul e"/ >
</l ogi nNbdul es>
</entries>
<entries xm:id="WaspNamePasswor dNoAN' al i as="NanmePasswor dNoAN' >
<l ogi nhbdul es xmi : i d="NamePasswor dNoAN'
modul el assNanme="com i bm ws. securi ty. common. aut h. modul e. pr oxy. WSLogi nMbdul ePr oxy"
aut henti cationSt rat egy="REQUI RED" >
<options xmi:id="debug_property_6" name="debug" val ue="true"/>
<options xmi:id="del egate_property_6" name="del egate"
val ue="com i doox. security.jaas. NamePasswor dLogi nMbdul eNoAut h"/ >
</l ogi nNbdul es>
</entries>
<entries xm:id="UDD NamePasswor dAN' al i as="NamePasswor dAN'>
<l ogi nWbdul es xmi : i d="NamePasswor dAN'
modul el assNanme="com i bm ws. securi ty. common. aut h. nodul e. pr oxy. WSLogi nMbdul ePr oxy"
aut henti cationSt rat egy="REQUI RED" >
<options xmi:id="debug_property_7" name="debug" val ue="true"/>
<options xmi:id="del egate_property_7" name="del egate"
val ue="com systinet. uddi . security.jaas. NanePasswor dLogi nMbdul "/ >
</l ogi nNbdul es>
</entries>
<entries xm:id="UDDl Aut hTokenAN' al i as="Aut hTokenAN'>
<l ogi nWbdul es xm : i d="Aut hTokenAN'
modul e assNanme="com i bm ws. securi ty. common. aut h. modul e. pr oxy. WSLogi nMbdul ePr oxy"
aut henti cationSt rat egy="REQUI RED" >
<options xmi:id="debug_property_8" name="debug" val ue="true"/>
<options xmi:id="del egate_property_8" nanme="del egate"
val ue="com systinet. uddi . security.jaas. Aut hTokenLogi nModul e"/ >
</l ogi nNbdul es>
</entries>
<entries xm:id="WaspNameDi gest AN' al i as="NanmeDi gest AN'>
<l ogi nWbdul es xmi : i d="NanmeDi gest AN
modul el assNanme="com i bm ws. securi ty. common. aut h. modul e. pr oxy. WSLogi nMbdul ePr oxy"
aut henti cationSt rat egy="REQUI RED" >
<options xmi:id="debug_property_9" name="debug" val ue="true"/>
<options xmi:id="del egate_property_9" nanme="del egate"
val ue="com i doox. security.jaas. NaneDi gest Logi nModul e"/ >
</l ogi nNbdul es>
</entries>
<entries xm:id="WaspNameMappi ng" al i as="NaneMappi ng" >
<l ogi nbdul es xm : i d="NaneMappi ng"
modul e assNanme="com i bm ws. securi ty. common. aut h. modul e. pr oxy. WSLogi nMbdul ePr oxy"
aut henti cationSt rat egy="REQUI RED" >
<options xmi:id="debug_property_ 10" name="debug" val ue="true"/>
<options xmi:id="del egate_property_10" nane="del egate"
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val ue="com i doox. security.jaas. NaneLogi nMbdul eNoAut h"/ >
</l ogi nNbdul es>
</entries>
<entries xm:id="WaspCertsMapping" alias="CertsMpping">
<l ogi nhbdul es xmi : i d="Cert sMappi ng"
modul el assNanme="com i bm ws. securi ty. common. aut h. modul e. pr oxy. WSLogi nMbdul ePr oxy"
aut henti cationSt rat egy="REQUI RED" >
<options xmi:id="debug_property_ 11" name="debug" val ue="true"/>
<options xmi:id="del egate_property_11" nane="del egate"
val ue="com i doox. security.jaas. CertsLogi nMdul e"/>
</l ogi nNbdul es>
</entries>
<entries xm:id="HtpRequest Mappi ng" al i as="Htt pRequest ">
<l ogi nWbdul es xm :id="Ht pRequest"
modul el assNanme="com i bm ws. securi ty. common. aut h. nodul e. pr oxy. WSLogi nMbdul ePr oxy"
aut henti cationSt rat egy="REQUI RED" >
<options xmi:id="debug_property_ 12" name="debug" val ue="true"/>
<options xmi:id="del egate_property_12" nane="del egate"
val ue="com systinet. uddi . security.|aas. SmLogi nMdul e"/ >
</l ogi nNbdul es>
</entries>
<entries xm:id="RegistryldentityAsserter" alias="IdentityAsserter">
<l ogi nWbdul es xmi :id="1dentityAsserter"
modul el assNane="com i bm ws. securi ty. commn. aut h. modul e. pr oxy. WSLogi nMbdul ePr oxy"
aut henti cationStrat egy="REQU RED'>
<options xm:id="debug_property_13" name="debug" val ue="true"/>
<options xm:id="del egate_property_13" nane="del egate"
val ue="com systinet. uddi.security.jaas.|dentityAsserterLogi nNbdul e"/>
</l ogi nkbdul es>
</entries>

3 Deploy thefile REG STRY_HOME conf / por t i ng/ webspher e/ 6. x/ bui | d/ PORTI NG_CONTEXT. ear file using the IBM
WebSphere admin console, leaving all the options set at their default values.

4 After you finish the deployment, use WebSphere's admin console to set following properties. They
arein "Class loading and update detection™ section inside of enterprise application properties (in
WebSphere 6.1).

e mode of the WASP Application's classloader to 'PARENT_LAST' or "Classes |oaded with
application class loader first" option
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*  WAR Classloader Policy to 'Application’ or "Single class |oader for application” option

5  Importthe SSL certificate of the Websphere server to the Systinet Registry configuration. Follow these
steps:

a  Obtain the WebSphere SSL certificate. There are two methods:

i You can get certificate using Internet Explorer 6.0 web browser connected to WebSphere
viaHTTPS. Select "Properties’ in context menu of the page, button "Certificates', tab

"Details’, button "Copy to file", and then export certificate in Base 64 encoded X.509 .cer
format.

i YoucanalsouseREG STRY_HOVE/ bi n/ ssl Tool . sh Or REG STRY_HOME\ bi n\ ss Tool . bat to get certificate.
Run command:

ssl Tool serverinfo --url https://HOST: 9043 --certFile websphere. cer
This command will connect to specified host and port using HTTPS and it will store server
certificate into specified file.

b Import this certificate using the PStoreTool located in REG STRY_HOVE/ bi n. The command follows
(replace variables with real values):

PSt oreTool add -config REG STRY_HOME/ conf/clientconf.xm -certFile websphere.cer

HP SOA Systinet Registry is now running on htt p: // <host nane>: 9080/ wasp/ uddi / web.
» » Thelinesadded to ogi n-config. xn are an analogy of j aas. confi g expressed in XML.
e The PARENT_LAST option and Appl i cati on ClassLoader policy need to be set because thereisa

conflict between our implementations of the saaj , j axm j axrpc and wsdl interfaces. PARENT_LAST
assures that the servlet classloader is the first to be asked for the definition of classes.

JBoss

Tested on JBoss 4.0.2
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» REG STRY_HOME refersto the directory in which the HP SOA Systinet Registry distributionisinstalled.
JB0sS_HOME refers to the directory in which JBossisinstalled.

REG STRY_HOME/ conf / por ti ng/ j boss/ bui | d/ [ cont ext _name] . war iSNow ready for deployment. Pleasefollow these
steps to complete the integration:

1 Unpack the created file into the [context_name].war subdirectory of the JBoss deployment directory,
which isusually JBoSS_HOME! server/ [ boss_confi guration]/ depl oy.

2 Modify the JBoss launch script (usually in BOSS HOME/bin/run.sh) as follows:
e Add the following jars to the beginning of the JBoss classpath:
REG STRY_HOME/ | i b/ security-ng.jar
REG STRY_HOVE/ conf/ porting/ di st/security3-ng.jar

3 Enablesecurity: Add thefollowing linesto the file JBosS_HOVE/ ser ver /[ j boss_confi gurati on]/ conf/ | ogi n-
config. xm between the tags <policy>...</policy>:
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Example 3. Enabling Security - JBoss

<application-policy name="Credential s">
<aut henti cati on>
<l ogi n- modul e code="com i doox. security.jaas. GSSLogi nMbdul e"
flag="required">
<nodul e-option nane = "debug">true</ nodul e-opti on>
</l ogi n- modul e>
</ aut henti cation>
</ application-policy>

<application-policy name="ReceivedCredential s">
<aut henti cati on>
<l ogi n- modul e code="com i doox. security.jaas. GSSLogi nMbdul eNoAut h"
flag="required">
<nodul e-option nane = "debug">true</ nodul e-opti on>
</l ogi n- modul e>
</ aut henti cation>
</ application-policy>
<application-policy name="HttpCredential s">
<aut henti cati on>
<l ogi n- modul e code="com i doox. security.jaas. HtpLogi nMbdul e"
flag="required">
<nodul e-option nane = "debug">true</ nodul e-opti on>
</l ogi n- modul e>
</ aut henti cation>
</ application-policy>

<application-policy name="NanmePasswor dNoAN' >
<aut henti cati on>
<l ogi n- modul e code="com i doox. security.jaas. NamePasswor dLogi nMbdul eNoAut h"
flag="required">
<nodul e-option nane = "debug">true</ nodul e-opti on>
</l ogi n- modul e>
</ aut henti cation>
</ application-policy>

<application-policy name="NanePasswor dAN' >
<aut henti cati on>
<l ogi n- modul e code="com systinet. uddi.security.jaas. NamePasswor dLogi nkbdul e"
flag="required">
<nodul e-option nane = "debug">true</ nodul e-opti on>
</l ogi n- modul e>
</ aut henti cation>
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</ application-policy>

<application-policy name="NaneDi gest AN'>
<aut henti cati on>
<l ogi n- modul e code="com i doox. security.jaas. NameDi gest Logi nhbdul e"
flag="required">
<nodul e-option nane = "debug">true</ nodul e-opti on>
</l ogi n- modul e>
</ aut henti cation>
</ application-policy>

<application-policy name="NaneMappi ng">
<aut henti cati on>
<l ogi n- modul e code="com i doox. security.jaas. NameLogi nNbdul eNoAut h"
flag="required">
<nodul e-option nane = "debug">true</ nodul e-opti on>
</l ogi n- modul e>
</ aut henti cation>
</ application-policy>

<appl i cation-policy name="CertsMpping">
<aut henti cati on>
<l ogi n- modul e code="com i doox. security.jaas. CertsLogi nNbdul e"
flag="required">
<nodul e-option nane = "debug">true</ nodul e-opti on>
</l ogi n- modul e>
</ aut henti cation>
</ application-policy>

<application-policy name="Aut hTokenAN'>
<aut henti cati on>
<l ogi n- modul e code="com systinet.uddi.security.jaas.Aut hTokenLogi nModul e"
flag="required">
<nodul e-option nane = "debug">true</ nodul e-opti on>
</l ogi n- modul e>
</ aut henti cation>
</ application-policy>

<application-policy name="HttpRequest">
<aut henti cati on>
<l ogi n- modul e code="com systinet.uddi.security.]jaas. SrLogi nMbdul e"
flag="required">
<nodul e-option nane = "debug">true</ nodul e-opti on>
</l ogi n- modul e>
</ aut henti cation>
</ application-policy>
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<application-policy name="ldentityAsserter">
<aut henti cati on>

<l ogi n- modul e code="com systinet.uddi.security.jaas.|dentityAsserterLogi nMdul e"

flag="required">
<nodul e-option nane = "debug">true</ nodul e-opti on>
</l ogi n- modul e>
</ aut henti cation>
</ application-policy>

Configure log4j for Systinet Registry: Add the following linesto the file
JBOSS_HOME/ server/ [ j boss_confi guration]/conf/log4j.xm after the last tag </appender>:
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Example 4: Log4j Configuration - JBoss

<l-- Systinet Registry |og4j appenders -->
<appender name="sr_eventLog" class="org. apache.|o0g4j.Rol|ingFil eAppender">
<errorHandl er class="org.]jboss.|ogging.util.OnlyOnceErrorHandler"/>
<param nane="Fil e"
val ue="${] boss. server. hone. dir}/| og/ systinet Regi stry_| ogEvents. | 0og"/>
<par am nane="NMaxFi | eSi ze" val ue="10000KB"/ >
<par am nane="MaxBackupl ndex" val ue="10"/>
<l ayout class="org.apache.| og4j.PatternLayout">
<par am nane="Conversi onPattern" val ue="(%) - %Mn"/>
</l ayout >
</ appender >
<appender name="sr_errorLog" class="org.apache.|o0g4j.RollingFil eAppender">
<errorHandl er class="org.]jboss.|ogging.util.OnlyOnceErrorHandl er"/>
<param nane="Fil e"
val ue="${]j boss. server. hone.dir}/| og/ systinet Regi stry_errorEvents.|og"/>
<par am nane="NMaxFi | eSi ze" val ue="10000KB"/ >
<par am nane="MaxBackupl ndex" val ue="10"/>
<l ayout class="org.apache.| og4j.PatternLayout">
<par am nane="Conversi onPattern" val ue="(%) - %Mn"/>
</l ayout >
</ appender >
<appender nanme="sr_cl usterLog" class="org. apache.|o0g4j. Rol|ingFi | eAppender">
<errorHandl er class="org.]jboss.|ogging.util.OnlyOnceErrorHandler"/>
<param nane="Fil e"
val ue="${]j boss. server. hone. dir}/| og/ systi net Regi stry_confi guratorEvents.|o0g"/>
<par am nane="NMaxFi | eSi ze" val ue="10000KB"/ >
<par am nane="MaxBackupl ndex" val ue="10"/>
<l ayout class="org.apache.| og4j.PatternLayout">
<par am nane="Conversi onPattern" val ue="(%) - %Mn"/>
</l ayout >
</ appender >
<appender nanme="sr_replicationLog" class="org.apache.|og4j.RollingFileAppender">
<errorHandl er class="org.]jboss.|ogging.util.OnlyOnceErrorHandl er"/>
<param nane="Fil e"
val ue="${]j boss. server. hone.dir}/| og/ systinetRegi stry_replicationEvents.|og"/>
<par am nane="NMaxFi | eSi ze" val ue="10000KB"/ >
<par am nane="MaxBackupl ndex" val ue="10"/>
<l ayout class="org.apache.| og4j.PatternLayout">
<par am nane="Conversi onPattern" val ue="(%) - %dn"/>
</l ayout >
</ appender >
<appender name="sr_notificationLog" class="org.apache.|og4j.RollingFileAppender">
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<errorHandl er class="org.]jboss.|ogging.util.OnlyOnceErrorHandl er"/>
<param nane="Fil e"
val ue="${]j boss. server. hone.dir}/| og/ systinet Regi stry_notificationEvents.|og"/>
<par am nane="NMaxFi | eSi ze" val ue="10000KB"/ >
<par am nane="MaxBackupl ndex" val ue="10"/>
<l ayout class="org.apache.| og4j.PatternLayout">
<par am nane="Conversi onPattern" val ue="(%) - %Mn"/>
</l ayout >
</ appender >
<l-- Systinet Registry |og4j categories -->
<category nanme="com i doox. wasp. server. adapt or. RawAdapt or" additivity="fal se">
<priority val ue="ERROR'/ >
</ cat egory>
<category nane="com systinet.wasp. events" additivity="fal se">
<priority val ue="INFQO'/ >
<appender-ref ref="sr_eventLog"/>
</ cat egory>
<category nanme="com systinet.wasp.errors" additivity="false">
<priority val ue="ERROR'/ >
<appender-ref ref="sr_errorLog"/>
</ cat egory>
<category nanme="org. apache. xnl.security" additivity="true">
<priority val ue="ERROR'/ >
</ cat egory>
<cat egory
nanme="configurator.com systinet.uddi.configurator.cluster. ConfiguratorMmnagerApi | npl "
additivity="fal se">
<priority val ue="INFQO'/ >
<appender-ref ref="sr_clusterlLog"/>
</ cat egory>
<category name="replication_v3.comsystinet.uddi.replication.v3.ReplicatorTask"
additivity="fal se">
<priority val ue="DEBUG'/ >
<appender-ref ref="sr_replicationLog"/>
</ cat egory>
<category name="uddi _subscription_v3.com systinet. uddi.subscription.v3"
additivity="fal se">
<priority val ue="DEBUG'/ >
<appender-ref ref="sr_notificationLog"/>
</ cat egory>

5 Ifyoudonot have SSL keysand certificate, generate them using the keytool from the JDK distribution
asfollows:
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e Change the directory to the bi n subdirectory of JBoss_HoMVE and enter the following command:

keytool -keyst ore JBOSS_HOME/ server/[jboss_configuration]/conf/server.keystore -genkey -alias jhboss
-keyal g RSA -storepass changeit

e Change your directory to the bi n subdirectory of REG STRY_HOMVE.
e Export the certificate to afile using the following command:

keytool -keystore JBOSS HOWE/ server/[jboss_configuration]/conf/server.keystore -export -file
jboss.crt -alias jboss -storepass changeit

* Import the certificate to cl i ent conf. xni in the HP SOA Systinet Registry distribution using this
command:

PStoreTool.sh (bat) add -certFile jhoss.crt -alias jboss -confi g REG STRY_HOVE/ conf/ cl i ent conf . xmi

6  EnableSSL in JBoss.

e Uncomment following lines in the file $IBosS_HOVE/ server/ [ j boss_confi gurati on] / depl oy/ j bossweb-
toncat 55. sar/ server. xni
<Connector port="8443" address="${j boss. bi nd. address}"
maxThr eads="100" strategy="ns" maxHt tpHeader Si ze="8192"
enpt ySessi onPat h="t rue"
scheme="https" secure="true" clientAuth="fal se"

keyst or eFi | e="${] boss. server. hone. di r}/conf/server.keystore"
keyst or ePass="123456" ssl Protocol = "TLS" />

Change the values of keyst or eFi | e t0 ${] boss. server. hone. di r}/ conf/ server. keyst ore akeyst or ePass
tO changeit.

» Use the actual values you used when invoking the keytool utility if those values differ
from the values shown here.

7 (Re)start the JBoss server
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Installation should be complete. The HP SOA Systinet Registry URL is
htt p: // host name: 8080/ [ cont ext _nane] / uddi / web.

» e Thelinesadded to ! ogi n-config. xn arean analogy of j aas. confi g expressed in XML.

Cluster Configuration
This chapter contains general notes about the synchronized configuration of a HP SOA Systinet Registry

cluster and givesinstructions on how to deploy HP SOA Systinet Registry to aWebL ogic Cluster (WebLogic
specific configuration for use with cluster on page 183).

Cluster operation

Cluster operation is achieved by running multiple registries and joining their functionality with aload
balancer (proxy).

Load balancing is used to distribute requests among registries to get the optimal load distribution. The load
balancer should be configured to distribute requests among all physical endpoints of the registry nodes. If
using an application server, refer to its documentation for details about configuring load balancing.

Figure51. HP SOA Systinet Registry in WebL ogic Cluster

WL Manager Service

Balancer

T

WL Node WL Node WL Node

Systinet Registry Systinet Registry Systinet Registry

Clientsto HP SOA Systinet Registry access TCP ports on the balancer which forwards the connection to a
running cluster node with an actual HP SOA Systinet Registry. Each HP SOA Systinet Registry has a
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connection to acommon database so that each HP SOA Systinet Registry has access to the latest data. This
connection also serves as a distribution point for changed configurations and inter-node events.

When aHP SOA Systinet Registry nodefails (there are various reasons for this such as hardware problems,
network conection problems or software failure), other nodes can work without it. Theintelligent load
balancer will detect this and further requests will not be directed there until the node starts to respond.

Every node has aNode ID - a string identifying the node. Each node should have a different ID. Breaking
this rule will cause nodes with the same ID miss some configuration changes and synchronization events.

Node ID can be specified by the administrator in the REGISTRY _HOM E\app\uddi\conf\nodeid.xml file.
If it is not specified before theinitial start of HP SOA Systinet Registry, it will be generated as a unique
UUID string. It is possible to change it later, but node-local configurations under the old ID will beleft in
database. Ensure that EAR/WAR file generated for deployment have either:

1 Empty Node ID - so that each deployment of the file will generate unique Node ID on first run and
retain it until deletition or redeployment of EAR/WAR. Y ou can use such EAR/WAR to deploy on all
nodes.

2 Specified Node ID - when you deploy that EAR/WAR to single node and generate another EAR/WAR
for others. Y ou can choose meaningful names for Node ID this way.

Y ou can set the Node ID in the nodeid.xml file before starting setup to generate EAR/WAR. If you use
generation of EAR/WAR file directly from installer the Node ID will be empty.

> Latest configurations are identified by internal index sequencing. Time stamps of configurations
as displayed in configuration management Ul are not relevant as they may be unreliable in case
of clock skew on acluster node.

Cluster operation is affected by the interaction of connection security (HTTPS) and the load balancer. For
security reasons, client accessis done using the HTTPS protocol. This protocol requiresthat thereisavalid
and matching security certificate on the server side (possibly on the client side too if client authentication
isrequired). There are generally two methods how to achieve clustered operation via independent load
balancer. If you use deploymeny with some application server it may provide integrated load balancer for
you which may be easier to configure than independent load balancer.

1 Secure connection can take a place between a client and the load balancer which would be the end
point for the secure connection originated at the client. Load balancer will make independent connection
to some of the HP SOA Systinet Registry nodes. This connection may be either in HTTP or HTTPS.
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The certificate which the client checks has to be placed at load balancer. A connection between load
balancer and each HP SOA Systinet Registry can be protected by HTTPS in which case the load
balancer and the registries should know each other certificates.

Figure 52. Security in cluster, method 1.
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2 Secure connection can be passed by the load balancer and terminated at the cluster node. This case
requires that the certificates on al the nodes have to be the same to provide theillusion of asingle
service. However the common nameinside the certificate should specify the DNS name of the balancer.
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Figure 53. Security in cluster, method 2.
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» L oad balancer is not part of HP SOA Systinet Registry product. Y ou can use amost any
HTTP/HTTPS load balancer that supports described configurations.

Most of the Client - HP SOA Systinet Registry interactions require an authentication token to be passed
along the way. Thistoken is encrypted by the HP SOA Systinet Registry certificate. Therefore each HP
SOA Systinet Registry behind the balancer has to have the same certificate.

WERB interfaces of HP SOA Systinet Registry (both Registry Console and Business Service Console) need
to know the absolute HTTP addresses of themselves. This address in the cluster is the address of the load
balancer and the possible context under which it is deployed. This address can be changed during setup.
Cluster installation

Cluster installation requiresthe setup of aload balancer and multipleregistries. These steps are recommended
on the HP SOA Systinet Registry side when an application server is used:

Installation Guide 181



1 Install HP SOA Systinet Registry.
e Fill-in the hosthame and ports of the load balancer.

2 Port HP SOA Systinet Registry viathe Deploy optioninthe HP SOA Systinet Registry Setup program
(or directly in Installer program).

3 Deploy the generated WAR or EAR to al cluster nodes via the application server.

These steps are recommended on the HP SOA Systinet Registry side where multiple standal one instances
of HP SOA Systinet Registry are used:

1 Instal the first HP SOA Systinet Registry.

e Fill-in the hostname and ports of the load balancer.

2 Setup SSL certificates as required in the first HP SOA Systinet Registry.
3 Install other Registries.
» Do not create new databases, just connect to database of first HP SOA Systinet Registry.

e Copy REG STRY_HOME\ conf\ pstore. xmi from the first registry to each HP SOA Systinet Registry. This
assures that each HP SOA Systinet Registry will have same identity with respect to authentication
tokens.

e Copy the configuration filesin the REG STRY_HOME\ app\ uddi \ conf\ directory from the first HP SOA
Systinet Registry. Thisis requireded because some fields in the configuration files are coded by
key specified in application_core.xml. Failure to do so may result in error messages during startup
and inconsistent configuration data in database.

4 Runthefirstinstalled HP SOA Systinet Registry first so that its configuration files are stored in database
first. Next time you can run the Registriesin any order (including the first one).
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Setting Up Security

If using acluster of standalone registries, they must share the same private key for validating authentication
tokens.

Sharing Token Key

If HP SOA Systinet Registry isinstalled asacluster of standaloneregistries, you must ensurethat all cluster
nodes share the same private key for checking authentication token validity. (By a standalone registry, we
mean HP SOA Systinet Registry that is not deployed to an application server. Y ou do not need to do this
if HP SOA Systinet Registry is deployed to an application server). To set this up, choose one of the cluster
nodes and copy its private key to all other nodes in the cluster by entering this command at a command
prompt:

PStoreT ool copy -aliasauthTokenl dentity -keyPassword SSL_ CERTIFICATE_PASSWORD -config
REGISTRY_HOM E\conf\pstorexml -config2 TARGET_REGISTRY_HOM E\conf\pstorexml

SSL_CERTI FI CATE_PASSWORD isa sdl certificate password entered during the installation

TARGET_REG STRY_HOME is the directory where a cluster node isinstalled.

Weblogic specific configuration for use with cluster
This section will guide you through an example setup of clustering with a WebL ogic application server.
To deploy HP SOA Systinet Registry to a WebL ogic cluster follow these steps:

1 Install WebL ogic, then configureit by adding machinesto the cluster. In our case, the cluster isnamed
cl uster, and the configuration manager, named nyser ver , iS running on 10. 0. 0. 79. The nodes in the
WebL ogic cluster are named:

e kila (10.0.0.79), running on kil a. nyconpany. com With an http port of 7101 and https port of 7102

e fido (10.0.0.134), running on fi do. nyconpany. com With an http port of 7101 and https port of 7102

2  Generate the certificates of al cluster nodes: Let's create proper certificates for our two nodes. It will
be done via the CertGen tool provided by WebL ogic. Go to the directory
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9MEB_LOG C_HOMVE% webl ogi c81\server\lib. CertGen islocated inwebl ogic.jar'sutils package. Invoke it
with the command:

java-cp weblogic.jar utils.CertGen changeit kilacert kilakey export kila.mycompany.com

The output resembles the following:

kilacert kilakey export kila.myconpany.com
...... W11 generate certificate signed by CA from CertGenCA der file
...... Wth Export Key Strength
...... Conmon Name will have Host nane kil a.nyconpany.com
...... I'ssuer CA name is
CN=Cer t GenCAB, OU=FOR TESTI NG ONLY, O=MyOr gani zat i on, L=MyTown, ST=MySt at e, C=US

Use the password changei t for starting the UDDI node servers. The output file with the certificate is
ki lacert, andki | akey isthe output file containing the private key. Generate certificatesfor all remaining
nodes from their CertGen tools. (In our case, the other node isfi do. nyconpany. com)

Onceyou have certificatesfrom all nodes (in our casefileskil acert. der andfi docert. der ), import them
topstore. xn using the PstoreTool. Also include Cert Genca. der (from the directory

9MEB_LOG C_HOVE% webl ogi c81\server\1ib). Thepstore. xn fileisnow ready. For moreinfo about WebL ogic
certificates and SSL settings, please see Configuring SSL [http://e-
docs.bea.com/wls/docs81/secmanage/ssl.html#1185171] in BEA's WebL ogic product documentation.

Prepare aregistry deployment package (REG STRY_HOVE\ conf \ por t i ng\ webl ogi ¢\ wasp. war ) as described in
Deployment to an Application Server on page 159.

In our case, the http port is 7101, the https port is 7102, and the application server context is wasp.

Check that the paths for | og4j . appender . event Log. Fi | e, | og4j . appender . error Log. Fi | e, and
wasp. war\ conf\ 1 og4j . confi g are valid on all cluster nodes.

Deploy wasp. war into al WebL ogic cluster nodes

Y ou must also prepare the package for the balancer which will only be deployed to the cluster manager
server. To do so:

1

2

184

Create abalancer directory, in, for example, Rea STRY_HOVE. This directory is referenced in this section
as PACKAGE_HOME.

Create a subdirectory of PACKAGE_HOVE named VEEB- | NF.
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3 Inthissubdirectory, createthefileweb. xni containing the following text. Under webLogi ¢dl ust er Specify
the names and ports of your cluster nodes separated by a pipe (| ). In our case, the file looks like:

<?xm version="1.0" encodi ng="UTF-8"?>
<! DOCTYPE web-app PUBLIC "-//Sun M crosystens, Inc.//DTD Wb Application 2.3//EN'
"http://java.sun.con dtd/ web-app_2_3.dtd">
<web- app>
<servl et >
<servl et -name>Ht t pdl ust er Ser vl et </ servl et - nane>
<servl et -cl ass>webl ogi c. servl et. proxy. H't pd ust er Servl et </ servl et - cl ass>
<init-paran>
<par am name>\WebLogi cO ust er </ par am nane>
<param val ue>ki | a: 7101| fi do: 7101</ par am val ue>
</init-param
</servlet>

<servl et >

<servl et - nane>Fi | eServl et </ servl et - nane>

<servl et-cl ass>webl ogi c. servlet. Fil eServl et</servlet-class>
</servlet>

<servl et - mappi ng>
<servl et -name>Fi | eServl et </ servl et - name>
<url-pattern>/uddi / webdat a*</url - pattern>
</ servl et - mappi ng>

<servl et - mappi ng>
<servl et -name>Ht t pdl ust er Ser vl et </ servl et - nane>
<url-pattern>/</url-pattern>

</ servl et - mappi ng>

<servl et - mappi ng>
<servl et -name>Fi | eServl et </ servl et - name>
<url - pattern>/uddi/bsc/ webdat a*</ url - pattern>
</ servl et - mappi ng>
</ web- app>

4 Intheves- I NF subdirectory, create the file webl ogi c. xni containing the following text, where / vasp is
the context of HP SOA Systinet Registry deployed to this application server. Y our text must be
customized for your own installation.

<! DOCTYPE webl ogi c-web-app PUBLIC "-//BEA Systems, Inc.//DTD Web Application 8.1//EN'
"http://ww. bea. conl servers/w s810/ dt d/ webl ogi c810- web-j ar.dtd">
<webl ogi c- web- app>
<cont ext - r oot >/ wasp</ cont ext - r oot >
</ webl ogi c- web- app>
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5  Create the directory %ACKAGE_HOVE% uddi \ webdat a.

6 Unjar REG STRY_HOME\ app\ uddi \ bsc. j ar and copy the content of the webroot subdirectory from the jar to
9ACKAGE_HOVE% uddi \ bsc\ webdat a

7 Unjar REG STRY_HOMVE\ app\ uddi \ web. j ar and copy the content of the webroot subdirectory from the jar to
9PACKAGE_HOVE% uddi \ webdat a.

8  Package the content of %wACKAGE_HOVE%iNto the file bal ancer. war using jar or some other compression
utility.

9  Deploy bal ancer. war into the cluster manager server.

Authentication Configuration

In this section, we will show you how to change the HP SOA Systinet Registry configuration to allow the
following authentication options:

« HTTPBasic

* Netegrity SiteMinder

* SSL Client Authentication

* J2EE Server Authentication
HTTP Basic

To alow HTTP Basic authentication:

1 Modify REG STRY_HOVE/ app/ uddi / ser vi ces/ Vasp- i nf/ package. xnl to enable HT TP basic authentication as
follows:

a Under <processi ng name="UDDI viv2v3Publ i shi ngProcessi ng"/ >, uncomment <use
ref="tns: H t pBasi cI nter ceptor"/ >. Thisenablesthe HT TP Basic authentication for UDDI Publishing
API v1, v2, v3.

b Under <processi ng name="UDDI v1v2v3I nqui r yProcessi ng">, add <use ref="tns: H t pBasi cl nterceptor"/>
. This enables the HTTP Basic authentication for all three versions of the UDDI Inquiry API.

186 Chapter 2



¢ Under <processing name="wsdl 2uddi Processi ng">, add <use ref="tns: H t pBasi cI nterceptor"/> . This
enables the HTTP Basic authentication for versions 2 and 3 of the WSDL2UDDI API.

d  Addtheattributeaccepting- security-provi ders="H t pBasi ¢" to other service-endpoints (except UDDI
publishing and Inquiry endpoint) you wish to access viaHT TP Basic authentication.

A fragment of the package. xn is shown in Example 5 on page 188

2 Shutdown HP SOA Systinet Registry, delete the REG STRY_HOVE/ wor k directory, and restart the registry.
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Example 5. packagexml - HTTP Basic Enabled

<servi ce-endpoi nt path="/inquiry" version="3.0" name="UDDI | nqui r yV3Endpoi nt"
service-instance="tns: UDDI I nqui ryV3" processing="tns: UDDI vlv2v3l nqui ryProcessi ng"
accepting-security-providers="Htt pBasic">
<wsdl uri="uddi _api _v3.wsdl" service="uddi _api _v3: UDDI _I nquiry_SoapService"/>
<envel opePrefix xm ns="arbitraryNanespace" val ue=""/>
<nanespaceptim zation xm ns="arbi traryNamespace" >f al se</ nanespaceQpt i m zati on>
</ servi ce- endpoi nt >
<servi ce-instance
i mpl enent ati on-cl ass="com systinet. uddi . publ i shi ng. v3. Publ i shi ngApi I npl "
nanme="UDDI Publ i shi ngV3"/ >
<servi ce-endpoi nt pat h="/publishing" version="3.0" nanme="UDDI Publ i shi ngV3Endpoi nt"
service-instance="tns: UDDI Publ i shi ngV3"
processi ng="tns: UDDI vlv2v3Publ i shi ngProcessi ng"
accepting-security-providers="HtpBasic">
<wsdl uri="uddi _api _v3.wsdl" service="uddi _api _v3: UDDI _Publi cation_SoapService"/>
<envel opePrefix xm ns="arbitraryNanespace" val ue=""/>
<nanespaceptim zation xm ns="arbi traryNamespace" >f al se</ nanespaceQpt i m zati on>
</ servi ce- endpoi nt >

<processi ng name="UDDI v3Processi ng">
<use ref="uddiclient_v3:UDDI O ientProcessing"/>
<fault-serialization name="MessageToolLargeFaul t Serializer"
serializer-class="com systinet.uddi.publishing.v3.serialization. MessageTooLargeFaul t Serializer"
serialized-exception-class="com systinet.uddi.interceptor.wasp. MessageTooLar geException"/>
</ processi ng>

<processi ng name="UDDI v1v2v3Publ i shi ngProcessi ng">
<use ref="uddiclient_v3:UDDI O ientProcessing"/>
<use ref="uddiclient_v2:UDDI O ientProcessing"/>
<use ref="uddiclient_v1:UDDI O ientProcessing"/>
<l-- HtpBasic (wthout authtoken) -->
<use ref="tns:HtpBasiclnterceptor"/>

<interceptor name="MessageSi zeChecker|nterceptor"
i npl enent ati on-cl ass="com systinet.uddi.interceptor.wasp. MessageSi zeChecker | nterceptor"
direction="in">
<confi g: mxMessageSi ze>2097152</ confi g: maxMessageSi ze>
</interceptor>
</ processi ng>

<processi ng name="UDDI v1v2v3l nqui ryProcessi ng">
<use ref="tns: UDDI v3Processing"/>
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<use ref="tns: UDDI v2Processing"/>
<use ref="tns: UDDI v1Processing"/>
<use ref="tns:HtpBasiclnterceptor"/>

</ processi ng>

Netegrity SiteMinder

To alow Netegrity SiteMinder authentication:

1 Modify REG STRY_HOME/ app/ uddi / ser vi ces/ Vasp-i nf/ package. xni as follows:

a

Under <processi ng name="UDDI viv2v3Publ i shi ngProcessi ng"/ >, add <use
ref="tns: Si teM nder I nterceptor"/ >. Thisenablesthe SiteMinder authentication for all threeversions
of the UDDI Publishing API.

Under <processi ng name="UDDI v1v2v3I nqui ryProcessi ng" >, add <use ref="tns: SiteM nder | nterceptor"/>.
This enables the SiteMinder authentication for versions 1, 2, and 3 of the Inquiry API.

Under <processi ng name="wsdl 2uddi Processi ng">, add <use ref="tns: Si teM nder|nterceptor”/> . This
enables the SiteMinder authentication for versions 2 and 3 of the WSDL2UDDI API.

Add the attribute accept i ng- securi ty- provi der s="Si t eni nder" to other service-endpoints (except
UDDI publishing and Inquiry endpoint) you wish to accessviaNetegrity SiteMinder authentication.

Under the elements <securi t yPr ovi der Pref erences> and <i nt er cept or name="Si t eM nder | nt er ceptor ",
fill in:

e <l ogi nNaneHeader > - login name header
e <groupHeader > - group header
e <deliniter>-group name delimiter.

» Y ou must set the same element values to both <securi t yProvi der Pr ef er ences> and
<interceptor name="SiteM nderlnterceptor” €ements.

A fragment of the package. xn is shown in Example 6 on page 190
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2 Shutdown HP SOA Systinet Registry, delete the REG STRY_HOVE/ wor k directory, and restart the registry.

Example 6. package.xml - Netegrity SiteMinder Enabled

<l-- Netegrity SiteMnded security provider preferences for the server side -->
<securityProviderPreferences xm ns="http://systinet.com wasp/ package/ ext ensi on"
nane="Si t em nder">
<| ogi nNameHeader >sm user dn</ | ogi nNanmeHeader >
<gr oupHeader >sm r ol e</ gr oupHeader >
<del imter>\</deliniter>
</ securityProvi derPreferences>

<l-- Netegrity SiteMnded interceptor-->
<interceptor name="SiteM nderlnterceptor”
i npl ement ati on- cl ass="com systinet. uddi.security.sitemnder.Sm nterceptor” >
<confi g: | ogi nNameHeader >sm user dn</ conf i g: | ogi nNanmeHeader >
<confi g: groupHeader >sm r ol e</ conf i g: gr oupHeader >
<config:delimter>'</config:delimter>
</interceptor>

SSL Client authentication

Standalone registry can be configured to perform authentication using client certificate obtained via 2-way
SSL, where also the client has to authenticate itself to a server. Setup instructions differes for a standalone
and adeployed registry. This section is focused on a standalone registry. See J2EE Server Authentication
on page 194 for instruction of how to configure SSL client authentication for deployed registry.

To alow SSL client authentication for a standalone registry:
1 Make sure that the registry is not running.
2 Modify REG STRY_HOME conf / server conf. xm as follows:

e Under <httpsPreferences name="https">, change <needsd i ent Aut h> to true. Thiswill setup HTTPS
transport to require client certificates.
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e Under <securityPreferences nane="min">, add
<accept i ngSecuri t yPr ovi der >SSL</ accept i ngSecur i t yProvi der >. Thiswill turn on mapping of client
certificates to a user name.

A fragment of changed REG STRY_HOME/ conf/ server conf . xnl iS shown in Example 7 on page 193.

3 Trustthecertificate of acertification authority that is used to issue client certificates. Run thepst or eTool
tool from the REG STRY_HOME/ bi n directory to import this certificate to atruststore that isused by registry.

PStoreTool add --certFile <client certificates authority certificate file>

4 Configure away how aclient certificate is mapped to a user name. Registry comes with JAASlogin
module that extracts the user name out of a subject that is necessary part of aclient certificate. The
login module that performs this mapping is configured under the Cer t sMappi ng entry of the
REG STRY_HOME/ conf/ j aas. conf file. Anexample of Cert sMappi ng entry is shownin Example 8 on page 194.

Y ou can configure the following options:

e debug - if set it to true, debug actions of the login module are printed to error stream. False by
defaullt.

e issuer - issuer name, recommended to set. If set, mapped certificate must beissued by acertification
authority with this subject name.

e pattern-regular expession (asper java.util.regexp) that is used to get user name. Thefirst capturing
group of aspecified pattern isused as auser name. When thereis no capturing group and the pattern
matches, the whole subject becomes a user name. Used regular expressions are case-insensitive.
Examples are:

e Thedefaultis(2<i\\,\s?) EMAI LADDRESS=(. +) @ It matches aname listed in EMAILADDRESS.
This regular expression ignores the case of EMAILADDRESS possibly contained in another
part of subject.

s ON([*,]4) matches common name.

e .+ matches every subject. Since it has no capturing group, the whole subject DN is used.
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Y ou can configure more than one login module to perform certificate mapping. Thisis usefull when

you have to accept different issuers and/or provide afallback to afailed certificate mapping of the first
configured login module. An example of aCert svappi ng entry that allows to map certificates issued by
2 issuers with adifferent way of mapping is shown in Example 9 on page 194.

Now the registry is configured for SSL client authentication. Y ou may also change the applicability

of SSL client authentication by changing configuration of SSL security provider. This configuration
isinthe<securityProvi der Preferences name="SSL"> element of the REG STRY_HOME/ conf/ server conf . xni file.
An exampleis shown in Example 7 on page 193.
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Example 7. A fragment of serverconf.xml with 2-way SSL turned on

<?xnl version="1.0" encodi ng="UTF-8"?>
<config name="rmain">

<securityPreferences name="nmain">
<!-- Added acceptingSecurityProvider -->
<acceptingSecurityProvider>SSL</acceptingSecurityProvider>
<pstorelnitParanms/>

</ securityPreferences>
<htt psPref erences name="https">

<l-- Cient authentication required -->
<needsC i ent Aut h>t r ue</ needsd i ent Aut h>

</ htt psPreferences>

<l-- security provider preferences intended mainly for SSL client authentication -->
<securityProvi derPreferences name="SSL">
<l-- \Wat to do when SSL is not used to access the resource? Aval aible options:
redirect
- perform HITP redirect to associated HTTPS URL (302 Moved Tenporarily)

fail

- return a nmessage that informs to use HTTPS URL (400 Bad Request)
skip

- do not performcertififate mapping at all
perform

- try to performcertificate mapping with no client certificates
-->

<whenNot Ssl >ski p</ whenNot Ss| >
<l-- Can certificate mapping fail? If set to true and it fails, no received subject will be
constructed. -->
<cert Mappi nghayFai | >f al se</ cert Mappi nghayFai | >
<l-- Can a default account be created when no account for a mapped user exists? -->
<creat eDef aul t Account >f al se</ creat eDef aul t Account >
</ securityProviderPreferences>
</ config>
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Example 8. CertsMapping JAAS configuration

Cer t sMappi ng{

com systinet.uddi.security.jaas. Cert Mappi ngLogi nMbdul e sufficient pattern="(?<!\\,\s?)EMAI LADDRESS=(. +) @
debug=f al se issuer="CN=Conpany CA, QU=nyconp";
¥

Example 9: CertsMapping JAAS configuration with 2 possible issuers

Cer t sMappi ng{
com systinet.uddi.security.jaas. Cert Mappi ngLogi nMbdul e sufficient pattern="(?<!\\,\s?)EMAI LADDRESS=(. +) @
debug=f al se issuer="CN=Conpany CA, QU=nyconp";
com systinet.uddi.security.jaas. CertMappi ngLogi nMbdul e sufficient pattern="CON=([*,]*)" issuer="CN=Conpany
CA2, OU=nyconp" debug=fal se;
¥

J2EE Server Authentication

The registry can be configured to let a J2EE application server perform authentication. Unlike Netegrity
SiteMinder on page 189 and HTTP Basic on page 186, the authentication takes place for awhole registry
application. To alow J2EE server authentication:

1 Create adeployment package using instructions provided in Deployment to an Application Server on
page 159.

2 Modify ves- I NF/ web. xni file of the resulted war file as follows:
a Changethe value of context parameter use. request . user tOtrue.
b Addal ogi n- confi g element with atype of chosen J2EE authentication. Example 10 on page 195
showsalogin config that will turn on cLI ENT- CERT authentication method, which isessentially used

for SSL client authentication.

You may also add securi ty-constraint element to specify a set of resources where confidentialy
and/or integrity isrequired. Example 10 on page 195 contains asecuri ty-constraint that requires
confidential communication between client and server for all registry resources, which typically
means to alow only HTTPS in the communication with registry.
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c  Configure a J2EE application server for an authentication method of your choice. For SSL client
authentication, thistypically meansto setup HTTPS transport to require client certificates and to
map client certificates to user name. Consult documentation of atarget J2EE application server
for detalls.

3 Go on with deploymement of a modified war file.

Example 10: A fragment of web.xml

<?xnl version="1.0" encodi ng="UTF-8"?>
<web- app>
<di spl ay- nane>Regi st ry</ di spl ay- nane>

<cont ext - par an>
<par am nane>use. r equest . user </ par am name>
<par am val ue>t rue</ param val ue>

</ cont ext - par an»

<I'-- Added CLIENT-CERT authentication nethod -->
<l ogi n-confi g>
<aut h- met hod>CLI ENT- CERT</ aut h- net hod>
</l ogi n-confi g>

<l-- Added security contraint that allowto access registry only via HITPS -->
<security-constraint>
<di spl ay- name>HTTPS required to access registry</displ ay-nane>
<web-resource-col | ection>
<web-resour ce- name>Prot ect ed Area</web-resour ce- nane>
<url-pattern>/*</url-pattern>
<ht t p- met hod>DELETE</ ht t p- net hod>
<ht t p- met hod>GET</ ht t p- met hod>
<ht t p- met hod>POST</ ht t p- met hod>
<ht t p- met hod>PUT</ ht t p- met hod>
</ web-resource-col | ection>
<user-dat a-constraint >
<description>Require confidentiality</description>
<t ransport - guar ant ee>CONFI DENTI AL</ t ransport - guar ant ee>
</ user-dat a-constrai nt >
</ security-constraint>
</ web- app>
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Consoles Configuration

In this section, we will show you how to configure HTTP Basic or Netegrity Siteminder authentication for
both Registry Console and Business Service Console. The configuration of consolesis very similar to the
configuration of other endpoints.

» Referringtojar packages

The file path REG STRY_HOVE/ app/ uddi / web. j ar/ WASP- | NF/ package. xni means the / WASP- | NF/ package. xm
inside thej ar package REG STRY_HOVE/ app/ uddi / web. j ar .

For the Registry Console, modify the file REG STRY_HOME/ app/ uddi / web. j ar / WASP- | NF/ package. xm with the
following:

<servi ce-endpoi nt path="/web" name="WebU Endpoi nt 1"
service-instance="tns: WbU " type="raw' other-nethods="get"
accepting-security-providers="HtpBasic"/>

<servi ce-endpoi nt path="/web/*" name="WebU Endpoi nt 2"
service-instance="tns: WbU " type="raw' other-nethods="get"
accepting-security-providers="HtpBasic"/>

If you want to set Netegrity SiteMinder provider, use accept i ng- securi ty- provi der s="Si t eni nder "
For the Business Service Console do the samein the file REG STRY_HOVE/ app/ uddi / bsc. j ar/ WASP- | NF/ package. x

We just set authentication providers for both HTTP and HTTPS protocols. Now, we must specify which
protocol consoles will be using for user authentication. The default registry configurationisto use HTTP
for browsing and searching. HTTPSis used for publishing. To avoid displaying the login dialog twice, (for
the first time when accessing via HT TP then the second time when accessing viaHTTPS), modify the
configuration to use only one protocol.

For the Registry Console, modify url and secureUrl elementsin the file REG STRY_HOME/ app/ uddi / conf / web. xm
to have the same value:

<url >https://servernane: 8443</ur| >
<securelr| >https://servernane: 8443</securelr| >
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For the Business Service Console, make the same change in the REG STRY_HOME/ app/ uddi / bsc. j ar/ conf / web. xm
file.

Migration

Migration is used to migrate data from one database to another. Y ou can migrate data during installation
or during setup. Often users evaluate HP SOA Systinet Registry using the preconfigured Hypersonic SQL
database, and migrate data to another database after eval uation.

» Demo data are not migrated. Internal UDDI data such as built-in T-Models are not migrated since
they are avaiable in any installation by default. The list of such skipped entitiesisinside
m gration*.xm iNapp\uddi\conf directory whichyou may view before migration if you use Migration
After Installation on page 200.

Migration During Installation
To migrate data during installation:

1 Select Standaloneregistry with data migration as shown in Figure 54.
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Figure 54. Standalone I nstallation with Migration

=101 x|

s Systinet Registry: Installation © systinet
IUEIEDITE Installation Type
Neense ) Standalone registry
Defaultinstallation. Installs a standalone registry allowing the creation of a new registry
Installation Type database.
Confirmation (@ Standalone registry with data migration

Installation Process

Finish

Installs a standalone registry and perfarms the migration ofthe data from a previous version
of registry.

") Discovery registry

Installs a discavery registry. The discovery registry contains approved data that have heen
posted from the publication registry. The discovery registry is under full cantrol of approvers.
) Publication registry

Installs a publication registry. The publication registry is used for testing and verification of
data. Impartant! To install the publication server you must have an installed discovery server
because the discovery registry cedificate is needed.

) Intermediate registry

Installs this instance as an intermediate registry, which acts as hoth a Publication Registry
and a Discovery Registry. Thatis, itis deployed in-between other Registries to suppart a
multi-step approval process. Mote that the final Discovery Registry must he installed prior to
installing the Intermediate registry, since the Discovery Registry's cedificate is needed to
camplete installation process.

Exit = Back | | Mext =

Click Next. Thisreturns the Migration panel shown below.
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S Systinet Registry 6.0

<+ Systinet Registry: Installation

=101 x|

© systinet

Welcome

License

Installation Type
Migration
Confirmation
Installation Process

Finish

Select Previous Version

) Systinet Registry 6.0

() Systinet UDDI Registry 5.x
(@) Systinet WASP UDDI 4.6
Previous Registry Directory

|[ installation directory of previous version |

| Erowse

Previous Registry Administrator Username

|admin

Installation Directory

|c:15ystinenregistry60

| Erowse

[C] Create shortcut icons on the desktop

[C] Add shortcut icons to the Start menu
Program Group Hame

[systinet Registry 6.0

= Back

Mext = |

3 Fill thefollowing properties:

Previous Registry Version - Systinet Registry version from which you are migrating data

Previous Registry Directory - the directory containing the previous installation of HP SOA
Systinet Registry. The existing datawill be migrated from it.

Previous Registry Administrator Username - name of the user having rights to retrieve data

from the previous version Registry. By default, only administrator can migrate all dataincluding

private data.

Installation Guide

Installation directory - select the directory where HP SOA Systinet Registry will be installed.
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4 Click Next and continue your Standal one installation asdescribed in Server Settings on page 63. During
theinstallation process, al datawill be migrated from the specified previousHP SOA Systinet Registry

installation to the current installation.

Migration After Installation

» Migrationisadditive. It doesnot del ete entitiesthat are already present in HP SOA Systinet Registry

and not present in migration source.

To migrate data after installation, use the Setup tool described in Reconfiguring After Installation on page

75. Briefly:

1 Launchthe Setup tool by issuing the following command from thebi n subdirectory of your installation:

Windows:

setup.bat

UNIX:

Jsetup.sh

See command-line parameters in Setup on page 74.

2  Select the Migration tool on first panel:
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S Systinet Registry 6.5 N ]

< Systinet Registry: Setup @ systinet
Setup
Confirmation
Select one of the setup options.
Installation Process () Configuration
Finish Change registry configuration

) Database

Create, drop, or connectto a database

) Deployment

Deploy registry to an application server

®

Migrate registry data fram ather registry

) Backup

Backup registry data and configuration

) Restore

Restore registry data and configuration fram a backup
) Authentication account provider

Change authentication account provider configuration

Exit = Back | | Mext =

3 Fill inthefollowing properties:
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S Systinet Registry 6.0

;:: Systinet Registry: Setup

=101 x|

© systinet

Setup

Migration
Confirmation
Installation Process

Finish

Migration Configuration

Migrate registry data from ather registry.

Select Previous Version

(@ Systinet Registry 6.0

() Systinet UDDI Registry 5.x
) Systinet WASP UDDI 4.6
Previous Registry Directory

|[ installation directory of previous version |

| Erowse

Previous Registry Administrator Username

|admin

Current Registry Administrator Username

|admin

JDBC Drivers {comma separated full paths to all necessary *jar|*.zip files)

| Erowse

. |

Mext = |

installed. The existing datawill be migrated fromit.

from the previous version Registry.

Previous Registry Version - Systinet Registry version from which you are migrating data

Previous Registry Directory - the directory in which the previous HP SOA Systinet Registry is

Previous Registry Administrator Username - name of the user having rights to retrieve data

Current Registry Administrator Username - name of the user having rights to save UDDI

structure keys. By default, only administrator can migrate all dataincluding private data.

JDBC drivers- Set path to the directory in which the . j ar (. zi p) of JDBC driversislocated.
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» Enter this path only if the previous HP SOA Systinet Registry installation is configured
with a different type of database than the current one.

Backup

Backup functionality allowsyou to save the HP SOA Systinet Registry dataand configuration to afilesystem
directory. Later the backup data can servefor full restore of HP SOA Systinet Registry dataand configuration.

What is subject to backup?

e All registry data stored in the database.

e Configuration files.

» HP SOA Systinet Registry libraries and JSP files.

The HP SOA Systinet Registry server must be shut down before you start backup or restore
» operations.

Backup HP SOA Systinet Registry
To back up HP SOA Systinet Registry data:

1 Usethe Setup tool and choose Backup. To run the Setup tool, execute the following script from the
bi n subdirectory of your installation:

Windows: setup.bat
UNIX: Jsetup.sh

For more information, see command-line parameters in Setup on page 74.
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Figure 55. Setup Tool - Select Backup

<" Systinet Registry: Setup

=101 x]
O systinet

Setup
Confirmation
Installation Process

Finish

Select one of the setup options.
» Configuration

Chanage registry configuratian

) Database

Create, drop, or connectto a datahase
) Deployment

Deploy registry to an application server
) Migration

Migrate registry data from other registry
® Backup

Backup registry data and configuration
) Restore

Restore registry data and canfiguration from a backup
i Authentication account provider

Change authentication account provider configuration

Exit ‘ = Back

‘ ‘ et = ‘

2 Select whether you want to use HP SOA Systinet Registry that has been deployed (second choice) or

not (first choice).

204

Chapter 2




Figure 56. Setup

Systinet Registry: Setup systinet

Setup
Registry Location
Confirmation

Installation Process
Registry Location
Finish
The Setup canwaork with the Registry in the installation directary, arwith 3 Registry deplayed
to an application server. Inthe case of an already deplaved registry, vou hawve to enter the
exact directary, where the Registry is deploved an unpacked by the application server, so the
Setup tool can access the proper configuratian files.

Which registry should be set up
@) Registry in the installation directory

i+ A deployed Registry

Exit = Back ‘ ‘ et =

3 Specify thelocation of the backup directory. Y ou can check which itemsyou wish to back up as shown
in Figure 57.

Item description.
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a Backup data makes abackup of UDDI data such as different kind of entites and taxonomies.

b Backup configuration filesmakesabackup of configuration filesfrom REG STRY_HOVE/ app/ uddi / conf
and REG STRY_HOVE/ wor k/ uddi / bsc. j ar/ conf .

c  Backup configuration from Database makes a backup of configuration files and their history
asthey are stored in database. See Configuration in Database on page 464.

d  Backup librariesmakesabackup of bsc.j ar andweb. j ar from both app and wor k directories. These
files and directories contain Ul customizations and modifications.
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Figure 57. Setup Tool - Backup

S Systinet Registry 6.5

<" Systinet Registry: Setup

S [=iE

O systinet

Setup

Registry Location
Backup Registry
Confirmation
Installation Process

Finish

Backup Configuration

Back up Systinet Registry data and canfiguration into a backup directany.

Backup directory

|c:Isvstinet‘tregistwﬁﬁlbackup

| Browse

[v] Backup data

[v] Backup configuration files

[v] Backup configuration from Database
[v] Backup libraries

Exit = Back ‘ ‘ Mext =
Restore HP SOA Systinet Registry
To restore registry data and configuration from a backup:
207
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Use the Setup tool and choose Restor e. To run the Setup tool, execute the following script from the
bi n subdirectory of your installation:

Windows:

setup.bat

UNIX:

Jsetup.sh

See command-line parameters in Setup on page 74.
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Figure 58. Setup Tool - Select Restore

<" Systinet Registry: Setup

S [=iE

O systinet

Setup
Confirmation
Installation Process

Finish

Select one of the setup options.
» Configuration

Chanage registry configuratian

) Database

Create, drop, or connectto a datahase
) Deployment

Deploy registry to an application server
) Migration

Migrate registry data from other registry
) Backup

Backup registry data and configuration
® Restore

Restore registry data and canfiguration from a backup
i Authentication account provider

Change authentication account provider configuration

Exit ‘ = Back

et = ‘

2 Select whether you want to use HP SOA Systinet Registry that has been deployed (second choice) or

not (first choice).
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Figure 59. Setup
=l

<" Systinet Registry: Setup systinet

Setup
Registry Location
Confirmation

Installation Process
Registry Location
Finish
The Setup canwaork with the Registry in the installation directary, arwith 3 Registry deplayed
to an application server. Inthe case of an already deplaved registry, vou hawve to enter the
exact directary, where the Registry is deploved an unpacked by the application server, so the
Setup tool can access the proper configuratian files.

Which registry should be set up
@) Registry in the installation directory

i+ A deployed Registry

Exit = Back ‘ ‘ et =

3 Specify thelocation of backup directory and check theitemsyou wish to restore. Therestore will work
only for items that have been backed up previously.
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Figure 60. Setup Tool - Restore from Backup

< Systinet Registry: Setup systinet

Setup
Registry Location

Restore Registry

Confirmation Restore Configuration

TR [ EEES Restare Systinet Registry data and canfiguration from a backup directony,

Finish
Backup directory

|c:Isvstinet‘tregistwﬁﬁlbackup | Browse

[¥] Restore data
[¥] Restore configuration files
[¥] Restore configuration files in Database

[v] Restore libraries

Exit = Back ‘ ‘ et =

NT Service Support

The HP SOA Systinet Registry server can be run asaservice on Windows 2000/XP. Support for NT service
installation is installed by default on Windows servers, and cannot be installed on UNIX machines. The
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support is aset of executable filesthat let you install, start, stop, and uninstall HP SOA Systinet Registry
asan NT service.

The server log is by default written into the log file. The output to the NT log can be manually configured.

Installation

When the HP SOA Systinet Registry installation is complete, the REG STRY_HOVE\ bi n directory contains these
four batch filesrelated to NT service support:

* Install Service. bat

® Unlnstall Service. bat
® StartService. bat

® StopService. bat

» After installing HP SOA Systinet Registry with NT Service support, the registry server is not
installed asan NT service. It must be installed manually, as follows.

If you want to customize the NT service first (set-up the VM max memory, add filesto cl asspat h, €tc.),
please read the Customizing section now.

Make sure that the JavA_HOVE environment variable points to your JDK and run the I nstal | Servi ce. bat
command.

When the installation is finished, the name of the installed NT serviceis printed to the screen. The default
nameis HP SOA Systinet Registry.

» Y ou may need extra permissionsto install anew service into your OS. To determine whether you
have these permissions, please consult your system administrator.

If the installation fails, read the Customizing section. If it does not contain the solution, contact Systinet
support [http://www.systinet.com/support].
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Starting and Stopping

Once the HP SOA Systinet Registry server NT serviceisinstalled, start it asyou would any NT service, by
selecting Control Panel> Administrative Tools> Services > start.

Asashortcut, you can use the start Servi ce. bat command in the REG STRY_HOVE\ bi n directory.

» Y ou may need extra permissionsto start or stop an NT servicein your OS. To determine whether
you have these permissions, please consult your system administrator.

To stop the server, use either the system tools or the St opServi ce. bat command.

» For security reasons, you cannot Use ser ver st op. bat Of server . bat st op to stop aHP SOA Systinet
Registry server that isrunning asan NT service.

Logging

By default, the logs of the server are written into the REG STRY_HOVE\ | og\ r egi st ry_NTSer vi ce. | og file. The
default maximum size of the log fileis IMB. When thefileisfull, a backup is created and the content of
thefileis cleaned. By default, 3 backups are kept and older backups are deleted.

Logging Customization

HP SOA Systinet Registry usesthe Log4Jlibrary for logging. Y ou can manually changeitslogging behavior.
The configuration is stored in the file REG STRY_HOVE\ conf \ | og4j _NTser vi ce. confi g. Y ou can change the log
output, message priority and other settingsin thisfile asfollows:

Message Priority Settings

To change the message priority from INFO to ERROR, comment out the following linesin the confi g file:

| 0g4j . cat egory. com systinet.wasp. event s=I NFO, R
| og4j . additivity.com systinet.wasp. event s=fal se

| 0g4j . cat egory. com systinet. wasp. event s=I NFO, nt | og
| 0og4j . additivity.com systinet.wasp. event s=fal se

Log File Properties

To change the log file properties, change the Rolling File appender settings:
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| 0g4j . appender. R Fil e=l og/ regi stry_NTService. | og
| 0g4j . appender . R MaxFi | eSi ze=1024KB
| 0g4j . appender . R MaxBackupl ndex=3

Switching to NT Log

To switch logging from fileto NT log, comment out the lines:

| 0g4j . cat egory. com systinet.wasp. event s=I NFO, R

| 0og4j . additivity.com systinet.wasp. event s=fal se
| 0g4j . cat egory. com systinet.wasp. error s=ERROR R
| og4j . additivity.com systinet.wasp.errors=fal se

and uncomment the lines:

#l 0g4j . cat egory. com systi net. wasp. event s=I NFO, nt | og
#l og4j . addi tivity.com systinet.wasp. events=fal se

#l 0g4j . cat egory. com systinet.wasp. error s=ERRCR, nt| og
#l og4j . addi tivity.com systinet.wasp.errors=fal se

from this section:

# Assigning appenders to categories

# (using rolling file appender by default)

| 0g4j . cat egory. com systinet.wasp. event s=I NFO, R
| 0og4j . additivity.com systinet.wasp. event s=fal se
| 0g4j . cat egory. com systinet.wasp. error s=ERROR R
| 0og4j . additivity.com systinet.wasp. errors=fal se

# Uncomment next line if you want use NT Event Log
# for logging of error nessages

#l 0g4j . cat egory. com systinet. wasp. event s=I NFO, nt | og
#l og4j . addi tivity.com systinet.wasp. events=fal se

#l 0g4j . cat egory. com systinet.wasp. error s=ERRCR, nt| og
#l og4j . addi tivity.com systinet.wasp.errors=fal se

s0 that the section reads:

# Assigning appenders to categories

# (using rolling file appender by default)

#l 0g4j . cat egory. com systi net. wasp. event s=I NFO R
#l 0g4j . additivity.com systinet.wasp. event s=fal se
#l 0g4j . cat egory. com systi net. wasp. error s=ERROR, R
#l 0g4j . additivity.com systinet.wasp. errors=fal se

# Uncomment next line if you want use NT Event Log

# for logging of error nessages
| 0g4j . cat egory. com systinet. wasp. event s=I NFO, nt | og
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| 0g4j . additivity.comsystinet.wasp. events=fal se
| 0g4j . cat egory. com systinet.wasp. error s=ERROR, nt | og
| 0g4j.additivity.comsystinet.wasp.errors=fal se

» We recommend that you log only errorsto the NT log.

» TheREG STRY_HOME\ | i b\ NTEvent LogAppender . di | file must be copied into the system PATH if you want
to usethe NT event log for logging.

Using other Log4) Appenders

Rolling Fileand NTL og are the two default appenders. Y ou can choose any Log4J appender that suits your
needs. To add custom classes to the HP SOA Systinet Registry NT service classpath, please see the
Customizing section.

Y ou must restart the HP SOA Systinet Registry NT service to put the changes into effect.

For more information about Log4J and its settings, please visit Apache/Jakarta's Log4j Project website
[http://jakarta.apache.org/logd].

Customizing

Y ou can manually set up the name "HP SOA Systinet Registry NT Service' and the VM parameters that
areused to start HP SOA Systinet Registry asan NT service. To customizelogging, pleasevisit the previous
section, Logging.

All customizable filesin the following instructions are located in the REG STRY_HOVE\ bi n directory.

» All the following changes require reinstallation of the HP SOA Systinet Registry NT Service.
Uninstall it first, make your modifications and reinstall the service.

NT Service Name Change
The default name of the NT service is Systinet Regi stry. To change the service name:
1 Uninstall the existing service by running Unl nstall Service.bat.

2 Manualy edit the files
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* Unlnstall Service. bat
* |nstall Service. bat
e StartService. bat

®  StopService. bat

3 Change the system variable NT_SERVI CE_NAME, SO the row with the variable resembles:
set NT_SERVI CE_NAME=HP SOA Systinet Registry

4 Install your NT service with its new name by running | nstall Service.bat.

5  Start the new service by running StartService.bat.

JVM Startup Parameters

The parameters of the Java Virtual Machine are set up during the installation of the NT service. If you
modify the parameters, you must reinstall the NT service to put the changes into effect. To modify the
parameters of the NT service, open I nstal | Servi ce. bat in atext editor and do the following:

» To change the maximum size of available memory, change the value of the Jvm MEMvariable, with a
command like set JVM_MEM=-Xmx256m.

e Toadd custom files to the classpath, edit the Regi stryServi ce. exe parameters. These arein theline
"-Djava.class.path=% REGISTRY_HOME%\lib\wasp.jar" .

HP SOA Systinet Registry deployed to Application Server

Systinet does not support installation of deployed HP SOA Systinet Registry asan NT Service. For more
information, please see the documentation of your application server provider. However, any Javaapplication
can beinstalled asan NT Service with Systinet's NT service solution. Please contact http://www.systinet.-
com/support if you need to run adeployed HP SOA Systinet Registry server asan NT service.
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Uninstallation

To uninstall the HP SOA Systinet Registry server NT service, run Uni nstal | Servi ce. bat from the
REG STRY_HOME\ bi n directory. Theuninstaller first triesto stop the NT service. It then removesthe NT service
from your OS.

Running in Linux

Using the sysiog Daemon with HP SOA Systinet Registry

Thelogdj system used in HP SOA Systinet Registry can be configured to send log messages to the sysl og
daemon. In order to utilize this feature, your system must be configured as follows:

1

Changel og4j inREG STRY_HOME/ conf /1 og4j . confi g. First add asysl og appender, as shown in Example 11
on page 217. Note the following propertiesin particular:

e syslogHost - Set to host name of the computer where sysi og is running.

e Facility - HP SOA Systinet Registry log message facility recognized by sysl og.

Example 11: log4j .config--syslog Appender

# Appender to syslog

| 0g4j . appender . sysl og=or g. apache. | 0g4j . net . sysl ogAppender

| 0g4j . appender . sysl og. sysl ogHost =I ocal host

| 0g4j . appender . sysl og. Faci | i t y=I ocal 6

| 0g4j . appender . sysl og. | ayout =or g. apache. | 0g4j . Pat t er nLayout

| 0g4j . appender . sysl og. | ayout . Conversi onPattern=%: %{2} - %Wh

Then add sysl og to the value of the property | og4; . cat egory. com systi net . wasp. event s under # event
noni tori ng, as follows:

Example 12: log4j.config--Event Monitoring

# event nonitoring
| 0g4j . cat egory. com systi net.wasp. event s=I NFO, event Log, sysl og
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2 Setthesysl ogd configuration to recognize log messages from HP SOA Systinet Registry. Implicitly,
HP SOA Systinet Registry sends log messages to sysl og under the facility | ocal 6. Therefore, modify
the/etc/ sysl og. conf file by adding the following line of text:

local6.* /var/log/registry.log

HP SOA Systinet Registry will now log messages of all prioritiesinto thefile/var/1og/registry.log.
Y ou should create this file now with appropriate permissions (otherwise sysl ogd will createit for you
automatically with default permissions, which may not be suitable for you).

3 Your sysl og daemon must be started with remote logging enabled (the -r command line option). To
make sure that:

e syslogd isrunning, use the pgrep syslogd command.
e remotelogging is enabled, use the netstat -1 command (sysl og's udp port is 514).

» Thel ocal 6 facility is not mandatory in any way. Y ou may use other | ocal X facilities instead.

Running HP SOA Systinet Registry as a UNIX Daemon

HP SOA Systinet Registry can be forced to start as a system daemon using the script
REG STRY_HOME/ et ¢/ bi n/ regi stry. sh. This script can be renamed regi stry as per UNIX conventions. The
directions for using this script follow.

1 Tailor the service script as needed. The meaning of variablesis shown in Table 2 on page 219.
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Table 2. Variablesin the Systinet Registry Service Script

Name of variable | Description Default value

iNregistry service

script

REG STRY_HOME Home directory of Systinet Registry | HP SOA Systinet Registry Installation
directory.

JAVA_HOVE Home directory of Java None. This variable must be set

manually.

REG STRY_USER

User under whom the Systinet Registry
server should run. If thisis set to root,
it will be changed to "nobody".

Determined during runtime according
to the user who owns the REG STRY_HOME
directory. If the user is root, this value
revertsto "nobody".

TI MEQUT

Number of secondsthe system waitsfor
Systinet Registry to successfully start

up.

60 seconds.

2 Renamethe script registry (without the . sh extension) and saveitinthe/etc/init. d/ directory.

3 (optional) To start HP SOA Systinet Registry automatically in the appropriate run-level, create
Sxxregi stry and Kxxr egi stry symbolic links in the appropriate/etc/rcx d/ directory.

Now you may start and stop HP SOA Systinet Registry using theinstalled script. Y ou can invoke this script
directly or by using specific OStools. For example, on RedHat, by using the redhat-config-services

command.

The parameters of the script are shown in Table 3 on page 220.
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Table 3. Parametersof init.d Scripts

Parameter Function

start Starts HP SOA Systinet Registry

stop Stops HP SOA Systinet Registry

restart Restarts HP SOA Systinet Registry

condrestart Restarts HP SOA Systinet Registry only if it isalready running

status Displays whether HP SOA Systinet Registry is running or not

» The provided startup script may be run by the root user. The script uses the su command to run as

REG STRY_USER.

Uninstallation

Windows

1

If you installed HP SOA Systinet Registry as NT service, uninstall it by executing script
REGISTRY_HOME\bin\UninstallService.bat. See more information on NT Service Support on
page 211.

2 Remove Icons and Start menu items on Windows platform.

3 Dropdatabase manually viathe Setup tool. Setup should automatically detect the current configuration
of the database. See Reconfiguring After Installation on page 75.

4  Deleteingtalation directory of HP SOA Systinet Registry.

Linux

1 If youinstalled HP SOA Systinet Registry asLinux daemon, removetheregistry filesfrom/etc/init. d.
Remove a'so links kxxr egi stry and Sxxregi stry from appropriate directory /etc/rcx d. Unregister the
daemon by system tools.

2 Dropdatabase manually viathe Setup tool. Setup should automatically detect the current configuration
of the database. See Reconfiguring After Installation on page 75.
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3 Deleteingtallation directory of HP SOA Systinet Registry.

Installation Guide 221



222 Chapter 2



3 User's Guide

TheHP SOA Systinet Registry User's Guideis mainly focused on the web user interface. The userstowhom
this guide is addressed are those who query the registry or publish to it using this interface as opposed to
accessing the registry over SOAP. It is comprised of the following sections:

Introduction to HP SOA Systinet Registry
Thissection isabrief intoduction to HP SOA Systinet Registry including basic concepts of UDDI
specifications.

Registry Consoles
This section presents both Business Service Console and Registry Console

Demo Data Description

The HP SOA Systinet Registry's Demo Data chapter describes the business domain and UDDI
data structures used in the HP SOA Systinet Registry Demo Suite and both registry consoles.

Business Service Console
Describes the Business Service Console and basic tasks you can perform with it.
Advanced Topics
Access Control Principles
Describes principles of permissions and access control to UDDI data structures.
Publisher-Assigned Keys
Under UDDI v3, users may assign alpha-numeric keys to structures rather than having
these keys automatically generated by the registry (as was the case under UDDI v1 and
V2).
Range Queries

HP SOA Systinet Registry'srange queriesfunctionality allowsyou to search UDDI entities
with the ability to use comparative operators (>, <).
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Taxonomy: Principles, Creation and Validation

This section gives you a brief overview of taxonomy classification in HP SOA Systinet
Registry

Registry Console Reference
Describes the Registry Console and basic tasks you can perform with it.

Signer Tool
Allowsthe user to digitally sign published UDDI structures and validate digital signatures.

Introduction to HP SOA Systinet Registry

HP SOA Systinet Registry isafully V3-compliant implementation of the UDDI (Universal Description,
Discovery and Integration) specification, and isakey component of a Service Oriented Architecture (SOA).
A UDDI registry provides astandards-based foundation for locating services, invoking services and managing
metadata about services (security, transport or quality of service). A UDDI registry can store and provide
these metadata using arbitrary categorizations. These categorizations are called taxonomies.

This introduction has the following sections:

» UDDI'sRolein the Web Services World - UDDI Benefits on page 224
o Typical Application of a UDDI Registry on page 225

» Basic Concepts of the UDDI Specification on page 226

»  Subscriptionsin HP SOA Systinet Registry on page 231

» Approva Processin Systinet Registry on page 234

UDDI's Role in the Web Services World - UDDI Benefits

When devel opment teams start to build Web service interfaces into their applications, they face such issues
as code reuse, ongoing maintenance and documentation. The need to manage these services can increase

rapidly.
The UDDI registry can help to address these issues and provides the following benefits:
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It delivers visibility when identifying which services within the organization can be reused to address
abusiness need.

It promotesreuse and preventsreinvention. It accel erates devel opment time and improves productivity.
This ability of UDDI to categorize agrowing portfolio of services makesit easier to manage them. It
helpsyou understand rel ati onshi ps between components, supports versioning and manages dependencies.

It supports service configur ability and adaptability by using the service-oriented architectural principle
of location and transport independence. Users can dynamically discover services stored in the UDDI

registry.

It allows you to understand and manage r el ationships between services, component versions and
dependencies.

It makesit possible to manage the business service lifecycle. For example, the process of moving
services through each phase of development, from coding to public deployment. For more information,
see the Approval Process.

Typical Application of a UDDI Registry

A UDDI registry stores data and metadata about business services. A UDDI registry offers a standards-
based mechanism to classify, catal og and manage Web services so that they can be discovered and consumed
by other applications. As part of ageneralized strategy of indirection among services-based applications,
UDDI offers several benefitsto I T managers at both design-time and run-time, including increasing code
reuse and improving infrastructure management by:

Publishing information about Web services and categorization rules (taxonomies) specific to an
organization.

Finding Web services that meet given criteria.

Determining the security and transport protocols supported by a given Web service and the parameters
necessary to invoke the service.

Providing ameansto insul ate applications (and providing fail-over and intelligent routing) from failures
or changesin invoked services.
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Basic Concepts of the UDDI Specification

UDDI is based upon several established industry standards, including HTTP, XML, XML Schema (XSD),
SOAP, and WSDL. The latest version of the UDDI specification is available at: http://www.oasis-open.-
org/committees/uddi-spec/doc/tcspecs.htm#uddiv3.

The UDDI specification describes aregistry of Web services and its programmatic interfaces. UDDI itself
isaset of Web services. The UDDI specification defines servicesthat support the description and discovery
of:

e Businesses, organizations and other providers of Web services,

»  The Web services they make available;

» Thetechnical interfaces which may be used to access and manage those services.
UDDI Data Model

The basic information model and interaction framework of UDDI registries consist of the following data
structures:

» A description of aservice business function is represented as a busi nessSer vi ce.
e Information about a provider that publishes the service is put into abusi nessEntity.

» The service'stechnical details, including areference to the service's programmatic interface or AP, is
stored in abi ndi ngTenpl at e.

» Various other attributes, or metadata, such as taxonomy, transports, and policies, are stored in t Model S.

These UDDI data structures are expressed in XML and are stored persistently by a UDDI registry. Within
aUDDI registry, each core data structure is assigned a unique identifier according to a standard scheme.
Thisidentifier isreferred asa UDDI key.

Business Entity

A business entity represents an organization or group of people responsible for a set of services (aservice
provider). It can also represent anything that overreaches a set of services; for example a devel opment
project, department or organization. The business entity structure contains the following elements:
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e Names and Descriptions. The business entity can have a set of names and descriptions, in avariety of
languages if necessary.

e Contacts. Thelist of people who are associated with the business entity. A contact can include, for
example, a contact name, addresses, phone numbers, and use type.

» Categories. Set of categories that represent the business entity's features or quantities. For example the
business entity can be associated with the category Californiato say that the business entity is located
in that geographical area.

e ldentifiers. The business entity can be associated with arbitrary number of identifiers that uniquely
identify it. For example, the business entity can be identified by a department number or D-U-N-S
number.

» Discovery URLs are additional links to documents describing the business entity.

Business entities can be linked to one another using so-called assertions that model a relationships between
them.

Business Service

Business services represent functionality or resources provided by business entities. A business entity can
reference multiple business services. A business service is described by the following elements:

» Names and descriptions. The business service can have a set of names and descriptions, in avariety of
languages if necessary.

e Categories. A set of categories that represent the business service features and quantities. For example,
the business service can be associated by a category that represents service availability, version, etc.

A business servicein aUDDI registry does not necessarily represent a Web service. The UDDI registry
can register arbitrary services such as example EJB, CORBA, etc.

Binding Template

A business service can contain one or more binding templates. A binding template represents the technical
details of how to invoke its service. Binding templates are described by the following elements:

e Access point representsthe service endpoint. It contains endpoint URI and specification of the protocol.
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e tModéd instance infos can be used to represent any other information about the binding template

e Categories. The binding template can be associated with categories to reference specific features of the
binding template, for example certification status (test, production) or versions.

tModel

ThetModel provides areference to an abstraction describing compliance with a specification and concepts.
TModels are described by the following elements:

* Name and description. The tModel can have a set of names and descriptions, in different languages if
required.

* Anoverview document is areference to a document that specifies the tModel's purpose.

e Categories. Like all the other UDDI entities, tModels can be categorized.

* Identifiers. ThetModel can be associated with an arbitrary number of identifiers that uniquely identify
it.

UDDI entities are categorized through tModel s via taxonomies. Business entities, business services, and
binding templates declare associations to a certain category by presence of specific tModelsin their
categoryBags.

Taxonomic Classifications

UDDI providesafoundation and best practicesthat help provide semantic structure to the information about
Web services contained in aregistry. UDDI allows users to define multiple taxonomies that can be used in
aregistry. Users can employ an unlimited number of appropriate classification systems simultaneously.

UDDI aso defines a consistent way for a publisher to add new classification schemesto their registrations.

Taxonomies are used for representing various UDDI entity features and qualities (such as product types,
geographical regions or departments in a company).

The UDDI specification mandates several standard taxonomies that must be shipped with each UDDI
registry product. Some are internal UDDI taxonomies such as the UDDI types taxonomy or geographical
taxonomy. A taxonomy can be marked as specific to business, service, binding template or tModel or it can
be used with any type of the UDDI entity
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Enterprise Taxonomies

Enterprise taxonomies are taxonomies that are specific to the particular enterprise or application. These
taxonomies reflect specific categorieslike company departments, types of applications, and access protocols.

HP SOA Systinet Registry allows definition of enterprise taxonomies. Users can also download and upload
any taxonomy asan XML file. HP SOA Systinet Registry offerstoolsfor creating, modifying and browsing
taxonomies on both the web user interface and SOAP API levels.

Checked and Unchecked Taxonomies

There are two types of taxonomies: checked and unchecked. Checked taxonomies are rigid, meaning that
the UDDI registry does not allow the use of any categories other than those predefined in the taxonomy.
Checked taxonomies are usually used when the taxonomy author can enumerate al distinct values within
the taxonomy. A checked taxonomy can be validated using the internal validation service that is available
in HP SOA Systinet Registry or by using an external validation service.

Unchecked taxonomies do not prescribe any set of fixed values and any hame and value pair can be used
for categorization of UDDI entities. Unchecked taxonomies are used for things like volume, weight, price,
etc. A special case of the unchecked taxonomy isthe general _keywor ds taxonomy that allows categorizations
using arbitrary keywords.

Security Considerations

UDDI specification does not define an access control mechanism. The UDDI specification allows
modification of the specific entity only by its owner (creator). This does not scale in the enterprise
environment where the right to modify or delete aspecific UDDI entity must be assigned with moreidentities
or even better with somerole.

HP SOA Systinet Registry addresses this issue with the ACL (Access Control List) extension to the UDDI
security model. Every UDDI entity can be associated with the ACL that defineswho can find (listitin some
UDDI query result), get (retrieve all details of the UDDI object), modify or deleteit. The ACL canreference
either the specific user account or user group.

The UDDI v3 specification provides support for digital signatures. In HP SOA Systinet Registry, the
publisher of a UDDI structure can digitally sign that structure. The digital signature can be validated to
verify the information is unmodified by any means and confirm the publisher's identity.
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Notification and Subscription

The UDDI v3 specification introduces notification and subscription features. Any UDDI registry user can
subscribe to a set of UDDI entities and monitor their creation, modification and deletion. The subscription
is defined using standard UDDI get or find APl calls. The UDDI registry notifies the user whenever any
entity that matches the subscription query changes even if the change causes the entity to not match the
guery anymore. It also notifies about entities that were changed in away that after the change they match
the subscription query.

The natification might be synchronous or asynchronous. By synchronous, we mean solicited notification
when the interested party explicitly asksfor all changes that have happened since the last notification.
Asynchronous notifications are run periodically in aconfigurableinterval and the interested party isnotified
whenever the matched entity is created, modified, or deleted.

Replication

Content of the UDDI registry can be replicated using the simple master-slave model. The UDDI registry
can replicate data according to multiple replication definitions that are defined using UDDI standard queries.
The master-slave relationship is specific to the replication definition. So one registry might be master for
one specific replication definition and slave for another. The security settings (ACL, users, and groups) are
not subject to replication but you can set permissions on replicated data.

UDDI APIs

The core data management tools functions of a UDDI registry are:
* Publishing information about a serviceto aregistry.

» Searching aUDDI registry for information about a service.
The UDDI specification also includes concepts of :

* Replicating and transferring custody of data about a service.

* Registration key generation and management.

e Registration subscription APl set.

e Security and authorization.
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The UDDI specification divides these functionsinto Node APl set s that are supported by aUDDI server and
dient APl Sets that are supported by aUDDI client .

Technical Notes

Technical Notes (TN) are non-normative documents accompanying the UDDI Specification that provide
guidance on how to use UDDI registries. Technical Notes can be found at http://www.oasi s-open.-
org/committees/uddi-spec/doc/tns.htm. One of themost important TNsis"Using WSDL inaUDDI Registry”.

Benefits of UDDI Version 3

The most important features include:

» User-friendly identifiersfacilitate reuse of service descriptions among registries.

e Support for digital signaturesallowsUDDI to ddliver ahigher degree of dataintegrity and authenticity.

» Extended discovery features can combine previous, multi-step queries into a single-step, complex
query. UDDI now also provides the ability to nest sub-queries within asingle query, letting clients
narrow their searches much more efficiently.

Subscriptions in HP SOA Systinet Registry

Subscriptions are used to alert interested users in changes made to structuresin HP SOA Systinet Registry.
The HP SOA Systinet Registry Subscription API provides users the ability to manage (save and delete)
subscriptions and evaluate notification. Notifications are lists of changes made within a specified time
interval. The Subscription mechanism allows the user to monitor new, changed, and deleted entries for
businessEntities, businessServices, bindingTemplates, tModels or publisherAssertions. The set of entities
in which auser isinterested is expressed by a SubscriptionFilter, which can be any one of the following
UDDI v3 API queries:

e find_business, find_rel at edBusi nesses, find_services, find_bi ndings, find_t nodel

* get_businessDetail, get_serviceDetail, get_bindingDetail, get_tMdel Detail, get_assertionStatusReport

» In Business Service Console, users can also create subscriptions also resources (WSDL, XML,
XSD and XSLT) without a detailed knowledge of how resources are mapped to UDDI data
structures.
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Subscription Arguments

A subscription isthe subscriber'sinterest in changes made to entities as defined by the following arguments:

Subscriptionkey - Theidentifier of the subscription, as generated by the server when the subscription
isregistered.

Subscription Filter - Specifiesthe set of entitiesin which the user isinterested. Thisfield is required.
Note that once the subscription filter is set, it cannot be changed.

Expires After - Thetime after which the subscription isinvalid (optional).

Notification Interval - How often the client will be notified (optional). The server can extend it to the
minimum supported notification interval supported by the server as configured by the administrator.

For more information, please see Administrator's Guide, Registry Configuration on page 454.

Max Entities - how many entities can belisted in anoctification (optiona). When the number of entities
in anotification exceeds max entities, the notification will contain only the number of entities specified
hereor intheregistry configuration. A chunkToken different from"0" will be specified in the notification.
This chunkToken can be used to retrieve trailing entities.

Bi ndi ngkey - pointsto the bindingTemplate that includes the endpoint of the notification handling service
(optional). Only http and mail transports are currently supported. If this bindingKey is not specified,
the notification can be retrieved only by synchronous calls.

Brief - By default, notifications contain results corresponding to the type of the Subscription Filter.
For example, when the subscription filter isfind_business, naotifications contain Business Entitiesin the
businessinfos form. If brief istoggled on, notifications will contain only the keys of entities. (optional)

Subscription Notification

Notification is the mechanism by which subscribers learn about changes. Notifications inform subscribers
about entities that:

1

Satisfy the Subscription Filter now and were last changed, or created, within a given time period. The
entitiesareincluded in alist of the appropriate data type by default. For example, when find_business
representsthe Subscription Filter, notifications contain Business Entitiesin the businessList/businessinfo
form. (If the brief switch istoggled on, only the entity keys in the keyBag are included.)
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2 Were changed or deleted in the given time period and no longer satisfy the Subscription Filter. Only
the keys of the appropriate entities are included in the keyBag structure and the del et ed flag is toggled
on.

There are two types of notifications:

e Asynchronous notification - Using asynchronous notification, the server periodically checksfor changes
and offersthem to the client viaHTTP or SMTP. HTTP is suitable for serviceslistening to UDDI
changes. SMTP (that is, mail notification) is suitable for both services and users. With this transport,
the user is notified at each notification interval by email. To perform asynchronous notification, the
subscription must be populated withnot i fi cation interval andbi ndi ngkey. See Developer's Guide, Writing
a Subscription Notification Service on page 744 for details.

e Synchronous notification - Using synchronous notification, the server checksfor changes and offersthem
when the client explicitly asksfor them outside of periodical asynchronous notifications. It isuseful for
client applications which cannot listen for notifications, and for services that want to manage the time
of notification by themselves. See Demos, Subscription on page 939 for details.

XSLT Over Notification

To improve the readability of notifications sent to users viaemail, HP SOA Systinet Registry providesthe
ability to processthe XSL transformation before the notification is sent. To enable this feature:

1 Register the XSL transformation in UDDI asatModel that refersto XSL transformation in itsfirst
overviewDoc.

2 Modify the bindingTemplate (with the bindingK ey specified in the subscription) to refer to the XSLT
tModel by itstModelInstancel nfo.

3 Tagthe XSLT tModel by akeyedReference to uddi : uddi . or g: resour ce: t ype with the keyValue="xsI t".
Suppressing Empty Notifications

Another HP SOA Systinet Registry extension to the specification isthe ability to suppressempty notifications.
To do this, tag the bindingTemplate referenced from the subscription with a keyedReference to the tM odel
uddi : uddi . or g: cat egori zat i on: gener al _keywor ds With keyValue="suppressEnpt yNoti fication" and
keyName="suppr essEnpt yNot i fi cation".
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Related Links

» To manage subscriptions via the Business Service Console, see the section Business Service Console
Subscriptions.

» To manage subscriptions via the Registry Console, see the Registry Console Reference.
e To use and manage subscriptions, see the Subscription API.

» Moredetailsabout subscriptions can befoundin the Subscription API [http://uddi.org/pubs/uddi-v3.00-
published-20020719.htm#_Toc42047327] chapter of the UDDI v3 Specification.

Approval Process in Systinet Registry

The approval process provides functionality to ensure consistency and quality of data stored in HP SOA
Systinet Registry. There are two registries in the approval process:

e apublication registry is used for testing and verification of data;

» adiscovery registry only contains data that has been approved and promoted from the publication
registry.

See Approval Process Registry Installation on page 118 in the Installation Guide on page 39 for details of
how to install and configure these registries.

The approval process includes two types of users:

* A reguestor isauser of the publication registry who can request approval of data for promotion to the
discovery registry;

e Anapprover isauser who can approve or reject requests for promotion of data.

Administrators can specify:

» theusers or groups of users who are approvers,

e theusers or groups of users whose requests they can approve;

Every user can ask for approval, but to have data considered for promotion, auser must have an administrator-

assigned approver.
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For more information see Approval Process Management on page 438 in the Administrator's Guide on page
399.

Figure 1. Approval Request Lifecycle
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Approval requests have alifecycle shown in Figure 1. A requestor can create a request. Once the regquest
is created, the requestor can add UDDI data structures (described in UDDI Data Model on page 226) or
resources (WSDL, XML, XSD and XSLT) to the request. Note that the requestor does not need to know
how resources are mapped to UDDI data structures. When the requestor adds a resource to the request, al
underlying UDDI structures (bindings, tModels) the resource represents are automatically added to the
request. Once the requestor specifies all entities to promote, the request may be submitted for approval.

The approver will review incoming requests, and then can approve or reject the request. If the approver
approves the request, the requested dataisimmediately promoted to the discovery registry. If the requestor
is not satisfied with the approver's response time, this user can remind the approver to review the requests.
The requestor can also cancel submitted requests.

In the following section, we will look at requestor's and approver's actions in detail.
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Requestor's Actions

A requestor may perform the following actions:

Submit arequest for approval of data promotion

After submitting the request, all data referenced in the request is blocked (locked for writing) until the
request is either canceled by the requestor, approved for promotion, or rejected by the approver.

» A requestor may request approval for the promotion of the same set of data several times, and
may have several unprocessed requests at one time.

Find request.

This action provides the requestor with the ability to list information about all requests. If the requestor
has privileged access on the Requestor API, then it is possible to get brief information on the requests
of other users. Otherwise only the requestor's own requests may be viewed.

Get request

This action returns full information about the given request. If the requestor has privileged access on
the Requestor API then they can obtain full details of other user'srequests. Otherwise only the requestor's
own requests may be accessed.

Cancel request

Provides requestor with the ability to cancel the given request. Only requestors with privileged access
can cancel the requests of other requestors.

Synchronize data

Thisaction enablesthe requestor to synchronize data on the publication registry with dataon the discovery
registry. There are three types of synchronization - publication priority, partial discovery priority, and
full discovery priority. For detailed information about synchronization, please see Synchronization of

Data.

To publish data to the discovery registry, the data must first be published to the publication registry and
then approved by an appropriate approver. Once the requestor is satisfied with the quality of data, it is
possible to ask for data promotion.
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Requestors can publish data on the publication registry for testing. Once this datais ready for approval, the
requestor asks for approval. An approval request contains two different sets of keys - keys for saving and
keysfor deletion. The keys select the data. Keysfor saving are used for entitiesto be published (saved or
updated) to the discovery registry. Keysfor deletion can be used for deletion of any entity from the discovery
registry. Approval requests can contain data (keys of entities) either for saving or for deletion.

Both types of keys can contain keys for businessEntities, businessServices, bindingTemplates, tModels or
publisherAssertions. For example, if arequestor wantsto promote abusinessEntity to the discovery registry
and remove a bindingTemplate from a service on the discovery registry then the request for approval must
contain the key of the businessEntity in the keysfor saving and the key of the bindingTemplate in the keys
for deletion. After successful approval the business entity is saved (created or updated) to the discovery
registry and the binding template is deleted from the discovery registry.

Context Checking

During arequest for approval, and when approval is granted, automatic context checking is processed to
ensure the integrity of datafrom arequest. The context checker has the following rules:

» If an entity is contained in keys for saving, then the parent entity must already exist on the discovery
registry or be contained in keys for saving to the discovery registry. For a businessService, the parent
is abusinessEntity; for a bindingTemplate, the parent is a businessService.

* Anentity whose key isincluded in those for deletion may not be referenced by an entity whose key is
included in those being saved.

e Anentity whose key isincluded in those for deletion must exist on the discovery registry.
» Deleting atModel that is referenced by entities on the discovery registry is not allowed.

» If apublisher assertion isincluded in keys for saving, then its business entities (specified in fromKey,
toKey) and tModel must already exist on the discovery registry or be contained in keys for saving.

If the datais valid, according to these rules, the request for approval is made.

If dataisinvalid (for example, an entity isincluded in keys for deletion that does not exist on the discovery
registry), an exception is thrown and the request for approval is not made.

If context checking fails, the requestor isinformed that the data must somehow be changed before requesting
approval again.
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A Special Approval Case

If the registry administrator trusts a requestor, that requestor may be assigned the approval contact
Aut oAppr over . Under this approval contact, there is no human review of the data. The data is automatically
promoted to the discovery registry as long as automatic context checking is successful.

Approver's Actions

Approval contacts are assigned by users who have permission to set up the approval process viathe
ApprovalConfiguration API (such as registry administrator). The approval contact reviews requests to
promote data to the discovery registry and approves or rejects these requests.

If enabled, content checking (additional rules applied to approved data) is performed at this time as well.

If context checking and content checking are successful, an email is sent to the requestor indicating the
successful promotion of data, and including any message entered in the M essage for requestor box.

Optional Content Checking

Optional content checking provides an approver with the ability to programmatically check datafor approval.
For example, the approver can set apolicy that:

» Each business service must include a binding template, or
e Each business service must be categorized by specified categories

To enforce such apolicy, adeveloper can write an implementation of the Checker API to enforce these
checks. Theimplementation is called automatically during the approval process when an approver presses
the Approvereguest button. So the approver does not have to check it manually. For more information on
setting up optional content checking, see Optional Content Checking Setup on page 502 inthe Administrator's
Guide.

Synchronization of Data

Requestor's synchronization is used to synchronize the information on the publication and discovery registries.
There are three different kinds of synchronization described below - publication priority, partial discovery
priority andfull discovery priority. Eachisperformed on all data structures associated with the
synchronizing user's account. Synchronization is performed only upon request.
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» These tools do not change information on the discovery registry. The only way to change data on
discovery registry isviathe publication registry and the approval process. Only administrator can
publish to discovery registry.

Publication priority

Publication priority has the following rules:

e If an entity exists only on the discovery registry then it is copied to the publication registry.
» If an entity exists only on the publication registry then it is preserved.

» If an entity exists on both registries, then the publication registry takes priority over the discovery
registry.

Publication Priority Example

Before synchronization, structures A and X exist on the publication registry and structures X and B exist
on the discovery registry.

The Publication Priority synchronization copies structure B to the publication registry. Structure X on
publication registry remains the same because when the same entity exists on both servers, Publication
Priority synchronization favors the publication registry.

Partial Discovery Priority
Partial discovery priority has the following rules:

» If an entity exists only on the discovery registry, then it is copied from the discovery registry to the
publication registry.

e If an entity exists only on the publication registry then it is preserved.

» If an entity exists on both registries, then data on the publication registry is overwritten by data from
the discovery registry.

Partial Discovery Example
Before this synchronization, structures A and X exist on the publication registry and structures X and B

exist on the discovery registry.
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Partial discovery synchronization copies structure B to the publication registry and overwrites the version
of structure X on the publication registry with that from the discovery registry.

Full Discovery Priority

Under this synchronization scenario, all the user's data on the publication registry is deleted, and al the
user's data from discovery registry is copied to the publication registry. After full discovery priority
synchronization, data on the discovery and publication registries isidentical.

» TheHP SOA Systinet Registry administrator cannot execute full discovery priority synchronization.

Full Discovery Example

Before synchronizing, structures A, X, Y and B exist on the publication registry and structures A, X and B
exist on the discovery registry.

Full discovery synchronization deletes structures A, X, Y and B from the publication registry, and replaces
them with A, X, and B from the discovery registry.

Mail notifications in approval process

Mails are sent in approval process for notification of involved parties. Approvers are notified via mail that
requestors ask for their approval, cancel approval requests and so on. Requestors are notified via mail that
approvers approve requests, reject requests and so on. Mail's form is determined by XSL transformation
and so it can be changed.

By default the following transformation are used. They are specified by the key of appropriate tModel.
uddi : systinet. com approval : def aul t Request Emai | XSLT is used for notifications of aprovers about requestor's
submission of approval requests. uddi : systi net. com appr oval : def aul t MessageEnai | XSLT is used for notifications
of approvers and requestors about approval request's cancellation, approval or rejection.

User can change mail's form in case that he defines his transformations for himself. In such a case these
transformations are taken into the account instead of default ones. User can set specia propertiesinto its
account. Property whose name iS approval . emai | . appr over . request . t ranf or mat i on determines custom
transformation for mail notification about newly created approval requests. If approver set value of this
property to the key of X SL transformation, then thistransformation isused for mail notification hereceives.
In asimilar way, property whose name iS approval . emai | . appr over . message. t ranf or mat i on Specifies custom
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transformation for notification mails about request's cancellation, approval or rejection. If user wants to
receive other mails than default ones he sets this property to the key of new transformation.

» If you are using approval process from the Registry Console, the form of mail notificationsis
determined by approval . ensi | . approval . message. tranf or mat i on. 60 property. By default transformation
defined by uddi : systi net. com approval : def aul t MessageEmai | XSLT_60 tModel is used.

Related Links

e Installation of publication and discovery registries - Installation Guide, Approval Process Registry
Installation on page 118

e Approval process via Business Service Console - User's Guide, Approval Process on page 282

» Configure requestors and approvers - Administrator's Guide, Approval Process Management on page
438

Registry Consoles
HP SOA Systinet Registry provides two user interfaces.

» Systinet Business Service Console. Using the Business Service Console developers, architects and
business users can browse the various perspectives of the registry including business-relevant
classifications such as service and interface lifecycle, compliance or operational/readiness status. They
can browse information through business-rel evant abstractions of SOA information such as schemas,
interface local names or namespaces. The Business Service Console also provides easy to use and
customizable publication wizards.

The Business Service Console can be found at ht t p: / / <host nane>: <por t >/ uddi / bsc/ web. Host name and
port are defined when HP SOA Systinet Registry isinstalled. The default port is 8080. See Business
Service Console on page 245

* Registry Console. Using the Registry Console users can browse and publish registry contents, create
subscriptions and perform ownership changes. The Registry Console is the primary console for
administrators to perform registry management.

The Registry Console can befound at ht t p: // <host name>: <por t >/ uddi / web. Host name and port are defined
when HP SOA Systinet Registry isinstalled. The default port is 8080. See Registry Console Overview
on page 331
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Make sure your browser allows HTTPS connections, supports JavaScript and does not block popup
» windows.

Demo Data

Demo datais pre-installed with HP SOA Systinet Registry. There are two demo data sets:
* demo datato demonstrate Business Service Console

e demo datato demonstrate Registry Console and Demo Suite

Demo Data for Business Service Console

Demo datais pre-installed with HP SOA Systinet Registry for use with the Business Service Console. This
datadescribes afinancial institution (bank) with several departments. It contains entities providing services
for its operations. Entities providing services are modelled as service providers. There are the following
providers and their servicesin the demo data:

Account Services

Account Services provides services related to account information, transfers, check orders, bill
pay, online statements.

e Account - The account service provides the account related operations :get Account ,
|i st AccountDetail, |istRelatedAccounts, |istTransactionHistory.

* Bill Payment - The bill payment service provides the ability to establish bill payment service,
cancel bill payment service and get information about bill payment for acustomer. Operations:
aut hori zeAcct ForBi | | Pynt , cancel Bi | | Pynt Svc, createBil | Pynt Svc.

»  Check Order - This service supports hew check orders, check reorders, check order inquiry.
Operations: get Last CheckOr der , or der Checks, reor der Checks.

» Direct Deposit Advance -This service supports the operations used to set up the advancement
of money. Operation:; addDi r ect Deposi t Advance.

* Notification Services - This service is used to provide notifications. Operation:
sendAccount Transf er Noti fi cation.
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e Stop Payment - This service allows stops to be set and maintained. Operations:
addStopPaymentForCheck, cancel St opPay

e Transfer Funds - This service allows funds to be transferred from one account to another.
Operations: aut hori zeTransf er, sendl nvoi cePaynent , t ransf er Funds.

Customer Management System
Customer relationship and management system.

* Add Customer - This service allows a customer to be added to the enterprise customer system.
Operation: addCust oner .

e Customer Notification - This service provides notification messages for various customer
changes. Operations; cust oner NameChangeNot i f , cust omer Addr essChangeNot i f .

Outlet Locator
Provides information about outlets and sites.

* Outlet - The Outlet service gets all of the information about a Company outlet. Operation:
get Qutl et Detail .

» Site- Thisservice getsinformation about asite. Operations: get SiteDetai | , i st Sites, searchSites

Document Services
Provides access to company forms.

e Electronic Forms - Provides access to company forms. Operations; updat eAddr Phone,
updat eNameAndTi t | e.

Transaction Services
Middleware applications for posting transactions with high performance SLA.

* Monetary Transaction - Monetary Posting. Operation: post Transact i on.

Each service has a WSDL definition. Demo data also contains information about service interfaces and
endpoints including categorization as certification statuses, availability statuses, and stages of lifecycle.
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Demo data for Registry Console and demos

Demo data describes a multinational company with officesin several locations and HP SOA Systinet
Registry installed in its headquarters division. The headquarters division has two departments: IT and HR.

There are two predefined users, demo_john and demo_jane. The passwords for these users are the same as
their log on names.

Departments are represented as the following Business Entities:

» Headquarters

The following taxonomies are used:

demo:hierarchy
Represents the organizational structure (hierarchy). KeyValueis the businessK ey of the parent
department.
demo:location:floor
Represents the geographical 1ocation of departments. Headquartersislocated in abuilding; I T and
HR arelocated in different floors of the same building. KeyValue is the number of the floor.
demo:departmentID

| dentifies each department uniquely. The value from keyValue can be used as an argument in
WSDL services.

Pre-published services are shown in Table 1 on page 245:
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Table 1. Pre-published Demo Web Services

Name WSDL Service Description

Holiday request Yes stored in the HR department; used by employeesto
submit holiday request

Phone support No stored in the IT department; used by employees to
call IT phone support for help with their PCs.

Employeelist Yes stored in the HR department, projected to I T
department; takes single argument - departmentlid;
used by employeesto view alist of employees that
belong to a department.

Assertions are an aternate way to represent relationshi ps between business entities. Inthe HP SOA Systinet
Registry demo data, assertions are created between the Headquarters and HR departments.

The demo data a so contains the following resource files located in the REG STRY_HOVE/ denos/ conf directory:
» Employeelist.wsdl

e employees.xml

* employees.xsd

» employeesToDepartments.xsl

e departments.xml

* departments.xsd

Business Service Console

Using the Business Service Console, developers, architects and business users can browse the various
perspectives of theregistry including business-rel evant classifications such as service and interface lifecycle,
compliance or operational/readiness status. They can browse information through business-relevant
abstractions of SOA information such as schemas, interface local names or namespaces. The Business
Service Console also provides easy to use and customizable publication wizards.
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The Business Service Console is designed to be consistent, intuitive and user friendly. This documentation
demonstrates general procedures using typical examples. It has the following subsections:

Overview on page 246 . A general description of the Business Service Console user interface.
User Account on page 249 . User accounts and profiles.

Sear ching on page 254 . Searching for providers and endpoints.

Publishing on page 259 . Publishing providers and services.

Reports on page 269 . The Reports tab.

Business Service Console Configuration on page 467 . How an administrator can configure the Business
Service Console according to your needs.

Subscription and Notification on page 274 . How to create and manage subscriptions so that you are notified
of changes to data stored in the registry.

Approval Processon page 282 . Theprocessfor approval of publicationsfrom the perspective of arequestor
or approver.

Overview
Figure 2 illustrates common features of the Business Service Console:

A: Main Menu Tabs. The appearance of the Main menu tabs depends on your user profile.
Home
Thisisagood place to start navigating the Business Service Console sinceit contains many links.
Catalog
Thistab allows you to list, search and publish entities on HP SOA Systinet Registry.
Tools
This tab alows you to view and manage subscriptions and approval requests.
Report
Thistab allows you to view the predefined set of reports.
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Configure
This tab alows you to configure the Business Service Console.

B: History Path (bread crumbs). This area displays the log of your recent actions. Y ou can return to any
of these previous actions by clicking on the hyperlinks.

C: Side Bar. On some screens aside bar is available showing alist of item types.
D: Hide/Show Side Bar. Click hereto hide or show the side bar when available.

E: Main Display Area. Information chosen from the tabs and the tree display ismade availableinthe Main
Display Area.

F: User Profile. The name of the user profile of the currently logged in user.

G: Login/logout. Here you can log in as a particular user or logout and use the Business Service Console
anonymously.

H: Registry Name. The name of the registry is taken from the name of the Operational Business Entity
which represents the UDDI registry.

I: Action Icons. Therearetwoiconsinthisarea. Thefirst one allowsyou to refresh the page content, while
the second one opens the product documentation page.

J: Reference Links. Links at the bottom of the page. These are always the same and always there if you
need them.
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Figure 2. Example Business Service Console page
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Figure shows features available on other screens:

V: Link to an entity. References to entities or other resources appear in many places as links. Generally,
clicking on such alink displays details of the resource. See Entity Details on page 272.

W: Result View Drop Down List. Thisfeature allowsyou to toggle among business, technical, and common
views. Views differ in formatting and column selection.

X: Filters. You canfilter datayou wishto display. To perform afilter, select acolumn namefromtheFilter
Column drop down list, enter the Filter value, then click the Filter button. Y ou can usewild card characters.

Y: Linksfor entity selection. This section contains a set of links for selecting entities in the main display
area. If you select all entitiesor clear (deselect) al entitiesdisplayed in the main display areawill be selected.
If the display area contains multiple pages, the Select All link will select entitiesin all pages.

Z: Action Drop Down List. The action drop down list allows you to perform operations with selected
entities. To perform the selected action, click the Go button.
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Figure 3. Example Business Service Console page
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User Account

Before you can publish data to the registry, you must have aHP SOA Systinet Registry account. Follow
these steps to create a user account:

1

Click the Create Account link on the Business Service Console home page. Thisreturnsthe Create
account page shown in Figure 4.

Fill in al fields. Those labeled with an asterisk (*) are required. Y our email address may be used later
for enabling your account.

Switch to the My profile tab, shown in Figure 5 to specify profile preferences and subscription
preferences.

When finished, click Create Account.
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» HP SOA Systinet Registry may be configured to require email confirmation in order to enable the
user account. In this case, the registry sends an email confirmation. Follow the instructionsin this
email to enable your account.

Figure 4. Create Account

Home = Create Mew: Account

Create New Account

|
Edit Account My Profile View All

Required fields are marked :

Login name:” [iohn
Email:” |j0hn@company.com
Password:’ e 1
Retype password:” [
Full name:” [John Johnson
Default language: lm
Description: [
Business Hame: |My husiness
Phone: [855-505-8114
Alternate phone: [
Address: 3745 Beach Ave
City: [San Diego
State/Province: [ca
Country: [
Zip/Postal Code: [92123

Create Account | Cancel |
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Figure5. User Profile
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Profile Preference

Use the following prnfile:° I Developer Profile j

Subscription Preferences

Email Addresses to send to:(comma-separated emails) |

Default Notification Interval: 1 Iweek j

Default Subscription Duration: C Subscriptions Never Expire = Subscriptions Expire After ’l— Iyear j
Maximum Updates to Send: " No maximum & ’50— Entries

Suppress Empty Notifications |7

Send Raw XML -

My Subscription Results Preferences

Show Updates in Last: 1 Iweek j

Maximum Updates to Display: 30 Entries

| Create Account | | Cancel |

User Profile Fields
The My Profile tab has the following fields:
* Profile preference - Select your preferred predefined user profile from this drop down list

» HP SOA Systinet Registry Administrator can disable selection of user profiles. In this case, a
default user profile appearsin anoneditable field.
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E-mail addressesto send subscription natification - You can enter alist of e-mail addressesto which
email naotifications will be sent. These addresses will be defaulted on the Create subscription page.

Default notification interval - Specify how often email notifications will be sent.

Default subscription duration - Enter the default subscription lifetime here.

Maximum Updatesto Send - Usethisfield to limit number of entries sent by an email notification.
Suppress Empty Notifications - If checked, empty notifications will not be sent.

Send Raw XML - If checked, email notifications will be sent in XML format.

Show Updatesin Last - If you want to view the updates made in the most recent period, specify the
period here. For example, if you want to view updates made in the last three days, enter 3 in the first
box and select days from the drop down list.

Maximum Updatesto Display - Enter how many itemswill be displayed .

Predefined User Profiles

HP SOA Systinet Registry contains alist of predefined user profiles which differ in which main menu tabs
will be available to them. Each user profile also contains a definition of default formats for result views.
The registry administrator can adjust these user profiles. See Business Service Console Configuration on
page 467.

The predefined user profiles are:

Business Expert - Understands problems that heeds to be solved and relationships and implications to
other systems within the enterprise. The Business Expert proposes reusable functional components
(future business services) and how these solve particular problems. This user associates both functional
and non-functional requirements with the components. The Business Expert also suggests reuse of
existing services.

e Functional requirements are usually provided as descriptions attached to proposed components.

< Non-functional requirements are usually represented with high-level capabilities and constraints
that are rendered as categories (For example, secure, 24x7 uptime, transactional etc.).
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Developer - Implements business services according to description and associated capabilities/constraints
(such as compliance). This user reuses low-level infrastructure services for the implementation.

Business service implementation usually undergoes some QA and testing after development.
SOA Architect - Re-factors input from the Business Expert. This user performs the following:
e Trangdates Business Expert deliverables into a set of reusable business services.

e Transforms high-level capabilities/constraintsinto standards-based capabilities/constraints that can
be enforced and implemented by other roles (devel opers, administrators and operation managers).

» Defines capabilities/constraints (such as compliance constraints) that enforce standards-compliance
and common implementation and deployment service practicesin the enterprise.

e Enforces compliance to selected standards (SOAP, WSDL, UDDI, WS-S, WS-RM etc.).

e Suggests reuse of existing business services.

Operator - Deploys and manages business servicesimplemented by the Developer into the production

environment. This user also:

*  Publishes service endpoint and other runtime data about the deployed service.

» Ensuresthat the business service is properly managed and secured by tagging the service with the
appropriate category that triggers security and WSM registration processes.

SOA Administrator - Thisuser performsthe same functions asthe Operator, but has higher priviledges:

» Publishes service endpoint and other runtime data about the deployed service.

e Ensuresthat the business service is properly managed and secured by tagging the service with the

appropriate category that triggers security and WSM registration processes.

AnonymousUser Profile- Thisprofileappliesto not authenticated users. The profileisaconfiguration
placeholder for usersthat did not log in to the Business Service Console
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Searching

The Business Service Console allowsyou to search HP SOA Systinet Registry. Y ou can search for providers,
services, endpoints and interfaces. The tab also allows you to search for artifacts that have been published

to HP SOA Systinet Registry.

Properties of search criteria are used in conjunction with one another. The search returns all records that

satisfy any of the search criteria property values.

Searching functions are under the Sear ch main menu tab.

Figure 6. Search Tab

_Home [JESTE Repons 2

Search Quick Search List

WSDL Services K WSDL Services

eyword

Providers | Providers
Endpoints Endpoints
Interfaces Interfaces
Policies find Policies

XML documents XML documents
XSLT XSLT
transformations transformations
X5D Documents X5D Documents
Services Services
Resources Resources

We will explain how to search in the following examples:

e Searching for providers

»  Searching for endpoints

Searching Providers

To search for providers:
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1 Onthe Home main menu tab select the Sear ch providerslink in the right display area. The page
shown in Figure 7 appears.

Figure 7. Searching Providers

- Home = Search = Search Providers
Mavigation Menu b, Home = =&arch = zearch Praviders
Seam gt e brs

|
Search Terms Results

Name
[Acc%

Keywords

Keyword categorization = Add another
Find | Cancel

Enter search criteria. You can enter wild card characters. Then click Find.

2 Searchresults will be displayed on the page shown in Figure 8.

Figure 8. Sear ching Providers - Result

Home = Search Providers

Search providers

|
Search Terms Results

Displa\(l Default View j I as a Table j Sort b\.fl Provider name j in I A-Z j order
Filter b\.fl Provider name j which starts with Apply

Displaying items 1-1:

Provider name v Contact name Contact phone Contact email
Account Services Virginia Smith 208-243-1754 Smithl@Company.com

Account Services provides services related to account information, transfers, check orders, bill pay, online statements
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In Figure 8, you can also switch result views using the Display drop down list. The default result view is
configurable for each user profile. See Business Service Console Configuration on page 467 for more
information.

If the result view contains too many records, you can filter which records will be displayed as follows:

1 Select the Filter by on which you wish to apply the filter.

2 Enter thefilter string in the Filter value edit box. Wildcards can be used. The"%" character isreplaced
by any number of characters. The" " character isreplaced by any single character. The end of the

string istreated asif it hasa"%" wildcard suffix so thereis no need to add a terminating wildcard.
3 Click the Apply button. The view is updated with only those records matching the filter.
Theresult view table can view sorted by each column. To sort, just click on the appropriate column header.

Large result lists are divided into multiple pages. The number of records per page can be configured by
administrator. See Paging Limits on page 472 for details.

If you click on the provider's name, provider details will displayed as shown in Figure 9.
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Figure 9. Sear ching Providers- Provider Detail

Advanced details...
Home = Search Providers > Provider Detail

Provider Details: Account Services

Details Classifications Services References System Info View All

Description Account Services provides services related to account information, transfers, check orders, bill pay, online statements

Web Pages

UseType Link

homepage http:/fwww.systinet.com Iﬂ ‘
Contacts

UseType Person Name Email Phone

Business Analyst Virginia Smith Smithl@Company.com 208-243-1754 ‘
Keywords

Mo keywords associated

Delete all services j

See Entity Details on page 272 for more information.

If you access adetail screen from the result view under the Catal og tab, the entity can be edited or del eted.
Y ou can also request approval of the entity (on a publication registry) or create a subscription.

Searching Endpoints
To search for service endpoints:

1 Onthe Home main menu tab select the Sear ch endpointslink in the right display area. The pagein
Figure 10 is displayed.
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Figure 10. Searching Endpoints

Home = Search Endpoints

Search endpoints

Search Terms Results

Common properties

Usage | Account¥

W5-1 Compliance [~ Basic Profile 1.0 [~ Basic Profile 1.1

Operation properties

Availability [~ Available [~ Degraded [~ Unavailable

Status [~ InMaintenance [~ Mot Available [~ Operational [~ In Test

Keywords | = | Add another

Technical properties

Local name |

Namespace |

Binding properties
Protocol [ soap [ hitp

Transport |_ http

co | [

Enter your search criteria. Y ou can enter wild card characters. Then click Find.

2 The search results will be displayed on the page shown in Figure 11.
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Figure 11. Searching Endpoints - Result

. Home = Search Endpoints
Search endpoints

Search Terms Results

Displa\.flTechnicaIView j Ias a Table j Sort b\.flAccessPoim j inlA—Z j order
Filter b\.fl AccessPoint j which starts with Apply

Displaying items 1-1:

AccessPoint v

UseType Namespace
http:fcompany.com/accou../account http:jfschemas.xmlsoap.org/soap/http

To display complete information about an endpoint, click on the endpoint URL in the result view.
Endpoint detailswill be displayed. See Entity Details on page 272 for more information.

Publishing

Under the Catalog main menu tab, you can use publishing wizards to publish datato HP SOA Systinet
Registry.

» Y ou must be logged in to publish datato HP SOA Systinet Registry. See User Account on page
249 to learn how to register your user account.

» To try publishing wizards, you can use the demo data account with the username deno_j ohn and
password deno_j ohn.
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Figure 12. Catalog Tree

Home FR&EILIB Tools Reports %) ?
Home = Catalog
H Catalog
j= catalog
& WSDL Services
& Providers Quick Search About Catalog
i‘ Endpoints K The Catalog is where you work
i""é Interfaces eyword with all published entity types.
. | You can use the catalog to
? [PelizE ® | st Registry contents
£3 XML documents ® Search Registry
Find ) I
¥ XSLT transformations " :Zzlil:trynew entries into
2] XSD Documents ® Find your entries
o = Select entries to edit,
0 S promote, or subscribe to
{E Resources

Y ou can publish the following datato HP SOA Systinet Registry:

e Providers- A two-step publishing wizard allowsyou to enter provider's name and description, provider's
taxonomy classification and contact persons.

»  Services- A four-step publishing wizard guides you through publishing a service, itsinterfaces, and its
endpoints.

* Interfaces- A wizard for publishing and republishing service interfaces.

» Resources - Thisnhode allows you to start publishing wizards for publishing WSDL files, XML files,
XML schema, and XSL transformations.

We will demonstrate publishing wizardsin the following examples:
* Publishing providers

e Publishing services

Publishing Providers

In this section we show, step by step, how to publish a provider. We will create the provider HR Services.
To publish this provider:
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1 Login to HP SOA Systinet Registry using the link under the Home main menu tab.

2 Click on the Catalog main menu tab. Click on the Providerslink in the Catalog tree. Then, click on
the Publish a new provider link in the right-hand display area.

> If you do not see the Catalog main menu tab, log in with username deno_j ohn and password
demo_j ohn in order to follow this example.

3 The page shown in Figure 13 appears.

Figure 13. Publish Provider - Step 1

Home = Providers = Publish new provider

Publish new provider

Step 1,2: Name and description

Name |HR Services

Description Provides services for human resource
management

Homepage |hnp:,.’Mww.m\.fcompanv.commr

Keyword | = | Add another

4 Enter the provider name and description. Y ou can also enter the home page URL of the provider. Click
Next.

5  The page shown in Figure 14 appears.
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Figure 14. Publish Provider -

Publish new provider

Step 2/2: Contacts
Personname: UseType: Description:

Step 2

Home = Providers = Publish new provider

Email: Phone: Actions

Jane Smith JaneS@company.com 1-123-123-1237 ﬂ
Add
| Back | | Finish | | Cancel |

Enter the contact's data, and click Add. Thisreturnsalist of contacts you have entered and a blank

New Contact form. Click Finish when you have entered all of your contacts.

The person's nameis only arequired field when you enter any contact information. It is possible to

create a provider without a contact.

shown in Figure 15.

On a publication registry, you then have the opportunity to request approval for the new provider as

Figure 15. Publish Provider - Approval Step

Home = Providers = Publish new provider

Publish new provider

The provider has been successfully published.

Summary

Provider HR Services

Request Approval for this Provider | | Done |
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For more information see Requestor's Actions on page 282.
Publishing Services

In this section, we will show you how to publish abusiness service step-by-step. The servicewill be created
fromaWSDL file accessiblefrom theregistry server. Notethat it isalso possibleto publish a service without
aWSDL, in which case some additional details must be entered.

The following locations are supported for the WSDL and documents it imports:
» the server filesystem, perhaps on a network drive shared with user workstations;
e anHTTP server, optionaly:
e requiring HTTP Basic authentication;
e using SSL (https);
If HP SOA Systinet Registry receives the response 401- Unaut hor i zed when attempting to retrieve the WSDL
or a(direct or indirect) import, you will be prompted for HTTP Basic authentication credentials (alogin

name and password). If necessary these will be used to retrieve subsequent imports. This assumes that the
server for each import requires the same credentials or none at all.

» HP SOA Systinet Registry will always attempt to retrieve imported documents without credentials
first and will only try sending credentials if thisresultsin a401- Unaut hori zed response. A potential
security issueisthat athird-party server may be intentionally configured to return the 401-

Unaut hor i zed response to gain knowledge of credentials from HP SOA Systinet Registry.

» Inan SOA it isdesirable for such documentsto be widely accessible without unnecessary security
constraints. Furthermore, once published to the registry, the documents will be accessible without
the same credentials. The security policies governing the registry and servers from which WSDL
documents and imports are retrieved, must take these issues of trust into account.

To publish abusiness service:
1 Login to HP SOA Systinet Registry using the link under the Home main menu tab.

2 Click on the Catalog main menu tab. Click on the WSDL Services link in the Catalog tree. Then,
click Publish a new servicein the right-hand display area.
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» If you do not see the Catalog main menu tab, log in with username deno_j ohn and password
deno_j ohn.

The page appears asin Figure 16:

Figure 16. Publish Services- Step 1

Home > WSDL Services > Publish new WSDL service

Publish new WSDL service

Step 1: WSDL Location:

Provider: IHRSer\.rices j
WSDL Location: |hnp:.n’,-’locaIhost,n’auth_wsdI,FEmpIo\.feeList.wsdI

From the Provider drop down list, select a provider. Which providers are listed depends on the user's
permissions. The user must have permission to writeto the provider. Y ou can use the provider created
in the previous section.

Enter the location of the WSDL file. Y ou can use the WSDL in the demo data located in the
REG STRY_HOME/ denos/ conf / enpl oyeeli st. wsdl . Y ou need to prefix the path withfile:// inthat case. For
example, under windows the path might befile:///c:/systinet/registry/ denos/ conf/enpl oyeeLi st. wsdl .

Click Next.

If HTTP Basic authentication is required to access the WSDL then you will be presented with the
screen shown in Figure 17.
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Figure 17. Entering HTTP Basic credentials

Home > WSDL Services > Publish new WSDL service

Publish new WSDL service

Step 2/3: Enter Credentials For Secured WSDL Access
Enter Credentials For Secured WSDL Access.

Username: |jane_5mith
Password: |u“““
| Back | | Next | | Cancel |

Enter credentials and click Next.

The page shown in Figure 18 will appear.
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Figure 18. Publish Service - Service Properties

Publish new WSDL service

Step 3/5: Service properties

Home > WSDL Services > Publish new WSDL service

Service creation method:

" new service

™ rewrite service |-— no service — ¥

Service properties

Name |Empl0veeLisr

Description

Usage |

Keyword | =

Certification " certified Mot Applicable C Pending [ /A

Release date |

Version |

Milestone |

| Back | | Next | | Cancel |

Next .

8  Thenext step alows you to specify service interface properties. Y ou can specify the interface status

and compliance.
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Y ou can optionally specify service properties. The service Usage will classify the service by functional
areas. Y ou can enter the service certification status, release date, version and milestone. Then click



Figure 19. Publish Service - Interface Properties

Home > WSDL Services > Publish new WSDL service

Publish new WSDL service

Step 4/5: Interface properties

Interface creation method

& new interface

™ rewrite interface - no interface — ¥

" reuse interface EmployeeList_poriType j

Interface properties:

Local name EmployeeList_portType

Description

Usage |

— y
Status Cgeta Deprecated  obsolete ( Stable & /A
Compliance Il\l.fA ﬂ
| Back | | Next | | Cancel |
Then click Next.

9  Thelast step of the wizard allows you to specify service endpoint properties.
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Figure 20. Publish Service - Endpoint Properties

Home > WSDL Services > Publish new WSDL service

Publish new WSDL service

Step 5/5: Endpoint properties

AccessPoint |urn:unknown-location-uri
Usage |
Keyword | = | Add another
Compliance IN."A ﬂ
Availability " available © Degraded " Unavailable MJA
Status " In Maintenance (" Not Available Operational inTest & N/A
| Back | | Finish | | Cancel |
Then click Finish.

10 A summary of how the service has been published to HP SOA Systinet Registry will appear, as shown

in Figure 21.
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Figure 21. Publish Service - Summary

Home > WSDL Services > Publish new WSDL service

Publish new WSDL service

" The service has been published
1

Summary

Service EmployeeList

Provided by HR Services

Endpoints urn:unknown-location-uri
Interfaces EmployeeList_portType

| Request Approval for this Service | Done |

On a publication registry, you then have the opportunity to request approval for the new service as
shown in Figure 21. For more information see Requestor's Actions on page 282.

Reports

Under the Repor ts main menu tab you can browse various reports. In the reports tree shown in Figure 22
you can select areport which will be shown in the right display area. Most of the reports can be displayed
in different views. The Business Service Console contains the predefined reports shown in Figure 22. If
you see different reports in the tree, they have been reconfigured (Browsable Classification) by an

administrator.
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Figure 22. Reports Tree

E’ Reports

=]

=]

=

£ Usage
£ Endpaint status

B In Test (Test)

B Operational (Operational)
£ Interface status
B Eeta (| ?1
B Stable (Stable)
MNamespace
Local Name
Certification
B Certified (Certified)
B Pending (Pending)
Awvailability
W3-l Compliance

Milestone
Release date
Yersion

The Business Service Console includes the following predefined reports:

Usage - This report shows services, endpoints, and interfaces categorized by the systi net -
com t axonony: usage taxonomy.

Endpoint status- Thisreport shows endpoints categorized by thesyst i net - com t axonony: endpoi nt : st at us
taxonomy.

I nterface status- Thisreport showsinterfaces categorized by thesyst i net - com t axonony: i nter f ace: st at us
taxonomy.

Namespace - This report shows services, endpoints, interfaces, and resources categorized by the uddi -
org: xn : nanespace taxonomy.

L ocal Name - This report shows services and endpoints categorized by the uddi - org: xn : | ocal Name
taxonomy.

Certification - Thisreport shows services categorized by thesyst i net - com t axonony: servi ce: certification
taxonomy.
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e Availability - Thisreport shows endpoints categorized by thesyst i net - com t axonony: endpoi nt : avai | abi l ity
taxonomy.

*  WS| Compliance - This report shows endpoints and interfaces categorized by the vs-i -
or g: conf or msTo: 2002_12 taxonomy.

* Milestone - Thisreport shows services categorized by the syst i net - com ver si oni ng: ni | est one taxonomy.

* Release date - Thisreport shows services categorized by the systi net - com ver si oni ng: rel easeDat e
taxonomy.

» Version - Thisreport shows services categorized by the systi net - com ver si oni ng: ver si on taxonomy.
Entities

The preceding sections describe how to navigate to entities by Searching on page 254 or with reports. The
Catalog tab provides a data-centric approach. It lists types of entity and allows the user to select atype
before performing an action. One way to perform actions on an entity typeisto bring up the Context Menu

by right-clicking on an entity type.

Figure 23. Catalog tab

Home FR&EILIB Tools Reports %) ?
Home = Catalog
H Catalog
j= catalog

& WSDL Services

2, Providers Quick Search About Catalog

i‘ Endpoints The Catalog is where you work
i keyword ith all published enti

B Interfaces with all published entity types.

o | You can use the catalog to
? [Pelttes ® | st Registry contents
£3 XML documents L]

Search Registry

£3 XSLT transformations Find L] Publ.ish new entries into
= Registry
2] XSD Documents ® Find your entries

] = Select entries to edit,
0 Services promote, or subscribe to
{E Resources

This section focuses on the entity types listed in the catalog and how they are displayed by the Business
Service Console.
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Entity Details

References to entities and resources on the Business Service Console are generally hyperlinks, allowing
you to navigate to them by various routes. Clicking such alink displays a details page. For example, in
Searching Providers on page 254 the exampl e resulted in the page shown in Figure 24.

Figure 24. Provider Details

Advanced details...
Home = Search Providers > Provider Detail

Provider Details: Account Services

Details Classifications Services References System Info View All

Description Account Services provides services related to account information, transfers, check orders, bill pay, online statements

Web Pages

UseType Link

homepage http:/fwww.systinet.com Iﬂ ‘
Contacts

UseType Person Name Email Phone

Business Analyst Virginia Smith Smithl@Company.com 208-243-1754 ‘
Keywords

Mo keywords associated

I Delete all services j

Some of the tabs are specific to the entity type. For example, Services in the above example. This section
focuses on general purpose tabs.
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Table 2. General Purpose Detail Tabs

Label Description

Details Basic details relating to the entity, depending on its type.

Classifications How this entity is classified using taxonomies.

References Referencesto related entities. Note that there is also a Refer enced by action to
list other entities that refer to the entity.

System Info Information relating to storage of the entity in HP SOA Systinet Registry,
including ownership, creation and modification dates and UDDI keys that
uniquely identify it.

View All Thistab displays all the information on the other tables on a single screen.

Note that the tabs displayed and their content depend on:
e theuser's profile. See User Account on page 249;

e customization of the Business Service Console by administrators. See Business Service Console
Configuration on page 467,

Resources

Resources are essentially entitiesthat are documents, identified by a URL. Together with generic features
such asclassifications and references, resources are the means by which HP SOA Systinet Registry supports
arbitrary document types. HP SOA Systinet Registry provides special support for the following types of
resource.
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Table 3. Special Resour ces

Type Description
XML Documents eXtensible markup language documents
XSLT Transformations XML Stylesheet Language Transformations specifying how an XML

document can be transformed into another document, typically also an
XML document.

XSD Documents XML SchemaDocument, specifying aparticular type of XML document.

Policies WS-Policy documents that can be attached to other entities to specify:

» conformance constraints on entities implementing SOA governance
policies,

e constraints on how a client may use a service, to facilitate
establishment of a contract between a provider and a service user;

Policies attached to entities are visible as references.

Notethat all of the above are XML documents. Furthermore, there is ageneric type on the Catalog tab with
label Resour ce. This enables all types of resource, including the above, to be processed using the flexible
generic features of HP SOA Systinet Registry.

» Resources arerepresented asUDDI tModels. Thisrepresentation isvisible on the Registry Console.

Subscription and Notification

Subscriptions are used to alert interested users in changes to structures made in Systinet Registry. The
Business Service Console allows you to create and manage subscriptions for monitoring new, changed, and
deleted entities. The following entities can be monitored: providers, services, interfaces, and endpoints, as
well asresources (WSDL, XML, XSD and XSLT). Y ou can establish a subscription based on a set of entities
in which you are interested or on a specific search query. Users can receive notifications about modified
structures via email messages or they may view the modified entities under the Tools main menu tab in the
My Subscription Results section.

If you wish to create more advanced subscriptions, see Advanced Topics, Publishing Subscriptions
» on page 372.
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In this chapter, we will show you on demo data the following actions:
e Creating Subscriptions on Selected Entities

»  Creating Subscriptions from Search Query

e Managing Subscriptions

* Viewing Changed Entities

Subscription On Selected Entities

In this section we will show you how to create subscriptions on selected entities. The following steps guide
you to create a subscription on the Hr provider from demo data. Y ou will then be notified about each
modification made to the Hr provider, and modifications madeto all of itschild entities: services, interfaces,
endpoints etc.

1 Under the Catalog main menu tab, click on the Provider s branch in the tree menu. Then click on the
link, List all providers.

2 Locate the HR provider and toggle the check box in front of the provider's name.

If the list contains multiple pages, you can navigate between pages and select entities on multiple
pages.

3 Fromthedrop down list labeled Select an Action, located at the bottom of the page, select Subscribe
to Selected Providersas shown in Figure 25.
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Figure 25. Subscription From ProvidersList

Displayl Default View ;I |as aTable ;I Sort byl Provider name ;I inlA-Z ;I order

Apply
Filter byl Frovider name l which starts with

Displaying items1-3

Provider name v Contact name Contact phone Contact email Edit

[T Headguarter Joe Black 1-234-567-890 n
Headguarter department

¥ HRServices (]
Frovides HR related services

[ John Cemao 1-123-456-T890 n
IT department

Select an Action: {1 itemizs) selected )

Select Al Publish a new pravider | Subscribe to Selected Praviders : = | Go
Clear All

Delete
51
Subscribe usin

4 Click Go to start the subscription wizard. The page shown in Figure 26 will appear.

» Y ou can also create a subscription from an entity detail page.
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Figure 26. Create Subscription

& . . Home = Providers = List of my Providers = Create new subscription
eate new subscription

Step 1011 Motification setup

Subscription Filter

Subscribed to:
Mame Type
HE Services Frovider

Select notification parameters for this subscription:

Email Address: o Mo notifications

© |dem0_i0hn@mycompany.com

Notification Interval: 1 I week hd l
Motifications Expire After: s Mo Expiration
{(MMDD/YYYY) & [Movernber <] i[23 +|/[2006
Mazimum Updates to Send: s Mo Maximum
& [50 Entries

Suppress Empty Notifications I

Send Raw XML r

Finish Cancel

5  Thesubscription filter containsalist of the entities you have selected on the previous screen. Y ou can
specify an email address to which notification messages will be sent. If do not want to receive email
notifications, select the option No notifications. Configure the frequency of mail notifications using
the drop down lists labeled Notification I nterval.

Y ou can specify the default email address and notification interval valuesin your profile.

6 Enter additional information on thispanel. The default values are entered in your profile. Click Finish
when done.

7 You can review your subscriptions under the T ools main menu tab, section Manage My Subscriptions.
The page shown in Figure 29 will appear.
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Subscription from Search Query

In this section, we will show you how to create a subscription based on a search query. Our subscription
will monitor all certified services, even newly created certified services.

1 Under the Catalog main menu tab, click on the Services branch in the tree menu. Then click on the
link Sear ch services.

On the Sear ch services page, check the certification status cer tified located under Businessproperties,
and click Find.

2 Thepage shownin Figure 27 contain alist of al certified services.
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Figure 27. Subscription From Services Search

. Home = YWDL Servi =5 b WSO
f Search WSDL Services e —

|
Search Terms Results

DisplaleechnicaIView ;I |as aTable ;I Sort byl Mame ;I inlA-Z ;I order

Apply
Filterbyl Mame vlwhich starts with

Displaying items 1 -5 of 19 { Single page )

Name v Local name Namespace Version Milestone Release Date Endpoints
[T AccountService AccountService hitpefcompany.comfaccountsvefaccount 21 4 2004-01-24 o
[T AddCustomerService AddCustomerService hitpefcompany.comfcmsfaddCustomer 1.1 2 2004-02-16 o
- BillPaymentSerice BillPaymentService hitpefcompany.comfaccountsvelhillPayment 21 T 2004-02-04 o
[T CheckOrderService CheckOrderSerice hitpefcompany.comfaccountsve/checkOrder 21 1 2004-01-03 o
[T CustomerMotificationSerice  CustomertlotificationService  hitpciicompany. comicmsicustomertotification 1.1 3 2004-03-28 o
1234 L

Select an Action: (Mo items selected)

SelectPage  Selectall Publish a new Service Delete | ®
Clear Page  Clear All

Delete
Subscr

rices
rch

3 Fromthedrop down list labeled Select an Action, located in the bottom of the page, select Subscribe
using this Search as shown in Figure 27. The page shown in Figure 28 will appear.
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Figure 28. Create Subscription

Home = WEDL Services = Search WEDL Services = Create new

§ Create new subscription subscrigtion

Step 1011 Motification setup

Subscription Filter

You are subscribing to the query. | Preview Query

Select notification paramet&s for this subscription:

Email Address: o Mo notifications

© |dem0_i0hn@mycompany.com

Notification Interval: 1 I week hd l
Motifications Expire After: s Mo Expiration
{(MMDD/YYYY) & [Movernber =] 1[23 =] 1[2008

Mazimum Updates to Send: s Mo Maximum
& [0 Entries

Suppress Empty Notifications

Send Raw XML r

Finish Cancel

4 Thesubscription filter contains the search query. Y ou can execute the query to review the query
specification. It is not possible to modify the query, so if you wish to change the query, click Cancel
button and recreate the steps above.

5  Toreview your subscriptions, select the T ools main menu tab, and click on Manage My Subscriptions.
The page shown in Figure 29 will appear.

Manage Subscriptions

Y ou can manage your subscription when you click on Manage My Subscriptions under the Tools main
menu tab. On the Manage my subscription page shown in Figure 29, you can edit, delete or view
subscription detail information.
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Figure 29. Manage Subscriptions

. . Home = Tools = Manaoge by Subscriptions
Manage My Subscriptions
Type Motifications to % Motifications Expire
- Query Senvice demo_john@mycompany.com Mov 23, 2006 11:59:59 P a
[ Get Provider demo_john@mycompany.com Mow 23, 2006 11:59:59 PR a

Select an Action: (Mo items selected)

gnlalectA;Tlll Back IDeIete vl Go
ear

View Changed Entities

Therearetwo optionsfor viewing changed entities. If you have specified an email address during subscription
creation, notification will be sent to you by email. The other option is to review changes under the Tools
main menu tab. Click on the Providerslink. If the Hr provider has been modified and you created the
subscription described in this chapter, you will see the page shown in Figure 30

Figure 30. View Changes
. . Home = Tools = My Subscription Results
My Subscription Results
|
Services WSDL Services Providers View All
Service Hame Service Description Subscription
Support Telephone suppart Wiew

Motification Service Caontainer  Represents a storage for bindingTemplates under management of extended subscription service,  Wiew

Holiday request service WSDL service for submitting a haliday reguest Wiew

Back | View updates in last |1 |week ;I |First30 ;I Refresh List
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Approval Process
The approval process includes two types of users:

* requestor - A user of the publication registry who can ask for the approval of datafor promotion. Every
user can ask for approval, but to have data considered for promotion, a user must have an administrator-
assigned approver.

e Anapprover isauser or group given the ability to review published information on the publication
registry and grant or deny approval to promote that information to the discovery registry. If the approver
isagroup then any of its members may approve or reject approval requests.

» Werecommend reading Approval Processin Systinet Registry on page 234 to become familiar with
approval process.

In this chapter, we will describe:
e Requestor's actions
e Create and submit request
¢ Manage Requests

e Cloning Requests

* Approver's actions
e Approve/Reject request

* View Approval History

Requestor's Actions
» Create and submit request
* Manage Requests

e Cloning Requests
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Create and Submit Request
This section describes the steps to request approval of entities. This can be done in two ways:

1 When an entity is published on a publication registry, the final screen provides a button to request
immediate approval of the entity and related entities for promotion to the discovery registry. See
Publishing on page 259;

2 For published entitiesit is possible to request their promotion to the discovery registry or demotion
from the discovery registry;

The procedure below uses the second of these as an example. The first case differsinthat it is not possible
to demote newly published entities and so the user is not presented with this option. The procedure has
minor differencesin thefirst few steps.

Y ou need to publish entities before following this procedure. The first few steps request promotion of an
existing provider as an example. The entities are those in sections Publishing Providers on page 260 and
Publishing Services on page 263. These sections also explain the other way of starting the procedure.

1 Onthe Catalog tab, click on an entity type such as Providersin the tree menu. To select an existing
provider click My providers and the existing providers are displayed asin Figure 31.
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Figure 31. Select Itemsfor Promotion

. . Home = Providers = List of my providers
ﬂ List of my providers

Displayl Default View ;I |as aTable ;I Sort byl Provider name ;I inlA-Z ;I order

Apply
Filterbyl Frovider name vlwhich starts with
Displaying items1-1:
Provider name v Contact name Contact phone Contact email Edit
[V HRSenvices

Frovides sewvices far HR

Select an Action: {1 itemizs) selected )

Select Al Publish a new provider {Delete =l Go
Clear All

Delete
FromoteiDemote

Subscribe using this Search

2 Toggle the check box in front of the provider's name, select Promote from the action drop down list

located in the bottom of the page, and then click Go. A page appears like that shown in Figure 32.
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Figure 32. Add Itemsto Approval Request

Home = Providers = List of my providers = Add to Approval

B Add to Approval Request Reauest

Sort byl Mame ;I inlA-Z ;I order
Apply
Filterbyl Mame vlwhich starts with

Displaying items1-3

Name v Type Promote Demote
Employeelist_hinding WEDL Bindings o [
Employeelist _porType Interfaces @ &
HR Services Providers o el

1

Choose a reguest:

« Create new request  pddto existing request
Mame:” |request_hr_services I 'I
Description:

Chaoose action on approval reques%

o Submit for immediate approval « Save and return back

Message for
Appraver:

3 You can see which entities will be added to the approval request including the requested entity and
entitiesrelated to it. If the entity previously existed then you can specify whether you are requesting
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promotion to the discovery registry or demotion (deletion) from the discovery registry. Y ou are not
given this choiceif you are requesting approval immediately following publication.

In this example, an attempt to promote some entities and demote others would probably fail because
they are related. However, you can select more than one entity in the catalog (Figure 31), promote
entites related to some of them and demote the rest.

Further down you can choose to add the entities to a new approval request, in which case you must
enter aname. Alternatively, if there are other pending requests, you can click Add to existing request
and select one from the drop-down list.

Finally you can choose to Submit for immediate approval, in which case you can enter a message
for the approver. Alternatively you can save the request. Then click OK.

If you have submitted the request for immediate approval, automatic context checking is performed.
If it fails you may be presented with a page like Figure 33:
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Figure 33. Recover Approval Request

Home = Recover Approval Request

Recover Approval Request

The following entities are not available for use in an approval request. The entities do not exist in the request and they do not exist in the discovery registry
either. It is necessary to add them into the request or promote them to discovery registry. Are you sure you want to add them into the approval request?

Fitter column: | Name LI Starts with: Fitter

Displaying items 1- 3 : as List as Tabke

Name v Type Description

Employeelist binding Generic Resources wadlty pe representing binding

EmployesList_porT Interfaces wadlty pe representing portType

HR Services Froviders Provides services for human resource management
1

Y ou can then choose whether to recover by adding the suggested entities to the request.

7 Otherwise you are presented with a page displaying unsubmitted approval requests as shownin
Figure 34.
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Figure 34. Unsubmitted Request

. Home = Providers = List of my providers = Unsubmitted Approval Reguests
ﬂ Unsubmitted Approval Requests
Dizplay |as aList ;I Sort byl Mame ;I inlA-Z ;I order
Apply

Filterbyl Mame vlwhich starts with -
Displaying items1-1:

Name v Time % Description Action
- reguest_hr_serices Mov 22, 2005 11:43:48 AW g a

1
Select an Action: (Mo items selected)

Select Al -
e ook [oeiee =1 [o0]

8  Click onarequest inthelist to display its details as shown in Figure 35. From here you can enter a
message for the approver and click Submit Request for Approval. Click onthe Back button toreturn
tothelist.
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Figure 35. Enter M essage for Approver

Home = ... = Unsubmitted Approval Requests = Submit Approval Reguest

ﬂ Submit Approval Request
Iy

Details

Mame request_hr_serices
Status open

Requestor's name r

Description

Entities

Sort byl Mame vl inlA—Z vl order
Apply
Filterbyl Mame vlwhich starts with

Displaying items1-3

Name v Type Action
Employeelist_hinding WSDL Bindings Request Promotion to Discovery Registry
Employeelist _porType Interfaces Request Promotion to Discovery Registry
HR Services Froviders Request Promotion to Discovery Registry
1
History
User Action Time Message
r saveReguest Mow 22, 2005 11:48:48 AM

1e far Appraver
Project #23234243

9  Toview your submitted approval request, click on the Submitted Approval Requestslink under the
Tools main menu tab. A page similar to that shown in Figure 36 will appear.
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Manage Requests

Y ou can manage your approval requests under the Tools main menu tab. On thistab, there are the following
links for managing your approval requests:

Unsubmitted Approval Requests- Thereguest work list holds requeststhat you have not yet submitted
to an approver. Y ou can add multiple types of entities into asingle approval request. The work listis
also a place to which you can restore canceled requests or requests for editing and re-approval. The
request work list is persistent. Y ou can work with requests in the work list after you log out of the
Business Service Console.

Submitted Approval Requests - The Submitted Approval Requestslink will display a page where
you can see your submitted approval request. These requests have been submitted but have not yet been
approved or rejected. You can cancel a pending request or remind approver about the request. See
Figure 36.

Completed Approval Requests - The Completed Approval Requestslink will display apage where
you can see al your requests that have been approved or rejected. Y ou can delete arequest from this
list or use the request for to create a new request. For more information, see Cloning Requests on page
291.

Figure 36. Submitted Approval Requests

Home = Tools = Submitted Approval Reguests

Submitted Approval Requests

Display |as alist ;I Sort byl Mame ;i%nlA—Z ;I order
Apply
Filterbyl Mame vlwhich starts with

Displaying items1-1:

Name v Time Description Action
request hr_services Mov 22, 2005 11:52:06 AW a

1
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Cloning Requests

Y ou can create a new approval request from an existing approval request. We call this operation cloning.

To clone arequest, follow these steps:

1

Click on the Completed Approval Request link under the T ools main menu tab. The page shown in
Figure 37 is returned.

Figure 37. Completed Approval Requests

Home = Tools = Completed Approval Requests

Complete% Approval
Requests

Dizplay |as aList ;I Sort byl Mame ;I inlA-Z ;I order

Apply
Filterbyl Mame vlwhich starts with

Displaying items1-1:

Name v Status Time Description Action

- request _hr_serices closeApproved Mow 22, 2005 11:55:32 AW a ﬂ

Select the approval request and click on the Cloneicon in the Action column. The page shown in
Figure 38 will appear. Once you click on the Y es button, the new approval request will be created in
your request work list with the name starting with The clone. Nane of the original request. Thecloned
regquest contains the same entities as the original request.

User's Guide 291



Figure 38. Clone Request

Home = ... = Cl Selected App | Reguest(s) to Unsubmitted App |
Clone Selected Approval Request(s) B e

to Unsubmitted Apprgval Requests

Areyou sure you want to clone the selected approval request(s) to unsubmitted approval requests?

Key Mame Requestor Status Time Description
900293d0-5h45-11da-ad3a-Todde241ad39  request hr_serdces r closefpproved  Tue Mow 22 11:55:32
CET 2005

Approver's Actions

An approver can perform the following actions:
* Approve/Reject request

e View Approva History

Approve/Reject Request

To approve or reject an approval request:

1 Click onthe Approvalsto Administer link under the T ools main menu tab. The page shownin
Figure 39 will appear.
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Figure 39. View Requeststo Administer

.. Home = Tools = Approvals to Administer
Approvals to Administer
Display |as alist ;I Sort byl Mame ;I inlA-Z ;I order

Apply

Filterbyl Mame vlwhich starts with
Displaying items1-1:
Name v Requestor name Time Description Action
request hr_services r Mov 22, 2005 11:52:06 AW m a

1

2 If youclick on the request name, you will see the request's detailed information including alist of
entities the requestor wants to be promote. To approve or reject the request, click on an appropriate
button icon in the Action column. If you click Approve, the page shown Figure 40 will appear.
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Figure 40. Approve Request

Approve Approval Request

A

Home = Tools = Approvals to Administer = Approve Approval

Request

Details

Mame request_hr_serices
Status submitted
Requestor's name r

Description

Entities

Sort byl Mame vl inlA—Z vl order
Apply
Filterbyl Mame vlwhich starts with

Displaying items1-3

Name v

Employeelist_hinding

Type
WSDL Bindings

Action

Request Promotion to Discovery Registry

Employeelist _porType Interfaces Request Promotion to Discovery Registry
HR Services Froviders Request Promotion to Discovery Registry
History

User Action Time Message

r saveReguest Mow 22, 2005 11:48:48 AM

r askFaorApproval Mow 22, 2005 11:52:06 AW Project#23234243

1e for Reguestaor

Good job!
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3 Youcanreview all entitiesin the request, see request history, and optionally enter a message for the
reguestor. Once you click Approve, an email notification will be sent to the requestor and entities
listed in the request will be promoted to the discovery registry.

View Approval History

Approvers havethe ability to see all approval requeststhey have approved or rejected. To accessthe approval
history, click onthe Approval Admin History link under the Toolsmain menu link. The Approval Admin
History page shown in Figure 41 will appear.

Approversarenot allowed to delete any approval requests, only requestors can del ete their approval
» requests.

Figure4l. Approval Admin History

Home = Tools = Approval Admin History

Approval Admin History

Display |as alist ;I Sort byl Mame ;I inlA-Z ;I order
Apply
Filterbyl Mame vlwhich starts with

Displastgg items1-1:

Name v Requestor name Status Time Description
request _hr_serices r closeApproved Mow 22, 2005 11:55:32 AW

1

Advanced Topics

Data Access Control: Principles

This chapter describesthe entity access control mechanism, which defines permissionsfor usersand groups
to access structuresin HP SOA Systinet Registry

There are two types of user groups: public and private. Both public and private groups are visible to all
usersin the registry, meaning that all users are able to see which groups exist. Public and private groups
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differ in that members of public groups are visible to all users of the registry whereas members of private
groups are visible only to the owner of the group.

» There are other permissionsin HP SOA Systinet Registry used to control accessto APIsand their
operations. APl permissions are relations between the user or group and operation only. Please
see Permissions: Principles on page 485 in the Administration Guide for details.

Permission in this chapter is limited to Data Access Permission - ACL permission.
We use the following terms with regard to ACL permissions:
o Party. A user or group of users

e Core Structure. One of the magjor UDDI data structures; businessEntity, businessService,
bindingTemplate or tModel

e Action. Anoperation: "find", "get", "save", or "delete" on the entity plus special action "create", which
means to save sub-entities. (For example, a user with the "create" permission on a businessService can
save new bindingTemplates under the businessService, but can not update whole businessService.) Note
that the "create” permission makes sense only on businessEntity and businessService, because
bindingTemplates and tModels have no sub-entities.

Standard UDDI access control definesthat only the owner of aUDDI core structure can update or delete
it. Every user can find or get the structure (with the exception that deleted/hidden tModels are visible for
get _t Model Detai | but not for thefind_t Mbdel operation). ACLs (Access Control Lists) added toaUDDI entity
can override standard UDDI access control asthere are several cases in which standard access control is
not sufficient.

Examples:

e When aWeb service is under construction, its UDDI representation (businessService and
bindingTemplate) should be visible only to members of the development team. Arbitrary users should
not be able to obtain it in the result set of get _serviceDetai | Or find_servi ce Operations. Moreover, a
get _businessDetai| O find_business operation result, which includes a superior businessEntity, should
not give away the existence of the businessService.

*  Ontheother hand when the server (where the service prototypeis running) goes down, the administrator
should be able to deploy the Web service on another server and repair the service endpoint in the
accessPoint within its bindingTemplate, despite not being the owner of the bindingTemplate.
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Explicit Permissions

Explicit permission gives (positive permission), or revokes (negative permission), access rightsto a party
to process an action on a specified entity.

Explicit permissions are saved with the entity as special keyedReferences in the categoryBag. For more
information, please see Setting ACLs on UDDI v3 Structures and Setting ACLs on UDDI v1 and v2
Structures below.

Permission Rules

When no explicit permission is set for the find/get action on an entity, everyone can find/get it. When no
explicit permission is set for the save/del ete action on an entity, only owner of the entity can save/delete it.
Thisisastandard UDDI access control. When an explicit Permission is set for an action, a completely
different access control is used which is defined by the following rules:

1 Owner always has full control. The owner can always process an operation over an owned entity,
even if the permission is explicitly revoked.

2 Negative permission for a user overrides positive permission for a user.. Example: User U has
explicit positive permission on businessEntity BE for the get action. However, if U also has explicit
negative permission on BE for action get , then an attempt to process get _busi nessDet ai | by user U on
the BE will fail.

3 Negative permission for group overrides positive permission for group.. Example: User U has
belongs to groups G1 and G2. Group G1, has explicit positive permission on the BE for action get .
Group G2, hasexplicit negative permission on the BE for action get . Because of this negative permission,
any attempt to process get _busi nessDetai | by user U on the BE will fail.

4 Permission for user has more weight than permission for group. Example: User U has explicit
positive permission on businessEntity BE for action get . Group G, to which U belongs, has explicit
negative permission on the BE for action get . User U can process get _busi nessDet ai | on the BE, even
though U belongsto group G.

5 Theowner of an entity can always processget _xxx on a direct sub-entity. Example: User U1 owns
businessEntity BE. U1 (as owner) grants "create" permission to user U2. Then U2 saves new
businessService BS with bindingTemplate BT under BE. When user U1 executes get _busi nessDetai | ,
U1 obtains BE with BS but without BT, because BT is not a direct sub-element of the BE.
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Motivation: This rule ensures that the owner of an entity will see all direct sub-entities. The number
of sub-entitiesis limited. By default, a user can save only one businessEntity, four businessServices
per businessEntity, two bindingTemplates per businessService and 10 tModels. Suppose that user U1
has businessEntity BE. User U2 can save businessServicesin BE (permission "create”" on BE). If U2
has already saved four businessServices under BE, user U1 cannot, therefore, save a new
businessService. Therefore, the owner of an businessEntity should see why the limit is reached.

6  Delete and Save positive permissions areinherited from parent entities and override negative
per missions on sub-entities. Example: User U has "delete" permission on businessEntity BE. Then
U can execute the del et e_busi ness operation, which deletes the BE with all its businessServices and
bindingTemplates, even if some of these sub-entities have negative permission for deletion by the user
u.

Motivation: Sub-entities can not survive parent entity deletion. This rule ensures that a user who can
save/delete an entity can do this despite not having sufficient privileges on sub-entities.

7 Toperform update by save_xxx operation, it is necessary to have both " save' and " get"
per missions. Example: User U1 has"save" and "get" permissions on businessEntity BE, but heis not
the owner. User U2 owns the BE and saves businessService BS1, which has "get" permission for U1,
and businessService BS2 without any permissions. Both BS1 and BS2 are created under BE. U1 gets
BE with only BS1 and updates BE in thisway: U1 can add a category and save BE again without BS1.
In fact, when BE is updated, BS1 is deleted but BS2 remains.

Example:

User U1 owns a businessEntity BE. The user U1 defines the explicit get al | owed permission to user group
GL1. Everyone can find the BE, because there is no explicit permission for find and therefore the standard
UDDI access control is used. On the other hand, only user U1 (as the owner) and all users from group G1
can get the BE.

Composite Operations

BusinessService BS can be moved from one businessEntity BE1 to other businessEntity BE2. By performing
the save_servi ce operation on BS, where BS has updated businessK ey to point to the BE2. To perform this
action, the party must have permission to save BE1, BE2, and BS, because all these entities are changed.

Similarly bindingTemplate BT can be moved from businessService BS1 to businessService BS2. The party
who moves it must have save permission on BS1, BS2 and BT.
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BusinessService BS hosted in businessEntity BE1 can be projected into businessEntity BE2. The party who
projects BS must have save permission on BE2.

Pre-installed Groups

ACL logic considers some specia pre-published abstract groups during permission eval uation. These abstract
groups allow a publisher to give a permission to a specific set of HP SOA Systinet Registry users.

syst emteveryone

Holdsall usersof HP SOA Systinet Registry (both userswho have and who do not have aHP SOA
Systinet Registry account, authenticated and non-authenticated). If this group is used, all users
always have the specified permission to the associated data.

syst emtr egi st er ed

Holds all authenticated HP SOA Systinet Registry users. Every user who is authenticated (that is,
who has an account and has logged into the registry) isamember of this group. If thisgroup is
used, all authenticated users always have the specified permission to the associated data.

syst em#i ntranet

Holds users who access HP SOA Systinet Registry viaalocal intranet. (Thisgroup isreserved for
afuturerelease. Thereis no implementation behind it as of HP SOA Systinet Registry 6.5)

ACL tModels

ACL permissions are represented as tModel s as detailed below:

ACL v3tModelKey v2tModelKey
Permission

find allowed | uddi:systinet.com:acl:find-allowed uuid:aacfc8e0-dcf5-11d5-b238-chbeacalald4

find denied | uddi:systinet.com:acl:find-denied uuid:ced3c160-dcf5-11d5-b238-
cbbeaea0al8d4

get allowed | uddi:systinet.com:acl:get-allowed uuid:f9977a90-dcf5-11d5-b238-
cbbeaealald4

get denied uddi:systinet.com:acl:get-denied uuid:09e202d0-dcf6-11d5-b238-
cbbeaealald4

save alowed | uddi:systinet.com:acl:save-alowed uuid: 19885bd0-dcf6-11d5-b239-
cbbeaeala8d4
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ACL v3tModelKey v2 tModelK ey
Permission

savedenied | uddi:systinet.com:acl:save-denied uuid:2a25e610-dcf6-11d5-b239-
cbbeaea0al8d4

delete uddi:systinet.com:acl:delete-allowed uuid:37f44ac0-dcf6-11d5-b239-

alowed cbbeaealald4

delete denied | uddi:systinet.com:acl:del ete-denied uuid:4e51d8f0-dcf6-11d5-b239-
cbbeaealald4

create uddi:systinet.com:acl:create-allowed uuid:5bc32980-dcf6-11d5-b239-

allowed cbbeaeala8d4

create denied | uddi:systinet.com:acl:create-denied uuid:6d0be7e0-dcf6-11d5-b239-
cbbeaea0al8d4

Setting ACLs on UDDI v3 Structures

In UDDI v3, explicit ACL permission is saved in aspecial keyedReferenceGroup having the tModelK ey
uddi : systi net . com acl . ThiskeyedReferenceGroup can contain only keyedReferencesto ACL tModels. Only
the terms "user" and "group” are allowed in the included keyName, and the keyV alue must contain the
name of the user or group (according to keyName value).

For example, user demo_john can save (update) following businessEntity even if heis not the owner:

Example 1: Setting ACLs-Vv3
<busi nessEntity xm ns="urn:uddi-org:api _v3">
<cat egor yBag>
<keyedRef erenceG oup t Mbdel Key="uddi : systinet.comacl ">
<keyedRef erence t Mdel Key="uddi : systinet.com acl : save-al | owed"
keyNane="user" keyVal ue="deno_j ohn"/>
</ keyedRef er enceG oup>

</ cat egor yBag>
</ busi nessEntity>
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Setting ACLs on UDDI v1/v2 Structures

Under versions 1 and 2 of UDDI, explicit ACL permission is saved as a special keyedReferencein the
categoryBag. This keyedReference refers to one of the tModels representing ACL permissions. Only the
terms "user" and "group" are allowed in the included keyName and the keyV alue must contain the name
of the user or group (according to the keyName value).

For example, user demo_john can save (update) following businessEntity even if heis not the owner:

<businessEntity ...>
<cat egor yBag>
<keyedRef erence t Mdel Key="uui d: 19885bd0- dcf 6- 11d5- b239- cbbeaeala8d4"
keyNanme="user" keyVal ue="deno_j ohn"/>
</ cat egor yBag>
</ busi nessEntity>

» ACL permissions cannot be set on the bindingTemplate structure because this structure has no
categoryBag in UDDI v1/v2.

Publisher-Assigned Keys

Under UDDI v1 and v2, keys are generated automatically when a structure is published. Generated keysin
these versions arein form (uui d: ) 8- 4- 4- 4- 12 where the numbers indicate a count of hexadecimal values. For
example, uui d: 327A56F0- 3299- 4461- BC23- 5C0513E95C55. Note that the prefix "uuid:" wasonly used intModelK eys.

In UDDI v3 users may assign keys when saving a structure for the first time. These Keys can be 255
characterslong and can contain numbers and L atin characters, so that the key itself describeswhat the UDDI
structure means. For example, the key uddi : syst i net . com uddi Regi st ry: demo: busi nessSer vi ce hasthefollowing
elements:

e The prefix uddi: isaschemamuch likehttp: or ftp: and must be always present.
* systinet.comisan optional host name.

e Theelementsuddi Regi stry, demo, and busi nessSer vi ce represent a hierarchy of domains. The domain demo
is a subdomain of uddi Regi stry.
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This description is sufficient for our purposes for now. For a more precise description of keys, please see
the UDDI v3 Specification [http://uddi.org/pubs/uddi-v3.00-published-20020719.htm# Toc42047261].

Generating Keys

The key generator tModel is atModel with akey in the form domai n: keygenerat or . ThistModel permitsits
owner to save structures with keysin the form domi n: stri ng. For example, the tModel
uddi : systinet. com uddi Regi stry: deno: keygener at or allows its owner to publish structures with keyslike:

® uddi: systinet.com uddi Regi stry: deno: busi nessServi ce
® uddi:systinet.com uddi Regi stry: deno: b52
These are derived keys of the uddi : systi net. com uddi Regi st ry: deno domain.

With one exception, the key generator tModel does not allow the user to save keys from subdomains such
asuddi : systinet. com uddi Regi st ry: denp: busi nessSer vi ce: exchangeRat e, that is, derived keys of
uddi : systinet.com uddi Regi stry: deno: busi nessSer vi ce.

The key generator tModel, however, permits the user to save the key generator for each direct subdomain.
For example, the user can save uddi : systi net. com uddi Regi st ry: den: busi nessSer vi ce: keygener at or . After
creating this second key generator, the user is permitted to save structures with keys of the

uddi : systinet.com uddi Regi stry: dem: busi nessServi ce domain, such as

uddi : systinet.com uddi Regi stry: denp: busi nessServi ce: exchangeRat e.

» To generate keys for adomain, the user must own the domain's key generator tModel. Only the
administrator can save structures with assigned keys without having the key generator tModel. To
enable this process for other users, the administrator must save the domain's tModel and then
change its ownership to the user via custody transfer. For more information, please see Publish
Custody Transfer on page 378.

Affiliations of Registries

The rules above ensure that two users can not create structures with the same key. A complicated situation
ariseswhen one user wantsto copy UDDI structures from one registry to another while preserving the keys
of those structures. There are two problems:

1 Thekey of the copied structure must not exist on the second registry. The key must be unique - thisis
required by the UDDI specification.
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2 Theuser must be allowed to save a structure with a specified key on the second registry.

The Affiliated registries mechanism solves both problems. An affiliation is a relationship between two
registries. The first registry gives up generation of keysfor a certain domain and transfers this privilege to
the second registry. This ensures that keys from both registries are unique.

» In the examples below we name the two registries 'master' and 'slave’. Moreover there are three
people:

e The person 1isan administrator of the master registry, this account is called master-admin.

» The person 2 isan administrator of the slave registry (account slave-admin) and a common
user on the master registry (account master -user 2).

» Theperson 3isacommon user on slave registry (account slave-user 3) and acommon user on
master registry (account master -user 3).
Affiliation Setup
To set up an affiliation:

1 The administrator of the slave registry (slave-admin) registers a user account on the master registry
(master-user2).

2  Master-user2 requests a key generator tModel from the administrator of the Master registry.

3 Thisadministrator, master-admin, createsthe key generator tModel and transfersit to the master-user2
account using custody transfer.

4 Person 2 manually copiesthe key generator tModel to the dave registry (his slave-admin account has
permission to assign any key) and sets up the slave registry to generate all keys based on this key
generator. For more information, please see Node on page 462 in the Administrator's Guide.

All keys generated by the slave registry or its users will be from the domain or some subdomain defined
by the key generator.

Copying Structures with Key Preservation

Given key should refer to the same structure no matter which registry the structure isin.
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Supposethat slave-admin creates akey generator tModel for slave-user3 and this user usesthe key generator
to generate akey for astructure in the slave registry. To copy the structure to the master registry, this key
generator tModel must exist on both registries.

To copy astructure from the dave to the master registry:

1 Thedlave-user3 must ask person 2 (slave-admin) to copy the second key generator, because only the
holder of the account master-user2, as owner of the first key generator, can do this on the master

registry.

2 Then master-user2 transfers ownership of the second key generator in the master registry to master-
user3. Now master-user3 can copy the structure while preserving the generated keys.

Range Queries

HP SOA Systinet Registry's range queries functionality allows you to search UDDI entities with the ability
to use comparative operators (>, <) for matching keyValuesin keyedReferences. There must be a defined
type of keyVauesin the taxonomy which defines the ordering. The following ordering types are supported:
string, nuneric, and cust om KeyedReferencesin fi nd_xxx queries are extended by alist of find qualifiers. Do
not mix with find qualifiers of thewhole query. Find Qualifiersare used for specifying comparison operators.

See Find Business by Categories on page 348 how to search UDDI data structures using range queries with
Registry Console.

» The HP SOA Systinet Registry implementation of range queries goes beyond the current UDDI
v3 specification since the specification does not define this functionality.

The following findQualifiers are supported:

e equal -thedefault find qualifier. If no onefrom the group of ( equal, greaterThan, lesserThan qualifiers)
is specified. Thisis done due to the backward compatibility with a standard UDDI. When used, the
keyedReference from the request matches to the all keyedReferences from the database with the same
tModelKey and the same keyValue.

e greaterThan - When used, the keyedReference from the request match to the all keyedReferences from
the database with the same tModelKey and a greater keyValue.

* lesserThan - When used, the keyedReference from the request match to the all keyedReferences from
the database with the same tModelKey and a lesser keyValue.
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e notExists - ThisfindQualifier has validity for the whole keyedReference (not just for keyValues). An
entity matches the find request with not Exi st s findQualifier if and only if the specific keyedReference
does not exist in its categoryBag. This findQualifier can be arbitrarily combined with gr eat er Than,

I esser Than and equal findQualifiers. If thenot Exi st s findQualifier isused al one, then theequal findQualifier
is considered automatically.

Comparators can be combined:

e greaterThan and equal find qualifiers can be used together with the keyedReference match to the all
keyedReferences with the same tModelKey and a greater or equal keyValue (>=).

e lesserThan and equal find qualifiers can be used together with the keyedReference match to the all
keyedReferences with the same tModelKey and alesser or equal keyVaue (<=).

» lesserThan and great er Than find qualifiers can be used together with the keyedReference match to the all
keyedReferences with the same tModelKey and anot equals keyValue (<>).

e Combination of lesserThan, greaterThan and equal is not allowed.
Examples

The following examples demonstrate the usage of range queries. Suppose that the keyedReferences are
placed in the category bag of thefi nd_busi ness request.

greater Than. Only business entities that have a keyedReference with tModelKey equal to tmKey, and a
keyValue that is greater than kv, in their categoryBags are returned.

<keyedRef erence t Model Key="t nKey" keyVal ue="kv" keyName="kn">
<findQualifiers>
<findQualifier>greaterThan</findQualifier>
</findQualifiers>
</ keyedRef erence>

greater Than and lesser Than. Only business entities that have keyedReference with tModelK ey that is
equal to tmKey, and akeyValue not equal to kv, in their categoryBags are returned.

<keyedRef erence t Mdel Key="t nKey" keyVal ue="kv" keyName="kn">
<findQualifiers>
<findQualifier>greaterThan</findQualifier>
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<findQualifier>lesserThan</findQualifier>
</findQualifiers>
</ keyedRef erence>

notExists. Only business entities that do not have a keyedReference with atModelKey equal to tmKey,
and akeyValue equa to kv, in their categoryBags are returned.

<keyedRef erence t Mdel Key="tnKey" keyVal ue="kv" keyName="kn">
<findQualifiers>
<findQualifier>notExists</findQualifier>
</findQualifiers>
</ keyedRef er ence>

notExists and greater Than. Only business entities that do not have a keyedReference with atModelKey
equal to tmKey, and akeyValue greater than kv, in their categoryBags are returned.

<keyedRef erence t Model Key="t nKey" keyVal ue="kv" keyName="kn">
<findQualifiers>
<findQualifier>notExists</findQualifier>
<findQualifier>greaterThan</findQualifier>
</findQualifiers>
</ keyedRef erence>

notExists, greater Than, equal. Only business entitiesthat do not have akeyedReference with atModelKey
equal to tmKey, and akeyValue greater than or equal to kv, in their categoryBags are returned.

<keyedRef erence t Model Key="t nKey" keyVal ue="kv" keyName="kn">
<findQualifiers>
<findQualifier>notExists</findQualifier>
<findQualifier>greaterThan</findQualifier>
<findQualifier>equal </findQualifier>
</findQualifiers>
</ keyedRef erence>

See also Demos, Advanced Inquiry - Range Queries on page 928.
Taxonomy: Principles, Creation and Validation

The UDDI Version 3 Specification [http://www.oasis-open.org/committees/uddi-
spec/doc/tespecs.htm#uddiv3] provides tools for setting the context on all four major UDDI structures:
businessEntities, businessServices, bindingTemplates and tModels. This document covers basic principles
and management of this feature - the taxonomies.
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What Is a Taxonomy?

A taxonomy, or value set in the terminology of the UDDI specifications, isatModel which can beused in
categoryBags, identifier bags, or Publisher Assertions. ThistModel must be in a specific form, so that HP
SOA Systinet Registry can recognize it as ataxonomy. The tModel must be categorized with the type of
taxonomy and, optionally, with information concerning whether and how to validate the valuesin
keyedReferences.

Taxonomy Types
The UDDI specification distinguishes four types of taxonomies: categorizations, categorizationGroups,
identifiers, and relationships.

Categorizations

Categorizations can be used in al four main UDDI structures. They are used to tag them with
additional information, such asidentity, location, and what the taxonomy describes.

CategorizationGroups

New in UDDI version 3, CategorizationGroups group several categorizationsinto onelogical
categorization. For example, a geographical location comprised of two categorizations. longitude
and latitude.

Identifiers
Used in businessEntities and tModels, | dentifiers reference published information.

Relationships
Used only in Publisher Assertions, Relationships define the rel ation between two businessEntities.

Validation of Values

The publisher of ataxonomy can decide whether the values in keyedReferences within the taxonomy will
be checked or not.

Unchecked Taxonomies
HP SOA Systinet Registry does not perform any checks on values used in keyedReferences associated with

unchecked taxonomies. Unchecked taxonomies are those that are marked as such, or those that are not
marked as checked. These two states are equivalent.
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Checked Taxonomies

If ataxonomy ischecked, HP SOA Systinet Registry executesitsvalidation servicefor every keyedReference
in which the checked taxonomy is used. The validation service may check the expected syntax of values,
such asthe format of a credit card or ISBN number. Taxonomies like the SO 3166 Geographic taxonomy,
which permits only existing countries, check the existence of the value against alist. A validation service
may even permit or deny values depending on the context in which they are used.

HP SOA Systinet Registry Requirements

HP SOA Systinet Registry conformsto the technical note Providing A Vaue Set For Use In UDDI Version
3 [http://oasis-open.org/committees/uddi-spec/doc/tn/uddi-spec-tc-tn-val uesetprovider-20030212.htm]. To
create a checked taxonomy, you must:

1 Prepare and deploy avalidation service which implements the val ueset _val i dation API.
2 Publish thetModel categorized as a checked taxonomy and mark it as unvalidatable.
3 Publish the bindingTemplate that implements the val ueset _val i dati on APl and the taxonomy'stModel.

4 Republish the tModel, without the unvalidatable categorization, and with the categorization uddi -
org: val i datedBy pointing to the bindingTemplate.

HP SOA Systinet Registry requires that the bindingTemplate be published in the businessService of the
Operational Business Entity. If this businessServiceis not part of the Operational Business Entity, the
checked taxonomy will not be validatable and thusit may not be used in keyedReferences. Thisimplies
that only the HP SOA Systinet Registry administrator may publish checked taxonomies.

The bindingTemplate must contain an accessPoint with its useType attribute set to " endPoint ",

If the accessPoint starts with the prefix cl ass: , then the remaining part is assumed to contain the fully
qualified name of the class that implements interface

org.systinet.uddi.client.val ueset.val i dation. v3. UDDI _Val ueSet Val i dati on_Port Type and is accessible by the
HP SOA Systinet Registry classloader.

If the accessPoint does not start with the prefix cl ass: , it isassumed to be the URL of the Web service
implementing the val ueset _val i dati on APl and a stub is created for this Web service.
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Internal Validation Service

HP SOA Systinet Registry contains a specia validation service called the Interna Validation Service. This
serviceisused by checked taxonomies that declare alist of available values published using the Systinet
Taxonomy API.

Types of keyValues

The creator of the taxonomy must specify types of keyValues by assigning the appropriate comparator
reference (comparator tModel) of the systi net - com i sOr der edBy taxonomy to the categorization taxonomy
you want to use to categorize a UDDI entity. The following types of key values types are supported:

e string - keyVauesaretreated asstring values. If keyValuestypeisunknown then keyVauesaretreated
as strings. The maximum length is 255 characters.

e nureric - keyValues are treated as decimal numbers. The value can have maximum 19 digits before the
decimal point and maximum 6 digits after the decimal point.

e custom- keyValues must be transformed to string or numeric values using a transformation service.
Please see Custom Ordinal Types on page 310 for more information.

For example, thetModel of the categorization taxonomy with numeric key values must have the following
keyedReferencein its category bag:

<keyedRef erence t Mdel Key="uddi : systinet.comisOr deredBy"
keyVal ue="uddi : systinet.com conpar at or : nuneric"/>
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Figure 42. Example of Numeric Categorization

businessEntity HR
businesskey="uddi; systinet com:demo:hr"

=categoryBag=
=keyedReference keyvalue="1" tModelley="uddi svvstinet com: demao:location: floor" =
=lcategoryBag=

thiodel dema:location: floar
thiodeley="uddi systinet.com: demo:location: floor"

=categoryBag=
gkeyedReference

tHodelKey="uddi:sy=tinet .com:i=0OrderedBy"
key¥alue="uddi :sy=tinet .com:comparator:numeric". >

=lcategoryBag=

Figure 42 showshow thedemo: | ocat i on: f1 oor taxonomy from Demo data can be assigned numeric key values.

» If you change type of keyVa ues of the taxonomy and there are entities in the HP SOA Systinet
Registry that were already categorized with the taxonomy, the HP SOA Systinet Registry
administrator must execute the task Transform keyed refer ences. The button for executing this
task islocated in the Registry Console under the M anage tab, Registry M anagement link. See
Administrator's Guide, Accessing Registry Management on page 400

» Tolearn how to makethisassignment using the Registry Console, see User's Guide, Adding a Category
on page 369.

»  See User's Guide, Searching on page 345 how to search UDDI data structures using range queries with
Registry Console.

e See Administrator's Guide , Editing Taxonomies on page 422 how to edit taxonomy type.
Custom Ordinal Types

Y ou can define your custom ordinal types. To demonstrate possible extensions, HP SOA Systinet Registry
contains two demo comparators:

® systinet-com conparator:date
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* systinet-com conparator:stringToLower Case

L et's assume you want to create ataxonomy with date values in keyValues. Y ou must mark the taxonomy
tModel (that is, add the following keyedReference into its categoryBag) by <keyedRef erence

t Mbdel Key="uddi : systinet.comisQ deredBy" keyVal ue="uddi: systinet.com conparator:date"/>. It isquiteeaw
because there is a demo comparator for date in the registry. Imagine the date comparator is not present.
Take the following stepsto create it in the registry:

1 Create atransformer service that transforms the date value into a string or numeric value. The
transformer service must implement or g. systi net . uddi . cl i ent . transf or mer . kr. Transf or mer KeyedRef er enceApi
and add this class to the HP SOA Systinet Registry class path.

2 Create anew comparator tModel for date. The tModel must be categorized as a comparator using the
systi net - com conpar at or taxonomy. The comparator must refer to the transformer service. Thisreference
isspecified by thetaxonomy I sTr ansf or redBy (where"uddi:chal04c0-fb5c-11d8-8761-eb2505508761"
isthe key of the bindingTemplate with the specification of the transformer service.

» If you change implementation of the of the transformer service of the taxonomy and there are
entitiesin the HP SOA Systinet Registry that were already categorized with the taxonomy, the HP
SOA Systinet Registry administrator must execute the task Transform keyed references. The
button for executing this task islocated in the Registry Console under the M anage tab, Registry
Management link. See Administrator's Guide, Accessing Registry Management on page 400

Figure 43 shows the tModel references for date categorization ordering. It describes a purchase order
document that has been mapped to HP SOA Systinet Registry via XML-to-UDDI functionality, and then
categorized by the accept ancedat e taxonomy. The categorization taxonomy must refer to the comparator
tModel uddi : systinet. com conpar at or : dat e that references a bindingTemplate with the location of the date
transformation service.
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Figure 43. Example of Custom Categorization (date)

thiodel PurchaseOrder
thiodeley="uddi systinet. com:demao: po: 1 545454"

=categoryBag=
=keyedReference keyvalue="30-Sep-2004"
thiodelkey="uddi systinet com:demo: acceptancedate"f=
=lcategoryBag=

thiocel acceptancedate
thiodeley="uddi systinet com:demo: acceptancedsate”

=categoryBag=

<keyedReference
tHodelKey="uddi:sy=tinet .com:i=0OrderedBy"
key¥alue="uddi :sy=stinet .com:comparator:date". >

=lcategoryBag=

thiocel comparator:date
thiodelkey="uddi systinet com: demao: compar ator: date”

<{categoryBag:
<keyedReference
tHodelKey="uddi:sy=tinet . com:comaparator"
key¥alue="comaparator"-:
<keyedReference
tHodelKey="uddi:sy=tinet com:isTransformedBy"
key¥alue="uddi :cballic0-{fb5c—-11d8-8761—. . "> —
<~ categoryBag:

<bindingTemplate
bindingKey="uddi:cball4c0—{fb5c-11d8-8761—. .. "

taccessPoint useType="endpoint":
class: comn.=ystinet uddi . ingquiry. transformner. service.
DateTransformner
<~ accessPoint
<~ categoryBag:

<fhindingTemplate:

The transformer serviceis called whenever the appropriate keyedReference is processed. If any entity
contains the keyedReference with ataxonomy tModel whose type is custom then the transformer service
is called to discover the correct (that is, transformed) keyValue of the keyedReference. Such transformed
values are stored into the database. If you want to find entities by this keyedReference (the keyedReference
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with the same taxonomy tModel), the service is called again to get the transformed value. Transformed
values are used for the saving and searching of keyedReferences.

See Administrator's Guide , Editing Taxonomies on page 422 how to edit taxonomy type.
Taxonomy API

This section demonstrates the basics of taxonomy API and taxonomy persistence format. A comprehensive
description of the Taxonomy API can be found in the Developer's Guide, Taxonomy on page 548.

» For clarity, we use an XML representation, but you can achieve the same results with Java objects.

<taxonony xm ns="http://systinet.com uddi/taxonony/v3/5.0"
xnl ns: uddi =" ur n: uddi - or g: api _v3"
check="fal se">
<t Model t Mdel Key="uddi : systinet.com derp: nyTaxonony" >
<uddi : name>My t axonony</ uddi : name>
<uddi : descri ption>Category systenx/ uddi:description>
</t Model >
<conpati bi | ityBag>
<conpati bi lity>busi nessEntity</conpatibility>
</ conpati bi | i t yBag>
<categori zati onBag>
<categori zation>cat egori zati on</ cat egori zati on>
</ categori zati onBag>
</ taxonony>

Each taxonomy, in order to be saved, requires avalid tModel. While it must contain atModelKey and a
name, you do not need to set the content of the categoryBag.
» The Taxonomy attribute check determines whether the taxonomy will be checked or not.

e The compatibilityBag is an interface to Systinet's uddi : syst i net. com t axonony: cat egori zati on taxonomy,
which isused to limit usage of the selected taxonomy within the four main UDDI structure types. In
thisway you can enforce that your taxonomy can be used only within the UDDI structures of your
choice and not in others.

» The categorizationBag is used to declare the type of the taxonomy, for example, whether it isa
categorization, categorizationGroup, identifier or relationship taxonomy.
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Note that values may be combined.

L et's enhance the previous example and convert the taxonomy from unchecked to checked. Checked
taxonomies must contain Validation. In this example, the taxonomy is checked by the Custom Validation
Web service located at ht t p: // www. f 0o. coml MyVal i dat i onSer vi ce. wsdl .

<taxonony xm ns="http://systinet.conluddi/taxonony/v3/5.0"
xm ns: uddi ="urn: uddi - org: api _v3"
check="true">
<t Model t Model Key="uddi : f 00. com deno: myTaxonony" >
<uddi : name>My taxonony</ uddi : name>
<uddi : descri ption>Cat egory systenx/uddi: description>
</t Model >
<conpati bilityBag>
<conpati bi i ty>busi nessEntity</conpatibility>
</ conpati bi | ityBag>
<cat egori zat i onBag>
<cat egori zati on>cat egori zati on</ cat egori zati on>
</ categori zati onBag>
<val i dati on>
<bi ndi ngTenpl at e bi ndi ngKey="" servi ceKey="" xnl ns="urn: uddi - or g: api _v3">
<accessPoi nt useType="endPoi nt">
http: //ww. f oo. coml MyVal i dati onServi ce. wsd
</ accessPoi nt >
<t Model | nst anceDet ai | s>
<t Mbdel I nst ancel nfo
t Model Key="uddi : uddi . org: v3_val ueSet Val i dati on"/>
<t Mbdel | nst ancel nfo
t Model Key="uddi : systi net.com deno: nyTaxonony"/ >
</t Mdel | nst anceDet ai | s>
</ bi ndi ngTenpl at e>
</validation>
</t axonomy>

Theval i dati on element must hold the bindingTemplate identifying the validation Web service or categories
structures. In this example we chose bindingTemplate. It must contain compl ete accessPoint and
tModelInstanceDetail s must hold the val ueset _val i dati on APl and tModelK ey of the saved taxonomy. If the
serviceK ey isspecified and if the businessService already exists, it must be part of the Operational Business
Entity.

» Be aware that the service will be replaced during the save_t axonony process.
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If you can provide alist of allowed values, you do not need to implement your own validation Web service.
Just provide the allowed valuesinside thecat egori es structure (as shown below) and the Internal Validation
Service will be responsible for validation of the keyedReferences.

<taxonony xm ns="http://systinet.conm uddi/taxonony/v3/5.0"
xnl ns: uddi =" ur n: uddi - or g: api _v3"
check="true">
<t Model t Mdel Key="uddi : f 0o. com deno: myTaxonomy" >
<uddi : name>My t axonony</ uddi : name>
<uddi : descri ption>Category systenx/ uddi:description>
</t Model >
<conpati bilityBag>
<conpati bi lity>busi nessEntity</conpatibility>
</ conpati bi | ityBag>
<categori zati onBag>
<categori zation>cat egori zati on</ cat egori zati on>
</ categori zati onBag>
<val i dati on>
<cat egori es>
<category keyName="Val ue A" keyVal ue="A"/>
<category keyName="Val ue B" keyVal ue="B">
<category keyName="Val ue B1" keyVal ue="B1"/>
<category keyName="Val ue B3" keyVal ue="B3" disabl ed="true" />
</ cat egory>
<category keyName="Value C' keyVal ue="C'/>
</ categories>
</validation>
</ taxonomy>

Asyou can see, you can arrange your values hierarchically. Thisis useful for the Registry Console that
implements the drill-down pattern. If you really need, you can even specify bindingTemplate along with
the cat egori es structure, but its accessPoint must point to the Internal Validation Service.

Predeployed Taxonomies
HP SOA Systinet Registry comes with the following predeployed taxonomies:

* uddi-org:types isaUDDI Type Category System.

v3 UDDI key uddi : uddi . org: cat egori zat i on: t ypes

v2 UUID key uui d: clacf 26d- 9672- 4404- 9d70- 39b756e62ab4
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Categorization categorization
Compatibility tModel
Checked yes, Internal Validation Service

e uddi-org: general _keywords iSa category system consisting of namespace identifiers and the keywords
associated with namespaces.

v3 UDDI key uddi : uddi . org: cat egori zat i on: general _keywor ds

v2 UUID key uui d: AO35A07C- F362- 44dd- 8F95- E2B134BF43B4

Categorization categorization

Compatibility tModel, businessEntity, businessService, bindingTemplate
Checked yes

e uddi-org:entityKeyVal ues iSacategory system used to declare that a value set uses entity keys asvalid

values.
v3 UDDI key uddi : uddi . org: cat egori zati on: ent it ykeyval ues
v2 UUID key uui d: 916b87bf - 0756- 3919- 8eae- 97df a325e5a4
Categorization categorization
Compatibility tModel
Checked yes, Internal Validation Service

e uddi-org:isreplacedby iStheidentifier system used to point to the UDDI entity, using UDDI keys, that
isthelogical replacement for the one in which i sRepl acedBy is used.

v3 UDDI key uddi : uddi . org:identifier:isRepl acedBy

v2 UUID key uui d: e59ae320- 77a5- 11d5- b898- 0004ac49ccle
Categorization identifier

Compatibility tModel, businessEntity
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Checked

yes

* uddi - org: nodes IS a category system for identifying the nodes of aregistry.

v3 UDDI key uddi : uddi . or g: cat egori zat i on: nodes

v2 UUID key uui d: 327A56F0- 3299- 4461- BC23- 5CD513E95C55
Categorization categorization

Compatibility businessEntity

Checked yes

e uddi - or g: owni ngBusi ness_v3 IS a category system used to point to the businessEntity associated with the

publisher of the tModel.

v3 UDDI key uddi : uddi . or g: cat egori zat i on: owni ngbusi ness
v2 UUID key uui d: 4064c064- 6d14- 4f 35- 8953- 9652106476a9
Categorization categorization

Compatibility tModel

Checked yes

e uddi-org:validatedBy iSacategory system used to point avalue set or category group system tModel to
associated value set Web service implementations.

v3 UDDI key uddi : uddi . or g: cat egori zati on: val i dat edby
v2 UUID key uui d: 25b22e3e- 3df a- 3024- b02a- 3438h9050h59
Categorization categorization

Compatibility tModel

Checked yes

* uddi-org:wsdl:types iSaWSDL Type Category System.
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v3 UDDI key uddi : uddi . org: wsdl : t ypes

v2 UUID key uui d: 6e090af a- 33e5- 36eb- 81h7- 1cal8373f 457

Categorization categorization

Compatibility tModel, businessEntity, businessService, bindingTemplate
Checked yes, Internal Validation Service

® uddi-org:wsdl: categorization:protocol

v3 UDDI key uddi : uddi . or g: wsdl : cat egori zat i on: pr ot ocol
v2 UUID key uui d: 4dc74177- 7806- 34d9- aecd- 33c57dc3a865
Categorization categorization

Compatibility tModel

Checked yes

® uddi-org: wsdl : cat egori zati on: transport

v3 UDDI key uddi : uddi . or g: wsdl : cat egori zati on: t ransport
v2 UUID key uui d: e5¢43936- 86e4- 37bf - 8196- 1d04b35¢0099
Categorization categorization

Compatibility tModel

Checked yes

e uddi-org: wsdl : port TypeRef erence iS a category system tModel that can be used to identify arelationship

to aportType tModel.
v3 UDDI key uddi : uddi . or g: wsdl : por t TypeRef er ence
v2 UUID key uui d: 082b0851- 25d8- 303c- h332- f 24a6d53e38e
Categorization categorization
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Compatibility

tModel

Checked

yes

e systinet-com taxonony: conpatibi | ity enhancesataxonomy tModel with additional information, in which
structures the taxonomy can be used.

v3 UDDI key uddi : systinet. com taxonony: conpatibility
v2 UUID key uui d: cf 68c700- f 93d- 11d6- 8cf c- b8a03c50a862
Categorization categorization

Compatibility tModel

Checked yes, Internal Validation Service

e systinet-com dependency creates link between two structures (may be different types). Both keyName

and keyVaue must be specified. KeyName must be one of businessEntity, businessService,
bindingTemplate and tModel. KeyValue must be existing UDDI key of specified structure.

v3 UDDI key uddi : systinet. com dependency

v2 UUID key uui d: 179e5540- f 27b- 11d6- 9738- b8a03c50a862

Categorization categorization

Compatibility tModel, businessEntity, businessService, bindingTemplate
Checked yes

* dnb-com D-U-N-S - Thomas Registry Suppliers

v3 UDDI key uddi : uddi . org: ubr:identifier:dnb. comd-u-n-s

v2 UUID key uui d: 8609c81e- eelf - 4d5a- b202- 3eb13ad01823

Categorization identifier

Compatibility tModel, businessEntity, businessService, bindingTemplate
Checked no
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e nmcrosoft-com geoweb: 2000 - Geographic Taxonomy: GeoWeb (2000 Release)

v3 UDDI key uddi : 297aaa47- 2de3- 4454- a04a- cf 38e889d0c4

v2 UUID key uui d: 297aaa47- 2de3- 4454- a04a- cf 38e889d0c4

Categorization categorization

Compatibility tModel, businessEntity, businessService, bindingTemplate
Checked no

e ntis-gov: nai cs: 1997 - Business Taxonomy: NAICS (1997 Release)

v3 UDDI key uddi : uddi . or g: ubr: cat egori zati on: nai cs: 1997

v2 UUID key uui d: cOb9f e13- 179f - 413d- 8a5h- 5004db8e5bh2

Categorization categorization

Compatibility tModel, businessEntity, businessService, bindingTemplate
Checked yes, Internal Validation Service

* ntis-gov:sic:1997 - Business Taxonomy: SIC (1997 Release)

v3 UDDI key uddi : 70a80f 61- 77bc- 4821- a5e2- 2a406acc35dd

v2 UUID key uui d: 70a80f 61- 77bc- 4821- a5e2- 2a406acc35dd

Categorization categorization

Compatibility tModel, businessEntity, businessService, bindingTemplate
Checked yes, Internal Validation Service

* ntis-gov: nai cs: 2002 - Business Taxonomy: Business Taxonomy: NAICS (2002 Release

v3 UDDI key uddi : uddi . org: ubr: cat egori zat i on: nai cs: 2002
v2 UUID key uui d: 1f f 729f 2- 1948- 46¢f - b660- 31ec107f 1663
Categorization categorization
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Compatibility

tModel businessEntity businessService bindingTemplate

Checked

yes, Internal Validation Service

e unspsc-org: unspsc: 3-1 - Product Taxonomy: UNSPSC (Version 3.1)

v3 UDDI key uddi : db77450d- 9f a8- 45d4- a7bc- 04411d14e384

v2 UUID key uui d: db77450d- 9f a8- 45d4- a7bc- 04411d14e384

Categorization categorization

Compatibility tModel, businessEntity, businessService, bindingTemplate
Checked no

e unspsc-org: unspsc - Product Taxonomy: UNSPSC (Version 7.3)

v3 UDDI key uddi : unspsc- or g: unspsc

v2 UUID key uui d: cd153257- 086a- 4237- b336- 6bdchdcc6634

Categorization categorization

Compatibility tModel, businessEntity, businessService, bindingTemplate
Checked yes, Internal Validation Service

* unspsc-org: unspsc: v6. 0501 - Product and Service Category System: United Nations Standard Products

and Services Code (UNSPSC)
v3 UDDI key uddi : uddi . org: ubr: cat egori zat i on: unspsc
v2 UUID key uui d: 4614C240- B483- 11D7- 8BES- 000629DC0A53
Categorization categorization
Compatibility tModel businessEntity businessService bindingTemplate
Checked yes, Internal Validation Service
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e ws-i-org:conformsTo: 2002_12 is acategory system used for UDDI entities to point to the WS- concept to
which they conform.

v3 UDDI key uddi : 65719168- 72¢6- 3f 29- 8c20- 62def b0961c0
v2 UUID key uui d: 65719168- 72¢6- 3f 29- 8¢20- 62def b0961c0
Categorization categorization

Compatibility tModel

Checked no

WSM Taxonomies
The following taxonomies are used for integration with a web service management system:
systinet-com:management:metrics:avg-byte

Average sum of incoming and outgoing message length

v3 UDDI key uddi : systinet. com managenent : metrics: avg- byt e
v2 UUID key uui d: 3c13a2e2- df dO- 30a2- bd58- c5de8c2ae3bb
Categorization categorization

Compatibility tModel

Checked no

systinet-com:management:metrics:avg-byte-input

Average input message length per hour

v3 UDDI key uddi : systinet.com management : netri cs: avg- byt e-i nput
v2 UUID key uui d: f 18a50ad- ddb2- 392a- b97¢- 1181c67b2817
Categorization categorization

Compatibility tModel

Checked no
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systinet-com:management:metrics:avg-byte-output

Average output message length

v3 UDDI key uddi : systi net. com managenent : net ri cs: avg- byt e- out put
v2 UUID key uui d: 7664723d- 896a- 3ed2- b7e9- 46¢9f 38e7681
Categorization categorization

Compatibility tModel

Checked no

systinet-com:management:metrics:avg-hits

Average message hits per hour
v3 UDDI key uddi : systinet.com managenment : netrics: avg-hits
v2 UUID key uui d: bf 010bf 9- caf a- 3f 68- bf 51- 3cde3bd0f 483
Categorization categorization
Compatibility tModel
Checked no

systinet-com:management:metrics:avg-response-time

Average response time in milliseconds

v3 UDDI key uddi : systinet.com managenent : metrics: avg- r esponse-ti me
v2 UUID key uui d: 099d67a9- eae6- 3¢30- 8be9- 48b44c5d9728
Categorization categorization

Compatibility tModel

Checked no

systinet-com:management:metrics:errors

Count of application failuresin the last hour
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v3 UDDI key uddi : systinet.com managenent : metrics:errors
v2 UUID key uui d: b074de10- e781- 383a- bd00- 248alc42f Of a
Categorization categorization

Compatibility tModel

Checked no

systinet-com:management:metrics:hits

Count of hitsin the last hour

v3 UDDI key uddi : systinet.com managenent : metrics: hits
v2 UUID key uui d: 720689a4- dced- 398c- adba- e5¢0f 50d1eb2
Categorization categorization

Compatibility tModel

Checked no

systinet-com:management:metrics:median-byte

Median sum of incoming and outgoing message lengths

v3 UDDI key uddi : systinet. com managenent : metri cs: nedi an- byt e
v2 UUID key uui d: Oadef d4c- 7624- 3973- 91a5- ea4971d6h0ef
Categorization categorization

Compatibility tModel

Checked no

systinet-com:management:metrics:median-byte-input

Median value of incoming message lengths

v3 UDDI key uddi : systinet. com managenent : met ri cs: nedi an- byt e-i nput
v2 UUID key uui d: c9c2f d87- f 806- 3ca0l- 819e- 3f 788cc8f d95
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Categorization categorization
Compatibility tModel
Checked no

systinet-com:management:metrics:median-byte-output

Median output message length

v3 UDDI key uddi : systinet.com management : netri cs: nedi an- byt e- out put
v2 UUID key uui d: bdb4e8f 8- 1aba- 3558- b1f 5- cf 89b5455529
Categorization categorization

Compatibility tModel

Checked no

systinet-com:management:metrics:median-response-time

Median response time in milliseconds

v3 UDDI key uddi : systinet.com managenent : netrics: medi an- r esponse-tine
v2 UUID key uui d: 62f 08146- 1d3f - 30e3- 8c6a- 1f 2062¢332d4

Categorization categorization

Compatibility tModel

Checked no

systinet-com:management:metrics:policy-violations

Count of policy violationsin the last hour

v3 UDDI key uddi : systinet.com managenent : metrics: pol i cy-vi ol ati ons
v2 UUID key uui d: be42511a- 3¢68- 34d2- b137- d00e56bbaded
Categorization categorization
Compatibility tModel
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Checked no

systinet-com:management:metrics:reference

Reference to atModel containing all metrics about the service. The keyValues in keyedReferences that
refer to thistModel must be atModelKey of the metric tModel.

v3 UDDI key uddi : systinet. com managenent : metrics: ref erence
v2 UUID key uui d: 0d709256- b9f 3- 30a3- 9aal- 5laladb11324
Categorization categorization

Compatibility bindingTemplate

Checked yes

systinet-com:management:proxy-reference

WSM Proxy Reference Taxonomy

v3 UDDI key uddi : systinet. com managenent : pr oxy-r ef erence
v2 UUID key uui d: 79bf 6f 6d- bOb7- 3f 08- b45e- 9893b525de9b
Categorization categorization

Compatibility bindingTemplate

Checked yes

systinet-com:management:server-reference

WSM Server Reference Taxonomy.

v3 UDDI key uddi : systinet. com managenent : server - r ef er ence
v2 UUID key uui d: 1583604a- 57a2- 3887- 9b1d- 2549e270390c
Categorization categorization

Compatibility bindingTemplate

Checked yes
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systinet-com:management:state

WSM State Taxonomy

v3 UDDI key uddi : systinet.com managenent : state

v2 UUID key uui d: 73c7ef 28- 6150- 36a0- bag2- 414424ede582
Categorization categorization

Compatibility bindingTemplate

Checked yes

systinet-com:management:state-change-request-type

WSM State Change Request Taxonomy

v3 UDDI key uddi : systinet.com managenent : st at e- change- r equest - t ype
v2 UUID key uui d: 64473cda- 4a78- 3ddb- b0c6- 801533ce1943
Categorization categorization

Compatibility bindingTemplate

Checked yes

systinet-com:management:system

WS Management System Taxonomy

v3 UDDI key uddi : systinet. com managenent : syst em

v2 UUID key uui d: e148d85e- cc08- 32f 6- 8f 00- db85e258e511
Categorization categorization

Compatibility bindingTemplate

Checked no

systinet-com:management:type

WSM Type Taxonomy
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v3 UDDI key uddi : systinet. com managenent : t ype

v2 UUID key uui d: 5d14645d- 66ea- 39ac- 8122- 49d06b09b492
Categorization categorization

Compatibility bindingTemplate

Checked yes

systinet-com:management:url

Endpoint URL Taxonomy

v3 UDDI key uddi : systinet. com managenent : ur |

v2 UUID key uui d: 4897f 99b- bd23- 3889- af 37- b80351cf 852
Categorization categorization

Compatibility bindingTemplate

Checked no

Registry Console Reference

e Registry Console Overview

* Manage user account and user groups
» Browsing the registry;

e Searching the registry

* Publishing in the registry
Register/Create Account

Register

Before you can publish datato the registry, you must have aHP SOA Systinet Registry account. Y ou can
create an account via the web interface.
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Figure 44. Register Account

o - © systinet”
o’ Reglsﬂ:ry COHSO|8 Skip to content A& UDDI Node
jBROWSEH SEARCH HPUBLISH] Homme = Browse tazanamy | [ Register l ” Login 4

Welcorne Guest

Follow these steps to register a user account:
1 Click the Register link on the main Registry Console page. This returns the Create account page.

2 Fillinall fields. Those labeled with an asterisk (*) are required. Y our email address may be used later
for enabling your account.
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Figure 45. Create Account

Create account

Required fieks are marked

Login name:

john

Email:’

Retype paBBWDI’d:’

john@ company.com
F'atatawn:lrcl:b [
[privieie

Full name

Default language

|John Johnson

English |

Description:

Business Name:

Phaone: 1-858-4648442

Alternate phone: 1-858-4648444
4587 Pacific Ave

Addresa: Suite 300

City: San Diego

State/Province: ICA

Country:

Zip/Postal Code:

User profile: Developer Profile j

Blocked: I~

Assertions limit: 10

Bindings limit: 12

Businesses limit: 1

Services limit: LY

Subscriptions limit: 5

TModels limit: 100

(o

Cancel

.

Click the Create account button.
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The new account is now enabled.
» HP SOA Systinet Registry may be configured to require email confirmation in order to enable the
user account. In this case, the registry sends an email confirmation. Follow the instructionsin this
email to enable your account.

Login

Tolog on, click the Login link on the upper part of the Registry Console, and enter your username and
password.

Figure46. Login Tab

o - @ systinet”
' Reg |Stry COHSOle Skip to content A& UDDI Node
—"BROWSEH SEARCH HPUBLISHl Horme Register | | Login | -
Publish = Subscriptions @ Custody transfer = WSDL = XML & XS0 = xXSLT Welcorne Guest

Onceloggedinto theregistry, you are ableto publish, delete, and update the various UDDI structures. Users
have accessto their own account information. Administrators al so have account administration access; that
is, the ability to delete and edit accounts and produce account audit reports.

Registry Console Overview
Registry Console is comprised of the following objects:

A: Main Menu Tabs.

Browse
This tab alows you to browse UDDI entities using taxonomies.

Search

Thistab allows you to search the registry. Y ou can perform inquiry on UDDI entities, you can
find business entity, service, bindings, tModels, and related businesses. The menu option also
allows you to browse taxonomies and directly get information from HP SOA Systinet Registry
when you know a key of UDDI data types (business, service, binding, and tModel)
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Publish

This tab alows you to publish UDDI structures (businessEntities, businessServices,
bindingTemplates, and tModels). On this tab, you can a so assert relationships between business
entities, subscribe interest in receiving information about changes made to a registry, transfer
ownership of selected UDDI structures (Custody Transfer), and publish WSDLs to the registry.

Profile
Here you can manage your user account properties, account groups and favorite taxonomies.

Manage

Thistab is used by the HP SOA Systinet Registry administrator to perform management tasks.
See Administrators Guide for more information.

B: Menu Bar. Sub menu options are located here.
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Figure 47. Registry Console Overview

#* Systinet Registry Console _ systinet

—{BROWSE SEARCH ||PUBLISH || PROFILE | Harme = Edit business® D  Logowt |
Publish = Subscriptions = Custody transfer = WSDL = XML = x50 = XSLT Wﬁﬂime d;?i{o [al
3 JF '
v c— N ({FE
demo_john's workspace Edit business "IT / : h E i E
EI Businesses Details \ q
@ Headquarter ) ) ) DETAILS
Business Key uddi:systinet.com:demo:it
TN & N I S | e My AGH
- (=) contacts [Name  |language| | |
{:} EmployeeList m o M =)
COMTACTS
B £ Support [ Add name ]
B oo tel:+1-123-456 L
: N T R || Y
- [B5 tModels = —
IT department m - .::r_@
[ Add description ] QRIEECIIEEE S

W,

% DISCOVERY URLS
Operational Info T
_ - .

A
Authorizedname =~ demo_john
Systinet —

17c7aeb7-d413-3822-9336- \l _/l;
............................................. G096e4747h47 | RELATIONSHIP:S

Jan 11, 2005 3:44:18 PM
Last modified (incl.

- st modified (inc Jan 11, 2005 3:44:18 PM
childrenl

Publish WSDL Save changes
P

[H}

C: History path (breadcrumbs). This area displays the log of your recent actions. Y ou can return to any
of these previous actions by clicking on the hyperlinks.
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D: User Actions. This area contains several control elements that enable a user to:
* Create an account

e LogOn

e Log Out

E: Tree Display Area. A tree of available objects displays whenever applicable. It is displayed when
viewing abusiness entity and its child objects and when the user may want a hierarchical overview of the
UDDI workspace (such as when publishing).

F: Main Display Area. Information chosen from the tabs and thetree display ismade availablein the Main
Display Area.

G: Display Tabs. These tabs allow the user to control the main ared's display based on information type.
A plainlisting of al business propertieswould be very long and very difficult to read. Dividing the properties
into tabs reduces the amount of information and improves page readability. The displayed information
changes with the context.

H: Action Buttons. Theaction buttonsallow you to perform operations on the contents of the main display.
I: Show/Hide button. This button allowsto hide or show the tree display area.

J: Action I cons. There are two iconsin this area. The first one allows you to refresh the page content,
second one will open the product documentation page.

K: Action Icons. |cons from this area alow you to switch on/off display tabs and open the current page
in the printer friendly mode.

L: Context Menu. The context menu displayed in Figure 48 is available by right mouse click on a node's
icon in the tree display area.
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Figure 48. Context Menu

demo_john's workspace
= Business entities

! Business

{g Edit business

lﬁ Delete business
Contacts
f; Add contact

Services

tr Add zervice

£ Publish wspL

For more information, please see Figure 47.

User Profile

Y ou can manage your user account, user groups, and favorite taxonomies under the Pr ofile menu tab.

Figure 49. Profile Menu Tab

TBROWSEH SEARCH HPUBLISHHPROFILE p—
My account = Groups = Favorite taxzonormies

To update your account properties, select My account and click the Edit Account button
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Figure 50. View Account

View account

Login name:
Email:

Full name:
Default language:
DescHpton:
Business Mame:
Phone:

Alternate phone:

Address:

City:

State province:

Country:

fip:

Last logged in:

Approver request transformation:
Approver message transformation:

Extermnal:

john
john@systinet.com
John Jonson

English

1-858-1117857
1-858-4484456
4585 Pacific Beach RAve

San Diego

CA

Usa

92107

Tue Nov 30 17:16:45 CET 2004
none

none

no

( Back

|( Delete Account |( Edit Account

Field descriptions (self-explanatory fields are omitted):

Default Language Code

Set the default language code. Used when publishing, it is the language code associated with a
particular field when the language is not specified.

Usethefollowing profile

Profile preference - Select your preferred predefined user profile from this drop down list

To maintain user groups, click the Groups link. From the Groups screen, you can:

Create and manage your own groups
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* Manage group membership

Figure51. View User Groups

p
Groups

Filter: % |

Displaying results 1 - 2 of 2
Corowpname ——— pescrption iy |||

john_group_a John Group A public m
john_group_b John Group B private @ _i
1
r Add Group )

Create and Manage Groups

To create a new group:

1 Click on the Profile menu tab, and select the Groups link. This returns the Group list shownin

Figure 51.

2  Click the Add Group button.
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Figure 52. Edit Group Membership

Add group

Group name: hohn_group_a

Group owner: demo_john

Group visibility: " public (+ private

Description:

Ljohn Group A

[ Save group properties ]

[users ot
ILogin name j| | Filter ILogin name j| | Filter
Displaying results {0} - {1} of {2} Displaying results {0} - {1} of {2}

Logn reme - Jioonmene

admin administrator demo_jane Jane Demo

=

I_ demo_corporate Corporate Demo User 1

demo_jane Jane Demo
r A [ Selectall ] [ Select none ]
I~ demo_john John Demo

1
[ Selectall ] [ Select none

In the edit box labeled Group name, type the name of your group.

Use the radio buttons labeled public and private to establish whether this group should be visible to
all members (public) or visible only to the group owner (private).

Click Filter to display alist of the registry's users.
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6 Check the boxesfor all membersyou wish to include, then click the right-pointing arrow to move them
to the Group memberstable.

7 Once users are added, click Save Group to update HP SOA Systinet Registry
Manage Group Membership

To add or remove members from a group:

—_

Click on the Profile menu tab.

2 Click onthe Groupslink. Thisreturns the Group list shown in Figure 51.
3 Click on the Edit button.

4 Usearrow buttons to add and remove users as shown in Figure 52
favorite Taxonomies

Y ou can manage your favorite taxonomies under the Profile tab. Y ou can define which taxonomies will be
presentinthelist of your favorite taxonomies. Favorite taxonomies help you to search and categorize UDDI
entities.

To manage your list of favorite taxonomies:

1 Click on the Profile menu tab. Click on the favorite taxonomieslink. This returns the list of your
favorite taxonomies shown in Figure 53.

2 Click Filter to search taxonomies by name.

3 Check the boxesfor all taxonomies you wish to include, and click the right-pointing arrow to copy
them to the favorite taxonomies table.

4 Oncetaxonomies are added, click the Save button to update the registry.
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Figure 53. Manage favorite Taxonomies

Favorite taxonomies
| | [ = S —
Displaying results 1 - 10 of 63 O demo:departmentiD
B — [ |demoshierarchy
[0 demo:departmentlD x [ derno:location:floor
O |demo:hierarchy x [ Select all ] [ Select none ]
[ derma:location:flaar b4
O dnb-com:D-U-N-5 ® 2
[ ebxml-org:specifications *x =
[ microsoft-com:geoweb: 2000 b4
[ ntis-gav:inaics:1997 v
[ ntis-gav:naics: 2002 v
[ ntis-gowv:sic:i1997 v
[ systinet-comn:acl v
1234567
[ Select all ] [ Select none ]
( Save W( Cancel )
Browsing

In this section, we will show you how to browse taxonomy structuresto discover UDDI entities categorized
or identified by taxonomies. Y ou can aso define ataxonomy filter and put your search criteriato a query.
We present a demo data set that is installed with HP SOA Systinet Registry. This demonstration set is
designed to help familiarize you with the registry.

To browse taxonomies and UDDI entities:
1 Click on the Taxonomies link under the Br owse main menu tab.

2 The page shown in Figure 54 will appear.
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Figure 54. Browse Menu Tab

jBROWSEH SEARCH HPUBLISHHPROFILE] Home > Browse taxonomy

<«| Browse taxonomy

Filter &

Filter

@ Zhippers
@ demao:departmentID

@ dema:hierarchy

@ dema:location:floor

On this page, you can use the drop down list to switch the taxonomy list to favorite taxonomies,
enterprise taxonomies, and a defined filter.

» Thefavoritetaxonomies option gppearsinthe drop down list only if your list of favorite taxonomies
is not empty. To add a taxonomy to your favorites, follow the direction in favorite Taxonomies
on page 339. Thelist of enterprisetaxonomiesisdefined by an administrator. For moreinformation,
see Taxonomy Management on page 415 in the Administrator's guide.

Initidly, thefilter containsall taxonomies except system taxonomies. |cons next to the drop down list serve
to show/hide categorized entities, and show all/suppress empty categories.

Drill down through the taxonomy tree to see all taxonomy categories. Those with sub-categories can be
expanded and collapsed.

When you browseinternally checked taxonomiesyou can seetheir value set to see UDDI entities categorized
by these key values. For unchecked or externally checked taxonomies, you can search UDDI entities by
key values. We will show you how to browse an unchecked taxonomy from the demo data.

To browse the demo data using demo:location:floor taxonomy:
1 Switch the drop down list shown in Figure 54 to the filter option.

2 Click onthe demo:location:floor taxonomy. Expand the taxonomy by clicking on the plus signin
front of the taxonomy name. The key name and key value field pair appears.
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3 Enter key value as 5, then click Sear ch button.

4 Youwill get alist of UDDI entities categorized by this taxonomy with matching key value (IT in this
case) as shown in Figure 55.

Figure 55. Browse Demo

| Filter = < | Browse taxonomy @
9 Taxonomy st Categorized business entities:

....@-:Em-:-:-:l:‘-|:m'l|n:‘-nlID Displaying resufts 1- 1 of 1

@-:E-m-:-:h ierarchy
E@ demo:location:floor IT IT department

Key name:

!{eyvalue:

. Search | Add to query |

Y ou can a'so add this search criterion to a query.
Define Filter

Y ou can reduce the number of taxonomies in the taxonomy list by defining ataxonomy filter. To switch
from taxonomy browsing to filter definition, click onthefilter link in the lower left corner. The page shown
in Figure 56 will appear.
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Figure 56. Taxonomy Filter

:I' BHO‘WSEH SEARCH H PUBLISH H PROFILE n

Name:

Idemo%

Type:

[« categorization
[+ identifier

Compatibility:

[« businessEntity
[+ businessService
[« bindingTemplate
[+ tModel

Validation:

¢ all
¢~ checked
¢ unchecked

Show system taxonomies: I_

Apply filter l

Browse | Fitter | Query

Y ou can filter taxonomies by name using the wild card characters %and _. Y ou can specify taxonomy type,
compatibility, and a validation type. Once you define the filter criteria, click Apply filter. Thiswill return
you to the browse taxonomy page.
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Define Query

Y ou can aso combine search criteriain aquery. To add a search criterion to a query, use the button Add
to query shown in Figure 55. Then, you can expand another taxonomy and specify a new criterion. The
page shown at Figure 57 presents the query displaying business entities located on the 5th floor
(demo:location:floor taxonomy) having Headquarter department asthe superior department (demo:hierarchy
taxonomy).

Figure 57. Query

| <« Browse taxonom
Query g [F
dermo:location: flaor Categorized business entities: @
Cisplaying results 1 - 1 of 1 BUSINESS
(s) Pobnd
demo:hierarchy IT IT department

{uddi:systinet.com:demo:hg)

Browse | Filker | Query

To remove a category from the query, right-click on the query and select remove from query from the
context menu.
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» The query definition is not persistent. Once you leave the Br owse menu tab, the query will disappear.

Searching

HP SOA Systinet Registry search function allows you to perform the following searches:

Find UDDI data structures

Y ou can search for business entities, services, bindings, and tModels using names and categories
in combination with find qualifiers including range queries.

e Find Business

* Find Services

* Find Binding
e Find tMode
Direct Get

Y ou can retrieve datafrom HP SOA Systinet Registry when you know the key of the UDDI entity
you want to retrieve.

Find Resour ces
Y ou can search for resources:

e Find WSDL
e Find XML
e Find XSD
e Find XSLT

In the Search section, we present a demonstration data set that isinstalled with HP SOA Systinet Registry.
This demonstration set is designed to help familiarize you with the registry.

» HP SOA Systinet Registry supports the use of wildcard characters. Y ou can use both %and _.
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Use%in place of any number of characters and spaces. For example, if youwishtofind all business
beginning with A, type A% Use the underscore wildcard () in place of any single character. For
example, to find Dan or Dane, type Dan_.

See Find Business by Categories on page 348 how to use range queries functionality.
Find Business

In this section, we cover locating business entities using anumber of different methods. Y ou can locate
business entities by:

* Name
e Categories
o ldentifiers

» Discovery URL
* tModd

For each find method, you can specify qualifiers located on the Find Qualifiers tab of the Search panel.
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Figure58. Find Qualifiers

| Find business

By qualifiers
Key combination
Sort by name
Sort by date
Category bag

Approximate match

Case insensitive
match

Binary sort
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Suppress projected
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® default O
® default O
® default O
® default O
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@no O yes
@no O yes
@no O yes
@no O yes
@no O yes

Find Business by Name

To find a business by name:

Under the main Sear ch tab, click the Businesses link.

Click the Add Name button in the Sear ch panel.

andAllKeys
ascending
ascending

combine

O orallKeys
(O descending

(O descending

() service

h

O orLikeKeys

O binding

h

&)

HAME

CATEGORIES
IDENTIFIERS l

DISCOVERY URLS

[1]

&

T-MODELE

"
FIND QUALIFIERS

=

Typeinthe business name, such asi 7 from the pre-installed demo data. Then click the Find tab at the

To see all businesses, type the wildcard %and click Find.

The search result will appear on the Results panel. Click on thelink with the business name, this opens

1
2
3
bottom right corner.
4
the page shown at Figure 59.
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Find Business by Categories

Figure 59. View Business Detail

™y . i
G e <<| View business 'IT & [
@[5 Contacts >» Details
- £'¥ EmployeeList »»
o pley Business Key uddi:systinet.com:demo:it
B £ Support > L |
T
IT
IT departrent
@h Operational Info
Authorized name demo_john
Mode ID Systinet
cZefbaa0-984f-11d8-aa3l-
veetvEkey | c277f770as3l
Created Now 30, 2004 4:10:27 PM
Last modified Now 30, 2004 4:10:27 PM
Last modified (incl. children) Now 30, 2004 4:10:27 PM
R Mot signed
\ r Back Wr View as XML Wr Delete Wr Edit
v

In this section we will show you how to search for business entities by categories. We will use demo data
to demonstrate how to find al departments located on specific floors. Also, an example how to use range
queries will be shown.

To find abusiness by category:

1

348

Under the main Sear ch tab, click the Businesses link
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2  Click the Categoriestab, then click the Add category button. Thisreturnsalist of availabletaxonomies.

Y ou can switch the Show drop down list from favorite taxonomiesto seeall taxonomies. To manage
favorite taxonomies see User Profile on page 335.

3 Click on the desired taxonomy.
The taxonomy is shown as atree; its sub-branches include categories.
Select deno: [ ocation: f1oor from our demo data.

4 Now you can enter Key name and Key value.

Type1 in the box labeled K ey value and then click the Add category icon.

Figure 60. Find Business by Category

| Find business

By categories
Taxonomy list
= dermo:location:floor

Quantifier: exists 4

Key name: || |

Key value:" |1 |

Operator: = W

5  Onceacategory isadded as your search criteria, click Find.

Y ou will get the department with that islocated on the first floor. If you want search for all departments
located on higher floors you must use range queries functionality. Wewill continue with the previous search.

1 Click the tab Search to return to the Find business by categories page.

2 Click the Edit category icon. The page shown in Figure 61 is returned.
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Figure 61. Find Business by Range Category

| Find business

By categories

exists

v .
dernolocation: floor W

|

3 Fromthe Operator drop down list, select the > operator, and click the Update icon.
4 Click Find. You will get al departments located higher than the first floor.
Find Business by Identifier

In this section we will show you how to find a business entity by identifier. We will use demo datato
demonstrate how to find departments by their department number identifiers.

To find abusiness by identifier:
1 Under the main Sear ch tab, click the Businesses link

2 Click the Identifierstab. Then click the Add identifier button. Thisreturnsalist of available
taxonomies.

3 Click on the desired taxonomy
The taxonomy is shown as a tree with its sub-branches including categories.
Select den: depar t nent | D from the demo data.

4 Now you can enter Key name and Key value.

Type o002 in the box labeled Key value, and click Add identifier.
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Figure 62. Find Business by I dentifier

| Find business

By identifiers

Taxonomy list
= derno:departrentID

Key name: | |

Key value:' 002 |

5  Oncethe ldentifier is added as your search criteria, click Find.
Find Business by Discovery URL

To find a business entity by discovery URL:

1 Under the main Sear ch tab, click the Businesses link.

2 Select the Discovery URL s tab.

3 Typeinthediscovery URL and click Find.

Find Services

Y ou can find services using a number of different methods including by:

e Name
e Category
e tModel

Search principles for finding services are the similar to those used for finding business entities.
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Find Binding

Y ou can find bindings using a number of different methods including by:

o Parent service

o Category

* tMode

The search principles for finding bindings are similar to those used for finding business entities.
Find tModel

Y ou can find tModels using a number of different methods including by:

*  Name
e Category
e ldentifiers

The search principles for finding tModels are similar to those used for finding business entities.
Direct Get

Y ou can aso use Direct get from the Sear ch menu tab to retrieve data from HP SOA Systinet Registry
when you know the key of the UDDI structure you want to retrieve. HP SOA Systinet Registry allowsyou
to specify keysfor both UDDI version 2 and UDDI version 3. Click the Find by v2 tab if you want to search
using UDDI v2 keys.
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Figure 63. Direct Get

Direct get

Enter key value in UDDI version 3 format:

Business N N
| | [ View business

View service

Yiew binding

View tModel

........... [ Get WSDL

Direct Get of XML Structures

Y ou can aso acquire the XML form of businesses, services, bindings, and tModels for use in automated
processing by entering the key of the structureinto a URI.

The form of the URI is:
htt p: // <host name>: <port >/ uddi / web/ di r ect Get Xml ?<st r uct ur eKey>=<key>
URI Examples. Note that UDDI v3 is assumed by default.

e http://local host: 8080/ uddi / web/ di r ect Get Xnl ?busi nessKey=uddi : systi net. com uddi nodebusi nessKey
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e http://local host: 8080/ uddi / web/ di r ect Get Xnl ?ser vi ceKey=. . .

e http://local host: 8080/ uddi / web/ di rect Get Xnl ?bi ndi ngKey=. . .

* http://1ocal host: 8080/ uddi / web/ di rect Get Xnl ?t Mbdel Key=. . .

Examplewith Login. This URI includes username and password.

® https://local host: 8080/ uddi / web/ di r ect Get X ?busi nessKey=uddi : systi net . com uddi nodebusi nessKey&user Nane=adni n&passwor d=changei t

Examplewith UDDI Version Specification. Use thisformat when getting information associated with v1
and v2 structures.

e http://local host: 8080/ uddi / web/ di r ect Get Xnl ?busi nessKey=8f 3033d0- c22f - 11d5- b84b- cc663ab09294&ver si on=2
Find WSDL

You can find all WSDL documents published in HP SOA Systinet Registry. When you supply the WSDL
location URI, you can review how artifacts of the WSDL document are published in HP SOA Systinet
Registry. The following criteria: a WSDL document location, atModel key, a business service key, and a
binding template key can be used. To search for aWSDL document in HP SOA Systinet Registry:

1 Select the Sear ch menu tab and click the WSDL link. The page shown in Figure 64 will appear.
2 Click the Find all published WSDL s button, or

Enter WSDL location URI , then click Examine thisWSDL button.
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Figure 64. Find WSDL

p
Find WSDL Document

You can either find i WEDL documents published in Systinet Registry or find & particwizr one by prowiding its URT location and then examine how #s
components are published in Spstinet Registry,

Use below button to find all business services representing WSDL documents published in Systinet Registy

[ Find all published wsDLs | ‘

Enter location of WSDL document to see how it is published in Systinet Registry

W5DL location (URI) * file: /e /s ystinet/registryd5/demos/conflemployeelist. wsdl | Examine this WSDL ‘

r Cancel

;L Search JL Results J

Find XML

Y ou can search for an XML document in HP SOA Systinet Registry according to location URI of the XML
document.

To search an XML document:
1 Select the Search menu tab and click the XML link. The page shown in Figure 65 will appear.

2  Enter alocation and click Find.
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Figure 65. Find an XML Document

Find XML resource

Enter one of following fisids {use % a5 wildcard), vou can also leave aif fields blank to search for all XML resources
pubiished in the Spstinet Registry,

Location (URT) |ﬁ|e:fﬂc:ISyStinetfregistrySSfdemosfconffemployees.xml |

Enter XML schema that the searched XML shall be compatible with.
XML schema Add schema

r’ Cancel wr’ Find )

Me— T ¥

Find XSD

Y ou can search for an XML Schemain HP SOA Systinet Registry according to location URI of the XML

document.

To search an XML document:

1 Select the Search menu tab and click the XSD link. The page shown in Figure 66 will appear.

2 You can search by the location of the XML Schema document, namespaces, and by xsd:elements and
xsd:types defined in the XML Schema document. Once you specify the search criteria, click Find.
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Figure 66. Find XSD

-
Find X3D resource

Enter one of following fisids {use % a5 wildcard), vou can also leave aif fields blank to search for all X500 resources
pubiished in the Spstinet Registry,

Location (URT) |ﬁ|e:fﬂc:ISyStinetfregistrySSfdemosfconffemployees.xsd |

Enter namespace used in the searched X5D.

Mamespace | |

Enter toplevel type defined in the searched X5D.

Defined type | |

Enter toplevel element defined in the searched X5D.

Defined element | |

\— r Cancel wr Find

Lgi L

Find XSLT

To search an XSL transformation:

1 Select the Publish menu tab and click the XML link. The page shown in Figure 67 will appear.

2 You can enter the location of the XSLT. Y ou can also search according to input and output XML
schemas Search criteriafor an XML schemas can be specified by tModel key or namespace. If you
click on Select XML Schema you can specify additional criteriafor the XML Schema, then select an

XML Schemafrom the XML Schemalist.

3 Beforeyouclick Find, click the Update icon if you specified to be search according to an XML

Schema.
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Figure67. Find XSLT

-
Find X3LT resource

Enter one of following fisids {use % a5 wildeard), You can also leave aif Felds blank to search for all X5LT resources published in the Systinst
Registry,

|ﬂIe:Iﬂc:fsystinetfregiStry55fdemosfconffemponeesToDep{ |

Enter XML schema that the searched X5LT shall be able to process.
vatee | | |

| *

Input XML schema O Key |

(®) Mamespace Select XML schema

Enter XML schema that the documents generated by the searched X5LT shall be compatible with.

Output XML schema Add schema ‘

- r Cancel wr Find

Publishing
Publishing in HP SOA Systinet Registry has several components:
e Publish UDDI core structures:

e Publishing a Business on page 360

e Publishing a Service on page 366

e Publishing a Binding Template on page 367

e Publishing atModel on page 368

e Publishing Assertions on page 369 - Asserting relationships between business entities.
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e Publishing Subscriptions on page 372 - Subscribing interest in receiving alerts regarding changes made
to aregistry.

» Publish Custody Transfer on page 378 - Transferring ownership of selected UDDI structures.
» Publish Resources

e Publishing WSDL Documents on page 379 - Publishing Web Services Description Language
documents (WSDL) to HP SOA Systinet Registry.

e Publish XML on page 383 - Publishing XML Documents.
e Publish XSD on page 387 - Publishing XML Schema Definition (XSD) Documents.
e Publish XSLT on page 391 - Publishing Extensible Stylesheet Language Transformation (XSLT)
Documents.
» Y ou must be logged into HP SOA Systinet Registry to publish to it. There isalimitation of how

many UDDI structures a user can store. See Administrator's Guide, Account Limits on page 406

The main Publish pageisdivided into two panels. Theleft panel displays UDDI data structures that belong
to the logged-in user or to which this user has access permissions. The panel on the right displays details
about the data structure selected in the left panel. Asyou can see, if no structures are selected, buttons for
adding businesses and tModel s are displayed.
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Figure 68. Publish Page

—{BROWSEH SEARCH HPUBLISHHPROFILE | Harme = Publish Logout &
Publish = Subscriptions = Custody transfer s WSDL = XML = %50 = ®5LT Wielcorne dermo_john

<«| publish

demo_john's workspace

= Businesses >

@Headquar‘ter >

@ o>
B tModels  »»

Add business l [ Add tModel

Publishing a Business

This section explains how to publish a businessEntity and edit businessEntity-related structures:
* Add business name and description
* Add Contact

e AddaDiscovery URL

e Add aCategory

e Addan Identifier

* Add Business Services

e Add Projected Services

* Assert Business Relationships

To publish abusiness:

1 Click the Add Business button in the right-hand panel of the publish page, or select Add Business
from the context menu that appears when you right-click the Business Entities node.
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Figure 69. Add Business

[srowsk|l search [[PUBLISH| PROFILE [ Home > pubiish Logout r
Publish = Subscriptions = Custody transfer = WSDL = XML = XSD = XSLT welcome demo_john

<< i
demo_john's workspace Publish

B [Bg Businesses
= @ Headquarter
[5) contacts >

o
[Eg tModels  »

Add business l [ Add tModel

2 Enter the business name and a description, then click Add Business.

3 Thebusiness will appear in theleft tree panel under the Business entities node
To edit a business entity:

1 Select the Publish menu tab.

2 Click the Publish link.

3 Intheléft tree panel, click on the business entity node you wish to edit.
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Figure 70. Edit Business

demo_john's workspace <«¢| Edit business 'Headquarter' E
= Businesses Identifiers
@ Headquarter »» | | |
@ HR services demo:departmentID department id 001 @ j_i
> [ addidentifier |

B tModels  »»

4 After you modified the business entity, click the Save changes button.

Adding a Contact

The contact structure provides you with a space where you can list the people associated with the business
entity. It is comprised of six properties. name, phone, email, address, description, and use type.

It is recommended that you use the description field to give a brief explanation of how the contact should
be used.

Usetypes can be used to indicate the expected way in which the contact should be used. For example, "New
Franchises', "Sales contact”, "Technical Questions”.

To add a contact:
1 Onthe Contacts tab of the Edit business or View business page, click the Add contact button. This

displays the Add contact page where you can specify the contact's name and use type, as shown in
Figure 71
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Figure 71. Add Contact

| Add contact

Persor: Joe Smith Language: | English -
name:

Use type:

Description: | Joe Smith - network guru Language: | English v

Click Add contact.

Build your lists of information for descriptions, phone numbers, and addresses. Each collection page,
with the exception of Address collection, functions in the same manner. Click the Add button for the
element you want to add. Y ou will see two or more edit fields to be completed.

» Once the fields have been edited, you must click the Update icon on the right.

For addresses, click the Addresses tab. On thistab, add, edit, or delete existing address structures by
clicking through the appropriate buttons.

When you add or edit an address, fill in the desired fields, add the data to your list, and click Update
when finished.

Once you have updated all of the contact's information, click Save changes at the bottom of the Edit
contact page. Y ou will seethe name and use type of your new contact entry in the contacts list.

Adding a Discovery URL

To add aDiscovery URL:

1

On the Edit business page click on the Add discovery URL button at the bottom of the Discovery
URL stab.

Complete the Discovery URL and Use Type edit fields with the relevant data.

When the fields are complete, click Update on the right to add this information to the list.
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4 Click Save changes
Adding a Category

With categories you can make your business more visible to searches by associating it with a number of
accepted taxonomies. These taxonomic categories identify a business and its services by location, product
or service line, and industry.

HP SOA Systinet Registry comes with keys for three basic checked taxonomies by default: These are the
1 SO 3166 geographical classification system and the Nal ¢s and sI ¢ industry and product classifications.

A key isalso provided for M crosoft Geoweb 2000, but asthisis an unchecked taxonomy, key names and key
values must be entered by hand.

To add a category to your list:

1 Onthe Categoriestab of the Edit business page, click the Edit button. If there are already categories
associated with thisbusiness entity, alist of them will be returned along with the Add category button.
Otherwise, only the button will be displayed.

2 Click the Add category button beneath the Categoriestab. Thisreturnsalist of available taxonomies
from which you can choose categories to add to thellist.

3 Click onan available taxonomy. Checked taxonomies will expand to atree of categoriesvalid for that
model. Y ou can type aknown key namein the search box for faster retrieval. Note that larger branches
are limited to ten items per page.

4 You can also search for the name of the taxonomy through the search box at the top of the taxonomy
form. Use the starts with, contains, and exact match radio buttons as necessary. Like standard wild
cards, these buttons search for the entered string as specified. For example, The pattern cana, when
used with the starts with button and a geographic taxonomy, returns the set {"Canada" "Canarias'}.
The result set is limited to a maximum of 250 items.

» If you provide too broad a search pattern, the resulting list will be truncated to 100 items.

With unchecked taxonomies (for example, Microsoft's Geoveb taxonomy), it is possible to supply the
key name and value through edit fields.
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To add multiple categories, for example Albania and Armenia from the uddi - or g: i so- ch: 3166: 1999
taxonomy, check the boxesto the right of those key names, and click Add category. If you would like
to add categoriesfrom different pages, you must click Add category on thefirst page before continuing
to the next page containing your selections. For example, to choose Albania and Kazakhstan:

a  Select Albaniaand click Add category.
b Click Add category on the Find service page.
c  Click thelink for page 8 on the expanded Find service page.

d  Check the box next to Kazakhstan and click Add category.

Figure 72. Add Category

| Edit business 'IT'

=

uddi-org:general_keywords
uddi-orgiwsdlitypes
unspsc-orgiunspscive, 0501

E--E

Category groups
Mo group tvodels found.

3

Categories
| D%.E
dernolocation: floor Located on the Sth floor 5 @ j_i el
derno:hierarchy Iai:;ai?:n:zitsuperior uddi:systinet.com:demo:hg @ j_i smilcfs
Show: | Enterprise taxonomies v cofm
Taxonomy list  Displaying taxonomies 1 - 5 of 5

ntis-govinaics: 2002 cm';:sg:;:s
ubr-uddi-org:iso-ch: 3166-2003 ? B

IDENTIFIERS l
DISCOVERY URLS

.
a

FERMIZSIONE

RELATIONSHIFS

( Publish wspL

|( Save changes
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6 When you find the taxonomic classification you want, click the Add category button for checked
taxonomies. For unchecked taxonomies, click Add category once the edit fields have been compl eted.

Adding an Identifier

Y ou can aso make your organization more visible by supplying any of your public or private identifiers,
such as D-U-N-S, Tax, or Geographical Locator numbers to the registry. UDDI identifier structures are
composed of the following elements:

tModel Key
I dentifies a namespace or service in which the key name and key value have significance

keyName
The name or description of the key being used

keyValue
The value of the key

To add an identifier to your list:
1 Onthe Edit business page, switch to the | dentifier s tab.
2 Click the Add identifier button at the bottom of the Identifierslist.

3 Choosetheidentifier typefrom the displayed list of availabletaxonomical tmodels. Thisreturnsafield
in which you enter key names and key values.

4 Whenyou havefilledinthefields, click the Add identifier button to theright to add the new identifier
to thelist.

» If you use atModel for a checked identifier, the key value must be of arecognizable form and
value. For example, if you want to use auddi - or g: i sRepl acedBy key, you must supply the valid
business entity UUID key in the keyValue field. Failure to do so will generate an error when you
attempt to submit your business data to the database.

Publishing a Service
To publish aservice:

1 Select the Publish menu tab and click the Publish link
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2 Intheléft panel, click on the business to which you want to add a service. Theright display areawill
show business details.

3 Select the Servicestab, and click the Add Service button.

Alternately, right-click on the business node to which you want to add a service, and select Add Service
from the context menu.

Figure 73. Add Service

|' Add service

Name:" |HOIiday reguest | Language: English hd

Description: | | Language: English hd

Service key: |

4 Enter the service name and description and click Add service.
The service is added to the |eft panel tree.
Publishing a Binding Template

Once you have declared and defined a business service, you must establish how current and potential
business partners can access that service, atechnical description of the service including where it can be
found. Thisis accomplished through bindingTemplates.

A bindingTemplate represents a Web service instance where you obtain (among other things) the access
point of an instance of the parent business service. Every bindingTemplate has a unique bindingKey for
identification. (An access point contains contact information such as a URL, email address, or telephone
number used to locate the service.)

The AccessPoint in a bindingTemplate structure can contain a URL of the endpoint of the web service. If
there is more than one businessEntity that provides the same business service we recommend you reuse
thisinformation in abindingTemplate. Create a bindingTemplate on the businessServi ce that holds technical
information. Other businessServices should contain bindingTempl ates with accessPoints containing the key
of thefirst technical bindingTemplate. These accessPoints should also contain useTypes with the value
hostingRedirector.
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» Alternatively, reference to another bindingTemplate can be stored in a hostingRedirector structure
instead of in an accessPoint. However the hostingRedirector structure (not the hostingRedirector
value of useType) isarelic of UDDI v2 and is deprecated in UDDI v3.

To add abindingTemplate:
1 Sdlect the Publish menu tab and click the Publish link

2 Intheleft pandl, click on the service to which you want to add a binding. The right display area will
show service details. Select the Bindings tab and click the Add Binding button.

Alternatively, right-click the service node to which you want to add abinding, and select Add Binding
from the context menu.

Figure 74. Add Binding

|' Add binding
Access point:®  [1-123-45645554 |
Description: |IT izsues shall be reparted there | Language: English hd
Use type: other hd If other, specify: |

Binding key: | |

Publishing a tModel

ThetModel isastructure that takes the form of keyed metadata (data about data). In a general sense, the
purpose of atModel within HP SOA Systinet Registry isto provide areference system based on abstraction.
Among theroles that atModel playsin UDDI isthe ability to provide and to describe compliance with a
specification or concept, to ataxonomy, for example.

To publish atMode!:
1 Select the Publish tab, and click the Publish link.
2 Ontheright Publish panel, click the Add tModel button.

Alternatively, right-click onthetModels nodein theleft panel and select Add tM odel from the context
menu.
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>

Figure 75. Add tM odel

[ Add tModel

This dizlog affows pou o add tModel,

Name:"
Description:

tModel key:

|Systinet.com:dem0 Key generatar

| Language:

English hd

Enter tModel name and description, and click the Add tM odel button.

If you del ete an unused tM odel, the tM odel will be del eted from the database. The HP SOA Systinet
Registry Administrator can change this behavior that tModelswill be only marked as deleted. See
Administrator's Guide, Node on page 462.

Adding a Category

In this section we will show you how to assign deno: | ocati on: fl oor taxonomy to the numeric ordering as

show at Figure 42.

1

2

3

4

5

Log on asdem_j ohn user. ( password is the same as the username).

Click the Publish tab in the main menu. Click on thetModel demo: | ocati on: 1 oor iteminthetreeinthe
left part of the page. Edit tModel 'demo:location:floor' page will appear.

Click Add category button. A taxonomy list will appear.

Select the taxonomy systi net - com i sOr der edBy, enter Key value uddi : systi net. com conpar at or : nureri c.

Click the button Add category , then Save changes button.

Publishing Assertions

Y ou can assert rel ationships that busi nesses under your HP SOA Systinet Registry custody have with others
under your custody or with those under the custody of another user registered at the same operator node.
The success of the latter assertion depends upon the approval of the user to whom the assertion is made.
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When making an assertion you must supply:

The identity of the business from which the assertion is being made

The identity of the business to which it is making aclaim. HP SOA Systinet Registry specifies these
business identities through their UUID keys.

A reference explaining the nature of the relationship. References about the nature of the asserted
relationship are derived from your own tModels or from the uddi - or g: rel at i onshi ps tModel.

Adding an Assertion

To add anew assertion:

1

On the Edit business panel, switch to the Relationshipstab. This displays the Relationship assertions
page. If you have already set assertions you will see alist of those previously published. If not, you
will see the message "No assertions found."

Click the Add new assertion button to display the Add assertion page shown in Figure 76.

Figure 76. Add Assertion

| Add assertion

From:® IT

uddi:systinet.com:demo:hg Change direction
To:*

Select business key

Relationship:" | uddi-org:relationships +

Key name:

Key value:*

If the business for which you are making an assertion will assumethe "To" role, click the Change
Direction button.

Find the business with which you want to assert a relationship in the same way you would on the
inquiry side of UDDI. The differenceis that, along with the business name, you will see the business
descriptions in the retrieved record set and a Select business key icon next to each record.
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When you locate the target business among therecords, click its Select businesskey icon. Thisreturns
you to the Add assertion page with the UUID key of the selected business as the previously missing
role.

» A Keyed Reference will be required for the assertion to be valid. Click the Set button on the
right of the Keyed Reference line. The Set keyed reference page displays.

Locate atModel for your reference in the same way you would on the inquiry side of UDDI. The
differenceisthat there are edit fields for Key Names and Key Values next to the tModel namesand a
Set button at the end of each row. Pertinent tModelsinclude uddi - or gs: rel ati onshi p and those you have
published yourself.

a  Enter the key value and the key name or description. For uddi - or gs: rel ati onshi p, the key value
may beparent-child, peer-peer, Or i dentity.

b Click the Set value. This returns you to the Add assertion page. The tModel, key name, and key
value added to the Keyed Reference record are displayed there.
Click the Add assertion button.

If the assertion is made to a business of which you have custody, the assertion will be completed
automatically. If it is made to abusiness in the custody of another user, that user will need to review
the assertion and complete it through his or her own account. This processis described below.

Accepting an Assertion

Assume that you have been notified by a parent company, a subsidiary, a peer, or a cooperative member
that they have asserted a relationship with your company. Now you must review that assertion and, if you
arein agreement, completeit.

To accept the assertion:

1

2

On the Edit business page, switch to the Relationships tab.

View the incomplete assertions made toward your business in the Requested assertions list. Each
assertion will have a Complete assertion button next to its status message.

Click the Complete assertion button to accept the assertion.
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4 If youwishtorefuse, leavethe assertion incomplete by omitting step 3. Return to the Publisher assertions
page by clicking the link at the top of the page. Contact the business making the assertion to resolve
the details of your relationship. Incomplete assertions will not appear when users query for related
businesses.

Publishing Subscriptions

Subscriptions give you the ability to register interest in receiving information about changes made to HP
SOA Systinet Registry. It allows the monitoring of new, changed, and deleted UDDI structures. Each
subscription has afilter that limits the subscription scope to a subset of registry entities.

Y ou can establish a subscription based on a specific query or set of entities in which you are interested.
Query-based subscriptions notify the user if the result set changes within a given time span; entity-based
subscriptions notify the user if the contents of the specified entities change.

Subscriptions enable;

» notification of the registration of new businesses or services
e monitoring of existing businesses or services

e acquiring registry information for use in a private registry

e acquiring data for use in a marketplace or porta registry
Thisfilter should be one of the following ordinary UDDI inquiry calls:
o find_business

« find_relatedBusinesses

e find _service

» find_binding

e find_tModel

e get businessDetall

e get_serviceDetall
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e get_bindingDetail

e get_tModel Detail

Figure 77. Add Subscription

| Add subscription

Subscription filter:* Not set Change filter

Notification listener type: | None w

Expires after

PO — s po s Poos | p7 | 5|
Max entities: -1
Brief: I:‘

Adding Subscriptions

To add new subscription:

1 Click on the Subscriptions link under the Publish menu tab to display the Subscriptions page.
2 Click the Add subscription button to display the Add subscriptions page shown in Figure 77.

3 Click Changefilter to specify afilter for your subscriptions. Thisreturnsthe Subscription filter type
page.

4 Select thefilter type from the drop down list labeled Subscription filter type.

5  Click Select filter.

6 Setthefilter properties in the same way you would for ordinary search calls.

7 Click the Preview results button to check filter results.

8  Click Savefilter to return to the page with the filter settings shown in Figure 77.

9 Fill inthe other subscription fields if needed. These are described below.
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Notification Listener Types

Figure 78. Add Subscription - Email Notification Listener Type

| Add subscription

Subscription filter:* Find business Change filter

Notification listener type: Email address v
Email address:* use@@company.com
XSLT transformer tModel: systinet-com:notification: defaultEmailXSLT v
Business service: Ermployeelist v
Business entity: IT hd
o years n] months 1 days n]
Notification interval:
hours 0 minutes 0 seconds
Expires after (MM/DD/YYYY
B i ] B s poos | 7 |: |
Max entities: -1
Brief: F

» Subscription filter - Specifies on which UDDI structure change the notification will occur.
e Notification listener type - Select notification listener type

* Email address

e Service endpoint

e Binding template

 Email address - Email address to which notifications will be sent
e XSLT transformer tModel - tModel that references XSLT

* Businessserviceand Businessentity - Business service and business entity to which the bindingTemplate
representing the notification listener service will be saved. These drop down listslists only business
entities and business services under which you have the permission to create the binding template.
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* Notification interval - Specifies how often change notifications are to be provided to a subscriber.
Required only for asynchronous notifications.

o Expiresafter - Specifies the period of time for which the administrator would like the subscription to
exist.

* Max entities - Contains the maximum number of entitiesin a notification returned to a subscription
listener.

e Brief - Controlsthe level of detail returned to a subscription listener.

Figure 79. Add Subscription - Service Endpoint Listener Type

| Add subscription

Subscription filter:* Find business Change filter

Notification listener type: Service endpoint v

Notification listener endpoint:*

Business service: Ermployeelist v
Business entity: IT hd
o years n] months 1 days n]

Notification interval:

hours 0 minutes 0 seconds
Expires after (MM/DD/YYYY
B i ] B s poos | 7 |: |
Max entities: -1
Brief: F

» Subscription filter - Specifies on which UDDI structure change the notification will occur.
* Notification listener type - Select notification listener type here.

e Email address

e Service endpoint

e Binding template
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Notification listener endpoint - URL to which the notification will be sent

Business service and Businessentity - business service and business entity to which the bindingTemplate
representing the notification listener service will be saved. These drop down listslists only business
entities and business services under which you have the permission to create the binding template.

Notification interval - Specifies how often change notifications are to be provided to a subscriber.
Required only for asynchronous notifications.

Expires after - Specifies the period of time for which the administrator would like the subscription to
exist.

Max entities - Contains the maximum number of entitiesin a notification returned to a subscription
listener.

Brief - Controlsthe level of detail returned to a subscription listener.

Figure 80. Add Subscription - Binding Template Listener Type

| Add subscription

Subscription filter:* Find business Change filter

Notification listener type: Binding template v

uddi:b?7 eb8f0-86ce-11d3-bab5-123456739012
Binding key:"

Select binding key

o years n] months 1 days n]
Notification interval:

hours 0 minutes 0 seconds
Expires after (MM/DD/YYYY
B i ] B s poos | 7 |: |
Max entities: -1
Brief: F

Subscription filter - Specifies on which UDDI structure change the notification will occur.
Notification listener type - Select notification listener type here.

e Email address

376 Chapter 3



e Service endpoint

e Binding template

e Binding Template - The bindingTemplate representing the notification listener service.

» Notification interval - Specifies how often change notifications are to be provided to a subscriber.
Required only for asynchronous notifications.

» Expiresafter - Specifies the period of time for which the administrator would like the subscription to
exist.

e Max entities - Contains the maximum number of entitiesin anotification returned to a subscription
listener.

e Brief - Controlsthe level of detail returned to a subscription listener.

Editing Subscriptions

To edit an existing subscription:;

1 Click on the Subscriptions link under Publish menu tab to display the Subscriptions page.

2 Click the Edit button beside the subscription you want to edit. This returns the Edit subscription page.
Here you can edit al subscription arguments except Subscription filter.

Deleting Subscriptions

To delete subscription:

1 Click on the Subscriptions link under Publish menu tab to display the Subscriptions page.
2 Check the boxes beside subscriptions you want to del ete.

3 Click the Delete selected button. This returns a confirmation page.

4 The confirmation page contains alist of subscriptions marked for deletion. If it is correct, pressthe
Y es button to delete subscriptions permanently.
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Publish Custody Transfer

Custody transfer is a service used to transfer ownership of a selected structure (business entity, business
service, binding template or tModel) from one user to another. It consists of two steps: selecting structure(s)
to transfer and generating a custody transfer token. When the potential new owner receives the transfer
token (by a secure transport such as encrypted email), that user may accept or reject the custody transfer.

» Thistoken must be kept secret, asit is sufficient information to transfer custody of the structure
to any user!

If you decide to cancel the request (for example the transfer token has been compromised), use the Discar d
transfer token button.

Requesting Custody Transfer

To request custody transfer:

j—

Click on the Custody link under Publish menu tab to display the Custody transfer page.

N

Click the Request transfer token link. Thisreturnsalist of UDDI data structures you own.
3 Check the box next to the UDDI structure(s) you wish to transfer, and click Request transfer token.

4 The next page will generate the transfer token. Copy the text of the transfer token to afile and send
thisfile to the user who shall become the new owner of selected structures. Keep the token secret, as
anyone who knowsit can useit to transfer custody of that structure. Unencrypted email, for example,
is not good data transfer choice.

Accepting Custody Transfer

To accept custody transfer:

j—

Click on the Custody link under Publish menu tab to display the Custody transfer page.
2 Click onthe Transfer custody link.

3 Open thefile with the transfer token, copy its contents to clipboard and paste it to the edit area on the
Transfer structures page.

4 Click Transfer button.
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Publishing WSDL Documents

HP SOA Systinet Registry WSDL to UDDI (WSDL2UDDI) mapping is compliant with OASIS'stechnical
note Using WSDL in aUDDI registry Version 2.0 [http://www.oasis-open.org/committees/uddi-
spec/doc/tn/uddi-spec-tc-tn-wsdl-v200-20031104.htm]. 1t enables the automatic publishing of WSDL
documentsto UDDI, enables precise and flexible UDDI queries based on specific WSDL artifacts and
metadata, and provides a consistent mapping for UDDI v2.

Publish WSDL
To publish aWSDL document:
1 Click onthe WSDL link under the Publish main menu tab.

2 The page shown at Figure 81 will appear.
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Figure 81. Publish WSDL

Publish WSDL document
You can either use \?‘C»‘_’-.'u"‘gj business entity by L'-E.'\?L".'."‘Q its key or create a new business entity which will be used for D(-.C‘.'»‘_'-".‘."‘Q.
) |uddi: systinet.com:demo:hr |
Business key
[ Find business key ] [ Create new business
WSDL Iocation {URI) Popn’sysrinen’regisrr',-'.n’demos.n’conf.n’EmployeeLisr.wsdl |
Advanced mode I_
( Publish |( Cancel J

3 Enter the Business key of the business where services from WSDL document will be published. You
can find a business key by clicking on the Find business key button.

4 Enter aWSDL location. You can try the WSDL document from HP SOA Systinet Registry demos
from REG STRY_HOVE/ denps/ conf / enpl oyeelLi st . wsdl .

5 Leavethe Advanced mode check box unchecked, then click Publish button.

The WSDL document will be published to HP SOA Systinet Registry. Y ou can review how WSDL artifacts
of the document have been mapped to HP SOA Systinet Registry at Figure 82.
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Figure 82. Publish WSDL Summary

( Publishing summary

wsDL file:/ffc /sy stinetftyphoonfreqistry55/demoaos/common/sro/demo/uddifservices/Emplayeelist.wsdl has been successfully
processed and the following entities have been published to the Systinet Registry:

WSDL service EmployeelList mapped to UDDI business service EmployeeList {uddi:5640f2d0-1905-11d9-
afec-55fc4fb0afec)

WsDL ports have been mapped to UDDI binding ternplates:

Employeelist uddi;56428070-1905-11d9-afec-55fedfb0afec

wsDL bindings have been mapped to UDDI tModels:

Ernployeelist_binding {uddi:S637d210-1905-

Ermnployeelist_binding http:/fsystinet.corn/wsdl/dermo/uddifservices/ 11d9-afec-55foafboafec)

WSOl portTypes have been mapped to UDDI tModels;

Ernployeelist_portType {uddi:55fcdfh1-1905-

11d9-afec-55fcdfb0afec)
[ Ok

Ermployveelist_porType http: /sy stinet.com/wsdl/demo/uddifservices/

Publishing WSDL Documents (Advanced Mode)

The advanced publishing mode allows you to specify certain details of how the WSDL document will be
mapped to the UDDI registry. To publish in this mode, follow the steps from the previous section, and
togglethe Advanced mode check box on. Onceyou click on the button Publish the Advanced Mode Publish
page shown in Figure 83 will appear.
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Figure 83. Publish WSDL (Advanced Mode)

Type service key for this new business service {optional)

user specified UDDI business service by rewriting it)

Type service key for this new business service

<«
WSDL file: /o /systinet/typhoon/regis Advanced mode
e WSDL services
- o ) rou can sefect the way this WEDL service will be published to the Systinet Registey:
e editing Ernployeelist
+o Emnployeslist (endpaint: L O 'do not publish' rmode (WSDL service Employeelist will not be published to the =
o _ o Registry)
ﬁ_| Ernployeelist_binding
EI Employeslist_pot O 'new' mode (WSDL service EmployeeLlist will be introduced as a new UDDI busin
» service)

& ‘rewrite with user defined key' rmode (WSDL service Employeelist will be mappe

| | [ Select service key

business service by rewriting it)

business service by reusing it)

O 'rewrite’ mode (WSDL service EmployeeList will be mapped to the below selecter

O 'reuse’ mode [(WSDL service EmployeeList will be rmapped to the below selected

In race wnn hauwe calactad aithar veuwria’ ar vanca' rnde nca the fallawinag e

( Cancel |( Previous

e

In the left tree panel, you can see how artifacts of the WSDL document will be published. Click on atree
branch to edit how WSDL artifacts will be mapped to HP SOA Systinet Registry. Explanatory instructions
intheright panel describe the mapping options. Click Preview to see how each part of the WSDL document
will be mapped to the registry. From the Preview page, you can go back to adjust the WSDL mapping.

The wizard's default selection in Figure 83 is based on the following rules:

e If apossible mapping of aWSDL artifact already exists in the registry, and the user owns this UDDI
structure, the wizard will suggest rewriting that mapping in the registry.
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e If apossible mapping of aWSDL artifact already existsin the registry, and the user does not own this
UDDI structure, the wizard will suggest reusing that UDDI entity.

» If no mapping of the WSDL artifact existsin the registry, the wizard will suggest creating anew UDDI
entity to represent the mapping.

HP SOA Systinet Registry applies these rules automatically when you publish aWSDL document without
the Advanced mode option.

» Publishing of WSDL operationsand WSDL messagesisnot implemented in thisHP SOA Systinet
Registry release.

Unpublish WSDL

To unpublish aWSDL definition:

1 Search for the WSDL document in the registry.

2 Intheresult view, click on abusiness service.

3 The page with business service details will appear, click the Unpublish button at the page.
4 TheUnpublish WSDL document wizard will appear.

Publish XML

HP SOA Systinet Registry XML to UDDI (XML2UDDI) mapping enables the automatic publishing of
XML documents to UDDI, enabling precise and flexible UDDI queries based on specific XML artifacts
and metadata

If you want to unpublish an XML document, use the Find XML button, then click the Unpublish button
in the search result page.

Publishing an XML Document
To publish an XML document:
1 Click onthe XML link under the Publish main menu tab.

2 Thepage shown in Figure 84 will appear.
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Figure 84. Publish XML Document

[ Publish XML resource

Enter location of pour XML resource and press Publish, If pou want fine-grained control over publishing process, then select
Advanced mode first,

#MLlocation (URI) * |ﬁIe:fﬂc:fsyStinetfregiStry55fdemosfconffdepanments.xml

Advanced mode F

( Cancel W( Publish y

3 Enter an XML location. To demonstrate, choose the file REG STRY_HOVE/ denms/ conf / enpl oyees. xml from
the HP SOA Systinet Registry demos.

4 Leavethe Advanced mode check box unchecked, and click Publish.

The XML document will be published to HP SOA Systinet Registry Y ou can review how the XML document
has been mapped to HP SOA Systinet Registry at Figure 85.

The content of the XML document is not copied into the registry

»
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Figure 85. Publish XML Document Summary

XML resource
i
employees.xml
file:fffc: feystinetfreqistry35/demosfconf/employees . xml
uddi:90771101-2348-11d9-afd6-90771100afda
Marnespace
http: ffsystinet.com,/uddi/demo/employeelist
not defined
employees.xsd
Unpublish XML

Publishing an XML Document - Advanced Mode

The advanced publishing mode allows you to specify certain details of how the XML document will be
mapped to the UDDI registry. To publish in this mode, follow the steps from the previous section, check
the box labeled Advanced mode, and click Publish. Thisreturns the Advanced Mode Publish page shown
in Figure 86 will appear.
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Figure 86. Publish XML Document - Advanced

XML Resource model

Mamespaces

m http:/fsystinet.com/uddi/demo/employer

’ Advanced mode

4

XML resource
Location: file:/ffc /systinet/registry55/demos/conf/femplavees . xml

O create new technical rmodel
Type key for this new technical model (optional);

& Rewrite existing technical model
vour own UDDI technical model{s)

® employees.xml uddi;90771101-2348-11d9-afd6-207 71100

other UCDI technical model{s)
nane

If Cancel ||/ Previous ||/ Previe:

In the l€eft tree panel, you can see how Namespaces of the XML document will be published. Click on a
Namespaceto edit how the Namespace will be mapped to HP SOA Systinet Registry. Explanatory instructions
in the right panel describe the mapping options. Click Preview to see how the XML document and its
Namespaces will be mapped to HP SOA Systinet Registry. From the Preview page, you can go back to edit

the XML mapping.
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Figure 87. Publish XML Document - Preview

Preview

Freview of custornized mappings; ciick on namespaces to edit themn again (or use the Edit button on the bottom)

RML file:/ffc:fsystinet/registryS5/demos/conf/employees xml

#ML will reuse existing UDDI technical mode employees cml uddii90771101-2348-11d9-afd6-20771100afde

E| Mamespace http://systinet.com/uddi/demo/employeelist will reference UDDI technical model employees . xsd
a— yddirsystinet.com:demo:xsd:employees

( Cancel |( Edit |( Publish

Unpublish an XML Document

The Unpublish XML operation allows you to delete an XML mapping from HP SOA Systinet Registry To
unpublish an XML document, you must search for the XML document first.

Publish XSD

HP SOA Systinet Registry XSD to UDDI (XSD2UDDI) mapping enablesthe automatic publishing of XML
schema documents to UDDI, enabling precise and flexible UDDI queries based on specific XML schema
artifacts and metadata.

If you want to unpublish an XML schema document, use the Find XSD button and click the Unpublish
button in the search result page.

Publishing an XML Schema

To publish an XML Schema document:
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1 Click on the XSD link under the Publish main menu tab.

2 The page shown in Figure 88 will appear.

Figure 88. Publish XSD

[ Publish XSO resource

Enter location of pour X500 resource and press Publish, If pou want fine-grained control over publishing process, then
select Advanced mods first,

¥5D location (URI) * |ﬁ|e:fﬂc:ISyStinetfregistrySSfdemosfconffemployees.xsd
Publish elements and

types O

Advanced mode F

( Publish W( Cancel y

3  Enter an XML Schema location. To demonstrate, use the file REG STRY_HOVE/ denos/ conf / enpl oyees. xsd
from the HP SOA Systinet Registry demos.

4 Leavethe Advanced mode check box unchecked, then click Publish.

5  The XML Schemadocument will be published to the registry. Y ou can review mappings of the XML
Schema document itself and its elements at Figure 89.
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Figure 89. Publish XSD Summary

-
XSO resource

_____________________________________________________________ smployses xsd
Technical model S Uo7t 8 B it ISme A= Bl s e
Target namespace [ http:/fsystinet.com/uddi/demo/employeelist

Local name [ BRI
Element model | REIEENS]
Local name . person
Element model ... berson
department
department

Publishing an XML Schema (Advanced Mode)

The advanced publishing mode allows you to specify certain details of how the XML Schema document
will be mapped to the UDDI registry. To publish in this mode:

1 Follow the steps from the previous section, but check the Advanced mode box

2 Click Publish. Thisreturns the Advanced Mode Publish page shown in Figure 90.
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Figure 90. Publish XSD - Advanced

[ Advanced mode

You can select the way this X80 resource will be published to the Spstinet Registry!

Location: file:/f/c/systinet/registry55/demos/conf/employees.xsd

® Create a new tMadel
Type key for this new tModel {optional):

O Rewrite the existing tModel
your own tModel{s)

® employees.xsd uddiisystinet.corm:demorxsdiemployees
other tModel{s)
none
Publish element and types in the XSD

( Previous |( Preview |( Cancel

3 Intheléft tree panel, you can see how the XML Schema and its possible XML Schema imports will
be published. Click on an XML Schema model node to edit how the parts of the XML Schemawill
be mapped to the HP SOA Systinet Registry. The explanatory instructionsin the right panel describe
the mapping options.

4 Click thePreview to seehow the XML Schemadocument will be mapped to HP SOA Systinet Registry.
From the Preview page, you can go back to edit the XML Schema mapping.

Unpublish an XML Schema

The Unpublish XML operation alows you to delete the XML Schema mapping from HP SOA Systinet
Registry. To unpublish an XML Schema document, you must search for the XML Schema document first.
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Publish XSLT

HP SOA Systinet Registry XSLT to UDDI (XSLT2UDDI) mapping enables the automatic publishing of
XSL Transformationsto UDDI, enabling precise and flexible UDDI queries based on specific XSLT artifacts
and metadata.

If you want to unpublish an XSL transformation, click the Find XSL T button, then click the Unpublish
button in the search result page.

Publishing an XSL Transformation
To publish an XSL transformation:
1 Click onthe XSLT link under the Publish main menu tab.

2 The page shownin Figure 91 will appear.

Figure 91. Publish XSLT

[ Publish XSLT resource

Enter location of pour XELT resource and press Publish, If pou want fine-grained control over publishing process, then select
Advanced mode first,

#SLT location (URI) |ﬁ|e:fﬂc:ISyStinetfregistrySSfdem0Sfc0nffemployeesToDepanments.xsl

Advanced mode F

( Cancel W( Publish y
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3

Enter an XSLT location. To demonstrate, use the REG STRY_HOME/ denps/ conf / enpl oyeesToDepar t nent s. xs|

file from the HP SOA Systinet Registry demos.

4 Leavethe Advanced mode check box unchecked, then click Publish.

The XSL transformation will be published to HP SOA Systinet Registry. Y ou canreview how XSLT artifacts
have been mapped to HP SOA Systinet Registry at Figure 92

Figure 92. Publish XSLT Summary

HSELT resource

employeesToDepartments . ksl
file:fffc: fsystinetfreqistrySS/demaosfconf/employeesToDepartments .xsl
uddi:589e9440-234a-11d9-afd6-907 71 100afda
sl
employees.xsd
http: ffsystinet.com,/uddifdemo/employeelist
Input ¥ML schemas . . X
file:fffc: feystinetfreqistry3S/demosfconfifemployees xsd
uddi:systinet.com:demo:xsd:employees

departments.xsd
http: ffsystinet.com/uddifdemo/companyDepartments

XEL Output types h
http:fflocalhost: 2080/uddifdoc/demos/departments xsd

uddi:systinet.com:demo:xsd:departments
Unpublish this XSLT

Publishing an XSL Transformation (Advanced Mode)

The advanced publishing mode allows you to specify certain details of how the XSL transformation will
be mapped to the UDDI registry. To publish in this mode:

1 Follow the steps from the previous section, but check the Advanced mode box.

2 Click Publish. This returns the Advanced Mode Publish page shown in Figure 86.
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Figure 93. Publish XSLT- Advanced

XSLT model and properties

Input XML schemas

,l?—l http:/fsystinet.com/uddi/derno/emp
,l?—l http:/fsystinet.com/uddi/derno/com
Types of ®SLT output

ﬁ_l http:/fsystinet.com/uddi/derno/com

«| Advanced mode

XSL transformation
Loeation: file:/ffc /systinet/registry55/demos/conf/employeesToDepartmen

O create new technical rmodel
Type key for this new technical model (optional);

& Rewrite existing technical model
vour own UDDI technical model{s)
® employeesToDepartments.xsl uddii 5892944 0- 21
an771100afde

other UDDI technical model{s)
none

( Cancel |( Previous |r

In the left tree panel, you can see how XSLT and its input and output schemas will be published.

Click onan XSLT nodeitself, itsinput XML Schemas, and types of XSLT output to edit how these

artifacts will be mapped to HP SOA Systinet Registry. Explanatory instructions in the right panel

describe the mapping options.

Click Preview to see how the XSLT will be mapped to HP SOA Systinet Registry. From the Preview

page, you can go back to edit the mapping.

User's Guide

393



Signer Tool

One of the most important advantages of UDDI version 3 isits support for digital signatures. Without
signatures you cannot verify whether the publisher of a business entity isreally who that publisher claims
to be. But if the publisher has signed the UDDI structure, anyone can verify that theinformation isunmodified
by any means (including by UDDI registry operators) and to confirm the publisher's identity.

The HP SOA Systinet Registry Signer tool simplifies signature manipulation. Y ou can find thistool's script
in the bin directory of your HP SOA Systinet Registry installation. The Signer isagraphical application
that can be used to add, remove, and verify the signatures of UDDI structures you have published.

» If you are using IBM Java, you must install Bouncy Castle security provider. See Installation
Guide, System Requirements on page 40

Starting the Signer

1 Todart the Signer toal, first ensure that HP SOA Systinet Registry isrunning, then execute thefollowing
script from the bi n subdirectory of your HP SOA Systinet Registry installation:

Windows: signer.bat
UNIX: Jsigner.sh

2 Whenthetool starts, you must first authenticate yourself against the selected UDDI version 3 registry.
Simply provide your user name and password. If your registry is not running on alocal machine, you
must configure its endpoints. This can be accomplished via the Configure UDDI button.

Figure 94. Login Dialog

Ml Log in UDDI a x|

User name |demo_john
Password "‘“““"""“1

| Login || Configure UDDI |

3 Onthereturned screen, set the endpoints of the Security, Inquiry, and Publishing Web services. For
help, ask the administrator of your registry.
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Figure 95. Configure Dialog

Wl Configure Systinet Registry en ﬂ

Security URL  |hitpc/ilocalhost: 808 00uddirsecurity
Inguiry URL hitpaiflacalhost 2080w ddifinguiry
Publishing UBL |hitp:filocalhost8080/uddifpublishing

Ok | Cancel

4 Onceyou have entered your user name and password, click the Login button. The Signer tool will
attempt to authorize you at the selected registry. If authorization fails, you can correct your login
information. Once it succeeds, the L ogin dial og disappears and the Signer tool asks HP SOA Systinet
Registry for your registered information (businessEntities and tModels that you have published).

Main Screen

In the Signer tool's interface, the left part of the main screen consists of atree containing all your
businessEntities and tModels. If you wish to add or remove a digital signature, select the structure to sign
fromthistree. The Signer will fetch it from theregistry. When the structureisfetched, its XML representation
isdisplayed in the right panel. The Sign button is unblocked. If the structure has been aready signed, the
Remove signatur es button is unblocked as well.
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Figure 96. Signature Tool - Main Screen

4 Signature tool 10l =|

File

Registered structures

@[] Business entities

% I TModels
D systinet.cam:demao Key Generatar
D systinet.cam:demait Key Generator
D systinet.cam:demao:location Key Gen
D demoahierarchy
D demo:location:floor
D demo:department/D
D employees xsd
D departments xsd
D employees xml

UDDI key: uddi:systinet.com:demao:departmentiD

=thodel thodelkey="uddi:systinet.cam:demao:departmentiD”
¥mins="urn:uddi-org:api_v3"=
=hame=dema:departmentlD=/namea=
=description=ldentifier of the depantment=idescription=
=categoryBag=
=keyedReference keyMame="ldentifier system" keyvalue="identifier"
thlodelkey="uddi:uddi.org.categorization:types"f=
=keyedReference keyMName="Unchecked valueset' keyWalue="unchecked"
thlodelkey="uddi:uddi.org.categorization:types"f=
=keyedReference keyMame="Campatibility" keyWalue="businessEntity"

| »

[} employeesTaDepartments xs| tModelKey="uddi:systinet. com:taxonomy.compatibility's=
D departments . xml =/categoryBag=

[ persons | |=tmodel=

[ person

Ready |

The status bar at the bottom of the application informs the user of current action progress and results.
Sign

TosignaUDDI structure, you must set up the Javakeystore. Use JDK tool keytool to generate the keystore.
Please, see your JDK documentation for more information how to use keytool. The Signer tool has been
tested with keystoresin JKS and PKCS12 formats.

» To generate the certificate issue the following command
keytool -genkey -keyalg RSA -storetype JKS -aliasdemo_john -keystoretest_certificatejks

Example of the dialog:

Enter keystore password: changeit

What is your first and last nane?
[ Unknown] :  John Johnson

What is the name of your organizational unit?
[ Unknown] :  UDDI
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VWhat is the name of your organization?
[ Unknown] :  Myorg

VWhat is the name of your Gty or Locality?
[Unknown] :  San Di ego

VWhat is the name of your State or Province?
[Unknown]: California

What is the two-letter country code for this unit?
[ Unknown] :  CA

I's CN=John Johnson, OU=UDDI, O=Myorg, L=San Diego, ST=California, C=CA correct?
[no]: yes

Enter key password for <denmo_j ohn>

(RETURN i f same as keystore password):

To sign aUDDI structure, you must set the Java keystorefile, aias, and password as follows:
1 Click on the Sign button. Thisreturns the Select identity dialog.

2 Inthebox labeled Select identity, type the path to the file with your Java keystore.

3 Inthebox labeled Alias, type the alias located in the identity.

4 Inthe box labeled Password, type the password used to encrypt the private key.

» If you enter the wrong value for the alias or the password, the tool will not be able to open
the identity.
Ml Select identity = x|
Select file |C:Imy'roldentmy_ceniﬂcate.jks | Browse
Alias demo_iohn|
Password
OK | | Cancel | | Choose format |

5 If thekeystoreisin the Sun JKS format, you do not have to click on Choose format button. You can
leave default values there. If the keystore is not in the Sun JKS format, you can specify the format by
clicking the Choose for mat button. In the returned dialog window, set the keystore format and its
provider. For example, to use the PKCS12 format, set the format to PK CS12 and the provider to
SunJSSE.
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Figure 97. KeyStore Format Dialog

Bl Choose KeyStore format x|

Keystore format |FKCS12
Security provider|Sun.lS5E

OK | Cancel

6 When the signing operation succeeds, the selected UDDI structure will have adigital signature and its
XML representation will be updated. For security reasons, the signing process takes place on your
computer so as hot to risk compromise to your private key.

7 Finaly the Publish changes and Remove signatur es buttons are enabled.
Validation

TheValidate button is used to perform validity check of UDDI structuresthat contain XML digital signatures.
Theresult of this operation is displayed in the status bar.

Remove Signatures

The Remove signatur es button is used to remove all digital signatures from the selected UDDI structure.
When this operation is complete, the XML representation of the UDDI structure is updated. If the Publish
changes button had been disabled, it is enabled.

Publish Changes

If you have signed the selected UDDI structure or removed digital signatures from it, you can select the
Publish changes button to publish the changesto the registry. Itsinvocation uses standard UDDI publishing
methods (save_t Mdel , etc.) to update this UDDI structure on theregistry. The private key is not used during
this operation.

Signer Configuration

The Signer tool automatically remembers the actual configuration such as registry endpoints or keystore
location and format. The config file is saved in the user's home directory with the name si gner. conf. You
can change the location (and filename) by using the signer script's- ¢ option. If you do not want thisfeature,
use-n. Thelist of valid options can be obtained with - h option.
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4 Administrator's Guide

The HP SOA Systinet Registry Administrator's Guide contains information necessary for the management
of HP SOA Systinet Registry. Itisaimed at the user responsible for configuring the registry and managing
permissions, approval, and replication. This guide is divided into the following sections:

Registry Management on page 400 . Registry management includes al so management of user accounts and
permissions, taxonomy management, and management of the approval process.

Registry Configuration on page 454 . How to configure the Registry Console.
Business Service Console Configuration on page 467 . How to configure the Business Service Console.

Registry Console Configuration on page 482 . This section covers setting the URLs, directories, contexts,
timeouts and limits associated with the HP SOA Systinet Registry interface.

Permissions: Principles on page 485 . This section discusses the mechanism HP SOA Systinet Registry
provides for the management of users' rights; permissions allow the administrator to manage or make
available different parts of the registry to different users.

Approval ProcessPrincipleson page499 . This section describes Approval, aprocess by which control is
exercised over the data published to HP SOA Systinet Registry.

PStore Tool on page 503 . Describesatool for management of protected storesfor certificates and security
identities.

» Make sure HP SOA Systinet Registry is running before attempting to use its consoles for
configuration. To start it change to the bi n subdirectory of ReG STRY_HOVE and run:

Windows: serverstart.bat
UNIX: Jserverstart.sh
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The Registry Console can be found at ht t p: // <host nane>: <por t >/ uddi / web and the Business Service Console
can be found at ht t p: / / <host nane>: <por t >/ uddi / bsc/ web.

Hostname and port are defined when HP SOA Systinet Registry isinstalled. The default port is 8080.
Log onasadministrator. Initially, the administrator's user nameis set to admin and the password to changeit.
» We strongly advise you to change the password for user admin once you have logged in.

» Bevery careful when editing the erati onal busi ness enti ty, or editing the taxonomy uddi - or g: t ypes.
Modification of these structures can lead to registry instability.

Registry Management

Accessing Registry Management

Registry Management is a set of tasks that the administrator can address through the Registry Console.
Thesetasks arelisted in Figure 1

To access the Registry Management console:

1 Log on asadministrator or as a user with privilege to display M anage tab as described in Rulesto
Display the Manage Tab.

2 Click the Manage main menu tab.

3 Select the Registry management link under M anage tab. This returns the screen shown in Figure 1.
» Rulesto Display the Manage Tab

The Managetab isavailableif at least one of the following conditions is satisfied:

e You have ApiManagerPermission to all methods (*) of one or more APIs
(Account,Group,Permission, Taxonomy,A pproval M anagement, Stati stics,Administration Utils).

* You have ConfiguratorManagerPermission to all operations (*) and all configurations (*).
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e You have ApiManagerPermission to all methods (*) of ReplicationApi and
ConfiguratorM anagerPermission to all operations (*) for replication configuration.

* You have ConfiguratorManagerPermission to all operations (*) for web configuration.

Figure 1. Registry M anagement

< Registry Console

‘[BROWSEH SEARCH HPUBLISHHPROFILE HMANAGE Home > Registry management

Registry management = Registry configuration = Registry console configuration

| Registry management

Management of user accounts Account management

Management of user groups Group management

User and group permissions Permissions

Taxonomy management Taxonomy management

Replication management Replication management

tModel

Replace UDDI keys in
service

binding

Replace URLs Replace URLs

Delete deprecated tModels Select tModels

Transform keyed references Transform

Statistics

[ l
[ l
[ l
[ l
[ l
[ |
[ business ]
[ |
[ l
[ l
[ l
[ l
[ l

Statistics

Management of configurations [configuratinn managementl

» Account Management - Create, edit, and delete user accounts.
» Group Management - Create, edit, and delete accounts groups.
e Permissions - Set up permissions using the Registry Console

e Taxonomy Management - Build and maintain taxonomies via the Registry Console.
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* Replication Management - Set up a subscription-based replication mechanism under which aslave
registry receives notification from amaster registry regarding updates and changes. (For moreinformation
on replication, please see Replication Management on page 431.)

» Approva Management - set up requestors and approvers. This button is available only if the approval
processisinstalled. See Installation Guide, Approval Process Registry Installation on page 118

* Replace UDDI keys - Replace the UDDI keys of businessEntities, businessServices, tModels, and
bindingTempl ates.

e Replace URLs- Replace URL prefixesin the following entities:
e tModel - OverviewDoc URL
e tModellnstancelnfo - overviewDoc URL and DiscoveryURL
e hinding template - accessPoint URL
» Deletedeprecated tModels- Thisoption letsthe administrator permanently delete deprecated tModels.

A tModel is considered deprecated when it is marked as deleted by its owner. By default, tModels are
deleted permanently by users. See Node on page 462 how to change this behavior.

e Transform keyed references - This operation is necessary when the type of taxonomy keyValues or
the implementation of the taxonomy transformation service have been changed. For more information
see, User's Guide, Taxonomy: Principles, Creation and Validation on page 306.

o Statistics - This option displays two statistics tabs:

e Thefirst tab displaysinformation about the number of accesses made to the various UDDI interface
methods. One column displays the total request counts and a count of calls that fail and therefore
return exceptions.

e The second one contains counts of the main data structures (businessEntities, businessServices,
tModels, bindingTemplates) in the database.
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Account Management

The HP SOA Systinet Registry administrator manages user accounts using the Registry Console. Use this
console whenever you want to disable an account, change limits for a particular account, or take care of
general housekeeping.

To access the Account management console:

1 Log on as administrator.

2 Click the Registry management link under the M anage tab.
3 Click the Account management button.

Thisdisplaysalist of al accounts, asshown in Figure 2.Y ou can search accounts using the Find users
button.

Figure 2. Find Account

[ Find account

Filter: | Full name v |[% | [ blacked [ casesensitive
[ admin adrinistrator [ admin e-mail ] @//
[0 demo_corporate Corporate Demo User demo_corporate@localhost @//
[ demao_jane Jane Demo demo_jane@localhost @//
[ dema_ishn John Demo demo_john@localhost @//

Create Account
To create an account:

1 OntheFind Account page, click Create Account button. Thisreturnsthe Create account page shown
in Figure 3.
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404

Figure 3. Create Account

Create account

Login name:”
Email:*
Password: "
Retype passwurd:*
Full name:"
Default language:
Description:
Business Name:
Phone:

Alternate phone:
Address:

City:

hnhn

hnhn@cumpany.cnm

|J0hn Jahnsaon

| English v

r Cancel

Provide the information shown in . Fields marked with ared asterisk (*) are required.
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Figure 4. New Account - All Fields

Create account

Required fields are marked *

Login name:"

Email:*

Password:’

Retype password:®

Full name:*

Default language: I English - I

Description:

Business Name:

Phone:

Alternate phone:

Address:

City:
State/Province:

Country:
Zip/Postal Code:

Blocked:

Assertions limit:

Bindings limit:

Businesses limit:

Services limit:

U14=-—‘I\J—D‘—|

Subscriptions limit:

Todels limit: 100

Field descriptions (self-explanatory fields are omitted):

Default Language Code

Set the default language to be used during publishing when the language code associated with
aparticular field is not specified.

Usethefollowing profile
Profile preference - Select your preferred predefined user profile from this drop down list
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Blocked
Here you can enable/disable a user account. Thisis the account flag which prevents/permits
auser from successfully logging onto the server.

Limits
Thesefields (Assertionslimit, Bindingslimit, Businesseslimit, Serviceslimit, Subscriptions
limit, andT M odels limit) indicate the number of these items allowed by the user. Changing
default user limitsis discussed in the Accounts section of Registry Configuration.

» If you areusing approval process (you create account in publication or intermediate registry),
you can set fields for Approver request transformtion and Approver nessage transfor mation.
Both fields determines X SL transformation for approval process mail notifications. XSL
transformation is specified by the key of appropriate tModel. Approver request transformation
determinestransformation for mail notification about newly created approval request. Appr over
message transformation isused for mail notification about request's cancellation, approval or
rejection. Both transformations are taken into account only for approval process called from
the Registry Console

When finished, click Createaccount. Thisreturnsthe Find account page. Notethat thelist of accounts
now includes the account you have just created.

Account Limits

Each user account has the following limits for data saved under the account:

Businesses limit - maximum number of businessEntities the account can hold. (1 by default).
Services limit - maximum number of businessServices in the same businessEntity (4 by default).
bindings limit - maximum number of bindingTemplates in the same businessService (2 by default).
tModels limit - maximum number of tModels the account can hold. (100 by default).

Assertions limit - maximum number of publisherAssertions the account can hold (10 by default).

Subscriptions limit - maximum number of subscriptions an account can hold. (5 by default)
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Common users can not change these limits. Only the administrator can change limits for auser or change
default limits for newly created users.

The number of businessServices/bindingTemplates are checked against the limit on the user account owning
the parent structure, not against the limit of the user processing the save XXX call. For example, auser Ul
owns a businessEntity BE_U1 and providescreate ACL right to the user U2. The user U2 saves a new
businessService under the BE_U1, total count of businessServices under the BE_U1 (no matter who isthe
owner) is checked against the service limit of the BE account.

Limit checking is skipped if a user who performs the operation has an Api Manager Per i ssi on with the
appropriate permission name and action:

e API (permission name)

org.systinet. uddi
org. systinet. uddi
org.systinet. uddi

org.systinet. uddi

.client.

.client.

.client.

.client.

Subscription API.

e operation (action)

v3. UDDI _Publ i cati on_Port Type for skipping limit testson Publishing V3 API.
v2. Publ i sh for skipping limit tests on Publishing V2 API.
v1. Publ i shSoap for skipping limit tests on Publishing V1 API.

subscri ption. v3. UDDI _Subscri ption_Port Type for skipping limit tests on

save_busi ness for skipping businesses limit test on Publishing V1/V2/V3 API

save_servi ce for skipping services limit test on Publishing V1/V2/V3 API

save_bi ndi ng for skipping bindings limit test on Publishing V1/V2/V3 API

save_t Model for skipping tModels limit test on Publishing V1/V2/V3 API

add_publ i sher Asserti ons for skipping assertions limit test on Publishing V2/V3 AP

set_publ i sher Asserti ons for skipping assertions limit test on Publishing V2/V3 API

save_subscri ption for skipping subscriptions limit test on Subscription API
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For more information see Permissions: Principles on page 485. By default, only the administrator has these
permissions, and therefore the administrator has an unlimited account.

Edit Account

To edit an account:

1 Onthe Find account page shown in Figure 2, click the Edit Account icon (&) associated with the
account you want to edit.

This returns the Edit account page.

2 Onthe Edit account page, provide or change the information in the various fields. These are the same
asthefields shown in Figure 4.
Field descriptions (self-explanatory fields are omitted):

Default Language Code

Set the default language to be used during publishing when the language code associated with
aparticular field is not specified.

Blocked

Here you can enable/disable a user account. Thisis the account flag which prevents/permits
auser from successfully logging onto the server.

Limits
Thesefields (Assertionslimit, Bindingslimit, Businesseslimit, Serviceslimit, Subscriptions

limit, andT M odels limit) indicate the number of these items allowed by the user. These are
described in detail in the Accounts section of Registry Configuration.

3 When finished, click the button labeled Save Changes. This returns the Find account page.

Delete Account

To delete an account:

1 Onthe Find account page, check the box next to the L ogin name of the account you want to delete.

2 Click the Delete Selected button.
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3 If you are certain you want to delete the account, click Y es when prompted. Note that on publication
registries and standard installations of HP SOA Systinet Registry, all published information associated
with the user will be lost.

» If you areusing LDAPfor storing users, the user account will not be deleted from the LDAP store,

because LDAP stores are treated as read-only. Thedel ete account operation will delete an account
only from the registry database.

Group Management

User groups simplify management of access rights to each UDDI data structure. Y ou can use groups to
group users with similar rights.

The administrator can:
» Create and manage user groups

e Manage group membership

Figure5. View User Groups

| Group management

Filter: % |

Displaying results 1 - 4 of 4

derno_group admin private @//

]
system#everyone system The special group that contains all users, public
. The special group that contains users who are .
system#intranet system part of intranet domain. public
system#registered system The special group that contains all users wha public

are logged in the UDDI registry,
1

Create and Manage Groups
To create a new group:

1 Click on the Manage menu tab. On the Manage tab, select the Registry management link, and then
click the Group management button. This returns the Group Management page.
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To display al groups on the registry, click Filter. Thisreturns a Group list like the one shown in
Figure 5.

Click the Add Group button. Thisreturnsablank Add group page much likethe one shownin Figure 6.

Figure 6. Add Group Page

| Add group

Group name:"

Group owner:” admin

Group visibility: {~ public {* private
Description: |

This group does not exist pet, Save fts properties fo be able fo add group members,

Save group properties ]

Back J

In the edit box labeled Group name, type the name of your group. In the edit box labeled Group
owner, type the owner of the group. The default owner is Admin. These two fields are required.

Use the radio buttons labeled public and private to set group visibility.

Both public and private groups are visible to al usersin the registry, meaning that al users are able
to seewhich groupsexist. Public and private groups differ in that members of public groupsarevisible
to al users of the registry whereas members of private groups are visible only to the owner of the

group.
Optionally, Enter adescription of the group in the box labeled Description.

Click the Save group properties button. This returns the Userslist and Group member s sections
shown in Figure 5.
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Figure 7. Edit Group Member ship

Add group
Group name:" |dem0_gr0up |
|admin |
(& public O private
|dem0 group |
[ Save group properties ]
Lagin name ¥ |dem0% | Lagin name ¥ | |
R T - T (5 I P v P —
[} derno_corporate Corporate Demo User = [} dero_jane Jane Demo
[0 demo_jane lane Demo [0  democ_john lohn Demo
[0 demao_jshn lohn Demo 1
1 [ Select all ] [ Select none ]
[ Select all ] [ Select none ]
r Back

Inthe Userslist section, click Filter to display alist of all of the registry's users.
Use the drop down list in this section to sort users by L ogin name or Full name.

Use the text box to further filter users. Y ou can use % as wildcard in this field.

Check the boxes next to all members you wish to include, and click the right-pointing arrow (
) to move them to the Group member stable.

Group members are updated in the database once you click the arrow buttons.

Manage Group Membership
To add or remove members from a group:

1 Click on the Manage main menu tab.
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Click on the Registry management link. This returns the main Registry Management page.

Click the Group management button. This returns the Group list shown in Figure 5.

3 Enter your search criteria, then click the Filter button. Click Filter without search criteriato return a
list of all groups.

4 Click the Edit button () in the row with the group you want to manage. This returns the Edit Group
page. Specify search criterion for user accounts, then click the Filter button.

5 Usethe arrow buttons ( and ) to add and remove users as shown in Figure 7

Permissions

This chapter describes how you can set permissions using the Registry Console. Before you start to work
with permissions, we recommend reading Permissions: Principles on page 485 to become familiar with
permissions principles.

HP SOA Systinet Registry usesthe sameinterface for managing both user permissionsand group permissions.
In this section we discuss user permissions, but group permissions are handled the same way.

Accessing Permission Management

To access permission management:

1

412

Log on asAdministrator or asauser who has permission to set permissions, as described in Permissions
Definitions on page 486.

Click the M anage main menu tab. On the M anage tab, select the Registry management link, and
then click the Per missions button.

Ontheinitial Select Principal screen, click Filter, without changing the default settings, to view alist
of al users (principals).

» Use the drop down list in this section, labeled Filter: to sort users by L ogin name or Full
name.

Use the text box to further filter users by name. Y ou can use % as wildcard in thisfield.

Chapter 4



4

Select the radio button labeled User to manage permissions for individual users. Select the button
labeled Group to manage group permissions.

Check the box labeled Show only user s/groups with some per mission to filter out principals who
have not already been granted permissions.

Thisreturnsthelist of users shown in Figure 8.

Figure 8. Select Principal

| select principal

Filter: | Login name v | | @ user O Group [ show only users with some permission

Displaying results 1 - 4 of 4

. P The anly user who is allowed to change configuration and manage
adrmin adrninistrator UDDI registry. @//
derno_corporate Corporate Demo User Owner of entities published in Business Services Demo @//
dero_jane Jane Demo Jane works as HR department manager @//
dero_john John Demo John works in IT department @//

1

Click the Edit icon ( & ) associated with the user or group whose permissions you wish to set.

Add Permission

To add permissions:

1

Access permission management as described above in Accessing Permission Management on page
412.

On the principal list page shown in Figure 8, click the Edit icon (¥ ) associated with the group or
user to whom you wish to add permissions. On the returned Permissions page, click Add permission.

An Add permissions page much like the one shown in Figure 9 will appear.
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Figure 9. Add Permission

| Add permissions

Principal demo_jane
Principal type user
Permission type: org.systinet. uddi. security. permission. ApillserPermission v

Permission name: org.systinet.uddi. account. AccountApi b

[] delete_userAccount

[] enable_userAccount

[] find_userAccount
Actions:

[] get_userAccount

[] save_userAccount

D*

( Cancel |( Save Changes y

4« Select thetype of permission from the drop down list labeled Per mission type.
e From the drop down list Iabeled Permission name, select the name of the permission to add.

e Check the box(es) next to the actions associated with the permission name in order to grant
permission to perform those actions. Check the box next to the asterisk (*) to permit all the actions
on thelist.

5  Click Save Changes to save the permission.

Editing and Deleting Permissions

To edit apermission:;
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1 Onthe principal list page shown in Figure 8, click the Edit icon () associated with the user whose
permissions you want to edit or delete.

2 If theprincipal has permissions defined, apermission list like the one shown in Figure 10 will appear.

Figure 10. Permissions List

Permissions
Principal demo_jane
Principal type user
org.systinet.uddi.security .permission.ConfigurationManagerPermission account get , set @// T]_i

3 Click the Edit or Deleteicon ( W) associated with the permission you want to address.
Assigning Administrator's Permission

If you want to give administrator's permissionsto an existing user, you must assign thefollowing permissions
types to the user:

® org.systinet.uddi.security.perm ssion. Api Manager Per mi ssi on

® org.systinet.uddi.security.perm ssion. Api User Perm ssion

® org.systinet.uddi.security.perm ssion.Configurati onManager Per ni ssi on

For each Permission type set all Permission names and al actions using the asterisk (*)
Taxonomy Management

This chapter describes how administrators can build and maintain taxonomies using the Registry Console.
Before you start to manage taxonomies, we recommend reading User's Guide, Taxonomy: Principles,
Creation and Validation on page 306 to become familiar with taxonomy principles.

The following tasks are described in this chapter:
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Adding ataxonomy - How to add taxonomies HP SOA Systinet Registry.
Finding taxonomies - How to locate taxonomies in HP SOA Systinet Registry.

Editing taxonomies - How to change taxonomy categorization, compatibilities, and a taxonomy type
that isimportant in range queries comparison.

Editing ataxonomy structure - How to add categories, disable nodes, edit node values, and del ete nodes.
Uploading a taxonomy

Downloading a taxonomy

To view the Taxonomy management page:

1

2

Log on as administrator.

Click the M anage tab under the Main menu, and then click on the Registry management link under
the M anage menu tab.

Click Taxonomy management. Thisreturns ablank Taxonomy management page. To view aselection
of taxonomies, select afilter from the drop down list labeled Show. Possiblefilters are:

* Favorite taxonomies

e Enterprise taxonomies

e All taxonomies hide system

e All taxonomies including system

Thisreturns alist of taxonomies similar to that shown in Figure 11.
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Figure 11. Find Taxonomy (Enter prise Taxonomies)

| Find taxonomy

Showr:

Displaying results 1 - 11 of

all taxonomies hide system
all taxonomies including system

enterprise taxonomies ~

onomi

ntis-gov:inaics: 2002 Business Taxonormy: MAICS (2002 Release) @ j_i [

thomasregister-com:supplierIln - Thomas Registry Suppliers @ j_]— [
IS0 3166 Codes for names of countries and their subdivisions. - |

ubr-uddi-orgiiso-ch:3166-2003 Updated with newsletters IS0 3166-1 V-1, V-2, V-3, V-4, V-5, V-6, \- @ m [
7.

. ) Category system consisting of namespace identifiers and the =
uddi-org:general_keywords lkeywords associated with the namespaces. @ o [
uddi-org:resource:reference fezlgi::_:g:d category systemn used to refer to the tModel of another @ j‘i [
uddi-org:resource:type an checked cateqory system used to indicate the type of resource @ j_i [
uddi-org:types UDDI Type Category System @ j_]— [
uddi- Category system used to describe the protocol supported by a =
orgiwsdlicategorization: protocol wsdl:binding @ :]] [
uddi- Category system used to describe the transport supported by a = &
org:wsdlicateqorization:transport wsdlibhinding. @ ] [
uddi-org:wsdl:itypes WEDL Type Category System @ j_i [

I/Enterprise Taxonomies |( Upload Tazonomy H/ Status of Upload |( Add Taxzon

Use the page shown in Figure 11 to search enterprise taxonomies. Y ou can classify taxonomies according
to the following overlapping groups:

* Enterprisetaxonomies- The HP SOA Systinet Registry administrator can define which taxonomieswill
be present in the enterprise taxonomies list. The Enter prise taxonomies button located in the bottom
part of Figure 11 alows you to manage alist of enterprise taxonomies for all registry user accounts.

e Favorite taxonomies - All registry users can define their list of favorite taxonomies. See User's Guide,
favorite Taxonomies on page 339 for moreinformati on on how to manage your list of favorite taxonomies.
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e System taxonomies - When you edit a taxonomy you can assign whether the taxonomy is a system
taxonomy using the check box System taxonomy.

Thereason for thistaxonomy classification isto make taxonomy management and UDDI entity categorization
easier.

If you want to manage taxonomies which are not in the enterprise taxonomy list, select see all taxonomies
including system taxonomies from the drop down list labeled Show. The page shown in Figure 12 will
appear. Y ou can search taxonomies using the following criteria: taxonomy name, type, compatibility, and
validation.

Figure 12. Find Taxonomy

[ Find taxonomy

[]

Show: all taxonomies hide system v

Name:

categorization categorizationGroup identifier

Type:
relationship
busi ntity busi Service bindingTemplate

Compatibility:
tModel

validation: ® all O checked ) unchecked

Displaying results 1 - 10 of 52

dermo:departrnentID Identifier of the department x @// T]_i :
derno:hierarchy Business hierarchy taxonomy X @// T]_i :
dernolocation: floor Specifies the floor on which the department is located x @// T]_i :
dnb-com:D-U-H-5 Thomas Registry Suppliers X @// T]_i :
ebxml-orgispecifications  ebxXML Specifications Taxonomy X @// T]_i
(Enterprise Taxonomies |( Upload Taxonomy |( Status of Upload |( Add Taxonomy y

Adding Taxonomies
Y ou can aso add aroot for ataxonomy by hand and build it through the Registry Console.

To add ataxonomy:
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1 Click the Add taxonomy button shown in Figure 12.

2 Fill in as many of the fields on the Add taxonomy page, shown in Figure 13, as you require. Only two
fields are required to create ataxonomy: Name and Categorization, however the more information
you provide, the more useful your taxonomy will be.

Figure 13. Add Taxonomy

| Add taxonomy

Mame:" ShippEl’S

Description: Shippers taxonomy

Categorization:* categorization [] categorizationGroup [] identifier [] relationship
Compatibility: [] bindingTemplate businessEntity [] businessService [] tModel

(# checked internal

O checked Walidation service endpoints:
external
Version
Yalidation: L
Version
21
Version

1:
() unchecked

Unwvalidatable: F
System I:‘
taxonomy:

(#) existing comparator] systinet-com:comparator:string | %

Cornparator

Ualian framns e

|/ Save taxonomy

3 Inthefield labeled Name, name your taxonomy.
4 Skipthefield labeled tModel key. Thiskey is generated when you save the taxonomy.

5 Inthefield labeled Description, briefly describe the use of the taxonomy.
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6 Check one or more of the boxes in the section labeled Categorization. Categorizations are discussed
in Taxonomy Types on page 307.

7 You may enforce that your taxonomy can be used only within the UDDI structures of your choice.
Select one or more of the main UDDI structure types in the section labeled Compatibility.

8  Validation. In this section, specify whether the values in keyedReferences within the taxonomy will
be checked or not.

e Select checked internal if you want HP SOA Systinet Registry to check keyedReferencesin which
the taxonomy is used against a validation service deployed within HP SOA Systinet Registry.

o Select checked external if youwant HP SOA Systinet Registry to check keyedReferencesin which
thetaxonomy isused against avalidation service deployed on aremote SOAP stack such as Systinet
Server.

If you are using an external validation service, provide at least one Validation service endpoint.
e Select unchecked if you do not want HP SOA Systinet Registry to perform any checks on values
used in keyedReferences in which the taxonomy is used.
9  Usethe box labeled Unvalidatable to mark taxonomies as temporarily unavailable.

10 Check the box labeled System taxonomy if you want to mark the taxonomy for internal use. Users
and administrators can filter System taxomies easily when searching in the Business Service Console.

11 SelectaValuetypefor keyValues. Y ou can choose from three existing comparatorsor create acustom
comparator. Existing comparators are;

e string - keyValues aretreated as string values. If keyValues type is unknown then keyValues are
treated as strings. The maximum length is 255 characters.

e nureric - keyVauesaretreated as decimal numbers. The value can have maximum 19 digits before
the decimal point and maximum 6 digits after the decimal point.

e date - keyValues are treated as dates.

If you want to categorize using a custom comparison, you must create a new comparator tModel and
implement atransformation service. The Transfor mation service endpoint must start with thecl ass:
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>

prefix. Please seethe Types of keyValues on page 309 and Custom Ordinal Types on page 310 for more
information.

Use the box labeled Add to favoritesto mark the taxonomy as either a personal favorite. Thisisan
option available to all users.

Check the box labeled Add to enter prise to mark the taxonomy specific to the particular enterprise
or application. For more information, see Enterprise Taxonomies on page 229

Click Save taxonomy.

Later, you will be able to modify all taxonomy attributes except the validation type. See Editing
Taxonomies on page 422 for attribute descriptions.

Finding Taxonomies

To locate ataxonomy in HP SOA Systinet Registry:

1

2

Log on as administrator.

Click the M anage tab under the Main menu, and then click on the Registry management link under
the M anage menu tab.

Click Taxonomy management. Thisreturnsablank Taxonomy management page. Select afilter from
the drop down list labeled Show. Possible filters are:

* Favorite taxonomies

*  Enterprise taxonomies

e All taxonomies hide system

e All taxonomies including system

Thisreturns alist of taxonomies similar to that shown in Figure 11.

On the returned Find taxonomy page, you can further filter the results by

a name
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b type- Types are discussed in Taxonomy Types on page 307
c  compatibility
d validation
5 Fromthelist of taxonomiesthe fit thefilter criteria, select the taxonomy you wish to view by clicking
on its name.
Editing Taxonomies

The Registry Console makesit possible to change any taxonomy attribute except the validation type attribute.
To edit ataxonomy:

1 ldentify the taxonomy you want to edit as described in Finding Taxonomies on page 421.

2  Click onthe Edit Taxonomy iconin the Find Taxonomy page shown in Figure 12. Thisloadsthe Edit
taxonomy page shown in Figure 14.
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Figure 14. Edit Taxonomy

| Edit taxonomy

Name:® dema:location:flaor
Description: Specifies the flaor an which the department is located

Categorization:* categorization [] categorizationGroup [] identifier [] relationship

Compatibility: [] bindingTemplate busi ntity [] busi Service [] tModel
validation: none
Unvalidatable: F
System
¥

taxonomy:
(®) existing comparaton systinet-com:comparator;string %

Cormparator
Value '] name:
e O new.
Transformer
comparator service
endpoint:

(Savetaxonomy |( Cancel

3 Inthefield labeled Name, edit the taxonomy's name.
4 Inthefield labeled Description, briefly describe the use of the taxonomy.

5  Check one or more of the boxes in the section labeled Categorization. Categorizations are discussed
in Taxonomy Types on page 307.

6 You may enforce that your taxonomy can be used only within the UDDI structures of your choice.
Select one or more of the main UDDI structure types in the section labeled Compatibility.

7 Validation. In this section, specify whether the values in keyedReferences within the taxonomy will
be checked or not.

e Select checked internal if you want HP SOA Systinet Registry to check keyedReferencesin which
the taxonomy is used against a validation service deployed within HP SOA Systinet Registry.
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e Select checked external if youwant HP SOA Systinet Registry to check keyedReferencesin which
thetaxonomy is used against avalidation service deployed on aremote SOAP stack such as Systinet
Server.

If you are using an external validation service, provide at least one Validation service endpoint.
o Select unchecked if you do not want HP SOA Systinet Registry to perform any checks on values
used in keyedReferences in which the taxonomy is used.

8  Check the box labeled Unvalidatable to mark the taxonomy as temporarily unavailable. When you
save achecked taxonomy without avalidation service, the taxonomy will be saved with Unvalidatable
toggled on.

9  SelectaValuetypefor keyValues. Y ou can choose from three existing comparators or create acustom
comparator. Existing comparators are:

e string - keyValues aretreated as string values. If keyValues type is unknown then keyValues are
treated as strings. The maximum length is 255 characters.

e numeric - kKeyValuesaretreated as decimal numbers. The value can have maximum 19 digits before
the decimal point and maximum 6 digits after the decimal point.

e date - keyValues are treated as dates.

If you want to categorize using a custom comparison, you must create a new comparator tModel and
implement atransformation service. The Transfor mation service endpoint must start with thecl ass:

prefix. Please seethe Types of keyValues on page 309 and Custom Ordinal Types on page 310 for more
information.

Editing a Taxonomy Structure

While the fields in the Edit Taxonomy page are used for controlling global attributes, the management of
nodes within the taxonomy itself is handled by categories. Here you can add nodes, edit node values, and
enable or disable them.

» Changing taxonomy structure is allowed only for checked taxonomies which are validated by the
internal validation service.
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Adding Categories to a Taxonomy

>

Before we begin assigning namesto ataxonomy it isimportant to consider how the naming system
will function.

Taxonomy valuesin UDDI consist of name and value pairs, like entriesin a hash table. Aswith
hash table values, the trade-off between economy of space and extensibility must be taken into
consideration. Too long a val ue string will be wasteful; too small and it will not be extendable.

To add a node to a branch or root:

1

2

Identify the taxonomy you want to edit as described in Finding Taxonomies on page 421.

Click the Edit taxonomy structureicon (&) in the Find taxonomy page as shown in Figure 12.

» Thisiconisonly availablefor checked taxonomiesthat are validated by theinternal validation
service. You cannot edit the structure of unchecked taxonomies and checked taxonimies that
are validated by other services.

The Edit taxonomy structur e page will appear.

On this page, right-click on the taxonomy'sfolder icon to display its context menu, and select the Add
category action or click the Add child category to ... icon next to the item.

This displays the Add category page. Provide the required Key name and Key value, and click Save
category.

In the shipping taxonomy example shown in Figure 15, we use avalue algorithm that employsan array
of six aphanumeric characters:

e Thefirst element in the array signifies the first geographic division.
* The second and third elements signify further geographic subdivisions where necessary.
e Thefourth character indicates transport mode.

« Thefifth character isreserved for an extension to the system allowing a coded category containing
amaximum of thirty-six divisions.
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e The sixth can be used for aweight coding system.

Figure 15. Add Category

[ Add category

T. chi

Parent category: none

Key name:" hational
Key value:" WOoooo
Disabled: F

( Save category |( Cancel

6 Check the box labeled Disabled to mark the category as either helper or deprecated. Note that disabled
categories cannot be used as valid options in keyedReferences.

7 Click the Save category button. This builds the taxonomy as shown in Figure 16.

426 Chapter 4



Figure 16. Edit Shippers Taxonomy 1

| Edit taxonomy structure i

@ Shippers
= [ national (Mooooo)

[ regional {RO0DOD)

=S
B

&= &

Moving categories

To demonstrate category moving, we will extend the Shippers taxonomy from previous section.
Add four non-disabled categories with the following attributes:

a  Key name: national ; Key value: No000o0.

b Key name: regional ; Key value: Ro0000

¢ Key name: aneri can; Key value: A00000.

d  Key name: european; Key value: E00000.

Theresult is shown in Figure 17.
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Figure 17. Edit Shippers Taxonomy 2

| Edit taxonomy structure

I@ Shippers

[[1 american {aooooo) & @
[1 european (E0OODOY & @
[ national (NOBODD) & 7
[ regional (rRoOOOMY @

H

H
& & & =

H

i

Add anew category {worl d-wi de,w00000} to the same level asall previoustaxonomies.

Wewant to put both theeur opean and amer i can categories under thewor | d-wi de category asshownin Figure 18.

Figure 18. Edit Shippers Taxonomy 3

| Edit taxonomy structure

@ Shippers

[ national (nooooo) g,

[ regional (RODOOO) & @

= O world-wide {wooooo)
[ american (a000003
] european (E00OOO)

/]
[}
B Fa
& @
& @

&

To do so, select both the eur opean and aneri can categories and click Reparent selected. A dialog for the
target category should appear. Choose the wor | d- wi de category node. The structures will be displayed as

shown in Figure 18.

» Child nodes are moved along with the parent.
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The Edit taxonomy structure also allows you to see UDDI entities categorized with a category from the
taxonomy tree. An example of displayed business entities categorized with the Shipperstaxonomy isshown
in Figure 19. To switch to the view of categorized UDDI entities, click the house icon ().

Figure 19. Edit Shippers Taxonomy 3

| Edit taxonomy structure i
@ Shippers

[ national (nooooo)

- @ [ regional (Rooood) &

@ O] mMy_company_a @ i |

M |
4 |

2 (@ [ world-wide (woooon) [, & @
- @ [ american (00000} & @
@ D My_company_B @ j_i
- @ [ european (E000O0) & @
@ D My _company_C @ j_i

@ D My _company_D @ j_i

Deleting and Disabling Nodes

There are two policy choices for dealing with categories of entities that cease to be active. Either:
* They can be marked as disabled.

» They can be deleted entirely from the taxonomy.

To delete ataxonomy node,

1 Navigate through the taxonomy tree via the Edit taxonomy page.

2 Right-click on the category node'sicon and select the Delete option from its context menu.

» Because this processisirreversible you will be asked to confirm.
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To disable ataxonomy node:

1 Navigate through the taxonomy tree via the Edit taxonomy page.

2 Right-click on the category node icon to display its context menu.

3 Select the Edit category option from the context menu. This returns the Edit category page.
4 On the Edit category page, check the option labeled Disable.

5  Click the Save category button.

Uploading Taxonomies

To upload a taxonomy:

1 Log on asadministrator.

2 Click Manage main menu tab, then click on the link Registry management under the M anage menu
tab.

3 Alist of taxonomies like the one shown in Figure 12 will appear.
4 Click the Upload taxonomy button.

5  Choose ataxonomy file using the Browse button.

6 Click the Upload taxonomy button.

» Theformat of dataon thispageis described in the Persistence Format on page 557 of the Devel oper's
Guide.

» To upload multiple taxonomies at once you should add them into one ZIP archive and upload this
archive.

Downloading Taxonomies

There are two obvious cases in which you will want to download a taxonomy from the database:
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1 If you are planning to edit the taxonomy, it is good to keep a safe copy for version control. You can
either edit the downloaded copy directly, and even manageit through a versioning system, or keep the
downloaded copy asthe safety copy and edit the taxonomy directly through the Registry Console and
save changes directly to the database.

2 You may wish to replicate the taxonomy for other systemsin other departments of your organization.
These departments or branches may even tailor the taxonomy for their own purposes.

To download the taxonomy, click the Download (&) icon. This returns the system Save file dialog. The
default namefor the destination file isthe taxonomy namewith a. xn extension appended. Renamethefile
if you choose, then save the taxonomy file as you would any other.

Deleting Taxonomies

If at any point you decide that ataxonomy is no longer necessary, you can delete it by clicking the Delete
taxonomy icon (W) in the Find Taxonomy page.

» Because this procedure isirreversible you will be asked to confirm your deletion.

Replication Management

Selective One-way Replication is a subscription-based replication mechanism under which aslave registry
retrieves update and change notifications from a master registry. The slave registry then appliesthesetoits
own data.

Replication is set up by a subscription defining the set of businessEntities or tModels being replicated. The
subscription filter isafind_business or find_tModel query with no special requirements.

Eachtimereplicationisinvoked, the daveregistry retrievesaset of changed businessEntities and referenced
tModels. The tModels are referenced in tModelKeys of either tModel I nstancel nfos or keyedReferences.
These changes are then saved.

» Referenced tModels are only replicated if the slave registry does not already contain them. If a
tModel is already present in the lave registry, it will not be replicated to the slave registry, even
if the tModel has been modified in the master registry.

» Replicated data should not be changed because such changesin the slaveregistry will belost when
someone changes these entitiesin the master registry and the replication is automatically processed.
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Note also that replicated data should be stored under an account having administrator's privileges
(admin).

Replication may fail or produce warning messages. The failure may occur for one of the following reasons:
» The master registry is not accessible or the connection is broken during data replication;

e Saving/Deleting of a subscribed businessEntity on the slave registry fails.

A warning is produced when:

» The subscribed businessEntity is not accessible on the master registry. For example because of ACL
GET denied permission;

e Referenced tModels are not accessible on the master registry;
* Referenced tModels are saved/del eted.
Replication tries to obtain al changes to subscribed data since the last successful replication.

Replication process logs can be found in the REG STRY_HOME/ | og/ repl i cat i onEvent s. | og file. Y ou can edit the
REG STRY_HOME/ conf /| og4j . conf i g and make replication logging more detail ed by uncommenting the following
statement:

| 0g4j . category.replication_v3.com systinet.uddi.replication.v3.ReplicatorTask=DEBUG repl i cationLog
Master Registry Setup
To set up the master registry:
1 If youdo not have an account on the master registry, you must create one. It can be astandard account.
» The QGfauIt subscription limit for a new user isfiye. The HP SOA Systinet Registry
Administrator may increase the subscriptions limit for the user.
2 Log into the master registry account.
3 Create asubscription for the replication with the following details:

e The subscription filter must be afind_business or find_tModel query.
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e Set the Notification listener type drop down list to None
e Thebrief option isrecommended to reduce the amount of transferred data.
For more information, please see Publishing Subscriptions on page 372.

Slave Registry Setup

» Only the administrator of the slave registry should do this.

There are two parts to the slave registry configuration:

» Master registry information including the location of master registry endpointsfor inquiry, subscription
and security APIs, and the username/password pair on the master registry needed to obtain notifications;

» Slaveregistry information including the username/password pair on the slave registry for the user who
will own the replicated data, and the notification interval.

To set up replication:
1 Log on as Administrator to the slave registry.

2 Click the Manage main menu tab, then click on the link Registry management under the Manage
menu tab.

3 Click Replication management. Thisreturns alist of replications.

4 Click Add replication.

5  Fill inthe form under the Master tab as described in Figure 20.

6 Fill inthe form under the Slave tab as described in Figure 21.

7 Specify permissions for replicated data under the Per missions tab as shown in Figure 22.

8  Click Savereplication.
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Figure 20. Add Replication Master

( Add replication ]

Master registry

User name:’ |admin |

Password:" |................ |

Retype password:® |................ | o
Inquiry URL:" |http:ffserver1.com:BDBDfUddiﬁnquiry P:Rr:sslons
Subscription URL:" |http:ffserver1 .com:B080/uddi/subscription

Replication subscription key:* |

|
|
Security URL:" |https:ﬂser\rer1.com:BfifiSIuddiJ’security |
|
|

tModel subscrption key: |

( Save replication |( Cancel

» User name - Name of the user who created the replication subscription on the master registry

e Password - Password of the user who created this subscription. This password is encrypted in the
configuration file.

* URLsof Master Registry - All URLs (Inquiry URL, Subscription URL and Security URL) must refer
to the same master registry. Moreover the URLs must not refer to the slave registry itself, otherwise
you can loose some data.

e Inquiry URL - Inquiry URL of master registry. For example,
http:// mast er . nyconpany. com 8080/ uddi /i nqui ry. Theinquiry URL isused to obtain full standard UDDI
v3 structures.

» UDDI v2 keys are not included in the UDDI v3 structure and replicated structures differ
with regard to v2 keys. To replicate v2 keys, specify the URL of the proprietary inquiry
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API, which returns extended structuresincluding v2 keys. Thisextended APl hasthe context
/ uddi / export . For example, http:// mast er. myconpany. com 8080/ uddi / export .

e Subscription URL - Master registry's subscription URL. For example,
http://master. myconpany. com 8080/ uddi / subscri pti on.

e Security URL - Master registry's security URL. For example,
https://master. myconpany. com 8443/ uddi / security.

* Replication subscription key - key of thefind_busi ness or find_t Mdel subscription from the master
registry.

e tMode subscription key - key of the helper subscription for changes to tModels from the master
registry.

Figure 21. Add Replication Slave

( Add replication ]

Slave registry

Replication -
. |my replication |
name:
Disabled: F
User name:" |admin | H
D 1 [ | FERMISSIONS
d: |
Retype
R |.......... |

password:
Replication ] years ] months ] days ]

Lo
period: hours 0 minutes 0 seconds
Last
replication Unknown
time:

( Save replication |( Cancel
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e Replication name - Name the replication for better orientation within the list of replications.
» Disabled - Check this box to disable replication.
* User name - User account name under which replicated data will be stored.

» The user must have the Api Manager Per ni ssi on On
org. systinet.uddi.client.v3. UDDI _Publication_Port Type API for all * actionsto be ableto generate
keys without having the appropriate keyGenerator. For more information, see User's Guide,
Generating Keys on page 302. By default, the only user who can do thisis the admin.

* Replication period - Specify the period between replications by entering the appropriate number in the
boxes for years, months, days, hours, minutes, and seconds. The default period is one hour.

e Last replication time - The date and time when the last replication occurred.
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Figure 22. Add Replication Permissions

Add replication ]
Permissions

[vcer/oroupname —— |Fnd _ lcet  lsave  |palete | | |
demo_corporate *® *® X b4 @ _ﬁ
dero_jane ~ ~ A . @ _ﬁ
demo_john allowed VHaIIowed VHaIIowed VHaIIowed V|§ ?

Find users/groups
O group

Displaying results 1 - 3 of 3

“fisonname — lruname — lDosowtion |

Owner of entities published in

® 0y
[ T
FERMIZSIONG

|:| derno_corporate Corporate Demo User Business Services Demo
[] demo_jane Jane Demo Jane works as HR department
- rmanager
[ demao_jahn John Demo John works in IT department
1
[ Select all ] [ Select none ] Add selected users
( Save replication W( Cancel

In the page shown in Figure 22, the administrator can set up permissions for replicated data. If you do not
enter any data on this page, all users from the slave registry havefind and get permissions on replicated

data.
To specify permissions on replicated data:

1 Enter afilter criteriafor users or groups, and click Filter.

2 Check the box in front of users or groups. Then, click the Add selected user s button. Selected users

or groups will be added to the permissions list.

3 Click the Edit icon to change permissionsfor Find, Get, Save and Del et e Operations

4 Click the Savereplication button.
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» Use the button Replicate now on the replication page to test the replication settings.

Approval Process Management

This chapter describes how administrators can manage the approval publishing process. We will show you
how to set up requestors and approvers using the Registry Console. Before you start, we recommend that
you read Approval Process Principles on page 499.

Loading the Approval Management Page
The tasks described in this section are performed from the Approval management page. To load this page:
1 Log on as administrator.

2 Click the Manage main menu tab, then select the Registry management link under the Manage
menu tab.

3 Click Approval management. Thisreturnsalist of approvers similar to that shown in Figure 23.

Figure 23. Approval Management

( Approval management

| {—T—
Displaying results 1 - 3 of 3
a User Requestors...
admin User Requestors...
atodpprover User Requestors...
1
( Back |( Modify approvers y
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Create Approver

To create an approval contact:

1 Click the M odify approver s button on the Approval management page shown in Figure 23

2 Thisreturnsthe Modify approvers page as shown in Figure 24

The left side of this page, labeled Principal list isalist of all users and groups on the registry. The
administrator may make any name on this list into an approval contact.

Theright side, labeled Approversisalist of all approvers on the registry.

3 Check the box next to the login name of a user you would like to turn into an approver and click the

right-facing arrow ( ). If you would like to create an approver from a group, check the group
box and use the right-facing arrow.

4 Click the Save approver s button.

» Using the left-facing arrow buttons, you can deselect approvers in the same way.

Figure 24. Modify Approvers

. Modify approvers

Login name |dem0%

Displaying results 1 - 3 of 3
|

I:‘ demo_corporate
[} demo_jane

[} demo_john

| @user O group I R D
[0 autclpprover TTzer
Corporate Dema User O deme_joln User

Jane Demo [ Select all ] [ Select none

John Demo
1

[ Select all ] [

Select none

( Save approvers

|( Cancel
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Create Requestor
To create arequestor from a user:

1 Onthe Approva management page shown in Figure 23 click the link labeled Requestor s next to an
Approver type.

2 Thisreturns the Modify requestors page shown in Figure 25
The Requestors page consists of two lists:
e Alistof al usersand groups on the registry labeled principals

e Alist of users and groups, labeled Requestor s assigned to the selected approver

3 Select auser or group from the Principals column (or click Select all if you choose), and click the
right-pointing arrow ( ) to turn the user(s) into requestors.

4 Click the Save requestor s button.

» Using the left-pointing arrow button, you can deselect requestors in the same way.
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Figure 25. Modify Requestors

Modify requestors
Approver demo_john
Approver iype User
Princpl i equesons
: ;
Login name ¥ |dem0% | @ user O group 0 = me . Nn
SO _Jate SEr
Displaying results 1 - 3 of 3 =
s > (_sdocan ] [ seectnone )
I:‘ demo_corporate Corporate Dema User (E
[} demo_jane Jane Demo
[} demo_john John Demo
1
[ Select all ] [ Select none ]
( Save requestors W( Cancel

Replacing UDDI Keys

Replacing keys of businessEntities, businessServices, tModels, and bindingTemplatesisintended to correct
errorsin keys before entities are commonly used by users.

To access the key replacement page:
1 Log on asadministrator.
2 Click the Registry management link under the M anage tab.

3 Intherow labeled Replace UDDI keys, click the appropriate button tM odel, business, service, or
binding.
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» Thereplace key operation can break digital signatures on changing entity aswell as on other entities
which reference to the changing entity.

Replacing tModel keys

When you replace atModel key, the key will be updated in the following data structures:

* tModd

* keyedReferenceGroups

* keyedReferences

» tModelInstancelnfos

e publisherAssertions

* addresses

» taxonomies

Replacing businessEntity keys

When you replace a businessEntity key, the key will be updated in the following data structures:
e businessEntity

e services

* keyedReferences

Replacing businessService keys

When you replace a businessService key, the key will be updated in the following data structures:
* businessService

e hindingTemplates

* keyedReferences
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Replacing bindingTemplate keys

When you replace a bindingTemplate key, the key will be updated in the following data structures:
e bindingTemplate

» keyedReferences

e subscriptions

* hostingRedirector

e accessPoint with bi ndi ngTenpl at e USETYpE

Registry Statistics

Registry statistics include statistics on::

e UDDI structure counts versus limits imposed by the product license;
e invocations of registry APIs;

» UDDI structure counts generally;

To access the registry statistics page:

1 Log on asadministrator.

2 Click the Registry management link under the M anage tab.

3 Click the Statistics button.

4 Thepage similar as shown in Figure 26 will appear, summarizing publishing limits imposed by the
product license, current counts and the number remaining.
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Figure 26. Statistics - Publication Limits

Systinet Registry statistics & [F

UDDI structure limits i B,
STRUCTURE

] o o] Ao o]

Business entity 500 10 490 dl s

Business service 1000 95 905 friusnst

Binding template 500 178 322 | fe
u =

tModel 1000 310 690 STRUCTURE

Resetall ]

5  Click the APl Usage tab and you will see apage asin Figure 27 showing the number of requests for
each API, number of unsuccessful requests and datetime of last API call. Y ou can reset count separately
for each API by clicking the Reset button or reset counts for all API by clicking on the Reset all
statistics.
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Figure 27. Statistics - APl usage

P
Systinet Registry statistics 8 [F

uDDI API usage

S S " S ™ S

org.systinet.uddi.client.v3.UDDI_Inquiry_PortType Nov 11, 2005 5:09:33 PM
find_thModel 13 o] MNow 11, 2005 5:09:33 PM
get_businessDetail 18 1 Mov 9, 2005 §:25:56 PM

get_tModziDetail 289 1 MNeow 11, 2005 5:09:11 PM
get_operationalinfo 13 4] Meow 11, 2005 5:09:21 PM
get_serviceDetail 2 lu] Mo 2, 2005 4:24:45 PM

find_business 5 4] MNow 9, 2005 12:34:04 PM
[ Reset ]

T e

org.systinet.uddi.statistics.StatisticsApi 0 Nov 11, 2005 6:15:35 PM
get_structureStatistics 1 lu] Mow 11, 2005 5:54:24 PM
get_accessSiatistics 2 4] Meow 11, 2005 5:15:35 PM
get_statisticsinfo 1 0 Now 11, 2005 5:54:25 PM
[ Reset ]
55 M =SSN [ W—
org.systinet.uddi.configurator.ConfiguratorApi Hov 9, 2005 4:16:59 PM
get_configuration 14 0 Mo 9, 2005 4:16:59 FM

[ Reset ]
o hewesn e lumew

\_ r Reset all statistics

6 Youcanclick onthe Structuretab. The page similar as shown in Figure 28 appears. On that page you
can see number of UDDI entities stored in Systinet Registry.
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Figure 28. Statistics - Structure
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Management of configuration - User Interface

Configuration Management User Interface is available on the Registry Console, "Manage" tab, "Registry
management" sub-tab (default), Configuration management button.

This management tool has two main parts designed for the following tasks:
1 Inspection of current configurations and their history.

2  Saving configuration states into collections to compare or restore them later.
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Current configurations and their history

View configuration

Figure 29. View of current configurations

Configuration management &
A list of current configurations and their history =
The list contains links to current configurations. Their older versions are accessible under "view all revisions"
calumn. Older configurations are not retained indefinitely, they are deleted according to configuration management
settings. You can sort alphabetically or by time by clicking on the relevant column heading. IEIJ

COLLECTIONS
account Sep 4, 2006 1:21:27 PM
account_core Sep 4, 2006 1:31:11 PM
account_list Sep 4, 2006 1:21:27 PM
admin_utils Sep 4, 2006 1:21:27 PM
application_core Sep 4, 2006 1:45:16 PM
bsc Sep 4, 2006 1:21:33 PM
bsc_web Sep 4, 2006 1:21:33 PM
bsc_web_component Sep 4, 2006 1:21:33 PM
category v3 Sep 4, 2006 1:21:27 PM
component_description Sep 4, 2006 1:21:33 PM
config_management Sep 4, 2006 1:21:27 PM
) cluster-2 Sep 4, 2006 1:24:06 PM
configurator
cluster-1 Sep 4, 2006 1:21:27 PM
custody_v3 Sep 4, 2006 1:21:27 PM ﬂ
|' Back

This view shows current configurations. Y ou can either sort it alphabetically or by time by clicking on the
relevant column heading. Configurationsthat are local to a cluster node are displayed for all nodes. You
can switch to the named collections view with the left tab.

Two actions are available:

1 View the current configuration by clicking on the configuration name or in the case of cluster-loca
configurations on its Node ID.

2 View all versions of some configuration by clicking on theicon in the last column.
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When thelist is sorted by time the configurations with the same name but different Node IDs are not grouped

together.

All versions

Figure 30. View of all versions

| All versions

application_core
application_core
application_core
application_core
application_core
application_core
application_core
application_core
application_core

application_core

A list of versions for the selected configuration

Sep 4, 2006 1:45:16 PM
S5ep 4, 2006 1:45:11 PM
S5ep 4, 2006 1:45:11 PM
S5ep 4, 2006 1:40:31 PM
S5ep 4, 2006 1:40:27 PM
S5ep 4, 2006 1:40:27 PM
S5ep 4, 2006 1:31:21 PM
S5ep 4, 2006 1:31:18 PM
S5ep 4, 2006 1:31:18 PM
S5ep 4, 2006 1:31:11 PM

default
default
default
default
default
default
default
default
default
default

This is the list of all versions of the configuration with name 'application_core'.

application_core.xml
application_core.xml
application_core.xml
application_core.xml
application_core.xml
application_core.xml
application_core.xml
application_core.xml
application_core.xml

application_core.xml

yes

Thisview shows all versions of a specified configuration. If such a configuration islocal, multiple entries
may be marked as latest, one for each node. Latest nodes are also highlighted. The Length of thislistis
limited by rules for retaining older configurations (see Configuration in database section).

Clicking on a configuration name will show the configuration which is described in the row.
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Configuration view

Figure 31. Configuration view

| view Configuration

Configuration View

The configuration shown below is for configuration name 'application_core', node ID ", space 'default’, and file name
‘application_core.xml' from Sep 4, 2006 1:45:11 PM.

Latest (Later) Sep 4, 2006 1:45:16 PM =28
This Sep 4, 2006 1:45:11 PM This
Older Sep 4, 2006 1:45:11 PM =28
Oldest Sep 4, 2006 1:31:11 PM =28

<?7xml version="1.0" encoding="UTF-8"7>
<config name="application_core”:>

<!-- configuration of jobExecutor --=
<key>sYgSgmpgnMZcqgpbGeMY /H1 /2FPw2TexI< key>
<limits=

<notification:

<emails unit="percent”>
<mail 1imit="100" type="businessEntity” />
<mail 1imit="100" type="businessService” />
<mail 1imit="100" type="bindingTemplate” />
<mail 1imit="100" type="businessService” />

</emails>
<lngging>

<defaultMessageX5LlTransformationTModel>uddi :systinet.com:limit:defaultMessageEmailXsLlT</¢

[+] o

( Back |( Back to Management |( Reactivate

A

This view shows specified configuration information including the content. There are also linksto related
versions of the configurations (such aslatest, later, older, or oldest). Y ou can seethese related configurations
by clicking on the view icon or compare differences between the displayed version and a selected version

by clicking the differencesicon in the selected row.

If the displayed configuration is not the latest, a Reactivate button appears in the window. Itsfunctionis
to make the displayed configuration active (after confirmation). It does so by adding it asanew configuration

entry with the latest time stamp.
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Differences

Figure 32. Differences

| Differences

[+] o

Differences

Differences between versions from Sep 4, 2006 1:31:11 PM (old) and Sep 4, 2006 1:45:16 PM inew) for configuration
name 'application_core', node ID "', space 'default’. and file name 'application_core.xml'.

Ignore white space I

Include full non-changed

text I_

Legend: Insert is marked like this, only appears in the newer file. Dels
Lines containing changes are marked like this. Information about omltted Ilnes is marloed IlkE thls.

<?7xml version="1.0" encoding="UTF-8"7>
<config name="application_core”:>
<!-- configuration of jobExecutor --=
<key>sYgSgmpgnMZcqgpbGeMY /H1 /2FPw2TexI< key>
<limits=
<notification:
Skipped 11 lines
</logging>
</notification=
</limits>
<jobExecutor>
<threads>2</threads>
</jobExecutor>
<mailzx
<smtpHostName>barfee@systinet. com</smtpHostNames
<smtpPort>25</smtpPort>
<smtpAuthUser />
<defaultiendar /= ﬂ

( Back |( Back to Management

y

Thisview can beinvoked from the configuration view. It shows a comparison between two versions of the
configuration. Y ou can alter the optionsfor differences comparison: whether it is case sensitive and whether
the full text is shown or omitted.
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Named collections of configuration

List of named collections

Figure 33. List of named collections

Mamed Collections of Configurations

Mamed collections of configurations are persistent. They can be recalled at any time after their creation.
This list contains all named collections of configurations.

All
D T St Delet
_m

Version from 20060904 this version was tested to Sep 4, 2006 1:33:33
work ok PM
\(f;]rsmn from 20060904 this version works too Sep 4. 2?,?: 1:42:18 _i == O

Fill4n & name and press the button below to create a collection and populate it with the current set of configurations.

Name:"

Description:

Make a smapshot

Configuration management &

B

COHFIGURATIONS,

COLLECTIONS.

This view shows named collections of configurations which are stored in the database. It also allows you
to capture the current state of configurations into such a collection so that you can later compare or restore

them.

Creating new collectionsis easy. Just fill in the name and optionally the description of the collection and

press the M ake a snapshot button.

Once some collections are created, you can view their contents (by clicking the 