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HP Operations Smart Plug-in for Micr osoft
Enterprise Servers

TheHP Operations Smart Plug-infor Microsoft Enterprise Servers(Microsoft Enterprise ServersSPI)
providespre-configured policies, reportsand graphsfor managing the operationsand performanceof the
followingMicrosoft EnterpriseServers.

« Application Center 2000

« BizTak Server 2000, 2002, 2004 and 2006

Commerce Server 2000 and 2002

Content Management Server 2001 and 2002

Internet Security and Acceleration Server 2000 and 2006
SharePoint Portal Server 2001 and 2003.

TheMicrosoft Enterprise ServersSPI offers:

« Topology/Service M apping: theMicrosoft Enterprise Servers SPI discoversand mapsMicrosoft
Enterprise Serversonyour network. Theserversaredisplayedintheservicemap, showing dependencies
toother systemswhereappropriate.

« Availability M onitoring: theMicrosoft Enterprise Servers SPI monitorsthe servicesthat needtorunto
ensurecompleteavailability of your Microsoft Enterprise Servers.

o Performance Monitoring: theMicrosoft Enterprise Servers SPI monitorsWindowsperformance
counters, notifyingyouif thresholdsareexceeded.

« Event Log Monitoring: theMicrosoft Enterprise Servers SPI monitorsthe WindowsEvent L ogs.

« Reportingand Graphing: theMicrosoft Enterprise Servers SPI createsreportsand graphsthat show
historical dataand trend information based on thelogged data. This can be used for capacity planning
and SL A compliance.

« Troubleshooting assistancewiththe Self Healing Infotool .

D NOTE:
Smart Plug-insareavailablefor the Exchange Server and SQL Server as separate products. Host
Integration Server 2000 and Mobile I nformation Server 2000 are now monitored by the Windows OS

SPI.
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« ApplicationCenter Server Overview

« BizTak Server Overview

« CommerceServer Overview

« Content Management Server Overview

« Internet Security and Acceleration Server Overview

« Sharepoint Portal Server Overview

P NOTE:

Theonlinehelpfor theMicrosoft Enterprise Servers SPI providesinformation specifictothediscovery
of servicesand thedeployment of policiesfor theMicrosoft Enterprise Servers.

Refer tothe HPOM online help for information about all other topics, such as Configuremanaged nodes
, HPReporter Integration , and HPPerformanceManager Integration .

Related Topics:

o Getting Started
« ConfiguringtheMicrosoft Enterprise ServersSPI for BizTalk Server
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Getting started with Microsoft Enterprise
Servers SPI

TheMicrosoft Enterprise Servers SPI providesaset of pre-configured policiesthat enableyouto monitor
theoperationsand performanceof your Microsoft Enterprise Servers. Thedepl oyment of policiesallows
systemsto begincollecting data.

TheMicrosoft Enterprise Servers SPI isdesigned to help you start monitoring your systemsasquickly as
possi ble by automating thediscovery of servicesand thedeployment of policies. Sincemany tasksare
automated, plan ahead by identifying the systemsyou want to manage and theinformation you want to
collect.

Thisistherecommended order inwhichto performtasks:

@ NOTE:
Performthese stepsfor each type of Microsoft Enterprise Server youwant to monitor.

1. Evauatethepoliciesthat arelocated inthe Auto-Deploy policy group. Delete policiesyou do not
want to deploy automatically.

2. Optionally, make modificationstothedefault valuesof thepoliciesremaininginthe Auto-Deploy
group.
3. Configurethe Windowsnodesyou want to monitor.

4. DiscovertheMicrosoft EnterpriseServers:

For most serversthisoccursautomatically, but for thefollowing serversthe Discovery Policy group
must bemanually depl oyed after editing theindividual Discovery policiestoincludeserver
administrator user and passwordinformation:
o ApplicationCenter Servers
o BizTalk Servers
o SharePoint Portal Server 2003
5. Policiesinthe Auto-Deploy group arethen automatically deployed.

6. Optionally deploy policiesintheManual-Depl oy group.
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7. ViewtheServiceMapto seetheMicrosoft Enterprise Server hierarchy and dependencies.

Related Topics:

« ConfiguringtheMicrosoft Enterprise ServersSPI for BizTalk Server
« UsingPoalicies

« ModifyingPolicies

« DiscoveringMicrosoft Enterprise Servers

« Deploying Discovery Policiesfor Microsoft EnterpriseServers

« Deploying Policiesfor Microsoft Enterprise Servers

« Creating ServiceMapsfor Microsoft Enterprise Servers
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Discovering Microsoft Enterprise Servers

After configuring your nodes, the next step isto discover the serverson those nodes. For most of the
Microsoft Enterprise Servers, thediscovery isautomatic. For BizTalk and Application Center Servers,

deploy theDiscovery Policy group.

Auto Discovery If theMicrosoft Enterprise Server doesnot require aspecific administrator user nameand
password, thenthe Discovery Policy isautomatically deployed. Thishappensfor thefoll owing Microsoft
EnterpriseServers:

o CommerceServer
« Content Management Server

« Internet Security and Acceleration Server

Manual Discovery If theMicrosoft Enterprise Server application requiresaserver administrator user
nameand password, then the Discovery Policy group must bemanually deployed. Thefollowing servers
requiremanual deployment of Discovery Policies:

« ApplicationCenter Server
o BizTak Server
« SharePoint Portal Server

Within each Discovery policy group isa Discovery error policy whichtrackserrorsinthe discovery
processand forwardsthisinformation in messagestotheconsole.

© NOTE:
If theMicrosoft Enterprise ServersSPI isinstalled after thenodeshavebeen configured, deploy the
discovery policy groupsmanually for all Microsoft Enterpriseservers.

Related Topics:

« ConfiguringtheMicrosoft Enterprise ServersSPI for BizTalk Server
« DeployingDiscovery Policiesfor Microsoft EnterpriseServers

« UsingPoliciesfor Microsoft EnterpriseServers
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Deploying discovery policies for Microsoft
Enterprise servers

For most of the Microsoft Enterprise Servers, thediscovery of serversisautomatic. However, if the
Microsoft Enterprise Server application requiresaspecific administrator user nameand password, thenthe
Discovery Policy must be edited and manually deployed. Thisistruefor thefollowing servers:

« ApplicationCenter Server--Edit and deploy theDiscovery policy group
« BizTalk Server--Edit oneDiscovery policy and deploy the Discovery policy group
« SharePoint Portal Server--Editanddeploy theDiscovery policy group.

Thedeploymentisatwo-step process. First, the policiesneed to be edited to includetheadministrator's
user nameand password for the Microsoft Enterprise Server. Next, deploy thepolicy folder.

Edit the Policy

Thisexampleexplainshow to edit adiscovery policy for the Application Center 2000 Server:

1. Fromtheconsoletree, select Policy management — Policy groups— SPI for Micr osoft
Enterprise Servers— Application Center 2000 — Discovery .

2. Sdect NET_ApplicationCenter 2000_Discovery and double-click to openthe editor. The
Discover tab displays, and the System I nfrastructur e entry isexpanded by default.

3. Click Application Center Cluster .

4. Any editableparametersdisplay inthe User Editable Par ameter sbox. For Microsoft Enterprise
Servers, thesewill be User and Password .

5. Select aparameter andtypeinthefield besideit. For Application Center, enter theadministrator User
nameand Password for the Application Center Server. Thefully-qualified domain nameisrequired.

6. Clickthe Save and Closebutton.

Deploy the Discovery Policy Folder

1. Selectthepolicyfolder.
2. Right-clickandselect All Tasks— Deploy On .
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3. Select thenodesor node groupsto which you want to deploy.
4, Sdect OK .

Y ou can watch the progress of the deployment by clicking on the Deployment Jobsiconinthe consoletree.

Only active, failed, or suspended deployment jobsare shown. (If adeployment jobfails, theiconinthe
consoletreeturnsred.)

Refer tothe policy sectionfor thenamesof theindividual discovery policies.

Y NOTE:
Y ou can also deploy policiesor policy groups using adrag-and-drop operation.

Related Topics:

« DiscoveringMicrosoft EnterpriseServers

« UsingPoalicies
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Creating service maps for Microsoft Enterprise
Servers

Theservicemapsfor Microsoft Enterprise Serversgraphically represent theconnecti onsbetween Microsoft
Enterprise Serversand their rel ated applicationsandinfrastructure. Thesemapsgiveyou visual
information about componentsand dependencies. At aglance, you can monitor your Microsoft Enterprise
Servers. Then, usethe M essage Browser to gain moredetail ed troubl eshootinginformation.

Servicemapsareautomatically created after the serversarediscovered. Follow the procedurefor
Discovering Microsoft Enterprise Serversto createthe servicemaps. Dothisfor eachtypeof Microsoft
Enterprise Server you manage.

Additional information about each Microsoft Enterprise Server servicemapislocated withinthespecific
Microsoft Enterprise Server helptopic.

Thegraphic bel ow showstherel ationshi p between the consol e, the service map, and the messagebrowser.
Inthisinstance, the map showsthat thereisacritical problem (denoted in red) with the I nternet Security
and Acceleration Server servicesonthel SA Server Control servicehosted on W2k-T12. Detailed
informationisavailableby viewing themessage browser, displayed in thebottom pane.
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Graphs for Microsoft Enterprise Servers

TheMicrosoft Enterprise Servers SPI includesaset of pre-defined graphs. Graphsfor theMicrosoft
Enterprise Serversarelocated inthe Graphsfolder inthe consoletree.

Deployment of thefollowing policiesisrequired:

1. TheWindowsOSSPI logging policy WINOSSPI-WINOS Win2k_Logging

2. TheMicrosoft EnterpriseServer Loggingpolicy, or policies, specifictotheMicrosoft Enterprise
Serversinyour environment:

o ApplicationServer-- NET_ACServer 2000 _L ogging
o BizTalk Server-- NET_BizTalkServer_Logging and NET_BizTalk Server 2002_L ogging

o CommerceServer-- NET_CommerceServer L ogging and
NET_Commer ceServer 2002_L ogging

o ContentManagement Server -- NET_CM S _L ogging
NET_HostlntegrationServer 2000_L ogging

o Internet Security and AccelerationServer: NET | SAServer L ogging and
NET_MobilelnformationServer _L ogging
Inaddition, for ISA 2006 graphsyou must deploy thefollowing policies:
- 1SA2006_L ogging_Firewall
- 1SA2006 L ogging_Jobscheduler
- 1SA2006_L ogging_Server cache
- 1SA2006 L ogging_Server contr ol
- 1SA2006_L ogging_WebProx

o SharePoint Portal Server -- NET_SPS LoggingandNET_SPS Wor kspacel ogger
Refer to thetopicsbel ow for information about graphs specificto aMicrosoft Enterprise Server.

Related Topics:

« ApplicationCenter Server Graphs
» BizTak Server Graphs
o CommerceServer Graphs

« Content Management Server Graphs
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« Internet Security and Acceleration Server Graphs
« SharePoint Portal Server Graphs
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Policies for Microsoft Enterprise Servers

All policiesfor theMicrosoft Enterprise Serversarelocated under Policy management, inthe SPI for
Microsoft Enterprise ServersPolicy group.

Fromtheconsoletree, select Policy management — Policy groups— SPI for Microsoft Enterprise
Servers.

Each Microsoft Enterprise Server hasitsown set of three policy groups:

« Auto-Deploy
« Discovery
o Manual-Deploy

Thepoliciescontainedinthe Auto-Deploy policy group and the M anual-Depl oy policy group are
identical, and contain policiesthat definetherulesfor collecting data. The Discovery policy group contains
policiesthat discover your Microsoft Enterprise Servers.

Auto-Deploy

TheAuto-Deploy featureautomatesdepl oyment, savingyoutime. After theMicrosoft Enterpriseservers
havebeen discovered, the policiesinthe Auto-Deploy group areautomati cally deployedtothoseservers.

Todisableauto-deployment for aparticular server, onthe HPOM consoleright-click Services,

select Configure— Service Types. Withoneof the Service Types selected, click Properties, inthe
Application ServicesPropertiesdia og, openthe Deployment tab andcheck DisableAutomatic
Deployment of Policies. In addition:

« Youcandeletepoliciesfromthe Auto-Deploy groupif you do not want them deployed automatically
after serversarediscovered.

« Youcanmodify thepoliciesprior to deployment to customizethemfor your environment.

If thisisthefirst timethe Microsoft Enterprise Servers SPI hasbeen installed, you may want to removeor
modify policiesprior to configuring your nodes. Policiescan beal so be modified or removed after they are
deployed.

Manual-Deploy The Manual-Deploy feature givesyou more control. Y ou choose which policiesto
deploy and when to depl oy them. Polices must be removed from the Auto-Depl oy group to avoid auto-
deployment of policies.
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Discovery TheDiscovery policy group containspoliciesthat discover your Microsoft Enterprise Servers.
For most of the Mi crosoft Enterprise Servers, thediscovery isautomatic. For others, deploy the Discovery
Policy groupmanually.

For alist of the policiesand their descriptions, seethepolicy sectionfor each Microsoft Enterprise Server
topic.

Related Topics:

« DeployingPolicies

« ModifyingPolicies

« DeletingPolicies

« DiscoveringMicrosoft EnterpriseServers

« Deploying Discovery Policiesfor Microsoft EnterpriseServers
o ApplicationCenter Server Policies

o BizTalk Server Policies

« Content Management Server Policies

o CommerceServer Policies

« Internet Security and Acceleration Server 2000 Policies
« Internet Security and Acceleration Server 2006 Policies
o SharePoint Portal Server Policies
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Reports for Microsoft Enterprise Servers

TheMicrosoft Enterprise Servers SPI includesaset of pre-configured, read-only reportsfor each Microsoft
Enterprise Server. Thesereportsprovidegraphical representationsof datathat iscollected by agentsonthe
managed nodesinyour environment.

Reportsfor theMicrosoft Enterprise Serversarelocatedinthe Reports folderintheconsoletree.

Deployment of thefollowing policiesisrequired:

1. TheWindowsOSSPI logging policy WINOSSPI-WINOS Win2k_L ogging

2. TheMicrosoft EnterpriseServer Logging policy, or policies, specifictotheMicrosoft Enterprise
Serversinyour environment:

O

O

O

(@]

ApplicationServer: NET_ACServer 2000_L ogging
BizTalk Server: NET_BizTalkServer _Logging and NET_BizTalkServer2002_L ogging

CommerceServer: NET_CommerceServer L ogging and
NET_Commer ceServer 2002_L ogging

Content Management Server: NET_CM S _L oggingNET_HostIntegrationServer2000_L ogging

Internet Security and Acceleration Server: NET_|SAServer L ogging and
NET_MobilelnformationServer L ogging

Inaddition, for ISA 2006 you must deploy thefollowing policies:

- 1SA2006_L ogging_Firewall

- 1SA2006_L ogging_Jobscheduler

- 1SA2006_L ogging_Server cache

- 1SA2006_L ogging_Server contr ol

- 1SA2006_L ogging WebProxy

SharePoint Portal Server: NET_SPS Loggingand NET_SPS Workspacel. ogger

D NOTE:

- Sincereportsaregenerated nightly, the current day'sinformationisnotimmediately avail ablefor
viewing.

- Reportsusethe standard international format for dates: yyyy-mm-dd , and the 24 hr clock: hh.mm.

Refer tothetopicsbel ow for information about reports specificto any Microsoft Enterprise Server.

Related Topics:
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« Installing Microsoft Enterprise ServersReporter Packageinto HP Reporter
« ApplicationCenter Server Reports

» BizTak Server Reports

« CommerceServer Reports

« Content Management Server Policies

« Internet Security and Accel eration Server Reports

o SharePoint Portal Server Policies
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Installing Microsoft Enterprise Servers
SPI reports with Reporter

If you have purchased the HP Reporter product, the Microsoft Enterprise Servers SPI reportsmust be
installed onthesystemwhere HPOM resides.

Two componentsarerequired to allow Microsoft Enterprise Servers SPI datato beavailableto
HPReporter.

o WindowsOS SPI Reporter package

o Microsoft Enterprise Servers SPlI Reporter package

|nstall Reports

1. InserttheHP Operations Smart Plug-inDVD intheDVD-ROM drive of the HP Reporter system.
2. Runthefollowing programs, inthelisted order, toinstall thereporter packages:
1. -WindowsOS SPI Reporter Package\WINOSSPI-Reporter.ms

2. -Microsoft Enterprise ServersSPI Reporter Package\Microsoft Enterprise ServersSPI -
Reporter.ms

3. Check the Reporter statuspaneto note changesto Reporter configuration.

Related Topics:

« UsingReportsfor Microsoft Enterprise Servers
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Troubleshoot Microsoft Enterprise Servers SPI

Sometroubleshootinginformationisavailableintheonlinehel p. Anadditional resourcefor technical
information isthe HP Software Support Online support site.

Click thislink to openthe Software Support Onlineweb sitein aseparate browser window.

Related Topics:

o Troubleshoot CommerceServer

« Troubleshoot Microsoft Enterprise ServersSPI reportsand graphs
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Using the Self Healing Info tool

TheSelf-Healing Infotool gatherssysteminformation, and configuration, log, andtrace Microsoft
EnterpriseServersSPI files, for assistingtotroubleshoot problems. Gatheredinformationandfilesare
placed in apre-defined output directory. Thedatacollector gathersreal-timedata, which reducesthe

probability of troubleshooting with staledata.
Whenever you encounter aproblem with the Microsoft Enterprise Servers SPI, runthedatacollector by
launchingthe Self-Healing Infotool inthe SPI for Microsoft Enterprise Servers T ool sgroup.

Tolaunch the Self-Healing I nfo tool on the node from which you want to gather
data:

1. Right-clickthe Self-Healing Infotool inthe Tools— SPI for Microsoft Enterprise Servers
group.

2. Sdect All Tasks, thenclick LaunchTool .

3. Sdect thenode towhichthedatacollector hasto belaunched, and click Launch .

4. Youarenotifiedwheretheoutput fileis placed. Submit thisfileto HP Support for assistance, or use
thefiletoidentify and correct the problem you encountered.

Related Topics:

« TroubleshoottheMicrosoft Enterprise ServersSPI
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Uninstalling the Microsoft Enterprise Servers
SPI

To uninstall theMicrosoft Enterprise ServersSPI:

« remove all Microsoft Enterprise ServersSPI policiesfromthemanaged nodes
« uninstall Microsoft Enterprise ServersSPI programsfromthemanagement server
« deletetheMicrosoft Enterprise ServersSPI policy group fromthemanagement server.

NOTE: If you needtoretain thepreviousinstall logfile, saveit to another location before you beginthe
uninstall process.

Task 1. Removeall SPI for Microsoft Enter prise Serverspolicies
from the managed nodes

1. Intheconsoleexpandthefolder Policy Management .
2. Right-click SPI for Microsoft Enterprise Serversandselect All tasks — Uninstall from...

3. Inthe Uninstall policieson... window, check thenodesfromwhichthepoliciesshould beremoved.
Click OK .

4. Tocheck which policiesareinstalled on any node: inthe HPOM consol e expand the Nodesfolder,
right-click anode, andselect View — Policy Inventory .

Task 2: Uninstall Microsoft Enter prise Servers SPI programs
from the HPOM management server

1. InserttheHPOM for Windowsdisk.

2. Follow theinstructionsasthey appear on screen, and start theuninstall procedure by selecting the
Remove products radio button.

3. Inthe Product Selection Uninstall window select Microsoft Enter prise Servers SPI and click
Next .

4. Inthenextwindow select Remove. (Y ou are updated on the progress of the program removal).
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5. Click Finish tocomplete.

Task 3: Deletethe SPI for Microsoft Enterprise Serverspolicy
group from the management server

1. Intheconsoleexpandthefolder Policy groups.

2. Right-click SPI for Microsoft Enterprise Server sand select Delete .

Related Topics:

o Get Startedwith Microsoft Enterprise ServersSPI
o TheSmart Plug-infor Microsoft EnterpriseServers
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Application Center Server

Microsoft'sApplication Center 2000isthedepl oyment and management tool for administering high-
availability Web applicationsbuilt ontheMicrosoft Windows 2000 operating system. Using A pplication
Center 2000, organi zations can use software scaling to achieve scal ability and avail ability for their Web

applications.

Availability Monitoring

Application Center Server servicesare monitored to determinewhether they areup or down. If theservice
isnot running, and the servicein startup isset to "Auto Start”, then an attempt ismadeto restart the
service. A consoleerror messageissent toindicatethat the serviceisnot running. Monitored services
include:

« Application Center Cluster Service(accluster.exe)
« Application Center NameResol ution Service(acnameres.exe)

« ApplicationCenter Synchronization Service(acsrepl.exe)

Event Monitoring

Event monitoring of the Windows 2000 Event Log occursfor Application Center Server events. Console
messagesaresent for all errors, warnings, andinformation eventslogged for thefollowing sources:

« ApplicationCenter
o Heathmonitor

WMI Event Monitoring

TheApplication Center Server monitorsWMI (WindowsM anagement | nstrumentation) events. Console
messagesare sent for all errorsand warningslogged for thefollowing sources:

» ReplicationEvents

o Cluster Events

« LoadBaancingEvents
 Request Forwarding Events

PerformanceMonitoring
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Application Center Server performancemonitoringincludesboth specific Application Center Server
performancecountersand CPU process-rel ated counters. Each policy for performance monitoring hasboth
error andwarningthresholds.

Server Logging

Sel ected process-rel ated datafor CPU and memory countersislogged for the Application Center Server.

D NOTE:

For Server Logging, deployment of the WindowsOS SPI logging policy, WINOSSPI -

WINOS Win2k_Logging, isrequiredtolog process-rel ated datafor CPU and memory counters. The
countersspecifictothe Application Center Server aredocumentedinthepolicy section. Refer tothe
WindowsOS SPI Policiesfor information about the process-rel ated datafor CPU and memory counters.

Related Topics:

ApplicationCenter Server Policies

Application Center Server Reports
Application Center Server Graphs

Application Center Server ServiceMap
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Application Center Server service map

TheA pplication Center Server servicemap displaysthenodeswhere A pplication Center Servershavebeen
installed. Theservice mapsareavail able under both the A pplicationsand the Systems| nfrastructure areas.

Applications

Theservicemap showsall the applicationsthat are discovered on Application Center 2000installations. In
additionit showstheapplication'sdependenciesontheApplication Center Cluster (WEB or COM+).

j." Applications

@ ACTest3-WonBank

@ ALCT est3wrowB ank COM:Application C:

ACTest]:4pplication Center 2000 &pplication

@ ACT est2Application Center 2000 Application
@va WiebClusterApplication Center 2000 'WEB Cluzter
@va WiebClusterApplication Center 2000 WEB Cluster
Systemslinfrastructure

The service map showsthetopology of Application Center 2000 clusters (WEB or COM+) with anode
representing the cluster and then each member of the cluster represented asacomponent of thiscluster.
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E Systems Infrastiucture =i
RO584238T5T 2:4pplication Center 2000 cluster mermber -

145 Host Integration Serser 2000
MidTierClusterApplication Center 2000 COM+ Cluster =

BieT alk Server 2000

“webCluster:Application Center 2000 WER Cluster =

_ RO584230T5T 2:Application Center 2000 cluster member I+

W2K-T14:Application Center 2000 cluster member

W2K-T13Application Center 2000 cluster member

Related Topics:

« Creating ServiceMapsfor Microsoft Enterprise Servers
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‘ @ HP Smart Plug-in for Microsoft Enterprise Servers‘

Application Center Server policies

Predefined policiesfor the Application Center Server areavailablewiththeMicrosoft Enterprise Servers
SPI.

« Availability Monitoring

« WindowsEventLogMonitoring
« PerformanceMonitoring

o WMI EventMonitoring

o ServerLogging

» Discovery

Availability Monitoring

Policy Descriptions

NET_ACServices

Description:  Thispolicy monitorsthe Application Center Server services: Cluster Service, Name
Resol ution Serviceand Synchronization Service. If aserviceisstoppeditisrestarted
automatically.

Windows Event Log Monitoring

Policy Descriptions

NET _ACFwdApplicationError

Description: Forwardsall Application Center Server applicationlog entrieswith severity 'Error'.
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NET_ACFwdApplicationl nfor mation

Description:  Forwardsall Application Center Server applicationlogentrieswith severity 'Information'.
NET_ACFwdApplicationWarning

Description: Forwardsall Application Center Server applicationlog entrieswith severity 'Warning'.

PerformanceMonitoring

Policy Descriptions

NET_AC-PageFaultssec-Cluster Service
Description:  ChecksProcess.Page Faults/secfor the Application Center Server 2000 Cluster Service.
NET_AC-PageFaultssec-NameResolutionService

Description: ChecksProcess.PageFaults/secfor the Application Center Server 2000 NameResol ution
Service.

NET_AC-PageFaultssec-SynchronizationService

Description:  ChecksProcess.PageFaults/secfor the Application Center Server 2000 Synchronization
Service.

NET_AC-PrivateBytes-Cluster Service

Description:  ChecksProcess.Private Bytesfor the A pplication Center 2000 Cluster service.
NET_AC-PrivateBytes-NameResolutionService

Description: ChecksProcess.Private Bytesfor the Application Center 2000 Name Resol ution service.

NET_AC-PrivateBytes-SynchronizationService
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Description:  ChecksProcess.Private Bytesfor the Application Center 2000 Synchronization service.
NET_AC-Processor Time-Cluster Service

Description:  ChecksProcess.% Processor Timefor the A pplication Center 2000 Cluster service.
NET_AC-Processor Time-NameResolutionService

Description:  ChecksProcess.% Processor Timefor the A pplication Center 2000 Name Resol ution
sarvice.

NET_AC-Processor Time-SynchronizationService

Description:  ChecksProcess.% Processor Timefor theApplication Center 2000 Server Synchronization
service.

NET_AC-ThreadCount-Cluster Service
Description: ChecksProcess. Thread Count for the Application Center 2000 Server Cluster service.
NET_AC-ThreadCount-NameResolutionService

Description: ChecksProcess. Thread Count for the Application Center 2000 Server Name Resol ution
sarvice.

NET_AC-ThreadCount-SynchronizationService

Description:  ChecksProcess. Thread Count for the Application Center 2000 Server Synchronization
sarvice.

NET_AC-WorkingSet-Cluster Service
Description:  ChecksProcess.Working Set for the Application Center Server 2000 Cluster service.

NET_AC-WorkingSet-NameResolutionService
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Description:  ChecksProcess.Working Set for the Application Center Server 2000 Name Resol ution
service.

NET_AC-WorkingSet-SynchronizationService

Description:  ChecksProcess.Working Set for the A pplication Center Server 2000 Synchronization
service.

NET_ACRegFwdFailedRegs

Description:  ChecksA pplication Center Request Forwarder: Total Failed Requests/sec.
NET_ACTotalReqgsFwd

Description:  ChecksA pplication Center Request Forwarder: Total Forwarded Requests/sec
NET_ACAdministrationRequests

Description: ChecksA pplication Center Request Forwarder: Total Application Center Administration
Requests/sec.

WMI Event Monitoring

Policy Descriptions

NET_ACCIlusterControllerErrorEvents

Description:  ForwardsA pplication Center Cluster Controller Error Events
NET_ACCIluster Controller War ningEvents

Description: ForwardsA pplication Center Cluster Controller Warning Events

NET_ACCIluster LoadBalancingError Events
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Description: Forwardsall Application Center Cluster Load Balancing Error Events
NET_ACCIluster LoadBalancingl nformationEvents

Description: Forwardsall Application Center Cluster L oad Balancing Information Events
NET_ACClusterMemberDrainEvents

Description: Forwardsall Application Center Cluster Server Drain Load Balancing Events
NET_ACClusterMember OfflineEvent

Description: Forwardsall Application Center Cluster Server OfflineL oad Balancing Events
NET_ACCluster Member OnlineEvent

Description: Forwardsall Application Center Cluster Server Online L oad Balancing Events
NET_ACCIluster Member shipFailedEvent

Description: Forwardsall Application Center Cluster Membership Failed Eventsdueto server not
respondingto cluster heartbeat fromthecluster controller

NET_ACCIluster NameResolutionSvcError Events
Description:  ForwardsA pplication Center Cluster NameResol ution ServiceError Events
NET_ACCIluster NetCfgUnsupportedError Events

Description: ForwardsA pplication Center Cluster L oadbal ancing Network Configuration Unsupported
Error Events

NET_ACCIuster ServiceError Events

Description:  ForwardsA pplication Center Cluster ServiceError Events
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NET_ACCIluster TopologyCluster Events

Description:  ForwardsA pplication Center Cluster Topology Cluster Events
NET_ACCIluster TopologyServer Events

Description: ForwardsA pplication Center Cluster Topol ogy Warning Events
NET_ACReplicationCancelledEvent

Description:  ForwardsA pplication Center Replication Session Cancelled Event
NET_ACReplicationl nvalidContentDescriptionEvent

Description:  ForwardsA pplication Center Replication Session Invalid Content Description Event
NET_ACReplicationServiceStartError

Description: Forwardsall Application Center Replication Service Start Error
NET_ACReplicationSessionAcsRestartError Event

Description:  ForwardsA pplication Center Replication Session AcsRestart Error Events
NET_ACReplicationSessionAuthFailedEvent

Description:  ForwardsA pplication Center Replication Session Authorization Failed Event
NET_ACReplicationSessionComplusError Events

Description:  ForwardsA pplication Center Replication Session ComplusError Events
NET_ACReplicationSessionComplusWar ningEvents

Description:  ForwardsA pplication Center Replication Session ComplusWarning Events
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NET_ACReplicationSessionConnectionError Events
Description:  ForwardsA pplication Center Replication Session Connection Error Events
NET_ACReplicationSessionDriver ActionL istFailEvent

Description: ForwardsA pplication Center Replication Session Driver EventsAction List Failed Error
Events

NET_ACReplicationSessionDriver GeneralError Events

Description:  ForwardsApplication Center Replication Session Driver General Error Events
NET_ACReplicationSessionDriver ListFailedEvent

Description:  ForwardsApplication Center Replication Session Driver List Failed Event
NET_ACReplicationSessionDriver UpdateL istFail Event

Description:  ForwardsA pplication Center Replication Session Driver EventsUpdate Error Events
NET_ACReplicationSessionEnumODbj ectFailedEvent

Description:  ForwardsA pplication Center Replication Session Object Enumeration Failed Event
NET_ACReplicationSessionFailedEvent

Description:  ForwardsA pplication Center Replication Session Failed Event
NET_ACReplicationSessionObjectSecurityError Events

Description:  ForwardsA pplication Center Replication Session Object Security Error Events

NET_ACReplicationSessionRegDelK eyFailedEvent
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Description:  ForwardsA pplication Center Replication Session Replication Registry Deletekey Failed
Event

NET_ACReplicationSessionRegDelValueFailedEvent

Description:  ForwardsA pplication Center Replication Session Replication Registry DeleteValueFailed
Event

NET _ACReplicationSessionRegOpenFailedEvent
Description:  ForwardsA pplication Center Replication Session Replication Registry Open Failed Event
NET_ACReplicationSessionResour ceAvailError Events

Description:  ForwardsA pplication Center Replication Session Resource Availability EventsError
Events

NET_ACReplicationSessionSendFileFailedEvents

Description:  ForwardsA pplication Center Replication Session Send FileFailed Event
NET_ACReplicationSessionStartFailedEvent

Description: ForwardsA pplication Center Replication Session Replication Start Failed Event
NET_ACReplicationSessionUdateL istApplyError Events

Description:  ForwardsA pplication Center Replication Session UpdateList Apply Error Events
NET_ACRequestForwardinglnitError Events

Description:  ForwardsA pplication Center Request Forwarding InitializeError Events

NET_ACRequestForwardingl nitMbChangeError Events
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Description:  ForwardsA pplication Center Request Forwarding I nitialize M etabase ChangeNotify Error
Events

NET_ACRequestForwardinglnstExtError Event

Description:  ForwardsA pplication Center Request Forwarding I nstall Extension Error Event.
NET_ACRequestForwardingMbUpdateError Events

Description:  ForwardsA pplication Center Request Forwarding M etabase Update Error Events
NET_ACRequestForwardingM bUpdateWar ningEvents

Description:  ForwardsA pplication Center Request Forwarding M etabaseUpdate Warning Events
NET_ACRequestForwardingSecurityError Event

Description: ForwardsA pplication Center Request Forwarding Security Error Event.
NET_ACRequestFwdInstallPerfCountError

Description: ForwardsA pplication Center Request Forwarding I nstall Performance Counter Failed
Event

NET_ACTimeSyncFailedEvent

Description: ForwardsA pplication Center Time Synchronization Failed Event

Server Logging

Policy Description

NET_ACServer2000 L ogging
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Description:  Thispolicy logssel ected performancedatafor the Application Center Server usingthe
following counters. Deployment of WindowsOS SPI 1ogging policy WINOSSPI -
WINOS Win2k_Loggingisrequiredtolog process-related datafor CPU and memory

counters.
Counters:
« Application Center Request Forwarder
o Total Requests/sec

o Total Failed Requests/sec
o Total Coherent Session Requests/sec

Discovery

Policy Descriptions

NET _ApplicationCenter 2000 _Discovery

Description:  Thispolicy discoversand addstheinfrastructureinformationto the service map.

NET_ApplicationCenter2000_Apps _Discovery

Description:  Thispolicy discoversand addsthe application information to the service map. It also adds
thedependency informationtotheservicemap.

Related Topics:

« Deploying Policiesfor Microsoft Enterprise Servers

« ApplicationCenter Server Overview
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Application Center Server reports

Predefined reportsfor the Application Center Server areavailablewiththeMicrosoft Enterprise Servers
SPI. Each of thefollowing report descriptionsincludesalist of the performance countersused withinthe
report.

Application Center 2000 ProcessesCPU Statistics

Application Center 2000 ProcessesM emory Statistics

Application Center 2000 Web Server Cluster Request Forwarding Trendsof Member Systems

Application Center 2000 Web Server Cluster Request Forwarding Failure Trendsof Member Systems
« Application Center 2000 Web Server Cluster Coherent Session Request Trendsof Member Systems

Application Center 2000 Processes CPU Statistics(g_ ACCPUSummary.rpt) Thisreport shows
summary CPU statisticsof Application Center 2000 Server processescompared with overall CPU statistics
of thesystem. The summarized process stati sticsincludethe percentage of CPU timeused by the Cluster
Service, NameResol ution Service, and Synchroni zation Service compared with the percentage of timethe
system'sCPU wasbusy.

Counters:

 Process.% Processor Time(accluster.exe, acnameres.exe, acsrepl .exe)
« Process. Thread Count (accluster.exe, acnameres.exe, acsrepl.exe)

o Processor.% Processor Time

Application Center 2000 Processes M emory Statistics(g_ACMemorySummary.rpt) Thisreport shows
summary memory statisticsof Application Center 2000 Server processes. Thesummarized process
statisticsincludethe pagefaults per second, private bytes, and working set used by the Cluster Service,
NameResol ution Serviceand Synchroni zation Serviceprocesses.

Counters:
 Process.PrivateBytes(accluster.exe, acnameres.exe, acsrepl.exe)
 Process.Working Set (accluster.exe, acnameres.exe, acsrepl .exe)

« Process.PageFaults/sec (accluster.exe, acnameres.exe, acsrepl.exe)

Application Center 2000 Web Server Cluster Request Forwarding Trendsof Member Systems.
(9_ACRequestForwarder.rpt)
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Counters.

« Application Center Request Forwarder Total Requests/sec”

Application Center 2000 Web Server Cluster Request Forwarding Failure Trendsof Member
Systems(g_ACReqguestForwarder.rpt)

Counters.

« Application Center Request Forwarder Total Failed Requests/sec™

Application Center 2000 Web Server Cluster Coherent Session Request Trends of Member

Systems(g_ACRequestForwarder.rpt) The Coherent Sessionsindicatetherequestsfor pagesrequiring
sessioncoherency.

Counters:
« Application Center Request Forwarder Total Coherent Session Requests/sec
Related Topics:

« ApplicationCenter Server Graphs
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Application Center Server graphs

Predefined graphsfor the Application Center Server graphsareavailablewiththe Microsoft Enterprise
ServersSPI.

« Application Center Cluster ServiceCPU

« Application Center Cluster ServiceMemory

« Application Center NameResol ution Service CPU

« Application Center NameResolution ServiceMemory
« ApplicationCenter Synchronization ServiceCPU

« Application Center Synchronization ServiceMemory

Application Center Cluster Service CPU Thisgraph showssummary CPU statisticsof the Application
Center Server Cluster Serviceprocess.

Application Center Cluster Service Memory Thisgraph showssummary memory statisticsof the
Application Center Server Cluster Serviceprocess.

Application Center Name Resolution Service CPU Thisgraph showssummary CPU statisticsof the
Application Center Server Name Resol ution Serviceprocess.

Application Center Name Resolution Service M emory Thisgraph showssummary memory statistics
of the Application Center Server Name Resol ution Serviceprocess.

Application Center Synchronization Service CPU Thisgraph showssummary CPU statisticsof the
Application Center Server Synchronization Serviceprocess.

Application Center Synchronization Service M emory Thisgraph showssummary memory statisticsof
theApplication Center Server Synchronization Serviceprocess.

Related Topics:

« ApplicationCenter Server Reports
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BizTalk Server

Microsoft'sBizTalk Server providesdistributed applicationintegration servicesusing XML asitsprimary
messaging format. External formatsare converted tothe Biztalk standardsthrough parsersand Biztalk
mapping services, whicharecomponentsof Biztalk M essaging Services. TheBiztalk Orchestration
Designer definestheprocessthat adocument undergoes.

In BizTak messaging, channel shandlethe conversion of external formats, and portsareresponsiblefor
transmitting documents. The channel sand portsin Biztalk M essaging can be configuredto receiveand
transmit documentsin avariety of formatsand protocols, suchasHTTP, HTTPS, SMTP, COM. In
Orchestration services, the portsrepresent theinput and output of aprocess. Theactionisdefinedinthe
XLANGschedule.

TheMicrosoft Enterprise Servers SPI monitorstheperformanceof BizTalk Server 2000 , BizTalk
Server 2002, BizTalk Server 2004 and BizT alk Server 2006 , with policies, tools, graphsand reports.

Concerning ver sions: Wherepolicies, reports, graphs or toolsareonly availablefor particul ar versions of
BizTak Server thisisnoted, inall other casesMicrosoft Enterprise Servers SPI functionality monitorsall
versionsof BizTalk Server.

@ NOTE:

Thereare special configuration stepsrequired before monitoring BizTalk Server 2004 and BizTak
Server 2006, see Configuring the Microsoft Enterprise Servers SPI for BizTalk 2004 and 2006 for
details.

TheMicrosoft Enterprise ServersSPI offersthefoll owing policiesfor processmonitoringand service
management, and for logging dataused by BizTalk Server graphsand reports.

BizTalk Server Discovery and Service Map

TheBizTak Server discovery policy discoversand mapsthe servicetopology for al versionsof BizTak
sarver.

Availability monitoring

BizTak Server servicesare monitored to determinewhether they are up or down. If the serviceisnot
running and the service startup isset to " Auto Start”, then an attempt ismadeto restart the service. A
consoleerror messageissent toindicatethat serviceisnot running.

Monitored servicesfor al versionsof BizTalk Server include;
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o BizTalkMessaging Service(MSCIS)
» BizTakOrchestration Service(WFSVCMGR)

Inaddition, for BizTalk 2002 therearepoliciesfor monitoringthe following services:

« BizTak COM+ applications(capableof hosting XL ANG schedul es)
» BizTalkrelated Databases

For BizT alk 2004 and BizT alk Server 2006 therearepoliciesavailablefor monitoring thefollowing
additional services;

o BizTalk Server Application Service

» BizTakRuleEngineUpdateService

« EnterpriseSingleSign-On.

Event L og monitoring

Whereerrors, warnings, andinformation entriesfrom BizTalk Server sourcesarelogged to the Windows
Event L og, messagesare sent to the HPOM console.

Policiesmonitoring eventsaregroupedinthefollowingway:

o BizTalk Server
o XLANG Scheduler

For BizT alk 2002 thereare additional policiesgroupedinthefollowing categories:

« Server :including General Event, Licensing, Security Failure/Violation, Service, and
AlICError(COM+,VBScript) policies.

« Document : policiesmonitoring general document handling eventsincluding document mapping and
parsing.

« Messaging: including Channel, Organization, M essaging ports, Application, and Recel veFunctions
policies.

o XLANG Scheduler

Performancemonitoring
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Biztalk Server performancemonitoringincludesboth specific BizTa k Server performancecountersand
CPU process-related counters. Each policy for performancemonitoring hasboth error andwarning
thresholds.

For BizTalk Server 2002, policiesmonitoring thefollowing areasof performanceareavail able:

« Activated Schedulelnstances

» Dehydrated Schedulelnstance

« Failed Schedulelnstances

« Running Schedulelnstances

« Running Schedul el nstancesper sec.
« TransactionsAborted

« TransactionsAborted per sec.

Inaddition, policiesmonitoring thefollowing areasof performancefor BizTalk Server 2004 and BizT alk
Server 2006 areavailable:

o CPUUsage
o MemoryUsage

Server logging

TheNET_BizTalkServer_L oggingpolicy collectssel ected performanceand process-rel ated datafor CPU
and memory counters.

For BizTalk Server 2002, youmust deploy the NET_BizTakServer2002_L ogging policy to monitor
and collect dataon the messaging and orchestration servicesof BizTak Server 2002, and a
NET_BizTalkServer2002_Interval Count_L ogging policy tolog deltavalueson anumber of document,
interchangeand XLANG counters. Thesepolicies require theNET_BizTak_CreateCodaDataSources
policy tocreateInterval Count datasources.

For BizTalk Server 2004 and BizT alk Server 2006 , theMicrosoft Enterprise Servers SPI offersthe
MSES BizTakServer TDDS Logging, MSES BizTak_IntervalCount_L oggingand
MSES BizTakServer_SusDoc_L oggingpolicies.

Thesepolicies require thedeployment of theMSES BizTak_CreateCodaDataSourcespolicy tofirst
createthe CODA interval count datasource.

@ NOTE:
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For all versionsof BizTalk Server, deployment of the Windows OS SPI logging policy, WINOSSPI -
WINOS _Win2k_Logging, isrequiredtolog process-related datafor CPU and memory counters. The
countersspecifictotheBizTak Server aredocumentedinthe policy section. Refer to the Windows OS
SPI Policiesfor information about the process-rel ated datafor CPU and memory counters.

Related Topics:

o BizTalk Server Tools

o BizTak ServerPolicies

o BizTalk Server Reports

o BizTalk Server Graphs

» BizTak Server ServiceMap

« Configuring the Microsoft Enterprise Servers SPI for BizTalk 2004 and 2006
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Configuring the Microsoft Enterprise Servers
SPI for BizTalk Server 2004 and 2006

Thefollowing stepsneed to be compl eted to enablethe Microsoft Enterprise Servers SPI to monitor nodes
running BizTalk Server 2004 or BizTak Server 2006:

OpentheHPOM consolefromthemanagement server.

1. Executethetool MSES BTS DB_Configuration, in Tools— SPI for Microsoft Enterprise
Servers — BizTalk Servers.

2. Database configuration hasto be performed for all nodeswith BizTak Server 2004 or 2006
installed, seetheprocedurefor using the BizTalk Server Database Configuration tool. The Database
configuration tool should belaunched from themanagement server only, not from aremoteconsole.

3. Right-click theselected nodeinthe HPOM console Nodesfolder, select All tasks — Deploy
Instrumentation —= BizTalk Server and SPI data collector , and deploy BizTalk and SPI data
collector instrumentation.

4. DeploytheMicrosoft Enterprise ServersSPI discovery policy onthesel ected nodeby right-clicking
Policy Management — Policy Groups— SPI for Microsoft Enterprise Servers—BizTalk
Servers —BizTalk_Discovery , and select Deploy .

Related Topics:

BizTak Server Tools

BizTak Server Policies

BizTak Server Reports
BizTak Server Graphs

BizTak Server ServiceMap
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BizTalk Server service map

Ondiscovery of aBizTalk Server thecomponentsof the BizTalk system areidentified, including the

M essaging M anagement databases, the BizT alk Group to which the managed server belongs, and all
componentsof that group such asother BizTalk servers, Shared Queues, Receive Functions, and the
Document Tracking database. A servicemapiscreated fromthisinformation, located ontheconsoletree
under Services — Systemsinfrastructure — BizTalk Server.

Systemsinfrastructure

BizTak Server isthe primary nodefor BizTalk Server systems. Thetwo main groupsaretheBizTalk
Group and the BizTalk Management Databases. The BizTak Group containsseveral subgroupsasshown
below:

BizTalk 2004 Server Group On Server <SERVERNAME>

Tracking DB: Dependency on MSSQL SPI On Server <SERVERNAME>
SSODb: Dependency onM S SQL SPI On Server <SERVERNAME>
Message Box: Dependency on M SSQL SPI On Server <SERVERNAME>
Management DB: Dependency on MSSQL SPI On Server <SERVERNAME>
DTA DB: Dependency on MSSQL Server On Server <SERVERNAME>

o o & w0 N B

Send Port Groups
Send Ports
7. Orchedtrations

8. Hosts
Host: Instance Hosted On_Server <SERVERNAME>

Isolated Host : Instance Hosted On_Server <SERVERNAME>
Rules: Engine Hosted On_Server <SERVERNAME>

ExampleBizTalk Server 2004 servicetreeview:
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JE. Console  Window  Help

Jﬂctinn Yiew  Favorites J-::::- -P|||@ J*@@D@’&?%?

Tree I Favorites I

ﬂ Operations Manager : MT18675
|- Services
- Applications
Eltf Systemns Infrastructure

- BizTalk 2004 System
Eltf BizTalk Server 2004 Group BizTalk Group

- #9 BizTalk 2004 Server Orchestrations
- BizTalk 2004 Servers
- BizTalk 2004 Server NTE430

- #2 EizTalk Server 2004 Host BizTalkServerapplication an MTE430
- #® EizTalk Server 2004 Host BizTalkServerlsolatedHost an MTE430
]f BizTallk Server 2004 Rule Engine Update Service on MTS430
- #® BizTalk Server 2004 Bam Database BTS_BAM on NTE430
]f BizTalk Server 2004 Management Database BTS_Mgmk on MTE430
£-#® BizTalk Server 2004 Message Boxes
O g rizTalk Server 2004 Message Box BTS_Msg on NTE430
-9 BizTalk Server 2004 Receive Locations
]f BizTalk Server 2004 Single Sign On on MTE430
]f BizTalk Server 2004 Subscription Database BTS_Msg on NT3430
]f BizTalk Server 2004 Tracking Analysis Database on
]f BizTalk Server 2004 Tracking Database BTS_Trk on MTS430
]f MTS430 Database BTS_EDI on MTS430

]f MTS430 Database BTS_HWS on MTS430

- wWindows
- Windows 2000
- Windows Server 2003
-4 Windows XP

ExampleBizTak Server 2004 servicemap view:
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#2 BizTalk Server 2004 Trac

[f BizTalk Server 2004 Trackit

[f BizTalk Server 2004 Subscription

[f BizTalk Server 2004 Single Sign On on MTR

S BipTalk 2004 Servers

? BizTalk 2004 Server MT8430

& BizTalk Se
&2 BizTalk Server 200

r

Related Topics:

« Creating ServiceMapsfor Microsoft Enterprise Servers

S BipTalk 2004 System

#2 NTE430 Database BT

b

BizTalk Server 2004 Group BizT alk Group

&

BizTalk Server 2004 Receive Locations

MTB430 Databaze BTS.

&2 BizTalk Server 2004 Barn D

|§' BizT alk Server 2004 Management C

= BizT alk

BizT alk 2004 Server Orchestrations

 Configuring the Microsoft Enterprise Servers SPI for BizTalk 2004 and 2006

Server 2004 Mezsage Bores
@ BizTalk Server 2004 Meszag

© Copyright 1999 - 2009 Hewlett-Packard Development Company, L.P.

Page 47



Microsoft Enterprise Servers SPI Online Help

BizTalk Server policies

Many predefined policiesfor monitoring BizTalk Server areavailablewiththeMicrosoft Enterprise
ServersSPI.

« Policiesfor monitoring BizTalk Server 2000

« Policiesfor monitoring BizTalk Server 2002

« Policiesfor monitoring BizTalk Server 2004

« Policiesfor monitoring BizTalk Server 2006

Related Topics:

» Deployingpoliciesfor Microsoft Enterprise Servers

o BizTak Server Overview
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BizTalk Server 2000 policies

« Availability monitoringpolicies

« Performancemonitoringpolicies

« Windowsevent monitoringpolicies
« WMI event monitoringpolicies

« Serverloggingpolicies

« Discoverypolicy

Availability monitoringpolicies

M essaging Service Monitoring
NET_BizTakCheckMessagingServiceand NET_BizTalkCheckBizTalkComponents

Description: ThepoliciesNET_BizTakCheckM essagingServiceand
NET_BizTakCheckBizTakComponentsmonitor theBizTal k 2002 M essaging Service.
Toensurethat thiscritical serviceisfunctioning correctly, thispolicy verifiesthat
M essaging Servicerespondsto basic API calls. Thischeck providesadeeper check than
thebasic servicecheck doneby NET_BizTakServerServicespolicy. ProvidetheBizTak
Server Admin credentialsor thecredentialswhichthe BizTalk messaging serviceis
runningunder totheNET_BizTakCheckM essagingServicepolicy.
NET_BizTalkCheckBizTalkComponentsisanauxiliary policy, whichforwardsmessages
generated during thischeck totheconsole.

Orchestration Service Monitoring

NET_BizTalkCheckOrchestrationComponents and NET_BizTalkCheckBizTalkComponents
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Description:  Toensurethat thiscritical serviceisfunctioning correctly, thispolicy verifiesthat BizTalk
Orchestration components(COM + applicationshosting X LANG schedul es) respond to
basic API calls. Thischeck providesadeeper check than the basi ¢ service check doneby
theNET_BizTakServerServicespolicy. ProvidetheBizTak Server Admin credential sor
the credentialswhichthe BizTalk messaging serviceisrunning under tothe
NET_BizTakCheckOrchestrationComponentspolicy.
NET_BizTalkCheckBizTalkComponentsisanauxiliary policy, whichforwardsmessages
generated during thischeck totheconsole.

Perfor mancemonitoring policies

NET_BS-Activated Schedulel nstances

Description: MonitorstheA ctivated Schedul el nstancesperfmon counter and generatestheCritical,
Major, Minor, and Warning |evel messageswhen the number of activated schedule
instancesreaches above 50,40,30 and 20 mark. The BizTalk administrator can modify
thesethreshold valuesto suit their needs. Thiscounter indicatesthe number of schedules
started sincethelast timethe XLANG X OM + processwas started. Crossing alevel doesn't
necessarily indicatethat somethingiswrong withthe BizTalk Server, but showsincreasein
CPU and memory network consumption. TheBizTalk server |oad needsto be assessed and
valuesset appropriately.

NET_BS-DehydratedSchedulel nstances

Description:  Thispolicy monitorsthe Dehydrated Schedul el nstance perfmon counter, and generates
Critical, Mg or, Minor and Warning level messageswhen the number of dehydrated
schedul einstances goes above the 50,40,30 or 20 mark. A BizTalk administrator can
modify thesethreshold valuesto suit their needs. Thiscounter indicatesthe number
(integer) of schedulesdehydrated per server. Thisnumber iscumulativeacrossall XLANG
COM + processesrunning on aparticular server. Theaccumulation for each processbegins
eachtimethe processisstarted. Thiscounter can be used to monitor the on-going number
of schedulesdehydrated onaserver, compared to the number of schedulesstarted or failed.

NET_ BS-FailedSchedulel nstances
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Description:  Thispolicy monitorsthe Failed Schedul el nstancesperfmon counter, and generates
Critical, Mg or, Minor and Warning level messageswhenthenumber of failed schedule
instances goes abovethe 50,40,30 or 20 mark. A BizTalk administrator can modify these
threshold valuesto suit their needs. Thiscounter indicatesthe number (integer) of
schedulesthat havefailed for aspecified server. Thisnumber iscumulativeacrossall
XLANG COM+ processesrunning onaparticular server. Theaccumulationfor each
process beginseach timethe processis started. Thiscounter can be used to monitor the on-
going number of schedulesfailing on aserver, compared to the number of schedules
started. i

NET_BS-RunningSchedulel nstances

Description:  Thispolicy monitorsthe Running Schedul el nstancesperfmon counter, and generates
Critical, Major, Minor and Warning | evel messageswhen thenumber of running schedule
instancesgoesabovethe50 mark. A BizTalk administrator can modify thesethreshold
valuesto suit their needs. Crossing thelevel may not indicate aproblem with the server, but
indicatestheload onthe server.

NET_BS-RunningSchedulel nstances/sec

Description:  Thispolicy monitorsthe Running Schedul el nstances/sec perfmon counter, and generates
Critical, Mg or, Minor and Warning level messageswhen the number of running schedule
instances/sec goesabovethe 50 mark. Thiscounter indicatesthe average number of
schedulesrunning per second. Set thethreshold valueto the optimal valuewhichaBizTalk
server can handle, if the counter goesabovethis valueawarning messagewill be
generatedfor futureaction.

NET_BS-TransactionsAborted

Description:  Thispolicy monitorsthe number of schedul etransactionsaborted onagivenserver. This
number iscumulative acrossall XLANG COM + processesrunning on aparticular server.
Accumulationfor each processbeginseach timetheprocessisstarted. Thispolicy
generatesCiritical and M gjor level messageswhenthenumber of transactionsaborted goes
abovethe 50,10 mark. A BizTak administrator can modify these threshold valuesto suit
their needs.

NET_BS-TransactionsAborted/sec
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Description:  Thispolicy monitorsthe number of schedul etransactionsaborted on agiven server per
second. Thispolicy generatesCritical and Major level messageswhenthenumber of
transactionsaborted per second goesabovethe5,1 mark. A BizTalk administrator can
modify thesethresholdvaluestosuit their needs.

Windowsevent monitoringpolicies

NET _BizTalkServer FwdApplicationError

Description: Forwardsall BizTalk Server applicationlog entrieswith severity 'Error'.
NET_BizTalkServer FwdApplicationl nformation

Description: Forwardsall BizTalk Server applicationlogentrieswith severity 'Information'.
NET_BizTalkServer FwdApplicationWarning

Description: Forwardsall BizTalk Server applicationlogentrieswith severity 'Warning'.
WM event monitoring policies
NET_BS DocSuspendedEvent

Description: WMI policy forwardsall Document Suspended Eventsto the console, and
logs them intothedatabase.

NET_BS RecelveFunctionEvent
Description: WMI policy forwardsall Receive Function Disabled Events.

Server logging policies

NET_BizTalkServer L ogging
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Description: Thispolicy logs selected perfor mancedata for BizTalk Server 2000. Deployment of
Windows OS SPI logging policy WINOSSPI-WINOS Win2k L oggingisrequired
tolog process-related datafor CPU and memory counters.

« AsynchronousSubmissions

« AsynchronousSubmissions/sec

« DocumentsM apped/sec

« DocumentsPar sed/sec

« DocumentsProcessed

« DocumentsProcessed/sec

« DocumentsReceived

« DocumentsReceived/sec

« DocumentsSerialized/sec
Counters:  , |nterchanges Decoded/sec

« InterchangesDecrypted/sec

« InterchangesEncrypted/sec

« Interchanges Received

« Interchanges Received/sec

« InterchangesTransmitted/sec

o ltemsSuspended

o ItemsSuspended/sec

« SynchronousSubmissions

« SynchronousSubmissions/sec
NET_BS DocSuspendedEvent

Description: BizTalk trigger sthe DocSuspendedEvent for each document in a suspended queue.
The DocSuspendeEvent contains Destination, Sour ce, DocName/Typeand State
information. NET_BS_DocSuspendedEvent policy logsthisdataintotheservice
reporter databasefor use by somereports.
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BizTalk Server Discovery policy

NET_BizTalkServer Discovery

Description: Thispolicy discoverstheBizTalk infrastructureinformation and addsit tothe
servicemap.

Related Topics:

o BizTalk Server policies
» Deploying Paliciesfor Microsoft Enterprise Servers

o BizTalk Server Overview
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BizTalk Server 2002 policies

« Availability monitoringpolicies

« Performancemonitoringpolicies

« Windowsevent monitoringpolicies
« WMI event monitoringpolicies

« Databaseconnectivity monitoring
« Serverloggingpolicies

« Discoverypolicy

Availability monitoringpolicies

M essaging Service Monitoring
NET_BizTakCheckMessagingServiceand NET_BizTakCheckBizTalkComponents

Description: ThepoliciesNET_BizTalkCheckM essagingServiceand
NET_BizTalkCheckBizTakComponentsmonitor theBizTalk 2002 M essaging Service.
Toensurethat thiscritical serviceisfunctioning correctly, thispolicy verifiesthat
M essaging Servicerespondsto basic API calls. Thischeck providesadeeper check than
thebasicservicecheck doneby NET_BizTalkServerServicespolicy. ProvidetheBizTalk
Server Admin credentialsor thecredentialswhichthe BizTalk messaging serviceis
runningunder totheNET _BizTalkCheckM essagingServicepolicy.
NET_BizTalkCheckBizTalkComponentsisanauxiliary policy, whichforwardsmessages
generated during thischeck tothe console.

Orchestration Service Monitoring

NET_BizTalkCheckOrchestrationComponents and NET_BizTalkCheckBizT alk Components
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Description:  Toensurethat thiscritical serviceisfunctioning correctly, thispolicy verifiesthat BizTalk
Orchestration components(COM + applicationshosting X LANG schedul es) respond to
basic API calls. Thischeck providesadeeper check than the basi ¢ service check doneby
theNET_BizTakServerServicespolicy. ProvidetheBizTak Server Admin credential sor
the credentialswhichthe BizTalk messaging serviceisrunning under tothe
NET_BizTakCheckOrchestrationComponentspolicy.
NET_BizTalkCheckBizTalkComponentsisanauxiliary policy, whichforwardsmessages
generated during thischeck totheconsole.

Perfor mancemonitoring policies

NET_BS-Activated Schedulel nstances

Description: MonitorstheA ctivated Schedul el nstancesperfmon counter and generatestheCritical,
Major, Minor, and Warning |evel messageswhen the number of activated schedule
instancesreaches above 50,40,30 and 20 mark. The BizTalk administrator can modify
thesethreshold valuesto suit their needs. Thiscounter indicatesthe number of schedules
activated sincethelast timethe XLANG X OM+ processwas started. Crossing alevel
doesn't necessarily indicatethat somethingiswrong withthe BizTak Server, but shows
increasein CPU and memory network consumption. The BizTalk server |oad needsto be
assessed and val uesset appropriately.

NET_BS-DehydratedSchedulel nstances

Description:  Thispolicy monitorsthe Dehydrated Schedul el nstance perfmon counter, and generates
Critical, Mg or, Minor and Warning level messageswhen the number of dehydrated
schedul einstances goes above the 50,40,30 or 20 mark. A BizTalk administrator can
modify thesethreshold valuesto suit their needs. Thiscounter indicatesthe number
(integer) of schedulesdehydrated per server. Thisnumber iscumulativeacrossall XLANG
COM + processesrunning on aparticular server. Theaccumulation for each processbegins
eachtimethe processisstarted. Thiscounter can be used to monitor the on-going number
of schedulesdehydrated onaserver, compared to the number of schedulesstarted or failed.

NET_ BS-FailedSchedulel nstances
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Description:  Thispolicy monitorsthe Failed Schedul el nstancesperfmon counter, and generates
Critical, Mg or, Minor and Warning level messageswhenthenumber of failed schedule
instances goes abovethe 50,40,30 or 20 mark. A BizTalk administrator can modify these
threshold valuesto suit their needs. Thiscounter indicatesthe number (integer) of
schedulesthat havefailed for aspecified server. Thisnumber iscumulativeacrossall
XLANG COM+ processesrunning onaparticular server. Theaccumulationfor each
process beginseach timethe processis started. Thiscounter can be used to monitor the on-
going number of schedulesfailing on aserver, compared to the number of schedules
started.

NET_BS-RunningSchedulel nstances

Description:  Thispolicy monitorsthe Running Schedul el nstancesperfmon counter, and generates
Critical, Major, Minor and Warning | evel messageswhen thenumber of running schedule
instancesgoesabovethe50 mark. A BizTalk administrator can modify thesethreshold
valuesto suit their needs. Crossing thelevel may not indicate aproblem with the server, but
indicatestheload onthe server.

NET_BS-RunningSchedulel nstances/sec

Description:  Thispolicy monitorsthe Running Schedul el nstances/sec perfmon counter, and generates
Critical, Mg or, Minor and Warning level messageswhen the number of running schedule
instances/sec goesabovethe 50 mark. Thiscounter indicatesthe average number of
schedulesrunning per second. Set thethreshold valueto the optimal valuewhichaBizTalk
server can handle, if the counter goesabovethis valueawarning messagewill be
generatedfor futureaction.

NET_BS-TransactionsAborted

Description:  Thispolicy monitorsthe number of schedul etransactionsaborted onagivenserver. This
number iscumulative acrossall XLANG COM + processesrunning on aparticular server.
Accumulationfor each processbeginseach timetheprocessisstarted. Thispolicy
generatesCiritical and M gjor level messageswhenthenumber of transactionsaborted goes
abovethe 50,10 mark. A BizTak administrator can modify these threshold valuesto suit
their needs.

NET_BS-TransactionsAborted/sec
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Description:  Thispolicy monitorsthe number of schedul etransactionsaborted on agiven server per
second. Thispolicy generatesCritical and Major level messageswhenthenumber of
transactionsaborted per second goesabovethe5,1 mark. A BizTalk administrator can
modify thesethresholdvaluestosuit their needs.

Windowsevent monitoringpolicies

Server policy group

Description: HandlestheBizTalk Server related events. Hasthefollowing policy sub groups:

General Events(NET _BizTalkGeneral) : Policieshandle any event which cannot be
placed in any other group.

Licensing(NET_BizTalkLicensing): Policieshandleeventsrelatedto Licensing
ISSues.

Security Failure/Violation (NET_BizTalk SecurityL ogon) : Policieshandleevents
relatedto security/logonfailureviolationevents.

Service(NET_BizTalkServices) : Policieshandleeventsfor all BizTalk servicessuch
asstartupfailures.

AICError(COM+,VBScript) (NET_BizTalkAlC) : Policieshandle eventscaused by
Applicationintegration componentssuchasCOM componentsand scripting
components.

Document policy group

Description: Policiesunder thisgroup handleeventsrel ated to document mapping, parsing, and general
document events:

Forward and L og Document Suspended Event (NET_BS DocSuspendEvent) : WMI
policy forwards Document Suspended Event to consoleand L ogsit into the database.

Forward Document related Event log event (NET_BizT alkDocument) : Forwardsall
BizTak Document/Interchangeapplicationlogentries.

M essaging policy group
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Description:  Containsthefollowing policy subgroups:

« Channd (NET_BizTalkM essagingChannel) : Policieshandle any event related to

channels.

» Organization(NET_BizTalkOrganization) : Policieshandle eventsrelatedto BizTalk
Organization.

» Messagingports(NET_BizTalkM essagingPorts) : Policieshandleeventsrelated to
BizTak Messaging ports.

« Application (NET_BizTalkApplication) : Policieshandle eventsrelatedto BizTalk
Applications.

» ReceiveFunctions(NET_BizTalkReceiveFunctionEvent and
NET_BizTalkReceveFunctions) : PolicieshandleeventsrelatedtoBizTak receive
functionsandrel ated applicationlogentries.

XLANG Scheduler policy group (NET_BizTalk XL ANGScheduler)

Description:  Policiesunder thisgroup handleeventsrelated to XL ANG schedul er and orchestration.

WM event monitoring policies

NET_BS DocSuspendedEvent

Description: WMI policy forwardsall Document Suspended Eventsto the console, and
logs them intothedatabase.

NET_BS RecelveFunctionEvent

Description: WMI policy forwardsall Receive Function Disabled Events.

Database connectivity monitoring

NET_BizTalkCheckDatabasesConnectionsand NET_BizTalkCheckBizTalk Components
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Description: BizTalk Server environment includes M essaging M anagement (Administration)
database, Shar ed Queuedatabases, and the Document Tracking databaserunning
on Microsoft SQL server. Availability of these databasesis essential for the
functioning of the BizT alk environment. These database can beinstalled on
separ ate machinesrunning SQL Servers, sothat connectivity between theBizTalk
Server machineand the SQL server should beup all thetime. To monitor this
connection deploy these policies. Thepoliciescheck connectivity with BizT alk
databasesfrom Biztalk server, thedefault scheduleisevery hour. Providethe
BizTalk Server Admin credentialsor the credentialswhich theBizTalk messaging
serviceisrunningunder totheNET _BizTalkCheckDatabasesConnectionspolicy,
checkingaccesstothedatabases. NET_BizTalkCheckBizTalkComponentsisan
auxiliary policy, which forwar ds messages generated during thischeck tothe
console.

Server logging policies

NET_BizTalkServer2002_ L ogging

Description: TheNET_BizTalkServer2002_L ogging policy logsthefollowing rate counters:

M essaging Service Counters

« AsynchronousSubmissions/sec
« DocumentsM apped/sec

« DocumentsPar sed/sec

« DocumentsProcessed/sec<
« DocumentsReceived/sec

o DocumentsSerialized/sec

« InterchangesDecrypted/sec
« InterchangesEncoded/sec
« InterchangesEncrypted/sec
« Interchanges Decoded/sec
« Interchanges Received/sec

 InterchangesTransmitted/sec
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« |temssuspended/sec

« SynchronousSubmissions/sec

Xlang Counters

« Completed Schedulelnstances/sec
Failed Schedulel nstances/sec

Running Schedulelnstances/sec

SchedulesActivated/sec

TransactionsAborted/sec

NET_BizTalkServer2002_IntervalCount_L ogging

Description: Thispolicy logsthe delta value between two consecutive accumulative loggings:

M essaging Service Counters

« AsynchronousSubmissions

Documents Pr ocessed

DocumentsReceived

I nter changes Received

Itemssuspended

« SynchronousSubmissions

Xlang Counters

« Activated Schedulel nstances

« Completed Schedulelnstances
« Dehydrated Schedulelnstances
« Failed Schedulelnstances

« Running Schedulel nstances

o TransactionsAborted

© Copyright 1999 - 2009 Hewlett-Packard Development Company, L.P. Page 61



Microsoft Enterprise Servers SPI Online Help

NET_ BizTalk CreateCodaDataSources

Description: Thispolicy createsthe data sourceand classin codafor the
NET_BizTalkServer2002_IntervalCount_L ogging policy toinsert datainto.

BizTalk Server Discovery policy

NET_BizTalkServer Discovery

Description: Thispolicy discoverstheBizTalk infrastructureinformation and addsit tothe
service map.

Related Topics:

« BizTalk Server policies
« Deploying Paliciesfor Microsoft Enterprise Servers

e BizTalk Server Overview
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BizTalk Server 2004 policies

« Availability monitoringpolicy

o Performancemonitoringpolicies
» Windowsevent monitoring policy
« Databaseconnectivity monitoring
« Serverloggingpolicies

« Discovery policy

Availability monitoringpolicy

EBIZ_BizTalkServer 2004Ser vices

Description  Thispolicy monitorsthefollowing BizTalk Server 2004 services: BizTalk Server
Application Service, BizTak RuleEngineUpdate Serviceand Enterprise Single Sign-On.
If aserviceisstoppeditisrestarted automatically.

Message The Serviceisnot running, but itsstart modeis'Auto’. Tryingto restart the service.
Text

Instruction  Message Severity: Critica
Text o _
Situation: Processnot running.
Probable Cause: Theapplication hasshut down.
Potential Impact: Systemdown.
Suggested Action: Start uptheprocess.
Policy Type: Scheduled Task

Polling Interval: 5min

Perfor mancemonitoring policies

EBIZ_BS2004-M EM Usage-BT SSvc

Description: MeasuresMemory usageof BizTak Server Applicationservices
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EBIZ_BS2004-CPUUsage-BT SSvc

Description: MeasuresCPU usageof BizTalk Server Applicationservices
EBIZ_BS2004-M EM Usage-ENT SSO

Description: MeasuresMemory usageof EnterpriseSingle Sign-Onservice
EBIZ_BS2004-CPUUsage-ENT SSO

Description: Measures CPU usageof Enterprise SingleSign-Onservice
MSES SendPort_Status Monitoring

Description: Monitorsthestatusof the SendPortsintheBizTalk Server.
MSES Receivel ocation_Status Monitoring

Description: Monitorsthestatusof the Receivel ocationsof BizTalk Server.
MSES BS2004 DocumentsProcessed

Description:  Average number of documentsprocessed (pulled from the Work queue and sent to aport
destination address) per second, sincethelast timethe BizTalk M essaging Servicewas
started.

MSES BS2004 DocumentsReceived

Description:  Averagenumber of documentsreceived per second by BizTalk Server. Thisincludesall
documentsthat makeit into the Work queue, and any that havefailed.

MSES BS2004 DocumentsSuspended
Description:  Averagenumber of itemssuspended per secondinthe suspended queue.

MSES BS2004 DatabaseTransactions
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Description:  Averagenumber of databasetransactionsperformed sincethehost instancestarted.
MSES BS2004 ActiveApplicationDomains
Description:  Thenumber of application domainscurrently existing for hosting orchestrations.

MSES BS2004 DehydrationThreshold

Description:  Numberinmillisecondsthat determineshow aggressively orchestrationsarebeing
dehydrated. If the orchestration engine predictsthat aninstancewill bedehydratable
(storing al theinstance-specific data in the database and removing theinstancefromthe
memory), for an amount of timelonger than thethreshold value, it will dehydratethe
instance.

MSES BS2004 _|dleOrchestrations

Description: Number of idleorchestrationinstancescurrently hosted by the host instance. Thisrefersto
orchestrationsthat are not making progressbut are not dehydratable, aswhenthe
orchestrationisblocked waiting for areceive, listen, or delay in an atomic transaction.

MSES BS2004 MsgBox DBConnFailures
Description: Number of attempted database connectionsthat failed sincethehost instance started.
MSES BS2004 OrchestrationsCompleted

Description:  Averagenumber of orchestrationinstancescompl eted per second sincethehostinstance
Started.

MSES BS2004 OrchestrationsCreated

Description:  Averagenumber of orchestrationinstances per second created sincethehostinstance
started. Measures CPU usageof Enterprise SingleSign-Onservice.

MSES BS2004 OrchestrationsDehydrated
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Description:  Averagenumber of orchestrationinstancesdehydrated per second sincethehost instance
Started.

MSES BS2004 OrchestrationsDiscarded

Description:  Averagenumber of orchestrationinstancesdiscarded from memory sincethehostinstance
started. An orchestration can bediscardedif theenginefailsto persist itsstate.

MSES BS2004 OrchestrationsRehydrated

Description:  Averagenumber of orchestrationinstancesrehydrated per second (restoringtheinstance
from thedatabaseto memory) sincethe host instance started.

MSES BS2004 OrchestrationsResidentMemory

Description: Number of orchestrationinstancescurrently hosted by thehost instance.
MSES BS2004 OrchestrationsScheduledFor Dehydr ation

Description: Number of dehydratabl e orchestrationsfor whichthereisadehydration request pending.
MSES BS2004 OrchestrationsSuspended

Description:  Averagenumber of orchestrati oninstancessuspended per second sincethehostinstance
sarted.

MSES BS2004 RunningOrchestrations
Description:  Number of orchestrationinstancescurrently executing.
MSES BTS2004 Orchestration_Status Monitoring
Description: Monitorsthestatusof theOrchestrations.

MSES BS2004 PendingM essages
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Description: Number of received messagesfor which recei pt hasnot yet been acknowledgedtothe
messagebox.

MSES BS2004 PendingWorkltems
Description:  Number of code execution blocksthat are schedul ed for execution.

MSES BS2004 Transactional Scopes aborted

Description:  Number of long-running or atomi ¢ scopesthat have been aborted sincethe host instance
started.

Windowsevent monitoring policy

EBIZ_BizTalkServer 2004FwdApplicationL ogEntries

Description: Forwardsall BizTalk Server 2004 applicationlog entrieswith severity 'Critical’,'Error’,
'Warning'and'lnformation'.

Database connectivity monitoring

MSES BS2004_DBM onitor

Description:  |f an attempt to connect to any of thefollowing databasesfails, amessageissent to
the HPOM message browser and an OPC messageissent to refresh the service mapwith
thisinformation. Connectionstothefollowing BizTa k 2004 databases aremonitored:

« BAMPrimarylmport - BusinessActivity Monitoring DB.

« BAM StarSchema- BusinessActivity Monitoring DB.

« BAM Analysis- BusinessActivity Monitoring OLAP CubesDB.
« BAMATrchive- ArchivesBusinessActivity Monitoring DB.

o BizTakHWSDb - Human Workflow ServicesDB.

o BizTakDTADD - Tracking DB.

o BizTakMgmtDB BTS- Configuration Information DB.
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« BizTakMsgBoxDb- DB for storing M essagesand subscriptions.

« BizTakRuleEngineDb- DB for storing Policiesand V ocabularies.

« SSODB - Single Sign-On DB.

« TPM - Trading Partner DB for BusinessActivity Services.

« BizTakAnalysisdb- DB for storing businessand health monitoring OL AP Cubes.
« BizTakEDIdb- Electronicdatainterchange DB.

MSES BizTalk MessageBox_DatabaseSize
Description:  Monitorsthe percentage of the usage of the BizTalk M essageBox database.
MSES BizTalk DTA_ DatabaseSize
Description: Monitorsthe percentage of the usage of the BizTalk DTA database.
Server logging policies
MSES BizTalk_ CreateCodaDataSour ces

Description:  Thispolicy createsthe CODA interval count datasourcefor BizTalk 2004 server.

NOTE: Deploy theMicrosoft Enterprise Servers SPI Datacollector instrumentationfor this
policy towork.

MSES BizTalkServer2004 SusDoc L ogging

Description:  Collectssuspended documentsdatafromtheBizTak Server databaseand logsitinto
CODA datasource. First, thisdatasource must be created by
MSES BizTalk_CreateCodaDataSources .

MSES BizTalkServer2004 L ogging
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Description:  Thispolicy collectsthe performance datafor thefollowing three BizTa k 2004 objects:

« BizTak:Messaging
« EnterpriseSingleSignOn
o XLANG/sOrchestrations

Thedataislogged as CODA datasource. First, thisdatasource must be created by
MSES BizTalk_CreateCodaDataSour ces.

MSES BizTalkServer_TDDS L ogging

Description:  Thispolicy collectsthe performancedatafor BizTalk TDDS (Tracking DataDecode
Service), and savesit asCODA datasource. First, thisdatasource must be created by
MSES BizTalk_CreateCodaDataSour ces.

Discovery policy

EBIZ_BS2004Disc

Description:  Thispolicy discoversthe BizTak infrastructureinformation and addsit to the servicemap.
Related Topics:

o BizTak Serverpolicies
« DeployingPoliciesfor Microsoft EnterpriseServers
« BizTak Server Overview
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BizTalk Server 2006 policies

« Availability monitoringpolicy

o Performancemonitoringpolicies
» Windowsevent monitoring policy
« Databaseconnectivity monitoring
« Serverloggingpolicies

« Discovery policy

Availability monitoringpolicy

EBIZ_BizTalkServer Services

Description  Thispolicy monitorsthefollowing BizTalk Server 2006 services: BizTalk Server
Application Service, BizTak RuleEngineUpdate Serviceand Enterprise Single Sign-On.
If aserviceisstoppeditisrestarted automatically.

Message The Serviceisnot running, but itsstart modeis'Auto’. Tryingto restart the service.
Text

Instruction  Message Severity: Critica
Text o _
Situation: Processnot running.
Probable Cause: Theapplication hasshut down.
Potential Impact: Systemdown.
Suggested Action: Start uptheprocess.
Policy Type: Scheduled Task

Polling Interval: 5min

Perfor mancemonitoring policies

EBIZ BS-MEMUsage-BTSSvc

Description: MeasuresMemory usageof BizTak Server Applicationservices
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EBIZ BS-CPUUsage-BT SSvc

Description: MeasuresCPU usageof BizTalk Server Applicationservices
EBIZ BSMEMUsage-ENT SSO

Description: MeasuresMemory usageof EnterpriseSingleSign-Onservice
EBIZ BS-CPUUsage-ENT SSO

Description: Measures CPU usageof Enterprise SingleSign-Onservice
MSES SendPort_Status Monitoring

Description: Monitorsthestatusof the SendPortsintheBizTalk Server.
MSES Receivel ocation_Status Monitoring

Description: Monitorsthestatusof the Receivel ocationsof BizTalk Server.
MSES BS DocumentsProcessed

Description:  Average number of documentsprocessed (pulled from the Work queue and sent to aport
destination address) per second, sincethelast timethe BizTalk M essaging Servicewas
started.

MSES BS DocumentsReceived

Description:  Averagenumber of documentsreceived per second by BizTalk Server. Thisincludesall
documentsthat makeit into the Work queue, and any that havefailed.

MSES BS DocumentsSuspended
Description:  Averagenumber of itemssuspended per secondinthe suspended queue.

MSES BS DatabaseTransactions
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Description:  Averagenumber of databasetransactionsperformed sincethehost instancestarted.
MSES BS ActiveApplicationDomains
Description:  Thenumber of application domainscurrently existing for hosting orchestrations.

MSES BS DehydrationThreshold

Description:  Numberinmillisecondsthat determineshow aggressively orchestrationsarebeing
dehydrated. If the orchestration engine predictsthat aninstancewill bedehydratable
(storing al theinstance-specific data in the database and removing theinstancefromthe
memory), for an amount of timelonger than thethreshold value, it will dehydratethe
instance.

MSES BS IdleOrchestrations

Description: Number of idleorchestrationinstancescurrently hosted by the host instance. Thisrefersto
orchestrationsthat are not making progressbut are not dehydratable, aswhenthe
orchestrationisblocked waiting for areceive, listen, or delay in an atomic transaction.

MSES BS MsgBox DBConnFailures
Description: Number of attempted database connectionsthat failed sincethehost instance started.
MSES BS OrchestrationsCompleted

Description:  Averagenumber of orchestrationinstancescompl eted per second sincethehostinstance
Started.

MSES BS OrchestrationsCreated

Description:  Averagenumber of orchestrationinstances per second created sincethehostinstance
started. Measures CPU usageof Enterprise SingleSign-Onservice.

MSES BS OrchestrationsDehydrated
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Description:  Averagenumber of orchestrationinstancesdehydrated per second sincethehost instance
Started.

MSES BS OrchestrationsDiscar ded

Description:  Averagenumber of orchestrationinstancesdiscarded from memory sincethehostinstance
started. An orchestration can bediscardedif theenginefailsto persist itsstate.

MSES BS OrchestrationsRehydrated

Description:  Averagenumber of orchestrationinstancesrehydrated per second (restoringtheinstance
from thedatabaseto memory) sincethe host instance started.

MSES BS OrchestrationsResidentMemory

Description: Number of orchestrationinstancescurrently hosted by thehost instance.
MSES BS OrchestrationsScheduledFor Dehydration

Description: Number of dehydratabl e orchestrationsfor whichthereisadehydration request pending.
MSES BS OrchestrationsSuspended

Description:  Averagenumber of orchestrati oninstancessuspended per second sincethehostinstance
sarted.

MSES BS RunningOrchestrations

Description:  Number of orchestrationinstancescurrently executing.
MSES Orchestration_Status Monitoring

Description: Monitorsthestatusof theOrchestrations.

MSES BS PendingM essages
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Description: Number of received messagesfor which recei pt hasnot yet been acknowledgedtothe
messagebox.

MSES BS PendingWorkltems
Description:  Number of code execution blocksthat are schedul ed for execution.

MSES BS Transactional Scopes aborted

Description:  Number of long-running or atomi ¢ scopesthat have been aborted sincethe host instance
started.

Windowsevent monitoring policy

EBIZ_BizTalkServer FwdApplicationL ogEntries

Description: Forwardsall BizTalk Server 2006 applicationlog entrieswith severity 'Critical’,'Error’,
'Warning'and'lnformation'.

Database connectivity monitoring

MSES BS DBM onitor

Description:  |f an attempt to connect to any of thefollowing databasesfails, amessageissent to
the HPOM message browser and an OPC messageissent to refresh the service mapwith
thisinformation. Connectionstothefollowing BizTa k 2006 databases aremonitored:

« BAMPrimarylmport - BusinessActivity Monitoring DB.

« BAM StarSchema- BusinessActivity Monitoring DB.

« BAM Analysis- BusinessActivity Monitoring OLAP CubesDB.
« BAMATrchive- ArchivesBusinessActivity Monitoring DB.

o BizTakHWSDb - Human Workflow ServicesDB.

o BizTakDTADD - Tracking DB.

o BizTakMgmtDB BTS- Configuration Information DB.
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« BizTakMsgBoxDb- DB for storing M essagesand subscriptions.

« BizTakRuleEngineDb- DB for storing Policiesand V ocabularies.

« SSODB - Single Sign-On DB.

« TPM - Trading Partner DB for BusinessActivity Services.

« BizTakAnalysisdb- DB for storing businessand health monitoring OL AP Cubes.
« BizTakEDIdb- Electronicdatainterchange DB.

MSES BizTalk MessageBox_DatabaseSize
Description:  Monitorsthe percentage of the usage of the BizTalk M essageBox database.
MSES BizTalk DTA_ DatabaseSize
Description: Monitorsthe percentage of the usage of the BizTalk DTA database.
Server logging policies
MSES BizTalk Create Coda DataSources

Description:  Thispolicy createsthe CODA interval count datasourcefor BizTalk 2006 server.

NOTE: Deploy theMicrosoft Enterprise Servers SPI Datacollector instrumentationfor this
policy towork.

MSES BizTalkServer_SusDoc L ogging

Description:  Collectssuspended documentsdatafromtheBizTak Server databaseand logsitinto
CODA datasource. First, thisdatasource must be created by
MSES BizTalk_CreateCodaDataSources .

MSES BizTalk_IntervalCount_L ogging
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Description:  Thispolicy collectsthe performance datafor thefollowing three BizTal k 2006 objects:

« BizTak:Messaging
« EnterpriseSingleSignOn
o XLANG/sOrchestrations

Thedataislogged as CODA datasource. First, thisdatasource must be created by
MSES BizTalk_CreateCodaDataSour ces.

MSES BizTalkServer_TDDS L ogging

Description:  Thispolicy collectsthe performancedatafor BizTalk TDDS (Tracking DataDecode
Service), and savesit asCODA datasource. First, thisdatasource must be created by
MSES BizTalk_CreateCodaDataSour ces.

Discovery policy

BizTalk_Discovery

Description:  Thispolicy discoversthe BizTak infrastructureinformation and addsit to the servicemap.
Related Topics:

o BizTak Serverpolicies
« DeployingPoliciesfor Microsoft EnterpriseServers
« BizTak Server Overview
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BizTalk Server reports

Predefined reportsfor BizTak Server areavailablewiththe Microsoft Enterprise Servers SPI. Eachreport
descriptionincludesalist of the performance countersused withinthereport.

» Reportsfor BizTalk 2000 and 2002

« Reportsfor BizTalk 2002 only

« Reportsfor BizTalk 2004 only

« Reportsfor BizTalk 2006 only

Reportsfor BizTalk 2000 and 2002

All reportsinthegroupingslisted below areavailablefor BizTak 2000 and BizTak 2002 Servers.

o BizTak ServicesStatistics
« BizTak Messaging Serviceand Orchestration Service ProcessCPU Statistics
» BizTak Messaging Serviceand Orchestration Service ProcessM emory Statistics

BizTalk ServicesStatistics(g_BSServiceSummary.rpt): Thisreport summarizesthe usage patternsof
BizTalk 2000 Server'sservices.

Counters,

AsynchronousSubmissiong/sec

DocumentsProcessed/sec

DocumentsReceived/sec

ItemsSuspended/sec

Synchronous Submissions/sec

BizTalk M essaging Service and Or chestration Service Process CPU Statistics
(g_BSCPUSummary.rpt): Thisreport showssummary CPU statisticsof BizTalk Server processes
comparedwith overall CPU statisticsof the system. The summarized processstatisticsincludethe
percentage of CPU timeused by the M essaging Serviceand Orchestration Service processes, compared
with the percentage of timethe system's CPU wasbusy.
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Counters.

» System % Processor Time

M essaging Service% Processor Time

M essaging Service Thread Count

Orchestration Service% Processor Time

Orchestration Service Thread Count

BizTalk M essaging Serviceand Or chestration Service ProcessMemory Statistics
(g_BSMemorySummary.rpt): Thisreport showssummary memory statisticsof BizTak Server processes.

Counters:

» PageFaultsy/'sec
« PrivateBytes
« Working Set
Related Topics:

« BizTak Server 2002 reports
« BizTak Server 2004 reports
« BizTak Server 2006 reports
« BizTak Server Graphs
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BizTalk Server 2002 reports

Thefollowing predefined reportsfor theBizTak Server 2002 areavailablewith the Microsoft Enterprise
ServersSPI:

BizTalk M essagingand Xlang CPU Report (g_BSCPUSummaryReport.rpt): Thisreport shows
summary CPU statisticsof BizTalk Server processescompared with overall CPU statisticsof thesystem,
ingraphical and tabular format. The summarized process statisticsincludethe percentage of CPU time
used by theM essaging Serviceand Orchestration Service processes, compared with the percentage of time
thesystem'sCPU wasbusy.

BizTalk M essaging and Xlang M emory Report (g_BSMemorySummaryReport.rpt): Thisreport shows
summary memory statisticsof BizTalk Server processesin graphical and tabular format. The summarized
processstati sticsincludethe pagefaultsper second, private bytesand working set used by the M essaging
and Orchestration Serviceprocesses.

BizTalk Messaging Service and Xlang Service Reports.

BizTak Server 2002 providesanumber of performance countersto monitor the messaging and
orchestration service. Logging policieslog datafrom these countersinto the servicereporter database. This
dataislater used to generatethe BizTalk messaging reports.

Cumulative counter reports

Thefollowing reports, using thevarious M essaging Serviceand Xlang counters, can be hel pful inmany
administrativeand service management tasks, including capacity planning and thedebugging of
performanceand scalability problems. For each of themthereisa weekly report and amonthly report
available:

o BizTalk Messaging StatisticsReport (g_BizTakMessagingl nterval CountsWeekly.rptand
g_BizTakMessaginglnterval CountsMonthly.rpt): Thesereportsgivethe total number of theDocuments
Processed, DocumentsReceived, | nterchangesRecei ved, A synchronous Submissions, Synchronous
Submissionsand Items Suspended of BizTa k messaging counters, either every 12 hoursfor thelast
seven days (weekly) or each day for thelast 30 days (monthly). Using thereports BizTalk administrators
cancustomizetheir BizTa k messaging service.

« Xlang StatisticsReport (g_BizTakXlangStatsl nterval CountsWeekly.rptand
g_BizTakXlangStatsl nterval CountsMonthly.rpt): Thesereportsgivethe averageof Completed
Schedul el nstances/sec, Failed Schedul el nstances/sec, Running Schedul el nstances/sec, Dehydrated
Schedulenstances/sec of BizTalk Orchestration, either every 12 hoursfor last seven days(weekly) or

© Copyright 1999 - 2009 Hewlett-Packard Development Company, L.P. Page 79



Microsoft Enterprise Servers SPI Online Help

each day for last 30 days (monthly).

Per/Sec counter reports

o DocumentsStatisticsReport (g_BizTakDocsStatsWeekly.rptandg_BizTalkDocsStatsMonthly.rpt):
Thesereportsgivethe averageof DocumentsM apped/sec, DocumentsParsed/sec, Documents
Processed/sec, DocumentsRecei ved/sec, Documents Serialized/sec of BizTalk messaging counters,
either weekly or monthly. Weekly report collectsthese countersfor every hour ineach day for thelast
sevendays. Monthly report collectsthe countersevery day for the past 30 days. Chart isplotted showing
thesecountersfor eachincluded day.

« General StatisticsReport (g_BizTalkGenera StatswWeekly.rpt
and g_BizTakGeneral StatsM onthly.rpt): Thesereportsgivethe averageof AsynchronousSubmissions,
Synchronous Submissions, TransactionsAborted, tems Suspended of BizTalk messagingand Xlang
counters, either weekly or monthly. Weekly report collectsthese countersfor every hour ineach day for
thelast seven days. Monthly report collectsthe countersevery day for the past 30 days. Chart isplotted
showing thesecountersfor eachincluded day.

« Interchange StatisticsReport (g_BizTaklInterchangesStatswWeekly.rptand
g_BizTaklInterchangesStatsM onthly.rpt): Thesereportsgivethe averageof I nterchangesDecrypted/sec,
I nterchangesEncoded/sec, | nterchangesEncrypted/sec, | nterchangesRecel ved/sec, | nterchanges
Transmitted/sec, I nterchangesDecoded/sec of BizTa k messaging counters, either weekly or monthly.
Weekly report collectsthese countersfor every hour ineach day for thelast seven days. Monthly report
collectsthe countersevery day for the past 30 days. Chart i s plotted showing these countersfor each
included day.

o Xlang StatisticsReport (g_BizTakXlangStatsWeekly.rptandg_BizTalkXlangStatsMonthly.rpt):
Thesereportsgivethe averageof Completed Schedul el nstances/sec, Failed Schedul el nstances/sec,
Running Schedul el nstances/sec and A ctivated Schedul el nstances/sec of BizTalk Orchestration, either
weekly or monthly. Weekly report collectsthese countersfor every hour ineach day for thelast seven
days. Monthly report collectsthe countersevery day for the past 30 days. Chart isplotted showing these
countersfor eachincluded day.

Suspended queuereports:

The Suspended Queue containswork itemsthat havefailed processing for avariety of reasonsincluding
parsing errors, serialization errors, failed transmissions, or theinability tofind achannel configuration.
Suspended Queue state can be any of theselnitial, Custom component, Parsing, Document, Validation,
Channel selection, Field Tracking, Correlating, M apping, Serializing, Encoding, Signing, Encryption, or
Transmitting.

BizTalk triggersthe DocSuspendedEvent for each document in asuspended queue. The
DocSuspendeEvent containsDestination, Source, DocName/Typeand Stateinformation. The
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NET_BS DocSuspendedEvent policy logsthisdatainto the servicereporter database and generatesthe
followingreports:

o Document Suspended Report based on Sour ce(g_BizTakSuspendedSource.rpt): Thisreport
generates achart and report for each BizTa k server onthe managed node. It givesdetailsabout the
number of documentsin asuspended queuefor each source organization and for each BizTalk server.
BizTak admin can usethisreport to find out how many documentsfrom the source organization have
ended up inthesuspended queue.

o Document Suspended Report based on Destination (g_BizTakSuspendedDestination.rpt): This
report generates achart and report for each BizTalk server onthe managed node. It givesdetail sabout
thenumber of documentsin asuspended queuefor each destination organization and for each BizTalk
server. BizTalk admin can usethisreport to find out how many documentsfrom the source organi zation
have ended upinthe suspended queue.

« Document Suspended Report based on State (g_BizTakSuspendedState.rpt): Thisreport generates a
chart and report for each BizTalk server on the managed node. It gives detail s about the number of
documentsin asuspended queue based on the suspended queue statefor each BizTalk server. BizTak
admin can usethisreport to find out how many documentsarein the suspended queuefor each of the
abovementioned states.

« Document Suspended Report based on Document Type(g_BizTakSuspendedDocType.rpt): This
report generates achart and report for each BizTalk server on themanaged node. It givesdetail sabout
the number of documentsin asuspended queue based on document type and for each BizTalk server.
BizTak admin can usethisreport to find out how many documentsarein the suspended queuefor each
document type.

Related Topics:

o BizTalk Serverreports
o BizTalk Server 2004 reports
o BizTak Server Graphs
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BizTalk Server 2004 reports

TheMicrosoft Enterprise Servers SPI offersthefollowing reportsfor BizTak Server 2004:

BizTalk Document Process Rate Monthly/BizTalk Document Process Rate
Weekly

Thesereportsgivethesummarization of thefollowing monthly/weekly statisticsrelatedto BizTalk
Documents:

« Documentsprocessed/sec : Integer representing the average number of documentsprocessed per
second, that is, pulled from the Work queue and sent to aport destination address.

« Documentsreceived/sec: Integer representing the average number of documentsthat have been
received by BizTalk Server per second. Thisincludesall documentsthat makeit into the Work queue
and any that havefailed.

o Documentssuspended/sec: Integer representing theaverage number of itemssuspendedinthe
Suspended queueper second.

BizTalk Processes CPU Statistics

Thisreport showsasummary of CPU statisticsof BizTalk Server processes, compared with overall CPU
statisticsof thesystem, ingraphical and tabular format. The summarized processstatisticsincludethe
percentage of CPU timeused by BT SHatApp, BTSNTSvc, ENTSSO and RuleEngineUpdateService
processes, compared with the percentage of timethesystem’ sCPU wasbusy.

BizTalk Processes Memory Statistics

Thisreport showssummary memory statisticsof BizTalk Server processesin graphical and tabular format.
Thesummarized process stati sticsinclude the pagefaults per second, private bytes, and working set used

by BTSHatA pp, BTSNTSvc, ENTSSO and RuleEngineUpdateServiceprocesses.

BizTalk Orchestration Statistics Monthly/BizTalk Orchestration Statistics
Weekly

Thesereportsgivethesummarization of thefoll owing statisticsrel ated to orchestrations:

« Orchestrationscompleted/sec: Averagenumber of orchestrationscompl eted per second.
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« Orchestrationscreated/sec: Averagenumber of orchestrationscreated per second.

« Orchestrationsdehydrated/sec: Averagenumber of orchestrationsdehydrated per second.
« Orchestrationsdiscar ded/sec: Averagenumber of orchestrationsdiscarded per second.

o Orchestrationsrehydrated/sec: Averagenumber of orchestrationsrehydrated per second.
o Orchestrationssuspended/sec: Averagenumber of orchestrationssuspended per second.

» Databasetransactions/sec : Average number of database transactions per second.
BizTalk Transactional Rate Monthly/BizTalk Transactional Rate Weekly

A scopeisaframework for grouping actions, primarily used for transactional execution and exception
handling. Compensation isaprocesswhereapiece of code gets executed to undo or reversethe effects of
asuccessfully committedtransaction.

Thesereportsgivethemonthly/weekly summarization of thefoll owing stati sticsrel ated to transactions:

« Transactional scopesaborted/sec: Averagenumber of long-running or atomic scopesthat have been
aborted.

« Transactional scopescommitted/sec: Average number of long-running or atomic scopesthat have
successfully completed.

« Transactional scopescompensated/sec: Average number of long-running or atomic scopesthat have
successfully compl eted compensati on Scopes.

BizTalk Suspended Documents M onthly/BizTalk Suspended Documents Weekly
Thesereportsgivetheweekly suspended document stati stics, segregated by thefollowing attributes:

o State: Documentsthat arein resumableand non-resumabl e states.
« Server Name: Processing server name.

o Priority: Document Priority.
BizTalk TDDS (Tracking Data Decode Service) Statistics

TDDSisasoknownastheBAM Event Bus Service. Thisreport givesthe monthly summarization of the
followingstatisticsrelatedto TDDS:

« Eventsbeing processed : Thenumber of eventsthe BAM Event Bus Serviceiscurrently processing.
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« Batchesbeing processed : Thenumber of batchesthe BAM Event Bus Serviceiscurrently processing.

« EventsCommitted : The number of eventsthe BAM Event Bus Service hascommitted to SQL Server
inthelast second.

o RecordsCommitted : The number of recordsthe BAM Event Bus Service has committed to SQL
Server inthelast second.

o BatchesCommitted : The number of batchesthe BAM Event Bus Service hascommitted to SQL
Server inthelast second.

Enterprise Single Sign-on - Monthly
Thisreport givesthe monthly summarization of thefollowing stati sticsrel ated to enterprise SSO:

« GetConfiglnfo: Total number of configinfo accessed.

| ssueTicket/sec : Total number of ticketsissued.

GetCredentials/sec : Total number of credential saccessed.

RedeemTicket/sec : Total number of tickets redeemed.

ValidateAndRedeemTicket/sec : Total number of ticketsvalidated and redeemed.

Related Topics:

« BizTak Serverreports
« BizTak Server 2002 only reports
« BizTak Server Graphs
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BizTalk Server 2006 reports

TheMicrosoft Enterprise Servers SPI offersthefollowing reportsfor BizTak Server 2006:
BTS Document Process Rate Monthly/BTS Document Process Rate Weekly

Thesereportsgivethesummarization of thefollowing monthly/weekly statisticsrelatedto BizTalk
Documents:

o Documentsprocessed/sec: Integer representing theaverage number of documentsprocessed per
second, that is, pulled from the Work queue and sent to aport destination address.

« Documentsreceived/sec: Integer representing the average number of documentsthat have been
received by BizTalk Server per second. Thisincludesall documentsthat makeit into the Work queue
and any that havefailed.

« Documentssuspended/sec: Integer representing the average number of itemssuspendedinthe
Suspended queueper second.

BTS Processes CPU Statistics

Thisreport showsasummary of CPU statisticsof BizTalk Server processes, compared with overall CPU
statisticsof thesystem, ingraphical and tabular format. The summarized processstatisticsincludethe
percentage of CPU timeused by BT SHatApp, BTSNTSvc, ENTSSO and RuleEngineUpdateService
processes, compared with the percentage of timethesystem’ sCPU wasbusy.

BTS Processes Memory Statistics

Thisreport showssummary memory statisticsof BizTalk Server processesin graphical and tabular format.
Thesummarized process statisticsincludethe pagefaults per second, private bytes, and working set used
by BTSHatA pp, BTSNTSvc, ENTSSO and RuleEngineUpdateServiceprocesses.

BTS Orchestration Statistics Monthly/BizTalk Orchestration Statistics Weekly

Thesereportsgivethesummarization of thefollowing stati sticsrel ated to orchestrations:

« Orchestrationscompleted/sec: Averagenumber of orchestrationscompl eted per second.
« Orchestrationscreated/sec: Averagenumber of orchestrationscreated per second.

« Orchestrationsdehydrated/sec: Averagenumber of orchestrationsdehydrated per second.
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Orchestrationsdiscar ded/sec : Averagenumber of orchestrationsdiscarded per second.

Orchestrationsrehydrated/sec : Averagenumber of orchestrationsrehydrated per second.

Orchestrations suspended/sec: Averagenumber of orchestrationssuspended per second.

Databasetr ansactions/sec : Average number of database transactions per second.

BizTalk Transactional Rate Monthly/BizTalk Transactional Rate Weekly

A scopeisaframework for grouping actions, primarily used for transactional execution and exception
handling. Compensation isaprocesswhere apiece of code gets executed to undo or reversethe effects of
asuccessfully committedtransaction.

Thesereportsgivethemonthly/weekly summarization of thefollowing statisticsrel ated totransactions:
« Transactional scopesaborted/sec: Average number of long-running or atomic scopesthat have been
aborted.

« Transactional scopescommitted/sec: Average number of long-running or atomic scopesthat have
successfully completed.

« Transactional scopescompensated/sec: Average number of long-running or atomic scopesthat have
successfully compl eted compensati on Scopes.

BTS Suspended Documents Monthly/BizT alk Suspended Documents Weekly
Thesereportsgivetheweekly suspended document stati stics, segregated by thefollowing attributes:

o State: Documentsthat arein resumableand non-resumabl e states.
« Server Name: Processing server name.

e Priority: Document Priority.
BTS TDDS (Tracking Data Decode Service) Statistics

TDDSisasoknownastheBAM Event Bus Service. Thisreport givesthe monthly summarization of the
followingstatisticsrelatedto TDDS:

« Eventsbeing processed : The number of eventsthe BAM Event Bus Serviceiscurrently processing.

« Batchesbeing processed : Thenumber of batchesthe BAM Event Bus Serviceiscurrently processing.
« EventsCommitted : The number of eventsthe BAM Event Bus Service hascommitted to SQL Server
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inthelast second.

« RecordsCommitted : The number of recordsthe BAM Event Bus Service has committed to SQL
Server inthelast second.

« BatchesCommitted : The number of batchesthe BAM Event Bus Service hascommitted to SQL
Server inthelast second.

BTSEnterprise Single Sign-on - Monthly
Thisreport givesthemonthly summarization of thefollowing stati sticsrel ated to enterprise SSO:

GetConfiginfo: Total number of configinfo accessed.

IssueTicket/sec : Total number of ticketsissued.

GetCredentials/sec : Total number of credential saccessed.

RedeemTicket/sec : Total number of tickets redeemed.

ValidateAndRedeemTicket/sec : Total number of ticketsvalidated and redeemed.

Related Topics:

« BizTak Serverreports
o BizTak Server 2006 policies
o BizTalk Server Graphs
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BizTalk Server graphs

ThefollowingMicrosoft Enterprise Servers SPI predefined graphsfor BizTalk Server are offered:

« Messaging ServiceCPU Statistics

« Messaging ServiceMemory Statistics

o Orchestration Service CPU Statistics

« Orchestration ServiceMemory Statistics

o BizTalk ServicesStatistics

« Graphsfor BizTalk Server 2002 only

« Graphsfor BizTalk Server 2004 and 2006 only

M essaging Service CPU Statistics Thisgraph showsasummary of the M essaging Service CPU statistics
of BizTak Server processescompared with overall CPU statisticsof the system. Thesummarized process
statisticsincludethe percentage of CPU timeused by the M essaging Serviceprocess, compared withthe
percentage of timethesystem's CPU washbusy.

M essaging Service M emory Statistics Thisgraph showsasummary of the M essaging ServiceMemory
statisticsincluding the pagefaults per second, private bytes, and working set used by the M essaging
Service.

Orchestration Service CPU Statistics Thisgraph showsasummary of the Orchestration Service CPU
statisticsof BizTak Server processescompared with overall CPU stati sticsof the system. Thesummarized
processstati sticsincludethepercentage of CPU timeused by Orchestration Serviceprocesses, compared
with the percentage of timethe system's CPU wasbusy.

Orchestration Service M emory Statistics Thisgraph showsasummary of the Orchestration Service
Memory statisticsincluding the pagefaults per second, private bytes, and working set used by
Orchestration Serviceprocesses.

BizTalk ServicesStatistics Thisgraph showsasummary of the usage patternsof BizTalk Server's
services, including Asynchronous Submissions/sec, DocumentsRecei ved/sec, Synchronous
Submissions/sec, DocumentsProcessed/sec, [tem Suspended/sec.

Graphsfor BizTalk Server 2002 only :

o BizTalk Document I nterval Counts: thisgraph showsthe actual count of DocumentsProcessed,
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Received and I tems Suspended, duringthesel ected timeinterval .

« BizTalk Submissionslnterval Counts: thisgraph showsthe actual count of all Submissions
(Synchronousand Asynchronous) and I nterchangesRecei vedinthesel ectedtimeinterval.

« BizTalk Document Statistics: thisgraph showsrates per second of all BizTalk Document related
statisticsfor thesel ectedtimeinterval . Usesthe Documents M apped/sec, Documents Parsed/sec,
DocumentsProcessed/sec, DocumentsRecei ved/sec, Documents Serialized/sec, Asynchronous
Submissions/sec, Synchronous Submi ssiong/sec counters.

o BizTalk Scheduleslnterval Counts: thisgraph showstheactual count of BizTalk XLANG schedule
instances, usingtheActivated, Running, Compl eted, Dehydrated, Failed and TransactionsAborted
countersfor theselected timeinterval.

o BizTalk InterchangeStatistics: thisgraph showsthe ratesper second of all BizTak interchange
rel ated stati stics. Usesthel nterchanges Decoded/sec, | nterchangesDecrypted/sec, Interchanges
Encoded/sec, | nterchanges Encrypted/sec, | nterchanges Received/sec, and I nterchanges Transmitted/sec
counters.

« BizTalk ScheduleStatistics: thisgraph showsratesper second of al BizTalk XLANG Schedule
rel ated statisticsfor thesel ected timeinterval. Usesthe Schedul esActivated/sec, Compl eted Schedule
I nstances/sec, Fail ed Schedul el nstances/sec, Running Schedul el nstances/sec, and Transactions
Aborted/seccounters.

Graphsfor BizTalk Server 2004 and 2006 only :

o BizTak Server Application ServiceCPU
« EnterpriseSingleSign-On ServiceCPU
« RuleEngineUpdate Service CPU

Thesegraphsrepresent the percentage of time spent by the processorsexecuting threadsfor theBizTalk
Server Application Service, Enterprise Single Sign-On Serviceand Rule Engine Update Service processes.
Thiscounter can be compared to System Processor Timeto determineto what extent these processesare
utilizing processor time.

o BizTalk Server Application ServiceMemory
« Enterprise Single Sign-On Service Memory
« Rule Engine Update Service Memory

Page Faults/sec representstherate pagefaultsoccur inthethreadsexecuting inthe BizTak Server
Application Service, Enterprise Single Sign-On Serviceand RuleEngine Update process.
A pagefault occurswhen athread refersto avirtua memory pagethat isnot initsworking setinmain
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memory. The graph showstheaveragerate at which pagefaultsoccur, by thethreadsexecuting in these
Processes.

Working Set representsthe number of bytesintheworking set of the BizTalk Server Application Service,
Enterprise Single Sign-On Serviceand Rule Engine Update Service process. TheWorking Set isthe set of
memory pagestouched recently by thethreadsin the process. If freememory inthe computer isabovea
certainthreshold, pagesareleftintheworking set of aprocessevenif they arenotinuse. When free
memory fallsbelow acertainthreshold, pagesaretrimmed fromworking sets. If they are needed, they are
then soft-faulted back into theworking set beforethey |eave main memory.

Private Bytesisthe current number of bytesthe BizTalk Server Application Service, Enterprise Single
Sign-On Serviceand Rule Engine Update processhasall ocated that cannot be shared with other processes.

Related Topics:

» BizTak Server Reports
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BizTalk Server tools

BizTak Server 2002 Suspended Document Viewer tool

BizTalk Server 2002 Document Tracking tool

BizTak Server 2004 and 2006 Database Configuration tool

UsingtheMicrosoft Enterprise Servers SPI Self Healing Infotool for troubleshooting

BizTalk Server 2002 Suspended Document Viewer

TheBizTalk suspended queue containswork itemsthat havefailed to processfor avariety of reasons,
including parsing errors, serializationerrors, failed transmissions, or theinability tofind achannel
configuration.

TheMicrosoft Enterprise Servers SPI Suspended Document Viewer tool displaysall documentsinthe
BizTalk suspended queue, for atargeted BizTalk Server. It allowsusersto browse, resubmit or delete any
document or interchangeinthe suspended queue. (I nterchangesare coll ectionsof oneor more document
instancesthat consist of asingletransmission, that areexchanged from applicationto application withinan
organization, or from onetrading partner to another).

The Suspended Document Viewer showsthe Server nameand the Server Group to which theserver

bel ongs, the Document/Interchange name, the State (abrief description Inadditionthereisadetailed
description of what error caused the document to be held in the suspended queue, and the entire contents of
theinterchange/document aredisplayedintheContentfield.

Thistool can also be used for resubmitting documentsin the suspended queue. Thereisa Resubmit and a
Resubmit All button ontheviewer. When clicked they resubmit selected, or all, documentsin the queue.

Thistool canbelaunchedin either of thefollowingways:

« operatorinitiated command

« Standalonetool

Tolaunch asan operator initiated command:

1. Deploythepolicy NET_BS DocSuspendedEvent located in Policy M anagement — Policy
groups— SPI for Microsoft Enterprise Servers— Biztalk Server 2002 — M anual-Deploy
— Document group.
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2. After deployingthispolicy, when adocument goesinto the suspended queue, amessagewill be sent
tothe HPOM management consol e. Theoperator must right-click themessage, select Commands
—= Start and click Operator initiated command . Thisopensthe Suspended Document Viewer.

Tolaunch asa standalonetool:

1. Goto Tools— SPI for Microsoft Enterprise Servers— BizTalk Server.

2. Double-click BizTalk Suspended Document Viewer . Thistool takesthe hostname of the Biztalk
server asthe parameter, so beforethetool launchesyou are prompted to providethe correct Biztalk
server hostname.

3. Nextadialogfor server LoginInformationdisplays. Thisinformationisusedto accesstheBizTak
Suspended Document dataon the WM repository wherethe BizTalk server isrunning, so theuser
must havethe required permissions. (If theuser hasthe required credentialsyou canclick OK
without enteringtheinformation).

4. TheBizTak Suspended Document viewer opens.
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RizTalk Suspended Dorumenk e o =]

SErver Group  |BizTalk 2002 on 2003 Ser SEIVer |RD584238t5t2
suspended Queue Documents

TimeStarmp | State |Source |Dacument | SEe(l4]
319 2003-05-08 09:28 Document validation SEED Test Crg ECommonFO
320 2003-05-08 09:32 Document validation SEED Test Org: ECammaonPO
3121 200305-08 0336 Document »alldation SEED Test Org: ECommonFo
P I AR Document validation SE=D Test Org: ECormonPo | M
123 2003-05-08 0245 Document validation SEED Test Org: ECommonPO -
[ | _*I_I
Detail Errar Description
“alidation of this dacurment against its specification failed. See the Event Log for maore _ﬂ
information. =]
Content
<Az ommonPo=

=POHeader PUrpose="PLU" Type="Ty" NUumper="123456733" CraatlonDate="1399-03-09"
FeturnURL="http: Mocalhosthul/BizTalkHT TPReceke dil"=

=/FPOHeaders

=Currency EntitylD="En" CurrencyCode="Cur" ExchangeRate="1.0"=

</ CLIENCy

=TaxReference TadDMumber="TaxIDMumber_1" LocationGualifier="Lo"
Location="Lacation_1" TaxExemptCode="T"=

</TaxReference:
<TaxFeference TadDMNumber="TaxIDMumber_2" LocationQualifier="Lo"

Location="Lacation_2" Ta<ExemptCode="T">
</ TaxHeference=

Fesubmit All | FEeEsubmit | Delete | Close

LI+

L

BizTalk Server 2002 Document Tracking

BizTak Document Tracking isastand-aloneweb application that you can useto view the progress of
documentsprocessed by Microsoft BizTalk Server 2002. Y ou can create queriesor advanced queriesto
extract essential information fromthe Tracking databasein an easy-to-view format. For example, in
BizTak Document Tracking you can view captured information about the document source and
destination, the document name and document type, and relevant date and time parameters. Y ou can also
create queriesthat display standard and custom-search fiel dsso that you can analyze your business
practices. For example, aPurchase Order Total field can be stored for every purchase order sent to
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suppliers.

Inthe Microsoft Enterprise Servers SPI thisapplicationisintegrated with HPOM, so that thisBizTalk tool
can beeasily launched fromthe HPOM console.

Tolaunch asa standalonetool:

1. GotoTools — SPI for Microsoft Enterprise Servers— BizTalk Server.

2. Double-click BizTalk Document Tracking . Thistool takesthe hosthame of the Biztalk server as
the parameter, so beforethetool launchesyou are promptedto providethe correct Biztalk server
hostname.

3. Nextadiaogfor server Login Information displays. Thisinformationisusedto accesstheBizTalk
document tracking dataon the WM repository wherethe BizTalk server isrunning, so the user must
havethe required permissions. (If theuser hasthe required credentialsyou canclick OK without
enteringtheinformation).

4. TheBizTalk Document Trackingtool opens.

BizTalk Server 2004 and 2006 Database Configuration tool

(MSES BTS DB_Configuration)

® NOTE:

The Database Configuration tool must be launched from the management server only, not froma
remoteconsole. If you use Windowsauthentication, donotruntheMSES BTS DB_Configuration
tool.

UnlikeBizTak Server 2002, BizTalk Server 2004 and 2006 store datain SQL server instead of the WMI
CIMV 2 database. For theMicrosoft Enterprise Servers SPI to fetchrel ated data it needsto connect to
BizTalk Server'sSQL database.

Beforerunning Discovery, theHPOM administrator needsto configurethe SQL databasefor all nodes
with BizTak Serverinstalled. Windowsintegrated security (SSPI mode) doesnot work if the SQL
authentication modeisset for SQL server. If SQL authenticationis"users/", the HPOM console needsto
know the SQL user name and password. To connect to SQL server evenwhenitisin SQL authentication
mode, the HPOM administrator canusetheMSES BTS DB_Configurationtool to storethe
corresponding SQL server name, and the SQL user nameand password. If thisconfigurationisnot done
for BizTalk Server 2004 or 2006 nodes, the SQL user name and password'svaluewill be considered asthe
default.

Launchingthetool:
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1. Inthe HPOM console, locate Tools—- SPI for Microsoft Enterprise Server — BizTalk Server .
o Double-clickthe MSES BTS DB_Configuration tool.

» The Edit Parameter swindow opens. Select all nodes containing BizTalk Server and launchthe
toal.

» A ConfigureDatabasewindow opensfor each nodeselected. The MachineNamefieldisread
only, and theuser needsto enter Server Name(for BizTalk Database), SQL User Nameand
correspondinguser's SQL Password .

¥ Configure Database l
Machine Name [NT184986
Server Mame !HTBEEQ
SaL User Mame lsa
SEL Passwaord I*"’
EeEnter Passwaord I""1
_(5ave) |

@ NOTE:
Usethedatabase user nameand password with administrativeprivileges.

» Savetheconfiguration.

Related Topics:

o UsingtheMicrosoft Enterprise Servers SPI Self Healing Infotool for troubleshooting
o Configuring the Microsoft Enterprise Servers SPI for BizTak 2004 and 2006

o BizTak ServerPolicies

o BizTalk Server Reports

o BizTak Server Graphs

o BizTak Server ServiceMap
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Commerce Server

Microsoft'sCommerce Serverisatool for buil ding highly sophisticated, scal abl e, business-to-consumer
and busi ness-to-busi nesse-commerceapplications, ontheMicrosoft Windowsoperating system. Using
Commerce Server, businessmanagerscan configure, manage, and analyzetheir Web siteusageand
productivity, with featuressuch ascustomer profiling and targeted marketing campaigns. Web site
devel operscan use Commerce Server to providemerchandising, catal og display, customer service, and
order captureand recei pttoe-commerceapplications.

TheMicrosoft Enterprise Servers SPI monitors Commerce Server 2000 and Commerce Server 2002 inthe
followingways:

Availability Monitoring

Commerce Server servicesare monitored to determinewhether they are up or down. If theserviceisnot
running, andthe servicein startup isset to "Auto Start", then an attempt ismadeto restart the service. A
consoleerror messageissent toindicatethat the serviceisnot running. Monitored servicesinclude:

o CommerceServer Direct Mailer (DML Service)
o CommerceServer ListManager (listmanager)

o CommerceServer Predictor (PredServ)

Event Monitoring

Event monitoring of the Windows 2000 Event L og occursfor Commerce Server events. Consolemessages
aresentfor al errors, warnings, and information eventslogged for thefollowing sources:

« CommerceServer 2000
« CommerceServer 2002

« CommerceServer DirectMailer

PerformanceMonitoring

Commerce Server performancemonitoring includesboth specific Commerce Server performancecounters
and CPU process-related counters. Each policy for performancemonitoring hasboth error andwarning
thresholds.
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Server Logging

Selected performancedatafor CPU and memory countersislogged for the Commerce Server.

‘% NOTE:

For Server Logging, deployment of the Windows OS SPI logging policy, WINOSSPI -

WINOS _Win2k_Logging, isrequiredtolog process-rel ated datafor CPU and memory counters. The
countersspecificto Commerce Server aredocumentedinthepolicy section. Refer tothe WindowsOS
SPI Policiesfor information about the process-rel ated datafor CPU and memory counters.

Related Topics:

o CommerceServer Policies
« CommerceServer Reports
o CommerceServer Graphs

o CommerceServer ServiceMap
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Commerce Server service map

TheCommerce Server servicemap displaysthenodeswhere Commerceservershavebeeninstalled. The
servicemapsareavailable under boththe A pplicationsand the Systems| nfrastructure sectionsonthe
HPOM console.

Applications

The service map showsthe Commerce Server sitesand the applicationsrunning under them. It al so shows
wheretheapplicationsarehosted by showingall dependenci esonservers.

Wiew in display: Contains or Uses
RO584238Cluster: h Eenter 2000%EB Cluster

AII'IZ'"CBUUVTS gt ABC:Application Center 2000 Appllcatlen

\‘__f— 2
// - blankblzdesk M5 Commerce Server application

o) SPI_for_Databases

‘ v BlankSite : H Commerce Server Site =
- blankzite : MS Commerce Server application

48 154 Server Cc 8 IS4 Server 2000

fﬁ' Firewall

Nerthwderaders M5 Commerce Server Site

fﬁ MorthwindTradersBizDesk : MS Commerce Server applicat

csharpbizdesk : M5 Commerce Server application

fﬁ' MorthwindTraders : M5 Commerce Server application
j# csharpsite : M5 Commerce Server application
R He ce Server on ROSB423TST2
:ﬁ' 1S Commerce Server on ROS584.306t:t0

& ersion 2002

& ROS84238TST 2. Commerce Server services
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Systemslinfrastructure

The SystemsiInfrastructure servicemap showsall Commerce Server machines, grouped by version (2000
and 2002).

Yiews in digplay: Containg or Uses

'_Zg Spstern. .slnfra.struc,turc
a7 ““x\
" /
SR 154 Server 2000

HDSS4238CZIuster Appllcatlon Center 2000 *+'EE Cluster

j’ MS Host Integratlon Server 2000

M5 Comme

5 MS Commerce Server 2000 Systems
/ ﬁ . & Version 2000
/

/ R

& e ] M5 Commerce Server on W2K-T12
gﬁ' MS Cammerne Server 2N02 Systems
——
ﬁ’ MG Commerce Server on NOS0420Ctt0 \\
ﬁ WEF.-T12:Commerce Server sarvices
gﬁ' M5 Cammeree Sereer non BNSE423RTS T2

T\

= ROS84238TS T2 Commerce Server services

& Version 2002

Related Topics:

« Creating ServiceMapsfor Microsoft Enterprise Servers
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Commerce Server policies

Thefollowing predefined policiesfor monitoring Microsoft Commerce Server (versions2000 and 2002),
areavailablewiththeMicrosoft Enterprise ServersSPI

Availability Monitoring

WindowsEvent LogMonitoring

PerformanceM onitoring

ServerLogging
Discovery

Availability Monitoring

Policy Descriptions

NET_Commer ceSer ver Services

Description:  Thispolicy monitorstheCommerce Server services. DML Service, ListManager, and
Predictor Service. If aserviceisstoppeditisrestarted automatically.

Windows Event Log M onitoring

Policy Descriptions

NET_Commer ceServer FwdApplicationError
Description:  Forwardsall Commerce Server applicationlog entrieswith severity 'Error’
NET_Commer ceServer FwdApplicationl nfor mation

Description: Forwardsall Commerce Server applicationlogentrieswith severity 'Information’
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NET_Commer ceServer FwdApplicationWarning
Description: Forwardsall Commerce Server applicationlog entrieswith severity "Warning'

PerformanceMonitoring

Policy Descriptions

NET_CS-AuthChecksFailedsec/NET _CS2002-AuthChecksFailedsec

Description: Checksthenumber of failed authentication checksper second at aparticular commerce
site, for Commerce Server 2000 or 2002.

NET_CS-CatalogQueriessec/NET _CS2002-CatalogQueriessec

Description:  Checksthenumber of queriesmadeto the catal og system per second, for Commerce Server
2000 or 2002.

NET_CS-DirectMailErrorssec/NET_CS2002-DirectMailError ssec

Description:  Checksthe number of Direct Mailer errorsper second during mail generation, for
Commerce Server 2000 or 2002.

NET_CS-Number ofCachePurges

Description:  Checksthenumber of timestheforeground thread purged entriesfromthe profile object
cacheto searchfor afreeblock of memory.

NET_CS-PageFaultssec-DirectM ailer
Description:  ChecksProcess.PageFaults/secfor the Commerce Server Direct Mailer service.
NET_CS-PageFaultssec-ListM anager

Description: ChecksProcess.Page Faults/secfor the Commerce Server List Manager service.
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NET _CS-PageFaultssec-Predictor
Description:  ChecksProcess.PageFaults/secfor theCommerce Server Predictor service.
NET_CS-PipelineErrorssec/NET_CS2002-PipelineErrorssec

Description: Checksthenumber of errorsgenerated by the particular pi peline component per second, for
Commerce Server 2000 or 2002.

NET_CS-PrivateBytes-DirectMailer

Description:  ChecksProcess.Private Bytesfor the Commerce Server Direct Mailer service.
NET_CS-PrivateBytes-ListM anager

Description:  ChecksProcess.Private Bytesfor theCommerce Server List Manager service.
NET_CS-PrivateBytes-Predictor

Description:  ChecksProcess.Private Bytesfor the Commerce Server Predictor service.
NET_CS-Processor Time-DirectM ailer

Description:  ChecksProcess.% Processor Timefor the Commerce Server Direct Mailer service.
NET_CS-Processor Time-ListM anager

Description:  ChecksProcess.% Processor Timefor the Commerce Server List Manager service.
NET_CS-Processor Time-Predictor

Description:  ChecksProcess.% Processor Timefor theCommerce Server Predictor service.
NET_CSThreadCount-DirectMailer

Description: ChecksProcess. Thread Count for the Commerce Server Direct Mailer service.
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NET_CSThreadCount-ListManager

Description: ChecksProcess. Thread Count for the Commerce Server List Manager service.
NET_CS-ThreadCount-Predictor

Description: ChecksProcess. Thread Count for the Commerce Server Predictor service.
NET _CSWorkingSet-DirectMailer

Description:  ChecksProcess.Working Set for theCommerce Server Direct Mailer service.
NET CSWorkingSet-ListM anager

Description:  ChecksProcess.Working Set for the Commerce Server List Manager service.
NET_CS-WorkingSet-Predictor

Description:  ChecksProcess.Working Set for theCommerce Server Predictor service.

Server Logging

Policy Descriptions

NET_CommerceServer_Logging/NET_Commer ceSer ver 2002_L ogging

Description:  Thispolicy logssel ected performancedatafor Commerce Server. Deployment of Windows
OSSP logging policy WINOSSPI-WINOS_Win2k_L oggingisrequiredtolog process-
related datafor CPU and memory counters.

Counters:
« CS2000/CS2002: Marketing and Catalog
o Catalog
» CatalogQueries/sec

o DML
s DirectMail Errors/sec
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» Direct Mail JobsRunning
= Mail MessagesSent/sec
» Total Direct Mail Errors

» Total MessagesSent
o LRUCache

= CacheSize
= Flushes/sec
» Hits/sec

» Misses/sec

o Predictor
= ClientAvgPredictionTime

= ClientModel LoadsFromFile
= Total ClientModel Loads
= Total Client Predictions

« CS2000/CS2002 Pipelines

o Averageexecutiontime
o Executionsper secondo
o Errorspersecond

o Warningsper second

o Executionstotal

o Errorstotal

o Warningstotal

« CS2000/CS2002: User Profile Management
o AuthFilter
» AutoCookies/sec

s Tota AutoCookies
» Total RequestsFailed
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o AuthMgr

AnonTickets/sec

Total AnonTickets
AuthTickets/sec

Total AuthTickets
AuthChecksFailed/sec

Total AuthChecksFailed
AuthChecksSucceeded/sec
Total AuthChecksSucceeded
AuthMgr Objects/sec

Total AuthMgr ObjectsCreated

o UPM

CacheObjects
CacheHit Rate
CacheMissRate

Discovery

Policy Descriptions

NET_CommerceServer _Discovery Application

Description:  Thispolicy discoversthe servicetopol ogy for Commerce Server 2000 and 2002, adds
Commerce Server sitesand applicationsin asiteto the servicemap, and showson the
servicemapwhat systemstheapplicationsarehosted on, with dependencies indicated from

NET_CommerceServer Discovery System

theapplicationtothesystem.

Description:  Onrunningthispolicy, the Commerce Server systemsand dependencieson other services
(WindowsOS, I1Sand Commerce Server services) areadded to the service map.
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Related Topics:

« DeployingPoliciesfor Microsoft EnterpriseServers

« CommerceServer Overview

© Copyright 1999 - 2009 Hewlett-Packard Development Company, L.P. Page 106



Microsoft Enterprise Servers SPI Online Help

Commerce Server reports

Predefined reportsfor Commerce Server 2000 and 2002 are avail ablewith the Microsoft Enterprise
Servers SPI. Each report descriptionincludesalist of the performance countersused withinthereport.

 AuthFilter Statistics

« AuthManager Statistics

» CatalogQueriesStatistics

 DirectMailer, List Manager, and Predictor ProcessCPU Statistics
 Direct Mailer Message, Job, and Error Statistics

o LRUCacheStatistics

» DirectMailer, List Manager, and Predictor ProcessMemory Statistics
« PipelinesStatistics

o Predictor Statistics

« ProfileObject Cache Statistics

AuthFilter Statistics(g_CSAuthFilter.rpt) Commerce Server providestwotool stoimplement user
authentication andidentification: the AuthM anager object and AuthFilter. AuthFilter isan Internet Server
API (ISAPI) filter that isused at the 1| SCommerce Server application level.
Counters:
« CS2000/CS2002: User ProfileManagement. AuthFilter

o AutoCookies/sec

o TotalAutoCookies
o Tota RequestsFailed

AuthManager Statistics(g_CSAuthManager.rpt) Commerce Server providestwotool stoimplement
user authentication andidentification: the AuthM anager object and AuthFilter. AuthManager isaCOM
object that exposesmethodsfor identifying usersand control ling accessto dynamically generated content.

Counters.
« CS2000/CS2002: User ProfileManagement.AuthMgr
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o AnonTickets/sec

o TotalAnonTickets

o AuthTickets/sec

o TotalAuthTickets

o AuthChecksFailed/sec

o TotalAuthChecksFailed

o AuthChecksSucceeded/sec

o Total AuthChecksSucceeded

o AuthMgr Objects/sec

o Total AuthMgr ObjectsCreated

Catalog Queries Statistics(g_CSCatal ogQueries.rpt) Thisreport showssummary statisticsof Commerce
Server catalog queries.

Counters:
« CS2000/CS2002: Marketing and Catal og.Catal og: Catal og Queries/sec.

Direct Mailer, List Manager, and Predictor Process CPU Statistics(g_CSCPUSummary.rpt) This
report showssummary CPU stati sticsof Commerce Server processescomparedwith overall CPU statistics
of thesystem.

Counters:
 Process.% Processor Time(DML Service, listmanager, PredServ)
« Process. Thread Count(DML Service, listmanager, PredServ)

o Processor:% Processor Time

Direct Mailer Message, Job, and Error Statistics(g_CSDirectMailer.rpt) Thisreport examines
Commerce Server Direct Mailer usage patterns, including messages sent, occurrenceof errors, andjobs
running.

Counters.
o CS2000/CS2002: Marketing and Catalog.DML.:

o DirectMail Errors/sec
o Direct Mail JobsRunning
o Mail MessagesSent/sec
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o Total Direct Mail Errors

o Total MessagesSent
L RUCacheStatistics(g_CSLRUCache.rpt) Thisreport examinesCommerce Server Least Recently Used
Cache (L RUCache) usagepatterns, including flushesper second, hitsper second, and missesper second.

« CS2000/CS2002: Marketing and Catalog.L RUCache

o CacheSize
o Flushes/sec
o Hitg/sec
o Misses/sec
Direct Mailer, List Manager, and Predictor Process M emory Statistics(g_CSMemorySummary.rpt)
Thisreport showssummary memory statisticsof Commerce Server processes.
« Process.PrivateBytes(DML Service, listmanager, PredServ)
o Process.Working Set (DML Service, listmanager, PredServ)
o Process.PageFaults/sec(DML Service, listmanager, PredServ)

PipelinesStatistics(g_CSPipelines.rpt) Thisreport examinesCommerce Server Pipelineusagepatterns,
including average executiontime, number of executionsper second, number of warningsper second, and

number of errorsper second.
« CS2000/CS2002: Pipelines.Averageexecutiontime
« CS2000/CS2002: Pipelines.Errorsper second
o CS2000/CS2002: Pipelines.Errorstotal
« CS2000/CS2002: Pipelines.Executionsper second
« CS2000/CS2002: Pipelines.Executionstotal
« CS2000/CS2002: Pipelines.Warningsper second
« CS2000/CS2002: Pipelines.Warningstotal
Predictor Statistics(g_CSPredictor.rpt) Thisreport examinesCommerce Server Predictor usagepatterns,

including averagepredictiontime, analysismodel |oads, and number of client predictions.

« CS2000/CS2002: Marketing and Catal og.Predictor
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o ClientAvgPredictionTime

o ClientModel LoadsFromFile
o Tota ClientModel Loads

o Total Client Predictions

Profile Object Cache Statistics(g_CSUPM Cache.rpt) Thisreport examinesCommerce Server profile
object cache usage patterns, including rate of hits, rate of misses, and number of cachepurges.

o CS2000/CS2002: User ProfileManagement.UPM
o CacheObjects

o CacheHit Rate
o CacheMissRate

o No. of CachePurges

Related Topics:

« CommerceServer Graphs
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Commer ce Server graphs

Thefollowing predefined graphsfor Commerce Server 2000 and 2002 are avail ablewith the Microsoft
EnterpriseServersSPI:

AuthFilter Statistics

AuthManager Anon/Auth TicketsStatistics
AuthManager Authentication ChecksStatistics

AuthManager Object Statistics
Catalog Queries/sec

Direct Mailer CPU

Direct Mailer Memory
DirectMailer Statistics

List Manager CPU
ListManager Memory
LRUCacheSttistics
PipelineError and Warning Statistics
Pipeline Execution Statistics
Predictor CPU

Predictor Memory

Predictor Statistics
ProfileObject Cache Statistics

AuthFilter StatisticsThisgraph showssummary statisticsrel ating tothe Commerce Server AuthFilter.

AuthManager Anon/Auth TicketsStatistics Thisgraph showssummary statisticsrelatingto Commerce

Server AuthManager, and the number of anonymousand authenticated tickets.

AuthManager Authentication ChecksStatistics Thisgraph showssummary statisticsrelatingto
Commerce Server AuthManager, and the number of successful and failed authenti cation checks.
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AuthManager Object StatisticsThisgraph showssummary statisticsrelatingto Commerce Server
AuthManager, and thenumber of Authentication Manager objectscreated.

Catalog Queries/sec Thisgraph showssummary statisticsof Commerce Server catal og queries.

Direct Mailer CPU Thisgraph showssummary CPU statisticsof the Commerce Server Direct Mailer
process.

Direct Mailer Memory Thisgraph showssummary memory statisticsof the Commerce Server Direct
Mailer process.

Direct Mailer StatisticsThisgraph examinesCommerce Server Direct Mailer usagepatterns, including
messagessent, and occurrenceof errors.

List Manager CPU Thisgraph showssummary CPU statisticsof the Commerce Server List Manager
process.

List Manager Memory Thisgraph showssummary memory statisticsof the Commerce Server List
Manager process.

L RUCache Statistics Thisgraph examines Commerce Server Least Recently Used Cache (LRUCache)
usage patterns, including flushesper second, hitsper second, and missesper second.

PipelineError and War ning Statistics Thisgraph examinesCommerce Server Pipelineusage patterns,
including number of warningsper second, and number of errorsper second.

PipelineExecution Statistics Thisgraph examinesCommerce Server Pipeline usage patterns, including
averageexecutiontime, and number of executionsper second.

Predictor CPU Thisgraph showssummary CPU statisticsof the Commerce Server Predictor process.

Predictor Memory Thisgraph showssummary memory statisticsof the Commerce Server Predictor
process.

Predictor StatisticsThisgraph examinesCommerce Server Predictor usage patterns, including average
predictiontime.

Profile Object Cache StatisticsThisgraph examinesCommerce Server profileobject cacheusage
patterns, including rate of hits, and rate of misses.

Related Topics:

« CommerceServer Reports
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Commer ce Server troubleshooting

Thissection coverstroubl eshootingtipsfor Commerce Server.

| nitialization of Policies Failed

Occasionally awarning occursinthe M essage Browser stating that theinitialization of policieshasfailed.
Thishappenswhen the Commerce Server performance countersarenot availableand you areusing the
policy NET_CommerceServer_Logging.

Error messagesappear asfollows:

Initialization of policy NET_ComerceServer_Logging failed. (OQpC30-727)

Initialization of Real Tinme Perfornmance Measurenent source Marketi ngAndCat al og. Cat al og
Queries/sec failed. (OQpC30-725)

Solution

Re-register theDL L filessothat |ogging can continue.

For moreinformation, refer to Microsoft'ssupport web site. Enter the K nowledge Base Article Number
Q277211.

Related Topics:

« TroubleshootingMicrosoft EnterpriseServers
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Content Management Server

Microsoft'sContent Management Server (CM S) i sthe packaged tool -set to support frequently updated web
sites. Using CM S, organi zations can run adynamic updated web site without the day to day careof IT
personnel. Content providerssuch asauthors, editors, and site content managers, can simply update content
automatically through web browserswithout theinvolvement of aweb master, I T or other technical staff.
CMSishbuilt onthe Microsoft Windows 2000 operating system, [1Sand SQL server (7.0 and 2000).

TheMicrosoft Enterprise Servers SPI coversboth Content Management Server 2001 and 2002 versions.
CMS2002 offersimproved featuresfor web sitedevel opers, in particul ar dueto itsapplication specific
performancecounters, which enableimproved Microsoft Enterprise ServersSPI graphsandreports. Inthe
followinglist,itemslabeled For CM S 2002 only depend on these performance countersand areonly
availablefor Content Management Server 2002 and | ater versions.

Thefollowing policies are available to monitor Content Management Servers:

« Content Management Server - NT Service Check: thispolicy checksto seeif theserviceisrunning,
if itisnot andtheservicein startupisset to "Auto Start", then an attempt ismadeto restart the service. A
consoleerror messageissent to indicatethat the serviceisnot running.

« ServiceMap Dependencieson 11S, SQL Server and Windows OS: showsthedependencieson
componentsmonitored by other SPIs(WindowsOS, Microsoft SQL Server) toreflect theoverall
availability of theenvironment.

« Policiesthat notify onall Error, Warning, I nformation Entries in the Windows 2000 Event Log .

« Policiestocheck Process.PageFaults/sec, Process.%Processor Time, and Process.Working Setfor the
Active Enterprise Security Service.

« TheContent Management Server logging policy servesasadummy policy todistinguishCMS
computersfromother computers, itlogsthe Process.%Processor Timefor instance AESecurityServi.

Thefollowing reports are available:

o ActiveEnterprise Security Service CPU Statistics(g_ CMSCPUSummary.rpt) : Thisreport shows
summary CPU statisticsof the ActiveEnterprise Security processcomparedwith overall CPU statistics
of thesystem, ingraphical and tabular format. The summarized processstati sticsincludethe percentage
of CPU timeused by the document manager compared with the percentage of timethe system'sCPU was
busy.

« ActiveEnterprise Security Service Memory Statistics(g_ CM SMemorySummary.rpt) : Thisreport

© Copyright 1999 - 2009 Hewlett-Packard Development Company, L.P. Page 114



Microsoft Enterprise Servers SPI Online Help

showssummary memory statisticsof the AccessEntity Security process, ingraphical and tabular format.
Thesummarized process statisticsincludethe pagefaults per second, private bytes, and working set used
by thedocument manager.

« ActiveEnterprise Node Count Monthly Statistics (For CM S 2002 only)
(g_CmsAENodesMonthly.rpt): Thisreport showssummary Active Enterprise Nodescount monthly
statisticsof Content Management Server, ingraphical and tabular format. The summarized statistics
show averagedaily valueof thecounter: CM SPerformance Counters.Active Enterprise Nodeobjects
(_Total) for thelast 30 days.

o ActiveEnterpriseNode Count Weekly Statistics (For CM S 2002 only)
(g_CmsAENodesWeekly.rpt): Thisreport showssummary Active Enterprise Nodescount monthly
statisticsof Content Management Server, ingraphical and tabular format. The summarized statistics
show theaverage hourly value of the counter: CM S Performance Counters.AE Nodeobjects(_Total) for
thelast 7 days.

o Master CacheHitsand MissesRate Monthly Statistics (For CM S 2002 only)
(g_CmsCacheHitMissRateM onthly.rpt): Thisreport showssummary Cachehits/secand Cache
misses/sec monthly statisticsof Content Management Server, ingraphical andtabular format. The
summarized stati sticsshow averagedaily valueof the counter: CM S Performance Counters. Cache
hits/sec (_Total) and CM S Performance Counters. Cachemisses/sec(_Total) for thelast 30 days.

o Master CacheHitsand Misses Rate Weekly Statistics (For CM S 2002 only)
(9_CmsCacheHitMissRateM Weekly.rpt): Thisreport showssummary Cachehits/secand Cache
mi sses/sec weekly stati sticsof Content Management Server, ingraphical andtabular format. The
summarized statisticsshow average hourly value of the counter: CM S Performance Counters. Cache
hits/sec (_Total) and CM S Performance Counters. Cachemisses/sec (_Total) for thelast 7 days.

« CacheNodescount Monthly Statistics (For CM S 2002 only) (g_CmsCacheNodesM onthly.rpt):
Thisreport showssummary Master cache nodesand Shared nodesmonthly statisticsof Content
Management Server, in graphical and tabular format. The summarized stati sticsshow averagedaily
valueof the counter: CM SPerformance Counters. Master cachenodes(_Total) and CM SPerformance
Counters. Shared nodes(_Total) for thelast 30 days.

« CacheNodescount Weekly Statistics (For CM S 2002 only) (g_CmsCacheNodesWeekly.rpt): This
report showssummary Master cachenodesand Shared nodesweekly statisticsof Content M anagement
Server, in graphical and tabular format. The summarized stati stics show average hourly value of the
counter: CM SPerformance Counters. Master cachenodes(_Total) and CM SPerformance Counters.
Shared nodes(_Total) for thelast 7 days.

o CMSConnection Rate Monthly Statistics (For CM S 2002 only)
(g_CmsConnectionCreationRateM onthly.rpt): Thisreport showssummary CM Sconnections/sec
monthly statisticsof Content Management Server, in graphical and tabular format. The summarized
statisticsshow averagedaily valueof thecounter: CM SPerformance Counters. CM Sconnections/sec
(_Total) for thelast 30 days.
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o CMSConnection Rate Weekly Statistics (For CM S 2002 only)
(g_CmsConnectionCreationRateWeekly.rpt): Thisreport showssummary CM Sconnections/secweekly
statisticsof Content Management Server, in graphical andtabular format. The summarized statistics
show averagehourly valueof the counter: CM S Performance Counters. CM Sconnections/sec (_Total)
for thelast 7 days.

« Data AccessOperation ratesMonthly Statistics (For CM S 2002 only)
(g_CmsDataA ccessOperationRateM onthly.rpt): Thisreport showssummary Dataaccessoperations/sec
monthly statisticsof Content Management Server, in graphical and tabular format. The summarized
stati sticsshow averagedaily val ue of the counter: CM S Performance Counters. Dataaccess
operations/sec (_Total) for thelast 30 days.

« DataAccessOperation ratesWeekly Statistics (For CM S 2002 only)
(9_CmsDataA ccessOperationRateVWeekly.rpt): Thisreport showssummary Dataaccessoperations/sec
weekly statisticsof Content Management Server, ingraphical and tabular format. The summarized
statisticsshow averagehourly valueof the counter: CM S Performance Counters. Dataaccess
operations/sec (_Total) for thelast 7 days.

 Server Exception Thrown Monthly Statistics (For CM S 2002 only)
(g_CmsExceptionThrownMonthly.rpt): Thisreport showssummary Exceptionsthrownmonthly
statisticsof Content Management Server, ingraphical and tabular format. The summarized statistics
show averagedaily value of the counter: CM S Performance Counters. Exceptionsthrown (_Total) for
thelast 30 days.

« Server Exception Thrown Weekly Statistics (For CM S 2002 only)
(g9_CmsExceptionThrownWeekly.rpt): Thisreport showssummary Exceptionsthrownweekly statistics
of Content Management Server, in graphical and tabul ar format. The summarized stati sticsshow
average hourly value of the counter: CM S Performance Counters. Exceptionsthrown (_Total) for the
last 7 days.

« Shared Node Creation Rate Monthly Statistics (For CM S 2002 only)
(g_CmsSharedNodeCreationRateMonthly.rpt): Thisreport showssummary Shared nodes/sec monthly
statisticsof Content Management Server, ingraphical and tabular format. The summarized statistics
show averagedaily value of the counter: CM S Performance Counters. Shared nodes/sec (_Total) for the
last 30 days.

« Shared NodeCreation Rate Weekly Statistics (For CM S 2002 only)
(g_CmsSharedNodeCreationRateWeekly.rpt): Thisreport showssummary Shared nodes/sec Weekly
statisticsof Content Management Server, ingraphical and tabular format. The summarized statistics
show average hourly valueof the counter: CM S Performance Counters. Shared nodes/sec (_Total) for
thelast 7 days.

The following graphs are available:
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« AESecurityServiceCPU : Thisgraph showssummary CPU statisticsof the Active Enterprise Security
process. Thisdatacan be compared with System Processor Timeto determineto what extent the Active
Enterprise Security processisutilizing processor time.

« AESecurityServiceMemory : Thisgraph showssummary memory statisticsof the Active Enterprise
Security process. The summarized processstati sticsincludethe pagefaultsper second, privatebytes, and
working set used by the process.

e User Sessions (For CM S 2002 only): Thisgraph showssummary statisticsfor different typeof user
sessions. Thesummarized user sessi on stati sticsinclude A uthenti cated Sessions, Guest Sessions, and
Edit Sessions.

« Authenticated Session Creation Rate (For CM S 2002 only): Thisgraph showssummary statistics
for new user logon rate.

o CMSConnections (For CM S 2002 only): Thisgraphshowssummary statisticsfor CM SConnections
Trend.

« Cache Nodes Count (For CM S 2002 only): Thisgraph showssummary statisticsfor changesinCMS
cachenodescount.

o Shared Nodes Creation Rate (For CM S 2002 only): Thisgraph showssummary statisticsfor shared
nodescreationrate.

o AE Node Objects Count (For CM S 2002 only): Thisgraph showssummary statisticsfor number of
activeenterprise COM objectsintheserver.

o AE Node Object Creation Rate (For CM S 2002 only): Thisgraphshowssummary statisticsfor AE
nodeobject creationrate.

« Exception Thrown (For CM S 2002 only): Thisgraph showssummary statisticsfor number of
exceptionsthrownby theserver.

« CacheHit and MissRate (For CM S 2002 only): Thisgraph showssummary statisticsfor CMS
internal cache hitsand missesrate.

Related Topics:

Content Management Server Policies

Content Management Server Reports

Content Management Server Graphs

Content Management Server ServiceMap
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Content Management Server service map

TheContent M anagement Server servicemap displaysthenodeswhere Content Management Servershave
beeninstalled.

Systemslinfrastructure

Theservicemap showsthe Content Manager Server services, their dependent SQL servers, 1S, and
Windows2000servers.

Wiew in display: Containg or Uses

Fi ) e
8 BizTak_ 2000 memm £
E

Systems Infrastructure

ey

&8 Windows
& Version 2001

Content M anagement Server Group

R
& FROSB4306TSTOCMS Services \\.. / .

] Content Managetn’e_nt ?ewer on ROSB84306TSTO & i el o
] Caontent M anagement Server on P139015L
k- P P1390IS L ntemet Inforr

e Microzoft Windows

g
jﬁ' P1390I1SL: CMS Services

ﬂi’ ROSBA30ETSTO: nternet Information Server 5.0
& Wersion 2002

Related Topics:

« Creating ServiceMapsfor Microsoft Enterprise Servers
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Content Management Server policies

TheMicrosoft Enterprise ServersSPI coversbothM SCM S(Microsoft Content Management Server) 2001
and M SCM S2002 versions. MSCM S 2002 offersimproved featuresfor web sitedevel opers, in particul ar
duetoM SCM Sspecific performancecounters, whichal so enableimproved Microsoft Enterprise Servers
SPI graphsand reports. Inthefollowinglist, policieslabeled For CM S 2002 only depend onthese
performance countersand areonly availablefor Content Management Server 2002 and | ater versions.

Availability Monitoring

Policy Description

NET_CM SServices

Description:  Thispolicy monitorstheActive Enterprise Security Service(AESecurityService.exe). If a
service stopsan attempt ismadeto restart the service and an error messageissent tothe
console.

Server Logging

Policy Descriptions

NET_CMS Logging

Description:  Thispolicy servesasadummy policy to distinguish CM S computersfrom other computers.
ItlogstheProcess.% Processor Timefor instance AESecurity Servi.

NET_CMS PerfRate Logging (For CM S 2002 only)

Description:  Thispolicy logsthefollowing counters: Authenti cated sessions/sec; AE Nodeobjects/sec;
Cachehits/sec; Cachemisses/sec; CM Sconnections/sec; Dataaccessoperations/sec;
Shared nodes/sec.
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NET_CMS PerfStatus Logging (For CM S 2002 only)

Description:  Thispolicy logsthefollowing counters: AE Nodeobjects; Authenticated sessions; Edit
sessions; Exceptionsthrown; Guest sessions,; Master cachenodes; Number of CMS
connections; Shared nodes.

Windows Event Log M onitoring

Policy Descriptions

NET_CM SFwdApplicationError

Description: Forwardsall Content M anagement Server application entrieswith severity 'Error' that are
logged to the Windows 2000 Event L og.

NET_CM SFwdApplicationWar ning

Description: Forwardsall Content M anagement Server application entrieswith severity "Warning' that
arelogged tothe Windows 2000 Event L og.

NET_CM SFwdApplicationlnfo

Description: Forwardsall Content Management Server application entrieswith severity ‘I nformation'
that arelogged to the Windows 2000 Event L og.

PerformanceMonitoring

Policy Descriptions

NET_CM S-PageFaultssec-AESecurityService
Description:  ChecksProcess.PageFaults/secfor theActiveEnterprise Security Service.

NET_CM S-Processor Time-AESecurityService
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Description:  ChecksProcess.% Processor Timefor the Active Enterprise Security Service.
NET_CMSWorkingSet-AESecurityService

Description: ChecksProcess. Working Set for the ActiveEnterprise Security Service.
NET_CM S-CmsConnectionsPer Sec (For CM S 2002 only)

Description:  Thispolicy checkscounter [CM SPerformance Counters.CM Sconnections/sec] for the
instance_Total. Thecounter showsthenumber of open CM Sapplication connections/sec.

NET_CM S-DataAccessOpsPersec (For CM S 2002 only)

Description:  Thispolicy checkscounter [CM SPerformance Counters.Dataaccessoperations/sec] for
theinstance_Total. Thecounter showsthenumber of dataaccessoperationsexecuted per
second.

NET_CM S-Master CacheMissesPer Sec (For CM S 2002 only)

Description:  Thispolicy checkscounter [CM SPerformance Counters. Cachemisses/sec] for the
instance_Total. Thecounter showstherate of cache missesonthemaster cache.

NET_CM S-Master CacheNodes (For CM S 2002 only)

Description:  Thispolicy checkscounter [CM S Performance Counters. Master cachenodes] for the
instance_Total. The counter showsthe number of itemsintheinternal CM Smaster cache.

NET_CM S-SharedNodes (For CM S 2002 only)

Description:  Thispolicy checkscounter [CM SPerformance Counters.Shared nodes] for the
instance_Total. Thecounter showsthenumber of items/nodesreferenced by theserver
(includesmaster cacheitems).

Discovery

Policy Descriptions
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NET_ContentMgmtSvr_Discovery

Description:  Thispolicy discoversthe Content Manager Server services, itsdependent SQL server, 1S,
and Windows 2000 server.

NET_CMS ForwardDiscoveryError

Description:  ThisLog Filepolicy isdeployed every timethediscovery policy isdeployed, totrack and
report to themanagement consoleall discovery errorslogged to the Javaagent.log.

Related Topics:

« Deploying Policiesfor Microsoft Enterprise Servers

« Content Management Server Overview
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Content Management Server reports

TheMicrosoft Enterprise ServersSPI coversbothM SCM S(Microsoft Content Management Server) 2001
and MSCM S2002 versions. MSCM S 2002 offersimproved featuresfor web sitedevel opers, in particular
duetoM SCM Sspecific performancecounters, whichal so enableimproved Microsoft Enterprise Servers
SPI graphsand reports. Inthefollowinglist, reportslabeled For CM S 2002 only depend onthese
performance countersand areonly availablefor Content Management Server 2002 and | ater versions.

Thefollowing predefined reportsfor Content Management Serversareavail ablewiththe Microsoft
EnterpriseServersSPI:

Active Enterprise Security Service CPU Statistics (g_CMSCPUSUmmary.rpt)

Thisreport showssummary CPU statisticsof the Active Enterprise Security processcomparedwith overall

CPU dtatisticsof thesystem, ingraphical andtabular format. The summarized processstatisticsincludethe
percentage of CPU timeused by thedocument manager compared with the percentage of timethesystem's

CPU wasbusy.

Counters:
 Process.%Processor Time(AESecurityServi)

« Process. Thread Count (AESecurityServi)

« Processor.% Processor Time
Active Enterprise Security Service Memory Statistics (g CM SMemorySummary.rpt)

Thisreport showssummary memory statisticsof the Active Enterprise Security process, ingraphical and
tabular format. The summarized process statisticsincludethe pagefaults per second, privatebytes, and
working set used by the document manager.

Counters:
« Process.PrivateBytes(AESecurityServi)

« Process.Working Set (AESecurityServi)
o Process.PageFaults/sec (AESecurityServi)

ActiveEnterprise Node Count Monthly Statistics (For CM S 2002 only)
(9_CmsAENodesMonthly.rpt)

Thisreport showssummary ActiveEnterprise Nodescount monthly statisticsof Content M anagement
Server, in graphical and tabular format. The summarized stati stics show averagedaily value of the
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counter: CM S Performance Counters.Active Enterprise Nodeobjects(_Total) for thelast 30 days.
ActiveEnterpriseNode Count Weekly Statistics (For CM S 2002 only) (g_CmsAENodesWeekly.rpt)

Thisreport showssummary Active Enterprise Nodescount monthly statisticsof Content M anagement
Server, ingraphical and tabular format. The summarized stati stics show the average hourly value of the
counter: CM S Performance Counters.AE Nodeobjects(_Total) for thelast 7 days.

Master CacheHitsand Misses Rate Monthly Statistics (For CM S 2002 only)
(g_CmsCacheHitMissRateMonthly.rpt)

Thisreport showssummary Cachehits/sec and Cache misses/sec monthly statisticsof Content
Management Server, ingraphical and tabular format. The summarized statisticsshow averagedaily value
of thecounter: CM S Performance Counters. Cachehits/sec(_Total) and CM S Performance Counters.
Cachemisses/sec (_Total) for thelast 30 days.

Master CacheHitsand Misses Rate Weekly Statistics (For CM S 2002 only)
(g_CmsCacheHitMissRateM Weekly.rpt)

Thisreport showssummary Cachehits/sec and Cache misses/secweekly stati sticsof Content Management
Server, ingraphical and tabular format. The summarized statistics show average hourly value of the
counter: CM SPerformance Counters. Cachehits/sec (_Total) and CM SPerformance Counters. Cache
misses/sec (_Total) for thelast 7 days.

CacheNodescount Monthly Statistics (For CM S 2002 only) (g_CmsCacheNodesM onthly.rpt)

Thisreport showssummary Master cache nodesand Shared nodesmonthly statisticsof Content
Management Server, ingraphical and tabul ar format. The summarized stati sticsshow averagedaily value
of thecounter: CM SPerformance Counters. Master cachenodes(_Total) and CM SPerformance
Counters. Shared nodes(_Total) for thelast 30 days.

CacheNodescount Weekly Statistics (For CM S 2002 only) (g_CmsCacheNodeswWeekly.rpt)

Thisreport showssummary Master cache nodesand Shared nodesweekly statisticsof Content
Management Server, ingraphical and tabular format. The summarized statistics show average hourly
valueof thecounter: CM SPerformance Counters. Master cachenodes(_Total) and CM SPerformance
Counters. Shared nodes(_Total) for thelast 7 days.

CM S Connection Rate Monthly Statistics (For CM S 2002 only)
g_CmsConnectionCreationRateMonthly.rpt)

Thisreport showssummary CM Sconnections/sec monthly stati sticsof Content Management Server, in
graphical and tabular format. The summarized statistics show averagedaily value of thecounter: CMS
Performance Counters. CM Sconnections/sec (_Total) for thelast 30 days.
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CM S Connection Rate Weekly Statistics (For CM S 2002 only)
(g_CmsConnectionCreationRateWeekly.rpt)

Thisreport showssummary CM Sconnections/sec weekly statisticsof Content M anagement Server,in
graphical and tabular format. The summarized statistics show average hourly value of the counter: CMS
Performance Counters. CM Sconnections/sec (_Total) for thelast 7 days.

Data Access Operation Rates M onthly Statistics (For CM S 2002 only)
(g_CmsDataA ccessOperationRateM onthly.rpt)

Thisreport showssummary Dataaccessoperations/sec monthly statisticsof Content Management Server,
ingraphical and tabular format. The summarized statistics show average daily value of thecounter: CM S
Performance Counters. Dataaccessoperations/sec (_Total) for thelast 30 days.

Data Access Operation ratesWeekly Statistics (For CM S 2002 only)
g_CmsDataA ccessOperationRateWeekly.rpt)

Thisreport showssummary Dataaccessoperations/sec weekly statisticsof Content Management Server,
ingraphical and tabular format. The summarized statistics show average hourly value of the counter: CMS
Performance Counters. Dataaccessoperations/sec (_Total) for thelast 7 days.

Server Exception Thrown Monthly Statistics (For CM S 2002 only)
(g9_CmsExceptionThrownMonthly.rpt)

Thisreport showssummary Exceptionsthrownmonthly statisticsof Content Management Server,in
graphical andtabular format. The summarized statistics show average daily value of the counter: CMS
Performance Counters. Exceptionsthrown (_Total) for thelast 30 days.

Server Exception Thrown Weekly Statistics (For CM S 2002 only)
(g9_CmsExceptionThrownWeekly.rpt)

Thisreport showssummary Exceptionsthrownweekly statisticsof Content Management Server,in
graphical and tabular format. The summarized statistics show average hourly value of the counter: CM S
Performance Counters. Exceptionsthrown (_Total) for thelast 7 days.

Shared Node Creation Rate Monthly Statistics (For CM S 2002 only)
(g_CmsSharedNodeCreationRateM onthly.rpt)

Thisreport showssummary Shared nodes/sec monthly statisticsof Content Management Server,in
graphical and tabular format. The summarized statistics show average daily value of the counter: CMS
Performance Counters. Shared nodes/sec (_Total) for thelast 30 days.

Shared Node Creation Rate Weekly Statistics (For CM S 2002 only)
(g_CmsSharedNodeCreationRateéWeekly.rpt)
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Thisreport showssummary Shared nodes/sec Weekly statisticsof Content Management Server, in
graphical and tabular format. The summarized statistics show average hourly value of the counter: CMS
Performance Counters. Shared nodes/sec (_Total) for thelast 7 days.

Related Topics:

« Content Management Server Graphs
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Content Management Server graphs

TheMicrosoft Enterprise Servers SPI coversboth Microsoft CM S2001 and 2002 versions. Content

M anagement Server 2002 offersimproved featuresfor web site devel opersdueto Content M anagement
Server specificperformancecounters, which enableimproved Mi crosoft Enterprise ServersSPI graphsand
reports. Inthefollowinglist, graphslabeled For CM S 2002 only depend onthese performancecounters
and areonly availablefor Content Management Server 2002 and | ater versions.

Thefollowing predefined graphsfor the Content Management Server areavail ablewith the Microsoft
EnterpriseServersSPI:

AESecurityServiceCPU : Thisgraph showssummary CPU statisticsof the Active Enterprise Security
process. Thisdatacan be compared with System Processor Timeto determineto what extent the Active
Enterprise Security processisutilizing processor time.

Counters: Process.% Processor Time(AESecurityService).

AESecurityServiceMemory : Thisgraph showssummary memory statisticsof the Active Enterprise
Security process. Thesummarized process statisticsincludethe pagefaultsper second, privatebytes, and
working set used by the process.

Counters: Process.Private Bytes(A ESecurity Service), Process.Working Set (AESecurityService),
Process.Page Faults/sec (A ESecurity Service).

User Sessions (For CM S 2002 only): Thisgraph showssummary statisticsfor different type of user
sessions. Thesummarized user sessi on stati sticsinclude A uthenti cated Sessions, Guest Sessions, and Edit
Sessions.

Counters. CM SPerformance Counters.Authenticated Sessions(_ Total), CM SPerformance Counters.
Guest Sessions(_Total) and CM SPerformance Counters. Edit Sessions(_Total).

Authenticated Session Creation Rate (For CM S 2002 only): Thisgraph showssummary statisticsfor
new user logonrate.

Counters: CM SPerformance Counters. Authenticated Session/sec(_Total).

CM S Connections (For CM S 2002 only): Thisgraph showssummary statisticsfor CM SConnections
Trend.

Counters: CM SPerformance Counters. Number CM SConnections(_Total).

CM S Connections Creation Rate (For CM S 2002 only): Thisgraph showssummary statisticsfor
CM SConnectionsopened per second.
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Counters: CM SPerformance Counters. CM SConnections/sec(_Total).

Cache Nodes Count (For CM S 2002 only): Thisgraph showssummary statisticsfor changesinCM S
cachenodescount.

Counters: CM SPerformance Counters. Master Cache Nodes(_Total) and CM SPerformance Counters.
SharedNodes(_Total).

Shar ed Nodes Creation Rate (For CM S 2002 only): Thisgraph showssummary statisticsfor shared
nodescreationrate.

Counters: CM SPerformance Counters. SharedNodes/sec(_Total).

AE Node Objects Count (For CM S 2002 only): Thisgraph showssummary statisticsfor number of
activeenterprise COM objectsintheserver.

Counters: CM SPerformance Counters. AE Node Objects(_Total).

AE Node Object Creation Rate (For CM S 2002 only) : Thisgraph showssummary statisticsfor AE
nodeobject creationrate.

Counters: CM SPerformance Counters AE Node Object/sec (_Total).

Exception Thrown (For CM S 2002 only): Thisgraph showssummary statisticsfor number of
exceptionsthrown by theserver.

Counters: CM SPerformance Counters. Exception Thrown (_Total).

CacheHit and MissRate (For CM S 2002 only): Thisgraph showssummary statisticsfor CM Sinternal
cachehitsand missesrate.

Counters: CM SPerformance Counters. CacheHits/sec (_Total) and CM SPerformance Counters. Cache
Misses/sec(_Total). Content Management Server Discovery and ServiceMap

Related Topics:

« Content Management Server Reports

© Copyright 1999 - 2009 Hewlett-Packard Development Company, L.P. Page 128



Microsoft Enterprise Servers SPI Online Help

Internet Security and Acceleration Server

Microsoft'sInternet Security and Acceleration (1SA) Server isatool that integratessecurity (firewall) with
acceleration (Web proxy cached pages.) Thissecuresyour siteand speedsup Web access.

Availability Monitoring

| SA Server servicesaremonitored to determinewhether they areup or down. Servicesarenot
automatically restarted, becausethey may have been shut downintentionally.

Monitored | SA 2000 servicesinclude:

« MicrosoftFirewall (wspsrv)

o Microsoft Web Proxy (w3proxy)

o Microsoft|SA Server Control (mspadmin)

» Microsoft Scheduled Cache Content Downl oad (w3prefch)

Monitored | SA 2006 servicesinclude:

o MicrosoftFirewall (wspsrv)

o Microsoft1SA Server Control (mspadmin)

o Microsoft1SA Server Job Scheduler (w3prefch)
» Routingand Remote A ccess(svchost)

« Network LoadBalancing

« Microsoft DataEngine(sqglservr)

« Microsoft| SA Server Storage(isastg)
 Firewal Engine

« |SA StorageConfiguration (dsadmin)

Event Monitoring

Event monitoring of the Windows 2000/2003 Event L og (application log) occursfor | SA Server events.
Consolemessagesaresent for all errors, warnings, andinformation eventslogged for thefollowing
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Sources:

» Microsoft Firewall

« Microsoft Web Proxy

» Microsoft| SA Server Control

« Microsoft Scheduled Cache Content Download

PerformanceMonitoring

I SA performancemonitoring includesboth specific | SA Server performancecountersand CPU process-
related counters. Each policy for performancemonitoring hasboth error and warning threshol ds.

Server Logging

Selected process-related datafor CPU and memory countersislogged for thel SA Server.

¥ NOTE:

For Server Logging, deployment of the WindowsOS SPI logging policy, WINOSSPI -

WINOS Win2k_Logging, isrequiredtolog process-related datafor CPU and memory counters. The
countersspecifictothelnternet Security and Accel eration Server aredocumentedinthepolicy section.
Refer tothe Windows OS SPI Policiesfor information about the process-rel ated datafor CPU and
memory counters.

Related Topics:

Internet Security and A ccel eration Server 2000 policies

Internet Security and A ccel eration Server 2006 policies

Internet Security and Accel eration Server reports

Internet Security and Accel eration Server graphs

Internet Security and Acceleration Server ServiceMap
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Internet Security and Acceleration Server
Service map

Thelnternet Security and A ccel eration Server service map displaysthenodeswhere I nternet Security and
Acceleration Servershave beeninstalled. The servicemapsareavailableunder both the Applicationsand
theSystemslInfrastructureareas.

Applications

Theservicemap hastwo levels. Oneistheroot nodefor all ISA Server installationswithin theenterprise.
Theother isanode corresponding to each main component of thel SA Server. These componentsof | SA
2000 are:

o Firewal

« WebProxy

« Scheduled Content Download
 |SA Server Control

Thesecomponentsof | SA 2006 include:

« Microsoft Firewall (wspsrv)

« Microsoft1SA Server Control (mspadmin)

« Microsoft1SA Server Job Scheduler (w3prefch)
 Routingand Remote A ccess(svchost)

« Network LoadBalancing

o Microsoft DataEngine(sglservr)

» Microsoft|SA Server Storage(isastg)
 Firewal Engine

« |SA StorageConfiguration (dsadmin)

Systemslinfrastructure

© Copyright 1999 - 2009 Hewlett-Packard Development Company, L.P. Page 131



Microsoft Enterprise Servers SPI Online Help

The SystemsInfrastructure servicemap hasfour levels:
» Theroot nodefor all ISA Server installationswithintheenterprise

« A node correspondingto each | SA server array (standalone server array or enterprise array) that has
been setupwithintheenterprise

« A nodecorresponding to each of the main servicescomprising therespectivel SA Server array
installation.

« A node corresponding to each system within therespective server array that ishosting oneof thel SA
Server services. Thenodesat thislevel arerepresented by the caption " Firewall servicehosted on system
" wheresystemisthe name of asystemwithinthelSA server array running thefirewall service

Thefollowing graphic showsan examplel SA Server 2000 Systems| nfrastructure map.
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Systems Infrastructure =
n
Carmmerce Server 2000

Mahbile Infarmation Server 2000

Firewall service on SE_ARRAY

‘Web Proxy service on 3G_ARRAY

158 Server Control service on SG_ARRAY =

154 Server Control service hosted on MSTEST
1S4 Server Contral service hosted on SGEST

Related Topics:

« Creating ServiceMapsfor Microsoft Enterprise Servers
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Internet Security and Acceleration Server 2000
policies

Seethepoliciesfor monitoring I SA 2000 under thefollowing categories:

Availability Monitoring

WindowsEvent LogMonitoring

PerformanceMonitoring

ServerLogging

Discovery

See | SA 2006 policiesfor acompletelisting of 1SA 2000 policies.

Availability Monitoring

NET | SAServer Services

Description:  Thispolicy monitorsthel SA Server services: Firewall, Web Proxy, Scheduled Cache
Content Download, | SA Server Control. If aserviceisstoppeditisnot restarted
automatically, dueto possi bl eshutdownresulting fromintrusion detection.

Windows Event Log Monitoring

NET | SAServer FwdApplicationError

Description: Forwardsall | SA Server applicationlog entrieswith severity 'Error'
NET _|SAServer FwdApplicationl nformation

Description: Forwardsall | SA Server applicationlogentrieswith severity ‘I nformation’
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NET | SAServer FwdApplicationWarning

Description: Forwardsall |SA Server applicationlog entrieswith severity "Warning'

PerformanceMonitoring

NET_|SA-CacheHitRatio

Description:  Checksthe percentage of Web proxy client requeststhat have been served using cached
data, out of thetotal number of Web proxy client requeststo thel SA Server.

NET_ISA-CacheRunningHitRatio

Description:  Checksthe percentage of Web proxy client requeststhat have been served using cached
dataout of thetotal number of Web proxy client requeststo thel SA Server, for thelast
10,000requestsserviced.

NET _|ISA-DiskFailureRatesec
Description:  Checksthe number of 1/0 failuresper second to the disk cache.
NET | SA-FailingRequestssec

Description:  Checkstherate per second that Web proxy client requestshavefailed with sometype of
eror.

NET | SA-PageFaultssec-Firewall

Description: ChecksProcess.Page Faults/secfor thel SA Server 2000 Firewall service.

NET _| SA-PageFaultssec-I SAServer Control

Description: ChecksProcess.Page Faults/secfor thel SA Server 20001SA Server Control service.

NET | SA-PageFaultssec-ScheduledCacheContentDownload
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Description:  ChecksProcess.Page Faults/secfor thel SA Server 2000 Scheduled Cache Content
Download service.

NET | SA-PageFaultssec-WebProxy

Description:  ChecksProcess.Page Faults/secfor thel SA Server 2000 Web Proxy service.
NET _|SA-PrivateBytes-Firewall

Description: ChecksProcess.Private Bytesfor thel SA Server 2000 Firewall service.

NET _|SA-PrivateBytes-| SAServer Control

Description: ChecksProcess.Private Bytesfor thel SA Server 20001 SA Server Control service.
NET | SA-PrivateBytes-ScheduledCacheContentDownload

Description:  ChecksProcess.Private Bytesfor thel SA Server 2000 Schedul ed Cache Content
Download service.

NET | SA-PrivateBytes-WebProxy

Description:  ChecksProcess.Private Bytesfor thel SA Server 2000 Web Proxy process.

NET | SA-Processor Time-Firewall

Description:  ChecksProcess.% Processor Timefor thel SA Server 2000 Firewall service.

NET | SA-Processor Time-I SAServer Control

Description:  ChecksProcess.% Processor Timefor thel SA Server 20001 SA Server Control service.
NET I SA-Processor Time-ScheduledCacheContentDownload

Description:  ChecksProcess.% Processor Timefor thel SA Server 2000 Schedul ed Cache Content
Download service.
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NET _| SA-Processor Time-WebPr oxy

Description: ChecksProcess.% Processor Timefor thel SA Server 2000 Web Proxy service.
NET _ISA-ThreadCount-Firewall

Description: ChecksProcess. Thread Count for thel SA Server 2000 Firewall service.

NET _ISA-ThreadCount-1 SAServer Control

Description:  ChecksProcess. Thread Count for thel SA Server 2000 I SA Server Control service.
NET _ISA-ThreadCount-ScheduledCacheContentDownload

Description:  ChecksProcess. Thread Count for thel SA Server 2000 Scheduled Cache Content
Downloadservice.

NET I SA-ThreadCount-WebProxy

Description: ChecksProcess. Thread Count for thel SA Server 2000 Web Proxy service.
NET _ISA-WorkingSet-Firewall

Description:  ChecksProcess.Working Set for thel SA Server 2000 Firewall service.

NET I SA-WorkingSet-1 SAServer Control

Description: ChecksProcess.Working Set for thel SA Server 2000 | SA Server Control service.
NET_ISA-WorkingSet-ScheduledCacheContentDownload

Description: ChecksProcess.Working Set for thel SA Server 2000 Schedul ed Cache Content Download
sarvice.

Server Logging
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NET_ISAServer L ogging

Description:  Thispolicy logssel ected performancedatafor thel SA Server using thefollowing counters.
Deployment of WindowsOS SPI logging policy WINOSSPI-WINOS_Win2k_Loggingis
requiredtolog process-related datafor CPU and memory counters.

Discovery

NET ISAServer Discovery System
Description:  Thispolicy discoversand addstheinfrastructureinformationto the service map.
NET_ISAServer_Discovery_Application

Description:  Thispolicy discoversand addsthe application information to the service map. It also adds
thedependency informationtotheservicemap.

Related Topics:

« ISA 2006 policies
« Deploying Policiesfor Microsoft Enterprise Servers

o Internet Security and Acceleration Server Overview
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Internet Security and Acceleration Server 2006
policies

Seethepoliciesfor monitoring | SA 2006 under thefollowing categories:

Availability Monitoring

WindowsEvent LogMonitoring

PerformanceMonitoring

ServerLogging
« Discovery
See | SA 2000 policiesfor acompletelisting of I1SA 2000 policies.

Availability Monitoring

| SA2006_Availability Config-storage-service

Description:  Thispolicy checksif ISA Configuration Storage Server serviceisrunning, if not, ittriesto
restart theservice.

| SA2006 Availability DataEngine-Service

Description:  Thispolicy checksif ISA DataEngineserviceisrunning, if not, it triestorestart the
service.

| SA2006 Availability Firewall-Engine-Service

Description:  Thispolicy checksif ISA Firewall Engineserviceisrunning, if not, it triesto restart the
service.

| SA2006_Availability Firewall-Service
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Description:  Thispolicy checksif ISA Server Control serviceisrunning, if not, it triestorestart the
service.

| SA2006_Availability JobScheduler-Service

Description:  Thispolicy checksif ISA Job Scheduler serviceisrunning, if not, it triestorestart the
service.

| SA2006 Availability Network-L oad-Balancing-Service

Description:  Thispolicy checksif ISA Network Load Balancing serviceisrunning, if not, it triesto
restart theservice.

| SA2006_Availability RemoteAccess-Service

Description:  Thispolicy checksif ISA Routing and Remote Accessserviceisrunning, if not, it triesto
restart theservice.

| SA2006_Availability Server Control-Service

Description:  Thispolicy checksif I SA Job Scheduler serviceisrunning, if not, it triesto restart the
service.

| SA2006_Availability Storage-Service

Description:  Thispolicy checksif ISA Server Storage serviceisrunning, if not, it triestorestart the
sarvice.

Windows Event Log M onitoring

| SA2006_FwdApplicationError
Description: Forwardsall | SA Server applicationlog entrieswith severity 'Error’

| SA2006 FwdApplicationl nfor mation
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Description: Forwardsall |SA Server applicationlogentrieswith severity 'Information’

| SA2006_FwdApplicationWar ning

Description: Forwardsall | SA Server applicationlog entrieswith severity 'Warning'

PerformanceMonitoring

Servicebased performancemonitoring policiesarelocatedinthefol lowingfolders:

Firewall Service

Firewall Engine

Job Scheduler

Network Load Balancing
Microsoft DataEngine
RemoteAccess

Server Control

Server Storage
StorageConfiguration

Firewall Service

| SA2006 Firewall PageFaults

Description: MonitorsPageFaultsof Firewall process.

|SA2006 Firewall PrivateBytes

Description: MonitorsPrivate Bytesof Firewall process.

| SA2006 Firewall Processor Time
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Description: MonitorsProcessor Timeof Firewall process.
|SA2006 Firewall ThreadCount

Description: MonitorsThread Count of Firewall process.
|SA2006 Firewall WorkingSet

Description: MonitorsWorking Set of Firewall process.

Firewall Engine

| SA2006_FirewallEngine PageFaults
Description: MonitorsPageFaultsof Firewall Engine.

|SA2006 FirewallEngine PrivateBytes
Description: MonitorsPrivate Bytesof Firewall Engine.

| SA2006 FirewallEngine Processor Time
Description: MonitorsProcessor Timeof Firewall Engine.

| SA2006_FirewallEngine ThreadCount
Description: Monitors Thread Count of Firewall Engine.

| SA2006_FirewallEngine WorkingSet

Description: MonitorsWorking Set of Firewall Engine.

Job Scheduler

| SA2006 _JobScheduler PageFaults
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Description: MonitorsPage Faultsof Job Schedul er process.
|SA2006 _JobScheduler PrivateBytes

Description: MonitorsPrivate Bytesof Job Schedul er process.

| SA2006 JobScheduler Processor Time

Description: MonitorsProcessor Timeof Job Schedul er process.
| SA2006_JobScheduler ThreadCount

Description: MonitorsThread Count of Job Scheduler process.

| SA2006_JobScheduler WorkingSet

Description: MonitorsWorking Set of Job Schedul er process.

Network Load Balancing

| SA2006 L oadBalancing_PageFaults
Description: MonitorsPage Faultsof L oad Balancing process.
| SA2006 L ocadBalancing_PrivateBytes
Description: MonitorsPrivate Bytesof L oad Balancing process.
| SA2006 L oadBalancing_Processor Time
Description: MonitorsProcessor Timeof Load Balancing process.
| SA2006 L oadBalancing_ThreadCount

Description: Monitors Thread Count of L oad Balancing process.
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| SA2006 L oadBalancing_Wor kingSet

Description: MonitorsWorking Set of L oad Balancing process.

Microsoft Data Engine

| SA2006 M ssglmsfw_PageFaults

Description: MonitorsPage Faultsof |SA DataEngineprocess.

| SA2006 M ssglmsfw_PrivateBytes

Description: MonitorsPrivate Bytesof | SA DataEngineprocess.

| SA2006_M ssglmsfw_Processor Time

Description: MonitorsProcessor Timeof | SA DataEngineprocess.

| SA2006_Mssglmsfw_ThreadCount
Description: Monitors Thread Count of | SA Data Engine process.
| SA2006_M ssgimsfw_WorkingSet

Description: MonitorsWorking Set of |SA DataEngineprocess.

Remote Access

| SA2006 Remoteaccess PageFaults
Description: MonitorsPageFaultsof Remote A ccessprocess.
| SA2006_Remoteaccess PrivateBytes

Description: MonitorsPrivateBytesof Remote A ccessprocess.
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| SA2006 Remoteaccess Processor Time

Description: MonitorsProcessor Timeof RemoteA ccessprocess.

| SA2006 Remoteaccess ThreadCount
Description:  MonitorsThread Count of Remote A ccessprocess.
| SA2006_Remoteaccess WorkingSet

Description:  MonitorsWorking Set of Remote Accessprocess.

Server Control

| SA2006_Servercontrol PageFaults
Description: MonitorsPageFaultsof Server Control process.
| SA2006_Servercontrol_PrivateBytes
Description: MonitorsPrivate Bytesof Server Control process.
| SA2006_Servercontrol Processor Time
Description: MonitorsProcessor Timeof Server Control process.
| SA2006 Servercontrol ThreadCount
Description: MonitorsThread Count of Server Control process.
| SA2006 _Server control_WorkingSet

Description:  MonitorsWorking Set of Server Control process.

Server Storage
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| SA2006 Serverstorage PageFaults
Description: MonitorsPageFaultsof Server Storageprocess.
| SA2006_Serverstorage PrivateBytes
Description: MonitorsPrivateBytesof Server Storage process.
| SA2006_Serverstorage Processor Time
Description: MonitorsProcessor Timeof Server Storage process.
| SA2006_Serverstorage ThreadCount
Description: Monitors Thread Count of Server Storageprocess.
| SA2006 Serverstorage WorkingSet

Description: MonitorsWorking Set of Server Storageprocess.

Storage Configuration

| SA2006_Storageconfig_PageFaults

Description:  MonitorsPage Faultsof Storage Configuration process.

| SA2006_Storageconfig_PrivateBytes

Description: MonitorsPrivate Bytesof Storage Configuration process.

| SA2006_Storageconfig Processor Time

Description:  MonitorsProcessor Timeof Storage Configuration process.

| SA2006_Storageconfig ThreadCount
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Description: MonitorsThread Count of Storage Configuration process.
| SA2006_Stor ageconfig_WorkingSet

Description: MonitorsWorking Set of Storage Configuration process.
Server Logging

| SA2006 L ogging Firewall
Description:  Thispolicy logsselected performancedatafor | SA Server 2006 Firewall service.
| SA2006 L ogging Jobscheduler
Description:  Thispolicy logsselected performancedatafor | SA Server 2006 Job Scheduler.
| SA2006 L ogging_Servercache
Description:  Thispolicy logs sel ected performancedatafor | SA Server 2006 Cache.
| SA2006 L ogging_Servercontrol
Description:  Thispolicy logsselected performancedatafor | SA Server 2006 Server Control.
| SA2006 L ogging WebProxy

Description:  Thispolicy logsselected performancedatafor |SA Server 2006 Web Proxy service.

Discovery

| SA2006_discovery System

Description:  Thispolicy discoversand addsinfrastructureinformationtothe service map.
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| SA2006_discovery Application

Description:  Thispolicy discoversand addsapplication and dependency informationto the servicemap.
| SA2006_CheckDiscovery Error

Description:  Thispolicy forwardsdiscovery script errorstotheconsole.
| SA2006_AutoDiscover Delete

Description:  Servicedeletionmessage.

Related Topics:

« ISA 2000 policies
« Deploying Policiesfor Microsoft Enterprise Servers

« Internet Security and Acceleration Server Overview
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Internet Security and Acceleration Server
reports

TheMicrosoft Enterprise Servers SPI offersanumber of reportsto help your monitoring of Internet
Security and Accel eration Server activity. Thefollowing report descriptionsincludelistingsof
performancecountersused.

NOTE:
Report filesfor ISA 2000 beginwith g_ISA, and for ISA 2006 with g_I SA2006 .

« Firewall, Web Proxy, Scheduled Cache Content Download, and | SA Server Control ProcessCPU
Statistics

» DroppedPacketsStatistics

« Firewall Statistics

« Firewall, WebProxy, Scheduled Cache Content Download, and | SA Server Control ProcessMemory
Statistics

 |SA Server CacheStatistics

» WebProxy Statistics

« WebProxy Request Statistics

« WebProxy SitesAllowed and Denied Statistics

Firewall, Web Proxy, Scheduled Cache Content Download, and | SA Server Control Process CPU
Statistics
(g_ISACPUSUmmary.rptORg_ISA2006_CPUStatistics.rpt)

Thisreport showssummary CPU statisticsof |SA Server processescompared with overall CPU statistics
of thesystem.

Counters:
o Process.% Processor Time(wspsrv, mspadmin, w3prefch, w3proxy)

« Process. Thread Count(wspsrv, mspadmin, w3prefch, w3proxy)

o Processor:% Processor Time.
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NOTE:

Thisreport requiresthat the Windows OS SPI Reports packageisinstalled on your reporter machine, as
it accessestables created and popul ated by the Windows OS SPI. The Windows OS SPI tablesused are:
WINOSSPI_PROCESSand WINOSSPI_PROCESSOR.

Dropped Packets Statistics
(g_ISADroppedPackets.rpt ORg_1SA2006_DroppedPackets.rpt)

Thisreport showssummary statisticsof |SA Server total dropped packetsresulting from packet filtering.

Counters.

« |SA Server Packet Filter. Total Dropped Packets.

Firewall Statistics
(g_ISAFirewall.rptORg_ISA2006_Firewall Statistic.rpt)

Thisreport showssummary statisticsof thel SA Server firewall, including thenumber of activesessions,
the number of kernel mode data pumps, and the number of worker threads.

Counters.

| SA Server Firewall Service ActiveSessions

o |SA ServerFirewall Service.ActiveTCPConnections

« |SA ServerFirewall Service.ActiveUDP Connections

o |SA Server Firewall Service.SecureNAT Mappings

« |SA Server Firewall Service.AvailableWorker Threads
 |SA Server Firewall Service.Worker Threads

o |SA ServerFirewall Service.BytesRead/sec

 |SA Server Firewall Service.BytesWritten/sec

o |SA Server Firewall Service.Kernel Mode DataPumps.

Firewall, Web Proxy, Scheduled Cache Content Download, and | SA Server Control Process
Memory Statistics
(g_ISAMemorySummary.rpt ORg_ISA2006_MemoryStatistics.rpt)

Thisreport showssummary memory statisticsof | SA Server processes.

Counters:
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« Process.PrivateBytes(wspsrv, mspadmin, w3prefch, w3proxy)
« Process.Working Set (wspsrv, mspadmin, w3prefch, w3proxy)
e Process.PageFaults/sec (wspsrv, mspadmin, w3prefch, w3proxy).

NOTE:

Thisreport requiresthat the Windows OS SPI Reports packageisinstalled on your reporter machine, as
it accessesatable created and popul ated by the Windows OS SPI. The Windows OS SPI tableusedis
WINOSSPI_PROCESS.

| SA Server Cache Statistics
(g_ISAServerCacherpt ORg_ISA2006 ServerCacheStatistics.rpt)

Thisreport showssummary statisticsof thel SA Server memory and disk cache, including thememory
cache usageratio percentage, and the disk cachefailurerate.

Counters.

 |SA Server Cache.Memory BytesRetrieved Rate (K B/sec)

| SA Server Cache.Memory CacheAllocated Space (KB)
 |SA Server Cache.Memory UsageRatio Percent (%)

« |SA Server Cache.Disk BytesRetrieved Rate (K B/sec)

« |SA Server Cache.Disk CacheAllocated Space(KB)

o |SA Server Cache.Disk FailureRate (Fail/sec)

« |SA Server Cache.Total Disk Failures

o |SA Server Cache URL Commit Rate(URL/sec)

o |SA Server Cache.URLsinCache

« |SA Server Cache.Max URLsCached

Web Proxy Statistics
(g_ISAWebProxy.rpt ORg_ISA2006 WebProxyStatistics.rpt)

Thisreport showssummary statisticsof thel SA Server Web Proxy, including thecachehit ratio
percentage, the current number of Web proxy users, and the rate at which data bytes have been sent and
received by the Web proxy serviceto and fromWeb Proxy clients.

Counters:
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| SA Server Web Proxy.CacheHit Ratio (%

« |SA Server Web Proxy.Cache Running Hit Ratio (%)
o |SA Server Web Proxy.Total CacheFetches

o |SA Server Web Proxy.Client BytesReceived/sec

« |SA Server Web Proxy.Client BytesSent/sec

o |SA Server Web Proxy.Client BytesTotal/sec

o |SA Server WebProxy.Current Users

o |SA Server WebProxy.MaximumUsers

Web Proxy Request Statistics
(g_ISAWebProxyRequests.rpt ORg_I1SA2006_WebProxyRequests.rpt)

Thisreport showssummary statisticsof thel SA Server Web Proxy including thenumber of failing client
requestsper second, and thetotal number of successful and failing client requeststhat have been madeto
theWeb Proxy service.

Counters.

| SA Server Web Proxy.Failing Requests/sec

o |SA Server Web Proxy.Requests/sec

 |SA Server Web Proxy.Current AverageMilliseconds/request
« |SA Server Web Proxy.Total Failing Requests

« |SA Server WebProxy.Total Requests

« |SA Server WebProxy.Total Successful Requests

o |SA Server Web Proxy.Ftp Requests

o |SA Server Web Proxy.Http Requests

Web Proxy SitesAllowed and Denied Statistics
(g_ISAWebProxySites.rpt ORg_ISA2006_WebProxySites.rpt)

Thisreport showssummary statisticsof thel SA Server Web Proxy including the number of Web sites
allowed accessto client and the number of Web sitesdenied accessto clients.

Counters.
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o |SA Server WebProxy.SitesDenied
« |SA Server Web Proxy.SitesAllowed

Related Topics:

« Internet Security and Acceleration Server Graphs
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Internet Security and Acceleration Server
graphs

TheMicrosoft Enterprise Servers SPI offersanumber of graphsfor monitoring I nternet Security and

Acceleration Server performance. They arelisted herein a phabetical order, withlinkstotheir
descriptions.
NOTE: Graphsfor | SA 2006 havethe prefix 1SA2006 .

o CacheURL Statistics

 Disk CacheStatistics

o DiskFailureStatistics

» DroppedPacketsStatistics

 Firewall CPU

« Firewall DataPump Statistics

« Firewall Memory

« Firewall Session/ Connection Statistics

o Firewall Worker ThreadsStatistics

o |SA Server Control CPU

« |SA Server Control Memory

« Memory CacheRatio Percent

o Memory CacheStatistics

« Scheduled Cache Content Download CPU
« Scheduled CacheContent Download Memory
« SitesAllowed/Denied Statistics

« WebProxy AverageMilliseconds/request
o Web Proxy CacheHit Ratio Statistics

o WebProxy Client BytesStatistics
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« WebProxy CPU (ISA 2000 only)

« WebProxy Memory (1SA 2000 only)

« WebProxy RequestsStatistics

o WebProxy UsersStatistics

CacheURL Statistics: Thisgraph showssummary statisticsrelatingto URL sof thel SA Server cache.

Disk Cache Statistics: Thisgraph showssummary statisticsof thel SA Server disk cache, including the
disk cachefailurerate.

Disk FailureStatistics: Thisgraph showssummary statisticsof thel SA Server disk cachefailurerate.

Dropped Packets Statistics: Thisgraph showssummary statisticsof 1SA Server total dropped packets
resultingfrom packet filtering.

Firewall CPU : Thisgraph showssummary CPU statisticsof thel SA Server Firewall process.

Firewall DataPump Statistics: Thisgraph showssummary statisticsof the | SA Server firewall,
including the number of kernel mode datapumps.

Firewall M emory : Thisgraph shows summary memory statisticsof thel SA Server Firewall process.

Firewall Session / Connection Statistics: Thisgraph showssummary statisticsof thel SA Server
firewall, includingthenumber of activesessions.

Firewall Worker Threads Statistics: Thisgraph showssummary statisticsof thel SA Server firewall,
including thenumber of worker threads.

| SA Server Control CPU : Thisgraph showssummary CPU statisticsof thel SA Server Control process.

I SA Server Control Memory : Thisgraph showssummary memory statisticsof thel SA Server Control
process.

Memory Cache Ratio Per cent : Thisgraph showssummary statisticsof the | SA Server memory cache,
includingthememory cache usageratio percentage.

Memory Cache Statistics: Thisgraph showssummary statisticsof thel SA Server memory cache,
includingthememory bytesretrievedrate.

Scheduled Cache Content Download CPU : Thisgraph showssummary CPU statisticsof thel SA
Server Scheduled Cache Content Download process.

Scheduled Cache Content Download M emory : Thisgraph shows summary memory statisticsof the
| SA Server Schedul ed Cache Content Downl oad process.
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SitesAllowed/Denied Statistics: Thisgraph showssummary statisticsof thel SA Server Web Proxy,
including the number of Web sitesall owed accessto client and the number of Web sitesdenied accessto
clients.

Web Proxy AverageMilliseconds/r equest : Thisgraph showssummary statisticsof thel SA Server Web
Proxy, including theaverage millisecondsper client request that hasbeen madeto theWeb Proxy service.

Web Proxy CacheHit Ratio Statistics: Thisgraph showssummary statisticsof thel SA Server Web
Proxy, including the cachehit ratio percentage.

Web Proxy Client Bytes Statistics: Thisgraph showssummary statisticsof thel SA Server Web Proxy,
including therate at which databytes have been sent and received by the Web proxy serviceto and from
Web Proxy clients.

Web Proxy CPU : Thisgraph showssummary CPU statisticsof thel SA Server Web Proxy process.

Web Proxy Memory : Thisgraph showssummary memory statisticsof thel SA Server Web Proxy
process.

Web Proxy Requests Statistics: Thisgraph showssummary statisticsof thel SA Server Web Proxy,
including thenumber of failing client requests per second that have been madeto the Web Proxy service.

Web Proxy User s Statistics: Thisgraph showssummary statisticsof thel SA Server Web Proxy,
including the current number of Web proxy users.

Related Topics:

« Internet Security and Acceleration Server Reports
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Shar ePoint Portal Server

Microsoft's SharePoint Portal Server isadocument repository system accessed through both aweb and
nativeclient. SharePoint providesformal processesfor authoring and approval, toallow ssmplebut reliable
document versioning.

SharePoint Portal Server enablesenterprisestodevelopanintelligent portal that seamlessly connectsusers,
teams, and knowledge so that peopl e can useinformation and work efficiently acrossbusinessprocesses.
Thisis madepossible by integratinginformationfromvarioussystemsinto onesol ution, through single
sign-onand enterpriseapplicationintegration capabilities, and with flexibledepl oyment optionsand
management tools. Theportal facilitatesend-to-end coll aboration by enabling aggregation, organization,
and search capabilitiesfor people, teams, and information. Userscanfind relevant information quickly
through customization and personalization of portal content and layout, aswell asby audiencetargeting.
Organizationscantarget information, programs, and updatesto audi encesbased on their organi zational
role, team membership, interest, security group, or any other membership criteriathat can bedefined.

Related Topics:

o SharePoint Portal Server 2001
« SharePoint Portal Server 2003
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SharePoint Portal Server services map

The NET_SPS Discovery policy discoversand mapsthe servicetopol ogy for SharePoint Portal servers.
The NET_SPSSitesDiscovery policy discoversthesitestructure. Theservicesmapis generated fromall
thiscollected data, offering an efficient and effectiveway for administratorsto manage SharePoint Portal

server (SPS) services.

© NOTE:

TheNET_SPS Discovery policy requirestheuser-id and password of aserviceaccount which has
permissionto accessthe SharePoint topol ogy configuration database. OpentheNET _SPS_Discovery
policy and providetheproper user-id/password bef oredepl oying thepolicy to SharePoint nodes.

Microsoft Enterprise Servers SPI discoversandindicatesontheservicemap:

SharePoint Portal 2001 services:

o Searchservices
o Document Manager

o Workspaces.

SharePoint Portal 2003 services:

e Searchservices
o Web sarvices
¢ TeamWebservices

Indexing services

Alertservices.

Inaddition, thefollowing SharePoint Portal Server components:

al the systemsonwhich SharePoint Portal Server isinstalled

all componentsenabled oneachmachine

SharePoint Portal Server Extended Virtual Serversand the machineswhichthey arehosted on

thevirtual server onwhich any siteishosted, (allowsyou to seethe sitesaffected when avirtual serveris
unavailable)
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« Content Databases, Configuration Databases, and SM TP serversand the dependency of theseserviceson
other componentslikell Sand WindowsOS

« al WSSsitesand their content sources hosted by SharePoint Portal Server, and their sub web (child)
Stes

« SharePoint Portal Server Portal sitesand the hierarchy of their member sites

Systemsinfrastructureinformationisgathered by the NET_SPS_Discovery policy, and Application
Servicesdatafromthe NET_SPSSitesDiscovery policy.

InaWeb Farm scenario, the servicemap clearly identifiesaPortal sdistributed environment: itsweb-front-
end servers, search servers, indexing serversand itscontent and configuration databases. Seethediagram

bel ow of the hierarchy of the SPSfeaturesdiscovered by the Microsoft Enterprise ServersSPI, and their
dependencies.
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« Creating ServiceMapsfor Microsoft Enterprise Servers
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Shar ePoint Portal Server 2001

Microsoft's SharePoint Portal Server isadocument repository system accessed through both aweb and
nativeclient. SharePoint providesformal processesfor authoring and approval, toallow ssmplebut reliable
document versioning.

Thefollowing policies are available to monitor SharePoint Portal Server services:

o NET_SPSServices: monitorsMicrosoft SharePoint Portal Service(msdmserv) and Microsoft Search
Services(mssearch).

« Policiesfor forwarding all SharePoint Portal Server application Windows 2000 event log entrieswith
severity 'Error','Information’and 'Warning'.

« NET_SPS Discovery : agroup of policiesto discover and map the servicetopol ogy for SharePoint
Portal Server.

« NET_SPSSitesDiscovery : discoversthe SharePoint Portal Server sitestructure.
« NET_SPS L ogging:logsselected performancedatafor SharePoint Portal Server.
o NET_SPS PageFaultssec-Sear chServices: monitorspagefaultsof the Microsoft search service.

o« NET_SPS Processor Time-Sear chSer vices: monitorsprocessor utilization of theMicrosoft search
service.

o NET_SPS WorkingSet-Sear chServices: monitorstheworking set of the Microsoft search service.

o NET_SPS ResponseTime: monitorstheworkspaceresponsetime.

The following SharePoint Portal Server reports are available:

o Document Manager CPU Statistics: thisreport showsthe summary CPU statisticsof SharePoint
Portal Server processes, compared with overall CPU statisticsof thesystem, in both graphical and
tabular format. The summarized process statisticsincludethe percentage of CPU time used by the
document manager compared with the percentage of timethe system's CPU wasbusy.

« Document Manager Process M emory Statistics: thisreport showssummary memory statistics of
SharePoint Portal Server processes, ingraphical andtabular format. Thesummarized processstatistics
includethe pagefaultsper second, private bytes, and working set used by the document manager.

« Top ResourceDownload Statistics: thisreport showstop download statisticsfrom the SharePoint
workspacesby user, resourceand machine.
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o WorkspaceResponse Time Statistics: thisreport showsresponsetimeand availability
information for all SharePoint workspaces.

The following SharePoint Portal Server graphs are available:

« Document Manager CPU : thisgraph showssummary CPU statistics of the SharePoint Portal Server
document manager process. Thisdatacan becompared with System Processor Timeto determineto
what extent the document manager processisutilizing processor time.

« Document Manager Memory: thisgraph showssummary memory statisticsof the SharePoint Portal
Server document manager process. Thesummarized processstatisticsincludethe pagefaultsper second,
private bytes, and working set used by the process.

« Index Service CPU: thisgraph showssummary CPU statisticsfor theMicrosoftindex service. This
datacan be compared with System Processor Timeto determineto what extent theindexer isutilizing
processor time.

« Index Service Memory: thisgraph showssummary memory statisticsof theMicrosoftindex service.
Thesummarized process statisticsincludethe pagefaults per second, private bytes, and working set used
by theprocess.

 Search Service CPU: thisgraph showssummary CPU statisticsof theMicrosoft search service. This
datacan be compared with System Processor Timeto determineto what extent the search serviceis
utilizing processor time.

o Service Memory : thisgraph showssummary memory statisticsof theMicrosoft search service. The
summarized process statisticsincludethe pagefaults per second, private bytes, and working set used by
theprocess.

Related Topics:

« SharePoint Portal Server Policies
« SharePoint Portal Server Reports
« SharePoint Portal Server Graphs
« SharePoint Portal Server ServiceMap
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SharePoint Portal Server 2001 policies

Thefollowing predefined policiesfor the SharePoint Portal Server areavailablewiththeMicrosoft
EnterpriseServersSPI.

Availability Monitoring

NET_ SPSServices

Description:  Thispolicy monitorsthefollowing Windows2000 services:

 Microsoft SharePoint Portal Service(msdmserv)

« Microsoft Search Services(mssearch)

If aserviceisnot running and the service startup isset to " Auto Start”, then Microsoft
Enterprise Servers SPI attemptsto restart the service and an error messageissent tothe
consoleto indicatethat the serviceisnot running.

NET_SPS-PageFaultssec-Sear chServices

Description:  Thispolicy monitorspagefaultsof theMicrosoft search services.
NET_SPS-Processor Time-Sear chServices

Description:  Thispolicy monitorsprocessor utilization of theMicrosoft search services.
NET_SPS-WorkingSet-Sear chServices

Description:  Thispolicy monitorstheworking set of theMicrosoft search services.
NET_SPS-11SResponseTime

Description:  Thispolicy monitorsworkspaceresponsetimequeried throughthel nternet Information
Server (11S).
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NET_ SPS-WSSResponseTime

Description:  Thispolicy monitorsworkspaceresponsetimequeried throughthe Web Storage System
(WSS).

Event Monitoring

NET_ SPSFwdApplicationError

Description: Forwardsall SharePoint Portal Server application entriesinthe Windows 2000 event log
withseverity 'Error'.

NET_SPSFwdApplicationlnfor mation

Description: Forwardsall SharePoint Portal Server application entriesinthe Windows 2000 event log
withseverity 'Information'.

NET_SPSFwdApplicationWarning

Description: Forwardsall SharePoint Portal Server application entriesinthe Windows 2000 event log
withseverity 'Warning'.

L ogging

NET_SPS L ogging
Description:  Thispolicy logsselected performancedatafor SharePoint Portal Server.
NET_SPS Errors

Description:  Thispolicy capturesand formatserrorsgenerated by the SharePoint SPI policies.
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% NOTE:

Deploy theWindowsOS SPI logging policy (WINOSSPI-WINOS_Win2k_L ogging) tolog SharePoint
Portal Server process-related datafor CPU and memory counters. Inaddition, the WINOSSPI -
[1SCollector isalso required tolog SharePoint web usage statistics.

Discovery

NET_SPS Discovery

Description:  Thispolicy discoversand maps workspacesand servicetopol ogy for SharePoint Portal
Server.

NET_SPS ForwardDiscoveryError

Description:  ThisLogFilepolicy isdeployed automatically every timethediscovery policy isdeployed,
totrack and report to the management consol e any discovery errorslogged to the Javaagent
log.

NET_SPS-AutoDiscover Delete

Description:  Thispolicy will removethe service node entriesin the service map when the SharePoint
product isuninstalled from thetarget machine.

Related Topics:

« DeployingPoliciesfor Microsoft EnterpriseServers
 SharePoint Portal Server 2001 overview
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SharePoint Portal Server 2001 reports

Thefollowing predefined reportsfor SharePoint Portal Server areavail ablewiththeMicrosoft Enterprise
ServersSPI:

CPU Summary (g_SPSCPUSummary.rpt)

Thisreport showssummary CPU statisticsof SharePoint Portal Server processes, compared with overall
CPU statisticsof thesystem, in graphical and tabular format. The summarized process statisticsincludethe
percentage of CPU timeused by thedocument manager compared with the percentage of timethesystem's
CPU wasbusy.

Y NOTE:
Deploy theWINOSSPI-WINOS_Win2k_Logging policy for this report tofunctioncorrectly.

Counters:
 Process.% Processor Time(msdmserv)

« Process. Thread Count (msdmserv)
« Processor.% Processor Time(msdmserv)
Memory Summary (g_SPSMemorySummary.rpt)

Thisreport showssummary memory statisticsof SharePoint Portal Server processes, ingraphical and
tabular format. The summarized processstatisticsincludethe pagefaults per second, privatebytes, and
working set used by the document manager.

D NOTE:
Deploy theWINOSSPI-WINOS Win2k L oggingpolicy for this reporttofunctioncorrectly.

Counters.
« Process.PrivateBytes(msdmserv)

 Process.Working Set (msdmserv)

 Process.PageFaults/'sec(msdmserv)
DocumentsSummary (g_SPSDocuments.rpt)

Thisreport displaysdocument summariesfor SharePoint workspaces.
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D NOTE:
Deploy the WINOSSPI-11SCollectorand NET_SPS L ogging policiesfor thisreporttofunction
correctly.

Top Downloads(g_SPSTopDownloads.rpt)

Thisreport showstop downl oad statisticsfrom the SharePoi nt workspaces by resourceand user.

D NOTE:
Deploy the WINOSSPI-11SCollectorand NET_SPS L ogging policiesfor thisreport tofunction
correctly.

Response TimeSummary (g_SPSResponseTime.rpt)
Thisreport summarizesresponsetimeandavailability informationfor all SharePoint workspaces.

Related Topics:

 SharePoint Portal Server 2001 graphs

© Copyright 1999 - 2009 Hewlett-Packard Development Company, L.P. Page 168



Microsoft Enterprise Servers SPI Online Help

SharePoint Portal Server 2001 graphs

Thefollowing predefined graphsfor SharePoint Portal Server 2001 areavailablewith the Microsoft
EnterpriseServersSPI:

Document Manager CPU

Thisgraph showssummary CPU stati sticsof the SharePoint Portal Server document manager process.
Thisdatacan be compared with System Processor Timeto determineto what extent the document
manager processisutilizing processor time.

Counter: Process.%Processor Time(msdmserv)

Document Manager Memory

Thisgraph showssummary memory statisticsof the SharePoint Portal Server document manager process.
Thesummarized process stati sticsincludethe pagefaults per second, private bytes, and working set used
by theprocess.

Counters:
 Process.PrivateBytes(msdmserv)

 Process.Working Set (msdmserv)

« Process.PageFaults/sec(msdmserv)

Index Service CPU

Thisgraph showssummary CPU statisticsfor the Microsoft index service. The datacan be compared with
System Processor Timeto determinetowhat extent theindexer isutilizing processor time.

Counter: Process.%Processor Time(mssdmn)

Index Service Memory

Thisgraph showssummary memory statisticsof theMicrosoft index service. Thesummarized process
statisticsincludethe pagefaultsper second, private bytes, and working set used by the process.

Counters.

« Process.PrivateBytes(mssdmn)
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 Process.Working Set (mssdmn)
« Process.PageFaults/sec(mssdmn)

Response Time

Thisgraph showstheresponsetimeof each SharePoint workspacethrough thelnternet I nformation Server
(11S) and Web Storage System (WSS).

Sear ch Service CPU

Thisgraph showssummary CPU statisticsof the Microsoft search service. The datacan be compared with
System Processor Timeto determinetowhat extent the search serviceisutilizing processor time.

Counter: Process.%Processor Time(mssearch)

Service Memory

Thisgraph showssummary memory statisticsof theMi crosoft search service. Thesummarized process
statisticsincludethe pagefaults per second, private bytes, and working set used by the process.

Counters.
 Process.PrivateBytes(mssearch)

o Process.Working Set (mssearch)

« Process.PageFaults/sec (mssearch)

Related Topics:

« SharePoint Portal Server 2001 reports
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SharePoint Portal Server 2003

Microsoft's SharePoint Portal Server isadocument repository system accessed through both aweb and
nativeclient. SharePoint providesformal processesfor authoring and approval, toallow ssmplebut reliable
document versioning. Inaddition, SharePoint Portal Server 2003 usesMicrosoft Windows SharePoint
Services2003 sitesto create portal pagesfor people, information, and organi zations. The portal extends
the capabilitiesof Windows SharePoint Servicessiteswith organization and management tool s, and
enablesteamsto publishinformationintheir sitesto theentire organi zation.

TheMicrosoft Enterprise Servers SPI assi stsmonitoring and managing SharePoint 2003 deployments
acrossenterprises. Following arethe SPI product featuresfor themonitoring of SharePoint 2003:

Discovery

The Microsoft Enterprise Servers SPI Discovery discoversand mapsthe servicetopology and site
structurefor SharePoint Portal serversand displaysthediscovered servicesinvariousmaps.

Configuration Database availability monitoring

Policiesaccessthe SharePoint Portal Server 2003 default configuration database, executeaSQL 'Sel ect
query', and send an appropriate messageto the servicesmap. Using this policy an administrator can check
status and connectivity to the SharePoint 2003 Configuration Database.

Content Database availability monitoring

Policies execute SQL 'Select queries on each of the content databasesfor all thevirtual serversrunning

on anode, and send back appropriate messagesto the relevant content database node on the servicesmap.
Using these policiesan administrator can check SharePoint 2003 Content Database connectivity and status
of database. If for somereason acontent database goes down, the service map showsall the sitesimpacted.
Virtual serversavailability monitoring

Policiesidentify virtual servers, maketheHTTP'Get call’ to thevirtual servers, and send status messages
back to the appropriate Virtual Server nodeson the servicesmap. If avirtual server or [1Sisdown, thiscan
be detected and theimpact to the overall SharePoint deployment will beindicated inthe service map.
Service monitoring

Policiesareautomatically depl oyed depending onwhich SharePoint servicesareenabled. They monitor
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thestatusof essential services, likethesearch service, singlesignon service, adminservice, alert serviceand
timer serviceand send statusmessagesto theconsol e.

Event monitoring

Policiesmonitor theWindowsEvent logfor warning, error andinformation level messagessent from
SharePoint alert, admin, search, timer, and singlesignon services, and send statusmessagestotheconsol e.

Performance monitoring

Policiesmonitor MicrosoftGatherer\Reasonto Back Off, Active QueueL ength, DocumentsDelayed Retry
and Heartbeatscounters, and sendintelligent statusmessagesto theconsol e.

Reports and graphs

Datalogging policiesmake numerousreportsand graphsavailable, displaying collected datain
meani ngful waysfor managing SharePoint Portal Server successfully.

Reportsand Graphsuse datafrom CPU and Memory usage, and Admin, Search, Page/Faullts,
SingleSignon, Alert, SPTimer, and Il SWorker servicesand processes.

Browse SharePoint sites

Browse Shar ePoint Site Tool : Enablesuser to easily navigateto portal site node from the HPOM
console. Right-click theportal siteand select Launch Tool , which openstheportal siteinthebrowser.

Related Topics:

SharePoint Portal 2003 server policies

SharePoint Portal 2003 server reports
SharePoint Portal 2003 server graphs

SharePoint Portal Server servicemap
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SharePoint Portal Server 2003 policies

Thefollowingpoliciesfor SharePoint Portal Server 2003 areoffered withtheMicrosoft Enterprise Servers
SPI. They aregrouped hereinthefollowing categories:

« Availability monitoring

 Servicemonitoring

« WindowsServicemonitoring

« Eventmonitoring

« Performancemonitoring

o Logging

o Discovery

Availability monitoring
Configuration Database:

NET_SPS Monitor ConfigDB and NET_SPS Check SPSComponents

Description:  Thesepoliciesaccessthe SharePoint Portal Server 2003 default configuration database,
executeaSQL 'Select query', and send an appropriate messageto the Configuration
Database node on the servicesmap. Using thispolicy an administrator can check statusand
connectivity tothe SharePoint 2003 Configuration Database.

NOTE:

Thispolicy requiresthe user-id and password of aserviceaccount which haspermissionto
accessthe SharePoint topol ogy configuration database. Openthe

NET_SPS MonitorConfigDB policy and enter theproper user-id/password before
deployingthepolicy to SharePoint nodes.

Content Database:

NET_SPS Monitor ContentDBsand NET_SPS Check SPSComponents
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Description:  Thesepoliciesexecute SQL 'select queries on each of the content databasesfor al the
virtual serversrunning on anode, and send back appropriate messagesto therel evant
content database node on the servicesmap. Using these poli ciesan administrator can check
SharePoint 2003 Content Database connectivity and status of database. If for somereason
acontent database goesdown, the servicemap showsall the sitesimpacted.

NOTE:

TheNET_SPS MonitorContentDBsschedul etask policy requirestheuser-idand
password of aserviceaccount which haspermissionto accessthe SharePoint configuration
database. Openthepolicy and enter the proper user-id/password beforedeploying the
policy to SharePoint nodes.

Virtual servers:

NET_SPS MonitorVirtualServersand NET_SPS CheckSPSComponents

Description:  Thesepoliciesidentify virtual servers, maketheHTTP'Get call’ tothevirtual servers, and
send status messages back to the appropriate Virtual Server nodesontheservicesmap. If a
virtual server or [1Sisdown, thiscan be detected and theimpact to the overall SharePoint
deployment will beindicatedintheservicemap.

NOTE:

TheNET_SPS MonitorVirtual Serversschedul etask policy requirestheuser-id and
password of aserviceaccount which haspermissionto accessthe SharePoint configuration
database. Openthepolicy and enter the proper user-id/password before deploying the
policy to SharePoint nodes.

NET_SPS CheckSPSComponents

Description:  Thispolicy trapsall themessagessent fromthe NET_SPS M onitor ConfigDB
NET_SPS Monitor ContentDBsand NET_SPS M onitor Virtual Servers policies, and
sendsthem on to the appropriate nodes on the services map.

Service monitoring

Thefollowing policiesareautomatically deployed depending onwhich SharePoint servicesareenabl ed.
They monitor thestatusof essential services:
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NET_SPS2003Sear chServices

Description:  Thispolicy checksif the Windows SharePoint Service' SPSSEARCH' isrunning properly
and sends messages about itsstatusto the consol e.

NET_SPS2003SingleSignOnService

Description:  Thispolicy checksif theWindows SharePoint Service'ssosrv'isrunning properly and
sendsmessagesabout itsstatustotheconsole.

NET_SPS2003AdminService

Description:  checksif theWindows SharePoint Service'SPAdmin'isrunning properly and sends
messages about itsstatusto the console.

NET_SPS2003AlertService

Description:  Thispolicy checksif theWindows SharePoint Service'SPSAlert'isrunning properly and
sendsmessagesabout itsstatustotheconsole.

NET_ SPS2003Timer Service

Description:  Thispolicy checksif theWindows SharePoint Service'Sptimer' isrunning properly and
sendsmessagesabout itsstatusto theconsol e.

Windows Service monitoring

PoliciesintheWindows SharePoint Servicesfol der helpto monitor theeventsfrom WindowsSPS, and
sourcesdependent on Windows SPS. Thesepoliciesareautomatically deployed depending onwhich
SharePoint servicesareenabled.

NET_SPS FwdWSSError

Description:  Thispolicy monitors Database Connection Errors, Database Capacity Reached, Web Part
Unsafe Control Detected, OWS Timer, STSWel error, W3WPerror, and all other events
from Windows SPSwith aseverity of 'Critical".

NET_SPS FwdWSSWarning

Description:  Thispolicy monitorsthe WSS eventswith aseverity of Warning, with aDatabase Capacity
Reached rule, and arulemonitoring all other eventsfrom Windows SPSwith aseverity of
'Warning'.
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Event Monitoring

NET_SPSFwdApplicationWarning
Description:  Thispolicy monitorsthe WindowsEvent logfor any warning level messagesfrom

SharePoint alert, admin, search, timer, and singlesignon services.

NET_SPSFwdApplicationError

Description:  Thispolicy monitorstheWindowsEvent log for any error level messagesfrom SharePoint
alert,admin, search, timer, and singlesignon services.

NET_SPSFwdlnformation

Description:  Thispolicy monitorsthe WindowsEvent |ogfor any informationlevel messagesfrom
SharePoint services, accordingtorulesconcerning viruscheckingand ActiveDirectory
account creationand deletion.

NET_SPS HTML _ Transformation

Description: HTML transformation server isan optional component for aserver farm running Windows
Share Point Services. Thispolicy hastherulesto monitor HTML launcher started, HTML
load balancer stopped, HTML launcher, and HTML load balancer started stopped events.

Performancemonitoring

NET_SPS ReasonToBackOff
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Description:  Thispolicy monitorsMicrosoftGatherer\Reason to BackOff counter to seeif itsvalueis
higher than zero. A non zero number meansthat document crawling hasbeen paused
because of insufficient systemresources. Usually anon zero valueindicatesthat the system
islow on memory, or that the current disk 10 istoo high to processrequests.

NET_SPSActive Queue Length

Description:  Thispolicy monitorsMicrosoft Gatherer\A ctive Queuel ength. Thecounter indicatesthe
number of documentsthat arewaiting for arobot thread to processthem. Normally, this
number should bezero. If thisnumber isnot zero, it meansthat the server isfalling behind,
which could beatemporary condition caused by an especially busy period. If thisnumber
isanything other than zero, then all availablethreads should befiltering. If thenumber is
abovezero, but all possiblethreadsaren't filtering, it usually meansthat the SharePoint
servicesneedto bestopped and restarted.

NET_SPSDocuments Delayed Retry

Description:  Thispolicy monitorsMicrosoft Gatherer\DocumentsDelayed Retry. Normally thevalue
should bezero and anon zero value meansthat SharePoint ishaving problemsaccessing
theWeb storage system. Accessattemptswill keepretryinguntil successful. If the
DocumentsDelayed Retry value momentarily goesabove zero and then goesback down, it
meansthat the system was simply busy at thetime of the original request, but later was
ableto catch up with the demand being placed onit. If, however, the number continuesto
steadily rise, thisindicatesaWeb storage systemfailure.

NET_SPSHeartBeats

Description:  Thispolicy monitorsthe Microsoft Gatherer\Heartbeatscounter. By default, aheartbeat
occursevery ten seconds. If you seethat the number of heartbeatsisn'tincreasing, it means
that the SharePoint serviceshaveeither stopped or areunresponsive.

NET _SPSI ndexer CatalogsNumofDocument

Description:  Thispolicy auto deploysto SharePoint Portal indexing server nodesand runsevery 12
hours. Thispolicy sends amessageback to theconsole withthe total number of documents
inal indexes, andincreasesinthe number of documents. Thiswill helpinidentifying
whether thereisaneed to add additional indexing servers.
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L ogging
NET_SPS Indexingcounters L ogging and NET_SPS CreateCodaDataSour ces

Description:  Thesepoliciesareauto deployed to SharePoint Portal Server 2003indexing server nodes.
NET_SPS CreateCodaDataSourcescreatesthe datasourcerequiredtolog data, and
NET_SPS Indexingcounters L ogginglogsindex name, number of documentsineach
index, index size, increasein number of documentsindexed, increaseinsize of theindex,
total free spaceremaining, and used space onindexing servers. Thispolicy runsevery
30minutes. Deploying thesepoliciesisessential for generatingindexing server reports

NET_SPS Common_L ogging and WINOSSPI-WINOS-Win2k-L ogging

Description:  Thesepolicies areauto deployedto all the SharePoint installed nodesin thetopology. The
WINOSSPI-WINOS-Win2k-L ogging policy logsthecpuand memory rel ated statisticsfor
all thesharepoint services,and NET_SPS_Common_L ogging createsthedatasource
which helpsin creating the CPU and Memory related reports. Deploying thesepoliciesis
essential for generating CPU and Memory report.

® NOTE:

Deploy theWindowsOS SPI logging policy (WINOSSPI-WINOS_Win2k_L ogging) tolog SharePoint
Portal Server process-related datafor CPU and memory counters. Inaddition, the WINOSSPI -
I1SCollector isalso required tolog SharePoint web usage statistics.

Discovery

NET_SPS Discovery

Description:  Thispolicy discoversand maps workspacesand servicetopol ogy for SharePoint Portal
Server.

NET_SPSSitesDiscovery

Description:  Thispolicy discoversand maps thesitestructurefor SharePoint Portal Server.

Related Topics:

» Deployingpoliciesfor Microsoft Enterprise Servers
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o SharePoint Portal Server 2003 Overview
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SharePoint Portal Server 2003 reports
Memory and CPU reports

Thesereports can be used to plan and predict capacity of SharePoint Portal Server deployment. They can
assi st determining whether an additional search server or Web front end server needsto beadded to
improve performance.

@ NOTE:
Deploy theWINOSSPI-WINOS Win2k L ogging policy for these reportstofunction correctly.

Weekly CPU Usage Summary (g_SPSCPUWeeklySummary.rpt)

Thisreport showssummary CPU statisticsof Admin, Alert and Timer servicesfor each of the SharePoint
Portal Server 20003 installed nodesin an enterprise deployment. Thedisplaysfor every six hours over the
last 7 days, compared with overall CPU statistics of the system, in both graphical and tabular format. This
report can hel p administrators seewhich server isheavily loaded and which processis causing somuch
load.

Weekly CPU Usage Summary of Sear ch\lndexing Service
(g_SPS IdxSearchService CPUWeeklySummary.rpt)

Thisreport showssummary Indexing\Search servicesfor each of the SharePoint 2003 installed nodesinan
enterprisedeployment. Thedatadisplays for every six hours over thepast 7 days, and compared with
overall CPU statisticsof the system, in both graphical and tabular format. Thisreport can be used for
capacity\expansion planningfor thesearchandindexing serversinthetopol ogy.

Weekly Memory UsageSummary (g_SPSMemoryWeeklySummary.rpt)

Thisreport showssummary of memory statisticsof Admin, Alert, Timer, Searchand | ndexing servicesfor
each of the SharePoint Portal Server 20003 installed nodesin an enterprise deployment. Thedatadisplays
for every six hours over thelast 7 days, compared with overall CPU statistics of the system, in both
graphical and tabular format. The summarized process statisticsincludethe pagefaults per second, private
bytes, and working set used by Admin, Alert, Timer, Search and Indexing services.

| ndexing Server reports

Weekly summary of Indexing space used, Free Space, Total Used Space
(g_SPSIndexingWeeklySummary.rpt)
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Thisreport showsthe size of each index, total free space, and total used spaceleft on each of the
SharePoint Portal Server 2003 Indexing servers. Thereport showsdatapoints, and chartsfor every 12
hoursineach day over the past seven days.

Monthly summary of I ndexing space used, Free Space, Total Used Space
(g_SPSIndexingMonthlySummary.rpt)

Thisreport showsthe size of each index, total free space, and total used spaceleft on each of the
SharePoint Portal Server 2003 Indexing servers. Thereport showsdatapoints, and chartsfor every
day overthepast 30days.

Weekly summary of Increasein Indexing space used, Free Space, Total Used Space
(g_SPSIntervall ndexingWeeklySummary.rpt)

Thisreport showstheincreaseinthesize of each index, total free space, and total used spaceleft on each
of the SharePoint Portal Server 2003 Indexing servers. Thereport showsdatapoints, and chartsfor every
12 hoursineach day over the past seven days.

Weekly summary of I ndexing space used, Free Space, Total Used Space
(g_SPSInterval I ndexingM onthly Summary.rpt)

Thisreport showstheincreaseinthesize of each index, total free space, and total used spaceleft on each
of the SharePoint Portal Server 2003 Indexing servers. Thereport showsdatapoints, and chartsfor every
day overthepast 30days.

Weekly summary of Number of Docsin Indexes, Increased Number of Dacs, |ndex Size
(g_SPSDocsl nindexingWeeklySummary.rpt)

Thisreport showstheincreased number of documents, total number of documents, and total size of each
index for every SharePoint Portal Server 2003 Indexing server. Thereport showsdatapoints, and charts
for every 12 hoursin each day over the past seven days.

Weekly summary of I ndexing space used, Free Space, Total Used Space
(g_SPSDocslnindexingMonthlySummary.rpt)

Thisreport showstheincreased number of documents, total number of documents, and total size of each
index for every SharePoint Portal Server 2003 Indexing server. Thereport showsdatapoints, and charts
for every day over thepast 30 days.

D NOTE:
Deploy theWINOSSPI-11SCollectorand NET_SPS L ogging policiesfor thesereportstofunction
correctly.

[ISWorker Processreports

© Copyright 1999 - 2009 Hewlett-Packard Development Company, L.P. Page 181



Microsoft Enterprise Servers SPI Online Help

Weekly Summary of [ SWorker Process CPU Usage
(g_SPS 1IS CPUWeeklySummary.rpt)

Thisreport showsthe summary of CPU usage of 11 Sworker process (w3wp process) for the past week.
Thereport can be used to find out whether the [1Sis getting used heavily, and can give an indication of
whether ismay be necessary to add additional web front end servers.

D NOTE:
Deploy the WINOSSPI-11SCollectorand NET_SPS L ogging policiesfor thisreporttofunction
correctly.

Related Topics:

« SharePoint Portal Server 2003 graphs
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SharePoint Portal Server 2003 graphs

Thefollowing predefined graphsfor SharePoint Portal ServersareavailablewiththeMicrosoft Enterprise
ServersSPI:

SharePoint Portal Server Admin service CPU usage (2003 and later)

Thisgraph showssummary CPU statisticsof the SharePoint admin serviceprocess(spsadmin.exe). This
datacan be compared with System Processor Timeto determineto what extent the SharePoint admin
serviceisutilizing processor time.

Shar ePoint Portal Server Admin service Memory usage (2003 and | ater)

Thisgraph showssummary memory statisticsof the SharePoint admin service process(spsadmin.exe). The
summarized process stati sticsshow private bytes, and working set used by theprocess.

Counters.

 Process.PrivateBytes
« Process.Working Set

Shar ePoint Portal Server Search Service CPU usage

Thisgraph showssummary CPU statisticsof the SharePoint search serviceprocess(mssearch.exe). This
datacan be compared with System Processor Timeto determineto what extent the SharePoint admin
serviceisutilizing processor time.

Shar ePoint Portal Server Search Service Memory usage

Thisgraph showssummary memory statisticsof the SharePoint search serviceprocess(mssearch.exe). The
summarized processstatisticsincludethe private bytes, and working set used by the process.

Counters.

 Process.PrivateBytes
« Process.Working Set

Shar ePoint Sear ch Service Page Faults/sec

Thisgraph showssummary memory stati sticsof the SharePoint Search serviceprocess(mssearch.exe).
Thesummarized processstatisti csincludethe Page Faults\sec by the process.
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Counters.

 Process.PageFaults\sec
Shar ePoint Portal Server SingleSignon Service CPU usage (2003 and later)

Thisgraph showssummary CPU stati sticsof the SharePoint Singlesignon service process (SSOSRV .exe).
Thisdatacan be compared with System Processor Timeto determineto what extent the SharePoint Single
signonserviceisutilizing processor time.

Shar ePoint Portal Server SingleSignon Service M emory usage (2003 and | ater)

Thisgraph showssummary memory statisticsof the SharePoint singlesign on service process
(SSOSRYV .exe). Thesummarized process statisticsincludethe private bytes, and working set used by the
process.

Counters.

o Process.PrivateBytes
» Process.Working Set
SharePoint Portal Server SPTimer Service CPU Usage (2003 and later)

Thisgraph showssummary CPU statisticsof the SharePoint SPTimer serviceprocess(OWSTIMER.exe).
Thisdatacan be compared with System Processor Timeto determineto what extent the SharePoint
SPTImer serviceisutilizing processor time.

Shar ePoint Portal Server SPTimer Service Memory usage (2003 and later)

Thisgraph showssummary memory statisticsof the SharePoint SPTimer serviceprocess
(OWSTIMER.exe). Thesummarized process stati sticsincludethe private bytesand working set used by
theprocess.

Counters.

o Process.PrivateBytes
o Process.Working Set, Process
Shar ePoint Portal Server Alert Service CPU usage (2003 and later)

Thisgraph showssummary CPU stati sticsof the SharePoint Alert serviceprocess
(SPSNotificationService.exe). Thisdatacan becompared with System Processor Timeto determineto
what extent the SharePoint SPTImer serviceisutilizing processor time.
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Shar ePoint Portal Server 2003 Alert Service Memory usage (2003 and | ater)

Thisgraph showssummary memory statisticsof the SharePoint Alert service process
(SPSNotificationService.exe). Thesummarized processstati sticsincludetheprivatebytesand working set
used by theprocess.

Counters.

o Process.PrivateBytes

o Process.Working Set, Process
[1SWorker process CPU usage (2003 and | ater)

Thisgraph showssummary CPU statisticsof thell Sworker processservice (w3wp.exe). Thisdatacan be
compared with System Processor Timeto determineto what extent thell Sworker processserviceis
utilizing processor time, which can be used in making decisions about whether to add additional web front
endservers.

[1SWorker process Memory usage (2003 and later)

Thisgraph showssummary memory statisticsof thell Sworker processservice (w3wp.exe). The
summarized processstatisticsincludethe private bytesand working set used by the process.

Counters.

 Process.PrivateBytes
 Process.Working Set

[1SWorker processes Page Faults (2003 and | ater)

Thisgraph showssummary memory statisticsof thell Sworker processservice (W3wp.exe). The
summarized processstatisticsincludethe Page Faults\sec by theprocess.

Counters.

 Process.PageFaults\sec

Related Topics:

« SharePoint Portal Server 2003 reports
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Shar ePoint Portal Server 2007

Microsoft's SharePoint Portal Server isadocument repository system accessed through both aweb and
nativeclient. SharePoint providesformal processesfor authoring and approval, toallow ssmplebut reliable
document versioning.

Thefollowing policies are available to monitor SharePoint Portal Server services:
Availability Monitoring

e MSES MOSS AdminService: monitorsthe 2007 server. If the serviceisstoppeditisrestarted
automatically

« MSES MOSS Document Conversions L oad Balancer Service: monitorsthe Document
ConversionsL oad Balancer Serviceprocess

e MSES MOSS OfficeServer Sear chService: monitorsthe Office Sharepoint server search.

e MSES MOSS _Timer Service: monitorsthe 2007 server. If theserviceisstoppeditisrestarted
automatically

e MSES MOSS Document ConversionsL auncher Service: monitorsthe Document Conversions
Launcher Serviceprocess

e MSES MOSS SearchService: monitorsthe 2007 server. If theserviceisstoppeditisrestarted
automatically

e MSES MOSS SingleSignOnService: monitorsthe 2007 server. If theserviceisstoppeditisrestarted
automatically

Logging

e MSES MOSS-2k7_Logging_Process MOSS.Conversions.L oadBalancer : collectsdatafor
Microsoft Office Server ConversionsL oadBal ancer

e MSES MOSS-2k7_L ogging_Process WSSTRACING : colletsdatafor the WSSTRACING process
e MSES MOSS-2k7_Logging Process SPWRITER : colletsdatafor the SPWRITER process
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e MSES MOSS-2k7_L ogging_Process WSADMIN :collectsdatafor WSADMIN process

e MSES MOSS-2k7_Logging Process OWSTIMER : collectsdatafor the OWSTIMER process
e MSES MOSS-2k7_L ogging Process MSSEARCH : collectsdatafor M SSEARCH process

e MSES MOSS-2k7 L ogging_Process w3wp : collectsdatafor w3wp process

e MSES MOSS-2k7_Logging_Process SSOSRYV : collectsdatafor the SSOSRV process

e MSES MOSS-2k7_Logging_Process M OSS.Conversions.Launcher: collectsdatafor
conversions.Launcher process

e MSES MOSS-2k7_CreateCodeDataSour ces. createsacode datasourcefor MOSS services

Service Monitoring

« MSES MOSS-2k7_Database Monitoring: checksthestatusof theM OSS databaseinstances
e MSES MOSS-2k7_Logical_Services Monitoring : checksthestatusof theM OSSlogical services
« MSES MOSS DocumentsDelayed Retry : monitorsthe Documents Del ayed Retry counter

Application Monitoring

e MSES MOSS FwdApplicationlnformation : handlesinformational informationfromall sharepoint
services

« MSES MOSS FwdApplicationWarning: handlesthewarning messagesfrom all sharepoint services

The following SharePoint Portal Server reports are available:

Memory and CPU Reports

» Daily/Weekly CPUUsageSummary
(g_MOSS2k7CPUSummary.rpt/g_MOSS2k7CPUWeeklySummary.rpt) : thisreport showssummary
CPU statisticsof MOSS2007 server’ sservicesinstalled nodesin an enterprisedeployment. Thedisplays
for every six hours over thelast 7 days, compared with overall CPU statisticsof the system, in both
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graphical and tabular format. Thisreport can help administrators seewhich server isheavily loaded and
which processiscausing so muchload.

Daily/Weekly Memory UsageSummary (g MOSS2k7MemorySummary.rpt/
g_MOSS2k7MemoryWeeklySummary.rpt) : thisreport showssummary CPU statisticsof MOSS 2007
server’ sservicesinstalled nodesin an enterprisedeployment. Thedatadisplaysfor every six hours over
thelast 7 days, compared with overall CPU statisticsof the system, in both graphical and tabular format.
Thesummarized process stati sticsincludethe pagefaults per second, private bytes, and working set used
by theservices.

[ISWorker Processreports

Weekly Summary of I1SWorker Process CPU Usage
(g_MOSS2k7_11S_CPUWeeklySummary.rpt): thisreport showsthesizeof eachindex, total freespace,
and total used spaceleft on each of the SharePoint Portal Server 2003 Indexing servers. The

report showsdatapoints, and chartsfor every 12 hoursin each day over the past seven days.

The following SharePoint Portal Server graphs are available:

Shar ePoint Server Admin service CPU usage (2007)

Shar ePoint Portal Server Admin service M emory usage (2007)
Shar ePoint Portal Server Search Service CPU usage

SharePoint Portal Server Search Service Memory usage.

Shar ePoint Sear ch Service Page Faults/sec

SharePoint Portal Server SingleSignon Service CPU usage (2007)
SharePoint Portal Server SingleSignon Service M emory usage (2007)
SharePoint Portal Server SPTimer Service CPU Usage (2007)
SharePoint Portal Server SPTimer Service Memory usage (2007)
[ISWorker process CPU usage (2007)

[ISWorker process Memory usage (2007)

[ISWorker processes Page Faults (2007)

Related Topics:
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SharePoint Portal Server Policies

SharePoint Portal Server Reports

SharePoint Portal Server Graphs
SharePoint Portal Server ServiceMap
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Auto Deployment Policies

HPOM automatically deployspoliciesto anodeif theagentiscorrectly installed. Y ou can disablethe
auto-deployment for all nodesif you manually wishto deploy thepolicies. Thefollowing describethe
Sharepoint Portal Server 2007 policies.

Availability Monitoring

Policy Name: MSES MOSS AdminService

Policy Group: SPI for M SES> en > Sharepoint Portal Server > Microsoft Office Sharepoint Server 2007
Description: Monitorsthe 2007 server. If theserviceisstopped itisrestarted automatically

Default Schedule: Every 5minutesdaily.

Policy Type: WindowsM anagement I nterface

PolicyName: MSES MOSS Document Conversions L oad Balancer Service

Description: MonitorstheDocument ConversionsL oad Balancer Serviceprocess

Policy Group: SPI for MSES > en > Sharepoint Portal Server > Microsoft Office Sharepoint Server 2007
Default Schedule: Every 5 minutesdaily.

Policy Type: WindowsM anagement Interface

PolicyNameM SES M OSS_OfficeSer ver Sear chService

Description: Monitorsthe Office Sharepoint server search.

Policy Group: SPI for MSES > en > Sharepoint Portal Server > Microsoft Office Sharepoint Server 2007
Default Schedule: Every 5minutesdaily.

Policy Type: WindowsM anagement I nterface
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PolicyName: MSES MOSS_Timer Service

Description: Monitorsthe2007 server. If theserviceisstoppeditisrestarted automatically

Policy Group: SPI for MSES > en > Sharepoint Portal Server > Microsoft Office Sharepoint Server 2007
Default Schedule: Every 5 minutesdaily.

Policy Type: WindowsManagement I nterface

PolicyName: MSES MOSS Document ConversionsL auncher Service

Description: Monitorsthe Document ConversionsL auncher Serviceprocess

Policy Group: SPI for MSES > en > Sharepoint Portal Server > Microsoft Office Sharepoint Server 2007
Default Schedule: Every 5minutesdalily.

Policy Type: WindowsM anagement | nterface

PolicyName: MSES MOSS SearchService

Description: Monitorsthe2007 server. If theserviceisstoppeditisrestarted automatically

Policy Group: SPI for MSES > en > Sharepoint Portal Server > Microsoft Office Sharepoint Server 2007
Default Schedule: Every 5 minutesdaily.

Policy Type: WindowsManagement I nterface

PolicyName: MSES MOSS_SingleSignOnService

Description: Monitorsthe 2007 server. If theserviceisstopped itisrestarted automatically

Policy Group: SPI for MSES > en > Sharepoint Portal Server > Microsoft Office Sharepoint Server 2007
Default Schedule: Every 5minutesdalily.

Policy Type: WindowsM anagement | nterface
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L ogging

Thefollowing metricsarecollected for all the processesmentioned under Logging.
\ Metric Name H DataType \

‘ InstanceName HText ‘
\Working Set |Real64 |
\PageFauItspersec HReaI64 \
\PrivateBytes H Real 64 \
Thread Count |Real64 |
‘Procr Time(%) H Real 64 ‘

Policy Name: MSES MOSS-2k7_L ogging_Process MOSS.Conversions.L oadBalancer
Description: Collectsdatafor Microsoft Office Server ConversionsL oadBal ancer

Policy Group: SPI for MSES > en > Sharepoint Portal Server > Microsoft Office Sharepoint Server 2007
Default Schedule: Every 5minutesdaily.

Policy Type: Measurement Threshold

ServiceName: Office Document ConversionsL oad Balancer Service

M onitored Process: Micorsoft.Office.Server.conversions.L oadBal ancer.exe

Policy Name: MSES MOSS-2k7_Logging Process WSSTRACING

Description: Colletsdatafor theWSSTRACING process

Policy Group: SPI for MSES > en > Sharepoint Portal Server > Microsoft Office Sharepoint Server 2007
Default Schedule: Every 5minutesdaily.

Policy Type: Measurement Threshold

ServiceName: Windows SharePoint ServicesTracing

Monitored Process: wsstracing.exe
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Policy Name: MSES MOSS-2k7_L ogging_Process SPWRITER

Description: Colletsdatafor the SPWRITER process

Policy Group: SPI for M SES > en > Sharepoint Portal Server > Microsoft Office Sharepoint Server 2007
Default Schedule: Every 5minutesdaily.

Policy Type: Measurement Threshold

ServiceName: Windows SharePoint ServicesV SSWriter

Monitored Process: spwriter.exe

Policy Name: MSES MOSS-2k7_L ogging_Process WSADMIN

Description: Collectsdatafor WSADMIN process

Policy Group: SPI for M SES > en > Sharepoint Portal Server > Microsoft Office Sharepoint Server 2007
Default Schedule: Every 5minutesdaily.

Policy Type: Measurement Threshold

ServiceName: Measurement Threshold

M onitored Process: wssadmin.exe

PolicyName: MSES MOSS-2k7_L ogging_Process OWSTIMER

Description: Collectsdatafor theOWSTIMER process

Policy Group: SPI for M SES > en > Sharepoint Portal Server > Microsoft Office Sharepoint Server 2007
Default Schedule: Every 5minutesdaily.

Policy Type: Measurement Threshold

ServiceName: Windows SharePoint ServicesTimer

M onitored Process: owstimer.exe
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PolicyName: MSES MOSS-2k7_L ogging Process M SSEARCH

Description: Collectsdatafor M SSEARCH process

Policy Group: SPI for MSES > en > Sharepoint Portal Server > Microsoft Office Sharepoint Server 2007
Default Schedule: Every 5 minutesdaily.

Policy Type: Measurement Threshold

ServiceName: Windows SharePoint Servicer Search

M onitored Process. mssearch.exe

PolicyName: MSES M OSS-2k7_L ogging_Process w3wp

Description: Collectsdatafor w3wp process

Policy Group: SPI for MSES > en > Sharepoint Portal Server > Microsoft Office Sharepoint Server 2007
Default Schedule: Every 5 minutesdaily.

Policy Type: Measurement Threshold

ServiceName: Windowsl | Sworker process

Monitored Process. w3wp.exe

PolicyName: MSES MOSS-2k7_ L ogging_Process SSOSRV

Description: Collectsdatafor the SSOSRV process

Policy Group: SPI for MSES > en > Sharepoint Portal Server > Microsoft Office Sharepoint Server 2007
Default Schedule: Every 5 minutesdaily.

Policy Type: Measurement Threshold

ServiceName: Microsoft SingleSign-on Service

M onitored Process; ssosrv.exe
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Policy Name: MSES MOSS-2k7_L ogging Process M OSS.Conversions.L auncher

Description: Collectsdatafor conversions.Launcher process

Policy Group: SPI for MSES > en > Sharepoint Portal Server > Microsoft Office Sharepoint Server 2007
Default Schedule: Every 5minutesdaily.

Policy Type: Measurement Threshold

ServiceName: OfficeDocument ConversionsL auncher Service

M onitored Process: Microsoft.Office.Server.Conversions.L auncher.exe

Policy Name: MSES MOSS-2k7_CreateCodeDataSour ces

Description: Createsacodedatasourcefor MOSS services

Policy Group: SPI for MSES > en > Sharepoint Portal Server > Microsoft Office Sharepoint Server 2007
Default Schedule: Every 30 minutesdaily.

Policy Type: Scheduledtask

ServiceName: OfficeDocument ConversionsL auncher Service

M onitored Process: Microsoft. Office.Server.Conversions.L auncher.exe

Service Monitoring

PolicyName: MSES MOSS-2k7_Database Monitoring

Description: Checksthestatusof the M OSS databaseinstances

Policy Group: SPI for MSES > en > Sharepoint Portal Server > Microsoft Office Sharepoint Server 2007
Default Schedule: Every 30 minutesdaily.

Policy Type: Scheduledtask
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PolicyName: MSES MOSS-2k7_Logical Services Monitoring

Description: Checksthestatusof theM OSSlogical services

Policy Group: SPI for MSES > en > Sharepoint Portal Server > Microsoft Office Sharepoint Server 2007
Default Schedule: Every 30 minutesdaily.

Policy Type: Scheduledtask

Policy Name: MSES MOSS DocumentsDelayed Retry

Description: Monitorsthe DocumentsDel ayed Retry counter

Policy Group: SPI for MSES > en > Sharepoint Portal Server > Microsoft Office Sharepoint Server 2007
Default Schedule: Every 20 minutesdaily.

Policy Type: Measurement Threshold

Application

Policy Name: MSES MOSS FwdApplicationl nfor mation

Description: Handlesinformational informationfromall sharepoint services

Policy Group: SPI for MSES > en > Sharepoint Portal Server > Microsoft Office Sharepoint Server 2007
Default Schedule: N/A

Policy Type: WindowsEvent Log

PolicyName: MSES MOSS FwdApplicationWarning

Description: Handlesthewarning messagesfromall sharepoint services

Policy Group: SPI for MSES > en > Sharepoint Portal Server > Microsoft Office Sharepoint Server 2007
Default Schedule: N/A

Policy Type: WindowsEvent Log
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MOS 2007 reports
Memory and CPU reports

Thesereports can be used to plan and predict capacity of SharePoint Portal Server deployment. They can
assi st determining whether an additional search server or Web front end server needsto beadded to
improve performance.

@ NOTE:
Deploy theWINOSSPI-WINOS Win2k L ogging policy for these reportstofunction correctly.

Daily/Weekly CPU UsageSummary
(g_MOSS2k7CPUSUmmary.rpt/g_MOSS2k7CPUWeeklySummary.rpt)

Thisreport showssummary CPU statisticsof MOSS 2007 server’ sservicesinstalled nodesin an enterprise
deployment. Thedisplaysfor every six hours over thelast 7 days, compared with overall CPU statisticsof
the system, in both graphical and tabular format. Thisreport can help administratorsseewhich serveris
heavily loaded and which processis causing so much load.

Daily/Weekly MemoryUsageSummary (g_MOSS2k7MemorySummary.rpt/
g_MOSS2k7MemoryWeeklySummary.rpt)

Thisreport showssummary CPU statisticsof MOSS 2007 server’ sservicesinstalled nodesin an enterprise
deployment. Thedatadisplaysfor every six hours over thelast 7 days, compared with overall CPU

stati sticsof thesystem, in both graphical and tabular format. The summarized process statisticsincludethe
pagefaultsper second, private bytes, and working set used by the services.

[ISWorker Processreports

Weekly Summary of [ SWorker Process CPU Usage(g MOSS2k7 _11S_CPUWeeklySummary.rpt)

Thisreport showsthesize of each index, total free space, and total used spaceleft on each of the
SharePoint Portal Server 2003 Indexing servers. Thereport showsdatapoints, and chartsfor every 12
hoursineach day over the past seven days.

% NOTE:
Deploy the WINOSSPI-11SCollectorand NET_SPS L ogging policiesfor thisreporttofunction
correctly.
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Related Topics:

o MOSS 2007 graphs
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MOSS 2007 graphs

Thefollowing predefined graphsfor SharePoint Portal ServersareavailablewiththeMicrosoft Enterprise
ServersSPI:

SharePoint Server Admin service CPU usage (2007)

Thisgraph showssummary CPU statisticsof the SharePoint admin serviceprocess(spsadmin.exe). This
datacan be compared with System Processor Timeto determineto what extent the SharePoint admin
serviceisutilizing processor time.

Shar ePoint Portal Server Admin service Memory usage (2003 and | ater)

Thisgraph showssummary memory statisticsof the SharePoint admin service process(spsadmin.exe). The
summarized process stati sticsshow private bytes, and working set used by theprocess.

Counters.

 Process.PrivateBytes
« Process.Working Set

Shar ePoint Portal Server Search Service CPU usage

Thisgraph showssummary CPU statisticsof the SharePoint search serviceprocess(mssearch.exe). This
datacan be compared with System Processor Timeto determineto what extent the SharePoint admin
serviceisutilizing processor time.

Shar ePoint Portal Server Search Service Memory usage

Thisgraph showssummary memory statisticsof the SharePoint search serviceprocess(mssearch.exe). The
summarized processstatisticsincludethe private bytes, and working set used by the process.

Counters.

 Process.PrivateBytes
« Process.Working Set

Shar ePoint Sear ch Service Page Faults/sec

Thisgraph showssummary memory stati sticsof the SharePoint Search serviceprocess(mssearch.exe).
Thesummarized processstatisti csincludethe Page Faults\sec by the process.
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Counters.

 Process.PageFaults\sec
Shar ePoint Portal Server SingleSignon Service CPU usage (2007)

Thisgraph showssummary CPU stati sticsof the SharePoint Singlesignon service process (SSOSRV .exe).
Thisdatacan be compared with System Processor Timeto determineto what extent the SharePoint Single
signonserviceisutilizing processor time.

SharePoint Portal Server SingleSignon Service M emory usage (2007)

Thisgraph showssummary memory statisticsof the SharePoint singlesign on service process
(SSOSRYV .exe). Thesummarized process statisticsincludethe private bytes, and working set used by the
process.

Counters.

o Process.PrivateBytes
» Process.Working Set
SharePoint Portal Server SPTimer Service CPU Usage (2007)

Thisgraph showssummary CPU statisticsof the SharePoint SPTimer serviceprocess(OWSTIMER.exe).
Thisdatacan be compared with System Processor Timeto determineto what extent the SharePoint
SPTImer serviceisutilizing processor time.

Shar ePoint Portal Server SPTimer Service Memory usage (2007)

Thisgraph showssummary memory statisticsof the SharePoint SPTimer serviceprocess
(OWSTIMER.exe). Thesummarized process stati sticsincludethe private bytesand working set used by
theprocess.

Counters.

o Process.PrivateBytes

o Process.Working Set, Process
[1SWorker process CPU usage (2007)

Thisgraph showssummary CPU statisticsof the [l Sworker processservice (w3wp.exe). Thisdatacan be
compared with System Processor Timeto determineto what extent thell Sworker processserviceis
utilizing processor time, which can be used in making decisions about whether to add additional web front
endservers.
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[I1SWorker process Memory usage (2007)

Thisgraph showssummary memory statisticsof thell Sworker processservice (w3wp.exe). The
summarized process stati sticsincludethe private bytesand working set used by the process.

Counters.

 Process.PrivateBytes
» ProcessWorking Set.

I1SWorker processes Page Faults (2007)

Thisgraph showssummary memory statisticsof thell Sworker processservice (w3wp.exe). The
summarized processstati sticsincludethe Page Faults\sec by theprocess.

Counters.

o Process.PageFaults\sec

Related Topics:

« MOSS 2007 reports
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