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Preface

Document Date: 1/10/05

Welcome to the Opsware System Web Services API 2.0l — a standards-based
programming environment built on open industry standards such as SOAP (Simple
Object Access Protocol) and WSDL (Web Services Definition Language).

The Opsware System Web Services API 2.0 enables the integration of applications and
other systems with the [type product name here] versions 4.6 and 4.7. This broadens the
scope of how IT can use the [type product name here] to achieve operational goals.

About this Guide

This guide describes how to use the Opsware System Web Services API 2.0, starting with
an overview of the API. It provides information about using the APl to manage servers,
reconcile servers (install or remove software), manipulate the software node tree, and
execute automated scripts.

Audience for this Guide

This guide is intended for software developers who will be writing programs using the
Opsware System Web Services API 2.0.

To use the Opsware System Web Services API 2.0, you should:

+ Be familiar with Opsware System (have taken the Opsware Fundamentals course or
have equivalent experience).

+ Have experience in programming a client application that interacts with a Web Service
in one of the languages (Java, Python, Perl, C#) that the Opsware System Web
Services API 2.0 supports.

Contents of this Guide

This guide contains the following chapters:
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.

Chapter 1: Overview - provides an overview description of the Opsware System Web
Services API 2.0, including architecture diagrams and descriptions of the sample client
programs

Chapter 2: Set Up - discusses software requirements, security, exception handling,
logging

Chapters 3 - 12 have reference information for each SOAP operation in a given Web
Service. Each chapter begins with a brief overview of the Web Service, followed by the
sections that describe the results and arguments of every operation. (See “How the
Chapters on the Web Service Operations Document the WSDL Files” on page xiv.)

.

Chapter 3: Command Session Web Service Operations Reference
Chapter 4: Custom Attribute Web Service Operations Reference
Chapter 5: Customer Web Service Operations Reference
Chapter 6: Distributed Script Web Service Reference

Chapter 7: Facility Web Service Operations Reference

Chapter 8: Node Web Service Operation Reference

Chapter 9: Platform Web Service Operations Reference

Chapter 10: Security Web Service Operations Reference

Chapter 11: Server Web Service Operations Reference

Chapter 12: Software Web Service Operations Reference

Chapter 13: Complex Data Types Reference - provides reference information for the
SOAP complex types used by the Opsware System Web Services API 2.0. (See “How
the Chapter on the Complex Data Types Reference Documents the WSDL Files” on
page xv.)

Conventions in this Guide

This guide uses the following typographical and formatting conventions.

Bold Defines terms.

ltalics Identifies guide titles and provides emphasis.

X|| Opsware Inc. Confidential Information: Not for Redistribution. Copyright © 2000-2005 Opsware Inc. All Rights Reserved.



Couri er Identifies text of displayed messages and other
output from Opsware programs or tools.

Courier Bold |dentifies user-entered text (commands or
information).
Courier ltalics Identifies variable user-entered text on the

command line or within example files.

Icons in this Guide

This guide uses the following iconographic conventions.

This is a note. This icon identifies especially
important concepts that warrant added emphasis.

[

This is a requirement. This icon identifies a task
that must be performed before an action under
discussion can be performed.

This is a tip. This icon identifies information that
can help simplify or clarify tasks.

This is a warning. This icon is used to identify
significant information that must be read before
proceeding.

> © K«

Documentation Supporting the Opsware System Web
Services API 2.0

The documentation set supporting the API includes:
« This reference guide — Opsware System Web Services APl 2.0 Guide

« The developer syntax docs for each client language - Java, Python, Perl, C#
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For more information, see “About the Developer Syntax Docs” on page 10.

+ The Web Service Definition Language (WSDL) files — one WSDL file per Web Service
(ten WSDLs total)

The WSDL file is the single most accurate standard-compliant description of the Web
Services. It includes definitions of the data structures in the form of XML schemas, the
objects that can be sent and retrieved, the operations exposed in the interface, and
their corresponding input and output parameters. The section “How to Read this Guide”
on page xiv describes how this guide documents the operations defined in the WSDL
files.

» The source code for a sample client application for each supported language

The sample client applications show how to connect to the Web Service and how to
invoke most of the getter operations, including those that use filter arguments for
retrieving information.

+ The README for the sample application for each client platform that describes how to
set up and run the sample application for that platform

In addition to the supporting documentation set, Opsware Inc. provides the following
resources for developers using the Opsware System Web Services APl 2.0:

» Client stubs (See “Client Architecture” on page 7.)
» Proxy modules (See “Supported Client Languages and Technologies” on page 9.)

» A static WSDL file for each Web Service

How to Read this Guide

The organization of this guide mirrors the underlying structure of the Opsware System
Web Services API 2.0. The reference chapters of this guide describe every Web Service
operation and most of the complex SOAP data types used by the operations.

How the Chapters on the Web Service Operations Document the WSDL
Files

In this guide, reference chapters document the operations for each Web Service and
corresponding WSDL file. To find out the syntax of an operation in a particular language
(Java, Python, Perl, C#), refer to the developer syntax docs (such as the javadocs).

XiV Opsware Inc. Confidential Information: Not for Redistribution. Copyright © 2000-2005 Opsware Inc. All Rights Reserved.



For example, The Server Web Service Operations Reference chapter documents the
get | Ds operation in a language-neutral manner by describing the operation result and
argument as SOAP data types. The Ser ver WebSer vi ce. wsdl file specifies the

get | Ds operation as follows:

<operation nanme="getl|Ds" >

<i nput nessage="tns:getlDs" />

<out put message="tns: get| DsResponse" />
</ operati on>

<operation nanme="getl| Ds" >
<soap: operati on
soapActi on=""
style="rpc" />
<i nput >
<soap: body use="encoded"
nanespace="http://ww. opswar e. conf osapi / 2. 0/ com opswar e/ ws/
ej b/ Server WebSer vi ce"
encodi ngStyl e="http://schemas. xnl soap. or g/ soap/ encodi ng/" />
</i nput >
<out put >
<soap: body use="encoded"
nanespace="http://ww. opswar e. conf osapi / 2. 0/ com opswar e/ ws/
ej b/ Server WebSer vi ce"
encodi ngStyl e="http://schemas. xn soap. or g/ soap/ encodi ng/ " / >
</ out put >

<message nane="getl| Ds" >
<part name="serverFilter"
xm ns: partns="j ava: com opsware.ws.filter"
type="partns: ServerFilter" />

</ nessage>

<message nane="get| DsResponse" >
<part name="result"
xm ns: partns="j ava: | anguage_buil ti ns. mat h"
type="partns: ArrayOdf Bi gDeci mal " />

</ nessage>

How the Chapter on the Complex Data Types Reference Documents the
WSDL Files

The Complex Data Types chapter describes the elements of the Ser ver Fi | t er type in
a language-neutral manner. A SOAP complex data type is made up of other data types.
The Ser ver Fi | t er complex type, for example, contains a st ri ng type named

machi nel Dand a dat eTi ne type called | ast Request Ti meSt anp. Basic types,

Opsware Inc. Confidential Information: Not for Redistribution. Copyright © 2000-2005 Opsware Inc. All Rights Reserved.
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such as string, deci mal , and dat eTi e, are not complex types. The developer
syntax docs specify the complex types in each language (Java, Python, Perl, C#). For
example, the javadocs for the Ser ver Fi | t er class specify the machi nel D and

| ast Request Ti neSt anp elements by their corresponding getter and setter methods.

The following snippet of the Ser ver WebSer vi ce. wsdl file shows some of the
elements contained in the Ser ver Fi | t er complex type:

<xsd: conpl exType nane="ServerFilter">
<xsd: sequence>
<xsd: el ement nane="rachi nel D"

maxCccur s="1"
type="xsd: string"
m nCccur s="1"
nillable="true">
</ xsd: el enent >
<xsd: el ement xm ns:t p="java: | anguage_buil ti ns. mat h"
name="server| Ds"
maxCccur s="1"
type="t p: ArrayCf Bi gDeci mal "
m nCccur s="1"
nillable="true">
</ xsd: el enent >
<xsd: el enent name="1 ast Request Ti neSt anp”
maxCccur s="1"
t ype="xsd: dat eTi ne"
m nCccurs="1"
nillable="true">
</ xsd: el enent >

</ xsd: sequence>
</ xsd: conpl exType>

Array and List Complex Types

The WSDL files define arrays as Ar rayOf <t ype>. For example, the server | Ds
element is an Ar rayOf Bi gDeci mal , which is defined in Ser ver WebSer vi ce. wsdl
as:

<xsd: conpl exType nanme="ArrayOf Bi gDeci mal ">
<xsd: conpl exCont ent >
<xsd:restriction xm ns: soapenc="http://schemas. xm soap. or g/
soap/ encodi ng/ "
base="soapenc: Array" >
<xsd:attribute xm ns: wsdl ="http://schenmas. xm soap. org/ wsdl /"
wsdl : arrayType="xsd: decinal []"

XVi Opsware Inc. Confidential Information: Not for Redistribution. Copyright © 2000-2005 Opsware Inc. All Rights Reserved.



ref ="soapenc: arrayType" >
</ xsd:attribute>
</ xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

Because the WSDL files define every ArrayOf <t ype> as a <t ype>[ ], the Complex
Data Types chapter does not include entries for the array types. Whenever you see
ArrayOf <t ype> in a reference chapter, you may assume thatitis a <t ype>[].

Also, the Complex Data Types chapter does not include entries for lists. A data type
named <t ype>Li st embeds an array <t ype>[] and extends Li st Base, which
contains the t i meSt anp element.
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Chapter 1: Overview

This chapter provides the following overview information for the Opsware System Web
Services APl 2.0:

+ Overview of the Opsware System Web Services API 2.0

+ Architecture of the Opsware System Web Services API 2.0
» Supported Client Languages and Technologies

+ About the Developer Syntax Docs

« Changes in Operation Names From Version 1.0 to 2.0

Overview of the Opsware System Web Services API 2.0

The Opsware System Web Services API 2.0 exposes a Web Services interface to facilitate
the integration of business and operations support systems with the Opsware platform.
The Opsware System Web Services API 2.0 allows other IT systems — such as existing
monitoring, trouble ticketing, billing, and virtualization technology — to exchange
information with the Opsware platform.

Developers can use a Web Services-enabled development environment — such as
Microsoft Visual Studio .NET, BEA WebLogic Workshop, or Perl scripts — to develop
monitoring and reporting applications that invoke procedures through this interface.

The Opsware System Web Services API 2.0 is built on Web Services standard protocols,
such as XML, SOAP (Simple Object Access Protocol), and WSDL (Web Services
Definition Language), so that customers are not locked into proprietary protocols that
make integration more complex and costly.

Overview of Features
The Opsware System Web Services API 2.0 provides the following features:

« A secure, programmable system architecture that enables programs to interact with the
Opsware System.
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« Product features written with programmability in mind to enable customers and systems
integrators to extend features.

« A programmable environment that includes ten Web Services for major Opsware
System functionality

« Sample code and developer syntax docs for each supported client language
With the Opsware System Web Services API 2.0, you can:

+ Build new automation applications and extend Opsware System applications to
improve IT productivity and comply with your own IT policies and procedures. You can
use the Opsware System Web Services API 2.0 to drive external systems (such as
network or storage automation systems) as well as to be driven by external systems.

* Integrate the Opsware System with other IT systems.

« Use the Opsware Model Repository as a central repository for storing and organizing
critical IT information (operations, environment and asset information), making the
repository the system of record.

+ Automate a wide range of software and operating systems without having to wait for
Opsware, Inc. to deliver out-of-the-box support for a particular technology.

What’s New in Version 2.0

The Opsware System Web Services API 2.0 has the following new features:

« Splitting of the single Web Service into a set of Web Services

In version 1.0, all operations were defined in a single Web Service. In version 2.0 the
single Web Service was split into ten Web Services. The single WSDL that defined all
Web Services and their operations was broken up into one WSDL per Web Service.

» A different context URI

The Context URI of version 2.0 is different from version 1.0. In version 1.0, the API used
the following URL:

htt ps:// <host >: <port >/ opsw ws?wsdl

In version 2.0, the API uses the following URL:

htt ps://<host >: <port >/ osapi/ 2. 0/ conl opswar e/ ws/ ej b/
<WebSer vi ceName>

+ Changes to the operation names in the Web Services

See “Changes in Operation Names From Version 1.0 to 2.0” on page 12.
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New Command Session Web Service, with the following operations:
» get : Returns the Command Engine Sessi on object specified by the session ID.

« get DSESer ver Pr ogr ess: Returns the progress status of a server for the
Distributed Script Execution (DSE) session specified by the ID.

« get DSESer ver Resul t : Returns the result of a script running on a server for the
DSE session specified by the ID.

+ get DSESessi onPr ogr ess: Returns the progress status of the DSE session
specified by the ID for all servers that are executing the script.

+ get DSESessi onResul t : Returns the result of the DSE session specified by the ID.

+ get Reconci | eServer Progr ess: Returns the progress of a reconcile session on
a server specified by the ID.

« get Reconci | eSer ver Resul t : Returns the result of the reconcile session
specified by the ID.

« get Reconci | eServer Resul t Previ ew: Returns the result of the reconcile
preview session specified by the ID.

+ get Reconci | eSessi onPr ogr ess: Returns the progress status of the reconcile
session object specified by the sessionlD parameter.

« get Reconci | eSessi onResul t : Returns the result of the reconcile session
specified by the ID.

» get Reconci | eSessi onResul t Previ ew: Returns the result of the reconcile
preview session specified by the ID.

« get St at us: Returns the status of the session specified by the ID.

New Distributed Script Web Service, with the following operations

« execut e: Starts a distributed script execution session.

Additional operations in version 2.0

* nove: Used in the Node Web Service to move a node in the Software Tree.

* reconci | e: Used in the Server Web Service to start a reconcile session.
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Web Services in this Version

Each Web Service in the Opsware System Web Services API 2.0 provides a set of
operations that can be invoked through remote procedure calls. The signature of each
operation includes arguments that take the form of either a unique identifier for an object
or a filter that constrains the requested list of objects.

The Opsware System Web Services API 2.0 consists of the following Web Services:

Command Session Web Service - Allows you to access progress and result
information about two important Opsware Command Engine sessions: Distributed
Script Execution (DSE) and reconcile. The progress information is available while the
session is running, and the results are available after the session has completed
execution.

Custom Attribute Web Service - Used to apply special properties as name-value
pairs to servers, nodes, customers, facilities, and OS definitions. You can get, set, or
remove custom attributes.

Customer Web Service - Enables you to create, remove, and retrieve customer
accounts, the entities that allow you to create business units to provide management of
Opsware System operations and configurations. You can also associate an Opsware
customer with a facility.

Distributed Script Web Service - Runs a script on one or more managed servers. The
Distributed Script Execution (DSE) subsystem of Opsware supports these types of
scripts: Unix/Linux shell, Windows batch (.BAT), and Windows Visual Basic (VBScript).

Facility Web Service - Allows you to create, update, retrieve, or decommision an
Opsware facility, which represents a collection of servers and server groups that are
managed by a single Model Repository. Typically, a facility corresponds to a specific
data center.

Node Web Service - Used to create and delete a node in the Software Tree, the
structure that organizes Opsware entities. The hierarchcy of the tree enables nodes
such as software applications to inherit properties from other software application
nodes. An Opsware entity is an object such as Cust oner, Faci l i ty, Sof t war e
Package, and Ser ver. To specify relationships, you can attach entities to nodes. For
example, you can attach servers, software packages, customers, platforms to a Custom
Application node.

Platform Web Service - Retrieve information about a platform, which in the Opsware
System refers to an operating system.
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« Security Web Service - Enables you to perform security operations such as creating
and removing Opsware security roles (groups) and users. You can also assign
customer and facility permissions to roles.

+ Server Web Service - Allows you to perform a variety of operations on an Opsware
managed server, such as associating a server with a customer, checking the status of
the Opsware Agent on the server, retrieving a list of changes for a server, and
reconciling servers. (A reconcile operation installs or uninstalls software on a managed
server.)

+ Software Web Service - Retrieves information about the software packages that are
defined in the Opsware System or installed on managed servers.

Version History

The following table lists the versions of the Opsware System Web Services API.

Table 1-1: Versions of the Opsware System Web Services API

2.0 4.6, 4.7 Web Service split into
multiple Web Services.

Operation name changes
from version 1.0 Web
Services.

Versioning scheme for
backward compatibility.

Addition of reconcile,
distributed script execution,
and move node operations.

1.0 4.5 Addition of the Security
Web Service.

Minor changes to the
operation names in existing
Web Services.
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6

Table 1-1: Versions of the Opsware System Web Services API

0.3,0.2,01 4.01,4.0.2,4.0.3 Technology previews of the
Opsware System Web
Services API.

Architecture of the Opsware System Web Services API 2.0

Figure 1-1 shows the overall architecture of the Opsware System Web Services API 2.0.

On the Opsware platform, the Opsware System Web Services API 2.0 is implemented by
by two bundled components - the API itself and the Opsware Web Services Data Access
Engine (twist). When you install the Opsware Command Center (a core component) on a
machine, the Opsware Web Services Data Access Engine and the Opsware System Web
Services APl 2.0 are also installed.

The Opsware System Web Services API 2.0 is a wrapper around the Web Services Data
Access Engine, providing a session facade around the internal APls. These private APls
consist of session EJBs that use the entity EJBs to access data in the Opsware Model
Repository (for write operations) and to access the Data Access Engine (for read
operations).

Using SOAP over HTTPS, remote clients send requests to the Opsware platform and get a
response back. The SOAP layer in the Opsware System Web Services API 2.0 receives
the SOAP messages and invokes the corresponding methods in the facade layer, which is
implemented as stateless session EJBs. The response sent to the client is in the form of a
SOAP envelope, the body of which contains the data operation, a report on the outcome
of the request, or a SOAP fault.
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Figure 1-1: Architecture of the Opsware System Web Services APl 2.0
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Client Architecture
A Web Service client consists of three components:
+ Client application

A client application is written in one of these programming languages: Java, Python,
Perl, or C#. A client application makes remote calls to the Opsware System by invoking
the operations of the Opsware System Web Services API 2.0. For example, a client
application might invoke operations on the Server Web Service to retrieve information
about the servers managed by the Opsware System. A client application is created by a
software developer, typically a system integrator, who is familiar with the Opsware
System.

* Proxy module
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A proxy module is a software library that implements SOAP messaging for a specific
programming language. The Python ZSI proxy module, for example, converts native
Python datatypes to and from SOAP messages. At runtime, the proxy module
establishes the connection with the server. For a list of supported proxy modules, see
Table 1-2 on page 9.

» Client stub

The client stub defines the operation signatures and data types that are available in the
Opsware System Web Services API 2.0. A client application invokes the Web Services
operations on the client stub. Opsware, Inc. provides client stubs for each supported
proxy module.

Perl clients use dynamic proxies and do not require static stubs.

All three client-side components-- the client application, proxy module, and client stub--
must be compiled together.

WSDL Files and Web Services URLs

The Web Services are described in the Web Services Description Language (WSDL)
format. Each WSDL file provides a complete description of the operations, arguments,
return values, and complex data types of a specific Web Service. (Examples of complex
data types are search filters, lists, arrays, and Opsware entities such as customers,
facilities, and servers.) The Ser ver WebSer vi ce. wsdl file, for example, defines the
Opsware Server Web Service.

To access the Opsware System Web Services API 2.0, application clients specify the URL
of the WSDL file for a particular service. The syntax of the WSDL file URL follows:

htt ps:// <occ- host >: <port >/ osapi/ 2. 0/ com opswar e/ ws/ ej b/ <web-
servi ce>?wsdl

In the preceding URL, <occ- host > is the host on which the Opsware Command Center
core component has been installed. (The Opsware System Web Services API 2.0 and the
Web Services Data Access Engine are automatically installed on the same host as the
Opsware Command Center.) The <port > is the port number ot the Web Services Data
Access Engine. The default port number is 1031. The <web- servi ce> is one of the
following:

ComandSessi onWebSer vi ce
Cust omAt t ri but eWebSer vi ce
Cust oner \ebSer vi ce

Di stributedScri pt WebServi ce

8 Opsware Inc. Confidential Information: Not for Redistribution. Copyright © 2000-2005 Opsware Inc. All Rights Reserved.
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FacilityWebService

NodeWebSer vi ce

Pl at f or MAébSer vi ce

SecurityWbServi ce

Server WWebServi ce

Sof t war eWebSer vi ce

For example, the following URL specifies the host occ. c07. dev. opswar e. com the

default port number, and the WSDL location for the Ser ver WebSer vi ce:

https://occ. c07. dev. opsware. com 1031/ osapi / 2. 0/ com opswar e/ ws/
ej b/ Server WebSer vi ce?wsdl

Supported Client Languages and Technologies

The Opsware System Web Services API 2.0 supports client applications written in Java,
Python, Perl, or C#. The following table lists the specific versions of proxy modules that
are supported for these client languages.

Table 1-2: Supported Proxy Modules for Client Applications

Java WeblLogic 7.0 Web Services client BEA Systems, Inc.
Python Zolera SOAP Infrastructure (ZSl) 1.5.0 open source

Perl SOAP::Lite 0.6 open source

C# Microsoft .NET Framework SDK version 1.1 | Microsoft Corp.

At the time of this writing, Java application clients have been tested on the Linux and
Solaris operating systems. Although not fully tested, samples of Python and Perl clients
have run successfully on Solaris and Linux, and samples of C# clients have run
successfully on Windows 2000/2003.

You can run the client application on any server — you are not limited to running it on a
A
server that is managed by the Opsware System (a server that has an Opsware Agent
installed on it).
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About the Developer Syntax Docs

For each supported client-application language (Java, Python, Perl, or C#), Opsware Inc.
provides developer docs that define the language-specific syntax of the operations in
each Web Service. These developer syntax docs were generated by tools that read the
client stubs provided by Opsware Inc. Although they define the syntax for the operations,
the developer docs do not provide semantic (descriptive) information. For descriptions of
the operation calls, parameters, and return types, see the Web Services reference
chapters in this guide.

Java Developer Docs (javadocs)

The Java docs are generated from the implementation of the Web Services using the
javadoc tool. The Java docs describe:

« The interfaces of the stateless session EJBs implementing the Web Services

» The data structures for the input and output parameters of the operations in the Web
Services interface

Only the public methods of the classes in the com opswar e. ws. ej b package are
exposed as Web Service operations. These public methods have corresponding
operation definitions in the WSDL files. The constructors and setters for Java beans in the
other packages documented in the Java docs affect only the local objects in the client
application, not the objects on the Opsware platform (server side). For example, the
Server. set Asset Tag method changes the Ser ver object in the client application,
but does not alter the corresponding object on the Opsware platform.

To view the methods of a specific Web Service:
In a browser window, go to the main index page for the Java docs of this release.
H In the upper left pane, select Al | Cl asses.

E In the lower left pane, select <name>WebSer vi ce.

Python Developer Docs

The Python developer docs are generated from the Python client stub using Epydoc, a
tool for generating APl documentation for Python modules. When generating the Python
client stub, the ZSI proxy module creates hundreds of classes in the client stub (four
classes per operation plus additional classes for the objects). Epydoc generates an HTML
file for each class.

To view the methods of a specific Web Service:
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E In a browser window, go to the main index page for the Python docs of this release.
H In the upper left pane, select the module <name>WebSer vi ce_ser vi ces.
E In the lower left pane, select the class

<nanme>WebSer vi cePor t SoapBi ndi ngSOAP.
Perl Developer Docs
The Perl developer docs are generated from the Perl client stub using the Pdoc library.
To view the methods of a specific Web Service:

E In a browser window, go to the main index page for the Perl modules docs of this
release.

H In the lower left pane, select <name>WebSer vi ce.

The methods (from the stub generated by SOAP::Lite) are listed in the section
"Privates (from my definitions)."

A page appears that displays the method signatures in a simpler format.

The method parameters are included in the parameters field of each method. You
can ignore the endpoint field because it is overwritten in the client application code
with the appropriate endpoint location URL.

C# Developer Docs

The C# developer docs are generated from the C# client stub using NDoc, an extensible
code documentation generation tool for .NET developers. You can view the C# developer
docs as MSDN-online-style web pages (generated by Opsware Inc.). When generating
the C# client stub, the Microsoft .NET Framework SDK creates two additional operations
for each Web Service operation.

To view the methods of a specific Web Service:

In a browser window, go to the main index page for the C# docs of this release.
In the left pane, expand <nane>WebSer vi cePr oxy.

In the left pane, expand <nane>WebSer vi ce C ass.

In the left pane, select <nane>WebSer vi ce Menbers.

In the right pane, scroll down to the section Public Instance Methods.

Opsware Inc. Confidential Information: Not for Redistribution. Copyright © 2000-2005 Opsware Inc. All Rights Reserved.
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Note each method name that starts with a lower case letter. These are the methods
for the Web Service operations.

Ignore the following methods:

 Inherited methods. The C# stub contains methods inherited from classes in the
.NET Framework SDK.

+ Methods that start with Begi n or End. For example, a get method will have a
Begi nGet and an EndGet method generated in the stub in addition to the actual
get method.

B To view the C# signature of a method, select the method name.

Changes in Operation Names From Version 1.0 to 2.0

Except for the operation names in the Security Web Service, most of the names of the
Web Services operations that are available in version 1.0 changed in version 2.0. (The
Command Session and the Distributed Script Execution Web Services are new in version
2.0.) This renaming in version 2.0 rationalizes the naming conventions and allows
operation overloading across Web Services.

You can still access version 1.0 operations through the 1.0 URL of the Web Server.
However, an API client application can invoke only operations within a single version of
the API. You cannot mix calls to version 1.0 and version 2.0 operations in the same client.
Therefore, if you are calling any operations within version 1.0 of the AP, all operations
called from that same client application need to access version 1.0. Contact your
Opsware support representative for information about continued support for version 1.0.

Version 1.0 clients upgrading to version 2.0 must switch from the 1.0 to the 2.0 version of
IZ the client stub. Also, the client code must be modified and recompiled.

The following tables map the operation names from version 1.0 to 2.0:
» Custom Attribute Web Service Operation Names

+ Customer Web Service Operation Names

+ Facility Web Service Operation Names

+ Node Web Service Operation Names
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+ Platform Web Service Operation Names

+ Software Web Service Operation Names

« Server Web Service Operation Names
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Table 1-3: Custom Attribute Web Service Operation Names

set CustomAt t ri but eVal ue
get CustomAttri bute

get Cust omAttri but eLi st
get Cust omAttri but eKeyLi st
get Cust omAt t ri but eVal ues

renoveCust omAt t ri but es

set

get

get Li st
get KeyLi st
get Val ues

renove

Table 1-4: Customer Web Service Operation Names

get Cust oner

get Cust oner Li st

get Cust oner | DLi st

associ ateCustonerWthFacility
creat eCust oner

edi t Cust oner

del et eCust oner

Opsware Inc. Confidential Information: Not for Redistribution. Copyright © 2000-2005 Opsware Inc. All Rights Reserved.

get
get Li st
get | Ds

associ ateWthFacility
create
updat e

del ete
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Table 1-5: Facility Web Service Operation Names

getFacility get
getFacilityLi st get Li st
getFacilityl DLi st get | Ds
createFacility create
editFacility updat e
deconmi sionFacility deconmi ssi on

Table 1-6: Node Web Service Operation Names

cr eat eNode create

get Node get

get NodelLi st get Li st

get Nodel DLi st get | Ds

get Par ent Node get Par ent

get Chi | dr enNodelLi st get Chi | dLi st
get Chi | dNode getChild

get Descendant Node get Descendant
attachSer ver ToNode attachServer
get Att achedSer verLi st get ServerLi st
det achSer ver Fr onNode det achServer
set Sof t war ePackagesToNode set Sof t war ePackages

get At t achedSof t war ePackageli st | get Sof t war ePackageli st
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get At t achedSof t war ePackagelLi st
-Byl nheritance

get Sof t war ePackagel D -
OverrideTupl eLi st

det achSof t war ePackageFr oniNode
set Cust orer sToNode

get At t achedCust omrer Li st

det achCust omer sFr onNode

set Pl at f or ns ToNode

get Att achedPl at f or nLi st

det achPI at f or nsFr onNode

get Nodeli st For Server

del et eNode

N/A

Chapter 1: Overview

get | nherit edSof t war ePackagelLi s
t

get Sof t war ePackagel DOverri deTu
pl eLi st

det achSof t war ePackage
set Cust oners

get Cust omer Li st

det achCust oner s

set Pl atforns

get Pl at f or mLi st

det achPl at f or ms

get NodelLi st

del ete

nove (new in 2.0)

Table 1-7: Platform Web Service Operation Names

get Pl atform
get Pl at f or nLi st
get Pl at f or m DLi st

get
get Li st
get | Ds

Table 1-8: Software Web Service Operation Names

get Sof t war ePackage
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Table 1-8: Software Web Service Operation Names

get Sof t war ePackagelLi st

get Sof t war ePackagel DLi st

get I nst al | edSof t war ePackagelLi s

t

get Associ at edSof t war ePackagelL

st

Table 1-9: Server Web Service Operation Names

get Server

get Ser ver Conponent s

get ServerLi st

get Ser ver Conponent sLi st
get Server | DLi st

get Reachabl eSer ver

get Ser ver Event Li st

get Ser ver ChangelLoglLi st
checkServer Reachability
associ at eSer ver W t hCust oner
updat eSer ver

del et eServer

N/A

get Li st
getl Ds

getl nstal |l edLi st

get Associ at edLi st

get

get Conponent s

get Li st

get Conponent sLi st
getl Ds

get Reachabl eSer ver
get Event Li st

get ChangelLoglLi st
get Agent St at us
associ at eWt hCust oner
updat e

del ete

reconci |l e (newin 2.0)
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This chapter describes the following setup and usage information:
+ Setup Requirements

+ Authentication and Authorization

« Exception Handling

+ Verbose Mode

+ Logging

» About the Sample Applications

Setup Requirements

This section discusses the prerequisites for clients of the Opsware System Web Services
API 2.0. The README files included with the sample applications also contain setup
information.

Setup Requirements for All Client Languages

Verify that the version of the Opsware System Web Services API that your clients rely
on is compatible with the version of the Opsware core to be accessed by the clients.
To check the version numbers, see Table 1-1, “Versions of the Opsware System Web
Services API,” on page 5.

H Make sure that the Opsware Web Services Data Access Engine is running and that
the APl is accessible by viewing one of the WSDL files in a browser. For an example
URL, see “WSDL Files and Web Services URLs” on page 8.

E Note the host and port in the URL you specified in the preceding step. Your client
applications will specify these values in the WSDL URL when accessing the
Opsware System Web Services API 2.0.

Opsware Inc. Confidential Information: Not for Redistribution. Copyright © 2000-2005 Opsware Inc. All Rights Reserved.
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Java Client Setup

To set up your development environment for Java clients, you need the files listed in this
section. Opsware Inc. provides a package (j 2ee. t ar. gz) that contains all of the
required files and libraries.

Java Client Proxy Module

.

WeblLogic Server 7.0 Web Services client — webservi ceclient.jar

Available from Opsware Inc. or from the ${ WEBLOG C_HOVE} / ser ver /| i b directory
on the host running the Opsware Web Services Data Access Engine.

You can use the Axis Web Services client as the Java proxy module. The jar file is
available from the Axis Web site (open source). To use the Axis proxy, you must create
new Java client stubs and modify the Java sample client code accordingly.

CJava Client Stub

Available from Opsware Inc.: OQpswar eJavaSOAPSt ub. j ar (WeblLogic-generated).

If you choose not to use the Java client stub provided by Opsware Inc., you can
generate your own client jar file that contains the client stubs, serializers, and
deserializers. To generate your own client jar file, run the BEA-implemented ant task
cl i ent gen. See the BEA WebLogic Server documentation for information on
clientgen.

Java Client Required Libraries

.

Sun Microsystems JSSE library: j sse-1_0_3 01-do. j ar

Sun Microsystems JCE library: j cel_2-do. j ar

Sun Microsystems JNet library: j net . j ar (missing in JSSE 1.0.3)
Sun Microsystems JCert library: j cert . j ar (missing in JSSE 1.0.3)

Opsware SSL initialization library: comon- 1. 2. 0. j ar (available from Opsware Inc.)

Java Client Security Requirements

.

JSSE Adapter class - JSSEAdapt er . j ava ) example available from Opsware Inc.)

All clients accessing the Opsware System Web Services API 2.0 are required to use
SSL to connect to the API. Only Java clients must set a JSSE adapter to use the SSL
client.
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Using the WeblLogic Web Services SSL client to set the trusted server certificate will not
work because it assumes that the default port is 443.

« Opsware trusted server certificate: opswar e- ca. crt

Java clients require a trusted server certificate to verify the server certificate presented
to the client during the SSL handshake. Copy the opswar e- ca. crt file from the
Opsware Web Services Data Access Engine server directory to the client home
directory. The Opsware Web Services Data Access Engine server directory is as
follows:

/var/lc/crypto/tw st

Make sure that the CLASSPATH used by the Java client includes the client home
directory.
Python Client Setup

To set up your development environment for Python clients, you need the files listed in
this section. Opsware Inc. provides a package (pyt hon. t ar. gz) that contains the
required client stub and types files. Each Web Service has a stub file and a types file.

Python Software Dependencies

Install the following software for your development environment:

» Python 2.3.3

« fpconst-0.6.0

+ PyXML-0.8.3

Follow the installation instructions in the README files of these packages.
Python Client Proxy Module

« ZSI (Zolera SOAP Infrastructure) - open source

+ Current version: 1.5.0

Python Client Stub

» You must use the stub provided by Opsware Inc. This ZSI-based stub was generated

and tested with Python 2.3.3. (The wsdI2py stub generator script does not work
properly with Python 2.2.) Opsware Inc. patched this stub because the float format for

Opsware Inc. Confidential Information: Not for Redistribution. Copyright © 2000-2005 Opsware Inc. All Rights Reserved.
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decimal caused certain operations to fail in the Opsware Web Services Data Access
Engine.

ZS| generates the stub and types files from a WSDL file. The types file contains type
definitions for the data types described in the WSDL. Opsware Inc. provides a stub file
and a types files for each service. For example, the provided files for the Customer Web
Service are as follows:

Cust onmer WebSer vi ce_servi ces. py (stub file)
Cust oner WebSer vi ce_servi ces_t ypes. py (types file)

Additional Python Client Requirements

» Set the PYTHONPATH environment variable to include the location path names for
fbconst-0. 6.0, PyXM.-0. 8. 3,and ZSI -1.5. 0. For example, in csh you might
set PYTHONPATH as follows:

set env PYTHONPATH / h/ f oo/ wsapi / zsi / f pconst - 0. 6. 0: / h/ f oo/ wsapi /
soappy/ PyXM_- 0. 8. 3: / h/ f oo/ wsapi / zsi/ZSI -1.5.0

Known Issues for Python Clients

« The ZSI Decimal type uses a default float format for encoding decimal values in a
SOAP request. Weblogic uses the string representation of the decimal to instantiate a
BigDecimal object. When using the string representation of this BigDecimal to create an
XML-RPC Long, the Long constructor fails. Workaround: Use the Opsware-provided
patched stub for ZSl.

+ The Weblogic-generated WSDL contains import statements as well as namespace-
encoded import statements. The wsdl2py stub generator script fails in such situations.
This problem was fixed by editing the WSDL file to remove the namespace-encoded
import statements that are imported before invoking the wsdl2py stub generator.
Workaround: Use the patched ZSI stub provided by Opsware Inc.

Using the SOAPpy proxy module to generate the Python client stub is not supported in
A this release. The SOAPpy proxy module does not correctly serialize complex objects,
including the search filters of the Opsware System Web Services API 2.0.

Perl Client Setup

To set up your development environment for Perl clients, you will need the files listed in
this section.
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A Perl client does not require a static client stub to access the Opsware System Web
Services APl 2.0. The Perl proxy module uses a dynamic proxy to connect to the server.
Therefore, you do not need to obtain Perl stub files from Opsware Inc.

Software Dependencies

Install the following software for your development environment:
* Crypt-SSLeay-0.51

+ 10-Socket-SSL-0.95

+ Net _SSlLeay.pm-1.25

* HTML-Parser-3.35

* MIME-Base64-3.01

« URI-1.30

 libwww-perl-5.76

Follow the installation instructions in the README files of these packages.
Perl Client Proxy Module

» SOAP:.Lite for Perl - open source

+ Current version: SOAP-Lite-0.60a

Perl Client Stub

« A static stub is not required.

Known Issues

» User credentials must be encoded in the WSDL URL for Basic Authentication.

+ Other mechanisms for specifying user credentials do not work.

C# Client Setup

To set up your development environment for C# clients, you must meet the following
requirements. Opsware Inc. provides a package (dot net - cshar p. zi p) that contains
the required client stub file, App. conf i g file, and certificate validation class. For
instructions on setting up and running the sample client, see the README file included in
dot net - cshar p. zi p.
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C# Software Dependencies
Install the following software for your development environment:

* Microsoft .NET Framework SDK version 1.1

C# Client Stub
+ Opsware Inc. provides a stub file for each service, for example:
Cust oner WebSer vi ce. cs

C# Client Proxy Module
* Microsoft .NET Framework SDK version 1.1.

Authentication and Authorization

For authentication, the Opsware System Web Services APl 2.0 uses the BasicAuth
mechanism, which establishes trust by validating a user name and password. To
authorize access to specific operations, the API uses the WebLogic EJB security for roles
and users.

Users of the Opsware System Web Services API 2.0 must be authenticated and
authorized to invoke operations on the API. The [type product name here] provides three
built-in user names and two built-in roles.

The roles and users of the Opsware System Web Services API 2.0 are independent of the
roles, groups, and users known to the Opsware Command Center (OCC). The roles,
groups, and users of the OCC are stored in the OCC Access and Authentication Directory
and have privileges only within the OCC. The roles and users of Opsware System Web
Services API 2.0 are not stored in the OCC Access and Authentication Directory and are
not known by the OCC. Opsware Inc. inserts the roles and users of the APl in the
WeblLogic-embedded LDAP. Note that in the next release, the OCC and Web Services
users will be integrated into a single directory.
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Built-in Users

The following table lists the user names that are built into the Opsware System Web
Services API 2.0.

Table 2-10: Built-in Users

i ntegration wsapi User Rol e read and write
wsapi Reader Rol e
wsapi WiterRol e

wsapi Reader User wsapi User Rol e read only
wsapi Reader Rol e (accessor operations only)
wsapi WiterUser wsapi User Rol e write only

wsapi WiterRol e

Passwords for Built-in Users

The default passwords are set when the Opsware System is installed and can be
changed later with the WeblLogic Administrative console.

Built-in Roles

The following table lists the roles that are built into the Opsware System Web Services API
2.0. A user can play one or more of these roles.

Table 2-11: Built-in Roles

wsapi Reader Rol e Users in this role can execute Web Service operations
that read from the Model Repository.

wsapi WiterRole Users in this role can execute Web Service operations
that write to the Model Repository.

wsapi User Rol e This role is not for controling access at the operation
level, but for authenticating the built-in users.
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The built-in roles are defined in deployment descriptors within the Opsware Web Services
Data Access Engine. You should not change the definitions of the built-in roles in the
deployment descriptors.

Adding Users to the Opsware System Web Services API 2.0

If you want to use additional users with the Opsware System Web Services API 2.0 (other
than the three built-in users), perform these tasks:

In the WeblLogic Administrative console, add the users to the WeblLogic-embedded
LDAP.

For instructions, see the BEA WeblLogic Server documentation.
H Assign the user either the wsapi Reader Rol e, the wsapi Wi t er Rol e, or both.

Users created in the WebLogic console are not persisted. Therefore, if the application
server is restarted, these users will need to be recreated.

Because the Weblogic users are not integrated with the OCC users, only the Opsware
System Web Services APl 2.0 component recognizes new users.
HTTPS Access

Communication between client applications and the server component of the Opsware
System Web Services API 2.0 is encrypted. The request and response SOAP messages
(which implement the Web Service operation calls) are encrypted using SSL over HTTP
(HTTPS).

Exception Handling

SOAP messages carry error information within the SOAP Fault element in the body of the
SOAP message. The SOAP Fault element has four sub-elements:

» faul tcode
o« faultstring
» faul tactor
» detail

Clients map the SOAP Fault element into data structures specific for each programming
language. For the mapping in each language, see the tables in the sections that follow.
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The Opsware System Web Services API 2.0 reports on runtime exceptions with a
message in the f aul t st ri ng sub-element of a SOAP Fault element. The det ai | sub-
element contains a server-side stack trace.

The Opsware System Web Services APl 2.0 does not implement error codes in this
release. This restriction is due to a limitation in Weblogic 7.0, which is used for the
Opsware Web Services Data Access Engine.

Java Client Exceptions

In the Opsware System Web Services API 2.0, Java clients can catch the

java.rm . Renot eExcepti on. The SOAPFaul t Excepti on is wrapped in a

Renot eExcept i on. See the code snippet that follows for an example on how to access
the information in the SOAPFaul t Except i on. Due to the WebLogic 7.0 limitation
mentioned previously, Java clients cannot catch the SOAPFaul t Except i on directly, nor
can they access the Qpswar eExcepti on.

The following table shows the mapping of the SOAP Fault sub-elements to Java.

Table 2-12: Java Mapping for SOAP Faults

f aut code SOAPFaul t Excepti on. get Faul t Code()
faul tstring SOAPFaul t Excepti on. get Faul t String()
faul tfactor SOAPFaul t Excepti on. get Faul t Act or ()
detail SOAPFaul t Excepti on. getDet ai | ()

For more information about this mapping, see the following URL:
http://java.sun.com/j2ee/1.4/docs/api/javax/xmi/rpc/soap/SOAPFaultException.html

The following code snippet shows how a Java client would extract the
SOAPFaul t Except i on from the det ai | field of the Renot eExcept i on:

catch ( RenoteException e ) {
SOAPFaul t Excepti on sfe = (SOAPFaul t Exception) e.detail;
Systemout.printin( e );

Opsware Inc. Confidential Information: Not for Redistribution. Copyright © 2000-2005 Opsware Inc. All Rights Reserved.

25



Opsware System Web Services APl 2.0 Guide

Systemout. println( sfe.getFaultCode() );
Systemout.println( sfe.getFaultString() );
Systemout.println( sfe.getFaultActor() );
Systemout.printin( sfe.getDetail () );
e.printStackTrace();

}

Python Client Exceptions
The following table shows the mapping of the SOAP Fault sub-elements to Python.

Table 2-13: Python Mapping for SOAP Faults

f aut code code
faultstring string
faul tfactor act or
det ai | det ai |

For more information about this mapping, see the following URL:
http://pywebsvcs.sourceforge.net/zsi.ntml#SECTIONO09000000000000000000

The following code snippet shows how a Python client would extract the SOAP Fault sub-
elements:

try:
response = wsProxy. net hod( request )
result = response. _result

except Exception, e:

print " Fault string: %" %e.fault.string
print " Fault code: %" %e.fault.code
print " Fault actor: %" %e.fault.actor
print " Fault detail: %" %e.fault.detail

26 Opsware Inc. Confidential Information: Not for Redistribution. Copyright © 2000-2005 Opsware Inc. All Rights Reserved.



Chapter 2: Setup

Perl Client Exceptions

The following table shows the mapping of the SOAP Fault sub-elements to Perl.

Table 2-14: Perl Mapping for SOAP Faults

f aut code faul t code
faultstring faul tstring
faul tfactor faul tact or
det ai | faul t det ai |

For more information about this mapping, see the following URL:

http://cpan.uwinnipeg.ca/htdocs/SOAP-Lite/SOAP/Lite.html#soap__ fault

The following code snippet shows how a Perl client would extract the SOAP Fault sub-
elements:

my

$soap = SOAP::Lite ..... :

ny $som = $soap- >net hod( @ar anet er s) ;

if ($som>fault) { # will be defined if Fault el enent

}

# is in the nmessage

print $som >faultdetail; # returns value of detail elenment as
# string or object
$som >f aul t code; #
$som >faultstring; # also available
$som >faultactor; #
$som >result; # gives you access to result of call
# it could be any data structure

C# Client Exceptions

The following table shows the mapping of the SOAP Fault sub-elements to C#.

Table 2-15: C# Mapping for SOAP Faults

f aut code Code
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Table 2-15: C# Mapping for SOAP Faults

faultstring Message
faul tfactor Act or
det ai | Det ai |

For more information about this mapping, see the following URL:

http://msdn.microsoft.com/library/default.asp?url=/library/en-us/cpref/htmi/
frirfsystemwebservicesprotocolssoapexceptionclasstopic.asp?frame=true

The following code snippet shows how a C# client would extract the SOAP Fault sub-
elements:

catch (SoapException error) {
/1 The exception details.
Consol e. WitelLine("Fault Code Namespace" +
error. Code. Nanespace) ;
Consol e. WitelLine("Fault Code Nanme" + error.Code. Nane);
Consol e. Wi telLi ne("SOAP Actor that threw Exception" +
error. Actor);
Consol e. WitelLine("Error Message" + error.Message);
Consol e. WiteLine("Detail" +
HitpUtility. H m Encode(error.Detail.QuterXm));

}

Error Strings

The Opsware System Web Services API 2.0 returns the following error strings in the
faul t stri ng sub-element. The integers enclosed in curly braces are place holders for
values that are filled in at run time.

Enpty string argunent.

Error when trying to retrieve list of {0} IDs.
Invalid agent status found for server with ID"''{0}'".
Invalid {0} filter argunent.

Error when trying to create list of {0} objects.
Error when trying to retrieve list of {0} objects.
No mat chi ng {0} object found.

{0} IDIlist in filter argunent not enpty.

Nul I change |l og end tinme argunent.

Null {0} filter argunent.

Nul I {0} ID argunent.
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Nul | change | og start tinme argunent.

Nul | string argunent.

Null last request tinme stanp in {0} filter argunent.

No {0} object found with ID""'{1}"".

No {0} object found with IP address "' {1}"'".

More than 1 {0} object found with IP address "' {1}"".
Error trying to retrieve too many {0} objects.

Last request tine stanp in {0} filter argunent is past current
tinme.

Last request tine stanp in {0} filter argunent is prior to
current cache sliding wi ndow start tinme.

Internal error when connecting to Wb Services Data Access
Engi ne: {0}

Verbose Mode

You can invoke Web Services in verbose mode to view the SOAP envelopes as they are
transmitted in the request and response messages. The following sections show how to
change the sample client applications to invoke the Web Services in verbose mode.

Java Clients in Verbose Mode
In the j ava command that runs the client application, add the following property:

- Dnebl ogi c. webser vi ce. ver bose=true

For example, the j ava command in the sample wsapi . sh file would be modified as
follows:

${JAVA HOVE}/jrel/bin/java -classpath ${ MYCLASSPATH}
- Dnebl ogi c. webser vi ce. ver bose=true
com opswar e. ws. deno. WebSer vi cesDenp

Perl Clients in Verbose Mode

In the following code snippet from the sample client (wsapi . pl ), uncomment the last
line and add a comma after the closing curly bracket on the previous line:

use SOAP:: Lite +autodispatch =>
uri => "http://ww. opsware. conf opsw Cpswar eWebSer vi ce' ,
proxy => '"https://
i ntegration:integration@cc.c07.dev. opsware.com 1031/ opsw ws',
on_fault => sub { nmy ($soap, $res) = @;
die ref $res ? $res->faultdetail : $soap->transport -
>status, "\n";

}
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# trace => 'debug' # unconment to trace SOAP nessages

Python Clients in Verbose Mode

In the following code snippet from the sample client (wsapi . py), uncomment the last
line and replace the closing curly bracket on the previous line (containing ur | ) with a
comma:

kw = {"auth': (AUTH. httpbasic, username, password),
"host': host,

"port': port,

"ssl': 1,

“url': url}

# '"tracefile': sys.stdout} # uncomment to trace SQAP
nmessages
Logging

The Opsware System Web Services API 2.0 writes entries for completed transactions in
the two Web Services Data Access Engine log files:

« /var/lc/tw st/tw st.| og - WeblLogic-specific error or informational messages.

« var/lc/tw st/ stdout.| og - Debug output and logging of every exception that is
generated by the server. This log file does not conform to a specific format.

The entries from the Opsware System Web Services APl 2.0 in st dout . | og include the
following. The integers enclosed in curly braces are place holders that are filled in at run
time.

Met hod {0} invoked.

Returning {0} object with ID "' {1}'".

Returning {0} object with IP address "' {1}'".

Agent status for server with ID "' {1}'" is now "' {0}'".
About to create a list with {1, nunber,integer} {0} objects.
About to create a list with {1, nunber,integer} {0} IDs.
Ti me spent preparing results: {0, nunber,integer} nsec.
Caught {0}: {1}

Servers renoved: {0, nunber, i nt eger}.

Servers nodified: {0, nunber,integer}.

Servers added: {0, nunber,integer}.

Sliding window start time: {0}.

Current tinme: {0}.

Last request tine stanp: {0}.

{0} object with ID"''{1}'"' updated.

{0} object with ID"'{1}'"' deleted.
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Server with ID "' {0}'" noved to custonmer with ID "' {1}"'".

About the Sample Applications

For each supported client language (Java, Python, Perl, or C#), Opsware Inc. provides
sample applications that demonstrate the Opsware System Web Services API 2.0. All the
samples connect to the same Web Services and invoke the same operations. Generally,
the samples illustrate how to use get operations, including the use of search filters.

For detailed information about how to modify and run the samples in your environment,
see the README files included in the sample application packages. See also, “Setup
Requirements” on page 17.

Your client application should be compiled with the client stub, which is provided by
Opsware Inc. The client stub that you obtain from Opsware Inc. should not be modified.

Sample Application Packages

The following table lists the contents of the sample application packages provided by
Opsware Inc.

Table 2-16:

Java j2ee.tar. gz WebSer vi cesDenp. j ava
JSSEAdapt er. j ava
Makefil e
Opsware security certificate
wsapi . sh (script to run client)
client stubs
README

Python pyt hon. tar. gz wsapi . py
client stubs
README

Perl N/A wsapi . pl
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Table 2-16:

C# dot net - csharp. zi p | WbSer vi cesDenp. cs
MyCertificateValidation.cs
App. config
client stubs
README

Steps Performed by the Sample Client Applications

Each sample client application performs the following steps:

Initializes an SSL client.

All clients must use SSL to connect to the Opsware System Web Services API 2.0.
Java clients must validate the trusted server certificate of the Opsware System by
setting a JSSE adapter to use the SSL client.

Binds to the Server and Custom Attribute Web Services by providing the URLs of the
services.

In the sample clients, the URLs are constructed by concatenating string values that
are either hard coded in the source code, set in a shell script, or specified in an
application configuration file (C#). You must modify the URL's host name and you
may need to modify the port number. For instructions on modifying the URLs, see the
README files included with the sample clients. See also, “WSDL Files and Web
Services URLs” on page 8.

The client application binds to a Web Service only once, and uses the port binding to
invoke operations for that Web Service

Invokes the following Server Web Service operations and prints the results:

get

get Agent St at us
get Conponent s
get | Ds

get Li st

The client passes the server Fi | t er argument to the get | Ds and get Li st
operations.
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For more information about these operations, see “Server Web Service Operations
Reference” on page 125. For more information about the server Fi | t er, see
“Complex Data Types Reference” on page 149.

Invokes the following Custom Attribute Web Service operations and prints the results:

set

get

get KeyLi st

get Li st

renove

The client passes the cust omAt t ri but eFi | t er argument to the set and

r emove operations.

For more information about these operations, see “Custom Attribute Web Service
Operations Reference” on page 45. For more information about the
customAttri but eFi | t er, see “Complex Data Types Reference” on page 149.
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Operations Reference

This chapter describes the following SOAP operations:
+ get

» getDSEServerProgress

+ getDSEServerResult

» getDSESessionProgress

+ getDSESessionResult

» getReconcileServerProgress

+ getReconcileServerResult

+ getReconcileServerResultPreview
+ getReconcileSessionProgress

+ getReconcileSessionResult

» getReconcileSessionResultPreview

« getStatus

The Command Session Web Service allows you to access progress and result
information about two important Command Engine sessions: Distributed Script Execution
(DSE) and reconcile. The progress information is available while the session is running.
The results are available after the session has finished running.

The Opsware Command Engine runs distributed programs across many servers by
interacting with Opsware Agents installed on the servers. Command Engine scripts are
written in Python and run on the Command Engine server.
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36

DSE provides the ability to configure scripts to run simultaneously across multiple Unix or
Windows servers, and monitor script execution on each server. After a script runs, job-
and server-specific execution results are available for review. To run a script, invoke the
Di stri but edScri pt. Execut e operation.

The reconcile function updated the actual software configuration of a server based on the
specified configuration stored in the Model Repository (“The Truth”). During a reconcile,
sofwtare, applications, and patches may be installed or uninstalled on one or more
servers. To launch a reconcile, invoke the Ser ver . reconci | e operation.

get

Gets the specified CommandSessi on object.

The results of a Command Engine session provide such information as the name of the
agent through which the session was run, the start and end date of the session, the
person who initiated the session, session descriptions, the results digest, and so on.

Result

SOAP Data Type: CommandSessi on

Description: A ConmandSessi on object, which contains information about a specific
Command Engine session.

Arguments

sessionl D deci mal The ID of the
ConmmandSessi on object
to retrieve.

getDSEServerProgress

Gets progress information of a DSE session for an individual server, including the number
of completed steps, error details, script status, and so on.
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Result
SOAP Data Type: DSESer ver Pr ogr ess

Description: Progress information about a current DSE session for an individual server.

Arguments

sessi onl D deci nal ID of the DSE session from
which to retrieve server
progress information.

serverl D deci nal ID of the server from which
to retrieve DSE session
progress information.

getDSEServerResult

Gets the results of a DSE session for a specified server, including the script execution,
errors (if there are any) and status).

Result

SOAP Data Type: DSESer ver Resul t

Description: Results information about a DSE session for an individual server.
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Arguments
sessionl D deci mal ID of the DSE session
results to retrieve for an
individual server.
serverl D deci nal ID of the server from which
to retrieve DSE session
results.

getDSESessionProgress

Gets the progress status of a current DSE session, including the total scripts run for each
server as the scripts executes.

Result

SOAP Data Type: DSESessi onPr ogr ess

Description: Progress information about a DSE session.

Arguments

sessionl D deci mal ID of the DSE session from
which to retrieve progress
information.

getDSESessionResult

Gets the results of a DSE session, such the status and results of each server affected by
the session, any errors that were encountered, and so on.

Result
SOAP Data Type: DSESessi onResul t

Description: Results information about a DSE session.
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Arguments

sessionl D deci mal ID of the DSE session from
which to retrieve results.

getReconcileServerProgress

Returns progress status of a reconcile session for an individual server.

Result
SOAP Data Type: Reconci | eSer ver Progr ess

Description: Progress information for a current reconcile session on a server.
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Arguments
sessionl D deci mal ID of the reconcile session
from which to retrieve
progress information.
serverl D deci nal ID of the server from which

to retrieve reconcile
progress information.

getReconcileServerResult

Gets the results information of a reconcile session for an individual server, such as details
about the packages installed or uninstalled on the server.

Result

SOAP Data Type: Reconci | eSer ver Resul t

Description: Results information about script execution for an individual server.

Arguments
sessionl D deci mal ID of the reconcile session
from which to get results
for a specified server.
serverl| D deci mal ID of the server from which
to get reconcile results
information.

getReconcileServerResultPreview

Gets the results of a reconcile preview session for an individual server. The preview
reconcile, which is run before each full reconcile, allows you to see exactly what will
happen to the server as a result of the software requested to be installed or uninstalled. A
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preview shows what will occur if the reconcile is initiated, what software will be installed
and uninstalled, details about the software packages, and so on.

Result

SOAP Data Type: Reconci | eSer ver Resul t Previ ew

Description: Preview information about a reconcile session.

Arguments
sessionl D deci mal ID of the reconcile preview
session to retrieve.
serverl D deci mal ID of the server from which

to retrieve reconcile
preview information.

getReconcileSessionProgress

Gets the progress status of the reconcile session, including how many servers have been
reconciled and progress information for each server affected by the session.

Result

SOAP Data Type: Reconci | eSessi onPr ogr ess

Description: Details about the progress of a current reconcile session.
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Arguments

sessionl D deci mal ID of the reconcile session
from which to retrieve
progress information.

getReconcileSessionResult

Gets the results of a reconcile session, including how many servers successfully
completed the reconcile, details about the software packages installed, and so on.
Result

SOAP Data Type: Reconci | eSessi onResul t

Description: Result information from a reconcile session.

Arguments

sessi onl D deci nal ID of the Reconcile session
to retrieve results of.

getReconcileSessionResultPreview

Gets the results of a reconcile session preview. The preview reconcile, which is run before
each full reconcile, allows you to see exactly what will happen to the server as a result of
the software requested to be installed or uninstalled.

Preview reconcile shows what packages will be installed and what packages will be
removed. If a package is removed or installed as a result of another package being
installed, this information is noted as a “side effect.”

Preview reconcile also indicates which package installs or uninstalls require a reboot.

Result

SOAP Data Type: Reconci | eServer Resul t Previ ew
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Description: Reconcile preview results information.

Arguments

ARGUMENT NAME SOAP DATA TYPE DESCRIPTION

sessionl D deci mal ID of the reconcile preview
session results to retrieve.

getStatus

Gets the status of the specified CommandSessi on object.

Result
SOAP Data Type: stri ng

Description: Text message indicating the status of the ConmandSessi on object.

Arguments

ARGUMENT NAME SOAP DATA TYPE DESCRIPTION

sessionl D deci mal The ID of the
ComandSessi on object
from which to retrieve
status information.
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Operations Reference

This chapter describes the following SOAP operations:

get
getKeyList
getList
getValues
remove

set

The custom attribute function is used to apply special properties to servers, nodes,
customers, facilities, and OS definitions. You can set custom attributes which include
setting miscellaneous parameters and named data values.

The named values in a custom attribute provide parameters to the Opsware System, for
example, to customize displays or provide settings to use during installation or
configuration of packaged software in the operational environment.
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get

Returns a custom attribute specified by the object type, object ID, and key. All three

arguments are required.

Result

SOAP Data Type: Cust omAt t ri but e

Description: The object that represents the custom attribute.

Arguments

obj ect Type

objectI D

key

string

deci nal

string

The type of Opsware entity
the custom attribute has
been assigned to. The

obj ect Type may be one
of the following:
CUSTOVER

FACILITY

NCDE

SERVER

The unique ID of the
Opsware entity the custom
attribute has been
assigned to. For example, if
the obj ect Type is
CUSTOMER  then the

obj ect | Dis the same as
the cust omer | D.

The name of the custom
attribute to be returned.
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getKeyList

Returns custom attribute names (keys) by object type and object ID.

Result
SOAP Data Type: Cust omAt t r i but eKeyLi st

Description: An array of custom attribute object names.

Arguments

obj ect Type string The type of Opsware entity
the custom attribute has
been assigned to. The
obj ect Type may be one
of the following:
CUSTOVER
FACI LI TY
NCDE
SERVER

objectID deci mal The unique ID of the
Opsware entity the custom
attribute has been
assigned to. For example, if
the obj ect Type is
CUSTOVMER  then the
obj ect | Dis the same as
the cust onrer | D.
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getList

Returns custom attributes by object type and object ID.

Result
SOAP Data Type: Cust omAt t ri but eLi st

Description: An array of custom attribute objects.

Arguments

obj ect Type string The type of Opsware entity
the custom attribute has
been assigned to. The
obj ect Type may be one
of the following:
CUSTOVER
FACI LI TY
NCDE
SERVER

objectID deci mal The unique ID of the
Opsware entity the custom
attribute has been
assigned to. For example, if
the obj ect Type is
CUSTOVMER  then the
obj ect | Dis the same as
the cust onrer | D.
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getValues

Returns the custom attribute values that match the criteria specified by the
customAttri but eFi | t er argument. All three elements in the
customAt tri but eFi | t er must be specified.

Result
SOAP Data Type: Cust omAt t ri but eLi st

Description: An array of custom attribute object values.

Arguments

customAttributeFilt [ CustomAttri buteFilt |The objectthat specifies
er er the search criteria for this
operation.
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remove

Deletes custom attributes. The criteria to delete custom attributes are specified by the
customAttri but eFi | t er argument. All three elements in the

customAttri but eFi | t er are required.

Result

SOAP Data Type: stri ng

Description: The string OK

Arguments

customAttributeFilt |CustomAttri buteFilt | The object that specifies
er er the search criteria for this
operation
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set

Sets the value of a custom attribute. All three elements in the

customAt tri but eFi | t er argument are required. The
customAttributeFilter. customAttri buteKeys must contain a single array
element. (In other words, just one key may be specified.)

Result

SOAP Data Type: st ri ng

Description: The string OK.

Arguments

customAttributeFilt |CustomAttri buteFilt | The object that specifies

er er the search criteria for this
operation.

customAttributeValu  String The value to which the

e custom attribute will be set.

Opsware Inc. Confidential Information: Not for Redistribution. Copyright © 2000-2005 Opsware Inc. All Rights Reserved. 51



Opsware System Web Services APl 2.0 Guide

52 Opsware Inc. Confidential Information: Not for Redistribution. Copyright © 2000-2005 Opsware Inc. All Rights Reserved.



Chapter 5: Customer Web Service
Operations Reference

This chapter describes the following SOAP operations:
+ associateWithFacility

 create

+ delete

+ get

+ getlDs

+ getList

* update

In the Opsware System, customer accounts allows to create business units to provide
management of Opsware System operations and configurations.

By default, the Opsware System is shipped with the following two customers:

+ Customer Independent - A global customer in the Opsware System. Resources
(applications, patches, and templates) that are associated with "Customer
Independent” can be installed on any managed server, no matter what customer it is
associated with.

» Not assigned - The servers are not associated with a customer. You can install
applications, patches, or templates that are Customer Independent on Not Assigned
servers. However, you cannot install or use any resources associated with a customer
on a server that is not assigned to a customer.
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associateWithFacility

Associates a customer with a facility. The appropriate customers should be associated
with each new facility so that servers managed at that facility are associated with the
correct customers.

Result

SOAP Data Type: stri ng

Description: The result of this operation.

Arguments
custonerl D deci nal The ID of the customer to
be associated with the
facility.
facilitylD deci mal The ID of the facility to
which the customer will be
associated.
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create

Creates a new customer. After you create a customer, you can define the custom
attributes for that customer.

Result

SOAP Data Type: deci mal

Description: The ID (primary key) of the new customer.

Arguments

cust omer Name string The name of the new
customer in the Opsware
System. The value must be
in uppercase, less than 25
characters, and cannot
contain spaces.

busi nessCustoner| D | deci nal The business ID of the new
customer.

di spl ayNamne string The display name of the
new customer in the
Opsware Command
Center. The value must
contain less than 50
characters and cannot
include any special
charatcters.

aut hori zati onDomai n |string The authorization domain
of the new customer. The
value must be uppercase,
less than 50 characters,
and in the domain name
format. This value is usually
the same as the domain
name.
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delete

Deletes a customer. Deleting a customer removes the customer information from the

Opsware Access & Authentication Directory, and moves deactivated servers assigned to
the customer to the “Not Assigned” customer account or deletes the data about the
servers from the Model Repository database.

You can only delete a customer from the Opsware Command Center when the following
conditions are true for the customer:

.

No Nodes are attached to the customer account

The customer account does not own any software packages; the packages uploaded
for the customer must be deleted or deprecated

All servers assigned to the customer are deactivated
No IP range groups are created for the customer
No IP ranges are created for the customer

No server groups are created for the customer.

Result

SOAP Data Type: stri ng

Description: The string OK.

Arguments

custoner| D deci nal The ID of the customer to

be deleted.
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get

Returns a customer specified by the ID.

Result
SOAP Data Type: Cust oner

Description: The object that represents the customer.

Arguments

custonerl D deci nal The ID of the customer to
be returned.
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getiDs

Returns an array of customer IDs that matches the criteria specified by the

cust oner Fi | t er argument. To search for all acitve customers, specify a null
cust omer Fi | t er. To search for a customer by name, specify the

cust oner Fi |l t er. cust oner Name. To search for all customers associated with a
facility, specify the customerFil ter.facilityl D

This operation searches for customers with the following algorithm:

if customerFilter is null

return an array with the IDs of all active custoners
else if custonerFilter.custonerlDs is not enpty

t hrow an exception

el se if custonmer.custonmerNane is not null

return a single-elenent array with the 1D of the
correspondi ng cust omer

else if custoner.facilitylDis not null

return an array with the IDs of all custonmers associated with
the specified facility

el se

t hrow an exception

Result
SOAP Data Type: deci mal [ ]

Description: An array of customer IDs.

Arguments
custonerFilter CustonerFilter The object that specifies
the search criteria for this
operation.
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getList

Returns a list of customers that matches the criteria specified by the cust oner Fi | t er
argument.

The search performed by this operation follows the same criteria specified by the
customerFilter argument documented for getlDs, except for the
customerFilter.customerIDs array. In the getlList operation, to search for a customer by ID,
specify one or more values in the customerFilter.customerlDs array.

Result
SOAP Data Type: Cust oner Li st

Description: An object that represents multiple customers.

Arguments

custonerFilter CustonerFilter The object that specifies
the search criteria for this
operation.
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update

Edits a customer.

Result
SOAP Data Type: stri ng

Description: The string OK.

Arguments

custonerl D deci nal The ID of the customer to
be edited. The ID itself
cannot be changed.

cust oner Nane string The name of the customer
to be edited in the
Opsware system.The value
must be in uppercase, less
than 25 characters, and
cannot contain spaces.

busi nessCustoner| D | deci nal The business ID of the
customer to be edited.

(is it same as customerlD?
is it created automatically)

di spl ayName string The display name of the
customer to be edited. This
name appears in the
Opsware Command
Center.
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ARGUMENT NAME SOAP DATA TYPE

stat us

string

DESCRIPTION

The status of the customer
to be edited.

(The only status in OCC is
ACTIVE. Is this the default
status? can a user assign
the status?)
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Chapter 6: Distributed Script Web Service
Reference

This chapter describes the syntax of the following SOAP operations:

+ execute
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execute

Runs a script on one or more managed servers. The Distributed Script Execution (DSE)
subsystem of Opsware supports these types of scripts: Unix/Linux shell, Windows batch
(.BAT), and Windows Visual Basic (VBScript).

The Opsware Command Engine handles the entry of scripts into the Opsware Model
Repository (the script storage location in the Opsware System) and the versioning of
stored scripts. During script execution on the servers, the Command Engine runs a script
that issues an execution command to the Opsware Agent on each server. Each Opsware
Agent handles script execution and sends execution results to the Command Engine,
which enters the execution results data into the Model Repository.

To check the status of a script execution, invoke the
ComandSessi on. get DSESessi onPr ogr ess operation. To check the results of the
script execution, invoke CommandSessi on. get DSESessi onResul t.

For tips and information on required permissions, see the online help of the Opsware
Command Center or the Script Execution Subsystem chapter of the User’'s Guide.

Result
SOAP Data Type: deci mal

Description: The ID of the Command Engine session handling the script execution.

Arguments

dseAr gunent Di stributedScri pt Ar | The complex type that
gunent specifies the arguments for

running the distributed
script. The arguments
include the customer IDs
associated with the servers
and the parameters such
as the server IDs and the
script text.
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Reference

This chapter describes the following SOAP operations:

create
decommission
get

getlDs

getList

update

In the Opsware System, a facility refers to the collection of servers and server groups that
are managed by a single Model Repository, the database that stores information about
the managed environment. Typically, a facility corresponds to a specific data center. Users
can manage servers in any facility from the Opsware Command Center in any facility.
When a user updates data in a facility, the Model Repository for that facility is
synchronized with the Model Repository located in all remote facilities. In the Opsware
Command Center, a facility is identified by a customer-assigned facility name and an
Opsware-assigned facility ID.
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create

Creates a new facility.

Result
SOAP Data Type: deci mal

Description: The ID (primary key) of the new facility.

Arguments

facilityNane string The short name of the new
facility. The value must be
in uppercase and cannot
contain spaces.

di spl ayNane string The name of the new

facility displayed in the
Opsware Command
Center.
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decommission

Removes a facility from use. In the Opsware Command Center, this action is called
“deactivate.”

Decommissioning a facility stops Model Repository updates from propagating to the
deactivated facility and stops the Multimaster Tools from functioning for that facility. Be
sure to deactivate facilities with care because this task cannot be undone.

When you deactivate a facility, the facility is still listed in the Opsware Command Center;
however, it is marked with the letter D. The facility short name cannot be re-used, even if
the facility is deactivated.

Result

SOAP Data Type: st ri ng

Description: The result of the operation.

Arguments

facilitylD string The ID of the facility to be
decommissioned
(deactivated).
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get
Returns the facility specified by the ID

Result
SOAP Data Type: Faci l ity

Description: The object that represents the facility.

Arguments
ARGUMENT NAME SOAP DATA TYPE DESCRIPTION
facilitylD deci nal The ID of the facility to
retrieve.
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getiDs

Returns an array of facility IDs that matches the criteria specified by the
facilityFilter argument. To get all facilities, specify anullfaci lityFilter.To
search for all facilities associated with a customer, specify the
facilityFilter.custonerlDlffacilityFilter.facilityl Dsisnotnull this
operation throws an exception.

Result
SOAP Data Type: deci mal [ ]

Description: An array of facility IDs

Arguments

facilityFilter FacilityFilter The object that specifies
the search criteria for this
operation.
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getList

Returns a list of facilities that matches the criteria specified by the faci i tyFil ter
argument. This operation retrieves facilities in one of the following ways: To search for all
facilities, specify anull faci l i t yFi | t er. To search for active facilities by ID, specify
facilityFilter.facilityl Ds.To search for all facilities associated with a
customer, specify the facilityFilter. custonerl| D

Result
SOAP Data Type: Faci | i t yLi st

Description: An object that represents multiple facilities.

Arguments

facilityFilter FacilityFilter The object that specifies
the search criteria for this
operation.
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update
Edits facility’s attributes.

Result
SOAP Data Type: st ri ng

Description: The string OK.

Arguments
facilitylD deci mal The ID of the facility to be
updated. The ID itself
cannot be changed.
facilityNane string The short name of the
facility. The value must be
in uppercase and cannot
contain spaces.
di spl ayName string The name of the facility
displayed by the Opsware
Command Center.
st at us string The facility’s status, either

ACTI VE or
DECOMM SSI ONED.
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Reference

This chapter describes the following SOAP operations:

attachServer

create

delete

detachCustomer
detatchPlatforms
detachServer
detatchSoftwarePackage
get

getChild

getChildList
getCustomerList
getDescendant

getlDs
getinheritedSoftwarePackagelist
getList

getNodelList

Arguments
getPlatformList
getServerList
getSoftwarePackagelDOverrideTupleList
getSoftwarePackageList
move

setCustomers
setPlatforms
setSoftwarePackages
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In the Opsware System, a node is an element in a tree that organizes Opsware entities.
The hierarchical structure of the tree enables nodes, such as software applications, to
inherit properties from other software application nodes. An Opsware entity is an object
such as Cust oner, Faci | i ty, Sof t war e Package, and Ser ver. Behind the scenes,
the Opsware System stores these entities in the Model Repository database. To specify
relationships, you can attach entities to nodes. For example, you can attach servers,
software packages, customers, platforms to a Custom Application node.

The node tree is made up of subtrees called stacks. Some of these stacks are for internal
use by the Opsware System, and others, such as the System Utilities stack, can be
manipulated by end users in the Opsware Command Center.
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attachServer

Attaches a server to a node.

Result
SOAP Data Type: st ri ng

Description: Text message describing the results of attaching a server to a node.

Arguments
nodel D deci nal The ID of the node to be
associated with the server.
serverl D deci nal The ID of the server to be

associated with the node.
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create

Creates a new node in any of the any of the six Application stacks, which include the
Application Servers, DatabaseServer, OS Extras, Other Applications, System Utilities, and
WebServer stacks. The position in the tree where the node is created is determined by
the par ent Nodel D, which is the first parameter of the create operation. The created
node will become a child of the specified parent node.

Result
SOAP Data Type: deci mal

Description: ID of the new node.

Arguments

par ent Nodel D deci mal The parent node ID under
which you want to create a
new node.

shor t Nane string A short name for the new
node. The value must be
all upper case and contain
no spaces.

description string A brief description of the
new node.

not es string Notes that describe the
node you are creating.

al | owDevi ce bool ean Specify if you want to allow
devices (servers) to be
attached to the new node.

bl ockedNode bool ean Specify if you want the

node to be locked. If a
node is locked, it cannot
be moved or edited except
by a user who has the
appropriate privileges.
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delete

Deletes a node from the tree.

Result
SOAP Data Type: stri ng

Description: Text message describing the results of deleting a node.

Arguments

ARGUMENT NAME SOAP DATA TYPE DESCRIPTION

nodel D deci mal ID of the node to delete.
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detachCustomer

Detaches a list of customers from a node.

Result
SOAP Data Type: st ri ng

Description: Text message describing the results of detaching a list of customers from a

node.
Arguments
nodel D deci mal ID of the node to detach
from customers.
cust omer | Ds deci mal [] An array of customer IDs to

detach from a node.
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detatchPlatforms

Detaches a list of platforms (operating systems) from a node.

Result
SOAP Data Type: st ri ng

Description: A text message describing the results of detaching a list of platforms from a
node.

Arguments
nodel D deci nal ID of the node to detach
from the platforms.
pl at form Ds deci mal [] An array of platform IDs to

detach from a node.
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detachServer

Detaches a server from a node.

Result
SOAP Data Type: st ri ng

Description: Text message describing the results of detaching a server from a node.

Arguments
nodel D deci nal The ID of the node to
detach servers.
serverl D deci nal The ID of the server to

detach from the node.

80 Opsware Inc. Confidential Information: Not for Redistribution. Copyright © 2000-2005 Opsware Inc. All Rights Reserved.



Chapter 8: Node Web Service Operation Reference

detatchSoftwarePackage

Detaches a software package from a node.

Result
SOAP Data Type: st ri ng

Description: A text message describing the results of detaching a software package from

a node.
Arguments
nodel D deci mal ID of the node to detach
from the software package.
sof t war ePackagel D deci mal ID of the software package

to detach from the node.
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get

Gets a Node object specified by the node ID. A Node object contains information such as
its ID (unique identifier), short name, and parent ID.

Result
SOAP Data Type: Node

Description: A Node object.

Arguments

nodel D deci nal ID of the node to retrieve.
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getChild

Returns the Node object for the immediate descendant (specified by short name) of the
node specified by ID. A Node object contains information such as its ID (unique
identifier), short name, and parent ID.

Result

SOAP Data Type: Node

Description: A Node object.

Arguments
nodel D deci mal ID of the parent node
whose child you want to
get.
chi | dShort Nane string The internal child node

name used by the
Opsware System. The
value must be all upper
case and contain no
spaces.
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getChildList

Gets a list of children node objects (the immediate descendents) that belong to a
specified parent node.

Result
SOAP Data Type: NodeLi st

Description: A list of Node objects.

Arguments
nodel D deci mal ID of the parent node
whose children you want to
get.
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getCustomerList

Gets a list of Cust oner objects that are associated with a node. A Cust ormer object
represents a customer entity in the Opsware System, and consists of such attributes as a
customer ID, customer name, display name, status, authorization domain, and so on.
Result

SOAP Data Type: Cust omer Li st

Description: A list of Cust oner objects.

Arguments
nodel D deci mal ID of the node whose
customer list you want to
get.
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getDescendant

Returns the Node object for the descendant (specified by short name path) of the node
specified by node ID.
Result

SOAP Data Type: Node object.

Description: A Node object contains information such as its ID (unique identifier), short
name, and parent ID.

Arguments
nodel D deci mal ID of the node whose
descendent you want to
get.

descendant Short NameP | java.lang. String[] An array of strings

ath representing the shortpath
name of the descendent
nodes you are getting.
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getiDs

Gets a list of node IDs. Each node in the Opsware system contains a unique ID to
distinguish it from all other nodes.

Result

SOAP Data Type: deci mal [ ]

Description: An array of node IDs.

Arguments

nodeFi |l ter nodeFi | ter Determines the search
results of the get | Ds
operation.
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getinheritedSoftwarePackageList

Gets a list of Sof t war e objects (software packages) that a node inherits from its parents
and ancestors in the tree.

Result

SOAP Data Type: Sof t war ePackagelLi st

Description: A list of Sof t war e Package objects, which represent all packages that the

specified node inherits from its parents and ancestors in the tree.

Arguments

nodel D deci mal ID of the node from which
you want to get a list of
attached software
packages.
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getList
Gets a list of Node objects.

Result
SOAP Data Type: NodelL.i st

Description: A list of Node objects. A Node object contains information such as its ID
(unique identifier), short name, and parent ID.

Arguments

nodeFi | ter NodeFi Il ter Determines the search
results of the get Li st
operation.
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getNodelList

Gets a list of Node objects that are associated with a specified server.

Result
SOAP Data Type: NodelL.i st

Description: A list of Node objects. A Node object contains information such as its ID
(unique identifier), short name, and parent ID.

Arguments

serverl D deci mal ID of the server with the
Node objects retrieved.
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getParent
Returns the parent Node object for the node specified by ID.

Result
SOAP Data Type: Node

Description: A Node object. A Node object contains information such as its ID (unique
identifier), short name, and parent ID.

Arguments

nodel D deci mal ID of the node whose
parent you want to get.
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getPlatformList

Gets a list of Pl at f or mobjects of a specified node. A Pl at f or mobject represents the
definition of an operating system in the Opsware System. A platform is the name and
version of an operating system (for example, Red Hat Linux 4.2). Each Pl at f or mobject
contains varied elements such as what type of hardware is associated with the OS, OS
version, a platform ID, platform name, and so on.

Result
SOAP Data Type: Pl at f or mLi st

Description: A list of Pl at f or mobjects.

Arguments

nodel D deci mal ID of the node from which
you want to get a list of
platform objects.
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getServerList

Gets a list of Ser ver objects associated with a node. A Ser ver object represents a
server machine managed by the Opsware System, and contains such elements as a
machine ID, OS version, serial number, server ID, and so on.

Result
SOAP Data Type: Ser ver Li st

Description: A list of Ser ver objects.

Arguments

nodel D deci mal ID of the node from which
you want to get a list of
platform objects.
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getSoftwarePackagelDOverrideTupleList

Gets a list of Sof t war ePackagel DOver ri deTupl e objects. This list indicates the
installation order of inherited software packages.

Result
SOAP Data Type: Sof t war ePackagel DOverri deTupl eLi st
Description: A tuple in an ordered list that indicates the installation order of a node’s

inherited software packages.

Arguments

nodel D deci mal ID of the node from which
you want to get a list of
Sof t war ePackagel DOv
errideTupl e objects.
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getSoftwarePackagelList

Gets a list of Sof t war e Package objects. A software package represents an installable
chunk of software, such as an RPM.

Result

SOAP Data Type: Sof t war ePackagelLi st

Description:

Arguments

nodel D deci nal The ID of the node from
which you want to get a list
of Sof t war ePackage
objects.
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move

Moves a node from one location to another. When you move a node to a new destination
node, the moved node becomes a child of the destination node. (The destination node
becomes the parent node.) When you move a node, all of that node's dependencies and
all servers attached to that node remain intact. All other attributes of the node are
inherited from the new parent and all direct attachments remain intact.

Some restrictions on moving a node:
+ You can only move nodes within the following Application stacks: Application Servers,
DatabaseServer, OS Extras, Other Applications, System Utilities, and WebServer.

* You cannot move a node to itself or to its child.

« You cannot move a locked node to a destination node that is not locked, but you can
move an unlocked node to a locked node. If you want to move a locked node to
another locked node, you need locking permissions to do so.

* You cannot move a top-level node (such as Application Servers, OS Extras, Web
Servers, and so on).

* You can only move a node within its current stack.

Result
SOAP Data Type: stri ng

Description: A message describing the results of moving a node.

Arguments
nodel D deci mal ID of the node you are
moving.
newPar ent Nodel D deci mal ID of the parent under

which you want to move
the node.
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setCustomers

Associates a list of customers with a Node object. A Cust oner object represents a
customer entity in the Opsware System, and consists of such entities as a customer ID,
customer name, display name, status, authorization domain, and so on.

The Cust oner object determines who can view and edit the node (with the appropriate
customer permissions). After using this operation, the existing list of associated
customers will be overwritten.

Result

SOAP Data Type: st ri ng

Description: A message describing the result of associating the customers with the Node.

Arguments
nodel D deci mal ID of the node you are
associating with
customers.
cust omer | Ds deci mal [] An array of customer IDs to

associate with a node.
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setPlatforms

Associates a list of platforms (operating systems) with a node. (For a complete list of
supported operating systems, please refer to the Opsware System User's Guide.) After
using this operation, the existing list of associated platforms will be overwritten.
Result

SOAP Data Type: stri ng

Description: A message describing the result of associating the platforms with the Node.

Arguments
nodel D deci mal ID of the node you are
associating platforms with.
pl at f or m Ds deci nal An array of platform IDs to

associate with a node.
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Chapter 8: Node Web Service Operation Reference

Attaches software packages to a node. A software package represents an installable
chunk of software, such as an RPM. This operation overwrites the existing list of attached
software packages. This operation assumes that the list of packages

(Sof t war ePackagel DOverri deTupl e[])

installation.

Result

SOAP Data Type: string

is ordered in the sequence required for

Description: A message describing the results of attaching software packages to a node.

Arguments

nodel D

sof t war ePackagel DOverri d | sof t war ePackagel D

eTupl es []

deci nal

Overri deTupl es

ID of the node to which
you want to attach a
software package.

An array of

sof t war ePackagel DOv
errideTupl es objects.
The array is an ordered list
that indicates the
installation order of
inherited software
packages.
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Chapter 9: Platform Web Service Operations
Reference

This chapter describes the following SOAP operations:
+ get
+ getlDs

+ getList

In the Opsware System, the term pl at f or mis used to refer to an operating system. Each
operating system has a unigue identifier (ID) assigned by the Opsware System
associated with a hard-coded pl at f or mname assigned by the Opsware System. Users
can assign a display name to an operating system in the Opsware Command Center, but
the operations discussed in this chapter refer only to the Opsware-System-assigned IDs
and pl at f or mnames.
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get

Returns the PI at f or mobject whose ID was specified.

Pl at f or mIDs are assigned by the Opsware System, and are not visible in the Opsware
Command Center.

Result

SOAP Data Type: Pl at f orm

Description: The specific Operating System, such as RedHat Linux AS 2.1.

Arguments

platform D deci mal The ID of the pl at f or m
whose object you want to
see.
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getiDs

Returns a list of IDs for Pl at f or mobjects in the database.

To see the IDs assigned to all pl at f or ns, refer to Appendix A, Opsware Command
Line Interface, in the Opsware System User's Guide.

Result

SOAP Data Type: deci mal [ ]

Description: An array of IDs of Pl at f or mobjects.

Argument
platfornFilter PlatfornFilter The object that specifies
the search criteria for this
operation.
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getList

Returns a list of pl at f or mobjects.

To see the names of all pl at f or s, refer to Appendix A, Opsware Command Line
Interface, in the Opsware System User's Guide.

Result

SOAP Data Type: Pl at f or mLi st

Description: An object containing a list of pl at f or mobjects.

Argument
platfornFilter PlatfornFilter The object that specifies
the search criteria for this
operation.
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Operations Reference

This chapter describes the following SOAP operations:
+ assignAdministratorRole

« assignCustomerPermissions

+ assignFacilityPermissions

» assignUsers

+ createSecurityRole

* createUser

+ getAssignedSecurityRoleNamelList
+ getCustomerPermissionList

+ getFacilityPermissionList

+ getSecurityRoleNameList

+ getUserNamelList

+ isAssignedAdministratorRole

+ removeSecurityRole

* removeUser

+ unassignAdministratorRole

* unassignUsers

+ updatePassword
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In the Opsware System, a security role (group) is a set of permisssions that can be
assigned to a user, a facility, or a customer. In the Opsware Command Center, a security
role is called a group. Since users, facilities, and customers exist separate from the
security roles they are granted, security roles and these other objects can be manipulated
separately. For example, using the Security Web Service, you can delete a role without
deleting a customer without deleting the role assigned to the customer. In addition to a
role, a user, facility, or customer, may have additional read or write access permissions
that can also be granted using the Security Web Service.

In the Opsware system, you assign permissions to a security role and then assign users

to that role. Each user can belong to one or more security roles that control the operations
a user can perform and data the user can view. If an Opsware user is assigned to more

than one security role, that user has the permissions provided by the union of the multiple
security roles.

Except for the updat ePaswor d operation, all operations in the Security Web Service
must be called by a user with the administrative privilege. The user name and password
of this administrative user are required as the first parameters of these operations.
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assignAdministratorRole
Assigns a specified Opsware user to the Opsware administrator security role (group).
The Opsware administrator can create Opsware users and assins them to a security role.

The Opsware administrator can also promote an Opsware user to the Opsware
administrators security role.

Result
SOAP Data Type: string

Description: The string OK.

Arguments

adm nUser Nane string The name of an Opsware
user with administrative
privileges.

adm nPasswor d string The password of an

Opsware user with
administrative privileges.
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assignCustomerPermissions

Assigns customer permissions to a security role (group). Customer permissions specify
which customers are available to Opsware users in the associated security role. In
addition, these permissions specify whether Opsware users have read-only or read/write
access to configuration settings and data for the customer.

As an Opsware administrator, you create a security role and then assign access
permissions to that security role. After you assign permissions, you assign Opsware users
to the security role.

Result
SOAP Data Type: string

Description: The string OK.

Arguments

adm nUser Nanme string The name of an Opsware
user with administrative
privileges.

adm nPasswor d string The password of an
Opsware user with
administrative privileges.

r ol eNane string The name of a security role
to which the customers
listed will be added.

cust omer | Ds deci mal [] An array of customer IDs
whose permissions are to
be changed.

accesslLi st string [] An array of strings. Allowed
values are: READ, WRITE,
NONE.
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assignFacilityPermissions

Assigns facility permissions to a security role (group). Facility permissions specify which
facilities are available to Opsware users in the associated security role. In addition, these
permissions specify whether Opsware users have read-only or read/write access to
configuration settings and data for equipment installed at these locations.

As an Opsware administrator, you create a security role and then assign access
permissions to that security role. After you assign permissions, you assign Opsware users

to the security role.

Result

SOAP Dat a Type:
Description: The string OK.

Arguments

adnmi nUser Nane

adnm nPasswor d

r ol eNane

facilityl Ds

accesslLi st
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string
string
string
deci mal []
string []

The name of an Opsware
user with administrative
privileges.

The password of an
Opsware user with
administrative privileges.

The name of a security role
to which the facilities listed
will be added.

An array of facility IDs
whose permissions are to
be changed.

An array of strings. Allowed
values are: READ, WRITE,
NONE.
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assignUsers

Assigns Opsware users to a security role. In the Opsware System, you assign permissions
to a security role (group) and then assign Opsware users to that security role. If an
Opsware user is assigned to more than one security role, that user can access each of
the permissions specified in each security role as well as the permissions provided by the
union of the multiple security roles.

Result
SOAP Data Type: string

Description:The string OK.

Arguments

adm nUser Nanme string The name of an Opsware
user with administrative
privileges.

adm nPasswor d string The password of an
Opsware user with
administrative privileges.

r ol eNane string The name of a security role
to which the users will be
assigned.

accessli st string [] An array of user names to

be assigned to the security
role.
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createSecurityRole

Creates an empty security role in the Access & Authentication Directory. After creating a
security role (group), the Opsware administrator assigns users to the security role.

In addition to the groups that the Opsware administrator creates, the system also comes
with two sets of pre-defined groups: the Basic, Intermediate, and Advanced user groups,
and the Code Deployment groups. An Opsware administrator can assign a user to one or
more security roles.

Result
SOAP Data Type: string

Description: The string OK.

Arguments

adm nUser Nane string The name of an Opsware
user with administrative
privileges.

adm nPasswor d string The password of an
Opsware user with
administrative privileges.

r ol eNarre string The name of the security
role to be created.

description string The description of the

security role to be created.
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createUser

Creates an Opsware user in the Access & Authentication Directory. As an Opsware
administrator, you create a security role (group) and then assign access permissions to
that security role. After you assign permissions, you assign Opsware users to that security
role. If an Opsware user is assigned to more than one security role, that user has the
permissions provided by the union of the multiple security roles.

Result

SOAP Data Type: string

Description: The string OK.

Arguments

adnmi nUser Nane

adnm nPasswor d

user Name

user Passwor d

firstName

| ast Name

enai | Addr ess

stri

stri

stri

stri

stri

stri

stri

ng

ng

ng

ng

ng

ng

ng

The name of an Opsware
user with administrative
privileges.

The password of an
Opsware user with
administrative privileges.

The login name of the new
Opsware user.

The login password of the
new Opsware user.

The first name of the new
Opsware user.

The last name of the new
Opsware user.

The email address of the
new Opsware user.
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getAssignedSecurityRoleNamelList

Returns a list of names of all the security roles (groups) assigned to an Opsware user.

Result
SOAP Data Type: string []

Description: An array of security role names.

Arguments
user Narre string The name of an Opsware
user with administrative
privileges.
password string The password of an

Opsware user with
administrative privileges.
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getCustomerPermissionList

Returns a list of all the customer IDs assigned to the specified security role (group).

Result
SOAP Dat a Type: pernissionList

Description: An array of per m ssi on objects, which specifiy read and write access for

customers.

Arguments

adm nUser Nane string The name of an Opsware
user with administrative
privileges.

adm nPasswor d string The password of an
Opsware user with
administrative privileges.

r ol eNare string The name of the security

role of the permissions to
retrieve.
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getFacilityPermissionList

Returns a list of all the facility IDs assigned to the specified security role (group).

Result
SOAP Dat a Type: pernissionList

Description: An array of per m ssi on objects, which specifiy read and write access for
customers.

Arguments

adm nUser Nane string The name of an Opsware
user with administrative
privileges.

adm nPasswor d string The password of an
Opsware user with
administrative privileges.

r ol eNare string The name of the security

role of the permissions to
retrieve.
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getSecurityRoleNamelList

Returns a list of names of all the security roles (groups) that exist.

Result
SOAP Data Type: string[]

Description: An array of security role names.

Arguments

adm nUser Nanme string The name of an Opsware
user with administrative
privileges.

adm nPasswor d string The password of an

Opsware user with
administrative privileges.
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getUserNamelist

Returns a list of all Opsware user names that have been assigned to a specified security
role (group).

Result
SOAP Data Type: string []

Description: An array of Opsware user names.

Arguments

adm nUser Nane string The name of an Opsware
user with administrative
privileges.

adm nPasswor d string The password of an
Opsware user with
administrative privileges.

r ol eNare string The name of the security

role of the retrieved users.
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isAssignedAdministratorRole

Indicates whether or not the specified Opsware user has been assigned to the Opsware
security role.

Result
SOAP Data Type: bool ean

Description: The result of the test performed by this operation.

Arguments

adm nUser Nane string The name of an Opsware
user with administrative
privileges.

adm nPasswor d string The password of an
Opsware user with
administrative privileges.

user Nane string The name of the Opsware

user that this operation
checks for administrator
privileges.

1 1 8 Opsware Inc. Confidential Information: Not for Redistribution. Copyright © 2000-2005 Opsware Inc. All Rights Reserved.



Chapter 10: Security Web Service Operations Reference

removeSecurityRole

Removes a security role (group) along with its permissions.

Result
SOAP Data Type: string

Description: The string OK.

Arguments
adm nUser Nanme string The name of an Opsware
user with administrative
privileges.
adm nPasswor d string The password of an
Opsware user with
administrative privileges.
r ol eNane string The name of the security

role to be removed.
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removeUser

Removes the specified Opsware user from the Access & Authentication Directory.

Result
SOAP Data Type: string

Description: The string OK.

Arguments

adm nUser Nanme string The name of an Opsware
user with administrative
privileges.

adm nPasswor d string The password of an
Opsware user with
administrative privileges.

user Name string The name of the Opsware

user to be removed.
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unassignAdministratorRole

Unassigns specified Opsware users from the Opsware administrators security role.

Result
SOAP Data Type: string

Description: The string OK.

Arguments

adm nUser Nanme string The name of an Opsware
user with administrative
privileges.

adm nPasswor d string The password of an
Opsware user with
administrative privileges.

user Names string [] An array of Opsware user

names to be removed from
the administrator role.
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unassignUsers

Unassigns users from the specified security role (group).

Result
SOAP Data Type: string

Description: The string OK.

Arguments

adm nUser Nanme string The name of an Opsware
user with administrative
privileges.

adm nPasswor d string The password of an
Opsware user with
administrative privileges.

r ol eNane string The name of the security
role from which Opsware
users are to be
unassigned.

user Names string [] An array of Opsware user

names to be unassigned
from a security role.
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updatePassword

Changes the password for a given Opsware user.

Result
SOAP Data Type: string

Description: The string t r ue if the password change was successful.

Arguments

user Nane string The name of the Opsware
user whose password is to
be changed.

ol dPassword string The Opsware user’s current
password.

newPasswor d string The Opsware user's new
password.
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Reference

This chapter describes the following SOAP operations:

The Server Web Service allows you to perform a vaeriet of operations on an Opsware
manager server, such as associating a server with a customer, check the status of the
Opsware Agent on the server, get a list of changes for a server, and even reconcile

associateWithCustomer
delete

get

getAgentStatus
getChangelogList
getComponents
getComponentsList
getEventList

getlDs

getList
getReachableServer
reconcile

update

Servers.
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associateWithCustomer

Associates a server with a customer. A Cust omrer object represents a customer entity in
the Opsware System, and consists of such entities as a customer ID, customer name,
display name, status, authorization domain, and so on.

Result

SOAP Data Type: stri ng

Description: A text message that indicates the results of associating a server with a
customer (success or failure).

Arguments
serverl D deci nal The ID of the server to be
associated with the
customer.
custonerl D deci mal The ID of the customer to

be associated with the
server.
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delete

Deletes the specified server from the Model Repository database (“The Truth”). When a
server is deleted from the Model Repository, it is no longer recognized by the Opsware
system.

Result
SOAP Data Type: stri ng

Description: A text string that indicates the server has been deleted.

Arguments

serverl D deci nal The ID of the server to be
deleted.
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get

Gets the Server object specified by the server ID.

Result
SOAP Data Type: Ser ver

Description: An object that contains about 30 attributes, such as server ID, IP address,
agent status, MID, and so on. Each server is identified by the Opsware system by a
unique primary ID.

Arguments

serverl D deci mal The ID of the server to get.
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getAgentStatus

Gets the status of the agent on the server specified by server’s ID. A server is monitored
by the Opsware system through the Opsware Agent. If the agent is unreachable then the
server is no longer being managed — in other words, the Opsware System cannot access
the server. This operation allows you to check the reachability of the agent on the
specified server.

Result
SOAP Data Type: stri ng

Description: Returns a message stating the current state of the agent: either OK or
unr eachabl e.

Arguments

serverl D deci mal The ID of the server which
has the agent you want to
get the status of.
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getChangelogList

Returns a list of activity log items for the specified server, during a time window specified
by the start and end time-points. The activity log capture changes that a user makes to a
server, such as changing its name or its network information, adding or deleting attributes,
adding or removing a server from a node, running a Communication Test against the
server, running a reconcile on the server, and so on. This information is stored in the
change log list (also referred to as “Server History”) and is retrievable using this operation.

Result
SOAP Data Type: Ser ver ChangelLoglLi st

Description: A list that includes any changes made to the server during the specified time

period.
Arguments
serverl| D deci mal The ID of the server from
which you want to get a
change log list.
start dat eTi ne The start time of the period
you want to retrieve for the
server change log list.
end dat eTi ne The end time of the period

you want to retrieve for the
server change log list.
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getComponents

Gets the components of a Ser ver object specified by ID. Components of a server
include the Cust oner object that owns the server, the Facility object in which the server
is located, a list of CpuConponent objects for all the CPU’s on that server, a list of
Menor yComnponent s, a list of St or ageConponent s, a list of

I nt er f aceConponent s, a list of service-level Node objects, and so on.

Result
SOAP Data Type: Ser ver Conponent s
Description: Ser ver object “components” from the specified server including CPU,

storage, memory, interface, service level, customer, facility, and so on.

Arguments

serverl| D deci mal The ID of the server from
which you want to get
components from the
server's Server object.
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getComponentsList

Gets a list of Ser ver Conponent s objects. Components of a server include the
Cust oner object that owns the server, the Faci | i ty object in which the server is
located, a list of CpuConponent objects for all the CPU’s on that server, a list of
Menor yComponent s, a list of St or ageConponent s, a list of

I nt er f aceConponent s, a list of service-level Node objects, and so on.

The maximum number of Ser ver Conponent s objects that can be retrieved at a time is
200. This limit is enforced to avoid memory issues because of the size of the

Ser ver Conrponent s object. To retrieve more than 200 objects, a client application
would retrieve the list of server IDs, and iterate to retrieve chunks of 200 objects at a time.

This operation uses the same search criteria and algorithm as the getList operation.

Result
SOAP Data Type: Ser ver Conponent sLi st

Description: Returns a list of ServerComponent objects.

Arguments
serverFilter ServerFilter The object that specifies
the search criteria for this
operation.
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getEventList

Gets a list of server events for Ser ver objects that have been added, modified, or
removed since a specified time.

The Server Web Service maintains a sliding window (with a default size of two hours) of
events describing changes to Ser ver objects. This window makes it possible for you to
update a client-side cache of Ser ver objects without having to retrieve all of the objects.
For example, you could maintain a client-side cache as follows:

E Initially, invoke the get Li st operation to retrieve all relevant Ser ver objects.
H At specified time intervals within the two hour time window, perform these steps:

« invoke the get Event Li st operation to retrieve the events for the Ser ver
objects that have been changed.

« Update the client-side cache with the information returned by get Event Li st .

If you do not update the client-side cache for more than two hours, a full retrieval will be
required to obtain all changes. You can set the size of the sliding window for optimal
performance by changing the Web Services Data Access Engine configuration file. (For
instructions on changing the configuration file, see the Opsware System 4.7
Administration Guide.)

There are three types of server events: ADDED, MODI FI ED, or REMOVED. If an event is of
type ADDED or MODI FI ED, the Ser ver Event object embeds the Server object. If the
event is of type REMOVED, the Ser ver Event object embeds the server ID.

Note: The list of Ser ver Event objects returned may contain an ADDED event, a

MODI Fl ED event, as well as a REMOVED event for the same server. However, duplicate
items for events of the same type are removed. Therefore, the list can contain only one

MODI FI ED event for a server, even if the server has been modified several times within
the two hour time window.

Result
SOAP Data Type: Ser ver Event Li st

Description: A list of server events (additions, modifications, deletions) from the cache
(sliding window) maintained by the Server Web Service.
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Arguments
ARGUMENT NAME SOAP DATA TYPE DESCRIPTION
serverFilter ServerFilter The object that specifies the search criteria

for this operation.

ServerFilter.|ast Request Ti meSt
anp must be specified. Other

Server Fi |l t er elements are ignored.
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getiDs

Returns an array of server IDs that matches the criteria specified by the serverFi | t er
argument.

To search for all servers, specify a null ser ver Fi | t er. To search for a single server,
specify either the ser ver Host nane, ser ver | PAddr ess, or machi nel Din the
server Fi | t er. To search for multiple servers, specify the server Fi | t er elements
listed in the last el se clause of the below algorithm. For example, to search for servers
associated with certain customers, specify server Fi |l t er. cust omer | Ds.

This operation searches for servers with the following algorithm:

if serverFilter is null

return all server |Ds

else if serverFilter.serverlDs is not enpty

t hrow an exception

else if server.serverHostnanme is not null

return server |ID by nane

else if serverFilter.serverl PAddress is not null
return server ID by IP

else if serverFilter.machinelD is not null
return server 1D by MAC

el se

return server IDs by the conjunction (logical AND) of the
foll owing serverFilter el enents:

custoner | Ds

facilityl Ds

agentStatusFilters

depl oynment St ageFilters

serverUseFilters

Result
SOAP Data Type: deci mal [ ]

Description: An array of server IDs.
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Arguments
ARGUMENT NAME SOAP DATA TYPE DESCRIPTION
serverFilter ServerFilter The object that specifies
the search criteria for this
operation.
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getList

Returns a list of Ser ver objects that matches the criteria specified by the
serverFi | t er argument.

To search for all servers, specify a null server Fi | t er. To search for a single server,
specify either the ser ver Host nane, ser ver | PAddr ess, or machi nel Din the
server Fi | t er. To search for multiple servers, specify the server Fi | t er elements
listed in the last el se clause of the below algorithm. For example, to search for servers
associated with certain customers, specify server Fi |l t er. cust omer | Ds.

This operation searches for servers with the following algorithm:

if serverFilter is null

throw an exception

else if serverFilter.serverlDs is not enpty
return servers by |Ds

el se if server.serverHostnane is not null

return server by nane

else if serverFilter.serverl PAddress is not null
return server by IP

else if serverFilter.machinelD is not null
return server by MD

el se

return the servers that match the conjunction (Il ogical AND)
of the followi ng serverFilter elenents:
custoner| Ds

facilityl Ds

agentStatusFilters

depl oynment St ageFilters

serverUseFilters

Result
SOAP Data Type: Ser ver Li st

Description: An array of Ser ver objects.
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Arguments
ARGUMENT NAME SOAP DATA TYPE DESCRIPTION
serverFilter ServerFilter The object that specifies
the search criteria for this
operation.
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getReachableServer

Gets the reachable Server object that matches the specified IP address. A server is
reachable if the Opsware core can communicate with the Opsware Agent installed on the
server.

Result

SOAP Data Type: Ser ver

Description: An object that contains about 30 attributes, such as server ID, IP address,
agent status, MID, and so on. If the server is reachable, this operation will get the
specified Ser ver object.

Arguments

i pAddr ess string IP address of the server.
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reconcile

Starts a reconcile session and returns the reconcile session ID. When you reconcile a
server, you are updating the actual software configuration of a server based on the
specified configuration stored in the Model Repository (“The Truth”).

Result
SOAP Data Type: deci mal

Description: The reconcile session ID (if successful).

Arguments

Reconci | eSessi on |reconcil eSessi onAr gunent | <need to add>
Ar gunent
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update

Updates the attributes of the specified server. A server’s attributes are used to describe:
« How the server is being used. By default: not specified, production, and staging.
+ What stage of the life cycle the server is in (decommissioned, in deployment, or live.

* How the end user wants to describe the server.

Result
SOAP Data Type: st ri ng

Description: A list of all servers that have had their attributes updated.

Arguments
serverl D deci mal The ID of the server
whose attributes you
want to update.
server Use Server use flag of server
to update.
depl oynent St age Deployment stage flag of
server to update
serverDescription Description of server to
update. (A short name
for the description.)
not es Comments of the server

to update.
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This chapter describes the following SOAP operations:
+ get

*+ getAssociatedList

+ getlDs

» getinstalledList

+ getList

The Software Web Service operates on the Opsware entities that represent software
packages.

In the Opsware System, software packages reside in a central Software Repository. The
software function is used to install and uninstall software packages on servers. You can
select software packages from the Software Repository, select the servers that you want
to install the software on, preview the results of the installation, and install the software all
in a single operation.
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get

Returns a software package object specified by ID.

Result
SOAP Data Type: Sof t war ePackage

Description: The object that represents the software package.

Arguments

sof t war ePackagel D deci mal The ID (primary key) of the
software package to be
returned.
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getAssociatedList

Returns software packages associated with a server.

Result
SOAP Data Type: Sof t war ePackagelLi st

Description: An array of software package objects.

Arguments

serverl D deci nal The ID of the server
associated with a software
package.
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getiDs

Returns an array of software package IDs that match the criteria specified by the

sof t war ePackageFi | t er argument. For example, to search for software packages
associated with one or more platforms (operating sytems), for example, specify

sof t war ePackageFi | t er. pl at f or m Ds. To search by both platforms and
customers (logical AND), specify the pl at f or m Ds and cust oner | Ds elements of the
sof t war ePackageFi | ter. The

sof t war ePackageFi | t er. sof t war ePackagel Ds array must be null or empty.

i f softwarePackageFilter is null

throw an exception

el se if softwarePackageFilter. softwarePackagel Ds i s non-enpty
throw an exception

el se

return an array of software package objects matching the
conjunction of the foll owi ng SoftwarePackageFilter el enents:
custoner| Ds, platform Ds, softwarePackageNane. Null and enmpty
el enents are ignored.

Result
SOAP Data Type: Deci mal []

Description: An array of software package IDs.

Arguments

sof t war ePackageFi | t | Sof t war ePackageFi | t | The object that specifies
er er the search criteria for this
operation.
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getinstalledList

Returns software packages installed on a server.

Result
SOAP Data Type: | nst al | edSof t war ePackagelLi st

Description: An array of software objects.

Arguments

serverl D Deci mal The ID of the server on
which the software
packages are installed.
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getList

Returns an array of software package objects that match the criteria specified by the
sof t war ePackageFi | t er argument. To search for software packages by their IDs
(primary keys), specify sof t war ePackageFi | t er. sof t war ePackagel Ds. To
search by the other sof t war ePackageFi | t er elements, specify a null or empty
sof t war ePackageFi | t er. sof t war ePackagel Ds. To search for software
packages associated with a particular customer, for example, specify

sof t war ePackageFi | t er. cust oner | Ds.

This operation searches for software packages with the following algorithm:

i f softwarePackageFilter is null

t hrow an exception

el se if softwarePackageFilter.softwarePackagel Ds i s non-enpty
return correspondi ng array of software package objects.

el se

return an array of software package objects matching the
conjunction of the follow ng SoftwarePackageFilter el enents:
custoner| Ds, platform Ds, softwarePackageNanme. Null and enpty
el enents are ignored.

Result
SOAP Data Type: Sof t war ePackagelLi st

Description: An array of software package objects.

Arguments

Sof t war ePackagelLi st | Sof t war ePackageFi | t | The object that specifies
er the search criteria for this
operation.
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This chapter describes the complex SOAP data types used by the Opsware System
Web Services API 2.0.
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CommandSession

Provides configuration information about Command Engine sessions.

Elements

agent Name string Not used; to be removed in a future
release.

endDat e dat eTi me Date and time when the Command
Engine session ended.

host Nane string Hostname and realm of the server
from where the Command Engine
session was initiated.

m scDi gest string Not used; to be removed in a future
release.

myJobsVi si bl e bool ean Indicates if the job is displayed in the
My Jobs panel of the Opware
Command Center.

owner Nane string Not used; to be removed in a future
release.

par ansDi gest string Not used; to be removed in a future
release.

resul t sDi gest string Not used; to be removed in a future
release.

schedul eDat e dat eTi e Time and date the Command Engine
session is scheduled to be run.

schedul el d deci mal Not used; to be removed in a future
release.

scri pt Versionld deci mal Version number of the Command
Engine session script.

servi cel nstancel d deci mal Command Engine instance which ran

(or will run) the current session.

1 50 Opsware Inc. Confidential Information: Not for Redistribution. Copyright © 2000-2005 Opsware Inc. All Rights Reserved.



sessi onDescri ption

sessi onld

signature

si gnOf f Dat e

st al eDat e

start Dat e

st at us

userld

user Name
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string

deci nal

string

dat eTi e

dat eTi e

dat eTi ne

string

deci nal

string
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The text describing the Job Name
displayed in the My Jobs panel of the
Opsware Command Center.

Unique identifier for each Command
Engine session.

Signature verification of the session
and all auxiliary data.

Not used; to be removed in a future
release.

The point in time at which a Command
Engine session will expire if the
session has not been started or
completed.

Date and time when the Command
Engine session started.

Status of the Command Engine
session. Examples: SUCCESS,
FAI LED.

Unique identifier of the Opsware user
who initiated the Command Engine
session.

Not used; to be removed in a future
release; replaced by user | d.
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CustomAttribute

Represents a name-value pair that can be assigned to an Opsware entiy such as a
customer, server, software application (node), or facility.

Elements

key string The name of the custom
attribute.

obj ectI D deci nal The unique ID of the
Opsware entity the custom
attribute has been
assigned to. For example, if
the obj ect Type is
CUSTOMER  then the
obj ect | Dis the same as
the cust omer | D.

obj ect Type string The type of Opsware entity
the custom attribute has
been assigned to. The
obj ect Type may be one
of the following:
CUSTOVER
FACI LI TY
NCDE
SERVER

val ue string The value of the custom
attribute.

1 52 Opsware Inc. Confidential Information: Not for Redistribution. Copyright © 2000-2005 Opsware Inc. All Rights Reserved.



Chapter 13: Complex Data Types Reference

CustomAttributeFilter

Determines the search results of the Custom Attribute Service get Val ues, r enmove, and
set operations.

Elements

customAt tri but eKeys |string[] An array of custom
attribute names.

obj ect| Ds deci mal [] The unique ID of the
Opsware entity the custom
attribute has been
assigned to. For example, if
the obj ect Type is
CUSTOMER  then the
obj ect | Dis the same as
the cust omer | D.

obj ect Type string The type of Opsware entity
the custom attribute has
been assigned to. The
obj ect Type may be one
of the following:
CUSTOVER
FACI LI TY
NCDE
SERVER
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Customer

Represents a customer entity in the Opsware System.

Elements

aut hori zati onDomai n | string The authorization domain
of the customer, usually
the same as the domain
name.

busi nessAccount | D deci nal TBD

customer| D deci nal The unique ID (primary
key) that identifies the
customer.

cust oner Nane string The short name of the
customer.

di spl ayNane string The display name of the
customer in the Opsware
Command Center.

stat us string The status of the customer.
Allowed values:
ACTI VE
(TBD ot hers?)
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CustomerFilter
Determines the search results of the Customer Web Service get | Ds and get Li st
operations.
Elements
facilitylD deci mal ID of the facility associated
with customers to retrieve.
cust omer Nane string The name of the customer
to retrieve.
cust omer | Ds deci mal [] An array of customer IDs to
retrieve.
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DistributedScriptArgument

The argument of the execut e operation of theDistributed Script Web Service, which
enables you to run and monitor a script on multiple servers.

Elements

custoner| Ds

hi ddenPar anet er s

myJobsVi si bl e

paraneters

schedul eDat e

deci mal []

Di stri butedScri pt Pa
ramet er Set

bool ean

Di stri butedScri pt Pa
ramet er Set

dat eTi ne

An array of customer IDs
associated with the servers
on which the distributed
script will be executed.

Includes the encrypted
parameters such as the
password.

Indicates if the distributed
script execution job is
visible in the My Jobs
panel of the Opsware
Command Center. Returns
true if the job should be
visible.

The parameters required
for the distributed script to
be executed. For Unix
scripts, use Bourne (sh)
shell syntax and for
Windows scripts, use
cnd. exe parameter
syntax.

The date on which to run
the script. If the schedule
date is not specified, the
script is executed
immediately.
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scri pt Version

sessi onDescri ption

st al eDat e

user Name
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string

string

dat eTi ne

string

The version information of
the distributed script to be
executed. Each time a
script is modified, new
script version information is
created and stored.

The text describing the Job
Name in the My Jobs
pannel in the Opsware
Command Center.

The time after which it is
too late to run a scheduled
distributed script. If the

st al eDat e is later than
the current date, the script
will not be run.

The name of the Opsware
user who executed the
distributed script.
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DistributedScriptParameterSet
Contains the details for the parameter of a distributed script execution (DSE) operation on
a managed server.

Elements

scri pt Argunment s string The arguments of the
distributed script to be
executed.

scri pt CodeType string The type of distributed
script to be executed. The
types include Unix shell,
Windows.BAT, or Windows
VBScript.

scriptlD deci mal The ID of the distributed
script to be executed.

scri pt Nanme string The name of the
distributed script be to
executed.

scri pt Text string The contents of the
distributed script to be
executed.

server Domai n string The Windows domain of
the server in which the
script will be executed.

serverl Ds deci mal [] An array unique IDs of the
servers on which the
distributed script will be
executed.

server Password string The password for the
server on which the
distributed script will be
executed.
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server User Nane

stderrByteSi ze

st dout Byt eSi ze

wai t Ti ne
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string

deci nal

deci nal

The user name for the
server on which the
distributed script will be
executed.

The number of bytes in the
st derr generated by the
script.

The number of bytes in the
st dout generated by the
script.

The wait time in minutes
before timing out the
distributed script execution
operation. This value is the
amount of time a script has
to complete execution on a
server. If the script is not
finished when the time-out
value is reached, the script
is stopped by the Opsware
System and a script error
occurs.
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DSESessionProgress

Represents the progress or current status of a distributed script execution (DSE) session

on managed servers.

Elements

doneServers

donesSt eps

errorServers

host pr ogr ess

t ot al Servers

t ot al St eps

160
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deci nal

DSESer ver St at us| ]

DSESer ver Pr ogr ess| ]

deci nal

deci nal

The number of servers that
have completed the
distributed script execution
operation.

The number of completed
steps for the distributed
script execution operation.

The servers on which the
error occured during
distributed script execution
operation.

An array of elements, each
of which represents the
distributed script execution
progress of a specific
server.

The total number of
servers on which the
distributed script execution
operation is running.

The total number of steps
required for the distributed
script execution operation.
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Chapter 13: Complex Data Types Reference

Represents the results of a distributed script execution (DSE) session on managed

SErvers.

Elements

errorServers

host sResul ts

t ot al Servers
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DSESer ver St at us|[ ]

DSESer ver Resul t[]

deci nal

The servers on which the
error occured during
distributed script execution
operation.

An array of elements, each
of which represents the

distributed script execution
results of a specific server.

The total number of
servers on which the
distributed script execution
operation is running.
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DSEServerProgress

Represents the progress or current status of a distributed script execution (DSE) session
on a specific server.

Elements

doneSt eps deci mal The number of completed
steps for the distributed
script execution operation.

errorDetail string The details of an error that
might occur during
distributed script execution
operation.

error Nane string The name of an error that
might occur during
distributed script execution
operation.

serverl D deci mal The unique identifier
(primary key) of the server
on which the script will be
executed.

st age string The deployment stage of
the server. By default,
Opsware is installed with
these possible values for
the deployment stage:
I N DEPLOYMENT
LI VE
NOT SPECI FI ED
OFFLI NE
OPS READY
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st at us string The status of the agent on
the server specified by the
server ID. Allowed values:
K - The server is
managed by the Opsware
System
NOT REACHABLE - The
Server is unmanageable
by the Opsware System
due to an error.

total St eps deci nal The total number of steps
required for the distributed
script execution operation.
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DSEServerResult

Represents the results of a distributed script execution (DSE) session on a specific server.

DSESer ver Resul t extends DSESer ver St at us and has no sub elements other than
those inherited from DSESer ver St at us.
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DSEServerStatus

Represents the status of the distributed script execution (DSE) on a specific server.

Elements

command!l D

errorDet ai l

error Nane

serverl| D

st at us

Opsware Inc. Confidential Information: Not for Redistribution. Copyright © 2000-2005 Opsware Inc. All Rights Reserved.

deci nal

string

string

deci nal

string

The identifier associated
with the task running the
distributed script.

The details of an error that
might occur during script
execution operation.

The name of an error that
might occur during script
execution operation.

The unigque identifier
(primary key) of the server
on which the script will be
executed.

The status of the agent on
the server specified by the
server ID. Allowed values:
K - The server is
managed by the Opsware
System

NOT REACHABLE - The
Server is unmanageable
by the Opsware System
due to an error.
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EventBase

Specifies the type of event that has occurred. This type is extended by Ser ver Event .

Elements

event Type string Specifies what action has
occurred. Allowed values
for a Ser ver Event :
ADDED
MODI FI ED
REMOVED
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Facility
Represents a collection of servers stored in a single Opsware Model Repository

(database). A facility usually corresponds to a specific data center or geographical
location (city) of an Opsware System installation.

Elements

di spl ayNane string The name of the facility
displayed by the Opsware
Command Center.

facilityl D deci nal The unigque identifier
(primary key) of the facility.

facilityName string The short name of the
facility.

st at us string The facility’s status.
Allowed values:
ACTI VE

DECOW SSI ONED.
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FacilityFilter
Determines the search results of the Facility Web Service get | Ds and get Li st
operations.
Elements
custoner| D deci mal ID of the customer
associated with the
facilities to retrieve.
facilityl Ds deci mal [] An array of facility IDs to

retrieve.
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InstalledSoftwarePackage

Represents a software package that has been installed on a managed server.

Elements

serverl D

sof t war ePackageDesc
ription

sof t war ePackageDi sp
| ayName

sof t war ePackagel D

sof t war ePackageNane

sof t war ePackageType

sof t war eRel ease

sof t war eVer si on
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deci

stri

stri

deci

stri

stri

stri

stri

mal

ng

ng

mal

ng

ng

ng

ng

The unigque identifier
(primary key) of the server
on which the software
package is installed.

An informational field
describing the package.

The name of the software
package displayed in the
Opsware Command
Center.

The unique identifier
(primary key) for the

Sof t war ePackage
object.

The name of the software
packaged used internally
by the Opsware System.

The type of the package,
such as HOTFIX, RPM, MSI,
LPP, APAR, ZIP.

For RPMs only, the release
info generated by:

rpm -q.

For RPM, the version info
generated by: r pm - q. For
MSI, the version specified
by the user.
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ListBase

The base type for many of the <t ype>Li st complex types. For example,

Cust oner Li st and Faci | i t yLi st extend Li st Base. Each <type>Li st complex
data type embeds an array of particular complex objects. For example, the

Cust oner Li st embeds an array of Cust omer objects.

Elements

ti meStanp dat eTi ne Usually the date and time
the list was retrieved.
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Node

Represents an element in the Opsware System software tree.

Elements

al | owbDevi ce bool ean Indicates whether a server
can be attached to the
node.

al l owMul tiple bool ean Indicates whether the
stack allows a device to be
attached more than once.
For example, a server can
only be attached to a node
in the operating system
stack once.

description string A text description of the
node displayed in the
Opsware Command
Center.

ful I Nane string The concatenation of all
short names down the
path to this node.

| ocation string A modified version of the
node’s synthetic name,
which specifies the full
path to this node. For
some stacks, prefix
elements such as
AppSer ver may be
omitted, for example,
WebLogi ¢/ Sun0sS/ 5. 7/
8.0

nodel D deci mal The unique identifier
(primary key) of the node.
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not es string
par ent Nodel D deci mal
reconci | eOrder deci nal
shor t Nanme string

Notes displayed in the
Opsware Command
Center.

The identifier of the node’s
parent in the tree.

The default reconciliation
(installation) order of the
package attached to the
node. This default can be
overridden with install
order dependencies.

An internal node name
used by the Opsware
System. The value must be
all upper case and contain
no spaces.
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stackl D

stat us

synt heti cName
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deci nal

string

string

The unique ID of a stack
(subtree) in the node tree.
For example, the ID of the
System Utilities stack is 7.
Valid IDs are:

1 - customer

2- facility

3 - hardware

4 - service levels

5 - operating system

6 - opsware

7 - System Utilities

8 - DatabaseServer

9 - AppServer

10 - WebServer

11 - Custom Apps

12 - OS Extras

13 - non-existent

14 - templates

15 - patches

Has vlaues such as

ACTI VE or DEPRECATED.
The status is not used for
software nodes.

The path to the node
(except for the top level)
displayed by the Opsware
Command Center.
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NodeFilter

Determines the search results of the Node Web Service get | Ds and get Li st
operations. A node is an element in Opsware’s software tree.

Elements

cust oner | Ds deci mal [] An array of customer IDs
associated with the nodes
to retrieve.

nodel Ds deci mal [] An array of node IDs to
retrieve.

nodeNarne string The name of the node to
retrieve.

pl atf orm Ds deci mal [] An array of platform IDs. A
platform is the name and
version of an operating
system.

st ackl Ds deci mal [] The unique ID of a stack

(subtree) in the software
model tree. For a list of
valid IDs, see the

st ackl D description of
the Node data type.

174 Opsware Inc. Confidential Information: Not for Redistribution. Copyright © 2000-2005 Opsware Inc. All Rights Reserved.



Chapter 13: Complex Data Types Reference

Permission
Represents the security permission (read or write access) of an Opsware customer or
facility.
Elements
ELEMENT NAME SOAP DATA TYPE DESCRIPTION
access i nt The type of access.
Allowed values:
0 (none)
1 (read)
2 (read-write)
I D string The identifier (primary key)
of the customer or facility.
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Platform

Represents the definition of an operating system in the Opsware System. A platform is the
name and version of an operating system (for example, Red Hat Linux 4.2).

Elements

architecture string The type of hardware, such
as X86 or SPARC.

i sPat chabl e bool ean A flag is used in the Install
Patch Wizard of the
Opsware Command
Center. Ifi sPat chabl e is
false, then the platform is
not among the platforms
the the user can select.

osVer si on string Not used; to be removed in
a future release.

pl at f ornDescription string Descriptive text or notes for
the platform.

platform D deci mal The unique identifier
(primary key) of the
platform.

pl at f or nNane string The name displayed in the
Opsware Command
Center. For example: Red
Hat Enterprise Linux AS 2.1

pl at f or nShor t Nane string An internal name used by
the Opsware System. The
value must be all upper
case and contain no
spaces.
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ELEMENT NAME

pl at f or nVer si on

SOAP DATA TYPE

string

DESCRIPTION

An internal name used by
the Opsware System to
match what the agents
report with a known
platform object.
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PlatformFilter

Determines the search results of the Platform Web Service get | Ds and get Li st
operations. A platform is the name and version of an operating system (for example, Red
Hat Linux 4.2).

Elements

pl at form Ds deci mal [] An array of platform IDs to
retrieve.

pl at f or nNane string The name of the platform
to retrieve.
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ReconcilePackageBase

Contains the name of a the software package affected by the reconcile operation. This
type is extended by Reconci | ePackageDet ai | s.

Elements
di spl ayName string The name of the software
package displayed in the
Opsware Command
Center.
uni queName string The name of the software

packaged used internally
by the Opsware System.
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ReconcilePackageDetails

Contains information about the software package that is installed or uninstalled by a
reconcile operation. Reconci | ePackageDet ai | s extends
Reconci | ePackageBase and is extended by Reconci | ePackageQut put .

Elements

i nstall Fl ags string Optional arguments
passed to the installer on
the managed server.

install O der deci nal The default reconcile
(installation) order of the
package attached to the
node. This default can be
overridden with install
order dependencies.

nessages string[] Any informational
messages associated with
a package that the
reconcile may generate.

nodel Ds deci mal [] The identifiers of the nodes
to which the software
package has been
attached.

packagel D deci mal The unique identifier
(primary key) of the
Sof t war ePackage
object.

packageNane string The name of the package
being installed or
uninsalled.

packageRel ease string For RPMs only, the release
info generated by:

rem-q
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packageType string The type of the package,
such as HOTFIX, RPM, MSI,
LPP, APAR, ZIP.

packageVer si on string For RPMs, the version info

generated by: r pm - . For
MSils, the version specified
by the user.

reboot Onl nst al | bool ean Indicates whether to reboot
the managed server after
successful installation of
the software package.

r eboot OnUni nst al | bool ean Indicates whether to reboot
the managed server after
successful uninstallation of
the software package.

renoveFl ags string Optional arguments
passed to the uninstaller
on the managed server.

uni nst al | abl e bool ean Specifies whether the
Opsware System has
determined that the
package should not be
installed.
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ReconcilePackageOutput

The output returned by a reconcile operation. This type extends
Reconci | ePackageDet ai |l s.

Elements

errorDetail string Details of any errors
generated by the reconcile.

error Nanme string The name of an error
generated by the reconcile.

i nstal | edDat e dat eTi ne The date and time when
the package was installed
by the reconcile.

out put string The output generated by
the tool that performed the
reconcile. The tool varies
with operating system.
Examples of these tools
are: rpom, msi, patchrm,
pkgadd.

result i nt eger The return code from the
install or remove operation.
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ReconcileServerParameterSet

Contains the details for the parameter of a reconcile operation on a managed server.

Elements
debug
install Al'l

i nst al | Nodel Ds

renoveAl |

r enoveNodel Ds

serverl D
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bool ean

bool ean

deci mal []

bool ean

deci mal []

deci nal

Specifies whether to run
the reconcile in debug
mode.

Specifies whether to install
all software packages
attached to the nodes to
which the server has been
attached.

The identifiers of the nodes
to which the software
packages and server have
been attached.

Specifies whether to
uninstall all software
packages attached to the
application nodes from
which the server has been
dettached.

The identifiers of the
application nodes from
which software packages
have been detached.

The unigue identifier
(primary key) of the server
on which the reconcile
operation will be applied.
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tenpl atel D deci nal The identifier of the
Opsware template that
contains the software to be
installed or uninstalled.

t est Mode bool ean Specifies whether this
reconcile operation is a
preview (test). In a preview
reconcile , no software is
actually installed or
uninstalled.
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ReconcileServerProgress

Represents the progress or current status of a reconcile session on a specific server.

Elements

conpl et edTasks deci nal The number of completed
steps for this reconcile
operation. Steps include:
downloading a package to
the managed server,
installing a package, and
re-registering the installed
package with the Opsware
System.

nmessage string A short text description of
the current state of the
reconcile operation.
Example: “Querying
Opsware Agent for
installed packages.”

serverl| D deci nal The unique identifier of the
managed server on which
the reconcile operation is
running.

t ot al Tasks deci mal The total number of steps
required for the reconcile
operation.
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ReconcileServerResult

Indicates which software packages were installed or removed by the reconcile operation
on a specific server. This type extends Reconci | eSer ver Resul t Base.

Elements

i nstal | edAsSi deEf Reconci | ePackageBase[ ]
fect

renovedAdSi deEf f e | Reconci | ePackageBase| ]
ct

wasl nst al | ed Reconci | ePackageQut put

[]

wasNot | nstal | ed Reconci | ePackageCut put

[]

An array that represents the
software packages installed
as a side effect on the
server by the reconcile
operation. Examples of side
effects are APARs installed
when an UpdateFileset is
installed, or a Solaris patch
included in a Solaris
package.

An array that represents the
software packages
removed as a side effect of
the reconcile operation.

An array that represents the
software packages
successfully installed on
the server by the reconcile
operation.

An array that represents the
software packages that
should have been installed
on the server by the
reconcile operation but
were not.
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was Not Renoved Reconci | ePackageQut put | An array that represents the
[] software packages that
should have been removed
from the server by the
reconcile operation but

were not.
wasRemoved Reconci | ePackageQut put | An array that represents the
[] software packages

successfully removed from
the server by the reconcile
operation.
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ReconcileServerResultBase

Contains information about the results of a a reconcile operation on a specific server. This
type is extended by Reconci | eServer Resul t and
Reconci | eServer Resul t Previ ew.

Elements

cannot BeRenoved Reconci | ePackageBas | An array of elements that
el] represent the software

packages that could not be
removed from the server
by the reconcile operation.
For example, a Fileset
might not be removed
because all related filesets
must be removed at the
same time.

debugErr or string An error message
generated by the reconcile
operation. Appears only if
Reconci | eServer Par a
met er Set . debug is set
to true.

debugWar ni ng string A warning message
generated by the reconcile
operation. Appears only if
Reconci | eServer Par a
met er Set . debug is set
to true

error string An error message
generated by the reconcile
operation.
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serverl D

st at us

war ni ng

wi | | Not | nst al |
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deci nal

string

string

Reconci | ePackageDet
ail s[]

The unigque identifier
(primary key) of the server
that was reconciled.

The status of the reconcile
operation. Examples:
SUCCESS, FAI LURE,
ABORTED, BOOTI NG
CYCLI NG

A warning message
generated by the reconcile
operation.

An array of elements that
represent the software
packages that the
Opsware System
determined should not be
installed by the reconcile
operation. For example, the
package may already be
installed, or an
UpdateFileset will not be
installed because a
required BaseFileset does
not exist.
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190

ReconcileServerResultPreview

Indicates which software packages the reconcile preview (test) operation has determined
would be installed or removed on a particular server. This type extends
Reconci | eServer Resul t Base.

Elements

wi | | BeRenovedAsSi de | Reconci | ePackageBas | An array that represents

Ef f ect el] the software packages that
would be removed from
the server as a side effect
of the reconcile operation.

willlnstall Reconci | ePackageDet | An array that represents
ail s[] the software packages that
would be installed on the
server by the reconcile

operation.
wi | | Renpve Reconci | ePackageDet | An array that represents
ails[] the software packages that

would be removed from
the server by the reconcile
operation.
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ReconcileSessionArgument

The argument of the r econci | e operation of the Server Web Service, which installs or
uninstalls software (applications or patches) on servers managed by the Opsware
System.

Elements

cust omer | Ds deci mal [] The identifiers of the
customers associated with
the servers on which the
reconcile operation will be
applied.

gl obal Argunent s Reconci | eSer ver Par a | The arguments common to
met er Set all servers on which the
reconcile operation will be
applied.

| ocal Argunent sLi st Reconci | eSer ver Par a | The arguments for a single
met er Set [ ] server on which the

reconcile operation will be
applied. A non-null
element of
| ocal Argunent sLi st
overrides the
corresponding element in
gl obal Argunents.

serverl Ds deci mal [] The identifiers of the
servers on which the
reconcile operation will be
applied.

user Nane string The name of the Opsware
user performing the
reconciliation operation.
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ReconcileSessionProgress

Represents the progress or current status of a reconcile session on managed servers.

Elements

conpl et edServers deci nal The number of servers that
have completed the
reconcile operation.

error string The message of a session
error.

server sProgress Reconci | eSer ver Prog | An array of elements, each

ressjf] of which represent the

reconcile progress of a
specific server.

total Servers deci nal The total number of

servers on which the
reconcile operation is
running.
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ReconcileSessionResult

Represents the results of a reconcile operation on managed servers. This type extends
extends Reconci | eSessi onResul t Base.

Elements

serversResul t Reconci | eSer ver Resu | An array of elements, each
[t[] of which represents the
results of a reconcile
operation on a specific
server.
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ReconcileSessionResultBase

Contains information about a reconcile operation on managed servers. This type is
extended by Reconci | eSessi onResul t and
Reconci | eSessi onResul t Previ ew

Elements

conpl et edServers deci nal The number of servers on
which the reconcile
operation has finished.

error string The message of an error
resulting from the reconcile
session.

tot al Servers deci mal The total number of

servers on which the
reconcile operation is
applied.
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ReconcileSessionResultPreview

Represents the results of a preview (test) reconcile operation on managed servers.This
type extends extends Reconci | eSessi onResul t Base.

Elements

serversResul t Previ e | Reconci | eServer Resu | An array of elements, each

w I'tPreview] of which represents the
results of a preview (test)
reconcile operation on a
specific server
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Server

Represents a server machine managed by the Opsware System.

Elements

agent St at us string
asset Tag string
chassi sl D string

chassi sSeri al Nunmber string

Tthe status of the agent on
the servers. Allowed values
are:

(0 ¢

NOT REACHABLE

The inventory asset
number.

A unigue hardware-based
identifier that the Opsware
Agent discovers, typically
derived from some
property of the server's
chassis. For this ID, the
Opsware System uses an
interface's MAC address,
or the hostid on Solaris
servers, or the serial
number for one of the
interfaces.

The serial number of the
hardware chassis.
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depl oynent St age

di scover Dat e

ef fecti veBegi nDat e

| oopbackl P

machi nel D

Opsware Inc. Confidential Information: Not for Redistribution. Copyright © 2000-2005 Opsware Inc. All Rights Reserved.

string

dat eTi e

dat eTi e

string

string

The server’s deployment
stage. By default, Opsware
is installed with these
possible values for the
deployment stage:

I N DEPLOYMENT

LI VE

NOT SPECI FI ED

OFFLI NE

OPS READY

The date and time the
server first appeared in the
Opsware System.

The date and time of the
most recent hardware
registration, which is
performed by the Opsware
agent.

The IP address for network
loopback testing.

The MID, a unique ID of the
server assigned by
Opsware when the server
first registers. Stored on the
hard disk of the server, the
MID is usually the same as
the server| D.
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managenent | P string The IP address that the
Opsware System uses to
communicate with the
Opsware Agent on the
server. With static NAT, the
management IP address
for a server will not be the
same as the primary IP
address. Also with static
NAT, the management IP is
the NAT-translated IP
address for the server.
When static NAT is not
being used, the
management IP address is
always the same as the
primary IP address.

not es string Descriptive text for the
server.
opswLi fecycl e string Specifies the life cycle

phase for the server.
Allowed values for a server
in the server pool:

AVAI LABLE

I NSTALLI NG GCS

BUI LD FAI LED

Allowed values for
managed servers:
MANAGED

DEACTI VATED

origin string Indicates how the server
got into the Opsware
System. Allowed values:
PROVISIONED
ASSIMILATED

1 98 Opsware Inc. Confidential Information: Not for Redistribution. Copyright © 2000-2005 Opsware Inc. All Rights Reserved.



osVer si on string
primryl P string
reporting string
seri al Nunmber string

serverDescri ption string

serverl D

serverMg

deci nal

string
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The version of the
operating system definition
specified by the Opsware
administrator.

The IP address of the
management interface.
When you change the
management interface, the
primary IP changes to the
IP address of that interface.
The primary IP address is a
locally-configured IP
address.

The status of the agent’s
report of the server to the
Opsware System. Allowed
values:

(04

REQ STRATION I N
PROGRESS

REPORTI NG ERROR

The manufacturer's serial
number of the server. If
possibl, e Opsware
assigns the chassis ID to
the serial number.

By default, the same value
as syst emNane.

A unigue ID (primary key)
of the managed server.

The name of the vendor
that manufacured the
server.
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server Model string The model name of the
server.

server Type string Allowed value: SERVER

server Use string By default, Opsware is

installed with these
possible values for the
server Use:

STAG NG

PRODUCTI ON

NOT SPECI FI ED

The CDR subsystem relies
on STAG NGand

PRODUCTI ON.
syst enmDescri pt or string Not used for servers.
syst enlLocati on string Specifies the physical

location of the server. For
example: the facility, floor,
and rack number.

syst enNane string The server name, usually
the host name.

systenbj ect1 D string Not used for servers.
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ServerChangelog

Represents an entry in the change history log of a managed server. The log entries
include events such as adding a server to a node, installing a template on a server, and
the success or failure of a reconciliation (software installation) on a server. For a full list of
the events logged, see the section “Server Histories and Reports Overview” in the User’s
Guide.

Elements

changeSummary string A text description of the
operation performed on
the server.

nodi f i edBy string The name of the Opsware
user who changed the
server.

nodi fi edDat e dat eTi e The date and time the
change was made to the
server.

server ChangelLogl D deci nal The unique ID (primary
key) of the
Ser ver ChangelLog
object.

serverl D deci nal The uniqie ID (primary key)
of the changed server.
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ServerComponents

Contains a variety of attributes (primarlly hardware) of a managed server.

Elements

cpuConponent

cust onmer

facility

i nt erfaceConponent s

202

CpuConponent [ ]

Cust omer

Facility

I nt erfaceConponent [

]

Includes these
subelements:
cacheSi ze
cpuFam |y
cpulbdel
cpusSl ot
cpuSpeed
cpuVendor

The customer associated
with the server.

The facility associated with
the server.

Includes these
subelements:

cardl ndex

car dSeri al Nunber
cpuSpeed

dr amBb

har dwar eAddr ess
interfaceAlias

i nterfaceDescriptio
n

i nterfaceSpeed

i nterfaceType

i pAddr ess

menor yQuantity
net Mask
primarylnterface
sl ot
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servi ceLevel Nodes

st orageConponent s
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Menmor yConponent [ ]

Node] ]

St or ageConponent [ ]

Includes these
subelements:
menorylLocati on
menoryQuantity
menor yType

An array of nodes that
represent user-defined
categories such as Silver,
Gold, and Platinum
services.

Includes these
subelements:

st orageCapacity
storageDrive

st or ageMedi a

st orageM g

st or ageModel

st orageType
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ServerEvent

Represents an action that has been performed on a Ser ver object. The type of action is
specified by the Event Base, which Ser ver Event extends.

Elements

server Server The managed server on
which the event took place.

serverl| D deci nal The unique ID (primary

key) of the Ser ver object.
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ServerFilter

Determines the search results of the Server Web Service get | Ds, get Li st, and

get Event Li st operations.

Elements

agent StatusFilters |string[]

cust oner | Ds deci mal []

depl oynent StageFilt | string[]
ers

facilityl Ds deci mal []
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An array of strings
representing the status of
the agents on the servers
to retrieve. Allowed values
are:

K

NOT REACHABLE

An array of customer IDs
associated with the servers
to retrieve.

An array of strings
representing the
deployment stage of the
servers to retrieve. By
default, Opsware is
installed with these
possible values for the
deployment stage:

I N DEPLOYMENT

LI VE

NOT SPECI FI ED
OFFLI NE

OPS READY

An array of facility IDs
associated with the servers
to retrieve.
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| ast Request Ti neSt am| dat eTi e The start date and time of
p the events returned by
get Event Li st. The end
date and time is the
current date and time.
Usually,
| ast Request Ti meSt am
p is the date and time of
the most recent call to
get Event Li st.

machi nel D string The MID, a unigue ID for
the server. (For details see
the machinelD description
of the Server type.)

server Host Nane string The IP host name of the
server to retrieve.

serverl Ds deci mal [] An array of server IDs to
retrieve.
server | PAddr ess string The IP address of the

server to retrieve.

serverUseFilters string The server “use” of the
servers to retrieve. By
default, Opsware is
installed with these values
for the server “use”:
STAG NG
PRODUCTI ON
NOT SPECI FI ED
The CDR subsystem relies
on STAG NGand
PRODUCTI ON.
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SoftwarePackage

Represents an installable piece of software, such as an RPM. Software packages are
uploaded into the Opsware Software Repository.

Elements

createDate dat eTi ne The date and time the
software package was first
uploaded into the Opsware
Software Repository.

creat edBy string The Opsware user who
who first uploaded the
software package.

exi stsOnwrd bool ean Indicates whether or not
the software package has
been uploaded into the
Opsware Software
Repository.

fileSize deci mal The size of the software
package file, in bytes.

fileType string The type of file, such as
MSI, RPM, ZIP, EXE, TAR.

i nstal |l Fl ags string Optional arguments
passed to the installer on
the managed server.

nodi f i edBy string The name of the Opsware
user who most recently
modified the package
properties or who re-
uploaded the package.
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nmodi fi edDat e dat eTi e The date and time any
property of the package is
modified or when the
package is re-uploaded.

not es string Descriptive text for the
software package.

pat chSt at us string The state of the patch in its
lifecycle. Allowed values:
AVAI LABLE
DEPRECATED
UNAVAI LABLE
UNTESTED
(The UNAVAI LABLE state
means the patch has not
been uploaded.)

reboot Onl nst al | bool ean Indicates whether to reboot
the managed server after
successful installation of
the software package.

r eboot OnUni nst al | bool ean Indicates whether to reboot
the managed server after
successful uninstallation of
the software package.

removeFl ags string Optional arguments
passed to the uninstaller
on the managed server.

sof t war ePackageDesc string An informational field

ription describing the package.

sof t war ePackageDi sp | string The name of the software

| ayNane package displayed in the
Opsware Command
Center.
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sof t war ePackageFi | e
Name

sof t war ePackagel D

sof t war ePackagelLoca
tion

sof t war ePackageNane

sof t war ePackageType

sof t war ePackageVer s
i on

sof t war eRel ease

sof t war eVer si on

st at us
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stri

deci

stri

stri

stri

stri

stri

stri

stri

mal

ng

ng

ng

ng

ng

ng

ng

The full name of the file
(not including the path)
containing the package.

The unique identifier
(primary key) for the

Sof t war ePackage
object.

The fully qualified name of
the file (including the path)
containing the package.
The file resides in the
Software Repository.

The name of the software
packaged used internally
by the Opsware System.

The type of the package,
such as HOTFIX, RPM, M8,
LPP, APAR, ZIP.

The number of times the
software package has
been uploaded into the
Software Repository.

For RPMs only, the release
info generated by:

rpm -q.

For RPM, the version info
generated by: r pm - q. For
MSI, the version specified
by the user.

Values include:
ACTI VE
DELETED
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SoftwarePackageFilter

Determines the search results of the Software Package Web Service get | Ds and
get Li st operations.

Elements

cust oner | Ds deci mal [] An array of IDs of the
customers attached to the
software packages to
retrieve.

pl at f or m Ds deci mal [] An array of IDs of the
platforms attached to the
software packages to
retrieve. A platform
represents an operating
system.

sof t war ePackagel Ds | deci nmal [] An array of software
package IDs to retrieve.

sof t war ePackageNane | string The name of the software
package to retrieve.
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SoftwarePackagelDOverrideTuple

A tuple in an ordered list that indicates the installation order of inherited software
packages. If a software package inherits other software packages in the node hierarchy,
and if a server is attached to the node, then the Opsware System must determine the
order in which to install these software packages.

Elements

overri deType string Either a plus symbol (+) or
a minus symbol (-). The
plus symbol indicates that
the software package is
inherited and installed on
servers attached to this
node. The minus symbol
means that that the node
is aware that its parent has
a particular package, but
the node does not inherit
this package and servers
attached to the node do
not have this package
installed.

sof t war ePackagel D deci mal The unique identifier
(primary key) of the
Sof t war ePackage
object.
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