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Introduction

This online help describes how to use Select Identity Workflow Studio to create

workflow templates, and explains the building blocks you will use.

Use the following help features to locate information:

Open books and topics in the table of contents.
Search for keywords in the help text.

Look up keywords in the alphabetical index.
Review the glossary of terms.

Use the Back and Forward buttons in the toolbar at the top of the page to step
back and forward through topics you have already opened.

Other Documentation Provided With Select Identity

Online Help

Select Identity has two additional help systems in addition to this one:

HP Select Identity Administration Online Help: Provides procedural information about
how to perform tasks at the system administration and configuration level.

HP Select Identity My Identity Online Help: Provides instructions for using Select
Identity's My Identity self-service feature to manage your workplace identity
information..

eBook Guides

The Select Identity product CD contains a \docs directory where additional

documentation is stored. Contact your system administrator if you need copies of

any of the following documents.

HP Select Identity Installation Guide: Describes how to install and set up Select
Identity on a web application server.

HP Select Identity Administration Guide: Explains important Select Identity concepts,
provides guidance for implementing, using, and maintaining the product, and
discusses its benefits and features in relation to various typical scenarios and job
functions.

HP Select Identity Connector Developer Guide: Provides technical reference for developing
custom connectors.
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Support

HP Select Identity External Call Developer Guide: Provides technical reference for
developing external calls.

HP Select Identity Web Services Developer Guide: Provides technical reference for
developing and using web services requests.

HP Select Identity Addendum: Provides important late-breaking information about
Select Identity. Review this document, if included on the Select Identity product
CD.

You can visit the HP software support web site at:

http://h20230.www2.hp.com/selfsolve/manuals

HP Software online support provides an efficient way to access interactive technical

support tools. As a valued support customer, you can benefit by using the support

site to:

Search for knowledge documents of interest

Submit and track support cases and enhancement requests
Download software patches

Manage support contracts

Look up HP support contacts

Review information about available services

Enter into discussions with other software customers

Research and register for software training

Most of the support areas require that you register as an HP Passport user and sign

in. Many also require a support contract.

To find more information about access levels and HP Passport, go to:

http://h20230.www2.hp.com/new_access_levels.jsp

Software and Help Version and Release Dates

Software Version: 4.21
Software Release Date: January 2008

Help Release Date: January 2008
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Getting Started

Workflow Studio is an application provided with Select Identity. It provides a
graphical method for building and configuring workflow processes.

A workflow process represents the sequence of approval and provisioning steps for a
given type of identity management request. Provisioning includes adding, modifying,
and removing user accounts.

Use Workflow Studio to create a workflow template that represents a provisioning
process as an interactive flowchart. You configure the items in the template, and the
properly-configured workflow template automates each individual occurrence, or
instance of a workflow process, including the actions that approvers and systems
management software must perform.

About Workflow Processes

Workflow processes vary widely in complexity and structure, since they reflect the
environments in which Select Identity is used. You can provision a user by creating
the user's account in Select Identity and then pushing the account to the external
resource. Or, provisioning can require approval from multiple administrators. The
approval process may also require external calls to third-party systems or databases.

For example, upon promotion to a managerial position, an employee needs access to
the company's HCM system, to manage other employees. Therefore, the employee
acquires new entitlements and access privileges. Upper-level management needs to
approve the access requests and the employee's account must be created in the
supporting systems. Thus, the workflow process involves retrieving the names of
managers, requesting their approval to add the employee to the HCM system,
provisioning the employee's account, and notifying the employee that authorization
to manage others has been approved.

Worktlow Concepts

While building workflow templates in Workflow Studio, you will encounter the
following terms:
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Activities

An activity represents an execution step in a workflow process. Activities are the
core components of workflow templates. They contain one or more actions.

Actions

An action invokes individual functions provided by the workflow engine or by
external applications. For example, an action might log information to a file, set a
variable to be used later in the workflow, or call an external process to validate
certificates.

Blocks

Blocks are used to group a set of one or more related activities. A block serves two
purposes: to define properties (block-level properties) shared by a subset of
activities, and to provide block-level reporting. Some properties such as Timeout,
Join Count, Escalation, must be handled within a block.

Transitions

A transition links one activity to another in various ways. For example, a transition
can be unconditional, so that a given activity inevitably follows the one before it.

A transition can also specify a condition that must be met before the workflow
transitions from an activity to others. For example, you can define a transition that
only allows the workflow to progress if at least two administrators approve a
request. If the request is not approved, the workflow can alternatively transition to
another that sends email notification to an administrator.

The Workflow Studio Interface

To launch Workflow Studio, first open the Workflow Template
list by selecting Workflow from the Service Studio menu.

Workflow Template List

The Workflow Template list contains the following:
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e List of existing workflow templates: This includes the default templates provided

with Select Identity, as well as any custom templates that have been added (see

Managing Workflow Templates).

¢ Number of items per page: Select the preferred number from the Results per Page

list.

¢ Number of pages: The total number of pages in the Workflow Template list.

e Search function: Use this to locate a template if your Workflow Template list is very

long. Enter a complete or partial template name and use the following options to

refine your search:

— Begins with
— Ends with
— Contains

— Exact

Opening Workflow Studio

In the Workflow Template list, click Add Workflow, View, or Modify to open Workflow
Studio in a new window.

Workflow Studio Toolbar Buttons

Use the toolbar buttons to create, select, and move components in the template.

When you select a component, its properties are shown on the property tabs.

The following table describes the buttons on the toolbar:

Button

Name and
Shortcut

Description

| Save Workflow
(no shortcut)

Saves the workflow template.

M Select (V)

Selects an activity or transition in the template workspace.
Click this button and click anywhere in the template
workspace to view template properties in the right panel.

M Multiple Select
(no shortcut)

Selects multiple activities or transactions in the template
workspace.

ﬂ Move (X)

Moves an activity to the spot where you click in the template
workspace. (You cannot use this button to drag and drop an

15




Name and

Button Description
Shortcut P
activity.)
E Add Start Adds a Start Block activity to the template workspace.
Block (no
shortcut)

Add End Block
(no shortcut)

Adds an end block activity in the spot where you click in the
template workspace.

Add Block
With Reporting
(no shortcut)

Adds a single activity that represents an entire block.

Add Provision
(no shortcut)

Adds a single activity representing an entire provisioning
block. By default, the new activity's Block Type property is set
to provisioning.

(Block Type is used to identify the rendering format in the
report template.)

Add Post
Provision
(no shortcut)

Adds a single activity representing an entire post-provisioning
block. By default, the new activity's Block Type property is set
to postprovisioning.

Add Approval
(no shortcut)

Adds a single activity representing an entire approval block.
By default, the new activity's Block Type property is set to
approval and its Join Count property is set to 1.

Add
Reactivation
(no shortcut)

Adds a reactivation block that allows a web service message to
reactivate the workflow. By default, the new activity’s
Activation Enable property is set to true, the Block ID
property is set to defaultBlockld, the Block Type property is
set to reactivation, and the Join Count is set to 1. Refer to HP
Select Identity Web Services Developer Guide for details.

Ial

Add Activity
(A)

Adds an activity in the spot where you click in the template
workspace.

.

Add Transition
©)

Adds a transition between two activities selected using the
Multi-select button.

=

Delete (D)

Deletes the selected activity or transition.

Grid On/Off
(no shortcut)

Toggles grid display in the template workspace.

16



Name and

Button
Shortcut

Description

m Refresh Image |Refreshes the data shown in the Workflow Studio window.

(no shortcut)

@ Help (no

shortcut)

Opens the online help system.

Graphical Symbols

Workflow templates use the graphics below to depict activities and transitions:

| staBlock |

An activity

v

A transition

Behind the Scenes

When you save a workflow template, it is saved in the Select Identity repository as
an XML file. Its format is the XML Processing Description Language (XPDL) as
defined by the Workflow Management Coalition (WFMC). Every time you click
Save,a new version of the template is created (the template XML is never

overwritten). This assures that currently running workflow instances do not break

because the workflow template changes. From Workflow Studio, you always see the

latest version of the template. You cannot view or modify the older versions of the

template.

Workflow Architecture

The following diagram illustrates the workflow architecture:
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Workflow Studio

create / update

Applications.xml

define

define

Workflow .xsd ¥
(WFMC)
Workflow
templates (.xml)
Action .xsd
execute
Workflow Workflow
Repository Execution Engine
Workflow __
API A I Action Handlers
Service N
Workflow State
Persistency Manager

Workflow Framework

invoke

invoke

+\ Applic:.aﬁun
Services

\

Warkflow
Common Services

Workflow Studio creates templates and stores them as XML files. The
Workflow.xsd and Action.xsd files define the structure and the action data model

as defined by WfMC.

The workflow engine interprets the template using the Workflow Metadata

Model, which defines the Select Identity template structure.

The Scripting Manager evaluates workflow properties and expressions, and the
Workflow State Persistency Manager persists workflow properties and state

data.

The Action Handlers invoke predefined actions. The applications.xml file defines

applications that are referenced by actions in the template. The Workflow
Common Services provide common services for use by the engine, and the

Application Services interface into Select Identity.

The Workflow API provides an interface to the query instance state and other

information.
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Configuration Worktlows

Configuration workflows are used when configuration management is enabled in

Select Identity. They control the process for obtaining approval for configuration

changes.

The following notes provide important detail about configuration workflows:

Configuration workflows may use all the applications and external calls as long
as they do not try to reference user request data. The default emailverification
application will not work in a configuration workflow, for example.

The Workflow Type property indicates whether a workflow is used for
configuration or user management.

There is no limit to the number of approval or notification blocks that can be
added to the workflow.

An additional block, Commit, is required for configuration workflows. This block
executes the changes after approvals are complete.

A new application is available for approval, Get Approvers by Role for Config.
Changes.

External calls that access user data and email verification blocks are not allowed
in a configuration workflow.

The following persistent workflow variables are created in every configuration
workflow:

— $Requestld

— $ instld

— $ConfigObjectName

— $ConfigObjectType (Service, Resource, Workflow, etc.)
— $RequestActionName

Configuration workflows are represented by a special-purpose default workflow
template: SIOneStageApprovalforConfig.

Refer to the Select Identity Administration Online Help for more information about

configuration management.
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2 Detault Worktlow Templates

Workflow Studio includes a set of default workflow templates that provide
appropriate workflows for most circumstances. Before implementing a default
workflow template, you must make a copy and configure it with the appropriate
information, such as email addresses.

For more information about configuring default workflow templates, see Managing
Workflow Templates.

This topic provides an overview of the default templates and the operations each is
designed to support.

Service Request Events and Default Templates
Some of the default workflow templates are associated with given request events,
which can be associated to service roles.

The table below lists the service role request events and the workflow templates
with which they are associated by default.

Template Service Request Events

ReconciliationDefaultProcess Reconciliation:Add Service

Reconciliation: Delete Service Membership

SIBulkOneStageApproval Bulk: Add New User
Bulk: Add Service
Delegated: Move User

SI OneStageApproval Delegated: Add New User

Delegated: Add Service

Self-service: Add New User

Self-service: Add Service

Self-service: Delete Service Membership

Self-service: Modify User

SI Provisioning Only Delegated: Delete Service Membership
Delegated: Disable Service Membership
Delegated: Enable Service Membership
Delegated: Modify User




Template

Service Request Events

Delegated: View Service Membership
Self-service: View Service Membership

Service Change Reconciliation: Modify User

Additional Templates for Service Request Events

Several default templates are essentially variants of those associated with service

request events by default, and can be used as a substitute:

ReconciliationDefaultProcessMove 1s similar to ReconciliationDefaultProcess,
but configured for use when reconciling user account move events.
SIMoveUserAndAddService is also similar, providing a bulk operation workflow
with no approval.

SI Provisioning Only Bulk and SI Provisioning Only With ExclusionRule: These
are similar to SIProvisioningOnly but configured for bulk processes or for the use
of an exclusion rule. In addition, SI User Enable Disable Workflow provides
similar functionality, but uses an external call.

SI TwoStageApproval and SI ThreeStageApproval: These are similar to SI
OneStageApproval, but with additional approval levels.

Password and Account Management Templates

The following templates are designed for basic account password management

requests:

SI Email only sends a message to a user whose account is locked, using the email
template named User Account Locked.

SI EmailVerifyAndApproval verifies the email address for a user who is the
subject of a provisioning request, then processes the request through a one-stage
approval before provisioning.

SI Password Change Provisioning is used to provision password change requests.
It includes a retry block.

SI PasswordExpire Email sends email to a user whose password is about to
expire,using the email template named Password Expire Notification.

UserAccountExpirationWF Notifies a user and the user's manager of impending
account expiration, using the email template named User Account Expiration
Notice, and logs any error that occurs when attempting to send the notification.

>- For more information about notification email templates, refer to the Select Identity
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Online Help for Administration.

Specialized Workflow Templates

The following default workflow templates are designed for special situations, as

described below:

SI OneStageApproval for Config: This is the default template for configuration
change approval on systems that use Select Identity configuration management.

OVSI Password Management with OVSD: This is the default template for
password management in systems that accept service call-originated requests
from HP Service Desk.

SC Provision Only: This is the default template for processing management tasks
such as delegate add user, delegate modify user, and delegate add service when
Select Identity is integrated with HP Service Center.

SC Password Change Provisioning: This is default template for processing
password management tasks when Select Identity is integrated with HP Service
Center.

SI CertificateRequestProcess: This template is designed for provisioning digital
certificate requests.

SI Provisioning Only

This template provisions a user.

1

The template provisions the user in the external resource from the Provision
block activity.

If this is unsuccessful, the workflow retries this step three times. If the
provisioning fails more than three times, the template sends email notification of
the failure and the workflow terminates.

If provisioning is successful, the workflow executes the Post Provision action to
update the user in Select Identity.

If the user update fails, the template sends email notification of the failure and
the workflow terminates.

If the user is successfully provisioned in Select Identity, the workflow transitions
to the Notify Target block, which sends email notification using the
PostAddNotification template. It also determines if the user's password was
changed or reset and sets several variables.
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4 If the user's password has changed, the workflow sends email notification using
the NewAccountPassword template. If the password was reset, the Reset
Password template is used for notification, and this notification passes the
[USERDEF:ResetStatus] variable.

If an error occurs at any time during the workflow, the template catches the
exception, sends an email notification, and exits. (If an exception occurs when
sending the email, it logs that error.)

Template Blocks

The SI Provisioning Only template contains the following blocks:

Block ?:E‘;:; ds E:‘;zzrtles Tab Actions Tab Fields
begin Wait Activity: Set Variable
No e Name: SetVar
e Target Variable Name: $RC
e Source Variable: 0
Provision Wait Activity: |Block Type: Add Item to Map
Yes Provisioning e Name: MapCollection
Join Type:
XOR e New Collection: true
Split Type: e Map Variable Name: $ProvisionMap
XOR e Element Name Variable: "errorEvent"
¢ Element Value Variable: "Provisioning"
Application Invocation
e Name: Application Invocation
e Application Name: Provisioning
e Asynchronous Invocation: No
e Return Variable Name: PR
RetryEB Wait Activity: | End Block ID:
No Retry
Timeout After: 60
secs
RetrySB Wait Activity: |Start block ID: Set Variable
Yes Retry ¢ Name: SetVar
e Target Variable Name: $RC
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Block

Activity

Properties Tab

Actions Tab Fields

Tab Fields |Fields
e Source Variable: $RC+1
Post Provision Wait Activity: | Block Type: Add Item to Map
No postprovisioning e Name: MapCollection
Split Type: e New Collection: true
e ollection:
XOR v
e Map Variable Name: $ProvisionMap
¢ Element Name Variable: "errorEvent"
¢ Element Value Variable: "Post
Provisioning"
Application Invocation
e Name: Application Invocation
e Application Name: Stated Post Provision
e Asynchronous Invocation: No
e Return Variable Name: PPC
Notify Error Wait Activity: Application Invocation
No ¢ Name: Application Invocation
Join Type: e Application Name: Send an Email
XOR pp.l‘ i .n me:
Notification
e Asynchronous Invocation: No
¢ Return Variable Name: None
¢ Email Template: "Provisioning Failed"
¢ Name-value Map Variable: $ProvisionMap
catchException |Wait Activity: Application Invocation
No e Name: Application Invocation
Split Type: .
XOR ° App?i(.:atiﬁ)n Name: Send an Email
Notification
e Asynchronous Invocation: No
¢ Return Variable Name: None
¢ Email Template: "Provisioning Failed"
¢ Name-value Map Variable: $ProvisionMap
LogException Wait Activity: Log Message
No

e Name: Log Message

e Variable: "*** Exception has occured
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Activity

Properties Tab

Block Tab Fields |Fields Actions Tab Fields
while sending an error notification: " +
$_exceptionList
errorEnd Wait Activity:
No
Join Type:
XOR
Notify Target Wait Activity: Application Invocation
No e Application Name: emalil notification
Split Type:
XOR e Asynchronous Invocation: No
e Return Variable Name: None
e Email Template: "PostAddNotification"
Set Variable
e Target Variable Name: action
e Source Variable: $RequestActionName
Set Variable
e Name: SetVar
e Target Variable Name: passwordReset
® Source Variable:
equal(action,"reset_password") | |
equal(action,"change_password") | |
equal(action,"forget_password")
Send Password |Wait Activity: Application Invocation
No e Application Name: email notification
e Asynchronous Invocation: No
e Return Variable Name:
e Email Template: "New Account
Password"
Send Reset Wait Activity: Application Invocation
Password No

e Name: Application Invocation

e Application Name: email notification
e Asynchronous Invocation: No

e Return Variable Name: None

e Email Template: "Reset Password"
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Activity Properties Tab

Block Acti Tab Field
¢ Tab Fields |Fields ctions Tab Fields
end Wait Activity:

No

Join Type:

XOR

SI Provisioning Only Bulk

This template is similar to the Sl Provisioning Only template, but it is only for use

with bulk events. It does not retry activities in the event of failure.

1

First, the workflow provisions the user in an external resource.

If provisioning is successful, the workflow transitions to the block, which
provisions the user in Select Identity using the action "Post Provision in Bulk
Processing to save data."

If the user is successfully provisioned, the workflow transitions to the Notify
Target block, which sends email using the PostAddNotificationBulk template. It

also determines if the user's password has changed and sets several variables.

If the user's password has changed, the workflow sends email using the New
Account Password Bulk template.

If an error occurs at any time during the workflow, the template catches the
exception, sends an email notification, and exits. (If an exception occurs when
sending the email, it logs that error.)

The SI Provisioning Only Bulk template contains the following blocks:

Activity p ties Tab
roperties Ta
Block Tab . P Actions Tab Fields
. Fields
Fields
begin Wait Set Variable
Activity:
CHVIEY e Name: SetVar
No
e Target Variable Name: $RC
e Source Variable: 0
Provision Wait Block Type: Add Item to Map
Activity: e '
eIy provisioning ¢ Name: MapCollection
Yes
Split Type: e New Collection: true
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Activity

Properties Tab

Block Tab . Actions Tab Fields
Fields Fields
XOR e Map Variable Name: $ProvisionMap
e Element Name Variable: "errorEvent"
¢ Element Value Variable: "Provisioning"
Application Invocation
e Application Name: Provisioning
e Asynchronous Invocation: No
e Return Variable Name: provisioningResult
Post Provision |Wait Block Type: Add Item to Map
?{:Wlty: postprovisioning e Name: MapCollection
Split Type: e New Collection: true
XOR e Map Variable Name: $ProvisionMap
¢ Element Name Variable: "errorEvent"
¢ Element Value Variable: "Post Provisioning"
Application Invocation
e Application Name: Post Provision in Bulk
Processing to save data
e Asynchronous Invocation: No
e Return Variable Name: PPC
Notify Error |[Wait Application Invocation
i;;tlwty: e Application Name: Send an Email Notification
Join Type: e Asynchronous Invocation: No
XOR e Return Variable Name: None
¢ Email Template: "Provisioning Failed"
¢ Name-value Map Variable: $ProvisionMap
catchException|Wait Application Invocation
;cotwlty: e Application Name: Send an Email Notification
Split Type: e Asynchronous Invocation: No
XOR e Return Variable Name: None
¢ Email Template: "Provisioning Failed"
e Name-value Map Variable: $ProvisionMap
LogException |Wait Log Message
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Activity

Properties Tab

Block Tab . Actions Tab Fields
. Fields
Fields
Activity: e Name: Log Message
N . .
© e Variable: "*** Exception has occurred while
;I(‘)(;{Ty pe: sending an error notification: " +
$_exceptionList
errorEnd Wait
Activity:
No
Join Type:
XOR
Notify Target |Wait Application Invocation
Activity: . . .
No e Application Name: emalil notification
Split Type: e Asynchronous Invocation: No
XOR ¢ Return Variable Name: None

Email Template: "PostAddNotificationBulk"

Set Variable

Name: SetVar
Target Variable Name: action

Source Variable: $RequestActionName

Set Variable

Name: SetVar
Target Variable Name: passwordChanged

Source Variable: equal(action,"add") | |
equal(action,"reset_password") | |
equal(action,"change_password") | |
equal(action,"forget_password")

Send Password| Wait Application Invocation
Activity: . o .
No e Application Name: email notification
e Asynchronous Invocation: No
e Return Variable Name: None
e Email Template: "New Account Password Bulk"
end Wait
Activity:
No
Join Type:
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Block

Activity
Tab
Fields

Properties Tab
Fields

Actions Tab Fields

XOR

SI Provisioning Only With ExclusionRule

This template is similar to Sl Provisioning Only, but with one entry added before the

first (provisioning) step, which provisions the user after checking for possible

exclusions using the Exclusion rule. This template also evaluates the Exclusion rule

for entitlement or service conflicts. If conflicts exist, a rejection email is sent and the

workflow terminates.

>' For more information about rules, refer to the Select Identity Online Help for Administration.

Template Blocks

The Sl Provisioning Only With ExclusionRule template contains the following blocks:

Activity
Properties Tab
Block Tab . P Actions Tab Fields
K Fields
Fields
begin Wait Set Variable
Activity:
CHVIY e Name: SetVar
No
e Target Variable Name: $RC
® Source Variable: 0
ExclusionRuleCall | Wait Block ID: Application Invocation
Activity: . . .
Nc vity: | defaultBlockld e Name: Application Invocation
Y RuleName: Avolication N Ext | Call
. ) . . o :
Split Type:| UniqueServicePrefix pplication Name: Lixternal ta
XOR WiVarName: e Asynchronous Invocation: No
$RuleExclusionMsg e Return Variable Name: None
e External Call Name: "ExclusionRuleCall"
Notify Rejected Wait Application Invocation
Activity: . . .
No e Name: Application Invocation

e Application Name: emalil notification
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Activity

Properties Tab

Block Tab . Actions Tab Fields
. Fields
Fields
e Asynchronous Invocation: No
e Return Variable Name: Email Template:
"Account Rejection"
errorEnd Wait
Activity:
No
catchException Wait Application Invocation
Activity: . . .
No e Name: Application Invocation
Split Type: e Application Name: Send an Email
XOR Notification
e Asynchronous Invocation: No
e Return Variable Name: None
¢ Email Template: "Provisioning Failed"
e Name-value Map Variable:
$ProvisionMap
LogException Wait Log Message
Activity: .
No Y e Name: Log Message Variable: "***
Exception has occurred while sending
an error notification: " +
$_exceptionList
Provision Wait Block Type: Add Item to Map
Activity: isioni .
i |provisioning e Name: MapCollection
Yes
. . e New Collection: true
Join Type:
XOR e Map Variable Name: $ProvisionMap
Split Type: ¢ Element Name Variable: "errorEvent"
XOR

¢ Element Value Variable: "Provisioning"
Log Message

e Name: Log Message

® Variable: "pre action +++ "
Application Invocation

e Application Name: Provisioning

e Asynchronous Invocation: No
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Activity

Properties Tab

Block Tab . Actions Tab Fields
. Fields
Fields
e Return Variable Name: PR
Log Message
e Name: Log Message Variable: "post
action +++"
RetryEB Wait End Block ID: Retry
Activity:
Nc iy Timeout After: 60
0
seconds
RetrySB Wait Start block ID: Retry |Set Variable
Activity:
Y e Name: SetVar
Yes
e Target Variable Name: $RC
e Source Variable: $RC+1
Post Provision Wait Block Type: Add Item to Map
Activity: isioni .
No Y |postprovisioning e Name: MapCollection
Split Type: e New Collection: true
XOR e Map Variable Name: $ProvisionMap
e Element Name Variable: "errorEvent"
e Element Value Variable: "Post
Provisioning"
Application Invocation
e Name: Application Invocation
e Application Name: Stated Post Provision
e Asynchronous Invocation: No
e Return Variable Name: PPC
Notify Error Wait Application Invocation
Activity: .
No M e Application Name: Send an Email
Notification
Join Type:
XOR e Asynchronous Invocation: No

e Return Variable Name: None
e Email Template: "Provisioning Failed"

e Name-value Map Variable:

$ProvisionMap
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Block

Activity
Tab
Fields

Properties Tab
Fields

Actions Tab Fields

Notify Target

Wait
Activity:
No

Split Type:
OXR

Application Invocation

e Name: Application Invocation

e Application Name: email notification

e Asynchronous Invocation: No

e Return Variable Name: None

e Email Template: "PostAddNotification"
Set Variable

e Name: SetVar

e Target Variable Name: action

e Source Variable: $RequestActionName
Set Variable

e Name: SetVar

e Target Variable Name:
passwordChanged

e Source Variable: equal(action,"add")
Set Variable

e Name: SetVar Target

e Variable Name: passwordReset

® Source Variable:
equal(action,"reset_password") | |
equal(action,"change_password") | |
equal(action,"forget_password")

Send Password

Wait
Activity:
No

Application Invocation
e Application Name: email notification
e Asynchronous Invocation: No
e Return Variable Name: None

e Email Template: "New Account
Password"

Send Reset
Password

Wait
Activity:
No

Application Invocation
e Name: Application Invocation
e Application Name: email notification

e Asynchronous Invocation: No
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Block

Activity
Tab
Fields

Properties Tab
Fields

Actions Tab Fields

"Reset Password"

e Return Variable Name: Email Template:

end

Wait
Activity:
No

Join Type:
XOR

SI Password Change Provisioning

This template is similar to Sl Provisioning Only except there is no retry block for
provisioning. This template is used for password resets.

Template Blocks

The SI Password Change Provisioning template contains the following blocks:

Activity Tab |Properties Tab

Block . . Actions Tab Fields
Fields Fields
begin Wait Activity: Set Variable
No e Name: SetVar
e Target Variable Name: $RC Source
e Variable: 0
Provision Wait Activity: Block Type: Application Invocation
Yes provisioning e Application Name: Send an Email
Split Type: Notification
XOR
e Asynchronous Invocation: No
e Return Variable Name: None
¢ Email Template: "Provisioning Failed"
e Name-value Map Variable: $ProvisionMap
Post Wait Activity: |Block Type: Add Item to Map
Provision isioni .
No PostProvisioning e Name: MapCollection
Split Type:
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Block

Activity Tab
Fields

Properties Tab
Fields

Actions Tab Fields

XOR

e New Collection: true

e Map Variable Name: $PI‘0ViSi0nMap

¢ Element Name Variable: "errorEvent"

¢ Element Value Variable: "Post Provisioning"
Application Invocation

e Application Name: Stated Post Provision

e Asynchronous Invocation: No

e Return Variable Name: PPC

Notify Error

Wait Activity:
No

Join Type:
XOR

Log Message
e Name: Log Message

e Variable: "Provisioning failed with a a
return code of ("+PR+"). The maximum
retry times have been exceeded."

Application Invocation

e Application Name: Send an Email
Notification

e Asynchronous Invocation: No
e Return Variable Name: None
¢ Email Template: "Recon Failure"

e Name-value Map Variable: $ProvisionMap

catchExcepti
on

Wait Activity:
No

Split Type:
XOR

Application Invocation

e Application Name: Send an Email
Notification

e Asynchronous Invocation: No
e Return Variable Name:
¢ Email Template: "Provisioning Failed"

e Name-value Map Variable: $ProvisionMap

LogExceptio
n

Wait Activity:
No

Join Type:
XOR

Log Message
e Name: Log Message

e Variable: "*** Exception has occured while
sending an error notification: " +
$_exceptionList

errorEnd

Wait Activity:
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Block

Activity Tab
Fields

Properties Tab
Fields

Actions Tab Fields

No

Join Type:
XOR

Notify
Target

Wait Activity:
No

Split Type:
XOR

Application Invocation
e Application Name: email notification
e Asynchronous Invocation: No

e Return Variable Name: Email Template:
"PostAddNotification"
Set Variable

e Name: SetVar

e Target Variable Name: action

e Source Variable: $RequestActionName

e SI Provisioning Only Name: SetVar

e Target Variable Name: action

e Source Variable: $RequestActionName
Set Variable

e Name: SetVar

e Target Variable Name: passwordReset

e Source Variable:
equal(action,"reset_password") | |
equal(action,"change_password") | |
equal(action,"forget_password")

Send
Password

Wait Activity:
No

Application Invocation
e Application Name: email notification
e Asynchronous Invocation: No
e Return Variable Name: None

e Email Template: "New Account Password"

Send Reset
Password

Wait Activity:
No

Application Invocation
e Application Name: email notification
e Asynchronous Invocation: No
e Return Variable Name: None

¢ Email Template: "Reset Password"

end

Wait Activity:
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Activity Tab |Properties Tab ) )
Block Fields Fields Actions Tab Fields

No

Join Type:

XOR

SIBulkOneStageApproval

This template is similar to the Sl Provisioning Only Bulk template with the addition of
an approval step prior to provisioning.

1 First, it requests approval for provisioning. If approved, the workflow provisions
the user in an external resource.

2 If provisioning is successful, the workflow transitions to the PostProvision block,
which provisions the user in Select Identity using the action "Post Provision in
Bulk Processing to save data."

3 If the user is successfully provisioned in Select Identity, the workflow transitions
to the Notify Target block, which sends email using the PostAddNotificationBulk
template. It also determines if the user's password has changed and sets several
variables.

4 If the user's password has changed, the workflow sends email using the
NewAccountPassword Bulk template.

5 If an error occurs at any time during the workflow, the template catches the
exception, sends an email, and exits. (If an exception occurs when sending the
email, it logs that error.)

Template Blocks

The SIBulkOneStageApproval template contains the following blocks:

Activit
Block ID Y Properties Tab Actions Tab
Tab
begin Wait Set Variable
Activity:
CHvItY e Name: SetVar
No
e Target Variable Name: $RC
e Source Variable: 0
Approvall Wait Alert Handler: email Add Item to Map
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Block ID

Activity
Tab

Properties Tab

Actions Tab

Activity: | Alert Name: Select e Name: MapCollection
Yes Identity e New Collection: true
Split . ..
Type: Alert Repeat Count: 1 e Map Variable Name: $ProvisionMap
XOR Alert Timeout: 2 days ¢ Element Name Variable: errorEvent
Block Type: Approval e Element Value Variable: Approval
Escalate To: . . .
seatate 20t Application Invocation
Selectldentity@hp.com
Escalation Handler: e Application Name: Approvers External Call
email e Asynchronous Invocation: No
Escalation Repeat Count: ¢ Return Variable Name: applList
1 e External Call Name:
Escalation Timeout: 3 WFGetApproverSampleExtCall
days e Default Approver: sisa
Join Count: 1 Application Invocation
Reminder Handler: email| | Application Name: Notify Approvers
Reminder Repeat Count:
1 e Asynchronous Invocation: No
® Ret Variable N : None
Reminder Timeout: 1 day crurn Yarable Name
e Approver List Variable: app1List
Application Invocation
e Application Name: Create work flow
approver task
e Asynchronous Invocation: No
e Return Variable Name: None
e null: toInt(RequestID)
e Approver List Variable: app1List
Notify Rejected| Wait Application Invocation
Activity: . ‘e .
No y e Application Name: email notification
e Asynchronous Invocation: No
e Return Variable Name: None
¢ Email Template: Account Rejection
errorEnd Wait
Activity:
No
Join Type:
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Activity

Block ID Tab Properties Tab Actions Tab
a
XOR
catchException| Wait Application Invocation
Activity: . < .
No e Application Name: email notification
Split e Asynchronous Invocation: No
Type: e Return Variable Name: None
XOR ¢ Email Template: Provisioning Failed
e Name-value Map: $ProvisionMap
LogException |[Wait Log Message
Activity:
No Y e Name: Log
e Message Variable: "*** Exception has
occured while sending an error
notification: " + $_exceptionList
Provision Wait Block Type: Provisioning| Add Item to Map
Activity: .
Y e Name: MapCollection
Yes
Join Type: e New Collection: true
XOR e Map Variable Name: $ProvisionMap
Split ¢ Element Name Variable: errorEvent
Type: ..
X)gR e Element Value Variable: Provisioning
Application Invocation
e Application Name: Provisioning
e Asynchronous Invocation: No
¢ Return Variable Name: ProvisioningResult
RetryEB Wait End Block ID: Retry
Activity:
Y | Timeout After: 60 Sec
No
RetrySB Wait Start Block ID: Retry Set Variable
Activity:
Y e Name: SetVar
Yes
e Target Variable Name: $RC
e Source Variable: $RC+1
Post Provision |Wait Block Type: Post Add Item to Map
;cnwty: Provisioning e Name: MapCollection
(0}
Split e New Collection: true
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Block ID

Activity
Tab

Properties Tab

Actions Tab

Type: e Map Variable Name: $ProvisionMap
X
OR e Element Name Variable: errorEvent
e Element Value Variable: Post Provisioning
Application Invocation
e Asynchronous Invocation: No
e Return Variable Name: PPC
Notify Error |Wait Application Invocation
Activity: .. ;
No e Application Name: Send an email
notification
Join Type:
XOR e Asynchronous Invocation: No
e Return Variable Name: None
¢ Email Template: Provisioning Failed
e Name-value Map Variable: $ProvisionMap
Notify Target |Wait Application Invocation
Activity: L . . .
No e Application Name: email notification
Split e Asynchronous Invocation: No
Type: e Return Variable Name: None
XOR ¢ Email Template: PostAddNotificationBulk
Set Variable
e Name: SetVar
e Target Variable Name: action
e Source Variable: $RequestActionName
Set Variable
e Name: SetVar
e Target Variable Name: passwordChanged
e Source Variable: equal(action,"add") | |
equal(action,"reset_password") | |
equal(action,"change_password") | |
equal(action,"forget_password")
Send Password | Wait Application Invocation
Activity: L . . .
No e Application Name: email notification

e Asynchronous Invocation: No

e Return Variable Name: None
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Block ID

Activity

Properties Tab Actions Tab
Tab

¢ Email Template:
NewAccountPasswordBulk

end

Wait
Activity:
No

Join Type:
XOR

S| CertificateRequestProcess

This template validates a digital certificate request and generates a certificate
during the user-provisioning process. This workflow consists of the following parts:

Approval: Provisioning requests are either approved or rejected.
Certificate Request: Validates and generates the digital certificate.

Provisioning: The user is provisioned in Select Identity if the above Certificate
Request procedure is successful.Before using this template, which is configured to
manage Verisign certificates, perform the steps in Verisign Certificate Management.
To use this template to manage certificates provided by another Certificate
Authority (CA), change the values passed to the parameters (see below) and
implement the Java class that is specific to that CA. See the HP Select Identity External
Call Developer Guide for more information.

Process Flow

The following is the Sl CertificateRequestProcess process flow:

1 Once the user is approved for provisioning, the certificate request function is
called in the CertRequest activity block of the workflow, as shown in the default
Sl CertificateRequestProcess template.

2 The CertRequest activity block does the following:

3 Calls the WorkflowCertificateRequest external call and passes the following
parameters, which are required by the external call. The
WorkflowCertificateRequest external call is pre-registered in Select Identity for
validating certificate requests. It has the following parameters:
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Field Name

Default Value Description

DN_FieldName

DN Attribute name that stores the user's distinguished
name (DN) from the certificate.

CertificateFieldName

CertRegPswd Challenge password assigned at the time of user
registration.

EmailTemplateName

Verisign Certificate | Default email template from Select Identity, to send
Issue email to the user.

CertificateProviderName| Verisign Certificate provider name. In the case of Verisign, the

name must be "Verisign." In all other cases, the
administrator can assign the name.

ExternalCallName

VerisignCertImpl |Name of the CA-specific Java class that implements
validation and generation functions for the
certificate.

4 A Certificate Service defines the attributes for DN_FieldName and
CertificateFieldName and associates them with a Service view. For example, from
the table above, the Service would define the DN and CertRegPswd attributes and
associate them with a view.

5 The validation request is delegated to a provider-specific external call based on

the WorkflowCertificateRequest parameter ExternalCallName - in the case above,
VerisignCertimpl.

6  Once the request is validated, the provider-specific external call returns one of

the following responses, based on the CertificateManagementinterface:

Reject the certificate request:

The user is not provisioned and is notified via email.

Generate a new certificate:

An email is sent to the user with a link to Select Identity to initiate the
certificate request. The email template parameter, EmailTemplateName, in
the WorkflowCertificateRequest external call identifies the appropriate email
template to send to the user.

After this, the workflow transitions to a wait state in the CertWT activity.
Once the user clicks on the link, Select Identity responds with a challenge
password query.

If the password validation is successful, an external call is made to the
provider-specific external call to generate a new certificate.
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Template Blocks

The user's DN is updated in the provisioning request and the workflow

transitions to the Provisioning block to provision the user in Select Identity.

If the validation fails, the user is not provisioned and is notified through

email.

— User already has a certificate:

The existing certificate is returned to the WorkflowCertificateRequest external

call, which in turn updates the status in the workflow and the DN attribute

for the request. The DN attribute name is stored in the external call

parameter DN.

The SI CertificateRequestProcess template contains the following blocks:

Activity
Properties Tab
Block Tab . P Actions Tab Fields
. Fields
Fields
begin Wait Set Variable
Activity:
ey e Name: SetVar
No
e Target Variable Name: $RC Source
Variable: 0
ApprovallSB [Wait Start block Id: Add Item to Map
Activity: )
Nco ivity: | ApprovallBlock e Name: MapCollection
e New Collection: true
e Map Variable Name: $ProvisionMap
¢ Element Name Variable: "error Event"
¢ Element Value Variable: "Approval"
ApprovallWT | Wait roleName: Concero Sys |Application Invocation
Activity: : . . .
Yesv ¥ |Admin e Name: Application Invocation

e Application Name: Get approvers by role

e Asynchronous Invocation: No

e Return Variable Name: applList
Application Invocation

e Name: Application Invocation

e Application Name: Create work flow
approver task
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Activity

Properties Tab

Block Tab . Actions Tab Fields
. Fields
Fields
e Asynchronous Invocation: No
e Return Variable Name: None
e Approver List Variable: applList
Application Invocation
e Name: Application Invocation
e Application Name: Notify approvers
e Asynchronous Invocation: No
e Return Variable Name: None
e Notification Action: "Approve"
e Approver List Variable: applList
ApprovallEB  (Wait Alert Handler: email
Activity:
No vy Alert Name: Select
Identity
Split Type:
XOR Alert Repeat Count: 1
Alert Timeout: 2 days
Block Type: approval
End Block ID:
ApprovallBlock
Escalate To:
selectidentity@hp.com
Escalation Handler:
email
Escalation Repeat
Count: 1
Escalation Timeout: 3
days
Join Count: 1
Reminder Handler:
email
Reminder Repeat Count:
1
Reminder Timeout: 1
day
Approval2SB Wait Start Block ID: Application Invocation
Activity:
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Activity

Properties Tab

Block Tab . Actions Tab Fields
. Fields
Fields
No Approval2Block e Name: Application Invocation
roleName: Workflow e Application Name: Get approvers by role
Approver e Asynchronous Invocation: No
e Return Variable Name: app2List
Approval2ZWT | Wait Application Invocation
Activity: . . .
Vos e Name: Application Invocation
e Application Name: Create work flow
approver task
e Asynchronous Invocation: No
e Return Variable Name: Approver List
e Variable: app2List
Application Invocation
e Name: Application Invocation
e Application Name: Notify approvers
e Asynchronous Invocation: No
e Return Variable Name: None
e Notification Action: "Approve" Approver
List Variable: app2List
Approval2EB | Wait Alert Handler: email
Activity:
No Alert Name: Select
Identity
Split Type:
XOR Alert Repeat Count: 1

Alert Timeout: 2 days

Block Type: approval
End Block ID:
Approval2Block

Escalate To:
selectidentity@hp.com

Escalation Handler:
email

Escalation Repeat
Count: 1

Escalation Timeout: 3
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Activity

Properties Tab

Block Tab . Actions Tab Fields
. Fields
Fields
days
Join Count: 1
Reminder Handler:
email
Reminder Repeat Count:
1
Reminder Timeout: 1
day
Notify Rejected |Wait Application Invocation
Activity: . . .
No e Application Name: email notification
Join Type: e Asynchronous Invocation: No
XOR e Return Variable Name: No
¢ Email Template: "Account Rejection"
catchException| Wait Application Invocation
Activity: . . .
No e Name: Application Invocation
Split Type: o App?i'cati(')n Name: Send an Email
XOR Notification
e Asynchronous Invocation: No
e Return Variable Name: None
¢ Email Template: "Provisioning Failed"
e Name-value Map Variable: $ProvisionMap
LogException |Wait Log Message
Activity:
e Name: Lo
No J
e Message Variable: "*** Exception has
occured while sending an error
notification: " + $_exceptionList
errorEnd Wait
Activity:
No
Join Type:
XOR
CertRequest Wait Set Variable
Activity:

Name: SetVar
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Block

Activity
Tab
Fields

Properties Tab
Fields

Actions Tab Fields

No

e Target Variable Name: SCERTSTATUS
e Source Variable: -1
Application Invocation

e Name: Application Invocation Application
Name: External Call Asynchronous
Invocation: No Return Variable Name:
External Call Name:
"WorkflowCertificateRequest

Set Variable
e Name: SetVar
e Target Variable Name: rejectCertificate

e Source Variable: equal(CERTSTATUS,-1)
| | equal($CERTSTATUS, 0) | |
equal($CERTSTATUS, 1)

Set Variable

e Name: SetVar

e Target Variable Name: certExists

® Source Variable: equal(§CERTSTATUS, 2)
Set Variable

e Name: SetVar

e Target Variable Name: newCertificate

e Source Variable: equal(§CERTSTATUS,3)
| | equal($CERTSTATUS, 4)

CheckStatus

Wait
Activity:
No

Split Type:

XOR

Add Item to Map
e Name: MapCollection
e New Collection: true
e Map Variable Name: $ProvisionMap
e Element Name Variable: "errorEvent"

e Element Value Variable: "Certificate
Request"

Notify Error

Wait
Activity:
No

Join Type:

Application Invocation
e Name: Application Invocation

e Application Name: Send an Email
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Activity

Properties Tab

Block Tab . Actions Tab Fields
. Fields
Fields
XOR Notification
e Asynchronous Invocation: No
e Return Variable Name: None
e Email Template: "Provisioning Failed"
e Name-value Map Variable: $ProvisionMap
CertWT Wait Set Variable
Activity:
Y e Name: SetVar
Yes
Join Type: e Target Variable Nz‘m‘le: .
XOR $CurrentInstActivityld Source Variable:
_instActivityld
Set Variable
e Name: SetVar
e Target Variable Name: ENROLLSTATUS
e Source Variable: -1
ProvisionSB Wait Start block ID: Add Item to Map
Activity: 1s1 .
No v+ |ProvisionBlock e Name: MapCollection
. . e New Collection: true
Join Type:
XOR e Map Variable Name: $ProvisionMap
e Element Name Variable: "error Event"
¢ Element Value Variable: "Provisioning"
ProvisionWT | Wait Application Invocation
Activity: . . .
e Name: Application Invocation
Yes
e Application Name: Provisioning
e Asynchronous Invocation: No
e Return Variable Name: PR
ProvisionEB | Wait Alert Handler: email Set Variable
Activity:
N R Block Type: e Name: SetVar
0 L.
rovisionin
. . b g e Target Variable Name: $RC Source
Join Type: End Block ID:
nd bloc : Variable: $RC+1
XOR -
ProvisionBlock

Escalation Handler:
email
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Activity

Properties Tab

Block Tab . Actions Tab Fields
. Fields
Fields
Join Count: 1
Reminder Handler:
email
RetrySB Wait Start block ID: Log Message
Activity:
y: | RetryBlock e Name: Log
No
e Message Variable: "Provisioning attempt
failed. Waiting to retry."
RetryWT Wait
Activity:
Yes
RetryEB Wait Alert Handler: email
;c“v‘ty * | End Block ID:
0 RetryBlock
Escalation Handler:
email
Join Count: 1
Reminder Handler:
email
Timeout After: 60 secs
Post Wait Start block ID: Application Invocation
ProvisionSB Activity: | PostProvisionBlock L. :
No e Name: Application Invocation
e Application Name: Stated Post Provision
e Asynchronous Invocation: No
e Return Variable Name: PPC
Add Item to Map
e Name: MapCollection
e New Collection: False
e Map Variable Name: $ProvisionMap
e Element Name Variable: "errorEvent"
¢ Element Value Variable: "Post Provisioning"
Post Wait Alert Handler: email
ProvisionEB Activity: Block Type:
No ...
postprovisioning
Split Type:
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Activity

Properties Tab

Block Tab . Actions Tab Fields
. Fields
Fields
XOR End Block ID:
PostProvisionBlock
Escalation Handler:
email
Join Count: 1
Reminder Handler:
email
Notify Target |Wait Application Invocation
Activity: . . .
No e Application Name: email notification
Split Type: e Asynchronous Invocation: No
OXR e Return Variable Name: None
e Email Template: "PostAddNotification"
Set Variable
e Name: SetVar
e Target Variable Name: action
e Source Variable: $RequestActionName
Set Variable
e Name: SetVar
e Target Variable Name: passwordChanged
e Source Variable: equal(action,"add") | |
equal(action,"reset_password") | |
equal(action,"change_password") | |
equal(action,"forget_password")
Send Wait Application Invocation
Activity: . . .
Password No Y e Name: Application Invocation
e Application Name: email notification
e Asynchronous Invocation: No
e Return Variable Name: none
e Email Template: "New Account Password"
end Wait
Activity:
No
Join Type:
XOR

49



S| Email Only

This template invokes the email notification action to send email using the User
Account Locked template. If an error occurs during the workflow, the template
catches the exception, sends an email notification, and exits. (If an exception occurs
when sending the email, it logs that error.)

Template Blocks

The SI Email Only template contains the following blocks:

Activity Tab | Properties

Block . . Actions Tab Fields
Fields Tab Fields
begin Wait Activity:
No
Send Password Wait Activity: Application Invocation
No e Application Name: email
notification
e Asynchronous Invocation: No
e Return Variable Name: None
¢ Email Template: "User Account
Locked"
end Wait Activity:
No
catchException Wait Activity: Add Item to Map
No e Name: MapCollection
Split Type: New Coll ¢
L4 ti : true
XOR ew Collection

e Map Variable Name: ProvisionMap

¢ Element Name Variable:
"errorEvent"

e Element Value Variable:
"Notification"

Application Invocation

e Application Name: Send an Email
Notification

e Asynchronous Invocation: No

e Return Variable Name: None
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Activity Tab | Properties
Block . . Actions Tab Fields
Fields Tab Fields
¢ Email Template: "Provisioning
Failed"
e Name-value Map Variable:
ProvisionMap
LogException Wait Activity: Log Message
No e Name: Log Message
e Variable: "Exception occured while
sending exception notification."
errorEnd Wait Activity:
No
Join Type:
XOR

SI PasswordExpire Email

This template sends email using the Password Expire Notification email template. If
an error occurs during the workflow, the template catches the exception, sends an
email, and exits. (If an exception occurs when sending the email, it logs that error.)

Template Blocks

The SI PasswordExpire Email template contains the following blocks:

Activity Tab | Properties

Block Actions Tab Fields
Fields Tab Fields

begin Wait Activity:
No

Send Password Wait Activity: Application Invocation
No

Application Name: email notification
Asynchronous Invocation: No
Return Variable Name: None

Email Template: "Password Expire
Notification"
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Activity Tab |Properties
Block . . Actions Tab Fields
Fields Tab Fields
end Wait Activity:
No
catchException Wait Activity: Add Item to Map
No e Name: MapCollection
Split Type: New Collecti ¢
° : tru
XOR ew Collection e
e Map Variable Name:ProvisionMap
¢ Element Name Variable: "errorEvent"
¢ Element Value Variable: "Notification"
Application Invocation
e Application Name: Send an Email
Notification
e Asynchronous Invocation: No
e Return Variable Name: None
¢ Email Template: "Provisioning Failed"
e Name-value Map Variable:
ProvisionMap
LogException Wait Activity: Log Message
No e Name: Log Message
e Variable: "Exception occured while
sending notification."
errorEnd Wait Activity:
No
Join Type:
XOR

UserAccountExpirationWF

This simple template sends email by invoking the Send an Email Notification action.
This passes the userper variable to the template. This variable is also set to the
email address of the user's manager. If an error occurs during the workflow, the
template catches the exception, sends an email, and exits. If an exception occurs
when sending the email, it logs that error.
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Template Block

S

The UserAccountExpirationWF template contains the following blocks:

Activity Properties
Block Acti Tab Field
¢ Tab Fields |Tab Fields ctions Tab Xields
begin Wait Activity:
No

notifyAccountExpiration

Wait Activity:
No

Add Item to Map

Name: MapCollection

NewCollection: true

Map Variable Name: USERDEF
Element Name Variable: MGREMAIL

Element Value Variable:
qa@trulogica.com

Application Invocation

Application Name: Send an Email
Notification

Asynchronous Invocation: No
Return Variable Name: None

Email Template: User Account
Expiration Notice

Name-value Map Variable: USERDEF

end

Wait Activity:
No

catchException

Wait Activity:
No

Split Type:
XOR

Add Item to Map

Name: MapCollection
NewCollection: true

Map Variable Name: ProvisionMap
Element Name Variable: errorEvent

Element Value Variable: Notification

Application Invocation

Application Name: Send an Email
Notification

Asynchronous Invocation: No

Return Variable Name: None
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Activity Properties
Block . ] Actions Tab Fields
Tab Fields |Tab Fields
e Email Template: Provisioning Failed
e Name-value Map Variable:
ProvisionMap
LogException Wait Activity: Log Message
No e Name: Log
e Message Variable: Exception occured
attempting to send exception
notification.
errorEnd Wait Activity:
No
Join Type:
XOR

SI EmailVerifyAndApproval

This template verifies a user's email address in Select Identity, waits for approval,
then provisions the user.

Execution

The SI EmailVerifyAndApprovalworkflow is executed as follows:

1 The Check email Verification action is invoked in the Check Email activity, which
sets a property to false if the email address is already validated in Select
Identity.

2 The template invokes the Save Email Notification action, which saves an email
notification to a batch table. When the batch process runs, the email is sent.

3 The workflow continues when the address is validated by the user clicking on the
link in the email.

4  The workflow transitions to the Approval block. The Get Approvers by Role action
is invoked to retrieve the list of approvers for the user. The Notify Approvers
action is invoked to send email to the list of approvers retrieved in the previous
action. The Create Workflow Approver Task action is invoked to create an approval
task on the Request Worklist home page for all users in the approver list. This
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10

activity is a wait activity, thus the workflow will not transition until the
approver accepts or rejects the approval request.

If the approver rejects the request, the Notify Rejected activity invokes the Email
Notification action to send mail to the request target indicating that the account
was rejected.

If the request is approved, the workflow transitions to the Provision block and
invokes the Provisioning Task to provision the user in the external system(s) as
defined by the service.

If provisioning fails, the workflow transitions to the Retry block. The workflow
retries provisioning three times. If it fails after three retries, the workflow
transitions to the Notify Error activity, which emails the failure. The workflow
then terminates.

If provisioning succeeds in the external system, the PostProvision block begins.
This provisions the user in Select Identity. If post-provisioning succeeds, the
Notify Target activity sends email to the user and transitions to either the Send
Password or Send Reset Password activity, which sends the password to the
request target if the password changed.

If post-provisioning fails, the workflow transitions to the Notify Error activity,
which emails notification of the failure. The workflow then exits.

If an error occurs at any time during the workflow, the template catches the
exception, sends an email notification, and exits. If an exception occurs when
sending the email, it logs that error.

Template Blocks

The SI EmailVerifyAndApproval template contains the following blocks:

Activity
Properties Tab
Block Tab rop Actions Tab Fields
. Fields
Fields
begin Wait Set Variable
Activity:
cuvity e Name: SetVar
No
e Target Variable Name: $RC Source Variable: 0
Check Email |Wait Add Item to Map
Activity: .
Iy e Name: MapCollection
No
Split e New Collection: true
Type: e Map Variable Name: $ProvisionMap
XOR
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Activity

Properties Tab

Block Tab . Actions Tab Fields
. Fields
Fields
e Element Name Variable: "error Event"
¢ Element Value Variable: "Email Verification"
Verify Email | Wait Block Type: Application Invocation
Activity: ] ] . e .
Yes v: | emailVerify e Application Name: Save Email Notification
Join Count: 1 e Asynchronous Invocation: No
e Return Variable Name: None
Approvall Wait Alert Handler: email |Add Item to Map
Activity: .
Yes Y* | Alert Name: Select e Name: MapCollection
. . Identity e New Collection: true
Join Type:
XOR Alert Repeat Count: 1 e Map Variable Name: $ProvisionMap
Split Alert Timeout: 2 days ¢ Element Name Variable: "errorEvent"
Type: .
XyOpR Block ID: Approvall e Element Value Variable: "Approval"
Block . .
Application Invocation
Type: approval
e Application Name: Get approvers by role
Escalate To:
SelectIdentity@hp.co e Asynchronous Invocation: No
m ¢ Return Variable Name: app1List
Escalation Handler: Application Invocation
email e Name: Application Invocation
Escalation Repeat
e Application Name: Create work flow approver
Count: 1
task
Escalation Timeout: 3
e Asynchronous Invocation: No
days
Join Count: 1 ¢ Return Variable Name: Null: toInt($RequestId)
Reminder Handler: e Approver List Variable: App1List
email Reminder Application Invocation
Repeat Count: 1 e Application Name: Notify approvers
Reminder Timeout : 1 e Asynchronous Invocation: No
day e Return Variable Name: None
Role Nam?: Concero e Notification Action: "Approve" Approver List
Sys Admin Variable: app1List
Notify Wait Application Invocation
Rejected Activity: . ‘e .
No e Application Name: email notification
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Activity

Properties Tab

Block Tab . Actions Tab Fields
. Fields
Fields
e Asynchronous Invocation: No
e Return Variable Name: None
¢ Email Template: "Account Rejection"
catchExceptio | Wait Application Invocation
n Activity: . . .
No e Application Name: Send an Email Notification
Split e Asynchronous Invocation: No
Type: e Return Variable Name : None
XOR ¢ Email Template : "Provisioning Failed"
¢ Name-value Map Variable: $ProvisionMap
LogException |Wait Log Message
Activity:
No e Name: Log Message
e Variable: "*** Exception has occurred while
sending an error notification: " +
$_exceptionList
errorEnd Wait
Activity:
No
Join Type:
XOR
Provision Wait Block Type : Add Item to Map
Activity: f .
Y? |provisioning e Name: MapCollection
Yes
Join Type: e New Collection: true
XOR e Map Variable Name: $ProvisionMap
Split ¢ Element Name Variable: "error Event"
Type; ¢ Element Value Variable : "Provisioning"
XOR
Application Invocation
e Application Name: Provisioning
e Asynchronous Invocation: No
¢ Return Variable Name: provisioningResult
RetryEB Wait Timeout After : 60
Activity: seconds
No
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Activity

Properties Tab

Block Tab . Actions Tab Fields
. Fields
Fields
RetrySB Wait Start block ID: Retry |Set Variable
Activity:
Y e Name: SetVar
Yes
e Target Variable Name: $RC
e Source Variable: $RC+1
Post Wait Block Type: Add Item to Map
Provision Activity: isioni .
No Yi |postprovisioning e Name: MapCollection
Split e New Collection: true
Type: e Map Variable Name: $ProvisionMap
XOR ¢ Element Name Variable: errorEvent
e Element Value Variable: Post Provisioning
Application Invocation
e Application Name: Stated Post Provision
e Asynchronous Invocation: No
e Return Variable Name: PPC
Notify Target |Wait Application Invocation
Activity: . . .
No e Application Name: email notification
Split e Asynchronous Invocation: No
Type: e Return Variable Name: None
XOR

e Email Template: "PostAddNotification"
Set Variable

¢ Name: SetVar

e Target Variable Name: action

e Source Variable: $RequestActionName
Set Variable

e Name: SetVar

e Target Variable Name: passwordChanged

e Source Variable: equal(action,"add")
Set Variable

e Name: SetVar

e Target Variable Name:passwordReset

e Source Variable:
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Activity
Properties Tab . )
Block Tab . P Actions Tab Fields
. Fields
Fields
equal(action,"reset_password")
Send Wait Application Invocation
Password Activity: . . .
No e Application Name: email notification
e Asynchronous Invocation: No
e Return Variable Name: None
e Email Template: "New Account Password"
Send Reset  |Wait Application Invocation
Password Activity: . . .
No e Application Name: email notification
e Asynchronous Invocation: No
e Return Variable Name: None
¢ Email Template: "Reset Password"
end Wait
Activity:
No
Join Type:
XOR

S| OneStageApproval

This template requests approval then provisions the user. Approvers are derived

from the Concero Sys Admin role by default. It is identical to Sl
EmailVerifyAndApproval except for the following:

e It does not verify the user's email address.

e If the password was reset, the template sends Reset Password.

Template Blocks

The SI OneStageApproval template contains the following blocks:

Block

Fields

Activity Tab

Properties Tab Fields |Actions Tab Fields

begin

Wait Activity:

Set Variable
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Activity Tab

Block . Properties Tab Fields |Actions Tab Fields
Fields
No e Name: SetVar
e Target Variable Name: $RC
e Source Variable: 0
Approvall Wait Activity: Alert Handler: email Add Ttem to Map
Yes

Join Type: XOR

Alert Name: Select
Identity

Alert Repeat Count: 1
Alert Timeout: 2 days
Block ID: Approvall

Block Type: approval

Escalate To:

SelectIdentity@hp.com

Escalation Handler: email

Escalation Repeat Count:

1

Escalation Timeout: 3
days

Join Count: 1

Reminder Handler: email
Reminder Repeat Count: 1
Reminder Timeout: 1 day
Role Name: CSA2

e Name: MapCollection
e New Collection: true

e Map Variable Name:
$ProvisionMap

e Element Name Variable:

"errorEvent"
¢ Element Value Variable: "Approval”
Application Invocation

e Application Name: Get approvers
by role

e Asynchronous Invocation: No
¢ Return Variable Name: applList
Application Invocation

e Application Name: Create work
flow approver task

e Asynchronous Invocation: No

e Return Variable Name: null:
toInt($Requestld)

e Approver List Variable: app1List
Application Invocation

e Application Name: Notify
approvers

e Asynchronous Invocation: No
e Return Variable Name: None
e Notification Action: "Approve"

e Approver List Variable: app1List

Notify Rejected

Wait Activity:
No

Application Invocation

e Application Name: email
notification
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Activity Tab

Block . Properties Tab Fields |Actions Tab Fields
Fields
e Asynchronous Invocation: No
e Return Variable Name: None
e Email Template: "Account
Rejection"
catchException |Wait Activity: Application Invocation
No e Application Name: Send an Email
Split Type: XOR Notification
e Asynchronous Invocation: No
e Return Variable Name: None
¢ Email Template: "Provisioning
Failed"
e Name-value Map Variable:
$ProvisionMap
LogException Wait Activity: Log Message
No e Name: Log Message
in T : XOR .

Join Type: XO e Variable: "*** Exception has
occurred while sending an error
notification: " + $_exceptionList

errorEnd Wait Activity:

No

Join Type: XOR

Provision Wait Activity: Block Type: provisioning |Add Item to Map

Yes

Join Type: XOR
Split Type; XOR

Name: MapCollection
New Collection: true

Map Variable Name:
$ProvisionMap

Element Name Variable:

"errorEvent"

Element Value Variable:
"Provisioning"

Application Invocation

Application Name: Provisioning
Asynchronous Invocation: No

Return Variable Name:
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Activity Tab

Block . Properties Tab Fields |Actions Tab Fields
Fields
provisioningResult
RetryEB Wait Activity: Timeout After: 60 seconds
No
RetrySB Wait Activity: Start block ID: Retry Set Variable
Yes e Name: SetVar
e Target Variable Name: $RC
e Source Variable: SRC+1
Notify Error Wait Activity: Application Invocation
No

Join Type: XOR

e Application Name: Send an Email
Notification

e Asynchronous Invocation: No
e Return Variable Name: None

¢ Email Template: "Provisioning

Failed"
e Name-value Map Variable:
$ProvisionMap
Post Provision Wait Activity: Block Type: Add Item to Map
No postprovisioning

Split Type: XOR

e Name: MapCollection
e New Collection: true

e Map Variable Name:
$ProvisionMap

e Element Name Variable:

"errorEvent"

¢ Element Value Variable: "Post
Provisioning"

Application Invocation

e Application Name: Stated Post
Provision

e Asynchronous Invocation: No

e Return Variable Name: PPC

Notify Target

Wait Activity:
No

Split Type: XOR

Application Invocation

e Application Name: email
notification
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Block

Activity Tab
Fields

Properties Tab Fields

Actions Tab Fields

Asynchronous Invocation: No
Return Variable Name: None

Email Template:
"PostAddNotification"

Set Variable

Name: SetVar
Target Variable Name: action

Source Variable:
$RequestActionName

Set Variable

Name: SetVar

Target Variable Name:
passwordChanged

Source Variable:
equal(action,"add")

Set Variable

Name: SetVar

Target Variable Name:
passwordReset

Source Variable:
equal(action,"reset_password")

Send Password |Wait Activity: Application Invocation
No e Application Name: email
notification
e Asynchronous Invocation: No
e Return Variable Name: None
e Email Template: "New Account
Password"
Send Reset Wait Activity: Application Invocation
Password No

Application Name: email
notification

Asynchronous Invocation: No
Return Variable Name: None

Email Template: "Reset Password"
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Activity Tab

Block . Properties Tab Fields |Actions Tab Fields
Fields

end Wait Activity:
No

Join Type: XOR

S| TwoStageApproval

Template Blocks

This template adds a second approval stage to the SI OneStageApproval template.
Second-stage approvers are derived from the Workflow Approvers role by default.

The SI TwoStageApproval template contains the following blocks:

Activity
Properties Tab
Block Tab . P Actions Tab Fields
. Fields
Fields
begin Wait Set Variable
Activity:
Wiy e Name: SetVar
No
e Target Variable Name: $RC
e Source Variable: 0
Approvall Wait Alert Handler: email |Add Item to Map
Activity: .
Yes Alert Name: Select e Name:MapCollection
Split Type: Identity e New Collection: true
XOR Alert Repeat Count: 1 e Map Variable Name: $ProvisionMap

Alert Timeout: 2 days
Block Id: Approvall
Block Type : approval

Escalate To:
SelectIdentity@hp.co
m

Escalation Handler:
email

Escalation Repeat
Count: 1

e Element Name Variable: "errorEvent"
Element Value Variable: "Approval"

Application Invocation
e Application Name: Get approvers by role
e Asynchronous Invocation: No
e Return Variable Name: applList
Application Invocation

e Application Name: Create work flow
approver task

64




Activity

Properties Tab

Block Tab . Actions Tab Fields
. Fields
Fields
Escalation Timeout: 3 e Asynchronous Invocation: No
days e Return Variable Name: None
Join Count: 1 e Approver List Variable: applList
Reminder . Application Invocation
Handler:email _
Reminder Repeat e Application Name: Notify approvers
Count: 1 e Asynchronous Invocation: No
Reminder Timeout: 1 e Return Variable Name: None
day e Notification Action: "Approve"
Role Name : Concero e Approver List Variable: app1List
Sys Admin
Approval2 Wait Alert Handler: email |Application Invocation
Activity:
Yes Alert Name: Select e Application Name: Get approvers by role
Split Type: Identity e Asynchronous Invocation: No
XOR Alert Repeat Count: 1 e Return Variable Name: app2List

Alert Timeout: 2 days
Block ID: Approval2
Block Type: approval

Escalate To:
selectidentity@hp.co
m

Escalation Handler:
email

Escalation Repeat
Count: 1

Escalation Timeout: 3
days

Join Count: 1

Reminder Handler:
email

Reminder Repeat
Count: 1

Reminder Timeout: 1
day

Role Name: Workflow
Approver

Application Invocation

e Application Name: Create work flow approver
task

e Asynchronous Invocation: No

e Return Variable Name: None

e Approver List Variable: app2List
Application Invocation

e Application Name: Notify approvers

e Asynchronous Invocation: No

e Return Variable Name: None

e Notification Action: "Approve" Approver List
Variable: app2List
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Activity

Properties Tab

Block Tab . Actions Tab Fields
. Fields
Fields
Notify Wait Application Invocation
Rejected Activity: . . .
No e Application Name: email notification
Join Type: e Asynchronous Invocation: No
XOR ¢ Return Variable Name: Email Template:
"Account Rejection"
catchExceptio | Wait Application Invocation
n Activity: .
No Y e Application Name: Send an Email
Notification
Split Type:
XOR e Asynchronous Invocation: No
e Return Variable Name: Email Template:
"Provisioning Failed"
¢ Name-value Map Variable: $ProvisionMap
LogException |Wait Log Message
Activity:
No Y e Name: Log Message
. . Mkkk o o
Join Type: e Variable: Exception has occured while
XOR sending an error notification: " +
$_exceptionList
errorEnd Wait
Activity:
No
Join Type:
XOR
Provision Wait Block Type: Add Item to Map
Activity: isioni .
Y Provisioning e Name: MapCollection
Yes
Join Type: e New Collection: true
XOR e Map Variable Name: $ProvisionMap
Split Type: ¢ Element Name Variable: "errorEvent" Element
XOR

Value Variable: "Provisioning"
Application Invocation
e Application Name: Provisioning
e Asynchronous Invocation: No

e Return Variable Name: PR
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Activity

Properties Tab

Block Tab . Actions Tab Fields
. Fields
Fields
RetryEB Wait End Block ID: Retry
Activity:
Y Timeout After: 60 Sec
No
RetrySB Wait Start Block ID: Retry |Set Variable
Activity: .
Yes Y e Name: SetVar Target Variable Name: $RC
Source Variable: $RC+1
Notify Error |Wait Application Invocation
Activity: .
No Y e Application Name: Send an Email
Notification
Join Type:
XOR e Asynchronous Invocation: No
e Return Variable Name: Email Template:
"Provisioning Failed"
e Name-value Map Variable: $ProvisionMap
Post Wait Block Type: Add Item to Map
Provision Activity: 1sioni .
No Y postprovisioning e Name:MapCollection
Split Type: e New Collection: true
XOR e Map Variable Name: $PI‘OViSionMap
¢ Element Name Variable: "errorEvent"
¢ Element Value Variable: "Post Provisioning"
Application Invocation
e Application Name: Stated Post Provision
e Asynchronous Invocation: No
e Return Variable Name: PPC
Notify Target |Wait Application Invocation
Activity: . < .
No e Application Name: email notification
Split Type: e Asynchronous Invocation: No
XOR e Return Variable Name: None

Email Template: "PostAddNotification"

Set Variable

Name: SetVar
Target Variable Name: action

Source Variable: $RequestActionName
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Activity
Properties Tab . ]
Block Tab . P Actions Tab Fields
. Fields
Fields
Set Variable
e Name: SetVar
e Target Variable Name: passwordChanged
e Source Variable: equal(action,"add")
Set Variable
e Name: SetVar
e Target Variable Name: passwordReset
® Source Variable:
equal(action,"reset_password")
Send Wait Application Invocation
Password Activity: . . .
No e Application Name: email notification
e Asynchronous Invocation: No
¢ Return Variable Name:
e Email Template: "New Account Password"
Send Reset  |Wait Application Invocation
Password Activity: . . .
No e Application Name: email notification
e Asynchronous Invocation: No
¢ Return Variable Name: None
e Email Template: "Reset Password"
end Wait
Activity:
No
Join Type:
XOR

SI ThreeStageApproval

This template adds a third approval stage to the SI TwoStageApproval template.
Third stage approval derives its approvers from the Concero Sys Admin role by

default.
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Template Blocks

The SI ThreeStageApproval template contains the following blocks:

Activity
Properties Tab . .
Block Tab . P Actions Tab Fields
Field Fields
1eldas
begin Wait Set Variable
Activity:
No Y e Name: SetVar
e Target Variable Name: $RC
e Source Variable: 0
Approvall Wait Alert Handler: email Add Item to Map
Activity: .
Yes Y| Alert Name: Select e Name: MapCollection
Split Identity e New Collection: true
Type: Alert Repeat Count: 1 e Map Variable Name: $ProvisionMap
XOR Alert Timeout: 2 days e Element Name Variable: "error Event"
Block ID: Approvall ¢ Element Value Variable: "Approval"
Block Type: approval Application Invocation
Escalate To:
. e Application Name: Get approvers by role
Selectldentity@hp.com pphcation Tame PP Y
Escalation Handler: e Asynchronous Invocation: No
email e Return Variable Name: applList
Escalation Repeat Count: | Application Invocation
1 e Application Name: Create work flow
Escalation Timeout: 3 approver task
days e Asynchronous Invocation: No
Join Count: 1 e Return Variable Name: None
Reminder Handler: A L bl 1List
. ° i i :
email pprover List Variable: appllas
Reminder Repeat Count: Application Invocation
1 e Application Name: Notify approvers
Reminder Timeout: 1 e Asynchronous Invocation: No
day e Return Variable Name: None
Role Name: Concero Sys e Notification Action: "Approve"
Admin .
e Approver List Variable: applList
Approval2 Wait Alert Handler: email Application Invocation
Activity:
Yes Y| Alert Name: Select e Application Name: Get approvers by role
Identity
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Block

Activity
Tab

Properties Tab

Actions Tab Fields

Fields Fields

Split Alert Repeat Count: 1 e Asynchronous Invocation: No

;‘(yopfe{: Alert Timeout: 2 days e Return Variable Name: app2List
Block ID: Approval2 Application Invocation
Block Type: approval e Name: Application Invocation
Escalate To: e Application Name: Create work flow
selectidentity@hp.com approver task
f;f:ilii tion Handler: e Asynchronous Invocation: No
Escalation Repeat Count: e Return Variable Name: None
1 e Approver List Variable: app2List
Escalation Timeout: 3 Application Invocation
days e Name: Application Invocation
Join Count: 1 e Application Name: Notify approvers
Reminder Handler: e Asynchronous Invocation: No
email
Reminder Repeat Count: e Return Variable Name: None
1 e Notification Action: "Approve"
Reminder Timeout: 1 e Approver List Variable: app2List
day
Role Name: Workflow
Approver

Approval3 Wait Alert Handler: email Add Item to Map
AYcetslwty: Alert Name: Select e Name: MapCollection

Identity

Alert Repeat Count: 1
Alert Timeout: 2 days
Block ID: Approval3
Block Type: approval

Escalate To:
selectidentity@hp.com

Escalation Handler:
email

Escalation Repeat Count:

1

Escalation Timeout: 3

e New Collection: true

e Map Variable Name: $ProvisionMap

e Element Name Variable: "errorEvent"

¢ Element Value Variable: "Approval"
Application Invocation

e Application Name: Get approvers by role

e Asynchronous Invocation: No

® Return Variable Name: app3List
Application Invocation

e Application Name: Create work flow
approver task
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Activity

Properties Tab

Block Tab . Actions Tab Fields
. Fields
Fields
days e Asynchronous Invocation: No
Join Count: 1 e Return Variable Name: None
Reminder Handler: e Approver List Variable: app3List
email .. .
Application Invocation
Reminder Repeat Count: . . .
1 e Name: Application Invocation
Reminder Timeout: 1 e Application Name: Notify approvers
day e Asynchronous Invocation: No
Role Name: Concero Sys e Return Variable Name: Notification
Admin e Action: "Approve"
e Approver List Variable: app3List
Notify Rejected | Wait Application Invocation
Activity: . e .
No e Application Name: email notification
Join Type: e Asynchronous Invocation: No
XOR e Return Variable Name: None
¢ Email Template: "Account Rejection"
LogException |Wait Log Message
Activity:
No Y e Name: Log Message
. . Mkt :
Join Type: e Variable: Exception has occured
XOR while sending an error notification: " +
$_exceptionList
catchException | Wait Application Invocation
Activity: )
No Y e Application Name: Send an Email
Notification
Split
Type: e Asynchronous Invocation: No
XOR e Return Variable Name: None
e Email Template: "Provisioning Failed"
e Name-value Map Variable: $ProvisionMap
errorEnd Wait
Activity:
No
Join Type:
XOR
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Block

Activity
Tab

Properties Tab

Actions Tab Fields

. Fields
Fields
Provision Wait Block Type: Add Item to Map
Activity: | provisioning e Name: MapCollection
Yes
Join Type: e New Collection: true
XOR e Map Variable Name: $ProvisionMap
Split ¢ Element Name Variable: "errorEvent"
Type: ..
XyOpR ¢ Element Value Variable: "Provisioning"
Application Invocation
e Application Name: Provisioning
e Asynchronous Invocation: No
e Return Variable Name: PR
Retry Wait Timeout After: 60 secs |Set Variable
Activity:
Y e Name: SetVar
Yes
e Target Variable Name: $RC
e Source Variable: $RC+1
Log Message
e Name: Log Message
e Variable: "Provisioning attempt failed.
Waiting to retry."
Notify Error | Wait Application Invocation
Activity: . . . . .
No Y e Name: Application Invocation Application
Join T Name: Send an Email Notification
X(gli% ype: Asynchronous Invocation: No Return
Variable Name: Email Template:
"Provisioning Failed" Name-value Map
Variable: $ProvisionMap
Post Provision |Wait Block Type: Add Item to Map
Activity: |postprovisioning « Name: MapCollection
No )
Split e New Collection: true
Type: e Map Variable Name: $ProvisionMap
XOR

e Element Name Variable: "errorEvent"

e Element Value Variable: "Post
Provisioning"
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Activity

Properties Tab

Block Tab . Actions Tab Fields
Fields Fields
Application Invocation
e Name: Application Invocation
e Application Name: Stated Post Provision
e Asynchronous Invocation: No
e Return Variable Name: PPC
Notify Target |Wait Application Invocation
;cotwlty: e Application Name: email notification
Split e Asynchronous Invocation: No
Type: e Return Variable Name: none
XOR e Email Template: "PostAddNotification"
Set Variable
e Name: SetVar
e Target Variable Name: action
e Source Variable: $RequestActionName
Set Variable
e Name: SetVar
e Target Variable Name: passwordChanged
e Source Variable: equal(action,"add")
Set Variable
e Name: SetVar
e Target Variable Name: passwordReset
® Source Variable:
equal(action,"reset_password")
Send Password |Wait Application Invocation
iﬁ:lwty: e Application Name: email notification
e Asynchronous Invocation: No
e Return Variable Name: None
e Email Template: "New Account Password"
Send Reset Wait Application Invocation
Password Activity: . . .
No e Application Name: email notification

e Asynchronous Invocation: No
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Block

Activity
Tab
Fields

Properties Tab
Fields

Actions Tab Fields

Return Variable Name: Email Template:
"Reset Password"

end

Wait
Activity:
No

Join Type:
XOR

ReconciliationDefaultProcess

This template reconciles account data with a resource. It is very similar to the SlI
Provisioning Only template; it provisions users in an external resource. Then, if the

user 1s successfully provisioned, the template executes the Post Provision in

Reconciliation action, updating the Select Identity database with data sent in the

reconciliation request.

Failure notifications are sent automatically unless turned off. If processing

thousands of requests at once, you may want to either turn off

the failure notification block or remove it to prevent overloading the email server

with thousands of failure notices.

Template Blocks

The ReconciliationDefaultProcess template contains the following blocks:

Activity
Block Tab Properties Tab Fields Actions Tab Fields
Fields
begin Wait Set Variable
Activity: No e Name: SetVar
e Target Variable Name: $RC
e Source Variable: 0
Provision Wait Block Type: provisioning Add Item to Map
Activity: .
cuvity e Name: MapCollection
Yes
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Activity

Block Tab Properties Tab Fields Actions Tab Fields
Fields
Join Type: e New Collection: true
XOR e Map Variable Name:
Split Type: $ProvisionMap
XOR
¢ Element Name Variable:
"error Event"
¢ Element Value Variable:
"Provisioning"
Application Invocation
e Name: Application Invocation
e Application Name: Provisioning
e Asynchronous Invocation: No
e Return Variable Name: PR
RetryEB Wait Timeout After: 60 secs
Activity: No
RetrySB Wait Start Block ID: Retry Set Variable
Activity:
i e Name: SetVar
Yes
e Target Variable Name: $RC
e Source Variable: RC+1
Log Message
e Name: Log Message
e Variable: "Provisioning Failed
with a return code of ("+PR+").
Provisioning will be retried."
Prov Error Wait

Activity: No

Log Message
e Name: Log Message

e Variable: "Provisioning failed with
a a return code of ("+PR+"). The
maximum retry times have been
exceeded."

Application Invocation
e Name: Application Invocation

e Application Name: Send an Email
Notification
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Activity

Block Tab Properties Tab Fields Actions Tab Fields
Fields
e Asynchronous Invocation: No
e Return Variable Name: None
e Email Template: "Recon Failure"
e Name-value Map Variable:
$ProvisionMap
catchException| Wait Catch Exception
Activity: No e Name: Log Message
Split Type: . .
XOR e Variable: "The following exception
was reported: "+ $_exceptionList
Application Invocation
e Application Name: Send an Email
Notification
e Asynchronous Invocation: No
e Return Variable Name: None
¢ Email Template: "Recon Failure"
e Name-value Map Variable:
$ProvisionMap
LogException |[Wait Log Message
Activity: No e Name: Log Message Variable:
"Exception occured while sending
exception notification."
errorEnd Wait
Activity: No
Join Type:
XOR
Post Provision |Wait Block Type: Add Item to Map
Activity: No | ReconciliationPostProvision « Name: MapCollection
Split Type:
XOR e New Collection: true

e Map Variable Name:
$ProvisionMap

e Element Name Variable:
"errorEvent"

e Element Value Variable: "Post
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Block

Activity
Tab
Fields

Properties Tab Fields

Actions Tab Fields

Provisioning"

Application Invocation

Application Name: Post Provision
in Reconciliation to save data

Asynchronous Invocation: No

Return Variable Name: PPC

PProv Error

Wait
Activity: No

Log Message

Name: Log Message

Variable: "Post Provisioning failed
to complete successfully."

Application Invocation

Application Name: Send an Email
Notification

Asynchronous Invocation: No
Return Variable Name: None
Email Template: "Recon Failure"

Name-value Map Variable:
$ProvisionMap

end

Wait
Activity: No

ReconciliationDefaultProcessMove

This template is similar to the ReconciliationDefaultProcess template. This
workflow is used for adding services to a user based on a context change. After post-
provisioning this workflow includes another activity called Add2Service.

1
2

The Add2Service activity first calls the LoadUserServices workflow external call.

Then Add2Service calls the action "Add a set of users to a list of services."

Failure notifications are sent automatically unless turned off. If processing
thousands of requests at once, you may want to either turn off the
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failure notification block or remove it to prevent overloading the email server
with thousands of failure notices.

The Add2Service block builds one parent request with multiple child requests. Each
service is a child request and each child request is processed in parallel.

Template Blocks

The ReconciliationDefaultProcessMove template contains the following blocks:

Activity
Block Tab Properties Tab Fields Actions Tab Fields
Fields
begin Wait Set Variable
Activity:
Y e Name: SetVar
No
e Target Variable Name: $RC
e Source Variable: 0
Provision Wait Block Type: provisioning Add Item to Map
Activity: .
Y e Name: MapCollection
Yes
. . e New Collection: true
Join Type:
XOR e Map Variable Name: $ProvisionMap
Split Type: ¢ Element Name Variable: "errorEvent"
XOR ¢ Element Value Variable:
"Provisioning"
Application Invocation
e Application Name: Provisioning
e Asynchronous Invocation: No
e Return Variable Name: PR
RetryEB Wait Timeout After: 60 secs
Activity:
No
RetrySB Wait Start block ID: Retry Set Variable
Activity:
Y e Name: SetVar
Yes
e Target Variable Name: $RC Source
Variable: $RC+1
Log Message
e Name: Log Message
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Activity

Block Tab Properties Tab Fields Actions Tab Fields
Fields
e Variable: "Provisioning Failed with a
return code of ("+PR+").
Provisioning will be retried."
Prov Error Wait Log Message
;‘:lwty: e Name: Log Message
e Variable: "Provisioning failed with a
a return code of ("+PR+"). The
maximum retry times have been
exceeded."
Application Invocation
e Application Name: Send an Email
Notification
e Asynchronous Invocation: No
e Return Variable Name: None
e Email Template: "Recon Failure"
e Name-value Map Variable:
$ProvisionMap
catchException| Wait Log Message
ﬁ:wlty: e Name: Log Message
Split Type: e Variable: "The following exception
XOR was reported: "+ $_exceptionList
Application Invocation
e Application Name: Send an Email
Notification
e Asynchronous Invocation: No
e Return Variable Name: None
¢ Email Template: "Recon Failure"
e Name-value Map Variable:
$ProvisionMap
LogException |Wait Log Message
;‘:Wlty: e Name: Log Message

e Variable: "Exception occured while
sending exception notification."
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Activity

Block Tab Properties Tab Fields Actions Tab Fields
Fields
errorEnd Wait
Activity:
No
Join Type:
XOR
Post Provision [Wait Block Type: Add Item to Map
Activity: | ReconciliationPostProvision « Name: MapCollection
No ’
Split Type: e New Collection: true
XOR e Map Variable Name: $ProvisionMap
¢ Element Name Variable: "errorEvent"
¢ Element Value Variable: "Post
Provisioning"
Application Invocation
e Name: Application Invocation
e Application Name: Post Provision in
Reconciliation to save data
e Asynchronous Invocation: No
e Return Variable Name: PPC
PProv Error |Wait Log Message
Activity:
No Y e Name: Log Message
e Variable: "Post Provisioning failed to
complete successfully."
Application Invocation
e Application Name: Send an Email
Notification
e Asynchronous Invocation: No
e Return Variable Name: None
e Email Template: "Recon Failure"
e Name-value Map Variable:
$ProvisionMap
Add2Sves Wait Block Type: Add Item to Map
Activity: | UserServiceProvisioning « Name: MapCollection
No )
Split Type: e New Collection:
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Activity

Block Tab Properties Tab Fields Actions Tab Fields
Fields
XOR e Map Variable Name: $ProvisionMap
¢ Element Name Variable: "error Event"
¢ Element Value Variable:
"Add2Services"
Application Invocation
e Name: Application Invocation
e Application Name: External Call
e Asynchronous Invocation: No
e Return Variable Name: None
e External Call Name:
"LoadUserServices"
Application Invocation
e Application Name: Add a set of users
to a list of services
e Asynchronous Invocation: No
e Return Variable Name: A2SC Request
Id: toInt($Requestld) user to service
map: $userSveMap
Add2Svc Error |Wait Log Message
;cotwity: e Name: Log Message

e Variable: "Add to services failed with
the following return code:
("+A2SC+"). A negative number
indicates that all the services to be
added failed. A positive number
indicates a partial success."

Application Invocation

e Name: Application Invocation

e Application Name: email notification
e Asynchronous Invocation: No

e Return Variable Name: None

e Email Template:

"AddToServicePartial"
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Block

Activity

Fields

Tab Properties Tab Fields

Actions Tab Fields

end

Wait
Activity:
No

SIMoveUserAndAddService

This template is similar to the ReconciliationDefaultProcessMove template. It is a

bulk operation workflow with no approval.

1 The Add2Service activity first calls the LoadUserServices workflow external call.

2 Then Add2Service calls the action named Add a set of users to a list of services.

The Add2Service block builds one parent request with multiple child requests. Each
service is a child request and each child request is processed in parallel.

Failure notifications are sent automatically unless turned off. If processing
thousands of requests at once, you may want to either turn off the block or remove it
to prevent overloading the email server with thousands of failure notices.

Template Blocks

The SIMoveUserAndAddService template contains the following blocks:

Activity Tab

Block ) Propertes Tab Fields Actions Tab Fields
Fields
begin Wait Activity: Set Variable
No e Name: SetVar
e Target Variable Name: $RC
e Source Variable : 0
Provision Wait Activity: | Block Type : provisioning |Add Item to Map
Yes e Name :MapCollection
Split Type: New Collecti t
. .
XOR ew Collection: true

e Map Variable Name: $ProvisionMap

e Element Name Variable:
"errorEvent"
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Block

Activity Tab
Fields

Propertes Tab Fields

Actions Tab Fields

Element Value Variable:
"Provisioning"

Application Invocation

Application Name: Provisioning
Asynchronous Invocation: No

Return Variable Name:
provisioningResult

catchException

Wait Activity:
No

Split Type:
XOR

Application Invocation

Application Name: Send an Email
Notification

Asynchronous Invocation: No
Return Variable Name: None

Email Template: "Provisioning
Failed"

Name-value Map Variable:

$ProvisionMap

ErrorEnd

Wait Activity:
No

Join Type: XOR

Send Password | Wait Activity: Application Invocation
No e Application Name: email
notification
e Asynchronous Invocation:No
e Return Variable Name: None
e Email Template: "New Account
Password Bulk"
Notify Error Wait Activity:
No
Join Type: XOR
LogException |Wait Activity: Log Message
No

Name: Log Message

Variable: "*** Exception has
occured while sending an error
notification: " + $_exceptionList
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Block

Activity Tab
Fields

Propertes Tab Fields

Actions Tab Fields

Post Provision

Wait Activity:
No

Split Type:
XOR

Block Type:
postprovisioning

Add Item to Map
e Name: MapCollection
e New Collection: true
e Map Variable Name: $ProvisionMap
¢ Element Name Variable: errorEvent

¢ Element Value Variable: Post
Provisioning

Application Invocation

e Application Name: Post Provision
in Bulk Processing to save data

e Asynchronous Invocation: No

e Return Variable Name: PPC

AddServices

Wait Activity:
No

Split Type:
XOR

Block Type:
UserServiceProvisioning

Application Invocation
e Application Name: External Call
e Asynchronous Invocation: No
e Return Variable Name: None

e External Call Name:

LoadUserServices
Application Invocation

e Application Name: Add a set of
users to a list of services

e Asynchronous Invocation: No

e Return Variable Name: A2SC
Request Id: toInt($Requestld)
user to service map: $userSveMap

Add Services
Exception

Wait Activity:
No

Application Invocation

e Application Name: email
notification

e Asynchronous Invocation: No
e Return Variable Name: None

e Email Template:

"AddToServicePartial"
Log Message
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Block

Activity Tab
Fields

Propertes Tab Fields

Actions Tab Fields

e Name: Log Message

e Variable: Add To Services Not All
Successful

Notify Target

Wait Activity:
No
Join Type: XOR

Split Type:
XOR

Application Invocation

e Application Name: email
notification

e Asynchronous Invocation: No
e Return Variable Name: None

e Email Template:

"PostAddNotificationBulk"
Set Variable
e Name: SetVar
e Target Variable Name: action

e Source Variable:
$RequestActionName

Set Variable
e Name: SetVar

e Target Variable Name:
passwordChanged

e Source Variable:
equal(action,"add") | |
equal(action,"reset_password") | |
equal(action,"change_password")
|

equal(action,"forget_password")

end

Wait Activity:
No

SI User Enable Disable Workflow

This template is similar to the Sl Provisioning Only template. The only difference is
that the Post-Provisioning block calls an external call, UserEnableDisableWFExtCall, to
enable or disable the provisioned user according to the value of the specified
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attribute. This operation is performed by initiating a new request via the Web

service.

To use this workflow, you must configure the external call in advance.

UserEnableDisableWFExtCall has six parameters, which are listed in the following

table:

Parameter Parameter Value Description

AttributeName | Attribute name for which the value is checked

EnableValue If the value of the attribute of the user matches the EnableValue, then enable the
user if the user is disabled

DisableValue If the value of the attribute of the user matches the DisableValue, then disable the
user if the user is enabled

UserName Admin with authority to modify users that will use this external call

Password Admin password

url Web Services URL

Template Blocks

The Sl User Enable Disable Workflow template contains the following blocks:

Activity
Properties Tab ] ;
Block Tab . P Actions Tab Fields
. Fields

Fields
begin Wait Set Variable

Activity:

Y e Name: SetVar
No
e Target Variable Name: RC
e Source Variable: 0

Provision Wait Block Type: Add Item to Map

Activity: 1sioni .

Y Provisioning e Name: MapCollection
Yes
. . e New Collection: true

Join Type:

XOR e Map Variable Name: $ProvisionMap

Split Type: ¢ Element Name Variable: errorEvent

XOR

¢ Element Value Variable: Provisioning
Application Invocation

e Application Name: Provisioning
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Activity

Properties Tab

Block Tab . Actions Tab Fields
Fields Fields
e Asynchronous Invocation: No
e Return Variable Name: PR
Retry Wait Timeout After: 60 |Set Variable
AY(:SWIty: Sec e Target Variable Name: $RC
e Source Variable: $RC+1
Log Message
e Name: Log
e Message Variable: Provisioning attempt
waiting to retry
Post Provision |Wait Block Type: Add Item to Map
;c;lwty: postProvisioning e Name: MapCollection
Split Type: e New Map: true
XOR e Map Variable Name: $ProvisionMap
¢ Element Name Variable: errorEvent
e Element Value Variable: Post Provisioning
Application Invocation
e Application Name: Stated Post Provisioning
e Asynchronous Invocation: No
¢ Return Variable Name: PPC
Application Invocation
e Application Name: External Call
e External Call Name:
UserEnableDisableWFExtCall
Notify Error Wait Application Invocation
;(;tlwty: e Application Name: Send an Email Notification
Join Type: e Asynchronous Invocation: No
XOR e Return Variable Name: None
e Email Template: Provisioning Failed
e Name-Value Map Variable: $PI‘OViSi0nMap
catchException | Wait Application Invocation
ﬁ(;twlty: e Application Name: Send an Email Notification
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Activity

Properties Tab

Block Tab . Actions Tab Fields
. Fields
Fields
Split Type: e Asynchronous Invocation: No
XOR
e Return Variable Name: None
¢ Email Template: Provisioning Failed
¢ Name-Value Map Variable: $ProvisionMap
LogException Wait Log Message
Activity: .
No Y e Message Variable: "*** Exception has occured
while sending an error notification: " +
$_exceptionList
errorEnd Wait
Activity:
No
Join Type:
XOR
Notify Target |Wait Application Invocation
Activity: . o .
No e Application Name: email notification
Split Type: e Asynchronous Invocation: No
XOR e Return Variable Name: None

e Email Template: PostAddNotification
Set Variable

e Name: SetVar

e Target Variable Name: action

¢ Source Variable: $RequestActionName
Set Variable

e Name: SetVar

e Target Variable Name: passwordChanged

® Source Variable: equal(action,"add")
Set Variable

e Name: SetVar

e Target Variable Name: passwordReset

® Source Variable:
equal(action,"reset_password") | |
equal(action,"change_password") | |
equal(action,"forget_password")
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Activity
Properties Tab . )
Block Tab i lI:l Actions Tab Fields
1elas
Fields
Send Password |Wait Application Invocation
Activity: L. . e -
No e Application Name: email notification
e Asynchronous Invocation: No
e Return Variable Name: None
e Email Template: NewAccountPassword
Send Reset Wait Application Invocation
Password Activity: L. . e -
No e Application Name: email notification
e Asynchronous Invocation: No
e Return Variable Name: None
¢ Email Template: ResetPassword
end Wait
Activity:
No
Join Type:
XOR

SI Recon User Enable Disable Workflow

This template is similar to the ReconciliationDefaultProcesstemplate. The only

difference is that the post-provisioning block calls an external call,

UserEnableDisableWFExtCall. This external call is also used in the Sl User Enable

Disable Workflow template. See SI User Enable Disable Workflow for a description of
the UserEnableDisableWFExtCall external call and its parameters.

Template Blocks

The SI Recon User Enable Disable Workflow template contains the following blocks:

Activity Properties Tab
Block Tab . p Actions Tab Fields
. Fields
Fields
begin Wait
Activity:
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Activity

Properties Tab

Block Tab . Actions Tab Fields
. Fields
Fields
No
Provision Wait Block Type: Add Item to Map
Activity: isioni )
y provisioning e Name: MapCollection
Yes
e New Collection: true
e Map Variable Name: $ProvisionMap
¢ Element Name Variable: "errorEvent"
¢ Element Value Variable: "Provisioning"
Application Invocation
e Name: Application Invocation
e Application Name: Provisioning
e Asynchronous Invocation: No
e Return Variable Name: provisioningResult
Post Provision | Wait Block Type: Add Item to Map
Activity: 1liati .
y Re@nmha‘monPostPro « Name: MapCollection
No vision

e New Collection: true

e Map Variable Name: $ProvisionMap

e Element Name Variable: "errorEvent"

e Element Value Variable: "PostProvisioning"
Application Invocation

e Name: Application Invocation

e Application Name: Post Provision in
Reconciliation to save data

e Asynchronous Invocation: No

e Return Variable Name: None
Application Invocation

e Name: Application Invocation

e Application Name: External Call

e Asynchronous Invocation: No

e Return Variable Name:

e External Call Name:

"UserEnableDisableWFExtCall"
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Activity
Properties Tab ) .
Block Tab . p Actions Tab Fields
. Fields
Fields
end Wait
Activity:
No
catchExceptio |Wait Application Invocation
n Activity: . . .
No e Name: Application Invocation
Split Type: ° App?i(.:ati(.)n Name: Send an Email
XOR Notification
e Asynchronous Invocation: No
e Return Variable Name: None
¢ Email Template: "Provisioning Failed"
e Name-value Map Variable: $ProvisionMap
LogException |Wait Log Message
Activity:
No Y e Name: Log Message
e Variable: "Exception occured while
sending exception notification."
errorEnd Wait
Activity:
No
Join Type:
XOR

SI OneStageApprovalforConfig

This template is the default workflow for configuration approvals, and can be used

as a basis for developing custom configuration approval workflows.

SlOneStageApprovalforConfig notifies all users who have the Configuration Change

Management role whenever there is a pending configuration change request. Only

one user with this role needs to approve the request, but this user must be someone

other than the user who originated the change. Once approval has been received, the

configuration change can be put into effect via the Commit block.
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The Commit Block

All configuration approval workflows must contain a Commit block, which is where

the configuration changes are committed into the Select Identity database.

Template Execution

Sl OneStageApprovalforConfig executes as follows:

1
2

The workflow transitions to the Approval1 block.

The Get Approvers by Role for Config action is invoked to retrieve the list of
approvers for the user. The role used must have the Approve Configuration
Change permission.

The Notify Approvers action is invoked to send email to the list of approvers
retrieved in the previous action.

The Create Workflow Approver Task action is invoked to create an approval task
on the Request Worklist home page for all users in the approver list. This activity
1s a wait activity, thus the workflow will not transition until the approver accepts
or rejects the approval request.

If the approver rejects the request, the Notify Rejected activity invokes the Email
Notification action to send mail to the request target indicating that the account
was rejected.

If the request is approved, the workflow transitions to the Commit block.

The config commit action is invoked to save the configuration changes to the
database.

The workflow exits.

If an error occurs at any time during the workflow, the template catches the
exception, sends an email notification, and exits. (If an exception occurs when
sending the email, it logs that error.)

Template Blocks

The SlOneStageApprovalforConfig template contains the following blocks:

Activity |Properties Tab Actions Tab Fields
Block Tab Fields
Fields
Begin Wait Set Variable
Activity:
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Block

Activity
Tab
Fields

Properties Tab
Fields

Actions Tab Fields

No

e Name: SetVar

e Target Variable Name:
$EscalationEmailTemplate

® Source Variable:
"ConfigApprovalEscalationTemplate"

Set Variable
e Name: SetVar

e Target Variable Name:

$ReminderEmailTemplate

e Source Variable:

"ConfigApprovalReminderTemplate"
Set Variable
e Name: SetVar
e Target Variable Name: $AlertEmailTemplate

® Source Variable:
"ConfigApprovalAlertTemplate"

Set Variable
e Name: SetVar
e Target Variable Name: $RC

e Source Variable: 0

Approvall

Wait
Activity:
Yes
Split
Type:
XOR

Alert Handler: email

Alert Name: Select
Identity

Alert Repeat Count: 1

Alert Timeout: 2 days
Block ID:
defaultBlockld

Block Type: approval
Escalate To:
Selectldentity@hp.com
Escalation Handler:
email

Escalation Repeat
Count: 1

Add Item to Map
e Name: MapCollection
e New Collection: true
e Map Variable Name: $ProvisionMap
¢ Element Name Variable: "errorEvent"
¢ Element Value Variable: "Approval”
Application Invocation

e Application Name: Get approvers by role for
config. changes

e Asynchronous Invocation:No
¢ Return Variable Name: app1List

Application Invocation

e Application Name: Create work flow approver
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Activity

Properties Tab

Actions Tab Fields

Block Tab Fields
Fields
Escalation Timeout: 3 task
days e Asynchronous Invocation: No
Join Count: 1 e Return Variable Name: null:
Reminder Handler: toInt($RequestId)
email .
e Approver List Variable: app1List
Reminder Repeat Count: . . .
1 Application Invocation
Reminder Timeout: 1 o Appll.catlon Name: Notify approvers (Default
d Email Template)
ay
Role Name: Concero e Asynchronous Invocation: No
Sys Admin e Return Variable Name: None
e Notification Action: "Approve"
e Approver List Variable: app1List
e Default Email Template: "Approval Message
for Config"
LogException |Wait Log Message
Activity:
No Y e Name: Log Message
e Variable: "*** Exception has occurred while
sending an error notification: " +
$_exceptionList
CatchExcepti |Wait Application Invocation
on Activity: .
No Y e Application Name: Send an Email
Notification
Split
Type: e Asynchronous Invocation: No
XOR e Return Variable Name: Email
e Template: "Provisioning Failed"
e Name-value Map Variable: $ProvisionMap
ErrorEnd Wait
Activity:
No
Split
Type:
XOR
Commit Wait Block Type: Application Invocation
Activity:
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Activity |Properties Tab Actions Tab Fields
Block Tab Fields
Fields
No CommitConfig e Application Name: Config Commit
e Asynchronous Invocation: No
e Return Variable Name: CCC
End Wait
Activity:
No

OVSI Password Management with OVSD

This template is the default workflow for processing password management when

Select Identity is integrated with HP Service Desk, and can be used as a basis for

developing custom password management workflows.

1

The template opens a Service Call in Service Desk, or updates a pre-existing call,
using the SDIntegrator external call.

The template provisions the password management request from the Provision
block activity.

If this 1s unsuccessful, the workflow retries this provisioning step three times. If
the provisioning fails more than three times, the template sends email
notification of the failure and the workflow terminates.

If provisioning is successful, the workflow executes the Post Provision action to
update the user in Select Identity.

If the user update fails, the template sends email notification of the failure and
the workflow terminates.

The template executes the OVSD-Update Call activity to update status for the
Service Call from Step 1, using the SDIntegrator external call.

If the password request is successfully provisioned in Select Identity, the
workflow transitions to the Notify Target block, which sends email notification
using the PostAddNotification template. It also determines if the user's password
was changed or reset and sets several variables.

The workflow sends email notification using the NewAccountPassword template.
If the password was reset, the Reset Password template is used for notification,
and this notification passes the [USERDEF:ResetStatus] variable.
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If an error occurs at any time during the workflow, the template catches the

exception, sends an email notification, and exits. (If an exception occurs when

sending the email, it logs that error.)

Template Blocks

The OVSI Password Management with OVSD template contains the following blocks:

Block

Activity Tab
Fields

Properties Tab
Fields

Actions Tab Fields

begin

Wait Activity:
No

Set Variable

Name: SetVar
Target Variable Name: $RC

Source Variable: 0

OVSD-Open
Call

Wait Activity:
No

Block Type: OVSD

Add Item to Map

Name: MapCollection

New Collection: true

Map Variable Name: ServiceCallMap
Element Name Variable: "Description"”

Element Value Variable: "Open call from
OVSI"

Add Item to Map

Name: MapCollection

New Collection: false

Map Variable Name: ServiceCallMao
Element Name Variable: "Status"

Element Value Variable: "Registered"

Application Invocation

Application Name: External Call
Asynchronous Invocation: No
Return Variable Name: None

External Call Name: "SDIntegrator"

Provision

Wait Activity:
Yes

Join Type: XOR
Split Type:

Block Type:
provisioning

Add Item to Map

Name: MapCollection
New Collection: true

Map Variable Name: $ProvisionMap
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Block

Activity Tab
Fields

Fields

Properties Tab

Actions Tab Fields

XOR

¢ Element Name Variable: "errorEvent"

e Element Value Variable: "Provisioning"
Application Invocation

e Application Name: Provisioning

e Asynchronous Invocation: No

e Return Variable Name:
provisioningResult

Retry

Wait Activity:
Yes

Timeout After: 60 secs

Set Variable
e Name: SetVar
e Target Variable Name: $RC
e Source Variable: SRC+1
Log Message
e Name: Log Message

e Variable: "Provisioning attempt failed.
Waiting to retry."

Post Provision

Wait Activity:
No

Split Type:
XOR

Block Type:
postprovisioning

Add Item to Map
e Name: MapCollection
e New Collection: true
e Map Variable Name: $ProvisionMap
¢ Element Name Variable: "errorEvent"

e Element Value Variable: "Post
Provisioning"

Application Invocation
e Application Name: Stated Post Provision
e Asynchronous Invocation: No

e Return Variable Name: PPC

Notify Error

Wait Activity:
No

Join Type: XOR

Application Invocation

e Application Name: Send an Email
Notification

e Asynchronous Invocation: No
e Return Variable Name: None

¢ Email Template: "Provisioning Failed"

e Name-value Map Variable:

97



Activity Tab

Properties Tab

Actions Tab Fields

Block Fields Fields
$ProvisionMap
catchExceptio |Wait Activity: Application Invocation
n No e Application Name: Send an Email
Split Type: Notification
XOR
e Asynchronous Invocation: No
e Return Variable Name: None
¢ Email Template: "Provisioning Failed"
e Name-value Map Variable:
$ProvisionMap
LogException |Wait Activity: Log Message
No e Name: Log Message
e Variable: "*** Exception has occured
while sending an error notification: " +
$_exceptionList
errorEnd Wait Activity:
No

Join Type: XOR

OVSD-Update
Call

Wait Activity:
No

Block Type: OVSD
Update

Add Item to Map

e Name: MapCollection

e New Collection: False

e Map Variable Name: ServiceCallMap

¢ Element Name Variable: "Status"

e Element Value Variable: "Completed"
Application Invocation

e Application Name: External Call

e Asynchronous Invocation: No

e Return Variable Name: None

e External Call Name: "SDIntegrator"

Notify Target

Wait Activity:
No

Split Type:
XOR

Application Invocation
e Application Name: email notification
e Asynchronous Invocation: No

e Return Variable Name: None
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Block

Activity Tab
Fields

Properties Tab
Fields

Actions Tab Fields

e Email Template: "PostAddNotification"
Set Variable

e Name: SetVar

e Target Variable Name: action

e Source Variable: $RequestActionName
Set Variable

e Name: SetVar

e Target Variable Name:
passwordChanged

e Source Variable: equal(action,"add")
Set Variable

e Name: SetVar

e Target Variable Name: passwordReset

e Source Variable:
equal(action,"reset_password") | |
equal(action,"change_password") | |
equal(action,"forget_password")

Send
Password

Wait Activity:
No

Application Invocation
e Application Name: email notification
e Asynchronous Invocation: No
e Return Variable Name: None

e Email Template: "New Account
Password"

Send Reset
Password

Wait Activity:
No

Application Invocation
e Application Name: email notification
e Asynchronous Invocation: No

e Return Variable Name: Email Template:
"Reset Password"

end

Wait Activity:
No
Join Type:

XOR
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SC Provision Only

The SC Provision Only workflow template is the default workflow for processing

management tasks when Select Identity is integrated with HP ServiceCenter. These

tasks include delegate add user, delegate modify user, delegate add service, and so

forth. This default workflow template follows these steps to process the management
tasks:

1

The workflow template opens a new change and a new task in Service Center, or
updates a pre-existing change and task using the SCintegrator external call.

If the request is from:

— Select Identity, the begin SC block creates a new change in Service Center
and a new task for the change. Additionally, the begin SC block adds Registered
in the Work Notes tab of the task.

— Service Center, the begin SC block creates a new task for the pre-existing
change in Service Center.

The workflow template provisions the request from the Provision block activity.
The Provision block adds Provision in the Work Notes tab of the task.

— If the provisioning fails, the workflow retries this step up to three times. If it
fails three times, the workflow template sends an email notification of the
failure by the Notify Error SC block. Then, the workflow moves to the error end
SC block.

— If the provisioning is successful, the workflow executes the Post Provision
action to update the user in Select Identity. If the user update fails, the
workflow template sends an email notification of the failure by the Notify
Error SC block. Then, the workflow moves to the error end SC block.

When the request is successfully provisioned in Select Identity, the workflow
transitions to the Notify Target block, which sends an email notification using the
PostAddNotification workflow template.

The Notify Target block determines if the user's password was changed or reset.

— If the password was changed, the workflow sends an email notification using
the New Account Password workflow template.

— If the password was reset, the Reset Password workflow template is used for
notification.

If the workflow:

— Incurs an error at any time, the workflow template catches the exception,
sends an email notification, and moves to the error end SC block. The error end
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SC block terminates the change and task in Service Center. (If an exception
occurs when sending the email, the workflow template logs the error.)

— Flows as it should, it arrives at the end SC block. The end SC block closes the
change and task in Service Center and adds End to the Work Notes tab of the
task.

Template Blocks

The SC Provision Only workflow template contains the following blocks:

Activity p ties Tab
roperties Ta
Block Tab rop Actions Tab Fields
. Fields
Fields
begin Wait Set Variable
Activity:
CHVIY e Name: Set Variable
No
e Target Variable Name: $RC
e Source Variable: 0
begin SC Wait Block Type: Add Item to Map
Activity:
Nco i ReportBlock e Name: Add Item to Map

e New Collection: true

e Map Variable Name: $ProvisionMap

¢ Element Name Variable: "errorEvent"

¢ Element Value Variable: "Provisioning"
Add Item to Map

e Name: Add Item to Map

e New Collection: false

e Map Variable Name: ServiceCallMap

¢ Element Name Variable: "SubtaskCategory"

¢ Element Value Variable: "SIRequest"
Add Item to Map
Name: Add Item to Map

e New Collection: false

e Map Variable Name: ServiceCallMap

¢ Element Name Variable: "RequestCategory”

e Element Value Variable: "SI-General FromSI"
Add Item to Map

101




Activity

Properties Tab

Block Tab . Actions Tab Fields
Fields Fields
e Name: Add Item to Map
e New Collection: false
e Map Variable Name: ServiceCallMap
¢ Element Name Variable: "Status"
¢ Element Value Variable: "Registered"
Add Item to Map
e Name: Add Item to Map
e New Collection: false
e Map Variable Name: ServiceCallMap
¢ Element Name Variable: "SCNote"
e Element Value Variable: "Registered"
Application Invocation
e Application Name: External Call
e Asynchronous Invocation: No
e Return Variable Name: None
e External Call Name: "SCIntegrator"
Log Message
e Name: Log Message
e Message Variable: "SC Change No:
[C"+$ServiceCallID+"]"
Provision Wait Block Type: Add Item to Map
ézt;Vity: provisioning e Name: MapCollection
Join Type: e New Collection: true
XOR e Map Variable Name: $PI'OViSi0nMap
Split Type:
XOR ¢ Element Name Variable: "errorEvent"

Element Value Variable: "Provisioning"

Add Item to Map

Name: MapCollection

New Collection: false

Map Variable Name: ServiceCallMap
Element Name Variable: "Status"

Element Value Variable: "Provision"
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Activity

Properties Tab

Block Tab . Actions Tab Fields
Fields Fields
Add Item to Map
e Name: MapCollection
e New Collection: false
e Map Variable Name: ServiceCallMap
¢ Element Name Variable: "SCNote"
e Element Value Variable: "Provision"
Application Invocation
e Application Name: External Call
e Asynchronous Invocation: No
e Return Variable Name: None
¢ External Call Name: "SCIntegrator"
Application Invocation
e Application Name: Provisioning
e Asynchronous Invocation: No
¢ Return Variable Name: provisioningResult
RetrySB Wait Set Variable
écetslwty: e Name: Set Variable
e Target Variable Name: $RC
e Source Variable: $RC+1
RetryEB Wait Timeout After: 60
Activity: secs
False
Post Provision |Wait Block Type: Add Item to Map
;cotlwty: postprovisioning e Name: MapCollection
Split Type: e New Collection: true
XOR

e Map Variable Name: $ProvisionMap

e Element Name Variable: "errorEvent"

e Element Value Variable: "Post Provisioning"
Add Item to Map

e Name: MapCollection

e New Collection: false

e Map Variable Name: ServiceCallMap
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Activity

Properties Tab

Block Tab . Actions Tab Fields
Fields Fields
¢ Element Name Variable: "Status"
¢ Element Value Variable: "PostProvision"
Add Item to Map
e Name: MapCollection
e New Collection: false
e Map Variable Name: ServiceCallMap
¢ Element Name Variable: "SCNote"
¢ Element Value Variable: "PostProvision"
Application Invocation
e Application Name: External Call
e Asynchronous Invocation: No
e Return Variable Name: None
¢ External Call Name: "SCIntegrator"
Application Invocation
e Application Name: Stated Post Provision
e Asynchronous Invocation: No
¢ Return Variable Name: PPC
Notify Error SC |Wait Add Item to Map
;cotlwty: e Name: MapCollection
Join Type: e New Collection: false
XOR

e Map Variable Name: ServiceCallMap

¢ Element Name Variable: "Status"

¢ Element Value Variable: "NotifyError"
Add Item to Map

e Name: MapCollection

e New Collection: false

e Map Variable Name: ServiceCallMap

¢ Element Name Variable: "SCNote"

¢ Element Value Variable: "PostProvision"
Application Invocation

e Application Name: External Call

e Asynchronous Invocation: No
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Activit
Block Tab ’ Properties Tab | \ \:ons Tab Fields
Fields Fields
e Return Variable Name: None
e External Call Name: "SCIntegrator"
Application Invocation
e Application Name: Send an Email Notification
e Asynchronous Invocation: No
e Return Variable Name: None
¢ Email Template: "Provisioning Failed"
¢ Name-value Map Variable: $ProvisionMap
catchException |Wait Application Invocation
i;:lwty: e Application Name: Send an Email Notification
Split Type: e Asynchronous Invocation: No
XOR e Return Variable Name: None
¢ Email Template: "Provisioning Failed"
e Name-value Map Variable: $ProvisionMap
LogException |Wait Log Message
;‘;twlty: e Name: Log Message
e Variable: "*** Exception has occurred while
sending an error notification: " +
$_exceptionList
Error End SC  |Wait Block Type: Add Item to Map
;cotlwty: ReportBlock e Name: MapCollection
Join Type: e New Collection: false
XOR e Map Variable Name: ServiceCallMap
e Element Name Variable: "Status"
¢ Element Value Variable: "ErrorClose"
Add Item to Map
e Name: MapCollection
e New Collection: false
e Map Variable Name: ServiceCallMap
¢ Element Name Variable: "SCNote"
e Element Value Variable: "ErrorClose"
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Activity

Properties Tab

Block Tab . Actions Tab Fields
. Fields
Fields
Application Invocation
e Application Name: External Call
e Asynchronous Invocation: No
e Return Variable Name: None
e External Call Name: "SCIntegrator"
faultHandler Wait
Activity:
No
errorEnd Wait
Activity:
No
Join Type:
XOR
Notify Target |Wait Add Ttem to Map
Activity: .
SC Nco v e Name: MapCollection
Split Type: e New Collection: false
XOR o

Map Variable Name: ServiceCallMap
Element Name Variable: "Status"

Element Value Variable: ""NotifyTarget""

Add Item to Map

Name: MapCollection

New Collection: false

Map Variable Name: ServiceCallMap
Element Name Variable: "SCNote"
Element Value Variable: ""NotifyTarget""

Application Invocation

Application Name: External Call
Asynchronous Invocation: No
Return Variable Name: None

External Call Name: "SCIntegrator"

Application Invocation

Application Name: email notification

Asynchronous Invocation: No
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Block

Activity
Tab
Fields

Properties Tab
Fields

Actions Tab Fields

e Return Variable Name: None

e Email Template: "PostAddNotification"
Set Variable

e Name: Set Variable

e Target Variable Name: action

e Source Variable: $RequestActionName
Set Variable

e Name: Set Variable

e Target Variable Name: passwordChanged

® Source Variable:

equal(action,"add")

Set Variable

e Name: Set Variable

e Target Variable Name: passwordReset

® Source Variable:
equal(action,"reset_password") | |
equal(action,"change_password") | |
equal(action,"forget_password")

Send Password

SC

Wait
Activity:
No

Add Item to Map

e Name: MapCollection

e New Collection: false

e Map Variable Name: ServiceCallMap

¢ Element Name Variable: "Status"

¢ Element Value Variable: "SendPassword"
Add Item to Map

e Name: MapCollection

e New Collection: false

e Map Variable Name: ServiceCallMap

¢ Element Name Variable: "SCNote"

e Element Value Variable: "SendPassword"
Application Invocation

e Application Name: External Call
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Block

Activity
Tab
Fields

Properties Tab
Fields

Actions Tab Fields

e Asynchronous Invocation: No

e Return Variable Name: None

e External Call Name: "SCIntegrator"
Application Invocation

e Application Name: email notification

e Asynchronous Invocation: No

e Return Variable Name: None

e Email Template: "New Account Password"

Send Reset
Password SC

Wait
Activity:
No

Add Item to Map

e Name: MapCollection

e New Collection: false

e Map Variable Name: ServiceCallMap

¢ Element Name Variable: "Status"

¢ Element Value Variable: "SendResetPassword"
Add Item to Map

e Name: MapCollection

e New Collection: false

e Map Variable Name: ServiceCallMap

¢ Element Name Variable: "SCNote"

¢ Element Value Variable: "SendResetPassword"
Application Invocation

e Application Name: External Call

e Asynchronous Invocation: No

e Return Variable Name: None

¢ External Call Name: "SCIntegrator"
Application Invocation

e Application Name: email notification

e Asynchronous Invocation: No

e Return Variable Name: None

e Email Template: "Reset Password"

End SC

Wait
Activity:

Block Type:
ReportBlock

Add Item to Map
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Activity
Properties Tab ] .
Block Tab . P Actions Tab Fields
. Fields

Fields

No e Name: MapCollection

Split Type: e New Collection: false

XOR )
e Map Variable Name: ServiceCallMap
e Element Name Variable: "Status"
¢ Element Value Variable: "End"

Add Item to Map
e Name: MapCollection
e New Collection: false
e Map Variable Name: ServiceCallMap
¢ Element Name Variable: "SCNote"
e Element Value Variable: "End"
Application Invocation
e Application Name: External Call
e Asynchronous Invocation: No
e Return Variable Name: None
e External Call Name: "SCIntegrator"
end Wait

Activity:

No

Join Type:

XOR

SC Password Change Provisioning

The SC Password Change Provisioning workflow template is the default workflow

for processing tasks associated with password management when Select Identity is

integrated with HP ServiceCenter. This default workflow template follows these

steps to process password change (initiated by a user) and password reset (initiated
by an administrator) tasks:

1

The workflow template opens a new change and a new task in Service Center, or

updates a pre-existing change and task using the SCintegrator external call.

2 If the request is from:
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— Select Identity, the begin SC block creates a new change in Service Center
and a new task for the change. Additionally, the begin SC block adds Registered
in the Work Notes tab of the task.

— Service Center, the begin SC block creates a new task for the pre-existing
change in Service Center.

3 The workflow template provisions the password change or reset request from the
Provision block activity. The Provision block adds Provision in the Work Notes tab
of the task.

— If the provisioning fails, the workflow sends an email notification of the
failure by Notify Error SC. Then, the workflow moves to the error end SC block.

— If the provisioning is successful, the workflow executes the Post Provision
action to update the user in Select Identity. If the user update fails, the
workflow template sends an email notification of the failure by the Notify
Error SC block. Then, the workflow moves to the error end SC block.

4 When the password change or reset request is successfully provisioned in Select
Identity, the workflow transitions to the Notify Target block, which sends an
email notification using the PostAddNotification workflow template.

5 The Notify Target block determines if the user's password was changed or reset.

— If the password was changed, the workflow sends an email notification using
the New Account Password workflow template.

— If the password was reset, the Reset Password workflow template is used for
notification.

6 If the workflow:

— Incurs an error at any time, the workflow template catches the exception,
sends an email notification, and moves to the error end SC block. The error end
SC block terminates the change and task in Service Center. (If an exception
occurs when sending the email, the workflow template logs the error.)

— Flows as it should, it arrives at the end SC block. The end SC block closes the
change and task in Service Center and adds End to the Work Notes tab of the
task.

Template Blocks

The SC Password Change Provisioning workflow template contains the following
blocks:
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Activity

Properties Tab

Block Tab . Actions Tab Fields
. Fields
Fields
begin Wait Set Variable
Activity:
CHVIY e Name: Set Variable
No
e Target Variable Name: $RC
e Source Variable: 0
begin SC Wait Block Type: Add Item to Map
Activity: ReportBlock e Name: Add Ttem to Map
No )

e New Collection: true

e Map Variable Name: $ProvisionMap

e Element Name Variable: "errorEvent"

e Element Value Variable: "Provisioning"
Add Item to Map

o Name: Add Item to Map

e New Collection: false

e Map Variable Name: ServiceCallMap

¢ Element Name Variable: "SubtaskCategory"

e Element Value Variable: "SIRequest"
Add Item to Map

e Name: Add Item to Map

e New Collection: false

e Map Variable Name: ServiceCallMap

¢ Element Name Variable: "RequestCategory"

¢ Element Value Variable: "SI-General FromSI"
Add Item to Map

e Name: Add Item to Map

e New Collection: false

e Map Variable Name: ServiceCallMap

¢ Element Name Variable: "Status"

¢ Element Value Variable: "Registered"
Add Item to Map

e Name: Add Item to Map

e New Collection: false
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Activity

Properties Tab

Block Tab . Actions Tab Fields
. Fields

Fields
e Map Variable Name: ServiceCallMap
e Element Name Variable: "SCNote"
¢ Element Value Variable: "Registered"

Application Invocation
e Application Name: External Call
e Asynchronous Invocation: No
e Return Variable Name: None
e External Call Name: "SCIntegrator"
Log Message
e Name: Log Message
e Message Variable: "SC Change No:
[C"+$ServiceCallID+"]"
Provision Wait Block Type: Add Item to Map
Activity: 1sioni )
Y provisioning e Name: MapCollection

Yes

Join Type: e New Collection: true

XOR e Map Variable Name: $ProvisionMap

Split Type: Element Name Variable: "errorEvent”
L4 cerrorr.ven

XOR ement Name Variable

Element Value Variable: "Provisioning"

Add Item to Map

Name: MapCollection

New Collection: false

Map Variable Name: ServiceCallMap
Element Name Variable: "Status"

Element Value Variable: "Provision"

Add Item to Map

Name: MapCollection

New Collection: false

Map Variable Name: ServiceCallMap
Element Name Variable: "SCNote"

Element Value Variable: "Provision"

Application Invocation

Application Name: External Call
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Activity

Properties Tab

Block Tab . Actions Tab Fields
Fields Fields
e Asynchronous Invocation: No
e Return Variable Name: None
e External Call Name: "SCIntegrator"
Application Invocation
e Application Name: Provisioning
e Asynchronous Invocation: No
e Return Variable Name: provisioningResult
Post Provision |Wait Block Type: Add Item to Map
i{;tivity: postprovisioning e Name: MapCollection
Split Type: e New Collection: true
XOR

e Map Variable Name: $ProvisionMap

¢ Element Name Variable: "errorEvent"

¢ Element Value Variable: "Post Provisioning"
Add Item to Map

e Name: MapCollection

e New Collection: false

e Map Variable Name: ServiceCallMap

¢ Element Name Variable: "Status"

¢ Element Value Variable: "PostProvision"
Add Item to Map

e Name: MapCollection

e New Collection: false

e Map Variable Name: ServiceCallMap

¢ Element Name Variable: "SCNote"

¢ Element Value Variable: "PostProvision"
Application Invocation

e Application Name: External Call

e Asynchronous Invocation: No

e Return Variable Name: None

¢ External Call Name: "SCIntegrator"
Application Invocation

e Application Name: Stated Post Provision
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Block

Activity
Tab
Fields

Properties Tab
Fields

Actions Tab Fields

e Asynchronous Invocation: No

e Return Variable Name: PPC

Notify Error SC

Wait
Activity:
No

Join Type:

XOR

Add Item to Map

e Name: MapCollection

e New Collection: false

e Map Variable Name: ServiceCallMap

¢ Element Name Variable: "Status"

¢ Element Value Variable: "NotifyError"
Add Item to Map

e Name: MapCollection

e New Collection: false

e Map Variable Name: ServiceCallMap

¢ Element Name Variable: "SCNote"

¢ Element Value Variable: "PostProvision"
Application Invocation

e Application Name: External Call

e Asynchronous Invocation: No

e Return Variable Name: None

e External Call Name: "SCIntegrator"
Application Invocation

e Application Name: Send an Email
Notification

e Asynchronous Invocation: No
e Return Variable Name: None
¢ Email Template: "Provisioning Failed"

¢ Name-value Map Variable: $ProvisionMap

catchException

Wait
Activity:
No

Split Type:
XOR

Application Invocation

e Application Name: Send an Email
Notification

e Asynchronous Invocation: No
e Return Variable Name: None

¢ Email Template: "Provisioning Failed"
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Activity

Properties Tab

Block Tab . Actions Tab Fields
. Fields
Fields
¢ Name-value Map Variable: $ProvisionMap
LogException |Wait Log Message
Activity:
No i e Name: Log Message
e Variable: "*** Exception has occurred while
sending an error notification: " +
$_exceptionList
Error End SC  [Wait Block Type: Add Item to Map
Activity: )
N(; R ReportBlock e Name: MapCollection
Join Type: e New Collection: false
XOR e Map Variable Name: ServiceCallMap
¢ Element Name Variable: "Status"
e Element Value Variable: "ErrorClose"
Add Item to Map
e Name: MapCollection
e New Collection: false
e Map Variable Name: ServiceCallMap
e Element Name Variable: "SCNote"
e Element Value Variable: "ErrorClose"
Application Invocation
e Application Name: External Call
e Asynchronous Invocation: No
e Return Variable Name: None
e External Call Name: "SCIntegrator"
faultHandler Wait
Activity:
No
errorEnd Wait
Activity:
No
Join Type:
XOR
Notify Target |Wait Add Ttem to Map
e Activity:
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Activity

Properties Tab

Block Tab . Actions Tab Fields
. Fields
Fields
No e Name: MapCollection
Split Type: e New Collection: false
XOR

e Map Variable Name: ServiceCallMap

¢ Element Name Variable: "Status"

¢ Element Value Variable: ""NotifyTarget""
Add Item to Map

e Name: MapCollection

e New Collection: false

e Map Variable Name: ServiceCallMap

¢ Element Name Variable: "SCNote"

¢ Element Value Variable: ""NotifyTarget""
Application Invocation

e Application Name: External Call

e Asynchronous Invocation: No

e Return Variable Name: None

¢ External Call Name: "SCIntegrator"
Application Invocation

e Application Name: emalil notification

e Asynchronous Invocation: No

e Return Variable Name: None

e Email Template: "PostAddNotification"
Set Variable

e Name: Set Variable

e Target Variable Name: action

e Source Variable: $RequestActionName
Set Variable

e Name: Set Variable

e Target Variable Name: passwordChanged

® Source Variable:
equal(action,"add")

Set Variable
e Name: Set Variable
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Block

Activity
Tab
Fields

Properties Tab
Fields

Actions Tab Fields

Target Variable Name: passwordReset

Source Variable:
equal(action,"reset_password") | |
equal(action,"change_password") | |
equal(action,"forget_password")

Send Password

SC

Wait
Activity:
No

Add Item to Map

Name: MapCollection

New Collection: false

Map Variable Name: ServiceCallMap
Element Name Variable: "Status"

Element Value Variable: "SendPassword"

Add Item to Map

Name: MapCollection

New Collection: false

Map Variable Name: ServiceCallMap
Element Name Variable: "SCNote"

Element Value Variable: "SendPassword"

Application Invocation

Application Name: External Call
Asynchronous Invocation: No
Return Variable Name: None

External Call Name: "SCIntegrator"

Application Invocation

Application Name: emalil notification
Asynchronous Invocation: No
Return Variable Name: None

Email Template: "New Account Password"

Send Reset
Password SC

Wait
Activity:
No

Add Item to Map

Name: MapCollection
New Collection: false
Map Variable Name: ServiceCallMap

Element Name Variable: "Status"
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Block

Activity
Tab
Fields

Properties Tab
Fields

Actions Tab Fields

Element Value Variable:
"SendResetPassword"

Add Item to Map

Name: MapCollection

New Collection: false

Map Variable Name: ServiceCallMap
Element Name Variable: "SCNote"

Element Value Variable:
"SendResetPassword"

Application Invocation

Application Name: External Call
Asynchronous Invocation: No
Return Variable Name: None

External Call Name: "SCIntegrator"

Application Invocation

Application Name: email notification
Asynchronous Invocation: No
Return Variable Name: None

Email Template: "Reset Password"

End SC

Wait
Activity:
No

Split Type:
XOR

Block Type:
ReportBlock

Add Item to Map

Name: MapCollection

New Collection: false

Map Variable Name: ServiceCallMap
Element Name Variable: "Status"

Element Value Variable: "End"

Add Item to Map

Name: MapCollection

New Collection: false

Map Variable Name: ServiceCallMap
Element Name Variable: "SCNote"

Element Value Variable: "End"

Application Invocation
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Activity

Properties Tab

Block Tab . Actions Tab Fields
. Fields
Fields
e Application Name: External Call
e Asynchronous Invocation: No
e Return Variable Name: None
¢ External Call Name: "SCIntegrator"
end Wait
Activity:
No
Join Type:
XOR
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3 Building a Workflow Template

This topic is an overview of the steps necessary to create a workflow template.

See Managing Templates and Example: Creating a Provisioning Template for

detailed step-by-step instructions.

1

Open the Service Studio menu and select Workflow > Add New Template to open
Workflow Studio.

Specify a name for the template and define its global attributes on the Workflow
Information tab (on the right). See Properties and Variables for details.

Create activities.

Each activity represents a step in a workflow, such as obtaining approver email
addresses or checking the status of a stage. For each activity, you can define
properties and actions. You must create the following activities in each workflow:

— begin - marks the starting point of the workflow.
— End - marks the end point of the workflow.

— errorEnd - terminates the workflow if an error occurs. When the workflow
ends with the errorEnd activity, the "End with error" status is shown on the
Request Status page.

Group activities by creating blocks.

A block consists of a group of related activities, or a single block activity that
enables you to define information to be shared by the contained activities and to
provide block-level reporting. For example, you may want to create a Retry block
for a provisioning activity. If provisioning fails, the retry block can wait for a
specified amount of time then retry provisioning. Since timeout is a block
property, the block activity must be used for the retry operation.

A block can consist of Start and End blocks with many activities in between, or a
block can be a single block activity that represents a block. Add block activities to
a workflow template through the Add Block With Reporting activity, Add Approval,
Add Provision, or Add Post Provision Block buttons on the toolbar. See Activities
and Blocks for details.

Create transitions between activities.

A transition instructs Select Identity how to proceed from one activity to the
next. You can set a condition for the transition, so that the transition is not
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executed until the condition is met. To understand how to create transitions, see

Transitions.

6 Repeat Step 3 through Step 5 as necessary. The creation process for workflow

templates is iterative and may require that you rework the logic and flow of the

template.

7 Save the template.

To view the status of workflows during execution, see Reporting for details.

Overview of Template Actions

You can use workflow templates to perform an array of tasks in addition to

provisioning users. Workflow Studio templates can process the most complex

provisioning actions.

In general, there are a specific number of actions you need to perform as part of the

provisioning process.

The following table lists the tasks you can perform and the template action you must

configure to represent the action in Workflow Studio.

Tasks

Actions

Variables:

Retrieve and set variables to
pass data to activities in a
workflow and to external
processes

e Add Item to List

e Add Item to Map

e Set Variable

e Set Block Variable
e Get Block Variable

Approvers:

Obtain and notify lists of

e Create Workflow Approver Task
e Application Invocation: Get Approvers By Role
e Application Invocation: Get Approvers By Role for

APPIOvErS Configuration
e Application Invocation: Notify Approvers
e Application Invocation: Notify Approvers (Default Email
Template)
Email:

Obtain email addresses and
send email

e Application Invocation: Check Email Verification
e Send Email
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Tasks Actions

Notifications: e Application Invocation: Email Notification

o . e Application Invocation: Send an Email Notification
Send notifications using the o ] ] o
notification policy and e Application Invocation: Save an Email Notification

templates

Logging and errors: e Log Message

e Throw Exception
Log messages to the Select
Identity log handler and e Recover From Last Error

handle errors

Others e Run Script
e Call Subworkflow

Provisioning and Post- e Application Invocation: Provisioning Task
provisioning e Application Invocation: Add a Set of Users to a List of
Provision users in Select Services

Identity and external e Application Invocation:Post Provision

resources, and invoke scripts e Application Invocation: Stated Post Provision

and external calls e Application Invocation: Post Provision in Reconciliation to

Save Data
e Application Invocation: Approvers External Call
e Application Invocation: Commit Config

If appropriate, create a Retry block for each provisioning activity
or block. If provisioning fails, the Retry block can wait for a
specified amount of time then retry provisioning. See Managing
Workflow Templates for examples.

Properties and Variables

When creating a workflow template, you define properties and variables. Both
properties and variables can be referenced in the report template to display
information on the Select Identity Request Status page.

Properties define data when the workflow template is created. Properties exist in the
level of a workflow template, block and activity. Properties remain constant across
every instance of a workflow that uses the template.
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Variables pass data to and from the workflow engine. Workflow variables exist
both within a workflow instance and an individual block. Variables act as containers
for data that is subject to change or variation, such as a workflow instance ID.

The following topics provide more information bout properties and variables.
e Using Properties

e Using Variables

Using Properties

Properties "instruct" the workflow how to operate. A property is a name-value pair;
the value is a string. Properties contain constant data, which does not change during
execution.

A workflow property is defined in the workflow template. A block property is defined
within an individual block. For a single-block activity, properties are defined in the
block activity. For a block constructed with start and end block activities, the

block property is defined in the end block activity. An activity-level property is
defined in the activity. See Activities and Blocks for details.

Properties can be read by external applications using the Workflow API provided by
Select Identity. They can also be referenced by a report template for output as a
status report.

Some properties are defined by the workflow engine. Assign values to these
properties when you create the workflow template.

For example, you use the Join Count block property value to specify how many times
a block activity must be reactivated before it can transition to the next block
activity. The Join Count property can be specified in an end block or single-block
activity.

System-Defined Properties

The following table describes the system-defined properties:

(global attribute for
the template)

Property Where Defined Description
Report Workflow Specifies the name of the report template to
Templateld Information tab use. The engine will use this report template to

render the workflow instance data. If you do
not set this property, the engine uses the
default report template. See Report Templates
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Property

Where Defined

Description

for more information.

Block ID

Block activity

For block activities (activities that represent an
entire block), this property replaces the Start
block ID and End Block ID properties used for
multiple-activity blocks. If you use the Add
Provision, Add Post Provision, or Add Approval
buttons to create a block activity, this property
is automatically set to activityid by default.

Start Block ID

Start block activity

Sets the block ID in a start block activity. This
value must be unique within the template and
must match the value of End Block ID. The
workflow engine uses this ID to identify a
block. Any activities between the start and end
block activities are included in the same block.

End Block ID

End block activity

Sets the block ID in the end block activity. The
assigned value must match that of Start block
ID.

Block Type

End block activity
and block activity

Specifies the block type, which is used by the
report engine when rendering information in
the status report. All blocks of the same type in
a workflow template are rendered with the
same format according to the report template.
If Block Type is not specified, Select Identity
will not render the report for the block.

The following block types are defined in the
default report template, in addition to the
default ReportBlock:

e For blocks that verify email, specify
emailVerify.

e For approval blocks, specify approval.

e For the provisioning block, specify
provisioning.

e For the post-provisioning block, specify
postprovisioning.

e For reconciliation blocks, specify

ReconciliationPostProvision.

Join Count

End block activity

Specifies the total number of anticipated
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Property

Where Defined

Description

and block activity

joining transitions. When this number is equal
to the joined count, the end block or AND join
activity exits and the workflow transitions out
of the current block. You can use Join Count to
model the number of approvers who must take
approval action before the workflow can
continue.

Internally, there is a block variable called
joinedCount. It is incremented each time the
workflow is reentered, which reflects approver
action. When joined count

reaches the value of the Join Count property,
the workflow exits the block. Both Join Count
and joinedCount can be set at runtime with
variable names to be joinCount and joinedCount
respectively.

Role Name

End block activity
and block activity

Specifies the role name (defined in Select
Identity) that is used by the Get approvers by
role action defined in the same activity.

Escalate To

End block activity
and block activity

Specifies the email address of the user to whom
the escalation message is sent. Specify this
property in an approval block.

Escalation End block activity |Specifies how the escalation is delivered.

Handler and block activity | Specify a string (but do not quote the string).
Currently, you can only specify email as the
value of this property. Specify this property in
an approval block.

Escalation End block activity [Sends a reminder notification to the address

Timeout specified by escalateTo when the workflow

instance times out.

This property uses the "New User account -
Escalation" notification template by default
when sending emails. To specify a notification
template other than the default create a
workflow variable named
$EscalationEmailTemplate and set the value to
the name of the notification template you
want to use.
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Property

Where Defined

Description

[n day[s]] [m bday[s]] [ x hour[s] | hr[s]] [y
minute[s] | min[s]] [z [second[s] |sec[s]]

[ ] indicates an optional parameter

and the pipe character (|) indicates OR. If you
specify an integer, the workflow engine
interprets the time as seconds. The following
are examples: 7 days 1 day 12 hrs 30 mins 45
seconds 3600.

Note: bdays denotes business days. For example, if]
bdays 18 set to 2 and timer is started on Friday,
timeout will occur on the next Tuesday, instead
of Sunday

Escalation
Repeat Count

End block activity
and block activity

Directs the workflow engine to repeat the
escalation notification. Specify how many times
to repeat the escalation (integer). Specify this
property in an approval block.

Alert Handler

End block activity
and block activity

Specifies how the alert is delivered. Specify a
string (but do not quote the string). Currently,
you can only specify email as the value of this
property. Specify this property in an approval
block.

Alert Timeout

End block activity
and block activity

Sends an alert to the requestor's address when
the workflow instance times out.

This property uses the "New User account -
Alert" notification template by default when
sending emails. To specify a notification
template other than the default create a
workflow variable named salertEmailTemplate
and set the value to the name of the
notification template you want to use.

[n day[s]] [m bday[s]] [ x hour[s] | hr[s]] [y
minute[s] | min[s]] [z [second[s] |sec[s]]

[ ] indicates an optional parameter

and the pipe character (|) indicates OR. If you
specify an integer, the workflow engine
interprets the time as seconds. The following
are examples: 7 days 1 day 12 hrs 30 mins 45
seconds, 3600.
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Property

Where Defined

Description

Note: bdays denotes business days. For example,
if bdays 1s set to 2 and timer is started on
Friday, the timeout will occur on the next
Tuesday, instead of Sunday. Set this property
in an approval block.

Alert Repeat
Count

End block activity
and block activity

Directs the workflow engine to repeat the alert.
Specify how many times to repeat the alert
(integer). Specify this property in an approval
block.

Reminder
Handler

End block activity
and block activity

Specifies how the reminder is delivered. Specify
a string (but do not quote the string).
Currently, you can only specify email as the
value of this property. Specify this property in
an approval block.

Reminder
Timeout

End block activity
and block activity

Sends a reminder notification to all the
approvers assigned this approval request when
the workflow instance times out.

This property uses the "New User account -
Reminder" notification template by default
when sending emails. To specify a notification
template other than the default create a
workflow variable named
$RemindeEmailTemplate and set the value to the
name of the notification template you want to

use.
[n day[s]] [m bday([s]] [ x hour[s] | hr[s]]
[v minute[s] | min[s]] [z [second[s] |sec[s]]

[ ] indicates an optional parameter

and the pipe character (|) indicates OR. If you
specify an integer, the workflow engine
interprets the time as seconds. The following
are The following are examples: 7 days 1 day 12
hrs 30 mins 45 seconds, 3600.

Note: bdays denotes business days. For example, if]
bdays 18 set to 2 and timer is started on Friday,
timeout will occur on the next Tuesday, instead
of Sunday.Set this property in an approval
block.
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Property

Where Defined

Description

Reminder
Repeat Count

End block activity
and block activity

Directs the workflow engine to repeat the
reminder notification. Specify an integer
representing the number of times to repeat the
reminder. Specify this property in an approval
block.

Timeout At

End block activity
or block activity

Transitions out of the block when the timeout
occurs. Specify the timeout value in the
following format: 01/05/2006 14:00:00

Timeout After

End block activity
or block activity

Transitions out of the block when the workflow
instance times out.

Specify the timeout value in the following
format:

[n day[s]] [m bday([s]] [ x hour[s] | hr[s]]
[y minute[s] | min[s]] [z [second[s]
Isec[s]]

[ ] indicates an optional parameter

and the pipe character (|) indicates OR. If you
specify an integer, the workflow engine
interprets the time as seconds. The following
are The following are examples: 7 days 1 day 12
hrs 30 mins 45 seconds 3600.

Note: bdays denotes business days. For example, if
bdays 18 set to 2 and timer is started on Friday,
timeout will occur on the next Tuesday, instead
of Sunday. Set this property in an approval
block.

Activation
Enable

Reactivation block

Determines if the block will function to
reactivate the workflow from a web services
request. True will cause reactivation of the flow
when the web service request is received.

Timeout Values

Timeout values can also be set at runtime by invoking the Set Block Variable action.

For example, to set an absolute timeout value in a single activity block, select the

activity, select Set Block Variable from the actions list and enter the values as follows:

Name:

SetBlockData

Block Variable: timeoutLength
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Name

Block Variable:maxApprovalTimeout
timeoutLength is the block variable name.

maxApprovalTimeout is a variable set somewhere before the Set Block Variable is
invoked.

To set the timeout at a specific time, set the following parameters in the Set Block
Variable action.

Name: SetBlockData

Block Variable: timeoutTime

Name
Block Variable:terminateAt

timeoutTimeis the block variable name for absolute timeout block variable
terminateAt is a workflow variable set before this action is invoked

For blocks with start and end block activities, SetBlockData must be invoked in the
start block activity so that the block variable can be passed to the workflow engine
for timeout handling.

Join Count Examples

The diagram below shows how to use the Join Count property for a block with start
and end block activities, or a single block activity. These block implementations are
functionally equivalent.

In both cases, the Join Count property specifies that the block activity must be
reactivated three times before transitioning to the next activity. To leave the block,
the workflow must be reentered three times by approvers who approve the request,
or by one of the approvers who rejects it.

Start Hock
Fotivity ok external call and
ruoke externd cdl and then wai
then wait - -
L L4 jonComt=} g =
Btemal cal :} i T .
— - Reactiate 3 times
Readivate 3 times
¥
¥ Meat Aoty
Ered Blosci At oty
jonCount=3
¥
et Aokt
hukiple actiity block Sngle acivkyblock
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The diagram below shows an AND split workflow in which the Join Count property
specifies the number of transitions the End Block activity must receive to transition

to the next activity. The transitions can also take place when approvers reject the

request.

This example shows two possible scenarios:

e Both conditionl and condition2 are satisfied, and the workflow then waits for

approval actions in waitl and wait2 activities. When wait1 is reactivated once
and wait2 is reactivated twice. This makes the total reactivation equal to three.

As a result, the workflow transitions to the next Activity.

e Only condition2 is satisfied. Wait2 must be reactivated three times to transition

from the End Block activity.

AMD split
Invoke external call and condition]~ "~ condition2
then wait Irvoke external call and
EY then wait
Wait2 i,

“'\-\.___ ~

External call - — 7 [ Wait1

Reactivate 1 tima

. -\.k ! .-'"'
EndBlockActivity
AND join

joinCount=3

Y
MendActivity

Multiple activity block

Using Variables

Reactivate 2 time

External call

A variable defines dynamic data that is set and changed while the workflow instance

is running. Like a property, a variable is a name-value pair. Variables can be

created or changed at runtime in a workflow instance through workflow actions, a

workflow API call, and when returned by an application invocation. You can

reference variables in workflow templates, report templates, and in workflow API

calls.

Creating or Changing a Variable

To create or change a variable in a workflow instance, use the Set Variable action.
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Assign a qualified variable string to the name of the variable. Keep the following in

mind when naming a variable:

The name cannot include spaces.
The first character of the name cannot be a number.

The only special characters allowed in variable names are underscores (_) and
dollar signs ($). Otherwise, use only alphanumeric characters.

>- When setting a workflow variable through a workflow API call, a Run Script action, or an
application invocation, the workflow variable must be defined as a type that is serializable.

Values

You can assign any of the following values to a variable:

A constant (string, integer, and so on)

If you assign a string constant, quote the string by surrounding it with double
quotes. For example: Varl = "this is a string". When Varl is evaluated, it
resolves to "this is a string." If you assign an integer to a variable, do not quote
the value, as in this example: Var2 = 4

Another variable

Assign the name of the variable as the value of your variable. If a variable called
Data is assigned the string "This is data," then assigning the Data variable to
Var2 (Var2 = Data) resolves as follows:

Var2 = "This is data"

An expression

An expression can contain a mixture of variables and constant values. For
example, if a workflow variable named Status is assigned the value "OK," the
following expression will resolve as "The status is OK:"

"The status 1s" + Status

Workflow Template Macros

A set of workflow macros are defined for use in expressions. For example, in a

transition condition, you can use the equal () macro to compare two objects, as in this

example: equal (approved,"approved"). The workflow engine will evaluate it and

make a decision based on the returned result.

The following are the macros that can be used in workflow templates:

equal(a, b) - if a equals b, the macro returns true, otherwise false
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e notEqual(a,b) - if a is not equal to b, the macro returns true, otherwise false You
cannot change the variable type after the variable is initialized.

Variable Categories

Workflow Studio provides the following categories of variables:

e Persisted - Variable names of persisted variables begin with $ and are stored in
the database, even when a workflow instance is suspended. You can access these
variables at any time once the workflow instance is created.

e Non-persisted - This type of variable is temporary and available in the workflow
until a wait activity begins (the workflow is suspended) or until the workflow
completes (the workflow terminates).

Workflow Engine-Defined Variables

The Workflow engine defines the variables listed in the table below. These can be
read by templates as normal workflow variables, but cannot be modified.

Name Description Access Scope | Possible Values

$_instld Workflow instance ID Instance

$ blockId Block ID block

_activityld Activity ID Activity

_joinCommand Command string set by |Template can |exit: force block to exit regardless of
external call when access this join count property. Typically used
reactivating pending variable after |[in rejection at approval stage
workflow block activity |exitAll: force block and all its

exits parent blocks to exit timeout: after

block timeout. This can be checked
to handle approval escalation.

$Requestld Request identifier for
the request associated
with a workflow
instance

$RequestActionName| The name of the action
to be taken in a request

$ConfigObjectName |The name of the
configuration object
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Name

Description Access Scope | Possible Values

associated with a
configuration change
(used only in
configuration workflows)

$ConfigObjectType |The type of

configuration object
associated with a
configuration change
(service, resource,
workflow, for example)

Block Variables

A block property defined in the End Block activity (or single block activity) is a static
parameter and cannot be changed once the workflow template is saved. A block
variable is a runtime dynamic variable that is evaluated during workflow execution.
The block variable is also persisted, so that it can be accessed after the workflow
instance is suspended.

Some workflow engine-defined block properties can be overridden by block variables
at runtime. The following workflow engine-defined block properties can be
overridden by block variables:

Property Name|Variable Name

JoinCount joinCount

timeoutAfter timeoutLength

timeoutAt timeoutTime

The block variable allows you to change the block behavior at runtime according to
running conditions. For example, you can dynamically change the join count or
timeout value to alter the block behavior.

A block variable is identified by blockld and variable name. You can set the block
variable in a Java application through the Workflow API or in an activity within a
block in the following ways:

e Using the Set Block Variable action in the Workflow Studio.

e Using the Java API - see the HP Select Identity External Call Developer Guide and locate
information about the clientintf.jar file.
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You can use the Get Block Variable action to read in the block variable. This action
copies the block variable to a workflow instance variable within the workflow, where
specified. The Get Block Variable action is then executed either inside or outside a
block variable.

The block variable can also be read in a Java application through the Workflow API.

Activities and Blocks

Activities define the tasks that must occur in the workflow. When assigning a name
to an activity, ensure that it is unique; activity names (IDs) must be unique in a
workflow template. Activity names are also case-sensitive.

You can create a group of activities that comprise a block. A block has the following
purposes:

e Allows the block scope variables to be accessed, because these variables are
always persisted. It also does the perform action execution functionality, which a
simple activity also does.

e Enables control logic to be executed within the block, on the block level property
and variable settings.

e Provides block-level reporting.

Single and Grouped Activity Blocks

A block can be created in either of two ways:

e Group of activities

This block appears in the Workflow Studio as one or more activities, which must
be bounded by start and end block activities. If you choose to create this type of
block, you must follow these guidelines:

— Create the start block activity and assign the Start Block ID property to it.

— Add all activities and transitions beneath the start block activity. The start
block activity can perform actions, though you may want to perform actions
after the start block activity for simplicity.

— Create an end block activity and assign the End Block ID property to it. The
End Block ID property must match that of the Start Block ID property. Also, an
end block activity cannot be a wait activity.

— The end block activity should assign the result of the block logic and should
set any properties that must be passed back to the workflow. It can also log
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results to the log handler. Other than this, the end block activity should not

perform other actions.

— Any activity within the block cannot jump to an activity outside of the block

without going through the end block activity. Likewise, no activity can jump

into the block without going through the start block activity.

— A web service request may be used to reactivate a suspended workflow
through a reactivate block.

Single block activity

This block appears in the Workflow Studio as one activity, which represents a

block, and performs all the actions that take place within the group of activities.

In this case, you do not use the start and end block activities. You can use the
following four types of single block activities:

— Approval
— Provisioning
— Post Provisioning

— (general) Block Activity

For examples of single block activities, see the default templates: SI

OneStageApproval and SI ThreeStageApproval. A single block activity functions the

same as a block composed of start and end block activities. Using a single block

activity simplifies the block creation at template design time.

Special Activities

The workflow engine supports the following special activities:

begin - You must create a begin activity as the first activity in the template, if it

will be directly invoked from a request. Assign begin (using all lowercase letters)

as the name of the activity. The workflow engine launches a fault handler if it
cannot find a begin activity.

If the template will not be referenced directly by a request event: Creating a begin
activity is not necessary. For example, a subworkflow invoked by another
workflow does not require a begin activity. The parent workflow specifies the
starting activity in the subworkflow (using the activity ID variable). Likewise,
workflow templates can be invoked by external applications via the Workflow
API. In this case the begin activity is not necessary; the Workflow API can
specify the activity with which to start.

Fault handler (also called catch exception activity)- An activity that catches
exceptions that are launched when the workflow executes. The fault handlers
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can be defined to catch the exceptions at various levels, as listed in the following

table:

Level Exception Caught Implementation

Block Each block can have its own  |Add a property in the fault handler
fault handler. The activity. Set the property name to
associated block fault faultHandlerld and value to the
handler can catch block ID of the associated block.
exceptions that are
launched from any activity
in the block, if the fault
handler is not caught by
other activity-level fault
handlers within the block.

Instance Each instance can have its Do one of the following: Designate an
own fault handler. activity for fault handling by

The associated instance fault assigning catchException as the

handler can catch name of the activity.
exceptions from activities |Alternatively, add a property in any
in a workflow, if the activity used to handle an instance
exceptions are not caught level fault. Specify its name to be
by other fault handlers at faultHandlerld and value to be
the block or activity level. InstFaultHandlerld.

Note: Only one instance fault handler

is allowed per workflow template.

Catching Exceptions

Once an exception occurs, it propagates starting from the inner-most level (activity)
to the outer-most level (instance) until it is caught.

For example, when a provision block launches an exception, if there is a provision
block fault handler, this handler activity is activated and flow continues from this
activity forward. If no block activity is defined, the workflow engine tries the
instance-level fault handler, and if found, this fault handler is activated. If the
instance-level fault handler is not found, the exception propagates to the Select
Identity application, which logs the error.

e errorEnd - Create an activity named errorEnd that terminates the workflow if an
error occurs. When a workflow instance ends with this activity, the system
displays End with error status against the corresponding request on the Request
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Status page. If the workflow ends with any other activity, the Request Status page
shows the End status.

Setting Properties

You can set the following activity properties on the Activity page:

Property Description

ID The name or ID of the activity.

Join Type If more than one incoming transition is defined for the activity, the Join Type list is
displayed on the Activity tab for the selected activity. Use this to specify when the
activity transitions to the next activity, as follows:

¢ Transition occurs when all of the incoming transitions are received (AND).

e Transition occurs after only one transition is received (XOR).

e Join type transitions are usually paired with split type transitions, and XOR
is the default join type.

e If no condition (join or split) is specified for a transition, the transition always
occurs.

Wait Activity | Defines this activity as a Wait activity. Only persistent instance variables and block

check box variables are persisted after a Wait activity.

Split Type Split Type determines how the activity behaves when more than one outgoing

transition is defined. Use the Split Type list to specify how subsequent activities
execute, as follows:

Transition occurs when all transition conditions are met (AND)
Transition occurs when only one transition condition is met (XOR).

XOR is the default split type.

Detining Actions

Activities contain actions to define the steps in the tasks. Actions actually do the
work in the workflow. Actions are executed in the order in which they appear in the
Actions list.

The workflow engine provides a set of actions you can assign and configure for
activities. These engine-defined actions provide common workflow data and control
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operations, such as the Set Variable action. Application-specific actions specific to
Select Identity are also provided.

These actions are preregistered with the Workflow Studio to enable you to perform
general and application-specific tasks within an activity.

To assign an action in the Workflow Studio:

1 Select a block activity in the template.

2 Click the Actions tab in the property tabs area.
3 Click Add and select an action.

If you select an existing action from the list first, the new action is inserted into the
list before the selected action.

Enter the information for the action as described in the following sections:
e Application Invocation

e Set Variable

e Log Message

e Throw Exception

e Run Script

e C(Call Subworkflow

e Add Item to List

e Add Item to Map

e Send an Email Verification
e Recover From Last Error

e XPath

e Set Block Variable

e Get Block Variable

Application Invocation

The Application Invocation action enables you to call an external application. Select
Identity provides many applications you can use, as described in this section.

Action

Description

Application Name | The external application. Select Identity includes the following default

list

applications in the Application Name list. These applications are included in
the Application Definition file.
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Action

Description

See Using the Application Definition File for details.
The available applications are as follows:

e Check Email Verification

e Save Email Notification

e Get Approvers By Role

e Get Approvers By Role For Config

e Notify Approvers

e Notify Approvers (Default Email Template)

e Provisioning Task

e Email Notification

e Send an Email Notification

e Post Provision

e Stated Post Provision

¢ Config Commit

e Post Provision in Reconciliation to Save Data

e External Call

e Approvers External Call

e Add a Set of Users to a List of Services

e Create workflow approver task

e Post Provision in Bulk Processing to save data

e Update Post Provision Status in Reconciliation

e Resource Recon Post Provision

Asynchronous
Invocation check
box

The invocation mode (check to enable asynchronous invocation).

For synchronous invocation, the workflow is blocked until one of the following
occurs:

e The application completes.

e The main workflow launches a fault handler.

Return Variable
Name field

The name of a workflow variable that holds the returned value of this
application invocation. Only applications that run in synchronous invocation
mode can return a value. Otherwise, leave this field blank.
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Check Email Verification

This application determines whether an email address exists in Select Identity. The
Check Email Verification action returns a boolean indicating the result. Set the
following fields:

Fields Description

Asynchronous Invocation|{ Do not check.

Return Variable Name [Leave this field blank.

Save Email Notification

This application enables you to create a notification for a user indicating that the
user must verify the specified email address. This application must be invoked from
a wait activity. Set the following fields:

Field Description

Asynchronous Invocation| Check.

Return Variable Name [|Leave this field blank.

Get Approvers By Role

This application enables you to retrieve a list of approvers based on their role. This
list 1s typically passed to subsequent application calls (such as NotifyApprovers) for
further processing. The role must exist within Select Identity. Set the following

properties:
Field Description
Asynchronous Do not check.
Invocation
Return Variable For this application, specify the list of approvers who are
Name assigned the specified role, for example: apprvList.

You must set the Role Name property. Set this variable in the end block activity.
Click Properties and enter a property representing the role. Assign a string to the
property. Like any other properties, the Role Name property value is not quoted.

Example: Role Name: Workflow Approver
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Get Approvers by Role for Config

This application is only used in configuration workflows. Use it to retrieve a list of
approvers based on their role. This list is typically passed to subsequent application
calls (such as NotifyApprovers) for further processing. The role must exist within
Select Identity. Set the following properties:

Field Description

Asynchronous Invocation | Do not check.

Return Variable Name Specify the list of approvers who are assigned the
specified role, for example: app1List.

Commit Config

This application is only used in configuration workflows. It commits a configuration
change to the Select Identity system. All configuration workflow templates must
contain this application invocation within a Commit block.

Notify Approvers

This application notifies approvers of a pending workflow task using the notification
mapping created in the Service's Service Role. The approvers are those in the list
variable passed to the application. The list is usually created by calling Get
Approvers By Role. This application sends email to all approvers in the list.
Therefore, if an notification template is used, the To field is ignored.

Field Description
Asynchronous Leave unchecked to store the return value.
Invocation

Return Variable |In this case, specify the name of a variable that can store the
Name status (boolean) of the application. It returns true if all of the
approvers are sent email notifications and false if a problem
occurs sending the email.

Notification The name of the notification mapping in the Service. Example:
Action Approve

Approver List The list of approvers. You can specify a variable. Example:
Variable apprvList
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Notify Approvers (Default Email Template)

This application is similar to the Notify Approvers application, except in this

application, you can specify the notification template you want to use in the

workflow. This is important if you want to use a workflow other than what is defined

in the Service, or if the action is called while performing a reconciliation action that
may not be tied to a Service.

Field

Description

Asynchronous Invocation

Leave unchecked to store the return value for this
appplication.

Return Variable Name

In this case, specify the name of a variable that can store
the status (boolean) of the application. It returns true if
all of the approvers are sent email notifications and false
if a problem occurs sending the email.

Notification Action

The name of the notification mapping in the Service.
Example: Approve

Approver List Variable

The list of approvers. You can specify a variable.
Example: apprvList

Default Email Template

The name of the email notification template you want to
use.

Create Workflow Approver Task

This application creates a task for all approvers in the specified list on the Request
Worklist (select Requests > Request Workliston the Select Identity interface). Call this
application in wait activities only. The approver list is populated by the Get

approvers by role action.

Set the following properties:

Field Description

Invocation

Asynchronous |Leave unchecked to store the return value.

witask

Return Variable | Specify a variable name to store the return value to indicate the
Name status (a boolean) of the application invocation. It returns true if
all the relevant information regarding the workflow approval task
persists in the database successfully, and false if not. Example:
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In addition, Create Workflow Approvers requires the following parameter:

Parameter Description

Approver List Variable| The list of approvers, which was returned by the Get
Approvers by Role action. Specify a variable, such as
apprvList.

Provisioning Task

This application enables you to provision users on target resources, which are
defined by the Service. If provisioning fails on a resource, provisioning on previous
resources is rolled back. You can call this application from within a wait activity
only.

Field Description

Asynchronous Invocation| Do not check.

Return Variable Name |The name of a workflow variable that holds the returned
value of this application invocation. Only applications
that run in the synchronous invocation mode can return a
value.

This application creates a variable called provisioningResult, which indicates the
status of the ProvisionTask operation. You can use in-transition conditions and other
activities. The following status codes are returned:

e 0 -pending

e 01 - in progress

e 102 - success

e 103 - failure

e 104 - waiting for response

e 105 - reset password failure

This operation also creates a variable called errorCode, which indicates the error
information for this operation:

e (0 -no error

e 1001 - no resource(s) to provision
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Email Notification

This application sends an email notification to the user being provisioned using a
notification template to send the email. Note that this application sends email to the
request target. Therefore, if an notification template is used, the To field is ignored.
To send an email to someone other than the request target, use the Send an Email
Notification.

Set the following fields:

Field Description

Asynchronous Invocation| Leave unchecked to store the return value.

Return Variable Name |The name of a workflow variable that holds the returned
value of this application invocation. Only applications
that run in the synchronous invocation mode can return a
value.

Email Template The name of the Select Identity email template to use.
Specific the workflow variable name or constant template
name string, if it is a constant string. Quote (with double
quotes) this string.

Send an Email Notification

This application is used to notify anyone other than the requestor or user being
provisioned. For example, you could send email to the user's manager who is not a
user provisioned in Select Identity. This application takes the notification template
as an argument but also requires another argument, a map object. You could, for
example, create a map object using the Add Item to Map action to contain the
addresses then pass that object to this application. The application then sends email
to the address in the To field of the notification template.

Field Description

Asynchronous Invocation |Leave unchecked to store the return value.

Return Variable Name In this case, specify a variable name to store the status
(a boolean) if you wish to store the status of this
operation. It returns true if the notification was sent to
the email target, and false if an exception occurred in
the process.

Email Template The notification template to use when sending the email.
Specify the name of the template in quotes.
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Field

Description

Name-value Map Variable| A map object variable that contains a list of name-value

pairs to be used to substitute matched parameters in the
email template. Create a map by calling the Add Item to
Map action Add Item to Map before this action.

Post Provision

This application synchronizes the Select Identity database with the users that are

provisioned (after all provisioning completes successfully).

Field

Description

Asynchronous Invocation

Leave unchecked to store the return value.

Return Variable Name

In this case, specify a variable name to store the status (a
boolean) if you wish to store the status of this operation.
It returns true if post provisioning succeeds, and false if it
fails.

Stated Post Provision

This application is similar to the Post Provision application, except that this

application provides more

details in the Request Status report (access through the

RequestRequest Status List > menu option on the Select Identity interface). Set the

following properties:

Field

Description

Asynchronous Invocation

The invocation mode. For synchronous invocation, the
workflow is blocked until one of the following occurs: The
application completes. The main workflow launches a
fault handler. Leave unchecked to store the return value.

Return Variable Name

The name of a workflow variable that holds the returned
value of this application invocation. Only applications
that run in the synchronous invocation mode can return a
value. In this case, specify a variable name to store the
status (a boolean) if you wish to store the status of this
operation. It returns true if post provisioning succeeds,
and false if it fails.
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Post Provision in Reconciliation to Save Data

This application synchronizes the Select Identity database after reconciliation. It
handles all updates done during reconciliation, instead of instantiating a workflow
instance for each update. Set the following fields:

Field Description

Asynchronous Invocation| Leave unchecked to store the return value.

Return Variable Name |[In this case, specify a variable name to store the status (a
boolean) if you wish to store the status of this operation.
It returns true if reconciliation provisioning succeeds, and
false if it fails.

Post Provision in Bulk Processing to Save Data

This application synchronizes the Select Identity database after bulk processing.
This application handles all updates done during bulk processing. Set the following
fields:

Field Description

Asynchronous Invocation| Leave unchecked to store the return value.

Return Variable Name |[In this case, specify a variable name to store the status (a
boolean). It returns true if bulk provisioning succeeds,
and false if it fails.

External Call

This application makes a call to an external system during workflow approval. The
external call must be developed as described in the Select Identity External Call Developer
Guide. The external call must be registered in Select Identity before you can use this
application.

If you need access to the user attributes or the request object in a workflow, you
must create an external call. The RequestTarget class enables you to access this
information; see the HP Select Identity External Call Developer Guide for more information

Field Description

Asynchronous Invocation| Leave unchecked to store the return value.

Return Variable Name |[In this case, specify a variable name to store the status (a

boolean) if you wish to store the status of this operation.
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Field Description

It returns true if the external call is successful and false if]
it fails.

External Call Name The name of the external call. You can specify name of an
Approver Selection or Workflow external call as
registered on the External Calls page of the Select Identity
client. This name can be a variable expression (name,
constant string, or combination). If it is a constant string,
you must quote this name. Example: checkDB

Approvers External Call

This application queries an external system for a list of users who can approve
provisioning requests during a workflow. The external call must be developed as
described in the HP Select Identity External Call Developer Guide. The external call must be
registered in Select Identity before you can use this application.

Fields Description

Asynchronous Invocation| Leave unchecked to store the return value.

return Variable="true" |[In this case, specify a variable name to store the status (a
boolean) if you wish to store the status of this operation.
It returns 1 if the external call is successful and 2 if it
fails.

External Call Name The name of the external call. Specify the name of an
Approver Selection or Workflow external call as
registered on the External Calls page of the Select Identity
client. You must quote this name. Example: "checkDB"

Default Approver A list of Select Identity user names (approvers); if more
than one name is specified, separate them with commas.
If no approvers are found in the external source, this list
of approvers is returned.

Add a Set of Users to a List of Services

This application adds the specified list of users to the Services provided in the map.
Set the following properties:
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Field

Description

Asynchronous Invocation

Leave unchecked to store the return value.

Return Variable Name

In this case, specify a variable name to store the status (a
boolean) if you wish to store the status of this operation.
It returns 1 if the external call is successful and 2 if it
fails.

External Call Name

The name of the external call. You can specify name of an
Approver Selection or Workflow external call as
registered on the External Calls page of the Select
Identity client. You must quote this name. Example:
"checkDB"

Default Approver A list of Select Identity user names (approvers); if more
than one name is specified, separate them with commas.
If no approvers are found in the external source, this list
of approvers is returned.
Set Variable

This action assigns a value to a workflow variable. If the variable does not exist, this

creates the variable and initializes its type.

The following parameters are provided for this action:

Parameter Description

Target Variable Name| The name of the variable. Do not quote this name.

Source Variable The value to assign to the target variable. Specify an
expression such as a string constant, variable, or expression.
Example: "Mark" +" " + IName

Log Message

This action logs information to the console window or to a log file, as defined by the

logging configuration for the Select Identity server. Log action can also be used to

display log messages on the Request Status page as well as on the console. An

example can be found in the LogException activity in the SIOneStageApproval

template. Refer to the HP Select Identity Installation Guide for configuration details.

For this action, you must set the Message Variable property. Specify the value to be

logged; you can specify a variable, string, or expression.

148



Example: "Current Name =" + nameVar

Throw Exception

This action launches a fault handler. For this action, you must set the Action
Message Variable property. You can specify a string, variable, or expression.
Exceptions are handled by the catchException activity (see "Fault handler" in
Activities and Blocks for more information).

Run Script

This action, for advanced use only, enables you to run a script; for example, you can
use a script to encapsulate business logic without using an external call. The script
must be written in Beanshell (http://www.beanshell.org).

For the Run Script action, the Script Variable may contain Beanshell script.
Existing workflow variables may be referenced within the Beanshell script. In
addition, any variables created by the Beanshell script become workflow variables
which can be referenced later in the workflow. See Using Variables.

>- When setting a workflow variable through a workflow API call, a Run Script action, or
an application invocation, the workflow variable must be defined as a type that is
serializable.

For example, after you assign varl="this is a test" from the Set Variable action, you
can assign this again in the Run Script action like this:

String var2 = varl + " completed successfully”

The var2 variable becomes a normal workflow variable, which can then be
referenced in the workflow.

Call Subworkflow

This action calls another workflow template. A subworkflow instance cannot be
displayed on the Request Status page. Workflow templates that are executed as
subworkflows are not associated with Service Views. Therefore, the subworkflow
cannot be used to implement approval stages.

The following parameters are provided for this action:

Parameter Description

Template ID The subworkflow template name.
Variable
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Parameter Description

Asynchronous |The invocation mode. For synchronous invocation, the workflow is blocked until
one of the following occurs: The subworkflow activity ends. The subworkflow
reaches the wait activity. The main workflow launches a fault handler.

Activity ID The name of the activity where the subworkflow should begin.
Variable

Child Callback |If selected, the subworkflow will resume the parent workflow when the
subworkflow completes. This is typically used when the subworkflow contains a
walit activity and this action is invoked from a wait activity in a parent workflow.
The callback occurs when the subworkflow is reactivated and runs through the
end. The callback from the subworkflow will then reactivate the parent workflow
to model a call and return scenario in the workflow with wait activities.

Add ltem to List

This action enables you to create a list for passing multiple variables in a single
workflow list variable. (A list is a collection of variables.) You must call this action
for each variable you wish to add to the list.

Parameter Description

New Collection If you are creating a new list, check.

List Variable Name |The name of the variable to create or to which you are adding a variable. (Do
not quote this name.)

Element Value The value (expression) of the list element. (Quote the value if this is a
Variable constant string.)

Add ltem to Map

This action enables you to create a map for passing multiple variables in a single
workflow map variable. (A map is a collection of name-value pairs where the value is
a workflow variable.) You must create an Add ltem to Map action for each variable
you need to set in the map.

Parameter Description

New Collection If creating a new map, check.

Map Variable Name |The name of the map to create or to which to add a variable. (Do not quote
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Parameter

Description

this name)

Element Name
Variable

The name of the variable to set.

Element Value
Variable

The value of the variable. (Quote the value if this is a constant string)

These User-Defined Variables added to the map can be later referenced in email
templates. To access the substituted values of the variables in an email template,

reference the variable in the form of [USERDEF:Element Name Variable]. For a

complete list of predefined user-defined variables, see the "Notification Variables'

|l

section in the HP Select Identity Administration Guide.

Send an Email Verification

This action sends email to anyone without using a notification template. For

example, use this action to notify an administrator if an exception occurs.

Parameter

Description

To Variable

The email address where the workflow will send the message. Specify a string,
which must be quoted, or the name of another variable.

From Variable

The sender's email address. Specify a string, which must be quoted, or the name of
another variable.

CC Variable |The email address of anyone you wish to copy on the message. Specify a string,
which must be quoted, or the name of another variable.

Subject The subject of the email. Specify a string, which must be quoted, or the name of

Variable another variable.

Content The content of the email. Specify a string, which must be quoted, or the name of

Variable another variable.

Recover From Last Error

If a fault handler is launched, this action can be used to direct the workflow back
activity where exception occurred. Using implies that you are including logic fix

problem caused exception.

The Recover from Last Error action is typically used with the catchException activity.

The catchException activity starts when an exception is received in the course of a
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workflow instance execution. The catchException can then be followed by a wait
activity that forwards an alert message to administrator who can take action to fix
the error. The alert message contains an Exception ID that points to the latest
exception object, com.trulogical.truaccess.wfengine.data.WfManagedException,
stored in the $_exceptionList workflow variable. The ID is simply a list index that is
used to identify the current exception object in the $_exceptionList variable.

After the error is fixed, the administrator can call back to the workflow with a null
value to resume the workflow. After the workflow is reactivated, it executes the
Recover from Last Error action with the ID transition to an activity that caused the
exception.

XPath

This action enables you to search for a string in an XML variable. You can set a
variable containing multiple values.

Parameter Description

XML Variable Name |The name of the variable that contains the XML string to be searched.

XPath Variable The search path in xpath format.

Result Variable Name| The variable to contain the returned data.

Results List Check to return a complete list of the strings found.

Set Block Variable

This action enables you to set a block variable in the current block where the action
1s invoked. If this is a single block activity, the call will set the variable to the
current block. If this is a block consisting of start, end and wait activities, the call
must set the variable before the wait activity (such as start block activity) if the set
variable is intended to be read in the wait activity.

Parameter Description

Block Variable Name of the block variable.

Name

Block Variable The value to assign to the target block variable. Specify a string constant,
Expression variable, or expression. Example: "Mark" +" " + IName
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Get Block Variable

This action enables you to copy a block variable to a workflow instance and execute

the block variable.
Parameter Description
Block ID Property of the block variable.

Block Variable Name |[Name of the block variable.

Target Variable Name| Workflow variable name.

Using the Application Definition File

The Application Invocation list contains all the registered workflow applications that
a workflow can invoke.

Select Identity is shipped with a default Application Definition XML file, which lists
common applications.

If necessary, add applications in a separate XML file, which defines how the
applications are invoked. Then import the file as a new workflow Application
Definition file.

After you import the new Application Definition file, Select Identity combines all the
defined applications from various Application Definition XML files into a single
application list in the Application Name list.

The following topics describe how to define an application and import an Application
Definition file into Workflow Studio:

e Defining a Java Application in the Application Definition File
e Defining a Web Service Application in the Application Definition File

e Importing the Application Definition File

Defining a Java Application in the Application Definition File

The following application definition XML file shows how a Java application is
defined.
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<ActionTemplates Id="External Applications" Name="External Application Defines"
xmlns="http://www.wfmc.org/XPDL1.0" xmlns:xpdl="http://www.wfmc.org/XPDL1.0">

<ActionDefine Id="CheckEmailVerification" DisplayName="Checkemail
Verfication" Name="External Application Defines" >
<FixedParams>

<Param Name="type" Value="java">

<Param Name="classpath" Value="c:/test/classes" />
</Param>

<Param Name="class" Value="com.hp.ovsi.util.EmailUtil"/>
<Param Name="method" Value="checkEmail"/>
</FixedParams
<Params>
<Param Name="id" Value="tolInt ($SRequestId)" Type="integer"
DisplayName="request" Hide="true"/>
<Param Name="addr" Value="addr" Type="string"
DisplayName="Email Address" Hide="false"/>
</Params>
</ActionDefine>

</ActionTemplates>

The Application Definition XML file can contain multiple applications. Each
registered application is enclosed within the <actionDefinition> tags. The <Fixed
params> tag describes the application general attributes as follows:

Param Name="type" Value="java'">
The value can be Java or Web service. If it is Java, you must further specify the top

folder name (classpath) where the Java package starts, if the Java class is not in the
recognized Select Identity classpath, as in the example below:

<Param Name="classpath" Value="c:/test/classes" />

<Param Name="class" Value="com.hp.ovsi.util.EmailUtil"/>

Java class name if type=java.

<Param Name="method" Value="checkEmail"/>

Java method name if type=java <Params>
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This tag lists the parameters in the same order as in the Java class method.

® <Param Name="id" Value="toInt ($RequestId)" Type="integer"
DisplayName="request" Hide="true"/>

— Param/@Name: Unique string to identify the parameter name.

— Param/@value: Workflow variable or expression to be passed as an input
parameter.

— Param/@Type: Type of parameter. Supported types are:

string

Integer

date

object

The type parameters are mapped to string, integer, date or any other Java data
types respectively. The type parameters are used only for validation purposes.

e param/@DisplayName: Text displayed on the screen as a label for this input
parameter.

e param/@Hide: Iftrue, this parameter is not displayed in the Action/Application
screen. The default is false.

This Email application is mapped to the following Java method:

package com.hp.ovsi.util;
public class EmailUtil {
public boolean checkEmail( int requested, String addr ) throws XXXException {

}
}

The return value is not specified here. It is defined as a workflow variable in the
Action/Application screen.

Use the default Application Definition XML file shipped with Select Identity as an
example, to see how an application is mapped to the Select Identity Workflow Studio
screen.

You can also export the Application Definition XML file through the Import/Export
Configurations function, modify it, and import it into the Workflow Studio. See the
HP Select Identity Online Help for details on using the Import/Export
Configurations function and Step 3: Import the XML file into Select Identity for
instructions on importing the Application Definition XML file.
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Defining a Web Service Application in the Application

Definition File

You can define a web service application in the Application Definition file. Like the
Java method invocation, all meta information about the web service invocation is
defined in the Application Definition file. The type of invocation (Java or web
service) is transparent to the Workflow Studio end user.

Typically, to invoke a remote web service, the service provider must publish the
following web service metadata:

e Request format, typically SOAP request XML

e Service URL

e SOAP Action string

e Response format. It is typically SOAP response XML

The provider can either supply these items to the workflow template designer in a
free text format or expose them through a Web Service Definition Language (WSDL)
file. In the case of WSDL, you can use WSDL enabled, commercially-available XML
tools to extract these items. Refer to the HP Select Identity Web Services Developer

Guide for further details.

Then, you configure the web service metadata in the Application Definition file, as

follows:

1

Export the workflow Application Definition file.

2 Configure the web service metadata by creating or editing the application action
items as described below.
3 Import the edited Application Definition file back into Select Identity, see

Importing the Application Definition File.

Configure the Web Service Metadata

To configure web services metadata, perform the following steps:

1

Add the following <param> tags under FixedParams.

Name Value Required Notes
type webService yes
url Service URL |yes
body Body part of |no Use either body or envelope <param> to specify
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Name Value Required Notes
SOAP request body.
respXPath | XPpath string [no To retrieve the desired data from SOAP
response message and return it as workflow
variable.

2 After the web service metadata is defined, you can further define input
parameters under <Params>. Any <param> defined under <params>appears as input
fields in the Action panel of Workflow Studio, allowing the workflow template
designer to enter the input parameter value expression. This maps the user
input to the variable parameters in the request body.

Parameter names referenced as <param Name="header"> and <Param Name="body">
in the XML definition should be enclosed in double curly braces.

respXPath is used to extract the return data from the web service response.
Alternatively, If respXPath is not specified, the entire SOAP response XML string
1s returned as workflow variable (specified in Action panel of Workflow Studio)
and you can then subsequently use XPath actions to read individual data.

Example - Create getGeographicallnfo Web Service

Many Web service requests return multiple values in the response message. This
example shows how to return two values, city and state names, from a response

message. It also demonstrates how to use the request header to specify the meta
information.

<ActionDefine Id="GetGeoInfo" DisplayName="get geographical info" >
<FixedParams>
<Param Name="type" Value="webService" />
<Param Name="url" Value="http://ws.cdyne.com/ziptogeo/zip2geo.asmx" />
<Param Name="soapAction" Value="http://ws.cdyne.com/GetLatLong" />
<Param Name="header" ><![CDATA[
<m:Header xmlns:m="http://www.xignite.com/services/">
<m:attribute>{{attrib}}</m:attribute>
</m:Header>
]]</Param>
<Param Name="body" >![CDATA[<
<m:GetLatLong xmlns:m="http://ws.cdyne.com">
<m:zipcode>{{zipcode}}</m:zipcode>
<m:LicenseKey>{{licenseKey}}</m:LicenseKey>
</m:GetLatLong>
]]></Param>
</FixedParams>
<Params>
<Param Name="zipcode" Value="75093" Type="OBJECT" DisplayName="zip code"
/>

<Param Name="licenseKey" Value="abc" Type="OBJECT" DisplayName="License
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Key"/>
</Params>

</ActionDefine>

In this example, the header is used to specify the required meta information for the
getLatLong Web service. respXPath is not used since the application intends to return
multiple values to workflow instance.

In Workflow Studio, you add the get geographical info application action as follows:

"//City"

geoXML is specified as a return variable name.

To retrieve two values out of response message string stored in geoXML, you need
to add two XPath actions:

"//StateAbbreve"

You can then test whether the city and state data has been assigned to the
workflow variables geoCity and geoSt.

If the Web service must be invoked through a proxy server, the proxy properties
must be set in the Truaaccess.properties file as follows:

http.proxyHost=web-proxy.rose.hp.com (proxy server IP or host name)

http.proxyPort=8080 (proxy server port)

Importing the Application Definition File

After you create an Application Definition file, you can import the file using a
different name than the Select Identity file name. Import the file from the
Configurations page in Select Identity.

Follow these steps to import an Application Definition file:

1

Download (export) an existing Application Definition XML file. See Creating a
Custom Report Template for instructions.

Replace the <ns1:Body> part of the file with your new Application Definition.

Change the value attribute in the <ns1:key> tag to a different application
definition name.

Save the file to disk.

Import the saved file to Select Identity.
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Invocation Method

If the Web service must be invoked through a proxy server, the proxy properties

must be set in the Truaaccess.properties file, as follows:

http.proxyHost=web-proxy.rose.hp.com

http.proxyPort=8080

(proxy server IP or host name)

(proxy server port)

The method of invocation can also be defined on the External Call page. (See the Select

Identity Administration Online Help for details on using the external call function on the

External Call page)

Following is a comparison of registering a Java method using the Application

Definition XML file vs. registering a Java method using an external call:

Java method registered via
Application Definition XML

External call Java method registered via External call
page

Any Java class/method can be
invoked. It can be a preexisting one
that was not created for the purpose of
being invoked by a workflow. The
Java method is workflow independent.

The Java class must implement certain Select Identity-
defined interface parameters. The required method
signature (name and parameters) must be followed. The
Java method is dependent on the Select Identity external
call, and cannot be reused for another purpose.

Input parameters are directly passed
into the registered Java method.
Output parameters are directly
returned by the Java method. You
need only write regular Java code.

Workflow variables cannot be directly passed to the
external call as input parameters. Input is read in an
external call from a Select Identity-supplied API. Output is
passed to a workflow by calling a Select Identity-supplied
workflow API. The code is workflow dependent and cannot
be reused in a non-workflow environment.

The Select Identity graphical user
interface is not available. You need to
export and edit the XML file and then
import it to Select Identity.

The Select Identity interface is available. You edit the
external call information directly through the Select
Identity user interface using the Service Studio > External
Callsmenu option.

Web Service is supported.

Only Java invocation is supported.

Application input and output
parameters are displayed and can be
entered in the Workflow Studio.

Input and output parameters are hidden from end users.
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Transitions

Transitions enable you to connect activities and create a path through the workflow.
You can also define that certain conditions are met before the workflow progresses
from one activity to the next. Workflow Studio enables you to create the following
types of transition:

e Simple transitions to connect one activity to the next.
e Multiple outgoing transitions, called split transitions.
e Multiple Incoming transitions, called join transitions

To indicate how outgoing transitions behave, specify the transition type in the
activity that splits into multiple transitions.

Split Transitions

Select the XOR split type for one of the outgoing transitions only. When any one of the
conditions for the transition are met, the activity transitions to the next activity and
all other transitions are ignored.

If none of the conditions are satisfied, the transition that does not specify a condition
performs the transaction.

In XOR transitions, do not specify conditions for all the transitions. Always leave
one transition without a condition to ensure that the workflow can continue if none
of the outcomes meet the condition logic.

Use the AND split type to transition from one activity to others. If a condition is
specified in the transition, the transition occurs only when the condition is evaluated
as true. Transitions that do not specify a condition are always used.

Join Transitions

Multiple incoming transitions form a join transition. As with split transitions, if you
define conditions for each incoming transition, you can set a property on the activity
that defines whether all conditions must be met (AND) or only one (XOR).

Set the join type in an end block activity. The join type must be paired with the
previous split type. For an XOR join transition, the End Block activity transitions
when one of the incoming transitions is received. The XOR join transition is the
default type.

For an AND join transition, if the Join Count property in the End block is not defined,
the End Block activity will transition to the next activity when all of the incoming

160



transitions in the template are received. If Join Count is specified, the End Block
activity transitions when the number of transitions received is equal to Join Count.

Exceptions

A transition can use an exception expression defined by the engine to indicate that
the transition occurs only when an exception is launched by the incoming activity. A
condition value of "exception" is used for exceptions in the originating activity.

Example: Creating a Provisioning Template

This topic illustrates how to create a workflow template using single block activities,
and helps you to become familiar with the Workflow Studio interface. The default
template provides a workflow for provisioning users. This topic describes the
creation of a similar template.

Instead of using the Add Start Block, Add Activity, and Add End Block buttons to
construct a block of activities, add a single-block activity that represents a block:

e Add Block With Reporting
e Add Provision Block

e Add Post Provision Block
e Add Approval Block

As you develop the template, click Apply frequently to save your changes, otherwise
they will be lost.

Save your new or modified workflow template at any point by clicking Save. You can
return to complete the workflow later.

Template Creation Tasks

Create the provisioning template by completing the following tasks:
Task 1: Create a new workflow.

Task 2: Create the begin activity.

Task 3: Create the provisioning block.

Task 4: Optionally define the Provision block properties.

Task 5: Define the Actions for the Provision block.

Task 6: Add a transition from the begin activity to the Provision activity.
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Task 7: Create the post-provisioning block.

Task 8: Add a transition from the Provision activity to PostProvision activity.

Task 9: Add an end activity that runs if provisioning is successful.

Task 10: Add a transition from the Post-provision activity to the End activity.

Task 11: Define an activity that logs an error if provisioning is unsuccessful.

Task 12: Add a transition from the Notify Error activity to the error end activity.

Task 13: Save the template.

Task 1: Create a new workflow

1
2

Select Service Studio from the Workflow menu in Select Identity.

In the Workflow Template List, click Add Workflow to open the Add Workflow
Template page.

Use the fields on this page to record important information and settings, such as:
— The Workflow Name field: Enter Provision_Workflow.

— Approval Required:

— Description: Enter a textual description for the template.

— Workflow Type (User or Configuration): Select User. Configuration templates are
used to manage approvals for system configuration changes.

— Click Apply.
The general template properties display on the Workflow Information tab.

Task 2: Create the begin activity

1

Click Add Activity and click in the template workspace.
This adds an activity named Activity_1 to the template.

Rename Activity_1 to begin, in the ID field on the Activity tab.
The first activity of a template must be named begin (in lowercase letters).

Click Apply to save this information. When assigning a name (an ID) to an
activity, ensure that it is unique.

Task 3: Create the Provisioning block

Add the Provision single block activity. In this case, you do not use the start and end

block activities.

162



1 Click Add Provision.
This block adds a single provision activity representing the whole provisioning
block.

2 Click below the begin activity in the template workspace.
Adds an activity called Activity_2. If you wish to move an activity after adding it
to the template, click Move and click the activity you wish to move. Then click the
point on the screen where you want to place the upper left corner of the activity.
To help you organize activities and place them more precisely in the template,
click Grid On/Off. Click Select when the move is complete.

3 Enter Provision in the ID field and check the Wait Activity box.
The second activity in a provisioning template must be named Provision.
This activity must wait for the action to complete before it transitions to the next
activity.

4 Click Apply to save these settings.

Task 4: Define the Provision block properties (optional)
Define the Provision block properties in the Properties page by clicking the Properties
tab.

Each block is identified by a block ID. By default, a block ID is the same as activity
ID if the block is a single activity block. (It appears as defaultBlockId in the
Properties screen Block Id field and the Workflow engine internally translates block
ID into the activity ID.)

However, you can change the block ID in the Block ID property field to any name as
long as it is a unique block ID within the template. The block Id is referenced by the
report template to render the block information. It is also used to identify a block to
access the block data.

Task 5: Define the Actions for the Provision block

1 Click the Actions tab.

2 Define a map variable for later use in the case of an error or exception occurring.
The value of this variable is used in the Notify Error activity, which sends the
Provision Failed email. This email states where in the workflow the error or
exception occurred:

3 Click Add.
4  Select Add Item to Map from the Name list.
5 Complete the fields as follows:

— New Collection: Check the box
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— Map Variable Name: $ProvisionMap

— Element Name Variable: "errorEvent"

— Element Value Variable: "Provisioning"

Click Apply to save these settings.

Click Return to add another action.

Define the provisioning action for the Provision block.

Click Add.

Select Application Invocation from the Name list.

Select Provisioning in the Application Name field.

Set PR as the provision status result code in the Return Variable Name field.

Click Apply to save these settings.

Task 6: Add a transition from the begin activity fo the Provision activity

Click Select »|
Click the begin activity then click Add Transition (.r"f).

Click the Provision activity.
An arrow appears between the two activities.

Task 7: Create the post-provisioning block

Perform the following steps to define the post-provisioning block that executes if the
provisioning block is successful.

1

Click the Add PostProvision Block icon (E), then click below the Provision
activity in the template workspace.
Adds Activity_3.

Enter PostProvision in the ID field.
Click Apply.

Create a map variable designating the current event, in case of error. Select Add
Item to Map from the Name list.

Click the Action tab and then click Add.
Complete the fields as follows:

— New Collection: Check

— Map Variable name: $ProvisionMap

— Element Name Variable: "errorEvent"
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— Element Value Variable: "PostProvisioning"
7  Click Apply.
8 Click Return to add another action.

9 Add an action that provisions the user in Select Identity. Click the Actions tab
and click Add.

10 Select Application Invocation from the Name list.

11 Select Post Provision from the Application Name list.
12 Enter PPC in the Return Variable Name field.

13 Click Apply.

Task 8: Add a transition from the Provision activity to the PostProvision activity

This transition defines the condition that the provisioning block must be successful
for the workflow to execute the post-provisioning block.

1 Click the Select icon, then click the Provision activity.

2 Click the Add Transition icon, and click the PostProvision activity.
3 Enter equal(PR,102) in the Condition field on the Transit tab.
4

Click Apply to save these settings.

Task 9: Add an end activity that runs if provisioning is successful

1 Click the Add Activity icon, then click below the PostProvision activity.
Adds Activity_4.

2 Specify properties for this activity.
3 Enter end in the ID field and click Apply.

Task 10: Add a transition from the Post-provision activity to the End activity

1 Click Select.
2 Click the Post Provision activity then click Add Transition.

3 Click the End activity.
An arrow appears between the two activities.

Task 11: Define an activity that logs an error if provisioning is unsuccessful

1 Click the Add Activity icon, then click to the right of the Provision activity.
Activity_5 appears in the template.
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2 Enter errorEnd in the ID field and click Apply.

Task 12: Add a transition from the Notify Error activity to the error end activity

1 Click Select.
2 Click the Notify Error activity then click Add Transition.

3 Click the Error End activity.
An arrow appears between the two activities

Task 13: Save the template

Save the template by clicking Save.

A message in the property tabs panel indicates whether the template was saved
successfully.

Saving the template creates a request for approval if configuration workflows are
enabled. Once you save and the request is created, you cannot save again until the
request is approved. You cannot approve your own configuration changes.

Managing Workflow Templates

Select Identity provides default workflow templates, each of which is an example of
a common workflow process. You can assign the default templates to service roles as
you become familiar with the system. Copy and edit these templates, or assign them
in their original form.

Copying Workflow Templates

To copy a workflow template, perform the following steps:

1 Open the Service Studio menu and select Workflow to open the Workflow Template
list.

2 Locate and select a template from the list, and click Copy.
3 Enter a unique template name.

4 Click OK to copy the template with the new name and adds it to the Workflow
Template list.
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Moditying Workflow Templates

To modify a workflow template, perform the following steps:

1 Open the Service Studio menu and select Workflow to open the Workflow Template
list.

2 Locate and select a template from the list and click Modify.
The Modify Workflow Template page opens, showing the selected template.

3 Make your changes and save the template by clicking Save.

Creating a Workflow Template

See Building a Workflow Template and Example: Creating a Provisioning Template
for step-by-step instructions on creating a workflow template.

Deleting Workflow Templates

To delete a workflow template, perform the following steps:

1 Open the Service Studio menu and select Workflow to open the Workflow Template
list.

2 Locate and select a template and click Delete.

3  When prompted to confirm the action, click OK or Cancel.
This disables the template in the database, making it inaccessible from Select
Identity; although the template data still exists, it is no longer visible.
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4 Reporting

View the status of workflow instances to verify progress for the corresponding
requests. Once a workflow instance starts, view its status via the request status list
options, available under the Select Identity Requests menu.

You can view the status of an entire instance or individual blocks by viewing the
workflow status (presented in graphical form) from the status lists available under
the Requests menu in Select Identity.

Status report format is defined in a report template. Valid elements in the report
template are defined in the wfreport.xsd file.

The report template specifies what information is displayed, how it is organized, and
the display format. A single report template can be shared by many workflow
templates. Select Identity includes a single default report template, which you can
use as a basis for customized templates. By default, reports for all workflow
instances use this default template.

The following topics provide additional information about report templates:
e Viewing Workflow Status

e Report Templates

Viewing Workflow Status

Perform the following steps to view the status of a workflow:

1 Open the Requests menu and select Request Status List.
The Request Status list opens.

2 If you need to narrow the list of requests displayed, use the search options in the
Search panel. Change the number of items per page that you can view by
selecting the appropriate number from the Results Per Page list.

3 Check the box beside the status record you want to view.

4 Click View Request Status.
The Workflow Detail: [RequestID] page opens.

5 Refresh the workflow displayed if necessary by clicking the Refresh button.
6 The colors used in the diagram indicate the status of each activity and transition:

— Green activities are complete; they have been executed and have transitioned.
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— Green transitions are complete and the workflow has transitioned past it.

— Yellow activities are in-progress activities (either waiting or being executed) in
a block.

— White activities and black transitions have not been executed.

The tables below the diagram on the Workflow Detail page provide details about
the entire workflow instance and its blocks. The content of these tables is
determined by the default report template.

8 Click any block in the workflow to view details about the block status for this
request in the bottom panel.

9 Click the background of the template image to view the entire workflow instance
status.

10 Click Close when you are finished viewing the workflow instance details.

Report Templates

A report template is associated with a workflow template using the ReportTemplateld
global attribute, which you can specify on the Workflow Information tab in Workflow
Studio.

The report template determines which information is presented in the Workflow
Detail for a request, which is available from the Request Worklist in Select Identity.
The Workflow Detail view provides valuable detail that helps in tracking and
troubleshooting request progress.

Any workflow template with a report type that matches the report template name
uses the corresponding report template to render the status report for each instance.
If the ReportTemplateld attribute is not defined as a global attribute in a workflow
template, the workflow template uses the default report template.

In addition to workflow-level reporting, a report template also describes how
individual block status is reported. The workflow template uses the Block Type
property to identify how a block is rendered. The block is rendered in a format given
in the matching block section of the associated report template (identified by Type
attribute in the <Block> element)

In the default report template, the following block types are available for viewing
block status:

e ReportBlock

e emailVerify
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e CommitConfig

e approval

e provisioning

e postprovisioning

¢ ReconciliationPostProvision
e StatedPostProvision

e UserServiceProvisioning

If you assign one of these block types as the Block Type property for a block in your
workflow template, the report engine will render the information for the block
according to the format defined in the default report template.

Report Template Structure

A report template is organized hierarchically. At the highest level, there is one
workflow instance and many blocks.

The following is a broad structural overview of the XML file:

<Page>
<Instance>

</Instance>
<Blocks>
<Block>

</Block>
</Blocks>

</Page>

The <instance> tag defines properties for rendering workflow instance-level
information. Each <B1ock> tag defines how to render the named block in a given
workflow instance.

The following sections provide additional information about how the instances and
blocks are rendered in the report:

e Instance-Level Reporting

e Block-Level Reporting

o <Text> Element

o Attributes of the <Table> Element

e Attributes of the <Column> Element
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Instance-level Reporting

The <Instance> tag in the template defines how Select Identity renders workflow
instance-level data. Here is an example of the <instance> tag from the default report
template:

<Instance>

<Row>
<Text Name="Name" Value="Select Identity Instance Request Report"/>
</Row>

<Row>

<Text Name="Start time" Value="StartTime" Scope="Eng"/>
<Text Name="Wait time" Value="WaitTime" Scope="Eng"/>
<Text Name="End time" Value="EndTime" Scope="Eng"/>
</Row>

<Row>
<Text Name="Status" Value="Status" Scope="Eng"/>
</Row>

<Row>

<Table Name="Remind List" Variable="remindList" VariableType="List"
IgnoreNull="true">

<Column ColLabel="Sequence" ColId="Attempts"/>

<Column ColLabel="Time" ColId="RemindingTime"/>

<Column ColLabel="Block Id" ColId="Block Id"/>

</Table>

</Row>

<Row>

<Table Name="Escalation List" Variable="escalationList"
VariableType="List" IgnoreNull="true">

<Column ColLabel="Sequence" ColId="Attempts"/>

<Column ColLabel="Escalated To" ColId="EscalateTo"/>
<Column ColLabel="Action Date" ColId="ActionDate"/>
</Table>

</Row>

<Row>

<Table Name="Exception List" Variable="exceptionInfolList"
VariableType="List" IgnoreNull="true">

<Column ColLabel="ID" ColId="Key"/>

<Column ColLabel="Activity" ColId="Activity"/>

<Column ColLabel="Exception" ColId="ExceptionClassName"/>
<Column ColLabel="Message" ColId="Message"/>

<Column ColLabel="Time" ColId="Time"/>

</Table>

</Row>

</Instance>

The <Instance> tag in the report template defines five rows of text, as specified by
the <rext> elements. Value attributes are variables and are substituted by actual
runtime data.
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<Row>
<Text Name="Name" Value="Select Identity Instance Request Report"/>
</Row>

<Row>

<Text Name="Start time" Value="StartTime" Scope="Eng"/>
<Text Name="Wait time" Value="WaitTime" Scope="Eng"/>
<Text Name="End time" Value="EndTime" Scope="Eng"/>
</Row>

<Row>

<Text Name="Status" Value="Status" Scope="Eng"/>

</Row>
The first row is labeled Name and its value is Select Identity Instance Request Report.
You can see this text in the first row of the report and in the first <Text> element in
the XML.

The report template also defines three tables - Remind List, Escalation List, and
Exception List. For each table defined in the XML, columns are defined. For instance,
the Remind List table has three columns - Sequence, Time, and Block ID:
<Table Name="Remind List" Variable="remindList" VariableType="List"

IgnoreNull="true">

<Column ColLabel="Sequence" ColId="Attempts"/>

<Column ColLabel="Time" ColId="RemindingTime"/>

<Column ColLabel="Block Id" ColId="Block Id"/>

</Table>
You can see these columns in the Remind List table in the report shown above. Only
two tables are displayed in this report. No exceptions occurred in the workflow
instance so no Exception List table is displayed.

See the <Text> element and <Table> element topics for details about how to
configure the data displayed in reports.

Block-Level Reporting

A report template can include multiple <Block> elements in the <Blocks> tag to
indicate how to render data for blocks in the workflow. The Type attribute defined in
the <Block> element identifies the block type. The Block Type property set in the
workflow must match this name in order for the report engine to render information
according to the definition.

Following is an example of a <Block> element from the default report template. This
XML defines how to render information from the provisioning block:

<Block Type="provisioning">
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<Row>

<Text Name="Block Name" Value="endBlockId" Scope="EA"/>

<Text Name="Description" Value="Provisioning Block Information" />
</Row>

<Row>
<Text Name="Block Status" Value="Status" Scope="Eng"/>
</Row>

<Row>

<Text Name="Provisioning start time" Value="StartTime" Scope="Eng"/>
<Text Name="Wait time" Value="WaitTime" Scope="Eng" />

<Text Name="Provision end time" Value="EndTime" Scope="Eng" />
</Row>

<Row>

<Table Name="Provisioning History" Variable="provisioningStatReport"
VariableType="List">

<Column ColLabel="Request Id" ColId="RequestId"/>

<Column ColLabel="Resource Name" ColId="ResourceName"/>

<Column ColLabel="Resource Status" ColId="ResourceStatus"/>

<Column ColLabel="Res Last Update Time" ColId="ResLastUpdateTime"/>
<Column ColLabel="Operation" ColId="OperationId"/>

<Column ColLabel="Operation Arg" ColId="OperationArg"/>

<Column ColLabel="Operation Status" ColId="OperationStatus"/>
<Column ColLabel="Op Last Update Time" ColId="OpLastUpdateTime"/>
<Column ColLabel="Rollback" ColId="ResRbFlag"/>

<Column ColLabel="Details" ColId="Details"/>

</Table>

</Row>

</Block>

As in the <iInstance> element, the <Text> elements define the rows that are
displayed in the report and the <Table> elements define the tables. See the<Text>
Element and <rable> Element for a description of the elements and attributes you
can set for block-level reporting.

<Text> Element Attributes

The <rext> element defines data to be displayed in a text row in the report. This
element must be created within a <rRow> element, and you can specify <Text>
elements in the <Instance> and <Block> elements. Here are several examples from
the default report template:
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<Instance>

<Row>

<Text Name="Name" Value="Select Identity Instance Request Report"/>
</Row>

<Row>

<Text Name="Start time" Value="StartTime" Scope="Eng"/>

<Text Name="Wait time" Value="WaitTime" Scope="Eng"/>

<Text Name="End time" Value="EndTime" Scope="Eng"/>

</Row>

</Instance>

<Blocks>

<Block Type="emailVerify">

<Row>

<Text Name="Email verifcation Status" Value="Status" Scope="Eng"/>
</Row>

<Row>

<Text Name="Block Name" Value="endBlockId" Scope="EA"/>

<Text Name="Description" Value="Email Verification Block Information"
Scope="var" />

</Row>

To understand how the report engine renders this element, see the explanation in
Instance-level Reporting.

The attributes required by the <Text> element are as follows:

¢ Name - The text row label. For example, if you specify Name="Name", a row
named Name is rendered for instance-level data in the report.

e Value - The value assigned to the row. The value assigned to this attribute
depends on the value assigned to the Scope attribute.

e Scope - The type of data displayed in this row. The following values are supported
for this attribute:

— Text (or if the Scope attribute is omitted from the <Text> element) - Shows
static text. For example, if you specify the following element, the text is
displayed in the Name row of the report, as shown in the report example in

instance-level Reporting:
<Text Name="Name" Value="Select Identity Instance Request Report"/>

— Var - Shows the value of the specified variable. Variables are created in the
workflow instance by the Set Variable action, or when a variable name is
assigned to the return value of an application invocation.

For example, if you created the appList variable in a block to contain the list
of approvers returned by the Get approvers by role application invocation,

you can specify the following in a <Block> element in the report template:
LmmmrnnnsText Name=Approvers Value=appList Scope=Var/

If the <rext ... Scope="var"> element is under <Instance>, the workflow
instance variables are reported. If the
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<Text ... Scope="Var"> element is under <Block>, the engine reports on
variables in the current block first. If the variable does not exist in the
current block, it tries to report on the same variable at the workflow instance
level.

e EA - Extended Attributes. Shows the value of the specified property. Instance-
level properties are set on the Workflow Information tab, which is available
when you click in the background of a template. Block-level properties must be
set in the end activity of the block. For a list of block-level properties that you
can use for this attribute, see System-Defined Properties.

For example, if you wish to print the name of the block in the report, specify the
following element:

<Text Name="Block Name" Value="endBlockId" Scope="EA" />

e Eng - Shows report engine-generated data; you must specify the name of the
data. You can specify the following values for this attribute:

— StartTime - The start time of the instance or block
— EndTime - The end time of the instance or block

— WaitTime - The total wait time of the instance or block (how long all wait
activities took in the instance or block)

— Status - The status of the instance or block

— joinedCount - A block-level variable that specifies the number of provisioning
actions that took place before the block exited

The <rab1e> tag specifies how to display a list of data objects in a table in the report.
Each table displayed in the report template is mapped from a list. An object element
in the list represents a row in the table and an attribute (field) in the object
represents a column.

Within each <rable> element, <column> elements define the content of the table. You
can configure the report engine to render collection (list) variables created by the
workflow engine or those defined by the Add Item to List action.

Examples

Here are several examples from the default report template. Each field in the object
can be displayed as a column in the table:

<Instance>

<Row>

<Table Name="Exception List" Variable="exceptionInfolist"
VariableType="List" IgnoreNull="true">

<Column ColLabel="ID" ColId="Key"/>
<Column ColLabel="Activity" ColId="Activity"/>
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<Column ColLabel="Exception" ColId="ExceptionClassName"/>
<Column ColLabel="Message" ColId="Message"/>

<Column ColLabel="Time" ColId="Time"/>

</Table>

</Row>

</Instance>

<Blocks>

<Row>

<Table Name="PostProvisioning Activities"
Variable="ReconPostProvisionStatReport" VariableType="List">
<Column ColLabel="Request Id" ColId="RequestId"/>
<Column ColLabel="Resource Name" ColId="ResourceName"/>
<Column ColLabel="Service Name" ColId="ServiceName"/>
<Column ColLabel="User Name" ColId="ConceroUserId"/>
<Column ColLabel="Operation" ColId="RequestType"/>
<Column ColLabel="Operation Status" ColId="Status"/>
<Column ColLabel="Message" ColId="Msg"/>

</Table>

</Row>

</Block>

</Blocks>

<Table> Element Attributes

The following describes the attributes of the <Table> element.
e Name - The title of the table.

e Variable - The variable whose values you wish to display in a table. Specify the
name of the variable created by an external application or the Add Item to List
action, or specify the name of a workflow engine-defined variable. If you wish to
render an engine-defined variable, the following values are supported:

e remindList - Lists information about notifications (reminders) sent during the
workflow instance or block activities

e escalationList - Lists information about escalations that occurred during the
workflow instance or block activities

e exceptionInfoList - Lists information about exceptions that occurred during the
workflow instance or block activities

e alertList - Lists information about alerts sent during the workflow instance or
block activities

e pushList - Lists approvers who have taken actions in the block; specify this value
for tables in <Block> elements only

e provisioningStatReport - Lists the status of each provisioning request; specify this
value for tables in <Block> elements only
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ReconPostProvisionStatReport - Lists the status of each reconciliation request;
specify this value for tables in <Block> elements only

VariableType - The type of variable. You must specify List as the value of this
attribute; this is the only type supported.

IgnoreNull - Whether to render the table if no values are available. Set this
attribute to true if you do not want to render an empty table.

<Column> Element Attributes

For each <Table> element, you must define one or more <column> elements to

configure the data that will be displayed in the table. The attributes of the <column>
element are as follows:

ColLabel - The column name (the label of the column as it appears in the report)

Colld - The field name in the java bean object or the key name in the Map object.
The Colld attribute corresponds to an attribute name of a data object element in

the list variable if variableType is List. If you are rendering an engine-defined

variable, the following fields are supported. Refer to the default report template

for examples:

For the remindList variable:

— DAttempts

— RemindingTime

— Block ID

For the escalationList variable:
— Attempts

— EscalateTo

— ActionDate

— ApproverComment

For the exceptioninfoList variable:

— Key

— ExceptionClassName
— Message

— Time

For the alertList variable:
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— Attempts
— EscalateTo
— ActionDate
— ApproverComment
e For the pushList variable:
— ApproverName
— Status
— ActionDate
— ApproverComment
e For the provisioningStatReport variable:
— Requestld
— ResourceName
— ResourceStatus
— ResLastUpdateTime
— Operationld
— OperationArg
— OperationStatus
— OpLastUpdateTime
— ResRbFlag
— Details
e For the ReconPostProvisionStatReport variable:
— ResourceName
— ServiceName
— ConceroUserld
— RequestType
— Status
— Msg

For example, the following XML specifies how to render data from the remindList
variable:
<Row>

<Table Name="Remind List" Variable="remindList"

VariableType="List" IgnoreNull="true">
<Column ColLabel="Sequence" ColId="Attempts"/>
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<Column ColLabel="Time" ColId="RemindingTime"/>
<Column ColLabel="Block Id" ColId="Block Id"/>
</Table>
</Row>

Creating a Custom Report Template

A default report template is provided that describes how the report engine should
render workflow data. You can export and modify the default template file using the
Import/Export Configurations option, under the Tools menu. Or, you can create
another report template.

You can use a default report template to create your own, by completing these three
steps:

1 Export the default report template

2  Edit the default report XML file
3 Import the XML file into Select Identity

To assign this report template to a workflow template, create the ReportTemplateld
property as a global property for the template (on the template Workflow Information
tab, which you can display by clicking in the background of the template). Assign the
name of the report template (such as ReconciliationReport in this example) as the
value.

To render a specific block in the workflow template according to a format specified in
<Block> in the report template, create the Block Type property in the end activity of
the block. Assign the name of the <Block> element (as defined by the Type attribute
of the <Block> element) as the value of the property. See Block-level Reporting for
details.

Editing the Default Report Template

The procedures below describe how to export the default report template as an XML
file, edit it, and then import it as a custom report template.

Step 1: Export the default report template

1 From the Tools menu, click Import/Export Configurations, then select Export
Configuration to open the Export Configuration page.

2 Select Request Instance Report from the Configuration Type list box at the top of
the page. This populates the center of the page with a selectable list of workflow
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report templates, under Workflow Report Template Name. There may only be one
entry, for the DefaultReport template.

3 Check the box to the left of DefaultReport in the Workflow Report Template Name
list, and click Select.
This moves the DefaultReport name into the lower area labeled Selected Workflow
Report Templates.

4 Check the box to the left of DefaultReport in the Selected Workflow Report
Templates panel, then click Export Configuration in the bottom right corner of the
page.

5 Use your browser's file download dialog to save the template file to a suitable file
system location.

Step 2: Edit the default report XML file

1 Modify the elements in the <Instance> section to define how workflow instance-
level data is to be rendered in the report. See Instance-level Reporting for details
about the elements and attributes in this block.

2 If you are creating a new template file, you must change the Value attribute in
the <nsi1:key> element. For example, if you wish to rename this template to

ReconciliationReport, change the following:<ns1:Key
Value="DefaultReport"></nsl:Key>

TO

<nsl:Key Value="ReconciliationReport"></nsl:Key>

3 Modify the existing <Block>, or add additional <B1ock> elements, to define
parameters for reporting on a specific blocks in your workflow template.

4 Save the file with a unique name.

Step 3: Import the XML file into Select Identity
1 From the Tools menu, select Import/Export Configurations, then select Import
Configuration to open the Import Configuration page.
2 Select Request Instance Report from the Configuration Type list.
3 Click Browse to locate the XML file you want to import.

4 Select Import Configuration to import the XML data file.
A message on the Import Configuration page should report that the file was
imported successfully.

5 Click Cancel to return to the Home page, or select a menu option.

The XML file is loaded into the Select Identity database when you import it. The
newly-defined report template is available in the Configurations list.
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5 Scenarios

This section provides the following scenarios illustrating how to use external calls
with workflows and create a parallel approval workflow:

e Enforcing Entitlement Rules
e Adding Services to a User

e Parallel Approval Workflow Design

Scenario: Enforcing Entitlement Rules

This scenario provides an example of how to use Select Identity to enforce business
rule using an external call as a step in a workflow.

Scenario

A change to a user's department comes in through Reconciliation. As a result,
Reconciliation runs a workflow, which checks the user's existing department and
compares it to the department sent to Reconciliation. Based on the new department
value, the old cost center and entitlement are removed from the user and the new
values are added. (The resource is Active Directory.)

Procedure

The following procedure illustrates how to register the external call that will
evaluate whether the user's department has changed and assign new values, if
necessary. The following is assumed about this scenario:

e Active Directory (AD) is the resource in which users are provisioned for this
example, thus it is assumed that the AD connector, resource, and attributes
exist.

e The Service exists and the ReconciliationDefaultProcess workflow template is
associated with the Service views.
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Tasks

Complete the following tasks to create the external call and associate it with a
workflow template:

Task 1: Code the external call that enforces the entitlement rules

The script used for this scenario is provided as an example in the HP Select Identity
External Call Developer Guide, in the "Examples" chapter. Create a Java object that
performs the task as part of a workflow. See the HP Select Identity External Call Developer
Guide for detailed information on creating external calls.

The Java object enables you to integrate approval processes with external processes
and systems. You must use the External Call API and Workflow API, which define
Java-based interfaces for creating external callouts.

In the script, the following codes are used:

Department| Entitlement| CostCenter
Sales SA-505 101
Finance FIN-505 205
HR HR-101 308
Corporate CORP-3 409

Register the external call with Select Identity, as in the following procedure:
1 Select External Calls from the Service Studio menu to open the External Calls list.

2 Click Register External Call.

The Register External Call page opens.

3 Enter Entitlement Rules in the External Call Name field.

4 Enter Enforces entitlement rules when a user's department changes in the
Description text box.

5 Enter
com.trulogica.truaccess.wfenginesvcs.wfexternalcall.support.WfEntitlementCha
nge in the Classname field. This is the name of the class that implements the
Java interface. The class name shown here is for illustration purposes and may
not be valid.

6 Select Workflow External Call from the Call Type list.

7  Click Next.

The Register External Call Details page opens.
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8

You can add parameters and their values to the external call. This example
script does not require input parameters.

Click Finish to register the new external call.

Task 2: Edit the default Reconciliation workflow template to call the Entitlement Rules

external call.

1

Select Workflow from the Service Studio menu.
The Workflow Template list opens.

Locate and select the ReconciliationDefaultProcess template.

Click Modify.
Workflow Studio opens and loads the ReconciliationDefaultProcess template.

Modify the Provision activity to call the Entitlement Rules external call. Click the

Select icon M on the toolbar and click the Provisioning activity. The Property tabs
are displayed on the right.

Click the Application Invocation in the list, so that the new external call is
executed before provisioning.

Select Application Invocation from the Name list. Select External Call from the
Application Name list.

Enter Entitlement Rules in the External Call Name field.

Click Apply to save the changes.

Save the template by clicking the Save icon |l on the toolbar, and close
Workflow Studio.

Now, Select Identity can enforce business rules. The external call is registered with

Select Identity and the workflow will process the necessary entitlement changes

based on changes to users.

For more information about creating workflows, see Overview of Creating a
Workflow Template.

Scenario: Adding Services to a User

Select Identity provides the LoadUserServices external call, which gives you the
ability to add Services to a user based on a context change. Select Identity then

provisions the user in the resources for the new Services. You can use this external

call when moving a user (using the Select Identity client) or through reconciliation.
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Scenario

This scenario illustrates how you can use a workflow and the external call to
automatically move users from one set of Services to another based on a user's
company. The following is configured to support this:

e A rule is created that adds new Services to the users based on context. For each
possible company, a list of Services is provided in the rule, as follows:

Company Services

IT HRManagers QAManagers
DevManagers AllManagers

HP ITManagers FacManagers
PchManagers AllManagers

GE AcctManagers AllManagers
PayrollManagers

SWB MedManagers DocManagers
SecManagers AllManagers

e An external call is created that reads the rule and determines the Services
available to a user based on a new context value. The external call returns the
list of Services.

e A workflow template is created that removes the Services no longer valid for the
user based on the context change. The workflow template then invokes the
external call to retrieve the list of new Services. It evaluates each Service to
determine if the user is qualified for assignment (based on required fields,
constrained values, and so on). For each valid Service, a new request is createdto
provision the user on the applicable resource(s).

Complete the following tasks to create the rule, external call, and workflow template
to add services to a user:

Task 1: Create a rule called Services_ReconRule that adds new services to a user
based on context.

In this rule, the context is the user's company. If you wish to review the rule, refer to
the services ReconRule.xml file in the
\SampleXML\Reconciliation\Rules\AddServiceWithExtCall directory on the HP Select
Identity CD.

Refer to the Select Identity Online Help for Administration for detailed instructions on the
procedure for creating a rule.
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Task 2: Register the rule with Select Identity

1 Select the Tools >Rules > Add Rule menu option.
The Add New Rule page opens.

2 Click Browse to select the Services ReconRule.xml file.

3 Click OK to make the file available within Select Identity.
You are prompted that the changes you made will be saved.

4  Click OK.
Returns to the Rule list.

Task 3: Modify the LoadUserServices external call to use the Services_ReconRule

Refer to the Select Identity Administration Online Help for detailed instructions on
the procedure for assigning a rule to an external call.

Scenario: Parallel Approval Workflow Design

This scenario provides an overview of how to create a parallel approval workflow. In
this scenario, the workflow is called Sl 3 Parallel Approvals.

Workflow Design

The key to parallel processing of any kind, including approvals in this scenario, is to
follow these guidelines:

Frame the steps with specific Start and End block activities. Between the Start/End
block activities, the administrator can execute any series of workflow steps,
including parallel, serial and any combination of these.

¢ Define the execution paths using the transitions.
¢ Define the Split type for the Start Block and the Join Type for the End Block.
Perform the following high-level steps to design the workflow:

1T You must start and end the multi-approval stage with the Start Block Activity and
End Block.

2 Use the logical AND to force all branches to run. The three middle approval
blocks can be simple Activity Blocks or Approval Blocks with their own block IDs
for request status reporting.

3  You must use the End Block activity to conclude the parallel processing.
4  Use the logical AND as the Join Type to force all three approvals to execute.
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5 Use the Join Count property to determine how many approvals must complete
before moving on.

The End Approvals activity as an end block activity ensures that the workflow does
not continue to transition to the provision activity until it receives all three incoming
transitions corresponding to three approvals.

Reject action from the approver forces an exit from the approval block regardless of
whether joined number of approvers has reached join count or not. Typically, the
approval application sets workflow variable joincommand to exit when it reactivates
the workflow so the workflow engine will force the block to exit.

You may want to force block to exit based on the business logic before the joinCount
reaches joinedCount. This can happened when joincommand variable is set to exit.
You can set this variable in EndBlockactivity or additional activity between wait
and EndBlockActivity. You may use Run Script action to evaluate some business logic
before setting the variable. For example, when reject action is taken at approval
stage, the approval application sets joincommand to exit before it reactivates the
workflow instance. The joincommand variable is also set to timeout when the block
exists due to timeout without waiting for join. The subsequent transition may utilize
this as condition to branch.

If the approvall activity is a block type, approvall will exit when a reject action is
taken. To pass this exit variable to the end block activity of End Approvals, the
_joinCommand must be set in this activity as well to force the End Approvals block to
exit. This can be done by adding the RunScript action in the End Approvals activity:

Set the following script text in the RunScript action, which is added to theJoin
activity (End Approvals) of the above workflow:

If( equal( approvalAction,"reject") ) joinCommand="exit";

Testing the Workflow

This section shows a registration and subsequent workflow execution. The following
steps describe how to test this workflow.

1 Assign the workflow to a service and create a user in the service to test the
workflow. See the Select Identity Administration online help for details.

2 Select the Requests > Request Status List menu option to open the Request Status
list.

3 Select the workflow name, Sl 3 Parallel Approvals, and click View Request Status.
Notice that all activities from Start to End blocks are yellow because of the
pending approvals.

4 Go to the Request Worklist page (select Requests > Request Worklist) and select all
approval requests to make multi-approval requests.
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Click Approve to execute the approvals.

Return to the Request Status list and select the request if you want to view
status.

Click View Request Status to ensure all pending activities were executed. The
activities should be green.
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6 Frequently Asked Questions

Frequently-Asked Questions are grouped into the following categories:
e General FAQs

o Activities FAQs

¢ Blocks FAQs

e Actions FAQs

e Reports FAQs

General FAQs

What is the process for designing and creating a workflow template?

Follow these guidelines to design and create a workflow template:

1 Determine what tasks to create, such as for approval and provisioning.
2 Design a block for each task.

3 Determine what applications or actions must be invoked.

4

Decide how these applications are called (such as their order and the business
rules that govern them) to layout activities and place actions.

(@]

List the input parameters required by the applications.

6 Determine what workflow variables are needed and how to create and pass them
between activities.

What is a wait/reactivate instance?

When a running workflow instance hits a wait activity, it is suspended until
reactivated by an external source. A suspended instance of a workflow is called a
wait instance. The reactivate block is a specially designed wait activity that will
reactivate a workflow after receiving a web service reactivation message.

How is a workflow instance started or reactivated?

A workflow instance can be started or reactivated using the Workflow API (see the
HP Select Identity External Call Developer Guide for details), subworkflow action invocation,
properties file, or a web service reactivation message.

Are macros defined for use in a workflow expression?
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A workflow macro is a function defined by the workflow engine to be used as part of
an expression. For example, in a transition condition, the equal () macro compares
two objects, as in this example:

equal (approved, "approved")

The workflow engine evaluates the comparison and makes a decision based on the
returned result. See Using Variables for the list of macros provided for workflow
templates.

Can workflow variables be any java objects set in an external call?

A workflow variable can be any Java object. However, the Java object should be
marked as Serializable.

If you are using a Java object, you may make it serializable by adding the following
line in the Java class:

static final long serialVersionUID = uid;

In this example, uid can be 0 for the new class or it can be found by running the
JDK's server command.

Where can | use workflow engine-defined variables?

The workflow engine internally defines a set of variables for advanced usage. These
are low-level variables and only advanced users may access these variables. For
example, when you register an application, you may need to pass the variables to the
application. See the HP Select Identity External Call Developer Guide for a list.

Activities FAQs

What is the purpose of a wait/reactivate activity?

A wait activity is like normal activity except that it does not automatically transition
to the next activity. After all of the actions are executed, this activity suspends the
running workflow instance until it is resumed later by an external application, such
as by the Workflow API. Typically, the _instActivityld variable defined by the
workflow engine is passed to the external application, which uses this identifier to
reactivate the workflow. When the instance is reactivated, it resumes at a point
where wait activity completes.

Does the catchException activity catch any exceptions launched by any application?
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Yes. Any activities that receive errors stop executing that activity and the workflow
transitions to the activity level fault handler, if it is defined for the activity receiving
the error. If the fault handler is not defined for the activity, the activity transitions
to the block level fault handler, if it is defined for the block. If the fault handler is
not defined, the block transitions to the instance level fault handler.

When should an exception expression be used for a transition's condition?

The catchException activity is used to globally catch an exception, while a transition
with an exception condition enables the workflow to catch an exception at the
activity level. See one of the default templates for an example. In the default
templates, the catchException can catch an exception launched by an activity. It
then transitions to the Notify Error activity. If this activity launches another
exception, an infinite loop will occur. To avoid this, use a transition with an
exception condition as shown in the template.

Blocks FAQs

How can I create a block in a workflow template?

A block can be represented by a single block activity, or a start block activity, an end
block activity, and other activities between these two activities. Start and end block
activities are identified by the same ID, which is assigned to the Start block ID and
End Block ID properties. For the single block activity, a block is identified by the
blockld property. To define block properties such as timeout, joincount, escalation,
and so on, a block must be used to handle these special properties.

In what circumstances do | need to represent a block by start and end block activities?

Typically, you use a single block activity to represent a block, which is the simplest
way to create a block in a workflow. Use blocks with start and end block activities
when a block contains more activities, for example, when multiple concurrent
approvers with different roles may require more than one approval activity in a
block. Service Level Agreement (SLA) is another example in which you can use start
and end block activities to surround a group of activities (or even all the activities
between the begin and end activities) in the workflow to form a block. By defining a
timeoutAfter block property, SLA is activated at the block level.

How do | define block properties?

Block properties are defined in a single block activity, or the end block activity.
How can | access block variables?

Block variables are accessed using Workflow API calls, or Get/Set Block Variable

actions. A block variable is identified by name and block ID. A block variable can
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also be referenced in a report template to render the block information in the
resulting report.

What does the Join Count property do in a single block activity or an end block activity?

The workflow engine uses the Join Count property defined in an end block activity to

determine whether the end activity (or block activity) can exit. Internally, it stores a

variable that counts the number of times an end block activity is executed. If the Join
Count value matches the joined count, the end activity transitions out of the block. If
Join Count is not specified, the incoming transition count in the template for the end

block is implicitly assumed to be the join count.

How do | make activities run concurrently?

Activities that are split by a start block activity with the AND join type run
concurrently.

How do | synchronize concurrently running activities?

Activities that join at an end block activity with AND join type transitions are
synchronized. The end block activity does not exit until all transitions are received.

Is an end block activity a wait activity?

An end block activity cannot be specified as a wait activity. However, an end block
activity can suspend the instance if the total number of anticipated transitions are
not received. A single block activity can be a wait activity.

Can a block time out?

A block can time out if it does not complete the block activities within the specified
timeout property value. This timeout value is defined in the end block activity by the
Timeout After property. You can also set the Timeout At property or a timeoutTime
block variable property to time out at a specific time.

Actions FAQs

How does a parent workflow exchange variables with a subworkflow?

All persistent variables in the parent workflow are automatically passed to the
subworkflow and all persistent variables from the subworkflow are passed back to
the parent workflow when subworkflow returns. Engine-defined variables are not
shared between workflow instances.

How does the workflow behave when a subworkflow contains wait activities?

When a subworkflow is invoked synchronously, the parent workflow instance will
not continue until the subworkflow returns. For a subworkflow with wait activities,
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the Call Subworkflow action should be invoked in a wait activity or by checking the
Subworkflow Wait box for the activity. The Child Callback box should be checked, so
that the waiting parent can be reactivated when the child subworkflow ends.

Does a subworkflow run in the same instance as the parent workflow?

No, it runs in a separate instance. In the current version, the subworkflow instance
status cannot be viewed in the Request Status window. Also, since the subworkflow
cannot be associated with a service view in the current version, it cannot be used for
an approval process.

Does the Throw Exception action terminate a workflow instance?

If a catchException activity or other levels of the fault handler are implemented, the
instance will start at the fault handler activity right after the exception is launched.
Otherwise, the workflow instance propagates the exception back to the workflow
client (where the workflow was invoked) and terminates itself.

Should I implement a fault handler activity when the Throw Exception action is
used?

The fault handler is optional. If it is not used, the launched exception will be
propagated to the workflow invoker (such as the Select Identity server).

How should the Recovery From Last Error action be used?

This action is typically used with a catchException activity. The catchException
activity is usually followed by a wait activity that forwards an alert message
containing the exception context to administrators who can fix the error. Once the
error is fixed, the administrator can callback to the workflow using the exception
context to resume the workflow which, in turn, uses the exception context to
transition to activity that invokes the Recover From Last Error action. This action
resumes the activity that threw the exception.

How do | know when to pass variable names or expressions to an action?

In the Action panel, a variable name (such as Return Variable Name) is a name, not
an expression (left hand part of data assignment), so the variable name is not
surrounded by double quotes. Variable, on the other hand, is an expression (the
right hand part of the assignment). An expression can be a combination of constant
data and variables. For example, 12, x, "result", x + 12; "result=" + x, and so on.

How can I log an exception?

The workflow engine stores a list of exceptions in a workflow variable called
$ exceptionList. The report template uses this variable to display a list of
exceptions. Therefore, to log an exception in a workflow template, log this variable.

Is the value returned by an application automatically assigned to a workflow variable?
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Yes. The Return Variable Name field for each application invocation specifies the
variable name that will contain the return value.

Does an application return a value when it is invoked asynchronously?

No, an asynchronous invocation returns to the caller before the invoked application
returns a value.

Reports FAQs

How do | edit a workflow report template?

You can download the default report template from the Configurations home page.
After editing the template, upload the file. The uploaded report template takes effect
immediately; you do not need to restart the server.

How can | render a variable or property in a report?

To render variable and property information in a report, configure the report
template using the scope attribute of the <text> element. See Creating a Custom
Report Template for more information.

What statistical information is defined by the report engine?
The following data can be rendered in a report:
e Start time

e  Wait time

e End time

e Execution status

o IsAlertSent

e IsReminderSent

e IsEscalationSent

e LKscalation List

e Reminder List

e Alert List

e FError List
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7 Verisign Certiticate Management

Select Identity registers users through Services. To manage Verisign certificates
during the user registration process, use the Sl CertificateRequestProcess workflow
template. This workflow template calls the WorkflowCertificateRequest external call,
which is provided by Select Identity and is configured for managing Verisign
certificates.

Before you can use the WorkflowCertificateRequest external call to manage Verisign
certificates, you must perform the following steps:

1 Create a table named cert_vsaa the external call will use to store certificate
requests and responses. This table can be created in any database. The following
example creates the cert vsaa table and index in Oracle:

(

rgst id int NOT NULL ,

usr id int NOT NULL,

email ad varchar(64) NOT NULL ,
pswd_id varchar(32) NOT NULL ,
birth dt char(5) NOT NULL,
stat cd varchar (6) NOT NULL,
cert tx long

)i
CREATE INDEX cert vsaa idx on CERT VSAA(email ad);

2 Create a JNDI data source on the Select Identity server to access this table.

3 On the Select Identity server, create a file called verisign.properties, which is
used by the WorkflowCertificateRequest external call in the SI
CertificateRequestProcess workflow template. The following is an example of this
file:

verisign.dataSource=jdbc/Verisign
verisign.certtablename=cert_vsaa
verisign.certtable.record.delete=no
verisign.certtable.status.new=NEW
verisign.certtable.status.approve=APR
verisign.certtable.status.reject=NEW
verisign.certificate.tag=yes
verisign.mapping=com/trulogica/truaccess/externalcall/
certificatefunction/verisign/Verisign.Mappings
verisign.Certificate.Type=X.509

4 Create a file called verisign.Mappings, which is referenced in the
Verisign.propertiesfile and contains parameters used by Select Identity to
communicate with Verisign during certificate requests. The following is an

example of the format of this file:
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FORM VerisignTarget=VerisignTarget
FIELD operation=operation

FIELD mail firstName=FirstName
FIELD mail lastName=LastName

FIELD mail email=Email

KEY public key=

FIELD employeeID=EmployeelD

FIELD challenge=CertRegPswd

FIELD additional field5=AddnField
FIELD form file=FormFile

FIELD VHTML FILE=VHTMLFile

FIELD authenticate=authenticate
FIELD additional field3=AddnField3
FIELD additional field4=AddnField4
FIELD additional field6=AddnField6
FIELD user data l=user data 1
FIELD user data 2=user data 2
FIELD user data 3=user data 3
FIELD user data 4=user data 4

The FORM_VerisignTarget property provides information to connect to a Verisign
URL for certificate requests. It can contain a Verisign URL or a Select Identity
attribute in the Certificate service that stores the Verisign URL. In the above
case, the value VerisignTarget points to a Select Identity attribute configured at
the root Service Role level in the Certificate service, and its value is fixed.

)- Contact Verisign for the values needed in this file.

6 After creating these files, copy them to the following directory, replacing the
equivalent files provided when Select Identity was installed:

install dir/com/trulogica/truaccess/externalcall/certificatefunction/verisig
n

7 Then, when configuring the Service that will register the users, perform the
following:

8 Define attributes for the DN and CertRegPswd parameter values that are passed
to the WorkflowCertificateRequest external call by the SI CertificateRequestProcess
workflow template. Ensure the following:

— The CertRegPswd attribute must be visible and updatable in the view that
performs the Add operation.

— The DN attribute must not be present in the view that performs the Add
operation.

— Neither attribute should be present in any other view.

9 When configuring the business relationship, the Add New User and Add Service
events must use the Sl CertificateRequestProcess workflow.
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