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1 Introduction

This HP Select Federation Configuration and Administration Guide describes how to
configure Select Federation and perform basic administration tasks after Select Federation
has been installed.

This chapter provides a brief overview of the Select Federation concepts and capabilities.
Configuring and operating instructions are covered in their respective chapters, which also
provide detailed descriptions of Select Federation’s functions.

This chapter includes the following topics:
e Prerequisites

e What Select Federation Does

e Select Federation’s Key Features

e  Supported Federation Protocols

Prerequisites

This guide assumes a general knowledge of the web servers and databases used in the
targeted operating environment and a working knowledge of the following:

¢ Identity Management
e Federated Identity

e Access Control Solutions (such as Select Access, Oracle CorelD, or Windows Internet
Information Server)

What Select Federation Does

Select Federation offers a new solution to handling the single sign-on authentication problem
through a secure exchange of identity information among cooperating organizations. Whether
the sign-on occurs within one company or between multiple companies using open standards,
Select Federation can help companies achieve cross-domain single sign-on’s quickly and
easily.

Typically, a user has a web account that is used regularly such as a corporate account. In
addition to this account, the user may also have other independent accounts at one or more
web sites that are used less frequently. After these accounts are federated, the user can access
all federated web sites through the user’s most frequently used account without having to log
on each time.
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Built on the latest federated identity standards, Select Federation does not require any
radical changes to the existing technology infrastructure. It provides a de-centralized
approach to cross-domain single sign-on, provisioning and privilege management across
identity domains.

Select Federation offers easy integration with existing systems for (local) identity
management such as access control systems, provisioning systems and Windows solutions.

Setting Your Site Role When Deploying Select Federation

When you deploy Select Federation in your site, you must set the site role as one of the
following: (1) an Authority Site, (2) an Application Site, (3) both an Authority and Application
Site, or (4) a Federation Router. Typically, you and your Trusted Partner agree in advance on
how to set up the federation. Generally, one site hosts the application, while the other
provides the authentication for end users to seamlessly access the application. Specifically,
site role functions are as follows.

e Authority Site

An Authority Site (also called a SAML Producer or Identity Provider (IDP) Site) is a
Trusted Partner site that authenticates users and provides other authoritative user
information to other sites in a federation. For example, in a federation of an extranet with
a partners’ corporate portals, the portals act as the Authority site.

e Application Site

An Application Site (also called a SAML Consumer or Service Provider (SP) Site) is a
Trusted Partner site that participates in a federation to provide a service or application to
common users. The Application Site relies on the Authority Site for user authentication
and other information. In the extranet example, the site hosting the extranet is the
Application Site.

e Both Authority Site and Application Site

A single Select Federation instance can handle both Application and Authority Site roles.
For example, you may host an extranet for a partners’ employees, in which case your site
functions as an Application Site. However, your partners may also host applications that
require your employees to authenticate at your site, in which case your site functions as
an Authority Site.

¢ Federation Router

A Federation Router is a Select Federation installation that mediates between other IDPs
and SPs. Typically a Federation Router is deployed at the edge of an enterprise network
and mediates between external partners on one side and internal installations on the
other. The main benefit is that the internal partners do not need to maintain relationships
with all the external parties. Instead, the internal parties only need to connect with a
single Federation Router. Another significant benefit is that the Federation Router can
translate federation protocols. Therefore, an organization can standardize internally on a
single federation protocol while still being able to connect to partners using any of the
federation protocols that Select Federation supports. See Chapter 8, Federation Router for
more details.
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Select Federation’s Key Features

Select Federation is a J2EE-based server that can run on top of many J2EE servlet engines
such as BEA WebLogic and IBM WebSphere. Select Federation also includes its own built-in
application server.

Select Federation includes the following features:
¢ Comprehensive federation features including:
— Single Sign-On: Provides seamless navigation to common applications.
— Provisioning: Provides instant activation of users at common applications.

— Coarse-Grained Privilege Management: You can set the LDAP directory to
control which end users have access to which common applications.

— Termination: Also known as Single Logout (SLO), users terminated in the home
domain lose access to all the common applications.

e  Multi-protocol support. Select Federation supports all of the popular federation
protocols described in Supported Federation Protocols on page 24, including:

— SAML 1.0, 1.1 and 2.0
— Liberty Alliance ID-FF 1.1 and 1.2
— Liberty Alliance ID-WSF 1.0, 1.1 and 2.0

¢ Federation Router: You can use Select Federation as a Federation Router to simplify
trust relationships between Authority Sites (IDPs) and Application Sites (SPs). The
Federation Router acts as an intermediary for multiple organizational entities. See
Chapter 8, Federation Router for details.

e Easy integration with LDAP directories: Select Federation readily integrates with an
LDAP directory for obtaining user-profile and authentication information. Using an
LDAP directory is simply a matter of configuration, no code required. Select Federation
connects to the LDAP directory through the HP Select Access Adapter. The Select Access
Adaptor is a component of Select Federation that connects Select Federation with the
Select Access Policy and your LDAP repository (see Figure 3 on page 30) to see how the
Select Access Adaptor connects Select Federation with Select Access. Chapter 2, Select
Federation Architecture has more details on the Select Access Adaptor.

e Scalability and reliability: Designed to be deployed on multiple servers, Select
Federation can scale to handle large transaction loads.

How Select Federation Features Work

In a typical federation environment, multiple sites are seamlessly connected. It is important
that sites share their online descriptions or metadata with each other. This ensures that a site
knows where to send messages to another site in its federation, or a site knows that a message
that it has received is guaranteed to be from a site that it trusts and has not been tampered
with.

Metadata

Metadata in a federation is a description of the Trusted Partner site with which you want to
federate. It is an online exact description of a site in a federation. Metadata describes the
various URLs at which different site services (such as Single Sign-On and Single Logout) are
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available. It also describes the public key certificates so that sites receiving messages from
these Trusted Partner sites can confirm that the messages are signed correctly and have not
been tampered with. See Setting Up Partnerships on page 35 for more information on
metadata and how to exchange metadata with your partners.

In the SAML 1.0, SAML 1.1, and Liberty ID-FF 1.1 protocols, the metadata specifications are
either informal specifications or just a convention in the community about how to define the
metadata. Under the Liberty ID-FF 1.2 federation protocol, the metadata specification is
formalized, and metadata using this protocol is conforming and has been certified under
interoperability testing.

In Select Federation, site configuration is done using the Administration console. The
Administration console enables an administrator to publish the site’s metadata as well as
import other sites’ metadata. Select Federation simplifies the process of getting your
metadata for all the popular federation protocols. With one click, you can download your site
information into any of the needed federation protocol formats (see Sending Your Metadata to
Your Trusted Partner on page 38 for instructions). Alternatively, if your partner prefers the
information in text format, all information is readily available on the web page so that you
can copy and paste the text.

Single Sign-On (SSO)

Single Sign-On works as follows:

1 The user clicks a link at an Application Site or an Authority Site and is redirected to the
Select Federation instance at the Authority Site. Such links can be generated using the
Application Helper as described in Using the Application Helper on page 97.

2 To authenticate the user, Select Federation redirects the user to the Select Access
Adapter. The Select Access Adapter provides the authenticated user information to Select
Federation and redirects the user back to Select Federation.

3 Select Federation then generates a SAML or Liberty assertion for the user and redirects
the user to the destination Application Site.

4  The Select Federation at the Application Site receives and verifies the assertion. It then
identifies the local user.

5 Using the Select Access Adapter, the Select Federation at the Application Site sets a
temporary cookie in the browser. The cookie allows the user to seamlessly navigate to any
site protected by that Application Site’s Select Access instance.

6 The Select Federation at the Application Site then redirects the user to the final
destination URL to which the user initially intended to go.

User Provisioning/Activation

Select Federation supports user-provisioning or “activation” across identity domains. The first
time a new user accesses the Application Site, the user attributes that are needed by the
Application Site are requested from the Authority Site to automatically activate this new user
account.

The following steps show how user provisioning works, assuming both the Authority and
Application Sites use Select Federation:

1 A new user logs in to the user’s local “employee portal” or other internal application that
enables the user to access a federated partner site for the first time.

2 Select Access at the user’s home site uses the local Identity Management System or LDAP
repository to authenticate the user.
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3  When the user clicks the external link, the user is redirected to the local instance of Select
Federation. This generates a SAML or Liberty assertion for the user with a new
“federated-identifier” — an opaque large number that represents the user at the partner
site. Select Federation at the local site then redirects the user to Select Federation at the
external Application Site and transmits the assertion message.

4 Select Federation at the partner site receives the assertion message and obtains the
“federated identifier” from the assertion message. If Select Federation does not recognize
the federated identifier, it knows that the user is coming to the site for the first time and
thus requires provisioning or activation.

5 Select Federation then triggers the request for the activation profile from the user’s home
Select Federation.

6 The home Select Federation queries the LDAP repository for the user’s profile
information.

7 The home Select Federation provides the required profile attributes to the requesting
Select Federation (after verifying that the site policy allows such disclosure).

8 The Select Federation at the partner site then populates a new entry with all the profile
attributes in the partner’s LDAP repository that is known to the Select Access installation
there. It automatically assigns a local user ID for this new user.

Single Logout (SLO) or Termination

The user may click a “global logout” or “single logout” button at an application to indicate that
the user wishes to log out from all active sites. Select Federation provides a “single logout
URL” to which the application can redirect the user to do a global log out.

Select Federation redirects the user to the user’s Authority Site (IDP) with a signed logout
request. At the Authority Site, Select Federation keeps track of all the sites at which the user
is logged in and sends signed messages to all those Application Sites, enabling a global logout.

Select Federation can report SLO errors to end users by setting the reportSLOErrors
parameter in the <SF INSTALL DIR>/conf/tfsconfig.properties system
configuration file (see tfsconfig.properties on page 230 for more information). The reported
errors advise users to close their browsers to ensure that all sessions are terminated.

For compatibility with previous versions of Select Federation, SLO errors are not reported by
default, so this behavior will not change during an upgrade. For new installations, however,
the Select Federation Installer explicitly enables SLO error reporting. You may change this
setting after installation by editing the tfsconfig.properties file.

Name Federation Policy

Select Federation allows users to connect to Trusted Partner web sites in three ways: using
the user’s local name which has identifiable user information, using a unique identifier that
does not reveal the users’ identities to outside sites, or total anonymity. This feature is called
the Name Federation Policy. Regardless of which federation protocol is being used between
two sites, the authority site can determine a name-federation policy. This policy can be one of
three values:

¢ Local names: The local user IDs at the authority site are revealed unmodified to the
partner site. This is typically useful when two internal sites are using Select Federation to
enable single sign-on between them.

2]



¢ Pseudonyms: These are also identifiers or tokens that are generated to keep the user’s
local identity unknown to the Service Provider. Select Federation automatically generates
an opaque large random number mapping for a local user ID. Note that this pseudonym is
unique to each partner site that the user is federated with. Thus, unlike the One Time
Pseudonym, each time the user goes to the Trusted Partner site, the same identifier is
presented. The Service Provider or Application site will know that this user’s activity at
its site. This is an useful name ID policy in a typical business-to-business (B2B) scenario.

¢ One-time pseudonyms: These are anonymous identifiers or tokens (also an opaque
large random number) that is generated each time the user accesses a Trusted site. Every
time the same user visits the same partner site, Select Federation will generate a new
pseudonym for the user. This provides complete anonymity for the user at the partner site
and is useful in business-to-consumer (B2C) scenarios.

Attribute Exchange

Select Federation provides extensive support for exchanging personal information (user
attributes) between Trusted Partner sites. Applications typically need attributes about the
authenticated users. In a federated system, the most recent values for these user attributes
are at the original source of the authentication, such as the Identity Provider or SAML
Producer.

The administrator at the authority site can choose to allow, on a per partner site basis, certain
attributes to be pushed along with an authentication assertion (SAML or Liberty) and certain
attributes to be queried by a particular partner site. Attributes are configured in the Select
Federation properties file and are fetched on every user authentication. Select Federation can
further be configured to “push” attributes on every outbound user authentication when
working as a SAML producer or IDP, further saving the overhead in fetching attributes about
the user. See Chapter 7, Configuring Attributes for information on how to configure attribute
exchange.

Privacy Manager

Select Federation also includes Privacy Manager, the only end-user visible component of
Select Federation. Its visibility allows extensive customizing. Privacy Manager resides at the
relative URL: /pm within the Select Federation deployment. See Chapter 10, Configuring the
Select Federation Privacy Manager for more information.

Privacy Manager consists of two parts:

e Preference Setting service (privacy) — Available in HTML only and used like a separate
application to set privacy preferences before any user information is exchanged.

e Interaction/Consent service (irs) — Available in HTML and WML and invoked when the
user sets a preference to be prompted to give consent to the disclosure of information
about the user to a partner site. The transaction that the user initiates results in the need
for such disclosure and user consent.

For SAML protocols (2.0, 1.1 or 1.0), the Interaction / Consent screen is invoked only for
attributes that are “pushed” with the authentication assertion. SAML 1.1 or 1.0 protocols
cannot handle interactions during attribute queries, so such queries fail when a
preference setting calls for the user’s consent (requiring an interaction).

For Liberty protocols (1.1 or 1.2 and ID-WSF), the Interaction / Consent screen may be
invoked either during an attribute “push” within the Liberty Authentication Response
message or during a Liberty Profile Service query.
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Artifact Pickup Security Mechanisms

Select Federation provides extensive support for various security mechanisms between
Trusted Partner sites for picking up SAML artifacts. The supported security mechanisms are:

e Signature: The site requesting an artifact should digitally sign the request.

e SSL/TLS Client Authentication: The site requesting the artifact must provide a digital
certificate to successfully complete an Secure Sockets Layer (SSL) or Transport Layer
Security (TLS) client authentication handshake before the artifact may be disclosed.

e HTTP Basic Authentication: The site requesting an artifact must authenticate with a
user name and password. This option is provided mainly to support federation products
that do not support the other two security mechanisms.

Additional Utilities for Application Integration and Testing

Select Federation provides two additional utilities for easing application integration and
testing: Application Helper and Demo Application. See Chapter 6, Enabling Applications for
descriptions of both utilities.

Application Helper

The Application Helper allows web site administrators to obtain URLs that provide seamless
navigation between federated sites. With this information, an administrator can request a
federated logon from a site that is an Identity Provider or Authority Site. The Application
Helper can be found on the Select Federation Landing page, as shown in Figure 1. (See Using
the Application Helper on page 97 for more information.)

Introduction 23



Figure 1 Application Helper Link on the Select Federation Landing Page
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Demo Application

Demo Application is a regular J2EE application that uses the Select Access Servlet Enforcer.
It demonstrates that normal Select Access applications can benefit from the seamless
federated single sign-on and other capabilities provided by Select Federation. The Demo
Application is bundled with Select Federation and can be found at /sf-demo. (See Using the
Demonstration Program on page 98 for more information.)

Supported Federation Protocols

Select Federation is one of the most comprehensive federation protocol solutions. It supports
multiple federated identity protocol standards. Select Federation can support different
Trusted Partners in a federation that may be communicating using multiple federation
protocols. These protocols include existing Liberty Alliance and Security Assertion Markup
Language (SAML) protocols, as well as the following popular federation protocols: (1) SAML
2.0; (2) Liberty Identity Federation Framework (ID-FF) 1.1; (3) Liberty Identity Federation
Framework (ID-FF) 1.2; (4) Liberty Identity-based Web Services Framework (ID-WSF) 1.0,
1.1, 2.0; (5) SAML 1.0, 1.1; (6) Active Directory Federation Services (ADFS)/WS-Federation
1.0; and (7) CardSpace 1.0.
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SAML 2.0

SAML 2.0 is an identity federation standard that was created by the OASIS Security Services
Technical Committee (SSTC). It represents the convergence of the Liberty ID-FF 1.2
standard, and the prior SAML 1.x standards. Select Federation has been certified
interoperable by the Liberty Alliance for SAML 2.0. SAML 2.0 specifies a metadata format for
SAML 2.0 protocols that is supported by Select Federation. The metadata specification is a
conformant part of interoperability certification. The specification is available at:

http:/www.oasis-open.org/committees/tc_home.php?wg_abbrev=security#samlv20

Liberty Identity Federation Framework (ID-FF) 1.1

The first version of the Liberty Identity Federation Framework (ID-FF 1.1) provides basic
Single Sign-On capabilities. Select Federation is a Liberty ID-FF 1.1 certified interoperable
product, which supports all features of Liberty ID-FF 1.1 specified by the interoperability
specification, available at:

http:/www.projectliberty.org/specs/liberty-idff-1.1-scr-v1.0.pdf

Liberty Identity Federation Framework (ID-FF) 1.2

The second version of the Liberty Identity Federation Framework (ID-FF 1.2), coupled with
the Liberty Identity-based Web Services Framework (ID-WSF), extends the standards into
identity-based web-services capabilities. Select Federation supports all capabilities of Liberty
ID-FF 1.2 that are included in Liberty ID-FF 1.1. Select Federation also supports all the new
features, including the new metadata format, publishing metadata at URLs and so on.

Liberty Identity-based Web Services Framework (ID-WSF) 1.0, 1.1 and 2.0

ID-WSF 1.0, 1.1 and 2.0 provides standards for discovering and invoking identity-based web
services. Identity Service Interface Specifications is a set of standard service interfaces that
provide commonly required services. In the Liberty specifications, these services are limited to
a “personal profile” service and “employee profile” service. Select Federation provides a
Liberty ID-WSF-compatible Discovery Service and a configurable number of Data Services
Template (DST)-based services such as the Personal Profile service (ID-PP) and the Employee
Profile service (ID-EP). In the ID-WSF security mechanisms, Select Federation supports the
null, clientTLS and X509 security mechanisms.

SAML 1.0 and SAML 1.

The SAML specification is an XML framework for exchanging authentication and
authorization information. Select Federation supports both the SAML 1.0 and SAML 1.1
standards, including the ability to create and consume signed SAML authentication and
attribute assertions. Select Federation provides a SAML Authentication Authority and an
Attribute Authority.

Active Directory Federation Services (ADFS)/WS-Federation 1.0

ADFS (WS-Federation 1.0) is a proprietary protocol.
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CardSpace 1.0

CardSpace is an active client software protocol that manages the release of identity
information to Service Providers (SP). Identity information is organized into “cards” on the
end user’s computer. Each computer contains a set of “claims” or identity attributes, such as
name or email address. Each time the user is required to authenticate to an SP, the user
selects one of these cards, which determines the set of claims that will be sent.

Claims are sent to the SP in a security token, such as a SAML 1.1 assertion, which can be
self-issued (personal cards) or issued by an Identity Provider (managed cards). The claims
sent to an SP may optionally include a persistent pseudonym (private personal identifier),
unique for each SP to protect the user’s privacy.
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?2 Select Federation Architecture

Select Federation was architected to support all the federation protocols, with scaleability and
reliability in mind. Select Federation is a complete, easy-to-install federation solution that
integrates seamlessly with your existing Select Access deployment.

Components of Select Federation’s Architecture

Figure 2 provides an overview of Select Federation’s architecture and details how its
components integrate with Select Access through the Select Access Policy. The Select Access
Policy is created using Select Access Policy Builder. For more information on creating the
Select Access Policy, see “Authorize Entitlements with Access Policies” in the HP Select
Federation Installation Guide.

Select Federation is comprised of these key components which are detailed in this chapter:
e Protocol Responders

e Unified Federation Management Core

e Select Access Adapter

¢ Administration Console

e KeyStore

¢ Privacy Manager

Select Federation also connects to third-party software (an open source federation repository
is bundled with Select Federation) for these components:

¢ Federation Repository
e LDAP Repository
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Figure 2 Select Federation Architecture and How it Integrates with Select Access
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Protocol Responders

Protocol responders are J2EE servlets that receive messages either on the front-channel (from
a user-agent such as a browser) or on the back-channel (such as a SOAP message from
another Select Federation server). The front-channel and back-channel servlets are packaged
in separate “web-archives” or WARs so that they may be deployed on different servers or ports
with independent firewall configurations. These protocol responders represent:

¢  Front-channel URLs: Examples of front-channel URLs include the SAML Single
Sign-On Service URL or the Liberty Assertion Consumer Service URL. These URLs are
available and are advertised in the metadata.

¢ Back-channel Web-Services: Examples of back-channel Web Services include the
Liberty Profile Service or the SAML Attribute Authority Service. These URLs may be
advertised through the metadata (as in the case of the Liberty 1.1 SOAP service), or
through the Liberty Discovery Service which is also a part of the protocol responders.

Unified Federation Management Core
The Select Federation Unified Federation Management Core provides the basic infrastructure
for Select Federation to work. It manages the user-federation-session information, federation

mappings of user identities, circle-of-trust information of your Trusted Partner sites, and
audit events. It uses the federation repository to store all this information.

Federation Repository

You have two choices for a federation repository:
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¢ Relational database — Select Federation supports Oracle 10g, Oracle 9i, SQL Server
2000, and the Apache Derby database servers. The relational database is used by the
Unified Federation Management Core to manage all internal data required for a
federation. Apache Derby is bundled with Select Federation so there is no need to install it
separately.

e LDAP server — Select Federation supports SunONE 5.1 and ADS2003.

Select Access Adapter

The Select Access Adapter is a component of Select Federation that connects Select
Federation with Select Access and an LDAP v3 compatible directory to provide integrated
federated user authentication and user profile information. The Select Access Adapter obtains
information about the location of the LDAP directory using a configuration file that is
generated in the installation process. This configuration file can be manually edited for
subsequent changes. The LDAP directory is referenced for profile attributes of the user as
well as verifying membership for privileged access to external applications.

Administration Console

Select Federation provides an Administration Console that allows the root administrator to
add additional administrators to Select Federation and to monitor the activities of all
administrators and enabled end users. The Administration Console is a web front-end that
connects into Select Federation. It allows the administrator to monitor existing federations
with Trusted Partners including capabilities such as defining trusted sites, manually deleting
user federations, and viewing audit log.

KeyStore

The keystore is a Java Cryptography Architecture-compliant key store that can be realized in
software or hardware. Select Federation requires the keystore to be co-resident with it on the
same application server.

Privacy Manager

The Select Federation Privacy Manager is a unique component that empowers end users to
control the exchange of their personal attributes and their preferences about exchanging such
information between trusted sites. The Privacy Manager is provided with Select Federation. It
enables end users to consent the personal information that may be exchanged between
federated sites. This exchange of personal information typically occurs as a part of a Liberty
Profile Service query or a SAML Attribute query.

How Does Select Federation Work with Select Access?

Select Federation is designed to complement an enterprise’s existing Select Access
deployment, adding the specialized function of federated identity management. Select
Federation in effect extends the identity management capabilities of Select Access to disjoint
domains which may or may not be in your organization. Select Federation’s deployment model
is described by the following concept diagram.
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Figure 3 Select Federation Concept Diagram
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Select Federation delivers the federation capabilities that allow you to connect to all your
Trusted Partners regardless of which federation protocol and federation solution the partners
selected. As shown in Figure 3, Select Federation is connected to Select Access and the
associated applications that your end users need to access. Thus, with one instance of Select
Federation, your Select Access users are able to connect to with all your trusted partners’
applications without the user needing to login separately each time.
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3 Getting Started

This chapter provides an overview of the Select Federation interface. Detailed procedures for
each task are provided in subsequent chapters and in online help.

Select Federation provides an Administration console that allows the root administrator to
add and configure additional delegated administrators to Select Federation, and to monitor
the activities of these delegated administrators and end users. The Administration Console
allows administrators to perform the following functions:

e Download Metadata — Download metadata from your site as a file, which can be
uploaded into other sites that you trust. See Sending Your Metadata to Your Trusted
Partner on page 38 for more information and instructions.

e Manage partners — Set up, add, remove and edit partners and groups See Chapter 4,
Managing Partners for more information and instructions.

e Manage federations — View federated users and remove federated partners. See
Managing Federations on page 93 for more information and instructions.

e Audit server and admin activities — Monitor the activities of all administrators and the
enabled end users through viewing the server and admin audit logs. See Auditing on
page 81 for more information and instructions.

e Manage administrators — All administrators can change their passwords. Only the root
administrator can add and remove delegated administrators. See Managing Admins on
page 89 for more information and instructions.

Running the Administration Console

You access the Administration Console through the Select Federation Administration Console
startup page. The Select Federation Administration Console startup page is usually deployed
at:

http://<base-url>/tfs-internal

<base-url> is the root of the application server on which you have deployed Select
Federation.

) It is recommended that you deploy tfs-internal on a separate server for security reasons.
In this case, you would use the URL for that server to access tfs-internal rather than the
<base-url>.

After you deploy Select Federation, the Select Federation Administration Console landing

page opens with links to the documentation and various resources. This page also includes a
link to the Administration Console, as shown in Figure 4.
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Figure 4 Select Federation Administration Console Landing Page
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Click on Administration Console to open the Administration Console login page.

Figure 5 Select Federation Administration Console Login Page
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If Select Access is not used, the default Admin account is admin and the default password is
tgadmin.
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Change the default password immediately after installing Select Federation.

If Select Access is used to protect the Select Federation installation, then Select Access will
prompt for credentials, and the Select Federation login page will not be shown.

Navigating the Select Federation Administration Console

Menus

Getting Started

After you log in, the Administration Console Welcome page opens.

Figure 6 Administration Console Welcome Page
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The Welcome page includes the following options:
Menus — Allow you to link to all the features of this product.

Home Page Panels — Also allow you to link to all the features.

H Opens context-sensitive Help by clicking the question mark button on the upper
right-hand corner of a panel.

Home — Clicking Home brings you back to the Administration Console Welcome page
showing your site ID and type. This is the only page that allows you to download the metadata
that you need to exchange with you partners. See Exchanging Metadata with Your Partners
on page 36 for more information.

The menus link you to all the features of this product. You can also use the corresponding
links in the panel (see Home Page Panels on page 34 for more information).

Following is a brief summary of each menu. More details on how to use these features are in
the corresponding chapters:

33



34

Partners — Manage Partners — Allows you to create or remove Partner Groups, to view
the details of each Partner Group and Partners with which you have federations, to edit the
details of each Group or Partner and remove and/or change the configuration. See Chapter 4,
Managing Partners for more information and instructions.

Federations — Manage Federations — Allows you to see all of the users that are federated
with your Partners. You can also perform a search with a single user name. See Managing
Federations on page 93 for more information and instructions.

Admins —» Manage Admins —Allows only the root administrator to add and remove
delegated administrators. This menu is only available to the root administrator when Select
Federation is running in Standalone mode. See Managing Admins on page 89 for more
information and instructions.

Logs — View Server Audit Log — Allows any administrator to view all the operational
activities of each enabled user. See Server Audit Log on page 82 for more information and
instructions.

Logs —» View Admin Audit Log — Allows only root administrators to view the federated
identity activities of all administrators, when Select Federation is running in Standalone
mode. When Select Federation is running in Select Access-Integrated mode, this menu option
is available to anyone who is logged in. See Admin Audit Log on page 86 for more information
and instructions.

My Account — Change Password — Allows any administrator to change their password.
The root administrator can change the password of a delegated administrator. This menu
option is only available when Select Federation is running in Standalone mode. See Changing
the Admin Password on page 91 for more information and instructions.

My Account — View Details — Allows delegated administrators to view details about their
accounts that were added by the root administrator. This menu option is only available when
Select Federation is running in Standalone mode. See Viewing Delegated Admin Account
Details on page 92 for more information and instructions.

Help - Provides online help for the following:

Contents and Index — Allows you to see all available help in a Table of Contents or
search for a key word using an Index.

Online Support — Opens the HP Software Support page.

About Select Federation — Provides the version and copyright information for the
Select Federation product.

Home Page Panels

The following three panels on the Welcome page (see Figure 6) also link the administrator to
all the features of this product:

Manage Federations — You can search for a specific federation or click the Lookup button to
view all federations on the Federations page. This panel corresponds to the Federations —
Manage Federations menu option.

Download Metadata — You may download the metadata from your site as a file so that it can
be uploaded into other sites that you trust, or you may just view the parameters of your site.
You can only download metadata from the Welcome page.

Other Tasks — Each link corresponds to a menu option. See Menus on page 33 for a brief
description of each feature.
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4 Managing Partners

This chapter describes how to manage your partners in the following topics:
e Setting Up Partnerships

¢ Adding Groups and Partners to Your Circle-of-Trust

¢ Removing Partners and Groups from Your Circle-of-Trust

e Kditing Partner Parameter Settings

Setting Up Partnerships

A federated system depends upon trust between independent cooperating web sites to provide
a seamless experience to its common users. Select Federation acting as a node in such a
federated network needs to know about trusted partner sites that can act as either Authority
sites, which assert users that can seamlessly be provided access to local resources, or as
Application sites, which can provide seamless access to local users authenticated locally by
Select Federation, or both.

The main entity in Select Federation for expressing such a trust relationship is a “Partner.” A
partner is described in terms of its protocol metadata, various descriptive attributes, and
policy information. Select Federation also allows partners to be grouped together in “Groups.”
A Group shares a common set of policies. All groups and partners within that Group inherit
those policies. An administrator may override the Group setting for a particular partner
within that Group.

The basic advantage of a federation is that your enterprise can quickly provide the benefits of
a centralized identity management system to a larger set of users than is possible with a
centralized identity management system. This larger set of users can be within your
enterprise and/or from other organizations. They can also be customers, users of your
extranet, users of your supply chain, or other external users that you share with your partner
companies.

This section explains how to create and send the metadata from your Select Federation
installation to your Partners. For information on how to add Partners to your circle-of-trust,
see Adding Groups and Partners to Your Circle-of-Trust on page 41.

Using Federation Protocols

To create a federated link with your partner, you need to decide which protocol you and your
partner will use. You can then exchange the appropriate metadata with each other. The two
most popular open standard federation standards today are Security Assertion Markup
Language (SAML) and Liberty Alliance.

To set up a federation, you first need to decide your site's role (see Setting Your Site Role
When Deploying Select Federation on page 18 for more information):
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e Authority site role (also called Identity Provider (IDP)) — As an Authority site, you
authenticate users and allow them to seamlessly use other Application sites in your
federation.

e Application site role (called Service Provider (SP)) — As an Application site, you host an
application, but do not authenticate users.

e Both Authority and Application site roles — A single installation can also act in both roles
at various times, towards various partners and/or for different users. However it is not
very common for a single installation to play both an Application and an Authority role.

e Federation Router — As a Federation Router, you can simplify the trust relationships
between Authority sites and Application sites by mediating between external partners on
one side and internal installations on the other. See Chapter 8, Federation Router for
more details.

Once you have decided the role of your site, the first step is to download the metadata. Select
Federation is unique in the number of federation protocols it supports. This makes it easier to
connect to multiple partners that may not have selected the same standards or conventional
identity management solutions.

Understanding the Impact of Metadata on Federation

Metadata is an online exact description of a Trusted Partner site in a federation with which
you want to link. The metadata describes the Trusted Partner site’s public-key certificates
and the various URLs at which its site services (such as Single Sign-On, Single Logout) are
available. Because of the metadata, sites receiving messages from that Trusted Partner site
can confirm that those messages are signed by the Trusted Partner site and have not been
tampered with.

In some federation standards such as Liberty 1.2 or SAML 2.0, the metadata specification is a
conformant part of interoperability certification. In other specifications such as SAML 1.0,
SAML 1.1, and Liberty 1.1, there is either an informal metadata specification or a convention
in the community about how to define the metadata. In Select Federation, the Administration
Console enables an administrator to publish the site’s metadata as well as import other sites’
metadata.

Exchanging Metadata with Your Partners

To add Trusted Partner sites to your federation, both you and your Trusted Partner need to
upload each other’s metadata. Metadata exchange is mutual, so you need to ensure that the
other site has added your metadata to its federation. The sections that follow describe how to
forward relevant data to your partner.

You can download the metadata into a metadata file and send this file to your Trusted
Partner, or send the partner the information for manual entry.

’ If your site is a Federation Router, it acts as an Application towards Authority partners and
as an Authority towards Application partners. You may choose to download your Application
and Authority metadata as separate files so that you are only providing each partner the
information that they need. You may also choose to download your metadata in a single
combined Application/Authority file.

You need to know the protocol and protocol version that the Trusted Partner site is capable of
using, so that you can select the type of federation you would like to set up. Following are the
protocols and protocol versions you can select:
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e SAML 2.0, see Downloading Your Site’s Metadata for a SAML 2.0 Federation on page 39

e SAML 1.0 or 1.1, see Downloading your Site’s Metadata for SAML 1.0 or SAML 1.1 on
page 39

e Liberty ID-FF 1.1 or 1.2, see Downloading Your Site’s Metadata for a Liberty ID-FF 1.1 or
ID-FF 1.2 Federation on page 40

e Active Directory Federation Services (ADFS)/WS-Federation 1.0, see Downloading Your
Site’s Metadata for Active Directory Federation Services (ADFS)/WS-Federation 1.0 on
page 40

) CardSpace 1.0 does not define a metadata format, see Chapter 14, Configuring the
CardSpace 1.0 Protocol

Signed Metadata

The following protocol metadata can be self-signed by the entity that creates it, ensuring that
it cannot be modified without detection: SAML 2.0, SAML 1.1, SAML 1.0, Liberty 1.2. Select
Federation supports the following:

e Automatically signing sign-supported metadata when it is downloaded from the
Administration console.

e Verifying signed sign-supported metadata when uploaded to the Administration console.
If signature verification fails, the metadata is rejected.

e Manually re-signing sign-supported metadata after it has been downloaded.

Configuring Signed Metadata

To enable signed metadata support, set the following parameters in the <SF INSTALL DIR>/
conf/tfsconfig.properties system configuration file:

# Causes downloaded sign-supported metadata to be signed
signMetadata=1

# Causes signed sign-supported partner metadata to be verified. When enabled,

# signature status is displayed on the <sign-supported> Protocol Metadata tab in
# the admin console.

verifySignedMetadata=1

# Requires all uploaded metadata to be signed (unsigned metadata will be
# rejected)
#requireSignedMetadata=1

Re-signing Downloaded Metadata

You can use the command line utility, MetadataSign, to re-sign your metadata after it has
been downloaded. This is useful, for example, if you manually modify your metadata.

e For Windows:
At a DOS command prompt enter:
cd <SF_INSTALL DIR>\tools\metadata
MetadataSign.bat <Metadata-File-To-Sign> > <Signed-Metadata-File>

The “>” sign between the two file names pipes the output so that it may be written to a
file.

e For UNIX:
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At a UNIX command prompt enter:
cd <SF_INSTALL DIR>/tools/metadata
MetadataSign.sh <Metadata-File-To-Sign> > <Signed-Metadata-File>

The “>” sign between the two file names pipes the output so that it may be written to a
file.

Sending Your Metadata to Your Trusted Partner

Select Federation has simplified the process of obtaining your metadata for all the popular
federation protocols. With one click, you can download your site information into any of the
supported formats. Alternatively, if your partner prefers the information in text format, you
can open the file instead of saving it and cut-and-paste the file contents to a text file.

Following are the general steps you take to download the metadata and send it to your
Trusted Partner:

1 Be sure you are on the Welcome page. If not, click the Home link in the upper-right panel.

Select Federation administr

Select the federatio
protocol metadata
your partner needs.

Select Federation R Helgg=)

Site Id: https:/fidp1-d204-tg-rheld tox. net: 84434 f=
Type: Authority
Logged In Az:  admin

Manage Federations 7 Download Met

A
— S
id: Manage Partners
By Lzl | [ sam 2.0 wetadata «| [>" Manage Pariners
A Manage Admins
| Downinad SAML 2.0 Authorfy (D) Wetacata v] | » view server Audit Lo
Vigw Server Audit Log

Download Metadata A View Admin Audit Los
7 Change Password

Other Tasks

By partner id:

1 Select a protocol format and your site role from the drop-down lists in the Download
Metadata panel.

2 Click the Download Metadata button.

You are prompted to open the metadata file to view it, save the file on your hard drive, or
cancel downloading the metadata file.

Click the Save button to save the metadata file on your hard drive.

4  Send this file to your partner to be uploaded into your partner’s federation software.
Follow instructions in Adding a Partner for which Metadata is Available on page 43 to
upload your partner’s metadata file.

Chapfer 4



Downloading Your Site’s Metadata for a SAML 2.0 Federation

Select Federation uses metadata exchange with your Trusted Partner to set up the SAML
federation.

Perform the following steps to create your metadata file to be sent to your Trusted Partner:

1

Select SAML 2.0 protocol Metadata from the first drop-down list in the Download Metadata
panel on the Welcome page.

Do one of the following:

e Ifyour site is to be the SAML Consumer or Application Site, select Download SAML 2.0
Application (SP) Metadata from the second drop-down list in the Download Metadata
panel.

e If your site is to be the SAML Producer or Authority Site, select Download SAML 2.0
Authority (IDP) Metadata from the second drop-down list in the Download Metadata panel.

¢ To describe both the Authority Site and Application Site in one metadata file, select
Download Combined SAML 2.0 Application and Authority Metadata from the second
drop-down list in the Download Metadata panel.

Click the Download Metadata button in the Download Metadata panel.
Click the Save button to save the metadata file on your hard drive.

Send this file to your partner to be uploaded into your partner’s federation software.
Follow instructions in Adding a Partner for which Metadata is Available on page 43 to
upload your partner’s metadata file.

Downloading your Site’s Metadata for SAML 1.0 or SAML 1.1

Federation software from other vendors that does not support SAML 2.0 typically does not
recognize SAML 1.0 or 1.1. metadata. Only SAMLZ2.0 specified a format for metadata for
SAML protocols. Earlier versions of Select Federation supported a proprietary format for
SAML 1.0 and 1.1. metadata that is still supported in Select Federation.

The SAML 1.X metadata format is specified by Oasis (see http://www.oasis-open.org/
committees/tc home.php?wg abbrev=security). This format is based on the SAML 2.0
metadata specification.

Perform the following steps to create your metadata file to be sent to your Trusted Partner:

1 Select the SAML protocol that you and your partner have agreed to use, SAML 1.0 or
SAML 1.1 from the first drop-down list in the Download Metadata panel on the Welcome

page.
2 Do one of the following:

e Ifyour site is to be the SAML Consumer or Application Site, select Download SAML 1.x

Application (SP) Metadata from the second drop-down list in the Download Metadata
panel.

e Ifyour site is to be the SAML Producer or Authority Site, select Download SAML 1.x

Authority (IDP) Metadata from the second drop-down list in the Download Metadata panel.

e To describe both the Authority Site and Application Site in one metadata file, select
Download Combined SAML 1.x Application and Authority Metadata from the second
drop-down list in the Download Metadata panel.

Click the Download Metadata button in the Download Metadata panel.

4 Click the Save button to save the metadata file on your hard drive.
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5 Send this file to your partner to be uploaded into your partner’s federation software.
Follow instructions in Adding a Partner for which Metadata is Available on page 43 to
upload your partner’s metadata file.

Downloading Your Site’s Metadata for a Liberty ID-FF 1.1 or ID-FF 1.2 Federation

Perform the following steps to create your Liberty ID-FF 1.1 or ID-FF 1.2 metadata file to be
sent to your Trusted Partner:

1 Select the Liberty protocol that you and your partner have agreed to use, either Liberty
ID-FF 1.1 or ID-FF 1.2 from the first drop-down list in the Download Metadata panel on the
Welcome page.

If your partner is also using Select Federation, it may be desirable to choose Liberty 1.2.
However, all protocols will work between two instances of Select Federation.

2 Do one of the following:

e Ifyour site is to be the SAML Consumer or Application Site, select Download Liberty
1.x Application (SP) Metadata from the second drop-down list in the Download Metadata
panel.

e Ifyour site is to be the SAML Producer or Authority Site, select Download Liberty 1.x
Authority (IDP) Metadata from the second drop-down list in the Download Metadata panel.

e To describe both the Authority Site and Application Site in one metadata file, select
Download Combined Liberty 1.2 Application and Authority Metadata from the second
drop-down list in the Download Metadata panel.

Click the Download Metadata button in the Download Metadata panel.
4 Click the Save button to save the metadata file on your hard drive.

5 Send this file to your partner to be uploaded into your partner’s federation software.
Follow instructions in Adding a Partner for which Metadata is Available on page 43 to
upload your partner’s metadata file.

Downloading Your Site’s Metadata for Active Directory Federation Services (ADFS)/
WS-Federation 1.0

Perform the following steps to create your metadata file to be sent to your Trusted Partner:

1 Select ADFS (WS-Federation 1.0) protocol Metadata from the first drop-down list in the
Download Metadata panel on the Welcome page.

2 Do one of the following:

e Ifyour site is to be the SAML Consumer or Application Site, select Download ADFS
(WS-Federation 1.0) Application (SP) Metadata from the second drop-down list in the
Download Metadata panel.

e Ifyour site is to be the SAML Producer or Authority Site, select Download ADFS
(WS-Federation 1.0) Authority (IDP) Metadata from the second drop-down list in the
Download Metadata panel.

e To describe both the Authority Site and Application Site in one metadata file, select
Download Combined ADFS (WS-Federation 1.0) Application and Authority Metadata from
the second drop-down list in the Download Metadata panel.

3 Click the Download Metadata button in the Download Metadata panel.

4 Click the Save button to save the metadata file on your hard drive.
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5 Send this file to your partner to be uploaded into your partner’s federation software.
Follow instructions in Adding a Partner for which Metadata is Available on page 43 to
upload your partner’s metadata file.

Metadata URLs

The metadata URL for your installation is its ProviderId, with the following value:
https://<site-base-URL>/tfs

The metadata format under this URL can be specified by the defaultMetadata system
configuration parameter in the tfsconfig.properties file. The defaultMetadata
parameter can have one of the following values:

® libertyl2

e libertyllidp

e libertyllsp

® samllO

® samlll

® saml20

* wsfedlO

The default value is sam120.

Adding Groups and Partners to Your Circle-of-Trust

In Select Federation it is possible to create groups for your circle-of-trust partners. A group is
used to apply common federation policies such as protocol security mechanisms and attributes
to be exchanged to a set of partners. You can always override the policy setting for a particular
partner, even if that partner belongs to the group.

Organizing partners into groups gives you the benefit of better organization between different
types of partners and it will also make partner configuration easier, since you can make the
partner inherit its configuration from the parent group. You should note that the metadata is
always partner-specific — groups do not have metadata of their own.

Before you begin to add groups and partners, you need to determine the partner organization:
e How many groups do you want and what will be the group names?

e Into which groups will the partners belong?

e  Which partners will not be in groups?

) You cannot move partners to another group once they are added.

This section describes how to do the following:
e Add Groups to Your Circle-of-Trust
e Add Partners to Your Circle-of-Trust
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Add Groups to Your Circle-of-Trust

To add groups to your circle-of-trust, perform the following steps:

1 Select the Partners — Manage Partners menu options, or click the Manager Partners link on
the Welcome page.

The Partners page opens as shown in the following example.

Partners * Federations * Admins ~ Logs > MyAccount~ Help -~

E—
[ [Name: [Ty |
No Groups or Partners

2  Click on the New Group button in the left panel.
The New Group page opens.

Partners ~ Federations ~ Admins + Logs ~ My Account = Help =

New Group a

==

3 Enter a name for your Group in the Group Name field.
4  Click Create to finish.

The Display Info page opens. You can edit this page to add information specific to the
group. See Configuring the Display Information on page 57 for instructions on filling in
the display information.

) You can create subgroups easily by navigating to the Group of your choice and
performing Steps 2 - 4 again.

Add Partners to Your Circle-of-Trust

To add Partners to your circle-of-trust, you need to have the metadata for those Partners.
Metadata exchange is mutual, so you need to ensure that the other Partner has added your

metadata to its federation. For more information on metadata, see Understanding the Impact
of Metadata on Federation on page 36.
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There are two ways to get data from your partners:

e Ifthe Partner’s metadata file is available, download it from a well-known URL or get the
metadata securely from the administrator of the Partner. See Adding a Partner for which
Metadata is Available on page 43.

e Ifametadata file or download is NOT available, see Adding a Partner for Which Metadata
is Not Available on page 45.

) If you have a . crd infocard file issued by the CardSpace IDP, you can use that file
as metadata to configure the IDP as a partner. Be sure to remove any characters
preceding the “<Signature ...” in the file as these characters will cause
problems.

Select Federation can detect the protocol used by the Partner from the metadata provided by
that Partner. However it is recommended that you and your Partner agree upon the protocol

to use for the federation.

) To add an ADFS site as a partner to Select Federation, you must export the ADFS Trust
Policy as a file and import this file into Select Federation. For details on how to export the
ADFS Trust Policy as a file, see the Microsoft ADFS documentation.

Adding a Partner for which Metadata is Available
To create the new federation, you need your partner’s metadata file so that you can upload
this information into your Select Federation.
To add a partner for which metadata is available, perform the following steps:

1 Select the Partners — Manage Partners menu options or click the Manage Partners link on
the Welcome page.

The Partners page opens as shown in the following example.

Partners * Federations * Admins * Logs * MyAccount~> Help =

- .
Default Settings Application Attribute Policy | Authority Attribute Policy

O Gold Level Customers Group
D Partner IDP ADFS Authority
Partner IDP SAMLZ2.0 Authority

Remove Checked
e parner ] ewcrom

Notice Partners at the top of the left panel. This indicates the top-level group, which is the
default. All other groups and partners are added underneath.

2 Ifyou are adding a partner to a particular group, click in the check box next to the group
to which you want to add the partner.
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Otherwise, you can add a new partner to the default Partners group.
3 Click the New Partner button in the left panel.

The New Partner page opens.
Partners ¥ Federations ~

Admins * Logs ~

My Account = Help =

New Partner a

Type: Group
Partners = Gold Level Customers:

Partner Type: [ Authority (DP) [v]
o jere—

4  Enter a name for your Trusted Partner site in the Partner Name field.

You can assign any “friendly name” to describe your partner’s site on your HP
Administration Console. Enter the Partner Name as you would like it to appear in your
system.

) You must enter data into this field. This name is also visible to the end users.

5 Select the available role of your Partner under the Partner Type — either an Application,
Authority Site, or both.

e Ifyour site is an authority site or Identity Provider, then your Partner is the
application site or the Service Provider. Select Application (SP) as the Site Type for the
Partner you are adding.

e Ifyour site is an application site or Service Provider, then specify Authority (IDP) as the
Site Type for the Partner you are adding.

e To import both authority site and application site data in the same metadata file,
select Application/Authority (SP/IDP) for the Partner you are adding.

6 In the Protocol field, select either Auto-detect or the particular protocol that you would like
to use with the partner. Click Next.

The New Partner Meta Data page opens. Clicking Cancel will cancel the creation of a new
Partner.

Partners * Federations + Admins *+ Logs * MyAccount > Help =

New Partner Metadata: a

sau 20

© Metadata File: C:\Documents and Setting
@ Metadata URL:

7  You can either upload your Partner’s metadata file or get the information from a URL.

e Metadata File: Enter or browse to find the full path of the metadata file that you
received from your partner.
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e Metadata URL: Enter the URL where the metadata information from your partner
is stored (see Metadata URLs on page 41).

8 Click Create to complete the creation of your federation link.

Clicking Cancel will cancel the creation of a new Partner.

You will see a screen that shows the newly added Partner in the federation.
9 Click Edit to edit the details of the new Partner.

The Display Info edit page opens as shown in the following example.

> BigCustomer, Inc: ? Display Info Application Federation Policy Authority Federation Policy

A Application Attribute Policy | Authority Attribute Policy

BigCustomer, Inc

http:/fwww bigcustomer.comi=upportal
Big Customer supplier portal

ogo URL:

=

http:/fwew e bigcustomer.comfimagesilogo. gif

e lBES S BigCustomer Supplier Portal

The Name field is required, but the rest of the text fields are optional. However, filling in
these optional fields help the look-and-feel of the applications that process your federation
information. These optional fields allow you to import your Partner’s logo and link directly
to your Partner’s web page.

The URL is the default application that the Partner makes available for Single Sign-On
to users of your installation. This is mainly useful if you want to add a Single Sign-On link
to that partner’s application to a portal (see also Chapter 6, Enabling Applications).

) This URL is NOT a link to the Partner’s ProviderId.

10 Enter a one-line Description of the Partner site to which you are connecting. This is
optional and can be left blank.

Logo URL is the logo that appears on your portal and represents the logo of the
federation link you created. It can be your Partner’s logo. This field is optional.

Logo Text is the text that appears in the bubble when you put your mouse over the Logo
URL. This field is optional.

1 Click Save to save the changes you have made.

Clicking Cancel cancels the changes.

Adding a Partner for Which Metadata is Not Available

For partners using a protocol that does not specify a rigid metadata file format (such as SAML
1.0, SAML 1.1, ADFS (WS-Federation 1.0) and CardSpace 1.0), Select Federation allows
manual entry of metadata. The input fields for manual entry of metadata are dependent upon
the protocol and upon whether the partner site is an Authority (IDP) site or an Application
(SP) site.

The following sections describe how to manually add the protocol metadata:

e Manually Adding the SAML 1.x Authority Protocol Metadata
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Manually Adding the SAML 1.x Application Protocol Metadata

Manually Adding the ADFS (WS-Federation 1.0) Authority Protocol Metadata
Manually Adding the ADFS (WS-Federation 1.0) Application Protocol Metadata
Manually Adding the CardSpace 1.0 Authority Protocol Metadata

Manually Adding the SAML 1.x Authority Protocol Metadata

Perform the following steps to manually add your SAML 1.x Authority protocol metadata:

1

Select the Partners — Manage Partners menu options or click the Manage Partners link on
the Welcome page.

The Partners page opens.

The “Partners” heading at the top of the left panel indicates the top-level group, which is
the default. All other groups and partners are added underneath.

If you are adding a partner to a particular group, click in the check box next to the group
to which you want to add the partner.

Otherwise, you can add a new partner to the default Partners group.
Click the New Partner button in the left panel.

The New Partner page opens.

Enter a name for your Trusted Partner site in the Partner Name field.

You can assign any “friendly name” to describe your partner’s site on your HP
Administration Console. Enter the Partner Name as you would like it to appear in your
system.

) You must enter data into this field. This name is also visible to the end users.

Select the available role of your Partner under the Partner Type — either an Application,
Authority Site, or both.

e Ifyour site is an Authority Site or Identity Provider, then your Partner is the
Application Site or the Service Provider. Select Application (SP) as the Site Type for the
Partner you are adding.

e Ifyour site is an Application Site or Service Provider, then specify Authority (IDP) as
the Site Type for the Partner you are adding.

e To import both Authority Site and Application Site data in the same metadata file,
select Application/Authority (SP/IDP) for the Partner you are adding.

In the Protocol field, select SAML 1.x and click Next.

The New Partner Metadata page opens. Clicking Cancel cancels the creation of a new
Partner.
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The following figure is an example of the SAML 1.1 Authority New Partner Metadata
page.

Partners ¥ Federations * Admins * Logs * My Account* Help

New Partner Metadata: d

Authority
SAML 1.1

[orme | =
[ o v | |

E— )

Assertion Issuer Certificate:

Artifact Retrieval SOAP

e ]
Endpoint: ‘

|
|
Aﬂrix:l‘te Authority SOAP ‘ |
|

Endpoint:
Intersite Transfer URL: ‘

7  Click Manual Entry.

8 Fill in the necessary fields:

e Issuer Id: The identifier that the partner site includes in the issuer field in the
assertions that it generates.

e Source Id: A 20-byte hex encoded or base64 encoded binary value placed in artifacts
that the partner site generates, when using the artifact profile. It is not something
that can be chosen by the administrator adding the partner.

e Artifact Retrieval SOAP Endpoint: This is the location of the SAML responder’s
SOAP service used for artifact pickup.

e Attribute Authority SOAP Endpoint: This is the URL where your site will invoke
the partner's attribute authority service over SOAP for obtaining user attributes.

e Intersite Transfer URL: This field is optional. This is the SAML Inter-site Transfer
Service URL used to navigate to your partner site in the federation.

Click Create to complete the creation of your federation link.

A screen opens showing the newly added site in the federation. Clicking Cancel cancels the
creation of a new site. To edit the details of the new partner site, click Edit. See Changing
Settings for a Partner on page 55 for details.

You can view a SAML partner’s metadata and optionally update it. See Updating Your
SAML Protocol Metadata on page 71 for details.

Manually Adding the SAML 1.x Application Protocol Metadata

Perform the following steps to manually add your SAML 1.x application protocol metadata:

1

Select the Partners — Manage Partners menu options or click the Manage Partners link on
the Welcome page.

The Partners page opens.

The “Partners” heading at the top of the left panel indicates the top-level group, which is
the default. All other groups and partners are added underneath.
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2 Ifyou are adding a partner to a particular group, click in the check box next to the group
to which you want to add the partner.

Otherwise, you can add a new partner to the default Partners group.
3 Click the New Partner button in the left panel.

The New Partner page opens.
4  Enter a name for your Trusted Partner site in the Partner Name field.

You can assign any “friendly name” to describe your partner’s site on your HP
Administration Console. Enter the Partner Name as you would like it to appear in your
system.

) You must enter data into this field. This name is also visible to the end users.

5 Select the available role of your Partner under the Partner Type — either an Application,
Authority Site, or both.

e Ifyour site is an Authority Site or Identity Provider, then your Partner is the
Application Site or the Service Provider. Select Application (SP) as the Site Type for the
Partner you are adding.

e Ifyour site is an Application Site or Service Provider, then specify Authority (IDP) as
the Site Type for the Partner you are adding.

e To import both Authority Site and Application Site data in the same metadata file,
select Application/Authority (SP/IDP) for the Partner you are adding.

6 In the Protocol field, select SAML 1.x and click Next.

The New Partner Metadata page opens. Clicking Cancel cancels the creation of a new
Partner. The following figure is an example of the SAML 1.1 Application New Partner
Metadata page.

Partners ~ Federations ¥ Admins ~ Logs ¥ My Account ~  Help ~

New Partner Metadata: a
Appication
e

Protocol SAML 1.1

I Ea—
(o voan | |

Assertion Consumer
Certificate:

Assertion Consumer URL ‘ |
(artifact):

Assertion Consumer URL ‘ |
(post):

7  Click Manual Entry.
8 Fill in the necessary fields:
e Audience Id: The identifier for the Partner site.
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9

¢ Assertion Consumer Certificate: This certificate is used by the Assertion
Consumer to authenticate to the SAML Producer for picking up the SAML Assertion
Artifact. This certificate is required if the partner site signs the authentication
requests that it issues, but not otherwise.

e Assertion Consumer URL (artifact): This is the URL to which your site sends
assertion artifacts.

¢ Assertion Consumer URL (post): For SAML 1.1 only, this is the URL to which the
user is redirected from your site to the SAML consumer site when using the SAML
POST profile.

Click Create to complete the creation of your federation link.

A screen opens showing the newly added site in the federation. Clicking Cancel cancels the
creation of a new site. To edit the details of the new partner site, click Edit. See Changing
Settings for a Partner on page 55 for details.

You can view a SAML partner’s metadata and optionally update it. See Updating Your
SAML Protocol Metadata on page 71 for details.

Manually Adding the ADFS (WS-Federation 1.0) Authority Protocol Metadata

Perform the following steps to manually add your ADFS (WS-Federation 1.0) Authority
protocol metadata:

1

Managing Partners

Select the Partners — Manage Partners menu options or click the Manage Partners link on
the Welcome page.

The Partners page opens.

The “Partners” heading at the top of the left panel indicates the top-level group, which is
the default. All other groups and partners are added underneath.

If you are adding a partner to a particular group, click in the check box next to the group
to which you want to add the partner.

Otherwise, you can add a new partner to the default Partners group.
Click the New Partner button in the left panel.

The New Partner page opens.

Enter a name for your Trusted Partner site in the Partner Name field.

You can assign any “friendly name” to describe your partner’s site on your HP
Administration Console. Enter the Partner Name as you would like it to appear in your
system.

’ You must enter data into this field. This name is also visible to the end users.

Select the available role of your Partner under the Partner Type — either an Application,
Authority Site, or both.

e Ifyour site is an Authority Site or Identity Provider, then your Partner is the
application site or the Service Provider. Select Application (SP) as the Site Type for the
Partner you are adding.

e Ifyour site is an Application Site or Service Provider, then specify Authority (IDP) as
the Site Type for the Partner you are adding.

e To import both Authority Site and Application Site data in the same metadata file,
select Application/Authority (SP/IDP) for the Partner you are adding.
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6 In the Protocol field, select ADFS (WS-Federation 1.0) and click Next.

The New Partner Metadata page opens. Clicking Cancel cancels the creation of a new
Partner.

Partners * Federations * Admins * Logs * MyAccount v Help ~

New Partner Metadata:

ADFS (WS-Foderaton 1.0

=] =
o v | |

© Manual Entry
Account Federation Service URE | |

Account Federation Service
Certificate:

Account Federation Service URL: |

7  Click Manual Entry.
8 Fill in the necessary fields:
e Account Federation Service URI: The identifier for the Partner site.

e Account Federation Service Certificate: The certificate with which the partner
site signs the assertions that it issues.

The certificate field uses a PEM encoded certificate. Therefore, the entry must start
and end with the following:

¢ Account Federation Service URL: This is the URL to which the user is redirected
from your site to the ADF'S authority site to request authentication.

9 Click Create to complete the creation of your federation link.

A screen opens showing the newly added site in the federation. Clicking Cancel cancels the
creation of a new site. To edit the details of the new partner site, click Edit. See Changing
Settings for a Partner on page 55 for details.

You can view an ADFS (WS-Federation 1.0) partner’s metadata and optionally update it.
See Updating Your ADFS (WS-Federation 1.0) Protocol Metadata on page 77 for details.

Manually Adding the ADFS (WS-Federation 1.0) Application Protocol Metadata

Perform the following steps to manually add your ADFS (WS-Federation 1.0) Application
protocol metadata:

1 Select the Partners — Manage Partners menu options or click the Manage Partners link on
the Welcome page.

The Partners page opens.
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Managing Partners

The “Partners” heading at the top of the left panel indicates the top-level group, which is
the default. All other groups and partners are added underneath.

If you are adding a partner to a particular group, click in the check box next to the group
to which you want to add the partner.

Otherwise, you can add a new partner to the default Partners group.
Click the New Partner button in the left panel.

The New Partner page opens.

Enter a name for your Trusted Partner site in the Partner Name field.

You can assign any “friendly name” to describe your partner’s site on your HP
Administration Console. Enter the Partner Name as you would like it to appear in your
system.

) You must enter data into this field. This name is also visible to the end users.

Select the available role of your Partner under the Partner Type — either an Application,
Authority Site, or both.

e Ifyour site is an authority site or Identity Provider, then your Partner is the
application site or the Service Provider. Select Application (SP) as the Site Type for the
Partner you are adding.

e Ifyour site is an application site or Service Provider, then specify Authority (IDP) as the
Site Type for the Partner you are adding.

e To import both authority site and application site data in the same metadata file,
select Application/Authority (SP/IDP) for the Partner you are adding.

In the Protocol field, select ADFS (WS-Federation 1.0) and click Next.

The New Partner Metadata page opens. Clicking Cancel will cancel the creation of a new
partner.

Partners * Federations *+ Admins * Logs * MyAccount~ Help v

New Partner Metadata: a
ETENN ppication
ADFS (WS-Federation 1.0}

@ Metadata URL:

Resource Federation Service

Resource Federation Service
URL:

Click Manual Entry.
Fill in the necessary fields:
¢ Resource Federation Service URI: Identifier for the Partner site.

¢ Resource Federation Service URL: URL to which the user is redirected from your
site to the ADF'S resource site with an authentication assertion.

Click Create to complete the creation of your federation link.
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A screen opens showing the newly added site in the federation. Clicking Cancel cancels the
creation of a new site. To edit the details of the new partner site, click Edit. See Changing
Settings for a Partner on page 55 for details.

You can view an ADFS (WS-Federation 1.0) partner’s metadata and optionally update it.
See Updating Your ADFS (WS-Federation 1.0) Protocol Metadata on page 77 for details.

Manually Adding the CardSpace 1.0 Authority Protocol Metadata

Perform the following steps to manually add your CardSpace 1.0 Authority protocol metadata:

1

Select the Partners — Manage Partners menu options or click the Manage Partners link on
the Welcome page.

The Partners page opens.

The “Partners” heading at the top of the left panel indicates the top-level group, which is
the default. All other groups and partners are added underneath.

If you are adding a partner to a particular group, click in the check box next to the group
to which you want to add the partner.

Otherwise, you can add a new partner to the default Partners group.
Click the New Partner button in the left panel.

The New Partner page opens.

Enter a name for your Trusted Partner site in the Partner Name field.

You can assign any “friendly name” to describe your partner’s site on your HP
Administration Console. Enter the Partner Name as you would like it to appear in your
system.

) You must enter data into this field. This name is also visible to the end users.

Select the available role of your Partner under the Partner Type — in this case, you can only
select Authority (IDP).

Select Federation only supports IDP partners for CardSpace 1.0.
In the Protocol field, select CardSpace 1.0 and click Next.
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The New Partner Metadata page opens as shown in the following example. Clicking
Cancel will cancel the creation of a new partner.

New Partner Metadata: da

Authority
CardSpace 1.0

@ Metadata File: I Browse...
# Metadata URL: |

© Manual Entry

L e -]

Issuer Id: Ihttp:ﬂsta.labs.live.c om/

Issuer Token Type: l]ttp:ﬂd ocs.0asis-open.orgfwss/oasis-wss-saml

Issuer Centificate: 5tv0zAdw292uMcyLdKRAWASZITckw+ :|
+GpBarFRIBgMik

MEQST0mtC8K16pU2azhaA BeVhYvsj/

SgzbnjyuPZCkFCHHol++6CK KncTXAB

BbTL44svztM/C j
LkErmylxkBGaEQJBISATPnPPbRnofksf Y

Create [ Cancel

7  Click Manual Entry.

8 Select the Card type: managed or personal.

) After you click Create to create this new partner, you cannot change the card type.

e If you select managed, you can enter information in the following enabled metadata
fields:

— Issuer Id: The identifier from the Issuer of an infocard, which was issued by the
partner.

— Issuer Token Type: Token in the SupportedTokenTypelList of an infocard
issued by the partner. This can be either:

urn:oasis:names:tc:SAML:1.0:assertion
or

http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1
#SAMLV1.1.

Check the strings in the infocard to determine which value to use.

— Issuer Certificate: Certificate that the partner uses to sign tokens. This can be
taken from the signature of an infocard issued by the partner.

The certificate field uses a PEM encoded certificate. Therefore, the entry must
start and end with the following:

e If you select personal, all fields are disabled since there is no additional metadata.
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The only way you can configure a personal card partner is through this manual
method. There can only be one configured personal card partner.

0 Use caution when configuring acceptance of personal cards. The values of profile attributes
received through personal cards are untrustworthy as they are self-asserted and users can
set them to any value. You may find personal cards useful for testing or for tracking users on
an anonymous basis.

9  Click Create to complete the creation of your federation link.

A screen opens showing the newly added site in the federation. Clicking Cancel cancels the
creation of a new site. To edit the details of the new partner site, click Edit. See Changing
Settings for a Partner on page 55 for details.

You can view a CardSpace 1.0 partner’s metadata and optionally update it. See Updating
Your CardSpace 1.0 Protocol Metadata on page 79 for details.

Removing Partners and Groups from Your Circle-of-Trust

Follow these steps to remove an existing Partner or Group:

1 Select the Partners — Manage Partners menu options or click the Manage Partners link on
the Welcome page.

The Partners page opens as shown in the following example.

Partners * Federations * Admins + Logs ¥ MyAccount~ Help~

- —
22T es TP Application Attribute Policy | Authority Attribute Policy
[ [Wame:  [Tyer |

b127-pe-to-b311 =pl tg-rhel3  Application
k311 bothO tg-rheld Application
£311plus both0 tg-rheld Application
sriram-WSC-3080-SP Application

I

BigCustomer, Inc Group

Remove Checked

2 Click in the check box or check boxes next to the Partner and/or Group that you want to
remove.

If you are removing a group that still contains partner entries, the partner entries are
deleted along with the group.

3 Click Remove Checked.
A confirmation dialog opens asking if you want to remove existing federations.

4 Click OK to remove the selected partners and groups.
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Editing Partner Parameter Settings

Select Federation allows you to make changes to all the parameters of your existing
federations, including the following information:

Display Info: This describes how your Partner appears in your system. For details, see
Configuring the Display Information on page 57.

Federation Policy: These are the rules that you and your partner agreed to use in
communicating between your sites. For details, see Configuring the Federation Policy on
page 58.

Application Router Policy: Available only for a Federation Router, you can configure a
Select Federation Router to restrict the Authorities that each of its Application partners
can talk to, and set the Target URL prefixes rule. For details, see Configuring the
Application Router Policy on page 64.

Attribute policy: You can configure and change the user profile attribute exchange. For
details, see Configuring the Attribute Policy on page 66.

Protocol Policy: These are the actual protocol parameters, also known as metadata,
consisting of URLs for various protocol services, certificates, and so on. For details, see
Configuring the Protocol Policy and Metadata on page 71.

Changing Settings for a Partner

You can edit any of the partner settings in the federations you have in your system, such as:

View the details of each Partner with which you have a federation
Edit the details of each site

Remove, and/or change the configuration

To edit partner settings, perform the following steps:

Managing Partners

1

Select the Partners — Manage Partners menu options or click the Manage Partners link on
the Welcome page.
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The Partners page opens as shown in the following example.

Partners * Federations * Admins * Logs * MyAccount > Help =

[ lwame:  Typer
b137-pe-to-b311 =p0 tg-rhel3 | Application
D b311 both0 tg-rheld Application
D b311plus both0 tg-rheld Application
D sriram-WSC-3080-SP Application
D BigCustomer, Inc Group

2 Click on the Name of the site that you want to edit.

The Display Info page opens with basic information related to this Partner.

Partners + Federations ~ Admins + Logs ~ My Account ~ Help =

Parmers o 2B ET0 Bl Application Federation Policy | Application Attribute Policy
132
ﬁppl.‘i}c};\ahtﬂifré SAML 2.0 Application Protocol Policy SAML 2.0 Protocol Metadata

.0
hitp:/isp0.b127-pe-to-b311 tg-
rhel3.cu p.hp.mn:%ﬂﬂ:‘ﬁs n

b127-pe-to-b311 =p0 tg-rheld

http:#f=p0.b127-pe-to-b311/ef-demoiprotected/zp-
demo.jzp

The following information displays in the left panel.

e Partners: Displays the Partner or Group name as a link. When you click on the name
link, the first Partners left panel (select Partners — Manage Partners) displays.

For a subgroup, displays the parent Group name as the link after the Partners link. A
link is added for each parent Group and subgroup. When you click on a parent Group
name, the information for that Group displays in the right panel in the Display Info
tab.

e Type: Displays one of the following:
— For a Partner, displays the site role: Authority, Application, or both.
— For a Group, always displays Group.

e Protocol: Displays the protocol that this federation used. It can be SAML 2.0, SAML
1.1, SAML 1.0, Liberty 1.2, Liberty 1.1, ADFS (WS-Federation 1.0), or CardSpace 1.0.

e Partner Id: Displays the URL for the Trusted site with which you have a federation.
3 Do one of the following:
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¢ C(Click the Edit button on the Display Info page to edit Partner details. See
Configuring the Display Information on page 57.

e Select the (Application for an SP Partner or Authority for an IDP Partner)
Federation Policy tab. See Configuring the Federation Policy on page 58.

e Select the (Application for an SP Partner or Authority for an IDP Partner) Attribute
Policy tab. See Configuring the Attribute Policy on page 66.

e Select the Protocol Policy tab that is available for your selected Partner. For
example, if your Partner is an SP, the tab may be SAML 2.0 Application Protocol
Policy. See Configuring the Protocol Policy and Metadata on page 71.

e Select the Protocol Metadata tab that is available for your selected Partner. For
example, for either SP or IDP partners, the tab may be SAML 2.0 Protocol Metadata.
See Configuring the Protocol Policy and Metadata on page 71.

e Select the Application Router Policy tab that is available at a Federation Router
installation for its Application partners. See Configuring the Application Router
Policy on page 64.

Configuring the Display Information

The Display Info page contains the data that determines how your Partner appears on your
federation web page. This includes your Partner’s name, URL, and/or logo. Only the Partner
name is required. The information on this Display Info page can also be used for Groups.

The only required field is the Name. All other fields are optional.

To add or change your Partner’s detail information, perform the following steps:

1

Perform steps 1 and 2 in Changing Settings for a Partner on page 55 to open the Display
Info page.

Click Edit in the Display Info page.

The Display Info edit page opens as shown in the following example.

> BigCustomer, Inc: ? Display Info Application Federation Policy | Authority Federation Policy

BigCustomer, Inc

http:ifwwerw bigcustomer.com/supportal

Big Customer supplier portal
http:/fwww bigcustomer.comiimages/ogo.gif

Ses GBS | gigCustomer Supplier Fortal

=

This page allows you to add or change any of the fields. Filling in the optional fields help
the look-and-feel of the applications that process your federation information. These
optional fields allow you to import your Partner’s logo and link directly to your Partner’s
web page.

Optionally, change your Partner’s site name as you would like it to appear in your system.

Your Partner’s site name is automatically entered. The Name field must be filled in.

4 Optionally, fill in any of the following fields.

Managing Partners
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These fields are used to distinguish your Partner:

e URL: Your Partner’s URL that users may use as a home page, if this site acts as an
IDP portal.

) This URL is NOT a link to the Partner’s ProviderId.

e Description: You can enter a one-line description of the Partner Site to which you are
connecting.

e Logo URL: Logo that appears on your portal and represents the logo of the federation
link you created. It can be your Partner’s logo.

e Logo Text: Text that appears in the bubble when you put your mouse over the Logo
URL.

5 Click Save.

The saved Display Information view page opens as shown in this example.

Partners ¥ Federations ¥ Admins * Logs ¥ MyAccount~> Help v

> BigCustomer, Inc: 7 Display Info Application Federation Policy Authority Federation Policy
Group Application Attribute Policy | Authority Attribute Policy

No Groups or Partners
BigCustomer, Inc

B Customer supplier pora!
Logo URL: hitp:fhwew w bigocustomer. comiimages/logo. gif
Logo Text: BigCustomer Supplier Portal

Remove Checked

Configuring the Federation Policy

The federation policy is the set of rules that both you and your Partner agreed to use in
communicating between the sites.

If your site is an Authority Site (IDP), you can edit the site federation policy for each
Application Site in your federation on the Application Federation Policy page.

If your site is an Application Site (SP) you can choose one or more Event Plugin chains on the
Authority Federation Policy page, which you already specified in the
tfsconfig.properties file.

Configuring the Application Federation Policy

Following are the Application Federation Policy rules:
e Name Federation
e User Consent

e Single Sign-On
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e Restrict Access to Group

If your site is the Authority Site (IDP), you can configure the Application Site Federation
Policy for each Application Site in your federation.

Perform the following steps to configure the Application Federation Policy rules:

1 Select the Partners — Manage Partners menu options or click the Manage Partners link on
the Welcome page.

The Partners page opens.
2 Click on the Name of the site with which you have a federation that you want to edit.
3 Select the Application Federation Policy tab.

The Application Federation Policy page opens as shown in the following example.

VRS Application Federation Policy [0 s Lt e e
Application Router Policy SAML 2.0 Application Protocol Policy
SAML 2.0 Protocol Metadata |

_Hgme Federation: Ps_e_wg:anyn‘ts | hhgr'rh;_ﬁ frum_ Pﬁljtne_rs
Not Reguired Inherited from Partners

Single Sign-Omn: Enabled | Inherited from Partners
Inherited from Partners

4  Click Edit to change your Application Federation Policy.
The Application Federation Policy edit page opens.

Display Info Application Federation Policy Wt LR 1T ERELTLT
Application Router Policy SAML 2.0 Application Protocol Policy '

SAML 2.0 Protocol Metadata i

Name Federation:

[]
Owverride
Partners

User Consent: Mot Required ] D

Override
Partners

Enabled []
Override
Partn-ers

Resirict Access to Group: Group & |

Ovwverride
Partners

Cancel
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Initially the Application Federation Policy is inherited from the parent Group where the
Partner resides. You can either edit the parent Group’s Application Federation Policy to
affect all Partner’s under the Group in the same way or Override the Group Policy and edit
the Partner’s Policy by itself.

Make changes to any of the following fields if you want to change your Partner’s
Application Federation Policy from the Group policy:

e Name Federation: User identifier to connect to Partner web sites (see Name
Federation on page 60). Check the Override check box to make this field available.

¢ User Consent: Required or Not Required (see User Consent on page 60). Check the
Override check box to make this field available.

¢ Single Sign-On: Enabled or Disabled (Always Re-Authenticate) (see Single Sign-On on
page 61. Check the Override check box to make this field available.

) If you set Single Sign-On to Disabled, the user must be re-authenticated each time
the user logs on.

¢ Restrict Access to Group: Group name of local users who are to be allowed access to
certain partner sites (see Restrict Access to Group on page 61). Check the Override
check box to make this field available.

Click Save to save your settings.

Name Federation

Select Federation allows users to connect to Partner web sites in three ways:

Using the user’s local name which has identifiable user information.
Using a unique identifier that does not reveal the users’ identities to outside sites.
Total anonymity. This is accomplished through the following identifiers:

— Local Names — names (or identifiers) that the users are known by at the Identity
Provider or Authority site. The Authority Site may also elect to pass some user
information to the Service Provider. One Time Pseudonyms and Pseudonyms are
generated and used in place of the Local Name.

— Pseudonyms — identifiers that are randomly generated to keep the user’s local
identity unknown to the Service Provider. However, unlike the One Time Pseudonym,
each time the user goes to the Partner site, the same identifier is presented. The
Service Provider or Application site knows that this user has been active at its site.

— One Time Pseudonyms — identifiers that are randomly generated each time the

user accesses a Trusted site, providing the strongest privacy to users.

’ If you are using the One Time Pseudonym name federation policy, you cannot link
accounts on an IDP / Authority to an existing account on an SP / Application. This
is because the linked account at the SP refers to a federated identifier that is never
repeated by the IDP, so a user navigating to the SP for a second time is not
recognized as a returning user.

User Consent

The first time a user goes to a new Trusted Partner Site, the user has the option to consent to
sending the user’s federated name identifier to this Trusted Site. The type and level of user
information that would be transmitted are determined by the Authority Site (IDP). The
administrator decides whether User Consent is Required or Not Required. To enable
attribute consent, see Configuring the Use of End User Privacy Policies on page 168.
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If your site is the Authority Site, you can edit the site federation policy for each Application
Site in your federation.

Single Sign-On

A Select Federation administrator can choose whether Single Sign-On (SSO) is enabled or
disabled:

e Enabled: Once the user is authenticated, the user can logon any time without being
re-authenticated.

e Disabled: The user must be re-authenticated each time the user logs on. The SSO Disabled
(Always Re-authenticate) option is not supported when Select Federation is integrated
with Select Access or Oracle COREid.

Restrict Access to Group

A Select Federation administrator can choose which of the local users have access to certain
partner sites by specifying a value in the Restrict Access to Group field on the
Application Federation Policy page. For an example, see the figure in step 4 in the
instructions in Configuring the Application Federation Policy on page 58.

The Group name depends upon the directory plugin being used, since this name is passed
verbatim to the Directory Plugin's “is Member” method. Out-of-the-box Select Federation uses
an LDAP directory plugin so the value of this field should be the LDAP Distinguished Name
(DN) of the LDAP group of which the user must be a member to be able to access that site.

If you have specified a custom Directory Plugin, this parameter is passed exactly as specified
to the DirPlugin:isMember method of the Directory Plugin.

) When using the Sun Directory Server, make sure that the type of group that you create in the
directory is a “Role” and sets the nsRole attribute in the user object. Also change the value of
the configuration parameter 1dapGroupMembershipAttr to be nsRole in the
tfsconfig.properties file.

Configuring the Authority Federation Policy

Select Federation supports using Event Plugins for Application (SP) Sites. Event Plugins
enable advanced integration by processing login, logout, and deactivation events at an SP site
before the user is sent to an application. You can specify one or more Event Plugin chains in
the tfsconfig.properties file.

You can use one of the following Event Plugin configuration models:

¢ Global Event Plugin — One Event Plugin chain that is used by all IDP partners of an
SP site.

¢ Per-partner Event Plugin — Multiple Event Plugin chains that are used on a
per-partner basis of an SP site.

For detailed information on using and configuring Event Plugins, see Chapter 9, Event
Plugins.

Select Federation also supports Proxy Limits for Application Sites or Federation Router Sites.
A Proxy Limit is the number of proxying hops allowed between the Authority Site (IDP) that
receives the Authentication and the IDP who authenticates the user. This is an optional
attribute that you can set on a per-IDP basis. See Proxy Limit on page 63 for details.

) Only Liberty 1.2 and SAML 2.0 support proxy limit.
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Global Event Plugin

When you specify a Global Event Plugin chain in the tfsconfig.properties file, all users
coming from any IDP partner are first subjected to the execution of the Global Event Plugin
chain. You can only view the Global Event Plugin on the Authority Federation Policy page. If
you want to change the Global Event Plugin, you must change it in the
tfsconfig.properties file.

To view the Global Event Plugin on the Authority Federation Policy page, perform the
following steps:

1 Select the Partners — Manage Partners menu options, or click the Manage Partners link on
the Welcome page.

The Partners page opens. The default partner group is selected by default.
2 Select the Authority Federation Policy tab.

The configured Global Event Plugin chain appears on the Authority Federation Policy
page as shown in the following example.

Partners v Federations ~ Logs v My Account v Help

Partners: Ol TR TR | Authority Federation Policy
[ [deme: e
D DRl Authority
0 s Applcation ERy, L et i b
=pEventPlugin (Activation with fallback)
D Gl Group
Edit

& Group
D DE2 Authority
D Secure SP 6443 Application

Remove Checked

Per-partner Event Plugins

When you want to execute a different set of Event Plugins (chain) on a per-partner basis,
users coming from a specific IDP are first subjected to the execution of the Event Plugin chain
specified for that IDP. After you have specified the per-partner Event Plugin chains in the
tfsconfig.properties file, open the Administration console and select which Event
Plugin chain or chains will be used by each IDP partner.

To select the per-partner Event Plugin chains, perform the following steps:

1 Select the Partners — Manage Partners menu options, or click the Manager Partners link on
the Welcome page.

The Partners page opens.
2 Select the IDP partner.
3 Select the Authority Federation Policy tab.
The Authority Federation Policy page opens.
4 Click Edit.
5 Click the Override Partners check box to enable the Event Plugin Chain dropdown list.
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You can set values at the group level, which is then inherited by all subgroups and IDPs
that belong to that group. IDP1 has inherited settings from the Partners group. To specify
an Event Plugin chain for IDP1 you need to override the inherited Event Plugin chain.

The plugin chains are listed in the dropdown list as shown in the following example:

P e Ol Authority Attribute Policy. | SAML 2.0 Authority Protocol Policy | SAML 2.0 Protocal Metadata

: O] overse parners

Event Plugin Chain: | chain2 (Activation with fallback ) v Override Partners

chain1 (Access Mgmt with Activation)

ichain2 (Activation with fallback )

6 Select an Event Plugin chain for that IDP.

7 (Optionally) you can set the Proxy Limit if your site is an Application Site or a Federation
Router by doing the following:

) Only Liberty 1.2 and SAML 2.0 support proxy limit.

a Click the Override Partners check box to enable the Proxy Limit dropdown list.

b Select a number.

) Proxy Limit settings can be inherited, so you can set the value at the group level.
This value is then inherited by all subgroups and IDPs that belong to this group.
In the above figure, IDP1 has inherited settings from the Partner group. See Proxy
Limit on page 63 for more details.

8 Click Save.

) Make sure that the global parameter (spEventPlugin) is disabled. Otherwise
you will not see any of the defined chains specified by the
spEventPluginChoices parameter. You will see a warning above the Event
Plugin Chain dropdown list as shown in the following figure:

P e e ol Authority Attribute Policy | SAML 2.0 Authority Protocol Policy | SAML 2.0 Protocol Metadata

Frooy Ll [ override Partners

Per-partner EventPlugin choices will not be 22en unlezs the glnhal zetting (2pEventPlugin parameter) iz dizabled.
P i =0

Proxy Limit

Proxy Limit is an optional attribute that can be specified within an Authentication Request.
Select Federation allows you to set the ProxyCount on a per-IDP basis. Since Authentication
requests can be sent by both Service Providers (SPs) and Federation Routers, this
functionality is available if your installation is either a Service Provider or a Federation
Router. The default value assumed by Select Federation in the absence of any setting is No
Limit, that is there is no upper limit on the number of hops between intermediary routers and
the final Authority.

) Only Liberty 1.2 and SAML 2.0 support proxy limit.
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The SP and the Federation Router may have different policies and level of trust for the same
IDP. For instance, consider a scenario where an SP within CompanyA would like to be
authenticated by an IDP which sits somewhere outside the company. The SP might allow up
to four hops, but the Federation Router sitting at the boundary of CompanyA might only want
to accept direct authentication by this particular IDP. In the event that the per-IDP Proxy
Limit settings at the SP and the Federation Router differ, the setting at the Federation Router
takes precedence. In the above example, the Router would override the ProxyCount value sent
by the SP in its Authentication request. The new Authentication request sent out by the
Federation Router will have the Proxy Limit set to 1.

It is possible to specify the range of values that will be shown in the Proxy Limit dropdown list
on the Authority Federation Policy edit page. Simply set the maxProxyCount parameter in the
tfsconfig.properties file as follows:

# Set the maximum value that will be shown in the ProxyCount drop-down list
maxProxyCount=10

In the absence of this parameter, the default maximum proxy count is 5.

Configuring the Application Router Policy

A Federation Router has different levels of trust with each of its Authority partners. As a
result, when you configure a Federation Router, you might want to restrict the Authorities
that each of its Application partners can talk to. You can do this configuration by using the
Application Router Policy tab, which is available only for a Federation Router.

Perform the following steps to configure your Application Router policy:

1 Select the Partners — Manage Partners menu options, or click the Manager Partners link on
the Welcome page.

The Partners page opens.
2 Select the Application Router Policy tab.
The Application Router view page opens as shown in the following example.

Display Info Application Federation Policy Authority Federation Policy | Application Attribute Policy
Authority Attribute Policy [T e Rl M ADFS (WS-Federation 1.0) Protocol Metadata

Target URL Prefixes:
® Partners Inherited from Partners
= ADFS PoC (SF DP)
= G
= G141
= Trusted IDP 1.1
= Trusted IDP1
= G2
= GZ1
G22
= 3221
= DP2
= cardspacel
= ADFS PoC (Microsoft SP)

3 Click Edit to change your Application Router policy information.
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The Application Router Policy edit page opens as shown in the following example.

Display Info Application Federation Policy Authority Federation Policy Application Attribute Policy

Authority Attribute Policy Application Router Policy ADFS (WS5-Federation 1.0} Protocol Metadata

Target URL Prefixes: [nttp:iss selectied.comisf-demolprotected/ | ‘
|ntipuiisp. selectfed.convsi-demol | .
Add

- |:| Partners Override Partners
= [¥] ADFS PoC (SF DP)
= [Yes

= G141
= Trusted IDP 1.1

= Trusted IDP1

= Mez2
. G21

= [Aor2
i car\ispaoe1

=[] ADFS PoC (Microsoft 5P)

Cancel

All Groups and Authorities are listed in a hierarchical manner. You can change the
following fields:

Target URL Prefixes: One or more unique URL prefixes with which the Federation
Router matches a received Target URL to decide how to route the user (see Target
URL Prefixes on page 66).

Allowed Authorities: All groups and Authorities are listed in a hierarchical manner.
You can change the list of Authorities that each Group or Application is configured to
use. The default behavior (if no selection is made) is to allow all the Application
partners to talk to all Authorities that are known to the Federation Router.

Optionally, add/remove Target URL prefixes as follows:

Click the Add button and enter the URL. Continue to click the Add button each time
you want to add a URL.

Click the minus icon ' next to the URL to remove it.

Optionally, change the Allowed Authorities as follows:

a

Uncheck the Parent group to select any groups or IDPs that belong to a parent group.

The input check boxes are enabled for the next level, which allow you to make a
selection. Selecting a parent group automatically includes all subgroups and
Authorities that fall under the group.

Select the desired groups and IDPs that you would like to allow for this particular
group or SP.

If you want all the groups and IDPs to inherit the Partners settings, uncheck the
Override Partners check box.
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) An advanced configuration feature allows you to disable proxying from this Application
Router Policy edit page. See Disabling Proxying (Advanced Configuration) on page 66.

6 Click Save to save your selection.

The Application Router Policy view page opens again with a summary of your selection.

Target URL Prefixes

When the Federation Router receives a target URL from an Authority Partner, it looks for an
Application Partner with a matching prefix to decide how to route the user. Each Application

Partner may have multiple URL prefixes. The Federation Router looks through all the Target
URL prefixes until it finds a match.

An Application Partner may itself be a Federation Router. In this case, you need to add all
Target URL prefixes for all the Application Partners that can be reached through this
Federation Router.

Disabling Proxying (Advanced Configuration)

You can disable proxying at a group or Application level. This only makes sense when the
Federation Router has a local Authority, and you want to force the Application partner to use
the Federation Router’s local Authority.

To disable proxying, de-select all groups and Authorities on the Application Router Policy edit
page and save your selection. A warning message displays as shown in the following figure.

Figure 7 Disabled Proxying Warning Message

Displ ,_!‘fn_- S i ) Federati Py _.. “ i _ A e =

Application Router Policy SAML 2.0 Application Protocol Policy

SAML 2.0 Protocol Metadata.

l All Authorities have been de-selected. This Router ingtance can ne longer act as a Proxy for
the selected Group or Application. ¥ou may change your =election via the Edit button.

Configuring the Attribute Policy

Applications typically need attributes about the authenticated users. In a federated system,
the most recent values for these user attributes are at the original source of the
authentication, that is, the Identity Provider (IDP) or SAML Producer. The Profile Service is a
module in Select Federation that allows you to transmit user attributes on every user
authentication.

Using the Liberty Profile Services (Personal Profile Service — ID-PP or Employee Profile
Service — ID-EP) or the SAML Attribute Authority, Select Federation provides these user
attributes to the application residing at the federated site, that is, the Service Provider (SP) or
SAML Consumer. You and your Partner need to agree on the attributes to be exchanged. The
set of attributes to request or release is called an Attribute Policy.
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e An Application Attribute Policy must be configured with the attributes it “requests” from
its Authority partners. See Configuring the Application Attribute Policy on page 67 for
instructions.

¢ An Authority Attribute Policy must be configured with the attributes it is “willing to
consider for release” to its Application partners. See Configuring the Authority Attribute
Policy on page 69 for instructions.

Select Federation has a built-in profile service that uses the system configuration to
determine the sources of attribute information. This is explained in more detail in Chapter 7,
Configuring Attributes. An Application does not use the profile service of its own installation
but requests attributes from its Authority partners. The release of profile attributes to
applications can be subject to end user consent (see Chapter 10, Configuring the Select
Federation Privacy Manager).

Configuring the Application Attribute Policy

Select Federation allows you to configure and change the user profile attribute exchange for
Groups and Partners. Partners can inherit their Application Attribute Policy from a Group if
so desired. This can be helpful when many Partners share a similar configuration.

Perform the following steps to set or change your Application Attribute policy:

1 Select the Partners — Manage Partners menu options or click the Manage Partners link on
the Welcome page.

The Partners page opens.
2 Click the Name of the Group or Partner that you wish to edit.
3 Select the Application Attribute Policy tab.

The Application Attribute Policy view page opens to a page similar to the following figure,
which lists all the existing Application Attribute Policy parameters, if any, for this
federation.

Display Info Application Federation Policy Application Attribute Policy SAML 2.0 Application Protocol Policy

SAML 2.0 Protocol Metadata
User attributes to push to Firzt Name
application during 550: Last Name
User attributes to allow Name
application to query: Title
Work E-mail
Work Postal Code
User attributes allowed for Inherited from Partners
onetime federations (restricts
push and query):
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Initially the Application Attribute Policy is inherited from the parent Group where the
Partner resides. You can either edit the parent Group’s Application Attribute Policy to
affect all Partners under the Group in the same way or override the Group Policy and edit
only the Partner’s Policy.

4 Click the Edit button.
The Application Attribute Policy edit page opens to a page similar to the following figure
with attribute choices in the right panel.

Display Info Application Federation Policy Application Attribute Policy SAML 2.0 Application Protocol Policy

SAML 2.0 Protocol Metadata
User alt_risutes_tn push to First Hame Name -
application during $50: Last Name Title: Override
Home Street _||| | Partners
Home City =
Home State
Home Country
Home Postal Code
Personal E-mail
Personal Phone
\iork Street [
User atl_ri)ules to allow Name First Name -~
application to query: Title Last Hame T override
Work E-mail Home Street Partners
Work Postal Code Home City =
Home State
Home Country
Home Postal Code b
Personal E-mail
Personal Phone
VWork Street [ﬂ
User attributes allowed for lame - [
onetime federations (restricts Title [ | override
push and query): E Partners
(]

5 Select the user attributes in the right panel that you would like to pass for each login.

The attributes that may be conveyed at the time of Single Sign-On from the Authority
Partner (IDP) to the Application Partner (SP) are the following:

e User attributes to push to application during SSO: The attributes that are
pushed from the Authority Partner to the Application Partner each time users log in
to the application.

e User attributes to allow application to query: The additional attributes that the
Application Partner is allowed to pull from the Authority Partner. They are attributes
that were not pushed by the Authority Partner in the initial sign on. The Application
Partner queries the Liberty Profile Service or SAML Attribute Authority for this
information.

e User attributes allowed for one time federations (restricts push and query):
If the Federation Policy is set for anonymous logins using the One Time Pseudonyms,
you can set user attributes for the one-time logins, if desired.

6 Click the left double arrows to add the attributes.

You can select more than one attribute in each category to add at once by using the <Ctrl>
key to select multiple options, or the <Shift> key to select a range of options.

7 Click Save when you are finished.
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Configuring the Authority Attribute Policy

Perform the following steps to set or change your profile Authority Attribute policy:

1 Select the Partners — Manage Partners menu options or click the Manage Partners link on
the Welcome page.

The Partners page opens.
2 Click the Name of the Group or Partner that you wish to edit.
3 Select the Authority Attribute Policy tab.

The Authority Attribute Policy view page opens to a page similar to the following figure,
which provides all the existing Authority Attribute Policy parameters, if any, for this
federation.

e e T e e o | Authority Attribute Policy | R R

User attributes to obtain from Home City Inherited from Partners
authority on each login
{optional):

User attributes to obtain from Work City
authority on each login
{required):

Additional user attributes to Home City Inherited from Pariners
‘obtain from authority on
activation (optional):

Additional user attributes to Work City
obtain from authority on
activation (required):

Initially the Authority Attribute Policy is inherited from the parent Group where the
Partner resides. You can either edit the parent Group’s Authority Attribute Policy to affect
all Partners under the Group in the same way, or override the Group Policy and edit only
the Partner’s Policy.

4 Click the Edit button.

The Authority Attribute Policy edit page opens to a page similar to the following figure
with attribute choices in the right panel.
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Display Info Authority Federation Policy Authority Attribute Policy

User attributes to obtain from
authority on each fogin
{optional):

User attributes to obtain from
authority on each login
{required):

Additional user attributes to
obtain from authority on
activation (optional):

Additional user attributes fo
‘obtain from authority on
activation (required):

Home Cty

‘Work City

Home Ciy

Work City

CardSpace 1.0 Protocol Metadata

Name

Title

First Name

Last Name

Home Strest
Home State
Home Country
Home Postal Code
Personal E-mail
Personal Phone
Work Street
Wark State

Work Country
‘Work Postal Code
‘Work E-mail
‘Work Phone
Groups

Name

Title

First Name

Last Name

Home Street
Home State

Home Country
Home Postal Code
Personal E-mail
Personal Phone
'Work Street
Work State

'Work Country
'Work Postal Code
Wark E-mail
‘Work Phone
Groups

Override Partniers

Override Pariners

Cancel

5 Select the user attributes in the right panel that you would like to receive for each login.

The attributes that may be conveyed at the time of Single Sign-On (SSO) from the

Application Partner (SP) to the Authority Partner (IDP) are the following:

e User attributes to obtain from authority on each login (optional) and
(required): Each time the user executes a transaction at the Application Partner this
user information is retrieved from the Authority Partner.

e Additional user attributes to obtain from authority on activation (optional)
and (required): The first time a new user accesses the Application Partner, these are
the user attributes that the Application Partner needs from the Authority Partner to

activate the user account.

For any of the optional or required attributes that are not pushed in the SSO assertion, an
attempt is made to get them through an attribute query. If any of the required attributes

cannot be obtained (not pushed and cannot be queried), then the login or activation (as the
case may be) will fail. If any of the optional attributes cannot be obtained, login/activation
processing continues.

6  Click the left double arrows to add the attributes.

You can select more than one attribute in each category to add at once by using the <Ctrl>

key to select multiple options, or the <Shift> key to select a range of options.

7  Click Save when you are finished.
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Configuring the Protocol Policy and Metadata

Select Federation makes it relatively easy to make changes to your Partner’s protocol policy
and/or protocol metadata. Due to the differences between the Liberty and SAML
specifications, the way to update existing federation links differs as explained in the following
sections:

e Updating Your SAML Protocol Metadata

e Updating Your SAML Application Protocol Policy

e Updating Your SAML Authority Protocol Policy

e Updating Your Liberty Protocol Metadata

e Updating Your ADFS (WS-Federation 1.0) Protocol Metadata
e Updating Your CardSpace 1.0 Protocol Metadata

) Changing your SAML Protocol parameters can be a two-step process if you need to make
changes in both your Protocol Metadata and Protocol Policy. It is recommended that you first
update your Protocol Metadata, and then update your Protocol Policy.

Updating Your SAML Protocol Metadata

Perform the following steps to update your SAML protocol metadata:

1 Select the Partners — Manage Partners menu options or click the Manage Partners link on
the Welcome page.

The Partners page opens.
2  Click the Name of the Partner that you wish to update.
3 Select the SAML Protocol Metadata tab.

The SAML Protocol Metadata page opens, as shown in the following example.

Display Info Application Federation Policy Application Attribute Policy
SAML 2.0 Application Protocol Policy SAML 2.0 Protocol Metadata

<md:EntityDiescriptor xmins:md="urn:casiz.names:tc:SAML:2.0:metadata” entitylD="http://ep2 b310.1g- |
rheld.cup.hp.com:7080/tfe">

<md:SPSS00escriptor AuthnReguestzSigned="1" WantAssertionsSigned="1"
protocolSuppertEnumeration="urn:oasiz:names:tc: SANML:2.0:protocol™s

<md:KeyDescriptor use="signing™==d=:Keylnfo

xming:ds="http:www w3 org/2000/09/=mideig# " =<d= X508Data=<d=: X509 Certificate=MIByjCCATMCB
EataA0wDQYJKoZhveNAQEFBQAWLDEGMCgGATUEAXNhc3AyLmizMTAudGetemhl

BOMuY 3V Lmhw LmNvETe3NMDgw MB4X0DTAIMDczMDAOKQONY o XDTE3MDcy OTAOMQON owLDEg
MCgG

ATUEAxMhc3AyLmizMTAudGetemhlbDMUY 3V wLmhwLmNvETo3MDgwMIGIMADGCSgGSIk3DQEBAQ
uA

AAGNADCRIQKBgQACxuHhW zkU CeciyLGpgSPEmD3neceeHBv/iyh1HE3Ir+ BXmM ZKWVD0+nlkkuSmcs
cONrURnhHHuZo M/ 4pgGeCl40)3TceGh g8 Zyg Y WA= SbbgB80N 2V 4SIB0eDw M LEkHAIS
0+TnDSkel QalelLSUADKESaPY Y hDOEWH W IDAQABMAIGCSqGSIbIDAEBBQUAALGBAEN TVW+2feXb
rtQdfn1AUZHdiSP+2esTHSY 2z AyKzIgN+78 1m0 Y HSpXzNEzwleADTOSkv2gow2ME44VdLekkz V]

The SAML Protocol Metadata page provides all the certificate information, protocol policy,
and URLs that are needed for this SAML Partner.

4 Click the Update button to update your Partner’s SAML policy information.
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The Update Partner Metadata page opens, as shown in the following example.

Partners * Federations * Admins * Logs v My Account > Help -

Update Partner Metadata: a

Partner Id: hitp:/f=p0.b127-pe-to-b311 tg-rhel3.cup.hp.com: 7080/t f=
Application
Protocol: SAMLZ.0

@ Metadata File:

© Metadata URL: hitp:/f=p0.b127-pe-to-b311 tg-rheld.cup.hp.con

e ] Crce

You can either upload your Partner’s metadata file or get the information from a URL.

5 Do one of the following:

e Enter or browse to find the full path of the Metadata File that you received from your
Partner.

e Enter the Metadata URL where the metadata information from your Partner is stored.

) If your Trusted Partner uses SAML 1.X, it is possible that no metadata file or URL
link is available. In this case you need to enter the updated information manually.
For instructions, see Manually Adding the SAML 1.x Authority Protocol Metadata
on page 46 and Manually Adding the SAML 1.x Application Protocol Metadata on
page 47.

6 Click the Update button to save your changes.

Updating Your SAML Application Protocol Policy

Perform the following steps to update your SAML Application Protocol policy:

1

Select the Partners — Manage Partners menu options or click the Manage Partners link on
the Welcome page.

The Partners page opens.
Click the Name of the Group or Partner that you wish to update.
Select the SAML Application Protocol Policy tab.

The SAML Application Protocol Policy page opens. The following figure shows an example
of an SP Partner’s SAML Protocol Policy page.
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Display Info | Application Federation Policy | Application Attribute Policy

SAML 2.0 Application Protocol Policy [t/ [ERRG R GG B e T ET el

Allowed S50 Profiles: any (prefer artifact)

Encrypt Assertions: Mo
Enable 1D-WSF 2.0: Mo

Authenticate SOAP Signature
Requests To SP Using:

Authenticate SOAP any
Requests From 5P Using:

HTTP Basic Auth User:

HTTP Basic Auth Password:

4 Click the Edit button.

Managing Partners

The SAML Application Protocol Policy edit page opens as shown in the following example.

Display Info | Application Federation Policy | Application Attribute Policy

SAML 2.0 Application Protocol Policy SAML 2.0 Protocol Metadata |

Allowed 5SSO Profiles: |any (prefer artifact) ;'
Encrypt Assertions: INO - I
Enable IDWSF 2.0: |No - I

Authenticate SOAP Signature hd |
Requests To SP Using: I

HTTP Basic Auth User: |

HTTP Basic Auth Password: |

Authenticate SOAP any - |
Requests From SP Using: I

HTTP Basic Auth User: |
HTTP Basic Auth Password: |

[Sove ] Canl

(For SAML 1.1 and 2.0) Set the allowed Single Sign-On (SSO) profile in your SAML SP
Policy for an SP Partner.

If your site is the SAML Producer (Authority or IDP) and you will receive authentication
requests from your SAML Consumer Partners (Application or SP), you need to set the
SSO parameters in this section of the web page.

The Allowed SSO Profiles are:

Any (prefer artifact): Your system accepts any SSO profile, but prefers artifact.
Any (prefer post): Your system accepts any SSO profile, but prefers post.
Artifact: Your system only accepts artifact profiles.

Post: Your system only accepts post profiles.
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6

7

(For SAML 2.0) Do the following:

a

Set the Encrypt Assertions to Yes or No.

b  Set the Enable ID-WSF 2.0 to Yes or No.
(Set the SOAP authentication method in your SAML SP Policy for an SP Partner.

In the post profile, a SAML assertion is sent from the SAML Producer (IDP) to the SAML
Consumer (SP) through the browser only and SOAP requests are not used. In the artifact
profile, a pointer is sent from the IDP to the SP through the browser and a SOAP call is
set from the SAML Consumer (SP) to the SAML Producer (IDP) using one of the four
SOAP Authentication methods.

a

>»

(For SAML 2.0) Select one of the three SOAP Authentication methods that your site
will use to Authenticate SOAP Requests to SP Using:

— Signature: SAML Digital Signature-based Authentication.
— SSL/TLS Client Authentication: Certificate-based authentication for

authenticating the SAML consumer to the SAML producer. The SAML consumer
presents an SSL client certificate to successfully establish a secure SSL / TLS
channel for picking up the SAML artifact.

HTTP Basic Authentication: Must have a user name and password.

If you select HTTP Basic Authentication, you need to enter the user name and
password in the HTTP Basic Auth User and HTTP Basic Auth Password
fields.

(For all SAML versions) Select one of the following SOAP authentication methods that
your site will use to Authenticate SOAP Requests From SP Using:

— Signature: SAML Digital Signature-based Authentication

The Signature authentication method does not work for SAML 1.0 due to a
limitation in the protocol specification. Therefore, it is important to configure the
authentication method for SAML 1.0 to be anything other than Signature.

— SSL/TLS Client Authentication Certificate-based authentication for

authenticating the SAML consumer to the SAML producer. The SAML consumer
presents an SSL client certificate to successfully establish a secure SSL/TLS
channel for picking up the SAML artifact.

HTTP Basic Authentication using a username and password. If you select this
authentication method, you need to enter the desired username and password in
the HTTP Basic Auth User and HTTP Basic Auth Password fields.

— Any of the above.

8 Click the Save button to save your changes.

Updating Your SAML Authority Protocol Policy

Perform the following steps to update your SAML Authority protocol policy:

1

Select the Partners — Manage Partners menu options or click the Manage Partners link on
the Welcome page.

The Partners page opens.

Click the Name of the Partner that you wish to update.

Select the SAML Authority Protocol Policy tab.
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The SAML Authority Protocol Policy page opens.

Display Info Authority Attribute Policy SAML 2.0 Authority Protocol Policy
SAML 2.0 Protocol Metadata

Require Signed Assertions: Yes

Authenticate SOAP Requests to RSl
IDP Using:

Authenticate SOAP Requests any
From IDP Using:

HTTP Basic Auth User:
HTTP Basic Auth Password:

4 Click the Edit button.
The SAML Authority Protocol Policy edit page opens as shown in the following example.

Display Info Authority Attribute Policy SAML 2.0 Authority Protocol Policy
SAML 2.0 Protocol Metadata

Require Signed Assertions: | Yes - |

Authenticate SOAP Requests To
IDP Using:

HTTP Basic Auth User: |
HTTP Basic Auth Password: | |

Authenticate SOAP Requests _
From IDP Using:

HTTP Basic Auth User: |
HTTP Basic Auth Password: | |

If your site is a SAML Consumer (SP) and you will be sending artifacts to the SAML
Producer (IDP), you need to set the Single Sign-On (SSO) parameters on this web page.

5 (For SAML 1.1 and 1.2) Select Yes or No for the Require Signed Assertions.
6 (For all SAML versions) Select one of the three SOAP Authentication methods that your

Managing Partners

site will use to Authenticate SOAP Requests to the IDP.
— Signature: SAML Digital Signature-based Authentication.

) The Signature authentication method does not work for SAML 1.0 due to a
limitation in the protocol specification. Therefore, it is important to configure the
authentication method for SAML 1.0 to be anything other than Signature.
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7

SSL/TLS Client Authentication: Certificate-based authentication for
authenticating the SAML consumer to the SAML producer. The SAML consumer
presents an SSL client certificate to successfully establish a secure SSL/TLS channel
for picking up the SAML artifact.

HTTP Basic Authentication: Must have a user name and password.

If you select HTTP Basic Authentication, you need to enter the user name and
password in the HTTP Basic Auth User and HTTP Basic Auth Password fields.

(For SAML 2.0) Select one of the following SOAP Authentication methods that your site
will use to Authenticate SOAP Requests from the IDP Using:

any: Any of the methods can be used.
Signature: SAML Digital Signature-based Authentication.

SSL/TLS Client Authentication: Certificate-based authentication for
authenticating the SAML consumer to the SAML producer. The SAML consumer
presents an SSL client certificate to successfully establish a secure SSL/TLS channel
for picking up the SAML artifact.

HTTP Basic Authentication: Must have a user name and password.

If you select HTTP Basic Authentication, you need to enter the user name and
password in the HTTP Basic Auth User and HTTP Basic Auth Password fields.

8 Click the Save button to save your changes.

Updating Your Liberty Protocol Metadata

Similar to setting up a new partner that uses the Liberty protocol, updating an existing
Liberty protocol metadata is relatively automated.

Perform the following steps to update your Liberty protocol metadata:

1

Select the Partners — Manage Partners menu options or click the Manage Partners link on
the Welcome page.

The Partners page opens.

Click the Name of the Partner that you wish to update.

Select the Liberty Protocol Metadata tab.
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The Liberty Protocol Metadata page opens. This page shows the XML document that
contains all metadata information about the partner site.

Display Info Application Federation Policy Application Attribute Policy
Liberty 1.2 Protocol Metadata

<md:EntityDescripter xming:md="urn:liberty:metadata:2003-08" provideriD="http:¥zp0.b312 1g- -
rhel3. cup.hp.com: 70804 =<md:SPDescriptor protocolSupportEnumeration="urn:liberty:iff:2003-08"
xminz:md="urn:licerty:metadata:2003-08"=<md:KeyDescriptor uze="zigning"
®mins:md="urn:literty:metadata:2003-08"==d=:Keyinfo

®mins:de="http:ifwww . w3.org/2000/0%xmidsigs"=

<de:X508%0ata xming ds="http.//www. w3.org/2000/09xmidsigk =

<d=z: X509 Certificate xmins:dz="http:/ M e v w 3. org/2000/09xmidsigsE™=

MIByCCATMCBEauPgY wDQYJKoZIhweNAQEFBOAWLDEgMCgGA 1UEAxMhc3AwLmizMTiud Getemhl
EDOMuY 3% wLmhwLmhvETo3MDgw MB4XDTAIMDczMDEEM zcOMIpXDTE3MDcy OTESMzcOMIowLDEgM
Cg

ANUEAxMhc3AwLmizMTlud GetemhlbDM Uy 3Vw LmbwLmNvbTo3MDgwIG IMAQGCSgGSIb3DAEBAQU

A

ALGNADCBIQKBgQCOWVHBhXFEN +rZWVEXeNShqLGHYWwd 1wO37emWinkKmM 7udy gpOKzL4vT go
SUlcCcZbEQ3QjzUWikNYUKEaEPM2viTIHklsE ucBHSEVUDYKBRIY viook Y K324ZA5+G4ljz8g

£A2zCnb41 CvndlpyrhwWaVyiv+kk3fgi0 QIDAQABMAOGCSgGSIk3DAEBBAUAALGEAA thw 2 m1 + M

Changing any information for a Liberty Partner is just a matter of uploading a new
metadata file provided by your Partner.

Click the Update button.
The Update Partner Metadata page opens.

Partners ¥ Federations ¥ Admins * Logs > MyAccount~ Help~

Update Partner Metadata: a
hitp://spl.hpovsf tgx.net.T0BUS

Application

Loy 12
omane | ==
| nttp:/p0.hpovst gx.net:7080ATS |

Do one of the following:

e Upload a new Liberty metadata file by entering or browsing for the file path name.
e  Enter the metadata URL.

Click the Update button when you are done.

Upon a successful update, the page displaying the new metadata opens.

Updating Your ADFS (WS-Federation 1.0) Protocol Metadata

Perform the following steps to update your ADFS (WS-Federation 1.0) protocol metadata:

Managing Partners

1

Select the Partners — Manage Partners menu options or click the Manage Partners link on
the Welcome page.

The Partners page opens.
Click the Name of the Partner that you wish to update.
Select the ADFS (WS-Federation 1.0) Protocol Metadata tab.
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The ADFS (WS-Federation 1.0) Protocol Metadata page opens. This page provides all the
certificate information, protocol policy, and URLs that are needed for this partner.

Display Info Authority Federation Policy Authority Attribute Policy

ADFS (WS-Federation 1.0) Protocol Metadata

=fed: federationTrustagreement i
®mins:fed="http./fechemas xmizcap.org/ws/2004/01/Federation/TrustAgreement™>

<fed:accountRealmFriendlyMame=b311 idp0 tg-rhel3</fed;accountRealmFriendlyName:>
<fed:accountRealmURE=
<w=aEndpointReference xmins:wsa="http:/'schemas xmizoap.orgiws/2003/03/addressing™
<w=aAddrezs URK"http:Mfidp0.6311 tg-rhel3.cup.hp.com: 8080/ "=
=/wezaEndpointReference>
</fed:accountRealmURE=
<fed:accountRealmSTSURL=
<w=aEndpointReference xmins:wsa="http:/'schemas xmizoap.orgiws/2003/03/addressing™
<=wzaAddrezs URI"hitp:idp0.6311 tg-rhel3.cup.hp.com:8080/4f=/IDPSS0_WSFed107=
=/wezaEndpointReference>
=/fed:accountRealmSTSURL=

[l

4 Click the Update button.
The Update Partner Metadata page opens.

Partners ~ Federations ~ Admins ~ Logs ¥ My Account ~ Help ~

Update Partner Metadata:

Nttp:/idp.b311.tg-rhel3.cup hp. com:B080itTs
Auborty
A0FS 15 Federatin 10

i — [
o i |

N TN R T ) (DT =T TR 1 e hitpoffidp0.b311.tg-rhel3. cup.hp.com: 28080/t fe

Account Federation Service MIBz0CCATUCBEaHOkw DY JKoZ Ihve E"
Certificate: NAGEFBQAWLTEMCKGATUEAXMIaWR
whCSiMzExLnRnLXJo
ZWwzLmN1cCSocCEb2060DASMDAS
FwDwNzAIMAWMDAIMDIaFwOxNzA
3IMTkwMDASMDIAMCOXKZAD v

Account Federation Service LRL: J P T L e N e L

Update

5 Update your Partner's metadata in one of the following ways:
e Upload a new ADFS (WS-Federation 1.0) metadata file.

e Download from an accessible URL.

e Manually enter the appropriate values into the manual entry fields. For instructions
and the field descriptions, see Manually Adding the ADFS (WS-Federation 1.0)
Authority Protocol Metadata on page 49 or Manually Adding the ADFS
(WS-Federation 1.0) Application Protocol Metadata on page 50.

6  Click the Update button to save your changes.
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Updating Your CardSpace 1.0 Protocol Metadata

Managing Partners

Perform the following steps to update your CardSpace 1.0 protocol metadata:

1

Select the Partners — Manage Partners menu options or click the Manage Partners link on
the Welcome page.

The Partners page opens.
Click the Name of the Partner that you wish to update.
Select the CardSpace 1.0 Protocol Metadata tab.

The CardSpace 1.0 Protocol Metadata page opens. This page provides all the certificate
information, protocol policy, and URLs that are needed for this CardSpace Partner.

= cardspace-idp: ? N Display Info | Authority Federation Policy | Authority Attribute Policy
A oreit CardSpace 1.0 Protocol Metadata
hitpeiists.labs. live.com/ a
Card Type: Managed
Issuer ld: http://sts labs live.com/
Issuer Token Type: http://docs. oasis-open.org/wss/oasis-wss-saml-token-
profile-1 14SAMLV1 1
Issuer Certificate: MIFpTCCBI2gAWIBAGIKG+KHowADAA | 4
BIGiANBgkqhkiGIw0BAQUFADCBIZET
MBEGCgmSJomT8ixk :
ARKWAZNWTEZMBCGCgmSJomTaixk
ARKWCWA1pY3ve29mdDEUMBIGCgm
SJomTBixkARKWBGNvenAx Ll
4 Click the Update button to update your Partner’s information.
The Update Partner Metadata page opens as shown in the following example.
Update Partner Metadata: 2 |

http:/fsts.labs live.com/

Authority

Type:

CardSpace 1.0
# Metadata File: | Browse... |
® Metadata URL: |

& Manual Entry
Card Type: Managed
http://sts.labs live.com/

Issuer Token Type: Ihttp:h’d 0CS 0asiS-0pen org/wss/oasis-wss-sam

Issuer Certificate: MIFpTCCBI2gAWIBAGIKG+KHCWADAA o
BYGIANBgkqhkiGIw0BAQUFADCBIZET
MBEGCgmSJomTaixk
ARKWAZNHTEZMBCGComSJomTaixk
ARKWCWA pY3ve29mdDEUMBIGCgm
SJomT8ixkARKWBGNvenAx Ll

You can update your Partner’s metadata Token Type or Certification.

See Manually Adding the CardSpace 1.0 Authority Protocol Metadata on page 52 for
instructions.

Click the Update button to save your changes.
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5 Other Admin Tasks

This chapter describes other administrative tasks you can perform on the Administration
Console. The following topics describe these tasks:

e Auditing
e Managing Admins

e Managing Federations

Auditing

Select Federation includes the following helpful, simple-to-use auditing and administrative
tools on the Administration Console:

e Server Audit Log — Logs operational activities of enabled users. All administrators can
view the Server Audit Logs.

e Admin Audit Log — Logs all the federated identity activities of each administrator. When
Select Federation is running in Standalone mode, only the root administrator can view the
administrator audit logs. But when Select Federation is running in Select
Access-Integrated mode, any administrator can view the administrator audit logs.

Select Federation tracks all federation logins and logouts in the database, in which you can
search by most of its parameters.

You can access these logs through the Logs menu on the Administration Console, depending
on in which mode Select Federation is running:

e  When Select Federation is running in Standalone mode, the Logs — View Server Audit
Log menu option is available to any administrator. However, the Logs — View Admin
Audit Log menu option is only available to the root administrator.

e  When Select Federation is running in Select Access-Integrated mode, both the Logs menu
options are available to anyone who is logged in.

Audit Log Event Timestamps

All the machines involved in an installation must have synchronized system time, which is
required by the federation protocols. If the machine system times are not synchronized, it can
result in audit log event timestamps not matching with the protocol messages.

It is strongly recommended that you run all systems in the GMT (Greenwich Meridian Time)
time zone, especially for installations that operate across time zones. Also, the database
software must be in the same time zone as the machine on which it is running and therefore,
in the same time zone as the Select Federation machine.

Select Federation does all of its computations in GMT. Therefore, its basic operation is not
affected by the change in the daylight savings time scheme.
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Server Audit Log

All administrators can view the server log for their department or region to see the
operational activities of their enabled users. The root administrator can also see the
operational activities of the delegated administrators’ enabled users.

The following topics describe how to view the Server Audit log:

Server Audit Log Search Criteria
Viewing the Server Audit Log Query Results
Viewing the Server Audit Log Entry

Server Audit Log Search Criteria

You can view Server Audit Log by specifying initial substrings for any or all of the search
criteria for viewing the audit logs.

All the following fields are optional:

By event type: Federation event. You can select more than one event. Following are the
Server Audit events:

Sent Login Request, Received Login Request, Sent Login Response, Received Login, Response,
Sent Logout Request, Received Logout Request, Sent Logout Response, Received Logout
Response, Sent Federation Termination Request, Received Federation Termination Request, Sent
Federation Termination Request, Received Federation Termination Response, Sent Name
Registration Request, Received Name Registration Request, Sent Name Registration Response,
Received Name Registration Response, Sent Discovery Query, Received Discovery Query, Sent
Discovery Query Response, Received Discovery Query Response, Sent Discovery Modification
Request, Received Discovery Modification Request, Sent Discovery Modification Response,
Received Discovery Modification Response, Sent Attribute Query, Received Attribute Query, Sent
Attribute Query Response, Received Attribute Query Response, Sent Attribute Modification
Request, Received Attribute Modification Request, Sent Attribute Modification Response,
Received Attribute Modification Response, Sent Service Request, Received Service Request,
Sent Service Response, Received Service Response, Sent Interaction Redirect Request,
Received Interaction Redirect Request, Redirected User to Service Provider for Interaction,
Presented Interaction Request to User, Received User Input, Returned User to Service Consumer,
Sent Artifact, Received Artifact, Sent Artifact Resolve Request, Received Artifact Resolve
Request, Sent Artifact Resolve Response, Received Artifact Resolve Response, Sent name
Mapping Request, Received Name Mapping Request, Sent name Mapping Response, Received
Name Mapping Response, Reception Error, Sent Error Response, Logged In, Login Error, Logged
Out, Logout Error, Federation Terminated, Federation Termination Error, Federation Name
Registered, Associated Local User Name, Federation Name Registration Error, User
Authenticated, User Authentication Error, User Federated, User Federation Error, User
Consented, User Consent Error, User Privacy Policy Granted Access, User Privacy Policy Rule
Addition, User Privacy Policy Rules Removed

) The Received Login Request event has been set up so that the partnerId only
displays when the partner issues a Login Request. In general, requests that are
received by the Select Federation core from an application are logged with no
partnerId.

By local user id: ID of a local user.
By partner id: Unique ID of the partner site.
By message id: Messages exchanged with a particular site.

By origin IP: IP address of the originating message/event.
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¢ From date: Specified as YYYY-MM-DD.
e To date: Specified as YYYY-MM-DD.

Enter your search criteria in one or more fields, or leave all fields blank, and click the Lookup
button. Clicking the Clear All button removes all entered criteria, leaving all fields blank.

If you leave a field blank, the search is for all the entries in that category. For example, if you
want to see a list of all enabled users, leave the By local user id field blank and click the
Lookup button.

Viewing the Server Audit Log Query Results

Perform the following steps to view the Server Audit Log query results:

1 Select the Logs — View Server Audit Log menu option.

The Server Audit Log Query Results page opens. Initially, this page is blank.

5 — =y ’._ I Logged In As: admin
Select Federation administration Console iﬂ' : 5 Home | Logout

Partners * Federations * Admins * Logs * MyAccount * Help~

Server Audit Log Search Criteria: —} Server Audit Log Query Results: a
Y cemren crtera torvoumg e ot oge. || BRI | Partneria __[ongnie_____[Time |
=earch criteria for viewing the audit logs. C ik 2 ukd 1
All figlds are optional, 50 leave entries blank to search Mo matching audit records found

for entries regardless of that criterion
By event type:

Sent Login Reguest -
Received Login Request

Sent Login Response

Received Login Response hd

(as YYYY-MM-DD)
(ag YYYY-MM-DD)

2  Select one or more events in the left panel to view.

You can specify search criteria to show specific categories for the selected events. See
Server Audit Log Search Criteria on page 82 for details.

3 Click the Lookup button.

Other Admin Tasks
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The Server Audit Log Query Results page opens again with information about the
selected event or events. Following is an example.

Select Federation Administration C

Partners * Federations ¥ Admins * Logs * MyAccount~ Help »

Server Audit Log Search Criteria: )| Server Audit Log Query Results: a
search criteria for viewing the audit logs.
All figlds are optional, =0 leave entries blank to search User 'CH=Administrator, CN=Users DC=tgx,DC=net’  https:i=p1-d204-tg- 16.89.65.89  2006-08-16
for entries regardiess of that criterion. Federated rhel3.tgx. net 7443 fs 09:44:23.092
User idpLocalUser01 hitps:/iep1-d204-tg- 16.89.65.75 2006-08-09
By event type: Federated rhel3 tox. net: 7443ifs 12:25:02.364
User Authentication Error ~ User idpLocalllserd1 hitps:iispl-d204-tg- 16.89.65138  2006-08-02
: Federated rhel3.tgx. net 7443 16:20:41.718
H:Z: E‘Z‘::::{l! Error User idpLocalUser01 https:iiooin2-02041g-  16.896575  2006-08-01
=1 Federated rhel3.togx net 6443i4fs 13:43:30.410
User Consent Error i~
User idpLocaluserd1 hitps:iizp1-d204-tg- 16.89.85.75  2008-07-28
By local user id: [ ]| Federate rhel3. tgx. net. T4434fs 18:15:23.185
. User splLocaluzerdl hitps:izp1-d204-tg- 16.89.65.75 2006-07-25
By partner id: I:l Federated rheld tgx net74434fs 17:30:29.401
By message id: l:l User idpLocallser01 hitps:ilep1-d204-ig- 16.89.85.75  2006-07-25
Federated rheld.tox.net:7443ife 17:11:24.800
s L ]
(ag YYYY-MM-DD}
Pl ]
(as YYYY-MM-DD}

This page displays information about all the selected events, based on the search criteria.
For example, if you entered a specific By partner id, then this page would only display
all the messages exchanged with a particular site.

) Local applications may issue login and other requests through the API. In these
cases, in the Server Audit Log Query Results page, the Partner ID will be blank,
as the request was not issued by a partner. In this case, when you view the logged
entry details on the Server Audit Log Entry page (see the next section Viewing the
Server Audit Log Entry), the Origin field will contain the “Local API,” and the
Message ID will be empty.

Other fields can sometimes be empty, as not all browsers and application servers
provide the necessary information in all cases.

The Server Audit Log Query Results page displays the following information:

e Event: Federation event such as Logged In, Received Logout Request, Logged Out, and
S0 on.

e Local User Id: ID of the local user.

e Partner Id: Partner or Group site's unique ID in the federation. The Partner IDs
appear as one of the following:

— Friendly name hyperlink of the Partner or Group whenever that Partner or Group
ID is still in use. You can click on the Partner or Group hyperlink to quickly check
the settings of the Partner or Group.

If an admin deleted a Partner, then there is no link to a settings page for that
Partner, and the friendly name of that Partner is deleted from the Select
Federation records.

— providerld of the Partner or Group, which is not a hyperlink.
¢ Origin IP: IP address of the authentication request.
e Time: Date specified as YYYY-MM-DD and time the event was logged.
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4 Click on an event to see more details on the Server Audit Log Entry page. See Viewing the

Server Audit Log Entry on page 85 for details.

Viewing the Server Audit Log Entry

You can view more details about a particular event on the Server Audit Log Entry page.

Perform the following steps to view an event’s details:

1

Other Admin Tasks

Select the Logs — View Server Audit Log menu option.
The Server Audit Log Query Results page opens. Initially, this page is blank.
Select one or more events in the left panel to view.

You can specify search criteria to show specific categories for the selected events. See
Server Audit Log Search Criteria on page 82 for details.

Click the Lookup button.
The Server Audit Log Query Results page opens.

Click on an event.

The Server Audit Log Entry page opens with details about that event.

- = = "l ogged In As: admi
Select Federation admiistration Console .iﬂw ;' e

Partners ¥ Federations ~ Admins ~ Logs ¥ MyAccount > Help v

Server Audit Log Entry: a

Event Id:
Event: User Federated
"CN=Administrator,CN=Ugers DC=tgx DC=net'
Partner Id: https://2p1-d204-tg-rhel3.tox.net: 7443ifs
Message Id:

556

Details: <FederationCreated>
«Federation>
<SP=https:/iap1-0204-1g-
rhel3 tox net: 74434fs</SP>

3

<Nameldentifier-gaml1|723af6b1ad4aace82c295b27Te2b2ef ——
a2f75044b08https%63A %2 %2 sp1-d204-tg-rheld tox net¥e 3AT443%
2Ftfejurn¥ 3Aliberty % 3Aiff% 3 Anameid% 34 federated</Nameldentifier=

Remote Site (74de8a?8d42bIcal754c474422fbeafb93583991)
16.89.65.89
2005-08-16 09:44:23.052

=
2

This page contains the following information:
¢ Event Id: Event number.

e Event: Federation event such as “Logged In”, “Received Logout Request”, “Logged
Out”, and so on.

e User Id: ID of the local user related to the event.

e Partner Id: A Partner site's unique ID in the federation.

e Message Id: Message ID that was logged.

¢ Details: Event details.

¢ Origin: Site from which the event occurred.

¢ Origin IP: IP address of the authentication request.

e Time: Date specified as YYYY-MM-DD and time the event was logged.
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Admin Audit Log

When Select Federation is running in Standalone mode, only the root administrator can view
the administrator audit logs to see all the federated identity activities of each administrator.
The Logs — View Admin Audit Log menu options will be hidden to all delegated
administrators. When Select Federation is running in Select Access-Integrated mode, anyone
who is logged in can view the administrator audit logs.

The following topics describe how to view the Admin Audit log:
¢ Admin Audit Log Search Criteria

e Viewing the Admin Audit Log Query Results

¢ Viewing the Admin Audit Log Entry

Admin Audit Log Search Criteria
You can view the Admin Audit Log by specifying initial substrings for any or all of the search
criteria for viewing the audit logs.
All the following fields are optional:

e By event type: An administrator action. You can select more than one event. Following
are the Admin Audit events:

logged in, login error, login error (not allowed), logged out, privilege error, added partner, updated
partner, updated partner display settings, updated partner federation policy, updated partner
attribute policy, updated partner protocol policy, updated partner metadata, deleted partner,
added partner group, updated partner group, updated group display settings, updated group
federation policy, updated group attribute policy, updated group protocol policy, deleted partner
group, viewed admin log, added admin, deleted admin, password changed, error changing
password, viewed server log, viewed federations, deleted federation

e By admin id: User ID of the administrator.

e By user id: ID of the local user related to the event. If an admin deletes a federation, the
user id is of the person whose federation was deleted.

e By partner id: Unique ID of the partner site.

¢ By origin IP: IP address of the authentication request.
¢ From date: Specified as YYYY-MM-DD.

e To date: Specified as YYYY-MM-DD.

Enter your search criteria in one or more fields, or leave all fields blank, and click the Lookup
button. Clicking the Clear All button removes all entered criteria, leaving all fields blank.

If you leave a field blank, the search is for all the entries in that category. For example, if you
want to see a list of all enabled administrators, leave the By admin id field blank and click
the Lookup button.

Viewing the Admin Audit Log Query Results

Perform the following steps to view the admin audit log query results:

1 Select the Logs — View Admin Audit Log menu options.
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The Admin Audit Log Query Results page opens. Initially, this page is blank.

- —_ Ty "”_ F Logged In As: admin
Select Federation administration Console ia‘ : : Home | Logout

Partners ¥ Federations ¥ Adming * Logs v MyAccount v Help v

Admin Audit Log Search Criteria: 8 Admin Audit Log Query Results: a
otV = ot | Adminia | partner iGrowp __ [Userid ___ongniP____|Time |

b zearch criteria for viewing the audit logs. b G L
All figlds are optional, so leave entries blank to search No matching audit records found
for entries regardiess of that criterion

By event type:

A
logged in ]
login error
legin error (not allowed)
legoed out b

(as YYYY-MM-DD)
(a8 YYYY-MK-DD)

2  Select one or more events in the left panel to view.

Other Admin Tasks

You can specify search criteria to show specific categories for the selected events. See
Admin Audit Log Search Criteria on page 86 for details.

Click the Lookup button.

The Admin Audit Log Query Results page opens again with information about the
selected event or events. Following is an example.

- . =1y ’._ 3 Logged In As: admin
Select Federation administration Console Bii 1 5 Home | Logout

Partners ~ Federations ~ Admins v Logs » MyAccount ~ Help =

Admin Audit Log Query Restlts: a

Specify initial substrings for any or all of the following _ _ w
= zearch criteria for viewing the audit logs. Bz m Partner / Group Time

All figlds are optional, so leave entries blank to search added partner admin 2p1-d204-tg-rheld 16.89.65.75  2006-08-09 12:18:51.154
for entries regardless of that criterion. added partner admin both2-d204-tg-rheld 16.85.65.75  2006-08-01 12:45:40.144
added partner admin 2pl-d204-tg-rheld 16.89.6575 2008-07-28 18:13:21.879
By event type:
— added partner admin 2p1-d204-tg-rheld 16.89.65.75  2006-07-28 16:19:43.291
priviege error -~
added partner i added partner admin hitp://sp0.hpovsf tge.net T0804Fs 16.85.65.88 2006-07-27 17:08:02.278
updated partner o added partner admin =p1-d204-tg-rheld 16.89.65.75 2006-07-25 16:56:13.033
updated partner display settings
updated partner federation policy -

(as YY" r-MM-DD)
(as YY" r-MM-DD)

This page displays information about all the selected events, based on the search criteria.
For example, if you entered a specific admin Id, then this page would only display all the

selected events performed by that admin.

This page contains the following information:
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Event: Admin event such as logged in, added partner group, deleted federation, logged
out, and so on.

Admin Id: Admin Username - email address for delegated administrators and
“admin” for the root administrator.

Partner/Group: Partner ID of the Partner or Group related to the event. The Partner
IDs appear as one of the following:

— Friendly name hyperlink of the Partner or Group whenever that Partner or Group
ID is still in use. You can click on the Partner or Group hyperlink to quickly check
the settings of the Partner or Group.

If an admin deleted a Partner, then there is no link to a settings page for that
Partner, and the friendly name of that Partner is deleted from the Select
Federation records.

— providerld of the Partner or Group, which is not a hyperlink.
User Id: ID of the user related to the event.

Origin IP: IP address of the authentication request.

Time: Date specified as YYYY-MM-DD and time the event was logged.

Click on an event to see more details on the Admin Audit Log Entry page. See the next
section Viewing the Admin Audit Log Entry for details.

Viewing the Admin Audit Log Entry

You can view more details about a particular event on the Admin Audit Log Entry page.

Perform the following steps to view an event’s details:

1

Select the Logs — View Admin Audit Log menu options.

The Admin Audit Log Query Results page opens. Initially, this page is blank.

Select one or more events in the left panel to view.

You can specify search criteria to show specific categories for the selected events. See
Admin Audit Log Search Criteria on page 86 for details.

Click the Lookup button.

The Admin Audit Log Query Results page opens.

Click on an event.
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The Admin Audit Log Entry page opens with details about that event.

. iy Py = i
Select Fedel"atlon Administration ( e .i‘w E'

Partners * Federations * Admins * Logs ¥ MyAccount ¥ Help v

Admin Audit Log Entry: a

150

added partner
admin

Partner / Group: £p1-d204-tg-rheld

<Application group="group:default” providerid="https./'sp1-d204-tg- fad
rhel3.tgenet 7443/tfs">=Name>sp1-d204-tg- B
rhel3</MName>=Protocol>urn:liberty:iff.2003-
0&</Protocol=<md:EnttyDescriptor
xmins:md="urn:liberty:metadata:2003-08" provideriD="https //zp1-d204-
tg-rhel3.tgx. net: 7443/t fs"><md: SPDezcriptor
protocelSupportEnumeration="urn:liberty.iff. 2003-08"
xmins:md="urn:liberty:metadata:2003-08"><md:KeyDescriptor
use="signing” xmins:md="urn:liberty:metadata:2003-08">=ds:Keyinfo
xming:de="http:/iwww.w3.0rg/2 g

16.89.65.75
2006-08-09 12:18:51.154

This page contains the following information:
e Event Id: Event number.

¢ Event: Admin event such as logged in, added partner group, deleted federation, logged
out, and so on.

e Admin Id: Admin Username - email address for delegated administrators and
“domineer the root administrator.

¢ Partner/Group: Name of the Partner or Group the event affected.

e User Id: ID of the user related to the event.

¢ Details: Details of the event.

e Origin IP: IP address of the authentication request.

e Time: Date specified as YYYY-MM-DD and time the event was logged.

Managing Admins

Select Federation has a root administrator account named admin when running in
Standalone mode. It is recommended that the admin account only be used to create individual
delegated administrative user accounts. This ensures that each administrative user's actions
are logged with their own name instead of the generic “admin” account.

) A delegated administrator logs in with their email address, not with their admin name.

The following topics describe how to manage administrators:

¢ Adding Admins (for the root administrator)

e Removing Admins (for the root administrator)

¢ (Changing the Admin Password (for the root administrator)

e Viewing Delegated Admin Account Details (for delegated administrators)
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Adding Admins

Perform the following steps to add a new admin:
1 Select the Admins — Manage Admins menu options.

The Admins page opens.

Select Federation administration Console

Partners ~ Federations ~ Admins * Logs ¥ MyAccount~ Help v

Admins: a
I S [
No Admins
o =

The first time you use Select Federation, this page is blank.
2  Click the New Admin button.
The New Admin page opens.

Select Federation administration Cansole

Partners ~ Federations ~ Admins * Logs * MyAccount v Help

o
I
e —
e [

Admin A

admina@abc.com

[0

3 Enter the required information indicated by the asterisk and any other information.

4 Click the Add button.
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The Admins page opens again with the newly added admin.

Select Federation administration Gonsole -“W g.- T

Partners * Federations ¥ Admins * Logs = My Account v Help ~

Admins: a
T [ T [
D Admin A admina@atc.com m
R T

An administrative user can then log into their own account using their email address as
the login name.

Removing Admins

Perform the following steps to remove one or more admins.

1 Select the Admins — Manage Admins menu options to open the Admins page.
2 Click in one or more checkboxes of the admins you wish to remove.

3 Click the Remove button.

The admin is removed.

Changing the Admin Password

The root administrator can change the password of any other administrator. However, it is
recommended delegated administrators change their own passwords.

Perform the following steps to change your password.
1 Click the My Account — Change Password menu options.

The Change Password page opens.
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Select Federation administration Cansole

Partners ~ Federations ~ Admins * Logs * MyAccount ~ Help

Change Password:

Current Password:
‘Confirm New Password:

Change Password

2  Enter the current password and then the new one and confirm it.

3 Click the Change Password button.

A highlighted message on this page confirms that the password has been changed.

Viewing Delegated Admin Account Details

Delegated administrators can view their account details that were entered by the root
administrator. The View Details option is only available to delegated administrators when

Select Federation is running in Standalone mode.
To view your account details, perform the following step:

e Select the My Account — View Details menu options.

The Account Details page opens.

" — =y - gl ogged In As: ac
Select Federation administration ole .igw Ei L-.id ‘[I- 0 tajmm

Partners ¥ Federations * Admins * Logs v MyAccount~ Help =

admina@abc.com
Organization:

3

Admin A
itle:

Address:

[x]

r
=] =
o a
o]
c
=1
E
o
o

Country:
Postal Code:

admina@abc.com

Change Password

The Accounts Details page provides the following information about the delegated admin’s
account:

e User: Delegated admin’s email address Username.

¢ Organization: Organization to which the delegated admin belongs.
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e Name: Delegated admin’s name.

e Title: Delegated admin’s title within the organization.

¢ Address: Delegated admin’s street or P.O. Box address.
e City: City of the delegated admin’s address.

e State: State of the delegated admin’s address.

e Country: Country in which the delegated admin lives.

e Postal Code: Zip code of the delegated admin’s address.
¢ Phone: Delegated admin's phone number.

¢ E-mail: Delegated admin's email address.

Managing Federations

You can view all of the users that are federated with your Partners. You can also remove
federated users. Use the Federation Search Criteria panel to quickly find all federated users.

The following topics describe how to search for, view and remove federated users:
e Viewing Federations
e Searching for Federated Users and Partners

e Removing Federated Partners

Viewing Federations

To view your federations, perform the following steps:
1 Click the Federations — Manage Federations menu options.

If you wish, you can skip this step and start with step 2 by searching for federations in the
Manage Federations panel from the Welcome page.

The Federations page opens, which is initially blank.

- |~ Iy /_ ogged In As: admi
Select Federat|0n Administration Console -IEMM :' hu?ri—; dim_madmm

Partners + Federations * Admins * Logs > MyAccount~ Help~

Federation Search Criteria: = Fed erations: a
# Specify any or all of the following search criteria for - Local User Id Federated User Id m
viewing federations.
All fields are optional, 30 leave entries blank to No Federations
search for entries regardless of that criterion.

2 Use the Federation Search Criteria panel to search for and view federations.
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See Searching for Federated Users and Partners on page 94 for instructions.
3 Click the Lookup button.
The Federations page opens displaying information based on the search criteria.

The following figure shows an example of the Federations page after a search has been
performed.

- & -2 “ Py = F 0gge AS: ac
Select Federation administration Console .HEMM :“ Ir_inidl_nm_mamm

Partners =~ Federations * Admins * Logs * My Account * Help ~

Federations: a

Specify any or all of the following search criteria for
viewing federations.

All fieldz are optional, so leave entries blank to
search for entries regardless of that criterion

ar

idpLocalUser1 hitps:/iisp1-d204-tg- 72048bc082feffdSaTdBecS0dE04207a30f4b0¢
|
rheld.tgx.net:7443tfs  Qualifier:https:/isp1-d204-tg-
rheld.tox.net 7443i4fs
Format:urn:liberty:iff:-nameid: federated

By user id: l:l | idpLocallzer hitps:/iboth2-d204-tg-  9635T6d82c2644dbbBaci44533106613386aTTe
rheld.tox.net:6443itfz  Qualifier:https:iidp1-0204-tg-
. rhel3.tgx. net:8443i4fs
By partner id: 1 SP Qualifier:htips:iiboth2-d204-tg-
rheld.tgx.net:64434fe
Formaturn.oasis:names:tc:SAML:2.0:nameid-
format:persiztent

D "‘CN=Administrator, CN=Users DC=tqx DC=net'  hitps:lizp1-d204-tg- 723af6blad4aaced2c29502Te2b2efaZ 7204400
rheld.tox.net:7443tfz  Qualifier:https:izp1-d204-tg-
rhel3.tox. net: 74434 fs
Format:urn:liberty:iff:-nameid: federated

oo Lscusian I

£ >

Searching for Federated Users and Partners

Use the Federation Search Criteria panel to quickly find all federated users. You can search
for federated users in different ways by entering a value in one or all fields, or by leaving the
fields blank. For example, you can do any of the following:

e Enter the User ID and Partner ID and click Lookup to find information about that specific
user’s federation with a particular partner.

e Enter the Partner ID on the corresponding field and click Lookup to find information about
that specific Partner’s user federations.

¢ (Click the Lookup button without entering any information to search for all users and their
federations.

e  (Click the Clear All button to undo any previous selections.

Removing Federated Partners

Perform the following steps to remove federated partners:
1 Click the Federations — Manage Federations menu options.

If you wish, you can skip this step and start with step 2 by searching for federations in the
Manage Federations panel from the Welcome page.

2 Use the Federation Search Criteria panel to search for and view federations.
See Searching for Federated Users and Partners on page 94 for instructions.

3 Click the Lookup button.
The Federations page opens displaying information based on the search criteria.

4 Do one of the following:
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Remove a federation.

Check the box to the left of the federation row you would like to delete and click the
Remove button.

Remove all visible federations.
Click the Select All button and then click Remove.

Click the Clear All button to undo any previous selections.
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6 Enabling Applications

Overview

Ultimately, a key goal of any federated identity deployment is to provide seamless access to
applications where previously one would have required a local credential to be presented.
Select Federation provides a number of ways to “federation enable” applications. Providing
protocol-independent application integration is a key feature of Select Federation.

Select Federation provides a number of ways to enable applications. The more advanced
enablement options are provided in the SDK, which are described in the documentation on
the Select Federation SDK CD. This chapter focuses on the following three enablement
options:

e Application Helpers — Provide a simple means of generating URLs that initiate
federation actions, which can be embedded in your portals, web sites or other applications.

¢ Demonstration Program — Provides a demonstration of federated identity in action, and
also provides sample code for using the Select Federation software.

e Filters — Provide a convenient means of web access control for commonly used
web-servers.

These enablement options are described in the following sections:
e Using the Application Helper
e Using the Demonstration Program

e Using Filters to Protect Web Applications

Using the Application Helper

For ease of integration into your existing environment, Select Federation provides a special
Application Helper component.

The Application Helper is a unique feature of Select Federation that simplifies the way in
which you initiate federation actions such as federated login and global logout. Using the
Application Helper, you enter a “target URL” that you would like your users to go to after a
federated login. The Application Helper will return a transformed URL that you can paste
into your portal for your users to click on. When the users click on this transformed URL, they
will arrive seamlessly at the target URL without being prompted for a credential.

The Administration Console landing page includes a link to the Application Helper as shown
in the following figure.
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Figure 8 Select Federation Administration Console Landing Page

Select Federation

Administration Console

Administration and Configuration Tasks Learn about the Product

= Administration Console: The administration conzole allows you to = Release Notes: To see the releaze notes, visit the HP Software
manage configured pariners, administrators, user-federations, Product Manualz web site and select Select Federation.

e policies and view audit logging information, = |nstallation Instructions: The full Installation Guide. If you are

icati er after adding truzted partners, usze this reading this page, chances ars you have installed the server

m vrreate URLs that you can embed into your applications already.
for seamiess navigation to your partner sites or for logging in users = Administration Guide: The full Configuration and Administration
via your pariners. Cuide:

= Architectural Overview: Chapter 2, "Select Federation
Architecture” in the Configuration and Administration Guide.

= | earn More About Federation: To learn more about ldentity
Federation, visit the HP Select Federation website.

For more information on HP ldentity Management products, answers to your guestions or product feedback, visit the HP website at:
hitpdiw ww managementsofiware hp comiproductsisictfed!

Product Version:7.0.0 %

You can also navigate to the Application Helper using the following address at the top-level
URL:

<base-url>/tfs-internal/helperMain.html

The Application Helper can help you configure URLSs in your application for seamless
navigation to Service Provider (SAML Consumer) sites or for authentication via Identity
Provider (SAML Producer) sites.

There are two useful pages in the Application Helper:

e idphelper.jsp: This helps you construct URLs to embed in your application that allow
your users to seamlessly navigate to trusted third-party web sites. You may want users to
go to a particular URL at that site, which you can enter on this page, or you can leave the
target URL field blank, in which case the third-party site will navigate the user to an
default URL after verifying the trust between the sites.

e sphelper.jsp: This shows how to construct login URLs that enable you to let users login,
federate and de-federate via a trusted Identity Provider (IDP). It also provides a way of
constructing “global logout” URLs that you can use to initiate a global logout for a user
that has been authenticated at your site. Note that the global logout and federation /
defederation features are not available when using SAML 1.0 or 1.1 protocols.

Using the Demonstration Program

Select Federation provides a Demonstration program that allows you to quickly see federated
identity in action. The Demonstration program can also serve as sample code, which you can
use to enable your own applications.
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You can navigate to the Demonstration program using the following address at the top-level
URL (just replace tfs-internal with sf-demo):

<base-url>/sf-demo
The Demonstration program consists of two parts:
e Identity Provider Demonstration program
e Service Provider Demonstration program
The following figure shows the Demonstration program landing screen.

Figure 9 Demonstration Application Landing Page

HP OpenView Select Federation

Demonstration Application

Identity Provider (IDP) Functions:

. in Il IDP

Senvice Provider (SP) Functions:

As seen in the above screen, the demo application shows all SP functionality with orange
colored headers and all IDP functionality with green colored headers. Functionality that is
shared by both IDP and SP is in neutral colors.

IDP Demonstration Program

Clicking on the Login locally to demo IDP portal link on the Demonstration program landing
page opens an authentication screen similar to the following figure.
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Figure 10 Authentication Screen

Place your company!provider name here

Lagin To Access Hgoo

On this screen, enter a username and password that can be validated against the directory
server that was configured during the installation process.

Once you login to the IDP demo application, the IDP Demonstration page opens.
Figure 11 IDP Demonstration Page

HP DpenView Select Federation

IDP Demonstratian Pags

Wekcome john smith

Wour UseniD i jahn smih

WO S SE SRDU A

Seamlessly access your trusted partners

& Tral 5P ihte snap -l i-arriva fliae el 74500 (e hipet URLE

L
Mardi PasGii by HP i Seeh 0 F o673 m
e L o P Sl S LB 3T TN - A S S

This page allows you to do the following:

¢ Login to any configured SPs

e Logout from all sites at which the user is already logged on
¢ Logout locally from the IDP

e Access the helper applications
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SP Demonstration Program

You may access the SP Demonstration program by either logging in through a configured IDP,
or by logging in locally to the SP Demonstration program. The local login is verified against
the “internal IDP.” If an authentication mechanism is not configured locally (such as the
SP-only mode of installation was chosen or the LDAP directory was not configured at
install-time), the local login will not work, and users are forced to login through an IDP.

Logging in locally opens a page such as the one shown in the following figure:

Figure 12 SP Demonstration Page When Logging in Locally

HP OpenView Select Federation

SP Demonstration Page

\velcome: John Doe

Your local User 1D is jphn
You were authenticated locally.
Your user atnbutes are (as provided loeally):

» persenal_email - johni@doe. com
+ name_lasmame : Doe
+ name_firstname : John

+ Initigte federation (link accaunt) with schinivar-idp {http:/sc hinivar.americas. hpgoom.net.7001415)
+ Log out from all sites

+ Log out from this site

+ URL Helper App=

This page allows the user to do the following:

e Initiate federation with configured IDPs

e Terminate federations with IDPs that the user is already federated with
e Logout from all sites

e Logout locally

e Access the URL helper applications

If the user logs in through a configured IDP, the demonstration application opens the
following screen:
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Figure 13 SP Demonstration Page Logging in Through a Configured IDP

HP OpenView Select Federation

SP Demonstration Page

Welcome: Idp Doe

Your local User IV is jphn
You were authenticated by schiniar-idp.

Your user attibutes are:

* name_lasmame : Doe
+ name_firsthame - idp

+ Terminate Federation with schinvar-idp
+ Log out from all sites

+ Log out from this site

+ URAL Helper Apps

This screen shows the user's federated identity at the SP, any attributes that have been
obtained from the IDP and allows the user to do the following actions:

e Terminate an existing federation

¢ Logout from all sites

e Logout locally

e Access the URL helper applications

For attributes seen in the attribute list that are configured to be queried from the remote IDP,
their values from a local authority (if the attribute exists locally) takes precedence over values
that can be obtained from the attribute query to the remote IDP. This scenario can happen in
an SP IDP install (or router +local IDP) where the user has logged in locally and federated
over to the remote IDP.

Using Filters to Protect Web Applications

This section describes the Select Federation filters in the following topics:
¢ Overview of Filters

¢ Filter-Support

e IIS Filter

e Apache Filter

e Java Access Filter

Overview of Filters

A filter is a software component that changes how a web server handles the HTTP requests
and responses for one or more web applications. A Select Federation filter validates user
authentication state and if needed initiates. Single-Sign-On (SSO) before a web server serves
an HTTP request for the following classes of URLs:
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e Validates user authentication or Single-Sign-On (SSO) before a web server serves an
HTTP request for the following classes of URLs:

— Protected URLs — Protected URLs require users to be authenticated to allow access
to these URLs. If a user is not authenticated, the filter redirects the user to Select
Federation for authentication. The Select Federation installation may authenticate
the user locally or initiate federated login at another Authority (IDP). If, or once, the
user is successfully authenticated the user's identity and attribute information is
presented to the application. The application can then use this information to make
further authorization decisions or to provide a personalized experience.

— Passive URLs — Passive URLs are for resources where the user authentication state
is not critical for the application. Users are allowed to access these URLs even though
they cannot be authenticated without being prompted. However, if the user is already
logged in at the IDP, has a federation session with Select Federation, or can be
authenticated without being prompted, the user’s identity and attribute information
is presented in the federation session to the application.

— Unprotected URLs — Unprotected URLs allow users access to these URLs without
being authenticated. Typically, special URLs such as the login URL and logout URL
are unprotected URLs.

The filter validates user authentication or SSO by looking for a special cookie (default
cookie name SFSession)in the cookie header of the request. If the cookie header contains
the special cookie, then the filter assumes that the user is authenticated. Otherwise, the
filter redirects the user to the login page.

e Allows the user-specific information (such as profile and login information) to be available
to the web applications by setting the request headers. See How Filters Work on page 103
for more details.

Select Federation provides the filters to protect and enhance web applications that are
deployed on the following web servers:

e IIS — The Microsoft web server for the Windows platform.
e Apache 2.0 — The Apache 2.0 web server for Linux or Windows platforms.

’ The Select Federation Apache 2.0 module binaries are compatible with Apache 2.0.41+
versions that have a Module Magic Number that starts with 20020903. See Apache Filter on
page 123 for more information.

However, the Select Federation Apache 2.0 module binaries are not compatible with Apache
1.3.

e Java Servlet Containers — Apache Tomecat or any other web server that is compliant
with the Java Servlet Specification 2.3 or newer.

In some cases (such as during evaluation) it is not practical to install such a filter in the web
server. Therefore, a PHP script is included on the Select Federation CD, which does the same
work as the filters. This script may be helpful in better understanding the principles involved.
See the <cd-base-directory>\filters\custom\ directory for the PHP script.

How Filters Work

The filters are configured to protect (allow access only after authentication) certain
directories, and possibly to allow access to certain files without authentication. It is also
possible to configure what information (login event, IDP details from which a user is
authenticated, user profile attributes and so on) should be made available to the applications.
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When a filter receives the HTTP request, it first compares the request URL with the protected
URLs (can be accessed only by authenticated users). If the request URL is not protected then
it does not do any additional processing and passes the unmodified request along to the web
server (or the next filter in the chain).

If the request URL is protected, then it retrieves the cookie header from the request headers
and looks for a particular cookie in the cookie header. After the user is authenticated, this
cookie is set for the domain shared between the web server and the Select Federation
installation with an ID to the user federation session Event-Plugin running on an SP site (see
“SP Event Plugin Interface” in the HP Select Federation Web Application Developer's Guide
for more information). In the remainder of this chapter, the cookie is referred to as the “SF
cookie.”

If the SF cookie is not present, the user is not authenticated and the filter redirects the user to
the login page with the original request URL as parameter. Once the user is authenticated the
system will redirect back to the application and hence the filter will be invoked again. This
time however the SF cookie will be present.

If the filter finds a SF cookie in the cookie header, it gets the cookie value, which refers to a
federated session id (sessionId). It then does a lookup for user information for that key in the
filter cache. If the entry is found then it verifies that entry is valid. The filter maintains an
in-memory cache of user information to ensure high performance.

In case the entry for sessionld is not found in the cache or the entry is expired, the filter calls
the federation session service (<BaseURL>/tfs-fs/FSS installed on SP site) with the
sessionld as the URL parameter. The federation session service returns the XML document
with information about the principal.

If the filter receives the principal information successfully then it adds all the principal
information in the cache. Next the filter adds extra headers (or in the case of the Java Access
Filter extra attributes) to the request with the principal information (as per the directory
configurations) and finally passes the HTTP request to the web server process.
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Figure 14 Filter Flow Diagram
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If it is not possible to use these native filters, applications such as Perl or PHP scripts can do
the work of these filters. For this purpose, these applications need the following information:

e Cookie name (set by Event plugin — value of filterSupport.cookieName parameter
from the <SF INSTALL DIR>/conf/tfsconfig.properties file)

e Location of login integration page to redirect if cookie does not exist

e Location of Federation Session Service (F'SS)

How to Use Filters

To make use of headers set by the filter, you need to know the following header names:
® SF-LocalUserId
® SF-UserSession-Id

¢ SF-Login: When you configure the filters, you can either specify SF-Login to retrieve all
the LoginInfo-related headers or specify each one of the following individually:

— SF-Login-IdpFedUserId
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SF-Login-AuthnContextClassRef

SF-Login-AuthnInstant
SF-Login-ReauthOnOrAfter

e SF-IDP: When you configure the filters, you can either specify SF-IDP to retrieve all the

IDPInfo-related headers or specify each one of the following individually:

SF-IDP-IdpProviderId
SF-IDP-Home
SEF-IDP-Name
SF-IDP-Description
SF-IDP-LogoRef
SF-IDP-LogoText

e SF-Profile: When you configure the filters, you can either specify SF-Profile to
retrieve all the ProfileInfo-related headers or specify each one of the following
individually (SF-Profile-<AttributeName> where <AttributeName> is the actual
attribute name):

The information headers are prefixed as follows:
¢ Login information headers are prefixed with SF-Login-
e IDP information headers are prefixed with SF-1DP-

e Profile information headers are prefixed with SF-Profile-.

SF-Profile-name
SF-Profile-name-title
SF-Profile-name-firstname
SF-Profile-name-lastname
SF-Profile-home-street
SF-Profile-home-city
SF-Profile-home-state
SF-Profile-home-country
SF-Profile-home-postalCode
SF-Profile-personal-email
SF-Profile-personal-phone
SF-Profile-work-street
SF-Profile-work-city
SF-Profile-work-state
SF-Profile-work-country
SF-Profile-work-postalCode
SF-Profile-work-email
SF-Profile-work-phone

This SF-Profile list assumes that the tfsconfig.properties file for the

SP, includes the following attributes:

userAttrs=name name title name firstname name lastname

home street home city home state home country home postalCode
personal email personal phone work street work city work state

work country work postalCode work email work phone

The attribute names with underscores are replaced by hyphens. For example

“name_title” becomes “SF-Profile-name-title.”
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While configuring, if you specify the group header name (such as SF-Login), then the filter
inserts all the subheaders from this group (SF-Login-IdpFedUserId,
SF-Login-AuthnContextClassRef, SF-Login-AuthnInstant, SF-Login-
ReauthOnOrAfter) in the request headers. In the case where you specify individual
subheaders, then the filter inserts only those specified subheaders in the request headers.

A filter logs the high level or debug level information of the requests processed in the log file
according to your configurations.

If it is not possible to use these native filters, applications such as Perl or PHP scripts can do
the work of these filters. For this purpose, these applications need the following information:

e Cookie name (set by Event plugin — value of filterSupport.cookieName parameter
from the tfsconfig.properties file)

e Location of login integration page to redirect if cookie not present
¢ Directories to be protected

e  Unprotected or allowed URLs (like SSO, SLO pages, and so on)

e Passive URLs

¢ Location of Federation Session Service (FSS)

® sessionId as request parameter name for FSS with actual session ID as its value

Filter-Support

Select Federation 6.6.0 includes a dedicated Java web application called Filter-Support,
which integrates Select Federation with the filters provided for the corresponding web
servers: IIS, Apache 2.0 and Java Servlet Containers mentioned in Overview of Filters on
page 102. Filter-Support also integrates Select Federation with web servers that cannot
access the Select Federation databases, which are normally kept behind a firewall.

Deploy Filter-Support on the same machine as the SP installation of Select Federation.

How Filter-Support Works

The following Filter-Support components are provided to facilitate the filter installation and
configuration. In Select Federation 6.60, these components are a part of the Select Federation
“Enterprise Application Archive” or EAR file:

¢ FilterSupportPlugin — You can configure and use this plugin at your SP site
installation as explained in the How to Configure Filter-Support on page 108. This plugin
sets the cookie (used by filters) in the domain you specify after a user returns from
authenticating with an IDP. (The domain should be shared by both the web server and the
Select Federation SP installation.)

e FSService — Provides user-specific information for a given federated session id.

o tfs-fs.war — Provides a login page (1ogin. jsp), which can be configured as the login
URL for the filters. The login page allows the user to choose any one of the SP's partner
IDPs for being authenticated. This war also provides a logout page.

The login page uses the following two URL parameters and the Select Federation APIs to
do Single-Sign-On (SSO):

— targetURL (required) — The absolute URL of the page on the web server for which
the user needs to authenticate. This URL is provided so that the user can be returned
to the originating page on the web server as part of completing the SSO.
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Task 1:

Task 2:

— targetIDP (optional) — This URL is the providerld of the IDP to which the user
should be directed.

Filter-Support enables the filter that exists at the web server to take the value of the cookie
set by the FilterSupportPlugin to retrieve user information through the FSService, and to
provide the headers to the filter’s applications.

How to Configure Filter-Support

Configure Filter-Support by completing the following tasks:

Task 1: Configure the FilterSupportPlugin component

Task 2: Configure the FSService component

Configure the FilterSupportPlugin component

To configure the FilterSupportPlugin component, you need to edit the configuration of the
SP installation in the <SF INSTALL DIR>\conf\tfsconfig.properties file.

Perform the following steps to configure the FilterSupportPlugin component:

1
2

Open the tfsconfig.properties file.

Uncomment #spEventPlugin= and provide the name for the filter’s support plugin
implementation:

spEventPlugin=com.hp.ov.selectfederation.filters.support.FilterSupportPlugin

Add the following line underneath, replacing.mycompany. com with the domain that makes
sense according to your installation:

filterSupport.cookieDomain=.mycompany.com

) If the #spEventPlugin= line does not exist because you have a previous version

of the tfsconfig.properties file, then just add the two lines anywhere in the
file.

Optionally, you may set the following parameters, but the defaults are assumed if you
choose not to provide the values:

# If not specified, this value is assumed to be "SFSession"
filterSupport.cookieName=SFSession

# If not specified, this value is assumed to be "-1"
filterSupport.cookieMaxAge=-1

# A string that defaults to "targetIDP". A cookie with this name is set
# to remember the IDP that successfully authenticated the user. The

# cookie is cleared upon any authentication
filterSupport.idpSelection.cookieName=targetIDP

# An int that defaults to 7*24*60*60 seconds (one week). Setting this
# to 0 would disable the feature.
filterSupport.idpSelection.cookieAge=604800

Restart the Application server that hosts the SP to enable the Event Plugin.

You are now ready to add the appropriate filter to your web server.

Configure the FSService component

If you chose HTTPS for your installation, you need to set up both server and client
authentication for the FSService component as described in the following sections.
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Configuring Server Authentication

This section describes how to enable the Filter-Support for server authentication. Server
authentication requires that you do the following:

e As a prerequisite, enable server authentication at your Application Server.

e Specify the settings for the keystore that holds the client certificates used by the filters to
connect to the Filter-Support service. When absent, they default to the top-level keystore.
In that case, the client certificates used by the filters should be imported into the Select
Federation keystore.

fss.keystorePath=
fss.keystoreType=
fss.keystorePassword=

If the fss.keystorePath exists but is empty, the default JVM truststore for SSL is used.
Typically this is the $JAVA HOME/lib/security/cacerts file.

’ If the filter client certificates are self signed, they need to be added to the cacerts file.
Otherwise, the SSL layer will not accept them.

Configuring Client Authentication

As a prerequisite, enable server authentication at your Application Server.

The FSService expects the Filter that contacts it to present a client certificate. Therefore, you
need to make sure to configure your Filter accordingly.

IS Filter

The IIS filter and configuration interface for the IIS filter are implemented as Windows DLL
files.

These DLL files are installed and uninstalled by using the IIS console or by using scripts.
Using the filter configuration interface, you can configure the filter with all required
configurations (site level and virtual directory level) and store them in a metabase.

The following sections provide instructions for the IIS filter processes:
e IS Filter Requirements

e How to Install and Uninstall the IIS Filter

e How to Configure the IIS Filter

e How to Use the IIS Filter

e [IS Filter Log File

lIS Filter Requirements

e Only Windows 2003 is supported.

e Any dependant DLLs, other than those that are bundled in the
<cd-base-directory>\filters\iis\win32\redist folder, should already exist on
your system. To be sure that all the non-bundled DLLs exist on your system, get the
Dependency Walker from Microsoft's knowledge base web site and run it on
"<cd-base-directory>\filters\iis\win32\SFFilter.dll. If any non-bundled
DLLs are absent, apply the appropriate fixes/updates to your system to get them. See
Microsoft's knowledge base web site for details.
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How to Install and Uninstall the IIS Filter

The instructions in the following sections describe how to install and uninstall the IIS filter
configuration interface and the IIS filter:

e How to Install the IIS Filter Configuration Interface

e How to Install the IIS Filter

e How to Uninstall the IIS Filter Configuration Interface
e How to Uninstall the IIS Filter

How to Install the IIS Filter Configuration Interface

When you install the IIS filter configuration interface, you are installing the DLL files
required for virtual directory and site-level configurations.

Perform the following steps to install the IIS filter configuration interface:

1 Double-click on the install.cmd executable in
<cd-base-directory>\filters\iis\win32\conf\.

The Open File - Security Warning dialog opens.
2 Click on the Run button.
You are prompted to open a filter file.
Click on the Open button for each file until all are opened.
4 Close the IIS console and restart it again.
The IIS Filter Configuration Interface is installed. Continue to install the IIS filter itself.

See the next section, How to Install the IIS Filter, for instructions.

How to Install the IIS Filter

Before installing the IIS filter, you must have installed the IIS filter configuration interface
(see How to Install the IIS Filter Configuration Interface on page 110).

You can install the IIS filter in one of two ways:

e Using the IIS console

e Executing a script

Installing the IIS Filter Using the IIS Console

Perform the following steps to install the IIS filter using the IIS console:

1 Save the <cd-base-directory>\filters\iis\win32\SFFilter.dll anywhere on
your local hard drive.

2  Add the filter as follows:
a Select the Web Site you would like to protect in the left panel and right-click.

b  Select the Properties menu option, then the ISAPI Filters tab in the Web Site Properties
dialog.

¢ Click on the Add button.
The Add/Edit Filter Properties dialog opens.

d Enter the Filter name. For example, SFFilter.
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e Enter the path name or browse for the Executable SFFilter.dl1 file you saved on
your hard drive.

f  Click OK.
3 Add the Web Service extension (for IIS 6.x only) as follows:
a Right-click on the Web Service Extension in the left panel.
b  Select the Add a new Web service extension... option.
The New Web Service Extension dialog opens.
¢ Enter the Extension name. For example, SFFilter.
d Check the Set extension status to Allowed check box.
e Click on the Add button.
The Add file dialog opens.

f  Enter the path name or browse for the Executable SFFilter.dl1 file you saved on
your hard drive.

g Click OK.
The path displays in the Required files box in the New Web Service Extension dialog.

Mew Web Service Extension 5[ I

Type the name of the new \Web service extension, and specify the files that
must be enabled For the extension to run,

Extension name:

| SFFilter

Required files:

CSFFitter ol

Remove |

¥ Set extension skatus ko Allowed

(0] 4 Cancel Help

h  Click OK again.
The Web Service Extension displays in the right panel with the status set to Allowed.
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t Internet Information Services {IIS) Manager - |EI|5|

bt

Eile  Action Yiew ‘Window Help |;|i|£|

c= | A@EXFEBE[R 2] 50

ffg Internet Information Services

=50 HPOVSF {local computer)

1]

. Web Service Extensions

_.J Application Pools 2 | Weh Service Extension | Skatus |

B-_ Weh Sikes »| “F Al Unknown CGI Extensions Prohibited
) Web Service Extensior Al “F Al Unknown ISAPT Extensions Prohibited
. Active Server Pages Prohibited

| Preitett | % ASP.MET v1.1.4322 Allowed
Froperties Internet Data Connector Prohibited
- Server Side Includes Prohibited

Filker Allowed

Tasks [ webDay Allowed

LI

|_’| Extended Standard/’

The IIS filter is installed.

4 After installing the IIS filter you must do the following steps or the filter may not load

properly:
a Add <cd-base-directory>\filters\iis\win32\redist to the system PATH
variable.

b Reboot the machine.

You are now ready to configure the IIS filter. See How to Configure the IIS Filter on
page 114 for instructions.

Installing the I1S Filter Using a Script

Perform the following steps to install the IIS filter (both IIS 5.x and 6.x) using a script:

1

Save the <cd-base-directory>\filters\iis\win32\SFFilter.dll anywhere on
your local hard drive.

Execute the Visual Basic script Install SF isapi filter.vbs, such as:
Install SF isapi filter.vbs <SiteId> <FilterDLLFullPath>.
For example:

Install SF isapi filter.vbs 1 <location-on-hard-disk>\SFFilter.dll

The SiteId: 1,usually corresponds tothe default web site, but the site you chose
to protect may have a different SiteId. Be sure to determine which siteId
corresponds to your web site before running the script.

For ITS 6.0 users, add the web service extension by uncommenting the last two lines in the
Install SF isapi filter.vbs script.

The IIS filter is installed.

After installing the IIS filter you must do the following steps or the filter may not load
properly:

a Add <cd-base-directory>\filters\iis\win32\redist tothe system PATH
variable.

b Reboot the machine.
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You are now ready to configure the IIS filter. See How to Configure the IIS Filter on
page 114 for instructions.

How to Uninstall the IIS Filter Configuration Interface

When you uninstall the IIS filter configuration interface, you uninstall the IIS filter
configuration Ul schema properties and the DLL files.

Perform the following steps to uninstall the IIS filter configuration interface:

1 Double-click on the uninstall.cmd executable in
<cd-base-directory>\filters\iis\win32\conf\.

This command uninstalls the IIS filter configuration Ul schema properties and the DLL
files.

2 Close the IIS console and restart it again.

How to Uninstall the IS Filter

You can uninstall the IIS filter in one of two ways:

e Using the IIS console

e Executing a script

Uninstalling the I1S Filter Using the IIS Console

Perform the following steps to uninstall the IIS filter using the IIS console:

1 Select the Web Site you chose to protect in the left panel in which you want to uninstall
the IIS filter, and right-click.

2 Select the Properties menu option, then the ISAPI Filters tab in the Web Site Properties
dialog.

3 Select the filter you want to uninstall such as the SFFilter you added.
4 Click on the Remove button and click OK.
The filter is uninstalled.
Uninstalling the IIS Filter Using a Script
Perform the following steps to uninstall the IIS filter (both IIS 5.x and 6.x) using a script:
1 Execute the Visual Basic script Remove SF isapi filter.vbs, such as:
Remove SF isapi filter.vbs <Siteld> <FilterDLLFullPath>.
For example:

Remove SF isapi filter.vbs 1 <cd-base-directory>\filters\iis\win32\
SFFilter.dll

The siteId: 1, usually corresponds to the default web site, but the site you chose to
protect may have a different SiteId. Be sure to determine which SiteId corresponds to
your web site before running the script.

’ For IIS 6.0, you need to uncomment (if commented) the last two lines from the
Install SF isapi filter.vbs and Remove SF isapi filter.vbs scripts.

The filter is uninstalled.
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How to Configure the IS Filter

Before configuring the IIS filter, you must have installed the IIS filter configuration interface
(see How to Install the IIS Filter Configuration Interface on page 110) and the IIS filter (see
How to Install the IIS Filter on page 110).

There are two ways in which you can configure the filter using the filter configuration
interface:

At the web site level — This configuration is useful when you would like to protect access
to all the virtual directories under the site using the IIS filter.

At the virtual directory level — This configuration gives you the ability to do more
fine-grained access control, so that each virtual directory can have its own filter
configuration.

The IIS filter is configured by using the IIS filter configuration interface integrated with the
IIS console.

Perform the following steps to configure the IIS filter:

1

Open the IIS Console as follows:
a From the Start menu click Run.
b In the Open text box, enter inetmgr and click OK.

Configure the IIS server or web site to be protected with server level configurations
(cookie name, login page and so on):

a Select the web site you want to protect = Right click > Properties
(On Windows 2000 and Windows 2003 servers, the same can be done as: Select IIS
Server name (local computer) >Right click > Properties).

The Web Site Properties dialog opens.
b  Select the Select Federation Filter - Site Configuration tab.

¢ Configure the first property in the Options drop-down list by entering a value in the
Value text box.
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Following is an example of configuring a property.

d

e

>»

Default Web Site Properties

[I5 Filter - Site Configuration
Global Settings

Wwieb Site | ISAPI Fikers | Home Directory | Documentz | Directory Security | HTTP Headers
Custorn Emars Select Federation® Filker - Site Configuration Server Extensions

Dptian |SFLDginPage

|nfarmation

Protected Directonies

Value | hittp:iphovst tgs net 70S04s-fsogin jsp

Federation Seszion Service LRL.
Thiz zervice iz usually a part of 5P [nztallation.
Pleaze specify zervice URL here.

15 wirtual or &pplication Server directories to be protected [zeparated by
#] with configz. Syntax: <Dilk ames :Commas eparateddllowedPaths;
CommaS eparatedPazsivePaths CommaS eparatedinzertableHeaders;
AuthnContextClazzFR ettt Dt ames: ...

[ k. H Cancel ][ Apply

Click on Apply to save your setting.

Continue configuring each of the parameters listed in the Option drop-down list.

Click on Apply after entering a value for each configuration parameter so that your

entries are saved correctly.
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Option

Value

SFLoginPage

Provide a URL to a page where a user
without the proper cookie for the Filter (to
use as credentials) is redirected. You can use
the 1login. jsp page provided in the
tfs-fs.war file. For example:
http://<sp-site>/tfs-fs/login.jsp or
https://<sp-site>/tfs-fs/login.jsp

SFFederationSessionService

(FSService)

Provide a URL to the FSService servlet. If
you have finished the steps in How to
Configure Filter-Support on page 108, the
URL can be formed as either
http://<sp-site>/tfs-fs/F'SS or
https://<sp-site>/tfs-fs/FSS

depending on your SP deployment.

SFLogFile

Provide a location on your system where you
feel it is appropriate for the Filter to log its
messages. For example: c: \Program
Files\Select Federation\logs\
SFFilter.logq.

It is essential to specify the log file location
since the log file is important for
re-confirming the configuration used by the
filter, understanding the filter functionality
and gathering information to debug any
issues.

Note: If you are using a virtualization
software to test the filter, be aware that the
filter is not able to place the file at the
specified location every time. You will need to
figure out to which virtual directory the filter
writes the file.

SFDebug

Provide the value as TRUE for the filter to log
debug statements or FALSE not to log debug
statements.

SFCACerts - (Certificate
Authority Certificates)

Provide the file path name of the CA
certificates for server validation. The file
should be in PEM format.

SFSkipServerAuth - (Skip Server
Authentication)

Provide the value as True to skip server
authentication or False to authenticate. See
“Appendix C, Configuring Server and Client
Authentication” in the HP Select Federation
Web Application Developer’s Guide for more
information.

SFCookieName

Provide the name of the cookie. The filter
checks this in the request headers. The cookie
name must be the same as the cookie set by
the Event Plugin.

Chapter 6



Option Value

SFSkipClientAuth - (Skip Client | Provide the value as True to skip client
Authentication) authentication or False to authenticate. See
“Appendix C, Configuring Server and Client
Authentication” in the HP Select Federation
Web Application Developer’s Guide for more
information.

SFKeyFile Provide the path name of the key file
containing the private key to use along with
the certificate. The file should be in PEM
format.

SFCertFile (Certification File) Provide the path name of the certification file
that contains the client certificate to be used

for client authentication. The file should be in
PEM format.

SFPassPhrase If the Key file is encrypted, provide the
passphrase to use the key file.

f  Click on OK to save the changes and close the window, or click on Apply to save the
changes and keep the window open.

3 Configure virtual directories with directory level configurations:
a Select a virtual directory in a web site.
b  Right-click on the virtual directory and select the Properties menu option.
The web site Properties dialog opens.
¢ Select the Select Federation Filter - Directory Configuration tab.

d Check the Enable Select Federation Protection check box if you want to protect the
virtual directory as shown in the following figure:
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IBTest Properties

Wirtal Directony Documents Directon Security HTTP Headers
Cuztarn Erors Select Federation® Filker - Directory Configuration

[v Enable Select Federation Pratection.

Static

@ption T |

Walue | I:l

1 |nfarmation 1

Allowed paths for thiz directary.
Pleaze lizt the pathz which do not need pratection.

Setup Headerz For Thiz Directony |

(] ][ Cancel ][ Apply

e Optionally, configure the following available parameters in the Option dropdown list:
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Option Value

SFAllow Provide a list of semicolon-separated relative URLs that

should not be protected by the filter, in one of two ways:

e Browse for the relative URLSs by clicking the browse
button (..) next to the Value input field.

e Enter the relative URLs manually.

For example, with URLs such as:
http://superSecure.it.com/secureNow.asp and
http://superSecure.it.com/secureLater.asp,
the relative URLs would be entered as:

secureNow.asp;secureLater.asp;

SFPassive Provide a list of semicolon-separated relative URLs that
should be treated as passive URLs (see Overview of Filters
on page 102). The format is similar to the example given
above for SFA1low

SFAuthnContext Choose an Authentication Context from the drop-down list,
which serves as the minimum level of authentication needed
to access the resources in the virtual directory.

Note that the strength of the Authentication Context you
configure should be less than or equal to the one specified in
your SP's tfsconfig.properties configuration file.

For example, if you select SmartCard in the filter
configuration, and the default AuthnContext configured at
the SP is PasswordProtectedTransport, you will not be
granted access to the protected resource. However, if you
specify Password in the filter configuration, you will be
granted access.

You can choose from the following values (listed in
increasing levels of strength):

Password
PasswordProtectedTransport
MobileContract
MobileDigitalID
PreviousSession

Smartcard

SmartcardPKI

SoftwarePKI

TimeSyncToken

If you do not specify a value for the authentication context,
the default authentication context is used. This means that
any level of authentication will be allowed.

Optionally, click on the Setup headers for this directory button to customize which
headers are set.

By default, all the information pertaining to the session, IDP, and user profile is made
available as HTTP header variables, which you can customize.
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The Headers Dialog opens.

Headers Dialog . x|

~Avaiable Headers
Click Add to add a header to configured headers:

Local Userld Header | SE-Locallserld

L

Lser Sessionld Header | SF_serSescionld

Login Information Headars I SF-Login-FedUser1d

Lo

I

e e

IC# Information Headers I ALL

Profile Headers | <r-profile-name

L

rConfigured Headers

Corfigured Headers I SF-Locallserld; SF-Login-FedUserld; SF-Prafile-nams;

.x| Cancel

Select the header variables you wish to add and click the Add button after every
selection.

The consolidated list displays in the Configured Headers section of the dialog box.

Click on OK to save the changes and close the window, or click on Apply to save the
changes and keep the window open.

4  Optionally, verify whether the properties are successfully added by doing one of the
following:

a

Select the properties of the virtual directory or server and open the Select Federation
tab.

You should see the properties with the configured values.

You can use the MetaEdit tool to view the configured properties and their respective
values. Download this tool from the following page and click the Mtaedt22.exe link:

http://support.microsoft.com/default.aspx?scid=kb;en-us;301386&sd=tech
— To view the server level properties: select LM > W3SVC
— To view the web site level properties: select LM > W3SVC-> 1 > ROOT

— To view the virtual directory level properties: select LM - W3SVC—> 1->ROOT >
<DirName>.
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On the right-hand side you will see the configured properties under the Name column
and their values under the Data column as shown in the following figure.

& Metabase Editor =1olx|

Metabase Edit Wiew Help

Id | Name | atributes [ UT [ DT | Data -

KeyType Server St llsWebService

ConnectionTime...  |nh Server Do 120

MaxConnections  Inh Server DL A

Downlevelddmin...  Inh Server DL 1

AuthChangeURL  Inh Server St fiizadmpwd/lach...

AUthE =piredU/RL Ink Server St Jisadmpwddass.

AuthMotiyPwdE...  Inh Server St iigadmpwd/ano... —

AuthE=piredUnz...  Inh Server St fiizadmpwd/aes. .

PazswordChang...  Inh Server D.. B

AuthMatifyPwdE ... Inh Server St Jisadmpwd/ana...

InProcesslzapit..  Inh Server M. CNWINDOWSS

Server Do 1

Applicationl epe... Server M. Active Server P

“WebSvcExtRest. . Server M 0. WAMDIOW...

LogType Inh Server D1

LogFileDirectany Inh Server  Ex.. CNWINDOWSS

LogFilePeriod Ink Server Do 1

LogFileTuncate..  Inh Server Do 20971520

LogOdbcDatas..  Inh Server St HTTPLOG

LogOdbeTableM...  Inh Server  St.. Intemetlog

LogOdbcUsertd...  Inh Server 5t Intemetddmin

LogOdbcPazsw...  Inh Sec Server St Mot Displayed*

LogPluginClzid Inh Server  St..  {FF1G0GG3-DES..

LogE stFileFlags: Ink Server D 2199519

CentralBinaryLo... Server DL 0

HH du1 HHFlans Irk Fil= n] 1 LI
LM% 35 h 4

) With IIS 6.0 (Win2K3) and IIS 5.0 (Win2K), you can configure the server either by
right clicking on the server name (local computer), or specific web site you chose to
protect and then selecting the properties menu. However, for IIS 5.1 (Win XP), the
server configurations can ONLY be done by right clicking on the specific web site
and selecting the properties menu.

After making any changes to the filter settings using the configuration interface, do one of
the following:

e It is recommended that you browse for the following dummy URL in order for the
filter settings to take effect:

http://<iis-server-machine>/SFFilterConfigure.html

The filter generates a 200 OK response and sends a page with the following text to
the client:

SF filter configured!

¢ You can verify that the configuration changes have taken effect by looking at the filter
log file.
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How to Use the IIS Filter

This section provides an IIS filter sample to help you know how to use the IIS filter. This filter
sample is provided as an example of how the filter may be used to retrieve information about
the federated session, user profile, and partner IDP. This sample is very basic in that it prints
all the headers that have been configured for that particular site or virtual directory.

Be sure that you have installed a partner IDP, which is configured to use an Access
Management system or a directory server. The IDP is required to authenticate a user that
initiates a federation from the SP.

Filter Sample

To access the sample, perform the following steps:

1 Copy the getheaders.asp sample from the <cd-base-directory>\filters\iis
samples)\ directory to your protected site or virtual directory.

2 Open the getheaders.asp file and search for SFRoot to set it to the root URL of your
Select Federation Application server SP instance.

3 Save your changes.
4 Now try to access the sample. For example:
http://<iis_servername>/<protectedvirtual_directory>/getheaders.asp

The browser should now be redirected to a login page, as configured in the Select
Federation filter configuration interface (see Step 2 in How to Configure the IIS Filter on
page 114).

5 Select the IDP that you would like to authenticate with from the drop-down list and click
the Login button.

The IDP login page opens where you are asked to enter your credentials.

6 Login with any user account that exists in the access management system or directory
server that has been configured at the IDP.

Once you as the user is authenticated by the IDP, the IIS filter then calls the FSService
servlet to get the user information. The FSService should have been configured in the
Select Federation filter configuration interface as a URL value for
SFFederationSessionService (see Step 2 in How to Configure the IIS Filter on
page 114).

The request is then forwarded to the desired page: getheaders.asp in this sample,
which prints out all the headers it receives.

lIS Filter Log File

The IIS filter log file path can be configured using the configuration interface. If the log file is
not configured from the interface, the IIS filter logs details into the C: \SFFilter. log file.
This generated log file can be used to see the request processing details, headers set and
cookie information.

If you set SFDebug to True in the Select Federation configuration interface, then the filter
will output debug statements to the log file. This will help gain a better understanding of the
inner working of the filter and help with troubleshooting.

Following is an example of a log file with the filter configuration information and request
processing details.
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Filter Configuration Details:

Server configs:

ookieName=SFSession

LoginPage=http://localhost:10432/fs/login.jsp

FederationSessionService=http://localhost:10432/fs/fss.jsp

Debug=TRUE

SkipClientAuth=TRUE

CertFile=

KeyFile=

PassPhrase=

SkipServerAuth=TRUE

CACerts=

Virtual directory configs:
/SFTest/:index.html; ; SF-IDP-Home, SF-Profile—-name-firstname, ;

Protected URL: /SFTest/getheaders.asp

Cookie-Header :ASPSESSIONIDAARSDBSD=HNOJGPMCAPGJIBFAOKCONDDF;
SFSession=2dc4d67ae068b69790f9f8097239%e8bldeablf2c

Expected cookie found

Successfully received info from Federation Session Service...
Cached info for sessionId=2dc4d67ae068b69790f9f8097239%8bldeablf2c
User information is set in the headers

SF-IDP-Home:null SF-Profile-name-firstname:testname

Apache Filter

The Apache filter is implemented as a shared library (.DLL for Windows or . SO for Linux).
) For the Apache filter, the following platforms are supported:

e Windows 2000 and 2003

¢ Red Hat Linux AS 3.0 and 4.0

You install the Apache filter by copying the filter shared library into the <apache home>/
modules> directory. You then configure the Apache filter by modifying the httpd. conf file.
If you need to change default settings, you can modify the filter.conf file.

Before you install and configure the Apache filter, be sure to carefully look at its prerequisites.

) In Select Federation, the Apache 2.0 module binaries are compatible with specific versions of
Apache on Linux, but not with Apache 1.3. For details on supported Apache versions, see
Supported Apache Versions on Linux on page 130.

The following sections provide instructions for the Apache filter processes and information on
supported versions for the Apache filter on Linux platforms:

e How to Install the Apache Filter

e How to Configure the Apache Filter
e How to Use the Apache Filter

e Apache Filter Log File

e Supported Apache Versions on Linux
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How to Install the Apache Filter

Complete the following steps to install the Apache filter on Windows and Linux platforms.

Installing the Apache Filter On Windows Platforms

Perform the following steps to install the Apache filter on Windows platforms:

1

5

Copy the Apache filter binary from <cd-base-directory>/filters/apache/win32/
SFModule.dll to the <apache home>/modules/ directory.

Copy the files present in the <cd-base-directory>/filters/apache/win32/
redist/ folder into a local folder such that they will be in the system PATH. Or copy
them into a new local folder and edit the system PATH to point to it as well.

Add the following line to the <apache home>/conf/httpd.conf file:
LoadModule SFModule_module modules/SFModule.dll

Copy the sample configuration file <cd-base-directory>/filters/apache/conf/
filter.conf tothe <apache home>/conf/ directory.

Restart your Apache web server.

Installing the Apache Filter On Linux Platforms

Perform the following steps to install the Apache filter on Linux platforms:

1
2

Configure Filter-Support as described in How to Configure Filter-Support on page 108.

Copy the Apache filter binary from <cd-base-directory>/filters/apache/linux/
SFModule. so to the <apache home>/modules/ directory.

The Apache filter binary includes the following run-time dependencies:

Apache APR

OpenSSL

libcurl (built with OpenSSL)
libxml2

Check the run-time dependencies of the Apache filter module to be sure all required
components are present.

a Enter the following command at the prompt (#):
# 1ldd <apache_home>/modules/SFModule.so
The output may look something like the following:

libxml2.s0.2 => /usr/lib/libxml2.so0.2 (0xb74bb000)

libz.so.1 => /usr/lib/libz.so.l (0xb74ad000)

libcurl.so.3 => not found

libdl.so0.2 => /lib/libdl.so.2 (0xb74aa000)

libstdc++-1ibc6.2-2.50.3 => /usr/lib/libstdc++-1ibc6.2-2.s0.3 (0xb7468000)
libm.so.6 => /lib/tls/libm.so.6 (0xb7446000)

libc.so.6 => /lib/tls/libc.so.6 (0xb730e000)

libpthread.so.0 => /lib/tls/libpthread.so.0 (0xb72fe000)
/1lib/1d-linux.so0.2 => /lib/ld-linux.so.2 (0x80000000)

libgcc s.so.l => /lib/libgcc s.so.l (0xb72£5000)

Any not found results indicate that either the dependencies are not installed, or do
not exist in the linker path.
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b  Enter the following command at the prompt (#) to copy the missing components
provided in the <cd-base-directory>/filters/apache/linux/redist/
directory to a new local directory:

# cp -r <cd-base-directory>/filters/apache/linux/redist/ <local-dir>/filters/

¢ Add the path of the new local directory (<local-dir>/filters/redist) to the
/etc/ld.so.conf file.

d Execute the following command at the prompt (#):
# ldconfig
You might see some warnings such as:

ldconfig: /var/tmp/filters/redist/libxml2.s0.2 is not a symbolic link
ldconfig: /var/tmp/filters/redist/libcurl.so.3 is not a symbolic link
ldconfig: /var/tmp/filters/redist/libapr-1.s0.0 is not a symbolic link

Ignore these warnings and proceed to the next step.
e Enter the following command at the prompt again:
#1dd <apache_home>/modules/SFModule.so
This time, the results should show that all dependencies are satisfied.

libxml2.s0.2 => /var/tmp/filters/redist/libxml2.s0.2 (0xb74a4000)
libz.so.1l => /usr/lib/libz.so.l (0xb7496000)

libcurl.so.3 => /var/tmp/filters/redist/libcurl.so.3 (0xb7464000)
libdl.so.2 => /lib/libdl.so.2 (0xb7461000)

libstdc++-1ibc6.2-2.50.3 => /usr/lib/libstdc++-1ibc6.2-2.50.3 (0xb741£000)
libm.so.6 => /lib/tls/libm.so.6 (0xb73£d000)

libc.so.6 => /lib/tls/libc.so.6 (0xb72c5000)

libpthread.so.0 => /lib/tls/libpthread.so.0 (0xb72b5000)

libssl.s0.0.9.8 => /var/tmp/filters/redist/libssl.so.0.9.8 (0xb727a000)
libcrypto.so.0.9.8 => /var/tmp/filters/redist/libcrypto.so.0.9.8 (0xb7155000)
/1lib/1ld-linux.so0.2 => /lib/ld-linux.so.2 (0x80000000)

libgcc s.so.l => /lib/libgcc s.so.l (0xb714c000)

) If libstdc++-1ibc6.2-2.s0. 3 is not found, you need to install the rpm
appropriate to your system to satisfy this dependency.

4 Add the following line to the <apache home>/conf/httpd.conf file:
LoadModule SFModule module modules/SFModule. so

5 Copy the sample configuration file <cd-base-directory>/filters/apache/conf/
filter.conf tothe <apache home>/conf/ directory.

6 Restart your Apache web server.

How to Configure the Apache Filter

) Before configuring the Apache filter, you must have installed the Apache filter (see How to
Install the Apache Filter on page 124).

Configure the Apache filter by completing the following tasks:

e Task 1: Edit the <apache_home>/conf/filter.conf file to configure the filter-specific options
to match your SP installation:

The following filter-specific options are shared across all directories:

— CookieName
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Task 1:

— LoginPage

— FederationSessionService
— Debug

— SkipClientAuth

— CertFile

— KeyFile

— PassPhrase

— SkipServerAuth

— CACerts

e Task 2: Edit the <apache_home>/conf/httpd.conf file to configure the directories and

locations that you wish to protect:

Edit the <apache_home>/cont/filter.cont file to configure the filter-specific options to match your SP

installation:

Provide values for the following filter-specific options to match your SP installation:

Uncomment the following line:

Provide the following value:

#CookieName=. . The same cookie name as the one you configured for
the filterSupport.cookieName parameter in the
tfsconfig.properties file. (See How to
Configure Filter-Support on page 108.)

#LoginPage=. .. A URL to a page where a user without the proper

cookie for the filter (to use as credentials) is
redirected. You can use the login.jsp page
provided in the tfs-fs.war file. For example:
http://<sp-site>/tfs-fs/login.jsp or
https://<sp-site>/tfs-fs/login.jsp

#FederationSessionService=...

A URL to the FSService servlet which is called by
the filter to get LoginInfo, IDPInfo, User ProfileInfo
and so on. If you have finished the steps in How to
Configure Filter-Support on page 108, the URL can
be formed as either

http://<sp-site>/tfs-fs/FSS or
https://<sp-site>/tfs-fs/FSS

depending on your SP deployment.

#Debug=. .. TRUE for the filter to log debug statements or FALSE
not to log debug statements.

#SkipServerAuth=. .. TRUE to skip server authentication or FALSE to
authenticate. See Configuring Filter Authentication
on page 137 for more information.

#CACerts=... The path to the file that contains the CA certificates
for server validation.

#SkipClientAuth=... TRUE to skip client authentication or FALSE to

perform client authentication for https
communication. See Configuring Filter
Authentication on page 137 for more information.
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Uncomment the following line: Provide the following value:

#CertFile=... The path to the file that contains the client

certificate, to be used for client authentication
during the SSL Handshake. The certificate should be
in PEM format.

#KeyFile=... The path to the file that contains the private key, to

be used with the client certificate for client
authentication during the SSL Handshake.

#PassPhrase=. .. If the key file is encrypted, provide the passphrase to

use the key file.

Task 2:  Edit the <apache_home>/cont/httpd.conf file to configure the directories and locations that you wish to
protect:

1

3

Enabling Applications

Add the sSFProtect option to the specified directories to register them with the filter.

<Directory "/path/to/directory">
Other Standard Options
SFProtect

</Directory>
Specify the headers for the values to be retrieved:

<Directory "/path/to/directory">
Other Standard Options
SFProtect
SFHeaders SF-LocalUserId, SF-UserSessionld, SF-Login,SF-IDP, SF-Profile

</Directory>

) The above configuration for SFHeaders is equivalent to specifying all the
attributes individually, for example:

SFHeaders SF-Login-IdpFedUserId, SF-Login-AuthnContextClassRef, SF-
Login-AuthnInstant, SF-Login-ReauthOnOrAfter, SF-IDP-IdpProviderId, SF
-IDP-Home, SF-IDP-Name, SF-IDP-Description, SF-IDP-LogoRef, SF-IDP-Logo
Text, SF-Profile-name, SF-Profile-name-title, SF-Profile-name-firstnam
e, SF-Profile-name-lastname, SF-Profile-home-street, SF-Profile-home-c
ity, SF-Profile-home-state, SF-Profile-home-country, SF-Profile-home-p
ostalCode, SF-Profile-personal-email, SF-Profile-personal-phone, SF-Pr
ofile-work-street, SF-Profile-work-city, SF-Profile-workstate, SF-Prof
ile-work-country, SF-Profile-work-postalCode, SF-Profile-work-email,
SF-Profile-work-phone

See How Filters Work on page 103 for more details.

Specify the resources that should not be protected by the filter:

<Directory "/path/to/directory">
Other Standard Options
SFProtect
SFHeaders. ..
SFAllow allow.html,allow2.html
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</Directory>
4  Specify the resources that should be passive:

<Directory "/path/to/directory">
. Other Standard Options
SFProtect
SFHeaders. ..
SFAllow...
SFPassive passiveurll,passiveurl?2

</Directory>

5 Optionally, specify a value for the Authentication Context to be the minimum level of
authentication needed to access the resource.

’ The strength of the Authentication Context you configure should be less than or
equal to the one specified in your SP's t fsconfig.properties configuration file.

For example, if you select SmartCard in the filter configuration, and the default
AuthnContext configured at the SP is PasswordProtectedTransport, you will not
be granted access to the protected resource. However, if you specify Password in
the filter configuration, you will be granted access.

You can choose from the following values (listed in increasing levels of strength):

Password
PasswordProtectedTransport
MobileContract
MobileDigitalID
PreviousSession

Smartcard

SmartcardPKI

SoftwarePKI

TimeSyncToken

If you do not specify a value for the authentication context, the default
authentication context is used. This means that any level of authentication will be
allowed.

6 Specify an alternate Authentication context if you are not satisfied by the default one
(usually you would not have a need to specify this):

<Directory "/path/to/directory">
...Other Standard Options
SFProtect
SFHeaders. ..
SFAllow. ..
SFPassive...
SFAuthContext minContex