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1

Documentation Map

This chapter describes the organization of HP Select Identity connector documentation and
provides necessary information on how to use the documentation set to install and configure
the connectors.

Figure 1 illustrates the documentation map for Select Identity connector. For a list of
available product documentation, refer to the Table 1.

Figure1l Documentation Map

Release Note
(HTML File)

Connector Deployment Guide Connector Installation and
{PDF File) i i s e i wims P Configuration Guide

(PDF File)




Table 1

Connector Documentation

Document Title and Filename Contents Location

Release Note This file contains necessary /Docs/

RSA Connector vl.0l Release information on new features | subdirectory

Note.htm of the connector, under the
enhancements, known connector
problems or limitations, and | directory.

support information.

Connector Deployment Guide
(for Select Identity 4.20)

connector deploy SI4.20.pdf

Connector deployment guides
provide detailed information
on:

/Docs/ root
directory on
the product’s

- ¢ Deploying a connector on CD media.
Connector Deployment Guide an application server.
(for Select Identity 4.10-4.13) )
e (Configuring a connector
connector deploy SI4.13.pdf with Select Identity.
Connector Deployment Guide Refer to these guides when
(for Select Identity 4.0-4.01) you need generic information
connector deploy SI4.pdf on connector installation.
Connector Installation and Connector installation and /Docs/
Configuration Guide configuration guide provides | subdirectory
RSA guide.pdf installation instructions for a | under the
- specific connector. It contains | connector
resource specific directory.

configuration details.
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2 Introduction

This chapter gives an overview of the HP Select Identity connector for RSA ACE/Server. An

HP Select Identity connector for RSA ACE/Server enables you to provision users and manage
identities on RSA ACE/Server. At the end of this chapter, you will be able to know about:

e The benefits of HP Select Identity.
e The role of a connector.

e The connector for RSA ACE/Server.

About HP Select Identity

HP Select Identity provides a new approach to identity management. Select Identity helps
you automate the process of provisioning and managing user accounts and access privileges
across platforms, applications, and corporate boundaries. Select Identity communicates with
the enterprise information system through connectors, and automates the tasks of identity
management. The enterprise information system, which is also referred to as resource, can
be a database, a directory service, or an ERP package, among many others.

About Connectors

You can establish a connection between a resource and Select Identity by using a connector. A
connector is resource specific. The combination of Select Identity and connector helps you
perform a set of tasks on the resource to manage identity. A connector can be unidirectional
or bidirectional. A unidirectional connector helps you manage identities from Select
Identity, but if any change takes place in resource, it cannot communicate that back to Select
Identity. On the other hand, a bidirectional connector can reflect the changes made on
resource back to Select Identity. This property of bidirectional connectors is known as reverse
synchronization.

About the RSA Connector

The connector for RSA ACE/Server — hereafter referred to as RSA connector —enables Select
Identity to perform the following tasks on RSA ACE/Server systems:

e Add, update, and remove users
e Retrieve user attributes

e Enable and disable users



e Verify a user’s existence
¢ (Change user passwords
* Reset user passwords

e Retrieve all entitlements

e Grant and revoke entitlements to and from users

It is a bidirectional agent-based connector. The mapping file defines how Select Identity user
attributes are mapped to RSA ACE/Server’s user attributes.

) The RSA connector can be used with Select Identity 4.01-4.20.

Overview of Installation Tasks

Before you start installing the connector, you must ensure that system requirements and all
the installation prerequisites are met. Refer to the Table 2 for an overview of installation

tasks.

Table 2  Organization of Tasks

Task Number |Task Name

Reference

1 Install the connector on the
Select Identity server.

See Installing the Connector on
page 11.

— Meet the system
requirements.

See System Requirements on
page 11.

— Extract contents of
the Schema file (file
that contains the
mapping files for the
connector) to location
on the Select Identity
server.

See Extracting Contents of the
Schema File on page 12.

— Install the Resource
Adapter Archive
(RAR) of the
connector on an
application server.

See Installing the Connector RAR
on page 12.

2 Install the agent on the RSA | See Installing the Agent on
ACE/Server resource page 13.
machine.

3 Configure the connector with | See Configuring the Connector

the Select Identity server.

with Select Identity on page 29.

70

Chapter 2



3 Installing the Connector

This chapter elaborates the procedure to install RSA connector on Select Identity server. At
the end of this chapter, you will know about

e Software requirements to install the RSA connector.
e Prerequisite conditions to install RSA connector.

e  Procedure to install RSA connector.

RSA Connector Files

The RSA connector is packaged in the following files in the RSA directory on the Select
Identity Connector CD:

Table 3 RSA Connector Files

Serial
Number |File Name Description
1 ® RSAConnector 420.rar for The Resource Adapter Archive (RAR)
WebSphere file contains the connector binaries.
® RSAConnector 420WL9.rar for
WebLogic
2 RSASchema.jar The Schema file contains the XML
(RsaConnectorMappingFile.xml)
and XSL
(RsaConnectorMappingFile.xs1)
files that contain the user attribute
information of RSA ACE/Server.
3 RSASetup.zip The ZIP file contains the executable
for agent installation.

System Requirements

The RSA connector is supported in the following environment:

Table4  Platform Matrix for RSA connector

Select Identity Version Application Server Database

4.01-4.20 The RSA connector is supported on all the platform
configurations of Select Identity 4.01-4.20.
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12

This connector is supported with RSA ACE/Server, version 5.2, on Windows.

Extracting Contents of the Schema File

The Schema file of the connector contains necessary mapping information to map resource
attributes to Select Identity. Extract contents of the RSASchema. jar file to a directory that is
in the application server CLASSPATH. Refer to the HP Select Identity Connector Deployment
Guide for detailed instruction to extract contents of the Schema file.

Installing the Connector RAR

To install the RAR file of the connector (such as RSAConnector 420.rar) on the Select
Identity server, you must copy the file to a local subdirectory on the Select Identity server, and
then deploy on the application server. Refer to the HP Select Identity Connector Deployment
Guide for detailed information on deploying a RAR file on an application server.

‘n- While deploying the RAR on WebSphere, enter the JNDI Pool Name as
eis/RSAConnector.

Chapter 3



4 Installing the Agent

You must install the agent on the resource system to enable reverse synchronization. This
chapter gives you an overview of the agent for RSA connector and the procedure to install the

agent on the RSA ACE/Server resource. At the end of the chapter, you will be able to know
about:

e The role of an agent.

¢ The procedure to install an agent.

¢ The procedure to modify the configuration settings after agent installation.

About the Agent

The connector communicates to RSA ACE/Server with the help of an agent. For forward
operations (Select Identity to RSA ACE/Server), the connector communicates with the agent
and agent performs the provisioning on the resource. Agent sends back any changes made on
RSA ACE/Server to Select Identity web service in the form of SPML requests. The agent
installer program is packaged with the file RSASetup.zip.

Installing the RSA Connector Agent

Before you start installing the agent on the RSA ACE/Server machine, make sure that

JDK v1.4.2 is installed on the resource system. Perform the following steps to install the
agent:

1 Extract contents of the RSASetup. zip file to a directory (for example, <Extract_Dir>) on
the RSA ACE/Server system. The directory structure — Windows/Disk1l/InstData/
NoVM — is created under <Extract_Dir>.

13
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2 Runthe install.exe file (located in <Exiract_Dir>/Windows/Diskl/InstData/

NoVM). The installation wizard appears.

3

Installamawhere will guide you thraugh the installation of
RSA_Connectar.

Itis strangly recommended that you quit all programs before
cantinuing with this installation.

Click the 'Next' hutton to proceed to the next screen. Ifyou want to
change samething an a previous screen, click the ‘Previous' button

You may cancel this installation at any time by clicking the 'Cancel’

hutton.

Chapfer 4



4 Click Next. The Choose Install Folder screen appears.

5 Type the location of the installation and click Next. The Choose Shortcut Folder screen

Installing the Agent

appears.

| Y& RSA Connector Agent I ==

Where Would You Like to Install?
i IC:\Program Filez'HP Resource Side Adaptors\RSA_Connector

.Hastoreba;fatﬂ}-chﬂer I Choose... I

RSA Connector Agent N

Where would you like to create product icons?

© Inanew Prograrm Group: |R§.Z\-_,¢fonnedor

 Inan existing Program Group: |A;¢€: ":'.;

7 I the Start Menu

' Onthe Deskiop

7 I the Quick Launch Bar

VISR

@ Other:

P Resource Side Adaptors'RE4_Connectar

7 Dont create icons

[T Creste lcons for &l Users

15



6 Select the location where you want to create the shortcut icon, and then click Next. The
Get Global Properties screen appears.

3 RSA Connector Agent :_

I =0l
Get Global Properties

Introduction
Choose Install Folder
Chaose Sharteut Falder
- |E3 cet Glohal Propetties

g :
M

Cancel

|3 et ResorsiliatniEing
e Getﬁ?econciliaﬁén Earar.
| Edit Operational Attites.
NG
(3 Breclristalletion Surmmn |

time.

Folder in which the temporary files are to he dumped during run

-1 for unlimited.)

Temporary Falder IC:\Program File='"HP Resource Side Adaptors\RSA_Com

Mumber of logons after which logoff will not be ignored. Humeric.{

Operation Session Timeout |-1

Port on which the agent should listen for incoming requests.

Agent Port | 5000

et

7 Type the appropriate global properties in the text boxes. Refer to the table below for
description of each property.

Serial
Number

Property

Default Value

Description

1

Temporary Folder

C:\Program
Files\HP
[Resource Side
Adaptors\RSA_C
onnector \temp\

The location where the agent places
the temporary files created during the
operation. These files are needed by
the agent to perform queries on the
IRSA database. The default temp folder
is located under the installation folder.
[t is recommended to keep the default
location so that all the temporary files
are removed automatically during
uninstallation.

Operation Session
Timeout

T
—

The Operation Session Timeout gives
the number of logoff requests, after
which the agent will terminate the
connection with the RSA server. Value
-1 indicates the connection should
mever be disconnected.

[Port Number

5000

The port on which the agent listens for
the incoming requests.

76
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After typing in the global properties, click Next. The Get Reconciliation/ Single Sign-on
Credentials screen appears.

2 RSA Connector Agent ;Igi_l

WRec onciliationiSingle Sign-on Credentlals

Enter The Administrative User Credentials for reconciliation and
Single Sign-On

slobal Propertie
Qecuncﬂlatu&nmlngle..\

User name in RSA that is to be used by recon while connecting to
RSA. The user must be an administrator.

RSA Admin UserMame Iadmin

PIN to be used with recon_user by reconciliation.
RSA Admin Password/PIN | ##++

8 Type the connection credentials for reconciliation (reverse synchronization) and click Next.

Installing the Agent

The Get Reconciliation Parameters screen appears.

=0l
_ / Get. Reconcnlnatmn Parameters

Mumber of milliseconds between successive poll intervals. ;'
| PallInterval |10000

URL where the reconciliation SPMLs are to be sent.
(HTTPHTTPS)
SlWehsenice URL |hﬂp:.l’.l'|0c:alhost?001 Mmztwvebservice

|2 Get Global Prop
| ?ecnncl#laﬁ&ﬁﬁalngle

Time period {in milliseconds) for which the agent waits while
re-sending a failed SPML.
Delay between Retries ISDDD

Mumber of times SPML should retry to send an SPML.
MNo. of Retries |3

Mazimum number of requests that can be accumulated in
SPML manager.
SPML Manager: Histary Limit {100

17
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9 Refer to the table below to type the parameters.

Serial
Number Parameter Default Value Description
1 [Poll Interval 10000 The time interval (in
milliseconds) between successive
polling operations. on RSA
server by agent.
2 Select Identity http://localhost:7001/ [URL of Select Identity web
'Webservice URL Imz/webservice service.
3 Delay between 3000 The time period (in milliseconds)
Retries for which the agent waits before
re-sending a failed SPML.
4 INo. of Retries 3 The number of times the SPML
manager must retry to send an
SPML to Select Identity web
service.
5 SPML Manager: 100 The maximum number of
History Limit requests that can be
accumulated in the SPML
manager.
6 SPML Manager: 5000 The time interval (in
Delay before sending milliseconds) for which the
SPML SPML manager must wait before
sending an SPML request.
7 SPML Manager: 10000 The time interval (in
Polling Interval milliseconds) after which the
SPML manager tries to send the
accumulated requests.

After typing all the parameters, click Next. The Edit Operational Attributes (opAttributes)

screen appears.

(2 RSA ConnectorAgent
' Edit Operational Attributes (opAttributes)

=10l x|

Intraduction

Choose Install Folder
Choose Shortout Folder
|2 cet Glohal Properties

| __Get_ I%?econciliati_'@nISIng_!e... I
i Get Reconcilia'ﬁé_n Pararn...
m Edit Dperational Attribute. .
(05 et lhitial Compbnent St
(3 Fredlrista (Bt Sutimean. |
» nizilisie) ?
sl cuplaia

Select Identity Admin Username

(urn:oasi tC:SPML:1:0#UserlDAndOrD

-

I Figa

Select Identity Admin Userpassword

{urn:trulogica:concero:2.0#password)

wa—a—a—a—w|

Enter the XSL file name (Without Extension)
{urn:trulogica:concero:2.0%resource Type)

I RzaConnectorMappingFile

| Enter the Select ldentity Resource HName
| {urnitrulogica:concero:2.0#resourceld)

I REAResource

Enable Reverse Sync (truefalse)

(urn:trulovica:concero:2.04reverseSwnc

10 Refer to the table below to type the parameters.

Previous
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Installing the Agent

Serial

Number Text Box Label Default Value Description

1 Select Identity Admin [sisa Type the Select Identity user
Username ( name with administrative

privilege.

2 Select Identity Admin [f####% Type the password for the above
Userpassword mentioned user.

3 [Enter the XSL RsaConnectorMappi [Type the name of the XSL file
[Filename (Without ngFile extracted from the schema file
[Extension) without the extension .xs1).

4 [Enter the Select IRSAResource Type the name of the resource
Identity Resource for RSA connector that will be
Name added in Select Identity. (You

must provide an identical
resource name while creating a
resource in Select Identity)

Select the ReverseSync check box to enable reverse synchronization and click Next. The

Get Initial Component Status screen appears.

3 RSA Connector Agent ) _

Get Initial Component Status

=10] %]

Intraduction

Choose Install Folder
Choase E‘ihar_tcu"_tf-"oldér
|4 Get Global Propetties

Cancel

___Get___l%?econciliati_@nISIng_l_e... I

EnahleiDisable the coaresponding component at startup of Agent.
You can however, enahleidizable these compaonents individually via
the Agent cansole. (Walues must he "true" ar *false” anly. Any ather

value will be assumed as "false" )

B Get ﬁeconcilia'ﬁéln Pararn...
| P2 Edit Operational Attrikute. .
[ GetIritial Component Sta..
(3 Fre-lrtallafinn Stz

Forward Component Enabled?
[¥ Farward Companent

Reverse Component Enabled?
¥ Reverse Component

Cyclic Block Component Enabled?
¥ Cyclic Black Companent

Previous

Enable an agent component by selecting the respective check box.

— Select the Forward Component check box to enable forward connector operations.

— Select the Reverse Component check box to enable reverse connector operations.

— Select the Cyclic Block component to enable cyclic block.

19
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After setting the component status, click Next. The Pre-Installation Summary screen

appears.

3 RSA Connector Agent

nstallation Summary

Please Review the Following Before Continuing:

Product Name:
RSA_Connestor

Install Folder:
G:\Program Files\HP Resourse Side
Adaptors\ASA_Cannector

Shortcut Folder:
ChDosuments and Settings\guptaaniiStart

MernuiProgramsiHP Resourse Side

Adaptors\RSA_Connestor

Disk Space Information {for Installation Target):
Required: 6,427,111 bytes
Aoailable: 3,972,683,424 bytes

12 Click Install to begin installation. After installation is complete, the Install Complete
screen appears.

Be

3 RSA Connector Agent

13 Click Done.

Install Complete

1

In

Congratulations! REA_Connectar has been successfully installed to:
CAProgram Files\HP Resource Side Adaptars\RSA_Connector

Press "Daone" to guit the installer.

Cance|
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Starting the Agent

The RSA connector agent runs as a console application on the RSA ACE/Server machine. You
must perform some additional steps on RSA while starting the agent for the first time.

Configure RSA ACE/Server to Start the Agent for the First Time

Perform the following steps to configure RSA ACE/Server to run the agent for the first time:
1 Open RSA Database Administration - Host Mode.

Installing the Agent 2]



2 On the menu bar, click System — (] Edit System Parameters. The System Parameters

dialog box appears.

System Parameters L

License ID: 99720282
Cust : Persistent Syst Pvt Ltd

[~ Allow agent host auto-registration

™ Aut tically delete replaced tokens from database
[¥ Store time of last login in token records

¥ Allow Push DB Assisted Recovery

[v Allow remote administration

All user passwords expire in [1-365): |‘39lj day(s)

thade-

Administrator thenticatian

¥ SecurlD Cards and Fobs [~ SecurlD Software Tokens
[~ Lost Token Passwords (W User Passwords
PIN Options:
¥ User-created PINs allowed Min PIN length [4]: [4
[~ User-created PINs required Max PIN length [8]: |8_ }_(9
I~ Alph ic PINs allowed

RSA ACE/Server Date and Time:

Current server date and time: 09/29/2005% 04:28:58 urTc)
Computed offset currently applied: 1] sec.

Set clock offsetto D | Set clock offset by token

| OK I Cancel | Help l

x|

Perform the following in this dialog box:

a Select the User Passwords check box.

b  Set the values for Min PIN Length and Max PIN Length according to your
requirement. By default, Min PIN Length is set to 4 and Max PIN Length is set to 8.

Start the Agent

To run the agent as a console application, perform the following:

1
2

Go to the installation directory of the agent.

Double-click the runAgent.cmd file.

Modifying Configuration Settings

Most of the configuration properties of the agent are set at the time of agent installation.
After installing the agent, you can change these configuration settings by editing the
following files:

22

properties.ini
opAttributes.properties
developer configurations.properties

runAgent.cmd
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properties.ini

The properties.ini fileis available in the <Install_Dir>/conf/ folder where
<Install_Dir> is the agent installation location mentioned in step 5 on page 15. All the
configurable properties of this file are listed in the table below.

Serial
Number

Configuration Property

Description

Sample Value

1

spml_manager_interval

The time interval (in milliseconds)
after which the SPML manager
must try to send the accumulated
requests.

5000

spml_delay

The time interval (in milliseconds)
for which the SPML manager must
wait before sending an SPML
request.

5000

session_timeout

Number of logons after which logoff
will not be ignored.

100

recon_user

The user name in RSA that is to be
used while connecting to RSA. The
user must be an administrator.

userl

recon_user_pas sword

The PIN to be used with recon_user
by reconciliation.

1000

history_limit

The maximum number of requests
that can be accumulated in the
SPML manager.

100

spml_retries

The number of times the SPML
manager must retry to send an
SPML.

resend_delay

The time interval (in milliseconds)
for which the agent waits while
re-sending a failed SPML.

3000

initially_reconciliation_ru
nning

Whether to start reconciliation
module at start up

True

10

initially_forward_running

Whether to start forward module at
start up.

True

11

initially_cyclic_block_runn
ing

Whether to start cyclic blocking at
start up.

True

12

temporary_folder

The location where the agent places
the temporary files created during
the operation.

C:/temp/

Installing the Agent
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Serial
Number [Configuration Property [Description Sample Value
13 concero_server_url The URL where the reconciliation  |http:/

SPMLs are sent. SIServer:7001/

lmz/webservice

14 poll_interval The time interval (in milliseconds) (10000

between successive polling

operations on RSA server by agent.
15 AGENT_PORT The port on which the agent listens 5000

for the incoming requests.

opAttribute.properties

The opAttribute.properties file is available under <Install_Dir>/conf/. This file
contains the attributes that are included in the reconciliation SPML requests. The following
table lists all the operational attributes:

Serial
Number [Configuration Property Description Sample Value
1 urn:trulogica:concero:2.0# [This property determines whether ftrue
reverseSync reconciliation is enabled or not. It is
set to true if reconciliation is
enabled.
2 urn:trulogica:concero:2.0# [Name of the resource on Select RSAResource
resourceld [dentity.
3 urn:oasis:names:tc:SPML: [Select Identity user name with sisa
1:0#UserIDAndOrDomain jadministrative privilege.
Name
4 urn:trulogica:concero:2.0# [Reverse mapping file (XSL RsaConnectorM
resourceType transformation file) name without [appingFile
any extension.
5 urn:trulogica:concero:2.0# Select Identity password for the user |abc123
password with administrative privilege.

Chapter 4




developer_configurations.properties

The developer configurations.properties fileis available under <Install_Dir>/
conf/. This file contains advanced configuration properties. The following table lists all the

properties:
Serial
Number [Configuration Property [Description Sample Value
1 last_log_entry_num Number of the last log entry in RSA 300000
logs. Agent starts reading logs from
this position
2 SUPPORTED_ENTITIES (Comma separated list of entities User,group,site,
| STRING that are to be monitored by the agent_host.
reconciliation module. If an entity is [Entities from
removed from the list (for example, {the following set
group), its add, modify, and delete [are supported
requests will not be sent. However jand the values
link of that entity with other are case
enabled entities (for example, User) [sensitive:
are still monitored. {User,group,site,
agent_host}
runAgent.cmd

You can edit this file to modify the connection timeout setting. This setting decides how long
the agent must wait after sending an SPML request to Select Identity. Perform the following
to edit this setting:

1 Open the runAgent.cmd file with the help of a text editor.

2 Look for the line beginning with set CONCERO URL TIMEOUT=.

3 Set this property (CONCERO URL TIMEOUT) to desired value (in milliseconds). By default, it
is set to -1.

Updating the Agent with Password Changes

While installing the agent, you must provide the following passowrds:

e Password of Select Identity user with administrative privilege

e Password (PIN) of RSA user with administrative provilege

If one of these passwords are changed after agent installation, you must update the agent
with the change information. The password encrypt utility provided with the agent helps you
update the agent with the change information.

Installing the Agent
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Update the Agent with RSA Password Change

Perform the following steps to update the agent with RSA password change:
1 Open command prompt.
2 Go to the <agent_install_directory> (the location where the agent was installed).
3 Run the following command:
passwordEncrypt.cmd -p <new_password>
where <new_password> is the new RSA password (PIN).

The password encrypt utility updates the properties.ini file with the new RSA
password (PIN) in encrypted format.

Update the Agent with Select Identity Password Change

Perform the following steps to update the agent with RSA password change:
1 Open command prompt.
2 Go to the <agent_install_directory> (the location where the agent was installed).
3 Run the following command:
passwordEncrypt.cmd -s <new_password>
where <new_password> is the new Select Identity password.

The password encrypt utility updates the opAttributes.properties file with the new
Select Identity password in encrypted format.

Verifying the Agent Operation

After you start the agent, it listens to the specified port. To verify whether the agent is
listening to the specified port or not, perform the following steps:

1 Open the command prompt.
2 Run the following command:
telnet localhost <pori_number>

where <port_number> is the port assigned to the agent.
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If the agent is listening to the port, a clear screen appears as shown below.

TNNTY system 32 cmd.ex elnet localhost 5600

If the agent is not listening to that port, the following error appears:

Connecting to localhost...Could not open a connection to host on port

<port_number>: Connect failed

Getting Help

The agent runs as a console application on the command prompt. To view the command line
help options, type help in the agent console. It displays a list of all the commands supported
by the agent.

Installing the Agent

WINNT  system32icmd.exe _=_J_QJ_XJ
[4]el

In initialize<): parameters matched:
ype ‘HELP’ for this help.
Following Commands are supported by the console...

start {forward> : Enable the processing of forward requests from
Concero (JCA side>.

{reconciliation> : Enable the reconciliation generated by
RSA Agents.
{zerver’ : Start the Agent enabling hoth <{forward> and <{»
feconciliation>.
e.g. "start forward" will enable the forward connector.
stop {forward> : Disable the processing of forward regquests fro
m Concero (JCA sided.
{reconciliation> : Disable the reconciliation generated b
v REA Agents.
{zerver’ : Stop the Agent Disabling both <{forward> and <{»
leconciliation>.
restart {forward> : Disable Then Enable the processing of forward
mprequests from Concero (JCA sided.
{reconciliation> : Disable Then Enable the reconciliation
generated by RSA Agents.
{zerver’ : Restart the Agent Dizable Then Enable both <fo

pruard> and {reconciliation>.
e.g. "stop forward" will Disable the forward connector.
load {config> : Loads the Configuration from the file ‘Propert
ies.ini’.
e.g. "load config" will load the configuration.
status : Displays the status of the Application Compone
nts.

getconfig <{key> : Gets the value of the <key> from the Configura
ttion. —
setconfig <{key>=<{value’> : Sets & Commits the value of the <{key> in the C
onfiguration.

show operationalattributes: Shows the values of .

Exit : Exit Hiilication.
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5 Contiguring the Connector with Select Identity

This chapter describes the procedure to configure the RSA connector with Select Identity. At

the end of this chapter, you will know the procedure to configure the RSA connector with
Select Identity.

Configuration Procedure

After you deploy the connector RAR on application server, you must configure the connector

with Select Identity. Perform the following steps to configure the RSA connector with Select
Identity.

1 Add a New Connector
2 Add a New Resource
3 Map Attributes

Add a New Connector

Add a new connector in Select Identity by using the user interface. While adding the
connector, do the following:

e In the Connector Name text box, specify a name for the connector.

e In the Pool Name text box, enter eis/RSAConnector.
e Select No for the Mapper Available section.

Figure 2 Manage Connectors Page

Manage Connectors a
Add, modify and delete connectors on this page.

Current Resource Connectors

Connector Hame: Pool Hame: Mapper Available:

E | [eisRSACannector | Cves g

Refer to the HP Select Identity Connector Deployment Guide for detailed information on
adding a new connector in Select Identity.

Add a New Resource

Add a new resource in Select Identity that uses the newly added connector. Refer to the HP

Select Identity Connector Deployment Guide for detailed instructions on adding a resource in
Select Identity.
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Refer to the following table while entering the parameters in the Basic Information and the
Access Information pages:

Table 5 Resource Configuration Parameters
Field Name |Sample Values |Description Comment
Resource RSAResource Name given to the resource. The resource name
Name must be same as the
resource name
mentioned in step 10
on page 18.
Connector RSA The newly deployed connector.
Name
Authoritative | Yes Whether this resource is a
Source system that is considered to be
the authoritative source for user
data in your environment. You
must specify Yes because the
connector can synchronize
account data with the Select
Identity server.
Mapping File |RsaConnectorM |The attribute mapping XML file.
appingFile.xm
1
Username Administrator The administrative user name of
RSA ACE/Server.
Machine sint4 The hostname of the machine
name of agent where the agent is installed
(resource machine).
Password P4SSWOrd The administrative password of
RSA ACE/Server.
Database file | C:/RSA_Setup/ |The location on resource system
of RSA log ace/data/ where the log of RSA Server is
sdlog.db located.
Agent port 5000 The port on the resource The port number
machine allocated for the agent. | must be same as the
The agent listens to this port. port number
mentioned in step 7
on page 16.
Database file | C:/RSA Setup/ | The location on resource system
of RSA server | ace/data/ where the database files of RSA
sdserv.db Server is located.
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Figure 3 Resource Basic Information Page

Add New Resource : Basic Information

Step 1 of 2: Set up basic information.

Use the page to create a resource profile.

Required Field*

Resource Mame:*

Resource Description:

Connectar Mame:*

Authoritative:

OWEl Password Authority:

Delete User:

Resource Cwner:

| REAResource

RE4 Resource

I REAConnector
# ves o

# ves O o
Select & single Resonrce for OIASH

Bl |

®ves T o

Ea—(

A Resource Owner is required when User R\ ifigtion polling is

et | e

Figure 4 Resource Access Information Page

RSAResource: Resource Access Information

Step 2 of 2: Set up access information.

Define Resource parameters using the fields listed below.

Required Field *

Mapping file: *

User hame: *

Machine name of agert.: *

password: *

Database file of RSA log: *

Agert port.: *

?| ReaConnectorMappingFile xml

| [vigw ]

2 s dministrator

?lsirt21

?l Ereey

?| CURSA_Set_upiaceidatalzdiog.db

75000

Database file of REA server. * -’| CRSA_Setupfaceldataizdsery db

[ rrovoue | e

After typing in the resource access information, perform the following:

1 Click Finish.

Configuring the Connecfor with Select ldentity
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2  Click The User Reconciliation Policy link in the left pane. The User Reconciliation Policy
page appears..

Bsic Information RSAResource: User Reconciliation Policy
Resoures:focess ntormation Review and edit the reconcilistion policy set for the selected resource
User Reconciliation Policy
Rezource named RSAResource] successtully saved.
Resource Aftribute Mapping
Caching Policy Recon Filter
Recan Fitter

User Polling

Palling Enahled:

Report Policy IBriaf' Ingligible Rule Op A= Fai j SCitEebke Fves Tt

Resource Action IACCEFT =] User Action |Hule or Suta =
Reconcilistion IRacnnmliatmnDEfaultPrncESS ﬂ Feelen I(NDHEJ LI
Worldlow:

Serial Process:  ves & g

Report Policy IBriaf' Ingligible Rule Op A= Fai j Sdditrehes Fves Tt

Resource Action IACCEFT =] User Action |Hule or Suta =

3 Set Recon Filter to ExtendedSpmlIRequestFilter, keep all other default settings, and then
click OK.

Map Attributes

After successfully adding a resource for the RSA connector, you must map the resource
attributes to Select Identity attributes. You can create appropriate attributes in Select
Identity to be mapped with RSA ACE/Server user attributes. Refer to the HP Select Identity
Connector Deployment Guide for information on mapping and the HP Select Identity
Administration Online Help for information on creating attributes. While mapping attributes,
refer to the following table for resource specific mapping information. Table 6 lists all the RSA
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connector attributes and the corresponding Select Identity attributes to which the attributes
must be mapped. The table also describes the possible values of each attribute that can be set
while creating a new user by using this connector.

Table 6

RSA Mapping Information

RSA ACE/Server
Attribute

Select Identity
Attribute

Description

Sample Value

bCreatePin

bCreatePin

This attribute indicates
whether the user is allowed
to create pin or not. Possible
values are Yes/No (case
insensitive). All values other
than Yes are treated as No.
This is an optional attribute.

Yes

bMustCreatePIN

bMustCreatePin

This attribute indicates
whether the user is required
to create a PIN or not.
Possible values are Yes/No
(case insensitive). All values
other than Yes are treated
as No. This is an optional
attribute.

Yes

bTempUser

bTempUser

This attribute indicates
whether the user is a
temporary user or not.
Possible values are Yes/No
(case insensitive). All values
other than Yes are treated
as No. This is an optional
attribute.

EndDate

EndDate

Specifies the date when a
temporary user expires.
Valid only if bTempUser is
Yes. [Format — mm/dd/
yyyyl. This is an optional
attribute.

08/23/2006

EndTime

EndTime

Specifies the time of day (in
number of hours from mid
night) when a temporary
user expires. Valid only if
bTempUser is set to Yes.
Only integer values are
allowed (0-23). [Format —
hh:mm]. Minutes are
rounded off to the nearest
hour. For example, 10:13 is
rounded off to 10:00 and
02:45 is rounded off to 03:00.
This is an optional attribute.

04:00

Configuring the Connecfor with Select ldentity
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Table 6

RSA Mapping Information (cont’d)

RSA ACE/Server
Attribute

Select Identity
Attribute

Description

Sample Value

StartDate

StartDate

Specifies the date when a
temporary user becomes
enabled to authenticate.
Valid only if bTempUser is
Yes. [Format — mm/dd/
yyyyl. This is an optional
attribute.

06/21/2006

StartTime

StartTime

Specifies the time of day (in
number of hours from mid
night) when a temporary
user becomes enabled to
authenticate. Valid only if
bTempUser is Yes. Only
integer values are allowed
(0-23). [Format — hh:mml].
Minutes are rounded off to
the nearest hour. For
example, 10:13 is rounded
off to 10:00 and 02:45 is
rounded off to 03:00. This is
an optional attribute.

21:00

FirstName

FirstName

String of user's first name,
must be limited to 24
characters. This is an
optional attribute.

John

LastName

LastName

String of user's Last name,
must be limited to 24
characters. This is a
mandatory attribute.

Smith

password

Password

PIN associated with
password token of the user
(must be a numeric value).

This is an optional attribute.

1111

rsa_password

rsa_password

Password token of the user
(must be a numeric value).

This is an optional attribute.

4444

RSAResource_
ENTITLEMENTS

RSAResource_
ENTITLEMENTS

RSA groups are treated as
entitlements. This is an
optional attribute.

Employee

34

Chapter 5



Table 6

RSA Mapping Information (cont’d)

RSA ACE/Server | Select Identity
Attribute Attribute Description Sample Value
RSAResource_KEY | RSAResource_KEY | This is an optional attribute.
Shell Shell Default shell of the user, ksh
relevant for RSA installed
on UNIX based platforms.
It must be limited to 256
character long string. This is
an optional attribute.
UserName UserName String of user's default login | username

in RSA, must be limited to
48 characters. This is a
mandatory attribute.

You can create new attributes in Select Identity to map the connector attributes.

Figure 5 Resource Attribute Mapping

RSAResource: Resource Attribute Mapping

Modify the mapping the applicable resource sttributes to the associsted HP Openiew Select ldentity sttributes and determine how each will be

updated.
bCreatePin [bCreatePin =l ¥ W
bMustCreatePIN [ntustcreatepin =l i1 3
hTemplzer | bTempllser LI i W
EndDate |EndDste = ¥ ~
EndTime |EndiTime =l = 2
Firsthame | Firsthizme =l W ¥
Lasthlame I Lasthlame LI W ¥
pazsword I Pazsword LI i ¥
rsa_password |rsaJaassword LI ird g
Shel | e £ W ~
StartDate | StartDate =l W M
StartTime | StartTime =l 3 ¥
Uszertame I Uszertame L! ¥ ¥
RSAResource EMTITLEMENTS I RESARezource_EMTITLEMENTS ;I |7 |7
RSAResource_WEY | RSAResource_KEY ;I v i1

Refer to Service Studio chapter of HP Select Identity Administration Online Help for
information adding a new attribute to Select Identity.

Attribute Behavior

The set of RSA attributes can be broadly classified into three categories:

Configuring the Connecfor with Select ldentity
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Class 1: password and rsa_password

The password attribute represents the PIN on RSA resource and the rsa password
represents the Password Token on RSA resource. When you mention the password attribute
during user creation, you must also provide the rsa password attribute. These two
attributes cannot be modified from Select Identity during modify user operation. Do not
include these attributes in Modify View form. use reset password for changing the password.

Class 2: Temporary User Attributes

This category consists of the following attributes:
® DbTempUser

® StartDate

® StartTime

® FEndDate

® EndTime

These attributes control the status of a temporary user. If bTempUser is set to Yes, other four
attributes must be mentioned while creating a user. If bTempUser is set to No, other four
attributes are ignored.

StartTime and EndTime attributes are specified as per local time while creating the user
from Select Identity, but stored in RSA database as per GMT.

Class 3: bCreatePin and bMustCreatePIN

These attributes decide whether the user is allowed to and required to create a PIN. These
can be set to Yes or No. However, if you set bCreatePin to No and bMustCreatePIN to Yes,
Select Identity throws an error as this is an invalid input.

Add Service

After mapping the attributes, you must add a service to which you can associate the newly
created resource. Perform the following steps to add a service:

1 Click Service Studio — Services. The Service List page appears.

2 Click Add Service. The Add New Service: Basic Information page appears.
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3 Select the settings as shown in the image below.

Add New Service : Basic Information

Use this page to define the new service.

Service Information

Required Field *

Service Name:* [RSaService |
Service Type:* |Business Service =l
Service Description:  |RSA Service 1
=

Reszources: RSAResource
Aftributes:* bCreatePin .

hhdustCreaterin

bTempllser

EndDate

EndTime x| AT
Context Attribute:* !LastName _'J
Primary User Key:* IUSErName _ﬂ

4 In this page, perform the following:
a Type a name in the Service Name text box.
b  Select Business Service from the Service Type drop down list.
¢ Select the newly crated RSA resource in the Resources list.

d In the Attribute list, select all the Select Identity user attributes that have been
mapped to RSA user attributes.

e In the Context Attribute drop down list, select LastName.
f  In the Primary User Key drop down list, select UserName.

5 Click Create. A new service is created.

Configuring the Connecfor with Select ldentity
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Home = Servicelist > AddService

:Ntributes' Hotifications Services External Calls

Basic Information Modlfy Semvice: RSASenvice
el Values: Displays the details abaut the servics you just created
Aftribute Properties
Service has been successfully created and is in pending status. You must now Set Service Aftribute YValues.
Farms

Service Form has heen successfully created.
Service Roles

Contexts Service Information

Add Form:

Requived Flefd

i service Mame: RE&Zervice!

Add Multi-Page Form
Service Type:® Business Service

Add Service Role
Service Descriphion: | RSA Service

Add Service Context
:

Resaurces:

Aftributes:*

6 Click Add Form. The Add Service Form page appears.

Add Service Form: RSASenvice

Creste a new service form for the identified service using this page

Service Form Infarmation

Service Form Name*: |RSASerwce,Adeorm

Self Registration Yiew: O
Pescrigtion RSA Service Add View =l
H
[V hame Order  Display Name Length  Mask Require  Visble Update Reconfirm
¥ bCreatePin & [ocreatepin I© o O ~ ~ O
V¥ Password 3 [Passward I o O ~ I mj —
¥ bMustCreatePin & [buistcreatepin o o (] il el =]
[¥ LastHame 2 |Lastiiame o o ~ ~ = |l
[ StartTime 12 [startTime: o o 6| = ~ |
¥ userdame 1 IUserName IEI o W W W (=]
v RSAResource EHTITLEMENTS |5 [RssRescurce ENTITLEMENTS  [an (| 2 v (|
e ins ormm— v E | o—— - - — =l

7  Perform the following steps in this page to create an Add form:
a Type a name in the Service Form Name text box.
b Select all the listed attributes other than the following attributes:
— GUID

— RSAResource KEY

¢ Clear the Require check boxes for all the listed attributes other than the following

attributes:
— UserName
— LastName

8 Click Create. The Modify Service Form page appears.

Chapfer 5



Home = Servicelist = Modify Service

Attributes | Motifications Services External Calls m

Basic Informstion Modify Service Form: RSAService

Adiribute Values
Attribute Properties

Select the Service Form you swant to view:

Forms Service Form Information
Service Roles Service Form Name:* [(select one) B3|
Cortexts
Add Form
Add Mulii-Page Form
Add Service Role
Add Service Context
9 Click Add Form. The Add Service Form page appears.
Add Service Form: RSAService
Creste s new service form for the identified service using this page
Service Farm Infarmation
Service Form Name®: IRSAfServlceiMocUorm
Self Registration Wiew: I
Description: RSA Service Modify View d
W name Order Display Mame Lencth  Mask Require  Yisible Upclate
¥ bCreatePin fa [cresterin o Jn m] ~ ~
T Password I IPassword IU IU (m { B El
W bMustCreatePin Is [muistereaterin o o m] ird =
W Lastiame 2 [Lastriame o o = Ird |
¥ StartTime fro [EtartTime o |0 m] il =
¥ userHame |1 IUserNama IU IEI |l = &=
¥ RSAResource_ENTITLEMENTS [7 [REAResaurcs ERTITLEMENTS  [40 fa r I3 7
= neun = v [ [ — — =

10 Perform the following steps in this page to create a Modify form:
a Type the form name in the Service Form Name text box.

b Select all the listed attributes other than the following attributes:

— Password
— RSA Password
— GUID

— RSAResource KEY

Recanfirm

1z o o i (s e e

¢ Clear all the Require check boxes other than the following attributes:

— UserName

— LastName

d Clear the Update check boxes only for the following attributes:

— UserName

— LastName

1 Click Create. The Modify Service Form page appears.

Configuring the Connector with Select Identity
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Home = Servicelist = Modify Service
m Hotifications Services External Calls m

Basic Informstion Modify Service Form: RSAService
Aftribte Values

Attribute Properties
Farms Service Farm Information

Select the Service Form you swant to view:

Service Roles Service Form Name.” [(select one) =

Cortexts

Reconcile

12 Select Default View from the Service Form Name drop down box. The Modify Service Page
for the Default View appears.

Modify Service Form: RSAService

Use this page to modify the selected form.

Service Form Information

Service Form hame:* IDefault sy
Self Registration Yiew: =
Description: Dietault Yiew ;I

=
T Mame Order  Display Mame Length Mask  Reguire  Visible  Updaste Reconfirm
¥ bCreatePin |1 IbCreatePin |0 ID W~ W 1 | |
¥ bMustCreatePin |2 IbMustCreatePin |0 ID I v i =)
¥ bTemplser |3 IbTempUser ID ID 2 I~ I~ O
¥ EndDate |4 IEndDate |0 |0 ~ ~ ~ O
¥ EndTime IS IEndTime ID ID I~ I~ = O
¥ Firstdame |s lFirstName |0 ID v v W~
¥ LastHame I? ILastName ID ID I v i O
¥ Password IS IPassword ID ID ¥ ™ ¥ [

13 Clear all the Require check boxes other than the following attributes:
— UserName
— LastName

14 Click Apply. The Modify Service Form page appears.

15 Click Add Service Role. The Add Service Role screen appears.
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Add Service Role: RSAService

Use this page to create & new service role for the idertified service.

Service Role Information

Service Role Name:* [ReA_Service_rolet

Motification Events

Motification Events Notifications:

ApRrove JE' ﬂ'

Event Handlers

Reguest Events Workflove Template

Aaa

d Service

DELEGATED: Add Mew: Liser
DELEGATED: Add Service
DELEGATED:Delete Service Membership LI

Default Form:

16 Perform the following steps in this page:
a Type a name in the Service Role Name text box.

b  For forward add operation (Add event), set Workflow template as Select Identity

Provisioning only and Default Form to the newly created Add form (step 7 on
page 38).

¢ For Reconciliation event, keep the default setting.

d For any other operation set workflow template as Select Identity Provisioning only
and Default Form to the newly created Modify form (step 10 on page 39).

e Click Create. The Modify Service Form page appears.

Home = Servicelist = Modify Service

Attributes | Hotifications  [RCE o External Calls m

Basic Informaion Modify Service Form: RSAService
Attribute Values

Attribute Properties

Select the Service Form ywou want to view

Farms Service Form Information

Zervice Roles Service Form Name:* I(Select ane) ;I
Contexts

Reconcile

17 Click Add Service Context. The Add Service Context page appears.
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Add Service Context: REAService
Use this page to create & neww Context user group for the identified service,

Service Context Infarmation

Service Cortext Mame:*

[Rea_service_cortext
Service Role®

|RSA7$ervicejo\e1
LasthMame:*

Matification Event Handlers

Metification Events Mtifications

Event Handlers

Request Events Workflow Templste

ab

18 Perform the following in this page:

a Type the Service Context name.

b  Select the newly created Service Role (step 15 on page 40).

¢ Type * in LastName text box.

19 Click Create.
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|
6 Uninstalling the Connector

If you want to uninstall a connector from Select Identity, perform the following steps:
¢ Remove all resource dependencies.

¢ Delete the connector from Select Identity.

¢ Delete the connector from application server.

See HP Select Identity Connector Deployment Guide for more information on deleting the
connector from application server and Select Identity.

Uninstalling the Agent

Perform the following steps to uninstall the agent from the RSA ACE/Server machine:

1 Invoke the uninstallation wizard from the shortcut. For example, if you chose shortcut
location as
C:\Program Files\HP Resource Side Adaptors during installation, click
Start — Programs — HP Resource Side Adaptors — RSA_Connector — Uninstall
RSA_Connector. The uninstallation wizard appears.

2 Follow the instruction on the wizard. In the Uninstall Option screen, select Complete
Uninstall.

Alternatively, if you have not selected any shortcut location for the agent, perform the
following steps to uninstall:

1 From Start menu, click Settings — Control Panel. The Control Panel window appears.

2 In the Control Panel, double-click Add or Remove Programs. The Add or Remove Programs
window appears.

3 In the Add or Remove Programs window, double-click on RSA_Connector. The
uninstallation wizard appears.

4 Follow the instruction on the wizard. In the Uninstall Option screen, select Complete
Uninstall.
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A Troubleshooting

e Problem: While creating the RSA resource on Select Identity, an error message appears
displaying Test Failed! Unable to connect to the resource:
ConnectorTestFailedException, [Managed Connection reference is null.
Unable to connect to the underlying EIS resource.]:

Possible Causes:
a RSA services are not running.

b  The value of agent port entered in Select Identity while creating the resource does not
match with AGENT_PORT value in properties.ini file.

¢ The username entered in Select Identity during resource creation does not exist in
RSA or does not have administrative privilege.

Solutions:

a On the resource machine, open RSA’s Database Administration — Host Mode. This
starts all the necessary RSA services.

b  Provide the correct agent port information in Select Identity.

¢ Enter an existing RSA username with administrative privilege while creating the
resource on Select Identity.

e Problem: While associating a user to a group or groups, the get operation fails.

Possible Cause: The Temporary Folder mentioned during agent installation (step 6 on
page 16) is not a valid location, or you do not have write access to this folder.

Solution: Make sure you mention a valid location with appropriate privilege at the time of
typing the Temporary Folder during agent installation. Otherwise, you can edit this
location information from properties.ini file. Refer to Modifying Configuration
Settings on page 22 for more information on modifying agent configuration parameters
and settings.

e  Problem: Reset Password or Add User operations fail with one of the following error
messages:

— Sd _AssignPassword Error Alpha characters not allowed:
TAConnectorException, [Sd AssignPassword Error Alpha characters not
allowed

— Sd _AssignPassword Error Invalid Password: TAConnectorException,
[Sd AssignPassword Error Invalid Password]:

Possible Cause: The password entered does not match with the constrains imposed by
RSA settings.

Solution: Enter a password that matches with RSA settings. Otherwise, you must change
the settings in RSA.

e Problem: During user creation, an error message appears displaying
Function disabled due to license violation.: TAConnectorException,
[Function 1s disabled due to license violation.]:
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Possible Cause: This error appears when the number of users exceed the number of active
users in RSA database allowed by your RSA license.

Solution: The number of active users in RSA can be reduced by removing all tokens from
users.

Problem: An error message appears displaying Sd_AdmLogin Error User not
found. :TAConnectorException, [Sd AdmLogin Error User not found.]:

Possible Cause: The RSA administrative user you used to connect to RSA does not exist on
RSA anymore.

Solution: Make sure to provide a valid username with administrative privilege while
creating the resource on Select Identity.

Problem: While linking a token to a user from Select Identity, an error message appears
displaying Sd AssignAnotherToken Error Token is already
assigned:TAConnectorException, [Sd AssignAnotherToken Error Token is
already assigned]:

Possible Cause: The token you are trying to link is already linked to some other user. RSA
does not allow you to link one token to more than one user.

Solution: Unlink the token or use another token that has not been linked to any user.

Problem: An error message appears displaying
com.trulogica.truaccess.connector.exceptions.ConnectorSysException:Unable
to get Connector from pool:eis/RSAConnector:Failed in getConnection
(TAConnectorParamValueBean) of
com.trulogica.truaccess.connector.rsa.impl.cci.EISConnectionFactory

Possible Cause: Agent may not be running or there is a problem with the port.

Solution: Verify and make sure the agent is running. Refer to Verifying the Agent
Operation on page 26 for more information to check if the agent is running.

Problem: Suddenly the agent stops working.

Possible Cause: This happens if the agent is stopped accidentally (by pressing Ctrl +Cin
the agent console).

Solution: Type Exit in the agent console to exit the console and restart the agent.
Problem: Reconciliation stops working.

Possible Cause: At least one group in the RSA system has @ as part of its name. RSA uses
@ character to seperate group name from the name of a site that the group is linked with.
For example, if group g1 is linked with site s1, RSA identifies it as gl@s1.

Solution: Do not include @ character in group name.

Problem: An error occurs similar to one of the following:

C CAWINDOWS' system32\cmd.exe

ption in thread "main" java.lang.NeCl

or
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>java.lang.UnsupportedClassVersionError: inscospersiste t/enconnect/ucf/muare/exl,
ceptions/HostNotRespondingException (Unsupported major.minor version 48.8>
t java.lang.ClassLoader.defineClassB{Native Method> .
Java.lang.ClassLoader.def ineClass{ClassLoader. java:488>
Java.security.SecureClassLoader.def ineClass{(SecureClassLoader. java:18|

Java.net .URLClassLoader.def ineClass (URLClassLoader

java.net .URLClassLoader.access$1@ACURLClassLoader

Jjava.net URLClassLoader$l . run{URLClassLoader. java:19
Java.security.fAccessController.doPrivileged(Native Method>
Java.net .URLClassLoader.f indClass(URLClassLoader. java:183>
Java.lang.ClassLoader.loadClass{ClassLoader. java:294>
sun.misc.Launcher$fippClassloader.loadClass{Launcher. java:281>
Java.lang.ClassLoader.loadClass{ClassLoader. java:25
Java.lang.ClassLoader.loadClassInternal{ClassLoader. java:318>
connectors.agent.core.ComBerver.startReconciliation{Unknown Sourcel
connectors.agent.core.ComServer.run{Unknown Sourced

A

Possible Cause: The Java version is 1.3.

Solution: You must use Java 1.4.2 or above.
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