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Executive Summary

This document explains how to configure workflowsin Mercury IT Governance Center ™ to take
into account segregation of duties.

For more information, contact Mercury Support at: support.mercury.com
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Introduction

An important concept in risk management, segregation of duties (SOD) is afundamental internal
control utilized in frameworks such as COSO and COBIT and required by regulatory legislation
such as Sarbanes-Oxley, section 404. At the most basic level, SOD means that no single
individual should have control over two or more phases of atransaction or operation.
Management should assign responsibilities to ensure a cross-check of duties.

SOD ensuresthat errors or irregularities are prevented or detected on atimely basis by employees
in the normal course of business. SOD provides the following benefits:

e A deliberate fraud is more difficult because it requires collusion of two or more persons.
e Itismuch morelikely that innocent errors will be found.
Certain aspects of SOD apply to IT functions themselves, asin the following examples:

e Systems Development staff is not allowed to be involved with live operations. This reduces
the chance of subversive, malicious, or erroneous code from being deployed into production.

e Proper control includes segregation of duties over requesting and authorizing access to
systems and data.

Y ou can configure workflow steps to take into account segregation of duties, excluding the
participants for aworkflow step from participating in a different workflow step, as shownin
Figurel.
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Figure 1. Segregation of Duties tab in the Workflow Step window
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Setting Segregation of Duties for Workflow Steps
To set segregation of duties for aworkflow step:
1. Log onto Mercury IT Governance Center and open the Workbench.
2. Open aworkflow.
The Workflow window opens.
3. Right-click aworkflow step.
The workflow step is highlighted. A menu window opens.
4. In the menu window, select Edit.
The Workflow Step window opens.
5. In the Workflow Step window, select the Segregation of Duties tab.
The Segregation of Duties tab opens.
6. Click New.

The SOD - Source Step window opens.
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7. Define a segregation source for the current workflow step.

e To segregate the current step from another workflow step, select the Workflow Step option
and choose that step from the drop-down list.

e To segregatethe current step from being acted on by the creator of the package, request, or
release, select the Workflow Instance Creation option.

8. In the SOD - Source Step window, click OK to add the segregation source to the Segregation of
Duties tab.
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9. In the Workflow Step window, click OK.
The Workflow Step window closes.
10. In the Workflow window, click Save.

Changes are saved to the workflow.

All users who are able to act on a segregated step will be excluded from acting on the
Note current workflow step.
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Related Documents

For more information about workflow configuration, see:
e Mercury Demand Management: Configuring a Request Resolution System

e Mercury Change Management: Configuring a Deployment System
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This manual, and the accompanying software and other documentation, is protected by U.S. and
international copyright laws, and may be used only in accordance with the accompanying license
agreement. Features of the software, and of other products and services of Mercury Interactive
Corporation, may be covered by one or more of the following patents: United States: 5,511,185;
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6,560,564, 6,564,342; 6,587,969; 6,631,408; 6,631,411; 6,633,912; 6,694,288; 6,738,813;
6,738,933; 6,754,701; 6,792,460 and 6,810,494. Australia: 763468 and 762554. Other patents
pending. All rights reserved.

Mercury, Mercury Interactive, the Mercury logo, the Mercury Interactive logo, L oadRunner,
WinRunner, SiteScope and TestDirector are trademarks of Mercury Interactive Corporation and
may be registered in certain jurisdictions. The absence of atrademark from thislist does not
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documentation@mercury.com.



	Introduction
	Setting Segregation of Duties for Workflow Steps
	Related Documents


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.3
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [1200 1200]
  /PageSize [612.000 792.000]
>> setpagedevice


