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Conventions

Boldface

Capitalization

Conput er font

Italics

{}

Wordsin boldface type represent programs, commands, and
user selections.

Capitalized first | etters represent company or product names.

Wordsin conmput er f ont represent file or path names,
command syntax statements, prompts or messages that appear
on your screen, or text you should type on your workstation or
terminal.

Words in italics represent variables in syntax statements
or words that are emphasized in the text.

Represents required elementsin a syntax statement.
When several elements are separated by the | symbol,
you must select one of the elements.

Represents optional elementsin a syntax statement.
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Introducing the SMART Plug-In
for Exchange



Chapter 1: Introducing the SMART Plug-In for Exchange

This chapter introduces you to some basic Exchange SPI concepts and offers an
overview of SPI components that, once installed, appear in the VantagePoint for
Windows (V P/Windows) console. The chapter includes the following sections.

O What the Exchange SPI Does

O How the Exchange SPI Works with VantagePoint for Windows
Q Using the Exchange SPI with VantagePoint Reporter

O Suggested Daily Tasks
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NOTE

What the Exchange SPI Does

The SMART Plug-In (SPI) for M icrosoft® Exchange Server adds Exchange
server-monitoring capabilities to VantagePoint for Windows. With the Exchange
SPI configured and deployed to Exchange Server systems you will find that you
can:

B |ncrease Exchange availability and performance
® L ower your support costs associated with the Exchange service
B Improve capacity management and planning for Exchange

After you complete your Exchange SPI setup, within the VantagePoint for
Windows console, you receive information on the performance and avail ability
of monitored Exchange servers. The information that you receive to comes to
you in the form of a service map, messages, alerts, and graphs so that you know
when Exchange servers are performing well and, conversely, when they are not.
With this information you can pinpoint and respond to potential problems.

In addition, if you use VantagePoint Reporter, reports are also available that
show additional Exchange-related data that accumulates over time. The
information contained in these reports will help you manage capacity on
Exchange servers, plan for future load balancing when you see trends of
overloading on any one server devel oping, and spot performance bottlenecks
between servers.




New folders for
Tools, Policy
management, and
Deployment
packages contain
Exchange SPI
components after
you install the
Exchange SPI.
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How the Exchange SPI Works

Like other SMART Plug-Ins, the Exchange SPI collects data that is targeted and
gathered according to rules and schedule specifications contained within the
Exchange SPI policies. The collection of this data also relies on the programs
contained within the Exchange SPI package.

In the beginning, you will find that you can use Exchange SPI tools to discover
the Exchange SPI environment, including servers and the services running on
those servers. Thisinformation can help you in setting up the Exchange SPI to
monitor those Exchange server(s) (as managed node(s) within the VantagePoint
tree). One you have added Exchange SPI serversto the VP/Windows managed
enviornment, you can then focus mainly on distributing Deployment packages
and Policy Groups..
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Set up of Exchange serversand the service map: The Exchange SPI comes
with two tools that assist you in immediately showing you the organi zation of
your Exchange environment and, most importantly, what Exchange servers you
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have to monitor. By using the EXSPI Discover Topology and EXSPI Discover
Services tools, you have enough information to begin setting up your Exchange
server monitoring.

The policy setup and deployment: Basic Exchange SPI components do not
require custom configuration. The EXSPI Quick Sart policy group contains the
policies you need to deploy with no special customization. EXSPI Add-Ons
policies also require no customization and are available to select and deploy
according to the applications/programs being used by the Exchange server. The
EXSPI Advanced policy group is aso available and ready for use after you
compl ete some additional setup. Once deployed to the Exchange server node(s),
the policy enables Exchange SPI programs to target specific data and measure
the data against predefined rules to generate useful information.

When the resulting messages and alerts appear in the VantagePoint message
browser, you can use the information for resolving and analyzing problems. In
the message browser you can also double-click messages to view message
details where suggestions appear for corrective actions associated with the
generated data.

Policy display: Exchange SPI policies are available in the VP/Windows console
two different ways: the first is according to group under the Policy groupsfol der,
and the second is according to type under the Policies grouped by type folder.
You can view or edit an Exchange SPI policy within either of these categories.

B Policy groups: organizes policies according to how you might want to
deploy them. Quick Start contains the basic policies you need to get
started; Advanced contains policies that require some configuring such
as setting up amailbox or pinging Exchange servers; and Add-Ons
contains policies that cover applications compatible with but not part of
Exchange, such as cc:Mail.

m Policies grouped by type: organizes policies according to their function;
for example, you can find data collection scheduling in Scheduled
Command policies; threshold settings in Measurement Threshold
policies, etc.

Deployment Package use: Exchange SPI deployment is simplified with the
package used to activate the programs necessary to implement policies.
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Other Tools' use: Exchange SPI tools include two groups. EXSPI Admin and
EXSPI Graphs that allow you to do the following:

B EXSPI Admin: Aside from the Discovery tools, you can use Admin
tools to control the on/off state of Exchange SPI data collections, run a
diagnostic discovery of installed Exchange SPI components, and
compl ete certain configurations required for some policies.

B EXSPI Graphs: Generate graphs representative of some collected data.
By deploying the M easurement Data Collector to selected nodes, you
enable this tool to graph data collected on those nodes. To generate
graphs, you double-click the tool which launches the VantagePoint
Performance grapher. In the dialog that appears you can configure the
metrics you want drawn within the graph.

Some messages that appear in the Message Browser have operator
actions associated with them. In these cases, you have another means of
graphing data where you can graph the metric that generated the
message as well as othersthat may be related to it. Data from any
Exchange SPI server can be drawn using the Performance Grapher. For
more information on graphing with the Performance Grapher, see the
VP/Windows on-line Help.

NOTE Other graphs representing Exchange data are available through the separately
purchased V antagePoint Reporter. Exchange SPI comes with a default set of
reports ready for use with VP Reporter. The chapter that follows provides
instructions on how to configure the Exchange SPI to work with VantagePoint
Reporter to produce Web-based, management-ready reports showing Exchange
server performance/availability.
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Suggested Daily Tasks

After installing and configuring the Exchange SPI, you can now focus on other
areas of the VP/Windows console (aside from Policy Management) to routinely
monitor and interpret the collected data. Those areas are as follows:

B Check the VP/Windows message browser :

Watch for warning and critical messages or multiple alarms. Read the
associated instruction text.

If too many alarms are occurring and servers seem to be performing al
right, you likely need to adjust the Exchange SPI measurement threshold
policy that is causing the alarm. See the V antagePoint for Windows on-line
Help for instructions on how to adjust a threshold in a policy).
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m Usethe VP/Performance Grapher

When you become aware of problems with a server (system), you can use
the Performance Grapher to drill down for additional information or view
historical trends.The Exchange SPI Graphs tools allow you to launch the

V P/Windows Performance Grapher, where you can view datain graphs like
the one pictured:

E@‘ PerfYiew Graph

File Show Setting: Help

Mew Graph (Foints Every 30 min)
B rozspib:ME EXSPI_SINGLE: MTA_TOT _RCPIPNTS_IM
rosspib: ME:EXSPI SINGLE:MTA_TOT RCPIPMNTS OUT
B rosspib:MEEXSPI_SINGLE:MTA_QUT _BYTES_TOT
aan
400
:-ﬁ——-_-:h_ e
IjIIIIIIIIIIIIII
17:00 20:00 23:00 02:00 05:00
11,0500 11.,/0600

For details on the Performance Grapher, use the VP/Windows on-line Help
for instructions for graphing selected Exchange SPI metrics.
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B Review VP/Reporter Reports (if available)

If you have purchased V antagePoint Reporter, you can review summary and
detail reports, generated on a daily basis, for information on Exchange
server performance/availability. These reports are listed and defined in the
Exchange SPI on-line Help.

Using VantagePoint Reporter, you can view Exchange data in the many
reports included in the Exchange SPI report package:
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 pomwvien |G
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It contains the most recent Information avallable as of the date indicated.
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Bar graphs and pie charts of Exchange Server data are also availablein

VantagePoint Reporter
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Getting Started with the Exchange SPI

The sections that follow offer instructions for setting up the structure for
discovering Exchange services, deploying the VP/Windows agent, the
Measurement Data Collector, the Exchange SPI package, and the Exchange SPI
policies to the servers you want to monitor. Exchange SPI policy groups are
covered after the last task in this section.

TASK 1. INSTALL THE EXCHANGE SPI WITH THE
VANTAGEPOINT FOR WINDOWS ENTERPRISE SOLUTION

When you insert the VantagePoint For Windows Enterprise Solution CD into
your CD-ROM drive, the InstallShield wizard is automatically launched. In the
first window you choose which productsto install, one of which is VantagePoint
SMART Plug-In for Exchange.

Please see the HP OpenView VantagePoint for Windows Enter prise Management
Installation Guide included with the product. This guide offers an overview of
the products included in your package as well as the location of all product
Release Notes, which you should print and read before getting started.

Choosing to install VantagePoint Reporter also usually installs the Exchange
SPI report package. After you configure and deploy Reporter Collection
policies, you receive reports in VantagePoint Reporter. If you do not install VP/
Reporter now but do so later, you must manually install the Exchange SPI
report package (instructions for manual installation of the report package are
included in the section Using the Exchange SPI with VantagePoint Reporter on
page 40).

View the Exchange Organization
Before you get started in configuring the Exchange SPI, you may want to view

the organization of Exchange routing groups or sites, and servers within your
environment.
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1. Inthe VP/Windows console expand the folder Policy management and
double-click the Exchange M ap folder.

2. Inthe Exchange Server Connection Properties dialog, supply the following
entries:
Server: For Exchange 2000, enter an Exchange domain controller name;
For Exchange 5.5, enter an Exchange server name.
User Name: Enter a user name that can access the named Exchange server
(i.e., with LDAP read privileges).
Domain: Enter the domain to which the Exchange server belongs.
Password: Enter the password assigned to the above User Name.

The Exchange Server Connection Server Properties dialog.

i, Exchange Server Connection Properties x|

Pleaze define the connection to the Exchange 5.5 oK
zerver of the Windows 2000 Domain Contraller.

Cancel

Server: I

Izer Mame: I

Dramair: I

Pazzword: I

NOTE

Password entry must be according to that established for the specific server
name/domain (so that you can access the information).

Entering this information correctly results in additional folders below the
Exchange Map as follows:
* Organizational View

By expanding the Organizational View folder, you see the name of the
organization (as set up by the Exchange administrator).
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Below the organization name, you see additional folders for each of the
following:

Routing Groups. containing serversin the routing group and connector(s)
(if any)

Connectors. containing connector name(s)

Servers. containing server names with the Exchange version installed

* Messaging View

By expanding the Messaging View folder, you can see the connections
among the routing groups.

TASK 2: IDENTIFY EXCHANGE SERVERS/SERVICES
(DISCOVER TOPOLOGY)

The EXSPI Discover Exchange Topology tool provides you with information you
need to deploy agents/policies to Exchange servers. Thistool also discoversthe
Exchange services running on systems that are VV P/Windows managed nodes.
For systems not configured as managed nodes, you still can see the Exchange
topology, and once you configure them as managed nodes, you can re-run the
tool and add their Exchange services to the topology tree.

How it works: On the VP/Windows management server, when you launch the
EXSPI Discover Exchange Topology tool, an additional folder labeled
Exchange 5.5 or Exchange 2000 appears under the console’s Services folder. By
expanding this new folder, you see the organization of your Exchange server(s)
and in the case of VP/Windows managed nodes, the Exchange services running
on those servers.

Any Exchange server with no services under it is an unmanaged server. If you
want to monitor it, you can add it to the VP/Windows Nodes fol der. After adding
those server systems, just run the tool again to discover their services. By
deploying the Exchange SPI services monitoring policy, you can also receive
service aerts (alarms) in the service map and messages in the VP/Windows
message browser on the discovered services.




Chapter 2: Installing & Configuring the SMART Plug-In for Exchange
Getting Started with the Exchange SPI

Prerequisite for Exchange 5.5: Running the EXSPI Discover Topology tool for
Exchange 5.5 servers requires either that an Exchange server be a VP/Windows
managed Node or that an Exchange server name be included in the Parameters
tab of the tool’s launching dialog (see below).

To discover the Exchange server organization:

1. Inthe VP/Windows console expand the folders Tools- SPI for
Exchange- EXSPI Admin.

2. Inthe details pane double-click EXSPI Discover Exchange Topology.

3. For Exchange 5.5 only, in the Parameters tab/Parameters text box enter:
-s <Exchange_server_name> [any Exchange server name is acceptabl €]

E dit Parameters |

Parameters | Lagin |

E#5SPl Dizcover Exchange Topaology

Cornmand:

IDisu:u:uver. ERE

Parameters;
I-s ExCHANGE_SERWEROOT

Launch I Cancel Help

For both Exchange 5.5. and 2000, in the Login tab enter:
User Name: <administrator_ user_ID>
Password: <administrator_password>

4. Select Launch.
The tool discovers the Exchange organizations, administrator groups
(Exchange 2000), routing groups, and servers. If any of those servers are
VP/Windows managed nodes, their services are also listed beneath them.
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5. View the structure of the Exchange topology hierarchy and services map by
expanding the folders Services- Applications, right-clicking Exchange 5.5
(or 2000), and selecting View — Map.

The VP/Windows topology map offers a view both in the console's hierarchy (on the left) and details pane
(shown in part on the right) of the discovered Exchange organization or servers.

- Exchange 2000 '@ Applications
YantagePoinkt
=0 ’ Organization: Mx-Ex
= ’ Adriniskive Group: Firsk Administrative Grol
=8 ﬁ Ru:uutlng Group: Firsk Routing Group @ Exchange 2000
i ExOl
V ExOZ
V EROS @ Croanization: ME-EX
v P1390I50
V ROSE9441TSTS
; P ROSSPINYA @ adminiskive Group: Firsk o
EEI-- Adrinistive Group: LA Admin Group =3
= S T

TASK 3: ADD MISSING EXCHANGE SERVERSTO THE NODES
FOLDER (AS NECESSARY)

The servers whose services you want to discover and monitor must be included
in the Nodes folder of the VP/Windows management console window.
Discovered Exchange servers without discovered services are not managed
nodes. To monitor those servers, you must add them to the VP/Windows Nodes
folder now.

To add the Exchange server(s) to the Nodes folder:

1. Open the VP/Windows console and right-click the Nodes folder and select




: Configure Managed Nodes M= Eq
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Configure Nodes...

e | l—=r
o ) |5
.. To  Configure Services...
El Eellas| Configure Nodes..
53 Configure Tools...
:_E’gj Al Tasks b
J‘@ View ,

M e window fram Here

Mew T azkpad YWiew...

In the Configured Managed Nodes dialog, drag and drop nodes from left to
right to add to the VP/Windows Nodes folder.

(Notethat in the right pane of the dialog you can create afolder for
Exchange servers before you begin selecting individual servers or domains
from the left.)

Click on the node in the Dizcovered Modes ree, drag it o the Managed Modes ree, and drop -
it over the folder you want bo add it to.

]3]
Select the folder in the Managed Modes tree, right-click to open the contest menu, then LI
- () Discovered Nodes ﬂ =1 Modes
- DNS --mH ROSB0738TST [Management Server]
=) Microsoft windows Netwark “-mE ROSSPIT3
@ 197
- 09 v
K . I_>I_I
k. | Cancel Apply
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TASK 4: (OPTIONAL) RE-LAUNCH THE DISCOVER
EXCHANGE TOPOLOGY TOOL

Now that you have added Exchange servers to the Nodes folder, you can
re-launch the EXSPI Discover Exchange Topology tool on each managed node.

To discover services on the added Exchange servers:

1. Inthe VP/Windows console expand the folders Tools- SPI for
Exchange- EXSPI Admin.

2. Inthe details pane double-click EXSPI Discover Exchange Topology.

3. Repeat the procedure for entering for entering the Login information
(page 5).

4. Select Launch.
When the tool completes its discovery, you can view the structure of Exchange

services by expanding the folders Services- Applications. double-clicking
Exchange 5.5. (or 2000), right-clicking a server name, and selecting View - Map.

TASK 5: DEPLOY THE VP/WINDOWS AND EXCHANGE SPI
COMPONENTS TO THE NODES

After you have added all Exchange servers to the Nodes tree, you are ready to
deploy the necessary components for data collection, alarm-generating, and
reporting to those nodes.

To deploy the VP/Windows and Exchange SPI components to nodes:

1. Inthe VP/Windows console expand the folders Policy management -
Deployment packages.

2. Inthe details pane within the list that appears, right-click Enterprise
Message/ Action Agent and select All Tasks-. Deploy on....

3. Inthe Deploy packages on... dialog select all Exchange server nodes by
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clicking the check boxes next to Nodes, or select individual nodes by
clicking check boxes next to each node and click OK.
& Deploy packages on...
b anaged nodes;

----- Q::‘. ROSR073ETST [Management Server)
Q::‘. ROSSFIG
(- Q::‘. ROSSRI7

k. Cancel

4. Repeat the process for remaining Deployment packages:
M easurement Data Collector
SPI for Exchange

TAsSK 6: SET UP CONSOLE-ONLY NODES (AS NECESSARY)

Before you can use aconsole-only installed node, you need to add it to the Nodes
folder (on the management server), install the console package to the node, and
launch the remote-consol einstallation tool. These actionsinstall several filesonto
the node and set them up to work properly with the management server.

1. At the VP/Windows management server console if you do not see the
V P/Windows console-only installed system in the Nodes folder, add it to
the folder now (see on Task 3).

2. At the VP/Windows management server console expand the folders
Policy management - Deployment packages.

3. Right-click the Remote Console for Exchange SPI package and select
All Tasks- Deploy on... and select the console node.

4. At the VP/Windows management server console expand the folders
Tools- SPI for Exchange— EXSPI Admin.
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5. Double-click the EXSPI Install Remote Consoletool and select the
console hode again.

6. Before using the console-only system, you must reboot it.

NOTE To view the Exchange Map on the consol e system, you must restart the
Microsoft Management Console.

TASK 7: VERIFY INSTALLATION RESULTS

To check for successful deployment of the packages and policies on the
monitored servers:

1. Inthe VP/Windows Manager console expand the Nodes folder.

2. Right-click the node on which to verify deployment and select
View - Package Inventory.
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Using Exchange SPI Policies

Some Exchange SPI policies require that other software components, an
Exchange SPI user account, and a mailbox be present on the monitored
Exchange Server. The table that follows shows you group-by-group what
requirements may exist. For ease of use, you can begin by installing the Quick
Start policy group (as outlined in Deploying the Quick Sart Policy Group on

page 16).

Important MS I nformation on the Web: Before you deploy Exchange SPI
policies, please refer to the Microsoft article "PRB: Performance Object Is Not
Displayed in Performance Monitor" at URL:

http://support. mcrosoft.conf support

/ kbl articles/ 48/ 9/ 93. ASP.

The article contains information on editing the Windows registry so that
peformance objects (tracked by Performance Monitor) are always enabled. A
disabled performance object could cause an Exchange SPI policy to fail. By
following the instructions in the article, you can ensure that policies are able to
collect Exchange peformance data as expected.

EXSPI Policy Prerequisites and Descriptions

Some policiesin the SPI for Exchange group require software
components/services be present on Exchange server systems. For both the
EXSPI Quick Start and the EXSPI Advanced groups, you must configure an
MSXSPI account.

Use the following tables to decide which policy groups you want to install.With
Policy Group Compatibility/Requirements, you can see whether or not the policy
group/subgroup works with Exchange 5.5 and/or Exchange 2000 as well as any
required configuration (which is covered in the instructions for deploying the
policy). Policy Group Descriptions shows you what type of data/functionality
the policy group offers.
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PoLICY PREREQUISITES

Policy Group/ Required Exchange | version |version| Required Manual
Subgroup Service 5.5 2000 Configuration

EXSPI Quick Start N/A YES YES | —MSXSPI user created

All Policies — Transaction Log
policies modified
with password

EXSPI Add-Ons Exchange Chat Service NO YES N/A
EXSPI Chat Service

(Exchange 2000)

EXSPI Add-Ons Exchange Conferencing NO YES N/A
EXSPI Conferencing Service| Server

(Exchange 2000)

EXSPI Add-Ons Exchange I nstant NO YES N/A
EXSPI Instant Messaging Messaging Service

(Exchange 2000)

EXSPI Add-Ons cc:Mail Connector YES YES N/A
EXSPI cc:Mail Connector

EXSPI Add-Ons Internet Mail Service YES NO N/A
EXSPI Internet Mail Service| (IMS)

EXSPI Add-Ons L otus Notes Connector YES YES N/A
EXSPI Lotus Notes

Connector

EXSPI Add-Ons N/A YES NO N/A
EXSPI News Service

EXSPI Add-Ons Network News Transfer NO YES N/A
EXSPI NNTP Protocol (NNTP)

EXSPI Add-Ons Simple Mail Transfer NO YES N/A
EXSPI SMTP Protocol (SMTP)

EXSPI Advanced N/A YES YES | — Launch Discover

EXSPI Service Map

Exchange Topology tool
on Exchange Server
systems managed by

V P/Windows
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Policy Group/
Subgroup

Required Exchange
Service

version
5.5

version
2000

Required Manual
Configuration

EXSPI Advanced
EXSPI End to End Message
Ping

N/A

YES

YES

— MSXSPI user created

—MSXSPI mailboxes
created on each

system

—EXSPI Ping Config
to set up server pairs

—AlI policies modified
with password

EXSPI Advanced
EXSPI Reporter Collection

N/A

YES

YES

— MSXSPI user created
—MSXSPI mailboxes
created on each
stem
—EXSPI Ping Config
to set up server pairs
—AlI policies modified
with password

EXSPI Advanced
EXSPI Event Log Warnings
& Information

N/A

YES

YES

Useonly for
troubleshooting
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PoLIcy DESCRIPTIONS

Group: EXSPI Quick Sart

Description

EXSPI Directory Service

Executes alarm metrics for problems detected in the
Microsoft Exchange Directory service.

EXSPI Event Log Errors

Monitors all errors (type = Error) in the Windows System
Log.

EXSPI General Data Collection

Contains all standard data collection policies used to feed
data into the Measurement Data Collector. The collected data
can be graphed in the V P/Performance Grapher or used to
generate reports in VantagePoint Reporter.

EXSPI Information Store

Executes alarm metrics for problems detected in the
Exchange Information Store service

EXSPI Internal Errors

Open Message | nterface policy for trapping EXSPI errors.

EXSPI Message Transfer Agent

Executes alarm metrics for problems detected in the
Microsoft MTA service.

EXSPI Services and Processes

Monitors the availability of key Exchange services and
processes.

EXSPI Transaction Log

Monitors disk space usage so that the transaction log disk
does not run out of room.

Group: EXSPI Add-Ons

Description

EXSPI-cc:Mail Connector

Executes alarm according to for cc:Mail Connector metrics.
Deploy on all Exchange servers containing the cc:Mail
Connector.

Group: EXSPI Add-Ons
EXSPI Chat Service

Monitors the current client connections to the chat
community, showing anonymous connections, authenticated
connections, authentication failures, timeouts.

EXSPI Conferencing Service

Monitors current client connections to the server, server load
for online data and video conferences, and CPU process time
of the T.120 MCU (multipoint control unit) server.

EXSPI Instant Messaging

Monitors current connections using instant messaging
service, current subscriptions, and average processor time per
instance.

EXSPI Internet Mail Service

Executes alarm metrics for the problems detected in
Exchange Internet Mail service. Deploy on al Exchange
servers containing IMS.
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EXSPI Lotus Notes Connector

Executes alarms for L otus Notes Connector metrics. Deploy
on all Exchange servers containing the Lotus Notes
Connector.

EXSPI News Service

Executes alarm metrics for problems detected in the
Exchange News service. Deploy on all Exchange 5.5 servers
containing the Exchange News service.

EXSPI NNTP Executes alarm metric for outbound newsfeed connections
that fail. For Exchange 2000 servers.
EXSPI SMTP Executes alarm metrics for problems detected in messages

sent to the Simple Mail Transfer Protocol (SMTP) server.

Group: EXSPI Advanced

Description

EXSPI End to End Message Ping

Alarms on AND collects data for the End to End Message
Ping metric, 1002

EXSPI Event Log
Warnings/Information

Monitors all warnings and information messages in the
Windows System Log. Is not typically deployed.

EXSPI Reporter Collection

Feeds data into the Measurement Data Collector for use by
VantagePoint Reporter.

EXSPI Service Map

Monitors availability of all discovered services on the
managed Exchange Server systems and sends al erts/messages
to the VP/Windows service map and message browser when
adiscovered service is not running.
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NOTE

Deploying the Quick Start Policy Group

To receive any information from a configured Exchange server (one that you
have added to the VP/Windows console), you must deploy the Quick Start policy
group. This group contains the most basic definitions and rules for scheduling
data collecting/graphing, and for generating messages/alerts.

PRELIMINARY TASK: DEPLOY THE BASIC EXCHANGE SPI
POLICIES TO NODES

Prerequisite: VP/Windows agent (Enterprise Message/Action Agent), the
Measurement Data Collector, and the SPI for Exchange deployment packages
deployed to Exchange servers (see Getting Sarted with the Exchange SPI on
page 2 of this section).

TASK 1: CREATE AN EXCHANGE SPI USER ACCOUNT

Before you can deploy Quick Start policies, you must create an account for each
logon domain where Exchange serversreside. This account enables the
Exchange SPI to access information from the Exchange database.

Because significant differences exist between the configuration for Exchange 5.5
and Exchange 2000, two sets of instructions are included for both 5.5 or 2000.
Also, if you are using Windows 2000, you will notice that Exchange 5.5 uses
some of its features, such as Active Directory, where you can create users and
assign permissions.

Y ou must create an MSXSPI user in each domain.

FOR MANAGED NODES USING EXCHANGE 5.5IN A
WINDOWS NT DOMAIN

For Windows 2000 systems, see page 19.

1. LogonasDomain Administrator of the domain to which the Exchange
server belongs.
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2. Select Sart - Programs- Administrative Tools (common) -

User Manager for Domain.

3. Select User » New User, and in the dialog that appears create anew user as

follows (see below for Windows 2000 systems:

Username: MSXSPI
Full Name: VP/Windows Exchange SPI
Description: Exchange SPI for VP/Windows

Password/Confirm Password: ~— *******x*

Usermame: IMSHSF‘I Add

Full M ame; Il'v"F'.-"'v'v"ir'll:Il:lWS Exchange SPI Cancel |
Dezcription: IE:-:c:hange SPI far WantagePoint Windows Help |
Easswnrd: Ixxxxxxxxxx

El:lnl:"m HERRRREREN

Pazsword: I

[ User Must Change Pazsword at Mext Logon
[ User Cannat Changs Password

¥ Passward Mever Expires

[ Account Disabled

% 43 =2+ £

Groups Prafile Hours Logon Ta Aocount Djalin

NOTE

Remember this password; you will need it later to update Tools and
Palicies.

This password must be entered but will not be authenticated later.

4. Deselect User Must Change password at Next L ogon and select Password
Never Expires

5. Click the Groups button to display the Group Memberships window.
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Adding the user account to the Domain Admins Group

Group Memberszhips |
I zer: Ok |
Cancel |
Help |
Member of: Mot member of:
gt Damnain Adming clearcaze ;I
@ Domain Users Diomain Guests
% el
IR § b

HF-OWE-GROUP
FTS Trusted Impersu:urll

[ TR

Set | Frirmary Graup:  Daomain Lsers

6. Attheright, from the Not a member of: box select the Domain Admins
user, click Add, and OK to close the Group Memberships window.

To include necessary information, click buttonsin the New User window:

2 g | .a. | =B | &
Groups Profile Logon Tao Aocount Djalin

Profile: No User Profile should be specified.

Hours: All hours of the day and week should be allowed.
Logon To: All workstations should be specified.

Account: Should never expire/should be Global Account.

7. Click Add to add this user. (If the Exchange Add Mailbox window is
displayed, select Cancel to closeit.)

8. Click the Close button to close the New User window.

9. From the User Manager menu bar select Policies— User Rights....




10.

11.

12.

Chapter 2: Installing & Configuring the SMART Plug-In for Exchange
Deploying the Quick Start Policy Group

Check the Show Advanced User Rights checkbox.

From the drop-down list select the following rights for the user account just
added:

Log on asaservice.

Profile system performance.

To assign rights, perform the following steps:

a SelectLogon asa serviceinthe Right field.

b Click the Add button to open the Add Users and Groups window.

¢ Click the Show Users button.

d Select the user account just added, click Add, then OK.

e Repeat to add the Profile system performance right.

FOR MANAGED NODES USING EXCHANGE 5.5. oOrR 2000 IN A
WINDOWS 2000 DOMAIN:

1.

2.

Log on to the system that hosts the managed node’ s domain.

For Exchange 5.5, select Start - Programs— Administrative Tools -
Active Directory Usersand Computers

Exchange 2000, select Start - Programs- Microsoft Exchange -
Active Directory Usersand Computers

Expand the Active Directory of Users and Computers and right-click Usersand
select New - User.

In the dialog box that appears enter MSXSPI as the First name and as the
User logon name; click the down arrow to select the system name and click
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Next:

MNew Object - User x|

ﬁ Create in:  roze-spi-test. roze hp.com/Users

Eirst name: IMSKSF‘I ritials: |

Laszt name: ||

Full name: IMSKSF"I

Uzer logon name:
[MsxsP | @rose-spitestiosehpeom ¥

Uzer logon name [prewfindows 2000];
IHDSE-SF’I-TESTH IMSXSF‘I

< Back I Mewt > I Cancel

Enter information according to dialogs pictured previously, starting on
page 17.

TAsK 2: (FOR WINDOWS 2000 SYSTEMS ONLY) ENTER AN
MSXSPI ACCOUNT DESCRIPTION

After you have created the MSX SPI user and mailbox, you can open the
Properties page for the User to supply a description that helps identify the
MSXSPI account as the SPI program that checks the server’s availability.

To enter adescription of the MSXSPI account:

1. Atthetask bar, select Start - Programs- Microsoft Exchange- Active
Directory Usersand Computers.

2. Inthe Active Directory window expand the Domain folder.
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3. Intheleft pane expand the User sfolder.
4. Intheright pane, right-click MSXSPI and select Properties.

5. Inthe MSXSPI Properties page select the General tabbed page.
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6. Enter adescription such as Exchange SPI for VantagePoint for Windows
and exit.

MSXSPI Properties 2=l

M ember OF I Dial-in I Erevironmet I Sezsiong I Remote contral
T erminal Services Profile I Exchange General
E-mail &ddrezses I Exchange Features

General I Addresz I Account I Prafile I T elephones I Organization

g MSHSPI
First name: |M5><5P| |itialz: |

Last name: I

Dizplay name: IMSKS FI

Dezcription: IE:-:c:hange SPI for WantagePaint WWindows
Offige: |

T elephone number: I Other...

_ Qter. |
E -mail |
_ Dt |

Web page: I Cther...

k. I Cancel Apply | Help |

Now you should see the description of the MSXSPI account in the Description
column in the Active Directory window.

You have now created an Exchange SPI user account. Continue with “Grant
Access Permissions to the User Access’ on the next page.
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TASK 3: GRANT ACCESS PERMISSIONS TO THE USER
ACCOUNT

In order for the M SXSPI user account to have access to a mailbox as well asthe
Exchange IS Public and Private databases, it must have Exchange Admin
permissions. Use Exchange Administrator to grant these permissions at the site

level.

For Exchange 5.5to grant M SXSPI accessto each target Exchange
server:

1. Sdlect Start - Program - Microsoft Exchange- Microsoft Exchange
Administrator.

2. For each Exchange site where Advanced policies are to be deployed:
a Intheleft pane within the tree, select <site_name>.
a From the File menu select Properties.

b Inthe Properties window, select the Permission tabbed page and click
Add to open the Add Users and Groups window.

c Select the MSXSPI user account previoudly created, and click the Add.
d Click OK to add the user and close the Add Users and Groups window.
e Verify the user has therole of Admin.

f Click OK to save the changes.

For Exchange 2000 grant M SXSPI access to each tar geted
Exchange server and enable M essage Tracking:

1. Select Star - Program - Microsoft Exchange- System Manager
2. Intheleft pane expand the Administrative Groups folder.

3. Expand your <Exchange server_administrative_group>folder.
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4. Intheright pane, right-click the server to which you want to grant MSXSPI
access and select Properties.

5. On the Properties page, select the Security tab.
6. Inthe Name box select MSXSPI.

7. Inthe Permission box, find the Receive As and Send As permissions check
boxes and check both.

8. Repeat this procedure for each targeted Exchange server.
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Granting User MSXSPI Admin Privileges

%% Microzoft Exchhnge Administrator - [Server ROSS0738TS.. Ml E3

i Fie Edt View Tools ‘window Help =181x|
[Rosso7a8TsT =1 i e [l Y
Organizational |48y Hewlett Packaed Dizplay Marme »
Level [ L E L R 0S-PARADE Properties

=

G(Z) Folders -
3 Globdl Address List | | Genersl  Pesmissioris |

ite Level | 3 @
T & ROS-PARADE

—wWindoes NT accounts with peimizsions

Becont ! | Rk [ Add .
i ROSE-PARADE\Admniztrator  Service Account Admin. =] _I

B ROSE-PARADE Admmistratars Admin Bemaye
- £ ROSEPARADE \msuspi Huckiin
2 Contzinerz] % FUSE-PARADEWWERSFII  fdin
T = N
NOTE At alarge Exchange site, it can take several minutes to propagate the new

Exchange administrator information. If you experience permission problems
while accessing Exchange databases, enforce the setting of the new Exchange
Admin account by logging directly on to the affected Exchange server (whichis
not yet replicated) and setting the account manually.

TASK 4: ENABLE/EDIT QUICK START POLICIES

Quick Start policy sub-group EXSPI Transaction contains two Scheduled
Command policies

—EXSPI-15m-Transaction Log

—EXSPI-1d-Transaction Log
that require editing to include the MSX SPI account password as part of the
policy properties.
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To edit the policies:

1.

4,

In the VP/Windows console expand the Policy Management folder to
display Policy Groups- SPI for Exchange— EXSPI Quick Start -
EXSPI Transaction Log

In the details pane double-click EXSPI-15m-Transaction L og to open/edit
the policy.

In the Properties sheet that appears on the Command tabbed page select the
Specify passwor d* check box and enter the password assigned to the
MSXSPI account you created in Task 1. Create an Exchange SPI User
Account on page 16.

Repeat step #2 and #3 for EXSPI-1d-Transaction L og.

TASK 5: DEPLOY EXCHANGE SPI QUICK START POLICIES

1.

In the left pane of the VP/Windows Manager console expand the
Policy management - Policy groups folders to view policy groups.

Click the plus next to Exchange SPI or double-click it to view Exchange
SPI policy groups.

Right-click Quick Start and select Deploy on....
In the Deploy packages on... dialog select al nodes by clicking the check

box next to Nodes, or select individual nodes by clicking checkboxes next
to each node.
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Deploying Other Policy Groups

Two additional policy groups supplement the Quick Start group and contain
policies that you can select individually rather than deploy as a group:

O EXSPI Add-ons can be deployed with no additional configuration. These
policiescollect datathat show how related services, such as L otus notes and
Internet Information Services, are performing. Please see the previous
section, listing the policies, for requirementsfor installing a specific policy
in the Add-Ons group.

To deploy Add-ons palicies, select individua policies, and follow the same
steps used for deploying the Quick Start group.

O EXSPI Advanced policies:

m  EXSPI End to End Message Ping policy group enables the Exchange
SPI to test network connections to Exchange servers and collect
performance data on message receipt and delivery.

To deploy the EXSPI End to End Ping policy, complete the tasks,
starting in the next section.

B The EXSPI Event Log Warnings and Information policy group captures
Windows event log text and are generally meant to be deployed for
troubleshooting purposes.

m  EXSPI Reporter Collection policy group requires that you have
VantagePoint Reporter installed.

To deploy EXSPI Reporter Collection policies, please refer to
page 40, “Using the Exchange SPI with VantagePoint Reporter,” for
compl ete instructions.
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EXSPI Map policy group monitors all discovered Exchange services
and sends a message/alert to the VP/Windows message browser and
service map when a service is detected as not running.

Before deploying the EXSPI05min Map policy, you must run the
Discover Exchange Topology tool on all VP/Windows-managed
Exchange servers. Then deploy the policy as you do al others.
(Right-click, select All Tasks— Deploy on....)
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The VP/Windows services map offers a drill-down view for an analysis of which
server/service has the problem.

Exchange 55 o) Group: NT-4
I_:_ Organization: Hevalett Packard =

Fiouting Group: ROSE-MXAM
Routing Group: AOSE-k:)

Routing Group: ROSE-MXAM2K

Simple kMail Transpor .
@ Microzoft Exchange
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Configuring EXSPI End to End M essage
Ping

To test server connections and performance in sending/receiving messages, you
can use the EXSPI End to End Message Ping policy group. To set up this policy
requires a number a steps and the use of the EXSPI MBOX Config tool that
alows you to create an Exchange mailbox accessible to the MSXSPI user you
created when you set up the EXSPI Quick Start policies. The
configuration/deployment instructions bel ow take you through everything you
need to do to start using the policy.

Requirement: When you configure server connections (Task 3: Set Up Server
Connectionsto Test Message Delivery/Receipt (using PING) on page 33), you

must start the EXSPI Admin tool EXSPI Ping Config from the VantagePoint
management server.

TAsK 1: EDIT THE MBOX CONFIG TOOL
To edit the MBOX Config tool:
1. Inthe VP/Windows console right-click the Tools folder.

2. Inthe Configure Tools window click to expand to display SPI for
Exchange- EXSPI Admin - EXSPI MBOX Config

3. Double-click EXSPI MBOX Config and select the Target tabbed page in
the Tool Properties sheet.

4. Inthe Password/Verify Password text boxes enter the password assigned to
the MSX SPI user account you created in Task 1. Create an Exchange SPI
User Account on page 16.

5. Click OK asrequired to save the change and exit.
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TASK 2: CREATE MAILBOXES

For Exchange 5.5 you must create amailbox (for the MSXSPI
account/password) on every targeted Exchange server so that MSXSPI user can
access that mailbox and folder information. For Exchange 2000, you create a
user and mailbox for every server; then grant permission for the MSXSPI user to
access each of those mailboxes.

For Exchange 5.5, to create a mailbox:

1. Inthe of the VP/Windows Manager console expand the Tools-. SPI for
Exchange- EXSPI Admin folders.

2. Inthe scope pane double-click the EXSPI Admin folder and in the details
pane right-click EXSPI MBOX Config and select Configure Tools....

3. Expand thetree again by selecting SPI for Exchange— EXSPI Admin.

4. Double-click EXSPI MBOX Config and in the Tools Properties sheet
select the Tar get tabbed page and enter:
User name: M SXSPI
Password: <password> (assigned to this account in Task 1).

5. Select OK twice to exit the Properties sheet.
6. Inthe details pane, double-click EXSPI MBOX Config to configure

mailboxes for the Exchange servers (you can select multiple nodes
simultaneously).
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Exampl e of successful Mailbox creation

i Tool Status [_ [}

Launched Tools:

Statuz I Action | Mode | Command |
Succeed... E=SPIMBOXC... ROSSPIDBER cmd /o ZSuztemB ootz Hewlett-PackardS O

T ool Output:

Mailbox 'MEXSPIROSSPIDELS' for user 'MEHEPI' created ﬂ

Cloze Help |

OR

If you receive an error in the above step or you cannot automatically create
mailboxes, you must manually compl ete the following on each Exchange
server:

®m  For each Exchange server create a mailbox with the prefix M SXSPI
and NT hostname. For example, in the illustration above, the node
rosspidb5.rose.hp.com (Internet name) and NT name ROSSPIB5
require amailbox called MSXSPIROSSPIDB5 with primary NT
account MSXSPI.

For Exchange 2000 to create a user/mailbox for every targeted server:

1. Sdlect Sart - Programs- Administrative Tools— Active Directory Users
and Computers.
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2.

In the dialog box that appears enter MSXSPI as the First name and as the

User logon name; click the down arrow to select the system name and click

Next and enter information as required.

Mew Object - User

g Create in:  rose-zpi-test roze hp.comsL sers

X

First name: |Ms><s Pl Iritials: |

Last mame: ||

Full name: |Ms><s FI

Uzer lagon name:
[5SP | @rose-spitestrosebpcom 7

I1zer logon name [pre-windows 2000];
IHDSE-SF"I-TEST'& |M5><5P|

< Back I Hest > I Cancel

3. Repeat this process to create a mailbox for each Exchange 2000 server you

are monitoring.

TASK 3: SET UP SERVER CONNECTIONSTO TEST MESSAGE

DELIVERY/RECEIPT (USING PING)

To track the round trip time of a message—from one server to another, then back
again—you can use the EXSPI End to End Message Ping policy in the Advanced
group. Before deploying the policy, though, you must configure the pair of

servers that you want to monitor.

To configure the servers;
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1. Deploy the configuration file editor to the management server by expanding
the folders Policy management - Deployment packages

2. Inthe details pane right-click ConfigFile paolicy editor for Administrator
Console and select All Tasks- Deploy on... and in the dialog that appears
sel ect the management server and click OK.

3. Expand the VP/Windows Manager folder to display and select
Policy Management - Policies grouped by type.

4. Right-click the ConfigFile policy and select New - Policy.

5. Inthe <untitled> [<>] (ConfigFile) diaog, for the Application click the
down-arrow and select exspi
(Automatically selected for Sub-Group is exspi_config and for Filenameis
exspilink.txt.)

6. Select the Datatab and click Load Template, which opens the default file as
shown:

# Format of the file:
# Src-Svr: Src-MB::: Dest-M: Ti neout : Met SLA: Al nost Met SLA
#
# Src-Svr = Source Server (required)
# Src-MB = Source Mil box (optional).
Defaults to ' MBXSPI <host nane>'.
# Reserved = Reserved for future use, |eave enpty
# Reserved = Reserved for future use, |eave enpty
# Dest-MB = Destination Milbox (required)
# Ti neout = Timeout (required) (s-seconds, mninutes,
h- hour s)
# Met SLA = Met SLA tinme (require for reports)
(s-seconds, mminutes, h-hours)
# Al nost Met SLA = Al npst met SLA tine
(require for reports)
(s-seconds, mmnutes, h-hours)
#
# Exanpl es:
# EXCHL: : : : MSXSPI EXCH2: 25m 1m 1m
# EXCHL1: MSXSPI EXCHL: : : MSBXSPI EXCH3: 2h: 5m 2m
# EXCH2: MBXSPI EXCH2: : : MSBXSPI EXCH4: 1h: 20m 10m
# EXCH3: MSXSPI EXCH3: : : MBXSPI EXCH4: 25m 5m 5m
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7. Enter information about the servers to replace each entry separated by a
colon (:). When finished, select Save and Close.

B Source Server - The server that the ping originates from. Each

server where Exchange SPI is distributed has the samefile, so
Exchange SPI can parse thisfile and use all lines where the Source
Server matches the server whereit isrun from.

Source Mailbox (optional) - The mailbox to send the mail from. If
thisis not included, a default account is used
“MSXSPI<host_name>" where <host_name> is replaced with the
name of the server.

Destination Mailbox (required) -The mailbox to send the ping to.
Thisfield isusually the only required destination entry.

Timeout (required) (s-seconds, m-minutes, h-hours): - If a sent
message does not return in the defined timeout interval, EXSPI logs
it as afailure and sends a message to the V P/Windows management
server. Failed messages are tallied in terms of count and percentage
within areport. The timeout value must be larger than the values for
MetSLA and AlmostM etSL A so that a returned message can be
processed using these vaues. It may have Exceeded SL A even
though it has not exceeded the timeout interval. A
Failed/Timedout message occurs, therefore, only when the
message never returns and the timeout period is exceeded.

The minimum timeout value should be set slightly less than the collection
interval. For example, if the collection interval for metric 1002 is 30 minutes
(the default), the timeout should be set to at least 25 minutes. The logic is that
because the next measurement occurs only every 30 minutes, you should allow
up to that amount of time for any messages to return before “ giving up” and
generating afailure. If you keep the timeout val ue within the collection interval
and the reply message does return, it can be processed as Met, Almost Met or
Exceeded as opposed to Failed/Timedout.

B MetSLA (required for reports) (s-seconds, m-minutes, h-hours) -

If the round trip time is greater than this value, the messageis
logged as either Almost Met SLA or Exceeded SLA. Thisvalueis
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required if datais being sent to the Measurement Data Collector
Agent DSI for reporting (- option when running exspi.exe). Itis
optional if only using alarms.

B AlmostMetSLA (required for reports) (s-seconds, m-minutes,
h-hours) - If the round trip time is greater than the MetSLA value
but less than or equal to MetSLA plus AlmostMetSLA, the message
islogged as Almost Met SLA. Otherwise, when the round trip time
is higher than MetSLA plus AImostMetSLA, it islogged as Clearly
Exceeded SLA. This parameter isrequired if datais being logged to
MeasureéWare Agent DSI (-I option when running exspi.exe),
optiona if only using alarms.

Timeout, MetSLA, and AlmostMetSLA values can have optional identifiers that
denote the measurement units the value represents; for example, 4m (4 minutes)
30s (30 seconds) or 1h (1 hour). The default unit is seconds; for example, the
entry 4 isrecognized as 4 seconds.

Examples:

EXCH1::::MSXSPIEXCH2:25m:1m:1m -

Usethe default FROM mailbox of MSXSPIEXCH1. Message must return within
1 minute to meet the SLA, 2 minutes to amost meet the SLA, and at over 25
minutes generates a failure/timeout.

EXCH1:MAILBOXEXCHZ1:::MAILOXEXCH3:2h:5m:2m -
Message must return within 5 minutes to meet the SLA, 7 minutes to almost
meet the SLA, and at over 2 hours generates a failure/timeout.

EXCH2:MAILBOXEXCH2:::MAILOXEXCH4:1h:20m:10m -
Message must return within 20 minutes to meet the SLA, 30 minutes to almost
meet the SLA and at over 2 hours generates a failure/timeout.
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TASK 4: (OPTIONAL) SET UP EXSPI END TO END MESSAGE
PING ALARMS—CONFIGURE SERVER PAIR THRESHOLDS

Alarms can be set to occur with metric 1002 (Ping). Because you may need to set
different thresholds for multiple server pairs, the following examples are
included. These examples show the syntax to insert in the exspilnk.txt file to set
differing thresholds. Metric 1002 sends the "FromMailbox, ToMailbox" in the
object pattern fields with the following definitions:

FromMailbox = FromSer ver :FromM ailbox
ToMailbox =:ToMailboxl

Config Entry Object
EXCH1::::MSXSPIEXCH2:25m:1m:1m | EXCH1:MSXSPIEXCH1,:MSXSPIEXCH2
EXCH1:MAILBOXEXCHL1::: EXCH1:MAILBOXEXCH1,:MAILOXEXCH3
MAILOXEXCH3:2h:5m:2m
EXCH2:MAILBOXEXCH2::: EXCH2:MAILBOXEXCH2,:MAILOXEXCH4
MAILOXEXCH4:1h:20m:10m
For example:
Condition Name & Condition Object Thrshid | Explanation
Type Pattern
EXSPI-1002.1 EXCH1:MSXSPIEXCH1 | 120 Threshold condition for
.. ping between System
aesage O L on | MSXSPIEXCH2 EXCH1 and mailbox
MSXSPIEXCH2 on
system EXCH2. Object
pattern is case sensitive.
EXSPI-1002.2 EXCH1:MSXSPIEXCH1 | 240 Threshold condition for
+Message on . ping between System
MatchedCondition MSXSPIEXCH3 EXCH1 and mailbox
MSXSPIEXCH3 on
system EXCH3. Object
pattern is case sensitive.
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Condition Name & Condition Object Thrshld | Explanation

Type Pattern

EXSPI-1002.3 EXCH1:MSXSPIEXCH1 If the threshold was not
-Suppress . exceeded for these two
Matched Condition MSXSPIEXCH2 system pairs, you must

suppress the message if

EXCHl:MSXSPIEXCHl either of these system

iy pairs gets past 1002.1 or
MSXSPIEXCH3 1002.2.
EXSPI-1002.4 60 A blank object pattern
+Message on to catch all remaining
Matched Condition system pairs.

TASK 5: MODIFY THE POLICY TO INCLUDE THE M SXSPI
ACCOUNT PASSWORD

Before deploying the EXSPI End-to-End Message Ping policy, you must edit it
so that it has access to data on the Exchange Server system.

To edit the policy:
1. Open the VP/Windows console and expand the Policy Management folder.

2. Intheleft pane select Policy groups- SPI for Exchange- EXSPI
End-to-End M essage Ping group.

3. Intheright pane right-click the EXSPI End-to-End M essage Ping policy
and select All Tasks- Edit.

4. Inthediaog that appears, |eave the user name as MSXSPI, check the
Specify Password check box, and enter the password you have assigned to
the MSXSPI account.

5. Sedlect the Save and Close button.
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TASK 6: DEPLOY INSTRUMENTATION

To distribute the configuration set up in the previous section, deploy the
V P/Windows instrumentation to the managed node as follows:

1.

2.

3.

In the of the VP/Windows Manager console expand the Nodes folder.
Select the node, right-click to select All Tasks- Deploy | nstrumentation.

Repeat for each node to which you want to deploy the EXSPI End to End
Message Ping policy.

TASK 7: DEPLOY THE CONFIGURATION FILE AND THE
POLICY

1.

In the VP/Windows Manager console expand the folders
Policy management - Policy groups- Exchange SPI - EXSPI Advanced.

In the EXSPI Advanced folder double-click the Advanced policy group you
want to deploy.

In the details pane where all the policies and/or configuration file are now
listed, select the policies and/or configuration file, right-click, and select
Deploy on....

In the Deploy packages on... dialog select all nodes by clicking the check
box next to Nodes, or select individual nodes by clicking checkboxes next
to each node.

You have now completed the advanced configuration installation process. The
Exchange SPI is ready to use.
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Using the Exchange SPI with VantagePoint
Reporter

If you have purchased VantagePoint Reporter, you can use it with the SMART
Plug-1n for Exchange to generate reports. Report generation requires that you
compl ete the following:

Q Verify Installation of the Exchange SPI Report Package;
Install the Exchange SPI Report Package (if necessary)

Q Configure/deploy Exchange SPI Reporter Collection policies
O Enable VP Reporter to generate Exchange SPI reports

VERIFY INSTALLATION OF THE EXCHANGE SPlI REPORT
PACKAGE

VantagePoint Reporter, as a stand-alone application, may or may not be present
on the VantagePoint for Windows system. If Reporter is not present on the same
system as VP/Windows, you may need to install the Exchange SPI Report
package.

To verify the Exchange SPI Report Package installation:

1. Onthe VantagePoint Reporter-installed system, open the Reporter main
window and select File- Configure- Report Packages.




Chapter 2: Installing & Configuring the SMART Plug-In for Exchange
Using the Exchange SPI with VantagePoint Reporter

2. Inthe Configure Report Packages dialog, check whether or not
SPI for Exchange is present:
(a) If the SPI for Exchange is not present, proceed to the following section,
“Install the Exchange SPI Report Package (if necessary)."

(b) If the SPI for Exchange is listed in the Available Packages, click the
right-arrow and the OK button to install, and proceed to “ Configure/Deploy
Reporter Collection Policies for Use with VantagePoint Reporter."

(c) If the SPI for Exchangeis listed in the Installed Packages, proceed to

“Configure/Deploy Reporter Collection Palicies for Use with VantagePoint
Reporter."

Configure Report Packages |
Ayailable Packages Inztalled Packages
IT/Operations & iS5
M easureiare Agent ‘-.fF' fu:ur Wlnduws E
WP Operations B WP Performance Package

Dezcnption of zelected package

Inztall the SPI for Exchange package to get reports on
Mizrozaft Exchange servers managed by the WantagePoint
5P for Exchange.

Cancel | Help |
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INSTALL THE EXCHANGE SPI REPORT PACKAGE (IF
NECESSARY)

Toinstall the Exchange SPI Report Package on the VP Reporter system
(necessary when VP Reporter is present on a system different from
VP/\Windows):

1. Insert the VP/Windows CD in the CD-ROM drive of the VP Reporter.
system.

2. Sdect Start — Run -\<CD-ROM drive>:
\ Product s\
VP Exchange SPI Reporter Package\setup. exe

and follow the instructions on screen.

Now the Exchange SPI report templates are loaded into VantagePoint Reporter,
you can proceed to the next section, where you set up policies for data collection.

Configure/Deploy Reporter Collection
Policiesfor Use with VantagePoint Reporter

For any Exchange server system on which you would like to receive reports, you
need to deploy Exchange SPI policies from the EXSPI

Advanced - EXSPI Reporter Collection group. But before deploying a Reporter
Collection policy, you complete enable message tracking (for Exchange 5.5
systems), and configure an EXSPI user account with mailbox. Any steps you
have completed in other setup procedures (for example, EXSPI End to End
Message Ping), you can omit.

TAsSK 1. ENABLE MESSAGE TRACKING

Exchange provides a message-tracking facility that stores processed message
information in alog file. Thisinformation, which includes sender address,
recipient address(es), and message size, is collected by the EXSPI-Dc-TrackL og
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Datacollection policy. This policy, part of the EXSPI Reporter Collection (Adv)
policy group, must be deployed to the appropriate managed node(s) as described
later in this chapter.

M essage tracking must be enabled on Exchange servers as shown below.

For Exchange 5.5: Follow these steps to enable message tracking.

1. Select Start - Programs- Microsoft Exchange-
Microsoft Exchange Administrator.

2. Expand thesite level and Configuration to view selections beneath it.
3. Inthe details pane double-click Information Store Site Configuration.

4. Inthe Information Store Site Configuration Properties window, check the
Enable message tr acking checkbox, and select OK.
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Enabling Message Tracking

Information Store Site Configuration Properties |
Storage "W arnings I Public Folder Affinity
General | Permizzion: I Top Level Folder Creation

R
G
s |

Dizplay name: IInfu:urmatiu:un Store Site Configuration

Information Store Site Configur...

Directory name: IS ite-MDB-Config

Public: folder container

todify.... |

¥ Enable message tracking

Created Haome site: ROS-PARADE Lazt modified
B/2/00 731 P B/2/00 731 P

k. I Cancel Apply Help
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5. Repeat steps 3 and 4 for MTA Site Configuration.

Configuring the MTA Site
MTA Site Configuration Properhies |

General | F'ermissiu:unsl eszaging Defaultsl

@, MTA Site Configuration

Dizplay name: IMT.-'l'-. Site Configuration

Directary name: ISite-MT.ﬁ.-Eanig

v EEnable message tracking

Created Haome zite: ROS-FARADE Lazt modified
B/2/00 731 P B/2/00 731 P

k. I Cancel Apply Help

If the Internet Mail Service connector does not exist, skip the following steps.
6. Inthe left pane select Connections.

7. Intheright pane select Internet Mail Service, check the Enable message
tracking checkbox, and press OK.

For Exchange 2000: Follow these steps to enable message tracking.

1. Select Start - Programs- Microsoft Exchange- System M anager .
2. Expand the Administrative Groups to see individual servers.

3. Right-click on the server and select Properties.

4. Inthe General tab check the Enable message tracking check box.
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5. Repeat steps #3 and #4 for each server.

TASK 2: EDIT THE MBOX CONFIG TOOL
To edit the MBOX Config tool:
1. Inthe VP/Windows console right-click the Tools folder.

2. Inthe Configure Tools window click to expand to display
SPI for Exchange- EXSPI Admin - EXSPI MBOX Config

3. Double-click EXSPI MBOX Config and select the Target tabbed page in
the Tool Properties sheet.

4. Inthe Password/V erify Password text boxes enter the password assigned to
the MSX SPI user account you created in Task 1. Create an Exchange SPI
User Account on page 16.

5. Click OK asrequired to save the change and exit.

TASK 3: CREATE MAILBOXES

For Exchange 5.5 you must create a mailbox (for the MSXSPI
account/password) on every targeted Exchange server so that MSXSPI user can
access that mailbox and folder information. For Exchange 2000, you create a
user and mailbox for every server; then grant permission for the MSXSPI user to
access each of those mailboxes.

For Exchange 5.5, to create a mailbox:

1. Inthe of the VP/Windows Manager console expand the Tools-. SPI for
Exchange- EXSPI Admin folders.

2. Inthe scope pane double-click the EXSPI Admin folder and in the details
pane right-click EXSPI MBOX Config and select Configure Tools....

3. Inthe console expand the folders SPI for Exchange — EXSPI Admin.
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4. Double-click EXSPI MBOX Config and in the Tools Properties sheet
select the Tar get tabbed page and enter:
User name: M SXSPI
Password: <password> (assigned to this account in Task 1).

5. Select OK twice to exit the Properties sheet.
6. Inthe details pane, double-click EXSPI MBOX Config to configure
mailboxes for the Exchange servers (you can select multiple nodes

simultaneously).

Example of successful Mailbox creation

i Tool Status [_ [}

Launched Tools:

Skatuz I Achon | Hode | Cammand |
Succeed... ExSPIMBOXC... ROSSFIDBS cmd /o ZESuztemnB ootz Hewlet-PackardS O .

T ool Output;

Mailbox 'MEXSPIBOSSPIDEL' for user 'MAEXSEPI' created ;I

Cloze Help |

OR

If you receive an error in the above step or you cannot automatically create
mailboxes, you must manually complete the following on each Exchange
server:
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m  For each Exchange server create a mailbox with the prefix MSXSPI
and NT hostname. For example, in theillustration above, the node
rosspidb5.rose.hp.com (Internet name) and NT name ROSSPIB5
regquire amailbox called MSXSPIROSSPIDBS with primary NT
account MSXSPI.

For Exchange 2000 to create a user/mailbox for every targeted server:

1. Select Sart - Programs- Administrative Tools—
Active Directory Usersand Computers.

2. Inthedialog box that appears enter MSXSPI as the First name and as the

User logon name; click the down arrow to select the system name and click
Next and enter information as required.

MNew Object - User x|

g Create in:  roze-spi-test rose hp.com/Users

First name: IMSKSF’I Iritials: |

Laszt name: ||

Full name: IMSKSF"I

Uzer logon name:
[MsxsP | @rose-spitestiosehpeom ¥

Uzer logon name [prefindows 2000];
|HDSE-SF‘I-TESTH |MS><SF'I

< Back I Mewt > I Cancel

3. Repeat this process to create a mailbox for each Exchange 2000 server you
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are monitoring.

TASK 4: MODIFY THE REPORTER COLLECTION POLICIES
TO INCLUDE THE M SXSP| ACCOUNT PASSWORD

You need to edit each EXSPI Reporter Collection policy so that Exchange Server
system datais accessible.

To edit the policy:

1. Open the VP/Windows console and expand the Policy M anagement folder.

2. Intheleft pane select Palicy groups- SPI for Exchange-
EXSPI Advanced - EXSPI Reporter Collection group.

3. Intheright pane right-click each Reporter Collection policy and select
All Tasks- Edit:

EXSPI-Dc-Exchange Info
EXSPI-Dc-Mailbox Data
EXSPI-Dc-Private IS Sum. Data
EXSPI-Dc-Public Folder Data
EXSPI-Dc-Public IS Sum. Data

EXSPI-Dc-Tracklog Data

4. Inthediaog that appears, leave the user name as MSXSPI, check the
Specify Password check box, and enter the password you have assigned to
the MSXSPI account.

5. Select the Save and Close button.

6. Repeat for each policy.
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TASK 5: DEPLOY REPORTER COLLECTION POLICIES

1. Inthe of the VP/Windows Manager console expand the
Policy management - Policy groups foldersto view policy groups.

2. Click the plus next to Exchange SPI - EXSPI Advanced to view the policy
groups.

3. Inthe EXSPI Advanced folder double-click the Advanced policy group you
want to deploy.

4. Inthe detals pane where al the policies are now listed, select the palicies,
right-click, and select Deploy on....

5. Inthe Deploy packages on... dialog select all nodes by clicking the check
box next to Nodes, or select individual nodes by clicking check boxes next
to each node.

Enable VP Reporter to Generate Exchange
SPI Reports

A couple more tasks remain that you must complete at the VP Reporter system.

TASK 1: ADD EXCHANGE SERVER SYSTEMSTO VP
REPORTER DISCOVERY AREA

In order for VP Reporter to generate reports on any Exchange Server system, it
must "discover" the system. To enable VP Reporter to discover the Exchange
Server system(s):

1. Open the Reporter main window.

2. Expand the Discovery Areato display the Exchange Server systems you
need to add.

3. From left pane to right, drag and drop each system to be discovered.
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From the Action menu select Run -, Discover Systems.
(In Reporter’s Satus pane, text appearsto notify you of system(s)
discovery.)

Expand the Discovered Systems- All folder and drag and drop the
Exchange Server systems from the All areato the NT area.

TASK 2: ASSIGN EXCHANGE SPI REPORTS TO EXCHANGE
SERVER SYSTEMS

You need to assign only the Exchange Detail Reports to individual Exchange
Server systems. Exchange Summary Reports are automatically generated for all
managed Exchanged Server systems.

1.

5.

In the Reporter main window left pane, expand Reportsto display
Exchange Detail reports.

In the left pane expand the Discovered Systems to display the Exchange
Server system for which you want to generate reports.

Double-click the Exchange Server system to which you want to assign the
Exchange SPI report.
(The system information should appear in the right pane.)

Use Ctrl+Shift to select all the Exchange Detail reports and drag them from
|eft to right to the Exchange Server system that should be displayed in the
right pane.

Repeat for every Exchange Server.

You may find it necessary to wait until the following day to see reports generated
for the serversto which you have assigned Exchange SPI reports.
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Customizing Policies Using the Tag Feature

If you have servers dedicated to specific sites or business units, you may find it
effective for those servers to have specific, uniquely named Exchange SPI
policies. In such cases, you copy default policiesinto new groups, affix prefixes
to the original names and include them in the schedule policy that collects data
during that measurement interval. The procedure below gives you an example of

how you might do this.

TASK 1: CREATE THE NEW POLICY GROUP AND COPY/PASTE

POLICIESINTO IT

1. Inthe Console, expand the Policy management - Policy Groups folders.

2. Right-click the folder in which you want to locate the new group and select

New - Policy Group.
I 88 5P for Databases

T —
-

B S .-’-'-.II Tasks

Palicy group

- = Wi

. 255 Uk I ew window from Here
! 88 Wy

#2488 Wal  Mew Taskpad View. ..

App Perf Measurement ARk 2.0]
CaonfigFile

Logfile E by

Meazurement D ata Collection
Meazurernent Threshold

Open Mezzage [nterface

SHMP Interceptor

Scheduled Command

YWindows Event Log

YWindows Management [nterface

[Z3] Pulicie
6 Deploy Cut
3 Deploy Copy
Exchange = LElEte
R ename
R efrezh
Expart List...
Help

3. Enter the new group name for the folder created and press Enter.
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4. Inthe Console, use Shift+click or Ctrl+click to select the default policies
that you want to placed in the group, right-click and select Copy.

Remember to aways copy schedule command policies from the default policy
group containing the measurement threshold policy you are copying to the new
policy group. The scheduled command policy is necessary for any data
collection to occur.

5. Right-click the new group you just created and click Paste.
SPI for Exchange

o
;_;ﬁ EuroS ales
-85 EXSPl O Hew 3

545 EXSPl A Al Tasks b
55 EXSPl A
Wi »

[#]-225 M1 _
(#5485 VantagePaint MHew Window from Here
[+]-#25 YantagePaint

E Policies grouped |
2 Deplovment pack Cut
@ Deployment jobs || Copy
Ewchange Maonitar

MHew Tazkpad Wiew...

Delete

Rename
Fefresh
Ewpart List...

Help

TASK 2: TAG THE POLICIES.

To associate these policies with a specific group, use a prefix. (If you copied an
entire group of default policiesinto the new group, you can eliminate those you
do not need by right-clicking them and selecting Delete.)

1. Double-click each policy and make changes (if any) as desired.

2. When you are finished, select File- Save As and in the dialog that appears
enter aprefix followed by ahyphen (<prefix>-) to precede the default
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policy name; for example EuroSal es-EX SPI006.

Save As |
Mame: |EunoS ales-EXSPI-0006

Wersior: I 1.0

Dezcription:

Tranzaction Log File Disc Space

Cancel |

3. After saving the renamed policies, double-click the scheduled command
policy that you also copied to the new group.
(In the example EXSPI-15m-Transaction Log is used.)

4. Inthedialog that appears, select the Command tab.
5. Inthe Command* text box at the end of the text, insert the tag (-t)

parameter and the <prefix>-
For example, to ensure data collection for all the policies renamed with the
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prefix MKT- the Command text box would appear as follows:

& EX5PI-15m-Transaction Log [1.0] [5cheduled Command] =] E3
File “iew Help

e Howe | 9

Command | Schedule |

Command® |D43EI-4EIE=E-1 1D 4-30C0-0060B0F1 1939} exzpi.bat -a -m 5|+ EuraS ales-

Execute as uzer ||-.,.-|5><5 Fl

[T Specify pazswand:* I

— Before start af command

[T Send Startfeszage.. | 1] 1 Scknowledged Meg, Broweer

£ Lctive Weg) Brawser

— After finizh cammand

[T Send Suceess Message.. I ie] £ Seknowledaed Meg, Eroweer

& Lchive Mg Braweer

¥ Send Failure: Message. .. I to " Acknowledged Mg, Browser
& Active Mzg, Browser

v fppend output of command as annotation to success / failure meszage

Ready I_I_I— o

6. When you are finished, rename the scheduled command policy to include
the group prefix: Select File-. Save As and rename the
EX SPI-15m-Transaction Log scheduled command policy to
EuroSales-EXSPI-15m-Transaction L og.
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Save As |
M ame; IEuru:uS ales-Ex5P1-15m-Tranzaction Log

Wersion: I 1.0

Dezcription:

15m Scheduler for metrics in Tranzaction Log group

Cancel |

The prefix attached to the beginning of each policy in the new group makes the
policies easy to find in the Policies grouped by type folder in the Console. Also,
creating a new group for the new policies gives you an efficient meansto deploy
them (right-click the group and select All Tasks— Deploy on...). Please see the
online Help for details.
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Uninstalling Exchange SPI

To remove the Exchange SPI, first uninstall all components and policies from the
managed nodes, then from the management server.

TASK 1: (ASNECESSARY) REMOVE EXCHANGE SPI
REMOTE CONSOLE PROGRAMS

1.

At the VP/Windows console-only installed system select
Start - Settings- Control Panel and double-click Add/Remove
programs.

In the Add/Remove Properties Install/Uninstall tabbed page, select the
SPI for Exchange Remote Console and choose Change/Remove; follow
the online instructions.

TASK 2: REMOVE EXCHANGE SPl PACKAGE FROM
MANAGED NODES/ REMOTE CONSOLE (AS NECESSARY)

1.

At the VP/Windows console expand the folders
Policy management - Deployment packages.

In the details pane, right-click the SPI for Exchange package, select
All Tasks- Uninstall from..., and in the dialog that appears select the
node(s).

If you have remote consol e installations, repeat the above two steps only
choose the SPI for Exchange Remote Console package and select the
console nodes.

TASK 3: REMOVE EXCHANGE SPI POLICIES FROM ALL
MANAGED NODES

1.

2.

At the VP/Windows console expand the folders VantagePoint
M anager - Policies grouped by type.

Double-click M easurement Threshold.
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3. Inthe details pane click the Name column to sort policies by name and
select al (Shift+click) policies starting with EXSPI.

4. Inthe details pane right-click highlighted policies and select
All Tasks- Remove from all nodes.

5. Repeat for remaining three Exchange SPI policy types:
Open Message I nter face,
Scheduled Command, and
Windows Event Log,
selecting all policiesthat start with EXSPI, right-clicking and choosing
All Tasks- Remove from all nodes.

OR
1. Right-click the policy group and select All Tasks- Uninstall from...

2. Inthe Uninstal policieson... dialog, select the nodes and/or management
server (you can skip Task 3 if you use this method).

TASK 4: REMOVE EXCHANGE SPI PoLiIcYy GROUPS FROM
THE MANAGEMENT SERVER

1. Atthe VP/Windows console select expand the folder Policy groups.

2. Right-click SPI for Exchange and select Delete.

TASK 5. REMOVE EXCHANGE SPlI TOOLS FROM THE
MANAGEMENT SERVER

1. Atthe VP/Windows console right-click Tools and select Configure Tools.

2. Inthe Configure Toolsdialog right-click SPI for Exchange and select
Delete.

TASK 6: UNINSTALL EXCHANGE SPI PROGRAMSFROM THE
VP/WINDOWS MANAGEMENT SERVER

1. Sdect Start - Settings- Control Panel.
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In the Control Panel double-click Add/Remove Programs.

In the Add/Remove Properties Install/Uninstall tabbed page, select
HP OpenView VantagePoint <installed version>.

In the Uninstallation dialog select the SMART Plug-In for Exchange
checkbox and click the Next button.

Select Yesand Yes To ALL to prompts regarding removal of shared
components.
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