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This white paper explains how to use Radia to install an OVO HTTPS agent for Windows. The first
part of this white paper describes how to install the OVO HTTPS agent software for Windows. The
second part explains how to deploy OVO HTTPS policies and instrumentation files to the managed
nodes. The third part suggests how to maintain OVO managed nodes with OVO agent patches. And
the fourth part reveals how you can use advanced scripting in threshold monitor policies to
parameterize the threshold values.

In environments with both OVO and Radia installed, it can be advantageous to use Radia to install
the OVO HTTPS agent on managed devices. Using Radia's distribution mechanisms is faster, less
labor-intensive, and more reliable than OVO's agent installation methods when thousands of
managed nodes must be updated.

To deploy an OVO HTTPS agent, you must first create clone images of the OVO agent software, and
the policy and instrumentation files. To make a clone image as generic as possible, you can
parameterize node-specific information, for example in the agent profile file and also in the policy
files. In parameterized files, certain information is stored in variables for which you specify values
before deployment. Radia replaces the variables with the specified values during deployment.

When the clone images are complete, you upload them into Radia, create Radia applications and
services for the OVO packages and files, and provide helper classes which are needed to resolve the
variables in the parameterized files during deployment. You then use Radia Management Portal to
specify values for the variables and to deploy the packages. To complete the deployment, you
activate the managed nodes in OVO so that they start sending messages.

Radia

Radia, HP OpenView's Configuration Management solution, automates the management of software
such as operating systems, applications, patches, content, and configuration settings to ensure that
each computing device is maintained in the right configuration.

OVO

HP OpenView Operations for UNIX (OVO) monitors, controls, and reports on the availability and
performance of your heterogeneous, large-scale IT environment. It consolidates information for all IT
components that support your business: network, systems, storage, databases, and applications.

OVO HTTPS agent

The OVO agent software is the part of OVO that is installed on managed nodes to gather
information, process this information, and generate appropriate responses. The OVO HTTPS agent is
new with OVO for UNIX 8. It uses the HTTPS communication protocol and complements the already
well-established OVO DCE agent.



This white paper describes advanced techniques that require a thorough understanding of both OVO
and Radia. In addition, you must be familiar with the Installing OVO Agents Using Clone Images
white paper and the OVO HTTPS Agents Concepts and Configuration Guide.

This white paper describes only a small installation scenario with one
Windows managed node. The intention is to provide you with an
informational framework for deploying OVO HTTPS agents with Radia.
Users with advanced knowledge of Radia will be able to refine and
expand the techniques described in this document, for example to deploy
the OVO HTTPS agent software for other operating systems and platforms.

Compatibility
This white paper is based on the following versions of OVO for UNIX and Radia:

Product Version
HP OpenView Operations Management Server on HP-UX 8.23 and higher
HP OpenView Operations HTTPS Agent for Windows 8.16 and higher

Radia for Windows 4.0 and higher




To deploy OVO HTTPS agents using Radia, you must complete the following high-level steps. Each
step is described in detail in the following sections of this white paper:

. Creating a clone image (page 5)

. Uploading the OVO agent software clone image into Radia Packager (page 6)

. Creating an application, service, and helper class in Radia System Explorer (page 10)

. Deploying the OVO agent software clone image using Radia Management Portal (page 19)
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Creating a clone image of the OVO HTTPS agent software

Creating a clone image of an OVO HTTPS agent is described in detail in the white paper Installing
OVO Agents Using Clone Images, which is available from the HP OpenView Product Manuals web
site at http://ovweb.external.hp.com/Ipe/doc serv/. (Select Operations for UNIX version 8.x. Then select
the clone image white paper in the list of manuals and click Open or Download.)

When you create a clone image for deployment with Radia, add an agent profile file that has been
created using the following instructions:

1. Use a text editor to create a text file named OVO_agt_profile.txt.

Note that the file name is not important but it may be useful if the name reflects the contents of the
file. The .txt suffix lets you easily view the file on Windows systems.

2. Add the following lines to the file:

set sec.core.auth:MANAGER_ID=&(APPINFO.OVOM_ID)
set sec.core.auth:MANAGER=&(APPINFO.OVOMGR)
set sec.cm.client:CERTIFICATE_SERVER=&(APPINFO.OVOM_CER)

The variables (starting with the ampersand (&)) will be replaced by Radia during deployment.

3. Add the agent profile file to the clone image.

The instructions in the remainder of this document assume that the OVO
agent software clone image will be installed using the automatic certificate
installation method, which is the default installation method.


http://ovweb.external.hp.com/lpe/doc_serv/

Uploading the OVO agent software clone image into Radia Packager

To upload the OVO agent software clone image into Radia Packager:

1. Make the OVO agent software clone image available on the system where Radia Administrator
Workstation is installed, for example using FTP. For easier maintenance, create a clone directory
like C:\ovo_https_agt_win

2. Create two helper files that will allow Radia to call the OVO agent installation and de-installation
scripts on the client computers:
e Installation helper file:

a. Use atext editor to create ovo_agt_install .bat.

b. Add the following lines:
cd <clone_image_directory_on_client_computer>
%SystemRooth\system32\cscript.exe opc_inst.vbs -non_int
-configure <0VO_agent_profile>

c. Add the helper file to the clone image.
e De-installation helper file:

a. Use atext editor to create ovo_agt_remove . bat.

b. Add the following lines:
cd <clone_image_directory_on_client_computer>
%SystemRooth\system32\cscript.exe opc_inst.vbs -non_int
-remove

c. Add the helper file to the clone image.
3. Start Radia Packager:
Click Start > All Programs > Radia Administrator Workstation > Radia Packager. The Open
Publishing Session window displays.

4. In the Open Publishing Session window, do the following:

a. Click Component Selection Mode.
b. Click New Session.



c. Type a session ID and description into the corresponding fields.
d. Click Next.
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5. In the Package Properties window, specify the package name, domain, description, and release,
then click Next.
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6. In the System Configuration window, select the target operating systems, then click Next.

93 [windows 98]
Wing5 [Windows 95)
JMAC O3 ¥

7. In the Availability window, click Next. (Do not specify anything in this window.)

Radia Packager




8. Select the files to be published, then click Next.
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9. Verify that all required files are selected, then click Next.
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10.Click Promote to add the files to the Radia Database.
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11.Radia displays a message to inform you that the files were promoted to the database successfully.
Click Finish to complete the session and close Radia Packager.

Creating an application, service, and helper class in Radia System
Explorer

Use Radia System Explorer to create an application package and a service for the agent software
package. To resolve the variables of the OVO agent profile file, create a helper class and instance,
and link the helper instance to the service.

The following list gives an overview of the high-level steps that must be completed. See the following
sections for detailed information about each step:

1. Create an application for the OVO agent software clone image in Radia System Explorer (page
10)

2. Create a service for the OVO agent software clone image in Radia System Explorer (page 13)

3. Create a helper class for variable replacement during deployment (page 16)

4. Link the helper instance to the service for the OVO agent software clone image (page 18)



Create an application for the OVO agent software clone image in Radia System Explorer

To create an application in Radia System Explorer:

1. Start Radia System Explorer:
Click Start > All Programs > Radia Administrator Workstation > Radia System Explorer. Radia
System Explorer opens.
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2. In the Database Tree View, click PRIMARY > SOFTWARE > Application Packages (PACKAGE), then
right-click your OVO HTTPS agent package, and click New Application Wizard... in the shortcut
menu. The New Application wizard opens and displays the Service Name and Operating System
window.

3. Type the name of OVO HTTPS agent package into the Service Name (32) field.
Then select the operating systems of the target devices and click Next.
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4. Select Application Manager as application target type and click Next.
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5. Type the properties of the application into the Application Properties window and click Next.
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6. Select the events that the Radia configuration client will report and click Next.
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7. Review the application summary and click Finish.
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Radia System Explorer confirms the fact that your application has been successfully added.

Create a service for the OVO agent software clone image in Radia System Explorer

To create a service in Radia System Explorer:

1. In the Database Tree View, click PRIMARY > SOFTWARE > Application (ZSERVICE), then double-
click your OVO HTTPS agent software package to expand it.
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helper file into the Service Installation Method field:

&(ZMASTER .ZWSYSDRV)&(ZMASTER .ZWSYSDIR)cmd .exe /c
<OVO_install_helper_file>

2. Double-click the ZCREATE attribute and type the name and path of your OVO agent installation

This is the ovo_agt_install .bat file you created before uploading the clone image into Radia

Packager (see page 6).
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3. Double<click the BDELETE attribute and type the name and path of your OVO agent de-installation

helper file into the Service Pre-Delete Method field:

&(ZMASTER . ZWSYSDRV)&(ZMASTER .ZWSYSDIR)cmd .exe /c
<0VO_remove_helper_file>

This is the ovo_agt_remove . bat file you created before uploading the clone image into Radia

Packager (see page 6).
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4. In the Database Tree View, double-click your OVO HTTPS agent package to display a list of all
files that are included in the package. Then double-click the line containing the
OVO_agt_profile.txt file to display a list of its instance attributes.

Radia System Explorer -

9 Fle Edt Yiew Window Help

=1=i x|
=181

B § e B ZfE

[Patabase Tree viee:

[File Resources class HP Operivien Operations for DN HTTPS agent soltware for Windows:\OW0_agl_pralle.t Instance Atibutes:
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for UNIX HTTPS agent software for Windows \HPOvBb sl Vit Resacsot Fil o Cormeat v
for UNIX HTTPS agent software for Wwindows \HPOvCon msi Carfin Fie Dorrioad [¥/H] 7
for LNES HTTPS agentsofiare for Windaws AHPD Cort DO FE A ST .
for UNEX HTTPS agent software for Windows \HPOYCU msi Sevort T T TERT T
for UNEX HTTPS agent software for Windows \HPOVCU sl D
for UNIX HTTPS agent software for Wwindows \HPOvDeplmsi
for UNIX HTTPS agent software for Windows \HPOvDepLami Fiesouice Dole Stamy - Fiom Fiomele UG 1012
for UNIX HTTPS agent software for Windows \HPOVE gt msi RescurceTimeStimp, o Giomole Oais343
for UNEX HTTPS agent software for Windows AHPOVE st sl Resolics Size) Fiom Profiole H0000008 150
for LINIX HTTPS agent saftware for windows SHP(vPanc msi Hewues et Bon Sibunls
for UNIX HT TP agent software for Windows AHPOvPacc sml Client File Status EEE]
for UNIX HTTPS agent softwars for Windows \HPOVPCO. msi Resource Checkpoint
for UMIX HT TPS agent software for Windaws \HPOWPCO xml Resource CRC
for NI HTTPS agent software for Windows AHPOPed, msi Restar [¥/M] N
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for UNIX HTTPS agent software for Windows AHPOYSecCC msi Compressed File Size 00000000152
for UNIX HTTPS agent software for Windows AHPO S ecCC sl Comprassion Key _UNDEF_
for UNIX HTTPS agent software for Windows AHPO S ecCo msi Versian Skip Fiebuid Flag [Y/N] o
for UNIX HTTPS agent software for Windows AHPO S ecCo sl Creats Saquence Prioriy i
for NI HTTPS agent software for windows \HPOpl mei T
for NI HTTPS agent software for windows \HPOpl sl R —rr
for NI HTTPS agent software for Windows: \ope,_inst vbs e
A e e it G
for NI HTTPS agent software for ‘Windows \IVO agt_install bat Method to De-instal Resource FADREMF
for LN HTTPS agent software for Windows \OWO_agt_proflle.tet Clirit Instarice Repalf Mettiod
FE IR HTTPS Bganl shitiiaie o Wi SOVTL agt romeva 5o Lt iianon Dpdste bikuil

Client Fils Lipdate/Add Method

Client Method an File Open Emar RaDLEM

= Connect To

1 3 Connect To |
PRIMARYASOFTWARE \Application ZSERVICENOVEIHTTPSWINAGTAHP Operiiew Operations for NI HTTPS agent software for Windows\HP Operiview Operatiol| 10/20/2006 | 4:38.AM

5. Double-click the ZCREATE attribute and type RADSETB into the Method to Install Resource field.

This ensures that Radia will be able to replace the variables in the OVO_agt_profile.txt file

during deployment. Click OK.

st Instance - Last Update: 2lxl
ethod to Install Resource
[RaDSETE
MName | Attribute D escription | Walue ﬂ
Compressed File Size 00oa0oant 52
Comprezsion Key _UMDEF_
“Wersion Skip Rebuild Flag [¥'/N] J
Create Sequence Priarity B0
Admin 1D
Fesource Souce, ie. Publisher
Resource Initialization Methad
Method ta [nstall Resource RADSETE
|
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Create a helper class for variable replacement during deployment

To create a helper class for variable replacement:

1. In the Database Tree View, click PRIMARY > POLICY. Then right-click POLICY and click New Class

in the shortcut menu. The Create Class window opens.

2. Type a name for your new policy class and click OK.

Create Class

Creating a new POLICY class named:

|ovoveRs

Cancel |

3. An editor for the new class opens. Specify the following information in this editor:

a. Select <none> as class type.

b. Add the variables listed in the OVO_agt_profile.txt file as attributes to the

class:

Name Length Description
OVOM_ID 44 MANAGER_ID
OVOMGR 44 MANAGER

OVOM_CER 44

CERTIFICATE_SERVER
c. For each variable, select Resolve in the manager properties section of the window
d. Click OK to save your class and close the window.

e. When prompted, confirm that you want fo save your class.

&/ Editing OVOVARS Class - Last Update: 10/18/06 09:19:16 2=
~— Clasz Infarmation
Automatic (L
Descrption: | QvOyVARS [ Persistent | S:qourgiclng Wj Priority m
— Attribute [nformation
Name: IDVUMEH Length: |44 Diescription: IMANAEEH
Mame | Lenl Deseription Top
[ ovomcr 44 MANAGER J varabe El
8 ovom_cer 44 CERTIFICATE_SERVER — Propett
[ ovom_io 44 MANAGER_ID Client Manager
" Glabal IV Global
I | Default [~ Default
[~ Substitute V' Substiute
" Protect " Protect
[~ Absalute [~ Absolute
™| Evecute I” Evecute
" Resolve V' Resolve
I | Courter ™ Counter
1| | _}I Client Defaults | Manager Defaults |
Insert Before Add After | Delste | I ttribute Containg The Instance Alias Name
Mumber of Attributes: 3 Combined Length: 237 0K, I Cancel | Festare |

4. Double-lick your new class in the Database Tree View to expand it. Then right-click

_BASE_INSTANCE and click Edit Instance... in the shortcut menu. An editor for this instance opens.
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5. Specify a value for each attribute of the base instance,

then click OK:

Name Atiribute Description Valuve
OVOM_ID  MANAGER_ID &(POLICY.OVOM_ID)
OVOMGR MANAGER &(POLICY .OVOMGR)
OVOM_CER CERTIFICATE_SERVER &(POLICY .OVOM_CER)
£ Editing _BASE_INSTANCE_ Instance - Last Update: - 10/18/06 09:35:47 2=l
MANAGER
’7 [&{FOLICY. OVOMGR]
Mame | Attribute Description | Walue
DVDMGH MANAGER HPOLICY.OYOMGR]
OWOM_CER CERTIFICATE_SERVER HPOLICY.0VOM_CER]
0vVOM_ID MANAGER_ID H{POLICY.0VOM_ID)
. | B
ok I Cancel | Festare |

6. Right-click your class and click New Instance in the shortcut menu. The Create Instance window

opens.

7. Type a name for your new helper instance and click OK.

Create Instance

Create a new OWOWVARS (0W0VARS] instance named:

{ ]

Cancel
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Link the helper instance to the service for the OVO agent software clone image

To link the helper instance to the service:

1. In the Database Tree View, click PRIMARY > SOFTWARE > Application Packages (ZSERVICE), then
double-click your OVO HTTPS agent package to expand it.

2. Double<lick the attribute _ALWAYS_ and type POLICY .<class_name>.<instance_name>
into the Contains field, then click OK.

& Editing OYOHTTPSWINAGT Instance - Last Update: - 10,/18/06 07:52:10 ﬂﬂ

— Cantait:

|F’DLICY OvOVARS.OVO

Mame | Attribute D escription | Walue :I
# Z5TOPI99 Stop Unless Radia Connect 1]
WP SV CHAME Service Name/Dezcription OWOHTTPSWINAGT

ZSVCTTYP Application Target Type [445] A

ZSVCMD tdandatary or Optional [MADM... M

WY 7SYCCSTA Service Status on Client (939) 399

ZSVCF‘F\I Service Create Ordering [01-99]

nc_ALW’AYS_ Contains POLICY.0YOWARS.OVD

Mg _alwevs_ Cortains B
4| | »

* Caution: Manually editing class connections may produce
undesired results during object resolution.

Cancel | Festore |
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Deploying the OVO agent software clone image using Radia
Management Portal

This procedure assumes that the target devices have already been set up in Radia and have the Radia
Client installed. To deploy the OVO HTTPS agent to a target device, perform the following high-level
steps. Each step is described in more detail in the following sections:

1. Modify the OVO HTTPS agent policy (page 19)

2. Notify the target device (page 23)

3. Verify the OVO HTTPS agent installation on the target device (page 25)
4. Activate the target device as managed node in OVO (page 25)

Modify the OVO HTTPS agent policy in Radia

To modify the OVO HTTPS agent policy:

1. In a Web browser, start Radia Management Portal at http://localhost:3466.

2. Navigate to the target device on which you want to install the OVO HTTPS agent application
package, the click Modify Policies.

3. Navigate to the software policies and select the OVO HTTPS agent policy. Then click [+ (Add).

 Zone: Demo Zone .../demo computers/desktops/democlt02- Madify Policies - Microsoft Internet Explarer =l=] x|

File Edit Wew Favorites Took Help | ".il

@eack ~ O - ¥ @] 0| P s e Favorites Wmedia €2 | (10 L B
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G FTask Mo Policies Defined
roup of Tasks
! (]
QOperations £ /
g el Iel ~ Browse Policies @ Software - radia/demozone/config/polici ftware [l foware 5
& Install Management Agent . -
& Install Proxy Server 1?’ \ﬂ ‘ | %' Afems x| | I v ‘ EIED [acrowat_.. 12020 =] (3 ()
& Install RMP fidd Selected Policies
) Manage Computer @
2 G I I -
Poli 0
D20 Acrobat _ Reader 4 Amortize Apache YWeb Server 1.3.26  Apache Web Server 2.0 for
' Modify Policies for Solaris Windows
& Modify Targets r» il = r s r#
Fa_Resalve Policy Drag & Yiew Excel XP GS-CALC HPUX _ Netscape
Policy (Advanced) 2 i Communicator
) Madify Defaults r ﬂ@ p") s mT
) Modify Dependencies Office ¥XF Pro OVOHTTRSWINAGT FowerPaint X Redbox Qrganizer
O Modify Flags C & C & imfF ) O#P
& Modify Overrides Remate Control Sales Information SOLARIS _ PATCH _ SOLARIS _ PATCH _
113575 116868
® ) O Q@ i
SOL _WMP StratusPad WinlSO Ward XP
& [ N3 iecal intranet
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http://localhost:3466/

4. Click @ (Edit Attributes) to the left of the Attributes field to open the Attribute Editor.

File Edt Wiew Favorites Took

Help

7} Zone: Demo Zone .../dema computers/desktops/democito2- Madify Policies - Microsoft Internet Explorer

@Back ~ (0 - ¥ @ | e i Favorites @ Media £ | (00 L B

Radia Management Porial

<5 Directory

) demovm hp com

& [ Demo Computars |
& [ Desktops |

% "DEMOCLTO2"

Group of Tasks

Operations

& Install Client
& Install Management Agent

& Install Proxy Server
& Install RMP
Manage Computer

<
3 Motify

Policy
Modify Policies
Modify Targets

00

Resolve Policy

Policy (Advanced)
' Modify Defaults

' Modify Dependencies

' Modify Flags

& Modify Policy

address [&] http:fflocalhast:3466] > Eco |lnks

~ Policies 5
Priority Policy Attributes Expression
IMay + j (+ |soﬁwarex‘ovohttpswinagt £ | (|
[Edit Attributes for softwarefovohttpswinagt | Oxv
~ Browse Policies @ Software - radia/demozone/config/polici ftware '] ftware 5

J2e o EEE R || 7|

Acrobat_.. 1-20020 = | [

|

P
Acrobat _ Reader 4
w2

Drag & Yiew
e

Office XP Pra

o P

Arnortize

w2
Excel XP

-

OVOHTTPEWINAGT

o P

Apache Web Server 1.3.26
for Salaris

s
GES-CALC

mf e

PowerPaint P

o P

Apache Web Server 2.0 far
Windows
r P

HPUR _ Metscape
Communicator

r P

Redhox Organizer

@ http:fflocalhost: 3466/brawse ksprform. edit_sdmPolicy _Attrs=08dn=cn=demacltd2, ou=desktops, ou=demo-+camputers, de=demovm, dc=hp, dc=c

’7|7‘ % Local intranet

20



5. In the Attributes field, type the variables as name-value pairs, separated by spaces:
Name = Value

OVOM_ID = OvCoreld of the primary OVO management server
OVOMGR = Long hostname of the primary OVO management server
OVOM_CER = Long hostname of the system where the certificate authority is located

For example: OVOM_1D=4c529b90-0d22-7514-0d1b-cb5d7eal3ed60
OVOMGR=moehre.deu.hp.com OVOM_CER=moehre.deu.hp.com

Then click & (Add) to add the attributes to the policy.
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6. Click Commit to store the attribute values in the database.

The properties of the target device are displayed. Verify that the correct attributes and values are

associated with the policy for the OVO HTTPS agent package.
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Notify the target device

To notify the target device:

1. Click Notify to notify the target device that the OVO HTTPS agent package is ready for

deployment.

2. Select Software Connect as notity type and type the user name and password to be used for

logging into the target device. Then click Next.
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3. Do not modify the schedule information. Click Next.
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4. Review the summary of the notify task, then click Submit to start deploying the OVO HTTPS agent

package.
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Radia starts the deployment process and will keep you informed about the progress and results.
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Verify the OVO HTTPS agent installation on the target device

To verify the OVO HTTPS agent installation:

5. Verity that the variables now have the correct values in the deployed agent profile file:
change to the clone directory and view the agent profile file in a text editor.

6. Verify that the certificate server has been set correctly, type: ovconfget sec.cm.client
The output should be similar to the following: CERTIFICATE_SERVER=moehre.deu.hp.com

Activate the target device as managed node in OVO

To activate the target device as managed node in OVO:
See the Installing OVO Agents Using Clone Images white paper for more information about activating

the managed nodes on the management server. The activation process involves the following high-
level steps:

1. Add the target devices as managed nodes to the node bank.
2. Add the managed nodes to the required node groups.

3. Grant the certificate requests of the managed nodes.

4. Mark the managed node as installed in the OVO database.

5. Start heartbeat monitoring on the managed nodes.



To deploy policies and instrumentation for OVO HTTPS agents using Radia, you must complete the
following high-level steps. Each step is described in more detail in the following sections:

1. Creating a clone image of OVO HTTPS policies and instrumentation (page 26)
2. Uploading OVO HTTPS policies and instrumentation (page 27)

3. Creating an application and a service (page 28)

4. Deploying the OVO HTTPS policies and instrumentation files (page 30)

Creating a clone image of OVO HTTPS policies and instrumentation files

Downloading policies and instrumentation files is described in detail in the white paper Installing
OVO Agents Using Clone Images. Use the command:-line tools opctmpldwn and opcinstrumdwn
to download the required configuration for the managed node for which you created the agent
software clone image. It is recommended that you create a separate clone image for the downloaded
policies and instrumentation files for easier maintenance in Radia.

The downloaded policies are signed with the certificate of the OVO management server that is
responsible for the managed node, and can therefore only be installed on managed nodes that have
the same management server. However, if multiple OVO management servers share the same
certificate server, you can install the policies on all managed nodes that report to these servers.



Uploading OVO HTTPS policies and instrumentation files

Uploading OVO HTTPS policies and instrumentation files into Radia Packager is similar to uploading
the OVO HTTPS agent software clone image. Instead of creating agent software installation and de-
installation helper files, you must create helper files for policies and instrumentation files.

1. Make the policies and instrumentation files available on the system where Radia Administrator
Workstation is installed, for example using FTP. For easier maintenance, create a clone directory

with the following structure:
C:\ovo_https_policies_instr_win\<policies>
C:\ovo_https_policies_instr_win\instrumentation\<instrumentation>

2. Create two helper files that will allow Radia to install and de-install the policies and
instrumentation files on the client computers:
e Installation helper file:

a. Use atext editor to create ovo_pol_install .bat.

Add the following lines:

rem install instrumentation

copy c:\ovo_https policies_instr_win\instrumentation
"C:\Program Files\HP OpenView\data\bin\instrumentation

rem install policies
ovpolicy -install -dir C:\ovo_https policies_instr_win
-add-category My OVO_RADIA_group
b. Add the helper file to the clone image directory.
e De-installation helper file:

a. Use a text editor to create ovo_pol_remove .bat.

b. Add the following lines:
rem remove policy
ovpolicy -remove -category My OVO _RADIA group

Do not add any commands to remove the instrumentation files from the managed

nodes because the files may be shared with other HP OpenView applications. The

OVO agent software de-installation automatically removes all instrumentation files.
c. Add the helper file to the clone image.

3. Use Radia Packager to upload the policy and instrumentation clone image into Radia. If you need
assistance with this task, see Uploading the OVO agent software clone image into Radia
Packager on page 6 for a similar task.



Creating an application and a service in Radia

Use Radia System Explorer to create an application package and a service for the policy and
instrumentation package.

The following list gives an overview of the high-level steps that must be completed. See the following
sections for detailed information about each step:

1. Create an application for the OVO policy and instrumentation clone image (page 28)
2. Create a service for the OVO policy and instrumentation clone image (page 28)

Create an application for the OVO policy and instrumentation clone image

Create an application for the OVO policy and instrumentation clone image in Radia System Explorer.
If you need assistance with this task, see Create an application for the OVO agent software clone
image in Radia System Explorer on page 11 for more information.

Create a service for the OVO policy and instrumentation clone image

To create a service in Radia System Explorer:

1. Start Radia System Explorer:
Click Start > All Programs > Radia Administrator Workstation > Radia System Explorer. Radia
System Explorer opens

2. In the Database Tree View, click PRIMARY > SOFTWARE > Application (ZSERVICE), then double-
click your OVO HTTPS policy and instrumentation package to expand it.

! Radia System Explorer - [6:RCS - 1] =& x|
File Edit Wiew Window Help =& x|
8| e M
Distabiase Tres iew: pplication clsss (WOIHT TPSWINPOLINGT nstarcs Atrbutss
5 ) SOFTWARE 2] [Name Attt Diescription [ value [ -
8] Alert/ Defer [ALERTDEF) ) ZSTOPOMD Espression Resolution Methad WORDPOSIEDMGE THEMASTER Z05,W1...
= j Application [ZSERVICE) i Z5TOPOm E xpression Resolution Methad - 001
= £} OVOHTTPEWINFOLINGT W ZSTOPON2 E spression Resolution Method - 002 LIPPER(EDMGE TVIZMAS TER ZD OMNAME))
4y HP OiperiView Operations fon LN HTTPS | ) 6 70paag Stop Unless Fiadia Connest
= Ay Applcation Packsges [PACKAGE) [ B Service Name/Description OVOHTTPSWINPOLINST
2 _BASE_INSTANCE_ Bj=svcrrve Application Target Typs [4/5] A
; % -Ei::—SE:XE;?-EEE‘—STHY Bz v Mandatony or Mptional (M A0AM0/0M] M
B = = [ e Service Status on Client (993) 933
A _CLIENT_BEHAVIORS - : :
5 Aot Foodor & KR [ ] Servics Craate Dndering [01-99]
) Acrobat Reader_4 Solars flg_auwers_ L
4 orohat Reader_4.05 Win fle_aLwars. Conlais
4 Amoitize Windows 9598 fe_eLwars_ Lt
8 Amortize ‘windows NT /2000/%P flg _aLwars_ Containg
B apache Web Server 1.3.25 for Solais 1iT_slwavs Contains SOFTWARE PACKAGE. DVOHTTPSWINPOL.. —
fw‘_] Apache \Web Server far Windows e UI _ALWAYS_ Conkains
A Drag & View Windows 95/38 fr _aLwiews_ Contains
8 Dia & View Windows NT £2000/+F 5] ALwWAYS Uty Fiesolution Method
88 Excel <P %~ |BCREATE Service Prednstallation Method
G5-Cale Windows 35/98 T |ZCREATE Service Installation Method
G5-Cale Windows NT/2000/%P | ZINT S ervice Iniialization Method
HP Openiview Operations for UNXHTTPS age VjEDELETE Service Pre-Delete Method
[]--% HP Openiview Operations for UNEXHTTPS palic “’jZDELETE Service Delete Methad
B ‘-‘3]}1 HF Dperiview Operations for UNRHTTPS "jEUF’DATE S ervice Pre-UIpdats Method
& j& DHP U\ffe”\";w U:’E’a“’u"m;::ﬁ:; =] ZUPDATE Service Update Method
ﬁ Nl PR EneTatons 1 ”jZVEH\FY Searvice Yerify Method
D;;Z;D: = ’-’% g:;zﬁ:: iervice :re-ﬂa.::u :;Aedthnd
&y OFFICE_xP_PRO_ACP crcRens Mot
v B Awailable erified nstalled Sync F TN
2 ﬁ PaowePaint XP = =
< P Behavirs 5710/39 PUBDATE Publihed Dete of Serics
) Ruadia Behaviors Pank B erDaTE Verfied Date of Service
4 Radia Client Behaviors - UFGDATE ‘wihen Application was Upgraded on De
1 v |MHuPoDate Upgrade Date [Progiammatic) =l
PRIMAR S0P TWARE application [Z5E RWICENIVOHTT PEWINPOLING T [i/24/206 %43 4M




helper file into the Service Installation Method field:

&(ZMASTER .ZWSYSDRV)&(ZMASTER .ZWSYSDIR)cmd .exe /c
<OVO_install_helper_file>

3. Double-click the ZCREATE attribute and type the name and path of your OVO policy installation

This is the ovo_pol_install .bat file you created before uploading the clone image into Radia

Packager (see page 27).

% Editing OYOHTTPSWINPOLINST Instance - Last Update: - 11,/24,/06 09:15:29 ﬂﬂ
— Service Installation Method
|&BMAST ER.Z2WSYSDRVIEZMASTER ZWSYSDIR)cmd.exe /o Chova_hitps_policies_instr_winovo_pol_install. bat
Mame | Attribute D escription | Walue :I
Mo _alwers_ Cortains
Mg _alwavs_ Contains =]
E_ALWAYS_ Contains SOFTWARE. PACKAGE.OVOHTTPSWINPOLINST
fIr _alwers_ Contains
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B _ALWAYS Utiity Fresclution Methad
S~ BCREATE Service Pre-Installation Methad
q‘jZEHEATE Service Installation Method HZMASTER 2w S SDRYIEEMASTER 2WS S DIR)cmd x +
4] »
Cancel | Festore |

4. Double-click the BDELETE attribute and type the name and path of your OVO policy de-installation

helper file into the Service Pre-Delete Method field:

&(ZMASTER .ZWSYSDRV)&(ZMASTER .ZWSYSDIR)cmd .exe /c
<0VO_remove_helper_fFile>

This is the ovo_pol_remove . bat file you created before uploading the clone image into Radia

Packager (see page 27).

© | Editing DYOHTTPSWINPDLINST Instance - Last Update: - 12/06/06 09:4! 21xl
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Deploying the OVO HTTPS policies and instrumentation files

Deploying the OVO HTTPS policies and instrumentation files is similar to deploying the OVO HTTPS
agent software package which is described on page 19. Refer to this section if you need help with
the following task:

1. Modify the Radia policy for the OVO HTTPS policy and instrumentation package.
2. Commit your changes to the Radia database.

3. Notify the target devices and deploy the package.



Deploying OVO agent patches

Deploying OVO agent patches to managed nodes is similar to deploying the initial agent software
but requires fewer steps:

1. Install the OVO agent patches on the management server.
2. Update the clone image with the patched files.

3. Upload the updated clone image into Radia Packager.

4. Deploy the package.

Tip
Use Radia's versioning mechanisms to keep track of the version number of
the OVO agent software.
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Thresholds in monitor policies may change frequently and may therefore need to be adjusted often or
may vary for different managed nodes. This is why you may want fo consider parameterizing
threshold monitor policies, similar to how the agent profile file was parameterized in Uploading the
OVO agent software clone image into Radia Packager on page 6. Before deployment, you can then
specify the values you want to use within the policies for a particular group of managed nodes. Radia
will replace the variables with the values you entered and update the specified managed nodes.

To parameterize a threshold monitor policy, familiarize yourself with the following sections:

e About parameterized threshold monitor policies (page 32)
e Parameterizing a threshold monitor policy (page 33)
e Configuring Radia to deploy parameterized threshold monitor policies (page 34)

e Example: parameterized threshold monitor policy (page 39

About parameterized threshold monitor policies

To parameterize a threshold monitor policy, you must embed a script into the policy, which converts
the hard-coded threshold values into parameters and instructs the policy to obtain the values through
an ovconfget eaagt call.

Embedded scripts are as such not yet supported with OVO for UNIX but you can download an
advanced scripting monitor policy from an OVO for Windows management server, adapt it for use
with OVO for UNIX, insert the Perl script that parameterizes the threshold monitor values, then upload
the policy into Radia, and finally configure Radia to resolve the variables during deployment.

The following section explain how to parameterize a threshold monitor policy for OVO for UNIX.



Parameterizing a threshold monitor policy

To parameterize a threshold monitor policy:

1. Download an advanced scripting policy from an OVO for Windows management server:

a.

b.

Download the policy to a directory on the C Drive:

ovpmutil CFG POL DNL c:\<dir> /p "\<adv_script_policy path>"
Convert the downloaded structured storage file to an ASCII header and data file:
ovpmutil PCV /x "C:\<dir>\<downloaded_adv_script _policy>"

2. Transfer the downloaded advanced scripting policy to the OVO for UNIX management server.
3. Update the policy header file:

a.

b.

e.

Copy an existing policy header file from:
/var/opt/0V/datafiles/policies/monitor/<uuid>_header.xml

Generate a new unique ID for the policy header file name using the HP-UX command-
line tool uuidgen. See the vuidgen(1) man page for more information.
Rename the copied policy header file with the generated UUID.

. Copy the generated UUID into the policy header:

<ids>

<container_id>ed1f81lcc-e206-71d8-0c7d-
0f887e0b0000</container_id>
</ids>

Sign the policy header file:
opctmpldwn —sign <policy header_file>

4. Embed the Perl script into the policy data file. See the Example: parameterized threshold monitor
policy on page 39.
5. Test the installation of the policy on a managed node:

a.

b.

Deploy the policy:

ovpolicy -install -dir <dir_with_adv_script_policy> \
-host <node>

Check that the policy was deployed successfully:

ovpolicy -1 —level 4 —host <node>

6. Add the policy to a clone image.



Configuring Radia to deploy parameterized threshold monitor policies

To configure Radia to be able to deploy parameterized threshold monitor policies, you must complete
the following steps:

1. Edit the installation and de-installation helper files (page 34)
2. Update Radia with the parameterized policy (page 35)

3. Edit the helper class for variable replacement (page 36)

4. Link the helper instance to the service (page 37)

Edit the installation and de-installation helper files

Add the following information to the helper files created in Uploading OVO HTTPS policies and
instrumentation files on page 27:

e Installation helper file

rem set variable

ovconfchg -ns eaagt -set AD_READING_XPLCONF.CriticalThreshold
&(APPINFO.AD_CRIT)

ovconfchg -ns eaagt -set AD_READING_XPLCONF_MajorThreshold 80
ovconfchg -ns eaagt -set AD_READING_XPLCONF.WarningThreshold 70

rem install instrumentation
copy c:\ovo_https_policies_instr_win\instrumentation "'C:\Program
Files\HP OpenView\data\bin\instrumentation"

rem install policy
ovpolicy -install -dir \ovo_https_policies_instr_win -add-category
My OVO_RADIA_group

The variable & (APPINFO.AD_CRIT) will be replaced with a value you specify before deployment.

e De-installation helper file

rem remove policy
ovpolicy -remove -category My OVO_RADIA group

rem clean variables

ovconfchg -ns eaagt -clear AD_READING_XPLCONF.WarningThreshold
ovconfchg -ns eaagt -clear AD_READING_XPLCONF.MajorThreshold
ovconfchg -ns eaagt -clear AD_READING XPLCONF.CriticalThreshold

Do not add any commands to remove the instrumentation files from the managed nodes because
the files may be shared with other HP OpenView applications. The OVO agent software de-
installation automatically removes all instrumentation files.



Update Radia with the parameterized policy

1. Upload the clone image with the parameterized policy into Radia Packager, and create an
application and service for it in Radia System Explorer as described in Deploying OVO HTTPS
policies and instrumentation using Radia on page 26.

2. In Radia System Explorer, specify RADSETB for the ZCREATE attribute of the policy installation
helper file.
In the Database Tree View, double-click your parameterized policy package to display a list of all
files that are included in the package. Then double-click the line containing the policy installation
helper file (ovo_pol_install _bat) to display a list of its instance attributes.
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3. Double-click the ZCREATE attribute and type RADSETB into the Method to Install Resource field.
This ensures that Radia will be able to replace the variable in the ovo_pol_install .bat file
during deployment. Click OK.
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Edit the helper class for variable replacement

1. In the Database Tree View, click PRIMARY > POLICY. Then right-click the policy you created for the
OVO HTTPS agent software package in the section Edit the helper class for variable replacement
on page 16. Click Edit Class... in the shortcut menu.

2. An editor for the class opens:
a. Add the variable AD_CRIT as follows:
Name Length Description
AD_CRIT 44 AD_READING_XPLCONF.CriticalThreshold
Select Resolve in the manager properties section of the window
Click OK to save your class and close the window.
d. When prompted, confirm that you want fo save your class.

o
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3. Double<lick your class in the Database Tree View to expand it. Then right-click _BASE_INSTANCE
and click Edit Instance... in the shortcut menu. An editor for this instance opens.

4. Specity a value for the AD_CRIT attribute, then click OK:

Name Attribute Description
AD_CRIT  AD_READING_XPLCONF._CriticalThreshold

Value
&(POLICY.AD_CRIT)

2=
| Attribute D escription | Walug
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0vOM_ID MANAGER_ID HPOLICY.OVOM_ID)
J [ 2
0K I Cancel | Festare |

Link the helper instance to the service

1. In the Database Tree View, click PRIMARY > SOFTWARE > Application (ZSERVICE), then double-

click the parameterized policy package to expand it.

2. Double<lick the attribute _ALWAYS_ and type POLICY .<class_name>.<instance_name>

into the Contains field, then click OK.
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Deploy the parameterized threshold monitor policy

Use Radia Management Portal to deploy the parameterized threshold monitor policy to the target
devices. Deploying the parameterized policy is similar to deploying the OVO HTTPS policies and

instrumentation files which is described on page 30.

Before committing your changes to the Radia database, specify a value for the AD_CRIT attribute, for

example: AD_CRIT=86.
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After the package has been deployed, verify that the threshold monitor values are set correctly on the

managed node:

1. On the managed node, type ovpolicy -1 -level 4.

This produces a list of all policies that are installed on the system.

2. On the managed node, type ovconfget eaagt.

This produces a list of all configuration variables that are set in the eaagt name space.

3. Send an opcmon message fo fest the configured threshold and view the message in the OVO

message browser.
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Example: parameterized threshold monitor policy

The following code shows a parameterized threshold monitor policy. The embedded script is a Perl
script, marked in blue color.

SYNTAX_VERSION 10

ADVMONITOR ""AD_READING_XPLCONF"
DESCRIPTION “<initial policy version>"
SCRIPTTYPE "'Perl"

INSTANCEMODE ONCE

MAXTHRESHOLD

ICASE

EXTERNAL 'SRC"
DESCRIPTION "

MSGCONDITIONS
DESCRIPTION "'Critical message"
CONDITION_ID "ealaffOb-dc59-498a-

Embedded

Perl script.  }pg

CONDITION
THRESHOLD _
SCRIPT "#PARAMETERS START Porome;ers
#PARAMETER AD_READING_XPLCONF.CriticalThreshold INT DEFAULT 95| 9rerea
NODEINFO from
my $CriticalThreshold; oveonfget

$CriticalThreshold = $0VOSystem- eaagt.
>ParameterGetNum(\""AD_READING_XPLCONF.CriticalThTresnorax ;957

#PARAMETER AD_READING_XPLCONF.MajorThreshold INT DEFAULT 85 VALUE 85
NODEINFO

my $MajorThreshold;

$MajorThreshold = $0VOSystem-
>ParameterGetNum(\""AD_READING_XPLCONF_.MajorThreshold\",85);

#PARAMETER AD_READING_XPLCONF.WarningThreshold INT DEFAULT 75 VALUE 75
NODEINFO

my $WarningThreshold;

$WarningThreshold = $0VOSystem-
>ParameterGetNum(\""AD_READING_XPLCONF.WarningThreshold\",75);

#PARAMETERS END

Parameters are
exported to the
entire session so
that they are
available to all
conditions.

$Session->Value("CriticalThreshold®, $CriticalThreshold
$Session->Value("MajorThreshold®, $MajorThreshold);
$Session->Value("WarningThreshold®, $WarningThreshold);

my $src;

$src = $Policy->Source(\""SRC\');
if ( $src->Value() > $CriticalThreshold )

$Rule->Status(TRUE);
¥

SETSTART
SEVERITY Critical
TEXT "Threshold <$SESSION(CriticalThreshold)> reached:
<$MSG_TEXT>*



DESCRIPTION "'‘Major message'
CONDITION_ID '"20d227e0-38b6-423c-a491-ad61317a699d"
CONDITION
THRESHOLD
SCRIPT ™
my $src;

$src = $Policy->Source(\""SRC\');
if ( $src->Value() > $Session->Value(*MajorThreshold®) )

$Rule->Status(TRUE) ;
b

SETSTART
SEVERITY Major
TEXT "Threshold <$SESSION(MajorThreshold)> reached:
<$MSG_TEXT>"

DESCRIPTION "Warning message"
CONDITION_ID "4bcfafc7-c205-41F2-8dec-a9f3986c48be""
CONDITION
THRESHOLD
SCRIPT ™
my $src;

$src = $Policy->Source(\"SRC\");
if ( $src->value() > $Session->Value("WarningThreshold") )

$Rule->Status(TRUE);
¥

SETSTART
SEVERITY Warning
TEXT "Threshold <$SESSION(WarningThreshold)> reached:
<$MSG_TEXT>""



» Agent (OVO):
Program that receives requests from a manager program, and can gather information, perform
processing, and generate responses.

o Class (Radia):
A logical partition in the Radia database that groups similar instances. It is the third level in the
hierarchical structure of the database.

o Class instance (Radia):
A specific occurrence of a class. Each instance of a particular class inherits the attributes defined
for that class.

o Client computer (Radia):
A computer that has the Radia client installed and where the OVO agent software will be installed.
It may also be referred to as a target device.

o Clone directory (OVO):

Directory on the target device that contains the clone image.

o Clone image (OVO):
A set of files that represent an identical copy of the software and configuration of a typical OVO
agent.

o Database (Radia):
An object-oriented database that stores all the information needed to manage assets on a device,
including the software and/or data that Radia distributes, the policies determining which
subscribers or users are entitled to which packages, and security and access rules for
administrators. It has a hierarchical structure containing four levels: files, domains, classes, and
instances.

« Managed node (OVO):
Computer system or intelligent device (for example, a network printer or router) monitored or
controlled by OVO. The OVO agent collects, filters, and processes information from each node,
and sends it to the management server.

» Management server (OVO):

Central computer system of the domain to which all managed nodes forward their OVO messages.

o Notify (Radia):

A message sent to the managed device that tells the device to start a client connect.

o Package (Radia):
(n) A unit of software or data that can be published to the Radia database.
(v) The process of grouping data info a unit that can be published to the Radia database.

o Policy (OVO):
A set of one or more specifications rules and other information that help automate network, system,
service, and process management. Policies can be deployed to various targets (for example,
managed systems, devices, network interfaces) providing consistent, automated administration
across the network.

o Policy (Radia):
A designation of the services to which a subscriber, a client computer, or a managed device is
entitled.



« Service (Radia):
A service organizes a group of related packages (applications), methods, or behaviors into
manageable units.

o Target device (Radia):

A workstation or server on which you want to install, replace, or update software.



For more information

e HP OpenView Management Software
http://www.hp.com/go/managementsoftware

e HP OpenView Product Manuals

http://ovweb.external.hp.com/lpe/doc serv/

This paper was written by Hans-Peter Schmollinger, Hewlett-Packard Company.
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