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Welcome to Preparing the Database
Environment

This guide describes how to deploy and maintain MS SQL Server and Oracle
Server databases for use with Mercury Business Availability Center.

Note: This guide is not relevant to Mercury Managed Services customers.

How This Guide Is Organized

The guide contains the following chapters:

Part | Introducing the Database Environment

Describes the types of databases used with Mercury Business Availability
Center.

Part 1l Deploying and Maintaining the MS SQL Server Database

Describes how to install and configure MS SQL Server, how to create and
configure databases on MS SQL Server, and how to maintain databases.

Part Il Deploying and Maintaining the Oracle Server Database

Describes how to install Oracle Server, how to create and configure
databases on Oracle Server, how to set up the Mercury Business Availability
Center database environment for Oracle, how to configure the Oracle
Client, and how to maintain databases.
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Part IV Appendixes

Describes the situations in which you should consolidate all Mercury
Business Availability Center data in a single database and the situations in
which you should distribute the data among several different databases.
Also contains recommendations for creating MS SQL Server file groups and
Oracle tablespaces, information on working with the Purging Manager, the
procedure for verifying your database schema, information about Mercury
Business Availability Center loaders, and the procedures for backing up and
restoring LDAP databases for Monitor Administration configuration data.

Who Should Read This Guide

This guide is intended for the following users of Mercury Business
Availability Center:

» Mercury Business Availability Center administrators

» Database administrators

Readers of this guide should be knowledgeable and highly skilled in
database administration.

Getting More Information

viii

For information on using and updating the Mercury Business Availability
Center Documentation Library, reference information on additional
documentation resources, typographical conventions used in the
Documentation Library, and quick reference information on deploying,
administering, and using Mercury Business Availability Center, refer to
Getting Started with Mercury Business Availability Center.
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Introduction to Preparing the Database
Environment

This chapter contains information on the types of databases used with
Mercury Business Availability Center.

This chapter describes: On page:

Databases Used in Mercury Business Availability Center 3

Databases Used in Mercury Business Availability Center

To work with Mercury Business Availability Center, you must set up the
following types of databases:

» Management database. For storage of system-wide and management-
related metadata for the Mercury Business Availability Center environment.
Mercury Business Availability Center requires one management database.
You can create this database manually, or by using the set management
database utility.

> Profile database(s). For storage of raw and aggregated measurement data
obtained from the Mercury Business Availability Center data collectors.
Although only one profile database is required, you can store profile data in
multiple databases, if required. You can create profile databases manually, or
by using the Database Management page, accessible from Admin > Platform
> Setup and Maintenance.
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» Mercury Universal CMDB. For storage of configuration information that is
gathered from the various Mercury Business Availability Center and third-
party applications and tools. This information is used when building
Mercury Business Availability Center views. The CMDB also contains the
object repositories used to define configuration items and Key Performance
Indicator (KPI)s. The CMDB can be shared with Mercury Application
Management (for details, see “Sharing the Mercury Universal CMDB
Environment” in Working with the CMDB).

Note: By default, the CMDB is created as part of the management database,
but you can create a CMDB manually, or by using the CMDB Database
Management page, accessible from Admin > Platform > Setup and
Maintenance. Throughout this guide, the CMDB will be considered as part
of the management database, unless specifically mentioned otherwise.

You can set up management and profile databases, and the CMDB, on either
a Microsoft SQL Server or an Oracle Server, depending on the type of
database server used in your organization. If you are working with an MS
SQL Server database, refer to Part I, “Deploying and Maintaining the

MS SQL Server Database.” If you are working with an Oracle Server database,
refer to Part II, “Deploying and Maintaining the Oracle Server Database.”
The appendixes contain additional information that is pertinent to both MS
SQL Server and Oracle Server databases.
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Note:

» If Mercury Business Availability Center is installed on a Solaris platform,
the databases must be set up on an Oracle Server.

» Database servers must be set to the same time zone, daylight savings
settings and time as the Mercury Business Availability Center servers.

» For details on working in a non-English language Mercury Business
Availability Center environment, see Working in an 118N Environment.
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Overview of MS SQL Server Deployment

You can set up management and profile databases on an MS SQL Server. This
chapter describes the following topics related to deploying MS SQL Servers
for use with Mercury Business Availability Center:

This chapter describes: On page:
About MS SQL Server Deployment 10
System Requirements 11
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About MS SQL Server Deployment

10

To deploy MS SQL Server for use with Mercury Business Availability Center,
you must perform the following procedures:

Install and configure MS SQL Server
For details, see “Installing and Configuring MS SQL Server” on page 13.

Create databases on MS SQL Server to store management and profile
data

For details, see “Creating Databases” on page 27.

Note: You can allow Mercury Business Availability Center to create databases
for you, or you can create databases yourself using the CREATE DATABASE
statement or MS SQL Server Enterprise Manager. It is recommended that you
create databases yourself.

Information is provided in this section for both recommended and
supported MS SQL Server environments. Mercury Business Availability
Center recommendation indicates that Mercury quality assurance personnel
have rigorously tested the recommended environment/option. A supported
environment or option means that Mercury quality assurance personnel
have successfully performed basic tests on the environment/option.
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The following table describes the system requirements for working with
MS SQL Server in conjunction with Mercury Business Availability Center:

Supported Recommended

Component

Version/Edition | Service Pack Version/Edition | Service Pack
Operating Windows 2000 | Service Pack 4 | Windows 2003 | Service Pack 1
System Server / Server —

Advanced standard /

Server enterprise
MS SQL MS SQL Server | Service Pack 4 | MS SQL Server | Service Pack 4
Server 2000 Enterprise 2000 Enterprise
Microsoft 2.5;2.52; 2.61; 2.62; 2.7 SP1 Refresh — Installed
Data Access | 2.7 SP1 Refresh automatically with your
Components Mercury Business Availability
(MDAC) on Center server installation.
Mercury
Business
Availability
Center
servers

Note: To check which version of MDAC is installed on your machine,
download and run the component checker tool from:
http://www.microsoft.com/downloads/details.aspx?FamilylD=8f0a8df6-
4a21-4b43-bf53-14332ef092c9&displaylang=en

11
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Installing and Configuring MS SQL Server

This chapter contains information on the MS SQL Server installation
procedure and configuration settings.

This chapter describes: On page:
Installing MS SQL Server 13
Configuring MS SQL Server 22

Installing MS SQL Server

You install MS SQL Server by running setupsql.exe from the <MS SQL Server
root directory>\x86\setup directory. Although the installation process is
not difficult, it is important that you familiarize yourself with all of the
installation details so that you select the appropriate options. Note that
selecting the default options, in some cases, may negatively affect the

MS SQL Server’s performance.

The following sections describe the dialog boxes to which you should pay
particular attention during the installation process.

Instance Name Dialog Box

You can install multiple instances of MS SQL Server 2000 on the same
machine. Each instance has its own MS SQL Server and MS SQL Agent
services, and is completely independent of the other instances.

13
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You can install only one instance as the default instance. All the other
instances must be installed as named instances, the names of which you
provide during the installation process. You access a default instance by
specifying the server name or IP address, and a named instance by
specifying the server name or IP address followed by \<instance_name>, for
example, server1\inst1.

When working with Mercury Business Availability Center, you must install
MS SQL Server 2000 as the default instance. You do so by selecting the
Default check box in the Instance Name dialog box.

Instance Name E

[v Default

Far a default installation, leave Default checked and
click Next.

Tainztall or maintain a named instance of SOL
Server on thiz computer clear the Default checkbox
and type or zelect an instance name.

A new name must be 16 characters or less and
ghould ztart with a letter or other acceptable
character. For more information, click Help.

|mstance name:

Help | < Back I Mest > I Cancel |

For information on verifying this setting after the installation process, see
“Verifying and Modifying Server and Database Settings” on page 79.
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Setup Type Dialog Box

In the Setup Type dialog box, you must select the Custom option. If you do
not select this option, you will not be able to view the Component
Selection, Collation Settings, and Network Libraries dialog boxes, in which
you must change certain default options that are not appropriate for
working with MS SQL Server in conjunction with Mercury Business
Availability Center.

Setup Type E
Click the type of Setup you prefer, then click Mest.

' Typical Installed with the most common options. Recommended for most users.

£ Minimum Installed with minimum required options.

You may choose the options vou want to install. Becommended for
advanced users.

Destination Folder

Praaram Files Browse. . | C:%Program Files\Microzoft SOL Server
[ ata Filesz e | C:\Program Files\Microzoft SOL Server

Required: Avvailable;
Space on program files drive: 34TEAE 11191254
Space on system drive: 132168 K 11181254 K
Space on data files drive; IMAI2E 11181254 K

Help | < Back I Ment » I Cancel |

Under Destination Folder, you set the Program Files directory in which

MS SQL Server executables are stored, and the Data Files directory, in which
system databases, and user databases for which a file location is not
specified, are stored. Note that these settings cannot be changed later on.
Although you can relocate tempdb files (using the ALTER DATABASE
tempdb MODIFY FILE command) and user database files (detach, move,
attach) at a later stage, you cannot move master, msdb, and model files.
Even though these system databases are fairly small, they are essential for
the operation of MS SQL Server. Ensure that the Data Files directory is stored
on a fault-tolerant disk system, for example, RAID 1.

15
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Select Components Dialog Box

In the Select Components dialog box, ensure that the Full-Text Search check
box is not selected. Mercury Business Availability Center does not require
this indexing service.

Select Components

Select or clear the components ta install / remaowe.

Components: Sub-Cormpaonents:

Server Component F1724 1 SOL Server T0FFE K

Management Tools 20433 K j Fieplication Support EF14E

Client Connectivity 2BB K W Full-Test Search 3

Books Online 072K v Debug Symbols 12415 K

Development Tools 253K | ~| Performance Counters 32K
Description

Inztallz the Full-test gearch engine which extends the ability to search on character columns
beyond bazic equality and LIKE operatars.

Reguired: Avvailable;
Space on progran files drive 34657 K. 11181254 K
Space on gyztem dive: 107345 E, 11181284 K
Space on data files drive; 34432 F 11131254

Help < Back I Mewut » I Cancel

16
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Services Accounts Dialog Box

In the Services Accounts dialog box, you select the services and enter the
appropriate service settings for your MS SQL Server. If you want the MS SQL
Server service (MSSQLServer) to perform activities outside the local
machine—for example, backing up files to a shared network directory—
select Use a Domain User account and specify the user name, password, and
domain of a user that is a member of the local machine’s administrator
group, and that has the appropriate permissions for network resources. If all
MS SQL Server activities are limited to the local machine, select Use the
Local System account, which provides administrative privileges to the

MS SQL Server service for the local machine only.

Services Accounts

% |lse the zame account for each service. Auto start SOL Server Service.

™ Customize the settings for each service.

—Semices———— | [ Service Settings

501 Server + LUse the Local System accaunt

{ SOLS Agent
cetad " Uze a Domain Uszer account

Usemame: Iitzikb
FPazzward: I
Damnair: IMEF!EUFEY

= Auto Start Service

Help | < Back I Mest » I Cancel |

Similarly, if you want the MS SQL Server Agent service (SQLServerAgent) to
perform activities that require permissions outside the local machine (for
example, replication with other servers, ActiveX script job steps, or
CmdExec job steps), select Use a Domain User account and specify the user
name, password, and domain of a user that is a member of the local
machine’s administrator group. If all MS SQL Server Agent activities are
limited to the local machine, select Use the Local System account.

17
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Authentication Mode Dialog Box

In the Authentication Mode dialog box, you select the type of
authentication you want MS SQL Server to use. Mercury Business
Availability Center works with MS SQL Server authentication, which is
disabled by default. To enable MS SQL Server authentication, select Mixed
Mode and provide a complex password for the sa login.

Authentication Mode E3

Chooze the authentication made.

7 wiindows Authentication Mode

' Mixed Mode [Windows Authentication and S0L Server Authentication)

Add pazsward for the sa login:

Enter pazsward: I xxxxxxxx

Confirm passward: I xxxxxxx 1

[~ Blark Paszword [not recommended]

Help < Back I Mext > I Cancel

Note: To enhance the security of your MS SQL Server, it is important to
enter a password.

The sa user has system administrator privileges and can therefore perform
all actions within the MS SQL Server. Similarly, the sa user can perform all
operating system/network actions in the context of the MSSQLServer service
account, by using the xp_cmdshell extended procedure.

For information on modifying or verifying the authentication mode after
installation, see “Verifying and Modifying Server and Database Settings” on
page 79.
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Collation Settings Dialog Box

In the Collation Settings dialog box, you set the language, dictionary/binary
order, and sensitivity of character data types.

Select one of the following two options:

Windows Locale. Select this option only if you do not need to create
backward compatibility with previous versions of MS SQL Server (for
example, for replication purposes). If you select this option, set the
following for Mercury Business Availability Center certification:

» Collation Designator. The language for regular character data types (char,
varchar, text). Select the default option, Latin1_General, to support
English.

» Sort Order. Binary order and sensitivity (case, accent, kana, width) of
character data types. Select the Accent sensitive option only, and ensure
that the other options are cleared.

Note: Mercury Business Availability Center does not support case sensitivity
with MS SQL Server 2000.

SQL Collations. Select this option if the current version of MS SQL Server
must be compatible with previous versions, for example, if you are
replicating data between servers.

19
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Collation Settings

—windows Locale

Change the default settings only if you must mateh the collation of another instance of
SOL Server or the "Windows locale of another computer,

Sort arder

™ Binary
[
[ Case sensitive

¥ Accert sensitive

Latin]_General

[~ Kana sensitive

[ ‘width sensitive

£ SOL Callation: [Used for compatibility with presdous versions of SOL Server).

Binary arder, for uze with the 437 [LL5. Englizh] Character Set. ﬂ
Diictionary order, caze-sensitive, for uge with the 437 (L5, English] Character Set.
Dictionary order. case-ingengitive. for use with the 437 [U.5. English] Character 5e

P
T S gy S . A = g
) [ b

Help | ¢ Back I Mewt » I Cancel |

The above settings affect only the system databases and serve as the default
settings for user databases. Databases can have different collation settings
from the server’s default settings, and a table column can have different
collation settings from the database’s default settings. Because of the
flexibility in collation management in MS SQL Server 2000, you can restore
or attach a database that has different collation settings.

Note: Changing any of the above settings requires scripting all system
objects and routines (logins, user defined system messages, master stored
procedures, and so forth), reinstalling MS SQL Server (or running the
RebuildM.exe utility) with the new settings, recreating all system objects
from the saved scripts, and attaching the user databases. It is therefore
recommended that you select the appropriate options during the
installation process.
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For information on verifying the MS SQL Server 2000 collation settings, see
“Verifying and Modifying Server and Database Settings” on page 79.

Network Libraries Dialog Box

In the Network Libraries dialog box, you set the session level protocol by
which MS SQL Server listens to client connections.

By default, MS SQL Server listens to client connections via both Named
Pipes and TCP/IP, which are both supported by Mercury Business
Availability Center. For Mercury Business Availability Center certification,
however, you should select the TCP/IP Sockets option only.

Network Libraries E3

Select the network, ibraries to use when connecting to the server,

¥ MNamed Bipes [ MwiLink IF/SP
Mamed Pipe nane: Service address:
I\'\.'\pipeksqlkquer_l,l I

¥ ICPAP Sockets ™ AppleTalk ADSF
Fort number; [HEect name:
[1433 |
Fromy address: [ Banyan YINES

I SteetTalk semwvice name:

= MultiProtocol I
™| Enable MultiFratocal encmption

Help < Back I Ment » I Cancel |

You can configure the client machine to connect to MS SQL Server using
both TCP/IP and Named Pipes. However, for Mercury Business Availability
Center certification, you should configure the client machine to connect to
MS SQL Server using TCP/IP only.

For information on modifying or verifying the above settings after
installation, see “Verifying and Modifying Server and Database Settings” on
page 79.

21
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Note: All network libraries support Windows authentication and SSL data
encryption.

Configuring MS SQL Server

22

This section describes the service and server options you can configure once
you have installed MS SQL Server.

Service Configuration Options

If you installed Full-Text Search, ensure that it is disabled (locate the service
in the Services applet using Microsoft Search) so that no resources are
unnecessarily wasted.

Unless you are using distributed transactions, ensure that the Distributed
Transactions Coordinator service is also disabled or set to manual mode.

Similarly, ensure that all unnecessary services are not set to automatic
startup mode.

Server Configuration Options

Most server configuration options are dynamically configured by MS SQL
Server (usually set to 0). For Mercury Business Availability Center
certification, you should not change the default options unless you are
instructed to do so by Mercury Customer Support.

There are specific situations in which you may want to change the default
settings. You can change these settings in the sp_configure stored procedure,
or in the various dialog boxes in MS SQL Server Enterprise Manager (mainly
the Server Properties dialog box).
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The following table describes the configuration options available in MS SQL
2000, their default settings, and the settings required for Mercury Business
Availability Center certification:

Configuration Option Default Mercury Business Availability
Center Certification in
MS SQL Server 2000

affinity mask 0 Default

allow updates 0 Default

awe enabled (Enterprise Edition) | O Default, unless the server needs
to access 4 to 64 GB of memory

c2 audit mode 0 Default

cost threshold for parallelism 5 Default

cursor threshold -1 Default

default full-text language 1033 Default

default language 0 Default

fill factor 0 Default

index create memory 0 Default

lightweight pooling 0 Default

locks 0 Default

max async IO 32 N/A

max degree of parallelism 0 Default

max server memory 2,147,483,647 | Default

max text repl size 65,536 Default

max worker threads 255 Default

media retention 0 Default

min memory per query 1024 Default

min server memory 0 Default

Using Nested Triggers 1 Default
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Configuration Option Default Mercury Business Availability
Center Certification in
MS SQL Server 2000

network packet size 4096 Default

open objects 0 Default

priority boost 0 Default

query governor cost limit 0 Default

query wait -1 Default

recovery interval 0 Default

remote access 1 Default

remote login timeout 20 Default

remote proc trans 0 Default

remote query timeout 600 Default

scan for startup procs 0 Default

set working set size 0 Default

show advanced options 0 Default

spin counter 0, 10,000 N/A

time slice 100 N/A

two digit year cutoff 2049 Default

user connections 0 Default

user options 0 Default

You can view all of the above configuration options by running the
following:

EXEC sp_configure 'show advanced options', 1
reconfigure with override

To view the current values for each of the options, run: EXEC sp_configure
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For large installations, you may need to set the awe enabled option. For
more information, see Chapter 7, “MS SQL Server Sizing Guidelines.”

Note: It is strongly recommended that no significant processes other than a
single MS SQL Server installation be installed on the server that hosts the
Mercury Business Availability Center databases. When MS SQL Server is the
sole significant process on the machine, you should not change the default
memory settings. You should allow the MS SQL Server to manage memory
dynamically (except when you configure awe enabled support).

To reconfigure an option, run EXEC sp_configure '<option>', <value>. Note
that some options take effect after running reconfigure with override, while
others require restarting the MSSQLServer service.
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4

Creating and Configuring MS SQL Server

Databases

This chapter describes the creation and configuration of Mercury Business

Availability Center databases on an MS SQL Server.

This chapter describes: On page:
Creating Databases 27
Configuring Databases 36

Creating Databases

Once you have installed and configured MS SQL Server, you create a
management database for the storage of system-wide and management-
related data, and one or more profile databases for the storage of data

collected by Mercury Business Availability Center.

You can create databases yourself using the CREATE DATABASE statement or
MS SQL Server Enterprise Manager (for more information, see MS SQL Server
2000 Books Online), and the instructions in the following sections:

» Database Permissions — see page 30.
» Database File Layout — see page 31.

» System Databases — see page 35.
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Note: This is the preferred method of creating Mercury Business Availability
Center databases.

Once you have generated the management and profile schemas (see below),
you can connect Mercury Business Availability Center to the existing
management database from the set management database utility, and to the
existing profile database from the Database Management page in Admin >
Platform > Setup and Maintenance. If you generate another CMDB schema,
instead of the default CMDB included in the management database, you can
connect to the new CMDB from the CDMB Database Management page in
Admin > Platform > Setup and Maintenance.

Alternatively, you can allow Mercury Business Availability Center to create a
management database for you using the set management database utility,
and to create profile databases for you using the Database Management
page in Admin > Platform > Setup and Maintenance. If you want to use a
different CMDB, instead of the default CMDB included in the management
database, you can allow Mercury Business Availability Center to create a
CMDB for you using the CMDB Database Management page in Admin >
Platform > Setup and Maintenance.

For information on the set management database utility, see “Setting
Management Database Parameters for a Windows Platform” and “Setting
Management Database Parameters for a Solaris Platform” in Deploying
Servers. For information on creating profile databases in Mercury Business
Availability Center, see “Database Management” in Platform Administration.
For information on creating a CMDB in Mercury Business Availability
Center, see “Mercury Universal CMDB Management” in Platform
Administration.

Note: If you allow Mercury Business Availability Center to create databases
for you, it is strongly recommended that you then configure the databases.
For more information, see “Configuring Databases” on page 36.
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Manually Running Management and Profile Schema Creation Scripts

In addition to creating the database itself manually, according to the
recommendations in this section, it is recommended that you manually run
the scripts that generate the management and profile schemas (table
structures), instead of allowing Mercury Business Availability Center to run
them automatically.

Note:

» If you create a CMDB manually, according to the recommendations in
this section, you must run the scripts that generate the CMDB user
schema as you are unable to connect to an existing CMDB that does not
contain the default table structures. For details on creating and
connection to CMDB in Mercury Business Availability Center, see
“Mercury Universal CMDB Management” in Platform Administration.

» Mercury Business Availability Center automatically creates two file
groups to store management database objects and two file groups to store
profile database objects. For more information on creating additional file
groups, see Appendix B, “Data Storage Recommendations.”

The management and profile schema creation scripts are located in the
<Core Server root directory>\AppServer\webapps\site.war\
DataBases\SQL_Svr_DB_Utils directory.

To create the management schema (including the default CMDB):
Run the following scripts:

» common_sql_dbobjects_create.sql

» management_sql_dbobjects_create.sql

» create_cm_tables_cmdb_ms.sql
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To create a CMDB schema:

Run the following scripts:

» common_sql_dbobjects_create.sql

» create_cm_tables_cmdb_ms.sql

To create a profile schema:

Run the following script:

» profile_sql_dbobjects_create.sql

If you revise these scripts—for example, in order to specify user-defined file
groups for data/index/large objects—ensure that you make a copy of the
scripts, modify the copy, and run it manually using the Query Analyzer or
OSQL.

Note: Perform the above procedures only if you are an experienced MS SQL
Server database administrator.

It is strongly recommended that you run the database schema verify
program after creating the management and/or profile schemas to verity
that your database is configured properly. For information on the
verification process, see Appendix D, “Database Schema Verification.”

Database Permissions

To create a database, you must have CREATE DATABASE permissions. To
connect to an existing database, the login account with which you are
connecting must be mapped to dbo in the database.

Note: Members of the sysadmin server role automatically have CREATE
DATABASE permissions, and are also mapped to dbo in all databases. A
database owner is automatically mapped to dbo in the database.
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To grant CREATE DATABASE permissions to a user, the user’s login must first
be mapped to a database user in the master database.

Use one of the following three methods to map a user’s login to dbo in the
required database:

Make the user a member of the sysadmin server role (remember that this
gives the login the strongest possible permissions for all server activities).

> Make the user a database owner, using EXEC sp_changedbowner 'login’.

» Alias the user login as the dbo in the database, using EXEC sp_addalias

'login’, 'dbo’".
To check whether a user is a database owner, run the following:

EXEC sp_helpdb <database name>

To check whether a user has CREATE DATABASE permissions, log in to the
Query Analyzer with the login account of the user whose permissions you
want to check, and run the following:

USE master
IF PERMISSIONS() & 1 =1
PRINT 'User has CREATE DATABASE permissions'
ELSE
PRINT 'User does not have CREATE DATABASE permissions'
To check whether a user is mapped to dbo in the database, log in to the
Query Analyzer with the login account of the user whose mapping you want

to check. Change the database context to the required database, and run the
following:

SELECT USER_NAME()

Database File Layout

When you create a database, it must consist of at least one data file (with an
.mdf extension) and one transaction log file (with an .1df extension). You
can optionally create additional data files (.ndf), as well as additional log
files (.1df).
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To enhance performance, you may want to create several data files. MS SQL
Server stripes the data among the data files, so that if you do not have RAID
controllers that stripe your data, you can spread the data files over several
regular physical disks and, in this way, have the data striped. The log,
however, is read sequentially, so that there is no performance gain in adding
more log files. An additional log file should be created on a different disk
when your existing log is out of disk space.

Data and Log Placement

It is recommended that you place the data and log files on separate disk
subsystems. Changes are not flushed to the database until they are written
to the log, and the log architecture dictates serial writes, so it is advisable
that there be as little interference as possible with the log activity. It is
usually sufficient to place the log on a RAID 1 system because of the serial
writes to the log. If you have processes reading from the log (for example,
triggers accessing the inserted and deleted views which are formed from the
log records or transactional replication), or several log files for different
databases, consider placing the log file(s) on a RAID 0+1 (striped mirror)
system.

The data files should be placed on a RAID 0+1 system for optimal
performance.

Note: It is recommended not to place data or log files on the same disk that
stores the page (swap) file.

File and Database Properties

When you create a database you can specify the following five properties for
each file (.mdf, .ndf, .1df):

NAME. The logical file name which you can use later when you want to alter
one of the properties.

FILENAME. The physical file path and name. Make sure the destination
directory is not compressed (right-click the directory in Windows Explorer,
select Advanced, and verify that the compression check box is not selected).
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» SIZE. The initial file size.

» MAXSIZE. Determines the maximum size to which the file can grow. If this
argument is omitted, or if you specify Unlimited, the file can grow until the
disk is full.

» FILEGROWTH. The automatic growth increment of the file. This argument
can be specified as either a percentage of the existing file size, or as a fixed
size. For more information, see Chapter 7, “MS SQL Server Sizing
Guidelines.”

Note: An autogrowth operation invoked by a modification sent by a client
that timed out cannot be completed successfully. This means that the next
time a client sends a modification, the autogrowth process starts at the
beginning and may also time out. To avoid this problem, it is recommended
that you either expand the files manually every time the database nearly
reaches full capacity (for example, 20 percent free), or set the growth
increment to a fixed size that takes less time to be allocated than the client’s
timeout setting. In general, most systems are able to allocate 100 MB in less
than 30 seconds, which is the common client timeout setting.

For more information on this problem, refer to Microsoft Knowledge Base
Article - 305635 (http://support.microsoft.com/default.aspx?scid=kb;en-
us;Q305635).

File Groups

File groups are logical groupings of data files. Each of the following objects
can be placed in its own file group unit:

> A table’s data
> A table’s large objects (text, ntext, image columns)

» An index
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Data is inserted proportionally into all files belonging to the file group in
which the object is stored, according to the amount of free space in each
file. The .mdf file is placed in a file group called PRIMARY, which is marked
as Default when the database is created (the default file group for objects
when no file group is specified). If you do not place other data files (.ndf
files) in their own file groups, they are also placed in the PRIMARY file
group. Note that you can change the Default file group later on.

File groups can be used for performance tuning or maintenance. For details,
refer to MS SQL Server 2000 Books Online, as well as the storage and
performance tuning-related whitepapers at
http://support.microsoft.com/common/canned.aspx?R=d&H=SQL%20
Server%202000%20White%20Papers&LL=kbSQLServ2000Search&Sz=
kbwhitepaper&CDID=EN-US-KB&LCID=1033.

Following is an example that demonstrates how to use file groups for
maintenance:

Partial Restoring. MS SQL Server 2000 does not support the restoration of a
single table. Even if you place a single table in a file group, you cannot
restore a file group to a point in time earlier than the rest of the data.
Instead, you must apply all log file backups in order to synchronize the file
group with the rest of the data. MS SQL Server 2000 supports partial
restoration to a database with a different name. A partial restoration allows
you to restore a single file group, and supports point-in-time restoration.
However, you must restore the PRIMARY file group because it contains the
SYSTEM tables.

To be able to restore a single table to a point in time if a logical error occurs,
you need to design the file groups in your database as follows:

> Ensure that the .mdf file is the only file in the PRIMARY file group.
» Place each large table in its own file group.

» Place all small tables in a separate file group.
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System Databases

The following system databases are especially important for the smooth
performance of MS SQL Server:

tempdb. Numerous MS SQL Server activities—such as creating local and
global temporary tables, creating work tables behind the scenes to spool
intermediate query execution results, and sorting—implicitly or explicitly
use the tempdb system database. If your system is not configured properly,
the tempdb database can become a performance bottleneck, so it is very
important to determine the tempdb database’s original size correctly. For
more information on setting database sizes, see Chapter 7, “MS SQL Server
Sizing Guidelines.” To move tempdb’s files, use the ALTER DATABASE
tempdb MODIFY FILE command, and restart MS SQL Server.

master, msdb, model. These databases, although crucial for the operation of
MS SQL Server, are smaller than tempdb because they store only meta data.
It is strongly recommended to use a fault tolerant disk—ideally, RAID 1—for
these databases.

Note: For Mercury Business Availability Center certification, place system
databases on fault tolerant disks.

To check the database’s properties, run the following:

EXEC sp_helpdb <database name>
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Once you have created the necessary databases, you can add new files to the
databases, change some of the existing database file properties, and set the
database configuration options appropriately.

Note: If you allowed Mercury Business Availability Center to create
management and profile databases for you, it is strongly recommended that
you configure them using the configuration instructions in this section.

Database File Configuration

You can change certain database file properties, as well as add or drop files,
using the Properties dialog box in the Enterprise Manager or the ALTER
DATABASE command (for details, refer to MS SQL Server 2000 Books
Online).

Adding Files

Data files can be added to an existing file group in a database, or to a new
file group. There are no special restrictions or requirements.

Dropping Files

To drop a file, you must first empty it using the DBCC SHRINKFILE
command’s EMPTYFILE option, which transmits the file data to all the other
files in the file group. Once you empty the file, you can use the ALTER
DATABASE <database name> DROP FILE command to drop it.

Changing File Properties

You can change the size-related properties for all databases, as well as the
filename property for the tempdb database (this takes effect after you restart
MS SQL Server). The SIZE, MAXSIZE, and FILEGROWTH properties can be
changed using the ALTER DATABASE tempdb MODIFY FILE command. Note
that the SIZE property can only be enlarged. To shrink the file, use the
DBCC SHRINKFILE command. For details and recommendations
concerning file properties, see “Creating Databases” on page 27.
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Database Configuration Options

Each database contains a set of configurable options that determine its
behavior. You can view or change the database options using:

» The Options tab in the Enterprise Manager’s Properties dialog box

TopazMng Properties B

Generall Data Filesl Tranzaction Logl Filegroups ~ Options |Permissions|

Access
- :
+ | Members of db_awner. dbereator, or spsadmin
= Single user
[~ Read-only
Recovern
Madel JFul =l
Settings
I~ ANSINULL default I~ Auto close
I~ Recursive tiggers I~ &t shrink
¥ Auto update statistics W Auto create statistics
v Tom page detection I~ Use guoted identifiers
Compatibility
Lewel: IDatabase compatibility level B0 j

] I Cancel Help

Note: Not all of the database configuration options are available in this
dialog box.

» The sp_dboptions stored procedure

» The ALTER DATABASE <database name> SET command
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The following table lists the default configuration options, as well as the
configuration settings required for Mercury Business Availability Center

certification:

Configuration
Option

Description

Default

Mercury
Business
Availability
Center
Certification in
MS SQL Server
2000

Restrict access

Only single users or
members of the
db_owner, dbcreator,
or sysadmin groups
can access the
database.

Not set (MULTI_USER)

MULTI_USER

Read only

Database is read only

Not set (READ_WRITE)

READ_WRITE

Recovery

The database
recovery model
determines the
recovery capabilities
by controlling the
amount of bulk
operation logging
(such as Select into,
Bulk, Insert, Create
index, LOB manipu-
lation). The higher
the recovery model,
the higher the
recovery capabilities.
However, the amount
of logging also
increases, which may
affect performance.

Full

Full (unless
you are certain
that the lower
recovery
capabilities are
sufficient for
your system)
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Configuration |Description Default Mercury
Option Business
Availability
Center
Certification in
MS SQL Server
2000
Truncate log on | Automatically marks |Not set N/A
checkpoint inactive portions of
log for reuse on
checkpoint
Selectinto/bulk | Allows the use of Not set N/A
copy minimally logged
Select into/bulk copy
operations
ANSI NULL Specifies whether the |Not set Not set
default (see database columns are
note below) defined as NULL or
NOT NULL, by
default
Recursive Specifies whether Not set Not set
triggers recursive triggers are
supported
Auto update Specifies whether Set Set
statistics out-of-date statistics
required by a query
for optimization are
built automatically
during optimization
Auto create Specifies whether Set Set
statistics missing statistics
required by a query
for optimization are
built automatically
during optimization
Torn page Specifies whether Set Set
detection incomplete pages can

be detected
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Configuration
Option

Description

Default

Mercury
Business
Availability
Center
Certification in
MS SQL Server
2000

Auto close

Specifies whether the
database shuts down
after its resources are
freed and all users
exit

Not set

Not set

Note: If set, it
may take a
long time for
the database to
allocate
resources every
time a user
connects, after
the database is
closed.

Auto shrink

Specifies whether the
database is
automatically shrunk
every hour, leaving
25% of free space

Not set

Not set

Note: If set,
constant
growth/
shrinkage may
cause file
system
fragmentation.
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Configuration
Option

Description

Default

Mercury
Business
Availability
Center
Certification in
MS SQL Server
2000

Use quoted
identifiers

Specifies whether the
MS SQL Server
enforces ANSI rules
regarding quotation
marks. Select this
option to specify that
double quotation
marks be used only
for identifiers, such as
column and table
names. Note that
character strings
must be enclosed in
single quotation
marks.

Not set

Not set

Compatibility
level

The version of MS
SQL Server that the
database appears to
be (for the
application)

80

80
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Note: Not all ANSI options can be set using the Enterprise Manager. The
ANSI database configuration options include: ANSI_NULLS,
QUOTED_IDENTIFIER, ANSI_NULL_DEFAULT, ANSI_PADDING,
ANSI_WARNINGS, ARITHABORT, NUMERIC_ROUNDABORT,
CONCAT_NULL_YIELDS_NULL. Note that the options you set may not take
effect, since these options can also be set at a higher level. For example, if
the session option QUOTED_IDENTIFIER was turned on, the equivalent
database configuration option is irrelevant. Some tools or database
interfaces turn certain session options on or off, so that the database
configuration options never take effect.

The following table summarizes the characteristics of each recovery model:

Model/ AllowsLog | Allows Point- | Allows Amount of
Support Backup in-Time/Log | Backup Log Bulk
Mark when Data Operation
Restoration Crashes Logging (can
(Saves affect the
changes performance
until the of bulk
crash point) operations)
Simple No No No Minimal
Bulk Logged | Yes No No Minimal
Full Yes Yes Yes Full

To check your database’s properties, run the following:

EXEC sp_helpdb <database name>
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Using Windows Authentication to Access
MS SQL Databases

Unless configured otherwise, Mercury Business Availability Center uses MS
SQL Server authentication to access MS SQL databases. This chapter
describes how to enable Mercury Business Availability Center to use
Windows authentication to access MS SQL databases.

This chapter describes: On page:

Enabling Mercury Business Availability Center to Work with 43
Windows Authentication

Connecting to MS SQL Databases Using Windows Authentication 46

Enabling Mercury Business Availability Center to Work with
Windows Authentication

You can enable Mercury Business Availability Center to use Windows
authentication instead of MS SQL Server authentication to access any of the
Mercury Business Availability Center databases (management, profile, and
CMDB).

To enable Mercury Business Availability Center to use Windows
authentication to access an MS SQL database, you must launch the Mercury
Business Availability Center service on all the Mercury Business Availability
Center servers with a user that has the necessary permissions to access the
specific database. For details on connecting to an MS SQL database using
Windows authentication, see “Connecting to MS SQL Databases Using
Windows Authentication” on page 46.
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Note: By default, the Mercury Business Availability Center service is run as a
system service, which does not have the necessary permissions to access the
databases.

To run the Mercury Business Availability Center service as a specific user:

1 Edit the <Mercury Business Availability Center home>\bin\
SupervisorStop.bat file and comment out the last line by adding rem at the
beginning of the line:

rem magentservice.exe -remove

2 Stop the Mercury Business Availability Center service by selecting Start >
Programs > Mercury Business Availability Center > Administration > Disable
Business Availability Center.

3 Select Start >Programs >Administrative Tools > Services. The Services
window opens.

J Action  Yiew “ - =

B @i m

Tree I Mamme / | Descripkion | Skakus | Startup Type | Log On As |:|
W %License Logging Service Started Aukomatic LocalSystem
%Logical Disk Manager Logical Disk...  Started Automatic Localsyskem
%Logical Disk Manager Adrinistrati...  Administrat... Manual LocalSyskemn
%Machine Debug Mana Supports o, Started LocalSyskemn
il: i Starked Lo 11
%Messenger Sends and ... Started LocalSyskemn
%Net Logaon Supports p...  Started Autormakic LocalSyskemn
%NetMeeting Remote Deskiop Shar...  Allows auk.,, Manual Localsyskem
Metwork Connections Manages o... Started Manual LocalSyskemn
%Network DDE Provides n... Manual LocalZystemn
%Network DDE DSDM Manages 5., Manual Localsyskem
%Network Mews Transport Protocol,..  Transports...  Started Aubomatic LocalSyskemn
%NT LI Security Support Provider Provides s... Manual Localsyskemn
%Ofﬁce Source Engine Saves insk... Manual Localsyskem
%OpenLDAP Directory Service Manual LocalSyskemn
%pcnnywhere Host Service Allows Rem...  Started Automatic Localsyskemn
Performance Logs and Alerts Configures, ., Manual Localsyskem
%Plug and Play Manages d...  Started Aubomatic LocalSyskemn
%Print Spooler Loads files ...  Started Automatic Localsyskemn

%Protected Storage Provides pr...  Started Aubomatic LocaISysteIm Iﬂ
4 3
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4 In the Services window, right click the Mercury Business Availability Center
service and select Properties. The Properties window opens.

Mercury Business Availability Center Properties {Local Comput...

General Log On | Fecovery Dependenciesl
Lag on as:

 Local System account
¥ |l service tointeract with deskiop

ILoc:aIS_l,lstem Browse... |

Ixxxxxxxxxxxxxxx

Password:

Ixxxxxxxxxxxxxxx

Lonfirm password:

You can enable or disable this zervice for the hardware profiles listed below:

Hardware Profile | Sermvice |
Prafile 1 Enabled
Ensble | Disable |

] I Cancel | Al |

5 Select the Log On tab.

6 Select This account and enter the user name and password of the user with
the permissions to access the database(s).

7 Click OK.

8 Start the Mercury Business Availability Center service by selecting Start >
Programs > Mercury Business Availability Center > Administration > Enable
Business Availability Center.

9 Repeat these steps for each of the Mercury Business Availability Center
servers.
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Note:

» Before uninstalling Mercury Business Availability Center, you must
remove the comment marker (rem) that was added to the <Mercury
Business Availability Center home>\bin\SupervisorStop.bat file in step
1, and run the <Mercury Business Availability Center home>\bin\
SupervisorStop batch file. For details on uninstalling Mercury Business
Availability Center, see “Uninstalling Mercury Business Availability
Center Servers” in Deploying Servers.

» For the Mercury Business Availability Center Purging Manager to work,
the user running the Mercury Business Availability Center service must
have DLL permissions. For details on the Purging Manager, see “Data
Partitioning and Purging” on page 159.

Connecting to MS SQL Databases Using Windows
Authentication

Once you have enabled Mercury Business Availability Center to use
Windows authentication to access an MS SQL database (for details, see
“Enabling Mercury Business Availability Center to Work with Windows
Authentication” on page 43), you can connect to any, or all, of the Mercury
Business Availability Center databases (management, profile, and CMDB)
using Windows authentication instead of MS SQL Server authentication.

Note: You can use a mixture of Windows authentication and MS SQL Server
authentication to connect to different databases.

Connecting to the Management Database

You can connect to an existing management database using Windows
authentication, or you can create and connect to a new management
database using Windows authentication.
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To connect to an existing management database using Windows
authentication:

On the Mercury Business Availability Center server you want to connect to
the management database, open a Command window by selecting Start >
Run and entering CMD in the Open field.

Navigate to the Mercury Business Availability Center scripts directory using
the command:

cd <Mercury Business Availability Center home>\scripts
Execute the setmngdb batch file with the following parameters:

setmngdb connect MS-SQL “<sql server name>,<management database
name>,, <sql instance port>"

where

sql server name is the host name or IP address of the MS SQL server on
which the management database resides.

management database name is the name of the management database to
which you are connecting.

The next two parameters are for the user name and password and must be
left blank for Windows authentication.

sql instance port is the port number on the MS SQL server used to for
connecting to the database.

Note: You cannot use the Connect to Database option from the Mercury
Business Availability Center program menu to connect to an MS SQL
database using Windows authentication as you cannot enter blank user
name and password data.

To connect to an existing management database using Windows
authentication:

Carry out the same steps listed for connecting to an existing management
database using Windows authentication, but execute the setmngdb batch
file using the create option instead of the connect option:
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setmngdb create MS-SQL “<sql server name>,<management database
name>,, <sql instance port>"

Note: You must run the setmngdb batch file as a user that has create
database permissions on the target MS SQL server.

Connecting to CMDB

You connect to an existing CMDB, or create and connect to a new CMDB,
using Windows authentication on the CMDB Database Management page,
accessed from Admin > Platform > Setup and Maintenance. For details on
CMDB database management, see “Mercury Universal CMDB Management
in Platform Administration.

”n

Connecting to a profile database

You connect to an existing profile database, or create and connect to a new
profile database, using Windows authentication on the Database
Management page, accessed from Admin > Platform > Setup and
Maintenance. For details on profile database management, see “Database
Administration” in Platform Administration.
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Maintaining MS SQL Server Databases

This chapter describes the various maintenance tasks that are recommended
for Mercury Business Availability Center databases created on MS SQL
Servers, such as backing up databases, checking database integrity and
handling fragmentation, and monitoring databases.

This chapter describes: On page:
Backing Up Databases 49
Database Integrity and Fragmentation 53
Monitoring Databases 64
Database Maintenance — References 69

Backing Up Databases

MS SQL Server supports three main types of database backup: full,
differential, and log. It also supports file/file group backup, which is
discussed in a separate section below. In order to develop a backup policy
that provides the required recovery needs, it is important to thoroughly
understand each backup type and the recovery model database
configuration option explained in the previous section.

You 