Provisioning to AD with HP OpenView Select Identity using
LDAP over SSL

HP OpenView Select Identity can provision users and entitlements to Active Directory
(AD) in two ways:

e Using the HP OpenView AD Agent, which runs as a Windows service and which
needs to be installed on a Domain Controller or a Member Server

e Using the agent-less LDAP connector, which runs in the same application server
as Select Identity and connects to AD over the internal network

Although the HP OpenView AD Agent is more powerful than the generic LDAP
connector and provides features such as reverse notification and password
synchronization, some customers prefer the non-intrusive approach of using a
connector that connects to AD over the internal network.

In this case, the agent-less LDAP connector can be used. As the LDAP connector
transfers sensitive information between AD and Select Identity, customers need to
use LDAP over SSL (LDAPS).

Although the LDAP connector can be configured to use LDAPS simply by ticking a
check box, there are some steps that need to be taken first in order to make sure
that Select Identity (or the application server it is using) trusts the Certification
Authority (CA) certificate that issued the SSL certificate.

This Knowledge Brief describes the steps required to implement LDAPS connectivity
from Select Identity to an AD running on a Domain Controller. It should help others
to avoid various pitfalls when configuring SSL connectivity.

In this example, BEA WebLogic 8.14 was used as the application server for Select
Identity and the AD, running on Windows 2003.

Overview

The following steps are required for enabling SSL on the AD and configuring Select
Identity using LDAP over SSL:

¢ Install Microsoft Certificate Services to enable SSL
e Export the Root CA Certificate from the AD
¢ Import the Root CA Certificate into BEA WebLogic certificate store

e Configure the Select Identity connector for LDAPS usage
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Install Microsoft Certificate Services to enable SSL

In order to enable SSL connectivity to the AD, Microsoft Certificate Services need to
be installed within the Domain. After configuring an Enterprise Root CA and
rebooting the system, the Root CA automatically creates an SSL certificate for AD
and thus enables LDAPS connections to the AD.

For more details about installing and testing Microsoft Certificate Services see [3].

Verifying CA Installation

After the installation, the AD system needs to be rebooted. LDAPS should now be
enabled on the AD. This can be verified by pointing Internet Explorer to https://<ip
address of ad>:636 (the LDAPS port of AD). Internet Explorer should display a
security alert similar to the following:

Security Alert

Information you exchange with this site cannat be viewed or
changed by others. However, there is a problemn with the site's

zecunty certificate

o The secuiity certificate is from a trusted certifying authority.

° The zecurity certificate date iz walid

The name on the security certificate is invalid or does nat

rnatch the hame of the site

Do pou want to proceed?

Y Wiew Certificate |

x|

See [3] for further ways of testing the connectivity.

Export Root CA Certificate from AD

1. The Root CA certificate can be exported by launching Start -> Administrative
Tools -> Certification Authority on the Domain Controller. Right click on RootCA
and select Properties.
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2. Click on View Certificate. In the certificate dialog box, select the Details tab and

select Copy to File.

21x]

Certificate Managers Restictions | Auditing I Recoveny Agents I Security |

General

Policy Module | Exit Module | Extensions | Storage

i~ Certification authaority [C4)

Mame: RootCa

LA certificates:

Wiew Certificate |

— Cryptographic settings

Hash algorithn: SHa-1

C5P: Microzaft Stiong Cryptographic Provider

Certificate

Details I Certification Path I

Certificate Information

This certificate is intended for the following purpose(s):

+4l issuance policies
* Al application policies

Issued bo:  RoobCa

Issued by: RootCAa

valid from 12/6/2005 to 12/6/2010

IssUer; Staterment

21|

oK | Cancel I

Spply

3. Click on Next.

ate Export Wizard

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lisks and certificate resocation lists From a certificate
store to your disk,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains infarmation
used to protect data or to establish secure network.
connections. & certificate stare is the system area whers
certificates are kept.

To continue, click Mext.

x|

< Baclk Cancel
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4. Select Base-64 encoded X.509 (.CER)

icate Export Wizard x|

Export File Format
Certificates can be exported in a variety of file formats,

Select the Format you want to use:

" DER encoded binary X.509 (.CER)

+ §655-64 encoded #,509 (CER)

" Cryprographic Message Synkax Standard - PKCS #7 Certificates { F7E)
™ Include &l certificates in the certification path iF possitle

€ Personal Information Exchange - PKCS #£12 ( PF:)
I | Include &l certificates in the certification path if possible
™| Enable strong protection (requires IE 5,0, T 4.015R4 or above)

I | Delete the private key if e export is suscesshul

< Back. I Mexk = I Cancel

5. Enter the filename for the certificate.

ate Export Wizard x|

File to Export
Specify the name of the file you want to export

File name:

c:itempirootca.cer Browse. .. |

< Back. I Mexk = I Cancel

6. Select Finish to export the certificate.

ate Export Wizard x|

Completing the Certificate Export
Wizard

‘You have successfully completed the Certificate Export
wizard,

‘ou have specified the Following setting

Export Keys Mo
Include all certificates in the certification path Mo
File Format Basefe

L« | i

< Back I Finish I Cancel |
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Import the Root CA Certificate into the BEA WebLogic certificate store

1. By default, BEA WebLogic (and therefore Select Identity) uses the
<WL_HOME=>=/jdk_142_05/jre/lib/security/cacerts as the Java Standard Trust
keystore. This contains all trusted Root CA certificates. This can be verified in the
BEA WebLogic console by looking at the KeyStores & SSL tab.

4} WebLogic Server Console - Microsoft Internet Explorer =]

File Edit ‘Wiew Favorites Tools  Help | l':'
Qback ~ €3 - [ [ @ | - search - Favorites 42 | R =
Address Iﬁj http:,l’,l’lZ?.U.El‘1:?EIEIZ,I’console,l’actwons,l’mbeanJ‘MBeanFrj [<la) Links @'] WebLogic Server Console @SI
@ consale WL_HOME/server/ likb/DemoTrusat.jka. This Keysiore 1§ cormgured by d
. default.
B @ mydamain2
B 23 servers Type: JKS
@ mysener
23 clusters Indicates the type of the trust keystore. Generally, the type is JKS.
2 Machines
Passphrase:
e P DemoTrustkeyStoreFassPhrase
O3 sewices The password defined when creating the keystore. This field is optional or
3 security required depending on the type of keystore. All keystores require the passphrase
2 Domain Laog Filters in order to write to the keystore. However, some keystores do not reguire the
£ Tasks passphrase to read from the keystore. WebLogic Serwer only reads frorm the
keystore so whether or not this field is specified depends on the keystore.
Java Standard Trust Keystore:  JAVA_HOMEYrellibisecuriticacers
Indicates the use of the Java Standard Trust keystore provided by the JD. The
Java Standard Trust keystore is located in
JAVL HOME/jre/lib/securicy/cacercs.
Type: JKS
Indicates the type of the Java Standard Trust keystore (for example, JKE).
Fii) Passphrase: |
Confirm Passphrase: |
The password for the Java Standard Trust keystore. This passwaord is defined
when the keystore is created
SS5L Configuration [ Change ]
4 | LlJ
|:§] Applet navapplet started ’_’_’_’_’_ @) Trusted sites S

2. The standard Java keytool utility can be used to import the Root CA certificate
into the Java Standard Trust keystore:

keytool -import -v -file c:\temp\rootca.cer -keystore cacerts
-storepass changeit

Please note that the default password for the keystore cacerts is changeit.

3. Output similar to the following should be shown:

Owner: CN=RootCA, DC=bbn, DC=hp, DC=com

Issuer: CN=RootCA, DC=bbn, DC=hp, DC=com

Serial number: 1cb49c24ec18ce9c4f38165fb2418dca

Valid from: Tue Dec 06 15:37:14 CET 2005 until: Mon Dec 06 15:46:17 CET 2010
Certificate fingerprints:

MD5: 45:7A:18:5E:4E:B7:F9:53:53:EE:EC:71:85:EE:9F:90
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SHA1: 75:F5:33:0C:98:11:CF:5B:C3:B9:A9:BA:7A:C0:84:72:54:40:8B:E1
Trust this certificate? [no]: yes

Certificate was added to keystore

[Storing cacerts]

4. The following command can be used to verify if the certificate has really been
added to the keystore:

‘ keytool -list -v -keystore cacerts -storepass changeit | more

Note: A separate trust store can be used as an alternative to using the BEA default
certificate trust store. A separate trust store can be used by adding the
following BEA WebLogic startup parameters:

-Djavax.net.ssl.trustStore=/opt/bea/jdk142_05/jre/lib/security/cacerts
-Djavax.net.ssl.trustStorePassword=changeit
-Djavax.net.debug=ssl,handshake,data,trustmanager

5. If SSL connectivity to the AD needs to be verified using another Java application
(e.g. LDAP Browser, http://www-unix.mcs.anl.gov/—gawor/ldap ), the Root CA
certificate needs to be imported into the default keystore used by the Java
applications. By default, Java is uses the .keystore file in the user’s home
directory. The following command imports the Root CA certificate into this
keystore:

keytool -import -v -file c:\temp\rootca.cer -storepass <mypassword=>
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Configure the Select Identity connector for LDAPS usage

The following screen shot shows the parameters that need to be configured to
connect to the AD using LDAPS:

43 HP OpenView Select Identity [ Resources ] - Microsoft Internet Explorer =]

File Edit Wiew Fawvorites Tools  Help | 4:
@Back = ) - [x] 2] .\J ) search - Favorites {4| (- & B -
Address I@ httpeff127.0.0.1:7002/ImzresourcefaddbccessInfo, do j Go | Links @ ‘WebLogic Server Consale @ I

[ HP Openview Select |dentity

My Identity * Requests ~ User Management > Service Studio ~ Reports ~ Tools ~ Help ~

Home = Resources = Deploy Hew Resource

AD LDAP: Resource Access Information a

Step 2 of 2: Set up access information.

Complete the fislds below to define resource access parameters and click Finish.

Recquired Figld*

Access URL [ltzps: Mocalhost 636

Suffi: |dc:bbnldc=hp,dc:com

Login Mame: Icn=Administrator‘cn=Users,dc=bbn,dc=hp,dc=
Pagssweord:

User Suffix: * ICn=|_|sgrs

User Object Clags: * I'top,person,organ\za{ionalperson,user

Group Suffix: *

Icn=Users
Group Ohject Class: * Imp aroup
hhapping Fils: * ctiveDir mi Higw!
e | e
1@ 2NNE Hewdett Packard Newslnnment Camasne 1P| Sersion 4 0011 9R00S 08 25 Ph LI
|&] pore @— @) Trusted sites 4

After pressing the Finish button, Select Identity connects to the AD using LDAPS and
reports a successful connection. Following this the resource can be used within Select
Identity and further configuration steps can be performed (for example, Attribute
Mapping, Recon policies, service assignment etc.).
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