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1 Introduction

At the end of this chapter, you will:

¢ Be familiar with the cipher suite that is used by the HP OpenView
Adapter for SSL Using Radia (Adapter for SSL).

e Be aware of the issues when using a Radia client, version 1.0, with
version 2.0 of the Adapter for SSL.

e Be familiar with the products that can be used in conjunction with the
Adapter for SSL.

e Be familiar with the Adapter for SSL pre-installation requirements.

e Have had the chance to review the various communications relationships
that are possible in an HP OpenView Using Radia environment.



Overview

This document describes how to install and configure the HP OpenView
Adapter for SSL Using Radia (Adapter for SSL) to support SSL and HTTPS
communications between Radia servers and the Radia client. HP OpenView
Using Radia products use the following cipher from the SSL version 3 cipher
suite, 168-bit triple DES cipher block chaining mode, 1024-bit RSA
asymmetric key exchange, and secure hash algorithm version 1.0.

) Important Upgrade Information
Radia clients that are using the Adapter for SSL, version 1.0 will
reject a certificate from an Adapter for SSL, version 2.0-enabled
server, and the client will abort the secure client connection.
Therefore, Radia clients must be upgraded to Adapter for SSL,
version 2.0 before the servers are upgraded.

The Adapter for SSL installation copies the files that are necessary to
support SSL communications, and collects data to generate a certificate
request and a private key, and then creates the appropriate files.

Supported Products

The following is a list of products in the HP OpenView Using Radia suite that
can be used in conjunction with the Adapter for SSL.

) For this version of the Adapter for SSL, these products must be at
the minimum version levels that are documented in this section.

e HP OpenView Application Manager Using Radia (Application Manager),
version 4.0 and greater

e HP OpenView Inventory Manager Using Radia (Inventory Manager),
version 4.0 and greater

e HP OpenView Software Manager Using Radia (Software Manager),
version 4.0 and greater

e HP OpenView Patch Manager Using Radia (Patch Manager), version 2.0
and greater

e HP OpenView Configuration Server Using Radia (Configuration Server),
version 4.5.4 and greater
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HP OpenView Proxy Server Using Radia (Proxy Server), version 2.0 and
greater

HP OpenView Policy Server Using Radia (Policy Server), version 4.0 and
greater

HP OpenView Management Portal Using Radia (Management Portal),
version 2.0.1 and greater to enable HTTPS; version 2.1.1 and greater to
enable LDAPS

HP OpenView Messaging Server Using Radia (Messaging Server),
version 3.1 and greater

HP OpenView Distributed Configuration Server Using Radia (Distributed
Configuration Server), version 4.6 only.

Requirements and Prerequisites

Introduction

You must be licensed for SSL.

Radia clients and servers must have a Certificate Authority (CA) root
certificate.

Radia servers must have a server certificate and a private key.



Communications in an HP OpenView Using Radia
Environment

Figure 1 below presents an overview of the various types of communications
and relationships that are possible in an HP OpenView Using Radia
environment.

Figure 1 Communications Overview
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2 Installing the Adapter for SSL

At the end of this chapter, you will have:

o Installed the HP OpenView Adapter for SSL Using Radia (Adapter for
SSL) and:

— Selected to (optionally) enable SSL support for:
— Infrastructure Server components
— Configuration Server components

— Messaging Server components

— Chosen whether to generate a new certificate request or use an
existing certificate
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Adapter for SSL Installation

The Adapter for SSL must be installed on each Radia server that is to be
configured for SSL communications.

Installing the Adapter for SSL

This section documents the installation of the Adapter for SSL.

To install the Adapter for SSL

1
2

If the Radia server is running, shut it down.

Insert the HP OpenView Management Solutions Radia 4.2 Infrastructure
CD into the CD-ROM drive, and navigate to

\managementextensions\adapter for ssl\operatingsystem

where operatingsystemis the operating system on which the Adapter
for SSL is being installed.

—  For Windows, double-click setup.exe.
— For UNIX, use the file . /install.
The Welcome window opens.

Click Next.

The End User Licensing Agreement opens.
Review the terms and click Accept.

The Components Selection window opens.
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42 Radia Adapter for SSL Install M=

Choosze whether you want o install S50 far the B adia
Configuration Server or B adia |nfraztructure Server(z)
components.

* Radia Infrastructure Server
(" Radia Corfiguration Server

" Radia Meszaging Server

<Back Cancel

In this window:

5 Select either of the following components for which SSL support is to be
enabled.

— Select Radia Infrastructure Server to enable all Integration Server-
based components to accept a secure connection. The Infrastructure
Server components are:

— Management Portal
— Policy Server
— Inventory Manager server

—  Proxy Server

) Selecting Radia Infrastructure Server on a machine that is
hosting the Management Portal enables secure-LDAP
(LDAPS) directory connections.

— Select Radia Configuration Server to enable the Configuration Server
for SSL support.

— Select Radia Messaging Server to enable the Messaging Server for SSL
support.

6 Click Next.

Installing the Adapter for SSL 15



If Radia Infrastructure Server is selected, SSL will be enabled for the
Integration Server (HTTPS), and the following additional options can be
selected.

— Enable secure Policy Server directory connection

— Enable Secure Radia Proxy Server preload

If Radia Configuration Server had been selected the following
options would have been available:

¢ Enable secure policy methods to enable secure HTTPS
transactions

e Enable secure inventory methods (to enable secure HTTPS
transactions)

¢ Enable secure portal methods (to enable secure HTTPS
transactions)

e Enable secure RCS TCP task (Configuration Server TCP
task)

Click Next.

The Certificate Selection window opens.

£3 Radia Adapter for SSL Install M=

Choosze whether you want ko generate a new certificate reguest
or use an existing certficate.

" Generate certificate request

" Use existing certificate

<Back Cancel

In this window:
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8 Select whether to generate a new certificate request or to use an existing
certificate, and click Next.

) If Generate certificate request is chosen, skip to step 9 on page
18.

If Use existing certificate is chosen, specify the location for the existing
key file and certificates file.

42 Radia Adapter for SSL Install A=l

Setup will uze the selected fle dunng the installation of Radia
Adapter for S5L.

To uze a different file, enter another file name.

Yau can chooze nat ta install Badia Adapter far S50 by clicking
Cancel to exit Setup.

Exizting key file to use

| Browse

E xisting certificates file to uze

a Click Next.
Specify where the Adapter for SSL is to be installed.

— Ifthe location displayed in the RCS Configuration File Location
field is correct, click Next. Otherwise,

—  Specify the correct location, or click Browse to navigate to the
license file.

b Click Next.

A message indicates that the selected directory will be updated. The
location might vary based on the components that were selected in
step 5.

¢ Click OK to continue with Step 11 on page 18.

Installing the Adapter for SSL 17



9@ If Generate certificate request was chosen at step 8, you will be prompted
to specify where you want to place the new key file and certificates file.

If the Infrastructure Server option was selected in step 4, the Integration
Server’s SSL Port window opens.

41 Radia Adapter for SSL Install 10X

Fleaze enter the 551 port far the Integration Server

Integration Server's 551 port

[443

<Back Hest: Cancel

10 Specify the SSL port (the default is 443) on which the Radia components
should listen for requests.

Click Next.

If the Messaging Server option was selected, the Messaging Server’s SSL
Port window opens.
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11

12

43 Radia Adapter for SSL Install M=l

Fleaze enter the SSL port for the RMS

Meszzaging Server's SSL part
[443

Cancel

Click Next.

The next six windows request environment-specific server-certificate and
private-key information:

— Company

— Department

— Country Code

— State/Province

— City

— Fully Qualified Host Name of the Server Domain
Specify the requested information and click Next.
The Summary window opens.

This window presents all the information that was specified during the
Adapter for SSL installation. This is the final opportunity to review and
modify the specified settings.

— If you discover any errors, or wish to modify any of the entries, click
Back until you reach the appropriate windows, and make the
necessary changes.

Installing the Adapter for SSL 19
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The information that was entered in the other windows will not be
affected. After making the changes, click Next repeatedly, until you
arrive back at the Summary window.

13 Click Install.

The files that are needed to support SSL communications are copied. This
takes only a few moments and progress bars display activity as it occurs.

When the files have been copied, the Review window opens.

14 Review the data that will be used to generate the server certificate
request and private key, and click Next.

The installation program will take a few moments to generate the server
certificate request and private key. When it's finished, a confirmation
message appears.

15 Click OK.

) Send the identified server certificate request to your CA
authority. Follow its instructions for having the server
certificate request signed and returned to you. Store the signed
server certificate request in the appropriate (operating system-
specific) Configuration Server directory:

bin\Certificates\requests (Windows) or
exe/Certificates/requests (UNIX).

The Installation Successful window opens.
16 Click Finish.
The Adapter for SSL is successfully installed.

) To enable SSL, the Configuration Server or the Integration Server
component must be re-started.
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3 Certificate Authority Files

At the end of this chapter, you will:

e Have the Server Certificate Request File signed and returned.

¢ Renamed the (signed and returned) Server Certificate Request File and
place it in the proper directory.

¢ Know more about the Private Key File.
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The Server Certificate Request File

The HP OpenView Adapter for SSL Using Radia (Adapter for SSL)
installation program generates a server certificate request file, for
example,

host.HP.comcert.pem.

To have the server certificate request signed and returned, follow the
procedure that is required by your public Certificate Authority (CA).
Typically, the server certificate request file must be opened in a text editor,
its text copied to a clipboard, and then pasted into a text field on the signing
CA’s web page.

To issue a signed certificate, the CA signing authority will also require proof-
of-identity and authority—such as your company’s DUNS number, Articles of
Incorporation, Partnership Papers, or Business License.

) Be sure that the server certificate that is purchased is a base-64
encoded x.509 certificate. This is typical for certificates that are
generated for the Apache Freeware (ModSSL or OpenSSL) Server.

e For the HP OpenView Configuration Server Using Radia (Configuration
Server) the server certificate request file is located in:

— bin\Certificates\requests (Windows)
— exe/Certificates/requests (UNIX).

e For the HP OpenView Integration Server Using Radia (Integration
Server) the server certificate request file is located in:

— \etc\Certificates (Windows)
— exe/Certificates (UNIX).

If the server certificate request file is opened with a text editor, it will appear
similar to that which is shown in the following figure.
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Figure 2 Server certificate request file opened with a text editor

MITEYDCCAQOCAQAwaQMC s AdBgNWELYTLA IVTHENMWE QYDVOQIEwp OZ Lo g3y Ve
HoSwDOTDVOOHEwEZNYThI YWgxH] Ao BgNWVE Ao TFUSvwdinF kaWdt IEN 1c3 Bvh Wy IENW
LIEnMCUGAITECxMe THFuY WAl iV udCEIThmZvemlhdG lvh iBETeZNO0ZW1l = M3V I ATD
VOODEXx 1yYURp YT TAvME S Ch3 ZhZGlnb UN1e3 Bvb W yLilwh TEcMADGC SgqGa Thi3DOER
AOUAAOS AMEQCOODNgS3F 1y IsmE ) e KLgSUQkZg8xEVNC 47 KIPLOT, 4hkSEQr 1bw
eNSgdVOSVrDeJyGZIBINQEWG0DaAIELakMev AgMBALG AD ANBgkghkiGOwO B AQQF
LANEBAAM=SKgyJuuSSispdEiucFelaxc3BVwRIvrZwmiwocLeGuwaMTgiXosXublx
TEdxoho Zddib3dZTIUIAEEpRylY=

The Signed Server Certificate Request File
When the signed server certificate request file is returned from the public
CA:

1 In the signed server certificate request file’s name, change the req
(request) to cert (certificate). For example, change

host.HP.comreq.pem
to

host.HP.comcert.pem.

) The server certificate request file might have a different name
when it is returned from the CA.

2 Place the renamed certificate request file (host .HP.comcert .pem) in the
appropriate folder, as below.

— For the Configuration Server, place the file in:
bin\Certificates (Windows)
exe/Certificates (UNIX).

— For the Integration Server, place the file in:
\etc\Certificates (Windows)
exe/Certificates (UNIX).

3 Restart the Configuration Server or Integration Server, and examine its
log to verify that the SSL. Manager task starts correctly and successfully
verifies the CA certificate and server certificate.
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The Private Key File

The installation program also generates a private key file, for example,
host.HP.comprvk.pem.
o For the Configuration Server, the private key file is located in:
— bin\Certificates (Windows)
— exe/Certificates (UNIX).
e For the Integration Server, the private key file is located in:
— \etc\Certificates (Windows)
— exe/Certificates (UNIX).

If the private key file is opened with a text editor, it will appear similar to the
following.

Figure 3 Private key file opened with a text editor

Proc-Type: 4,ENCEYPTED
DEK=Info: DES=-CEC, 6ECO947550541AAF

1MVEY4rkywlYn30yUBSULtELEjOYS z+KZvxCeuv+9x95x 1 Ikve j4b8iBDuECaTR
fpa IDVLUNOHS TpsT+XdCeRAam4 93 £ 8esfOC18CURHO/ PskTSS LHE0OEGOPnHeglr g
YzaVt+pM 72t x ZuwvRPES 1RbvRISYTFU/ 3Titn0gieMaghx FOTWVRe L ICXT7 I 1VOAOT
OFBwdSXB6cHOZEO03 yQhteZkZ UHVGEPRD 1p0r RPEgUw lggBEI 1xQO05GSc0Z0nnwP
WYhUwilhiBlALVub ZEwSwk/ES lowydqueWeCp/ TeTfyXwiBIk3QWehEwe /NA1ke
BhOXUiB1PEGrodasgusKEDrOmrazm/ hlbThxHinNgz 10wHE/ Zze Tull+hX+pSLEh3u
pidcdwdee3wELf40ERPiXPhJyolWiIlhgeagqwl 7TwEr907w=

In order to maintain compatibility with current industry standards, HP has
adopted the RSA crypto-system method of obtaining certificate requests. The
RSA crypto-system is a public key crypto-system that offers encryption and
digital signatures (authentication). In the private key file shown above the
key type (RSA) is indicated at the beginning and end of the file.
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4 Configuration and Use

At the end of this chapter, you will know how to:

Configure SSL for Configuration Server connections (TCPS).
Configure SSL for Configuration Server methods (RADISH).
Configure SSL for the Integration Server components:

— Management Portal (HTTPS and LDAPS)

— Proxy Server (HTTPS, SSL for preload, and upstream request)
— Inventory Manager (HTTPS)

— Policy Server (HTTPS and LDAPS)

Configure SSL for the Messaging Server.

Setup a Radia client to use SSL.
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Configuration Server (TCPS)

To confirm that the Configuration Server is configured for SSL support, use a
text editor to open the edmprof file, which is located in the Configuration
Server bin (Windows) /exe (UNIX) directory. Verify the following:

The MGR_ATTACH_LIST section has been revised and now contains the
zsslmgr CMD LINE, as shown:

[MGR_ATTACH LIST]

CMD LINE = (zsslmgr) RESTART = YES
The MGR_SSL section has been added, as shown:
[MGR_SSL]

CA FILE = C:/Novadigm/ConfigurationServer/bin/CACertificates/
cacert.pem

CERTIFICATE FILE = C:/Novadigm/ConfigurationServer/bin/
Certificates/host.HP.comcert.pem

KEY FILE = C:/Novadigm/ConfigurationServer/bin/Certificates/
host.HP.comprvk.pem

SSL_PORT = 443

The following table describes the settings of the MGR_SSL section.
Table 1 MGR_SSL Settings

Setting Usage

CA_FILE This setting is used to identify and locate the

Certificate Authority’s certificate. The CA
certificate is usually stored in a file in PEM
(Private Enhanced Mail) format. The value for
this setting is the full path to a valid and existing
certificate file. The SSL Manager task requires a
CA certificate to start. An expired or corrupt CA
certificate prevents the SSL Manager task from
starting.

CERTIFICATE_FILE | This setting is used to identify and locate the

server certificate of the Radia server. The
certificate is usually stored in a file in PEM
format. The value for this setting is the full path
to a valid and existing certificate file. The SSL
Manager requires a certificate to start. An
expired or corrupt certificate prevents the SSL
Manager task from starting.
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Setting Usage

KEY_FILE This setting is used to identify and locate the
private key. The private key is usually stored in a
file in PEM format. The value for this setting is
the full path to a valid and existing key file.
Usually the private key is stored in the same file
as the server certificate, in which case you don’t
have to include KEY_FILE in the MGR_SSL
section.

SSL_PORT This setting is used to set the port that the SSL
Manager should attend for client connections.
The SSL protocol default port is 443.

To confirm that the Configuration Server methods are configured for SSL
support, use a text editor to open the edmprof file, which is located in the
Configuration Server’s bin (Windows) /exe (UNIX) directory. Verify the
following:

e The MGR_SSL section has been added, as shown:

[MGR_POLICY]

HTTP HOST = Policy host
HTTP PORT =

USE HTTPS = 1

HTTPS PORT = 443

[MGR_RIM]
HTTP_HOST = rim host
HTTP_PORT
USE_HTTPS = 1
HTTPS PORT

443

[MGR RMP]

HTTP _HOST = rmp_ host
HTTP PORT =
USE_HTTPS = 1

HTTPS PORT = 443
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Integration Server (HTTPS & LDAPS):

Management Portal, Proxy Server, Inventory
Manager, Policy Server

To confirm that the Integration Server is configured for SSL support, use a
text editor to open the httpd. rc file, which is located in the
IntegrationServer directory, and confirm that the Overrides Config
section has been added, as shown below.

Overrides Config {

SSL_CERTFILE D:\Novadigm\IntegrationServer\etc\Certificates\
host.HP.comcert.pem

SSL _KEYFILE D:\Novadigm\IntegrationServer\etc\Certificates\
host.HP.comprvk.pem

HTTPS PORT 443

The following table describes the settings of the Overrides Config section.
Table 2 Overrides Config section Settings

Setting Usage

SSL_CERTFILE | This setting is used to identify and locate the server
certificate of the Radia server. The certificate is usually
stored in a file in PEM (Private Enhanced Mail)
format. The value for this setting is the full path to a
valid and existing certificate file. The SSL Manager
requires a certificate to start. An expired or corrupt
certificate prevents the SSL Manager task from
starting.

SSL_KEYFILE This setting is used to identify and locate the private
key. The private key is usually stored in a file in PEM
format. The value for this setting is the full path to a
valid and existing key file. Usually the private key is
stored in the same file as the server certificate, in which
case you don’t have to include KEY_FILE in the
MGR_SSL section.

HTTPS_PORT This setting is used to set the port that the SSL
Manager should attend for client connections. The SSL
protocol default port is 443.

Chapter 4



When the Integration Server is running you can connect to it, via HT'TPS, by
opening a web browser and typing

https://server:ssl port

To disable standard HTTP (leaving only HTTPS available), open the
httpd. rc file and in the Overrides Config section set PORT to -1, as in:

Overrides Config {

SSL_CERTFILE D:\Novadigm\IntegrationServer\etc\Certificates\
host.HP.comcert.pem

SSL_KEYFILE D:\Novadigm\IntegrationServer\etc\Certificates\
host.HP.comprvk.pem

HTTPS PORT 443

PORT -1

Upgrading an Integration Server

If version 2.1 of the Adapter for SSL was installed on an Integration Server,
follow the steps below to upgrade to version 2.1.1.

) To obtain LDAPS support on a Management Portal, it must be at
version 2.1.1.

1 Stop the Integration Server service (httpd).

2 Remove any copies of 1dap82.d11 from the IntegrationServer
directory and/or its subdirectories. (This ensures the use of the latest
version of 1daps82.d11 that is packed inside of t1s.tkd.)

3 Replace the t1s.tkd thatisin the IntegrationServer\modules
directory with the version that is in

\management extensions\adapter for ssl\infra\
on the Radia 4.2 media.
4  Restart the Integration Server service (httpd).

To configure the new LDAPS support, see the next section, Management
Portal (LDAPS).

Management Portal (LDAPS)

To confirm that the Management Portal is configured to connect to a secure
LDAP directory using SSL (LDAPS), start the Management Portal service
and check the following:
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1  The 1daps82.d11 is in the root IntegrationServer directory.

The 1daps82.d11 file is unpacked by the Adapter for SSL module
tls.tkd when the Management Portal service starts. If 1daps82.d11 is
missing, stop the Management Portal service, delete any existing
1dap82.d11 file in the IntegrationServer directories or path, and
restart the Management Portal service.

2 A CA Certificate file containing the LDAP server’s CA root certificate
(public key) is in a local directory on the Management Portal.

The Adapter for SSL installs a default CA Certificate file, cacert.pem,
which includes the public keys for Entrust, VeriSign, and G.E, and is
located in C: /Novadigm/IntegrationServer/etc/CACertficates.

To add a CA Root Certificate (Public Key) for the LDAPS Server

If the server that is hosting the LDAP directory is using a certificate
authority other than Entrust, VeriSign, or G.E., obtain and place the CA root
certificate on a local directory of the Management Portal host machine. Then:

e Add the contents of the public key to the top of the default cacert.pem
file,

) In order to allow for multiple LDAPS connections, add the
contents of multiple public keys to the cacert.pemn file.

or

e Copy the CA root certificate file to a local directory on the Management
Portal host machine.

To add a directory service connection for LDAPS

1 To enable the Management Portal to connect to an LDAP directory using
SSL, log on to the Management Portal and navigate to Zone >
Configuration > Directory Services.

2 In the Model Administration task group, click Add Directory Service and
complete the entries that are needed for a directory service type of ds-
Isaps.

The following figure shows sample entries for adding an LDAPS
Directory Service.
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<2 Add Directory Service

~ Directory Service Properties

A

Common Name |eng5vr23.acme_com |
Display Name |Engsw23 LDAPS |
Description |Secure Connection to Eng LDAPS Directory |
Startup manual

disabled

ds-dsml

ds-lda
Type

ds-mk

ds-rcs
URL |Idaps:Hengsw23.acme.com:SSS.FAdmin@myldap_com |
Password |"| |
Use | |
CA, Certificate Directory |C:.fNo\.'adigm.flntegratiunServer.fetchACertiﬁcates |
CA Certificate File |cacert.pem |
LDAP Debug Level |0 |
LDAP Debug Log |C:.fNovadigmflntegratiunServer.flogsfldap_\og |

. Iy

Complete the Directory Service Properties for LDAPS by specifying the
following.

) The URL, CA Certificate Directory, and CA Certificate File
options require specific entries for an LDAPS connection.

— Specify a Common Name.

— Optionally, specify a Display Name and Description.
— Optionally, specify a Startup type.

— Select ds-Idaps as the Type.

— Type the URL as shown below, substituting the items in < > with
your specific values.

ldaps://<LDAP hostname in certificate>:<LDAP secure port>/<bind User>@<domain>
<LDAP hostname in certificate>

Configuration and Use

If this value doesn’t match the server’s common name, as specified in
the LDAP server’s certificate, the connection will fail. Therefore, if
the subject line of the certificate specifies the CN= value using the
fully-qualified DNS hostname, the URL must specify the fully-
qualified DNS hostname.
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<LDAP secure port>
Specify the LDAP secure port; the default LDAPS port is 636.

<bind User>@<domain>
Defines the user and domain that will bind to the directory service.

Specify the Password for the bind User that is specified in the URL.

Optionally, type a Use to specify a fully-qualified domain at which to
mount the directory service. If left blank, the common name will be
used to mount the directory service at the highest level.

In the CA Certificate Directory and CA Certificate File fields, specify
the local directory and the file that contain the public key for the
LDAP server. The default CA Certificate file that is installed by the
Adapter for SSL is cacert.pem.

Optionally, increase the LDAP Debug Level to 5 to create an LDAP
Debug Log for troubleshooting the LDAP connection. If left at the
default value of 0, the LDAP Debug Log is suppressed.

For detailed information on specifying these properties, refer to the
Installation and Configuration Guide for the HP OpenView Management
Portal Using Radia. Review the section Specifying LDAP or LDAPS
Directory Service Properties.

4 Click Submit.

You will be redirected to the root of your LDAP directory at the base
domain that was specified in the Use field.

Proxy Server Preload

To confirm that the Proxy Server preload is configured for SSL support, use a
text editor to open the rps.cfq file, which is located in the

Integr

rps:

ationServer directory, and confirm that it has the following settings.
tinit |

-static-ssl 1

-stager 0
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Proxy Server Upstream Request

To confirm that the Proxy Server dynamic upstream request is configured for
SSL support, use a text editor to open the rps.cfqg file, which is located in
the IntegrationServer directory, and confirm that it has the following
settings.

rps::init {

-dynamic-url https://upstream:3466

Policy Server (LDAPS)

To confirm that Policy Server LDAP is configured for SSL (LDAPS) support,
use a text editor to open the rpm.cfq file, which is located in the
IntegrationServer directory, and confirm that it has the following settings.
dap::init {
TYPE ldaps

Messaging Server

To confirm that the Messaging Server is configured for SSL support, use a
text editor to open the rms.cfg file, which is located in the
MessagingServer\etc directory, and confirm that it has the following
settings.

package require nvd.httpd

Overrides Config {

SSL_CERTFILE D:\Novadigm\IntegrationServer\etc\Certificates\
host.HP.comcert.pem

SSL_KEYFILE D:\Novadigm\IntegrationServer\etc\Certificates\
host.HP.comprvk.pem

HTTPS_ PORT 443

}

To enable SSL for the Messaging Server receiver, update the rms.cfq file as
described below:
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msg::register httpd ({
TYPE HTTPD
PORT 3461
HTTPS PORT 443
}

To use SSL for outgoing HTTP posts, specify ETTPS as the TYPE, and use a
URL with https specified and include the secure port of the server that will
be receiving the posts, as shown in the following example.

) This update is required for the rms.cfg file or for any data delivery
agent (core.dda.cfg, inventory.dda.cfg, ete.) that is configured
in the Messaging Server environment.

msg::register securel {
TYPE HTTPS

ADDRESS  {

PRI 10

URL https://localhost:443/proc/inventory
}

Radia Clients (RADSKMAN)

SSL is supported on:

e HP OpenView Application Manager Using Radia (Application Manager),
e HP OpenView Inventory Manager Using Radia (Inventory Manager),

e HP OpenView Software Manager Using Radia (Software Manager),

e HP OpenView Patch Manager Using Radia (Patch Manager)

To enable SSL communication with a Configuration Server for Radia clients,
pass SSLMGR and SSLPORT on a RADSKMAN command line, as in:

Radskman sslmgr=host, sslport=443

Software Manager

For the Software Manager, setup sslmanager and sslport tags in the
ARGS . XML file, as in:

<SSLMANAGER>localhost</SSLMANAGER>
<SSLPORT>443</SSLPORT>
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Proxy Server

To enable SSL communication with a Proxy Server, set up a Service Access
Point (SAP) in Radia database via the HP OpenView System Explorer Using
Radia (System Explorer), as shown in the following figure.

Figure 4 Enable SAP setting in System Explorer
% Radia System Explorer - [E:Radia - 1] — Ol x|
File Edit 'Yiew Window Help -8 x|
il o | S I ol
D atabasze Tree View: |Sewel AccessProfile clazs RPS Secured Instance Attributes:
@ Databaze M ame | Attribute Description | W alue
g LICENSE PMZETOPOOD  Expression Resolution Method
El- [T PRIMARY $yZSTOPODT  Expression Resolution Method - 001
B+ ] CLIENT Friendly Mame RPS Secured
@ Care Settingz [SETTINGS) Type [FCSADATA] DATA
@ Diagniostics [DIAGS) Univerzal Resource [dentifier hitps: /localhost: 443/
|_‘|_.lj Hardweare Scan Config [RADHWCF RCS Role 405 MAD A
[Z% Metwork Losations [LOCATION) S AP'hj ;r;u o -
RSk LI Prefi RaDUJICFG
; % references VIRETMEDUT  Communications Timeout (0-3200)s
= Ej,.;. Server AcceszProfile [SAF) - =
= PUSHBACK  Push Back [0-999 retnies) 0
B _BASE_INSTANCE_
Eﬁ NULL_INSTANCE_ i THROTYPE Throttle- [HOME AADAPTIVE /RESERWED Y |
EE RPS Secured R eanowDTH  Bandwidih Percentage [1-39
. Sample_ STREAM Enable Streaming [ /M) 8
..... a?i?‘»_x FROFILE PRO:Y Internet Prosy LRI
FRIORITY  Selection Priority ELOCATION SAPPRI)
W FRODUCT  Product Filker
W FILTER Filker Ewpression [Ohj W ar = Yalue]
4] | (=] | i
16 Server AccessProfile CLASS BPS Secured attribute(s) displayed | B/22/2005 | 4:59 Phd
For more information on configuring Radia clients, refer to the HP
OpenView Using Radia documentation.
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Distributed Configuration Server

) SSL support is provided only in the version 4.6 release of
Distributed Configuration Server.

To specify SSL for the Configuration Servers in Distributed Configuration
Server, open the Configuration Server Properties window (Figure 5) in the
Distributed Configuration Server configuration panel, and set SSL as the
Protocol.
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Figure 5 Configuration Server Properties window

Configuration Server Properties

ID {3 charg): 001

Description: | lncal destination

Protocol:
Timeout (secs) | ag0p

v
I
[ This id =hared

TCRMTCPS Proxy Server

v Verify Name/Add Name/Add

a S
Mame/Addr: | jpcalhost

Port: I—

Port: 1454 . I—
Password:

OK | Cancel

Troubleshooting
Logs

The Adapter for SSL installation program creates a log file, setup.log, in
the folder TEMP\SETUP (Windows), and $SHOME/tmp/setup.log (UNIX).
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CA Authorities

The file, cacert.pem, contains the CA root certificate (the public key) for the

following CA authorities: Entrust, VeriSign, and G.E. If you are not using one
of these CA authorities, the CA root certificate must be obtained using one of
the following methods.

Radia Clients

e Obtain the certificate from your CA authority and substitute it for
cacert.pemin the CACertificates sub-directory of the Radia client
IDMSYS location.

e Use client self-maintenance to download the certificate to the client.

) Detailed instructions for packaging and deploying Radia client self-
maintenance can be found on the HP OpenView web site.

Management Portal (HTTPS and LDAPS)

e Obtain the certificate from your CA authority and substitute it for
cacert.pemin the /etc/CACertificates sub-directory of where the
Management Portal is installed. If multiple CA root certificates are
required, the contents of the public keys can be added to the top of the
cacert.pen file.

Existing Certificate or Private Key

If the Adapter for SSL installation program is run on a Radia server that
already houses a version of the Adapter for SSL, the following message might
appear

"A certificate or private key already exists for the specified server name.
Choose another server name."

Do either of the following:

e In the Review and Password window, change the name in the text box
Server to Generate For and try again. (This generates a new server
certificate request for the server that is identified in this text box.)

or

e Cancel the installation (since a server certificate request and private key
already exist for this server).
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SSL Port

Configuration and Use

is Not Enabled

Verify that the correct port is specified.

Be sure that the signed certificate is set. If not, the following message will
appear in the httpd-PORT. log on the Integration Server.

20050621 21:49:11 Warning: TLS startup failed: Certificate
"D:/Novadigm/IntegrationServer/etc/Certificates/server.HP.comc
ert.pem" not found

If the port is already in use by another application, the following message
will appear in the httpd-PORT. log on the Integration Server.

20050621 22:10:08 Warning: TLS startup failed: LAVENEL1:443
couldn't open socket: address already in use
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