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  Follow these instructions to use the Custom Poller Collections provided by NNMi to collect 
Network Based Application Recognition (NBAR) Statistics for Cisco devices.  
 
NBAR data collected gives you insight on the application protocols traversing interfaces within 
your network infrastructure. After the Custom Poller Collection is created, you can establish 
thresholds related to the NBAR statistics to generate incidents in NNMi. You can also use NNM 
iSPI Performance for Metrics to Graph the Custom Poller Collections. 
 
Note: Custom Poller is not supported in a Global Network Management solution. 
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Introduction 
  
This document steps you through the following procedures to configure NNMi to collect Network Based 
Application Recognition (NBAR) statistics using Custom Poller Collections provided by NNMi: 
 

1. Load the NBAR MIB 
2. Configure the NNMi Custom Poller Collections 
3. Create a Node Group of the Nodes to Custom Poll 
4. Create Custom Poller Policies 
5. Verify the Custom Poller Configurations 

 
It also describes the following optional procedures: 
 

• Configure Thresholds for the Custom Poller Collections 
• Use the NNM iSPI Performance for Metrics to Graph Custom Poller Collections 

 

Load the NBAR MIB 
 

1. Change to the following directory: 

WINDOWS:  
 
%NnmInstallDir%\misc\nnm\snmp-mibs\Vendor\Cisco 
 
UNIX:  
 
$NnmInstallDir/misc/nnm/snmp-mibs/Vendor/Cisco  

 
2. Load the Cisco NBAR MIB: 

WINDOWS:  
 

nnmloadmib.ovpl -load CISCO-NBAR-PROTOCOL-DISCOVERY-MIB.my  
 
UNIX:  

 
nnmloadmib.ovpl -load CISCO-NBAR-PROTOCOL-DISCOVERY-MIB.my  

 
3. Navigate to the following directory:  

 
WINDOWS:  
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%NnmInstallDir%\newconfig\HPNmsCustPoll\nbar  

 
UNIX:  

 
$NnmInstallDir/newconfig/HPNmsCustPoll/nbar  

 
4. Import the configuration XML files in the following order. Ignore any warnings such as, “NOTE: 

Could not satisfy dependency nodegroup for custpoll”  
a. nnmconfigimport.ovpl -f nbarAuthor.xml  
b. nnmconfigimport.ovpl -f nbarMibexpr.xml  
c. nnmconfigimport.ovpl -f nbarCustpoll.xml  

 

Configure the NNMi Custom Poller Collections  

 
Tip: Use these instructions as guidelines for configuring the HP NBAR Custom Poller Collections.  
 

1. From the NNMi console, open the Configuration workspace.  
2. Expand the Monitoring folder. 
3. Select Custom Poller Configuration.  
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4. Confirm that the NNMi HP NBAR Custom Poller Collections appear in the NNMi console and that 
the Enable Custom Poller box is checked as shown in the following example.  

 

 
 

5. Navigate to the Report Groups tab.  
6. Confirm that the Report Group Cisco_NBAR appears in the table view.  
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7. Navigate to the Policies tab to confirm no Policies are listed for these Custom Poller Collections.  

 
 
 

Create a Node Group of the Nodes to Custom Poll 

 
Next, create a Node Group that contains nodes that support the NBAR MIB and that you want to Custom 
Poll.  
 

1. Navigate to the Configuration workspace.  
2. Expand the Object Groups folder. 
3. Select Node Groups.  
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4. Click the * (New) icon to create a new Node Group.  

 
 

5. Enter the Node Group name. For example, you might want to create a Node Group named Cisco 
NBAR Routers.  

6. Navigate to the Device Filters tab.  
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7. Click the * (New) icon.  

 

 
 
8. In the Device Category drop-down menu, select Router.  
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9. In the Device Vendor drop-down menu, select Cisco.  

Tip: You can choose to narrow your selection using the Device Family, Device Profile, or 
Additional Filters  
 

 

 
 

10. Click Save and Close to save your changes and close the Node Device Filter form.  
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11. Click Save and Close to save your changes and close the Node Group form.  

 
 

This Node Group will be used with the HP NBAR Custom Poller Collections. 

Create Custom Poller Policies  

 
Next, create a Policy for each of the HP NBAR Custom Poller Collections you want to use. For example, if 
you are interested in collecting HP NBAR In Packets and HP NBAR Out Packets, then you must create a 
policy for each of these Custom Poller Collections.  
 
Before you begin, you need to obtain a list of the NBAR protocol names on the router. To do so, you can 
use the SNMP walk command against the router as show in the following example:  
 
nnmsnmpwalk.ovpl -c <comm_str> <node_name> .1.3.6.1.4.1.9.9.244.1.2.1.1.2.N  
 

In the previous command line, N is the ifIndex of an interface that has NBAR enabled.  
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The following table shows the resulting protocol number and name obtained from a CISCO device using the 
SNMP walk command: 
 
Protocol Number   Protocol Name   
1 ftp   
2 http   
3 egp   
4 gre   
5 icmp   
6 eigrp   
7 ipinip   
8 ipsec   
9 ospf   
10 bgp   
11 cuseeme   
12 dhcp   
13 dns   
14 finger   
15 gopher   
16 secure-http   
17 imap   
18 secure-imap   
19 irc   
20 secure-irc   
21 kerberos   
22 l2tp   
23 ldap   
24 secure-ldap   
25 sqlserver   
26 netbios   
27 nfs   
28 nntp   
29 secure-nntp   
30 notes   
31 ntp   
32 pcanywhere   
33 pop3   
34 secure-pop3   
35 pptp   
36 rip   
37 rsvp   
38 smtp   
39 snmp   
40 socks   
41 ssh   
42 syslog   
43 telnet   
44 secure-telnet   
45 secure-ftp   
46 xwindows   
47 printer   
48 novadigm   
49 tftp   
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Protocol Number   Protocol Name   
50 exchange   
51 vdolive   
52 sqlnet   
53 rcmd   
54 netshow   
55 sunrpc   
56 streamwork   
57 citrix   
58 fasttrack   
59 gnutella   
60 kazaa2   
61 custom-01   
62 custom-02   
63 custom-03   
64 custom-04   
65 custom-05   
66 custom-06   
67 custom-07   
68 custom-08   
69 custom-09   
70 custom-10   
71 rtsp   
72 rtp   
73 mgcp   
74 skinny   
75 h323   
76 sip   
77 rtcp   
78 edonkey   
79 winmx   
80 bittorrent   
81 directconnect   
82 skype   
83 unknown   
 
 
 
To create a Custom Poller Policy:  

1. Select the Configuration Workspace. 
2. Expand the Monitoring folder. 
3. Select Customer Poller Configuration.  
4. Navigate to the Policies tab.  
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5. Click the * (New) icon.  

 
 
Enter the information for each policy as shown in the example that follows.  
 
Tip: Use an ordering of 100 for all your policies. This will leave you room to modify ordering in the 
future.  
 
Note the following when selecting the MIB Filter:  
 
• The MIB Filter requires that you use protocol names. You MUST use the names of the protocols that 

appear in the output list of the snmpwalk.ovpl command as shown in the previous example (for 
example, snmp, icmp or http).  

• If you want to use more than one protocol, enter the protocol values as a comma separated list as 
shown in the example that follows.  

• Do not use * as the filter. When using an asterisk (*) as the MIB Filter, NBAR routers return an 
instance even if the value of traffic is zero. This creates too many collections per node.  

 
Tip: The name of the Policy does not need to be the same as the Custom Poller Collection.  
 
6. Click Save and Close to save your changes and close the Custom Poller Policy form.  
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7. Click Save and Close to save your changes and close the Custom Poller Configuration 
form.  

 
 

Verify the Custom Poller Configurations   
 
Use the Monitoring workspace to confirm the HP NBAR statistics are collected.  

1. Navigate to the Monitoring workspace.  
2. Select Custom Node Collections.  
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3. Confirm that NNMi has created Custom Node Collections for the nodes in the Node Group 
that you associated with the Custom Poller Collection.  

 
Next, confirm the instances that are polled on these nodes.  
 

4. From the Monitoring workspace, select Custom Polled Instances.  
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5. Verify the instances that are polled on these nodes.  
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Optional: Configure Thresholds for the Custom Poller 
Collections  
You might also want to configure thresholds for these Custom Poller Collections:  
 

1. From the Custom Poller Configuration form, navigate to Custom Poller Collections tab.  
2. Double -click the Custom Poller Collection; for example, HP NBAR in Bit Rate.  

 
 

3. Enter the threshold value.  
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4. Click Save and Close to save your changes and close the form.  
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Optional: Use the iSPI Performance for Metrics to Graph Custom 
Poller Collections 

 
If you have the iSPI Performance for Metrics license, you can graph these collections.  
 
Note: You MUST have iSPI Performance for Metrics 9.10, Patch 1 or higher to perform these steps.  
 
1. Navigate to the Actions menu. 
2. Select HP NNM iSPI Performance. 
3. Select Reporting – Report Menu.  
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4. Confirm the Custom Collection section appears in the Reports list.  
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5. Next, access the report of your choice and select the metrics you want.  

For example, the report in the following example shows the TopN traffic for a specific node (all 
NBAR interfaces aggregated) over the previous hour. Only SNMP and ICMP traffic is shown 
because the example MIB Filter included only snmp and icmp. 
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The following report shows the TopN traffic (SNMP and ICMP only) on multiple nodes on specific 
interfaces.  
 
Tip: The specific interface index is the leftmost number in the Index field. The rightmost number 
represents the protocol. 
 

 

 

Conclusion 
This document described how to use NNMi Custom Poller Collections to collect Network Based Application 
Recognition (NBAR) Statistics for Cisco devices. It also described the following optional procedures: 

• Configure thresholds for the Custom Poller Collections 
• Use NNM iSPI Performance for Metrics to graph Custom Poller Collections 

Use these procedures when you want information about the application protocols traversing interfaces 
within your network infrastructure.  
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Legal Notices 

Warranty 

The only warranties for HP products and services are set forth in the express warranty statements accompanying such products and 
services. Nothing herein should be construed as constituting an additional warranty. HP shall not be liable for technical or editorial 
errors or omissions contained herein. 

The information contained herein is subject to change without notice. 

Restricted Rights Legend 

Confidential computer software. Valid license from HP required for possession, use or copying. Consistent with FAR 12.211 and 
12.212, Commercial Computer Software, Computer Software Documentation, and Technical Data for Commercial Items are licensed 
to the U.S. Government under vendor's standard commercial license. 

Copyright Notices 

© Copyright 2009–2012 Hewlett-Packard Development Company, L.P. 

Trademark Notices 

Adobe® is a trademark of Adobe Systems Incorporated.  

HP-UX Release 10.20 and later and HP-UX Release 11.00 and later (in both 32 and 64-bit configurations) on all HP 9000 computers 
are Open Group UNIX 95 branded products. 

Microsoft® and Windows® are U.S. registered trademarks of Microsoft Corporation. 

Oracle and Java are registered trademarks of Oracle and/or its affiliates. 

UNIX® is a registered trademark of The Open Group. 

Oracle Technology — Notice of Restricted Rights 

Programs delivered subject to the DOD FAR Supplement are 'commercial computer software' and use, duplication, and disclosure of 
the programs, including documentation, shall be subject to the licensing restrictions set forth in the applicable Oracle license 
agreement. Otherwise, programs delivered subject to the Federal Acquisition Regulations are 'restricted computer software' and use, 
duplication, and disclosure of the programs, including documentation, shall be subject to the restrictions in FAR 52.227-19, 
Commercial Computer Software-Restricted Rights (June 1987). Oracle America, Inc., 500 Oracle Parkway, Redwood City, CA 
94065. 

For the full Oracle license text, see the license-agreements directory on the NNMi product DVD. 

Acknowledgements 

This product includes software developed by the Apache Software Foundation.  

(http://www.apache.org)  

This product includes software developed by the Indiana University Extreme! Lab.  

(http://www.extreme.indiana.edu)   

  



Configure NNMi to Collect NBAR Statistics Using Custom Poller Collections 

August 2012 
 

Page | 24  
 

Support 

Visit the HP Software Support web site at: 

www.hp.com/go/hpsoftwaresupport  
This web site provides contact information and details about the products, services, and support that HP Software offers. 

HP Software online support provides customer self-solve capabilities. It provides a fast and efficient way to access interactive technical 
support tools needed to manage your business. As a valued support customer, you can benefit by using the support web site to: 

• Search for knowledge documents of interest 

• Submit and track support cases and enhancement requests 

• Download software patches 

• Manage support contracts 

• Look up HP support contacts 

• Review information about available services 

• Enter into discussions with other software customers 

• Research and register for software training 

Most of the support areas require that you register as an HP Passport user and sign in. Many also require a support contract. To 
register for an HP Passport ID, go to: 

http://h20229.www2.hp.com/passport-registration.html  

To find more information about access levels, go to: 

http://h20230.www2.hp.com/new_access_levels.jsp  
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