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Installing the Connector

The Oracle PeopleSoft Human Capital Management connector — hereafter
referred to as the PeopleSoft connector — enables HP OpenView Select
Identity to provision users in the PeopleSoft Human Resources module of a
PeopleSoft Human Capital Management (HCM) 8.8 system. The PeopleSoft
connector is a two-way connector and provides an agent that can send changes
made to data in PeopleSoft to Select Identity.

Specifically, the connector’s agent can capture the creation of an employee in
Peoplesoft Human Resources management system (HRMS) including personal
and job information. The agent also captures employee modifications performs
in the HRMS application. All captured data is sent through the connector to
the Select Identity server.

When the employee status changes from Active to any other state, the user is
disabled on the Select Identity server and the user’s status is shown as S ( for
suspended). If the employee regains Active status, the employee is enabled in
the PeopleSoft application and status is changed to A (for active).

Also, the PeopleSoft connector can maintain PeopleSoft HCM Application
users. This functionality is implemented using the Component Interface
functionality of PeopleSoft. In addition, the connector can capture when
PeopleSoft HCM Application users are created, modified, or deleted using the
the Integration Broker technology.




Chapter 1

All connector functionality was implemented using the integration Broker
capabilities of the PeopleSoft application. As much as possible, all default
messages and message channels provided by the PeopleSoft application are
used. The changes are captured and sent to the Select Identity Web Service,
which handles requests and generates SPML requests that are forwarded to
the Select Identity server. All changes are captured in the real time and sent
immediately. When the Web Service receives a request from the connector, it
parses the request using the XSL file provided with the connector. You can
modify the XML and XSL file to add attributes. However, the defined
attributes should not be removed from the files.

The Enable and Disable Employee functions are provided by using an external
call, which generates disables or enables all Service request for the user in all
Services. This external call is triggered by a modify user request, which uses a
new workflow template that is invokedwhen the EMPL_STATUS attribute
changes from A to S or vice versa.

The Username attribute is required for all users in the Select Identity.
However, there is no Username attribute associated with employee
information in PeopleSoft. This is resolved as follows:

e The user name is the same as the employee ID
< The user name is generated before passing the request to Select Identity

The default XSL file provided with the PeopleSoft connector is configured to
generate the user name using the <FIRST_NAME><LAST_NAME>. You can
edit this file to generate the user name as desired.

Password is also a required field for the user in the Select Identity. The
default password can be generated or hardcoded in the XSL file so that it is
passed to the Select Identity; it can be changed later.

The PeopleSoft connector is packaged in the following files, which are located
in the peoplesoft folder on the Select Identity Connector CD:

e PeopleSoftConnector.rar — contains the binaries for the connector.

e PSEmpSchema.jar — contains the following mapping files, which control
how Select Identity and PeopleSoft fields are mapped to each other:

— PeopeSoftEmp.xml — map the Select Identity fields to the
PeopleSoft fields, which enables Select Identity to provision data in
PeopleSoft HCM systems.




Chapter 1

— PeopleSoftEmp.xsl — maps attributes on the PeopleSoft HCM
server to attributes on the Select Identity server. This file is used by

the agent during reverse synchronization.

e PSUsrSchema.jar — contains the following mapping files:

— PeopleSoftUsr.xml — maps the Select Identity user attributes to

those on the Peoplesoft HCM Application server.

— PeopleSoftUsr.xsl — maps attributes on the PeopleSoft HCM
Application server to attributes on the Select Identity server. This file
is used by the agent during reverse synchronization.

e PSEmpSetup.jar and PSUsrSetup.jar - contains the agent
configuration files for employees and Application users, respectively.

e PSEmpOpAttr.properties and PSUsrOpAttr.properties — contains
the operational attributes required in the SPML request for reverse
synchronization for HRMS employee and user, respectively.

e PSProperties.ini — contains the configuration attributes

e peoplesoftagent.war — contains the files that comprise the

PeopleSoft agent.

System Requirements

The PeopleSoft connector is supported in the following environment:

Select Identity

Version Application Server Database

3.3.1 WebLogic 8.1.4 on Windows 2003 SQL Server 2000
WebLogic 8.1.4 on Red Hat Oracle 9i
Enterprise Linux 3.0
WebLogic 8.1.4 on Solaris 9 Oracle 9i

This connector supports PeopleSoft Human Capital Management, Human

Resouces module, version 8.8 (People Tools version 8.4.5).
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Deploying on the Web Application Server

To install the PeopleSoft connector on the Select Identity server, complete
these steps:

1

© 00 N o

11
12
13
14

15
16

Create a subdirectory in the Select Identity home directory where the
connector’s RAR file will reside. For example, you could create the
C:\Select Identity\connectors folder on Windows. (A connector
subdirectory may already exist.)

Copy the PeopleSoftConnector.rar file from the Select Identity
Connector CD to the connector subdirectory.

Create a schema subdirectory in the Select Identity home directory where
the connector’s mapping file(s) will reside. For example, you could create
the Cc:\Select Identity\schema folder. (This subdirectory may
already exist.)

Extract the contents of the PSEmpSchema.. jar file on the Select Identity
Connector CD to the schema subdirectory. (If you copied the JAR file to
the local system, be sure to remove it after extracting its contents.)

Ensure that the CLASSPATH environment variable in the WebLogic
server startup script references the schema subdirectory.

Start the application server if it is not currently running.
Log on to the WebLogic Server Console.

Navigate to My_domain —Deployments —Connector Modules.
Click Deploy a New Connector Module.

Locate and select the PeopleSoftConnector. rar file from the list. It is
stored in the connector subdirectory.

Click Target Module.
Select the My Server (your server instance) check box.
Click Continue. Review your settings.

Keep all default settings and click Deploy. The Status of Last Action
column should display Success.

Navigate to My_domain —Deployments —Web Application Modules.
Click Deploy a New Web Application Module.
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Locate and select the PeopleSoftAgent .war file from the list. It is
stored in the connector subdirectory.

Click Target Module.
Select the My Server (your server instance) check box.
Click Continue. Review your settings.

Keep all default settings and click Deploy. The Status of Last Action
column should display Success.

Modify the mapping files, if necessary. These files are described in detail
in Understanding the Mapping Files on page 33.

For PeopleSoft Employees
Extract the files from the PSEmpSchema. jar and PSEmpSetup. jar files
to the Select Identity home directory.

Because the attributes in the PeopleSoftEmp.xs1 file are based on
those in the PeopleSoftEmp.xml file, you must modify the
PeopleSoftEmp.xsl file to reflect changes made to these files.

For PeopleSoft Application User
Extract the files from the PSUsrSchema. jar and PSUsrSetup. jar files
to the Select Identity home directory.

Because the attributes in the PeopleSoftUser.xsl file are based on
those in the PeopleSoftUser.xml file, you must modify the
PeopleSoftUser.xsl file to reflect changes made to these files.

For PeopleSoft Employees
Modify the PSEmpOpAttr.properties file to include the corresponding
mapping file name and the resource ID:

urn:trulogica:concero:2.0#resourceType=PeopleSoftEmp
urn:trulogica:concero:2.0#resourceld=<PeopleSoft Empl res ID>

Then, modify PSProperties.ini to include the Select Identity URL. The
SPML request needs to be changed, as in this example:

CONCERO_SERVER URL=http://localhost:7001/1lmz/webservice

For PeopleSoft Application User
Modify the PSUsrOpAttr.properties file to include the corresponding
mapping file name and the resource ID:

urn:trulogica:concero:2.0#resourceType=PeopleSoftUsr

urn:trulogica:concero:2.0#resourceld=<PeopleSoft User res ID>

11
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Then, modify PSProperties.ini to include the Select Identity URL. The
SPML request needs to be changed, as in this example:

CONCERO_SERVER URL=http://localhost:7001/1mz/webservice
Modify this line:
PEOPLESOFT SI USR ADMIN=<PeopleSoft admin user for SI’s use>

where as the Peoplesoft admin user is the user that Select Identity will
use to provision users in the PeopleSoft HCM Application module. This
attribute is introduced to prevent cyclic blocks.

’ It is assumed that the user created for Select Identity will be used
to log in to the PeopleSoft application using the PeopleSoft
connector. If changes are made directly in the Peoplesoft
application using the same login information, the changes will not
be synchronized back to Select Identity and will be ignored (for
cyclic requests).

After installing the connector, refer to Configuring the Connector on page 22
for information about registering and configuring this connector in Select
Identity.

Configuring the PeopleSoft Integration Broker

This sections describes how to configure the PeopleSoft Integration Broker to
enable it to capture employee and Application user changes that are made on
the PeopleSoft resource.

Prerequisites

Ensure that the following prerequisites are met before proceeding:

Obtain a user who has permission on the Integration Broker (People
Tools) and access to the Portal

Ensure that the Default Gateway (Local) is configured with all default
connectors

Make sure the Integration Broker is configured and all related processes
are running

12
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For PeopleSoft HRMS employees only
Verify that the PERSON_DATA channel status is Active and Running
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For a PeopleSoft Application user only
Verify that the USER_PROFILE and DELETE_USER_PROFILE channel
status are Active and Running
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Verify that the user has permission on the PERSON_DATA channel and
the following:

— For a PeopleSoft HRMS employee
Verify that the user has permission on the PERSON_BASIC_SYNC
and WORKFORCE_SYNC messages

— For a PeopleSoft Application user
Verify that the user has permission on the USER_PROFILE and
DELETE_USER_PROFILE messages

) For each message, check the message properties and ensure that
the status is active (by checking the Status checkbox).

Message Properties ﬂ
General Use |
Status Non-Repudiation ‘alidate Structure
[ = IV I~ NR §| IV I~ validate —‘
Message Channel: IFEHEDH,DATA LI
Defautversion.  [VERSION_2 =
—Meszage Viewing / Comection
= se Message Monitor Dialog
 Use Page
Pege
Menu Name: ] =]
Bar Name: I j
Item Name: ] j
Page Name: | =1
Action [eAdd =]
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Configuration Steps

Complete the following steps using the web client to configure the Integration
Broker:

1 Create a node with the following properties and options set:

PeopleSoft.

7 PanpkeTagls :I e Ay
[+ Securily ) )
[ Litiitiss [ Weste Definitions % Conlacs ) Propediss ¥ Corcectors | francacions | Boral
[ Wiy
[ Poiriad N
b Sekreh Enging Mode Mame HF_DEWD_MODE
I Personatzatan
[ Procaas Schedudar
I Cube Wanager ‘Descaiption [H7_DEAD_NODE
& Applicaion Enging
= Infgrinn Brakee MmllLucalHudu'iln
I+ Woniar Lecal Hodo
b Uildas ¥ Artive Hode
e Gendces I Hon Regeaation
- Galewis
Irvagialinn Pt Weizsed “Hode Type |Exdemal =
o
Ralatinnshigs “Suthentication Oplion | Mons ol
- Godeso Grugs
Codezets
- Codeeeyvalus:
[+ REN Server Confguration
I+ Wyt hannal Framework: Hih it | &
I Archive Diats rastor Hodo | o

[- Daila Archive Manager

I Tranalatons uﬂml:ll

I+ EDI Manager &
I Wass Changes: image Name | N
[* Perioemance Mongar Cone St Gronp Hama | G
[ Wty Frodle

[ W&*M copgHode | | Rename Mode | | Demte moge |
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a Click the Connector tab and enter the following values:

PeopleSoft.

ERnEkn =| Hgsw Win i
Parners L
Catalog Managamant
Sel Up HRMS fsode Defnitons | Cenlacls Fropedizs | Commectoes | Transachons Eartal
Enferprise Comganants
Wipekl st Ko Hang HP_DEMO_MODE
Applicaton Disgrestics
Tree Manager oetints |
Reporing Tecls —
FanpkTonls Gty 1D [LOCAL =
Securily Connecior I [HTTFTARGET
[+ Litittias
WarkTiow
[+ Porial
Gaseh Enging [ Froporiies | e Tyge {Desorplion | [
[* Personalizaion “Puggmrhy I “Property Namy Hunuied Walue
I 5
EL“;:*H*H;E;?‘“ 1 [READER 3, [sendUncomprezzes. . B [ o &
[ Applicaian Enging 2 [HTTRFROPERTY (3, [Melhod o F [posT o = =
= Integration Brakss
Wondir 3 |PRIMARTUIRL &, [uRL % F  [dpiob-stpanl? aslapacifc hpgeor 3, [#] [=
b Utiias
uen Semiies
- e B B swe | L4 Ratum i Sesr ||]

For a PeopleSoft HRMS employee

Enter the following for the PRIMARY URL value:
http://ob-stlpool2.asiapacific.hpgcorp.net:7001/
PeopleSoftAgent/PeopleSoftEmpServlet?&siusername=
<siusername>&siuserpasswd=<encrypted siuserpassword>

‘1- To encrypt the password, run encode .bat (on Windows) or encode . sh (on
UNIX), which is provided in the weblogic/keystore subdirectory in the
Select Identity home directory. This utility prompts you for the password to
encrypt and will generate the encrypted password. Be sure to copy the entire
encrypted password in the field, as shown here:

stem32'cmd.exe
i t Windows [Version 5.2.37981
(C>» Copyright 1985-2803 Microsoft Corp.
C:xDocuments and Settingshgadiaprcd C:nsi3d.3.1weblogichkeystore

3.1\uehlog:i.c\keystm-e)encode.hat
enter the ste 1ng to encode :abcl23
enter the string to encode again :ahcl23

Ple

{ENC 1:cfrilGuyl j+aBXEWiloScxPA+PCAUe S2ZULieWBdUbe K/ jGrghab4K0k06Bh InrvND2t kU= jo
GuYe EEDBpUmbllo2dTH1 1 ywhxwEDns ZLFxT4r349U/0/62go PhuJt3C4uY s 8rQk0KpeUng2 I G?bf t Jhul 0|
Bjuk6vwlSgCTS?Rr1Ds =2

C:nzid.3.1sweblogichkeystore

17



2

Chapter 1

For a PeopleSoft HCM Application user

Enter the following for the PRIMARY URL value:
http://ob-stlpool2.asiapacific.hpgcorp.net:7001/
PeopleSoftAgent/PeopleSoftUsrServlet?&siusername=
<siusername>&siuserpasswd=<encrypted siuserpassword>

" Again, to encrypt the password, run encode .bat (on Windows) or
encode . sh (on UNIX), which is provided in the weblogic/keystore
subdirectory in the Select Identity home directory. This utility prompts you
for the password to encrypt and will generate the encrypted password. Be
sure to copy the entire encrypted password in the field, as shown above.

For a PeopleSoft HRMS employee
Create a node transaction for employee personal information. Specify
these properties:

PeopleSoft. S—
= PenpkTonls L
I+ Securify
[ Litiliss Hade Transactions
I Workiow
I Porad v = R Ve
nd an Exsling Value & & Hew alue
I Segech Enging SRR L
[ Personalizafian
b Process Schesddar Haule Maima: [HF_oEMa_roce a
[ Gube Manaper e
I applicaion Enging Effacii Date nanavons i)
e Bk Transaction Ty [Gutbound asmehrenous =
L onfar
I Litias Ranuae] Magaage |PEF!SDN_E-\$ C_EHC a,
- wsu Bendces Rusijiee! Bessans Version: [FERSI0N_1

L et |

= Node Definfione

Also, make sure the transaction is active.
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3 For a PeopleSoft HRMS employee
Create a node transaction for employee job information. Specify the
following properties:

PeopleSoft.

Mode Transactions

[ Eind a0 Exslivng Valugs | Keid a Rew Value

[ Applicabion Disgreshics

[ Tress Manager
[ Reporting Tools Huote Hame: |HP_CENG_HOGE =1
= PaoplksToals [Eremms W
b Sbeurih Effrriboe Date: [EREFITEN
[ Litiitas Transaciinn Typec Cuthnund Asynchronous x
[ workhow . l TR J .-
e Aryuest Massage: [WORKFORGE_SYHE EN
I Seaeth Engine Friurst Massage Version: [ E=SI00_1 S

[ Personalizaton

I Pmtass Schadhdar
[ Cube Manapss

[ Applicadian Enging
= Infegration Brkar

Add

b Maniar Firng an Eeesting Yalus | Add & Mo vaue
b UMiidas

b W¥eh Senites

 Balps

Make sure the transaction is active.

4 For a PeopleSoft HCM Application user
Create a node transaction for user’s personal information. Specify these
properties:

PeopleSoft.

= PanpleToals
I+ Securily
[+ Litidiss
[ Warsdiow
[ Porial
b Sefreh Enging
[ Personalzatan

Mede Transactions

| Eind an ExstingValue | & a Hew Value

I Process Sehaduder Hinila Maine: [HP_cEno_niooe =}
[+ Cube Manager
I applicaion Enging Effaeiie ale: naneInns b
“'m'?‘;':'“ﬂ’““' Transaction Type: [utbound Asmehrerous =]
anfar
b Uliitas Paijus Maggage: [u=zr_PrOFLE a
b Wb Gerdces .
 alewas Rijueet Message Version: VER2I0N_BL a
Ingggrali 1 P il s
Jlrnaniion Boct Ao A
ngnn LT o
- Codese Grougs £ing an Ewisting Value | Add 3 Hew vaie

Also, make sure the transaction is active.
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For a PeopleSoft HCM Application user

Create a node transaction for deleting a user’s information. Specify the

following properties:

PeopleSoft.

= PanpkeToals
I+ Securily
[+ Litidiss
[ Warsdiow
[ Porial
b Sefreh Enging
[ Personalzatan
b Procass Sengddar
[ Gube Manaper
I Applicaiaon Enging
= Integration nikar
P Wonfar
b Utidas
| ab Sendces
- GalEwats
Igeatinn ot Wizsnd
— \nfaqration Point rwer

ngl AT O & Fps

- Cndnerd Groons

Mede Transactions

| Eind an ExstingValue | & a Hew Value

Hoila Mame: [HF_oEMa_roce
Eifiact b D [nanaanos fi
Transaction Type: [Cutbound Asmchreous =]
Faijiies Messaye: [DEL=TE UsER_FROFILE
Ruijies! Bessans Version FERIION_1
A

Find an Exsting Yalue IMH  Mesr Vale

Also, make sure the transaction is active.

Chapter 1
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For a PeopleSoft HCM Application user

Generate the pstools.properties file for the PeopleSoft HCM
installation. To do so, open the configuration manager in your Peoplesoft
Installation as shown below:

g}atonﬁguration Manager 8.45

Startupi Displayl Crystal/Bus. Interlink1 Trace ] W’ukﬂuw] Remote Call’AE | Client Setup  Import/Expart | Frofile I

Export will write current configuration settings to 3
file, Import will read configuration settings from 2
file, ovenwriting current configuration.

2 Export ta a File Impaoit From a File

0K | Cancel | Apply |

Export the configuration to a file and save the file as
pstools.properties. Place this file in the Select Identity home
directory where other configuration file for the connector are kept.
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Configuring the Connector

After you deploy the connector on the application server, you must configure
Select Identity to use the connector by deploying it in the Select Identity
client. The following is an overview of the procedures you must complete to
deploy your connector. It also provides connector-specific information you
must provide when configuring Select Identity to use the connector.

0 Make sure the commons-beanutils.jar and commons-collections-2.0.jar
files reside in the webLogic home/jdk/jre/lib/ext directory (typically
C:\bea\jdk142 05\jre\lib\ext on Windows systems). The connector will not
work if these JAR files are not present.

1 Register the connector with Select Identity by clicking the Deploy New
Connector button on the Connectors home page. Complete this procedure
as described in the “Connectors” chapter of the HP OpenView Select
Identity Administrator Guide.

After you deploy the connector, the connector properties will look similar
to this:

Connector Information

* Connector Marme: FeopleSoftConnecior
* Pool Hame; |eisPeopleSoftCannector
Mappar Available: r
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Chapter 2

Deploy a resource that uses the newly created connector. On the
Resources home page, click the Deploy New Resource button. Enter these

values:

Field Name

Sample Values

Description

Resource Name

PeopleSoftConnector

Name given to the resource. If you
enabled reverse synchronization,
this must be the same as the
value provided for the urn:trulog-
ica:concero:2.0#resourceld
attribute on the agent console.

Resource Type

PeopleSoftHCM

The connector that was deployed
in Step 1 on page 22.

Authoritative
Source

No

Whether this resource is a system
that is considered to be the
authoritative source for user data
in your environment. Specify No if
the connector is not enabled for
reverse synchronization. Specify
Yes if you want to add users
through reverse synchronization.
If the resource is not
authoritative, the resource can
only modify user entitlements
during reverse synchronization.

Associate to

Selected

Whether the system uses the

Group concept of groups. For the
PeopleSoft connector, select this
option.

Host Name Peoplesoft.hp.com The NETBIOS name or IP

address of the PeopleSoft server.

Server Port

9000

'The Jolt port of the PeopleSoft
server.

UserName

PeopleSoftuser

The user name on the Peoplesoft
server, which has access as
described earlier.

User Password

password

The user’s password.
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Field Name Sample Values Description

MappingFile PeopleSoftEmp.xml  The XML mapping file used to
map resource attributes to Select
ldentity attributes.

Symbolic ID Sal The symbolic ID that will be
assigned to the PeopleSoft user
and the user that is created
should have the same value.
Note: This is relevent for
PeopleSoft user only.

isEmployee 'Yes/No Whether the user is an employee.
Specify Yes for PeopleSoft
employee and No for PeopleSoft
IApplication user.

Complete the steps in this procedure as described in the “Resources”
chapter of the HP OpenView Select Identity Administrator Guide. After
you deploy the resource for the PeopleSoft connector, the Basic Info page
of the resource properties will look similar to this:

Resource Information

+Resource Name: PeopleSoftConnectar

Resource Description: PeopleSoft Connector for |-
HCM (HRMS) 5.8 and
Peopletools 8.45 for
Synecronizing Employee

Information] =
*Resource Type: PeopleSoftConnector
+ Authoritative Source: ® ves O No
* Delete User: ® ves ' No
Reconciliation Workflow: | Al
Resaurce Owner: | Al

The Additional Info page will look similar to this:

Resource Information

Resource Mame: FPeopleSaoftConnector

H Manage User

Associate to Group: Iml
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The Access Info page will look similar to this (for a PeopleSoft HRMS
employee):

Resource Access Information

+ Resource Name: PeopleSoftConnector
+ Host Name: sint2.india.hp.com

* Server Port 9000

+ User Name: FS

=

#* User Password:

+ Mapping File: PeopleSoftEmp.xmi
* Symbalic ID: sal
+ isEmployee: Yes

For a PeopleSoft HCM Application user, the Access Info pages will look
similar to this:

Resource Access Information

+ Resource Name: PeopleSoftUser
* Host Name: 16.70.182.125
* Server Port: 9000

* User Name: FS

.

* UserPassword:

* Mapping File: PeopleSofiUserxm|
* Symbaolic 1D: sal
+ isEmployee: Mo

Create attributes that link Select Identity to the connector. For each
mapping in the connector's mapping file, create an attribute using the
Attributes capability on the Select Identity client. Refer to the
“Attributes” chapter in the HP OpenView Select Identity Administrator
Guide for more information.
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For a PeopleSoft HRMS employee, the View Attributes page for the
resource will look similar to this:

<4 < Page |1 of 1 [ b Total Records:38
Hame Min Length Max Length | Attribute Mapped To Authorative
Addrl 1 128 Addrt
Addr2 1 128 Addre2 M
BASE_LAMGUAGE_CD 1 64 Language ]
BIRTHCOUNTRY 1 64 Country M
BIRTHDATE 1 G4 Birthdate N
BusAddr] 1 128 BusAlr M
BushAddr2 1 128 Busiddr2 M
BusCity 1 64 BusCity M
BusCountry 1 G4 BusCountry M
BUSINESS_UNIT 1 64 CostCenter M
BusZip 1 ] BusZip [
Call 1 &4 Phitobile M
City 1 64 City N
COMPANY 1 128 Company M
Country 1 64
DEFTID 1 &4 DEPTID M
Effective Date 1 &4 Effactive Date M
EMAIL_ADDR 1 64 Email M
EMPL_STATUS 1 64 EMPL_STATUS N
EMPL_STATUS_REASON 1 &4 EMP_STATUS_REASOM M
EMPLID 1 64 EmployeelD M
Fax 1 64 Fax M
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Resource Name=PeopleSoftlser

e < Page [1 of 1 & Bb Total Records 26
Name MinLength  Max Length  Attribute Mapped To Authorathe
AlternatellsenD 1 &4 AternatelizarD M
BREmail 1 G4 BbEmail M
BuzEmail 1 &4 BusEmall N
CurrencyCode 1 64 CurrencyCode M
Description 1 &4 Descriplion 7]
EFFDT_FROM 1 54 EFFDT_FROM [0}
EFFCT_TO 1 64 EFFDT_TO I
EMAILID 1 64 Erniail )
EMAILTYPE 1 64 EMAILTYPE I
EMPLID 1 &4 EmployveelD 0
HomeEmmail 1 64 HomeErmall N
Language 1 G4 Language i}
LASTUPDOPRID 1 64 LASTUPDOPRID N
MavigatorHomeP age 1 64 MavigatorHomeFPage M
Password 1 64 Password )
PeoplaSofUzar_EMTITLEMEMTS 1 255 FeopleSotliser_ENTITLEMEMTS ¥
PeopleSofillser_KEY 1 55 FeapleSoftUser_KEY Y
PrimatyEmail 1 &4 PritnaryEmail N
Primary®ermissionList 1 64 PrimaryPermissionList M
ProcessProfile 1 &4 FrocessProfile )
RowSacuritParmissionList 1 &4 RowSecurityPermissionList N
SupenisinglserlD 1 64 SupervisingUserlD il
UserDescriplion 1 &4 UserDescriplion N
UserDalias 1 64 UsgerlDilias M
UserMame 1 64 UserName i

ReconciliationDefaultProcess workflow for the
RECONCILIATION:Add Service and RECONCILIATION:Delete
Service Membership request events. For RECONCILIATION:Add
Service, use the user addition view.

Keep the following in mind when creating the Service:

— When selecting the Business Relationship, choose the

Chapter 2

For a PeopleSoft HCM Application user, the View Attributes page for the
resource will look similar to this:

Create a Service that will use the newly created resource. To do so, click
the Deploy New Service button on the Services home page. Complete this
procedure as described in “Services” of the HP OpenView Select Identity
Administrator Guide. You will reference your new resource created in
Step 2 while creating this service.

In the user addition view, specify mandatory attributes that are

guaranteed to be passed by the reverse synchronization request when
adding a user. If you specify a mandatory attribute that is not passed
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by the resource, the user will be created in Select Identity but reverse
synchronization will not succeed.

— When specifying the context, obtain the value from the add request
issued by the resource. For example, if the context is Country and the
value is US, the <addRequest> element in the reverse synchronization
request should have an attribute called country and a value of US. If
the context attribute is not present in the add user request, the user
will be created in Select Identity but will not be assigned to a Service.

Modify the UserEnableDisableWFExtCall workflow external call, which
disables a user across all Services to which he or she is assigned if the
employee is disabled on the PeopleSoft resource. To do so, select
UserEnableDisableWFExtCal on the External Calls home page then modify
the call:

Home = Exernal Calls = Modify Call : UserEnableDisableVWFExtCall

|M0difythe information as desired for the external call. Click"Save & Continue” when ﬂnished.|

Basic Information

* External Call Mame: UserEnableDisahleWWFExCall
Description: Function to enskble disskle user ;I
depending on a specific
attribue wvalue
[
*Classname: com.trulogica. truaccess. externalcall workflow. Use
Classpath: (Separated by ;|
[

*Call Type: Workflow External Call

*Mumber of Parameters: |5
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Provide the parameter values as follows:

Home = Exernal Calls = Modify Call : UserEnableDisableVWFExtCall

|M0dify parameters as desired for the external call. Click "Submit" when ﬂnished.|

Basic Information

External Call Mame:  UserEnableDisahleWFExtCall
Parameter Name Parametervalue Sensitive

1. |attributeNarne [EMPL_STATUS r
2. [Enablsvalue I r
3. |Disablevalue B i
4. |Useriame |sisa r
. |Passw0rd |uuu I~
6. |Ur| |http:ﬂlocalhost:?DD1flmszehservice r

Modify the TruAccess.properties file to include the new workflow
process that is executed for modify requests containing disabled user
information. Insert the following entry:

truaccess.fixedtemplate.recon modify.<ResourceName>==SI\ User\
Enable\ Disable\ Workflow

Replace <ResourceName> with that of the the PeopleSoft connector that
was created in Step 2 on page 23.

Run the PeopleSoftEmployeeStatus.sgl SQL script provided with
the connector binaries to create a table in the Select Identity database.
This table provides values that will be used to decrypt the status code for
the employee as it changes.
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Create an attribute called EMP_STATUS_ REASON with the following

properties:
+ Affribute Name EMP_STATUS_REASCON
*Identity Object Type User
* Primitive Type String
+ Attribute Type MNormal
+Storage Type normal
Description ;l
=
Default Help Text
* Multi Value Mo
+Min Length 1
* Max Length 64
Value Pattern
+SelfService Permission Updateable
* Default Display Name EMP_STATUS_REASON
Default Display Mask 0
Default Display Length 0
Value Constraint Type Dynamic
Value Constraint Function Search Table
Value Generation Function
Value Validation Function

Provide the following arguments for the attribute:

Attribute Information

Afiribue Mame:  EMP_STATUS_REASON

Argument Information: Constraint Function: Search Table

valuefield: ACTION
query: select ACTION, DESCR fram PS_ACTN_REASOMN_TBL
poolname jdbe/TruAccess

Then, map the attribute to the EMPL_STATUS_REASON attribute on
the PeopleSoft resource.
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Chapter 2

Create the following attributes in Select Identity and map them to the
attributes with similar names on the PeopleSoft resource:

Select Identity Resource
Attribute

PeopleSoft Employee Attribute

UserName UserName
Password Password
BASE_LANGUAGE_CD BASE_LANGUAGE_CD
EMPLID EMPLID
EMAIL_ADDR EMAIL_ADDR
FIRST_NAME FIRST_NAME
MIDDLE_NAME MIDDLE_NAME
LAST_NAME LAST_NAME
NAME_PREFIX NAME_PREFIX
PhBus PhBus

PhRes PhRes

Fax Fax

Effective Date EFFDT

BusCity BusCity
BusAddrl BusAddrl
BusAddr2 BusAddr2
BusZip BusZip
BusCountry BusCountry
Addrl Addrl

Addr2 Addr2
BIRTHCOUNTRY BIRTHCOUNTRY
BIRTHDATE BIRTHDATE

ORIG_HIRE_DT

ORIG_HIRE_DT

EMPL_STATUS

EMPL_STATUS
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Select Identity Resource
Attribute

EMPL_STATUS_REASON

PeopleSoft Employee Attribute
EMPL_STATUS_REASON

SUPERVISOR_ID

SUPERVISOR_ID

DEPTID DEPTID
BUSINESS_UNIT BUSINESS_UNIT
LOCATION LOCATION
COMPANY COMPANY
JOBCODE JOBCODE

State State

Zip Zip

City City

Cell Cell

Country Country
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Understanding the Mapping Files

The PeopleSoft connector is deployed with the following mapping files for
PeopleSoft HRMS employees:

e PeopleSoftEmp.xml
e PeopleSoftEmp.xsl
and the following files for PeopleSoft HCM Application users:
e PeopleSoftUsr.xml
e PeopleSoftUsr.xsl

The XML file maps Select Identity user attributes to attributes on the
PeopleSoft HCM server, which enables Select Identity to send account
additions and modifications to PeopleSoft. If you configured the agent to
support reverse synchronization, you must also configure the
PeopleSoftEmp.xsl Or PeopleSoftUsr.xsl file, which provides a reverse
mapping of the Select Identity and resource fields mapped in the XML file.

When you deploy a resource through the Select Identity Resources pages, you
can review the XML files. You can create attributes that are specific to Select
Identity through the Attributes pages on the Select Identity client. These
attributes can be used to associate Select Identity user accounts with system
resources by mapping them to the connector mapping file described in this
chapter.
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The mapping files do not need to be edited unless you want to map additional
attributes to your resource. If attributes and values are not defined in this
mapping file, they cannot be saved to the resource through Select Identity.
The files are created in XML, according to SPML standards, and are bundled
in a JAR files called PSEmpSchema. jar and PSUsrSchema. jar.

XML Mapping Information

The following sections provide the mapping supported for PeopleSoft. The
Select Identity resource attributes are editable. They reflect the identity
information as seen in Select Identity. The physical resource attributes are
literal attributes of user accounts on PeopleSoft. These attributes cannot be

changed.

For PeopleSoft HRMS Employees

The following are the attribute mappings supported for PeopleSoft HRMS
employees. These are listed in the PeopleSoftEmp.xml mapping file. You
can add, modify, and delete attributes once you are familiar with the contents

of this file.
Select Identity Attribute | PeopleSoft Resource Attribute
UserName UserName
Password Password
BASE_LANGUAGE_CD BASE_LANGUAGE_CD
EMPLID EMPLID
EMAIL_ADDR EMAIL_ADDR
FIRST_NAME FIRST_NAME
MIDDLE_NAME MIDDLE_NAME
LAST_NAME LAST_NAME
NAME_PREFIX NAME_PREFIX
PhBus PhBus
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Select Identity Attribute | PeopleSoft Resource Attribute
. ____________________________________________|

PhRes PhRes

Fax Fax

Effective Date EFFDT
BusCity BusCity
BusAddrl BusAddrl
BusAddr2 BusAddr2
BusZip BusZip
BusCountry BusCountry
Addrl Addrl

Addr2 Addr2
BIRTHCOUNTRY BIRTHCOUNTRY
BIRTHDATE BIRTHDATE

ORIG_HIRE_DT

ORIG_HIRE_DT

EMPL_STATUS

EMPL_STATUS

EMPL_STATUS_REASON

EMPL_STATUS_REASON

SUPERVISOR_ID

SUPERVISOR_ID

DEPTID DEPTID
BUSINESS UNIT BUSINESS UNIT
LOCATION LOCATION
COMPANY COMPANY
JOBCODE JOBCODE

State State

Zip Zip

City City

Cell Cell

Country Country
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For PeopleSoft HCM Application Users

Chapter 3

The following are the attribute mappings supported for PeopleSoft HCM
Application users. These are listed in the PeopleSoftUsr.xml mapping file.
You can add, modify, and delete attributes once you are familiar with the

contents of this file.

Select Identity
Attribute

PeopleSoft Resource
Attribute

Description

UserName OPRID Must be unique
Password Password
Language BASE_LANGUAGE_CD

UserDescription

UserDescription

PrimaryPermissionList

PrimaryPermissionList

RowSecurityPermission-
List

RowSecurityPermission-
List

NavigatorHomePage

NavigatorHomePage

ProcessProfile

ProcessProfile

CurrencyCode

CurrencyCode

UserlIDAlias

UserlIDAlias

Must be unique

AlternateUserlID

AlternateUserlID

SupervisingUserID

SupervisingUserID

EMPLID

EMPLID

EMAILID

EMAILID

Any other type of
email address
created in the
PeopleSoft HCM
Application other
than pre-defined
email types
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Select Identity
Attribute

EMAILTYPE

PeopleSoft Resource
Attribute

EMAILTYPE

Description

Works in tandem
with EMAILID; if a
value is assigned to
EMAILTYPE such as
HOME, BUS,
WORK, or BB,
EMAILTYPE is set to
the email value of the
corresponding type.

PrimaryEmail

PrimaryEmail

Takes the values
HOME, BUS,
WORK, and BB and
makes the
corresponding email
address the primary
email address for the
user; by default, it
sets the value of
EMAILID to OTH
email address and
makes it primary

BusEmail BusEmail Business email
address

WorkEmail WorkEmail Work email address

HomeEmail HomeEmail Home email address

BbEmail BbEmail BlackBerry email
address

EFFDT_FROM EFFDT_FROM

EFFDT_TO EFFDT_TO
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Elements in the XML Mapping Files

Here is an explanation of the format of the XML mapping files.

e <Schema>, <providerID>, and <schemalD>

Provides standard elements for header information.

e <objectClassDefinition>

Defines the actions that can be performed on the specified object as
defined by that name attribute (in the <properties> element block) and
the Select Identity-to-resource field mappings for the object (in the
<memberAttributes> block). For example, the object class definition for
users defines that users can be created, read, updated, deleted, reset, and
expired in Informix.

<properties>

Defines the operations that are supported on the object. This can be
used to control the operations that are performed through Select
Identity. The following operations can be controlled:

Create (CREATE)

Read (READ)

Update (UPDATE)

Delete (DELETE)

Enable (ENABLE)

Disable (DISABLE)

Reset password (RESET_PASSWORD)
Change password (CHANGE_PASSWORD)
Assign entitlements (LINK)

Unassign entitlements (UNLINK)
Retrieve entitlements (GETALL)
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The operation is assigned as the name of the <attr> element and
access to the operation is assigned to a corresponding <value>
element. You can set the values as follows:

— true — the operation is supported by the connector

— false — the operation is not supported by the connector and will
throw a permission exception

— bypass — the operation is not supported by the connector but will
not throw an exception; the operation is simply bypassed

Here is an example:

<objectClassDefinition name="User" description="User"s>

<propertiess>

<attr name="GETCHILDREN" >
<valuestrue</values>

</attrs>

<attr name="DELETE">
<valuestrue</value>

</attr>

<attr name="EXPIREPASSWORD" >
<values>false</values>

</attrs>

<attr name="GETALL">
<valuestrue</value>

</attr>

<memberAttributes>

Defines the attribute mappings. This element contains
<attributeDefinitionReference> elements that describe the mapping
for each attribute. Each <attributeDefinitionReference> can be
followed by an <attributeDefinition> element that specifies details
such as minimum length, maximum length, and so on.

Each <attributeDefinitionReference> element contains the following
attributes:

— Name — the name of the reference.

— Required— if this attribute is required in the provisioning (set to
true or false).
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— Concero:tafield — the name of the Select Identity resource
attribute. In general, the attribute assigned to tafield should be
the same as the physical resource attribute, or at least the
connector attribute. For example, it is recommended to have the
following:

<attributeDefinitionReference name="FirstName"
required="false" concero:tafield="[givenname]"
concero:resfield="UserName" concero:init="true"
concero:isMulti="true"/>

instead of this:

<attributeDefinitionReference name="FirstName"
required="false" concero:tafield="[FirstName]"
concero:resfield="UserName" concero:init="true"
concero:isMulti="true"/>

— Concero:resfield — the name of the physical resource attribute
from the resource schema. If the resource does not support an
explicit schema (such as UNIX), this can be a tag field that
indicates a resource attribute mapping.

Also, the attribute name may be case-sensitive; for example, if the
attribute is defined in all uppercase letters on the resource, be
sure to specify it in all uppercase letters here.

— Concero:isKey — An optional attribute that, when set to true,
specifies that this is the key field to identify the object on the
resource. Only one <attributeDefinitionReference> can be
specified where isKey="true". This key field does not need to be
the same as the key field of the identity object in Select Identity.

Note that for a key field mapping where isKey="true” and tafield
is not assigned the UserName attribute, UserName should not be
used in any other mapping. That is, UserName can be assigned to
tafield only in cases where it is mapped to the key field in the
resource. Example:

<attributeDefinitionReference name="UserName"
required="true" concero:tafield="[UserName]"
concero:resfield="uid" concero:isKey="true"
concero:init="true"/>

— Concero:init — An optional attribute that identifies that the
attribute is initialized with the value of the attribute passed in
from Select Identity.
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Here is an example:

<memberAttributes>
<attributeDefinitionReference name="ATTR UserName"
required="true" concero:tafield="UserName"
concero:resfield="[x user name] [USER NAME] [] [VARCHAR] "
concero:isKey="true" concero:init="true"/>

The interpretation of the mapping between the connector field (as
specified by the Concero:tafield attribute) and the resource field (as
specified by the Concero:resfield attribute) is determined by the
connector. The Informix connector has code to interpret the mappings
in one way, as follows:

— The connector attribute names are specified in tafield. The value
of attribute xyz is taken from the UserModel during provisioning.

— Composite attributes can be specified in the Informix connector
mapping file. To do this, specify attrl {xxxx} attr2 as the connector
attribute. This specifies that the value of the attrl and attr2
attributes should be combined with the string xxxx to form a
mapping for the specified resource field. The Informix connector
has code to handle these composite mappings.

You must specify static text (strings) in composite attributes
withn brackets ({ }). Also, if no string separates two connector
attributes, you must add a space that is within brackets, like this:
attrl{ }attr2.

<attributeDefinition>

Defines the properties of each object’s attribute. For example, the
attribute definition for the Directory attribute defines that it must be
between one and 50 characters in length and can contain the following
letters, numbers, and characters: a-z, A-Z, 0-9, @, +, and a space.

Here is an example:

<attributeDefinition name="ATTR ResponsibilityKey"
description="Responsibility Key" type="xsd:string" >

<propertiess
<attr name="minLength">
<values>l</value>
</attrs>
<attr name="maxLength"s>
<value>128</value>
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</attr>

<attr name="pattern">
<value><! [CDATA[ [a-2zA-Z0-9@] +]]> </value>

</attrs>

</properties>
</attributeDefinitions>

e <concero:entitlementMappingDefinition>
Defines how entitlements are mapped to users.
e <concero:objectStatus>
Defines how to assign status to a user.
e <concero:relationshipDefinition>

Defines how to create relationships between users.

Elements in the XSL Reverse Mapping File

If the agent is installed on the resource and you wish to enable reverse
synchronization, you must configure the PeopleSoftEmp.xsl file to map all
attributes that are specified in the XML mapping file.

For each resource attribute, you must define a corresponding Select Identity
attribute, which defines the attribute in Select Identity to which the resource
attribute is mapped. The XSL code translates all of the resource attribute
names to lowercase for easier comparison. Then, the resource attribute
(employeeid in this example) is mapped to the Select Identity attribute
EmployeelD.

<xsl:when test="$SATTRNAME = 'EMPLID'">
<xsl:call-template name="AttributeBuilder"s>
<xsl:with-param name="DSMLELEMENT" select="$DSMLELEMENT"/>
<xsl:with-param name="ATTRNAME" select="'EMPLID'"/>
<xsl:with-param name="ATTRVALUE" select="$SATTRVALUE"/>
<xsl:with-param name="MODIFYFLAG" select="SMODIFYFLAG"/>
</xsl:call-template>
</xsl:when>
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Uninstalling the Connector

If you need to uninstall a connector from Select Identity, make sure that the
following are performed:

= All resource dependencies are removed.

= The connector is deleted through the Connectors home page on the Select
Identity client.

Uninstalling the Connector from WebLogic

Perform the following to delete the PeopleSoft connector
(PeopleSoftConnector.rar) from the Select Identity server:

1 Log on to the WebLogic Server Console.

2 Navigate to My_Domain —Deployments —Connector Modules.

3 Click the delete icon next to the connector that you want to uninstall.
4  Click Yes to confirm the deletion.
5

Click Continue.
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Uninstalling the Agent

Perform the following to delete the PeopleSoft agent
(PeopleSoftAgent .war) from the Select Identity server:

1
2
3

Log on to the WebLogic Server Console.
Navigate to My_Domain —Deployments —Web Application Modules.

Click the delete icon next to the web application
(PeopleSoftAgent .war) that you want to uninstall.

Click Yes to confirm the deletion.

Click Continue.
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