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Understanding the Connector

The Domino connector enables HP OpenView Select Identity to manage user
data in IBM Lotus Notes/Domino systems. This connector is a two-way
connector and pushes changes made to user data in the Select Identity
database to the target Domino server. It also enables the agent on the Domino
server to send password updates back to Select Identity. This is called
reverse synchronization. The mapping files, which are included with the
connector, control how Select Identity fields are mapped to Domino fields.

The Domino connector supports provisioning the following for users on the
Domino server:

= Access levels
= Entitlements
= Roles

= User groups

The following describes how the connector works for each provisioning
operations:

e Adding a User—
This functionality adds a user on the Domino server. You can set all of the
attributes in the Domino server for the user; this is controlled through
configuration of the mapping file.
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An ID file is required for the user to log on to the Domino server using the
Notes client. When a Domino administrator creates a user on the Domino
Administrator Console, he or she must manually send the ID file to the
user. The Domino connector has automated this process.

When the user is created, the ID file is mailed to the user’s mailbox (as
specified by the default mail account in Domino server). If an alternative
email address is specified for the user (by mapping the AItEmailAddress
attribute in the mapping file), the ID file is also mailed to that address. If
the AIltEmailAddress value is not provided in the mapping file, the
connector searches for the value in the Properties.ini file, which is
installed with the connector’s agent on the Domino server. See page 47 for
a description of the mapping file attribute, or see Step 1 on page 31 for a
description of this property in the Properties.ini file.

Also, when creating users in Select Identity that will be provisioned on a
Domino server, keep the following guidelines in mind:

— The Domino server allows only one ACCESS LEVEL to be specified for
a user at a time. Therefore, when creating users in Select Identity,
specify only one access level.

— ENTITLEMENT, ROLE, and Group are multivalue components of the
entitlement (for example, a user can belong to zero or more of these
attributes). Therefore, you can select any combination of these
components when creating the user.

Modifying a User—
The connector can modify all the attributes on the Domino server except
for the UserID and Password attributes.

Also, when changing user entitlements in Select Identity for users who are
provisioned in Domino, make sure you select only one ACCESS LEVEL.
(You may want to remove the ACCESS LEVEL previously selected before
adding a new one.)

Disable Service Membership—
This removes all entitlements assigned to the user by the Select Identity
Service on the Domino server.

Enable Service Membership—
This restores all entitlements removed by the Disable Service
Membership functionality.

Delete Service Membership—
This removes user from the Domino server.




Chapter 1

Disable All Services—

This functionality disables the user in all Select Identity Services to which
he or she is provisioned. This prevents he user from logging in to the
Domino server.

Enable All Services—

This restores and enables the user for all Services disabled by Disable All
Service. On the Domino server, the user can log on to the system once the
action completes.

Reset Password—

The Domino connector can manage HTTP passwords only; only changes to
the user’'s HTTP password are synchronized with Select Identity. This
function resets the user's HTTP password, and the user must specify this
new password while using the Notes Web Interface.

The Notes client uses ID files, which are provided by the administrator,
that have different passwords in them. However, users can log in to their
mailboxex using their old passwords. You can prevent this by setting the
"Check passwords on Notes IDs" property to YES in the server security
settings.

To enable password verification for Notes users, you must enable
password verification for users and servers:

a Make sure that the Administration Process is set up on the server and
that you have at least Author access and the User Modifier role in the
Domino Directory.

b From the Domino Administrator, click the People & Groups tab using a
network connection to the Domino Directory.

¢ Select each Person document for which you want to enable password
checking.

d Choose Actions - Set Password Fields, then click Yes to continue.

e Select Check password.

10
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f  Complete these fields, then click OK:

Field

Required change
Interval

Enter

Number of days during which users must
provide a new password. The default is 0,
which does not require users to change their
passwords and ignores any entry in the
Grace period field.

Grace period

Number of days after a required change
interval that users have to change their
passwords. The default is 0, which allows
users an unlimited amount of time to change
their passwords after the change interval
expires. A value between 3 and 7 days is
recommended.

g Complete the following to enable password verification on each server
with which these users authenticate:

— Click the Configuration tab and open each Server document.

— Click the Security tab.

— In the "Check passwords on Notes IDs" field, select Enabled.

To disable password verification for an individual user, complete the
following steps. When you disable password verification for a user,
Domino does not check passwords for the user even if password
verification is enabled for the server.

a From the Domino Administrator, click the People & Groups tab using a
network connection to the Domino Directory.

b  Select each Person document for which you want to disable password

verification.

¢ Choose Actions - Set Password Fields, then click Yes to continue.

d Select Don't check password, then click OK.

11
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To disable password verification for a server, complete these steps. When
you disable password verification for a server, Domino does not check
passwords for any users who access the server, even if the user has
password verification enabled.

a From the Domino Administrator, click the Configuration tab and open
the Server document.

b Click the Security tab.

¢ Inthe "Check passwords on Notes IDs" field, select Disabled.

12



Installing the Connector

The Domino connector is packaged in the following files:
e DominoConnector.rar — contains the binaries for the connector
e Dominoschema.jar — contains the following mapping files:

— dominouser.properties — maps the Select Identity user
attributes to those on the Domino server

— dominogroup.properties — maps the Select Identity group
attributes to those on the Domino server; note that group provisioning
is not currently supported, though this file must be extracted during
installation

— domino.xsl - maps attributes on the Domino server to attributes on
the Select Identity server. This file is used by the agent during reverse
synchronization.

e Manual DominoSetup.zip — contains the files for the Domino agent on
Windows platforms

e Manual DominoSetup.tar — contains the files for the agent on Solaris
platforms

e DominoSetup.zip — contains the GUI-based installer for the agent on
Windows platforms

13
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e DominoSetup.tar — contains the GUI-based installer for the agent on
Solaris platforms

e PasswordSync 5 0 X.zip — contains the template file for Domino
5.0.x on Windows

e PasswordSync 5 0 X.tar — contains the template file for Domino
5.0.x on Solaris

e PasswordSync 6 5 1.zip — contains the template file for Domino
6.5.x on Windows

e PasswordSync 6 5 1.tar — contains the template file for Domino 6.x
on Solaris

These files are located in the Domino directory on the Select Identity
Connector CD.

System Requirements

The Domino connector is supported in the following environment:

Select Identity

Version Application Server Database

3.0.2 WebLogic 8.1.2 on Windows 2003 SQL Server 2000
WebLogic 8.1.2 on Solaris 9 Oracle 9i
WebLogic 8.1.2 on HP-UX 11i Oracle 9i

3.3 WebLogic 8.1.4 on Solaris 9 Oracle 9i
WebLogic 8.1.4 on Red Hat SQL Server 2000
Enterprise Linux 3.0

3.3.1 WebLogic 8.1.4 on Windows 2003 SQL Server 2000
WebSphere 5.1.1 on HP-UX 11i Oracle 9i

Also, the J2SE Developer Kit (JDK) version 1.4 must be installed on the
application server.

14
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The Domino connector and agent are supported in the following environment:

Domino 5.0.8 on Windows 2000

Domino 5.0.10 on Windows 2000

Domino 6.0.3 on Solaris 9

Domino 6.5.1 on Windows 2000 and Solaris 9

The Domino connector is internationalized and able to operate with languages
that are supported by the Java Unicode specification. If you wish to use the
connector on non-English platforms, make sure that the following
prerequisites are met:

The Select Identity server should be configured for internationalization.
Refer to the HP OpenView Select Identity Installation and Configuration
Guide for more information.

The resource should be configured to support local language characters.

See Internationalization Support on page 58 for more information.

Deploying on the Web Application Server

To install the Domino connector on the Select Identity server, complete these
steps:

1

Create a subdirectory in the Select Identity home directory where the
connector’s RAR file will reside. For example, you could create the
C:\Select Identity\connectors folder on Windows. (A connector
subdirectory may already exist.)

Copy the DominoConnector. rar file from the Select Identity Connector
CD to the connector subdirectory.

Create a schema subdirectory in the Select Identity home directory where
the connector’s mapping file(s) will reside. For example, you could create
the C:\Select Identity\schema folder. (This subdirectory may
already exist.)

Extract the contents of the Dominoschema. jar file (on the Select
Identity Connector CD) to the schema subdirectory.

15
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Ensure that the CLASSPATH environment variable in the WebLogic
server startup script references the schema subdirectory.

Start the application server if it is not currently running.
Log on to the WebLogic Server Console.

Navigate to My_domain —Deployments —Connector Modules.
Click Deploy a New Connector Module.

Locate and select the DominoConnector. rar file from the list. It is
stored in the connector subdirectory.

Click Target Module.
Select the My Server (your server instance) check box.
Click Continue. Review your settings.

Keep all default settings and click Deploy. The Status of Last Action
column should display Success.

Modify the mapping files as needed. The mapping files are described in
Understanding the Mapping Files on page 45.

To configure reverse synchronization on the server, extract the
domino.xsl file from the Dominoschema. jar file to the Select Identity
home directory. This file maps user attributes on the Windows server to
attributes in Select Identity.

Because the attributes in the domino.xs1 file are based on those in the
dominouser.properties and dominogroup.properties files, you
must modify the domino.xs1 file to reflect changes made to these files
(Step 15).

After installation, refer to Configuring the Connector on page 58 for
information about registering and configuring the connector in Select
Identity.

16
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Installing the Agent on the Domino Server

This is an agent-based connector. The agent is a suite of Services and support
files deployed on the resource. The following procedures are provided in this
section:

Configuring Domino Security Settings on page 18 — Enables reverse
synchronization; this must be performed before installing the agent

Installing the Agent on Windows on page 21 — Installs the agent (using a
wizard or manually) on Windows

Installing the Agent on Solaris on page 26 — Installs the agent (using a
wizard or manually) on Solaris

Configuring the Agent on page 31 — Provides settings in the agent’s
configuration files; you must perform this procedure

Configuring the Reverse Synchronization Agent in Domino on page 33 —
Configures Domino to use the reverse synchronization feature of the agent

Configuring Password Synchronization in Domino 5.0.x on page 38 —
Enables reverse (password) synchronization for Domino 5.0.x; this must
be performed after the agent is installed

Configuring Password Synchronization in Domino 6.x on page 40 —
Enables reverse (password) synchronization for Domino 6.x; this must be
performed after the agent is installed

Upgrading Users’ Mail Templates on page 42 — Enables Domino to use
the new template file for all new users, which is necessary for reverse
synchronization, then provides procedures to migrate existing users to the
new template

Changing Passwords Using the Web Client on page 43 — Provides a
procedure to enables users to synchronize user passwords with the Select
Identity server.

Starting the Agent on page 44 — Provides the command to start the agent
on Windows and Solaris

17
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Configuring Domino Security Settings

The following procedure describes how to configure security settings on the
Domino server (versions 5.0.8, 5.0.10, and 6.5.1) running on Windows or
Solaris. You must complete these steps to run the agent, which is Java-based,
for reverse synchronization.

1
2
3

Verify that the Domino server is running.
Launch the Domino Administrator.

Modify the security settings for the server, as follows:

Select View —Server —Other. The Other dialog is displayed.

[ServerConnectons =] 0k

Server\Deny Access Groups
Server\Domaing

Server\External Domain Netvarl: Infoemation
Server'File Iderkifications

Server\Holidays

ServeriLicenzes

Serveribailin Databases and Rescuces
Serveribail Uzers
Serveribetworks

Select Server/Servers from the list and click OK. The Domino Address
Book - Server/Servers dialog is displayed.

Click Edit Server.
Select the Security tab.

Navigate to the Server Access section on the Security tab and select
the users listed in all trusted directories option. In the And section, select
the account (server_name/domain_name).

If you are running Domino 5.0.8 and 5.0.10, locate the Agents
Restriction section of the Security tab and edit the following settings
to include the Administrator account and Server account
(server_name/domain_name) on the Domino server:

— Run personal agents
— Run restricted LotusScript/Java agents

— Run unrestricted LotusScript/Java agents

18
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— Run restricted Java/JavaScript/COM
— Run unrestricted Java/JavaScript/COM

The following illustrates the Domino 5.0.x security settings:

T Save and Doze 5 Web..
SERVER. ps0b 76iParsistent

. TootonToT
1o T
’ 1o 1ok

Basics | Secusity | Ports | Server Tasks | tntnrnet Protocols | MTas | wiscan T jonal Logaing |
Conpare Motes bk kit 0 veg @) Ho e sarves sulhectication. Mt name varisions wih ko
againzt those storedin i
Direclony
liow arcngrous Mobes O ez @ Ho
comectons

Crwech pasawcrds an Heles L Erabind 08 Disatled
1Dz

Oy sl siives acvest o ©y Aihss s saiver

saats bebedin s Quweciogy, ) =

ECERiE e ] Fou hiogh ]

ol actass v = ot cang ]

Crealn rew datsbases = Dieatinatory sbovesd: T ak

Creali rephca databasiee =

Howedte we modos___ =]

Hlol alomed 1o use mondois =y

Eckvieacte e sermi foma - =)

browser

Plun pevzcnal agents T T—— Tomcedicied | oS et o)
Flun rzacied peISTE Persterd = Fun raesticied PP P e
LotusSeapeilas agenls: daadlavaipUTOM;

Fun urvesiicied T pelaTEPerssient 1 =

LohuSoaptAlavs agents.

If you are running Domino 6.5.1 on Windows, locate the
Programmability Restrictions section of the Security tab and edit the
following settings to include the Administrator account and Server
account (server_name/domain_name) on the Domino server:

— Run Unrestricted methods and operations

— Run Restricted Lotus script/Java Agents

4 Modify the preferred Notes . ini settings, as follows:

a

b

Select View —Server —Other. The Other dialog is displayed.

Server\Connections: =] Ok
Server\Deny Access Groups
Server\Domains Cancel
Server\External Domain Netvarl: Infoemation

Server'File Iderkifications

Server\Holidays

ServeriLicenzes

Serveribailin Databases and Rescuces

Serveribail Uzers

Serveribetworks

5

.
Servertv'3 Stats and Events =l

Select Server/Servers from the list and click OK. The Domino Address
Book - Server/Servers dialog is displayed.

19
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Select Configuration —Servers —Configurations.
Select the server name.

Click Edit Configuration.

Click the NOTES.INI Settings tab.

Click Set/Modify Parameters.

Specify 1 as the value of
AGMR_DOCUPDATEAGENTMININTERVAL and click Next (on 5.x)
or Add (on 6.x).

Specify 1 as the value of AGMR_DOCUPDATEEVENTDELAY and
click Next (on 5.x) or Add (on 6.x).

Lotus Motes ﬁ
J(‘j Sesver Configuation Parameters aF; I
£ 4MGR_DOCLIPDATEAGENTHININTERVAL=1 Carced I
e ["MGR_DOCUPDATEEVENTDELAY T
Vel |I | Clear

Help:
Speciies He: delay bme (in minutes) tat Agent Manages schedues a
doctanant update iggered sgant aller 3 document update event The
defauk vale is 5 mrubes.

Click OK to close the dialog.

Save your settings and close the Other dialog.

20
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5 To set access control settings, which enable the connector to perform
operations related to roles and entitlements, complete these steps:

a Select File —Database —Access Control. The Access Control List
dialog is displayed.

| Accass Control List

Last change: ps057E on 08/25/2004 00:35:52 PM
According to; Perzistant

Admirsstration Server:

" Hone

& Server. ||J$U'\‘_1'5J'Pclsi$|en| :J
|Do ok modify Reader o Author fiekds j

Thiz database’s ficcezs Control List will automabicaly be updsted
when the Administration Process is un on the server chosen abonve,
See Help for mone mboemation.

I™ Enforce a consistent Accass Control List acioss al replicas of this databasze

Lock Up Uizer Types for Unzpexified' Usars I

Masimum Irkemet name & password

Pressing this button wil peiform an addiess book look up foe each
user in the Access Control List who i fizted 22 an Unspecihed’ user
type. IF thez niamne is found, e approprizte user lype [e.g. Server,
Peisan, elc.] wil be setin the ACL

o]

Cancel |

bk |

b  Click Advanced on the left side of the dialog.

c Select Manager from the Maximum Internet name & password
drop-down list.

d Click OK to close the dialog.

Installing the Agent on Windows

You can install the agent using the installation wizard or by manually copying

files to the server.

After you install the agent on Windows, the following folders and files are

available:

install dir\

install dir\bin\

startDominoApp.cmd
dominoapp.jar

connagents.jar

Starts the agent.

The main application
JAR file. This file is
included in the
CLASSPATH.

The JAR file containing
the Domino agents.

21



install dir\config\

install dir\lib\

commons-logging.
properties

log4j .properties

commons-logging.jar

log4j-1.2.8.jar

xercesImpl.jar

xmlParserAPIs.jar

Chapter 2

The configuration file for
the logging libraries in
commons-logging. jar.
This file is included in
the CLASSPATH.

The configuration file for
the logging libraries in
log4j-1.4.8.jar. This
file is included in the
CLASSPATH.

Logging libraries. This
file is included in the
CLASSPATH.

Logging libraries. This
file is included in the
CLASSPATH.

Xerces XML parser
libraries. This file is
included in the
CLASSPATH.

Xerces XML parser
libraries. This file is
included in the
CLASSPATH.

22
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Complete the following steps to run the installation wizard, which installs the

agent:
1 Extract install.exe from the DominoSetup.zip (for Windows) or
DominoSetup.tar (for UNIX) file.
2 Run the installation wizard (install.exe). The following dialog
displays:
‘2 HP Resource Side Adaptors - Domino Connector =101 %]
Introduction
o =
mmim duction o ra Installanywhere will guide you through the installation of
% Ghiotee Install Rolder Doming_Connectar.
L Cliopee DD"]'_"‘::' Folder It is strongly recomrmended that you guit all programs befare
< |Lie ChooseshortoutFolder continuing with this installation.
e Pre-Installafion Surmmary _
ey et K| S| Click the ™ext' buiton to proceed to the next screen. ITyvou want to
] e AL A change something on a previous screen, click the ‘Pravious' button.
*|4ad Inetall Cormplete
- ® T X You may cancel this installation at anytime by clicking the ‘Cancel®
sy button.
3 Click Next to proceed.
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4 Select the mode of installation, then click Next.

Typical

The most common application features will be installed. This
option is recommendad for most users.

Minimal
Only required application featurezwill be installad. This option iz
recommendad only for useswith limited diskspace.

Custom
Chooze thiz aption to customize the featuras to be installed.

al
[2)

pecify an installation directory, then click Next.

ource Side Adaptors - Domino Connector. r::E[ L—E

Where Would You Like to Install?

CProgram FliesHP Resowce Side Adsptors\Domino_Conrector

24



6 Provide the location to the Notes. jar file, then click Next.

7  Specify where the product icons will be installed, then click Next.

‘2 HP Resource Side Adaptors - Domino Connector =101 %]
Choose...
5 7

Introduction Searching for Files Matching: Motes.jar

Choose Install Folder Please make your own selection.

[ choose Domina Folder
“lhis ChO]JSE! StioroutFolter

L P I[ffon Sutnman
SIS netdiing,. o
L] [ - 3 Please Choose a FileFolder:
M Lae Instgll Complete

L ¥, TRels : Chlatus'\Daominotlotes f&r

e “
R B Restare Detault File Chooze... l

‘2 HP Resource Side Adaptors - Domino Connector =101 %]
' Choose Shortcut Folder
§ o
Introduction o e Where would you like to create product icons?
Chogss Install Folder © Inanew Program Group: [ Desning_Conecton
Chagse Doming Falder
m Chaose Shnr‘t'c_u:t Folder 7 In an existing Program Group: Iﬂwessories d
o B IEfOR SURmAR. | € Inthe Start benu
B T

S et Commplete!
. i

7 On the Desktop

7 Inthe Guick Laurich Bar

% Other:  |tesource Side Adaptors'Doming_Cornectar Choose...

7 Dartt creste icons

[T Create lcons for All Users

Chapter 2

Verify the pre-installation summary. If you wish to make changes, click

Previous and edit the chosen options. To install the agent, click Install.

When the installation wizard completes, click Done on the Install

Complete dialog to close the installation program.
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Manual Installation

Perform the following to install the agent on Windows:

1 Edit the CLASSPATH environment variable to append the installation
folder of the Domino server and the location of the Notes . jar file. Also,
ensure that the bin folder of the JDK is included in the PATH
environment variable.

For example, if the Domino server is installed in C:\Lotus and the JDK
resides in C:\jdk141 05, the CLASSPATH variable should include the
following:

C:\Lotus\Domino\Notes.jar;C:\Lotus\Domino;
C:\jdk141_05\bin;

2 Copy the DominoAgent . zip file from the Select Identity Connector CD to
a folder on the Domino server.

3 Extract the Dominoagent. zip file to a folder where you wish to install
the Domino agent. A folder named DominoAgent is created.

4 Move the Properties.ini and opAttributes.properties files from
the DominoAgent\config folder to the installation folder of the Domino
server (such as C:\Lotus\Domino).

Installing the Agent on Solaris

You can install the agent using the installation wizard or by manually copying
files to the server.

After you install the agent on Solaris, the following directory structure and
files are available:

install dir/ startDominoApp.sh Starts the agent.
install dir/bin/ dominoapp.jar The main application
JAR file. This file is
included in the
CLASSPATH.
connagents.jar The JAR file containing
the Domino agents.
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install dir/config/

install dir/1ib/

commons-logging.
properties

log4j.properties

commons-logging.jar

log4j-1.2.8.jar

xercesImpl.jar

xmlParserAPIs.jar

Installation Using the Wizard

Chapter 2

The configuration file for
the logging libraries in
commons-logging.jar.
This file is included in
the CLASSPATH.

The configuration file for
the logging libraries in
log4j-1.4.8.jar. This
file is included in the
CLASSPATH.

Logging libraries. This
file is included in the
CLASSPATH.

Logging libraries. This
file is included in the
CLASSPATH.

Xerces XML parser
libraries. This file is
included in the
CLASSPATH.

Xerces XML parser
libraries. This file is
included in the
CLASSPATH.

Complete the following steps to run the installation wizard, which installs the

agent:

1 Export the display from the Solaris system to any Windows system.

2 Run the installation wizard (install.bin), which is located in the
CDROM_Installers/Diskl/InstData/Solaris/NoVM directory on the
CD. The Introduction dialog displays.

3 Click Next to proceed.

4 Select the mode of installation, then click Next.
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Specify an installation directory, then click Next.

Whers bould You Like to Install?
/HP_Resource_Side_Adaptors/Domino_Cornector

Searching for Files Matching: Motes, jar
Pleass make your own selection,

Please Choose a File/Folder:
| #opt/10tus/domino/notes, jar
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10

Provide the location to the Notes. ini file, then click Next.
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Select the location of the Domino binaries, then click Next.
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fopt/lotus/notes/latest/sunspas jum/bin
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Repeat Search
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Verify the pre-installation summary. If you wish to make changes, click
Previous and edit the chosen options. To install the agent, click Install.

When the installation wizard completes, click Done on the Install

Complete dialog to close the installation program.
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Manual Installation

Complete the following steps to install the agent on the Domino server:

1

Log on to the Solaris system as the same user who installed the Domino
server.

Export the CLASSPATH environment variable and ensure that it includes
the path to the Domino installation directory, the path to the Notes. jar
file, and the path to the JDK bin directory.

For example, if Domino is installed in /usr/lotus and the JDK resides
in /usr/jdk141 05, the CLASSPATH variable will include the
following:

/usr/lotus/Domino/Notes.jar: /usr/lotus/Domino: /usr/
jdk141_05/bin:

Copy the Manual DominoSetup.zip (on Windows) or
Manual DominoSetup.tar (on UNIX) file from the Select Identity
Connector CD to a directory on the Domino server.

Extract the contents of the file, which creates the required directory
structure.

Move the Properties.ini and opAttributes.properties files from
the directory to the Domino Data Directory, which is typically /usr/
lotus/notesdata or /lotus/notesdata
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Configuring the Agent

Chapter 2

Complete the following steps to configure the agent after installation:

1 Modify the Properties.ini file to configure the agent with the
necessary access information. This file resides in the Domino Data
Directory. The following table describes the properties to set in the file:

Property Default Description

PORT 5002 The port number on which
the agent will be listening for
requests.

CHECK_LOGIN true Whether the agent should
verify the logon credentials
with the Domino server.

CONCERO_ http:// URL to the Web Service on

SERVER_URL myserver:7001/Imz/ | the Select ldentity server,

webservice which listens for reverse

notifications. Typically, the
format of the URL is
http://server:port/Imz/
webservice.

AltEmailAddress

CN=Administrator
/O=Domain

The administrator’s email
address. When a user is
added, the ID files will be
emailed to this account if the
user model does not have this

property.

MAX_LOGIN_
RETRIES

Number of retries for the
entering logon credentials.

DATABASE_
NAME

Names.nsf

Database name for reverse
notification. The modification
details are retrieved from
this database.
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Here are the contents of an example Properties.ini file:

PORT=5003

CHECK_LOGIN=true

CONCERO_SERVER URL=http://domino_svrl:7001/1lmz/webservice
AltEmailAddress=CN=Administrator/O=Domain

MAX_ LOGIN RETRIES=3

DATABASE_NAME:NameS.nSf

Modify the opAttributes.properties file, which provides operational
attributes that are sent to the Select Identity server during reverse
synchronization requests. This file also resides in the Domino Data
Directory. The file must contain the following:

< Logon credentials —
Set the urn:oasis:names:tc:SPML:1:0#UserIDAndOrDomainName
and urn:trulogica:concero:2.0#password keys to provide the user name
and password need to authenticate with the Select Identity server.

e The name of the Domino resource in Select Identity —
Set the urn:trulogica:concero:2.0#resourceld key to the name of the
Domino resource.

= The reverse synchronization key —
Set the urn:trulogica:concero:2.0#reverseSync key to true.

= The reverse synchronization type —
Set the urn:trulogica:concero:2.0# reverseType to domino. This is the
name of the XSL file (domino.xs1, without the .xsl extension), which
provides reverse mappings for the agent to send data back to Select
Identity (reverse synchronization).

Here are contents of an example opAttributes.properties file:

urn:oasis:names:tc:SPML:1:0#UserIDAndOrDomainName=sisa
urn:trulogica:concero:2.0#password=abcl23
urn:trulogica:concero:2.0#resourceld=Domino510
urn:trulogica:concero:2.0#freverseSync=true
urn:trulogica:concero:2.0#reverseType=domino

On Windows:

Edit the startDominoApp . cmd file to replace the $domino_home string
with the absolute path to the folder containing the Notes. jar file. For
example, this file might reside in C: \Lotus\Domino.

On Solaris:
Edit the 1log4j .properties file, which resides in the config
subdirectory of the installation directory, to replace the
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<DOMINO_AGENT _INSTALL_PATH> string with the absolute path to
the agent’s installation directory (where the contents of the
DominoAgent . tar file where extracted).

5 On Solaris:

Edit the startDominoApp. sh file to ensure that the following variables
are set according to the Domino server installation:

Variable

DOMINO_LIBRARY
_PATH

Default Value

/var/lotus/notes/
65010/sunspa

Description

Location of the Domino
libraries (including
Notes.jar)

DOMINO_JAVA

/var/lotus/bin

Location of the Java

_PATH executable used by Domino
NOTES DATA /usr/local/notesdata Location of the Notes
_DIRECTORY components (such as
Notes.ini)
COMMANAGER /export/home/notes/ Location of the directory
_PATH Select_ldentity where the contents of the

DominoAgent . tar file
where extracted

6 On Solaris:

Copy connagent . jar from DominoAgent /bin to the system where the
Domino Administration client is installed.

Configuring the Reverse Synchronization Agent in Domino

The following sections provide instructions to configure Domino to use the
agent for reverse synchronization.

On Domino 5.0.x

Complete the following steps to create an Add/Modify agent in Domino:

1 Launch the Lotus Domino Designer.

2 Open the Domain Address Book database by completing these steps:

a Select File —Database —Open.
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Enter the following information:

Server: Choose the server, which is typically
machineName/D\domainName (local is the default).

Database: Specify Domino Address Book.

File: Specify names.nsf (you can browse to install dir\Data\

Names.nsf).

Locate Agents and select Create a New Agent.

Provide the following information:

Name: Specify TLAgent or any name.

Shared Agent: Leave this unchecked.

When should this Agent run on: Select If Documents Have Been Created or
Modified?.

Imported Java: Select Action —Run, then provide this information:

Click Import Class Files.
Enable Archive in Show Files.

Browse to the folder where the resource-side components are
installed.

Under the bin folder, select connagent . jar and click Add/Replace
Files.
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— Enter the base class for Add/Modify Agent as [com/trulogica/
domino/connagents/AddModifyHandler.class].

Vefine Java Agent Files i 21x
ailable Java Files Cunert Agent Files |
Biowse Local Fiing System v]  Basechss | |
Base drsctory L \Latus'Notes\Data fm

& S help
8 Zmodems
8 Enames ft

B T quickstart

B waz

Add/Reglece A1 | pddiReplce Flels) mp| e | A ~| |

Show filetypes [~ A T
W Bachive

5 Save and close the window.
6 Ensure that the agent is enabled.
Complete the following steps to create a Delete agent:

1 Open the Administration Requests (5) database (such as admin4 .nsf in
Domino Designer).

2 Locate Agents and select Create a New Agent.
3 Provide the following information:
Name: Specify DeleteAgent Or any name.
Shared Agent: Leave this option unchecked.

When should this Agent run on: Select If Documents Have Been Created or
Modified?.

Imported Java: Select Action —Run, then provide this information:

— Click Import Class Files.

— Enable Archive in Show Files.

— Browse to the folder where the resource-side adapter is installed.

— In the bin folder, select connagent . jar and click Add/Replace Files.

— Enter the base class for Delete agent as [com/trulogica/domino/
connagents/DeleteEventHandler.class].
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Save and close the window.

Ensure that the agent is enabled.

On Domino 6.x

Complete the following steps to create an Add/Modify agent in Domino:

1
2

Launch the Lotus Domino Designer.

Open the Domain Address Book database by completing these steps:

a

b

Select File —Database —Open.
Enter the following information:

Server: Choose the server, which is typically
machineName/D\domainName (local is the default).

Database: Specify Domino Address Book.

File: Specify names.nsf (you can browse to install dir\Data\
Names.nsf).

Locate Shared Code, then click Agent —New Agent.

Provide the following information:

On the first tab:

Name: Specify any name.

Trigger: Select On Event.

Runtime: Select After Documents are created and modified.

On the second tab:

Set runtime security level: Select (2) Allow restricted operations.

Default Access for Viewing and running the agent: Select All readers
and above enabled.

Imported Java: Select Action —Run, then provide the following
information:

Click Import Class Files.
Enable Archive in Show Files.

Browse to the folder where the resource-side components are
installed.
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— In the bin folder, select connagent . jar and click Add/Replace Files.

— Enter the base class for Add/Modify Agent as [com/trulogica/
domino/connagents/AddModifyHandler.class].

Agent hd = 7 X Agent - LB & 1
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f|3
|
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5 Save and close the window.
6 Ensure that the agent is enabled.
Complete the following steps to create a Delete agent:

1 Open the Admin Requests (6) database (such as admin4 .nsf in Domino
Designer).

2 In Recent Databases' for the selected database, locate Shared Code, then
click click Agent —New Agent.

3 Provide the following information:
— On the first tab:
Name: Specify DeleteAgent or any name.
Trigger: Select On Event.
Runtime: Select After Documents are created and modified.
— On the second tab:
Set runtime security level: Select (2) Allow restricted operations.

Default Access for Viewing and running the agent: Select All readers
and above enabled.

Imported Java: Select Action —Run, then provide the following
information:

— Click Import Class Files.
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Enable Archive in Show Files.
Browse to the folder where the resource-side adapter is installed.
In the bin folder, select connagent . jar and click Add/Replace Files.

Enter the base class for Delete agent as [com/trulogica/domino/
connagents/DeleteEventHandler.class].

Save and close the agent.

Ens

ure that the DeleteAgent is enabled.

Configuring Password Synchronization in Domino 5.0.x

The following procedure configures the agent installed on the Domino 5.0.8
and 5.0.10 server, enabling the agent to perform password synchronization.

1

Rep

lace the Form5 . nsf file that resides in the \Domino\Data\iNotes

folder with the Form5 . nsf file provided by Select Identity. The new

For
or p

>»

m5 . nsf file is packaged in PasswordSync 5 0 X.zip (for Windows)
asswordSync 5 0 X.tar (for UNIX) on the CD.

If the Form5 .nsf file that resides in \Domino\Data\iNotes was
previously modified by an administrator, contact your HP
OpenView Select Identity representative. Replacing this file with
the one provided by Select Identity will overwrite the changes.

Start the Domino server by selecting Start —Programs —Lotus

App

Lau
App

Ope

lications —Lotus Domino Server.

nch Domino Designer by selecting Start —Programs —Lotus
lications —Lotus Domino Designer.

n the iNotesMail and C&S template.

Select File »Database —Open. This displays the Open Database dialog.

Enter the following information on this dialog:

For Server, enter local.
For Database, enter iNotes Mail and C&S.

Ensure that iNotes5.nsf is listed in the Filename field.

Select View —Agents, which displays the agent dialog.

Clic

k New Agent.
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Provide the following information in the dialog:
— Specify any name, such as TAPassAgent, in the Name field.
— Select the Shared option.

— Select Manual from agent list for the When should this Agent run on?
setting.

— Select runonce at command for the Which document should it act on?
setting.

— Select Imported Java from the Action drop-down list, then provide this
information:

— Click Import Class Files.
— Enable Archive in Show Files.

— Browse to the agent’s installation folder, select connagents.jar, and
click Add/Replace Files.

— Set the base class to [com/trulogica/domino/connagents/
PwChange.class].

Save the settings and close the dialog.
On the agent window, enable Web Agent.

Ensure that the Runtime Security Level option is set to 2. Allow restricted
Operations.

Close Domino Designer.
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Configuring Password Synchronization in Domino 6.x

Complete the following steps to configure the Select Identity agent in Domino
6.0.8 or 6.5.1:

1

Replace the Form5 .nsf and Formé . nsf files that reside in the
\Domino\Data\iNotes folder with the Form5.nsf and Formé .nsf files
provided by Select Identity. The new files are packaged in
PasswordSync 6 5 1.zip (for Windows) or

PasswordSync 6 5 1.tar (for UNIX) on the CD.

’ If the FormX.nsf£ file that resides in \Domino\Data\iNotes was
previously modified by an administrator, contact your HP
OpenView Select Identity representative. Replacing this file with
the one provided by Select Identity will overwrite the changes.

Launch Domino Designer by selecting Start —Programs —Lotus
Applications —Lotus Domino Designer.

Open the Domain Address Book database by selecting File —Database —
Open. The Open Database dialog is displayed.

Enter the following information:

— Choose the correct server (typically machine_name/domain_name)
from the Server list.

— Select iNotes Web Access (R5) from the Database list if using the
Forms5 template, or select Domino Web Access (6) if using the Forms6
template.

— Ensure that iNotes5.nt£ is specified in the Filename field if using
the Form5 template, or ensure that iNotes6 .nt£ is specified if using
the Form6 template.

Select Recent Databases —Shared Code —Agents —New Agent. The Agent
properties dialog is displayed.

Enter the following information:

— On the first tab:
— Specify any name, such as TAPassAgent, in the Name field.
— Select the Shared option.
— Select On Event for the Trigger setting.
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level setting.

On the second tab:

Select None for the Target setting.

Select the Run as web user option.

Select Agent List Selection for the Runtime setting.

Viewing and running the agent setting.

The following illustrates the settings:
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Select Imported Java from the Action drop-down list, then provide this

information:

Click Import Class Files.

Enable Archive in Show Files.

click Add/Replace Files.

PwChange.class].

Close Domino Designer.

Browse to the agent’s installation folder, select connagents.jar, and

Set the base class to [com/trulogica/domino/connagents/
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Upgrading Users’ Mail Templates

To enable Domino to use the new template file for all new users, edit the
Notes. ini file located in C:\Lotus\Domino to change the
DefaultMailTemplate entry. Replace mail50.ntf with the name of the
iNotes template (iNotes5.ntf or iNotes6.ntf). Therefore, the entry will
look like this:

DefaultMailTemplate=iNotes6.ntf

Then, perform the procedures in this section only if you have created users on
the Domino server using Select Identity prior to configuring Domino to use the
new template (iNotes5.ntf or iNotes6.ntf).

Activating password synchronization for Domino users requires that the users
migrate to the new (modified) iNotes template. They must also use the iNotes
Web Interface to change their Internet password. There are two ways to
migrate the user mail template; however, user interaction is required
whichever method is used.

Administrator Initiated Upgrade

As the Administrator, you can perform the following steps to initiate the
migration of legacy users to the new iNotes template:

1 Open the Domino Administrator.

2 Select the users to migrate from the People list.

3 Right-click and select Upgrade. A new form is displayed.
4  Click the Software Distribution tab.
5

In the New mail template file name field, enter the path to the new iNotes
template provided by Select Identity (iNotes5.ntf if using iNotes 5 on
Domino 5.0.x or Domino 6.x or iNotesé6 .ntf if using iNotes 6 on Domino
6.X).

6 Send the mail.

7 Inform the user of the following steps, which he or she must perform after
receiving the email:

— Open the Notes mail client.
— Open the mail received from the administrator.

— Click the Upgrade button. This initiates the upgrade process.
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— Provide the Notes ID password when prompted.

The user’s mailbox will be migrated to the new iNotes template.

User Initiated Upgrade

Users can perform the following steps to migrate their mailboxes to the new
iNotes template. Instruct the users to perform the following steps:

1 Open his or her mailbox using the Notes client program.

2  Select File —Database —Replace Design, then select the Template Server
to the Domino Server.

3 Select the Show Advanced templates option.
4  Complete one of the following steps based on the version of Domino:

— If using iNotes 5 on Domino 5.x, select iNotes Mail and C&S from the
list. iNotes5.ntf is displayed next to the About button.

— If using iNotes 5 on Domino 6., select iNotes Web Access.
iNotes5.ntf is displayed next to the About button.

— If using iNotes 6 on Domino 6.x, select Domino Web Access.
iNotesé6 .ntf is displayed next to the About button.

5 Click the Replace button to migrate the mailbox to the selected iNotes
template.

Changing Passwords Using the Web Client

After you configure the default user template (by replacing iNotes5.ntf or
iNotes6 .ntf), users can perform the following steps to synchronize their
passwords with the Select Identity server. Instruct your users to log on to the
iNotes Web Access interface and change their passwords, enabling Domino to
save the new Internet passwords. Before sending this procedure to users,
substitute your values for variables in the procedure, such as the Domino
server name.
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Provide the following steps to your users:
1 Launch Internet Explorer and load the following URL.:
http://domino server name/mail/lusername.nsf

where username is the user’'s name in Domino/Notes. The Network
Password page is then displayed.

2 Enter your user name (short name) and Password. The iNotes Web Access
page is displayed.

3 Click Preferences.

4  Click Save and Close to close the Preferences page. You are returned to the
iNotes Web Access page.

5 Again, click Preferences.
6 Click Change under Change Internet Password.

7 On the Change Password dialog, enter your old password and a new
password. Then, close the dialog.

8 Close the Preferences page.

9 Click Logout to log out of the iNotes Web Access pages.

Starting the Agent

On Windows:

Start the agent by entering startDominoApp . cmd from a Command Prompt.
When prompted, provide the Domino Administrator’s user name and
password. To stop the agent at any time, enter Exit in the Command Prompt
window running the agent.

On Solaris:
Start the agent by running the following command from the command line:

sh startDominoApp.sh

When prompted, provide the Domino Administrator’s user name and
password.
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Understanding the Mapping Files

The Domino connector is deployed with the following mapping files, which
map user and group account additions and modifications from Select Identity
to the Domino server (forward mapping):

e dominouser.properties
e dominogroup.properties
These files contain the attributes required by the resource.

In addition, the Domino connector provides the domino.xs1 file, which maps
attributes in Domino to those in Select Identity (reverse mapping). Configure
this file if you wish to support reserve synchronization.

When you deploy a resource through the Resources pages on the Select
Identity client, you can review these files.

Note that the dominogroup.properties file is installed with the Domino
connector and must be present on the system, but group provisioning is not
supported at this time.

You can create attributes that are specific to Select Identity using the
Attributes pages on the Select Identity client. You can then use these
attributes to associate Select Identity user accounts with system resources by
mapping the attributes in the mapping files described in this chapter. This

45



Chapter 3

process becomes necessary because, for example, a single attribute
“username” can have a different definition on three different resources, such
as “login” for UNIX, “UID” for a database, and “userID” on a Windows server.

User Attributes

You do not need to edit the dominouser.properties file unless you want to
map additional attributes to your resource. If attributes and values are not
defined in the mapping files, they cannot be saved to the resource through
Select Identity. The dominouser.properties file is a text file that maps
each Select Identity user attribute to an attribute on the resource; the
attributes are delimited by |. Consider this excerpt:

UserId|UserId

The Select Identity user attribute is named Userld and it is mapped to the
Userld attribute on the Domino resource. In this case, the attributes have the
same name, though often they do not.

Attributes can be concatenated. The attribute names and the separators must
not contain the | delimiter. For concatenation, the format is as follows:

[<SI Attributes]<separator>[<SI Attributes] |<Resource Attributes
as in this example:
[addrl] [addr2] |HomePostalAddress

where addrl and addr2 are attributes in Select Identity. They are
concatenated to form the value of the HomePostalAddress attribute on the
resource. A space is used as a separator between the two Select Identity
attributes.

The dominouser.properties file provides the mandatory mappings that
must be configured for Select Identity to provision users on the Domino
server. The primary key is Userld; this Domino attribute must be mapped to a
Select Identity attribute in order for user information to be stored on the
Domino server. It should be the first entry in dominouser.properties.

You can edit the Select Identity resource attributes; they reflect the identity
information as seen in Select Identity. The physical resource attributes are
literal attributes of user accounts on Domino. These attributes cannot be
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changed. The following table provides a list of all Domino attributes that you
can map if you wish to provision users with this information. Here is a
description of the columns provided in the table:

= Select Identity Resource Attribute— The attribute used by the
Domino connector, as defined in the mapping file.

e Domino User Attribute — The attribute name on the Domino server.

e Label on Domino Ul — The name of the property on the Domino Ul that
corresponds to the attribute on the Domino server.

< Description — A description of the attribute and any noteworthy
information needed when assigning values to the attribute.

The mandatory attributes that are mapped by default are noted.

Select Identity

(on the Basics
tab)

Resource Domino User Label on
Attribute Attribute Domino Ul Description
Userld Userld Short name/ Primary key for the
UserlD connector, and this is
(on the Basics a mandatory
tab) attribute.
Password Password (not available in | This is a mandatory
ul) attribute.
AltEmail AltEmail (not available in | An alternative email
Address Address ul) address where Select
Identity will send the
user’s ID file.
FirstName FirstName First name
(on the Basics
tab)
Middlelnitial Middlelnitial Middle initial
(on the Basics
tab)
LastName LastName Last name
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Select Identity
Resource
Attribute

Title

Domino User
Attribute

Title

Label on
Domino Ul

Personal title
(on the Basics
tab)

Description

JobTitle

JobTitle

Job title
(in Work Details
on the Work tab)

CompanyName

CompanyName

Company
(in Work Details
on the Work tab)

Manager

Manager

Manager
(in Work Details
on the Work tab)

OfficePhone
Number

OfficePhone
Number

Office phone
(in Work Details
on the Work tab)

CellPhone
Number

CellPhone
Number

Cell phone
(in Work Details
on the Work tab)

OfficeCity

OfficeCity

City

(in Company
Information on
the Work tab)

OfficeState

OfficeState

State/Province
(in Company
Information on
the Work tab)

City

City

City
(on the Home
tab)

State

State

State/province
(on the Home
tab)
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Select Identity
Resource
Attribute

Domino User
Attribute

Label on
Domino Ul

Description

Zip Zip Zip/postal code
(on the Home
tab)

HomePostal HomePostal Street address

Address Address (on the Home
tab)

HomePhone PhoneNumber Home phone

Number (on the Home
tab)

Comment Comment Comment
(on the
Miscellaneous
tab)

(not mapped by Suffix Generational

default) qualifier
(on the Basics
tab)

(not mapped by CheckPassword Boolean for

default) Change Password
(on the Basics
tab)

(not mapped by MailSystem Mail System

default) (on the Mail tab)

(not mapped by MailDomain Domain

default) (on the Mail tab)

(not mapped by MailServer Mail Server

default) (on the Mail tab)

(not mapped by MailFile Mail file

default) (on the Mail tab)

(not mapped by MailAddress Forwarding

default) address

(on the Mail tab)
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Select Identity
Resource
Attribute

Domino User
Attribute

Label on
Domino Ul

Description

(not mapped by Internet Internet address
default) Address (on the Mail tab)
(not mapped by Message Format
default) Storage preference for
incoming mail
(on the Mail tab)
(not mapped by Encrypt Encryptincoming
default) IncomingMail mail
(on the Mail tab)
(not mapped by ccMail CC Mail Location
default) Location (on the Mail tab)
(not mapped by ccMailUser CC Mail
default) Name Username
(on the Mail tab)
(not mapped by Department Department
default) (in Work Details
on the Work tab)
(not mapped by EmployeelD Employee ID
default) (in Work Details
on the Work tab)
(not mapped by Location Location
default) (in Work Details
on the Work tab)
(not mapped by | OfficeFAX FAX phone
default) PhoneNumber (in Work Details

on the Work tab)

(not mapped by
default)

PhoneNumber_6

Pager number
(in Work Details
on the Work tab)

(not mapped by
default)

Assistant

Assistant
(in Work Details
on the Work tab)
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Select Identity

Resource Domino User Label on
Attribute Attribute Domino Ul Description
(not mapped by OfficeStreet Street address
default) Address (in Company
Information on
the Work tab)
(not mapped by OfficezIP Zip/postal code
default) (in Company
Information on
the Work tab)
(not mapped by OfficeCountry Country
default) (in Company
Information on
the Work tab)
(not mapped by OfficeNumber Office Number
default) (in Company
Information on
the Work tab)
(not mapped by Country Country
default) (on the Home
tab)
(not mapped by HomeFAXPhone | FAX phone
default) Number (on the Home
tab)
(not mapped by Spouse Spouse
default) (on the Home
tab)
(not mapped by Children Children
default) (on the Home
tab)
(not mapped by PersonallD Personal ranking

default)

(on the Corporate
Hierarchy
Information tab)
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Select Identity

Resource Domino User Label on
Attribute Attribute Domino Ul Description
(not mapped by x400Address Other X.400
default) address
(on the
Miscellaneous
tab)
(not mapped by Calendar Calendar domain
default) Domain (on the
Miscellaneous
tab)
(not mapped by | WebSite Web page
default) (on the
Miscellaneous
tab)
(not mapped by PublicKey Notes certified
default) public key
(on the Notes
Certificates tab)
(not mapped by Certificate Internet
default) certificate
(on the Internet
Certificates tab)
(not mapped by Owner Owners
default) (on the
Administration
tab)
(not mapped by | AltFullName Alternate
default) FullName
(on the

Administration
tab)
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Select Identity

Resource Domino User Label on
Attribute Attribute Domino Ul Description
(not mapped by | AltFullName Alternate
default) Sort FullName Sort
(on the
Administration
tab)
(not mapped by LocalAdmin Administrators
default) (on the
Administration
tab)
(not mapped by Password Password digest
default) Digest (on the
Administration
tab)
(not mapped by Password Password Change
default) ChangeDate date
(on the
Administration
tab)
(not mapped by Password Password Change
default) Change Interval
Interval (on the
Administration
tab)
(not mapped by PasswordGrace Password Change
default) Period Grace Period
(on the
Administration
tab)
(not mapped by | ClientType Notes client
default) license
(on the

Administration
tab)
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Select Identity
Resource
Attribute

(not mapped by
default)

Domino User
Attribute

Profiles

Label on
Domino Ul

Setup profile(s)
(on the
Administration
tab)

Description

(not mapped by

AvailableFor

Foreign directory

default) DirSync synch allowed
(on the
Administration
tab)

(not mapped by NetUserName Network account

default)

name
(on the
Administration
tab)

(not mapped by
default)

ProposedAlt
CommonName

Proposed
alternate
common name
(on the
Administration
tab)

(not mapped by
default)

ProposedAlt
OrgUnit

Proposed
alternate unique
organizational
unit

(on the
Administration
tab)
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Select Identity
Resource
Attribute

Domino User
Attribute

Label on
Domino Ul

Description

(not mapped by Proposed Proposed
default) AltFull alternate name
NamelLanguage | language
(on the
Administration
tab)
(not mapped by Sametime Sametime server
default) Server (on the

Administration
tab)

Reverse Synchronization

The agent can send changes made to user attributes on the Domino server to
the Select Identity server. The agent sends an SPML request to the Select
Identity server that contains the attribute changes. The names of the
attributes in the SPML request are defined by Domino. To transform the
attribute names to Select Identity attribute names, the request is parsed by
Select Identity using the domino.xs1 file.

The dominouser .properties file contains generic Domino attributes that
are typically used when a user is created. As described above, you can
configure this file to include or exclude attributes. Any addition or deletion of
attributes in dominouser.properties must also be made in domino.xsl.

Each block in domino.xsl corresponds with each attribute entry in
dominouser.properties.

If the following mapping is added to dominouser.properties:

SI RESOURCE ATTRIBUTE | DOMINO ATTRIBUTE

You must add the following block to domino.xs1:

<xsl:when test="$SATTRNAME ='DOMINO _ATTRIBUTE' ">
<xsl:call-template name="AttributeBuilder">

<xsl:with-param name="DSMLELEMENT" select="$DSMLELEMENT"/>

<xsl:with-param name="ATTRNAME" select=""'
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SI RESOURCE ATTRIBUTE' "/>
<xsl:with-param name="ATTRVALUE" select="$SATTRVALUE"/>
<xsl:with-param name="MODIFYFLAG" select="SMODIFYFLAG"/>
</xsl:call-template>
</xsl:when>

where DOMINO_ATTRIBUTE represents the attribute passed from the
Domino server and SI_RESOURCE_ATTRIBUTE represents the attribute
defined by Select Identity and displayed in the resource attributes list.

Note that the XSL file is case sensitive; attributes must be specified exactly as
they exist in Select Identity and on the resource. For example, if the mail
attribute is defined in Domino, you must specify mail, not Mail or MAIL, and
so on.

The following is an example. The mail attribute is added to
dominouser.properties, as follows:

Email mail
Then, the following block is added to domino.xs1:

<xsl:when test="$ATTRNAME = 'mail'">
<xsl:call-template name="AttributeBuilder">
<xsl:with-param name="DSMLELEMENT" select="$DSMLELEMENT"/>
<xsl:with-param name="ATTRNAME" select="'Email'"/>
<xsl:with-param name="ATTRVALUE" select="$ATTRVALUE"/>
<xsl:with-param name="MODIFYFLAG" select="$MODIFYFLAG"/>
</xsl:call-template>
</xsl:when>

where mail represents the attribute passed from the Domino server and
Email represents the attribute in Select Identity.

For composite attributes defined in the dominouser.properties file, such
as [First Name] [Last Name], you must provide two attribute name-value
pairs in the domino.xs1 file. For example, for the following entry in
dominouser.properties:

[First Name] [Last Name] |displayname
The XSL file must contain the following:

<xsl:when test="$SATTRNAME = 'displayname'">
<xsl:choose>
<xsl:when test="contains (SATTRVALUE, ' ')">
<!-- First Name is before space char -->
<xsl:call-template name="AttributeBuilder"s>
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<xsl:with-param name="DSMLELEMENT" select="$DSMLELEMENT"/>
<xsl:with-param name="ATTRNAME" select="'First Name'"/>
<xsl:with-param name="ATTRVALUE"
select="substring-before ($SATTRVALUE, ' ')"/>
<xsl:with-param name="MODIFYFLAG" select="$MODIFYFLAG"/>
</xsl:call-template>
<!-- Last Name is after space char -->
<xsl:call-template name="AttributeBuilder"s>
<xsl:with-param name="DSMLELEMENT" select="$DSMLELEMENT"/>
<xsl:with-param name="ATTRNAME" select="'Last Name'"/>
<xsl:with-param name="ATTRVALUE"
select="gubstring-after (SATTRVALUE, ' ')"/>
<xsl:with-param name="MODIFYFLAG" select="SMODIFYFLAG"/>
</xsl:call-template>
</xsl:when>
<xsl:otherwises
<!-- If no space, take the whole string as First Name -->
<xsl:call-template name="AttributeBuilder"s>
<xsl:with-param name="DSMLELEMENT" select="$DSMLELEMENT"/>
<xsl:with-param name="ATTRNAME" select="'First Name'"/>
<xsl:with-param name="ATTRVALUE" select="$SATTRVALUE"/>
<xsl:with-param name="MODIFYFLAG" select="SMODIFYFLAG"/>
</xsl:call-template>
</xsl:otherwises>
</xsl:choose>
</xsl:whens>
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Configuring the Connector

After you deploy the connector on the application server, you must configure
Select Identity to use the connector by deploying it in the Select Identity
client. The following provides an overview of the procedures you must
complete in order to deploy your connector. It also provides connector-specific
information you must provide when configuring Select Identity to use the
connector.

Internationalization Support

If you installed the connector on non-English platforms, familiarize yourself
with the information in this section before deploying and configuring the
connector. Internationalization support provided by the connector includes
the following capabilities and limitations:

< When entering user attributes to provision (in the Select Identity client),
you can enter local language characters except for the following
attributes:

— UserName
— Password

— Email
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The following shows Chinese characters used in attribute values:

HPEt

Firsthame g

UserMame OraEvfio3

Fassword FEEE Mo expiration ]

GUID E18A27CA-CEBE-4FE0-11DD-363488491677
Email yileizhana@hp.com

Business Fhone null

Home Phone null

Address 1 bt

Country chEABC

Gen_Ora_l18M_KEY QraBEvf003

Reverse synchronization of local language characters is supported. When
provisioning users on the LDAP resource, you can enter local language
characters as input data. These characters are reconciled with Select
Identity through SPML communication. However, the following user
attributes must contain English characters:

— UserName
— Password
— Email

The attribute names on the resource cannot contain non-English
characters. Thus, you cannot include non-English characters in the
mapping file. The following shows attributes contained in a mapping file;
only English attribute names are shown.

Resource Name=Gen_Ora_l18N

WAR[T b BiEFH0
Mame Min Length | Max Length | Attribute Mapped To Authorative
|address lo 255 | Addrt M
Country o 255 | Country M
Ehdail i} 255 |Email I
Firstame | 255 | Firstiame M
Gen_Ora_l18M_ENTITLEMENTS 1 255 | Gen_Cra_l18M_ENTITLEMENTS i
Gen_Cra_l18M_KEY " 255 | Gen_Cra_l18M_KEY b
Password o 255 | Passward N
FhoOffice i} 285 FhBus I
Useriame |a 285 |UserMame M
phHome o 255 |PhHome M

Non-English entitlements are not supported by the connector.
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All configuration and property file names must be in English.
The exception messages from the resource are in English only.
The log messages are in English only.

The Select Identity resource name, which is included in the reverse
synchronization configuration of the agent, must be in English.

Connector Deployment

Complete the following steps to deploy and configure the connector:

1

Register the connector with Select Identity by clicking the Deploy New
Connector button on the Connectors home page. Complete this procedure
as described in the “Connectors” chapter of the HP OpenView Select
Identity Administrator Guide.

After you deploy the connector, the connector properties will look similar
to this:

Home = Connectors = Wiew Connector : DominoConnector

Connector Information

* Connector Mame: DominoConnector

*Poal Mame: eis/DominoConnector

Deploy a resource that uses the newly created connector. On the
Resources home page, click the Deploy New Resource button. When
configuring the resource, refer to the following table for parameters
specific to this connector:

Field Name Sample Values Description

Resource Name [Domino_server Name given to the resource.

Resource Type |[Domino The connector that was
deployed in Step 1.
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Field Name

Sample Values

Description

Authoritative
Source

No

Whether this resource is a
system that is considered to
be the authoritative source for
user data in your
environment. You must
specify No because the
connector cannot synchronize
account data with the Select
Identity server.

Associate to
Group

Selected

Whether the system uses the
concept of groups. For this
connector, select this option.

Server Name

PSO111

The NETBIOS name or IP
address of the Domino server.

Agent Port

5003

The port on which the agent is
running on the Domino
server.

UserName

Administrator

Administrative account on the
Domino server.

Password

Password123

Internet password
corresponding to the
administrative account.

Notes Base Dir

On Windows:
C:\Lotus\Notes\Data
On UNIX:
usr/local/notesdata

The Notes data directory.
User ID files are created here.

Domino
Certifier ID File

On Windows:
C:\Lotus\Domino\data\
cert.id

On UNIX:
usr/local/notesdata/
cert.id

The Certifier ID that is used
to provision users. Note that
Domino servers support
hierarchical Certifiers.
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Field Name Sample Values Description

Domino Certpassword 'The password corresponding

Certifier ID to the specified Certifier.

Password

Address Book names.nsf The Domino Address Book on

DB File which all operations are to be
performed.

Complete the steps in this procedure as described in the “Resources”
chapter of the HP OpenView Select Identity Administrator Guide. After
you deploy the resource for the connector, the Basic Info page of the
resource properties will look similar to this:

Resource Information

*Resource Name: DominoGatw
Reszource Description: -
dominog
resource on windows
6.5.1 £lntz
=
+Resource Type: DominoConnectar
* Authoritative Source: fes
*Delete User: fes
Reconciliation Workflow: ReconciliationDefaultProcess
Resource Owner: sisa
*Resource |d: 1414

The Additional Info page will look similar to this:

Resource Information

Resource Mame: DiominoGatw

] Manage User

Associate to Group: 2
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The Access Info page will look similar to this:

Resource Access Information

*Resource Mame: DominoBatw

* Server Mame: 16.70.184.247

* Agent Port: 5001

* Lsamama: hip

* Passward: rseiod

* Motes Base Dir: c/LotusiMotesiData

* Damina Certifier 1D File: cflotusfdominofdatafcert.id
* Diomino Certifier 10 Password: —

* Address Book DB File: names.nsf

Create attributes that link Select Identity to the connector. For each
mapping in the connector’'s mapping file, create an attribute using the
Attributes capability on the Select Identity client. Refer to the
“Attributes” chapter in the HP OpenView Select Identity Administrator
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Guide for more information. After you create the attributes for the
connector, the View Attributes page for the resource will look similar to
this:

{Resource Name=Domino651w)

44 4 Pagel1— of 1 & BP Total Records:22
Mame Min Length Mazx Length Attribute Mapped To Authorative
| AltEmailAddress ] 255 Email M
| CellPhoneMumber 1] 285 Fhhtohile M
City i} 255 City M
Comment 1] 255 Comment M
| CompanyMame o 2585 Company M
|Domino&&1w_EMTITLEMENTS 1 285 DominoBsTw_EMTITLEMENTS ¥
DaominoGaw_KEY 1 255 DominoBatw_KEY Iy
| FirstMame il 2585 Firstiame M
{HomePhoneMumber o 2585 FhHome M
|homePostalAddress 1] 285 HomePostalAddress M
JohTitle i} 255 JohTitle M
|LastMame 1] 255 LastMame M
manager o 2585 manager M
| Middlelnitial i} 285 Middlelnitial i
| OfficeCity ] 255 OfficeCity I
| OfficePhoneMurmber 1] 255 FhBus M
| OfficeState ] 255 OfficeState M
| Password 1] 285 Fassword M
| State i} 255 State M
Title i} 285 Title ¥
| Userld 0 285 Userklame M
| Zip i} 285 Zip I

Create a Service that will use the newly created resource. To do so, click
the Deploy New Service button on the Services home page. Complete this
procedure as described in “Services” of the HP OpenView Select Identity
Administrator Guide. You will reference your new resource created in
Step 2 while creating this service.

If you are enabling reverse synchronization, configure the Service as
follows:

— When selecting the Business Relationship, choose the
ReconciliationDefaultProcess workflow for the
RECONCILIATION:Add Service and RECONCILIATION:Delete
Service Membership request events. For RECONCILIATION:Add
Service, use the user addition view.
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In the user addition view, specify mandatory attributes that are
guaranteed to be passed by the reverse synchronization request when
adding a user. If you specify a mandatory attribute that is not passed
by the resource, the user will be created in Select Identity but reverse
synchronization will not succeed.

When specifying the context, obtain the value from the add request
issued by the resource. For example, if the context is Country and the
value is US, the <addRequest> element in the reverse synchronization
request should have an attribute called country and a value of US. If
the context attribute is not present in the add user request, the user
will be created in Select Identity but will not be assigned to a Service.
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Uninstalling the Connector

If you need to uninstall a connector from Select Identity, make sure that the
following are performed:

= All resource dependencies are removed.

= The connector is deleted through the Connectors home page on the Select
Identity client.

Uninstalling the Connector from WebLogic

Perform the following to delete the Domino connector from the Select Identity
Server:

1 Log on to the WebLogic Server Console.

2 Navigate to My_Domain —Deployments —Connector Modules.

3 Click the delete icon next to the connector that you want to uninstall.
4  Click Yes to confirm the deletion.
5

Click Continue.
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Uninstalling the Domino Agent

Perform the following steps to delete the agent on the Domino server:

1
2

Delete the home directory of the agent.

Delete the opAttributes.properties and Properties.ini files from
C:/Lotus/Domino.

Remove the Forms5.nsf or Formsé .nst file that was copied during
installation.

Delete the password synchronization agent that was created in Domino
Designer.
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