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Documentation Updates

The title page of this document contains the following identifying information:

¢ Software Version number, which indicates the software version.

o Document Release Date, which changes each time the document is updated.

o Software Release Date, which indicates the release date of this version of the software.

To check for recent updates or to verify that you are using the most recent edition of a document, go
to:

http://h20230.www2.hp.com/selfsolve/manuals

This site requires that you register for an HP Passport and sign in. To register for an HP Passport
ID, goto:

http://h20229.www2.hp.com/passport-registration.htmi
Or click the New users - please register link on the HP Passport login page.

You will also receive updated or new editions if you subscribe to the appropriate product support
service. Contact your HP sales representative for details.
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Support

Visit the HP Software Support Online web site at:
http://www.hp.com/go/hpsoftwaresupport

This web site provides contact information and details about the products, services, and support
that HP Software offers.

HP Software online support provides customer self-solve capabilities. It provides a fast and
efficient way to access interactive technical support tools needed to manage your business. As a
valued support customer, you can benefit by using the support web site to:

o Search for knowledge documents of interest

o Submit and track support cases and enhancement requests
o Download software patches

« Manage support contracts

e Look up HP support contacts

¢ Review information about available services

¢ Enterinto discussions with other software customers

o Research and register for software training

Most of the support areas require that you register as an HP Passport user and sign in. Many also
require a support contract. To register for an HP Passport ID, go to:

http://h20229.www2.hp.com/passport-registration.htmi
To find more information about access levels, go to:

http://h20230.www2.hp.com/new_access_levels.jsp
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Chapter 1

Introduction

This chapter includes:

PUIPOS e . 7
Supported VersiONS . ..l 7
Purpose

This integration enables users to generate OO flows from the selected PowerShell cmdlets found in
a list of modules/snapins.

Its main advantages are:

o Automation. Avoid having to repeat the same time-consuming process of creating flows which
execute PowerShell cmdlets. Perform the following steps as an alternative to using the
PowerShell Wizard (multiply by the number of cmdlets):

a. Create an empty flow

b. Drag and drop the PowerShell Script operation
c. Search for the cmdlet description

d. Set the required input values

e. Addthe cmdlet parameters as flow and step inputs (some cmdlets may have numerous
parameters)

f. Set the description of the flow. The step inherits its description from the PowerShell Script
operation, but this is not available for the flow.

o Authoring ease. The description of each flow contains the default description of the
corresponding cmdlet which it executes. Therefore, the user is not forced to open the cmdlet
description in a browser and switch between OO and the Internet.

o Module and cmdlet discovery. The wizard discovers the available modules and cmdlets from
atarget host.

Supported Versions

Operations Orchestration Version PowerShell Wizard Version

OO Content Pack 8 01.00.01
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Chapter 2

Getting Started with the PowerShell Wizard
Integration

This chapter includes:

PowerShell Wizard Installer Overview __ .. ... 8
Downloading OO Releases and Documents on HP Live Network ... ... .. ... ... 8
Installing the PowerShell Wizard ... .. .. .. ... ... .. 9
PowerShell Wizard Dependencies ... ... ... . 9
Configure Logging Settings .. ... ...l 10
Uninstall the PowerShell Wizard ... ... ... ... . 10
PowerShell Wizard Requirements ... .. 10

RAS HOSt .. 10

Target HOSt 11

PowerShell Wizard Installer Overview

The PowerShell Wizard Installer installs the PowerShell Wizard (pswizard.exe), which allows you
to create OO flows based on the PowerShell cmdlets discovered in modules and snapins from a
host that you specify when you run the wizard.

Downloading OO Releases and Documents on HP Live
Network

HP Live Network provides an Operations Orchestration Community page where you can find and
download supported releases of OO and associated documents.

To download OO releases and documents, visit the following site:

https://hpln.hp.com/

Note: This site requires that you register for an HP Passport and sign-in.

To register foran HP Passport ID:
1. Goto: http://h20229.www2.hp.com/passport-registration.html
Or

Click the New users - please register link on the HP Passport login page.
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6.
7.

On the HP Live Network page, click Operations Orchestration Community. The Operations
Orchestration Community page contains links to announcements, discussions, downloads,
documentation, help, and support.

On the left-hand side, click Operations Orchestration Content Packs.

In the Operations Orchestration Content Packs box, click Content. The HP Passport and
sign-in page appears.

Enter your user ID and Password to access to continue.
Click HP Operations Orchestration 9.00.

Search for the required HP Operations Orchestration Content Pack.

Installing the PowerShell Wizard

Follow the PowerShell Wizard instructions. After the PowerShell Wizard is installed, a new folder is
created in the OO Home folder in Studio/tools/. This folder contains the following:

pswizard.exe. The HP OO PowerShell Wizard application executable.
pswizard/lib/ folder. Contains the pswizard.exe jar dependencies.
pswizard/dotnet/ folder. Contains the pswizard.exe dll dependencies.

conf/ folder. Contains logging configuration and user interface message files.

00 Home folder/pswizard/uninst. Contains the uninstall icon and other files.

The PowerShell Wizard is available from the Start Menu folder if you navigate to Hewlett-
Packard/Operations Orchestration/Wizards where you can find icons for running the application
or uninstalling it.

Note: On Windows 2008 and Windows 2008 R2 servers, you must have administrative
privileges to install the PowerShell Wizard.

To apply administrative privileges:

1.

On the Start menu, select All Programs > Hewlett-Packard > Operations Orchestration >
Wizards.

Right-click on PowerShell Wizard for HP Operations Orchestration, and then select Run
as administrator.

You now have administrative (elevated) privileges and can successfully run the PowerShell Wizard
installer.

PowerShell Wizard Dependencies

When you run the PowerShell Wizard, it starts a new javaw process and searches for library
dependencies in the order defined in the classpath:

pswizard\lib\*;

lib\*;

..\..\Studio\tools\lib\*;

.\.\Studio\tools\thirdparty\*;
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..\..\Studio\tools\conf (The Wizard SDK searches this conf folder for certain files.)

Besides these dependencies, the wizard uses JNI to invoke C# code. The assembly dependencies
loaded at runtime can be found in the pswizard\dotnet folder.

Configure Logging Settings

Once the installation succeeds, you will find the new files psw.properties and
psw.logdj.properties in the OO home directory, in the Studio/tools/conf/ folder. These files allow
you to configure basic logging settings for the PowerShell Wizard. When you run the PowerShell
Wizard, logging information is written to the PowerShellWizard.log file which can be found in the
OO Home folder in Studio/tools/.

Uninstall the PowerShell Wizard

Before uninstalling the PowerShell Wizard, make sure you back up your installation and repository.
For information on backing up HP Central and Studio, see the OO Administrator's Guide.

Note: Uninstalling the PowerShell Wizard deletes all of the resources, files, and folders
created when the PowerShell Wizard was installed. However, uninstalling does not delete the
Studio/tools/ subfolder in the OO home directory if a log file was created there or if the
PowerShell Wizard created a new repository in this folder. This happens when you run the
wizard without providing an absolute repository path.

To uninstall the PowerShell Wizard:
1. Make sure that the PowerShell Wizard is closed.
2. Open Control Panel and click Add/Remove Programs.

3. Scroll down to and highlight HP Operations Orchestration PowerShell Wizard <version_
number> and click Remove:

4. When you are prompted to confirm whether you want to remove the PowerShell Wizard and its
components, click Yes:

= The Uninstall Status box appears, in which progress of the removal is tracked in a progress
bar. When the PowerShell Wizard is completely removed, a message box informs you that
the uninstall process is complete

= If you have any relevant folders open, the message box may tell you that some components
could not be removed. This can be ignored

5. Click OK.
PowerShell Wizard Requirements
RAS Host

o PowerShell
o HP Operations Orchestration Studio 9.00 (x32 or x64).

« Content repository which contains the PowerShell Script operation (UUID fOb2afd2-5733-47¢e4-
80ba-7f2387cc66d5).
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Note:

e The wizard requires an existing environment for products providing PowerShell cmdlets, but
it does not require any additional installations on the RAS host.

o If you provide the Central’s rcrepo as the content repository when running the PowerShell
Wizard under a domain account, you may receive an error message stating the repository is
locked. This is due to insufficient administrative privileges.

Target Host
o PowerShell with remoting enabled.

o Forthe products providing PowerShell cmdlets, the target host must have the modules and
snapins available. Run one of the following cmdlets to list the required modules and snapins.
Otherwise, it means that the host does not have the cmdlets provided for that product.

Following is an example of how to list the modules and snapins in the PowerShell console.

QAdministratur:Windm PowerShell = |-E |@

PS C:\Userssooadmin.O0DEU> get—module —Listfivailable | select—-object name

Hame

BitsTransfer
PSDiagnostics
Troubleshoot ingPack
Webfidministration

PS C:NUserssooadmin.Q0DEU> Get—PSSnapin —Registered | select—-ohject name

UMuare.DeployAutomation
UMuware.ImageBuilder

UMuare .UimAutomat ion . Core
UMuare .UimAutomation.License

PS C:N\Userssooadmin.0Q0DEU> _
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Chapter 3

Using the PowerShell Wizard

The following steps describes how to use the PowerShell Wizard.

Step 1 — View the Welcome page

The Welcome page contains a short summary of the wizard.

Step 2 — Select the Required Repository

g% PowerShell Wizard —
Steps Select repository
1. Welcome to the Enter the repository to open:
PowerShell Wizard
2. Select repository Browse... |

3. PowerShell
connection

4. Modules page
5. Select cmdlets
@. Finish

| < Back |

In the Enter the repository to open box, type the repository path or click Browse to locate the
required repository.

Following are the repository validation conditions:

o Studio or any other programs should not hold any locks on the repository, that is, it should not be
opened in Studio or anywhere else.

o The repository the must contain the PowerShell Script operation UUID fO0b2afd2-5733-47¢e4-
80ba-7f2387cc66d5.

o The selected repository must be compatible with HP Operations Orchestration 9.00.
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Step 3 — Define the PowerShell Connection

& PowerShell Wizard e

Sleps Fuvver Shell connection
1. Welcome to the

PowerShell Wizard Host
2. Select it

N et Username:

3. PowerShell

connection Password:
4. Modules page Port:
5. Select cmdlets Authentication type: | Default i
6. Finish Use SSL

< Back Next > Cancel

¢ Inthe Host box, type the name of the host to which you want to connect. If you leave the Host
field empty, the PowerShell Wizard uses localhost as the default.

Note: If Host is empty, then the authentication type is NegotiateWithimplicitCredential.
If the host has been defined, the wizard considers the host definition provided by the user.
« Inthe Username box, enter the required user name.
« Inthe Password box, enter the required password.

« Inthe Port box, define the port value in the range of 1-65535.

Note: If you set the port value to 0, the wizard ignores it and uses the default port values.
The default port values are: 5985 (HTTP) and 5986 (HTTPS). The Port and Use SSL inputs
are ignored for localhost.
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Step 4 — Select the Module
& PowerShell Wizard S

Steps Modules page
1. Welcome to the Select the modules and snapins for the cmdlets to be loaded. They will be displayed on the next page.

PowerShell Wizard Default cmdlets (e.g. Get-Process, Get-Service, Get-Host) will enly be included if you select the checkbox
2. Select repository below:
3. PowerShell

connection
4. Modules page

Available Modules and Snapins Selected Modules and Snapins

5. Select cmdlets

S ADRMS - i |FalloverClusters -
6. Finish AppLocker | sqiserverCmdletsnapini 00

L

BestlMractices SglscrverProvidorSnapin100

BitsTransfer
PiDiagnostics =
ServerManager
TroubleshootingPack £
WebAdministration

bk

-

|:I Add default PowerShell cmdlets ( i. e. the ones that come with PowerShell installation)

< Back | Next = Cancel |

The wizard detects all the available modules/snapins on the target host and displays them in a list
as shown above. You can select/unselect any module and the wizard retrieves only those cmdlets
contained in the Selected Modules and Snapins box.

Cmdlets such as Get-Process and Get-Service are not contained in the list of available modules.
These are cmdlets which are available by default in PowerShell. To retrieve the list of default
cmdlets, select the Add default PowerShell cmdilets box.

Step 5 — Select the Operation
&% PowerShell Wizard |

Steps Selact cmdlats
1. Welcome to the There are 74 PowerShell cmdlets that matched your search on the given host. Please szlec the ones you
PowerShall Wizard would like to import.

2. Select repository
3. Powershell

Saarch cmdlets:

connection
4. Modules page All available ondlets Selected cmdlets
5. Select cmdlets Add-ClusterDick - T -
6. Finish Add-ClusterFieServerfole = |
Add-ClusterGeneric ApplicationRole B ,
Adid-Clstert: riptRole ;
Add-ClusterG cServiceholz ==
(Add-ClusterGroup

Add-ClusterMode <
Add-Clust erPrintServerRale

Add-ClusterResource
Add-ClusterResourcebependency

| Add-ClusterResourceType -

~+

Cancel
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The selected modules are loaded to the PowerShell runspace, and the wizard retrieves the names
of the cmdlets from those modules.

You can move the cmdlets from left to right or right to left. Use the search textbox in case the list is
very large, and you have difficulties finding the required cmdlet. The wizard searches the list for the
cmdlets with names containing the search text. In addition, the wizard updates the list while you are

typing.
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Chapter 4

Using the PowerShell Wizard — OO Integration

This chapter includes:

Running a PowerShell Scripton alLocalhost ... ... .. ... 16
Running PowerShell scripts from aFile ..... ... ... ... ... 17
Loading PowerShell Functions from Files ... ... .. .. ... 18
Formatting the Results of the PowerShell Script Operations ... ... ... 19
Run Multiple PowerShell cmdlets Scripts in the Same PowerShell Session _............ 22
Assign the Result of One cmdlet as a Parameter to Anothercmdlet ... ... .. 25
Solution 1— Creating a New PowerShell Script Step .. ... ... ... 29
Solution 2 — Run a PowerShell Script in the Generated Flow Context ........................ 32
Solution 3 — Using Only Generated Flows to Minimize the Effort _..__.____................... 33

Running a PowerShell Script on a Localhost

The only setting required to execute the PowerShell scripts on the localhost is that the
ExecutionPolicy must be RemoteSigned. Use Get-ExecutionPolicy to display the current
execution policy and Set-ExecutionPolicy to set the execution policy.

In addition, the required input is the script input.
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If one script requires elevated rights, enter a username and a password.

Running PowerShell scripts from a File

To run scripts from a file, just provide the path to that file. This should work in most of the cases,
when the path to the file contains white spaces, the operation fails. To fix this provide the path to
that file as shown in the picture below.
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Loading PowerShell Functions from Files

In certain cases, a PowerShell script depends on functions from other files on the disk. The script
from the picture below might help to load this file and enable all functions and cmdlets from it. Get-
Parameter cmdlet is defined in the file named Get-Parameter.ps1.
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Formatting the Results of the PowerShell Script Operations

The result can be formatted as a table or the same way it is displayed in the PowerShell console.
The format is determined by the returnTable input. If returnTable is set to false, the operation returns
the result as in the PowerShell console.

The example below shows the result if returnTable=false.
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The result is humanly readable, but the problem is that it is very difficult to parse, and does not
contain properties which could not be displayed on the screen.

The result can be displayed as a table.

PowerShell session considerations results are displayed in a table. Each PowerShell object (in this
case each service), is displayed by default on a line. Each line contains different properties of the

service (default delimiter is “,”) and the key-value pairs are delimited by “”. All these delimiters can
be changed. Refer to the Input descriptions for more information.

For example the Get-Service flow returns the following result:
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The result contains a full list of properties without any additional PowerShell script, for example,
Get-Servicelfl, Get-Service|Select-Object Status). Therefore, the status of the services appears
and can be parsed by using different filters on the result.
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Run Multiple PowerShell cmdlets Scripts in the Same
PowerShell Session

This section explains how to run multiple PowerShell script steps in the same PowerShell session.
When the PowerShell script has to execute a single script on a remote server, keeping the sessions
alive is not necessary. The PowerShell script connects to the remote host, creates a new
PowerShell Runspace, for example, a new PowerShell session, runs the full script on the target,
and closes the runspace and the connection.

If you want to use the PowerShell Wizard and run the generated flows in a different sequence, you
need to consider how much effort is required and whether additional PowerShell scripts need to be
created in order to general flows. However, there are situations when you want to keep the
PowerShell session alive.

For example, you can use the PowerShell Wizard, connect to a host which has PowerCLlI installed
on it and follow the wizard steps to generate OO flows for the PowerShell cmdlets to execute
VMWare tasks. Suppose that after the wizard finishes, you want to execute one simple cmdlet like
Get VM.

To run cmdlets and keep the sessions alive:.

1. Runthe OOTB Get Datacenter flow generated with the PowerShell Wizard.

Note: This cmdlet does not have any required inputs, however the flow fails to run as you
need to run the Connect VIServer cmdlet. The PowerShell Wizard generates this flow to
solve this problem.
2. Create aflow sequence as shown below.
= Do not modify the generated flow.
» The flow tries to execute Connect VIServer before Get VM.

In the flow below, the parameters specific to the cmdlet were added as flow inputs. The
names appear in capital letters.
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You run the flow and provide inputs for the server, user name and password (Connect
VIServer). No inputs are required for the Get Datacenter. The Connect VIServer succeeds,

however, the Get Datacenter fails.

The Get Datacenter fails for the following reasons:

o Connect VIServer passes successfully and the connection to the VMW are server was

established.

o Connect VIServer created a new PowerShell runspace, for example, PowerShell session
and executed the cmdlet which established a valid connection to the server, however the
runspace is closed after the flow runs and the connection is lost.

o Get Datacenter flow creates another PowerShell runspace which is different from the one
created by Connect VIServer flow. Therefore, Get-Datacenter cmdlet fails.

3. The solution to the previous step is to keep the session alive during the execution of the two

cmdlets.

To do this:

keepSessionAlive=true forthe first flow which is Connect VIServer; the runspacelD
must be added to the results of the Connect VIServer flow:
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4. runspacelD of the Get Datacenter flow must get its value from the result of the Connect
ViServer. This happens automatically because runspacelD input assigns its value from the
flow variable.

At this point the flow completes successfully.
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Assign the Result of One cmdlet as a Parameter to Another

cmdlet

Most of the get flows generated through the PowerShell Wizard should work OOTB with minimum
effort. But there are some cmdlets, probably the "new" cmdlets, which require as parameters the
result of another cmdlet. For example, you can create a new virtual machine using the generated

flow New VM.

Even if you follow all the steps described in the section "Run Multiple PowerShell cmdlets Scripts
in the Same PowerShell Session" (on page 22), the flow cannot be executed. The PowerShell

Wizard generates the flow, but you can run OOTB flows only if their parameters have a built-in type
(for example, strings or integers). In case of cmdlets like Get-Help, the parameters can be passed
as strings (for example, the name of the cmdlet to search for help information). The New VM flow

parameters are below:
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New VM has an input named VMHost. What is the type of this parameter?

The description of the generated flows contains information about the PowerShell cmdlet, but for
size reasons and other considerations, we could not include the full description of the cmdlet as it is
displayed when someone executes Get-Help New-VM —full. The description of the operation
contains the original link where you can find detailed information about the cmdlet.
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Moculehame=) Example: Mcrosoft. Exchange. Menegeme k. PowerShell EZ010

shalLRI - Gats tha Lnfarm Rasourca 1dentfier (URI) of tha shal thatis launched when the
connection is made. This inout & mutual socusive wih baost Eremple:
http:echemas ricosoft.comiossrshel [Microsoft, Exchangs

anatlerpra - If thie o cperatn enaolas pipnd the way Fowershel daes, This nput shaud be used
el e kmepEmesirnlive irpu b iz s Fist lmes bhe riped abjecke ses noll snd ths e e = bnocees
the obiests resaled From e PoserShel soipe eecunon, Pk tire the pined ooscts can be refered i
the script ac '& " abjecte.Defat valoe: falosExamole: Pret, run"\Get-Service" corigh with

| DaEgn  Propeddes

W Ruloreius Ay Pl L=

If you open the link in a browser, you can observe the types of the cmdlet parameters. In our case,
VMHost is of the same type as the name suggests.
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Parameters

NAME TYPE

VMHost VMHost

Template Template
AdvancedOption AdvancedOption[]

AlternateGuestName String

CD SwitchParameter
Confirm SwitchParameter
Datastore StorageResource

The problem is that VMHost is an object, not a built-in type which can be resolved as a string.
Following the link provided for the VMHost type, you can find which cmdlets return VMHost objects

(as seen below). In our case, the type suggests that a cmdlet like Get-VMHost would return this
kind of object.

vSphere PowerCLI Reference

VMHost - Object

¥
VYMHostProfilelnput, HostyMKermelirtualiic, EsxCh, WitualMachine, WMHostFirew allBrefaultPolicy, Log, ¥MHo stPatchResult, HostSersice, WHG SEA
HoatWirtualMic, WMHostDiagnosticP artition, VirtualSwitcdh, VimHostModule, WMHosENetworkinfo, Ho seMic, 15caiHba, WMHostProfile, WMHostPaten, Hos)
NicTeamingPalicy, ¥MHostProfileincompliance, PriPassthroughDevice
Parameier fo
Start-WMHoat, Restart-VMHost, Get-WMHostHba, New-VMHostMetworkadapter, Get-PassthroughDevice, Get-Datacenter, Get-Cluster, Remove-Dat:

WMHosthtpS eryar, , Get-WMHostService, Naw-WM, lmpart-YMHostProfile, Add-VmHostNtpServer, Suspend-yMHost, Ston-yHHozi]
VMHostFrewsliData !Eg v, Gk EI—'II_-]QsL'EtangIl;E Get-VMHostProfile Mmmm Gat WMHostMetworkAdapter, Sek-WMHostH

Datastore, Get-YMHostStorage, Get-WMHa stNetwork, Get-WMHostFirmware, Get-VirlualSwitch, Test-WMHostProfleCompliance, Get-VirtualP ot Groi
VMHostDisk, Get-EswCli, Get-wMHostProfileRequiredinput, Get- \-'MHost.:uthenn:auon

Raturned by
Start-WMHost, Add-WMHost, Set-VMHost, Suspend WMHost, Stop-WMHosk, Restart-WMHost §Get-WMHost Mowe VMHosE, Get-HAPrimaryVMHast

Extands
VIConkainer

The section "Run Multiple PowerShell cmdlets Scripts in the Same PowerShell Session" (on page
22) described how to execute in the same PowerShell session multiple OO flows generated with
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the PowerShell wizard. At this point, the following chain of cmdlets need to be executed to create a
new vm:

o Connect-ViServer. This must be executed before any VMWare cmdlet.
o Get-VMHost. You need the result of this cmdlet as parameter for the next cmdlet.
o New-VM. This cmdlet actually creates a new virtual machine.

New VM has other parameters beside VMHost which are not built-in. See the following sections to
learn how to solve the VMHost parameter. Use the process described for other parameters as well.

You need to execute 3 cmdlets in the same PowerShell session. You have generated flows for
each of the cmdlets and executed them in the same session. The next step is to take the result of
the Get-VMHost cmdlet and pass it to the New-VM cmdlet? You can choose any of the following
solutions offered

Solution 1— Creating a New PowerShell Script Step

B -0

Powdrshell NETVM Resolved :

Script sSuccess

Error: Error:
failure failure

Create a new PowerShell script in addition to the generated flow that you want to run. If you keep
the session alive during the execution of the two PowerShell script steps, you can use the
PowerShell script variables defined in the first step to pass them in the script of the second step or
as parameters for the generated flow. In this case, you are not using the generated flows for
Connect-VIServer and Get-VMHost. However, you need to write the script.

1. Execute the following script, then save the result of the Get-VMHost cmdlet in the PowerShell
variable named $vmHost.
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[nspector .
Step Mame: | PowerShell Script
Inputs | Resulks | Cisplay | Descripkion | Advanc=d | Scriptet
a = |Inputs Summary > SCHpPE ir X
Wamat | script Input Type:  Single Valus -
Input Diata Flow 'Okherwiss: Use Congtant' Configur stion
Assion From Yariable: | soript - Constant Yalue:
- T 1 Connect-wiServer -Server sarver -User used-Password §4password;
\ cthomise: |isaicencian T | 4wmbost = Gek-yMHest vmHostMarre:
Assign bo Variable: | scripd -

INpU: Properties

[ Encrypted [ Required
Yajdation Farmak: | ok walidobed = |
Record Under: “rumy bighowy = 7

2. Assign the value of the VMHost input from the $vmHost variable.
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] | ® powerShell Pa...Example - Flow <

4 + B
TEXE IR T LI AL
- v]
PowerShell Resolved
Saript SUCCESS &
Error: i
Step Name: |Mew YM |
| Inputs | Results | Display | Description | Advanced | Scriptlet
4 w Inputs Summary > YMHost 4F X

Name: |YMHost

| Input Type: | Single Yalue -

Input Data Flow
Assign from Variable: VdHost

"Otherwise: Use Constant' Configuration
- | Constant Value:!

‘s, Otherwise: Use Constant
Assign ko Yariable:  VdHost

- ] $vmHost

hd |

Input Properties

Validation Format: | <not validated:»

Record Under: [ <rur history >

| Encrypted ] Required
-]
x]

This enables you to pass PowerShell cmdlets results between OO flows generated with the

PowerShell wizard.

Note: The $var refers to PowerShell variables and ${var} refers to OO flow variables.
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Solution 2 — Run a PowerShell Script in the Generated Flow Context

Resolved ;
SUCCESS

Error:

failure

This solution executes the script previously defined in Solution 1, in the context of the generated

flow. The PowerShell script operation has two inputs which build the script that is going to be
executed:

o Script. A PowerShell script to execute on target host. If the script input is not empty, then the
PowerShell script defined by this input is going to be executed before the cmdlet.
o Cmdlet. The PowerShell cmdlet name.

The solution is shown in the following flow:
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& powcrSoell Pa.., Bxzmple - Flaw | B *ps parameter..ample 2 - Flow )(l 4 B
s
HE & ®& BB X 0|3 @~
| N
1 1
| | @
1 1
! ! Ragalved
i i SUCCRES
Errar:
failure
Inspactor 7
Sap Mame: |flew Y1
Inputs | Resuks | Display | Dascription | Advancad | Seriptiet |
- | Trpmbs Somnmnary = serint 4 F =
Add Input Femove Tnpi + +
Asgign To Input Required Tups Fron
host : Singe Yelue - | Promph Le=r E‘I:I -
snapirs T |singe vaue - Frompt Lissr F.‘:l
shel R T [ginge velue - | Prompt Lssr ==
enahleFiging Singie Velue - | Fromph Lis=r (==
authTrpe . |Ginge velue - Fromph Lszr B=—
shipCacCheack T |singe value - | Frompl Lissr =
modes T |ginde value - | Prompt sy =
cmdet O [gindevelue o Walue New-Yh ==
heepSessionAlve [ |Singe Yelue w | Provph Uszr EEIE
scrpk 1 Singe velue | value ConnecE-VISEr/ar -arvar servar User user P, | |5
ugessL [ |singe value w | Proopt Lesr B
delmb=r : Aingle value ~ | Frompt Le=r E‘ﬂ
Advancsdoption I |5inge value - Frompt Lissy o —
YMHost Singe Velue | Welus Fembost | =
Wersion . |inge velue - | Frompt Ls=r ==
Name | =] Singe welue - | Frompl Lisr (==
REsOUCEPD T |§inge e . Frovipt Lsse ==
VAo Sinda Yalus - | Prompt Lssr 2=
I rir abinn || Sincde Wale -  Proennib | e=r ‘:‘ﬁl
Ciatastare [ |ginge value w | Prompt Ussr 5|
Digb T |Singe Velus - | Fromph Ussr Bz -
|l'.‘||=.-:|;n | Properties |

Solution 3 — Using Only Generated Flows to Minimize the Effort

[ r
-
4 4
GaryRIHo st el Wi Resalvad
SUCCASE
Errar: Efrar: Errar:
Tallure Tailure failure
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The result of each PowerShell cmdlet executed from a generated flow is saved in a PowerShell
variable with the same name as the cmdlet, for example, for Get-VMHost, the variable is
$GetVMHost.

Without writing any PowerShell script, you can execute the Get VMHost generated flow and know
that the result of this cmdlet is saved in the $GetVMHost variable. Pass the variable to the VMHost
input of the New VM flow.
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Powershell Remoting Overview
¢ You can enable PowerShell remoting by running the following cmdlet: Enable-PSRemoting.
o Inworkgroup environments, you can enable classic mode authentication for network logons.
To enable classic mode authentication for network logons:
a. From Control Panel open Local Security Policy.
b. Select Administrative Tools.
c. Select Local Policies and then Security Options.

d. Double-click Network Access: Sharing and Security Model for local accounts and set it
to Classic.

o Modify the WSMan trusted hosts setting by adding the IP addresses of all remote clients to the
list of trusted hosts. To do this, use one of the following commands:
= Set-item wsman:localhost\client\trustedhosts -value * (adds all computers as trusted hosts)

= Set-item wsman:localhost\client\trustedhosts -value Computer (only adds Computer to the
trusted hosts)

= Set-item wsman:localhost\client\trustedhosts -value *.domain.com (adds all computers in the
specified domain)
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= Set-item wsman:localhost\client\trustedhosts -value 10.10.10.1 (adds the remote computer
with the IP address 10.10.10.1 to the trusted hosts list).

Enable Remoting Using GPO (Group Policy Objects)

While remoting can be enabled manually using Enable-PSRemoting, it is recommended to use
GPO management tools whenever possible. Use GPO to apply policies on a single host (for
example, the target PowerShell host) or a group of servers.

Group Policy Configuration for a Single Host
To enable PowerShell remoting for a single host:
1. Open the Group Policy Management console, for example, gpedit.msc.

2. GotoLocal Computer Policy > Computer Configuration > Administrative Templates >
Windows Components > Windows Remote Management (WinRM).

Local Group Policy Edeor S it _.lmn_ﬂiié
File Action View Help |
-] 7] r
— .
Windows Calendar = WinRM Service
Windows Codor Syitem
Windows Custome Expenence Impravemen Selecr an flem 10 view it elling Sl Larmment
Windows Defender descnption. 1| Allow automatic configuration of listéners Mot configu Mo

Windaws Errar Reporting 1] Ml Bagie authantication Mat ranfigu Mo
Windows Buploner

1] Allow CredSSP anthentication Mot configu o
i il 1] Al Unencrypted trattic Nat configu L]
Winoows Logon Options . . :

1] Specity channel binding token hardening leve Mot configu Mo

i Wintows Mail - i ; oy

11| Disallow Kerberos authentication dot config o
Windows Media Center : o g o

| Desallow Negotiate authenbcation Mot configu Mo

Windows Media Digital Rights Management
Windows Media Player
Wintows Messenger L Twen On Compatibiity HTTRS Listemer Mot configu Mo

ii] Tum On Companibiity HTTE Listener Mot Contigu o
Windows Mobility Center
Windows Reliability fnalysic
Windows Remate Managemant (WInFM
WinRM Client
WinEM Service
Windows Remole Shell
Windows SideShow
Windaows System Resounce Manager - 7] T »
L} Extended | Srannarn_-'.

9 SETTingIs)

3. WinRM is the service which PowerShell uses for remote sessions. WinRM can be configured
as client or service, depending on the role the host is going to have in a PowerShell connection
(that is, request access to execute scripts on other hosts or allow other hosts to execute
scripts on the current host). At this point, the user can enable different authentication types,
specify the trusted hosts, enable HTTP or HTTPS listeners, and so on.

4. Under Local Computer Policy > Computer Configuration > Administrative Templates >
Windows Components > Windows Remote Shell, there are some other default settings
(see below) you might want to change in a production environment.
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| Loeal Group Policy Editor

| File Action View Help

e 20 EeElT
Windaws Calendar -
Windows Colar System
Windows Customer Expanence Impeovenen
Whindows Defender
Windows Error Reposting
Windows Expiorer
Windows Installer

| Windows Lagan Options

Windows Mail

Windows Media Center

Windows Media Digital Righte Managemant

i )

| Zalact an item to view its
| description

Windows Remete Shell

I
Commeant

Satting State

3. Alow Remote Shell Access Mot configu Mo |
1 Specty idle Timéout
i Maxtoncurrentiisans

i Specity maximum amount of memary in ME pe...

Mot configu N
NOT CONTIgLL ]
Mot configu Mo

i Spacify maximum numbsr of procetees per Shall  Mat configu
i Specly maomum number of remote shels per ..

L Speaty Shell Timeoult Mol configu

Windows Media Plawer

Windows Messenger

Windows Mobility Center

Wirnbowes Relialnlity Analysis

Windows Remaole Maragement (WiaRM)
Windows Remaote Shell

Windows SideShow

Windows System Rescurce Manager

| Windaws Update

All Settings =
I 1 - L} 13

Mo

Mot configu. Nz |
Mo

|

| Extencled /\ Standard
|7 setingls}

=

5. You can specify the maximum number of remote shells per user (default is 2) or the maximum
amount of memory in MB for shell (default is 150).

6. After configuring the GPO, you might need to restart the computer in order to apply the policies,
or try to run the command gpupdate.

Group Policy Configuration for a Group of Servers

In certain cases, GPO policies must be applied to multiple server hosts and repeating the steps in"
Group Policy Configuration for a Single Host" (on page 36) for every server might not be the best
solution. Therefore, you can create a new GPO policy, configure it and apply it to a list of servers.

To enable PowerShell remoting for multiple server hosts:
1. Go to the domain controller or a server where gpmec.msc is available and open it.

2. Right click Group Policy Object and select New. Enter a name for the new GPO and then
select the policy from which the GPO inherits.
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5. Configure the GPO at the domain level (instead of for each host individually).
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6. You can now apply the new GPO to a group of servers. The following example shows you how
to link it to an existing Organizational Unit (OU) from the Active Directory (AD).

L Fle  Acion  Vew indow  Heb | =18 >
e A el =i W = MR 7 s

I, oo Folicy Management CGroup Pelicy Objects in codev.hp.re

4 .
S g o
F &3 oodev.hro
| Dafaulk Domain Paboy
[#] Z| Doman Contrallers
| Microscft Exchange Sacuriby Groups

Hame =
_E: Diefault D omain Corealers Palcy
(= D aulk D omain Prolicy

" PawerS hell Femating

il
il [ [

- I Creake 2 GPOn this demain, and Linkit here...
.Y Linkan Exsting GRO...
l:l 1

= fiock [nherizance
Eaup Policy Mod=ing wizard...
Hew Organezational Link

&l j -+ e Window from Here

Deke

=roun P IS
R=fresh

Prapertics

Hep

KT — 1]

Select an existing BPO and Iisit to tis concainer |

You can also apply the new GPO to other groups. The GPO interface displays the existing
OUs from the domain controller AD. To link a GPO to an OU, go to that OU, right click it, and
select Link an Existing GPO.

The GPO settings are applied to all servers contained in the selected OU. A GPO update and a
reboot for the servers might be required before the policies are actually applied.

Note: Local policies overwrite domain policies.

Enable Remoting for Non-Administrative Users

To establish a PSSession or run a command on a remote computer, you must have permission to
use the session configurations on the remote computer.

By default, only members of the Administrators group on a computer have permission to use the
default session configurations. Therefore, only members of the Administrators group can connect to
the computer remotely.

To allow other users to connect to the local computer, give the user Execute permissions to the
default session configurations on the local computer.

The following command opens a property sheet that lets you change the security descriptor of the
default Microsoft.PowerShell session configuration on the local computer:

Set-PSSessionConfiguration Microsoft.Powershell -
ShowSecurityDescriptorUI
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. Permissions for http:/ /schemas.microsoft.com/powers... E3

hitp: /4 schemaz microsoft com/powershell/Microsoft Powerzhell |

Group or user names:

W Administrators ([EXCH2010CAS 1\Admiristrators)

Add... I Bemaove

Permnizzions for pauser Allow Dery

Full Contrall2l Operationz] D

Read|Get Enumerate,Subscnbe) O

Wite[Put Delete Create]

Ewecute(lnvaoke| |
O

o000
O

Special permizsions

For special permizsions or advanced zettings,

click Advanced. Advanced

Leam about access control and permissions

oK Cancel Sppl;

Authentication Types

Basic

o Client side steps
= Allow unencrypted communication for the client, by running the following PowerShell

command: set-item wsman:\localhost\client\AllowUnencrypted -value
true.

= Enable Basic authentication for the client, by running the following PowerShell command:
set-item wsman:\localhost\client\auth\Basic -value true.

o Serverside steps
= Turn off encryption for the WinRM service, by running the following PowerShell command:
set-item wsman:\localhost\service\AllowUnencrypted -value true.

o Enable Basic authentication for the service, by running the following PowerShell command:
set-item wsman:\localhost\servicelauth\Basic -value true.

Note:
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¢ The client and server can be in different domains.

o When using Basic authentication, a local user account must be provided for authentication
on the remote host.

e Basic can be used when the destination is an IP address.
e Basic can be used when the destination is one of the following: localhost, 127.0.0.1, [::1].

e The cluster name, as well as the hostnames of the cluster nodes can be used for the
destination host.

CredSSP

o Client side steps
= Enable CredSSP authentication for the client, by running the command: Enable-
WSManCredSSP -Role Client -DelegateComputer WSMAN/*.

= Allow delegating fresh credentials by performing the following steps.

o Open gpedit.msc and go to Computer Configuration > Administrative Templates >
System > Credentials Delegation.

o Enable Allow Delegating Fresh Credentials and add the wsman hosts to the server
list.

o Run gpupdate /force from command line to force policy update.

o Serverside steps
= Enable CredSSP authentication, by running the following PowerShell command: Enable-
WSManCredSSP -Role Server

= Create a new https listener by using the following command: winrm create
winrm/config/Listener?Address=*+Transport=HTTPS.

e Domain Controller side steps

If the NETWORK SERVICE does not have Validated write to service principal name, do
one of the following:

= Runthe following command: dsacls
"CN=AdminSDHolder, CN=System, DC=domain, DC=com" /G "Sn-1-5-
20:WS;Validated write to service principal name"

Or

s Do the following:
6 Open ADUC.

© Go to Computers > DC object > Security.
© Select Network Service.

© Give it Validated write to SPN.

Default

When Default authentication is used, the following situations can occur:
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o Kerberos is the method of authentication used if the client is in the same domain as the
destination host, and the value specified for that host is not one of the following: localhost,
127.0.0.1, [::1].

« Negotiate is the method of authentication used if the client is not in the same domain as the
destination host, or the value specified for that host is one of the following: localhost, 127.0.0.1,

[::1].
Digest

Digest authentication is not supported for remote connections. It cannot be configured for the
WinRM server component.

Kerberos

« Client side steps. Enable Kerberos authentication for the client, by running the following
PowerShell command: set-item wsman:\localhost\client\auth\Kerberos -
value true.

o Server side steps. Enable Kerberos authentication for the service, by running the following
PowerShell command: set-item wsman:\localhost\servicelauth\Kerberos -
value true.

Note:
e The client and server must be in the same domain.

o Either alocal or a domain user account can be provided for authentication on the server
host.

o Kerberos cannot be used when the destination is an IP address.

o Kerberos cannot be used when the destination is one of the following: localhost, 127.0.0.1,

[::1].

¢ The cluster name cannot be used to specify the host. Only the hostnames of the cluster
nodes can be used for the destination host.

Negotiate

« Client side steps. Enable Negotiate authentication for the client, by running the following
PowerShell command: set-item wsman:\localhost\client\auth\Negotiate -
value true.

« Server side steps. Enable Negotiate authentication for the service, by running the following
PowerShell command: set-item wsman:\localhost\service\auth\Negotiate -
value true.

Note:

e The client and server can be in different domains.

o Either alocal or a domain user account can be provided for authentication on the server
host. Local accounts can only be provided when connecting to the localhost.

o Negotiate can be used when the destination is an IP address.
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o Negotiate can be used when the destination is one of the following: localhost, 127.0.0.1,

[::1].

¢ The cluster name, as well as the hostnames of the cluster nodes can be used for the
destination host.

NegotiateWithimplicitCredential

Note:

o When using NegotiateWithimplicitCredentials, no credentials should be provided. The
current logged-on user account will be used for authentication. This can either be a local or a
domain user account.

o NegotiateWithimplicitCredential can only be used when the destination is one of the
following: localhost, 127.0.0.1, [::1].
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Powershell Troubleshooting

This section provides troubleshooting procedures that you can use to solve problems you may
encounter while using the wizard. It also includes an error message you may receive while using
the integration and offers descriptions and possible fixes for the error.

Could Not Connect to the Host

The possible reasons are:
o The user credentials are not correct.

e The user does not have permission to execute PowerShell scripts on the target host. Make sure
the user has admin rights or refer to the section "Enable Remoting for Non-Administrative
Users" (on page 39).

o Authentication problems (most common).
o The WIinRM service is stopped on the target host.

o WinRM default ports (5985 and 5986) were changed. You need to provide the correct port in the
connection page of the wizard.

The Wizard Fails to Load modules on a x64 Localhost

Some modules cannot be loaded using the wizard, but they are loaded from the PowerShell
console. By default, the wizard runs in a x32 process (depending on the OO jre) which ends up
calling x32 PowerShell. The x32 version of PowerShell cannot load some modules (for example,
FailoverClusters) and therefore, the wizard fails. In order to fix this, do not leave the host input
empty. Instead, you need to provide the localhost. This way, the wizard tries to authenticate the
localhost like any other remote host.

Note: Remoting rules should be satisfied for localhost in this case. If useris left empty, the
wizard connects using the NegotiateWithimplicitCredential. Otherwise, you need to provide
user credentials and authentication type as for any other remote host.

The User Has Exceeded the Maximum Allowed Number of
Remote Shells
This error would probably occur if the user stresses the wizard with too many back and next actions

without running the wizard from start to end. Refer to " Group Policy Configuration for a Single
Host" (on page 36) in order to increase the allowed number of remote shells per user.
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EApowershell Connection Error X

{9‘. Could mok connect to target PoveerShell hast,
" ErroridotNETWebdctions PowerShell PowerShellExceptions
SessionException: Could not connect to hast, ---> System
Management, Automation. Remoting, PSRemaotingTransportE
xception: Connecting to remote server Failed with the Follow
ing error message : The WS-Managemenkt service cannot pr
ocess the request, This user is allowed a macximum number o
F S concurrent shells, which has been exceeded. Close exist
ing shells or raise the guota For this user. For more informati
on, see the about_FRemote_Troubleshooting Help bopic,

--- End of inner exception stack trace ---

at PowerShelly2 PSRunspacey2. NewRemoteSession{String
host, PSCredential credential, AuthenticationMechanism au
Ehenkication)

ak PowerShellv2 PSRunspaceV2, CreateRunspace{String b
ost, PSCredential credential, AuthenticationMechanism auth
enticakion)

ak PowerShellv2 PSRunspaceV2, CreateMNewRunspace()

at PowerShellv2 PSRunspaceV2, . ckor{PSauthenticationInf
o authlnfo)

ak PowerShellv2, PowerShellFactory'2, CreateRemoteRun
space(PSAuthenticationlnfo psAuth, Boolean keepSessional
ive, Boolean enablePiping)

at PowerShellCommon, Power ShellF actory . CreateRunspac
e(PSauthenticationInfo authlnfo, Boolean keepSessiondlive,
Boolean enablePiping)

at PowerShellCmdlets.Program, CreateRunspace(String ar
gs)

4 Details ==
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