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Introduction to Workflow Studio

As described in the HP OpenView Select Identity Administrator Guide, a
workflow process represents the process by which service-access requests
are approved and provisioned by HP OpenView Select Identity. Provisioning
includes adding, modifying, and removing user accounts.

The complexity of the workflow process can vary widely depending on your
provisioning needs. You can simply provision a user by creating the user in
Select Identity then pushing the user account to the external resource. Or,
provisioning can require multiple Select Identity administrators’ approval.
The approval process can also rely on external calls to third-party systems or
databases.

For example, when an employee is promoted to manager, he needs access to
the company’s HCM system to manage other employees. To support these
newly-acquired responsibilities, the employee must be granted new
entitlements and access privileges. Before giving him access to these systems,
upper-level management needs to approve the access requests and the
employee must be created in the supporting systems. Thus, the workflow
process involves retrieving the names of managers, requesting their approval
to add the employee to the HCM systems, provisioning the employee’s account,
and notifying him that he is now authorized to manage others.




Chapter 1

Workflow Studio enables you to create a workflow template that represents
a provisioning process. A workflow template models this process in order to
automate the actions that approvers and systems management software must
perform. This guide describes how to use Workflow Studio to create workflow
templates and the building blocks you will use.

Workflow Templates in Select Identity

Using the Select Identity client, you can assign workflow templates to request
events in a Service Role. (A Service Role is created as part of a Service.) For
example, you can assign a simple provisioning template to an add request for
self-registration. This template might perform user provisioning and request
a single approval. Thus, when a new user requests access to the service, the
template is invoked and an administrator must approve the request before the
user is added to the supporting systems.

As Select Identity invokes a template, it creates a workflow instance and
performs activities as defined in the template. (“Workflow” refers to a
workflow instance.) If you create a more complicated workflow, activities
might include the following:

= Selecting a list of approvers by specifying a role created on the Admin
Roles home page

= Sending email using one of the email templates created on the
Notifications home page

= Calling an external system registered with Select Identity on the External
Calls home page

You can generate reports to track the status of request events and the
workflows that support them. To view reports, specify parameters on the
Request Status home page of the Select Identity client. See Reporting on
page 88 for more information.

10
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Concepts and Terms

While building workflow templates in Workflow Studio, you will encounter the
following terms:

Activities

An activity represents a step in a process that may be traversed when a
workflow template is executed. Activities are the core components of
workflow templates; the actions defined in activities do the work
necessary to provision users. An activity can contain actions, which set
variables to be used throughout the workflow, track approvals, start a
subworkflow, send email, call external applications, and so on.

Actions

An activity can contain many actions that invoke functions provided by
the workflow engine or external applications. For example, you can log
information to a file, set a variable to be used later in the workflow, call an
external process to provision a user in Select Identity, or store data in a
database.

Blocks

To group a set of related activities, you can create a block. A block is a
special type of activity that serves two purposes: to define information to
be used by a subset of activities (block-level properties) and to provide
block-level reporting. To define block properties such as timeout, join
count, escalation, and so on, a block must be used to handle these special
properties. For example, you might define a block that submits an
approval request, waits for the response, and returns the status of the
request to the workflow.

Transitions

A transition provides a link from one activity to another. You can define
that one activity always follows another, or you can define a condition that
must be met before the workflow transitions from an activity to one or
more others. For example, you can define a transition that only allows the
workflow to progress if at least two administrators approve a request. If
the request is not approved, the workflow can transition to an activity that
sends email notification to an administrator.

11
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When you save a workflow template, it is saved in the Select Identity
repository as an XML file. Its format is the XML Processing Description
Language (XPDL) as defined by the Workflow Management Coalition (WfMC).
Every time you click Save, a version of the template is saved (a template’s
XML is never overwritten). This assures that currently running workflow
instances do not break because the workflow template changes. (However, you
cannot access versions of a template.)

The following diagram illustrates the workflow architecture:

Workflow Studio

create [ update

Applications xml

Fersistency Manager

Workflow xsd
QNC)
Workflow
templates {.xml)
Action xsd
execute
Workflow Workflow
Repository Execution Engine
Workflow _
API Scripting Manager || 100 Handlers
Service
Workflow State

Workflow Framework

Here is a description of the architecture:

define
define
Application
invoke Services
imoke Workflow

Common Services

= The Workflow Studio creates templates and stores them as XML files. The
Workflow.xsd and Action.xsd files define the structure and the action
data model as defined by WfMC.

< The workflow engine interprets the template using the Workflow Meta
Data Model, which defines Select Identity’s template structure.

12
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The Scripting Manager evaluates workflow properties and expressions,
and the Workflow State Persistency Manager persists workflow properties
and state data.

The Action Handlers invoke predefined actions (external processes). The
Applications.xml file defines applications that are referenced by
actions in the template. The Workflow Common Services provide common
services for use by the engine, and the Application Services interface into
Select Identity.

The Workflow API provides an interface to the query instance state and
other information.

Product Documentation

The Select Identity product documentation includes the following:

Release notes are provided in the top-level directory of the HP OpenView
Select Identity CD. This document provides important information about
new features included in this release, known defects and limitations, and
special usage information that you should be familiar with before using
the product.

For installation and configuration information, refer to the HP OpenView
Select Identity Installation Guide. All installation prerequisites, system
requirements, and procedures are explained in detail in this guide.
Specific product configuration and logging settings are included. This
guide also includes uninstall and troubleshooting information.

An HP OpenView Connector Installation Guide is provided for each
resource connector. These are located on the Select Identity Connector CD.

The HP OpenView Select Identity Attribute Mapping Utility User’'s Guide
describes how to access the Attribute Mapping Utility, provides an
overview to the utility’s user interface, and describes how to define user
and entitlements mappings. This guide is provided on the Select Identity
Connector CD and is for use with the SQL and SQL Admin connectors
only.

Detailed procedures for deployment and system management are
documented in the HP OpenView Select Identity Administrator Guide and
Select Identity online help system. This guide provides detailed concepts

13
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and procedures for deploying and configuring the Select Identity system.
In the online help system, tasks are grouped by the administrative
functions that govern them.

The HP OpenView Select Identity Workflow Studio Guide provides detailed
information about using Workflow Studio to create workflow templates. It
also describes how to create reports that enable managers and approvers
to check the status of account activities.

The HP OpenView Select Identity External Call Developer Guide provides
detailed information about creating calls to third-party applications.
These calls can then be deployed in Select Identity to constrain attribute
values or facilitate workflow processes. In addition, JavaDoc is provided
for this API. To view this help, extract the javadoc. jar file in the docs/
api help/external calls/Javadoc directory on the HP OpenView
Select Identity CD.

If you need to develop connectors, which enable you to connect to external
systems for provisioning, refer to the HP OpenView Select Identity
Connector Developer Guide. This document provides an overview of the
Connector API and the steps required to build a connector. The audience
of this guide is developers familiar with Java.

JavaDoc is also provided for the Connector API. To view this help, extract
the javadoc. jar file in the docs/api_help/connectors/Javadoc
directory on the HP OpenView Select Identity CD.

The HP OpenView Select Identity Web Service Developer Guide describes
the Web Service, which enables you to programmatically provision users
in Select Identity. This guide provides an overview of the operations you
can perform through use of the Web Service, including SPML examples for
each operation.

An independent, web-based help system is available for this API. To view
this help, double-click the index.htm file in the docs/api help/
web_service/help directory on the HP OpenView Select Identity CD.

14



Getting Started

The Workflow Studio interface is a simple interface that is implemented in
HTML and backed by XML files that define the elements from which you can
choose to create a template. This chapter is provided to help you become
comfortable using Workflow Studio and its controls.

To launch Workflow Studio, click Add New Template on the Workflow Studio
home page of the Select Identity client. You can also modify an existing
template, such as one of the default templates.

Home =WorkFow Studio

The Warlkflow Studio section allows you to add, view, madify, copy and delete workflow templates.

Select the warkflow template with which you want to wark, the action you want to perfarm and
" [click "Submit'.

Add Mew Template

Template: |(Se|ect a template) j

Actions: |(Se|ect an action) j

Submit

-
|| Concero Sys Admin 'l
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Overview of the Interface

When you click Add New Template on the Workflow Studio home page, or when
you select an existing template, select Modify Workflow, and click Submit, the
Workflow Studio displays in a new window. The following illustrates the areas
of the interface:

%7 Welcome -- WorkFlow Studio Editor - Microsoft Internet Explorer provided by Hewlett-Packard [:]@
Selectldentity SysAdmin : Concero Sys Admin Template:

toolbar—pme: & 54 B/REIEEGIEA @ JJ 6]

Workflow Information

@

General

Workfow ame s[]

/o

ﬁj / /l ‘:J Local intranet

/ /
template workspace property tabs

You must use the buttons on the toolbar to create, select, and move
components in the template workspace. When you select a component, its
properties are displayed on the property tabs.

16
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The following table describes the buttons on the toolbar:

Button Name and Description
Shortcut
] Save Workflow Saves the workflow template.

(no shortcut)

id

Select (V)

Selects an activity or transaction in the
template workspace. If you click this button
then click in the template workspace,
template properties are displayed.

Multiple Select
(no shortcut)

Selects multiple activities or transactions in
the template workspace.

|

Move (X)

Moves an activity to the clicked spot in the
template workspace. (You cannot use this
button to drag and drop an activity.)

IAdd Start Block
(no shortcut)

IAdds a start block activity to the template
workspace.

Add End Block
(no shortcut)

Adds an end block activity to the clicked
location in the template workspace.

Block Activity
(no shortcut)

IAdds a single activity that represents an
entire block.

AENRCR Rt pte)

IAdd Provision
(no shortcut)

IAdds a single activity that represents an
entire provisioning block. By default, the new
activity's Block Type property is set to
provisioning.

Iy]

Add Post
Provision
(no shortcut)

IAdds a single activity that represents an
entire post-provisioning block. By default, the
new activity's Block Type property is set to
postprovisioning.

Ty

Add Approval
(no shortcut)

IAdds a single activity that represents an
entire approval block. By default, the new
activity's Block Type property is set to
approval and its Join Count property is set to
1.

17
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Button

Name and
Shortcut

Description

Ial

IAdd Activity (A)

Adds an activity to the clicked spot in the
template workspace.

IAdd Transition

IAdds a transition between the selected

H

(no shortcut)

_J
ﬂ (C) activities.
E Delete (D) Deletes the selected activity or transition.
Tt Grid On/Off Toggles the display of the grid in the template

workspace.

4

Refresh Image
(no shortcut)

Refreshes the data displayed in the Workflow
Studio window.

@

Help (no shortcut)

Displays the online help system.

The following graphics represent the building blocks of workflow templates:

startBlock

An activity.

v

A transition.

Overview of Creating a Workflow Template

The following provides an overview of the steps you must take to create a
workflow template. Details about each step are provided in Creating a
Workflow Template on page 53:

1 From the home page of WorkFlow Studio, click Add New Template. This
displays the Workflow Studio, an interface dedicated to creating workflow
templates.

N

Specify a name for the template and define its global attributes on the

Workflow Information tab (on the right). See Properties and Variables on
page 57 for details.

18
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Create activities. An activity represents a step that occurs in a workflow,
such as obtaining approver email addresses or checking the status of a
stage. For each activity, you can define properties and actions.

) You must create an activity named errorEnd that terminates the
workflow if an error occurs. When the workflow ends with the
errorEnd activity, the “End with error” status is displayed on
Request Status page of the Select Identity client. You can also
create an activity that handles exceptions.

If you need to group activities, you can create a block. A block is a special
group of activities, or a single block activity that enables you to define
information to be used by the contained activities and to provide
block-level reporting. For example, you may want to create a retry block
for each provisioning activity or block. If provisioning fails, the retry block
can wait for a specified amount of time then retry provisioning again.

A block can consist of start and end blocks with many activities in
between, or a block can be a single block activity that represents a block,
such as the Block Activity, Add Approval, Add Provision, or Add Post
Provision block. See Activities and Blocks on page 64 for details.

Create transitions between activities. A transition instructs Select
Identity how to proceed from one activity to the next. You can set a
condition for the transition, to ensure that the transition is not executed
until the condition is met. To understand how to create transitions, see
Transitions on page 86.

Repeat Step 3 through Step 4 as necessary. The creation process for
workflow templates is iterative and may require that you rework the logic
and flow of the template.

Save the template.

To view the status of workflows, see Reporting on page 88 for details.
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Default Workflow Templates

Select Identity provides default workflow templates, each of which is an
example of a common workflow process. You can assign the default templates
to Service Roles as you become familiar with the system. Edit these templates
or use them as they are.

Sl Provisioning Only

This template simply provisions the user.

1

First, this template provisions the user in the external resource.

If this is unsuccessful, the workflow retries this provisioning step three
times, if necessary. If the provisioning fails more than three times, the
template emails the failure and the workflow terminates.

If provisioning is successful, the workflow executes the Post Provision
action, which updates the user in Select Identity.

If this fails, the template emails the failure and exits.

If the user is successfully provisioned in Select Identity, the workflow
transitions to the Notify Target block, which sends email using the
PostAddNotification template. It also determines if the user’s password
was changed or reset and sets several variables.

If the user’s password has changed, the workflow sends email using the
NewAccountPassword template. If the password was reset, the Reset
Password template is used for notification, and this notification passes the
[USERDEF:ResetStatus] variable.

If an error occurs at any time during the workflow, the template catches
the exception, sends an email, and exits. (If an exception occurs when
sending the email, it logs that error.)

20
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Following is the Sl Provisioning Only template:

begin

£ 102)) &2 RC

{lequal{provisioningFEs
Provision

catchException

equal{provisioningResult, 102) || { egualiprovisioningResult, && JRC =3)
exceytion
X
PostProvision 4’{ Matify Error | | LogException
PHC
errorEnd

Ckelt orelE
Send Password Send Reset Pass..

Sl Provisioning Only Bulk

This template is similar to the SI Provisioning Only template.

1
2

First, the workflow provisions the user in an external resource.

If provisioning is successful, the workflow transitions to the PostProvision
block, which provisions the user in Select Identity using the action “Post
Provision in Bulk Processing to save data.”

If the user is successfully provisioned in Select Identity, the workflow
transitions to the Notify Target block, which sends email using the
PostAddNotificationBulk template. It also determines if the user’s
password has changed and sets several variables.

If the user’s password has changed, the workflow sends email using the
New Account Password Bulk template.

If an error occurs at any time during the workflow, the template catches
the exception, sends an email, and exits. (If an exception occurs when
sending the email, it logs that error.)

21
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Following is the Sl Provisioning Only Bulk template:

begin

h

Provision

catchException

equal{provisioningResult 102)

‘lE
PostProvision Motify Error LogException

PRC
errorEnd

ify Target

Send Password

SIBulkOneStageApproval

This template is similar to the SI Provisioning Only Bulk template with the
addition of an approval prior to provisioning.

1 First, it requests approval for provisioning. If approved, the workflow
provisions the user in an external resource.

2 If provisioning is successful, the workflow transitions to the PostProvision
block, which provisions the user in Select Identity using the action “Post
Provision in Bulk Processing to save data.”

3 If the user is successfully provisioned in Select Identity, the workflow
transitions to the Notify Target block, which sends email using the
PostAddNotification template. It also determines if the user’s password
has changed and sets several variables.

4  If the user’s password has changed, the workflow sends email using the
NewAccountPassword template.

22
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5 If an error occurs at any time during the workflow, the template catches
the exception, sends an email, and exits. (If an exception occurs when
sending the email, it logs that error.)

Following is the SIBulkOneStageApproval template:

liegin

aprovval | Natify Rejected

equal{approverdtion,“approved”)

Provision

edqualiprovision|ng Result, 102}

Post Pro

catch Exception

exception

Log Exception

wision Motify Eror

Send Password

S| CertificateRequestProcess

This template validates a digital certificate request and generates a certificate
during the user-provisioning process. This workflow consists of these parts:

= Approval: Provisioning requests are either approved or rejected.
= Certificate Request: Validates and generates the digital certificate.

< Provisioning: The user is provisioned in Select Identity if the above
Certificate Request procedure is successful.

23
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Before using this template, which is configured to manage Verisign
certificates, perform the steps in Verisign Certificate Management on

page 124. To use this template to manage certificates provided by another
Certificate Authority (CA), you must change the values passed to the
parameters (see below) and implement the Java class that is specific to that
CA. See the HP OpenView Select Identity External Call Developer Guide for
more information.

Following is the Sl CertificateRequestProcess process flow:

1

Once the user is approved for provisioning, the certificate request function
is called in the CertRequest activity block of the workflow, as shown in the
default SI CertificateRequestProcess template.

The CertRequest activity block does the following:

a

Calls the WorkFlowCertificateRequest external call and passes the
following parameters, which are required by the external call. The
WorkFlowCertificateRequest external call is pre-registered in Select

Identity for validating certificate requests.

Field Name

Default Value

Description

DN_FieldName

DN

Attribute name that
stores the user’s
distinguished name
(DN) from the
certificate.

CertificateFieldName

CertRegPswd

Challenge password
assigned at the time
of user registration.

EmailTemplateName

Verisign Cert.
Issue

Default email
template from Select
Identity, to send
email to the user.
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Field Name

Default Value

Description

CertificateProviderNa
me

Verisign

Certificate provider
name. In the case of
Verisign, the name
must be “Verisign.” In
all other cases, the
administrator can
assign the name.

ExternalCallName

VerisignCertimpl

Name of the CA-specific
Java class that
implements validation
and generation
functions for the
certificate.

A Certificate Service defines the attributes for DN_FieldName and
CertificateFieldName and associates them with a Service view. For
example, from the table above, the Service would define the DN and
CertRegPswd attributes and associate them with a view.

The validation request is delegated to a provider-specific external call
based on the WorkFlowCertificateRequest parameter ExternalCallName —
in the case above, VerisignCertimpl.

Once the request is validated, the provider-specific external call returns
one of the following responses, based on the
CertificateManagementinterface:

Reject the certificate request:

The user is not provisioned and is notified of the status through email.

Generate a new certificate:

— An email is sent to the user with a link to Select Identity to
initiate the certificate request. The email template parameter,
EmailTemplateName, in the WorkflowCertificateRequest external
call identifies the appropriate email template to send to the user.
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— After this, the workflow transitions to a wait state in the CertWT
activity. Once the user clicks on the link, Select Identity responds
with a challenge password query.

— If the password validation is successful, an external call is made to
the provider-specific external call to generate a new certificate.

— The user’s DN is updated in the provisioning request and the
workflow transitions to the Provisioning block to provision the
user in Select Identity.

— If the validation fails, the user is not provisioned and is notified
through email.

User already has a certificate:

The existing certificate is returned to the WorkflowCertificateRequest
external call, which in turn updates the status in the workflow and
the DN attribute for the request. The DN attribute name is stored in
the external call parameter DN.
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Following is the Sl CertificateRequestProcess template.

Approval | SB

[soprovares |
[ Foprovazse |
[approvaizur |

[ epprovaizee | Notify Rejected

Cert Request

Motify Bror

Send Password |

Post Provision 56|

PostProvision EE

Motify Target
[ end |

S| Email Only

This template invokes the email notification action to send email using the
New Account Password template. If an error occurs during the workflow, the
template catches the exception, sends an email, and exits. (If an exception
occurs when sending the email, it logs that error.)
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Following is the SI Email Only template:

| catchException I—D‘| errorEnd

exception

Send Password

LogException

S| PasswordExpire Email

This template sends email using the Password Expire Notification email
template. If an error occurs during the workflow, the template catches the
exception, sends an email, and exits. (If an exception occurs when sending the
email, it logs that error.) Following is the Sl PasswordExpire Email template:

hegin

Send Fassword
end

catchException

exception

LogException

errorEnd

UserAccountExpirationWF

This template sends email by invoking the Send an Email Notification action.
It uses the User Account Expiration Notice email template and passes the
USERDEF variable to the template. This variable is also set, defining the
email address of the user’s manager. If an error occurs during the workflow,
the template catches the exception, sends an email, and exits. (If an exception
occurs when sending the email, it logs that error.)
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Following is the UserAccountExpirationWF template:

hegin | catchException |—D| errorEnd |

exceftion

EoﬁfyAccoumExp.. LogException
y
end

S| EmailVerifyAndApproval

This template verifies the user’s email address in Select Identity, waits for
approval, then provisions the user. Following is the Sl
EmailVerifyAndApproval template:

Check

it Email catchException

“erifyEmail

excefition

Approvall

Motify Rejected

equal(approver Aftion "approved") LogException
(lequal{provisioningfesut 1027) &8 R fl

Provision errorEnd

A

equal{provisioningResult 102) || { egual{provisioningResult, 10

y
PostProvision

Motify Error

Motify Target

Send Password Send Reset Pas..

The SI EmailVerifyAndApproval workflow is executed as follows:

1 The Check email Verification action is invoked in the Check Email

activity, which sets a property to false if the email address is validated in
Select Identity.
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If the email address is not validated, the workflow transitions to the
VerifyEmail block. This block invokes the Save Email Notification action,
which saves an email notification to a batch table. When the batch process
runs, the email is sent. The workflow continues when the address is
validated by the user clicking on the link in the email.

The workflow transitions to the Approval block. The Get approvers by role
action is invoked to retrieve the list of approvers for the user. The Notify
Approvers action is invoked to send email to the list of approvers retrieved
in the previous action. The Create workflow approver task action is
invoked to create an approval task on the Approvals home page for all
users in the approver list. This activity is a wait activity, thus the
workflow will not transition until the approver accepts or rejects the
approval request.

If the approver rejects the request, the Notify Rejected activity invokes the
email notification action to send mail to the request target indicating that
the account was rejected.

If the request is approved, the workflow transitions to the Provision block.
The Provisioning Task action is invoked to provision the user in the
external system(s) as defined by the Service.

If the provision fails, the workflow transitions to the Retry block. The
workflow will retry provisioning three times. If it fails after three retries,
the workflow transitions to the Notify Error activity, which emails the
failure. The workflow then terminates.

If the provision succeeds in the external system, the PostProvision block
begins. This block provisions the user in Select Identity. If
post-provisioning succeeds in Select Identity, the Notify Target activity
sends email to the user and sends the password to the request target if the
password changed.

If the post-provisioning fails, the workflow transitions to the Notify Error
activity, which emails the failure. The workflow then exists.

If an error occurs at any time during the workflow, the template catches
the exception, sends an email, and exits. (If an exception occurs when
sending the email, it logs that error.)
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Sl OneStageApproval

This template requests approval then provisions the user. It is identical to Sl
EmailVerifyAndApproval except for the following:

= It does not verify the user's email address.

= If the password was reset, the Reset Password template is used for
notification, and this notification passes the [USERDEF:ResetStatus]

variable.
Following is the OneStageApproval template:

pproval | Motify Rejected

catch Bxception

(lequal(provisidn

exception

Provision

Log Exception

ing Result, 102) 11 { equali;

PostProvision

Send Reset Pa.. |

Send Password

S| TwoStageApproval

This template adds another approval stage to the SI OneStageApproval
template.
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Following is the SI TwoStageApproval template:

Approvall

Motify Rejectad

Approval2

LogException
catchException

Frovision

Motify Error

FostProvision

Motify Target

Send Password Send ResetPa..

S| ThreeStageApproval

This template adds another approval stage to the SI TwoStageApproval.
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Following is the SI ThreeStageApproval template:

Approval |

equaliapproverfetion,“approve:

pproval2

equalapprovery

Notify Rejected

fetion,"approve:

Log Exception

emorEnd

Retry l
(lequal{provisioniirR & BRI
Natify Emor
I um,”({.; e
PostProvision
PFC
Notifi‘Taliet

ReconciliationDefaultProcess

This template reconciles account data with a resource. It is very similar to the
SI Provisioning Only template; it provisions users in an external resource.
Then, if the user is successfully provisioned, the template executes the Post
Provision in Reconciliation action, which updates the Select Identity database
with data sent in the reconciliation request.

Following is the ReconciliationDefaultProcess template:

Provision

catchBcception

exceftion

PostProvision

LogException

errorEnd
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ReconciliationDefaultProcessMove

This template is similar to the ReconciliationDefaultProcess template. This
workflow is used for Adding Services to a user based on a context change.
After Post Provisioning this workflow includes another activity called
Add2Service.

= The Add2Service activity first calls the “LoadUserServices” workflow
external call.

= Then Add2Service calls the action “Add a set of users to a list of services.”
See Scenario: Adding Services to a User on page 119 for more details on
how to configure Select Identity to use this workflow.

Following is the ReconciliationDefaultProcessMove template:

hegin | catchException I—.{ errorEnd |

excefition

LogException

3

Provision

PostProvision

Add2Service

end

Sl User Enable Disable Workflow

This template is similar to the Sl Provisioning Only template. The only
difference is that the post-provisioning block calls an external call,
UserEnableDisableWFExtCall. This external call enables or disables the

provisioned user depending on the value of the specified attribute via the web
service.
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To use this new workflow, you must configure the external call in advance.
UserEnableDisableWFEXxtCall has six parameters:

Parameter

Parameter Value Description

AttributeName

Attribute name for which the
value is checked

EnableValue

If the value of the attribute of the
user matches the EnableValue,
then enable the user if the user is
disabled

DisableValue

If the value of the attribute of the
user matches the DisableValue,
then disable the user if the user is
enabled

UserName Admin with authority to modify
users that will be using this
external call

Password Admin's password

url Webservices URL

Following is the SI User Enable Disable Workflow:
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P IF o slom

Serd Resel P

Sl Recon User Enable Disable Workflow

This template is similar to the ReconciliationDefaultProcess template. The
only difference is that the post-provisioning block calls an external call,
UserEnableDisableWFExtCall. This external call is also used in the SI User
Enable Disable Workflow template. See S| User Enable Disable Workflow on
page 34 for a description of the UserEnableDisableWFExtCall external call
and its parameters. Following is the SI Recon User Enable Disable Workflow
template.

[ Provision_| [ catchexception]

LogException
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Creating a Provisioning Template

The SI Provisioning Only template provides a workflow for provisioning users.
It is a good example of a workflow template, and the steps below walk you
through the procedure of creating a similar template. Follow this procedure to
practice using the Workflow Studio, to become comfortable with its controls
and properties.

0 As you specify properties for the template, you must click Apply to save the
information. If you do not click Apply after entering data, your changes will be
lost.

1 From the Workflow Studio home page on the Select Identity client, click
Add New Template. This displays the Workflow Studio.

“} Welcome — WorkFlow Studio Editor - Microsoft Internet Explorer

S 54 1, S A TG X 1005 e ——— ot
aajH oimoigeicln @ G0 @)
Waorkflow Information

@

General

WorkflowName :[ |
=
Apply.

[€]Done [T [BErocalintranet 4
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2 Enter provision workflow in the Workflow Name field and click Apply.
The general template properties are displayed on the Workflow
Information tab.

Selectidentity SysAdmin : Concero Sys Admin Template: provision_workflow

B x4 ojmpolnein] m Y 9

Waorkflow Information
=

General

Workflow Name  : provision_workflow

Glohal Attributes

Apply
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3 Create the begin activity:

a Click the Add Activity button (%) then click in the template
workspace. An activity is added to the template and the activity’s
properties are displayed on the property tabs.

A Welcome -- WorkFlow Studio Editor - Microsoft Internet Explorer
Selectldentity SysAdmin : Concero Sys Admin Template:provision_workflow

raH aimppoain 5 S @

Properties  Actions

iy
| Activity 1§ =
Id H __Anwu

Wait Activity [

=
Apply.
[€]Done T Local intranet 4

b Rename the activity by entering begin in the Id field on the Activity
tab, then click Apply.

When assigning a name to an activity, ensure that it is unique; activity
names (IDs) must be unique in a workflow template. Also, the first
activity of a template should be named begin.
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4 Create the provisioning block:

Click the Add Start Block button (9) then click below the begin
activity in the template workspace.

a

A Welcome -- WorkFlow Studio Editor - Microsoft Internet Explorer
Selectldentity SysAdmin : Concero Sys Admin Template:provision_workflow
rajH oimcojoiln)] @ Sjn @l

Properties  Actions

QB

PR a :

4 Activity.z  §

- Wait Activity = [0
=
Apply.
[€]Done [T [BErocalintranet 4

Instead of using the Add Start Block (2)), Add Activity (£, and Add

End Block (®)) buttons to construct a block of activities, you can add a
single block activity that represents a block. Just select one of the
following block buttons and put the block in the template workspace:

Block Activity (Z)
Add Provision (2))
Add Post Provision (ﬂ)
Add Approval (=)
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Specify properties for this activity. Enter ProvisionSB in the Id field
and click Apply. Click the Properties tab, which enables you to specify
properties for the block. Select Start block Id from the drop-down list,
enter ProvisionBlock in the field on the right, and click Apply. This
defines the block-level property that begins the block.

A welcome -- WorkFlow Studio Editor - Microsoft Internet Explorer

Selectidentity SysAdmin : Concero Sys Admin Template:provision_workflow
M pimRoicin] @ Ch @

Activity Prnpenies Actions B

[ Start block Id 2 |ProvisionBlodk

i ProvisionSE _ | =

\ J:
=
Apply
|€] Dene [T Localintranet 4

For later use in the case of an error or exception occurring, create a
map variable designating the current event. The value of this variable
is used in the Notify Error activity, which sends the Provision Failed
email. This email states where in the workflow the error or exception
occurred.

Click the Actions tab then click the Add button. Select Add Item to Map
from the Name drop-down list and fill the fields as follows:

New Collection: Check the box

Map Variable Name: $ProvisionMap
Element Name Variable: “errorEvent”
Element Value Variable: “Provisioning”

Then click Apply.
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d Add a transition from the begin activity to the ProvisionSB activity.

Click », click the begin activity, click ", and click the ProvisionSB
activity. An arrow is drawn between the two activities.

A Welcome -- WorkFlow Studio Editor - Microsoft Internet Explorer
Selectldentity SysAdmin : Concero Sys Admin Template:provision_workflow

raH aimppoain 5 S @

Transil
begin B
Transitionfrom : begin
ProvisionS8

Transition to : ProvisionSB

Conation  :[ ]

=
Apply.
[€]Done T Local intranet 4

e Add the next activity to the block. Click & then click below the
ProvisionSB activity in the template workspace. Activity_3 is added to
the template.

If you wish to move an activity after adding it to the template, click

the Select button (&) then click the Move button (%)) and click in the
template. To help you organize activities and place them more

precisely in the template, click the Grid On/Off button (J)

f  Define the properties for the activity, which will perform the
provisioning actions for the block. Enter ProvisionWT in the Id field
and select the Wait Activity check box (this activity must wait for the
action to complete before it transitions to the next activity). Click

Apply.
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To define the provisioning action for this activity, click the Actions tab
then click the Add button. Select Application Invocation from the Name
drop-down list, select Provisioning Task from the Application Name
drop-down list and click Apply.

Add a transition from the ProvisionSB activity to the ProvisionWT

activity. Click », click the ProvisionSB activity, click «*, and click the
ProvisionWT activity.

Add the end block activity to the block. Click ® then click below the
ProvisionWT activity in the template workspace. Activity 4 is added
to the template.

Define the properties of the end block activity. Enter ProvisionEB in
the Id field and click Apply. Define a property that will enable you to
report on this block later. Click the Properties tab then assign the
following values to the properties. Click Apply after adding each
property.

— Select Block Type and enter provisioning.
— Select End Block Id and enter provisionBlock.

— Select Join Count and enter 1.

< o
3 Welcome -- WorkFlow Studio Editor - Microsoft Internet Explorer provided by Hewlett-Packard

Selectldentity SysAdmin : Concero Sys Admin Template: provision_workflow

[ a4 olmzieiseinl] 5 Y| @

Activity DI Actions

@
Block Type * [erovisicning
End Block Id + |ProvisionBlodk
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Finally, add an action that logs the provisioning result. Click Actions,
click the Add button, select Log Message from the Name drop-down
list, enter "provisioning Result is " + provisioningResult
in the Message Variable field, and click Apply.

Selectidentity SysAdmin : Concero Sys Admin Template:provision_workflow
M pimRoicin] @ Ch @

actuty_proverties JLEITN -

Name 1 Log

Message Variable f|rprovisioning

Result is" +
provisioningk

it

F .
d_ ProvisionEB &
B

=
Apply
|€] Dene [T Localintranet 4

i  Add a transition from the ProvisionWT activity to the ProvisionEB
activity in the block. Click *, click the ProvisionWT activity, click «",
and click the ProvisionEB activity.

5 Define the post-provisioning block that should be executed if the
provisioning block is successful.

a Click Bl then click below the ProvisionEB activity in the template
workspace. Activity_5 is added.
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A welcome -- WorkFlow Studio Editor - Microsoft Internet Explorer

Selectidentity SysAdmin : Concero Sys Admin Template:provision_workflow
NOEELEEEE SN s
Properties  Actions
[EE
, T
Wait Activity 1 [
°
8 _Activity5 3
=
Apply
|€] Dene [ | |EELecalintranet 4

Specify properties for this activity. Enter PostProvisionsB in the Id
field and click Apply. Click the Properties tab, select Start block Id from
the drop-down list, enter postProvisionBlock in the field on the
right, and click Apply.

For later use in the case of an error occurring, create a map variable
designating the current event. Click the Actions tab then click the Add
button. Select Add Item to Map from the Name drop-down list and fill
the fields as follows:

New Collection : Check

Map Variable name : $ProvisionMap
Element Name Variable : “errorEvent”
Element Value Variable : “PostProvisioning”

Then click Apply.

Then, add an action that provisions the user in Select Identity. Click
Actions, click the Add button, select Application Invocation from the
Name drop-down list, and select Post Provision from the Application
Name drop-down list.
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A welcome -- WorkFlow Studio Editor - Microsoft Internet Explorer

M pimRoicin] @ Ch @

Selectidentity SysAdmin : Concero Sys Admin Template: provision_workflow

Activity Properties [JETETTC

Name

Application Name
Asynchronous Invocation © [

e

sPostPr UVISIUnSBj
bl bl |

Apply

Return Variable Name H

|€] Dene [ | |EELecalintranet

Then, click Apply.

Add a variable to hold the provisioningResult. Click Actions, click the
Add button, select Set Variable from the Name drop-down list, enter PR
in the Target Variable Name field and provisioningResult in the Source
Variable field, then click Apply.

Add a transition from the ProvisionEB activity to the PostProvisionSB
activity. This transition will define the condition that the workflow
should not execute the post-provisioning block unless the provisioning
block is successful. Click », click the ProvisionEB activity, click #°, and
click the PostProvisionSB activity. In the Condition field, enter
equal (PR, 102), then click Apply.
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A welcome -- WorkFlow Studio Editor - Microsoft Internet Explorer
Selectidentity SysAdmin : Concero Sys Admin

M pimRoicin] @ Ch @

Template: provision_workflow

ProvisionEB
equal(gf 102)

PostProvisionSB

®A

Transition from : ProvisionEB

Transition to : PostProvision3B

Apply

|£] Done

||| |2¥ Localintranet

Add the end activity to the block. Click ® then click below the
PostProvisionSB activity in the template workspace. Activity_6 is

added to the template.

Define the properties of the end activity. Enter PostProvisionEB in
the Id field and click Apply. Define a property for reporting purposes.
Click Properties, select Block Type from the drop-down list, enter
postprovisioning in the next field, and click Apply. You must also
specify that this is the end of the block by defining the End Block Id
property. Select End Block Id from the drop-down list, enter
postProvisionBlock in the second field on the right, and click

Apply.
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A welcome -- WorkFlow Studio Editor - Microsoft Internet Explorer
Selectidentity SysAdmin : Concero Sys Admin

& w4 BmEeiElo)] B H0] G

Template:provision_workflow

Activity Properties [JETETTC

Name : Application Invocatio
Application Name : saveMotification
Asynchronous Invocation @ [
Return Variable Name : |'FostaddNotification”

squal(gf 102)

PostProvisionSB

= medm
# PostProvisionEB
i

=
Apply
|€] Dene [T Localintranet 4

g Add a transition from the PostProvisionSB activity to the
PostProvisionEB activity in the block. Click », click the
PostProvisionSB activity, click «*, and click the PostProvisionEB
activity.

6 Define an activity that will log an error if the provisioning block is
unsuccessful.

a Click & then click to the right of the ProvisionEB activity. Activity_7 is
added.
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A welcome -- WorkFlow Studio Editor - Microsoft Internet Explorer

Selectidentity SysAdmin : Concero Sys Admin Template:provision_workflow
M pimRoicin] @ Ch @
Properties  Actions
® N
Id 1 |Activity_7
Wait Activity 1 [
S
§ Ao
equal(ER,102)
=
Apply
|€] Dene [ | |EELecalintranet 4

Specify properties for this activity. Enter Notify Error in the Id
field and click Apply. Click Actions, click Add, select Application
Invocation from the Name drop-down list, select Send an Email
Notification from the Application Name drop-down list, and enter
"Provisioning Failed" in the Email Template field, enter
$ProvisionMap in the Name-value Map Variable field, and click
Apply.
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A welcome -- WorkFlow Studio Editor - Microsoft Internet Explorer
Selectidentity SysAdmin : Concero Sys Admin

& w4 BmEeiElo)] B H0] G

Template:provision_workflow

squal(gf 102)

PostProvisionSB

L
& oty Error &
Bl ASLL,

PostProvisionEE

Activity Properties [JETETTC

®A

Name : Application Invocatic

Application Name : GenericEmailMaotific

Asynchronous Invocation © [
Email & |'Frovisioning Failed"
Name-value Map Variable : [3Frovisionhap

Return Variable Name

=
Apply
|€] Dene [T Localintranet 4

Add a transition from the ProvisionEB activity to the Notify Error

activity. Click », click the ProvisionEB activity, click ", and click the
Notify Error activity. In the Condition field on the Transit tab, enter

notEqual (PR, 102), and click Apply.

A welcome -- WorkFlow Studio Editor - Microsoft Internet Explorer
Selectidentity SysAdmin : Concero Sys Admin

& w4 BmEeiElo)] B H0] G

Template:provision_workflow

[_ProvisionEB _|retfepekiefi+a Motify Error
squal(gf 102)
PostProvisionSE

PostProvisionEE

®A

Transition from : ProvisionEB

Transition to © Matify Error

Condition 1 |notEqualiFR.102)

=
Apply
|€] Dene [T Localintranet 4
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7 Add an end activity to the template that is used if an error occurred and
provisioning could not occur. When the workflow ends with the errorEnd
activity, the “End with error” status is displayed on Request Status page of
the Select Identity client.

a Click & then click above the PostProvisionEB activity. Activity_8 is
added.

b Enter errorEnd in the Id field and click Apply.

¢ Add a transition from Notify Error activity to the errorEnd activity.

Click &, click the Notify Error activity, click ", and click the errorEnd
activity.

A welcome -- WorkFlow Studio Editor - Microsoft Internet Explorer

Selectidentity SysAdmin : Concero Sys Admin Template:provision_workflow

M pimRoicin] @ Ch @

@4

Transitionfrom : Motify Error

Transition to + errorend

Conation  :[ ]

squal(gf 102)

PostProvisionSB

Motify Error

PostProvisionEE

=
Apply
|€] Dene [T Localintranet 4

8 Add an end activity to the template that runs if provisioning was
successful:

a Click & then click below the PostProvisionEB activity. Activity 9 is
added.

b Specify properties for this activity. Enter end in the Id field and click
Apply.
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¢ Add a transition from the PostProvisionEB activity to the end activity.

Click »*, click the PostProvisionEB activity, click +*, and click the end
activity.

o o 0
Selectldentity SysAdmin : Concero Sys Admin

B a4 ojmcelman)] &5 HY o

Template:provision_workflow

[ ew |
vy Transition from : MNotify Error
Transitionte  : end
[ emorEna | oD L 1]
Holity Error
PostProvisionSE
PostProvisionEs |

9 Save the template by clicking &.
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Creating a Workflow Template

Workflow templates provide several features that support robust logic, giving
you great flexibility when creating the flow of workflows. When creating
workflow templates, consider the following:

e Task logic — Which workflow activities can be handled by simple
activities, which should be represented by blocks, and when should you
invoke a subworkflow? Blocks provide a way to group activities.

< External applications — Are there external systems or scripts that will
perform tasks during the workflow? For example, do you need to provision
users in an external system using a connector based on approver
feedback? If so, you can register external applications with Select Identity
so that you can call on them from Workflow Studio.

< Branching — How should one activity progress to the next? Is there a
direct path or is the progression based on some condition?

= Auditing and escalation — What information do you need to track
throughout the life of the workflow? You can set temporary properties that
track information for a single activity, you can track information in blocks,
or you can store information to be used throughout the life of the workflow.
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Also, before creating a workflow template, you may need to create dependent
information using the Select Identity client, as follows:

If you plan to request approvals from or notify administrators of changes,
you can obtain a list of approvers by specifying a role created on the
Admin Roles home page.

If you intend to send email as part of the workflow, you can reference
email templates created on the Notifications home page.

If you must perform provisioning actions on external systems, such as to
enforce entitlement rules, you can make calls to these systems using
external calls registered with Select Identity on the External Calls home

page.

Also, keep the following in mind when creating workflow templates:

When specifying information for an activity, be sure to click Apply before
loading other pages. If you do not update Studio with your changes, you
may lose newly updated properties.

If you have an existing workflow template open, trying to open another
workflow template without closing the first window will result in
Workflow Studio loading the template in the current window, overwriting
unsaved changes.

It is recommended that you create a dummy workflow template, to practice
using the Workflow Studio controls. They can be difficult to use at first. See
Getting Started on page 15 for examples you can work through to become
familiar with the interface. After it becomes intuitive, create a simple
workflow template that you can assign to a request event in a Service Role.
Then, build upon the simple template or create a template that you can truly
use in user provisioning.
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Overview of Template Actions

You can use workflow templates to perform an array of tasks in order to
provision users. Workflow Studio’s flexibility enables you to create templates
to process the most complex provisioning actions. In general, though, there is
a finite number of actions you need to perform as part of provisioning. The
following table lists the tasks you can perform and the template action you
must configure to represent the action in Workflow Studio.

Tasks

Actions in Workflow Studio

Variables —
Retrieving and
setting variables, to
pass data to activities
in a workflow and to
external processes

Add Item to List on page 83
Add Item to Map on page 84
XPath on page 86

Set Variable on page 81

Approvers —
Obtaining and
notifying lists of

Application Invocation — Get Approvers By Role
on page 71

Application Invocation — Notify Approvers on

Obtaining email
addresses and
sending email

approvers page 69
= Application Invocation — Create Workflow
Approver Task on page 72
= Application Invocation — Approvers External
Call on page 80
Email — = Application Invocation — Email Notification on

page 74

Application Invocation —» Send an Email
Notification on page 75

Application Invocation —» Check Email
Verification on page 68

Send Email on page 84
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Tasks

Actions in Workflow Studio

Notifications —
Sending notifications
using notification
policy and templates

< Application Invocation — Check Email
Verification on page 68

= Application Invocation — Email Notification on
page 74

= Application Invocation — Send an Email
Notification on page 75

= Application Invocation — Notify Approvers on
page 69

< Application Invocation — Save Email
Notification on page 69

Provisioning —
Provisioning users in
Select Identity and
external resources,
and invoking scripts
and external calls

< Application Invocation — Provisioning Task on
page 73

= Application Invocation — Post Provision on
page 76

= Application Invocation — Post Provision in
Reconciliation to save data on page 77

= Application Invocation — External Call on
page 78

= Approvers External Call on page 80

= Application Invocation — Add a Set of Users to a
List of Services on page 81

< Run Script on page 82
e Call Subworkflow on page 83

Also, you may want to create a retry block for each
provisioning activity or block. If provisioning fails,
the retry block can wait for a specified amount of
time then retry provisioning again. See the Default
Workflow Templates on page 20 for examples.

Logging and errors —
Logging messages to
the Select Identity
log handler and
handling errors

= Log Message on page 82
= Throw Exception on page 82

< Recover from Last Error on page 85
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Properties and Variables

When creating a workflow template, you can define properties. You can also
use variables to pass data to and from the workflow engine. Both properties
and variables can be referenced in the report template to display information
on the Request Status page on the Select Identity client. Workflow variables
exist in the scope of a workflow instance; properties exist in the scope of
workflow template.

Using Properties

A property is simply a name-value pair and the value is a string. Properties
define constant data when the template is created; property values do not
change at runtime. A global property is shared by all the activities within a
workflow instance. The first time you set a property, you initialize its type.
See Activities and Blocks on page 64 for details.

The specified properties can be read by external applications using the
Workflow API provided by Select Identity. They can also be referenced by a
report template to show relevant information in a status report.

Some property names are defined by the workflow engine. Use these
properties when defining activities and blocks. Assign values to these
properties when you create the workflow template to instruct the workflow
how to operate. For example, you could assign a value of 3 to the Join Count
property. The workflow would then wait for three of approvers to join the
workflow before it exits the wait defined in the approval block.

The following table describes the system-defined properties:

Property Where Description
Report Workflow  [Specifies the name of the report template to use.
Templateld Information [The engine will use this report template to render

tab (global [the workflow instance data. If you don't set this
attribute for |property, the engine uses the default report

the template. See Report Templates on page 91 for
template)  |more information.
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Property Where Description
Block Id Block For block activities (activities that represent an
activity entire block), this property replaces the Start
block Id and End Block Id properties used for
multiple-activity blocks. If you use the Add
Provision, Add Post Provision, or Add Approval
buttons to create a block activity, this property is
automatically set to activityld by default.
Start block Id Start block [Sets the block ID in a start block activity. This
activity value must be unique within the template and
must match the value of End Block Id. The
workflow engine uses this ID to identify a block.
Any activities between the start and end block
activities are included in the same block.
End Block Id |[End block  [Sets the block ID in the end block activity. The
activity assigned value must match that of Start block Id.
Block Type End block  Specifies the block type, which is used by the
activity and |report engine when rendering information in the
block status report. All blocks of the same type in a
activity workflow template are rendered according to the

report template.

If Block Type is not specified, Select Identity uses
the default report template to render information
in reports. The following block types are defined
in the default report template:

= For blocks that verify email, specify
emailVerify to report on this block.

= For approval blocks, specify approval to
report on this block.

= For the provisioning block, specify
provisioning to report on this block.

= For the post-provisioning block, specify
postprovisioning to report on this block.

e Specify ReconciliationPostProvision to
report on reconciliation blocks.
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Property Where Description

Join Count End block  [Specifies the total number of anticipated joining
activity and ftransitions. When this number is equal to the
block joined count, the end block or AND join activity
activity exits.

Role Name End block  Specifies the role name (defined in Select
activity and |ldentity) that is used by the Get approvers by role
block action defined in the same activity.
activity

Escalate To End block  Specifies the email address of the user to whom
activity and [the escalation message is sent. Specify this
block property in an approval block.
activity

Escalation End block  Specifies how the escalation is delivered. Specify

Handler activity and ja string (but do not quote the string). Currently,
block you can only specify email as the value of this
activity property. Specify this property in an approval

block.

Escalation End block  [Sends a reminder notification to the address

Timeout activity and specified by escalateTo when the workflow
block instance times out. This property uses the “New
activity User account - Escalation” notification template

when sending emails.
Specify the timeout value in the following format:

[n day[s]] [ x hour[s] | hr[s]] [y minute[s] | min[s]]
[z [second[s] | sec]s]]

where [] indicates an optional parameter and |
indicates OR. If you simply specify an integer, the
workflow engine interprets the time as seconds.

The following are examples:
7 days

1 day 12 hrs 30 mins

45 seconds

3600

Set this property in an approval block.
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Property Where Description

Escalation End block  Directs the workflow engine to repeat the

Repeat Count [activity and |escalation notification. Specify how many times to
block repeat the escalation (integer). Specify this
activity property in an approval block.

Alert Handler [End block Specifies how the alert is delivered. Specify a
activity and string (but do not quote the string). Currently,
block you can only specify email as the value of this
activity property. Specify this property in an approval

block.

Alert Timeout [End block [Sends an alert to the requestor’s address when
activity and {the workflow instance times out. This property
block uses the “New User account - Alert” notification
activity template when sending emails.

Specify the timeout value in the following format:
[n day[s]] [ x hour[s] | hr[s]] [y minute[s] | min[s]]
[z [second[s] | sec]s]]

where [] indicates an optional parameter and |
indicates OR. If you simply specify an integer, the
workflow engine interprets the time as seconds.
The following are examples:

1 day 5 hrs 20 mins

12 hours

2400

Set this property in an approval block.

Alert Repeat [End block  Directs the workflow engine to repeat the alert.

Count activity and Specify how many times to repeat the alert
block (integer). Specify this property in an approval
activity block.

Reminder End block  [Specifies how the reminder is delivered. Specify a

Handler activity and string (but do not quote the string). Currently,
block you can only specify email as the value of this
activity property. Specify this property in an approval

block.
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Property Where Description

Reminder End block  [Sends a reminder notification to all the approvers

Timeout activity and jassigned this approval request when the
block workflow instance times out. This property uses
activity the “New User account - Reminder” notification

template when sending emails.

Specify the timeout value in the following format:
[n day[s]] [ x hour[s] | hr[s]] [y minute[s] | min[s]]
[z [second[s] | sec]s]]

where [] indicates an optional parameter and |
indicates OR. If you simply specify an integer, the
workflow engine interprets the time as seconds.
The following are examples:

2 days 5 hours 30 minutes

1 day

3600

Set this property in an approval block.

Reminder End block  [Directs the workflow engine to repeat the

Repeat Count g@ctivity and |reminder notification. Specify an integer
block representing the number of times to repeat the
activity reminder. Specify this property in an approval

block.

Timeout At End block [Transitions the block back to the workflow when
activity and [the workflow instance times out. Specify the
block timeout value in the following format:
activity

[n day[s]] [ x hour[s] | hr[s]] [y minute[s] | min[s]]
[z [second[s] | sec]s]]

where [] indicates an optional parameter and |
indicates OR. If you simply specify an integer, the
workflow engine interprets the time as seconds.
The following are examples:

1 day 12 hrs 30 minutes

1 hour
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Property Where Description

Timeout After [End block  Sets the timeout value, in hours (integer), for the

activity and lock. The block transitions back to the workflow
block when the waiting time exceeds this timeout.
activity

Using Variables

A variable defines dynamic data that is set and changed while the workflow
instance is running. Like properties, a variable is a name-value pair.
Variables can be created or changed at run-time in a workflow instance
through actions, a Workflow API call, or returned by an application
invocation. To create or change a variable in a template, use the Set Variable
action.

Assign a qualified variable string to the name of the variable. In addition,
keep these guidelines in mind when naming a variable:

The name cannot include spaces.
The first character of the name cannot be a number

The only special characters allowed in variable names are underscores ()
and dollar signs ($). Otherwise, use only alpha-numeric characters.

You can assign any of the following to the value of a variable:

A constant (string, integer, and so on)

If you assign a string constant, quote the string by surrounding it with
double quotes. Here is an example: varl = “this is a string.” When
Varl is evaluated, it resolves to This is a string.

If you assign an integer to a variable, do not quote the value, as in this
example: var2 = 4

Another variable

Simply assign the name of the variable as the value of your variable. If a
variable called Data is assigned the string “This is data”, then assigning
the Data variable to Var2 (var2 = Data) resolves as follows: var2 = “This
is data”
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An expression

An expression can contain variables and constant values. For example, if a
workflow variable called Status is assigned the value “OK”, the following
expression will resolve as The status is OK:

“The status is” + Status

This illustrates an expression that appends the value of a workflow
variable to a string.

A set of workflow macros are defined for use in expressions. For example,
in a transition condition, you can use the equal() macro to compare two
objects, as in this example: equal(approved, approved"”). The workflow
engine will evaluate it and make a decision based on the returned result.
Here are the macros defined for use in workflow templates:

equal(a, b) — if a equals b, the macro returns true, otherwise false

notEqual(a,b) — if a is not equal to b, the macro returns true, otherwise
false

getListltem(listVariableName, index) — returns a list item

getMapltem(mapVariableName, name) — returns a map item

Note that you cannot change the variables type after the variable is
initialized.

Workflow Studio provides the following categories for variables:

Persisted — Variable names of persisted variables begin with $ and are
stored in the database, even when a workflow instance is passivated. You
can access these variables at any time once the workflow instance is
created.

Non-persisted — This type of variable is temporary and available in the
workflow until a wait activity begins (the workflow is passivated) or until
the workflow completes (the workflow terminates).

You can reference workflow variables in workflow templates, report templates,
and in Workflow API calls.
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Activities and Blocks

Activities define the tasks that must occur in the workflow. When assigning a
name to an activity, ensure that it is unique; activity names (IDs) must be
unique in a workflow template.

You can create a group of activities that comprise a block. A block has two
purposes:

= To define information to be used by a subset of activities (block-level
properties)

= To provide block-level reporting
A block can be created in either of two ways:
= Group of activities

This block displays in the Workflow Studio as one or more activities, which
must be bounded by start and end block activities. If you choose to create
this type of block, you must following these guidelines:

— Create the start block activity and assign the Start block Id property
to it.

— Add all activities and transitions beneath the start block activity. The
start block activity can perform actions, though you may want to
perform actions after the start block activity for simplicity.

— Create an end block activity and assign the End Block Id property to
it. The End Block Id property must match that of the Start block Id
property. Also, an end block activity cannot be a wait activity.

— The end block activity should assign the result of the block logic and
should set any properties that must be passed back to the workflow. It
can also log results to the log handler. Other than this, the end block
activity should not perform other actions.

— Any activity within the block cannot jump to an activity outside of the
block without going through the end block activity. Likewise, hone of
activities can jump into the block without going through the start
block activity.

= Single block activity
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This block displays in the Workflow Studio as one activity block, which
represents a block, and performs all the actions that would take place
within the group of activities. In this case, you do not use the start and
end block activities. You can use the following four types of single block
activities: Approval, Provisioning, Post Provisioning and (general) Block
Activity. For examples of using single block activities, see the default
templates: SI OneStageApproval on page 31land Sl ThreeStageApproval
on page 32.

The workflow engine supports the following activity types:

begin — If you intend to assign the workflow template to a request event,
you must create a begin activity as the first activity in the template.
Assign begin (using all lowercase letters) as the name of the activity. You
must create a begin activity as the first in the template. The workflow
engine will throw an exception if it cannot determine where to begin.

If the template will not be referenced by a request event, creating a begin
activity is not necessary. For example, a subworkflow invoked by another
workflow does not require a begin activity. The parent workflow can
explicitly specify the starting activity in the subworkflow (using the
activity ID variable). Likewise, workflow templates can be invoked by
external applications using the Workflow API. If the workflow is invoked
by the API, the begin activity is not necessary and the API can specify the
first activity with which to start.

Exception — An activity that handles errors that occur when the workflow
instance is executed. Designate an activity for exception handling by
assigning catchException as the name of the activity.

errorEnd — You must create an activity named errorEnd that
terminates the workflow if an error occurs. This activity will catches all
exceptions thrown within the workflow including user-defined exceptions
and any exceptions thrown during provisioning, post provisioning, and
external calls. When the workflow ends with the errorEnd activity, the
“End with error” status is displayed on Request Status page of the Select
Identity client. If the workflow ends with any other activity, the Request
Status page displays “End” status.
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Setting Properties on the Activity Page

You can set the following on the Activity tab for activities:

Property

Description

Id

'The name or ID of the activity.

Wait Activity check box

Defines this activity as a wait activity.
Only global variables that are
persisted exist after a wait activity.

Join Type

If more than one incoming transition
is defined for the activity, this
drop-down list is displayed on the
Activity tab for the selected activity. It
enables you to specify that the
activity executes if all of the incoming
transitions are received (AND) or if
the activity executes after only one
transition condition is made (XOR).

Join type transitions are usually
paired with split type transitions, and
XOR is the default join type. Also, if
no condition (join or split) is specified
for a transition, the transition always
occurs.

Split Type

If more than one outgoing transition
is defined for the activity, this
drop-down list is displayed for the
selected activity. It enables you to
specify that subsequent activities
execute if all transition conditions are
met (AND) or if only one transition
condition is met (XOR). XOR is the
default split type.
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Defining Actions

>»

Activities contain actions to define the steps in the tasks. Actions actually do
the work in the workflow.

Actions are executed in the order in which they are added to the activity.

The workflow engine provides a set of actions that you can assign and
configure for activities. These engine-defined actions provide common
workflow data and control operations, such as the Set Variable action of the
Log Message action (see Log Message on page 82). Also provided are
application-specific actions (specific to Select Identity).

The following sections describe the actions that are preregistered with
Workflow Studio to enable you to perform general and application-specific
tasks within an activity. The sections that are provided here are named
according to each action you can choose on the Actions tab in Workflow Studio.
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Application Invocation

The Application invocation action enables you to call an external application.
Select Identity provides many applications that you can use, as described in

this section.

Check Email Verification

This application determines whether an email address exists in Select
Identity. The Check email Verification action returns a boolean indicating the
result. Set the following properties for this application:

Property

Description

Asynchronous
Invocation check box

The invocation mode. For synchronous invocation, the
workflow is blocked until one of the following occurs:

e The application completes.
e An exception is thrown in the main workflow.

Do not select this check box if you wish to store the
return value for this application.

Return Variable Name
field

The name of a workflow variable that holds the
returned value of this application invocation. Only
applications that run in the synchronous invocation
mode can return a value.

In this case, specify the name of a variable to store
the verification result (a boolean) if you wish to catch
the status. It returns true if the user requires
verification of the email address, and false if not.
Example: emailVerification
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Save Email Notification

The Save Email Notification application enables you to create a notification
for a user indicating that he or she must verify the specified email address.
This application must be invoked from a wait activity. Set the following
properties for this application:

Property Description

Asynchronous The invocation mode. For synchronous invocation, the
Invocation check box  workflow is blocked until one of the following occurs:

e The application completes.
e An exception is thrown in the main workflow.

Select this check box for this application.

Return Variable Name  [The name of a workflow variable that holds the
field returned value of this application invocation. Only
applications that run in the synchronous invocation
mode can return a value.

For this application, leave this field blank.

Notify Approvers

This application notifies approvers of a pending workflow task using the
notification mapping created in the Service’s Service Role. The approvers are
those in the role retrieved by Get approvers by role (page 71).

Note that this application sends email to all approvers in the list. Therefore, if
an notification template is used, the To field is ignored.
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Set the following properties for this application:

Property

Description

Asynchronous
Invocation check box

The invocation mode. For synchronous invocation, the
workflow is blocked until one of the following occurs:

e The application completes.
= An exception is thrown in the main workflow.

Do not select this check box if you wish to store the
return value for this application.

Return Variable Name
field

The name of a workflow variable that holds the
returned value of this application invocation. Only
applications that run in the synchronous invocation
mode can return a value.

In this case, specify the name of a variable that can
store the status (boolean) of the application if you
wish to store the status. It returns true if all of the
approvers are sent email notifications, and false if a
problem occurs sending the email.

Notification Action field

The name of the notification mapping in the Service.
Example: “Approve”

Approver List Variable
field

The list of approvers. You can specify a variable.
Example: apprvList
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Get Approvers By Role

The Get approvers by role application enables you to retrieve a list of
approvers based on their role. The role must exist within Select Identity. Set
the following properties for this application:

Property

Description

Asynchronous
Invocation check box

The invocation mode. For synchronous invocation, the
workflow is blocked until one of the following occurs:

e The application completes.
e An exception is thrown in the main workflow.

Do not select this check box for this application.

Return Variable Name
field

The name of a workflow variable that holds the
returned value of this application invocation. Only
applications that run in the synchronous invocation
mode can return a value.

For this application, specify the list of approvers who
are assigned the specified role. Example: apprvList

In addition, you must set the Role Name property for this application. Set this
variable in the end block activity. Click Properties and enter a property that
represents the role. Assign a string to the property; you do not need to quote

the value.

Example: Role Name : Workflow Approver
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Create Workflow Approver Task

This application creates a task for all approvers in the specified list on the
Approvals home page (in the Select Identity client). Call this application in
wait activities only. The approver list is populated by the Get approvers by
role action; see page 71 for details. Set the following properties for this

application:
Property Description
Asynchronous The invocation mode. For synchronous invocation, the

Invocation check box

workflow is blocked until one of the following occurs:
e The application completes.
e An exception is thrown in the main workflow.

Do not select this check box if you wish to store the
return value for this application.

Return Variable Name
field

The name of a workflow variable that holds the
returned value of this application invocation. Only
applications that run in the synchronous invocation
mode can return a value.

For Create workflow approver task, specify a variable
name that can store the return value, which indicates
the status (a boolean) of the application invocation, if
lyou wish to store the status of this application. It
returns true if all of the relevant information
regarding the workflow approval task is persisted in
the database successfully, and false if not. Example:
wfTask

Approver List Variable
field

The list of approvers, which was returned by the Get
approvers by role action. Specify a variable, such as

apprvList.
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Provisioning Task

This application enables you to provision users on target resources, which are
defined by the Service. If provisioning fails on a resource, provisioning on
previous resources is rolled back. You can call this application from within a
wait activity only.

Set the following properties for this application:

Property Description

Asynchronous The invocation mode. For synchronous invocation, the
Invocation check box  workflow is blocked until one of the following occurs:

e The application completes.
e An exception is thrown in the main workflow.

Select this check box for this application.

Return Variable Name  [The name of a workflow variable that holds the
field returned value of this application invocation. Only
applications that run in the synchronous invocation
mode can return a value.

In this case, leave the field blank.

This application creates a variable called provisioningResult, which
indicates the status of the ProvisionTask operation. You can use in transition
conditions and other activities. The following status codes are returned:

e 0 — pending

e 101 —in progress

= 102 — success

< 103 — failure

e 104 — waiting for response

e 105 — reset password failure

This operation also creates a variable called errorCode, which indicates the
error information for this operation:

e (0—noerror

e 1001 — no resource(s) to provision
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This application sends an email notification to the user being provisioned, and
it uses a notification template to send the email.

Note that this application sends email to the request target. Therefore, if an
notification template is used, the To field is ignored. To send an email to
someone other than the request target, use the Send an Email Notification.

Set the following properties for this application:

Property

Description

Asynchronous
Invocation check box

The invocation mode. For synchronous invocation, the
workflow is blocked until one of the following occurs:

e The application completes.
e An exception is thrown in the main workflow.

Do not select this check box if you wish to store the
return value for this application.

Return Variable Name

field

The name of a workflow variable that holds the
returned value of this application invocation. Only
applications that run in the synchronous invocation
mode can return a value.

If you wish to store the return value that indicates
the status (a boolean) of the application invocation,
specify a variable name. It returns true if a
notification was sent successfully, and false if the
notification could not be sent.

Approver Comment
field

The contents of the email that is passed to the
notification template. If you set this property to
SWF_APPROVER COMMENT, the email will include all
approver comments.

Email Template field

The name of the Select Identity email template to
use. Quote (with double quotes) this

Stri ng-mnnuuuuuluuulLlLuumuumuuuuuuuuumumuuuuu

This application creates a variable called $ApproverComments, which
stores each approver's comments, the data and time of the comment, and the

name of the approver.
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Send an Email Notification

This application is used to notify anyone other than the requestor (which is
how the Email Notification application behaves) or user being provisioned. For
example, you could send email to the user’'s manager who is not a user
provisioned in Select Identity. This application takes the notification template
as an argument but also requires another argument, a map object. You could,
for example, create a map object using the Add Item to Map action to contain
the addresses then pass that object to this application. The application then
sends email to the address in the To field.

Set the following properties for this application:

Property

Description

Asynchronous
Invocation check box

The invocation mode. For synchronous invocation, the
workflow is blocked until one of the following occurs:

e The application completes.
e An exception is thrown in the main workflow.

Do not select this check box if you wish to store the
return value for this application.

Return Variable Name
field

The name of a workflow variable that holds the
returned value of this application invocation. Only
applications that run in the synchronous invocation
mode can return a value.

In this case, specify a variable name to store the
status (a boolean) if you wish to store the status of
this operation. It returns true if the notification was
sent to the email target, and false if an exception
occurred in the process.

Email Template field

The notification template to use when sending the
email. Specify the name of the template in quotes.

Name-value Map
Variable field

A map object variable that contains a list of
name-value pairs to be used to substitute matched
parameters in the email template. Create a map by
calling the Add Item to Map action (see page 84)
before this action.
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This application synchronizes the Select Identity database with the users that
are provisioned (after all provisioning completes successfully). Set the
following properties for this application:

Property

Description

Asynchronous
Invocation check box

The invocation mode. For synchronous invocation, the
workflow is blocked until one of the following occurs:

e The application completes.
e An exception is thrown in the main workflow.

Do not select this check box if you wish to store the
return value for this application.

Return Variable Name
field

The name of a workflow variable that holds the
returned value of this application invocation. Only
applications that run in the synchronous invocation
mode can return a value.

In this case, specify a variable name to store the
status (a boolean) if you wish to store the status of
this operation. It returns true if post provisioning

succeeds, and false if it fails.
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Post Provision in Reconciliation to save data

This application synchronizes the Select Identity database after
reconciliation. This application handles all updates done during
reconciliation, instead of instantiating a workflow instance for each update.
Set the following properties for this application:

Property

Description

Asynchronous
Invocation check box

The invocation mode. For synchronous invocation, the
workflow is blocked until one of the following occurs:

e The application completes.
e An exception is thrown in the main workflow.

Do not select this check box if you wish to store the
return value for this application.

Return Variable Name
field

The name of a workflow variable that holds the
returned value of this application invocation. Only
applications that run in the synchronous invocation
mode can return a value.

In this case, specify a variable name to store the
status (a boolean) if you wish to store the status of
this operation. It returns true if reconciliation
provisioning succeeds, and false if it fails.

Post Provision in Bulk Processing to save data

This application synchronizes the Select Identity database after bulk
processing. This application handles all updates done during bulk processing.
Set the following properties for this application:
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Property

Description

Asynchronous
Invocation check box

The invocation mode. For synchronous invocation, the
workflow is blocked until one of the following occurs:

e The application completes.
= An exception is thrown in the main workflow.

Do not select this check box if you wish to store the
return value for this application.

Return Variable Name
field

The name of a workflow variable that holds the
returned value of this application invocation. Only
applications that run in the synchronous invocation
mode can return a value.

In this case, specify a variable name to store the
status (a boolean) if you wish to store the status of
this operation. It returns true if bulk provisioning

succeeds, and false if it fails.

External Call

This application makes a call to an external system during workflow approval.
The external call must be developed as described in the HP Openview Select
Identity External Call Developer Guide, which is available on the Select
Identity CD in the docs/api_help/external calls directory. The
external call must be registered in Select Identity before you can use this

application.

If you need access to the user attributes or the request object in a workflow,
you must create an external call. The RequestTarget class enables you to
access this information; see the HP Openview Select Identity External Call
Developer Guide for more information.
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Set the following properties for this application:

Property

Description

Asynchronous
Invocation check box

The invocation mode. For synchronous invocation, the
workflow is blocked until one of the following occurs:

e The application completes.
= An exception is thrown in the main workflow.

Do not select this check box if you wish to store the
return value for this application.

Return Variable Name
field

The name of a workflow variable that holds the
returned value of this application invocation. Only
applications that run in the synchronous invocation
mode can return a value.

In this case, specify a variable name to store the
status (a boolean) if you wish to store the status of
this operation. It returns 1 if the external call is
successful and 2 if it fails.

External Call Name field

The name of the external call. You can specify name of
an Approver Selection or Workflow external call as
registered on the External Calls page of the Select
Identity client. You must quote this name.

Example: “checkDB”
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Approvers External Call

This application queries an external system for a list of users who can approve
provisioning requests during a workflow. The external call must be developed
as described in the HP Openview Select Identity External Call Developer
Guide, which is available on the Select Identity CD in the docs/api help/
external calls directory. The external call must be registered in Select
Identity before you can use this application. Set the following properties for
this application:

Property Description

Asynchronous The invocation mode. For synchronous invocation, the
Invocation check box  workflow is blocked until one of the following occurs:

e The application completes.
e An exception is thrown in the main workflow.

Do not select this check box if you wish to store the
return value for this application.

Return Variable Name  [The name of a workflow variable that holds the
field returned value of this application invocation. Only
applications that run in the synchronous invocation
mode can return a value.

In this case, specify a variable name to store the
status (a boolean) if you wish to store the status of
this operation. It returns 1 if the external call is
successful and 2 if it fails.

External Call Name field [The name of the external call. You can specify name of
an Approver Selection or Workflow external call as
registered on the External Calls page of the Select
Identity client. You must quote this name.

Example: “checkDB”

Default Approver field |A list of Select Identity user names (approvers); if
more than one name is specified, separate them with
commas. If no approvers are found in the external
source, this list of approvers is returned.
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Add a Set of Users to a List of Services

This application adds the specified list of users to the Services provided in the
map. Set the following properties for this application:

Property

Description

Asynchronous
Invocation check box

The invocation mode. For synchronous invocation, the
workflow is blocked until one of the following occurs:

e The application completes.
e An exception is thrown in the main workflow.

Do not select this check box for this application.

Return Variable Name
field

The name of a workflow variable that holds the
returned value of this application invocation. Only
applications that run in the synchronous invocation
mode can return a value.

In this case, specify a variable name to store the
status (a boolean) if you wish to store the status of
this operation.

parentRequestld field

The workflow’s ID. Specify toInt ($RequestId).

userToServiceMap field

The map of users and the Services to add for each.
Specify a variable (the map), such as $usersvcMap.

Set Variable

This action assigns a value to a workflow variable. If the variable does not
exist, this creates the variable and initializes its type. The following properties
are provided for this action:

Property

Description

Target Variable Name
field

The name of the variable. Do not quote this name.

Source Variable field

The value to assign to the target variable. Specify a
string, variable, or expression.

Example: “Mark” + “ “ + IName
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Log Message

This action logs information to the console window or to a log file, as defined
by the logging configuration for the Select Identity server. Log action can also
be used to display variable values in the Request Status screen as well as in
the console. An example can be found in the LogException activity in the
SIOneStageApproval template. Refer to the HP OpenView Select Identity
Installation Guide for configuration details.

For this action, you must set the Message Variable property. Specify the value
to be logged; you can specify a variable, string, or expression.

Example: “"Current Name =" + nameVar

Throw Exception

This action throws an exception. For this action, you must set the Exception
Message Variable property. You can specify a string, variable, or expression.

Exceptions are handled by the catchException activity (see page 65 for more
information).

Example: “Error:” + fullName + “ not found”

Run Script

This action is for advanced use only, and it enables you to run a script, such as
to manipulate complex business logic for testing purposes. The script must be
written in Beanshell (http://www.beanshell.org).

For this action, you must set the Script Variable property, which specifies the
name of a variable that contains the script code.
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This action calls another workflow template. The following properties are
provided for this action:

Property

Description

Template ID Variable
field

The subworkflow’s template name.

Asynchronous check
box

The invocation mode. For synchronous invocation, the
workflow is blocked until one of the following occurs:

= The end of subworkflow activity is reached.
= A wait activity of the subworkflow is reached.
= An exception is thrown in the subworkflow.

Do not select this check box.

Activity ID Variable field

'The name of the activity where the subworkflow
should begin.

Child Callback check
box

If selected, the subworkflow will resume the parent
workflow when the subworkflow completes.

Add Item to List

This action enables you to create a list for passing multiple variables in a
single workflow list variable. (A list is a collection of variables.) You must call
this action for each variable you wish to add to the list.

Property

Description

New Collection check box  [If you are creating a new list, select this check

box.

List Variable Name field

The name of the variable to create or to which you
are adding a variable. Do not quote this name.

Element Value Variable field [The value of the list element. Quote the value if

this is a string.
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Add Item to Map

This action enables you to create a map for passing multiple variables in a
single workflow map variable. (A map is a collection of name-value pairs
where the value is a workflow variable.) You must create an Add Item to Map
action for each variable you need to set in the map.

Property Description
New Collection field If you are creating a new map, select this check
box.

Map Variable Name field The name of the map to create or to which you are
adding a variable. Do not quote this name.

Element Name Variable field [The name of the variable to set.

Element Value Variable field [The value of the variable. Quote the value if this
is a string.

These User-Defined Variables added to the map can be later referenced in
email templates. To access the substituted values of the variables in an email
template, reference the variable in the form of

[USERDEF:Element Name Variable]. To see a complete list of predefined
User-Defined variables, see the “Notification Variables” section listed in the
HP OpenView Select Identity Administrator Guide.

Send Email

This action sends email to anyone without using a notification template. For
example, use this action to notify an administrator if an exception occurs.

Property Description

To Variable field The email address where the workflow will send
the message. You can specify a string, which must
be quoted, or the name of another variable.

From Variable field The sender’s email address. You can specify a
string, which must be quoted, or the name of
another variable.
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Property Description

CC Variable field The email address of anyone you wish to copy on
the message. You can specify a string, which must
be quoted, or the name of another variable.

Subject Variable field The subject of the email. You can specify a string,
which must be quoted, or the name of another
variable.

Content Variable field The contents of the email message. You can

specify a string, which must be quoted, or the
name of another variable.

Recover from Last Error

If an exception is thrown, this action directs the workflow back to the activity
where the exception occurred. Using this action implies that you are including
logic to fix the problem that caused the exception.

You must specify the Exception ID Variable property. Set this property to the
name of the activity in the workflow template that threw the exception.

This action is typically used with the catchException activity, which is started
when an exception is thrown in the course of workflow instance execution. The
catchException can then be followed by a wait activity that forwards an alert
message to administrators who can then take action to fix the error. If the The
alert message contains the exception context (as specified by the Exception ID
Variable property). After the error is fixed, the administrator can call back to
the workflow with the previously received exception ID to resume the
workflow. The workflow can then use the exception ID to transition to an
activity that invokes the Recover From Last Error action, which resumes the
activity that threw the exception.
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This action enables you to search for a string in an XML variable. You can set
a variable that contains multiple values.

Property

Description

XML Variable Name field

The name of the <Store> element for which to
search.

XPath Variable field

The search path in the following format: store/
lbook [name="string”].

Result Variable Name field

The variable to contain the returned data.

Results List check box

Select this check box to return a complete list of
the strings found.

Transitions

Transitions enable you to connect activities and provide a path for progressing
through the workflow. You can also define that certain conditions are met
before the workflow progresses from one activity to the next. The Workflow
Studio enables you to create transitions as follows:

= You can create a simple transition to connect one activity to the next.

= You can create multiple outgoing transitions. This is called a split
transition. To indicate how outgoing transitions behave, specify the
transition type in the activity that splits into multiple transitions.

— Select the XOR split type for one of the outgoing transitions only.
When any one of the transitions’ conditions are met, the activity
transitions to the next and all other transitions are ignored. If none of
the conditions are satisfied, the transition that does not specify a
condition perform the transaction.

— Use the AND split type to transition from one activity to others. If a
condition is specified in the transition, the transition occurs only when
the condition is evaluated to true. Transitions that do not specify a
conditions are always used.
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You can create multiple incoming transitions. This is called a join
transition. As with split transitions, if you define conditions for each
incoming transition, you can set a property on the activity that defines
whether all conditions must be met (AND) or only one (XOR).

Set the join type in an end block activity. The join type must be paired
with the previous split type. For an XOR join transition, the end block
activity transitions when one of the incoming transitions is received. The
XOR join transition is the default type.

For an AND join transition, if the Join Count property in the end block is
not defined, the end block activity will transition to the next activity when
all of the incoming transitions are received. If Join Count is specified, the
end block activity transitions when the number of transitions received is

equal to Join Count.

A transition can use an exception expression defined by the engine to
indicate that the transition occurs only when an exception is thrown by
the incoming activity.
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Reporting

The Select Identity client enables you to view the status of workflow
instances. Once a workflow instance starts, you can view its status, whether it
is running or complete. You can view the status of an entire instance or the
blocks in a workflow.

The format of the status report is defined in a report template. The report
template describes what information is displayed, how it is organized, and the
display format, and a report template can be shared by many workflow
templates. By default, reports for all workflow instances use this default
template.

This chapter describes how to view a report for a workflow instance. It also
describes the format of the report templates and how to create a custom report
template for use by your workflow templates.
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Viewing Workflow Status

To view the status of a workflow, click Request Status on the Select Identity
client and search for request instances. Enter search criteria and click Submit,
or simply click Submit. A page similar to the following displays:

sdmin Roles | Approvals | Aftributes | sudit Reports | Auto Discovery
Bulk | Challenge f Respaonsze | Configuration Repaorts J Configurations Connectars
External Calls | Motifications | Reconciliation | Resources
Rules | Services | Users | WorkFlow Studio

Home = Request Status

|T0 view the status of a user request, click an the corresponding Reguest Number.|

Request List

Reiest Target User Status Requestor Start 7 Close / How Long
Number
Completed - Selectidentity Mar 18, 2005 Mar 18, 2005
3991 steven Success SysAdrmin 12:06:49 PM 12:07:04 PM
Completed - Selectidentity Mar 18, 2005 Mar 18, 2005
SeEk SN Success SysAdrmin 12:06:35 PM 12:06:56 PM
~ Completed - Selectidentity Mar 10, 2005 Mar 10, 2005
3804 bb-adm® Success SysAdrmin 5:58:17 PM F:01:03 PM
~ Completed - Selectidentity Mar 10, 2005 Mar 10, 2005
SRR €8T Success SysAdrmin 5:37:09 PM 5:38:52 PM
~ Completed - Selectidentity Mar 10, 2005 Mar 10, 2005
3840 bb-adm3 Success SysAdrmin 5:23:18 PM 5:25:17 PM
I388 bh5 Completed - Selectidentity Mar 8, 2005 5:33:38 |Mar 9, 2005 5:35:21
Success SysAdmin i i
1886 bh5 Completed - Selectidentity Mar 8, 20058 5:21:25 |Mar 9, 2005 5:23:07
Success SysAdmin i i
I881 biha Completed - biha Mar 9, 2005 4:07:47 |Mar 9, 2005 4:09:48
Success F i F i
1879 ime-113 Completed - Luu oo Mar 8, 2005 2:53:29 |Mar 9, 2005 2:55:43
Success F i F i

To view the status of a workflow instance, click its ID in the table:

Home = Request Status

|T0 view the details of a specific user request, click on the carresponding YWorkflow Instance.|

Request items for Request Humber: 3857

Workflow . :
Instance Action Type Target User Service Status
Workflow Block Workflow Block
Name Status
3614 rety | Add New User DEIP03Ed igqq i Completed - Errar
Request

MIA - Mot Applicable
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Click the workflow instance ID to display the report.

/Z} welcome -- WorkFlow Instance - Microsoft Internet Explorer

Refresh Image |

I8 [= 3
Workflow Instance : 3614

[ =]

% =]
|

a1 ==

#s

g | e

Ple |

Instance

Mame: Select dentity Instance Request Report
Starttime: Mar 8, 2005 1:25:44 PM

Wiaittime: 0 days 0 hrs 6 mins

End time: Mar 9, 2005 1:32:21 PM

Status: End with errar

Log List

N

ning atternpt failed. Waiting to retry.

Localintranst Y

The colors used in the diagram indicate the status of each activity and

transition:

= Green activities are complete; they have been executed and have

transitioned.

= Green transitions are complete and the workflow has transitioned past it.

= Yellow activities are waiting.

= White activities and black transitions have not been executed.

The tables below the diagram describe details about the entire workflow
instance and its blocks. The content of these tables is determined by the
default report template provided by Select Identity.
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Here is an example of workflow instance status:

Instance

Mame: Select Identity Instance Request Repart
Starttime: Mar 9, 2005 1:25:44 PM

Waittime: 0 days 0 hrs 6 mins

End time: Mar 8, 2005 1:32:21 PM

Status: End with error

Log List

. Time

RetrySB Provisioning attempt failed. Waiting to retry. 03-09-20058 01:26
RetrySB FProvisioning attempt failed. Waiting to retry. 03-09-200501:28
RetrySB Provisioning attempt failed. Waiting to retry. 03-09-20058 01:30

Here is an example of block status:

Block

Block Mame: ProvisionBlock

Description: Pravizioning Block Infarmation
Block Status: Completed

Provisioning starttime: Mar 9, 2005 1:25:44 PM
Waittime: 0 days 0 hrs 6 mins

Frovision end time: Mar 9, 2005 1:32:07 PM

Frovisioning History

EJB Exception: ; nested exception is: java.lang.MoSuchMethodErrar:
FAILED cam trulogicatruaccess.connectar. ChangelogEntry. setChangeType
Phi P.M . (Lijavallang/String

Report Templates

A report template is associated with a workflow template using the
ReportTemplateld global attribute, which is specified on the Workflow
Information tab in Workflow Studio. Any workflow template whose report
type matches the report template name uses the matching report template to
render the status report. If the ReportTemplateld attribute is not defined in a

workflow template, the default report template provided by Select Identity is
used for that workflow template.
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In addition to workflow-level reporting, the report template also describes
how block status is reported. The workflow template uses the Block Type
property to identify how a block is rendered. The block is rendered in a format
given in the matching block section (identified by Type attribute in the
<Block> element) of the associated report template.

In the default report template, six block types are defined that enable you to
view block status:

< emailVerify

e approval

e provisioning

e postprovisioning

= ReconciliationPostProvision
= UserServiceProvisioning

If you assign one of these block types to the Block Type property in your
workflow template, the report engine will render the information for the block
according to the format defined in the default report template.

The following sections describe the format and contents of the report template
file and provide steps for creating a new template based on the default.

Template Structure

A report template is organized hierarchically. At the highest level, there is one
workflow instance and many blocks. Here is an overview of the XML file:

<Page>
<Instance>

</Instance>
<Blocks>
<Block>
</Block>
</Blocks>
</Page>
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The <Instance> block defines properties for rendering workflow instance-level
information. Each <Block> block defines how to render the named block in the
workflow instance. The following sections describe the properties that define
how the instances and blocks are rendered in the report.

Instance-level Reporting

The <Instance> block in the template defines how Select Identity renders
workflow instance-level data. Here is an example of the <Instance> block from
the default report template:

<Instance>

<Row>
<Text Name="Name" Value="Select Identity Instance Request Report"/>
</Row>

<Row>
<Text Name="Start time" Value="StartTime" Scope="Eng"/>
<Text Name="Wait time" Value="WaitTime" Scope="Eng"/>
<Text Name="End time" Value="EndTime" Scope="Eng"/>
</Row>

<Row>
<Text Name="Status" Value="Status" Scope="Eng"/>
</Row>

<Row>
<Table Name="Remind List" Variable="remindList" VariableType="List"
IgnoreNull="true">
<Column ColLabel="Sequence" ColId="Attempts"/>
<Column ColLabel="Time" ColId="RemindingTime"/>
<Column ColLabel="Block Id" ColId="Block Id"/>
</Table>
</Row>

<Row>
<Table Name="Escalation List" Variable="escalationList"
VariableType="List" IgnoreNull="true">
<Column ColLabel="Sequence" ColId="Attempts"/>
<Column ColLabel="Escalated To" ColId="EscalateTo"/>
<Column ColLabel="Action Date" ColId="ActionDate"/>
<Column ColLabel="Comment" ColId="ApproverComment"/>
</Table>
</Row>

<Row>
<Table Name="Exception List" Variable="exceptionInfoList"
VariableType="List" IgnoreNull="true">
<Column ColLabel="ID" ColId="Key"/>
<Column ColLabel="Activity" ColId="Activity"/>
<Column ColLabel="Exception" ColId="ExceptionClassName"/>

93



Chapter 4

<Column ColLabel="Message" ColId="Message"/>
<Column ColLabel="Time" ColId="Time"/>
</Table>
</Row>

</Instance>

Here is an example of instance-level data displayed in a report according to
these settings in the default report template:

Instance

Mame: Select Identity Instance Request Repart
Starttime: 07-26-2004 05:11

Waittime: 0 days 0 hrs 1 mins

End time: 07-26-2004 05:13

Status: Workflow instance ends

Remind List

Time Block Id
1 2004-07-2617:12:483.0 AppravalBlock

Escalated To Action Date

1 selectidentity@hp.com o

The <Instance> block in the report template defines five rows of text, as
specified by the <Text> elements:

<Row>
<Text Name="Name" Value="Select Identity Instance Request Report"/>

</Row>

<Row>
<Text Name="Start time" Value="StartTime" Scope="Eng"/>
<Text Name="Wait time" Value="WaitTime" Scope="Eng"/>
<Text Name="End time" Value="EndTime" Scope="Eng"/>

</Row>

<Row>
<Text Name="Status" Value="Status" Scope="Eng"/>

</Row>

The first row is named Name and its value is Select Identity Instance
Request Report. You can see this text in the first row of the report and in
the first <Text> element in the XML.

The report template also defines three tables — Remind List, Escalation List,
and Exception List. For each table defined in the XML, columns are defined.
For instance, the Remind List table has three columns — Sequence, Time, and
Block Id:
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<Table Name="Remind List" Variable="remindList" VariableType="List"
IgnoreNull="true">
<Column ColLabel="Sequence" ColId="Attempts"/>
<Column ColLabel="Time" ColId="RemindingTime"/>
<Column ColLabel="Block Id" ColId="Block Id"/>
</Table>

You can see these columns in the Remind List table in the report shown
above.

Note that only two tables are displayed in this report. No exceptions occurred
in the workflow instance so no Exception List table is displayed.

See <Text> Element on page 96 and <Table> Block on page 98 for details
about configured the data to be displayed in reports.

Block-level Reporting

A report template can include multiple <Block> elements in the <Blocks>
block to indicate how to render data for blocks in the workflow. The Type
attribute defined in the <Block> element identifies the block type. The Block
Type property set in the workflow must match this name in order for the
report engine to render information according to the definition. Here is an
example of a <Block> element from the default report template. This XML
defines how to render information from the provisioning block:

<Block Type="provisioning"s

<Row>

<Text Name="Block Name" Value="endBlockId" Scope="EA"/>

<Text Name="Description" Value="Provisioning Block Information" />
</Row>

<Row>
<Text Name="Block Status" Value="Status" Scope="Eng"/>
</Row>

<Row>
<Text Name="Provisioning start time" Value="StartTime" Scope="Eng"/>
<Text Name="Wait time" Value="WaitTime" Scope="Eng" />
<Text Name="Provision end time" Value="EndTime" Scope="Eng" />
</Row>

<Row>
<Table Name="Provisioning History" Variable="provisioningStatReport"
VariableType="List">
<Column ColLabel="Request Id" ColId="RequestId"/>
<Column ColLabel="Resource Name" ColId="ResourceName"/>
<Column ColLabel="Resource Status" ColId="ResourceStatus"/>
<Column ColLabel="Res Last Update Time" ColId="ResLastUpdateTime"/>
<Column ColLabel="Operation" ColId="OperationId"/>
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<Column ColLabel="Operation Arg" ColId="OperationArg"/>
<Column ColLabel="Operation Status" ColId="OperationStatus"/>
<Column ColLabel="Op Last Update Time" ColId="OpLastUpdateTime"/>
<Column ColLabel="Rollback" ColId="ResRbFlag"/>
<Column ColLabel="Details" ColId="Details"/>
</Table>
</Row>

</Block>

Here is a snapshot of how the Select Identity client render the provisioning
block data in a workflow instance report:

Block

Block Mame: ProvisionBlock

Description: Pravizioning Block Infarmation
Block Status: Completed
Provisioning starttime: 07-26-2004 0513
Waittime: 0 days 0 hrs 0 mins

Frovigion end time: 07-26-2004 05:13

Frovisioning History

4152 |LDaPT1 |success|2004-07-26

I=

17:13:48.081 [*OP MNBKAAAZ| SUCCESS| | 713,47 425|™%®

2004-07-26 South 2004-07-26
4142 LDAPT1  [SUCCESS 171345 081 LIMNK Tewas SUCCESS 171347 aTa false

As in the <Instance> block, the <Text> elements define the rows that are
displayed in the report and the <Table> elements define the tables. See
<Text> Element on page 96 and <Table> Block on page 98 for a description of
the elements and attributes you can set for block-level reporting.

<Text> Element

The <Text> element defines data to be displayed in a text row in the report.
This element must be created within a <Row> block, and you can specify
<Text> elements in the <Instance> and <Block> blocks. Here are several
examples from the default report template:

<Instance>
<Row>
<Text Name="Name" Value="Select Identity Instance Request Report"/>
</Row>
<Row>
<Text Name="Start time" Value="StartTime" Scope="Eng"/>
<Text Name="Wait time" Value="WaitTime" Scope="Eng"/>
<Text Name="End time" Value="EndTime" Scope="Eng"/>
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</Row>

</Instance>

<Blocks>
<Block Type="emailVerify"s>

<Row>
<Text Name="Email verifcation Status" Value="Status" Scope="Eng"/>

</Row>

<Row>
<Text Name="Block Name" Value="endBlockId" Scope="EA"/>
<Text Name="Description" Value="Email Verification Block Information"
Scope="Var" />

</Row>

To understand how the report engine renders this element, see the
explanation in Instance-level Reporting on page 93.

Here is a description of the attributes required by the <Text> element:

e Name — The text row label. For example, if you specify Name="Name”, a
row named Name is rendered for instance-level data in the report.

e Value — The value assigned to the row. The value assigned to this
attribute depends on the value assigned to the Scope attribute, as
described below.

e Scope — The type of data displayed in this row. The following values are
supported for this attribute:

< Text (or if the Scope attribute is omitted from the <Text> element) —
Displays static text. For example, if you specify the following element:

<Text Name="Name” Value="Select Identity Instance
Request Report” />

This text is displayed in the Name row of the report, as shown in the
default report example on page 94.

= Var — Displays the value of the specified variable. Variables are
created in the workflow instance by the Set Variable action or when a
variable name is assigned to the return value of an application
invocation.

For example, if you created the appList variable in a block to contain
the list of approvers returned by the Get approvers by role application
invocation, you can specify the following in a <Block> block in the
report template:
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<Text Name="Approvers” Value="appList” Scope="Var” />

If the <Text ... Scope="Var”> element is in the <Instance> block, the
all workflow variables are reported. If the <Text ... Scope="Var’>
element is in a <Block> block, the engine reports on variables in the
current block first. If the variable does not exist in the current block, it
tries to report on the same variable at the workflow-level.

< EA — Displays the value of the specified property. Instance-level
properties are set on the Workflow Information tab, which is available
when you click in the background of a template. Block-level properties
must be set in the end activity of the block. For a list of block-level
properties, see page 57 that you can use for this attribute.

For example, if you wish to print the name of the block in the report,
specify the following element:

<Text Name="”"Block Name” Value="endBlockId” Scope="EA”
/>

= Eng — Displays engine-calculated data; you must specify the name of
the data. You can specify the following values for this attribute:
— StartTime — The start time of the instance or block
— EndTime — The end time of the instance or block

— WaitTime — The total wait time of the instance or block (how long
all wait activities took in the instance or block)

— Status — The status of the instance or block

— joinedCount — A block-level variable that specifies the number of
provisioning actions that took place before the block exited

<Table> Block

The <Table> block displays a list of data objects in a table in the report. Each
table displayed in the report template is mapped from a list. An object element
in the list represents a row in the table and an attribute (field) in the object
represents a column.

Within each <Table> block, <Column> elements define the content of the
table. You can configure the report engine to render collection (list) variables
created by the workflow engine or those defined by the Add Item to List action
(see page 83).
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Here are several examples from the default report template:

<Instance>
<Row>
<Table Name="Exception List" Variable="exceptionInfoList"
VariableType="List" IgnoreNull="true">
<Column ColLabel="ID" ColId="Key"/>
<Column ColLabel="Activity" ColId="Activity"/>
<Column ColLabel="Exception" ColId="ExceptionClassName"/>
<Column ColLabel="Message" ColId="Message"/>
<Column ColLabel="Time" ColId="Time"/>
</Table>
</Row>
</Instance>

<Blocks>

<Row>
<Table Name="PostProvisioning Activities"
Variable="ReconPostProvisionStatReport" VariableType="List">
<Column ColLabel="Request Id" ColId="RequestId"/>
<Column ColLabel="Resource Name" ColId="ResourceName"/>
<Column ColLabel="Service Name" ColId="ServiceName"/>
<Column ColLabel="User Name" ColId="ConceroUserId"/>
<Column ColLabel="Operation" ColId="RequestType"/>
<Column ColLabel="Operation Status" ColId="Status"/>
<Column ColLabel="Message" ColId="Msg"/>
</Table>
</Row>
</Block>
</Blocks>

Each field in the object can be displayed as a column in the table.

Attributes of the <Table> Element

The following describes the attributes of the <Table> element. Refer to the
XML listed above for examples.

e Name — The title of the table.

e Variable — The variable whose values you wish to display in a table.
Specify the name of the variable created by an external application or the
Add Item to List action, or specify the name of a workflow engine-defined
variable. If you wish to render an engine-defined variable, the following
values are supported:

e remindList — Lists information about notifications (reminders) sent
during the workflow instance or block activities
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e escalationList — Lists information about escalations that
occurred during the workflow instance or block activities

e exceptionInfoList — Lists information about exceptions that
occurred during the workflow instance or block activities

e alertList —Lists information about alerts sent during the workflow
instance or block activities

e pushList — Lists approvers in the block; specify this value for tables
in <Block> blocks only

e provisioningStatReport — Lists the status of each provisioning
request; specify this value for tables in <Block> blocks only

e ReconPostProvisionStatReport — Lists the status of each
reconciliation request; specify this value for tables in <Block> blocks
only

VariableType — The type of variable. You must specify List as the
value of this attribute; this is the only type supported.

IgnoreNull — Whether to render the table if no values are available. Set
this attribute to true if you do not want to render an empty table.

Attributes of the <Column> Element

For each <Table> element, you must define one or more <Column> elements
to configure the data that will be displayed in the table. The attributes of the
<Column> element are as follows:

ColLabel — The column name (the label of the column displayed in the
report)

ColId — The field name in the object. If you are rendering a list workflow
variable set by an external application, the Colld attribute corresponds to
an attribute name of a data object element in the list. If you are rendering
an engine-defined variable, the following fields are supported. Refer to the
default report template for examples:

= For the remindList variable:
— Attempts
— RemindingTime
— Block Id

e For the escalationList variable:
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Attempts
EscalateTo
ActionDate

ApproverComment

For the exceptionInfoList variable:

Key

Activity
ExceptionClassName
Message

Time

For the alertList variable:

Attempts
EscalateTo
ActionDate

ApproverComment

For the pushList variable:

For the provisioningStatReport variable:

ApproverName
Status
ActionDate

ApproverComment

RequestId
ResourceName
ResourceStatus
ResLastUpdateTime
OperationId
OperationArg

OperationStatus

Chapter 4

101



OpLastUpdateTime
ResRbFlag

Details

For the ReconPostProvisionStatReport variable:

RequestId
ResourceName
ServiceName
ConceroUserId
RequestType
Status

Msg

Chapter 4

For example, the following XML specifies to render data from the remindList
variable:

<Row>

<Table Name="Remind List" Variable="remindList"
VariableType="List" IgnoreNull="true">

<Column ColLabel="Sequence" ColId="Attempts"/>

<Column ColLabel="Time" ColId="RemindingTime"/>

<Column ColLabel="Block Id" ColId="Block Id4d"/>
</Table>

</Row>

This XML is rendered as follows in the report:

Remind List

Time Block Id

2004-07-2617:12:483.0 AppravalBlock
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Creating a Custom Report Template

A default report template is provided that describes how the report engine
should render workflow data. You can export and modify the default template
file from the Configurations home page on the Select Identity client. Or, you
can create another report template. Complete the following steps to edit the
report template in order to create your own:

1 Export the default report template by completing these steps:
a On the Select Identity client, click Configurations.

b  Select Request Instance Report from the Configuration drop-down list,
select Export configuration from the Actions drop-down list, and click

Submit.
Admin Roles | Approvals | Aftributes | Audit Reports Auto Discovery
Bulk Challenge f Respaonsze | Configuration Reports | Configurations Connectars
External Calls | Motifications | Reconciliation | Request Status Resources
Rules | Services | Users | WorkFlow Studio

= Home = Configurations

The Configuration Management section allows you to export and import configurations.

Select a configuration type, then the action you want to perform and click "Submit’.

Configuration: |Request Instance Repart j

Actions: Export Configuration

Submit

¢ Search for the file by clicking #, submit the default search criteria,
and select the DefaultReport file.

d Click Add then close the search window. The file is now listed on the
Export Configuration page:
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Admin Roles | Approvals | Aftributes | Audit Reports Auto Discovery
Bulk Challenge f Respaonsze | Configuration Repaorts | Connectars
External Calls | Motifications | Reconciliation | Request Status Resources
Rules | Services | Users | WorkFlow Studio

= Home = Configurations = Export Configuration

The Configuration Management Export section allows you to export configurations.

Select configuration items through search and click "Generate".
List: yeol

Click Generate on the Export Configuration page. The file is displayed
in a browser window.

Eile Edit Wew Favorites Tools Help HGOOSIE' =

<7uml version="1.0" encading="UTF-8" standalone="yes" 7>
- <ns1:Configinfo xmins:ns1="http:/fconfigload/Common">
- «nsl:Header CreateTime="Wed Jul 21 14:21:24 CDT 2004" CreateBy="2777"
Yersion="3.0.0" Type="wfReportTemplate">
- <nsliKeys»
<nsl:kKey Yalue="DefaultReport" />
«/nsl:Keys>
</nsliHeader>
- «ns1:Body>
— <rMLItems>
<?uml version="1.0" encoding="UTF-8" standalone="yes" 7>
- <ReportTemplate xmins="http:/ /www. wimc.org/XPDL1.0">
- <ReportPages>
- <Page>
- «Instancex
— <Rows
<Text Name="Name-New333" value="ProcName"
Scope="EA" />
<Text Mame="Description" Yalue="An approval and
provisioning process" />
< /RO
— <Rows
<Text Name="Start time" alue="StartTime"
Scope="Eng" />
«Text Mame="Wait time" Yalue="WaitTime"
Scope="Eng" />
<Text Name="End time" Yalue="EndTime"
Scope="Eng" />

< /RO
- <Row>
<l-- <Text Name="Number of approval stages"
Value="jvard" Scopes="Var'/: -

«Text Mame="Involved user name" Yalue="$varz2"
Scope="Var' />

</Row -
4] | »

[€]Done [T [ mtemet 4

Save the file locally. Note that you may need to replace &It; with <
and &gt; with > in the file.
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2 Edit the file as follows:

a

d

Modify the elements in <Instance> block to define how workflow
instance-level data will be rendered in the report. See Instance-level
Reporting on page 93 for details about the elements and attributes in
this block.

If you are creating a new template file, you must change the Value
attribute in the <nsl:Key> element. For example, if you wish to
rename this template ReconciliationReport, change the following:

<nsl:Key Value="DefaultReport"></nsl:Key>
to
<nsl:Key Value="ReconciliationReport"></nsl:Key>

To assign this report template to a workflow template, be sure to
create the ReportTemplateld property as a global property for the
template (on the template’s Workflow Information tab, which you can
display by clicking in the background of the template). Assign the
name of the report template (such as ReconciliationReport in this
example) as the value.

Modify the existing <Block> block, or add additional <Block> blocks,
to define parameters for reporting on a specific blocks in your
workflow template.

To render a specific block in the workflow template according to a
<Block> block in the report template, create the Block Type property
in the end activity of the block. Assign the name of the <Block> block
(as defined by the Type attribute of the <Block> element) as the value
of the property. See Block-level Reporting on page 95 for details.

Save the file.

3 Import the XML file into Select Identity:

a

b

Cc

On the Select Identity client, click Configurations.

Select Request Instance Report from the Configuration drop-down list,
select Import Configuration from the Actions drop-down list, and click
Submit.

Browse for the file on your system then click Submit.

The XML file is loaded into the Select Identity database when you import it.
The newly-defined report template is available in the Configurations
drop-down list.
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Frequently Asked Questions (FAQ)

General

What is the process for designing and creating a workflow template?

Follow these guidelines to design and create a workflow template:

1

2
3
4

(62

Determine what tasks to create, such as for approval and provisioning.
Design a block for each task.
Determine what applications or actions must be invoked.

Decide how these applications are called (such as their order and the
business rules that govern them) to layout activities and place actions.

List the input parameters required by the applications.

Determine what workflow variables are needed and how to create and
pass them between activities.

What is a wait instance?

When a running workflow instance hits a wait activity, it is passivated until it
is reactivated by an external source. The passivated workflow instance is
called wait instance.
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How is a workflow instance started (created)?

A workflow instance can be started using the workflow API (see the HP
OpenView Select Identity External Call Developer Guide for details) or
sub-workflow action invocation.

Are macros defined for use in a workflow expression?

A workflow macro is a function defined by the workflow engine to be used as
part of an expression. For example, in a transition condition, you can use the
equal() macro to compare two objects, as in this example:

equal(approved, approved"). The workflow engine will evaluate it and make a
decision based on the returned result. See Using Variables on page 62 for the
list of macros provided for workflow templates.

Where can | use workflow engine-defined variables?

The workflow engine internally defines a set of variables for advanced usage.
These are low-level variables and only advanced users may access these
variables. For example, when you register an application, you may need to
pass the variables to application. See the HP OpenView Select Identity
External Call Developer Guide for a list.

What is an asynchronous conversation in a workflow?

An asynchronous conversation consists of an asynchronous application
invocation and a callback operations. It simulates what a synchronous
invocation does — call and get a return value. In an asynchronous
conversation, the return value is obtained when the external system
reactivates the workflow by passing in workflow variables. The typical
example can be found in a provisioning stage. Because provisioning can be a
lengthy process, the workflow invokes it asynchronously and the provisioning
later passes its status back to the workflow after it completes. This reactivates
the workflow.

How can | implement an asynchronous conversation in a workflow
template?

The conversation cycle starts with an asynchronous invocation to an external
application. The conversation context is passed to the invoked application an
input parameter, either using _instanceActivityld or using a combination of
$_instld and _activityld. The context uniquely identifies where the
reactivation point is in the workflow. The workflow is then passivated (in a
wait activity). The activity can then be invoked by the external application
with workflow variables set as input parameters. The workflow uses the
variables as return values from the application.

107



Appendix A
Activities

What is the purpose of a wait activity?

A wait activity is like normal activity except that it does not automatically
transition to the next activity. After all of the actions are executed, this
activity suspends the running workflow instance temporarily until it is
resumed later by an external application, such as by the Workflow API.

Typically, the _instActivityld variable that is defined by the workflow engine
is passed to the external application, which uses this identifier to reactivate
the workflow later. When the instance is reactivated, it resumes at a point
where wait activity completes.

Does the catchException activity catch any exceptions thrown by any
application?

Yes. It is a catchException activity transitions to when any exception is
thrown from anywhere in the workflow.

When should an exception expression be used for transition’s
condition?

The catchException activity is used to globally catch an exception, while a
transition with an exception condition enables the workflow to catch an
exception at the activity level. See one of the default templates for an example
In the default templates, the catchException can catch an exception thrown by
an activities. It then transitions to the Notify Error activity. If this activity
throws another exception, an infinite loop will occur. To avoid this, use a
transition with an exception condition as shown in the template.

Blocks

How can I create a block in a workflow template?

A block can be represented by a start block activity, an end block activity, and
other activities between these two activities, or a single block activity. Start
and end block activities are identified by the same ID, which is assigned to the
Start block Id and End Block Id properties. For the single block activity, a
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block is identified by the blockld property. To define block properties such as
timeout, joincount, escalation, and so on, a block must be used to handle these
special properties.

How do | define block properties?
Block properties are defined in a single block activity, or the end block activity.
How can | access block variables?

Block variables are accessed using Workflow API calls. A block variable is
identified by name and block ID. A block variable can also be referenced in a
report template to render the block information in the resulting report.

What does the Join Count property do in a single block activity or an
end block activity?

The workflow engine uses the Join Count property defined in an end block
activity to determine whether the end activity (or block activity) can exit.
Internally, it stores a variable that counts the number of times an end block
activity is executed. If the Join Count value matches the joined count, the end
activity transitions out of the block. If Join Count is not specified, the
incoming transition count for the end block is implicitly assumed to be the join
count.

How do | make activities run concurrently?

Activities that are split by a start block activity with the AND join type run
concurrently.

How do | synchronize concurrently running activities?

Activities that join at an end block activity with AND join type transitions are
synchronized. The end block activity does not exit until all transitions are
received.

Is an end block activity a waiting activity?

An end block activity cannot be a wait activity. However, an end block activity
can suspend the instance if the total number of anticipated transitions are not
received.

A single block activity can be a wait activity.

109



Appendix A

Can a block time out?

A block can time out if it does not complete the block activities within the
specified timeout property value. This timeout value is defined in the end
block activity by the Timeout After property. You can also set the Timeout At
property to time out at a specific time.

Actions

When should | use a subworkflow?

Subworkflows enable you to reuse of common workflow templates. For
example, a multi-stage approval process can be defined as a single approval
template and a parent workflow template can invoke the single approval
subworkflow multiple times with different input parameter settings.

How does a parent workflow exchange variables with a subworkflow?

All persistent variables in the parent workflow are automatically passed to
the subworkflow and all persistent variables from the subworkflow are passed
back to the parent workflow when subworkflow returns. Engine-defined
variables are not shared between workflow instances.

How does the workflow behave when a subworkflow contains wait
activities?

When a subworkflow is invoked synchronously, the parent workflow instance
will not continue until the subworkflow returns. For a subworkflow with wait
activities, the Call Subworkflow action should be invoked by creating it in a
wait activity or by selecting the subworkflow wait check box for the activity.
The parent workflow resumes when the subworkflow completes.

Does a subworkflow run in the same instance as the parent
workflow?

No, it runs in a separate instance.
Does the Throw Exception action terminate a workflow instance?

If a catchException activity is implemented, the instance will start at this
activity right after the exception is thrown. Otherwise, the workflow instance
propagates the exception back to the workflow client (where the workflow was
invoked) and terminates itself.
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Should I implement a catchException activity when the Throw
Exception action is used?

catchException is optional. If it is not used, the thrown exception will be
propagated to the workflow invoker (such as the Select Identity server).

How is the Error Recover action used?

This action is typically used with a catchException activity. The
catchException activity is usually followed by a wait activity that forwards an
alert message containing the exception context (getCurrentException() macro)
to administrators who can fix the error. Once the error is fixed, the
administrator can callback to the workflow using the exception context to
resume the workflow which, in turn, uses the exception context to transition
to activity that invokes the Recover From Last Error action. This action
resumes the activity that threw the exception.

How do I know when to pass variable names or expressions to an
action?

You can determine if a parameter is defined as text, a variable name, or an
expression by viewing the Actions tab. As a rule, a parameter is always
defined as an expression for application input parameters and as a variable
for application return value.

Do engine-defined actions throw exceptions?

No, engine-defined actions do not throw exceptions. They log errors if an error
occurs.

How can | log an exception?

The workflow engine stores a list of exceptions in a workflow variable called
$_exceptionList. The report template uses this variable to display a list of
exceptions. Therefore, to log an exception in a workflow template, simply log
this variable.

Is the value returned by an application automatically assigned to a
workflow variable?

Yes. The Return Variable Name field for each application invocation specifies
the variable name that will contain the return value.

Does an application return a value when it is invoked
asynchronously?

No, an asynchronous invocation returns to the caller before the invoked
application returns a value.

111



Appendix A

How does the External Call application differ from other
applications?

The External Call application requires that the application be implemented
following certain conventions. See the HP OpenView Select Identity External
Call Developer Guide for more information.

Reports

How do | edit a workflow report template?

You can download the default report template from the Configurations home
page. After editing the template, upload the file. The uploaded report template
takes effect immediately; you do not need to restart the server.

How can | render a variable or property in a report?

To render variable and property information in a report, configure the report
template using the scope attribute of the <Text> element. See Creating a
Custom Report Template on page 103 for more information.

What statistical information is defined by the report engine?
The following data can be rendered in a report:

e Start time, wait time, and end time

= Execution status

= IsAlertSent

= IsReminderSent

= IsEscalationSent

= Escalation List

= Reminder List

= Alert List

e Error List
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Scenario: Enforcing Entitlement

Rules

This appendix provides an example of how you can use Select Identity to
enforce business rules. Using an external call as a step in a workflow, you can
enforce entitlement rules. Consider the following scenario:

A change to a user's department comes in through Reconciliation. As a
result, Reconciliation runs a workflow, which checks the user’s existing
department and compares it to the department sent to Reconciliation.
Based on the new department value, the old cost center and entitlement
are removed from the user and the new values are added. (The resource is
Active Directory.)

The following procedure illustrates how to register the external call that will
evaluate whether the user’s department has changed and assign new values,
if necessary. The following is assumed about this scenario:

LDAP is the resource in which users are provisioned for this example,
thus it is assumed that the LDAP connector, resource, and attributes
exist.

The Service exists and the ReconciliationDefaultProcess workflow
template is associated with the Service views.
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Complete the following steps to create the external call and associate it with a
workflow template:

1

Code the external call that will enforce the entitlement rules. As described
in the HP OpenView Select Identity External Call Developer Guide, you
must create a Java object that performs the task as part of workflow. This
enables you to integrate approval processes with external processes and
systems. You must use the External Call APl and Workflow API, which
define Java-based interfaces for creating external callouts.

In the script, the following codes are used:

Department | Entitlement | CostCenter
Sales SA-505 101
Finance FIN-505 205
HR HR-101 308
Corporate CORP-3 409

The script used for this scenario is provided as an example in the
developer guide, in the Examples chapter. Here is an excerpt of that script:

//set the resource name here

private static final String resourceName = "LDAP_70";

private static final String USERNAMEATTRNAME = "UserName";
private static final String DEPARTMENTATTRNAME = "Department";
private static final String COSTCENTERATTRNAME = "CostCenter";
private static final String ENTITLEMENTPOSTFIX = " _ENTITLEMENTS";

private static final String findOldDeptQuery =
from TAAttribute A , "
+ "TAUser B where A.identObjId = B.userId AND A.name = "
+ "? and B.conceroUserId = ?";

"select A.stringValue

* If the department has changed, assign the new cost center and
* entitlements to the user. Use the following table to assign values.
* Department Entitlements CostCenter

*

* Sales SA-505 101
* Finance FIN-505 205
* HR HR-101 308
* Corporate CORP-3 409
*/

private static final String[] deptNames =

{

"Sales", "Finance", "HR", "Corporate"};
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private static final String[] costCenterNames =

{

"101", "102", "103", ||100||};

private static final String[] entNames =

{

"SA-103", "FIN-101", "HR-102", "Corp-103"};

Deploy the external call with Select Identity:

Appendix B

a From the External Calls home page in the Select Identity client, click
Add New Call. The Basic Information page displays.

Admin Roles | Approvals | Aftributes | Audit Reports Auto Discovery

Bulk Challenge f Respaonsze | Configuration Repaorts | Configurations | Connectars
: ] Motifications | Reconciliation | Request Status | Resources
Rules | Services | Users | WorkFlow Studio

Home = External Calls = Add New Call

Type inthe Name and a Description of the new external call being deployed. Mext, enter the Class Mame
and Class Path. Selectthe Call Type and Mumber of Parameters and click "Save & Continue”.

Basic Information

*+ Extarnal Call Marme: |

* Call Type: |Workﬂ0w External Call j

*Mumber of Parameters: ID

Description: =]
*Classname:
Classpath: (Separated by ;|

* Designates Required Fields

b Enter Entitlement Rules in the External Call Name field.

¢ Enter Enforces entitlement rules when a user’s
department changes in the Description text box.

Information
Farameters
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d Enter com.trulogica.truaccess.externalcall.
workflowfunction.WfEntitlementChange in the Classname field.
This is the name of the class that implements the Java interface.

e Select Workflow External Call from the Call Type drop-down list.

Enter 0 in the Number of Parameters field. The script does not require
input parameters.

The Basic Information page now looks like this:

Basic Information

* External Call Name: |Entit|ement Rules
Description: Enforces entitlement rules when ;I
a user's department changes
[~
*Classname: com.trulogica.truaccess. externalcall workflowfunct
Classpath: (Separated by ) ;I
[~

* Call Type: |Workﬂ0w External Call j

*Mumber of Parameters: ID

g Click Save & Continue.

For more information about deploying external calls, see the External
Calls chapter in the HP OpenView Select Identity Administrator Guide.
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3 Edit the default Reconciliation workflow template to call the Entitlement
Rules external call.

a On the Workflow Studio home page, select ReconciliationDefaultProcess
from the Template drop-down list, select Modify Workflow Template from
the Actions drop-down list, and click Submit. The Workflow Studio
displays and loads the template.

; Welcome -- WorkFlow Studio Editor - Microsoft Internet Explorer

Selectidentity SysAdmin : Concero Sys Admin Template: ReconciliationDefaultProcess

M pimpRoicin] @ Cjh @

begin
Workflow Name @ ReconciliationDefaultProcess
Frovision
FastProvision
=
Apply

[€] Done || | |8 Localintranet 7

b Modify the Provision activity to call the Entitlement Rules external
call. Click 2l on the toolbar and click the Provision activity. The
property tabs are displayed on the right.
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¢ Click the Actions tab then click the Add button.

d Select Application Invocation from the Name drop-down list, select
External Call from the Application Name drop-down list, enter
“Entitlement Rules” in the External Call Name field, and click

A} welcome -- WorkFlow Studio Editor - Microsoft Internet Explorer
Selectidentity SysAdmin : Concero Sys Admin Template: ReconciliationDefaultProcess
M pimRoicin] @ Cjh @
Activity Properties [JETETTC
Name : Application Invocation
Application Name : External Call
Asynchronous Invocation © [~
— o .
4 Provision & catchException Return Variable Name H l:l
FastPravision
o] Sreorind
Apply Return Cancel
[&] Dene [ B8 Localintanet 7

e Save the template by clicking ® on the toolbar, and close Workflow
Studio.

For more information about workflows, see the Workflow Studio chapter
in the HP OpenView Select Identity Administrator Guide.

Now, Select Identity can enforce business rules. The external call is registered
with Select Identity and the workflow will process the necessary entitlement
changes based on changes to users.
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Scenario: Adding Services to a User

Select Identity provides the LoadUserServices external call, which gives you
the ability to add Services to a user based on a context change. Select Identity
then provisions the user in the resources for the new Services. You can use

this external call when moving a user (using the Select Identity client) or
through reconciliation.

This scenario illustrates how you can use a workflow and the external call to
automatically move users from one set of Services to another based on a user’s
company. The following is configured to support this:

= Arrule is created that adds new Services to the users based on context. For
each possible company, a list of Services is provided in the rule, as follows:

Company Services

Tl = HRManagers QAManagers
e DevManagers AllManagers

HP = [ITManagers FacManagers
< PchManagers AllManagers
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Company Services

GE = AcctManagers = AllManagers
= PayrollManagers

SWB < MedManagers = DocManagers
= SecManagers = AllManagers

< An external call is created that reads the rule and determines the Services
available to a user based on a new context value. The external call returns
the list of Services.

< A workflow template is created that removes the Services no longer valid
for the user based on the context change. The workflow template then
invokes the external call to retrieve the list of new Services. It evaluates
each Service to determine if the user is qualified for assignment (based on
required fields, constrained values, and so on). For each valid Service, a
new request is created to provision the user on the applicable resource(s).

Complete the following steps to create the rule, external call, and workflow
template that will add services to a user:

1 Create a rule called Services_ReconRule that adds new Services to a user
based on context. In this rule, the context is the user’'s company. If you
wish to review the rule, refer to the Services ReconRule.xml filein the
SampleXML/Reconciliation/Rules directory on the Select Identity
CD.

2 Register the rule with Select Identity:

a From the Rules home page in the Select Identity client, click Add New
Rule. The Rule Management page displays.

Admin Roles \ Approvals \ Attributes \ Audit Reparts | Auto Discovery
Bulk Challenge / Response | Configuration Reparts \ Configurations Connectors
External Calls \ Motifications | Reconciliation \ Request Status \ Resources
Rules | Services \ Users | WarkFlow Studio

Home = Rules = Rule Management
The rule management section allows you to upload a rule file. You can (1) click the link to open the template or rule file, {2)
Sawe the file in your local machine, (3) Modify the file, and (4) Upload the file.

[Rule Management

Template File: RuleTemplate.xml

Selectafile: Erowse..

b  Click Browse to select the Services_ReconRule file.

120



Appendix C

¢ Click Save Rule.

Create the LoadUserServices external call, which issues a reconciliation
request to modify a user’s context and removes Services that are
associated with the old context. The external call then runs the
Services_ReconRule rule.

a From the External Calls home page in the Select Identity client, click
Add New Call. The Basic Information page displays.

Admin Roles | Approvals | Altributes | Audit Reports \ Auto [
Bulk hallenge f Response Configuration Reports Caonfigurations L
B I ) | Reconcilition | Reques! Stalus |
Rules \ Senvices | Users \ WiorkFlow Studio

Home » External Calls > Add New Call

Type in the Name and a Description of the new external call heing deployed. MNesd, enter the Class Name
and Class Path. Selectthe Call Type and Mumber of Parameters and click "Save & Continue”,

Basic Information

* External Call Mams I

Description ;l
*Classname

Classpath: (Separated by ) ;I
*Call Type Workflow Extermal Call -
*MNumber of Parameters 0

b Enter LoadUserServices in the External Call Name field.

¢ Enter com.trulogica.truaccess.externalcall.
workflow.LoadUserServices in the Classname field. This is the
name of the class that implements the Java interface.

d Select Workflow External Call from the Call Type drop-down list.
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e Enter 1 in the Number of Parameters field. The external call requires
the name of the rule as its parameter.

The Basic Information page now looks like this:

Basic Information

*Extemnal Call Name [LoadUserSenices
Description d
*Classname hrua:cess.e:{tema\cal\.warkﬂaw LoadUserSerices
Classpath: (Separated by ) d
*Call Type Workflow External Call =
#Number of Parameters: 1

f  Click Save & Continue.

g Inthe Parameter Name field, enter ServicesRule. In the Parameter
Value field, enter Services ReconRule.

The parameters page now looks like this:

Home = Exernal Calls - Add New Call: LoadUserServices

|Mnmfv parameters as desired for the external call. Click "Submit* when finished ‘

Basic Information

External Call Mame:  LoadUserSemices
Parameter Mame Parameter Value
1 |Semcesﬁu\e |SemcesiRecanRu\e
Cancel

h  Click Submit.

For more information about deploying external calls, see the External
Calls chapter in the HP OpenView Select Identity Administrator Guide.

Now, Select Identity can add the users to new Services based on a context
change using the ReconciliationDefaultProcessMove workflow. The list of
services is passed from the external call to the workflow, which runs an
application to add the Services.
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Event Reference

The following tables lists the request events to which you can assign a
workflow template when creating Service Roles:

Delegated-registration Request Events

e Adding a user < Enabling a service membership

< Adding a service to a user < Modifying a user

= Deleting a service membership Viewing a service membership

< Disabling a service membership

Reconciliation Request Events

< Adding a service to a user = Deleting a service membership

Self-service Request Events

e Adding a user = Modifying a profile

= Adding a service to a user
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Verisign Certificate Management

Select Identity registers users through Services. If you wish to manage
Verisign certificates during the user registration process, you can rely on the
SI CertificateRequestProcess workflow template. This workflow template
calls the WorkflowCertificateRequest external call, which is provided by
Select Identity and is configured for managing Verisign certificates.

Before you can use the WorkflowCertificateRequest external call to manage
Verisign certificates, you must perform the following steps:

1 Create a table named cert_vsaa that will be used by the external call to
store certificate requests and responses. This table can be created in any
database. The following example creates the cert_vsaa table and index in
Oracle:

CREATE TABLE CERT VSAA (
rgst _id int NOT NULL ,
usr_id int NOT NULL,
email ad varchar(64) NOT NULL ,
pswd_id varchar (32) NOT NULL ,
birth dt char(5) NOT NULL,
stat cd wvarchar (6) NOT NULL,
cert tx long

)i

CREATE INDEX cert_vsaa_idx on CERT VSAA(email_ad) ;
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Create a JNDI data source on the Select Identity server to access this
table.

On the Select Identity server, create a file called verisign.properties,
which is used by the WorkflowCertificateRequest external call in the SI
CertificateRequestProcess workflow template. Here is an example of the
file:

verisign.dataSource=jdbc/Verisign
verisign.certtablename=cert vsaa
verisign.certtable.record.delete=no
verisign.certtable.status.new=NEW
verisign.certtable.status.approve=APR
verisign.certtable.status.reject=NEW
verisign.certificate.tag=yes
verisign.mapping=com/trulogica/truaccess/externalcall/
certificatefunction/verisign/Verisign.Mappings
verisign.Certificate.Type=X.509

Create a file called verisign.Mappings, which is referenced in the
Verisign.properties file and contains parameters that are used by
Select Identity to communicate with Verisign during certificate requests.
Here is the format of the file:

FORM_VerisignTarget=VerisignTarget
FIELD operation=operation

FIELD mail_ firstName=FirstName
FIELD mail lastName=LastName

FIELD mail email=Email

KEY public key=

FIELD employeeID=EmployeeID

FIELD_ challenge=CertRegPswd

FIELD additional field5=AddnField
FIELD form file=FormFile

FIELD VHTML FILE=VHTMLFile

FIELD authenticate=authenticate
FIELD additional_field3=AddnField3
FIELD additional_ field4=AddnField4
FIELD additional fieldé6=AddnFieldé
FIELD user data l=user data 1
FIELD user data 2=user data 2
FIELD user_ data 3=user data 3
FIELD user_data_ 4=user_ data 4

The FORM VerisignTarget property provides information to connect to
a Verisign URL for certificate requests. It can contain a Verisign URL or a
Select Identity attribute in the Certificate service that stores the Verisign
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URL. In the above case, the value VerisignTarget points to a Select
Identity attribute configured at the root Service Role level in the
Certificate service, and its value is fixed.

Contact Verisign for values needed in this file.

% After creating these files, copy them to the install dir/com/
trulogica/truaccess/externalcall/certificatefunction/
verisign directory, which will replace the files provided by Select
Identity.

Then, when configuring the Service that will register the users, perform the
following:

1 Define attributes for the DN and CertRegPswd parameter values that are
passed to the WorkflowCertificateRequest external call by the SI
CertificateRequestProcess workflow template. Specifically, ensure the
following:

— The CertRegPswd attribute must be visible and updatable in the view
that performs the Add operation.

— The DN attribute must not be present in the view that performs the
Add operation.

— Neither attribute should be present in any other view.

2 When configuring the business relationship, the Add New User and Add
Service events must use the Sl CertificateRequestProcess workflow.
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A

Access Control List (ACL)

An abstraction that organizes entitlements and controls authorization. An
ACL is list of entitlements and users that is associated with a secured object,
such as a file, an operation, or an application. In an ACL-based security
system, protected objects carry their protection settings in the form of an ACL.

Access Management

The process of authentication and authorization.

Action
A task that can be performed within each Select Identity capability.

In Workflow Studio, an action invokes functions provided by the workflow
engine or external applications within an activity. For example, you can log
information to a file, set a property to be used later in the workflow, call an
external process, provision a user in Select Identity, or store data in a
database.

See also: Capability

Activity

A task that may occur when a workflow template is executed (in Workflow
Studio). Activities are the core components of workflow templates; they do the
work necessary to provision users. An activity can set a property to be used
throughout the workflow, track approvals, start a subworkflow, send email,
call an external application, and so on.
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Admin Role

A template that defines the administrative actions that can be performed by a
user. An Administrative Service is created to provide access to roles. Users are
then given access to the Service. Users with administrative roles can also
grant their set of roles to another administrator within their Service context.

Approval Process

The process of approving the association, modification, or revocation of
entitlements for an identity. This process is automated of these through
workflow templates.

Approver

A Select Identity administrator who has been given approval actions through
an Admin Role.

Attribute

An individual field that helps define an identity profile. For each identity, an
attribute has a corresponding value. For example, an attribute could be
“department” with possible values of “IT,” “sales,” or “support.”

Audit Report

A report that provides regular account interaction information within the
Select ldentity system.

Authentication

Verification of an identity’s credentials.

Authoritative Source

A resource that has been designated as the “authority” for identity
information. Select Identity accounts can be reconciled against accounts in an
authoritative source.

Authorization

Real-time enforcement of an identity’s entitlements. Authentication is a
prerequisite for authorization.
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Auto Discovery

The process of adding user accounts to the Select Identity system for a
specified Service through the use of a data file.

B

Block

A special type of activity that serves two purposes: to define information to be
used by a subset of activities (block-level properties) and to provide block-level
reporting. To define block properties such as timeout, join count, escalation,
and so on, a block must be used to handle these special properties. For
example, you might define a block that submits an approval request, waits for
the response, and returns the status of the request to the workflow.

Block Type

A property that is assigned to a block in a workflow template using the Block
Type property in end block activity. The report template uses this property to
identify how block information is rendered in the resulting report.

Business Service

A product or facility offered by, or a core process used by, a business in
support of its day-to-day operations. Example business services could include
an online banking service, the customer support process, and IT
infrastructure services such as email, calendaring, and network access.

See also: Service
C

Capability

Actions that can be performed within the Select Identity client are grouped by
capability, or link, in the interface.

See also: Action

Challenge and Response

A method of supplying alternate authentication credentials, typically used
when a password is forgotten. Select Identity challenges the end user with a
guestion and the user must provide a correct response. If the user answers the
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guestion correctly, Select Identity resets the password to a random value and
sends email to the user. The challenge question can be configured by the
administrator. The valid response is stored for each user with the user’s
profile and can be updated by an authenticated user through the Self Service
pages.

Configurations

A capability that enables you to import and export Select Identity settings and
configurations. This is useful when moving from a test to a production
environment.

Configuration Report

A report that provides current system information for user, administrator,
and Service management activities.

Connector

A J2EE connector that communicates with the system resources that contain
your identity profile information.

Context

A Select Identity concept that defines a logical grouping of users that can
access a Service.

Contextual Identity Management (CIM)

An organizational model that introduces new abstractions that simplify and
provide scale to the business processes associated with identity management.
These abstractions are modeled after elements that exist in businesses today
and include Select Identity Services and Service Roles.

Credential

A mechanism or device used to verify the authenticity of an identity. For
example, a user ID and password, biometrics, and digital certificates are
considered credentials.
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D

Data File

An SPML file that enables you to define user accounts to be added to Select
Identity through Auto Discovery or Reconciliation.

Delegated Administration

The ability to securely assign a subset of administrative roles to one or more
users for administrative management and distribution of workload. Select
Identity enables role delegation through the Self Service pages from one
administrator to another user within the same Service context.

Delegated Registration
Registration performed by an administrator on behalf of an end user.

See also: Self Registration
E

End User

A role associated to every user in the Select Identity system that enables
access to the Self Service pages.

Entitlement

An abstraction of the resource privileges granted to an identity. Entitlements
are resource-specific and can be resource account IDs, resource role
memberships, resource group memberships, and resource access rights and
privileges. Entitlements are also considered privileges, permissions, or access
rights.

Expression

A combination of workflow variables and constant values to be evaluated. An
expression can be assigned to a new variable or passed to an application as an
argument. If you are familiar with a programming language, an expression
used in a workflow template is like C or Java expression. Example of
expressions can be found in action input parameters, application return
values, and transition conditions. See Using Variables on page 62 for details.
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External Call

A programmatic call to a third-party application or system for the purpose of
validating accounts or constraining attribute values.

F

Form

An electronic document used to capture information from end users. Forms
are used by Select Identity in many business processes for information
capture and system operation.

Identity

The set of authentication credentials, profile information, and entitlements for
a single user or system entity. Identity is often used as a synonym for “user,”
although an identity can represent a system and not necessarily a person.

Identity Management

The set of processes and technologies involved in creating, modifying,
deleting, organizing, and auditing identities.

Instance
See: Workflow Instance

M

Management

The ongoing maintenance of an object or set of objects, including creating,
modifying, deleting, organizing, auditing, and reporting.

N

Notifications

The capability that enables you to create and manage templates that define
the messages that are sent when a system event occurs.
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P

Password Reset

The ability to set a password to a system-generated value. Select Identity uses
a challenge and response method to authenticate the user and then allow the
user to reset or change a password.

Persistent Variable

A variable that is persisted after an instance is passivated. To extend the
variable lifecycle to the entire instance, you must create the variable to be
persistent. This enables the variable to be created before a wait activity, and it
will be accessible after the workflow instance resumes. To make a variable
persistent, precede the name with $. For example, the $retryCount variable is
persistent while retryCount is not.

See also: Workflow Variable

Policy

A set of regulations set by an organization to assist in managing some aspect
of its business. For example, policy may determine the type of internal and
external information resources that employees can access.

Process

A repeatable procedure used to perform a set of tasks or achieve some
objective. Whether manual or automated, all processes require input and
generate output. A process can be as simple as a single task or as complicated
a multi-step, conditional procedure.

See also: Approval Process

Profile

Descriptive attributes associated with an identity, such as name, address,
title, company, or cost center.

Property
See:Workflow Property
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Provisioning

The process of assigning authentication credentials to identities.
R

Reconciliation

The process by which Select Identity accounts are synchronized with a system
resource. Accounts can be added to the Select Identity system through the use
of an SPML data file.

Registration

The process of requesting access to one or more resources. Registration is
generally performed by an end user seeking resource access, or by an
administrator registering a user on a user’s behalf.

See also: Delegated Registration, Self Registration

Request

An event within the Select Identity system for the addition, modification, or
removal of a user account. Requests are monitored through the Request
Status capability.

Resource

Any single application or information repository. Resources typically include
applications, directories, and databases that store identity information.

Role

A simple abstraction that associates entitlements with identities. A role is an
aggregation of entitlements and users, typically organized by job function.

See also: Admin Role

Rule

A programmatic control over system behavior. Rules in Select Identity are
typically used for programmatic assignment of Services. Rules can also be
used to detect changes in system resources.
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S

Self Registration

Registration performed by an end user seeking access to one or more
resources.

See also: Delegated Registration

Self Service

The ability to securely allow end users to manage aspects of a system on their
own behalf. Select Identity provides the following self-service capabilities:
registration, profile management, and password management (including
password change, reset, and synchronization).

Service

A business-centric abstraction representing resources, entitlements, and
other identity-related entities. Services represent the products and services
that you offer to customers and partners.

Service Attribute

A set of attributes and values that are available for or required by a Service.
Attributes are created and managed through the Attributes pages.

See also: Attribute

Service Role

A Select Identity abstraction that defines how a logical grouping of users will
access a Select Identity Service. The Select Identity Service is a superset of all
the identity management elements of a business service.

Service View

A restricted view of a Service that is valid for a group of users. Views enable
you to define a subset of Service registration fields, change field names,
reorder fields, and mask field values for specific users.
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Single Sign-On (SSO)

A session/authentication process that permits a user to enter one set of
credentials (name and password) in order to access multiple applications. A
Web SSO is a specialized SSO system for web applications.

SPML Data File
See: Data File

T

Template

See: Workflow Template

Transition

The definition of a relationship between activities. You can define that one
activity always follows another, or you can define a condition that must be met
before the workflow transitions from an activity to one or more others. For
example, you can define a transition that only allows the workflow to progress
if at least two administrators approve a request. If the request is not
approved, the workflow can transition to an activity that sends email
notification to an administrator.

U

Users

The Select Identity capability that provides consistent account creation and
management across Services.

V

Variable
See: Workflow Variable

Variable Expression
See: Expression
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w

Workflow Engine

A system component that executes workflows and advances them through
their flow steps.

Workflow Instance

An invocation of a workflow template. An instance starts when it is created
and ends when it completes (when the last activity is executed). An instance’s
status and other associated information can be viewed once an instance is
created.

Workflow Process

The tasks, procedural steps, organizations or people involved, and required
input and output information needed for each step in a business process. In
identity management, the most common workflows are for provisioning and
approval processes.

Workflow Property

A name-value pair, where the value is a text string. A property stores static
data that cannot be changed at runtime. It can be accessed by the workflow
API and report template. There are three levels of properties: global, block,
and activity.

Workflow Studio

The Select Identity capability that enables you to create and manage
workflow templates.

Workflow Template

A model of the provisioning process that enables Select Identity to automate
the actions that approvers and systems management software must perform.

Workflow Variable

A name-value pair that can be created or changed at runtime in a workflow
instance through actions, a workflow API call, or returned by an application
invocation. It can be accessed by workflow API, workflow template, and report
template. There are levels of variables: global, block, and activity.
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See also: Persistent Variable
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$ApproverComments variable, 74

A

accessing user attributes, 78

actions

Add a set of users to a list of services, 81

Add Item to List, 83

Add Item to Map, 84

Application invocation, 68

Approvers External Call, 80

Call subworkflow, 83

Check email Verification, 68

Create workflow approver task, 72

definition, 11

email notification, 74

External Call, 78

Get approvers by role, 71

Log Message, 82

Notify approvers, 69

overview, 55

Post Provision, 76

Post Provision in Bulk Processing to save
data, 77

Post Provision in Reconciliation to save
data, 77

Provisioning Task, 73

Recover from Last Error, 85

Run script, 82
Save Email Notification, 69
Send an Email Notification, 75
Send Email, 84
Set Variable, 81
Throw Exception, 82
XPath, 86
activities
definition, 11
errorEnd, 19
general properties, 66
overview, 64
types, 65
variables, 62
wait activity check box, 66

Add a set of users to a list of services action,
81

Add Item to List action, 83

Add Item to Map action, 84

Alert Handler property, 60

Alert Repeat Count property, 60

Alert Timeout property, 60

Application invocation actions, 68
applications, external, 105

approver lists in workflow templates, 55
Approvers External Call action, 80
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architecture, 12

B
begin activity, 65
Block Id property, 58
blocks
creation guidelines, 66
definition, 11
overview, 64
purpose, 64
variables, 62

Block Type property, 58
buttons, 17

C

calling other workflows, 83

Call subworkflow action, 83
catchException activity, 65

Check email Verification action, 68
concepts, 11

Create workflow approver task actions, 72

creating
blocks, 66
external applications, 105
provisioning template, 37
workflow template, 53

D

default templates, 20
ReconciliationDefaultProcess, 33
ReconciliationDefaultProcessMove, 34
Sl CertificateRequestProcess, 23
SI Email Only, 27
SI EmailVerifyAndApproval, 29
S| OneStageApproval, 31
S| PasswordExpire Email, 28

Index

Sl Provisioning Only, 20

Sl Provisioning Only Bulk, 21

SI Recon User Enable Disable Workflow,

36

S| ThreeStageApproval, 32

S| TwoStageApproval, 31

S| User Enable Disable Workflow, 34

UserAccountExpirationWF, 28
definitions

actions, 11

activities, 11

blocks, 11

transitions, 11

documentation, 13

E

email in workflow templates, 55
email notification action, 74

email templates referenced in workflow
templates, 54

End Block Id property, 58
errorCode variable, 73

errorEnd
activity, 65
example, 51

errorEnd activity, 19

errors
handling
errorEnd activity, 65
example, 51

Escalate To property, 59

Escalation Handler property, 59
Escalation Repeat Count property, 60
Escalator Timeout property, 59

event reference, workflow-related events,
123
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catchException, 65
in workflow templates, 56
recovering from, 85

external applications, registering, 105
External Call action, 78

external calls referenced in workflow
templates, 54

F
FAQ, 106
frequently asked questions, 106

G

Get approvers by role action, 71
getting started, 15

global attribute, ReportTemplateld, 57
guidelines for creating blocks, 66

J

Join Count property, 59
join transition, 87

join type check box, 66

L

launching Workflow Studio, 15
logging in workflow templates, 56
Log Message action, 82

N

non-persisted variables, 63
notifications in workflow templates, 56
Notify approvers action, 69

Index

@)

online help, 13

overview
actions, 55
Workflow Studio interface, 16

P

persisted variables, 63
Post Provision action, 76

Post Provision in Bulk Procesing to save
data, 77

Post Provision in Reconciliation to save data,
77

properties
Alert Handler, 60
Alert Repeat Count, 60
Alert Timeout, 60
Block Id, 58
Block Type, 58
End Block Id, 58
Escalate To, 59
Escalation Handler, 59
Escalation Repeat Count, 60
Escalator Timeout, 59
Join Count, 59
overview, 57
Reminder Handler, 60
Reminder Repeat Count, 61
Reminder Timeout, 61
ReportTemplateld, 57
Role Name, 59, 71
Start block Id, 58
Timeout After, 62
Timeout At, 61

properties in workflow templates, 55
provisioning in workflow templates, 56
provisioningResult variable, 73
Provisioning Task action, 73
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provisioning workflow template, example, 37
purpose of blocks, 64

R

ReconciliationDefaultProcessMove template,
34

ReconciliationDefaultProcess template, 33
Recover from Last Error action, 85
registering external applications, 105
Reminder Handler property, 60

Reminder Repeat Count property, 61
Reminder Timeout property, 61

reporting on workflows, 88

report template, 91
block, 98
block-level reporting, 95
custom, 103
element, 96
instance-level reporting, 93
structure, 92

ReportTemplateld property, 57

request objects, 78

Role Name property, 59, 71

role referenced in workflow templates, 54
Run script action, 82

S

Save Email Notification action, 69

Send an Email Notification action, 75
Send Email action, 84

Set Variable action, 81

SI CertificateRequestProcess template, 23
SI Email Only template, 27

SI EmailVerifyAndApproval template, 29

Index

S1 OneStageApproval template, 31

S| PasswordExpire Email template, 28
Sl Provisioning Only Bulk template, 21
Sl Provisioning Only template, 20

S1 Recon User Enable Disable Workflow, 36
Sl ThreeStageApproval template, 32

SI TwoStageApproval template, 31

S1 User Enable Disable Workflow, 34
split transition, 86

split type check box, 66

Start block Id property, 58

status of workflows, 88

T

templates
see default templates, 32, 33, 34, 36
Sl CertificateRequestProcess, 23
SI Email Only, 27
SI EmailVerifyAndApproval, 29
S| OneStageApproval, 31
SI PasswordExpire Email, 28
SI TwoStageApproval, 31
UserAccountExpirationWF, 28

Throw Exception action, 82
Timeout After property, 62
Timeout At property, 61

transitions
definition, 11
join, 87
join type, 66
overview, 86
split, 66, 86

U
UserAccountExpirationWF template, 28
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variables
$ApproverComments, 74
activity-level, 62
block-level, 62
errorCode, 73
non-persisted, 63
overview, 62
persisted, 63
provisioningResult, 73

w
wait activity, 66
workflow process, 9

workflow status, 88
report template, 91
viewing, 89

Workflow Studio
architecture, 12
concepts, 11
launching, 15
overview, 10
overview of creating a template, 18
overview of Ul, 16

workflow templates
approver lists, 55
calling other workflows, 83
creating, 53
defaults, 20
dependent information, 54
email, 55
example

for provisioning, 37

exceptions, 56
general creation steps, 18
integration with Select Identity, 10
logging, 56
non-persisted variables, 63
notifications, 56

Index

overview, 10

persisted variables, 63
properties, 55, 57
provisioning, 56
variables, 62
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XML, searching, 86
XPath action, 86
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