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e Look up HP support contacts
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¢ Enter discussions with other software customers
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1 Introduction

What is the Configuration Baseline Auditor?

The Configuration Baseline Auditor (CBA) is a component of the Radia
Server Management suite that allows you to:

e Define a logical group of resources (files and registry settings), known as
subsystems, for which you define scan filters to determine what
information will be captured.

) The intent of the Configuration Baseline Auditor is not to
capture all components of an entire system as a subsystem, but
to define a logical group of resources, which is typically an
application.

e Collect configuration information about the subsystems, and capture its
state at a specific point in time.

e View configuration changes.

Typical uses of the CBA are to review changes to a subsystem over time, to
review differences between subsystems that should be configured identically,
or to review differences between a subsystem and a well-defined baseline
configuration.

When defining a subsystem, you define collection options and filters used to
scan the resources on the device. As you collect information about
configuration changes on your device, a state is created within the
subsystem. Then, you use the Configuration Baseline Auditor to compare
different states within a subsystem.

Benefits of the Configuration Baseline Auditor are that you can:
o Collect detailed file and registry value information.
e Collect the subsystem state at regular intervals, such as daily or weekly.

e Transfer information about configuration changes only, which reduces
data transfer and database import overhead.

o Easily define the resources that belong to specific subsystems.



This guide describes how to install the Configuration Baseline Auditor and
its components, how to define subsystems and how to compare states in a
subsystem.

) To use the Configuration Baseline Auditor, you must own a Server
LTU for HP OpenView using Radia.

Audience

This document is for system administrators who are proficient in working
with the Radia environment, including but not limited to, the System
Explorer, Radia Client, and Radia Integration Server.

Supported Platforms

Collection of information is supported on the following platforms:
e Windows 2000 and 2003 Server

e Linux Red Hat Enterprise 3 and 4

e SUSE Linux Versions 8 and 9

The Configuration Baseline Importer and Configuration Baseline Auditor are
supported on Windows 2000 and above.

Software Requirements

e HP OpenView Common Components

e  Microsoft SQL Server 2000 SP3 or later

¢ Radia Infrastructure
— Configuration Server to store subsystems and deployment policies
— Radia Integration Server

— Administrator Workstation
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) The System Explorer must be Version 4.x Build 36 or later
in order to have all of the features that you will need to
perform the tasks described in this document.

— Application Manager or Software Manager version 4.0 SP1 or above

¢ Radia Reporting Server 4.1.1 (optional)

Introduction
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How the Configuration Baseline Auditor Works

Configuration Baseline Auditor processes can be divided into three
categories.

1

Defining Subsystems

The Configuration Server contains a BASELINE domain used to define
subsystems. It also contains a scanning script, known as the
Configuration Baseline Scanner.

Collecting and Importing Data

A Radia client connect or timer initiates the Configuration Baseline
Scanner. The scanner scans the device and creates a set of files
(compressed XML files) that are sent to the Radia Integration Server.
The Radia Integration Server stores the XML files from the device in a
directory that you specify during the installation. The Configuration
Baseline Importer component reads the XML files and imports them into
a Microsoft SQL Server database.

Reporting

Use the Configuration Baseline Auditor or the Radia Reporting Server to
view the results of the collection. These reports can be exported into
multiple formats.

Figure 1 on page 11 is a diagram of the process flow.
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Figure 1: Process flow

a

The Configuration Server contains the BASELINE domain. Use this
domain to define subsystems, configure your filters, and specify
collection options.

A Radia client connect or timer initiates the Configuration Baseline
Scanner which is a script stored in the BASELINE domain.

When the scan is complete, XML files containing the collected
subsystem information are created and stored in a pre-determined
directory (typically the HP OpenView data directory).

The Configuration Baseline Importer retrieves the XML files from the
pre-determined directory and imports them into the Microsoft SQL
Server database.

Use the Configuration Baseline Auditor or Radia Reporting Server to
view and compare subsystem states.

You can also use the Configuration Baseline Auditor or Radia
Reporting Server to export reports of the comparisons into various
formats.



Chapters Summary

Chapter 1, Introduction

This chapter describes the Configuration Baseline Auditor and how it works.
It also provides information about the supported platforms and hardware and
software requirements.

Chapter 2, Configuring Your Environment

This chapter provides installation and configuration instructions.

Chapter 3, Defining Subsystems

This chapter provides information about how to use the System Explorer to
define subsystems.

Chapter 4, Viewing the Results

This chapter describes how to use the Configuration Baseline Auditor or
Radia Reporting Server to compare states within subsystems

Appendix A, About the Baseline Domain

This appendix provides detailed information about the classes and instances
in the Baseline Domain.

Appendix B, Troubleshooting

This appendix describes some of the initial steps to take to determine where a
problem has occurred.

Related Documents

System Explorer Guide for the HP OpenView Administrator Workstation
Using Radia (System Explorer Guide)

Installation and Configuration Guide for the HP OpenView Reporting Server
Using Radia (Reporting Server Guide)
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2 Contiguring Your Environment

Before you can use the Configuration Baseline Auditor, you must prepare
your environment. To configure the components to use the Configuration
Baseline Auditor you will need to complete the following tasks:

1 Install and configure the Radia Environment.
— Radia Integration Server

Configuration Server and Database

— Radia Administrator Tools

Radia client

Import the BASELINE domain to your existing Radia Database.

— Add Drag and Drop Support for the Baseline Domain

Make configuration changes to your existing Radia Integration
Server.

2 Set up a Microsoft SQL Server Database

3 Install the Configuration Baseline Importer.

4 Install the Configuration Baseline Auditor.

5 Configure the Radia Reporting Server (optional)

The following sections describe the steps needed to configure your

environment.

Task 1 Configure the Radia Environment

Importing the BASELINE domain

You must import the BASELINE domain to the Radia Database. This domain
contains:

e Definitions for subsystems which have filters based on file system and/or
Windows registry.

e Collection options attached to the subsystem.

e A timer for scheduling client connections.



To update the Radia Database

1 Stop the Configuration Server service.

2 From the Server Management CD, go to \Configuration
Baseline\Radia Configuration Server Database and copy the
files to your Configuration Server’s bin folder.

3 Ifimporting to a Windows hosted Configuration Server, run
import baseline.cmd. If importing to a UNIX-hosted Configuration
Server, run import baseline.sh.

A return code of 0 indicates that there were no errors reported during the
import, and the updates are applied to the Radia Database. You may see
a return code of 4 as well, which you can ignore.

4  Start the Configuration Server service.

Use the System Explorer to view the new BASELINE domain.

& Radia System Explorer - [6:RCS - 1] —1af x|
Ele Edit View Window Help =18 x|

8| i mlelx| @ o=

Databare Tiee View: [EASELINE Domain Classes:
@ Database Class. [ Type |

= LICEMNSE
= B PRIMARY
% ADMIN
AUDIT
B LINE!
Baseline Scanner (BASESCAN)
& Client Methods [CMETHOD]
i Collection Options (BASECOLL)
ER Device Fiters [DEVFLTR]
5 File Fiters (FILEFLTR)
3 File Root FILEROOT]
~E® Node Filters [NODEFLTR)
£ Registiy Filters (REGFLTR]
Scheduling (TIMER]
Al Subsystem Components [PACKAGE]
23 Subspstems [ZSERVICE)
= CLIENT

- 2 PATCHMGR

4.5 PoLicy
2 PRDMAINT
SOFTWARE
B =) SYSTEM
B TExTDE
i, USAGE

- PROFILE

 Baseline Scanner [BASESCAN)
¢ Client Methods [CMETHOD]

i Collection Options (BASECOLL)
1 Device Filers [DEVFLTR)

EF? File Fiters FILEFLTR]

8 i Foot (FILEROOT)

£ Node Fiters NODEFLTR]

£ Registy Fiters REGFLTR)
&% Scheduling [TIMER]

415 Subsystem Components [PACKAGE)
23 subsystems (ZSERVICE)

BASELINE BASESCAN Class
BASELINE CMETHOD Class
BASELINE BASECOLL Class
BASELINE DEVFLTR Class
BASELINE FILEFLTR Class
BASELINE FILEROOT Class
BASELINE.NODEFLTR Class
BASELINE REGFLTR Class
BASELINE TIMER Class
BASELINE PACKAGE Class
BASELINE ZSERVICE Class

PRIMARYABASELINEY

6/22/2005 |78 PM

&l T3 Cacalinfrangt

T
distart] |G & % © B &) B 7| Ly WhostisharedFol,..| &) RadaReporting ... |[E3 Radia System E.. U RCS_Add Compo.., | |services > | B 98 By HE 7i18Pm

Adding Drag and Drop Support for the Baseline Domain

The System Explorer must be modified to support drag and drop rules for the
new BASELINE domain classes.
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To add drag and drop support

1
2

Open the System Explorer.

Go to PRIMARY.ADMIN. ZLIST.

Add a new ZLIST instance called CONNECT_FILEFLTR_TO_RULES and set

ZNAMEO1 to FILEROOT.

Go to the ZLIST instance called CONNECT_ZSERVICE_TO_RULES and add

the following values to the ZNAME attributes:
— BASESCAN
— BASECOLL
— NODEFLTR

— DEVFLTR

3 File Edit Yiew Window Help

IR

EBX

|Database Tree View:

|Name Listz [3] clasz

¥ CONNECT_FILE_TD_RULES #| [ Mame | Attribute.. | Yalue

¥, COMNECT_FILEFLTR_TO_RULES W ZHaMEDT Name PACKAGE

¥ COMMNECT_INSTALL_TO_RULES ZNAMEU2 Mame FILE

¥, CONNECT_LOCATION_TO_RULES N hAMEDT  Mame BEHAVIOR

¥, COMMECT_METACLAS_TO_RULES Blzuemens  Hame T

¥4, CONNECT_PACKAGE_TO_RULES N - GHEE | Name e

. CONNECT_PANEL_TO_RULES W HAMEDE  Name  WORKGRP

% CONMECT_PATH_TO_RULES [/ - TIMER

CONMECT_PROMAINT_TO_RULES -

¥4 CONMECT_REGISTRY_TO_RULES \', ZNAMEDS | Hame | VGROUP

% CONNECT_SCANMER_TO_RULES ZNAMEDS Name | STAGER

%, CONNECT_UMCOLLCT_TO_RULES " B SIT. o  RIA

¥ CONNECT_UMFLTRUL_TO_RULES Rllzremer Hame EXECUTE

¥ COMNECT_UMFLTSET_TO_RULES QA ZNAMET2  Mame  ZSERWVICE

¥, COMMECT_UNIXFILE_TO_RULES Blznamers Name POACONFG

%, CONNECT_USER_TO_RULES A ZHAME T4 W ame MULTCAST

¥ CONMECT ‘WwWhI_TO_RULES R HAMETS Marne RIMOPTS

¥4, CONNECT_WORKGRP_TO_RULES Bzvamets Mame ALERTDEF

¥, CONNECT_ZADMIN_TO_RULES WzraMET?  Name BASESCAN

¥, CONNECT_ZCONNECT_TO_RULES Bzvamers wame BASECOLL

%3, CONNECT_ZSERVICE_TO_RULES | ZHAMETS  Name MODEFLTR

¥ CONNECT_ZvERC_TO_RULES Bzvamezn Mame DEVFLTR

¥, CONMECT_ZvERD_TO_RULES

¥, CONNECT_ZVERF_TO_RULES

. CONNECT_ZVERFDCI_TO_RULES

= ¥, CONNECT_ZVERI_TO_RULES 2l .
PRIMARYADMINSName Lists (8] ZLISTRCONNECT_ZSERVICE_TO_RULES: | 6/9/2005 1:39 PM
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Specifying the Data Collection Directory

You must specify the directory that will store the zipped XML files sent from
the Radia client.

) This directory must match the directory where the Configuration

Baseline Importer will look for data to import into the SQL Server
Database. This directory is set during the installation of the
Configuration Baseline Importer. See Installing the Configuration
Baseline Importer on page 24 for details.

To specify the data collection directory to store the XML files

1
2

Stop the Radia Integration Server service.

From the Server Management CD, open Configuration
Baseline\Importer\putcfg.txt.

Copy the text in this file to the clipboard.
Open SystemDrive:\Novadigm\IntegrationServer\etc\put.cfq.

Paste the text that you copied before the Usage Manager section. It
should read as follows.

if {[info exists env(OvDataDir)]} {

file mkdir [set dir [file join $env (OvDataDir)

datafiles/cba/import]]

Put AddRoot /CBA Import $dir

} else {

syslog warning "Prerequisite installation of the HP

OpenView Cross Platform Library has not been performed.
Configuration baseline auditing is unable to receive baseline
related data files from client systems."

}

— The first statement checks to see if the HP OpenView common
components have been installed. The default location is
ProgramFilesFolder\HP OpenView\Data.

Chapter 2



— If the HP OpenView common components have been installed, the

second statement creates a directory in ProgramFilesFolder\HP
OpenView\Data called datafiles\cba\import.

— The third statement specifies where to save data “put” to the
CBA_Import http target location as specified in the collection options
(BASELINE.BASECOLL class defined in the Radia Database).

— The final statement adds an information message to the Radia
Integration Server’s log if the HP OpenView Foundation Components
(specifically, the Cross Platform Library) are not installed or the
environment variable is not found.

If you want to store the files in a different location, you can modify the
directories specified above. However, if you modify the values in put.cfg
you must change the default value for the directory where the
Configuration Baseline Importer will read the files from as described in
Installing the Configuration Baseline Importer on page 24.

Below is an example of using an absolute path.

if {[info exists env(ovDataDir)]} {

file mkdir [set dir "c:/program files/HP OpenView/data
/datafiles/cba/import"]

Put AddRoot /Cba Import S$dir
6 Save and close the file.

7/ Start the Radia Integration Server service.

Task 2 Sefting up the Microsoft SQL Server Database

The Configuration Baseline Importer retrieves the XML files from the
collection directory and imports them into the SQL Server database.

To set up your SQL Server database

1 Setup a SQL Server Database. To do this, go to Start, Program Files,
Microsoft SQL Server, Enterprise Manager.

2 Expand the Console Root section until you see (local) (Windows NT).

3 Right-click Databases and select New Database.

Configuring Your Environment 17
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O 00 N O 0 A~

7] Console Root Databas
= Microsoft SQL Servers
- ﬁ SQL Server Group
- H’ (local) (Windows NT)

Mew Database...
All Tasks 3

View 4
Mew Window from Here

F- [~ [ [

4 test| Refresh

+-{0] DataTra  Exportlist...
-0 Manager

+-{Z] Replicati..

+ D Security

+ D Support Services
+-[_7] Meta Data Services

Type a name for the Database, such as HPOV_CBA.

Click the Data Files tab and set the Initial Size (MB) to 100.

In File Growth area, select In Megabytes and type 10 in the text box.
Click the Transaction Log tab and set the Initial Size (MB) to 20.

In File Growth area, select In Megabytes and type 5 in the text box.
Click OK.

In the left pane, go to Security and expand it until you see Logins. Note
that the Login “sa” is the default SQL server system administrator
account.
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‘il SOL Server Enterprise Manager - [Console Root\Microsoft SQL Servers\SQL S... Z||E|E|

ﬁ] File Action View Tools Window Help —|=| %]
® Bm < EhE @ x NB @ @|Gg
[:l Consale Root Logins 3 [kems
= Microsoft SQL Servers Name | Type Server Access
= e%" US er\rl)erﬂirnslp ) madmin Standard Permit
oy (Pindows @BUIL'I'IN'l,ﬂ\dministrabJrs Windows Group  Permit

+-[[] Databases
+ D Data Transformation Services
+ D Management
-] Replication
= D Security
Logins

%7 Server Roles
+ Linked Servers

& Remote Servers

+-[_] Support Services
+ [:l Meta Data Services

Standard Permit

|A
| W

11 If you want to create a new login for the SQL Server, you can right-click
Login and select New Login. If you would like to use Windows
authentication, consult Microsoft’s SQL Server documentation.

12 In the Name field, type a name such as cbaimport.

13 Select SQL Server Authentication and type a password.

) Neither Windows Authentication, nor SQL Server Named
Instances are supported in this version of Configuration
Baseline Auditor. Choose SQL Server Authentication.

Configuring Your Environment 19
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14

15
16
17
18

SOL Server Login Properties - New Login

General lSer\rer Roles ] Database Access ]

m? Hame: |cbaimport

Authentication
" Windows Authertication

" SQL Server Authentication

Password: |'“‘“"‘"|
Defaults

Specify the default language and database for this login.

Databass: |HPOV_CBA

Language: |=Default>

o]

Help

Click the Database Access tab. Select the database that you created and
confirm that public and db_owner are selected in the Permit in Database

Role list box.

Click OK.

Type your password again and click OK.

In the left pane, under Databases, click the new database, HPOV_CBA.

In the right pane, right-click Users and select New Database User.
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i SOL Server Enterprise Manager - [Console Root\Microsoft SQL Servers\SQL 5..

‘% File

¢ > &m]

Action  View Tools

Window

Help

2 3k NBD |G

=3 console Root
= Microsoft SQL Servers
] @ SGL Server Group
- E’ {local) (windows NT)
—-[Z1 Databases
4 HPCW_CBA
master
madel
msdb
Morthwind
pubs
tempdb
test

+ [:l Management

|~

+-[_1] Data Transformation Servic

| =

>

159

=151]

HPOY_CBA 10 Items
E & =
Diagrams Tables Views Stored
Procedures
Mew Database User... -
Defaults

Mew Window from Here

Refresh
User Help
Data Types Functions

19 In the Login Name field, type a name such as cbaimport.

20 In the Permit in Database Role area, select db_owner.

Configuring Your Environment
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SOL Server Login Properties - New Login

General ] Server Roles ] Database Access ]

% Name: |c:bain1|:u:rt J

Authentication

" Windows Authentication

¥ SGL Server Authentication

Password: |

Defaults
Specify the default language and databaze for this login.

Database: HPOV_CBA -
Language: |:Defau|t>- ﬂ

ok | Cancel ‘ Help |

21 Click OK.
22 From the Tools menu, select SQL Query Analyzer.

23 From the File menu, select Open.

) Make sure the HPOV_CBA database is selected.

24 From the Server Management CD, go to Configuration Baseline\SQL
Databases\SQL Server\2000 and select CBA_SqlServer_Schema.sql.
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26

27

28
29

30

31

32

33

Configuring Your Environment

Open Query File
Loak in: |lf}2DDD j " ¥ ER-

gl-'ECBA_SqEEWEF_Sd'IEFﬂa.SII||§
ﬁ;-l' create_statictables, sqgl
ﬁg-l' Devicelist Creation Script.sqgl

File name: | Open
Files of type: | Query Fies (sal <] Cancdl |
File farmat: |.-'i'-.ut|:| j

Click Open.

From the Query menu, select Execute. The status bar will tell you when
the Query Batch is completed.

From the Server Management CD, go to Configuration Baseline\SQL
Databases\SQL Server\2000 and select create_statictables.sql.

Click Open.

From the Query menu, select Execute. The status bar will tell you when
the Query Batch is completed.

From the Server Management CD, go to Configuration Baseline\SQL
Databases\SQL Server\2000 and select Device Creation Script.sql which
is used to enable the Reporting Server.

Click Open.

From the Query menu, select Execute. The status bar will tell you when
the Query Batch is completed.

Close the Analyzer and SQL Enterprise Manager.
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Task 3  Installing the Configuration Baseline Importer

The Configuration Baseline Importer component reads the XML files and
imports them into a SQL database.

To install the Configuration Baseline Importer

1 From the Server Management CD, go to \Configuration
Baseline\Importer and double-click setup.cmd.

First, the HP OpenView common components will be installed. These
components are a pre-requisite for the Configuration Baseline Importer
and provide secure communication and control, configuration, and
installation of other components. They also install a local java runtime
that is necessary for the HP OpenView environment.

The Welcome to the Installer for HP OpenView Cross Platform Component
window opens.

) The interface for the HP OpenView Cross Platform Component
window opens only if you have not previously installed the HP
OpenView common components on the machine. If the
components are already installed, you will see several progress
bars and when they are done, skip to step 6.

2 Click Next.

The End User Licensing Agreement window opens.
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i@ HP OpenView Cross Platform Component

License Agreement ﬂP]'

Please read the following license agreement carefully.

ATTENMTION: UPON PURCHASE OF AMD PAYMENT FOR THE SOFTWARE ~
LICEMSE, USE OF THE SOFTWARE 15 SUBJECT TO THE HF SOFTWARE
LICEMSE TERMS SET FORTH BELOW. LUSING THE SOFTWARE INDICATES -
YOUR ACCEPTANCE OF THESE LICENSE TERMS. IF YOU DO NOT ACCEPT
THESE LICENSE TERMS, YOU MAY RETURN THE SOFTWARE FOR A FULL
REFUND. IF THE SOFTWARE 1S BUNDLED WITH AMOTHER PRODUCT,

YU MAY RETURN THE ENTIRE UNUSED PRODUCT FOR AFULL REFUND.

HF SOFTWARE LICENSE TERMS

Upon purchase of and payment for the appropriate software license, the

£

(3} I accept the terms in the license agreement

{11 do not accept the terms in the license agreement

< Back “ Mext = ] [ Cancel

3 Select whether you accept the terms of the agreement or not and then
click Next. If you do not accept the terms, the installation will be
terminated.

The Destination folder window opens.

Configuring Your Environment
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i@ HP OpenView Cross Platform Component

Destination Folder ﬁ]'
Click Mext to install to these folders, or dick Change button beside the folder name to F
install to a different folder. invert

@ Install HF OpenView Cross Flatform Component product files to:

C:'Program Files\HP Openview',

@ Install HP OpenView Cross Platform Component data files to:

C:'Program Files\HP Openview'data\,

< Back ” MNext = ] [ Cancel

4 Accept the defaults or click Change to change the installation directories.
Then, click Next.

The Ready to Install the Program window opens.
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i@ HP OpenYiew Cross Platform Component

Ready to Install the Program EF]'

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Badk. Click Cancel to
exit the wizard.

< Back ” Install ] [ Cancel

5 Click Install.

6  Click Finish when the HP OpenView Cross Platform component
installation is complete. You will see several progress bars appear while
the rest of the components are installed.

When they are done, the Welcome to the Configuration Baseline Importer
Setup window opens.
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Welcome to the Configuration
Baseline Importer Setup
Wizard

Itis strongly recommended that you exit all Windows programs
befare running this setup program.

The Setup Wizard will install Configuration Baseline Imparter
on your computer, Clidk Mext to continue or Cancel to exit
the Setup Wizard.

Mext > | [ Cancel

i Configuration Baseline Importer Setup g|

Click Next.
The End-User Licensing Agreement window opens.
Click Next.

The SQL Server host name or IP address window opens.
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i Configuration Baseline Importer Setup

Installation Customization

Enter the SQL Server host name or IP address

Set the following installation variable to the desired value.

ocalhost]

< Back ” Mext = ]

[ Cancel

9@ Type the hostname or IP address for your SQL Server and then click Next.

The Enter the SQL Server port number window opens.

Configuring Your Environment
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i Configuration Baseline Importer Setup

Installation Customization

Set the following installation variable to the desired value.

Enter the SQL Server port number (typical default is 1433)

< Back ” Mext = ]

[ Cancel

10 Type the port number for your SQL Server (typical default is 1433) and

then click Next.

The Configuration Baseline Auditor Database name window opens.
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i Configuration Baseline Importer Setup

Installation Customization

Set the following installation variable to the desired value.

Enter the Configuration Baseline Auditor database name as configured on your SQL
Server

< Back ” Mext = ] [ Cancel

11 Type the name of your Configuration Baseline Auditor Database that you

created on your SQL Server and then click Next.

The User ID window opens.

Configuring Your Environment
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i Configuration Baseline Importer Setup

Installation Customization

Set the following installation variable to the desired value.

Enter the User ID the Importer will use to access the Configration Baseline Auditor
database (requires database owner rights)

=

< Back ” Mext = ] [ Cancel

12 Type the User ID that you set up in your Configuration Baseline Auditor
database that you created on your SQL Server and then click Next.

Note that the User ID sa is the default SQL server system administrator

account.

The Password window opens.
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i Configuration Baseline Importer Setup

Installation Customization

Enter the password for User ID "sa”

Set the following installation variable to the desired value,

NN

= Back H Mext = ]

[ Cancel

13 Type password that you set up in your Configuration Baseline Auditor
database that you created on your SQL Server and then click Next.

The Wait time window opens.

Configuring Your Environment

33



34

i Configuration Baseline Importer Setup

Installation Customization

Set the following installation variable to the desired value.

Enter the maximum time (in seconds) to wait before polling for new import files

o

< Back ” Mext = ] [ Cancel

14 Type the maximum time, in seconds, to wait before polling the Radia
Integration Server for new files to be imported to the SQL Server
Database and then click Next.

The Archive option window opens.
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i Configuration Baseline Importer Setup

Installation Customization
Set the following installation variable to the desired value.

[] save successfully imported files to the archive directory

< Back ” Mext = ]

[ Cancel

15 Select whether you would like to have the compressed XML files that
have been imported successfully stored in an archive directory. See Table

1 on page 37 for where these files are stored.

The Ready to Install window opens.

Configuring Your Environment
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i Configuration Baseline Importer Setup

Ready to Install

The Setup Wizard is ready to begin the Typical installation

Click Install to begin the installation. If you want to review or change any of your
installation settings, dick Back. Click Cancel to exit the wizard.

< Back ” Install ] [ Cancel

16 Click Install.

Several command windows will open and close.
17 Click Finish to complete the installation.

The final command window opens.

C:\WINDOWS\System32\cmd. exe

Please wait while the HP Configuration Baseline Importer is installed.

HF Openliew Cross Platform Library...
HP OpenView Cross Platform Component Java...
HF Openliew JRE...
HP OpenView Security Core...
HP Openliew Security Core Java...
HF Openliew HTTP Communication...
HP OpenView Process Control...
Installing HP Configuration Baseline Importer...

Installation completed successfully.

Press any key to continue . . .
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18 Press any key to continue. This completes the installation for the
Configuration Baseline Importer.

Moditying Configuration Baseline Importer values after installation

In some cases, you may need to modify the values that you set during the
installation of the Configuration Baseline Importer.

) The defaults are listed in path\cbaimport.ini. Do not make
changes directly to this file If you do so, the changes will not be
stored properly.

e To change Configuration Baseline Importer installation information,
open a command prompt and type:

ovconfchg -ns cbhaimport -set keyname value

) If there are spaces in the value, type the value with quotes (“ ”). For
example, if you want to change the value for input_data_path, the
command line would read as follows:

ovconfchg —-ns cbaimport -set input data path
“D:\IntegrationServer\etc\cba\CBA Import”

— If you make a mistake and want to set a value back to it’s default,
type
ovconfchg —-ns cbaimport —-clear keyname
— Ifyou want to set all values back to their defaults, type
ovconfchg -ns cbaimport -clear -all
e Ifyou want to see all of the non-default values, type
ovconfchg -edit

The keys and values that you may change are listed in the table below.

Table 1: Importer keys and values

Key Default value Description

db_name HPOV_CBA The name of the Configuration
Baseline Auditor database created on
the SQL Server.

host_ip Localhost The host name or IP address for the
SQL Server.

port 1433 The port number for the SQL Server.
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Key

Default value

Description

username

sa

The User ID for the Configuration
Baseline Auditor database created on
the SQL Server.

error_data_path

SystemDrive: /HP
OpenView/data/

error

datafiles/cba/import/

The path where collected data will be
stored if it cannot be imported into
the Configuration Baseline Auditor
database.

input_data_path

SystemDrive: /HP

s/cba/import

OpenView/data/datafile

The path where the Configuration
Baseline Importer looks for data to
import into the Configuration
Baseline Auditor database.

Note: This directory should be the
same as the directory specified earlier
in put.cfg

archiving

was chosen during the
installation.

Default value is whatever

This indicates whether you want to
archive collected data or not. Set this
key to True or False.

archive_data_path | SystemDrive:/HP

s/cba/import/archive

OpenView/data/datafile

The path where collected data will be
stored after it is successfully imported
into the Configuration Baseline
Auditor database if Archiving is set to
TRUE.

Note: Do not move any files from the
archive data path directory to the
input data path directory with the
intention of re-importing the
information. If a file is in the archive
directory, it has already been
successfully imported to the database.

pause_time

60

The time the Configuration Baseline
Importer waits, in seconds, before
checking to see if there is new data to
import.

38

After making the changes, you must perform the following steps to ensure
the changes get picked up.

1

Run ovc -stop cbaimport.
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2 Runovc -start cbaimport. For further information on the ove
command, see SystemDrive:\Program Files\HP
OpenView\help\en\ov_ javalcontrol\control\html.

) If you want to confirm that the Configuration Baseline
Importer is running, type ove -status.

Changing your Configuration Baseline Auditor Database password

If necessary, you can change the password that you set up during the initial
configuration in your Configuration Baseline Auditor Database that you
created on your SQL Server.

To change your password

1 Goto SystemDrive:\Program Files\HP Openview\bin and double-
click chaimport_chgpwd.bat.

2 When prompted, type the new password and press Enter.
Run ovc -stop cbaimport.

4  Run ovc -start cbaimport. For further information on the ove
command, see SystemDrive:\Program Files\HP
OpenView\help\en\ov_ javalcontrol\control\html.

Task 4  Installing the Configuration Baseline Auditor

Use the Configuration Baseline Auditor to compare different states within a
subsystem.

To install the Configuration Baseline Auditor

1 From the Server Management CD, go to \Configuration
Baseline\Importer and double-click setup.cmd.

First, the HP OpenView common components will be installed. These
components are a pre-requisite for the Configuration Baseline Importer
and provide secure communication and control, configuration, and
installation of other components. They also install a local java runtime
that is necessary for the HP OpenView environment.

The Welcome to the Installer for HP OpenView Cross Platform
Component window opens.
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) The interface for the HP OpenView Cross Platform Component
window opens only if you have not previously installed the HP
OpenView common components on the machine. If the
components are already installed, you will see several progress
bars which will perform additional installations to the same
directory used previously. When they are done, skip to step 6.

2 Click Next.

The End User Licensing Agreement window opens.

i& HP OpenView Cross Platform Component

License Agreement Eﬁ].

Pleaze read the following license agreement carefully.

ATTEMTION: UPOMN PURCHASE OF AMD PAYMENT FOR THE SOFTWARE L
LICEMSE, USE OF THE SOFTWARE |15 SUBJECT TO THE HF SOFTWARE
LICEMSE TERMS SET FORTH BELOW. USING THE SOFTWARE INDICATES

YOUR ACCEPTAMCE OF THESE LICENSE TERMS. IF YOU DO NOT ACCEPT
THESE LICEMSE TERMS, YOU MAY RETURN THE SOFTWARE FOR A FULL
REFUND. IF THE SOFTWARE 15 BUNDLED WITH ANOTHER PRODUCT,

YOU MAY RETURN THE ENTIRE UMUSED PRODUCT FOR A FULL REFUND.

HF SOFTWARE LICEMSE TERMS

Upan purchase of and payment far the appropriate software license, the i

(3) 1 accept the terms in the license agreement

()1 do not accept the terms in the license agreement

[ < Back ” MNext = ] [ Cancel ]

3 Select whether you accept the terms of the agreement or not and then
click Next. If you do not accept the terms, the installation will be
terminated.

The Destination folder window opens.

Chapter 2



i@ HP OpenView Cross Platform Component &|

Destination Folder ﬂ]'
Click Mext to install to these folders, or dick Change button beside the folder name to P
install to a different folder. invsmt

G Install HP Openview Cross Platform Component product files to:

C:'\Program Files\HP OpenView\,

G Install HP OpenvView Cross Platform Component data files to:

C:\Program Files\HP Openview\datal,

< Back “ Mext = ] [ Cancel

4 Accept the defaults or click Change to change the installation directories.
Then, click Next.

The Ready to Install the Program window opens.
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i@ HP OpenView Cross Platform Component

Ready to Install the Program ﬂP]'
The wizard is ready to begin installation. ,
nywme it

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

< Back “ Install ] [ Cancel

Click Install.

6  Click Finish when the HP OpenView Cross Platform component
installation is complete. You will see several progress bars appear while
the rest of the components are installed.

When they are done, the Welcome to the Configuration Baseline Auditor
Setup window opens.

7  Click Next.
The End-User Licensing Agreement window opens.
8 Click Next.

The Launch the Configuration Baseline Auditor window opens.
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i& Configuration Baseline Auditor Setup

Installation Customization
Set the following installation variable to the desired value.

[(]Launch the Configuration Baseline Auditor after installation

< Back ” Mext = ] [ Cancel

9  Click the checkbox if you would like to launch the Configuration Baseline
Auditor.

) If you do not have any data imported into your Configuration
Baseline Auditor Database, you will receive an error message
“Could not retrieve data from the database”. Close the
Configuration Baseline Auditor and see the following chapters
to create a subsystem and capture data.

10 Click Next.

The Install window opens.
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i& Configuration Baseline Auditor Setup

Ready to Install
The Setup Wizard is ready to begin the Typical installation

Click Install to begin the installation. If you want to review or change any of your
installation settings, dick Back. Click Cancel to exit the wizard.

< Back ]| Install 4 [ Cancel

11 Click Install.
12 Click Finish to exit the Setup Wizard.

You may be asked to restart your machine. Click Yes.

Task 5  Configuring the Radia Reporting Server

The Reporting Server has been enhanced to enable reporting against your
Configuration Baseline Auditor SQL database to provide summary reports of
Configuration Baseline Auditor data.
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Zl Radia Reporting - Microsoft Internet Explorer =18 x|

Fle Edt Vew Favortes Took Help | &
QBack - ) - 1] 2] 0| D search rFavories @ Meda £ | (00 L B
ess [ ] htps/flocahostireporting]

ﬂﬂ Radia Repotting Server

invent

A

Search Controls @ @ (h ™ El * B »i_)\‘ Current Reporting View: Radia Reporting Home Page
LDAP Filters
EéDC:cnm Inventory Information Patch Information
DC=hp

@2 *DC=demavm* Inventory Summary Compliance Summary

Managed Devices: 78
Managed Bulleting: 415
Last Aquisition: 2005-02-08 21:27:42

Data Filters Managed Devices: 93

Managed Services: 255
1 Inventory Manager Related 9

% Patch Manager Related
3 Usage Manager Related

Devices connected today: 0

Report Quicklinks Report Quicklinks

Wiew Redia Managed Devices Vigw Device Compliance

Display Controls

Wiew Radia Managed Services iewy Bulletin Compliance

Reporting Views
= EB aseline Auditor Reports
5 Summary by Device
) Summary by Subsystem
3 Inventory Manager Reports
S Patch Manager Reports
%13 Usage Manager Reports

Wigw Device Summary Viewy Acquisition Summary

Usage Information

Usage Summary Inventory Information

Find a device by | Mame

,—
) Apply | Reset | @

Find a service:

Apply | Reset | @

Monitored Devices: 86

Monitored Users: 270
B Total Products: 1464

Report Quicklinks
Wiew Maritorse Devices
Wiew Maritorsel Users

Wiew Software Lsege

@ I
distart| | [ & %O Ba)H ” O @r | Qe | B @ e ] Lo Er B |[E1r. W u.| [senies > | @ B HE 001 a0

[ [&d Localintranet

To enable Configuration Baseline Auditor Reporting

1 Open a Web browser and type the address http://ip address
/reporting/setup.tcl and press Enter on your keyboard.

This launches the interface for configuring the Reporting Server.
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I racka Reporting - Microsolt Inbemnet Explorer

Qe - O - ) )

Ble ESt Vew Fawortes Tk Heb
o] gewch Pavortes W Medn £ | - O3

Sarver

Configuration Options

L P ———rr

[ﬁa Radia Reporting Server

Configuration Baseline Auditing

Baseline wudming (co8) [13]

RMALAM Configantion

Patrh Marager Configuration

LD Configueation

Usage Manager Configuraton
Sarvar Managernant Configur ation (SCM)

Eanitgaalicn Bazeine Auifing

Rackis Maragement Portal Configuration

Roset |

Reports

Enable CBA Caching (/1) [0.5]
B Cache Lifetime [z

{seonds)

Device Lis

Temporary Table Name for [0 Fns DEVICETABLE
et il

CBA Database Type (sal) rﬁ

CBA Tabbe Profec [dho

CBA DSN [HRov_cBA
CB DEN User lsa

CBA DSN Password

[ressssessrssssnnees

=

T M e

2 In Configuration Options, click Configuration Baseline Auditing and then
review the following options.

Table 2: Configuration Options for the Reporting Server

Option Description Defaults
Enable Configuration Set this option to 1 to enable | 1
Baseline Auditing Reports reporting or to 0 to disable
reporting.
Enable CBA Caching Set this option to 1 to enable | 0
caching or to 0 to disable
caching. Caching stores the
report information to the
Reporting Server so it can
be retrieved locally instead
of retrieving the information
from the database.
CBA Cache Lifetime (in Defines how long to keep 1200 (20 minutes)
seconds) cached information on the
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Option

Description

Defaults

Reporting Server before
purging it and retrieving
subsequent requests from
the database.

Temporary Table Name for
Device List

This is an internal Radia
Reporting Server

Dbo.RRS DEVICETABLE is
the default. Typically, this is

requirement. not modified.
CBA Database Type Sql is for Microsoft SQL SQL
Server and is currently the
only option.
CBA Table Prefix Owner name of the CBA dbo
database.
CBA DSN ODBC Data Set Name. HPOV_CBA
CBA DSN User ODBC Data Set Name User | Sa
ID
CBA DSN Password ODBC Data Set password. sa

Note: This password will be
encrypted by the Reporting
Server.

3 Click Apply.

Enabling the Reporting Server Configuration File

You must enable the new Reporting Server configuration file,
ReportingServer\bin\config.new.tcl. To do this:

1 Close any open Reporting Server windows.

2 Rename your old configuration file, config.tcl toold config.tcl or
save it elsewhere.

Rename config.new.tcl to config.tcl.

4  Launch the Reporting Server.

Configuring Your Environment
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You will learn about how to define subsystems, collect data and compare
states in the following chapters.
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3 Defining Subsystems

The key to successful implementation of the Configuration Baseline Auditor
is to properly define subsystems. Remember, a subsystem is a logical group of
resources (files and registry settings) for which you define scan filters to
determine what information will be captured. When defining a subsystem,
you need to:

1 Specify the subsystems to track in your environment. Subsystems should
be associated with a well-known set of resources. Typically, this is an
application or service. In some cases, it might be a common infrastructure
component such as a Java runtime engine.

2 Determine the resources to be included or excluded from a subsystem.
Common techniques for determining resources are to examine
installation program metadata and scan for differences after an
application has been installed.

3 Determine the attributes to monitor for changes.

— Resources such as executable files should be scanned for changes in
size, CRC and MD5 signatures. MD5 signatures for Windows
executables are always generated, but MD5 generation is optional for
non-executable files.

— Data files that routinely change as part of normal processing should
be excluded from a subsystem, or at least be defined to ignore their
volatile attributes.

— Permission attributes should be monitored for protected resources.

Use the BASELINE domain in the System Explorer to define subsystems.
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Example: Creating and Contiguring a Subsystem

This section provides a simple example of how to create and configure a
subsystem. See About the Baseline Domain on page 79 for more information
about the BASELINE domain.

In this example, we will create a subsystem called Microsoft SQL Server 2000
that uses file and registry filters. File filters define the specific files that you
want to scan in the subsystem. Registry filters define specific registry keys to
scan.

Note that to use this example, you must have Microsoft SQL Server 2000
installed. If you do not have Microsoft SQL Server 2000, you can choose an
application that is on your machine and define filters that match that
application.

) The steps below assume knowledge of how to use the System
Explorer. If you are not familiar with this tool, please refer to the
System Explorer Guide for details about how to use this tool.

Creating a Subsystem

Task 1 Specify Collection Options

Collection options define the type of collection to be performed and when.
Types of collections include full, differential or none. The collection is
performed during a Radia client connect.

1 Open the System Explorer.
2  Go to PRIMARY.BASELINE.BASECOLL.

3 Open the Default Collection Options instance.
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5
6

Task 2

Defining Subsystems

& Radia System Explorer - [6:RCS - 1] =101 x|
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Open the COLLURL attribute and modify it to point to your Radia
Integration Server. For example:

http://your server IP address:port number/CBA Import/
becomes

http://192.168.1.1:3466/CBA_Import/
For this example, do not change any of the other default options.

Click OK and Yes to confirm your changes.

Create a package and specity the file and registry filters

If necessary, open the System Explorer.
Go to PRIMARY.BASELINE.PACKAGE.

Create a new package instance. In our example, we will name the
package MS_SQLSERVER_2000.
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http://192.168.1.1:3466/CBA_Import/
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Create Instance

Enter the new digplay name:

|Microzoft SOL Server 2000

Create a new Subsystem Components [PACKAGE ] instance named:

[M5_SOLSERVER_2000

k. Cancel

4 Click OK.
5 Right-click the new package and select Add New Components.

85 Scheduling [TIMER)
EI E Subspstern Components [PACKAGE)
Ay BASE INSTANCE_
% Mic R Mew Instance
j Subsystems [Z5ER Delete Instance
[]._l CLIENT Rename Instance
- ’g‘ MaCHINE Edit Instance. ..
- L8 NOVADIGHM Add Components. ..
- 5 0g
- B paTCH Copy Package...
- .5,’,, PATCHMGR [evs Application Wizard,.,
[]%_@5' FOLICY Show Connections. ..
[]---i PROMAINT
AT Prune Below
[ SOFTwWARE Refredh
[]"'g SYSTEM Expand All Conmections
B "5? TExTDB Expand one level
-, USAGE

i PROFILE |

| 40 Subsystem Components CLASS Microzoft SGOL Server 2000 attributelz] dizplayed

The Add New Components window opens.
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Defining Subsystems

£ Add Components

Package Mame: Application Files

Ayailable Components

Mew Component Mame

T | Add Add+E dit

From the Available Components drop-down menu, select File Filters.

In the New Component Name text box, type the friendly name for the
directory containing the files that you want to capture. For example, you
might type PF - Microsoft SQL Server to indicate that you want to
capture the files from Program Files\Microsoft SQL Server.

Click Add + Edit.
The Edit Class window opens.

@ Editing PF - Microsoft SQL Server 2 Instance - Last Update: - 06,/22,/05 18:42:3 e |
— Friendly Mame

IF'F - Microzoft SOL Served

Mame I Aftribute Dezcription I Walue -

HAME Friendly Mame PF - Microzoft SOL Server

BA ROOTCOMM Scan File oot Connection

SCANPATH Scan File Path

PRIORITY Filter Pricrity 500

INCLEXCL Includs or E xclude [I7€] [

DEPTH # b Dirs ta Sioan (-1=all A

FARENTS Inchude Parent Directories [Y/M] - N

TYPEDIR Apply Filter to Directories [Y/N] N _ILI

1| | »

53



54

9  You have two options for defining the path contents. You can use the

10

11

logical folder settings that are predefined in the BASELINE domain in
the FILEROOT class. If this option is chosen, the path name defined in
the SCANPATH attribute is appended to this FILEROOT chosen to form
a fully qualified path name. You may also choose to use define the
SCANPATH attribute as a fully qualified name (i.e., C:\Program
Files\Microsoft SQL Server). When using the ROOTCONN option,
connect the appropriate logical folder instance (in the FILEROOT class) to
the package.

) You may need to review the instances in the
BASELINE.FILEROOT class to determine what the appropriate
instance is for your needs.

For this example, go to the ROOTCONN attribute and type the connection
to the logical folder, such as BASELINE.FILEROOT.PROGRAMFILESFOLDER.
| Editing PF - Microsoft SQL Server Instance - Last Update: - 06/22 /05 1 e |
r Scan File Path
IMicrosoft SOL Server
Hame | Attribute D escription | Yalue -
HAME Friendly Mame PF - Microzaft SOL Server
EHDDTCDNN Scan File Foot Connection BASELINE.FILERDOT. PROGRAMFILESFOLDER
SCANPATH Scan File Path Microsoft SEL Server
PRIORITY Filter Pricrity 50
IMCLEXCL Include or Exclude [I/E] |
DEPTH # Sub Dirz to Scan [-1=all) -1
PARENTS Include Parent Directories [v/MN] - M
TvPEDIR Aipply Filker to Directonies [v/M] M _|;|
a| | »

ak. I Cancel | Restare |

When a ROOTCONN is defined, set the SCANPATH attribute to the
folder where the files that you want to scan are stored. If you opened
Windows Explorer, typically Microsoft SQL Server files are stored in
C:\Program Files\Microsoft SQL Server. Therefore, in this example,
you would type Microsoft SQL Server.

B Do not specify the full path (C:\Program Files) since you
connected this instance to a logical folder to define where the
folder can be found on a particular device.
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You may also choose to use define the SCANPATH attribute as a fully
qualified name (i.e., C:\Program Files\Microsoft SQL Server)and
leave the ROOTCONN attribute empty.

12 Click OK.
13 Click Yes to save your changes.
The Add Components dialog box opens again.
14 From the Available Components drop-down menu, select File Filters.

15 In the New Component Name text box, type the friendly name for the

directory containing the files that you want to capture. For example, you

might type PF - Exclude Logs to indicate that you do not want to

capture log files from the logs directory in Program Files\ Microsoft SQL

Server.
16 Click Add + Edit.
The Edit Class window opens.

@ Editing PF - Exclude Logs 2 Instance - Last Update: - 06,/22/05 18:45:30 e
— Friendly Mame

IF'F - Exclude Logs

Hame | Attribute D escription | Yalue -

NAME Friendly Mame PF - Exclude Logs

ﬂA ROOTCOMN Secan File Root Connection

SCANFATH Scan File Path

FRIORITY Filter Fricrity 50

INCLEXEL Inchude or Exclude [I/E] |

DEPTH # Sub Dirs o Sean [-1=all) 1

PAREMTS Include Parent Ditectaries [Y/N] N

TYPEDIR Apply Filter to Directories [¥/M] N _|;|

a| | »

QK I Cancel | Festare

17 Connect the appropriate logical folder instance (in the FILEROOT class)

to the package.

) You may need to review the instances in the
BASELINE.FILEROOT class to determine what the
appropriate instance is for your needs.

Defining Subsystems
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18 For this example, go to the ROOTCONN attribute and type the
connection to the logical folder, such as
BASELINE.FILEROOT.PROGRAMFILESFOLDER.

& | Editing PF - Exclude Logs Instance - Last Update: - 06/22/05 18:38:19 e |
—'wfild Card Pattern List [zep=/]

"o

Mame I Attribute Description | Walue -

MAME Friendly Mame PF - Exclude Logs

A ROOTCONN Scan File Root Cornection BASELINE.FILERDOT PROGRAMFILESFOLDER

SCANFATH Scan File Path Micrasoft SAL ServerMSSALALog

FRIDRITY Fiter Priarity 45

INCLEXCL Inchuds or E xclude [I7€] E

DEPTH # Sub Dirs to Scan [-1=all 1

PARENTS Includs Parent Directories [P/N] M

TYPEDIR Apply Fiter to Directaries [Y/N] N =

4 | 3

Ok I Cancel | Restore |

19 When a ROOTCONN is defined, set the SCANPATH attribute to the
folder where the files that you want to scan are stored. If you opened
Windows Explorer, typically Microsoft SQL Server files are stored in
C:\Program Files\Microsoft SQL Server\MSSQL\LOG. Therefore, in
this example, you would type Microsoft SQL Server\MSSQL\LOG.

) Do not specify the full path (C:\Program Files) since you
connected this instance to a logical folder to define where the
folder can be found on a particular device.

You may also choose to use define the SCANPATH attribute as a fully
qualified name (i.e., C: \Program Files\Microsoft SQL
Server\MSSQL\LOG) and leave the ROOTCONN attribute empty.

20 Set the INCLEXCL attribute to E to exclude the logs from the scan.

21 Change the PRIORITY from the default of 50 to a higher priority, such as
45,

22 Set the WILDCARD attribute to * . 1og to ensure that all logs with the
Jog extension will be excluded.

23 Click OK.
24 Click Yes to save your changes.

The Add Components dialog box opens again.
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25 From the Available Components drop-down list box, select Registry Filters.

26 In the New Component Name text box, type a friendly name for the
registry filter such as HKLM - Microsoft SQL Server.

27 Click Add + Edit.

The Editing HKLM — Microsoft SQL Server window opens.

28 Set the SCANPATH attribute to the path to be scanned in the registry
editor, such as Software\Microsoft\Microsoft SQL Server.

29 Click OK.

30 Click Yes to save your changes. The Add Components window opens

again.

31 Click Done.

You have created a package that contains three filters—two for files and one

for registry keys.

Task 3  Create a periodic timer

1 If necessary, open the System Explorer.

2 Go to PRIMARY.BASELINE.TIMER.

3 Create a new timer instance which will run every hour starting at
midnight. In our example, we will name the timer EVERY_HOUR.

Create Instance

Enter the new display name:

|E wery hour

Create a new Scheduling [TIMER] instance named:

|[EVERY_HOUR

Ok

Cancel

4 Click OK.

Defining Subsystems
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5 Open the new instance and change the ZSCHDEF attribute to reflect an
interval baseline scan occurring every hour. Set the ZSCHDEF attribute
to INTERVAL (&ZSYSDATE, 24:00:00,, 60) to indicate that this timer
should expire every 60 minutes starting at midnight.

% Editing Every hour Instance - Last Update: - 06,/24,/05 08:15:51

2]

Timer Parameter
’7| INTERYAL[EZSYSDATE 24:00:00,60)

| MHame I Attribute Description I Value -
V3| -COBJFRI Priarity [00-39] 90
W Z5TOP Stop Expression =
| “SCHMODE Timer Dwner [MANAGER/DEF...  DEF&LLT
ZSCHDEF Timer Parameter INTERYAL (25 SDATE 24:00:00.,60)
| “SCHTYFE Type IMMEDIATE/DEFERRED] DEFERRED
| -SCHFRED Frequency [FERIODIC/OMCES..  PERIODIC
ZHSCEMDL Cormmand line to execute hide rredkit method BASESCAMN MywdLib=tZMASTER. ZLIBDI
fle _Alwiays_ Conrect To _|;|
| | >
QK I Cancel | Festore |
6 Click OK.

Task 4 Create a service

1 Create a new ZSERVICE instance called Microsoft SQL Server 2000.

Create Instance

Enter the new display name:

|Microsoft SOL Server 2000

Create a new Subsystems [ZSERVICE] instance named:

|MS_SOLSERVER_2000)

Ok

Cancel

2 Click OK.

3 Drag your Microsoft SQL Server 2000 package and drop it on the new

ZSERVICE instance.
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In the Select Connection Attribute dialog box, click Copy.

Click Yes to confirm that you want to make the connection. Then, click
OK.

Drag your Every Hour timer and drop it on the new ZSERVICE instance.
In the Select Connection Attribute dialog box, click Copy.

Click Yes to confirm that you want to make the connection. Then, click
OK.

© Radia System Explorer - [6:RCS - 1] =10 x|
e Edit View Window Help =18 %
SlElel=] | Tl 2
Database Tree View: [Subsystems class Miciosoht SUL Server 2000 Instance Atbtes:
3 Database =] [Hame [ Attibute Deseription [ Value =
g LICENSE ) Z5TOPO00 E xpression Resolution Method
= PRIMARY 4§ ZSTOPOOT Expression Resolution Method - 001
B % ADMIN S ZSTOPO02 Epression Resolution Method - 002
[ g AUDIT ) ZSTOP3II Stop Unless Fiadia Connect
=B BASELINE Subsystem Name/Description Bassline - SALS erver2000
R Baseline Scanner [BASESCAN]
¥ Clisnt Methods [CMETHOD, oo Hame
U“ C. :'T‘ ; "‘tD” :[ [EASECD]LL] Application Target Type [4/5] A
27 Collection Options Mandatory or Dptional [M/0/M0/0M M
EX Device Fiers DEVALTR] Service Status an Client 399) 999
~ £ File Fiers [FILEFLTR)
il Rost [FILERDOT) Service Creale Drdering [01-39]
3 Node Fites (NODEFLTF) Contains BASELINE.PACKAGE.MS_SOLSERVE...
£ Registy Fers (AEGFLTA) Contains BASELINE.BASECOLL DEFALLT
£ £} Schesiing [TIMER) Contains BASELINE. TIMER.EVERY_HOUR ||
(i _BASE_INSTANCE_ Contains
L Contains
£ Every how o
A% Subsystem Components (PACKAGE] Contains
- 2N Subsystems @SERVICE) Contains
- Bb _BASE Contains
=5 Contains BASELINE.BASESCAN. DEFAULT
Microsolt SOL Server 2000 Utilly Resalution Method
90 Default Collection Options Service Prenstallstion Method
i+, Every hour Service Installation Method
_ - Default Baseine Scanner Service Inlializalion Methad
- CLENT Service Pre-Delete Method
o wecne Servie Dekele Mt
E = _|[FZ]euPpate Service PreUpdate Method
= B parcH =~ ZUPDATE Service Update Method
= 5 PATCHMGR = ZvERIFY Service Yerify Method
= 68 PoLicy =~ BREPAIR Service Pre-Riepair Method
i B PRDMAINT <] ZREPAIR Service Repar Method
3 cnenuaes =M zs Available Veriied Installed Sunc F R =
[3164M

PRIMARYABASELINE \Subsustems (ZSERVICE WMicrosoft SOL Server 2000% B/24/2006
= TN TR— P——— T 0 o

In most cases, subsystems will be managed as mandatory services through
the Application Manager client. Open the Microsoft SQL Server ZSERVICE
and change the following attributes:

Defining Subsystems

— ZSVCNAME = Baseline - SQLServer2000
Modify this attribute because this is what appears as the service
definition in the SQL database service name and the Software
Manager catalog.

— DESCRIPT = Microsoft SQLServer 2000
This will be the subsystem description that will be stored as the
subsystem name in the SQL Database and displayed in the
Configuration Baseline Auditor.
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9 Click OK.
10 Click Yes.

11T Now that your service is configured, you must connect it to a policy
instance. For this example, go to PRIMARY.POLICY.WORKGROUPS.

12 Drag the Microsoft SQL Server 2000 ZSERVICE instance to the Default
workgroup. Click Copy and then click Yes to confirm the connection.

13 Click OK.

Task 5 Run a client connect to initiate a scan

Now that your subsystem is configured, the next time a client connect or a
timer expires and runs, the scan will be performed.

For unit testing purposes, you may want to use the Software Manager client.
To do so, set ZSVCTTYP to S and ZSVCMO to O so the service will appear in
the Software Manager catalog. Refer to the Software Manager Guide for more
information.

In this example, we have set up our subsystem to appear in the Software
Manager catalog.

€D Radia Software Manager - Home/All Software ; [

File Actions Services Help

Radia® Software Manager

nnnnn

MName
radia\software
Demo Applications

He0Ee O

Mame

Status

Amortize Available

ﬁ Baseline - SQLServer2000 Size 24.84 KB
L2 Compressed Size 7.10 KB
History
Available 3 B
Drag & View Available
G5-CALC Available
" HostFile Installed
+% RadialMI Update Available
Redbox Organizer Available T
Sales Information Available w
IHBquest completed successfully Connected él

1 Notice Baseline — SQLServer2000 in the catalog.
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Click Baseline — SQLServer2000 and then click the Install O button.
The Baseline scanner runs a scan based on the subsystem you defined.

When the scan is complete, the status bar will say “Request completed
successfully”.

) If you would like to perform a simple test, you can go into the
SystemDrive:\Program Files\Microsoft SQL Server

folder and make changes (add, remove or modify) to the files or
directories.

Use the System Explorer to make sure that the VERMODE
attribute in the Collection Options (BASECOLL) instance is set to
D.

Then, select Baseline — SQLServer2000 again and click Verify 2
which is set to perform a differential scan by default.
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4 Viewing the Results

There are two ways to review the results of scans performed with the
Configuration Baseline Auditor—using the Configuration Baseline Auditor or
the Reporting Server.

Use the Configuration Baseline Auditor to view the results of your
scheduled scans and select the subsystems that you want to compare. The
Configuration Baseline Auditor is java-based and runs in a
server/administrator environment.

Use the Configuration Baseline Auditor to view and compare detailed
information collected with each scan.

The Reporting Server allows reporting against your Configuration
Baseline Auditor SQL database to provide summary reports of
Configuration Baseline Auditor data.

Use the Reporting Server when you need summary information about
which servers and subsystems are under management and to see when
the latest collections have occurred for these subsystems.
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About the Configuration Baseline Auditor

Review the diagram below for an introduction to the user interface.

@ Configuration Baseline Auditor

File Tools Help

Subsystems

mm | 8% A

. “Baseline Comparison b e

democitOl : Microsoft SQLServer 2000 : 2005-06-05 21:43:51 .0

a demochi

O ﬁ Bazeline - System Startup - R FileSysten | Registry
Microgoft SGLServer 2000
a .Dﬁ File System Browser| | Comparison Details
+ iy 2k 3w

Qg 2005-06-05 21:58:26.0 ﬁ o File System 4 | demochid demochi
Components Microsoft Microsoft

v (2)5 2005-06-05 21:43:51.0

Lg SOLServer 2000 SOLServer 2000

mem | P

< n |

F'| C:¥Pragram Fil...
ﬁ C:WProgram Fil...

|| 5 CPragram Fil...
ﬁ C:WProgram Fil...
d " F'| C:¥Pragram Fil...
ﬁ C:WProgram Fil...

F'| C:¥Pragram Fil...
fll?_\.j C:WProgram Fil...
F'| C:¥Program Fil...
ﬁ C:WProgram Fil...
F'| C:¥Program Fil...
ﬁ C:WProgram Fil...
c F'| C:¥Program Fil...
ﬁ C:WProgram Fil...
F'| C:¥Program Fil...
| B3 ) coProgram Fil.,

slsisisisisisisINisIs SIS INIS IS IN]
ddddddd < dd =4

Figure 2: Configuration Baseline Auditor
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Subsystems

Lists the subsystems that you have defined. Expand a subsystem to
view the states captured for the subsystem.

A baseline is a state that you select as the standard against which
you want to compare other states for the subsystem. A state is set as
the baseline by selecting it first, or by right-clicking any state and
selecting Set as Baseline State. Baselines are shown in bold.

= Expand all subsystems.
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Viewing the Results

== Collapse all subsystems.
=5 / B Toggle between View by Subsystem and View by Node.
& Refresh.
e Compare selected states.
Hide/show buttons for the Subsystem browser.

Window resizer

Click and drag to resize the window.

File System Browser/Registry Browser

Allows you to view the files or registry entries that have been
scanned.

Expand all.

== Collapse all.

p Show details for selected items.

Comparison details

Allows you to compare the attributes for the states you selected.
Expand all.

== Collapse all.
Export report as CSV, HTML or XML.
Al Enable or disable autofit for columns.

£

Hide/show missing items.

i Hide/show different items.

65



66

Hide/show added items.
) Hide/show identical items.

Menu bar
Go to File and select Connection to connect to another SQL database.
Go to File and select Exit to close the Configuration Baseline Auditor.

Go to Tools and select Options to set the default filters that will be in
effect when performing a new comparison.

You can also perform many tasks in the interface via pop-up menus.
Right-click within the interface to become familiar with the tasks
that may be performed this way.
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Using the Configuration Baseline Auditor Interface

One of the most general uses of the Configuration Baseline Auditor is to set
up a reference machine and capture the baseline of a subsystem. Then, you
can check to see if subsystems on other machines in your environment match
the baseline, or if there are differences in the configuration.

As you learned in the introduction to the interface, the left side of the
interface displays subsystem definitions. Beneath each subsystem is a state
that has been captured. You can select one or more states to review the
details of the capture and, if you've selected more than one state, make
comparisons.

Use the filters available in the Comparison Details window to limit the scope
of the comparison. For example, you can limit the scope so that you can view
only items that have been added. If you expand the components, you can see
the attributes. Finally, you can export the displayed information to a CSV,
XML or HTML file.

In the example below, we assume that you ran a full scan of your Microsoft
SQL Server 2000 subsystem. Imagine that we later installed Service Pack 3a
for Microsoft SQL Server 2000 and ran another scan. The steps below will
show you how to compare the states of the subsystem to see how the
subsystem has changed.

To compare states

1 From the Start menu, go to HP Configuration Baseline Auditor, and select
Configuration Baseline Auditor.

The Connection Information dialog box opens.

Connection Information

=zer Marme: | chairmpart

Pazsword: |

Port| 1433

Database:|HPOY_CBA|

Host: | Incalhost |

2 In the User Name text box, type your user name for the SQL database.
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In the Password text box, type the password for the SQL database.
In the Host text box, type the location of the SQL database.

In the Port text box, type the port for the SQL database.

In the Database text box, type the name of the SQL database.
Click OK.

The Configuration Baseline Auditor window opens.

In the Subsystems area, select the subsystems or nodes that you want to
compare. Remember, you can toggle between subsystems and nodes.

Specify a baseline. A state is set as the baseline by selecting it first, or by
right-clicking any state and selecting Set as Baseline State. Baselines are
shown in bold.

Subsystems

mm | 53 A

] EE Easeling - System Startup - Run Executables
Bl [[] £ Microsoft SGLServer 2000
[ B b 23wem
- | democti
(@ 2005-06-05 21:58:26.0 GMT
(£} 2005-06-05 21:43:51.0 GMT

10 Click Compare Selected States Q .

When the comparison completes, the File System Browser and the
Comparison Details areas are populated.
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[A Configuration Baseline Auditor

Tools Help

Subsystems

mm |5 A

. Baseline Comparison

demaoct : Mcrosoft SOLServer 2000 : 2005-06-05 21:43:51.0

DEE Baseling - System Ste
B []EB Microsoft SGLServer 2
O @ hiwe 2k 3vm
B [ B democtot
(8 2005-06-05 21:
(I 2005.06-05 21:

FileSystem

File System Browser| !

File System +
Components

%] C:Progratn Fi
¥ CProgram Fi..
F| CProgram Fi..
"] C¥Program Fi..
ﬁ CiiPragram Fi..
ﬂ CoiPragram Fi..
F| CPragram Fi.
ﬂ C:'Program Fi

"] CProgram Fi..
F| CProgram Fi..
F'| ¥Program Fi..
ﬂ CiiPragram Fi..
ﬂ CoiPragram Fi..
ﬂ C:"Program Fi..
¥ CProgram Fi..
¥ Program Fi..
F| CProgram Fi..

| ERL w5 Bracram Fi

demochil
Microsoft
SQLServer 2000

gislsisisisisisisiNlsisislsiNisIs]N)

demochol
Microsoft
S0QLServer 2000

Hddddddd i o 4B

11 If you want, select the items that you want to review in the File System or
Registry Browser. In this example, we will leave all items selected.
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File System Browser !
F

mm| P

Program Files
Bl ]3] common Files
- | System

- | ado

[ T

&) adojavas.inc
acdovhs inc

MDACReadme Hm "
&) msader 5.1
meadol 5.
Meado20
&' meada21 th
&) meado2s ty
Maado2E
maadomd.dl

&) msadar 5.1

12 Click £ show details for selected items.

The Comparison Details area is populated.

13 Use the buttons available to filter the items to review. For example, you
can hide identical items, but show missing, different, or added items. In
this example, we hid everything except for missing items.

Comparison Details

Components col

democit0]
Microsoft SQLServer 2000
2005-06-05 21:43:51.0

umn for detailed information.

democitol
Microsoft SQLServer 2000
2005-06-05 21:58:26.0

14 Click to plus sign to expand the items listed in the File System or Registry
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Comparison Details

File System Components 4+ | demochi denmochi]
Microsoft SQLServer 2000 Microsoft SGLServer 2000
2005-06-05 21:43:51.0 2005-06-05 21:58:26.0
| CoProgram FilestWicrosoft SG...

File Hame WPADS|EXE

Phy=sical Root i -—--

Physical Path Program FilesMicrosaoft SGL Serverihd... -

Logical Root ProgramFilesFalder,

Logical Path Microsoft S0L ServerfSS0LEinNn

Product Version 5.0.1.94

Vendor Microsoft Corporation -—--

File MD5 883EA23715C0M CT9ETSBFOSEASCEE... —-

File datetine 2000-03-06 08:50:34.0

Product Wicrozoft SQL Server

File Size ESE00

File Version 2000.50.194.0

Notice that the file xPADST.EXE existed in the original Microsoft SQL
Server scan. However, when Service Pack 3a was installed, this file was
removed and this difference is shown in the later scan.

To remove devices or subsystems from the database

You can right-click on a device or subsystem to remove the information from
the SQL database.

) The delete option is available only if you are using the View by Node
option in the Subsystems pane on the left. If you are using the View
by Subsystem option, you can not delete items.

When a device is deleted, the device, all subsystems associated with the
device, and all states associated with all subsystems are marked for
permanent deletion from the SQL database.

When a subsystem is deleted, the subsystem associated with the specific
device, and all states associated with the specific subsystem are marked for
permanent deletion from the SQL database. The device will not be deleted.

The Configuration Baseline Auditor interface will no longer display the items
selected for permanent deletion.

To delete a device

1 In the Subsystems pane, right-click a device and select Delete.
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Subsystems

| RS A
O] B detmoctan
] E hipsrywrin

2] @ hRW2k3Y <ot oo Baseline State
DE Microy Delete

C1EH Basel| Expand &l Executs
Callapze Al
B [ E5 Bastlrm—erorormreorreme-arm Depend
O] B rhctot

A confirmation dialog box opens.

Configuration Baseline Auditor

1 Deleteing & device: Warning: This will delete all data relating to this device from your database. This process can not be undone. Continue’?

2 Click Yes to delete the device and all related subsystem data from the
SQL database. Click No to cancel the request.

To delete a subsystem and all associated states

1 In the Subsystems pane, right-click the subsystem to be deleted and
select Delete.
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mm S 4

O] E] democton
] E b=yl
B[] E b 2k 3vim

C]E 5 Microsoft SQLServer
] E Baseling - System St
] ﬁ Baseline - System Ss

Zet as Baszeline State

Delete
Expand &l

Collapse All

O] B rhctot

A confirmation dialog box opens.

Configuration Baseline Auditor

1 Deleteing & device: Warning: This will delete all data relating to this device from your database. This process can not be undone. Continue’?

2 Click Yes to delete the subsystem and all related state data from the SQL

Viewing the Results

database. Click No to cancel the request.
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Generating Configuration Baseline Auditor Reports

To generate Configuration Baseline Auditor Reports

1

In your Web browser session, type the address http://

ip address/reporting/ to launch the Reporting Server home page. If
enabled, Baseline Auditor Reports will be available in the Reporting Views
pane.

2l Radia Reporting - Microsoft Internet Explorer =181x]
Fie Edt Vew Favortes Took Help | &
@Beck ~ 0 - X (2] 0| S Search i Favorites @ Media | - L B

Agdress [ €] hteps/flocahostreporting]

[éﬂ Radia Repotting Server

invent

Search Controls RO ™! RS

LDAP Filters
I DC=com Inventory Information
2 pc-hp

(2 ‘D =demovm* Inventory Summary

Compliance Summary

Managed Devices: 93 Managed Devices: 78
Managed Bullstins: 415

Last Aquisition: 2005-02-08 21:27:42

Data Filters
3 Inventory Manager Related mansoedlSenvicasd2ss
B Patch Manager Related

#3 Usage Manager Related

Devices connected today: 0

Report Quicklinks

Wiew Radia Manaued Devices

Report Quicklinks
Display Controls View Device Compliance

Wiew Radia Managed Services wiews Bulletin Compliance

Reporting Views

Wiew Device Summary Views Acquistion Summery

2 E5 paseline Auditor Reports
2 Summary by Device
4 summary by Subsystem
T Inventory Manager Reports
S Patch Manager Reports
®3 Usage Manager Reports

Quick Search
Usage Summary Inventory Information
TJ == Monitored Devices: 86 [ Find a device by | Mame

Monitored Users: 270

Total Products: 1464 k @) Apply | Reset | @
-~

Report Quicklinks

Find a service:
Wiew Monitored Devices
Wiew Moritored Users

Apply | Reset | @

Wiew Software Lsage

@ I
Bistart| | G S 0 Ba) B 2| oo |@r B | B @ |#r ] Lo | Er | |[ETR. Yo | [senies > | BB HE 1001 an

[ [ [N Locatintranet

Click Baseline Auditor Reports to see two reporting options.
— Summary by Device
— Summary by Subsystem

In the image below, you can see a Summary by Device report.
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2l Radia Reporting - Microsoft Internet Explorer =18 x|

invent

Search Controls

LDAP Filters
1) DC=com

2 pc=hp

(2 ‘D =demovm*

Data Filters
3 Inventory Manager Related
B Patch Manager Related
#3 Usage Manager Related

Display Controls

Reporting Views

© EQ paseline auditar Reports
4 summary by Subsystem

T Inventory Manager Reports

S Patch Manager Reports
#3 Usage Manager Reports

Fie Edt Vew Favortes Took Help | &
@Beck ~ 0 - X (2] 0| S Search i Favorites @ Media | - L B
Address [ 2] http:/jlocahostireporting) =] Go | Links

ﬂln Radia Repotting Server

Current Reporting Wiew: Sumrmary by Device

5 Summary by Device

a8 R 15iems =] @ [1-4ofaitems =] @D
Device o Platform #Subsystemns First Collected Last Collected
democtdl INDOWS 1 2005-08-05 17:43:51 2005-06-05 17:58:26

hpsrvron WINDOWS: 1 2005-06-05 17:18:35 2005-06-05 17:18:35

w2k Eem WINDOWS: 3 2005-06-03 15:38:38 2005-06-23 02:52:36

Fhci Urax 1 2005-06-14 14:36:58 2005-06-14 14:36:58

Return to Summary by Device | Return to Top of Page

[&] hetpiaflocahostrep el setvisw=Ct

byDevice. Viewe. ] Local intranet
Frrs

Bistart| | G} S0 Ba) B ?| oo |@r BB | @ |#r ] Lo | Er | |[ETR. Yo | [senies > | BB HE 1003 a0

This report provides the following information.

Table 3: Summary by Device Report

Column Name

Description

Device Click the device name to display a list of the
subsystems that exist in the database for this device.
Platform Describes the operating system platform.

# Subsystems

The number of unique subsystems in the SQL
database for each device.

Click on the number to show the subsystem
information for this device. This is displayed in the
Summary by Device, by Subsystem report.

First Collected The first date/time that data was collected for any of
the subsystem scans for the device.
Last Collected The last date/time that data was collected for any of

the subsystem scans for the device.

In the image below, you can see a Summary by Subsystem report.
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2l Radia Reporting - Microsoft Internet Explorer =18 x|

File Edt View Favorites Tools Help

@Beck ~ 0 - X (2] 0| S Search i Favorites @ Media | - L B

Address [ 2] http:/jlocahostireporting)

invent

Search Controls

LDAP Filters
1) DC=com

2 pc=hp

(2 ‘D =demovm*

Data Filters
3 Inventory Manager Related
B Patch Manager Related
#3 Usage Manager Related

Display Controls

Reporting Views
© EQ paseline auditar Reports
2 Summary by Device

T Inventory Manager Reports
S Patch Manager Reports
#3 Usage Manager Reports

=] B G0 |Links

ﬂln Radia Repotting Server

Current Reporting Wiew: Summary by Subsystern

D Summary by Subsystem
) & [15items =] @& [1-4ofaitems =] @D

Subsystem & Platform #Devices  First Collected Last Collected
Baseline - System Services and Dependencies VHNDCHAS 1 2005-06-03 15:33.02 2005-06-03 15:35:02

Baseline - System Startup - Fun Executables WINDCWS 2 2005-06-03 15:38:38 2005-06-05 171838

Linux Test uni 1 2005-06-14 14:36:58 2005-06-14 14:36:58

Microsoft SGL Server 2000 WINDOAS: 2 2005-06-05 17:43:51 2005-06-23 02:52:36

Return to Summary by Subsystem | Return to Top of Page

[&] hetpiaflocahostrep tel7sebvisw=Cl

bySUDSystem. views [ [ [SdLocatintranst

st | @GBSO By ¥ G |Br @R | [Ec | e | Lo | Elr | Hs.| Wr &R [servies > | B HE 10:08 44

This report provides the following information.

Table 4: Summary by Subsystem Report

Column Name

Description

Subsystem

Click the subsystem name to display a list of the
devices that exist in the SQL database for this
subsystem.

Platform

Describes the operating system platform.

# Devices

The number of unique devices in the SQL database
for a subsystem.

Click the number to show the names of the devices
associated with a subsystem. This is displayed in the
Summary by Subsystem, by Device report.

First Collected

The first date/time that data was collected for any of
the subsystem scans for all devices.

Last Collected

The last date/time that data was collected for any of
the subsystem scans for all devices.
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The Summary by Subsystem, by Device report shows the number of states
associated with a specific device for a specific subsystem. Click the # States
column to see detailed state information.

/3 Radia Reporting - Microsoft Internat Explorer & x|
Fle Edt View Faworites Tools Help ‘ L

PBack - ) - 4 2] | Search < Favortes @ Meda £ | (0 L 3
Adiress [E] rttpiflocalhostreporting]

[’;ﬂ Radia Reporting Server

invent

Search Controls @ @ ’h D} Ll \J?

LDAP Filters Search Criteria:

2 pc=com .
2 pe=hp . WINDOWFILTER FILTERS

© 3 "De=demovm

| Beo ks

Y
] &2 Current Reporting View: Summary by Subsystemn, By Device

Data Filters
@ 10 Inventory Manager Related
S Patch Manager Related
@ ¥ usage Manager Related

& Summary by Subsystem

[15tems = EE [1-1ot1items x| QD

Display Controls Platform #Devices First Collected Last Collected
Microsatt SGL Server 2000 WINDOWS 2 2005-06-05 17:43:51 2005-06-23 02:52:36

Reporting Views

S EE paseline auditor Reports

Return to Summary by Subsystem | Return to Top of Page
#” Summary by Device

(2) & Summary by Subsystem, By Device

& Sumimary oy Subsystem =) & % |15 items j mn |1 -20f2 \Iemsj Dm
0 tnventory Manager Reports
8 Patch Manager Reports Subsystem Device « #states  First Collected Last Collected

tl Usage Manager Reports Microsoft SGL Server 2000 demochdt 2 2005-06-05 17.43:51 2005-06-0517.55.28

Microsoft SGL Server 2000 hiprv2k3vm 4 2005-06-22 195615 2005-06-23 02:52 36

Return to Summary by Subsystem, By Device | Return to Top of Page

&) pone [ [ [ |83 tocal intranet
Bistart| | (@ & % © B o H 2D | @r. B | Bs. | Ec. | dr ] Lo Er s | Wr[[E1R.. [serviees 2 | BB T SE 1007 am

The Summary by Subsystem, by State report shows further detail for each
State.
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file Edit Yiew Fgvorites Tools Help | ar

QBack ~ ) - ¥ 2] 0| search O Favorites @ Meda £ | - L B
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Table 5: Summary by Subsystem, by State report

Column Name Description

Subsystem Click the name of the subsystem to display the device
names for which subsystem information exists in the
database.

State Description | The description assigned to the subsystem during the
scan request. It is automatically set to the time/date
(GMT) when the scan was started on the target
device.

File Data Indicates whether file system data was captured
during the scan.

Registry Data Indicates whether Windows registry data was
captured during the scan.

Snapshot Date The date/time the scan was started.
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A About the Baseline Domain

Now that you have configured a subsystem and its collection options, you
may want to become more familiar with the BASELINE domain. This domain
contains several standard Radia class definitions, as well as several specific
definitions associated with the Configuration Baseline Auditor.

. Radia System Explorer - [6:RCS - 1] [ ] ]
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The standard Radia classes are:

e Subsystems (ZSERVICE)

e  Subsystem Components (PACKAGE)
e Scheduling (TIMER)

The specific definitions associated with the Configuration Baseline Auditor
are described in the following sections.
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Baseline Scanner

The Baseline Scanner class defines the agent methods of the Configuration
Baseline Auditor which capture subsystem information for a managed server.

This class is for internal use only.

0 Do not alter the instances in this class.

The Baseline Scanner package (currently file basescan.tkd) is distributed
with the HP OpenView Application Manager Using Radia (RAM) client
install and is maintained using normal RAM client update procedures
through the PRDMAINT domain.

For more information on configuring client maintenance refer to the
Database Reference Guide for the HP OpenView Configuration Server Using
Radia.

Client Methods (CMethod)

This class is for internal use only.

@ Do not alter the instances in this class.

Collection Options (BASECOLL)

Use this class to define the scope of the collection during a client connect. The
collection may be done during an install, verify, update, repair, delete or ad
hoc execution. You can select what type of collection to perform, if any.

e Full (F)
A full scan is performed and all data gathered by the baseline scanner
and its filters is transferred to the Radia Integration Server.

¢ Differential (D)
A differential scan is performed and only the data which has changed
since the last scan was taken is transferred to the Radia Integration
Server. If this is the first time that the scan is performed and the
collection type is set to Differential, a full scan will be performed. In the
future, only the differences will be collected.

¢ None (N)
No scanning is performed.
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Table 6: Collection Options (BASECOLL) attributes

Attribute Description Default values
NAME Friendly name. N/A
INSTMODE | Indicates what type of scan to perform F
when a service is installed.
VERMODE Indicates what type of scan to perform N
when a service is verified.
UPDMODE Indicates what type of scan to perform D
when a service is updated.
REPMODE Indicates what type of scan to perform N
when a service is repaired.
DELMODE Indicates what type of scan to perform D
when a service is deleted.
EXECMODE | Indicates what type of scan to perform D
when a service is executed.
LOCALDAT | Indicates whether to save a local copy of N
the data collected (and stored in an XML
file).
COLLURL Defines the target URL on the Radia http://your server IP

Integration Server where the collected
XML data files will be stored.

address:port number/CBA

Import/

You must update this
attribute with the IP address
and port for your Radia
Integration Server.

Device Filters (DEVFLTR)

This class is for future use.

File Filters (FILEFLTR)

Use this class to define what specific files should be scanned.

About the Baseline Domain
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One or more file filters can be connected to a Subsystem (ZSERVICE)

instance.

Table 7: FILEFLTR attributes

Attribute Description Default values
NAME Friendly name N/A
ROOTCONN Specifies a connection to a N/A
logical folder such as
PROGRAMFILESFOLDER.
SCANPATH Defines the path to scan. Specifies where the files that you
want to scan are stored.
If a ROOTCONN attribute is
defined, the path name defined in
the SCANPATH attribute is
appended to associated
FILEROOT to form a fully
qualified path name. For example,
PROGRAMFILESFOLDER\Microsoft
SQL Server.
You may also choose to use define
the SCANPATH attribute as a
fully qualified name (i.e.,
C:\Program Files\Microsoft
SQL Server\MSSQL\LOG) and
leave the ROOTCONN attribute
empty.
PRIORITY Sets the filter priority; 0 is 50
the highest.
INCLEXCL Specifies the type of I
filter—whether it includes
information or excludes
information.
DEPTH Specifies the number of -1
subdirectories to scan.
Type -1 to scan all
subdirectories.
PARENTS Specifies whether to include N
the parent directories in the
captured data.
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Attribute

Description

Default values

TYPEDIR

Indicates whether to apply
the filter to directory names.

N

TYPEEXEC

Indicates whether to apply
the filter to executable
names.

Y

TYPEDATA

Indicates whether to apply
the filter to data files (non-
executable files).

EXACT

Specifies exact file names to
match. Use a forward slash
to separate file names if you
are specifying more than one.

N/A

WILDCARD

Specifies a wildcard file
name pattern to match. Use
a forward slash to separate
multiple generic names.

Use the asterisk (*) or the
question mark (?) to identify
patterns.

For example:
ABC???EF.exe/*.dl11l/*.ocx

REGEXP

Enter a regular expression. A
regular expression is a string
pattern. It can be used to
match file and registry name
patterns. CBA uses the TCL
regular expression parser.

Refer to the TCL
documentation about regular
expression parsing.

N/A

SIZEDATA

Indicates whether to collect
file size data during the scan.

TIMEDATA

Indicates whether to collect
file time data during the
scan.

About the Baseline Domain
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Attribute Description Default values

CRCDATA Indicates whether to N
compute a full CRC for the
data content during the scan
process. A CRCis
automatically generated for
Windows executables even
when this option is set to ‘N’.

MD5DATA Indicates whether to N
compute a full MD5
signature for the data
content during the scan
process. An MD5 signature
is automatically generated
for Windows executables
even when this option is set
to ‘N’.

PERMDATA Indicates whether to collect N
file permission and access

right data during the scan
process.

File Root (FILEROOT)

Use this class to define the base location of a file. For example, you can
specify a drive such as C drive, or a well known folder location, like
ProgramFiles folder.

Node Filters (NODEFLTR)

This class is for future use.

Registry Filters (REGFLTR)

Use this class to identify the registry keys to be scanned.
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Table 8: Registry Filters (REGFLTR) Attributes

Attribute

Description

Default values

NAME

The friendly name.

_BASE_INSTANCE_

SCANROOT

Indicates where to begin the scan
by specifying the root name of the
path.

HKLM

SCANPATH

Specifies the pathname where the
files that you want to scan are

stored. For example,
Software\Microsoft\Microsoft
SQL Server.

N/A

PRIORITY

Specifies the filter priority. O is
the highest.

50

INCLEXCL

Specifies whether the filter type is
an include or exclude.

DEPTH

Specifies the subkey scan depth.
Enter a positive integer number
or -1 for all subkeys.

PARENTS

Indicates whether to include
parent keys in the captured scan
data.

TYPEKEY

Indicates whether to apply filter
to registry key names.

TYPEVALU

Indicates whether to apply filter
to registry value names.

EXACT

Specifies exact file names to
match. Use a forward slash to
separate multiple file names.

N/A

About the Baseline Domain
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Attribute Description Default values

WILDCARD Specifies a wildcard file name *
pattern to match. Use a forward
slash to separate multiple generic
names.

Use the asterisk (*) or the
question mark (?) to identify
patterns.

For example:
VAL??2?200/VALU*/*VALU

REGEXP Enter a regular expression. A N/A
regular expression is a string
pattern. It can be used to match
file and registry name patterns.
CBA uses the TCL regular
expression parser.

Refer to the TCL documentation
about regular expression parsing.

REGDATA Indicates whether to collect Y
registry value data information
during the scan process.

MAXDATA Specifies the maximum size of the | 255
registry value data information to
be collected. Maximum data size ¢
collected is 254 bytes followed by
a null.

PERMDATA Indicates whether to collect N
registry key permission and
access right data during the scan
process.

Subsystem Components (PACKAGE)

Use this class to define the components for the subsystem. When you create
an instance, you can specify file filters, registry filters or both.
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Subsystems (ZSERVICE)

Use this class to define the service, noting the following.

e The value for the ZSVCNAME attribute is what appears in the
Application Manager or Software Manager.

e The value for the DESCRIPT attribute is the friendly name used within
the Radia Database. It is also used to identify the subsystem in the SQL
database and when displaying subsystems in the Configuration Baseline
Auditor.
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B Troubleshooting

To troubleshoot the Configuration Baseline Auditor, you must first attempt
to determine where the problem occurred. Some questions you might ask
yourself are:

¢ Did you configure your subsystem properly?

For example, did you update the IP address and port number in
COLLURL attribute in the Collection Options to specify the directory
on the Radia Integration Server to store the collected information?

e Is the Importer running?

From a command prompt, run ovc —status to see the status of the
Importer.

e Isyour client connect working?

View the Radia connect. log file located in your
SystemDrive:\Program Files\Novadigm\Log directory to view the
status of the data capture request.

e Did you specify the same directory in the put.cfg file and in the
Configuration Baseline Importer?

The directory specified in put.cfg must match the directory where the
Configuration Baseline Importer will look for data to import into the SQL
Server Database. This directory is set during the installation of the
Configuration Baseline Importer.

Logging
You can find the answers to some of this information in more in the following
logs:
Table 9: Logs
Component Location of Log
Radia Integration SystemDrive:\Novadigm\IntegrationServer
Server \logs
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Component Location of Log

HP OpenView SystemDrive:\Program Files\HP
Configuration Baseline | Openview\data\log

Auditor interface and
the Importer

Client connect issues SystemDrive:\Program Files\Novadigm\Log
and review the connect.log.
Note that it may help to search for the keyword

“basescan” to review the actions related to the
scan.

ZSERVICE object SystemDrive:\Program
Files\Novadigm\Lib\username\radia\softw
are\ZSERVICE\servicename\00000000.000

Increased Logging Details in Radia’s method.log

You can use the following options to provide detailed debugging information
and logging in Radia’s method. 1og (stored by default in
SystemDrive:\program files\novadigm\Log). The method.log is created
when a timer instance is run.

To use these parameters, go to BASELINE.TIMER .InstanceName and open
the ZRSCCMDL attribute which is set to hide nvdkit method BASESCAN
NvdLib=& (ZMASTER.ZLIBDRV) & (ZMASTER.ZLIBDIR) by default.

You can use any of the debug options described in the table below as follows:

BASESCAN debug option
NvdLib=& (ZMASTER.ZLIBDRV) & (ZMASTER.ZLIBDIR)

NVDLIB tells the scanner where the service is installed on the local machine
so that the script can run properly.

Table 10: Debug options

Debug options Description

-debugtree Debugs the Radia tree
-debugsend Debugs HTTP send issues
-debugobject Debugs captured object issues

Appendix B



Troubleshooting

Debug options

Description

-debugfile Debugs file scan issues

-debugregistry Debugs registry scan issues

-debugfilter Debugs file/registry filter issues if the -debugfile or -
debugregistry is turned on.

-debugid Debugs element id issues

-debugscan Debugs general scan issues

-debuglogical Debugs logical name issues

91



92

Appendix B



Glossary

baseline

A baseline is a state that you select as the standard against which you want
to compare other states for the subsystem.

Baseline Scanner

Performs periodic scans on monitored devices to collect data for subsystems.
The data collected by the Baseline Scanner is used to produce reports
comparing subsystem states.

device

A physical machine on which subsystems exist. The Baseline Scanner can
collect hardware related state data for monitored devices.

node

A node is typically associated with an operating system running on a device.
There can be multiple nodes per device. For example, a dual boot device
would have two nodes.

subsystem

A subsystem is a logical group of resources (files and registry settings) for
which you define scan filters to determine what information will be captured.
Subsystem state (state)

A subsystem state (state) is the data captured for a subsystem at a specific
point in time.

93



94

Glossary



Index

A

About the Configuration Baseline Auditor
user interface, 64
archive_data_path, 38

B

baseline, 64
Baseline Domain
About, 79
drag and drop support, 14
BASELINE domain, 10
importing, 13

C

Client Methods (CMethod), 80
Collecting and Importing Data, 10
Collection options, 50
Collection Options (BASECOLL), 80
COLLURL, 51
Configuration Baseline Auditor, 10
benefits, 7
installing, 13, 39
typical uses, 7
what is it, 7
Configuration Baseline Auditor Database
changing the password, 39
Configuration Baseline Auditor Reporting
configuring, 45
Configuration Baseline Auditor values
ensuring changes are captured, 38
return to default, 37
review non-default values, 37
set all values back to defaults, 37
Configuration Baseline Importer, 24

Configuration Baseline Importer, 10

installing, 13
Configuration Baseline Importer

installing, 24
Configuration Baseline Importer

modifying default values, 37
Configuration Baseline Scanner, 10
Configuring the Radia Reporting Server, 44
Configuring Your Environment, 13
Count by Device, 74
Count by Subsystem, 74

D

db_name, 37

Defining Subsystems, 10
delete devices, 71

delete subsystems, 71

Device Filters (DEVFLTR), 81

E

error

Could not retrieve data from the database, 43

error message, 43
error_data_path, 38
example

creating a subsystem, 50

F

File filters, 50
File Filters (FILEFLTR), 81
File Root (FILEROOQOT), 84

G

Generating Configuration Baseline Auditor Reports,

74

95



H

Hardware and Software Requirements, 8
host_ip, 37
HP OpenView common components, 24, 40

input_data_path, 38

L

Logging, 89
logical folder, 54, 56

M

Microsoft SQL Server Database, 13
setup, 17

N

Node Filters NODEFLTR), 84

P

pause_time, 38
port, 37
Process flow, 11
put.cfg, 16

R

Radia Environment, 13
configuring, 13

Radia Integration Server, 10

Radia Reporting Server, 10, 11
configuring, 13

Radia’s method.log, 90

registry filters, 50

Registry Filters (REGFLTR), 84

remove devices, 71

remove subsystems, 71

96

Reporting, 10
Reporting Server, 63
ROOTCONN attribute, 54, 56

S

SCANPATH attribute, 54, 56
Specifying the data collection directory, 16
state, 7
status, 39
subsystem
defining, 7
Subsystem Components (PACKAGE), 86
subsystems, 7
Subsystems
defining, 49
Subsystems (ZSERVICE), 87
summary reports, 44
Supported Platforms, 8
System Explorer

required version, 9

T

Troubleshooting, 89

U

user interface, 64

username, 38

Using the Configuration Baseline Auditor Interface,

67

\%

Viewing the Results, 63

X

XML files
storing, 16



	1 Introduction
	What is the Configuration Baseline Auditor?
	Audience
	Supported Platforms
	Software Requirements
	How the Configuration Baseline Auditor Works
	Chapters Summary
	Related Documents

	2 Configuring Your Environment
	Importing the BASELINE domain
	Adding Drag and Drop Support for the Baseline Domain
	Specifying the Data Collection Directory
	Modifying Configuration Baseline Importer values after insta
	Changing your Configuration Baseline Auditor Database passwo



	3 Defining Subsystems
	Example: Creating and Configuring a Subsystem
	Creating a Subsystem


	4 Viewing the Results
	About the Configuration Baseline Auditor
	Using the Configuration Baseline Auditor Interface
	Generating Configuration Baseline Auditor Reports

	A About the Baseline Domain
	Baseline Scanner
	Client Methods (CMethod)
	Collection Options (BASECOLL)
	Device Filters (DEVFLTR)
	File Filters (FILEFLTR)
	File Root (FILEROOT)
	Node Filters (NODEFLTR)
	Registry Filters (REGFLTR)
	Subsystem Components (PACKAGE)
	Subsystems (ZSERVICE)


	Troubleshooting
	Logging
	Increased Logging Details in Radia’s method.log


	Glossary
	Index


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /sRGB
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo false
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Impact
    /LucidaConsole
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth 8
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth 8
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 300
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /Description <<
    /JPN <FEFF3053306e8a2d5b9a306f300130d330b830cd30b9658766f8306e8868793a304a3088307353705237306b90693057305f00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /FRA <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


