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Support

Please visit the HP OpenView support web site at:
http:/www.hp.com/managementsoftware/support

This web site provides contact information and details about the products, services, and
support that HP OpenView offers.

HP OpenView online software support provides customer self-solve capabilities. It provides a
fast and efficient way to access interactive technical support tools needed to manage your
business. As a valuable support customer, you can benefit by using the support site to:

e Search for knowledge documents of interest

e  Submit enhancement requests online

e Download software patches

e  Submit and track progress on support cases

e Manage a support contract

e Look up HP support contacts

¢ Review information about available services

¢ Enter discussions with other software customers
e Research and register for software training

Most of the support areas require that you register as an HP Passport user and log in. Many
also require a support contract.

To find more information about access levels, go to:
http:/www.hp.com/managementsoftware/access_level
To register for an HP Passport ID, go to:

http://www.managementsoftware.hp.com/passport-registration.html
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Revisions

The version number on the title page of this document indicates the software
version. The print date on the title page changes each time this document is
updated.

You will receive updated or new editions if you subscribe to the appropriate
product support service. Contact your HP sales representative for details.

Product Changes

HP OpenView Adapter for SSL Using Radia (Adapter for SSL) now supports
a variety of the HP OpenView Using Radia products, such as:

HP OpenView Configuration Server Using Radia
HP OpenView Inventory Manager Using Radia
HP OpenView Management Portal Using Radia
HP OpenView Messaging Server Using Radia
HP OpenView Policy Server Using Radia

HP OpenView Proxy Server Using Radia

Documentation Changes

This printing of the Adapter for SSL Guide contains changes to information
and procedures as detailed in this section.

Chapter 1:

Introduction

Page 10, The Important Upgrade Information note has been revised.



o Page 10, Supported Products is a new section.

e  Page 12, Communications in an HP OpenView Using Radia
Environment is a new section.

Chapter 2:
Installing the Adapter for SSL

e  Page 13, This chapter, Installing the Adapter for SSL, has numerous
revisions, including new screens that offer additional configuration
options.

Chapter 3:
Certificate Authority Files

. Page 28, The section, The Server Certificate Request File, has been
updated.

e Page 29, The section, The Signed Server Certificate Request File, has
been updated.

. Page 30, The section, The Private Key File, has been updated.

Chapter 4:
Configuration and Use

. Page 31, Configuration and Use is a new chapter that details SSL
support and configuration options on various HP OpenView Using
Radia products.
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1 Introduction

At the end of this chapter, you will:

¢ Be familiar with the cipher suite that is used by the HP OpenView
Adapter for SSL Using Radia (Adapter for SSL).

e Be aware of the issues when using a Radia client, version 1.0, with
version 2.0 of the Adapter for SSL.

e Be familiar with the products that can be used in conjunction with the
Adapter for SSL.

e Be familiar with the Adapter for SSL pre-installation requirements.

e Have had the chance to review the various communications relationships
that are possible in an HP OpenView Using Radia environment.



Overview

This document describes how to install and configure the HP OpenView
Adapter for SSL Using Radia (Adapter for SSL) to support SSL and HTTPS
communications between Radia servers and the Radia client. HP OpenView
Using Radia products use the following cipher from the SSL version 3 cipher
suite, 168-bit triple DES cipher block chaining mode, 1024-bit RSA
asymmetric key exchange, and secure hash algorithm version 1.0.

) Important Upgrade Information
Radia clients that are using the Adapter for SSL, version 1.0 will
reject a certificate from an Adapter for SSL, version 2.0-enabled
server, and the client will abort the secure client connection.
Therefore, Radia clients must be upgraded to Adapter for SSL,
version 2.0 before the servers are upgraded.

The Adapter for SSL installation copies the files that are necessary to
support SSL communications, and collects data to generate a certificate
request and a private key, and then creates the appropriate files.

Supported Products

The following is a list of products in the HP OpenView Using Radia suite that
can be used in conjunction with the Adapter for SSL.

) For this version of the Adapter for SSL, these products must be at
the minimum version levels that are documented in this section.

e HP OpenView Application Manager Using Radia (Application Manager),
version 4.0 and greater

e HP OpenView Inventory Manager Using Radia (Inventory Manager),
version 4.0 and greater

e HP OpenView Software Manager Using Radia (Software Manager),
version 4.0 and greater

e HP OpenView Patch Manager Using Radia (Patch Manager), version 2.0
and greater

e HP OpenView Configuration Server Using Radia (Configuration Server),
version 4.5.4 and greater
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HP OpenView Proxy Server Using Radia (Proxy Server), version 2.0 and
greater

HP OpenView Policy Manager (Server) Using Radia (Policy Manager),
version 4.0 and greater.

HP OpenView Management Portal Using Radia (Management Portal),
version 2.0.1 and greater

HP OpenView Messaging Server Using Radia (Messaging Server),
version 3.1 and greater

HP OpenView Distributed Configuration Server Using Radia (Distributed
Configuration Server), version 4.6 only.

Requirements/Prerequisites

Introduction

You must be licensed for SSL.

Radia clients and servers must have a Certificate Authority (CA) root
certificate.

Radia servers must have a server certificate and a private key.



Communications in an HP OpenView Using Radia

Environment

Figure 1 presents an overview of the various types of communications and
relationships that are possible in an HP OpenView Using Radia environment.

Legend
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, - = —» TCPS
Directory
<----- + LDAPS

Management

Configuration

Server Inventory

Manager

-~
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~ Preload
& Messaging .
Server N Brey
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Figure 1: Overview of communications in an HP OpenView Using Radia
environment.
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2 Installing the Adapter for SSL

At the end of this chapter, you will have:
o Installed the HP OpenView Adapter for SSL Using Radia and:
— Selected to (optionally) enable SSL support for:
— Infrastructure Server components
—  Configuration Server components
— Messaging Server components

— Chosen whether to generate a new certificate request or use an
existing certificate.
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Adapter for SSL Installation

The HP OpenView Adapter for SSL Using Radia must be installed on each
Radia server that is to be configured for SSL. communications.

Installing the Adapter for SSL

This section documents the installation of the Adapter for SSL.

To install the Adapter for SSL

1
2

If the Radia server is running, shut it down.

Insert the HP OpenView Management Solutions Radia 4.1 Infrastructure
CD into the CD-ROM drive, and navigate to

\managementextensions\adapter for ssl\operatingsystem

where operatingsystemis the operating system on which the Adapter
for SSL is being installed.

—  For Windows, double-click setup.exe.
— For UNIX, use the file . /install.

The Welcome window opens.

Chapter 2



SL Install - Version 2.1

Radia Adapter for

Thiz program will inztall B adia Adapter for S50 an

% “WWelcome to Radia Adapter for S50 Setup program.
= your computer.

It iz =trongly recommended that you hawve spstem administrator
priviledges and exit all desktop programs befare running thiz
Setup Program.

Click Cancel to quit Setup. Then close any programs pou have
unning. Click Mest ta continue with the Setup program.

WARMIMG: Thiz program iz protected by copyright law and
international treaties.

Unauthorized reproduction or digtribution of thiz program, or any
portion of it, may result in zevere civil and criminal penalties, and
will be prozecuted ta the masimum extent pozsible under the
e,

Cancel

3 Click Next.

The End User Licensing Agreement opens.

Radia Adapter for 55L Install

The End |lzer Licenzing Agreement muzt be accepted before
the Radia Adapter for S50 can be installed.

Click Accept to begin the installation.

HF SOFT'wARE LICEMSE TERMS :‘

Upaon payment of the applicable Licensze Fee as st forth in the
applicable HF quatation anddar invaice, your ight to stare, load,
inztal, execute, or dizplay [collectively, Uze) the enclozed

Software will be governed by the terms and conditions of the
Saftware License terme that have been previously executed by pou
and Hewlett-Fackard Company [HP) az well az third party license
termz [Third Party Licenze Termz) accompanying the Software. In
the event pou have not executed such terms with HP, then HP iz
willing ta icense the enclosed Saftware ko pow subject ta these
Saftware Licenze terms and the applicable HP W arranty Statement
ac:c:u:umpan_l,llng the Software az well az the Third Party Licenze Terme.

TR oY Y YR | PRSI Y | Ty | iy ¥ FPRY | SR 1Y
|

<Back Accept

Cancel |

Installing the Adapter for SSL
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Review the terms and click Accept.

The Components Selection window opens.

42 Radia Adapter for SSL Install M=l

Choosze whether you want o ingtall S50 for the B adia
Configuration Server or R adia |nfrastructure Server(s)
components.

*  Radia Infrastructure Server
" Radia Configuration Server

" Radia Meszaging Server

In this window:

Select either of the following components for which SSL support is to be
enabled.

— Select Radia Infrastructure Server to enable all Integration Server-
based components to accept a secure connection. The Infrastructure
Server components are:

— Management Portal

— Policy Server

— Inventory Manager server
—  Proxy Server

— Select Radia Configuration Server to enable the Configuration Server
for SSL support.
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— Select Radia Messaging Server to enable the Messaging Server for SSL

support.
6 Click Next.

If Radia Infrastructure Server was selected, SSL will be enabled for the
Integration Server (HTTPS); and the following additional options can be

specified.

— Enable secure Policy Server directory connection

— Enable Secure Radia Proxy Server preload

= Radia Adapter for 55L Install

FEX

S5L will be intalled on the zelected Infrastructure,
Pleaze select additional options if required:

[ Enable zecure Palicy Server directary connection

| Enable Secure Radia Prosy Server preload

>

Installing the Adapter for SSL

If Radia Configuration Server had been selected the following
options would have been available:

Enable secure policy methods to enable secure HTTPS
transactions

Enable secure inventory methods (to enable secure HTTPS
transactions)

Enable secure portal methods (to enable secure HTTPS
transactions)

Enable secure RCS TCP task (Configuration Server TCP
task)



7 Click Next.

The Certificate Selection window opens.

< Radia Adapter for SSL Install

Choosze whether you want ko generate a new certificate reguest
or use an exizting certificate.

" Generate certificate request

" Use existing certificate

<Back Cancel

In this window:

8 Select whether to generate a new certificate request or to use an existing
certificate, and click Next.

) If Generate certificate request is chosen, skip to step 9 on page
19.

If Use existing certificate is chosen, specify the location for the existing key
file and certificates file.
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3 Radia Adapter for SSL Install M=

Setup will uge the selected file dunng the installation of Radia
Adapter for S5L.

To uze a different file, enter another file name.

You can chooge not to inztall Badia Adapter for S50 by clicking
Cancel to exit Setup.

Exizting key file to use

| Browse

E xizting certificates file to uze

| Browse

<Back Cancel |

a Click Next.
Specify where the Adapter for SSL is to be installed.

— Ifthe location that is displayed in the RCS Configuration File
Location field reflects the correct location, click Next. Otherwise,

—  Specify the correct location, or click Browse to navigate to the
license file.

b Click Next.

A message indicates that the selected directory will be updated. The
location might vary based on the components that were selected in
step 5.

¢ Click OK to continue with step 0 on page 21.

9@ If Generate certificate request was chosen at step 8, the following window
will appear instead of that which is associated using the existing
certificate.

Installing the Adapter for SSL 19
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¢4 Radia Adapter for SSL Install

Setup will inztall R adia Adapter for S50 in folders under the
following folder.

Click Browse to install B adia &dapter for S5L under a different
falder.

Click Cancel ta exit the sstup.

Fadia Integration Server Location

| C:%MovadigmtntegrationS erver

<Back

Browse

Cancel |

10 Specify the location into which the new key file and certificates file

should be placed.

If the Integration Server option was selected, the Integration Server’s

SSL Port window will appear.

Chapter 2



¢4 Radia Adapter for SSL Install

Fleaze enter the 551 port far the Integration Server

Integration Server's SSL port

MiSE3

[443

Cancel

11 Specify the SSL port (the default is 443) on which the Radia components
should listen for requests.

Click Next.

If the Messaging Server option was selected, the Messaging Server’s SSL
Port window will appear.

Installing the Adapter for SSL
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12

13

3 Radia Adapter for SSL Install M=

Fleaze enter the S50 port for the RkS

Mezzaging Server's S5L port
[443

<Back Cancel

Click Next.

The next six windows request environment-specific server-certificate and
private-key information:

— Company

— Department

— Country Code

— State/Province

— City

— Fully Qualified Host Name of the Server Domain
Specify the requested information and click Next.

The Summary window opens.

Chapter 2



3 Radia Adapter for SSL Install M=

You are novw ready to install B adia &dapter for S5L.

Click. Install to begin the installation ar Back to modify any
information,

Installation Settingz:
Install Fadia S5L Layer
Ingtall Get part far RIS sereer

|zer Parameters:

Integration Server's S50 port = 443

linmb=ll IZ b ek e DRAC mmr e
|

<Back Irnztall | Cancel |

This window presents all the information that was specified during the
Adapter for SSL installation. This is the final opportunity to review and
modify the specified settings.

— If you discover any errors, or wish to modify any of the entries, click
Back until you reach the appropriate windows, and make the
necessary changes.

The information that was entered in the other windows will not be
affected. After making the changes, click Next repeatedly, until you
arrive back at the Summary window.

14 Click Install.

The files that are needed to support SSL communications are copied.
This takes only a few moments and progress bars display activity as it
occurs.

When the files have been copied, the Review window opens.

Installing the Adapter for SSL 23



3 Radia Adapter for SSL Install M=

Caompany Mame: |Hewlett-F‘ackard
Organizational Uit Mame: |TSGBLIS
2-Character Country Code: |LIS
State/Province Mame: |NY
Citwd T v M amne: |f1'mytuwn
Server to Generate For: |hnst.asdfbv.cum
Mext Cancel

15 Review the data that will be used to generate the server certificate
request and private key, and click Next.

The installation program will take a few moments to generate the server
certificate request and private key. When it has finished, a confirmation
message will appear.

16 Click OK.

) Send the identified server certificate request to your CA
authority. Follow its instructions for having the server
certificate request signed and returned to you. Store the signed
server certificate request in the appropriate (operating system-
specific) Configuration Server directory:

bin\Certificates\requests (Windows) or
exe/Certificates/requests (UNIX).

The Installation Successful window opens.
17 Click Finish.
The HP OpenView Adapter for SSL Using Radia is successfully installed.
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) To enable SSL, the Configuration Server or the Integration Server
component must be re-started.

Installing the Adapter for SSL
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3 Certificate Authority Files

At the end of this chapter, you will:

e Have the Server Certificate Request File signed and returned.

¢ Renamed the (signed and returned) Server Certificate Request File and
place it in the proper directory.

¢ Know more about the Private Key File.

27



The Server Certificate Request File

The HP OpenView Adapter for SSL Using Radia installation program
generates a server certificate request file, for example,

host.HP.comcert.pem.

To have the server certificate request signed and returned, follow the
procedure that is required by your public Certificate Authority (CA).
Typically, the server certificate request file must be opened in a text editor,
its text copied to a clipboard, and then pasted into a text field on the signing
CA’s web page.

To issue a signed certificate, the CA signing authority will also require proof-
of-identity and authority—such as your company’s DUNS number, Articles of
Incorporation, Partnership Papers, or Business License.

) Be sure that the server certificate that is purchased is a base-64
encoded x.509 certificate. This is typical for certificates that are
generated for the Apache Freeware (ModSSL or OpenSSL) Server.

e For the HP OpenView Configuration Server Using Radia (Configuration
Server) the server certificate request file is located in:

— bin\Certificates\requests (Windows)
— exe/Certificates/requests (UNIX).

e For the HP OpenView Integration Server Using Radia (Integration
Server) the server certificate request file is located in:

— \etc\Certificates (Windows)
— exe/Certificates (UNIX).

If the server certificate request file is opened with a text editor, it will appear
similar to that which is shown in the following figure.
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MITEYDCCAQOCAQAwaQMC s AdBgNWELYTLA IVTHENMWE QYDVOQIEwp OZ Lo g3y Ve
HoSwDOTDVOOHEwEZNYThI YWgxH] Ao BgNWVE Ao TFUSvwdinF kaWdt IEN 1c3 Bvh Wy IENW
LIEnMCUGAITECxMe THFuY WAl iV udCEIThmZvemlhdG lvh iBETeZNO0ZW1l = M3V I ATD
VOODEXx 1yYURp YT TAvME S Ch3 ZhZGlnb UN1e3 Bvb W yLilwh TEcMADGC SgqGa Thi3DOER
AOUAAOS AMEQCOODNgS3F 1y IsmE ) e KLgSUQkZg8xEVNC 47 KIPLOT, 4hkSEQr 1bw
eNSgdVOSVrDeJyGZIBINQEWG0DaAIELakMev AgMBALG AD ANBgkghkiGOwO B AQQF
LANEBAAM=SKgyJuuSSispdEiucFelaxc3BVwRIvrZwmiwocLeGuwaMTgiXosXublx
TEdxoho Zddib3dZTIUIAEEpRylY=

Figure 2: A server certificate request file opened with a text editor.

The Signed Server Certificate Request File

When the signed server certificate request file is returned from the public

CA:

1

In the signed server certificate request file’s name change the req
(request) to cert (certificate). For example, change

host.HP.comreq.pem
to

host.HP.comcert.pem.

) The server certificate request file might have a different name
when it is returned from the CA.

Place the renamed certificate request file (host .HP.comcert.pem) in the
appropriate folder, as below.

— For the Configuration Server, place the file in:
bin\Certificates (Windows)
exe/Certificates (UNIX).

— For the Integration Server, place the file in:
\etc\Certificates (Windows)
exe/Certificates (UNIX).

Restart the Configuration Server or Integration Server, and examine its
log to verify that the SSL. Manager task starts correctly and successfully
verifies the CA certificate and server certificate.

Certificate Authority Files 29
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The Private Key File

The installation program also generates a private key file, for example,
host.HP.comprvk.pem.
o For the Configuration Server, the private key file is located in:
— bin\Certificates (Windows)
— exe/Certificates (UNIX).
e For the Integration Server, the private key file is located in:
— \etc\Certificates (Windows)
— exe/Certificates (UNIX).

If the private key file is opened with a text editor, it will appear similar to the
following.

Proc-Type: 4,ENCRYPTED
DEE-Info: DES-CBC, 6ECO947550541AAE

1IMVEY4rkywlYn30yUBSULLELL jOYS =2 X+KZvxCeuw+9x95x1TIkve j4b8 iBDuECATR
fp4 IDVLuNOHS 7ps T+EACt RAamd 93 £ SosfOC18CURHD,/ Pek TS LHS0EGOPnHoglry
YzaVe+pN7Zex ZuwRPES IRbVvRASYTFU/ 3Titfn0gieMaghxFOTVRzf ICKTI1VOA0OC
OFEwdSXB6cHOZLIO03 yQhte k2 UHVGSPRDIpOrRPEGUV1gqgBI1xQO05G5c02Z0nnwP
WYhUwiAhjBlALVub ZEwSwk/ES lowydgquoeWzCpd Te7EvEviBIk3iQiehEve/NAL1KWC
EbOXUiB1PZIGrodasguskDrOmrazm/ hibThxMinNgz 10wy Zze Tul+hX+pSLEh3u
pilcdwdfedwEf40KRPiXRhIyolli Thgeagqwd TwEr 907 u=

————— END RSA PRIVATE EEY-----

Figure 3: A private key file opened with a text editor.

In order to maintain compatibility with current industry standards, HP has
adopted the RSA crypto-system method of obtaining certificate requests. The
RSA crypto-system is a public-key crypto-system that offers encryption and
digital signatures (authentication). In the private key file shown above the
key type (RSA) is indicated at the beginning and end of the file.
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4 Configuration and Use

At the end of this chapter, you will know how to:

e Configure SSL for Configuration Server connections (TCPS).
e Configure SSL for Configuration Server methods (RADISH).
e Configure SSL for the Integration Server components:
— Management Portal (HTTPS)
— Proxy Server (HTTPS, SSL for preload, and upstream request)
— Inventory Manager (HTTPS)
— Policy Server (HTTPS and LDAPS)
e Configure SSL for the Messaging Server.
e Setup a Radia client to use SSL.
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Configuration Server (TCPS)

To confirm that the Configuration Server is configured for SSL support, use a
text editor to open the edmprof file, which is located in the Configuration
Server’s bin (Windows) /exe (UNIX) directory. Verify the following:

The MGR_ATTACH_LIST section has been revised and now contains the
zsslmgr CMD_LINE, as shown:

[MGR_ATTACH LIST]

CMD_EINE = (zsslmgr) RESTART = YES
The MGR_SSL section has been added, as shown:
[MGR SSL]

CA_FILE = C:/Novadigm/ConfigfurationServer/bin/CACertificates/
cacert.pem

CERTIFICATE FILE = C:/Novadigm/ConfigurationServer/bin/
Certificates/host.HP.comcert.pem

KEY FILE = C:/Novadigm/ConfigurationServer/bin/Certificates/
host.HP.comprvk.pem

SSL_PORT = 443

The following table describes the settings of the MGR_SSL section.

Table 1: MGR_SSL Settings

Setting

Usage

CA_FILE

This setting is used to identify and locate the Certificate
Authority’s certificate. The CA certificate is usually stored in a
file in PEM (Private Enhanced Mail) format. The value for this
setting is the full path to a valid and existing certificate file. The
SSL Manager task requires a CA certificate to start. An expired
or corrupt CA certificate prevents the SSL Manager task from
starting.

CERTIFICATE_FILE | This setting is used to identify and locate the server certificate of

the Radia server. The certificate is usually stored in a file in PEM
format. The value for this setting is the full path to a valid and
existing certificate file. The SSL Manager requires a certificate to
start. An expired or corrupt certificate prevents the SSL Manager
task from starting.
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Setting Usage

KEY_FILE This setting is used to identify and locate the private key. The
private key is usually stored in a file in PEM format. The value
for this setting is the full path to a valid and existing key file.
Usually the private key is stored in the same file as the server
certificate, in which case you don’t have to include KEY_FILE in
the MGR_SSL section.

SSL_PORT This setting is used to set the port that the SSL Manager should
attend for client connections. The SSL protocol default port is 443.

Configuration Server Methods (RADISH)

To confirm that the Configuration Server methods are configured for SSL
support, use a text editor to open the edmprof file, which is located in the
Configuration Server’s bin (Windows) /exe (UNIX) directory. Verify the
following:

e The MGR_SSL section has been added, as shown:

[MGR_POLICY]

HTTP_HOST = Policy host
HTTP_ PORT
USE HTTPS 1
HTTPS PORT = 443

[MGR_RIM]
HTTP HOST
HTTP PORT
USE_HTTPS = 1

HTTPS PORT = 443

rim host

[MGR RMP]
HTTP HOST
HTTP PORT
USE_HTTPS = 1

HTTPS PORT = 443

rmp_host
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Integration Server (HTTPS)
Management Portal, Proxy Server, Inventory
Manager, Policy Server

To confirm that the Integration Server is configured for SSL support, use a
text editor to open the httpd. rc file, which is located in the
IntegrationServer directory, and confirm that the Overrides Config
section has been added, as shown below.

Overrides Config {

SSL_CERTFILE D:\Novadigm\IntegrationServer\etc\Certificates\
host.HP.comcert.pem

SSL _KEYFILE D:\Novadigm\IntegrationServer\etc\Certificates\
host.HP.comprvk.pem

HTTPS PORT 443

The following table describes the settings of the Overrides Config section.

Table 2: Overrides Config section Settings

Setting Usage

SSL_CERTFILE | This setting is used to identify and locate the server certificate of the
Radia server. The certificate is usually stored in a file in PEM (Private
Enhanced Mail) format. The value for this setting is the full path to a
valid and existing certificate file. The SSL Manager requires a
certificate to start. An expired or corrupt certificate prevents the SSL
Manager task from starting.

SSL_KEYFILE | This setting is used to identify and locate the private key. The private
key is usually stored in a file in PEM format. The value for this setting
is the full path to a valid and existing key file. Usually the private key
is stored in the same file as the server certificate, in which case you
don’t have to include KEY_FILE in the MGR_SSL section.

HTTPS_PORT This setting is used to set the port that the SSL Manager should attend
for client connections. The SSL protocol default port is 443.

When the Integration Server is running you can connect to it, via HTTPS, by
opening a web browser and typing

https://server:ssl port
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Figure 4: The Radia Management Portal login screen.

To disable standard HTTP (leaving only HTTPS available), open the
httpd. rc file and in the Overrides Config section set PORT to -1, as in:

Overrides Config {

SSL CERTFILE D:\Novadigm\IntegrationServer\etc\Certificates\
host.HP.comcert.pem

SSL_KEYFILE D:\Novadigm\IntegrationServer\etc\Certificates\
host.HP.comprvk.pem

HTTPS_ PORT 443

PORT -1
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Proxy Server Preload

To confirm that the Proxy Server preload is configured for SSL support, use a
text editor to open the rps.cfg file, which is located in the
IntegrationServer directory, and confirm that it has the following settings.
rps::init {
-static-ssl 1
-stager 0

Proxy Server Upstream Request

To confirm that the Proxy Server dynamic upstream request is configured for
SSL support, use a text editor to open the rps.cfqg file, which is located in
the IntegrationServer directory, and confirm that it has the following
settings.

rps::init {

-dynamic-url https://upstream:3466

Policy Server (LDAPS)

To confirm that Policy Server LDAP is configured for SSL (LDAPS) support,
use a text editor to open the rpm.cfqg file, which is located in the
IntegrationServer directory, and confirm that it has the following settings.
dap::init {
TYPE ldaps

Messaging Server

To confirm that the Messaging Server is configured for SSL support, use a
text editor to open the rms.cfg file, which is located in the
MessagingServer\etc directory, and confirm that it has the following
settings.
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https://upstream:3466/

package require nvd.httpd

Overrides Config {

SSL_CERTFILE D:\Novadigm\IntegrationServer\etc\Certificates\
host.HP.comcert.pem

SSL_KEYFILE D:\Novadigm\IntegrationServer\etc\Certificates\
host.HP.comprvk.pem

HTTPS_ PORT 443

}

To enable SSL for the Messaging Server receiver, update the rms.cfqg file as
described below:

msg: :register httpd ({
TYPE HTTPD
PORT 3461
HTTPS PORT 443
}

To use SSL for outgoing HTTP posts, specify HT'TPS as the TYPE, and use a
URL with https specified and include the secure port of the server that will
be receiving the posts, as shown in the following example.

) This update is required for the rms. cfg file or for any data
delivery agent (core.dda.cfg, inventory.dda.cfg, etc.) that is
configured in the Messaging Server environment.

msg: :register securel {
TYPE HTTPS

ADDRESS {

PRI 10

URL https://localhost:443/proc/inventory
}

Radia Clients (RADSKMAN)

SSL is supported on:

e HP OpenView Application Manager Using Radia (Application Manager),
e HP OpenView Inventory Manager Using Radia (Inventory Manager),

e HP OpenView Software Manager Using Radia (Software Manager),

e HP OpenView Patch Manager Using Radia (Patch Manager)
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To enable SSL communication with a Configuration Server for Radia clients,
pass SSLMGR and SSLPORT on a RADSKMAN command line, as in:

Radskman sslmgr=host,sslport=443

Software Manager

For the Software Manager, setup sslmanager and sslport tags in the
ARGS . XML file, as in:

<SSLMANAGER>localhost</SSLMANAGER>
<SSLPORT>443</SSLPORT>

Proxy Server
To enable SSL communication with a Proxy Server, set up a Service Access

Point (SAP) in Radia database via the HP OpenView System Explorer Using
Radia (System Explorer), as shown in the following figure.
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Figure 5: The Enable SAP setting in the System Explorer.
For more information on configuring Radia clients, refer to the HP
OpenView Using Radia documentation.
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Distributed Configuration Server

) SSL support is provided only in the version 4.6 release of
Distributed Configuration Server.

To specify SSL for the Configuration Servers in Distributed Configuration
Server, open the Configuration Server Properties window (Figure 6) in the

Distributed Configuration Server configuration panel, and set SSL as the
Protocol.
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Configuration Server Properties

ID (3 charz): 0o

Description: | local destination

Protocol:
Timeout (zecs) | 3500

v
=
[ This id shared

TCPTCPS Proxy Server

W Verify Name/Add Name/Add

a A
MamelAddr: | jocalhost

Port: l—

Fort 3464 Uzerid:
Password:

cance

Figure 6: The Configuration Server Properties window in
Distributed Configuration Server.
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Troubleshooting

Logs
The Adapter for SSL installation program creates a log file, setup. log, in
the folder TEMP\SETUP (Windows), and $SHOME/tmp/setup.log (UNIX).
CA Authorities

The file, cacert .pem, contains the CA root certificate (the public key) for the
following CA authorities: Entrust, VeriSign, and G.E. If you are not using
one of these CA authorities, the CA root certificate must be obtained using
one of the following methods.

e Obtain the certificate from your CA authority and substitute it for
cacert.pemin the CACertificates sub-directory of the Radia client
1DMSYS location.

e Use client self-maintenance to download the certificate to the client.

) Detailed instructions for packaging and deploying Radia client self-
maintenance can be found on the HP OpenView web site.

Existing Certificate or Private Key

If the Adapter for SSL installation program is run on a Radia server that
already houses a version of the Adapter for SSL, the following message might
appear, “A certificate or private key already exists for the specified server
name. Choose another server name.” Do either of the following:

e In the Review and Password window, change the name in the text box
Server to Generate For and try again. (This generates a new server
certificate request for the server that is identified in this text box.)

...0r

e Cancel the installation (since a server certificate request and private key
already exist for this server).
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SSL Port

Configuration and Use

is Not Enabled

Verify that the correct port is specified.

Be sure that the signed certificate is set. If not, the following message
will appear in the httpd-PORT. log on the Integration Server.

20050621 21:49:11 Warning: TLS startup failed: Certificate
"D:/Novadigm/IntegrationServer/etc/Certificates/server.HP.comc
ert.pem" not found

If the port is already in use by another application, the following message
will appear in the httpd-PORT. log on the Integration Server.

20050621 22:10:08 Warning: TLS startup failed: LAVENEL1:443
couldn't open socket: address already in use

43



44

Chapter 4



Index

A

Adapter for SSL installation, 14

C

CA, 11, 28

root certificate, 42
CA_FILE, 32
cacert.pem file, 42
CACertificates sub-directory, 42
Certificate Authority. See CA
CERTIFICATE_FILE, 32

E

edmprof file, 32, 33

H

httpd, 36

httpd.rc file, 34
https, 37
HTTPS_PORT, 34

IDMSYS location, CACertificates sub-directory, 42
installation, Adapter for SSL, 14

K

KEY_FILE, 33

M

MGR_SSL settings, 32

N

nvd.httpd, 36

O

Overrides Config section settings, 34

P

private key, 11
private key file, 30
public-key crypto-system, 30

R

rms.cfg file, 36

root certificate, 11

rpm.cfg file, 36

rps.cfg file, 36

RSA crypto system, description, 30

S

server certificate, 11
Server Certificate Request file
returned, 29
signed, 29
setup.log, 42
SSL_CERTFILE, 34
SSL_KEYFILE, 34
SSL_PORT, 33

45



46

Index



	Revisions
	Product Changes
	Documentation Changes
	Chapter 1:�Introduction
	Chapter 2:�Installing the Adapter for SSL
	Chapter 3:�Certificate Authority Files
	Chapter 4:�Configuration and Use


	1 Introduction
	Overview
	Supported Products
	Requirements/Prerequisites

	Communications in an HP OpenView Using Radia Environment

	2 Installing the Adapter for SSL
	Adapter for SSL Installation
	Installing the Adapter for SSL


	3 Certificate Authority Files
	The Server Certificate Request File
	The Signed Server Certificate Request File

	The Private Key File

	Configuration and Use
	Configuration Server (TCPS)
	Configuration Server Methods (RADISH)
	Integration Server (HTTPS)�Management Portal, Proxy Server, 
	Proxy Server Preload
	Proxy Server Upstream Request
	Policy Server (LDAPS)
	Messaging Server
	Radia Clients (RADSKMAN)
	Software Manager
	Proxy Server


	Distributed Configuration Server
	Troubleshooting
	Logs
	CA Authorities
	Existing Certificate or Private Key
	SSL Port is Not Enabled


	Index


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /sRGB
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo false
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Impact
    /LucidaConsole
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth 8
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth 8
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 300
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /Description <<
    /JPN <FEFF3053306e8a2d5b9a306f300130d330b830cd30b9658766f8306e8868793a304a3088307353705237306b90693057305f00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /FRA <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


