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Welcome to This Guide

This guide describes the applications that enable data flow management.
These applications include the Integration Studio and Discovery.

For details on working with DFM content, see the HP Universal CMDB
Discovery and Integration Content Guide PDF. This book is available on the HP
Software Product Manuals Web site (http://h20230.www2.hp.com/selfsolve/
manuals) under the Universal CMDB (Application Mapping) product.

This chapter includes:

» How This Guide Is Organized on page 13

» Who Should Read This Guide on page 14

» How Do I Find the Information That I Need? on page 15
» Additional Online Resources on page 17

» Documentation Updates on page 18

How This Guide Is Organized

Part |

The guide contains the following parts:

Introduction

Describes the components of Data Flow Management, including the
Integration Studio and discovery. Describes RTSM licensing policies and
Data Flow Probe installation.

13
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Part Il

Part Il

Part IV

Part V

Part VI

Data Flow Management Setup

Describes how to set up HP Business Service Management to discover
components running in your environment.

Integration

Explains how to define adapters to include data in the RTSM from other
sources.

Discovery

Describes how to activate jobs that discover the components of your
system

Reconciliation

Explains how to match and identify entities from different data
repositories.

Hardening

Explains how to harden Data Flow Management and the Data Flow Probe
and how to configure SSL with your BSM platform and Data Flow Probe.

Who Should Read This Guide

14

This guide is intended for the following users of HP Business Service
Management:

» HP Business Service Management administrators

» HP Business Service Management platform administrators

» HP Business Service Management application administrators

» HP Business Service Management data collector administrators

Readers of this guide should be knowledgeable about enterprise system
administration, have familiarity with ITIL concepts, and be knowledgeable
about BSM in general and the Operational Database technology specifically.
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How Do | Find the Information That | Need?

This guide is part of the HP BSM Documentation Library. This
Documentation Library provides a single-point of access for all BSM
documentation.

You can access the Documentation Library by doing the following:

> In BSM, select Help > Documentation Library.

» From a BSM Gateway Server machine, select Start > Programs >
HP Business Service Management > Documentation.

Topic Types

Within this guide, each subject area is organized into topics. A topic
contains a distinct module of information for a subject. The topics are
generally classified according to the type of information they contain.

This structure is designed to create easier access to specific information by
dividing the documentation into the different types of information you
may need at different times.

15
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Three main topic types are in use: Concepts, Tasks, and Reference. The topic
types are differentiated visually using icons.

Topic Type Description Usage

Concepts Background, descriptive, or Learn general information

&) conceptual information. about what a feature does.

Tasks Instructional Tasks. » Learn about the overall
Step-by-step guidance to help workflow of a task.

Qﬁl} you work with the application | » Follow the steps listed in
and accomplish your goals. a numbered task to
Some task steps include complete a task.
examples, using sample data. » Perform independent
Task steps can be with or operations by
without numbering: completing steps in a

» Numbered steps. Tasks that non-numbered task.

are performed by following
each step in consecutive
order.

» Non-numbered steps. A list
of self-contained operations
that you can perform in any

order.
Use-case Scenario Tasks. Learn how a task could be
Examples of how to perform a | performed in a realistic
task for a specific situation. scenario.

16
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Topic Type

Description

Usage

Reference

®

General Reference. Detailed
lists and explanations of
reference-oriented material.

Look up a specific piece of
reference information
relevant to a particular
context.

User Interface Reference.
Specialized reference topics
that describe a particular user
interface in detail. Selecting
Help on this page from the
Help menu in the product
generally open the user
interface topics.

Look up specific
information about what to
enter or how to use one or
more specific user interface
elements, such as a
window, dialog box, or
wizard.

Q,

Troubleshooting
and Limitations

Troubleshooting and
Limitations. Specialized
reference topics that describe
commonly encountered
problems and their solutions,
and list limitations of a feature
or product area.

Increase your awareness of
important issues before
working with a feature, or
if you encounter usability
problems in the software.

Additional Online Resources

Troubleshooting & Knowledge Base accesses the Troubleshooting page on
the HP Software Support Web site where you can search the Self-solve
knowledge base. Choose Help > Troubleshooting & Knowledge Base. The
URL for this Web site is http://h20230.www2.hp.com/troubleshooting.jsp.

HP Software Support accesses the HP Software Support Web site. This site
enables you to browse the Self-solve knowledge base. You can also post to
and search user discussion forums, submit support requests, download

patches and updated documentation, and more. Choose Help > HP Software
Support. The URL for this Web site is www.hp.com/go/hpsoftwaresupport.

Most of the support areas require that you register as an HP Passport user
and sign in. Many also require a support contract.

17
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To find more information about access levels, go to:

http://h20230.www2.hp.com/new_access_levels.jsp

To register for an HP Passport user ID, go to:

http://h20229.www2.hp.com/passport-registration.html

HP Software Web site accesses the HP Software Web site. This site provides
you with the most up-to-date information on HP Software products. This
includes new software releases, seminars and trade shows, customer support,
and more. Choose Help > HP Software Web site. The URL for this Web site
is www.hp.com/go/software.

Documentation Updates

18

HP Software is continually updating its product documentation with new
information.

To check for recent updates, or to verify that you are using the most recent
edition of a document, go to the HP Software Product Manuals Web site
(http://h20230.www2.hp.com/selfsolve/manuals).
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Introduction to Data Flow Management

This chapter includes:

Concepts

» Data Flow Management Overview on page 22

» Data Flow Management Architecture on page 27

» Data Flow Management Concepts on page 28

Tasks

» How to Receive Bulk Data from SiteScope on page 34
Reference

» Naming Conventions on page 35

Troubleshooting and Limitations on page 35
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Concepts

& Data Flow Management Overview
This section includes the following topics:

> "RTSM Integrations" on page 22
» "Discovery" on page 23
> "Data Flow Management Modules" on page 24

» "Reconciliation" on page 26

RTSM Integrations

You use the Integration Studio to set up integrations with external data
repositories.

An integration type can be:

> Population. Integration that populates the RTSM with CI and relationship
information.

» Federation. Integration that retrieves Cls and relationships from an
external repository whenever the data is requested in an ad-hoc fashion.

» Data Push. Integration that pushes Cls and relationships from the RTSM
to an external data repository.

Each integration adapter supports certain types of integrations. For example,
an integration adapter that supports both Population and Federation types
can retrieve data periodically for storage within the CMDB or upon query
time; both of these configurations can co-exist within a single integration.

For details, see "Integration Studio" on page 249.

22
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Discovery

The Discovery process is the mechanism that enables you to collect
information about your IT infrastructure resources and their
interdependencies. Discovery automatically discovers and maps logical
application assets in Layers 2 through 7 of the Open System
Interconnection (OSI) Model.

Discovery discovers resources such as applications, databases, network
devices, servers, and so on. Each discovered IT resource is delivered to, and
stored in, the configuration management database (CMDB) where the
resource is represented as a managed CI.

Discovery is an ongoing, automatic process that continuously detects
changes that occur in the IT infrastructure and updates the CMDB
accordingly. You do not need to install any agents on the devices to be
discovered.

Following installation, the network on which the RTSM Data Flow Probe is
located, the host on which the Probe resides, and the host’s IP address are
automatically discovered and a CI is created for each of these objects. These
discovered CIs populate the CMDB. They act as triggers that activate a
Discovery job. Every time a job is activated, the job discovers more ClIs,
which in turn are used as triggers for other jobs. This process continues until
the entire IT infrastructure is discovered and mapped.

Once you configure Discovery and activate the required discovery jobs,
Discovery runs on the system, discovers system components, and saves
them as CIs in the CMDB. You can discover new objects manually or
automatically. Objects that are outside the Probe’s network require
additional, manual configuration.

For details on discovering and integrating components on your system, see
the HP Universal CMDB Discovery and Integration Content Guide PDF. This
book is available on the HP Software Product Manuals Web site (http://
h20230.www2.hp.com/selfsolve/manuals) under the Universal CMDB
(Application Mapping) product.

23
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24

Note: This guide assumes that the RTSM Data Flow Probe is installed in the
default location, C:\hp\UCMDB\DataFlowProbe\.

Data Flow Management Modules

Note for HP Universal CMDB Configuration Manager users: The Data Flow
Management modules are available only when you are logged into UCMDB
in Actual state.

Data Flow Management (DFM) includes the following application modules:

"Integration Studio" on page 24
"Discovery Control Panel" on page 25

"Data Flow Probe Setup" on page 25

>
>
>
» "Reconciliation Priority" on page 25
> "Adapter Management" on page 25
> "DDM Community" on page 25

>

"Data Flow Probe Status" on page 26

Integration Studio

The Integration Studio module enables you to set up BSM integrations to
define and control data flows from external data repositories to the RTSM,
or from the RTSM to external data repositories.

For details, see "Integration Studio" on page 249.
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Discovery Control Panel

The Discovery Control Panel application module enables you to manage the
Discovery process to discover the Cls and relationships of your IT
infrastructure. You control the process by activating discovery jobs. You can
choose to activate all or some of the jobs in a module. You can also edit
discovery jobs, and schedule a job to run at a certain time.

For details, see "Discovery Control Panel" on page 323.

Data Flow Probe Setup

The Data Flow Probe Setup module enables you to add Probes to the system
and to edit existing Probes. You define the network range that each Probe
covers. From the Data Flow Probe Setup you also manage credentials. The
credentials are used for both Discovery and Integrations purposes.

For details, see "Data Flow Probe Setup" on page 93.

Reconciliation Priority
The Reconciliation Priority module enables you to specify the reconciliation
priority for a particular integration point, CIT, or attribute.

For details, see "Reconciliation Priority" on page 455.

Adapter Management

The Adapter Management module enables you to edit adapters, scripts, and
configuration files. You can also replace or remove external resources
needed in Discovery or Integration.

For details, see "Adapter Management" on page 169.

DDM Community

The DDM Community Web site provides you with a convenient way to
obtain the latest Discovery and Integration Content Pack. You need an

HP Passport user name and password to log in. The URL for this Web site is:
https://h20090.www2.hp.com/.

For details, see "DDM Community" on page 245.

25
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Data Flow Probe Status

The Data Flow Probe Status module enables you to view the current status of
a particular Data Flow Probe: which discovery or integration job the Probe is
currently running, execution statistics, and so on. You can also view the
report results in a MyBSM portlet.

For details, see "Data Flow Probe Status" on page 235.

Reconciliation

The Reconciliation process consists of two important steps:

> ldentification. The process by which CIs and relationships within the
RTSM are identified against existing Cls within the RTSM, other CIs
within the same bulk, or CIs coming from various federated data sources.

» Reconciliation Priority. The process by which the RTSM reconciliation
engine decides how to deal with conflicting data. When conflicting
values are given for the same CI attribute by different integrations, the
RTSM reconciliation engine resolves the conflict by looking at the
reconciliation priority assigned to each integration.

By default, unless you customize the reconciliation priorities within the
Reconciliation Priority Manager, the RTSM reconciliation engine uses the
last reported value as the most accurate; all integrations have exactly the
same priority.

For details about reconciliation, see "Reconciliation" on page 429.

For details about the Reconciliation Priority Manager, see "Reconciliation
Priority Window" on page 465.

26



Chapter 1 e Introduction to Data Flow Management

& Data Flow Management Architecture

Data Flow Management architecture is deployed as follows:

HTTP /=

&

[ i ]
Web Client BSM Gateway BSM Processing

HTTP/s

DB Server

iy Xy
~ = _~ Data Flow Probe
| |

(__ Customer's Network ()
| I

» The Data Flow Probe is responsible for the data flow to and from external
data repositories (data push or population) and for performing discovery.
Federation is always run directly from the RTSM Server and does not
leverage the Probe infrastructure. Generally, data push runs from the
RTSM Server, but uses the Probe in cases where the adapter is based on the
Data Push Adapter platform.

» The Data Flow Probe initiates communication with the RTSM Server using
http or https traffic, enabling the product to bypass possible firewalls.

» If Data Flow Probe is used only for data synchronization between BSM
and CMS or between two BSMs and not for Discovery, it can reside on the
BSM gateway machine. If there are several gateway machines, one of the
gateways can be chosen to run the Data Flow Probe.
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& Data Flow Management Concepts
This section describes the main topics of Data Flow Management:

» "Data Flow Probe" on page 28

» "Communication Protocols" on page 28

» "Discovery and Integration Adapters" on page 29
"Discovery Modules" on page 31

"Discovery and Integration Content Packs" on page 31
"Integration Points" on page 31

"Discovery Jobs" on page 32

"Discovery Wizards" on page 32

"Agentless Discovery" on page 32

Y Y Y Y Y Y Y

"Trigger Cls and Trigger Queries" on page 33

Data Flow Probe

The RTSM Data Flow Probe is the main component responsible for
requesting tasks from the server, scheduling tasks, executing them, and
sending the results back to the BSM Server. You define a range of network
addresses for a specific, installed Probe. Each Probe is identified by its name,
chosen as part of the Data Flow Probe installation process.

Communication Protocols

Discovery of the IT infrastructure components uses protocols such as SNMP,
WMI, JMX, Telnet, and so on. For details, see "Domain Credential
References" on page 103.
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Discovery and Integration Adapters

An adapter can be of one of the following types:

> Jython Adapter. An adapter based on a set of Jython scripts that are
executed sequentially. For details, see "How to Create Jython Code" in the
RTSM Developer Reference Guide.

> Java Adapter. An adapter based on Java code that implements the various
DEFM interfaces and is wrapped in a JAR file. For details, see "Developing
Java Adapters" in the RTSM Developer Reference Guide.

> Generic DB Adapter. An adapter that uses SQL queries and maps database
tables to CIs and relationships by using an ORM file. For details, see
"Developing Generic Database Adapters" in the RTSM Developer Reference
Guide.

» Generic Push Adapter. An adapter that uses a mapping file and Jython
scripts to push data to an external data repository. For details, see
"Developing Push Adapters" in the RTSM Developer Reference Guide.

The adapters themselves do not contain information about the target to
which they are to connect and from which they are to retrieve information.
For data flow to be configured and set up correctly, adapters require further
context information, which can include an IP address, port information,
credentials, and so on.

For discovery adapters (adapters used for performing Discovery), the
additional information is brought from the Trigger Cls attached to the
Discovery Jobs; for integration adapters, the information is being manually
fed when creating the integration or taken from the selected Trigger CI.

For details on making adapter changes, see "Adapter Management Window"
on page 206. For details on creating adapters, see "Adapter Development
and Writing" in the RTSM Developer Reference Guide.
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Input Queries

Note: Input queries refer only to Discovery-based integrations.

Each adapter is assigned an Input query that is used for two functions:

» The Input query defines a minimal set of requirements for every Trigger

Clincluded in a job or integration that triggers this adapter. (This is true
even when no trigger query is associated with the job.)

For example, an Input query can query for IPs related to nodes with an
SNMP agent installed and discovered on them. Only IPs with installed
SNMP agents can trigger this adapter. This prevents the case where a user
could manually create a Trigger CI that adds all IPs as triggers to an
adapter.

An Input query defines how to retrieve data information from the RTSM.
Destination data information, even if it is not included in a Trigger CI,
can be retrieved by the Input query. The Input query defines how to
retrieve the information.

For example, you can define a relationship between a Trigger CI (a node
with the node name of SOURCE) and the target CI and then can refer to
the target CI according to this node name, in the Triggered CI Data pane.
For details, see "Input Pane" on page 192.

For details on using input queries when writing adapters, see "Step 1: Create
an Adapter" in the RTSM Developer Reference Guide.
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Discovery Modules

The module is a grouping of discovery jobs that logically belong together,
can be operated and managed together, and so on. This helps to reduce
clutter in the main view when many jobs need to be written, and can also
offer better manageability.

When creating a job, you should choose a module for it or create a new
module. If you are creating several jobs, the best practice is to split them
into logical groups and assign them to modules accordingly.

Discovery Modules support a hierarchy of folders, to facilitate easy finding
of the relevant discovery capability.

Discovery and Integration Content Packs

The latest Discovery and Integration content for RTSM is delivered as a
Content Pack available for download via the HP Live Network. For details on
downloading and installing Content Packs, see "DDM Community" on
page 2435.

By downloading the latest Content Pack, you ensure that your system is
up to date with the latest defect fixes and content functionality. Content
Packs are released in a separate release train and are installed on top of the
current product platform.

Integration Points

Integration points are entities used to set up RTSM integrations. Each
integration point is created with a selected integration adapter and the
additional configuration information required to set up the integration. For
details on creating integration points, see "Integration Studio" on page 249.
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Discovery Jobs

A job enables reuse of a discovery adapter for multiple Discovery process
tlows. Jobs enable scheduling the same adapter differently over different sets
of triggered Cls and also supplying different parameters to each set. You
launch a discovery by activating the relevant set of discovery jobs that must
be run. Relevant trigger Cls are automatically added to the activated
discovery jobs based on their trigger queries.

For details, see "Discovery Control Panel" on page 323.

Discovery Wizards

You use one of the Discovery wizards (to discover the infrastructure,
databases, and J2EE applications) when you need to use the default values
set for IP ranges, network credentials, and so on. For details on using a
wizard, see "Basic Mode Window" on page 354.

Agentless Discovery

Discovery is an agentless technology that discovers IT environment
components through a dedicated RTSM Data Flow Probe residing on the
customer’s site.

Although Discovery is agentless, it does not require the installation of
dedicated agents on the servers that are to be discovered, but it depends on
agents that are already installed, such as SNMP, WMI, TELNET, SSH,
NETBIOS, and others. Other discovery capabilities are based on
application-specific protocols such as SQL, JMX, SAP, Siebel, and so on. For
details, see "Domain Credential References" on page 103.
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Trigger CIs and Trigger Queries

A Trigger Cl is a CI in the CMDB that activates a discovery job. Every time a
job is activated, the job may discover additional CIs, which in turn are used
as triggers for other jobs. This process continues until the entire IT
infrastructure is discovered and mapped.

For details on adding Trigger ClIs to a job, see "Discovery Status Pane" on
page 372.

A Trigger query associated with a job is a subset of the Input query, and
defines which specific CIs should automatically trigger a job. If an Input
query queries for IPs running SNMP, a Trigger query queries for IPs running
SNMP in the range 195.0.0.0-195.0.0.10.

Note: A Trigger query must refer to the same objects as the Input query. For
example, if an Input query of an adapter queries for IPs running SNMP, you
cannot define a Trigger query for an associated job to query for IPs
connected to a node. This is because some of the IPs may not be connected
to an SNMP object, as required by the Input query.
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Tasks

T How to Receive Bulk Data from SiteScope

34

SiteScope results can be sent to BSM zipped or unzipped. The request
includes a parameter that indicates to BSM whether the results being sent
are in zipped or unzipped format.

To send SiteScope results in a zipped format:

1 Open the following file:
C:\hp\UCMDB\DataFlowProbe\ conf\DiscoveryProbe.properties

2 Locate the line beginning appilog.agent.probe.send.results.zipped.
3 Change the value to true.
4 Restart the Probe so that it is updated with the changes.

SiteScope results are zipped before being sent to BSM.
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® Naming Conventions

When naming entities in Data Flow Management, you can use the following
characters: a-z, A-Z, 0-9. When entering IP addresses, use only digits and
asterisks (*).

Q, Troubleshooting and Limitations
For details on using the log files to perform basic troubleshooting, see:

» "Data Flow Probe Log Files" on page 132
» "Data Flow Management Log Files" in the RTSM Administration Guide

This section includes the following topics:

» "Discovery Results Do Not Appear in the Topology Map" on page 35
> "Networks and IPs" on page 36

\

"TCP Ports" on page 36

\

"Discover Resources on a Windows XP Machine" on page 36

\

"Limitations" on page 37

Discovery Results Do Not Appear in the Topology Map

Problem. Data that should have been discovered during the Discovery
process does not appear in the topology map.

Verification. The RTSM cannot retrieve the data or build the query results.
Check the Statistics Results pane. If the CIs were not created, the problem is
occurring during the Discovery process.

Solution. Check the error messages in the probeMgr-services.log file located
in C:\hp\UCMDB\DataFlowProbe\runtime\logs.
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Networks and IPs

Problem. Not all networks or IPs have been discovered.
Indication. Not all the networks or IPs appear in the topology map results.

Verification. The IP address range in the Data Flow Probe Setup window does
not encompass the scope of the networks or IPs that should have been
discovered.

Solution. Change the scope of the Discovery range:

1 Select Data Flow Management > Data Flow Probe Setup.
2 Select the Probe and the range.
3 Change the IP address range in the Ranges box as required.

TCP Ports
Problem. Not all TCP ports have been discovered.

Indication. Not all TCP ports appear in the topology map results.

Verification. Open the portNumberToPortName.xml file (Data Flow
Management > Adapter Management > DDM Infra > Configuration Files >
portNumberToPortName.xml), and search for the missing TCP ports.

Solution. Add the port numbers that should be discovered to the
portNumberToPortName.xml file.

Discover Resources on a Windows XP Machine

Problem. Failure to discover resources on a machine running on the
Windows platform.

> Solution 1. Start > Settings > Control Panel > System. In the Remote tab,
verify that the following check box is selected: Allow users to connect
remotely to this computer.

> Solution 2. In Windows Explorer, select Tools > Folder Options. In the
View tab, clear the Use simple file sharing (Recommended) check box.
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Limitations

» When Discovery is installed on a non-English operating system, job and
module names are still limited to English characters.

» Each Content Pack installation overrides all out-of-the-box resources with
the contents of that Content Pack. This means that any changes you
made to these resources are lost. This applies to the following resources:
Queries, Views, Enrichments, Reports, Discovery Jython scripts, Discovery
adapters, Discovery jobs, Discovery resources, Discovery configuration
files, Discovery modules, CI Types, and Relationships. (Attributes added
to CI Types and Relationships are not overridden).

In general, you should refrain from making changes to out-of-the-box
resources. If you must do so, be sure to track your changes so that they
can be re-applied after you install a Content Pack. Important general fixes
(not specific to your environment) should be sent to CSO so that they can
be analyzed and included as part of one of the next Content Packs.

37



Chapter 1 e Introduction to Data Flow Management

38



2

Licensing Models for Run-time Service
Model

This chapter includes:

Concepts

» Licensing Model — Overview on page 40

» UCMDB Foundation License on page 42

» UCMDB Integration Only License on page 45
» DDM Advanced Edition License on page 46
Tasks

» How to Upgrade to the Integration Only or DDM Advanced Edition
License on page 48

Reference

Troubleshooting and Limitations on page 49
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Concepts

& Licensing Model - Overview

40

HP Universal CMDB's licensing model is based on three complementary
types of license, or licensing levels. The first one, known as the UCMDB
Foundation License, is granted free of charge to eligible customers. The
other two levels (the UCMDB Integration Only License and the DDM
Advanced Edition License) are fee based.

This section includes the following topics:

» “Licensing Levels” on page 40

» “Units of Measure” on page 41

Licensing Levels
» UCMDB Foundation License

This license grants the rights to use UCMDB as the backbone component
of select BTO products.

» UCMDB Integration Only License

This license grants the right to integrate third-party (non-HP) products
with UCMDB using various types of integrations.

» DDM Advanced Edition License
This license grants the rights to:

» Use all Discovery and Dependency Mapping (DDM) capabilities to
populate UCMDB

» Integrate BTO and third-party (non-HP) products with UCMDB, using
any type of integration
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The following table provides an overview of what is permitted with the
various licenses:

Integrations Integrations Custom All Discove
License/Integration with other with third-party | Discovery-like ca abilitiesry
BTO products products integrations P
UCMDB Foundation Permitted No No No
UCMDB Integration Only | Permitted Permitted No No
DDM Advanced Edition Permitted Permitted Permitted Permitted

Units of Measure

» OS Instance

Each implementation of the bootable program that can be installed onto
a physical system or a partition within the physical system. A physical

system can contain multiple Operating System instances.

» Managed Server

A computer system or computer system partition where a bootable
program is installed, but not including personal computers or computers
primarily serving a single individual.

Note: Printers and network devices are not counted as Managed Servers.
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& UCMDB Foundation License

This is a no charge entitlement license for the UCMDB product, which is
automatically granted to any HP customer who purchases HP Discovery and
Dependency Mapping (DDM), HP Service Manager (SM), or HP Asset
Manager (AM).

This section also includes:

» “Standard BTO Integrations” on page 42
“Other Integrations” on page 43

“Number of CIs and Relationships” on page 43
“Number of UCMDB Instances” on page 44

“Number of Data Flow Probe instances” on page 44

Y YV Y Y Y

“Particular Case of BSM” on page 44

Standard BTO Integrations

With this license, you are entitled to integrate the following BTO products
with UCMDB:

» HP Business Service Management
» HP Universal CMDB

» HP Asset Manager

» HP Service Manager

» HP DDM Inventory

» HP Network Node Manager

» HP Storage Essentials

» HP Systems Insight Manager
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Data flows between these products are implemented by means of adapters
provided out-of-the-box with HP Universal CMDB or bundled under the
SACM solution. Most adapters can leverage the Data Flow Probe
infrastructure of HP Universal CMDB - except those supporting a federation
data flow or the push data flow from UCMDB to SM, due to a technical
restriction.

Note: The data flow from UCMDB to Asset Manager relies on a Connect-It
connector, which is licensed free of charge to AM customers.

The right granted by the UCMDB Foundation license to integrate BTO
products with UCMDB does not remove the need for customers to properly
license these products in the first place.

Other Integrations
With this license, you are also entitled to integrate BTO products with
UCMDB using:

» Standard integrations provided by HP partners (additional charges may
apply)

» Custom data exchange integrations (the Generic DB Adapter, the Generic
Push Adapter and customer-developed Java adapters)

» The HP Universal CMDB Web Service API and the HP Universal CMDB
API (Java)

Number of ClIs and Relationships

The UCMDB Foundation License does not restrict the number of CIs and
relationships that can be stored in UCMDB or exchanged between UCMDB
and other BTO products. The only limitation is physical capacity and
performance.
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Number of UCMDB Instances

The UCMDB Foundation License does not restrict the number of UCMDB
instances that can be deployed in a customer environment for the purpose
of implementing development, test, production, HA and/or DR platforms.
However, technical limitations may apply regarding how data can be
managed and exchanged in a multi-instance installation. Servers that are
discovered with DDM or sourced from a third-party product only need to be
counted once under the DDM Advanced Edition license or the UCMDB
Integration Only license, even if they appear in several UCMDB instances
for the purpose of operational management.

Number of Data Flow Probe instances

The UCMDB Foundation License does not restrict the number of Data Flow
Probe instances that can be deployed in a customer environment for the
purpose of hosting discovery or integration adapters. However, technical
limitations may apply regarding the maximum number of probes that can
be used with UCMDB. Also, as mentioned above, some adapters cannot be
hosted by a probe.

Particular Case of BSM

Customers who purchase HP Application Performance Manager (APM)
version 9.0x or later are automatically granted a no-charge license to use the
embedded UCMDB component labeled as Run-time Service Model (RTSM)
and to integrate BTO products with RTSM. As a result, APM customers do
not have and do not need a UCMDB Foundation license.

Note: APM was formerly known as HP Business Availability Center version
8.0x (BAC) and RTSM as the Operational Database (ODB).
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& UCMDB Integration Only License

This license is based on the Managed Server unit of measure (for details, see
“Units of Measure” on page 41). An appropriate quantity of that license
must be acquired by customers who need to integrate third-party products
with UCMDB.

This section also includes:
» “Licensing Rule” on page 46

» “Valid Types of Integrations” on page 45

Licensing Rule

One License To Use (LTU) must be purchased for each Managed Server that
is defined in a third-party product and whose definition then gets copied to
UCMDB to be recorded in the form of CIs. The UCMDB Integration Only
license requires an initial minimum purchase of 100 LTUs.

Valid Types of Integrations

With this license, you can integrate third-party products with UCMDB
using:

» Standard integrations provided by HP

» Standard integrations provided by HP partners (additional charges may
apply)

» Custom data exchange integrations (the Generic DB Adapter, the Generic
Push Adapter and customer-developed Java adapters)

» The HP Universal CMDB Web Service API and the HP Universal CMDB
API (Java)

» But not Discovery-like integrations (those created using Jython adapters)

Note: HP Universal CMDB provides out-of-the-box adapters for third-party
products such as Microsoft SCCM and BMC Atrium CMDB.
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& DDM Advanced Edition License

This license is based on the OS Instance unit of measure (for details, see
“Units of Measure” on page 41). An appropriate quantity of that license
must be acquired by customers who need access to all the Discovery and
Dependency Mapping capabilities of DDM.

This section also includes:

“Licensing Rule” on page 46
“Discovery and Dependency Mapping” on page 46

“Integrations” on page 47

Y VY VY Y

“DDM Inventory No Charge Entitlement with DDM Advanced Edition”
on page 47

Licensing Rule

One License To Use (LTU) must be purchased for each OS Instance that is
discovered by DDM and gets recorded in UCMDB in the form of CIs. The
DDM Advanced Edition license requires an initial minimum purchase of
100 LTUs.

Example: A VMware ESX Server hosting one virtual machine requires two
licenses to use (LTUs).

Servers that are both discovered by DDM and sourced from a third-party
product (to collect additional data) do not need to be counted under the
UCMDB Integration Only license. The DDM Advanced Edition license
covers that usage scenario.

Discovery and Dependency Mapping

With this license, you can use the Discovery Control Panel and other related
functions to take advantage of all the discovery content available out of the
box. In addition, you can create new Jython adapters to discover other
resources.
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Integrations

With this license, you can use the Integration Studio to create integration
points with BTO and third-party products using Discovery-like integrations
(custom Jython adapters).

DDM Inventory No Charge Entitlement with DDM
Advanced Edition

For each LTU purchased under the DDM Advanced Edition license for a
given server, you are granted a free DDM Inventory license to collect
inventory data on the same server.
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Tasks

T How to Upgrade to the Integration Only or DDM
Advanced Edition License

48

When you install BSM, you receive the Universal CMDB Foundation license.
To obtain the file needed to upgrade to the Integration Only or DDM
Advanced Edition license, contact HP Software Support, then perform the
following procedure:

To upgrade your license:
1 Obtain the appropriate file from HP Software Support.

2 Replace the ucmdb_license.xml file in the <BSM root
directory>\odb\conf folder on the Data Processing server machine.

If BSM is installed in a distributed deployment, replace the file on the
Gateway Server machine.

3 Use the JMX console to force a license change:

a Launch the Web browser and enter the server address, as follows:
http://<BSM Server Host Name or IP>:21212/jmx-console.

b When prompted, enter the JMX Console authentication credentials (if
you do not have these credentials, contact your system administrator).
The default user name and password are admin/admin.

¢ Under UCMDB, click service=Server Services to open the Operations
page.

d Locate getLicense and enter the following information:
In the Value box for the customerlID parameter, enter 1.

Click Invoke.

Information about the license type, customer name, permitted
packages, and whether any applications are blocked is displayed.
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Reference

Q, Troubleshooting and Limitations
This section describes troubleshooting and limitations for RTSM licensing.

> Problem: When integrating RTSM with HP Storage Essentials, unable to
run the SE Integration by SQL job with the Foundation license.

Solution: Perform the SE Oracle Database discovery described in the
HP Universal CMDB Discovery and Integration Content Guide PDF.

> Problem: When integrating RTSM with HP Network Node Manager
(NNMi), unable to run the Layer2 by NNM job with the Foundation
license.

Solution: For details, see “Network Node Manager (NNMi) Integration” in
the HP Universal CMDB Discovery and Integration Content Guide PDF.
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Data Flow Probe Installation on the
Windows Platform

This chapter includes:
Tasks
» How to Install the Data Flow Probe — Windows on page 52

» How to Upgrade the Data Flow Probe from Versions Earlier than 9.03 to
9.04 on page 64

» How to Upgrade the Probe from Version 9.03 to 9.04 on page 65
» How to Detect Probe Version on page 67

» How to Run Probe Manager and Probe Gateway on Separate Machines
on page 67

» How to Configure the Probe Manager and Probe Gateway Components
on page 68

» How to Connect a Data Flow Probe to a Non-Default Customer
on page 70

Reference
» Data Flow Probe Installation Requirements on page 71

Troubleshooting and Limitations on page 73
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Tasks

T How to Install the Data Flow Probe — Windows

The following procedure explains how to install the Data Flow Probe on a
Windows platform.

Note: To deploy a CUP upgrade for a Probe, see “How to Upgrade the Data
Flow Probe from Versions Earlier than 9.03 to 9.04” on page 64.

The following procedure explains how to install the Data Flow Probe on a
Windows platform.

The Probe can be installed before or after you install the BSM Gateway
server. However, during Probe installation, you must provide the Server
name, so it is preferable to install the Server before installing the Probe.

Verify that you have enough hard disk space available before beginning
installation. For details, see “Data Flow Probe Installation Requirements” on
page 71.
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It is recommended to install the Probe on a separate server from the BSM
servers, to distribute the overall system load.

Important:

» After installing the Probe, we recommend that you disable virus scanning
on the main directory that is used to store your MySQL table data. The
default directory is C:\hp\UCMDB\DataFlowProbe\MySQL\data.

» Before installing the Probe on a Windows 2008 machine, a user must
have full control permissions on the file system. In addition, after
installing the Probe, verify that the user who will run the Probe has full
administration permissions on the file system where the Probe is
installed.

To install the RTSM Data Flow Probe:

1 Select Admin > Platform > Setup and Maintenance > Downloads.

Note: The RTSM Data Flow Probe link in the Downloads page is displayed
only if you have purchased a license for Data Flow Management, and if
the administrator has added the Probe link to the Downloads page. For
details, see “Installing Component Setup Files” in the HP Business Service
Management Deployment Guide PDF.
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2 Click the HPUCMDB_DataFlowProbe_904.exe link. You can open the
Setup file or save it to your computer:

» If you choose to open the file, it is not saved to your computer, and the
setup program starts immediately. In this case, depending on your
browser security settings, a security warning dialog box may open.
Confirm that you want to proceed.

» If you choose to save the file to your computer, double-click the
downloaded file to begin installation.

{2 HP UCMDB Data Flow Probe M= E

IEninsh - l
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3 Choose the locale language and click OK to open the Introduction dialog
box.

Introduction
™ Introduction Welcome to the HP LICMDE Data Flow Probe Setup.
® License Agreement This Setup program will install HP UCMDE Data Flow Probe 9.03
B Select nstallation Folder op your cormputer. [
Itis recommended thatyou close all other applications before
B Frobe Configuration continuing.
B Probe Domain Config
® Prabe Working Mode Click Mext to continue or Cancel to exit Setup.
B Probe Memory Size
B Pre-nstallation Surmrmary
B [nstalling...
B [ristallation Cormplete
D

InstallAnywhere

Cancel | Erevinls |

4 Click Next to continue to the License Agreement.

Y2 HP UCMDB Data Flow Probe - ||:I|ﬂ
License Agreement
™ Introduction Installation and use of HP UCMDEB Data Flow Probe requires
™ License Agreement acceptance of the following License Agreement:
@ Selectinstallation Folder END USER LICENSE REREEMENT i’
8 Probe Co io
Probe Guiiiguriion FLEASE READ CAREFULLY: THE USE OF THE SOFTWARE IS
@ Frobe Domain Config SUBJECT TO THE TERMS AND CONDITIONS THAT FOLLOW
B Probe Working Mode ("AGREEMENT™), UNLESS THE SOFIWARE IS SUBJECT IO &
® Probe Memory Size SEPARATE LICENSE AGREEMENT BETWEEN YOU AND HP OR
® Fre Installati“.n SR IT5 SUPFLIERS. BY DOWNLOADING, INSTALLING,
i o = COPYING, ACCESSING, OR USING THE SOFTWARE, OR BY
® Installing.. CHOOSING THE "I ACCEFT" OPTION LOCRTED ON OR
B [nstallation Complete ADJACENT TO THE SCREEN WHERE THIS RGREEMENT MAY BE

DISPLAYED, YOU AGREE IO THE TERMS OF THIS
AGREEMENT, ANY AFPLICABLE WARRANTY STATEMENT AND LI

m (o} accept the terms of the License Agreement

{+ §'do NOT acoept the terms of the License Agreement

Installfmhere

Cancel | Previous Next
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5 Accept the terms of the agreement and click Next to open the Select
Installation Folder dialog box.

B

Select Installation Folder

Y2 HPUCMDB Data Flow Probe

 Intraduction Setup will install HP UCMDE Data Flow Prabe into the fallowing

™ License Agreement Tolder.
To continue, click Mext.

Select Installation Folder h )
I - To select a different folder, click Choose.

Probe Configuration To display the defaultinstallation folder again, click Restore Default

Probe Domain Config Falder.

Probe Working Mode
VWhere would you like to install?

Probe Memory Size
I C:YhpWCMDB\DataFlowProbe

Pre-Installation Summary
Installing... Restore Default Folder Choose...

aasa8s8en8d

Installation Complete

3

Installfmhere

Cancel | Previous |

6 Accept the default entry or click Choose to display a standard Browse
dialog box. To install to a different directory, browse to and select the
installation folder.

Note:

» The installation folder that you select must be empty.

» To restore the default installation directory, after selecting a directory
in the Browse dialog box, click Restore Default Folder.
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7 Click Next to open the HP UCMDB Data Flow Probe Configuration dialog
box.

“Z HP UCMDB Data Flow Probe - |5 x|

HP UCMDB Data Flow Probe Configuration

7 Intraduction Selectthe application that this Data Flow Probe will repart to.
™ License Agreement Enter the hast name {or IP) of the application server. For BSM, enter
the name {or [P} of the BSM Gateway server,

™ Select Installation Folder
Enter the Data Flow Probe address ithis machine by default).

Probe Configuration
Frobe Domain Config

FProbe Working Mode

Application to report to:

| ion 2 ¥
Fre-Installation Summary & HP Universal CMDB  HF BSM

(=]
]

]

® Probe Memory
]

B [nstalling...

]

Installation Complete

Application Server address: I

Data Flow Probe address: IJMICHAELIDS

3

Installfmhere

Cancel | Previous |

> Application to report to. Choose the application server with which
you are working. You can use the Probe with either HP Universal
CMDB or BSM.

» If you select HP Universal CMDB, in the Application Server address
box, enter the name or the IP address of the HP Universal CMDB
server to which the Probe is to be connected.

» If you select HP BSM, in the Application Server address box, enter
the IP or the DNS name of the Gateway Server.

» In the Data Flow Probe address box, enter the IP address or the DNS
name of the machine on which you are currently installing the Probe,
or accept the default.

Note: If the machine has more than one IP address, enter a specific IP
address, and not the DNS name.
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8 If you do not enter the address of the application server, a message is
displayed. You can choose to continue to install the Probe without
entering the address, or to return to the previous page and add the
address.

Server Configuration Problem : ﬂ

p-. Senver Configuration Problem
L3

There is no communication between this machine and the senver.
Click Return to Previous Page to change the server address or lgnore
to continue with the installation.

Ignore | | Return to Previous Page i

9 Click Next to open the HP UCMDB Data Flow Probe Configuration dialog
box.

%2 HP UCMDB Data Flow Probe = |I:I|ﬂ

HP UCMDB Data Flow Probe Configuration

Introduction

Enter a name for the Data Flow Probe. The probe identifier must he
License Agreement unigue for each Data Flow Probe in your deployment.

Select Use Default UCMDE Domain'to use the default UCMDEB
domain as defined inthe UCMDEB installation. The Default UCMDE
Dormain is also configurahle via the Infrastructure Settings

Frobe Domain Config Manager (All-= Default Domain Property Value).

Select Installation Folder

Probe Configuration

Frobe Working Mode

) Data Flow Probe identifier: |JMICHAELIDS
Fre-Installation Summary

(=]
]

]

B Probe Memory Size
]

B [nstalling...

]

: [ Use Default UCMDB Domain
Installation Complete

D
Installinywhere

Cancel | Previous |

» In the Data Flow Probe Identifier box, enter a name for the Probe that
is used to identify it in your environment.
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Important:

» The RTSM Probe identifier, which is case sensitive, must be unique for
each Probe in your deployment.

» When installing the Probe in separate mode (with the Probe Gateway
and Probe Manager are installed on separate machines), you must give
the same name (case-sensitive) to the Probe Gateway and all its
Managers. This name appears in RTSM as a single Probe node. Failure
to give the same name may prevent jobs from running.

» Select Use Default CMDB Domain to use the default BSM IP address or
machine name, as defined in the BSM Server installation.

The Default UCMDB Domain is also configurable via Infrastructure
Settings, available after installing BSM (Admin > Platform > Setup and
Maintenance > Infrastructure Settings > Foundations > RTSM > Class
Model Settings > Default Domain Property Value).
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10 Click Next. If you cleared the Use Default CMDB Domain box in the HP
UCMDB Data Flow Probe Configuration dialog box, the HP UCMDB Data
Flow Probe Domain Configuration dialog box appears.

J HP UCMDB Data Flow Probe - |D|ﬂ

HP UCMDB Data Flow Probe Domain Configuration

Introduction

Choose the Discovery Domain for the Data Flow Probe. A single
™ License Agreement Custarmer domain can include multiple instances of while an
External domain includes only a single . Please use External
domains only for upgraded G.x systems. Mew installations should
ahways be configured to use domains oftype Customer. Please
Probe Domain Config refer to the product documentation for further information.

™ Select Installation Folder
™ Probe Configuration

FProbe Working Mode

Frobs sy i Data Flow Probe domain type:

(]
]
]
B Pre-nstallation Summary
® Installing.. & Customer " External
]

Installation Complete

Data Flow Probe domain: | DefaultDomain

(D]
Installinywhere

Cancel | Previous |

> Data Flow Probe domain type. Choose between Customer and
External, depending on the type of domain on which the Probe is to be
running:

» Customer. Select if you are installing one or more Probes in your
deployment.

» External. Select if you are upgrading from version 6.x systems.

Important: For new installations, always select Customer.

» Data Flow Probe domain: If you are not using the default domain
defined in RTSM, enter the name of the domain here.
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11 Click Next to open the HP UCMDB Data Flow Probe Working Mode
dialog box.

“Z HP UCMDB Data Flow Probe _ - |5 x|
HP UCMDB Data Flow Probe Working Mode

7 Intraduction By default, each installation of Data Flow Probe installs the Probe
™ License Agreement Gateway and Probe Manager sothiare components running in a
single Java process. In some deployments, these two

) functionalities needs to be separated to two different processes to
Probe Configuration allowr hetter load balancing and to overcome netwark issues
Probe Domain Config

™ Select Installation Folder

7]

a1

™ Probe Working Mode

B Probe Memory Size

B Pre-nstallation Summary Install Probe Gateway and Probe Manager in separate mode?
B [nstalling... & No C Yes

]

Installation Complete

3

Installfmhere

Cancel | Previous |

You can run the Probe Gateway and Manager as one Java process or as
separate processes. You would probably run them as separate processes in
deployments that need better load balancing and to overcome network
issues.

Click No to run Probe Gateway and Probe Manager as one process.

Click Yes to run Probe Gateway and Probe Manager as two processes. For
details on the procedure, see “How to Run Probe Manager and Probe
Gateway on Separate Machines” on page 67.
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12 Click Next to open the HP UCMDB Data Flow Probe Memory Size dialog
box.

g HP UCMDB Data Flow Probe - |5 x|

HP UCMDB Data Flow Probe Memory Size

™ Introduction

Canfigure vitual memaoary of the Data Flow Probe Jvi
™ License Agreement

™ Select Installation Folder
™ Probe Configuration

™ Probe Domain Config

™ Probe Working Mode

™ Probe Memaory Size Initial heap size (MB)

B Pre-Installation Summary I256

B [nstallin g.. Maximum heap size [MB]
B [nstallation Complete |512

Installfmhere

Cancel | Previous |

Define the minimum and maximum memory to be allocated to the
Probe. The values are measured in megabytes.

Note: To change the maximum heap size value at a later point in time,
update the following parameters in the file WrapperEnv.conf, located at
C:\hp\UCMDB\DataFlowProbe\bin\WrapperEnv.conf:

> set. GATEWAY_MAX_MEM
> set. MANAGER_MAX_MEM

The maximum heap size allowed in 32-bit JVM is 1536 MB. If the Data
Flow probe is installed in separate mode, each parameter will affect the
corresponding process.
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Click Next to open the Pre-Installation Summary dialog box and review
the selections you have made.

“Z HP UCMDB Data Flow Probe - |5 x|

Pre-Installation Summary

™ Introduction Please review the following before continuing with the installation

™ License Agreement of HP UCMDB Data Flow Probe.

™ Select Installation Folder

Product Name:

™ Probe Configuration
HP UCMDEB Data Fluw Prube

™ Probe Domain Config

™ Probe Working Mode Install Folder:
™ Probe Memory Size CAhp\WUCMDB\DataF luwPiube

oo .
Pre '”?ta”a“"” ST Disk Space Information (for Installation Target):
B |nstalling... Reyuired: 847,715,885 bytes

B [nstallation Complete Available: 40,786,518,016 bytes

Installfmhere

Cancel | Previous |

Click Install to complete the installation of the Probe. When the
installation is complete the Install Complete page is displayed.

Any errors occurring during installation are written to the following file:
C:\hp\UCMDB\DataFlowProbe\HP_UCMDB_Data_Flow_Probe_Install
Log.log.

Click Done. The following shortcut is added to the Windows Start menu:
All Programs > HP UCMDB > Start Data Flow Probe
Activate the Probe by selecting the shortcut.

You can run the Probe in a console. For details, see “Launch the Probe in a
Console”.

The Probe is displayed in BSM: access Admin > RTSM Administration >
Data Flow Management > Data Flow Probe Setup. For details see “Data
Flow Probe Installation Requirements” on page 71.
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Important: HP Software recommends that you disable virus scanning on the
main directory that is used to store your MySQL table data. The default
directory is C:\hp\UCMDB\DataFlowProbe\MySQL\data.

* How to Upgrade the Data Flow Probe from Versions
Earlier than 9.03 to 9.04

64

This task describes how to upgrade the RTSM Data Flow Probe from a
version earlier than 9.03 to 9.04.

Note: If you are upgrading from UCMDB 9.03 to 9.04, follow the procedure
described in “How to Upgrade the Probe from Version 9.03 to 9.04” on
page 65.

1 Uninstall the old Probe

Uninstall all existing Probes. If a Probe is running, stop it before you
uninstall it:

Start > All Programs > HP UCMDB > Uninstall Data Flow Probe.

2 Install the new Probe

You should install the new Probe with the same configuration, using the
same Probe ID, domain name, and server name as for the previous Probe
installation. Remember that the Probe ID is case sensitive. For details, see
“How to Install the Data Flow Probe — Windows” on page 52.
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Note: After performing an upgrade and installing the new Data Flow Probe,
all the Discovery jobs that were active before the upgrade are automatically
run.

* How to Upgrade the Probe from Version 9.03 to 9.04

Use the following procedure to upgrade the Data Flow Probe when
upgrading from UCMDB 9.03 to 9.04:

Note: If an integration is running on the Probe, during the upgrade the
integration stops running, and starts over when the Probe is restarted after
the upgrade. If an integration is almost finished running, or a significant
part has already run, to avoid starting the integration over, we recommend
letting it complete its run, and, thereafter, upgrading the Probe.

1 Upgrade the UCMDB server to version 9.04. For details, see “Upgrade
from UCMDB 9.0x to 9.04” on page 83.

2 Stop the Data Flow Probe.
3 Delete the following folder: C:\hp\UCMDB\DataFlowProbe\bin\jre.
4 Create backup versions of the following files:

» C:\hp\UCMDB\DataFlowProbe\bin\WrapperGateway.conf

> C:\hp\UCMDB\DataFlowProbe\bin\WrapperManager.conf
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Note: : These files should contain default configurations only and should
not be modified. However, if these files were changed as a result of an
HP Support request, you need to update the newly created files with the
same changes.

Extract the zip file to the Probe folder: C:\hp\UCMDB\DataFlowProbe.

6 Verify that the Probe version is updated to 9.04 in the following file

C:\hp\UCMDB\DataFlowProbe\version.dat.

7 Start the Probe.

8 In the Data Flow Probe Setup module, verify that the Probe is connected

and that the Probe version is updated. For details, see “Details Pane” on
page 15S5.

If this process fails, you can uninstall the Probe and reinstall the new one.
For details, see “How to Upgrade the Data Flow Probe from Versions
Earlier than 9.03 to 9.04"” on page 64.



Chapter 3 ¢ Data Flow Probe Installation on the Windows Platform

® How to Detect Probe Version

Beginning in UCMDB 9.04, the Probe reports its version when connecting
to the server. The Probe version is displayed in the Details pane of the Data
Flow Probe Setup module. If the PROBE version is not compatible with the
server version (and there is no supported upgrade) an error is generated and
the Probe is forced to shut down.

When you apply a new Cumulative Update Patch (CUP) to the UCMDB 9.04
server, the Probes do not shut down automatically, and are able to report
new data to the server. However, this is not recommended. Therefore, when
you apply a CUP to the server, you must also apply it to the Probes—either
manually or automatically.

P How to Run Probe Manager and Probe Gateway on
Separate Machines

During installation, you can choose to separate the Probe Manager and
Probe Gateway processes so that they run on separate machines. You must:

1 Install the Probe on both machines according to the procedure in “How
to Install the Data Flow Probe — Windows” on page 52.

2 Choose Yes in step 11 on page 61.

3 Perform the configuration in “How to Configure the Probe Manager and
Probe Gateway Components” on page 68.
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Note:

» At least one Probe Gateway component must be installed. Gateway is
connected to the UCMDB Server, receives tasks from the Server, and
communicates with the collectors (Probe Manager).

» Several Probe Managers can be installed. Managers run jobs and gather
information from networks.

» The Probe Gateway should contain a list of attached Managers.

» The Probe Managers must know to which Gateway they are attached.

T How to Configure the Probe Manager and Probe
Gateway Components

This task describes how to set up the Data Flow Probe when the Probe
Manager and Probe Gateway run as separate processes on two machines.

Important: The Probe Manager name in both the probeMgrList.xml and
DiscoveryProbe.properties files must be identical. The name is case sensitive.

This section includes the following topics:

» “Set Up the Probe Gateway Machine” on page 68
» “Set Up the Probe Manager Machine” on page 69

» “Start the Services” on page 69

1 Set Up the Probe Gateway Machine
a Open the following file:
C:\hp\UCMDB\DataFlowProbe\ conf\probeMgrList.xml.
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b Locate the line beginning <probeMgr ip= and add the Manager

d

machine name or IP address, for example:
<probeMgr ip="OLYMPICS08">

Open the following file:
C:\hp\UCMDB\DataFlowProbe\ conf\DiscoveryProbe.properties

Locate the lines beginning appilog.collectors.local.ip = and
appilog.collectors.probe.ip = and enter the Gateway machine name or
IP address, for example:

appilog.collectors.local.ip = STARSO1
appilog.collectors.probe.ip = STARSO01

2 Set Up the Probe Manager Machine

a

b

In C:\hp\UCMDB\DataFlowProbe\conf\DiscoveryProbe.properties,
locate the line beginning appilog.collectors.local.ip = and enter the
Manager machine name or IP address, for example:

appilog.collectors.local.ip = OLYMPICS08

Locate the line beginning appilog.collectors.probe.ip = and enter the
Gateway machine name in uppercase, for example:

appilog.collectors.probe.ip = STARS01

3 Start the Services

a

On the Probe Manager machine, start the Manager service: Start > All
Programs > UCMDB > Start Data Flow Probe Manager.

On the Probe Gateway machine, start the Gateway service: Start > All
Programs > HP UCMDB > Start Data Flow Probe Gateway.
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® How to Connect a Data Flow Probe to a Non-Default
Customer

You can connect a Data Flow Probe to a customer that is not the default. The
default customer ID is 1.

1 Open the following file in a text editor:
C:\hp\UCMDB\DataFlowProbe\ conf\DiscoveryProbe.properties.

2 Locate the customerlD entry.

3 Update the value with the customer ID, for example, customerld = 2.

4 Restart the Probe so that it is updated with your changes.
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Reference

@ Data Flow Probe Installation Requirements
This section includes the following topics:

» “Hardware Requirements” on page 71
> “Software Requirements” on page 71
» “Supported Databases” on page 72

» “Virtual Environment Requirements” on page 72

Hardware Requirements

Computer/processor | Windows: Pentium IV 2.4 GHz or later processor

Memory Windows: Minimum 1 GB RAM (Recommended: 2 GB RAM)

Virtual memory (for | Minimum 2 GB

Windows Note: The virtual memory size should always be at least twice the physical
deployment)

memory size.

Free hard disk space | Windows: Minimum 4 GB (at least 4 GB for database software and data
files) (Recommended: 20 GB hard disk)

Display Windows: Color palette setting of at least 256 colors (32,000 colors
recommended)

Software Requirements

Hardware | OS Type OS Version and Edition Supported | Recommended
Platform
x86 Windows 2008 SP2, Standard/Enterprise Yes

editions, 32-bit

x86-64 Windows 2008 SP2, Standard/Enterprise Yes Yes
editions, 64-bit
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Hardware | OS Type OS Version and Edition Supported | Recommended
Platform
x86-64 Windows 2008 R2 and R2 SP1, Yes
Standard/Enterprise editions,
64-bit
x86 Windows 2003 SP2 and R2 SP2, Yes
Standard/Enterprise editions,
32-bit
x86-64 Windows 2003 SP2 and R2 SP2, Yes
Standard/Enterprise editions,
64-bit
Windows 7 Professional/Enterprise No
Windows 2000 No
Supported Databases
Database Version and Recommended Comments
Edition
MySQL 5.1.46 Yes This database comes bundled with the
Probe installation.
Virtual Environment Requirements
Platform OS Version and Edition Supported Recommended
VMware ESX 3.x » Windows 2003 Standard/Enterprise Yes
editions SP2 and R2 SP2, 32/64-bit
» Windows 2008 Standard/
Enterprise SP2, 32/64-bit and R2, 64-bit
VMware ESX 4.0 » Windows 2003 Standard/Enterprise Yes Yes
editions SP2 and R2 SP2, 32/64-bit
» Windows 2008 Standard/
Enterprise SP2, 32/64-bit and R2, 64-bit
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Platform OS Version and Edition Supported Recommended
Pre ESX 3.5 (like » May not provide adequate No

3.0.x versions) performance

» Does not support Windows 2008 or
Windows 7

ESXi VMware All platforms No

MS Hyper-V Server 2008 v1 and R2 No

Xen Hypervisor 3.x | All platforms No

Q, Troubleshooting and Limitations

Repairing Corrupted Databases

The Data Flow Probe MySQL database may become corrupt without the
possibility of recovery, for example, because the machine was shut down but

the MySQL service was not stopped.

To repair the corruption:

1 Stop the Probe.

2 Run the repair_mysql.bat tool from the following folder:
C:\hp\UCMDB\DataFlowProbe\tools\

3 Start the Probe.

If this procedure does not fix the corruption, contact HP Software

Support.
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Probe Downgrade or Rollback

Automatic downgrade or rollback of the probe version is not supported. To
perform downgrade or to rollback a version upgrade, uninstall the probe
and then install the required version.

Probe Restart

There are several situations where the Probe automatically restarts itself. For
example, when deploying a new Content Pack or applying a CUP. In these
cases, the Probe waits for 15 minutes to allow the running jobs to finish, and
only then shuts down. Jobs that did not finish in that time (for example,
long integrations) start running again when the Probe restarts.
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Data Flow Probe Installation on the Linux
Platform

This chapter includes:

Tasks

» How to Install the Data Flow Probe — Linux on page 76

» How to Stop the Data Flow Probe on page 85

» How to Upgrade the Probe from UCMDB 9.03 to 9.04 on page 86

» How to Upgrade the Data Flow Probe from Versions Earlier than 9.03 to
9.04 on page 88

» How to Connect a Data Flow Probe to a Non-Default Customer
on page 89

Reference
» Data Flow Probe Support Requirements on page 90

Troubleshooting and Limitations on page 90
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Tasks

T How to Install the Data Flow Probe — Linux

76

Important:

» This Probe is intended for integration use only, and cannot be used for
discovery. This Probe does not appear in the Data Flow Setup window.

» Only integration with BSM version 9.01 and later is supported on the
Probe on Linux.

» An instance of Microsoft My SQL database must not be running on the
machine on which you are installing the Data Flow Probe. If an instance
exists, you must disable it.

» To install the Data Flow Probe, you must have root permissions to the
Linux machine.

The following procedure explains how to install the Data Flow Probe on a
Linux platform.

The Probe can be installed before or after you install the BSM Gateway
server. However, during Probe installation you must provide the Server
name, so it is preferable to install the Server before installing the Probe.

Verify that you have enough hard disk space available before beginning
installation. For details, see “Data Flow Probe Support Requirements” on
page 90.

It is recommended to install the Probe on a separate server from the BSM
servers, to distribute the overall system load.
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Important: After installing the Probe, HP Software recommends that you
disable virus scanning on the main directory that is used to store your
MySQL table data. The default directory is
/opt/hp/UCMDB/DataFlowProbe/MySQL/data.

To install the RTSM Data Flow Probe:

1 Select Admin > Platform > Setup and Maintenance > Downloads.

Note: The RTSM Data Flow Probe link in the Downloads page is displayed
only if you have purchased a license for Data Flow Management, and if
the administrator has added the Probe link to the Downloads page. For
details, see “Installing Component Setup Files” in the HP Business Service
Management Deployment Guide PDF.

{2 HP UCMDB Data Flow Probe M= E

1

UCMDB Data Flow Probe 9.04

IEninsh - l
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2 Choose the locale language and click OK to open the Introduction dialog

box.
Introduction
™ Introduction Welcome to the HP LICMDE Data Flow Probe Setup.
® License Agreement This Setup program will install HP UCMDE Data Flow Probe 9.03
B Select nstallation Folder op your cormputer. [
Itis recommended thatyou close all other applications before
B Frobe Configuration continuing.
B Probe Domain Config
® Prabe Working Mode Click Mext to continue or Cancel to exit Setup.
B Probe Memory Size
B Pre-nstallation Surmrmary
B [nstalling...
B [ristallation Cormplete
D

InstallAnywhere

Cancel | Erevinls

3 Click Next to continue to the License Agreement.

“Z HP UCMDB Data Flow Probe _ o |El|ﬂ
License Agreement
™ Introduction Installation and use of HP UCMDEB Data Flow Probe requires
™ License Agreement acceptance of the following License Agreement:
@ Selectinstallation Folder END USER LICENSE REREEMENT i’
@ Probe Configuration PLEASE READ CAREFULLY: THE USE OF THE SOFIWARE IS
@ Frobe Domain Config SUBJECT TO THE TERMS AND CONDITIONS THAT FOLLOW
B Probe Working Mode ("LGREEMENT™), UNLESS THE SOFIWARE IS SUBJECT TO A
O) B g S SEPARATE LICENSE RGREEMENT BETWEEN YOU AND HP OR
P Installati“.n N — ITS SUPPLIERS. BY DOWNLOADING, INSTALLING,
; o . COPYING, ACCESSING, OR USING THE SOFTWARE, OR BY
® Installing.. CHODSING THE "I ACCEET" OPTION LOCATED ON OR
B [nstallation Complete ADJACENT TO THE SCREEN WHERE THIS RGREEMENT MAY BE
DISPLAYED, YOU AGREE TO THE TERMS OF THIS
AGREEMENT, ANY RPPLICABLE WRARRANTY STATEMENT AND |»|
m (o} accept the terms of the License Agreement
{+ §'do NOT acoept the terms of the License Agreement

Installfmhere

Cancel | Previous Next
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4 Accept the terms of the agreement and click Next to open the Select
Installation Folder dialog box.

B

YZ HP UCMDB Data Flow Probe
Select Installation Folder

 Intraduction Setup will install HP UCMDE Data Flow Prabe into the fallowing

™ License Agreement Tolder.
To continue, click Mext.

Select Installation Folder h )
I - To select a different folder, click Choose.

Probe Configuration To display the defaultinstallation folder again, click Restore Default

Probe Domain Config Falder.

Probe Working Mode
VWhere would you like to install?

FProbe Memory Size
I Joptfhp/UCMDB DataFlowProbe

Pre-Installation Summary
Installing... Restore Default Folder Choose...

aasa8s8en8d

Installation Complete

3

Installfmhere

Cancel | Previous | Mext |

5 Accept the default entry or click Choose to display a standard Browse
dialog box. To install to a different directory, browse to and select the

installation folder.

Note:
> You can change the location of the installation, but the directory must
be located under /opt/.

» To restore the default installation directory, after selecting a directory
in the Browse dialog box, click Restore Default Folder.
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“Z HP UCMDB Data Flow Probe - |5 x|

6 Click Next to open the HP UCMDB Data Flow Probe Configuration dialog
box.

HP UCMDB Data Flow Probe Configuration

7 Intraduction Selectthe application that this Data Flow Probe will repart to.
™ License Agreement Enter the hast name {or IP) of the application server. For BSM, enter
the name {or [P} of the BSM Gateway server,

™ Select Installation Folder
Enter the Data Flow Probe address ithis machine by default).

Probe Configuration
Frobe Domain Config

FProbe Working Mode

Application to report to:

o ir (=] 1
Fre-Installation Summary & HP Universal CMDB  HF BSM

(=]
]

]

B Probe Memaory Siz
]

B [nstalling...

]

Installation Complete

Application Server address: I

Data Flow Probe address: IJMICHAELIDS

3

Installfmhere

Cancel | Previous |

> Application to report to. Choose the application server with which

you are working. You can use the Probe with either HP Universal
CMDB or BSM.

» If you select HP Universal CMDB, in the Application Server address
box, enter the name or the IP address of the HP Universal CMDB
server to which the Probe is to be connected.

» If you select HP BSM, in the Application Server address box, enter
the IP or the DNS name of the Gateway Server.

In the Data Flow Probe address box, enter the IP address or the DNS
name of the machine on which you are currently installing the Probe,
or accept the default.

Note: If the machine has more than one IP address, enter a specific IP
address, and not the DNS name.
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7 If you do not enter the address of the application server, a message is
displayed. You can choose to continue to install the Probe without
entering the address, or to return to the previous page and add the
address.

Server Configuration Problem ﬂ

Senver Configuration Problem

L.}

There is no communication between this machine and the senver.
Click Return to Previous Page to change the server address or lgnore
to continue with the installation.

Ignore | | Return to Previous Page i

8 Click Next to open the HP UCMDB Data Flow Probe Configuration dialog
box.

‘2 HP UCMDB Data Flow Probe - |D|ﬂ

HP UCMDB Data Flow Probe Configuration

™ Intraduction Enter a name for the Data Flow Probe. The probe identifier must be
™ License Agreement unigue for each Data Flow Probe in your deployment.

Select Use Default UCMDE Domain'to use the default UCMDEB

) domain as defined in the UCMDE installation, The Default UCMDE
Prabe Configuration Damain is also configurable via the Infrastructure Settings

Frobe Domain Config Manager (All-= Default Domain Property Value).

™ Select Installation Folder

Frobe Working Mode

Frobe Memory Size . )
) Data Flow Probe identifier: |JMICHAELIDS
Fre-Installation Summary

Installing...
¥ Use Default UCMDE Domain

aasaas8an8sa8d

Installation Complete

D
Installinywhere

Cancel | Previous |

» In the Data Flow Probe Identifier box, enter a name for the Probe that
is used to identify it in your environment. This is the name that
appears in the Integration Point dialog box. For details, see “New
Integration Point/Edit Integration Point Dialog Box” in RTSM Data
Flow Management Guide.
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Important: The RTSM Probe identifier, which is case sensitive, must be
unique for each Probe in your deployment.

» Select Use Default CMDB Domain to use the default BSM IP address or
machine name, as defined in the BSM Server installation.

The Default UCMDB Domain is also configurable via Infrastructure
Settings, available after installing BSM (Admin > Platform > Setup and
Maintenance > Infrastructure Settings > Foundations > RTSM > Class
Model Settings > Default Domain Property Value).

9 Click Next. If you cleared the Use Default CMDB Domain box in the HP
UCMDB Data Flow Probe Configuration dialog box, the HP UCMDB Data
Flow Probe Domain Configuration dialog box appears.

“Z HP UCMDB Data Flow Probe - |5 x|

HP UCMDB Data Flow Probe Domain Configuration

Intraduction Choose the Discovery Domain for the Data Flow Probe. A single
! License Agreement Custamer domain can include multiple instances of while an
External domain includes only a single . Please use External
) dormains only for upgraded 6. systems. Mew installations should
Probe Configuration ahways be configured to use domains oftype Customer. Please
Probe Domain Config refer to the product documentation for further information.

' SelectInstallation Folder

FProbe Working Mode

Provs sy 2l Data Flow Probe domain type:

% Customer " External

5]
]
]
B Fre-installation Summary
B [nstalling...

]

Installation Complete

Data Flow Probe domain: | DefaultDomain

(D]
InstallAmhers

Cancel | Previous |

> Data Flow Probe domain type. Choose between Customer and
External, depending on the type of domain on which the Probe is to be
running:

» Customer. Select if you are installing one or more Probes in your
deployment.

» External. Select if you are upgrading from version 6.x systems.
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Important: For new installations, always select Customer.

» Data Flow Probe domain: If you are not using the default domain
defined in RTSM, enter the name of the domain here.

Note: The installation procedure skips the HP UCMDB Data Flow Probe
Working Mode dialog box. This is because the Probe Gateway and Probe
Manager must be run as one Java process.

10 Click Next to open the HP UCMDB Data Flow Probe Memory Size dialog
box.

‘2 HP UCMDB Data Flow Probe - |D|ﬂ

HP UCMDB Data Flow Probe Memory Size

Introduction Configure virtual mermory of the Data Flow Probe Jyi
License Agreement

™ Select Installation Folder
™ Probe Configuration
Probe Domain Config
Probe Working Mode

]

]

™ Probe Memary Size Initial heap size (MB)

B Pre-Installation Summary I256

® Installing... Maximum heap size (MB)
B [nstallation Complete |512

3

Installinywhere

Cancel | Previous |

Define the minimum and maximum memory to be allocated to the
Probe. The values are measured in megabytes.
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11

Note: To change the maximum heap size value at a later point in time,
update the following parameters in the file WrapperEnv.conf, located at:
/opt/hp/UCMDB/DataFlowProbe/bin/WrapperEnv.conf:

> set. GATEWAY_MAX_MEM
> set. MANAGER_MAX_MEM

The maximum heap size allowed in 32-bit JVM is 1536 MB. If the Data
Flow probe is installed in separate mode, each parameter will affect the
corresponding process.

Click Next to open the Pre-Installation Summary dialog box and review
the selections you have made.

HP UCMDB Data Flow Probe

Pre-lnstallation Summary

1 ntroduction Please review the following before continuing with the

= License Agraemment installation of HP UCMDE Data Flow Probe.

7 Salect Installation Folder

Product Name:

¥ raue EupHglRen HP UCMDB Data Flow Probe

™ Proke Domain Config

™ Prohe Waorking Mode Install Folder

B Eribe MEn iR foptfhp /UCMDE/DataFlowProbe

B Pre-Installation Summary | | pisk Space Information (for Installation Target):
| Required: 517,868,058 bytes

B Available: 82,303,150,080 bytas

D

Cancel | Presdous || Install |

12 Click Install to complete the installation of the Probe. When installation

is complete the Install Complete page is displayed.
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Any errors occurring during installation are written to the following file:
/opt/hp/UCMDB/DataFlowProbe/HP_UCMDB_Data_Flow_Probe_
InstallLog.log. If you installed the Probe to another directory under /opt/,
the log file is located there.

13 Click Done.

14 Activate the Probe by executing the following command:
/opt/hp/UCMDB/DataFlowProbe/bin/ProbeGateway.sh start

To activate the Probe in a console, execute the following command:
/opt/hp/UCMDB/DataFlowProbe/bin/ProbeGateway.sh console

The installed Probe is displayed in the New Integration Point dialog box,
in the list of Probes. For details, see “New Integration Point/Edit
Integration Point Dialog Box”.

Note: The user running the Probe service must be a member of the
Administrators group.

P How to Stop the Data Flow Probe

To stop the Probe server, execute the following command:

/opt/hp/UCMDB/DataFlowProbe/bin/ProbeGateway.sh stop
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T How to Upgrade the Probe from UCMDB 9.03 to 9.04

Use the following procedure to updgrade the Data Flow probe when
upgrading from UCMDB 9.03 to 9.04:

Note: If an integration is running on the Probe, during the upgrade the
integration stops running, and starts over when the Probe is restarted after
the upgrade. If an integration is almost finished running, or a significant
part has already run, to avoid starting the integration over, we recommend
letting it complete its run, and, thereafter, upgrading the Probe.

1 Upgrade the UCMDB server to version 9.04. For details, see “Upgrade
from UCMDB 9.0x to 9.04” on page 83.

2 Stop the Data Flow probe.
3 Delete the following folder: /opt/hp/UCMDB/DataFlowProbe/bin/jre.
4 Create backup versions of the following files:

> /opt/hp/UCMDB/DataFlowProbe/bin/WrapperGateway.conf

> /opt/hp/UCMDB/DataFlowProbe/bin/WrapperManager.conf

Note: : These files should contain default configurations only and should
not be modified. However, if these files were changed as a result of an HP
Support request, you need to update the newly created files with the same
changes.

5 Extract the zip file to the probe folder: /opt/hp/UCMDB/DataFlowProbe.

6 Verify that the probe version is updated to 9.04 in the following file:
/opt/hp/UCMDB/DataFlowProbe/version.dat.

7 Start the probe.
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8 If this process fails, you can uninstall the probe and reinstall the new one.
For details, see “How to Upgrade the Data Flow Probe from Versions
Earlier than 9.03 to 9.04” on page 88.

87



Chapter 4 » Data Flow Probe Installation on the Linux Platform

T How to Upgrade the Data Flow Probe from Versions
Earlier than 9.03 to 9.04

88

This task describes how to upgrade the RTSM Data Flow Probe from a
version earlier than 9.03 to 9.04.

Note: If you are upgrading from UCMDB 9.03 to 9.04, follow the procedure
described in “How to Upgrade the Probe from UCMDB 9.03 to 9.04” on
page 86.

1 Uninstall the old Probe

Uninstall all existing Probes. If a Probe is running, stop it before you
uninstall it. For details, see “How to Stop the Data Flow Probe” on
page 8S.

Either:

» In shell, execute:
sh /opt/hp/UCMDB/DataFlowProbe/UninstallerData/Uninstall_Discovery _Probe

Or:

» Double-click on the Uninstall_Discovery_Probe file in the file system.

2 Install the new Probe

You should install the new Probe with the same configuration, using the
same Probe ID, domain name, and server name as for the previous Probe
installation. Remember that the Probe ID is case sensitive.

Note: After performing an upgrade and installing the new Data Flow probe,
all the Discovery jobs that were active before the upgrade are automatically
run.
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® How to Connect a Data Flow Probe to a Non-Default
Customer

You can connect a Data Flow Probe to a customer that is not the default. The
default customer ID is 1.

1 Open the following file in a text editor:
../DataFlowProbe/conf/DiscoveryProbe.properties

2 Locate the customerlD entry.

3 Update the value with the customer ID, for example, customerld = 2.

4 Restart the Probe so that it is updated with your changes.
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Reference

@ Data Flow Probe Support Requirements

For details on support requirements, see “HP Universal CMDB Support
Matrix” in the HP Universal CMDB Deployment Guide PDF.

Q, Troubleshooting and Limitations

90

The Data Flow Probe MySQL database may become corrupt without the
possibility of recovery, for example, because the machine was shut down but
the MySQL service was not stopped.

To repair the corruption:

1 Stop the Probe.

2 Run the repair_mysql.sh tool from the following folder:
/opt/hp/UCMDB/DataFlowProbe/tools.

3 Start the Probe.

If this procedure does not fix the corruption, contact HP Software
Support.

Probe Downgrade or Rollback

Automatic downgrade or rollback of the probe version is not supported. To
perform downgrade or to rollback a version upgrade, uninstall the probe
and then install the required version.

Probe Restart

There are several situations where the Probe automatically restarts itself. For
example, when deploying a new Content Pack or applying a CUP. In these
cases, the Probe waits for 15 minutes to allow the running jobs to finish, and
only then shuts down. Jobs that did not finish in that time (for example,
long integrations) start running again when the Probe restarts.
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Data Flow Probe Setup

This chapter includes:

Concepts

» Job Execution Policies on page 94

» Data Validation on the Data Flow Probe on page 97
» Filtering Results on page 98

Tasks

» How to Get Started with the RTSM Data Flow Probe on page 99
» How to Add a Data Flow Probe on page 100

» How to Delete Unsent Probe Results on page 102
Reference

» Domain Credential References on page 103

» Data Flow Probe Log Files on page 132

» The DiscoveryProbe.properties File on page 137

» Data Flow Probe Setup User Interface on page 148

Troubleshooting and Limitations on page 166
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Concepts

&% Job Execution Policies

94

You can define periods of time when a Probe must not run. You can choose
to disable specific jobs running on any Probe or all jobs running on a
specific Probe. You can also exclude jobs from a job execution policy so that
they continue running as usual.

For details on defining a job execution policy, see "Add/Edit Policy Dialog
Box" on page 152.

Example of Policy Ordering

Say there are two policies, Total TCP Blackout and Always (the
out-of-the-box policy). Total TCP Blackout does not allow any TCP discovery
jobs to run. The policies appear in the list as follows:

Joh Execution Policy

ft ¥ + K &

Time Probes Jobs
Total TCP Blackout All [IP Traffic by Metwork Data, Col
Always All All
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A job (Class C IPs by ICMP) starts running. It checks the policies in the
policy list from top to bottom. It starts by checking Total TCP Blackout. The
job does not appear in this policy, so it continues down the list and checks
Always. The job does appear here (Allow All is selected in the Edit Policy
dialog box) so the job runs:

B edit Policy
Related probes  <<All Probes== g%

Time &

Related jobs

@) Mlow all
(O Total Blackout

() Allowed jobs

() Disallowed jobs
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96

The next job (Software Element CF by Shell) starts running. It checks the
policies in the policy list from top to bottom. It starts by checking Total TCP
Blackout. The job appears in this policy (Disallowed Jobs is selected in the
Edit Policy dialog box), so the job does not run:

B edit Policy
Related probes | <<All Probes== |¢*
Time &
Related jobs
':‘.' Allow all A Software Element CF by Shell

() Total Blackout
) Allowed jobs

(®) Disallowed jobs

Caution: If a job is not connected to any policy, it does not run. To run these
jobs, set the last policy in the list to Allow All.

Running Jobs When a Job Execution Policy Is Running

If a policy begins to operate while a Probe is executing a job, the job pauses.
When the policy finishes, the job continues to run from where it ceased. For
example, say a job contains 10,000 Trigger Cls. The job finishes working on
7,000 of them and then the policy starts to operate. When the job continues
(after the policy finishes), it works on the remaining 3,000 Trigger Cls—the
job does not start running from the beginning.
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¢ Data Validation on the Data Flow Probe

The CIT model resides on the Data Flow Probe (as well as in the CMDB).
This enables data validation to take place on the Probe when receiving data
from services. Problems are generated for a specific Trigger CI and displayed
to the user.

The following validation takes place on the Probe:

» The CIT of the CI is compared to that in the CIT model.

» The CI is checked to verify that all key attributes are present (on
condition that the CmdbObjectld attribute is not defined).

» The CI's attributes are checked to verify that they are all defined in the
CIT.

» The CI's attributes of type STRING are checked to verify that they do not
exceed the size limit. If an attribute is longer than the limit, DFM checks
whether an AUTO_TRUNCATE qualifier is defined for the attribute. If
there is a qualifier, the value is truncated and a warning message is
written to the Probe error.log file.

All invalid attributes raise an error, which reports on a specific CI. When the
Probe finds invalid data that is related to the CITs, all data that the Probe
has collected on that CI is dropped by the Probe and is not sent to the
server.

For details on attributes, see "CI Type Attributes" in the RTSM Modeling
Guide.
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& Filtering Results

98

You can filter results sent by the Probe to the BSM Gateway server. You
would probably need to filter irrelevant data regularly during production
runs and specifically when you are testing a limited environment.

There are two levels of filtering: adapter filtering and global filtering:

> Adapter filtering. The Data Flow Probe filters the results for a specific
adapter and sends to the CMDB only those filtered CIs. You define an
adapter filter in the Results Management Pane in the Adapter
Configuration tab. For details, see "Adapter Configuration Tab" on
page 199.

> Global filtering. DFM filters the results of all jobs running on a Probe. You
define global filters in the globalFiltering.xml file. For details, see
"Configure a Filter" on page 187.

The order of filtering is as follows: during a run, the Data Flow Probe first
searches for an adapter filter and applies the filter to the results of the run. If
there are no adapter filters, DFM searches for a global filter and applies that
filter to the results. If DFM finds no filters, all results are sent to the server.



Chapter 5 » Data Flow Probe Setup

Tasks

T How to Get Started with the RTSM Data Flow Probe

This task describes how to install and launch the Data Flow Probe running
on a Windows platform. (The Data Flow Probe that runs on a Linux
platform is intended only for integrations.)

Note:

» The Probe link in the Downloads page is displayed only if you have
purchased a license for the DFM application.

» The managed environment is defined by the IP ranges of the domains.
However, with some discovery adapters it is possible to override this
behavior and discover ClIs that are out of a Probe's range.

This task includes the following steps:

> "Install the Probe" on page 99
» "Launch the Probe from the Start Menu" on page 99

\

"Launch the Probe in a Console" on page 100

\

"Run Discovery" on page 100

\

"Stop the Probe" on page 100

Install the Probe

For details, see "Data Flow Probe Installation on the Windows Platform" on
page S1.

Launch the Probe from the Start Menu

On the machine on which the Probe is installed, select Start > Programs >
HP UCMDB > Start Data Flow Probe. The Probe is started as a service.
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To verify that the Probe has been launched successfully, in BSM select Admin
> RTSM Administration > Data Flow Management > Data Flow Probe Setup.
Select the Probe and, in the Details pane, verify that the status is connected.

Launch the Probe in a Console

You can configure the Probe so that it opens in a console. In this case, the
command prompt window is displayed. Execute the following script:
C:\hp\UCMDB\DataFlowProbe\bin\gateway.bat console.

Note: The user running the Probe service must be a member of the
Administrators group.

Run Discovery

For details, see "Discovery Control Panel Overview" on page 324.

Stop the Probe

» To stop the Probe when it is running in a command prompt window (the
console), press CTRL+C, then y.

» To stop the Probe when it is running as a service, select Start > Programs >
HP UCMDB > Stop Data Flow Probe.

® How to Add a Data Flow Probe

100

This task describes how to add a Probe to BSM.
This task includes the following steps:

» "Prerequisites" on page 101
» "Add a Domain to RTSM" on page 101

> "Add a Data Flow Probe to the new domain" on page 101
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» "Add more Probes to the domain - optional" on page 101

> "Define credentials" on page 102

1 Prerequisites

Verify that the Probe is installed and make a note of its IP address.

2 Add a Domain to RTSM

In this step, you create the domain for the new Probe. When you start the
Probe, it connects to RTSM automatically. To verify, select Admin > RTSM
Administration > Data Flow Management > Data Flow Probe Setup. Select
the Probe and, in the Details pane, verify that the status is connected.

To define Probe ranges before the Probe has connected for the first time,
you must define them manually. For details, see "Add/Edit IP Range
Dialog Box" on page 149.

a Access the Probe configuration window: Admin > RTSM
Administration > Data Flow Management > Data Flow Probe Setup.

b Select Domains and Probes and click the Add Domain or Probe button
to open the Add New Domain dialog box. For details, see "Add New
Domain Dialog Box" on page 153.

3 Add a Data Flow Probe to the new domain
In this step, you define the Probe and its range.
Double-click the new domain and select the Probes folder.

Click the Add Domain or Probe button to open the Add New Probe
dialog box. For details, see "Add New Probe Dialog Box" on page 154.

c Select the new Probe and define its IP range. For details, see "Add/Edit
IP Range Dialog Box" on page 149.

d Repeat for any additional probes you want to add.

4 Add more Probes to the domain - optional

To add more Probes to this domain, repeat step 3.
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5 Define credentials

Configure credentials depending on what must be discovered and which
protocols are supported on your site’s network.

For details, see "Details Pane (Protocol)" on page 157. For a list of
protocols, see "Domain Credential References" on page 103.

® How to Delete Unsent Probe Results

This task describes how to empty the Probe queue that contains results that
have not yet been transmitted to the RTSM Server.

1 Access the Data Flow Probe JMX console: Launch a Web browser and
enter the following address: http://<Probe Gateway machine name or IP
address>:1977. If you are running the Data Flow Probe locally, enter
http://localhost:1977.

You might have to log in with a user name and password.

Note: If you have not created a user, use the default user name admin and
the password admin to log in.

2 Locate the Probe_<Probe Name> > type=MainProbe service and click the
link to open the JMX MBEAN View page.

3 Invoke the operation by clicking the dropUnsentResults button.
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Reference

® Domain Credential References

This section explains protocol credentials. You can edit credential attributes.
For details, see "Protocol Parameter Dialog Box" on page 165.

Note: The following information can change from version to version:
Changes in content implementation can cause protocol attributes to be

updated.

This section includes the following topics:

» "Domains and Probes Pane Ul Elements" on page 103

> "Supported Agents" on page 107

» "Supported Protocols" on page 108

Domains and Probes Pane Ul Elements

When a protocol is selected in the Domains and Probes Pane, the following
elements are included (unlabeled Ul elements are shown in angle brackets):

Ul Element (A-Z)

Description

Opens the Protocol Parameter dialog box, to add new
connection details.

Select a protocol, select connection details, and click the
button to remove the connection details.

Select a protocol and click to open the Edit Protocol
Parameter dialog box.
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Ul Element (A-Z)

Description

e

bt

Select a protocol and click an arrow to move the protocol
instance up or down.

The order of the policies in the list defines which policy
is checked first: a job starts running and checks the
policy list from top to bottom. If the job name exists in a
policy, the job runs. For details on adding jobs to a
protocol, see "Add/Edit Policy Dialog Box" on page 152.
For details on job execution policies, see "Example of
Policy Ordering" on page 94.
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Ul Element (A-Z)

Description

<right-click menu>

Choose from the following options:

» Edit. Choose this option to enter protocol parameters,
such as user name and password, that enable DFM to
connect to an application on a remote machine.

» Edit using previous interface. Choose this option if:

» In a previous version of RTSM, you added
parameters to this protocol that do not exist in this
version.

» Values in this version cannot be deleted. For
example, in this version you cannot configure SQL
Protocol credentials with an empty port number.
Select this option to open the previous Edit
Protocol Parameter dialog box and delete the port
number.

» Check credentials. In the box that opens, enter the IP
address of the remote machine on which the protocol
must run. The Probe attempts to connect to this IP
and returns an answer as to whether the connection
succeeded or not.

<right-click a column
name>

Choose from the following options:

» Hide Column. Displayed when a column is shown.

» Show All Columns. Displayed when a column is
hidden.

» Customize. Select to change the display order of the
columns.

» Select Columns. Select to choose which columns to
display or to change the display order of the columns.

» Auto-resize Column. Select to change the column
width to fit the contents.
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All protocol credentials include the following parameters:

Parameter Description

Index Indicates the order in which protocol instances are used to
make a connection attempt. The lower the index, the higher
the priority.

Default: Credentials are added with an auto-increasing index
value. To update the index, use the arrows buttons.

Scope To change the range that a protocol must discover or to select a
Probe, click Edit. For details, see "Scope Definition Dialog Box"
on page 165.
Default: ALL.

User Label Enter a label to help you identify a specific protocol credential,

when you use it later. Enter a maximum of 50 characters.
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Supported Agents

» SNMP Agent. Provides information about the operating systems, device
types, installed software, and other system resources information. SNMP
agents can usually be extended to support new MIBs, exposing more data
for managerial purposes.

> WMI Agent. Microsoft’s remote management agent, which is usually
available for access by a remote administrator. The WMI agent is also
extensible by adding WMI providers to the generic agent.

> Telnet/SSH Agent (or daemon). Used mostly on UNIX systems to connect
remotely to a machine and to launch various commands to obtain data.

» xCmd. A remote administration technology similar in functionality to
Telnet/SSH that enables launching any console command over Windows
machines. xCmd relies on Administrative Shares & Remove Service
Administration APIs to function correctly.

The xCmd.exe file is signed by an HP digital certificate. To validate that
xCmd.exe is provided by HP, right-click the xCmd.exe file (or
xCmdSvc.exe on a remote machine), select Properties and view the digital
signatures.

> Application specific. This agent depends on the remote application to
function as an agent and respond appropriately to the Probe’s remote
queries, for example, database discoveries, Web server discoveries, and
SAP and Siebel discoveries.

107



Chapter 5 * Data Flow Probe Setup

Supported Protocols

This section includes the following topics:
"Generic Protocol" on page 111

"HP SIM Protocol" on page 111

"IBoss Protocol" on page 112

"LDAP Protocol" on page 112

"NNM Protocol" on page 113
"NTCMD Protocol" on page 115
"PowerShell Protocol" on page 116
"Remedy Protocol" on page 116

"SAP JMX Protocol" on page 117

"SAP Protocol" on page 117

"Siebel Gateway Protocol" on page 118
"SNMP Protocol" on page 119

"SQL Protocol" on page 121

"SSH Protocol" on page 122

"Telnet Protocol" on page 125

"UDDI Registry Protocol" on page 127
"VMware Infrastructure Management (VIM) Protocol" on page 128
"WebLogic Protocol" on page 129
"WebSphere Protocol" on page 130

Y Y Y Y Y Y Y Y Y Y VY VY Y Y Y Y VY VY VY Y

"WMI Protocol" on page 132
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Tip: If you use the SSH or Telnet credentials for discovery, we recommend
that you add the following folders to the system path:

/sbin

/usr/sbin

/usr/local/sbin

Default Ports for Supported Protocols

The following table lists the default ports for each supported protocol.

Protocol Default Port
HP SIM 50001, 280
HTTP 80
JBoss 1099
LDAP 389
NNM 80
NTCMD 135, 137, 138, 139
PowerShell 80, 443, 5985, 5986
Note: The ports depend on the Microsoft Windows
operating system configuration
SAP > 3200
» 3300-3303

» 33xx, where xx is the SAP server instance number

Note: To enable UCMDB to identify other port
numbers mapped to SAP instances, you must
configure the portNumberToPortName.xml file. For
more details, see "How to Define a New Port" on
page 180.
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Protocol

Default Port

SAP JMX

» 50004, 50104, 50204, 50304, 50404

» 5xx04, where xx is the SAP J2EE server instance
number

Note: To enable UCMDB to identify other port
numbers mapped to SAP instances, you must
configure the portNumberToPortName.xml file. For
more details, see "How to Define a New Port" on
page 180.

Siebel Gateway 2320

SNMP 161

SQL 1521, 1433, 6789, 3306, 2048
SSH 22

Telnet 23

UDDI 80, 443

VMWare VIM 80, 443

WebLogic 7001, 7002

WebSphere 8880

WMI 135,137, 138, 139

Tip: If you use the SSH or Telnet credentials for discovery, we recommend
that you add the following folders to the system path:

/sbin
/usr/sbin

/usr/local/sbin
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%& Generic Protocol

This protocol is intended for integrations that do not need a specific
protocol. It is recommended to use this protocol for all out-of-the-box
integrations, as they require a user name and password only.

Parameter Description
Description Description of the credentials.
User Name The name of the user needed for authentication.

User Password

The password of the user needed for authentication.

%& HP SIM Protocol

Parameter

Description

Port Number

The port at which the SIM MXPartner WebService API
listens for SOAP requests. The defaults are 280 for HTTP and
50001 for HTTPS.

SIM Database
Instance

» Microsoft SQL Server: Enter the instance name only for
non-default instances of Microsoft SQL Server.

» Oracle: Enter the SID.

SIM Database
Name

(Microsoft SQL Server only) Enter the name of the database.

SIM Database
Password

The password of the database user (Microsoft SQL Server) or
schema name (Oracle) for the SIM database.

SIM Database Port

The listener port for the database.

SIM Database
Type

Choose between:
> MSSQL
» MSSQL_NTLM
» Oracle

SIM Database User
Name

The database user (Microsoft SQL Server) or schema name
(Oracle) with permissions to access the database.

SIM Webservice
Protocol

Choose between HTTP or HTTPS.
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Parameter Description

User Name The name of the user needed to connect to the application.

User Password The password of the user needed to connect to the
application.

® JBoss Protocol

Parameter Description

Port Number The port number.

Connection Time-out in milliseconds after which the Probe stops trying

Timeout to connect to the JBoss application server.

User Name The name of the user needed to connect to the application.

Password The password of the user needed to connect to the
application.

%& LDAP Protocol

Parameter Description

Port Number The port number.

Connection Time-out in milliseconds after which the Probe stops trying

Timeout to connect to the LDAP application server.

User Name The name of the user needed to connect to the application.

Password The password of the user needed to connect to the
application.

Protocol Choose which security model to use to access the service:

» LDAP. Discovery uses an unprotected connection.
» LDAPS. Discovery uses an SSL connection.

LDAP Simple. The supported authentication method.
Authentication
Method
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Parameter

Description

Trust Store File
Path

The file containing trusted certificates.
To import certificates into the Trust Store file:

» Create a new Trust Store or use the default Java Trust
Store: <java-home>/lib/security/cacerts

» Enter the full path to the LDAP Trust Store file.

Trust Store
Password

The LDAP Trust Store password used to access the Trust Store
file. This password is set during the creation of a new Trust
Store. If the password has not been changed from the
default, use changeit to access the default Java Trust Store.

® NetApp Protocol

Parameter

Description

Port Number

The port number. The default is 8088.

User Name

The name of the user needed to connect to the application.

User Password

The password of the user needed to connect to the
application.

%& NNM Protocol

Parameter Description
Connection Time-out in milliseconds after which the Data Flow Probe
Timeout stops trying to connect to the NNMi server.

NNM Password

The password for the specified NNMi Web service (for
example, Openview).

NNM User name

The user name for connecting to the NNMi console. This
user must have the NNMi Administrator or Web Service
Client role.
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Parameter

Description

NNM Webservice
Port

The port for connecting to the NNMi console. This field is
pre-filled with the port that the JBoss application server uses
for communicating with the NNMi console, as specified in
the following file:

» Windows:
%NnmDataDir%\shared\nnm\conf\nnm.ports.properties

» UNIX:
$NnmDataDir/shared/nnm/conf/nnm.ports.properties

For non-SSL connections, use the value of jboss.http.port,

which is 80 or 8004 by default (depending on the presence

of another Web server when NNMi was installed).

For SSL connections, use the value of jboss.https.port,
which is 443 by default.

NNM Webservice
Protocol

The protocol for the NNMi Web service (the default is http).

UMCBD Password

The password for the Web service (the default is admin).

UCMDB Username

A valid UCMDB Web service account name with the
UCMDB Administrator role (the default is admin).

UCMDB
Webservice Port

The port for connecting to the UCMDB Web service.

If you are using the default UCMDB configuration, use port
8080 (for non-SSL connections to UCMDB).

UCMDB
Webservice
Protocol

The protocol for the RTSM Web service (the default is http).
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®. NTCMD Protocol

Parameter Description

Connection Time-out in milliseconds after which the Probe stops trying

Timeout to connect to the NTCMD server.

User Name The name of the user needed to connect to the host as
administrator.

Password The password of the user needed to connect to the host as

administrator.

Windows Domain

The Windows domain in which the credentials are defined.
If this field is left empty or is not a valid domain, the
NTCMD protocol assumes the user is defined locally on the
host.

Note: This protocol uses the DCOM protocol for connecting to remote
machines. The DCOM protocol requires that the following ports are open:
135, 137, 138, and 139. In addition the DCOM protocol uses arbitrary ports
between 1024 and 65535, but there are ways to restrict the port range used
by WMI/DCOM/RPC. In addition, for information about for configuring
DCOM to work with firewalls, see http://support.microsoft.com/kb/154596/

en-us.
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%& PowerShell Protocol

Field

Description

Connection Timeout

Time-out in milliseconds after which the Probe
stops trying to connect to the destination machine.

User Name

The name of the user that can connect to the remote
machine by PowerShell.

User Password

The password of the user that can connect to the
remote machine by PowerShell.

Windows Domain

The Windows domain on which the credentials are
defined. If this field is empty, PowerShell assumes
that the user is defined locally on the host.

® Remedy Protocol

Field

Description

Connection Timeout

Time-out in milliseconds after which the Data Flow
Probe stops trying to connect to the Remedy
application server.

Remedy Password

Enter the password of the user account that enables
access to Remedy/Atrium through the Java API.

Remedy Username

Enter the user name that enables access to Remedy/
Atrium through the Java APIL
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®_ SAP JMX Protocol

Parameter

Description

Port Number

The SAP JMX port number. The SAP JMX Port structure is
usually 5<System Number>04. For example, if the system
number is 00, the port is 50004.

Leave this field empty to try to connect to the discovered
SAP JMX port; SAP JMX port numbers are defined in the
portNumberToPortName.xml configuration file.

Connection Timeout

Time-out in milliseconds after which the Probe stops
trying to connect to the SAP JMX console.

User Name The name of the user needed to connect to the
application as administrator.
Password The password of the user needed to connect to the

application as administrator.

%& SAP Protocol

Parameter Description

Connection Time-out in milliseconds after which the Probe stops trying to
Timeout connect to the SAP console.

User Name The name of the user needed to log in to the SAP system.

The user should have the following permissions:

Authorization Object Authorization

S_RFC For the S_RFC obiject, obtain
privileges: RFC1, SALX, SBDC, SDIF,
SDIFRUNTIME, SDTX, SLST, SREC,
STUB, STUD, SUTL, SXMB, SXM]I,
SYST, SYSU, SEU_COMPONENT.

S_XMI_PROD EXTCOMPANY=MERCURY;EXTPROD
UCT=DARM;INTERFACE=XAL

S_TABU_DIS DICBERCLS=SS; DICBERCLS=SC

Password The password of the user needed to log in to the SAP system.
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Parameter Description
SAP Client It is recommended to use the default value (800).
Number

SAP Instance By default, set to 00.

Number
SAP Router A route string describes the connection required between two
String hosts using one or more SAProuter programs. Fach of these

SAProuter programs checks its Route Permission Table (http://
help.sap.com/saphelp_nwO04/helpdata/en/4f/
992dfe446d11d189700000e8322d00/content.htm) to see
whether the connection between its predecessor and successor
is allowed. If it is, SAProuter sets it up.

@ siebel Gateway Protocol

Parameter Description

Connection Time-out in milliseconds after which the Probe stops trying

Timeout to connect to the Siebel Gateway console.

User Name The name of the user needed to log on to the Siebel
enterprise.

Password The password of the user needed to log on to the Siebel
enterprise.
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Parameter

Description

Siebel Site Name

The name of the Siebel Enterprise.

Path to Siebel
Client

The location on the Probe machine of the Siebel driver
folder, where you copied srvrmgr. For details, see
"Prerequisites - Other" in the HP Universal CMDB Discovery
and Integration Content Guide PDF.

Note:

» If there are several protocol entries with different srvrmgr
versions, the entry with the newer version should appear
before the entry with the older version. For example, to
discover Siebel 7.5.3. and Siebel 7.7, define the protocol
parameters for Siebel 7.7 and then the protocol
parameters for Siebel 7.5.3.

» Siebel discovery. If the Data Flow Probe is installed on a
64-bit machine on a Windows platform, place the
ntdll.dll, MSVCR70.DLL, and msvcp70.dll drivers together
with the Siebel drivers in the Siebel driver folder on the
Probe machine.

These drivers usually exist on a 32-bit machine and can
be copied to the 64-bit machine.

%& SNMP Protocol

Parameter

Description

Port Number

(For SNMP versions v1, v2, and v3) The port number on
which the SNMP agent listens.

Connection Time-out in milliseconds after which the Probe stops trying
Timeout to connect to the SNMP agent.
Retry Count The number of times the Probe tries to connect to the SNMP

agent. If the number is exceeded, the Probe stops attempting
to make the connection.

Versions 1, 2

Community. Enter the authentication password you used
when connecting to the SNMP service community (which
you defined when configuring the SNMP service—for
example, a community for read-only or read/write).
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Parameter Description

Version 3 Authentication Method: Select one of the following options
for securing the access to management information:

» noAuthNoPriv. Using this option provides no security,
confidentiality, or privacy at all. It can be useful for
certain applications, such as development and debugging,
to turn security off. This option requires only a user name
for authentication (similar to requirements for v1
and v2).

» authNoPriv. The user logging on to the management
application is authenticated by the SNMP v3 entity before
the entity allows the user to access any of the values in
the MIB objects on the agent. Using this option requires a
user name, password, and the authentication algorithm
(HMAC-MDS5 or HMAC-SHA algorithms).

» authPriv. The user logging on to the management
application is authenticated by the SNMP v3 entity before
the entity allows the user to access any of the values in
the MIB objects on the agent. In addition, all of the
requests and responses from the management application
to the SNMP v3 entity are encrypted, so that all the data
is completely secure. This option requires a user name,
password, and an authentication algorithm (HMAC-MDS5
or HMAC-SHA).

User Name: The name of the user authorized to log on to the

management application.

Password: The password used to log on to the management
application.

Authentication Algorithm: The MDS5 and SHA algorithms are
supported.

Privacy Key: The secret key used to encrypt the scoped PDU
portion in an SNMP v3 message.

Privacy Algorithm: The DES, 3DES, AES-128, AES-192 and
AES-256 algorithms are supported.
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Troubleshooting and Limitations
Problem. Failure to collect information from SNMP devices.

> Solution 1. Verify that you can actually access information from your
Network Management station by using a utility that can verify the
connectivity with the SNMP agent. An example of such a utility is Getlf.

> Solution 2. Verify that the connection data to the SNMP protocol has
been defined correctly in the Add Protocol Parameter dialog box. For
details, see "Protocol Parameter Dialog Box" on page 165.

> Solution 3. Verify that you have the necessary access rights to retrieve
data from the MIB objects on the SNMP agent.

® SQL Protocol

Parameter Description
Database Type The database type. Select the appropriate type from the box.
Port Number The port number on which the database server listens.

» If you enter a port number, DFM tries to connect to a SQL
database using this port number.

» For an Oracle database: If there are many Oracle
databases in the environment and you do not want to
have to create a new credential for each separate database
port, you leave the Port Number field empty. When
accessing an Oracle database, DFM refers to the
portNumberToPortName.xml file and retrieves the correct
port number for each specific Oracle database port.

Note: You can leave the port number empty on condition

that:

» All Oracle database instances are added to the
portNumberToPortName.xml file. For details, see
"portNumberToPortName.xml File" on page 174.

» The same user name and password is needed to access all
Oracle database instances.

Connection Time-out in milliseconds after which the Probe stops trying
Timeout to connect to the database.

User Name The name of the user needed to connect to the database.
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Parameter Description
Password The password of the user needed to connect to the database.
Instance Name The name of the database instance — the Oracle system

identification or the DB2 database name. When connecting
to any database, you can leave this field empty. In this case,
DFM takes the SID from the Triggered CI data value:
${DB.name:NA}. For details, see "Trigger CIs and Trigger
Queries" on page 33.

Encryption None.

method SSL. For Oracle only.

Trust Store File Enter the full path to the SSL trust store file.
Path

To use the trust store file, do one of the following:

» Enter the name (including the extension) and place the
file in the following resources folder:
C:\hp\UCMDB\DataFlowProbe\runtime\
probeManager\discoveryResources\.

» Insert the trust store file full path.

Trust Store The SSL trust store password.
Password

%& SSH Protocol

For details on configuring F-Secure when discovering Windows machines on
which the F-Secure application is running on an SSH server, see
the HP Universal CMDB Discovery and Integration Content

Guide PDF.
Parameter Description
Port Number By default an SSH agent uses port 22. If you are using a
different port for SSH, enter that port number.
Connection Time-out in milliseconds after which the Probe stops trying
Timeout to connect to the remote machine.
For the UNIX platform: If your server is slow, it is
recommended to change Timeout to 40000.
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Parameter

Description

Version

SSH2. Connect through SSH-2 only.
SSH1. Connect through SSH-1 only.

SSH2 or SSH1. Connect through SSH-2 and in case of error
(if SSH-2 is not supported by the server), try to connect
through SSH-1.

Shell Command
Separator

The character that separates different commands in a shell
(to enable the execution of several commands in the same
line).

For example, in UNIX, the default shell command separator
is a semicolon ().

In Windows, the shell command separator is an ampersand
(&).

Authentication
Method

Choose one of the following authentication options to

access SSH:

» password. Enter a user name and password.

» publickey. Enter the user name and path to the key file
that authenticates the client.

» keyboard-interactive. Enter questions and answers. For
details, see "Prompts and Responses" on page 124.

User Name

The name of the user needed to connect to the host through
the SSH network protocol.

Password

The password of the user needed to connect to the host.

Key File Path

(Enabled when the publickey authentication method is
selected.) Location of the authentication key. (In certain
environments, the full key path is required to connect to an
SSH agent.)

Note: Enter the full path to the key file on the Probe
machine.
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Parameter

Description

Prompts and
Responses

(Enabled when the keyboard-interactive authentication
method is selected.) A method whereby the server sends one
or more prompts to enter information and the client
displays them and sends back responses keyed-in by the user.

The following is an example of prompts and expected
responses:

Prompt: Please enter your user name.

Response: Shelly-Ann

Prompt: What is your age?

Response: 21

Prompt: This computer is HP property. Press y to enter.
Response: y

To create these prompts and responses, enter the following
strings in the fields, separated by commas:

Prompts: user,age,enter
Response: Shelly-Ann,21,y

You can enter the full string as it appears in the SSH prompt,
for example:

Authertication Method | keyboard-interactive |=
Uzer Name | |
Pazaword :
Key File Path

Prompts | Please enter your user name| |
Reszponses :
Sudo paths | |
Sudo commands | |

or you can enter a key word, for example, user. DFM maps
this word to the correct prompt.
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