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Data Protector Manager-of-Managers concept

Using multiple Cell Managers

Data Protector Cell Managers are split into multiple cells for various reasons:

» Geographical grouping of systems

e Logical grouping of systems, for example, by department
e Slow network connection between some systems

e Performance considerations

e Separate administrative control

Data Protector provides the Manager-of-Managers (MoM) feature to centrally manage large
environments with multiple cells. MoM allows you to group multiple cells into a larger unit, called
a MoM environment that can be managed from a single point. MoM enables virtually unlimited
growth of your backup environment. New cells can be added or existing ones split.

A MoM environment does not require a reliable network connection from Data Protector cells to
the central MoM cell, because only the controls are sent over the long-distance connections.
However backups are performed locally within each Data Protector cell, assuming that each cell
has its own Media Management Database.

Manager-of-Manager features
Manager-of-Managers provides the following features:

e Centralized licensing repository
This enables simplified license management. It is optional but useful for very large environments.
e Centralized Media Management Database (CMMDB)

The CMMDB allows you to share devices and media across several cells in a MoM
environment. This makes devices of one cell (using the CMMDB) accessible to other cells that
use the CMMDB. The CMMDB, if used, must reside in the MoM cell. In this case, a reliable
network connection is required between the MoM cell and the other Data Protector cells. Note
that it is optional to centralize the Media Management Database.

e Sharing libraries

With the CMMDB, you can share high-end devices between cells in the multi-cell environment.
One cell can control the robotics, serving several devices that are connected to systems in
different cells. Even the Disk Agent to Media Agent data path can go across cell boundaries.

e Enterprise reporting

The MoM can generate reports on a single-cell basis as well as for the entire enterprise
environment.
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Central Media Management Database concept

IDB and CMMDB

In the MoM environment, you can use the Centralized Media Management Database (CMMDB),
to share devices and media across several cells.

The Internal Database (IDB) keeps information about backup, restore, and media management

sessions, devices, and media. It consists of five parts — MMDB, CDB, DCBF, SMBF, and SIBF—
that are located on the Cell Manager. Each part stores some specific Data Protector information.
For security reasons, it is impossible to access and use this data from another Data Protector cell.

In large multi-cell environments with high-end backup devices, you may want to share the devices
and media among several cells. This can be achieved by having one CMMDB for all the cells and
keeping an individual CDB for each cell. This allows media and device sharing while preserving
the security capabilities of the multi-cell structure.

Note: You cannot configure a device connected to a client of an individual cell of a MoM
environment directly from the MoM Manager, only from the appropriate Cell Manager. Only
devices that are connected directly to Cell Managers can be configured from the MoM Manager.

To configure devices in such a case, either configure the devices from the Cell Manager or follow
the following steps.

To configure devices and media for any cell within your enterprise environment:

1. In the MoM, click Clients in the Context List.

2. Select the cell that has the devices or media that you want to manage.

3. In the Tools menu, click Device & Media Administration.

4. A Data Protector Manager GUI opens with the Devices & Media context displayed.
5

. Configure devices and media as if you were a local administrator.

How are media shared?

With the CMMDB, media can only be owned by the Data Protector cell that performed the first
backup on those media. The media owner is displayed in the media view. While media are
protected, only backups from that cell can be appended to the media. Each medium with
protected data on it has information showing which cell currently owns the data. Once the
protection expires, the media become available to other cells again.

How are media initialized?

If a tape has been initialized by one cell, any other cell can use it as long as it does not have any
protected data on it. If a tape is loaded in a library and not yet initialized, any cell can initialize
it, assuming that there is a loose policy and no other tapes are available. The media allocation
rules apply in exactly the same way to shared tapes, except that appendable media can only be
appended by the cell that owns them.

Important

o The CMMDB has a significant effect on licensing. Immediately after the MMDB is changed from
local to remote, all the licenses associated with libraries and devices are taken (validated) from
the MoM Manager and should be removed from client cells.

o A cell in the enterprise environment must have access to the CMMDB to be able to run a
backup. The backup will fail if a network failure occurs between the specific client cell and the

MoM cell.
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Example

Each of the three departments at New York must be configured into a MoM cell. Additionally,
both London and Paris should be configured into local MoM cells, each with two Data Protector
client cells.

Configure cell A as the MoM cell for the New York environment, cell D as the MoM cell for the
Paris environment, and cell F as the MoM cell for the London environment.

= /V/\ —

CELLA

- - >
CIMMDB

CELLD

. - —
CMDB

NEW YORK

MOM
CELLF
|

CMIMDE

LONDON

The Cell Managers and Manager-of-Managers in all seven cells should be Windows systems. Use
a CMMDB in one of the cells in each MoM environment and Catalog Databases in each of the
seven cells. The CMMDB allows you to share libraries between cells within each MoM
environment.

Each of the three locations should have its own library.

The two cells at the Paris MoM environment should share a CMMDB, configured on the MoM of
cell D to enable the library to be shared between the cells.

Similarly, the two London cells should share a CMMDB, configured on the MoM of cell F to
enable the library to be shared.

In this way, each of the three MoM environments can use its own library, shared by client systems
in all cells in the environment. Using only one very large library for all data would not make much
sense, because huge amounts of data would need to be transferred over the WAN for backup
purposes.

The CMMDB s the result of merging MMDBs from several cells in the MoM environment. It allows
you to share high-end devices and media across multiple cells in a MoM environment. One cell
can control the robotics, serving the devices that are connected to systems in other cells. The
CMMDB must reside on the MoM. A reliable network connection between the MoM cell and the
other Data Protector cells is highly recommended.
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MoM installation and setup

Prerequisites

You must choose a system for the MoM Manager. It should be a highly reliable system that is a
Data Protector Cell Manager with the software installed.

Install the required licenses on the MoM cell and on every prospective MoM client cell.

The Cell Managers are LAN connected. The Backup Media Servers are SAN connected to the
tape devices. The MoM server is LAN connected.

All servers are entered into the domain.

Overview of the installation

The MoM environment configuration procedure consists of several phases. You need to:

¢ Install and configure a Cell Manager and/or media server on Windows and/or UNIX OS.
¢ Set up the MoM Manager.
e Import Data Protector cells into the MoM environment.

o Create a Data Protector user in the admin user group on every cell in the MoM environment
who will act as the MoM administrator.

e Restart Data Protector services.

e Optionally, you can also configure a CMMDB, configure centralized licensing, and distribute
the MoM configuration.

e Optionally, you can also configure Centralized Licensing.

Installing and configuring a Cell Manager and/or media server on Windows
Two configurations are possible:

1. Use dedicated tape drives for each Cell Manager. Tape media will be shared for both Cell
Managers through a common free pool; the drives will be dedicated to each individual Cell
Manager in the MoM configuration.

2. Configure the tape library to use the multi-path feature, adding the library into the
configuration for only one of the Cell Managers. The other Cell Managers will receive control
over the library robotics and shared tape drives via the multi-path configuration in Data
Protector.
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Using option 1: dedicated tape drives
1. On each Cell Manager, right-click on Devices & Media, Devices, Autoconfigure Devices....
Run the Device Autoconfiguration Wizard to configure the shared media devices.

Example:

On the first Cell Manager, run the Device Autoconfiguration Wizard and add the SAN
attached shared media devices:

Device Autoconfiguration Wizard - Client Systems

Pleaze zelect client systems that are connected ta libramy robatics or data drives and will participate in autamatic
configuration.

Buzy drive handling

Select what action [ata Protector should take if the drive is busy.

I.-'i‘«l:u:urt j

¥ Barcode reader suppart

[~ Use barcode as medium label on initialization

V¥ &utomaticaly discover changed SC51 address

Figure 1:  Device Configuration Wizard
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Make sure only the number of drives that are dedicated to each Cell Manager are selected in the
configuration wizard.

Device Autoconfiguration Wizard - Devices

_ . . . . . . 23
Flease select libraries, data devices that you want to be configured. Click 'Group by Devices' or 'Group by Hosts' to switch between views. ==
% Group by Devices " Group by Hosts
SRR C] oL e
= fr Robatics Paths

E|---{7-- haphic. xst. oz hp. com
L sesiz0:30

—I-{wH =8 QUANTUM:SDLT320_1

B haphic. st rose_hp. com

S sesiZ00:20

B0 QUANTUM:SDLT 320 2
EH_ haphic. xst. oz hp. com

L sosi2 0030

-7 &4 HP:MSLEDND Series

EI fr Ruobotics Paths

{7 haphic. kst roge. hp. com

=0 QUANTUM:DLTE000_1

E| {7-- haphic. xst. oz hp. com
L Tape2021C

- H=E QUANTUM:DLTE000_2
B -- haphic. st ose_hp. com

i 2fd HP:MSLEO00 Series

B :‘f Riobotics Paths

{7 haphic. st roze_hp. com

QUANTUM:SDLT320 1

; {7-- haptic. xst. roze.hp. com

V=2 QUANTUM:SDLT320_2

{7-- haphic. st rose_hp. com

(i QUANTUM:SDLT320_3
haptic. st roze,hp, com
B QUANTUM:SDLT320 4
l_ haptic. xst. roze.hp. com
E-1 g HP:ThinStor Autoldr
H-[54 HPvLS

¥ Zutomatically configure MuliPath devices

¢ Back Mest » | Finizh I Cancel

Figure 2: Device Configuration Wizard

2. Create dedicated pools on each of the Cell Managers, and a shared free pool for all Cell
Managers. See the HP Data Protector getting started guide (B6960-90155) for more details
on configuring media.

Note:

When merging to CMMDB, devices and pools with the same name will be renamed to create
a unique name for each of the Cell Managers. To avoid renaming, rename all devices and
pools prior to merging to CMMDB.

Note:
Media can be used for backups prior to merging to CMMDB.
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Example:

On the first Cell Manager, run Barcode Scan on the slots. Create pools and format the media
info the dedicated pools. Right-click on the media and select Barcode Scan:

|E|Ie Edit Wiew Actions Help

| I Devices & Media

EEXY

B ER e

=] Enviranment
Automated Operations

=l @ Devices

% DP FileLibrary Haptic

fr Robatics Paths

Barcode Scan

A
z loct Medi
I Select Media, ..

bt I g o

Bl

Figure 3:

Tape barcode scan

-

General |Enntrnl| Flepnsitnr_ul Sattingsl

Library

=

Device Mame |HF’:ESL E SOLT Haptic

Description IHF’ Storage'works ESL E-Series

Device Sublype I

I~ | Can be used for automatic restore

[V MultiPath device
I Yirhual tape libramy - TB based licensing

Device Type [ 551 Library =
Interface Type [scsl =l
Cliert [ =
NOMF Server [ =

4 anagement Console URL I

Right-click on the media and select Format to format the media into the pools:

[=1-£7] Environment

+ Aukomated Operations

13l Devices

% DP FileLibrary Haptic

HP:ESL E SDLT Haptic
Robotics Paths

2[ANNG _ %8R-

3 [AnnG 2 Enter
4 [ANNC M Efect

[Mormwal] From: MSMEmuggy.xst.rose.hp.com "HP:ESL E SDLT Haptic™
Media session 2009/04/22-4 started.

Time: 4.«”22;'

[Mormwal] From: UMARhaptic.xst.rose.hp.com "HP:ESL E SDLT Haptic™ Time: 4/2
STARTING Medis Agent "HP:ESL E ZDLT Haptic™”

[Mormal] From: UMARhaptic.xst.rose.hp.com "HP:ESL E SDLT Haptic™ Time: 4/2
COMPLETED Media Agent "HP:ESL E SDLT Haptic'"

[Mormal] From: MSMEmuggy.xst.rose.hp.com "HP:ESL E SDLT Haptic®™ Time: 4/22

Slot [=ide] Mediwm type

Data
Data
Data
Data
Data
Data
Data

ANNOYOOO1AL
ANNOYOO0Z AL
ANNOYO003 A4
ANNOYOO004A4
ANNOYO00SAL
ANNOYO006LL
ANNOYOO0O0TAL

Frotector
Protector
Frotector
Frotector
Protector
Frotector
Frotector

[ANNOYOD01AL]
[ ANNOYOD0Z AAL]
[ANNOYOD03 AAL]
[ANNOYOD04 AL]
[ ANNOYODDS AA4]
[ ANNOYOD06 AL]
[ ANNOYODOT AL]
Data Protector [ANNOYODOSAL] ANNOYOODEAA
Data Protector [ANNOYODOSAL] ANNOYOOOSAA
10 Data Protector [ANNOYOD10AA] AMNOYOOLOAA

RS I T

10 cartridges out of 10 successfully scanned.

Figure 4:

5 [AHNC
6[annc  Farmat..
7 [ANMC Import
& [AMNC Export
9 [ANNC hange Location.. .
10 [ANN
&1l Copy...
i 12 Verify...
13 Erase
AP 14 -
Dl e
P 16 Import Cataloq. ..
=
P 18 Delete Murn Del
AP 18 Jelect Media.. .
5P 20 Properties...  Alt+Enter
|

Format tape media
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When formatting, select the media pool to add the media in:

JIDevices&Media j”g@ ’;J |JE“§EE|@§§@
B a Enviranment B Select the media pool to add formatted media (default is selected
Automated Operations [E P [ ]I
=] @ Devices
% DF FileLibrary Haptic Media Pocl
=l HP:ESL E SDLT Haptic A media pool is a logical grouping of media that helps you organize and maintain vour backed up data.
:‘r Rohotics Paths
Drives
ESLSDLT Haptic =l
Default SuperDLT
Default SuperDLT_1
2% BT EeE e [efault SuperDLT_2
? 5 [ANNOYDODSAA] ESLSDLT Mugay
- & [ANNOYOD0BAA] Free pool )
7 7 [ANNOYOOO754] VL EDLT antic
~ B & [AMNOYONOGAA] Ll och| M . 2
 Lasovo003A%) Library on Cell Manager Haptic
- 10 [ANNOYD010AA]
Figure 5:  Defining pools

On the second Cell Manager, create pools, run a barcode scan on the slots, and run a scan
on the media or format the media into the dedicated pools:

J IDevices & Media

HECELLIEES

Figure 6:

E-£7 Environment
Automated Operatians

@ Devices

DF FileLibrary Haptic
HP:ESL E SDLT Haptic
HP:ESL E SDLT Muggy
- ff Robotics Paths
{5 Drives
=18 sSlots
- 1 [ANNOYODD1AA]
S 2 [ANNOYO002ZA4]
3 [AHNOYO00344]
b 4 [ANNOYTI004AA]
S 5 [ANNOYO00SAA]
& [ANNOYO0DEAA]
2B 7 [ANNOYINO7AA]
b 5 [ANNOTI00GAA]
9 [AHNOYO009AA]
A 10 [ANNOYOD10A4]
=11

Defining pools

=

Media Poal

Select the media pool to add formatted media [default is selected)

A media pool is 3 logical grouping of media that helps you organize and maintain your backed up data

Default SuperDLT_1

Default SuperDLT
Default SuperDLT_1
Default SupeDLT_2
ESLSDLT Haptic

Free pool
LS SDLT Haptic
WIS SDLT Mugay

Library on Cell Manager Muggy

The configured media view will show the media details:

Figure 7:

B Environment -
-[#m] sutomated Operations

EI@ Devices

=473 HP:ESL E-Series_haptic

Tr Robatics Paths

S 1 [ANNOYO0D1AA]
B 2 [ANNOYIDDZAA]
3 [BNNOYDO03AA]
4 [BNNOYDOD4AA]
5 [BNNOYDOOSAR]

& [ANNOYDO0BAA]
S 9 [ANNOYO009AA]
- B 10 [ANNOYO010AA]

Slat-[Side]

| Q... | Location

| Format | Protect... | Awvail... | Pool | Description )

[ANNOYO0O1AA)
[ANNOYODDZA4]
B3 [ANNOYINTIAS]
B4 [ANNOYOD04HAA]

7 [ANNOYOIOTAL]
Epg [AMNOVINIRAS]
Bp 3 [ANNOTON0AA]
10 [ANNOYOO10AA]
a1

12

713

2514

&5

Py

Configured media

Good
Good
Good
Good
Good
Good
Good
Good
Good
Good

[HF:ESL E-Series_hap!
s

R e

[HF:ESL E-Series_haptic: 1] DakaProtector  None 102400 ESL_SCLT Haphic  [AMMOYDOO1AAT ANNOYOODLAS
[HP:ESL E-Series_hap! Daka Prokeckor  None 102400 ESL_SDLT_Haptic  [AMMOYOD0ZAA] ANNOYOODZAA
[HP:ESL E-Series_hapt Data Protector  Mone 102400 ESL_SDLT_Haptic  [AMMOYDD03AA] ANNOYODD3AA
[HP:ESL E-Series_haptic: 4] Data Protector  MNone 102400 ESL_SDLT_Haptic  [AMMOYO004AA] ANNOYOOD4AS
[HF:ESL E-Series_haptic: 5]  Data Protector  MNone 102400 ESL_SDLT_Haptic  [AMMOYO00SAA] ANMNOYOODSAS
[HP:ESL E-Series_haptic: 6]  Data Protector  Mone 102400 ESL_SDLT_Haphic  [AMMOYOD06AA] AWMOYOODEAL
[HP:ESL E-Series_haptic: 7] Daka Protector  Mone 102400 ESL_SDLT_Haptic  [AMMOYO007AA] ANNOYOOD7AS
[HP:ESL E-Series_haptic: 8]  Data Protector  Mone 102400 ESL_SDLT_Haptic [AMMOYDD08AA] ANNOYODDSAA
[HP:ESL E-Series_haptic: 9] Data Protector  MNone 102400 ESL_SDLT_Haptic  [AMMOYOO09AA] ANNOYOOD9AA
[HF:ESL E-Series_haptic;  10] Daka Protector  None 102400 ESL_SCLT Haphic  [AMMOYD010AAT ANMNOYOO10MAS
[HP:ESL E-Series_haptic:  11]  Emply - - -
[HP:ESL E-Series_haptic:  12]  Emply - - -
[HP:ESL E-Series_haptic:  13]  Emply - - -
[HF:ESL E-Series_haptic:  14]  Emply - - -

Emply - - -
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Using option 2: multi-path device

To configure the device as a multipath device, the host of the CMMDB needs to be made aware
of the media agents using this device, which may reside in other cells:

1. Open the cell info file on the Cell Manager. This file is located under
DP_Home\Config\Server\Cell on Windows Servers. Copy the lines containing the media
agent host connected to the device in the ce11_info file from the Cell Manager to the
cell info file on the MoM. A typical line in the ce11 info file, where only MA is installed

looks like the following:
-host "host.domain.com" -os "hp s800 hp-ux-11.31" -core A.06.10 -ma A.06.10

2. Repeat this process for all Cell Managers in the environment.
3. Save the cell info file on the MoM and restart the GUL.

The same cel1 info file content needs to be added to the MoM server ce11 info file.

Note: Additional steps are required if you use the (recommended) secure cell feature
(allow_hosts)

Now that you have configured the ce11 info file on the Cell Managers, you can configure the
device as a multipath device:

1. Right-click the device to see its properties. Click on the Multipath Device checkbox.

po Propetties for HP:ESL E-Seties_haptic - HP Data Protector Manager

JE\Ie Edit Yiew Actions Help

“Devlces&Msd\a j“ﬂel”gﬂ’ﬁ‘? J&&@éﬁlﬁgﬁﬂ
=+ Enviranment General IEontro\l Hepos\lowl Settmgsl
Automated Operations
-3 Devices ﬁ Library

| El£{8 HPiESL E-Series_haptic
: 5T Robotics Paths

= Drives Device Name
(=) QUANTUM:SDLT320_1_ha i
{=J QUANTUM:SDLT320_2_ Description |HF' Storageiwforks ESL E-Series

HP:MSLE000 DLTEK Haptic Desvice Subtype | j
-£/2 HPiMSLE000 SOLT Haptic

@ Devices by host
Extended Copy
Media ¥ MultiPath device

[~ Can be used for autoratic restore:

{7 Lacations ™ Mirtual tape library - TB based licensing

-] Pools
Device Type [sCsi Library [l
Intertace Type [scal =l

Figure 8: Media configuration

10| Page



2. In the Control tab, you can see additional boxes for configuring the client and the SCSI
address. Select the appropriate clients and paths for the device. Click Add to add all hosts to
the library configuration. The path that is available in the SAN to be selected, will have a
green tick in front of it. The Add button will become active once an available path is
highlighted. When all hosts have been added under the Configured paths, define the priority
of the clients by moving them up or down using the arrows on the right of the Configured
paths window:

o |5 2 | S

General Control | Hepusiluryl Sellingsl

J I Devices & Media

Hee

=1 £ Enviranment
- Automated Operations
E@ Devices
| =473 HP:ESL E-Series_haptic
i 7 Robotics Paths
Drives
(=0 QUANTUM:SDLT320_1_ha
{=J QUANTUM:SDLT320_2_
Slots

ugz Specify the required information about the library SCS1 1D and drive handling.
Select the available
path from the drop-
down list.

i Library's robotic SCSI addr
Clignt

Imuggy wst 1ose.hp.com

SC5| address of the library robotic.

&
HP:MSLE00D DLTAK Haptic
HP:MSLED0D SDLT Haptic ) = Add
Devices by host Address ‘ Mame ‘ Description | Slots ‘ Serial Numberl
xte.ndad Copy Gl 4 scsid:0:3:1  HP:MSLEDDD Series~ HP StaragelWorks MSL6000.., 60 01Ub7I4k03
edia e ¥ scsidi0:2:0 HPIMSLEO0D Series WP StoragetWorks MSL6000.. &0 01Ub7I4k00 W=
[ Locatians 04 scsitinilil HPVLS Control device 712 DIFEPWTYOS =
-] Pools haptic. x: " = T >
+ 5 HP Storag 0 2 e
HP:Thinstor AutoLdr  HP Thinstor Aukoldr 15 DUFEPWTYO0 [Dekie |

Lae ]«

po Properties for HP:ESL E-Series_haptic - HP Data Protector Manager

[ SRR EEE A=

General Contral | Hepuslluwl Selllngsl

J Ele Edit Wew Actions Help

ElEE

J I Devices & Media

=] Enviranment
Automated Cperations
Ceevices
=& HPIESL E-Series_haptic

ug: Specify the required infarmation about the library SCS1 1D and drive handiing

% Robolics Paths ~Libraiy's robatic SCS1 adds Define the host
[SE Crives -
(= QUANTUM:SDLT320 1 ha Clen] priority by moving RN
--{=J] QUANTUM:SDLT320_2_ |muggy.xst.ruse.huwm 'rhe hosinome ) vl
) H MSLEO0D DLTEK Hapt SCS| address of the library robotic. d d p |
H laptic 0
1 n wn.
% HP:MSLEODD SDLT Haptic gg Imm 01:0 « © |
@ Devices by hast |
Extended Copy
Media Conligured paths
£ Locations Cliert [ SCSl address . ser |
{7 Podls haptic. st iose. hp.com - sosi220:3:0
muggy.xstrose.hp.com scsid0:1:0 - Delete I
-
Figure 9: Media configuration
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2. Repeat the procedure for all the drives to configure them as multipath drives.

=] Emviranment General |D'i"'E | Sallingsl

-2 Automated Operations

=] @ Devices g Drive
B

g_; HP:ESL E-Seties_haptic

~fs Robotics Paths
5] Drives Device Mame IQUANTUM:SDLTSZU_W_hapliC
-{=][QUANTUM:SDLT320_1_haptic|
{=J QUANTUM:SDLT320_2_ha Description IQuantum SDLT1
Slots
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Figure 10: Media configuration

Note: If you switch between the first and second configuration options, you need to configure the
same device twice from two different Cell Managers. You should delete one device from CM2
and just keep the device from CM1. You will have to change the “Destination” for the backups
configured using the deleted device. You can either do this from the GUI or by editing the
datalists/barlists located on the Cell Manager with a text editor.

Using sanconf

Sanconf is a utility for auto-configuring and modifying libraries and drives in a SAN. It allows the
following tasks to be performed:

e Scanning specified Data Protector clients, gathering information on SCSI addresses of drives
and robotic controls connected to clients in the SAN environment.

e Configuring or modifying settings of a library or drive for given clients using the information
gathered during the scan of Data Protector clients.

 Removing drives on all or specified clients from a library.

In Data Protector 6.1, this utility was limited to work only within a single cell, with no option to be
used in a MoM environment.

In Data Protector 6.11, sanconf has a new sanconf -mom -existing options option from the
MoM server. Sanconf is able to configure any device from any cell that uses the same CMMDB as
the cell in which sanconf is started.

The following limitations apply:

e All cells have to use a CMMDB. Cells that use their own MMDB (even if they are part of the
same MoM) cannot be configured in this way. You must run a separate sanconf for such cells.

e If one MA client is configured in more than one Cell Manager, only the first Cell Manager will
be shown during configuration. This will be visible in messages and debugs only; it has no
impact on the functionality.

* In environments where security settings do not allow connections across Cell Managers, the
functionality will not work. Clients from cells using a CMMDB will have to be configured in a
way to allow sanconf from another cell to contact them directly. This is valid for firewall settings
and for Data Protector Permission settings.
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Setting up a MoM Manager
Two MoM configurations are possible:

¢ Promote one of the Cell Managers to become the MoM manager as well.

e Use a dedicated server to be the MoM server only.

If a high number of database transactions is expected on the CMMDB (>200 IDB database
connections), it is recommended to use a dedicated system for the MoM Manager, separated
from the Cell Manager IDBs transactions.

Option 1: Promote one of the Cell Managers to become MoM manager

1. In the Context List, click Clients.
2. In the Actions menu, click Configure CM as Data Protector Manager-of-Managers Server:

g2 Properties for muggy.xst.rose.hp.com - HP Data Protector Manager

| Ele Edit Wiew | Actions Help

“Elients Import Client, . | 2 J Q’ﬁ ﬁ | <4
-] Data Proke 3ECUME. .. pral | Security I Advanced I Certificates
= {8 Clienks  Uporade.
o LgE E[I Cell Manager
ﬁ Trstall Configure CM as Manager-of-Managers Server =
- (FE M I .
=2 @ L Restart Failed Clients. ., - muggy.xstrose.hp.com
Ll Abart : )
| | FTatarm: microzoft (386 whT-5.2-5

Figure 11: MoM configuration
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Option 2: Install a dedicated MoM server

1. To install the MoM software, start the Data Protector setup and chose the MoM interface. Core
Data Protector software will be installed in addition to the MoM, but can be unselected. If this
is a dedicated MoM server, you can also choose to install the documentation. If this is a Cell
Manager upgrade, you can unselect the documentation:

i'él HP Data Protector A.06.10 - Setup Wizard

Component Selection ﬁ .
Select the program Features wou want installed, [F]

...... —Feature Descripbion
] *MC e
General Media Agent — Allows Data Protector to back up
NDMP Media Agent and restare data on this system.
IAF Deduplication Agent
ser Interface
-] -.-| Manager-of-Managers User Inkerf.
B = v| Documentation & Help
- Zhr | English Dncumentat!cun & Help This feature requires OKEB on
French Docurnentation & Help your hard drive. It has 0 of 1
Japanese Documentation & Help subfeatures selecked, The
......... % - | Java GUI Client g subfeatures require OKE on vour
--------- ¥ - | Installation Server hard drive.
[F......: W | Tnltenrakinns bl
4 | »

[rata Protechor

O W < Back I Mexk = I Cancel

Figure 12: Installing MoM

2. Install the disk and media agent on the MoM server if you need backup of the local MoM
server IDB, or perform any other local backup tasks on the MoM server.

3. Start the MoM user interface:
Original Data Protector GUI:

On Windows: Select Data Protector Manager-of-Managers in the Data Protector program
group. Alternatively, run the mom.exe command from the pata Protector home\bin
directory.

Data Protector Java GUI:

On Windows: Select Data Protector Java GUI Manager-of-Managers in the Data Protector
program group or run the javadpguimom command from the
Data Protector home\java\client\bin directory.

On Unix: Run the /opt/omni/java/client/bin/javadpguimom.sh command.
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4. When prompted, open the MoM GUI, create an empty mom_info file in the directory

C:\Program Files\OmniBack\Config\Server\cell, restart the Data Protector services on
the MoM server, and start the MoM GUI again:

CRS iz not running in b anager-of-t anagers Server mode.
The empty file cell/monm_info must be created
and [D'ata Protector zerver proceszes must be restarted on the banager-of-tanagers
121g05  =erver host,

Figure 13: MoM configuration

Follow the instructions, creating mom server and mom_info files, with the name of the MoM
server in them:

@& C:Program Files',DmniBack',Config',Servericell
File Edt View Favorites Todls Help | "J'
O Back = . - T | - Search |7 Folders | (=
Address Iﬂ Z\Program FilesiOmniBackiConfighServericel j G0
Folders X | _Mame * Size | Type | Dake Modifie
B D server - ceII_Forrnat 1LKB File 11/14/2008 !
) amo cell_infao 1EE File 5202009 5
) amoschedules maom_info OKE File Sfz20f2002 5
=1 Barlists LKE Filz 5/z20f2002 5

Figure 14: MoM configuration

Creating the MoM administrator user

The active user must be a member of the Admin user group on the Cell Manager of the cell to be
imported. If you are using the Java GUI, make sure the user account under which the UIProxy
service is running is in the Admin user group on every Cell Manager in the MoM environment.

To create a MoM user account, define a domain service account, and add it to the local system
admin group on the Cell Managers and MoM server. You also need to add it to each Cell
Manager user list. This account will then be allowed to access the MoM environment and each
client cell inside the MoM setup.
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Add the account to the local system admin group on the Cell Managers and MoM server:

S e acon vew windw teb
e AEXEFB 2

O Computer Management M [=]

| =lo1 ]

| Description

=] Computer Management (Local) Name
& b, System Tools & administrators
(1 (] Event Viewer Backup Operators

S

Shared Folders

Add/Delete users

il

Administrators have complete and u...

Rackin Oneratars ran override seei. ..
(ST ke 10 Administrators Properties

& Local Users and Groups Guests
L Users Network Configurat Genaa '
4 — Groups Q Performance Log Uk -
il Performance Logs and Alert: | 2 Perf ce Monitc g Administrators
S = Device Manager @ bower Useré O
=] Storage s -
3| Removable Storage Descript Cote to e comott
§ Disk Defragmenter escry m—
o Disk Management embers:
* @p Services and Applications M
HelpServicesGroup Adminestiator
TelnetClients XSTA\Domain Adrmns
a XS T\momadmin

a XS T\storadm

Select a group, then specify information about new user(z), or delete existing user(s).

—User

Group I admin

Manual I Browse |

Tuvpe IWindows j
Mame Imomadmin j
Group/Diomain Ixst j
Description IMom Admin Used
Cliert [cny) [~
—Uzer

Mame | Group/D&omain | Client System | D'escription

ADMIMISTRATOR  MUGGY mugagy. xst.roze. hp.com CRS service account

ADMIMISTRATOR  MUGGY LAy Initial cell administrator

AMY ANY <Anys

java applet webreporting wiebFeporting

MOMADMIN ST By

SYSTEM MT AJTHORITY  mugay.xst.rose.hp.com Local Spstem account an k..

| LCancel I

< Back et » Firizh

Figure 15: Creating MoM admin user
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Importing Cell Managers

Importing a Data Protector cell into a MoM environment allows it to be centrally managed by the
MoM Manager.

Cluster clients identify themselves to the MoM Manager with their virtual server names. If you
import a cluster in a MoM environment, use only its virtual server name.

1. In the MoM, click Clients in the Context List.
2. Rightclick Enterprise Clients and then click Import Cell Manager.
3. Select a Cell Manager to import and click Finish.

____________________________________________________________________________________________________|
mQ Enterprise Clients - HP Data Protector MOM

JEiIe Edit Wiew Actions Tools Help

| [ciens EECEEECTR
R Cell Manager £ | Status | MMDEServer |
-0 caspase Import Cell Manager E.caspase.xst.rose.hp.com IUp and Running nkniowwn
@ haptic.x B haptic.xst.rose hp.com  Unknawn Unkniown
}ﬁ rLggy.: Distribute Configuration... B mugay.xst.rose.hpocom  Unknawn Inkniown

Refresh FS

Figure 16: Importing Cell Managers

4. Restart the MoM GUI to browse the imported Cell Managers.

go Enterprise Clients - HP Data Protector MOM
J File Edit Yew Actions Tools Help

|2 & (O

Cell Manager

b ]

J IEIients j

i | Skatus
Up and Running

=-(§% caspase. xst.rose.hp.com
‘g8 caspase. xst.rose.hp.com
Enj% haptic.xst.rose.hp.com

d@.caspase.xst.mse.hp.cnm
ﬁ@.haptic.xst.ruse.hp.cum
@2 muagy. xst.rose,hp,com

Up and Running
Up and Running

{E'. haptic,xst.rose.hp. com

¢ B muggy.xst rose.hp.com

== muggy.xst.rose.hp,com
haptic.xst.rose.hp. com
8 muggy.xst.rose.hp.com

liz]

Figure 17: Importing Cell Managers
____________________________________________________________________________________________________|

Configuring CMMDB

e Set up a CMMDB if you want to have central media management. If you do not set up a
CMMDB, each cell will have its own MMDB.

e During the configuration, you can choose to have local MMDBs merged into the CMMDB. You
can decide for each cell if it will use the CMMDB or its own local MMDB.

e Once you have configured the CMMDB and start using it, you cannot split it back into local
MMDBs. You should not try to recover the old state of an MMDB, but rather create a new
MMDB from scratch.
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Prerequisites

e Check that the Data Protector Cell Managers in all cells have the same version of Data
Protector installed and running.

e Check that there are no backup, restore, or media management sessions running on any of the
cells to be added to the CMMDB.
Overview

There are two stages to configuration:

e Configure CMMDB on the MoM Manager.
e Configure CMMDB on each client cell.

1. Configuring CMMDB on the MoM Manager
1. Run a backup of the IDB.

Alternatively, log on to the MoM Manager and copy the following directory to a temporary
location for safety reasons:

On Windows Server 2008: pata Protector program data\db40\datafiles\mmdb
On other Windows systems: pata Protector home\db40\datafiles\mmdb

On UNIX systems: /var/opt/omni/server/db40/datafiles/mmdb

2. On the MoM server, run the following command to merge the local MMDB into the CMMDB:

e On Windows systems:
Data Protector home\bin\omnidbutil -mergemmdb Cell Server Hostname

On UNIX systems: /opt/omni/sbin/omnidbutil -mergemmdb Cell Server Hostname
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Note:

If duplicate pool names exist, the pool name will be renamed with _1 to ensure a unique name:

WINDOWS  system 32 cmd.exe

C:“Program Files“OmniBack“bhin>omnidhbutil —mergemmdh haptic

About to start media management database merge from host haptic.

Are you sure (ps/nl?y

Merging libraries ...

Merging cartridges ...

Merging pool “Default DDS' and bhelonging devices and media ...

WARNIMG: Pool "Default DDS' venamed to "Default DDS_1"

Merging pool "Default QI and bhelonging devices and media ...

WARMIMNG: Pool "Default QIC" renamed to "Default QIC_1"

Merging pool "Default Exabyte' and bhelonging devices and media ...

ARNING: Pool "Default Exabyte" renamed to "Default Exahyte 1"

Merging pool "Default AIT" and belonging devices and media ...

WARMIMNG: Pool "Default AIT" renamed to "Default AIT_1"

Merging pool "Default SAIT" and belonging devices and media ...

WARMING: Pool "Default SAIT" renamed to “"Default SAIT_1Y

Merging pool "Default T3480-T4898-T9498" and belonging devices and media ...

?ﬂRNING: Pool "Default T3480-T4898-T9490" renamed to "Default T3I48A-T4R9B-T2490

Merging pool "Default Optical™ and belonging devices and media ...

WARMIMNG: Pool "Default Optical" renamed to '"Default Optical_1"

Merging pool “Default File' and belonging devices and media ...

WARMING: Pool "Default File" renamed to "Default File 1%

Merging pool "Default T?848" and helonging devices and media ...

LARNING: Pool "Default T?848" renamed to "Default T98468_1"

Merging pool "Default Tape' and belonging devices and media ...

WARMING: Pool "Default Tape" renamed to "Default Tape_1"

Merging pool “"Default DLT" and bhelonging devices and media ...

WARNING: Pool "Default DLT" renamed to "Default DLT_1*

Merging pool "Default S5D-3" and belonging devices and media ...

WARMING: Pool "Default 8$D-3" renamed to “"Default SD-3_1%

Merging pool "Default T35?8" and helonging devices and media ...

LARMING: Pool "Default T3578" renamed to "Default T35978_1"

Merging pool "Default T3592" and belonging devices and media ...

LMARMIMNG: Pool "Default T35%92" renamed to "Default T35%2_1"

Merging pool “Default LTO-Ultrium'" and belonging devices and media ...

WARMING: Pool "Default LTO-Ultrium” renamed to "Default LTO-Ultrium_1"

Merging pool "Default SuperDLT" and belonging devices and media ...

WARMING: Pool "Default SuperDLT" renamed to "Default SuperDLT_1"

Merging pool "Default DIF" and belonging devices and media ...

WARMING: Pool "Default DIF" renamed to "Default DIF_1"

Merging pool "Default T2748" and helonging devices and media ...

WARNING: Pool "Default T9948" renamed to “"Default T7940_1Y

Merging pool "Default TiBBBH" and belonging devices and media ...

LARNING: Pool "Default T18PAA" renamed to "Default T1888A_1"
"ESL_SDLT_Haptic'" and bhelonging devices and media ...
"MEL_SDLT _Haptic' and belonging devices and media ...
"MSL_DLTBK_Haptic' and belonging devices and media ...
"SDLT _Free_Pool" and belonging devices and media ...
"DLT8K_Free_ Pool" and belonging devices and media ...

C:“Program Files“OmniBack“binXomnidbutil —mergemmdh muggy

About to start media management database merge from host nuggy.
Are you sure (ps/nl?y

Merging pool "Default DDS" and belonging devices and media ...
WARMING: Pool "Default DDE' renamed to "Default DDS_2V

Merging pool “Default QIC" and bhelonging devices and media ...
WARNING: Pool "Default QIC" renamed to "Default QIC 2"

Merging pool "Default Exabyte' and belonging devices and media ...

Figure 18: Configuring the CMMDB
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3. Run the following command on the MoM server to synchronize the local CDB with the
CMMDB:

e On Windows systems:
Data Protector home\bin\omnidbutil -cdbsync Cell Server Hostname

e  On UNIX systems: /opt/omni/sbin/omnidbutil -cdbsync Cell Server Hostname

C:“Program FilessOmniBack“hin>omnidbutil —cdbsync haptic

About to start catalog database synchronization for host haptic.
Are vyou sure (y n>7y

DONE?*

C:sProgram FilessOmniBacksbinXomnidbutil —cdbsvync muggy

About to start catalog database synchronization for host muggy.
Are you sure {ysn>?y

DONE?

Figure 19: Configuring CMMDB

4. Edit the duplicated names of media pools and devices. This duplication always occurs with the
default pools if they exist on both cells. The duplicated names have ~ appended to their
name, where v is a number. In this case, manually change the backup specifications that use
these devices fo use the new device names.

5. Repeat the steps for all client cells that you want to add to the CMMDB.

If you are configuring a new cell (and you do not yet have devices and media configured), there
is no need to merge the database. You only need to merge cells with the CMMDB that already
have devices and media configured.

2. Configuring CMMDB on a client cell

1. Log on to the Cell Manager of the client cell as a member of the Admin user group.
2. Create the file containing the name of the MMDB Server (fully qualified):
¢ On Windows Server 2008:

Data_ Protector program data\Config\server\cell\mmdb server
Save the file as Unicode.

e On other Windows systems: Data_Protector home\Config\server\cell\mndb server
Save the file as Unicode.

e On UNIX systems: /etc/opt/omni/server/cell/mmdb_server

Address I_} C:\Program Files\OmniBackiConfighServericel j E
Folders ® || Mame - Size | Type
El () OmniBack N [ cell_format 11KE File
) bin cell_info 2KE File
= I Config installation_servers 2KE File
- client :!'_" 1KE File
1 InFarmix 1KE File
= 1 Server
[ amo
) amoschedules
[ Barlists
) Barschedules
) COROM
' cel

Figure 20: Configuriﬁg CMMDB
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3. Restart the Data Protector services.

4. Update configuration files by running the following command:
e  On Windows systems: Data Protector home\bin\omnicc -update mom server
e  On UNIX systems: /opt/omni/bin/omnicc -update mom server

5. Verity with the omnisv -status command that the media is managed by the CMMDB:

.rose, hp. com)

fant proc = up and running.

Figure 21: Configuring CMMDB

Note: The pool names of the Cell Manager that was merged first will remain as they are. The
names for the second Cell Manager, which was merged later, are changed to “poo1 1”.

- DLTaK_Free_Poal

R 40LTEK Free Pool i
- @ ESL_SDLT_Haptic
P ESL_SDLT_Muggy
- g M3L_DLTEK_Haptic
P M3L_DLTEK_Muggy
- g MAL_SDLT_Haptic
P M3L_SOLT_Muggy

— 4

- a3 SOLT_Free_Pool
‘i SpLT_Free_Pool_t

Figure 22: Configuring CMMDB

Configuring Centralized licensing

1. Centralized versus distributed licensing

Centralized licensing means that all licenses are configured on the MoM and can be allocated to
specific cells as needed. Centralized licensing simplifies license management. Licensing
administration, including the distribution and moving of the licenses, is performed by the MoM
administrator for all cells in the MoM environment.

Setting up centralized licensing is optional. Instead, you can install individual licenses on each
Cell Manager. These licenses are restricted to the cell on which they are installed and all licensing
administration tasks have to be performed locally.

Note: For central licensing with MoM, you need to assign a minimum of 1 TB to each cell using
the advanced backup to disk functionality.
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2. Setting up centralized licensing

If you are consolidating existing Data Protector cells into a MoM environment, send a request to
the HP Password Delivery Center to move the licenses from the existing Cell Managers to the new
MoM Manager.

1. Log on to the MoM Manager and create the 1icdistrib.dat file:
e On Windows Server 2008:

Data Protector program data\Config\server\cell\licdistrib.dat

e On other Windows systems:
Data Protector home\Config\server\cell\licdistrib.dat

e On UNIX systems: /etc/opt/omni/server/cell/licdistrib.dat

2. Llog on to each Cell Manager in the MoM environment and create the 1ic server file with
the name of the MoM Manager:

e On Windows Server 2008:

Data Protector program data\Config\server\cell\lic server
e On other Windows systems: pata Protector home\Config\server\cell\lic server

e On UNIX systems: /etc/opt/omni/server/cell/lic_server

3. Stop and restart Data Protector services on each Cell Manager on which you have made
changes.

4. In the MoM, click Clients in the Context List.

5. In the Scoping Pane, rightclick the Cell Manager that has the licensing information you want
to change, and then click Configure Licensing to open the wizard. The types and numbers of
licenses available to your selected Cell Manager are displayed.

6. Click the Remote option to change the licensing from local to remote. The Used columns
change to Allocated.

7. Modify the license configuration. Only the Allocated column is available during the
modification process.
e To release (give up) a license type, thus increasing the number of available licenses, reduce
its corresponding number in the Allocated column.

e To assign a license type, increase its corresponding number in the Allocated column.

8. Click Finish to apply the configuration.
9. Repeat the steps for all Cell Managers for which you want to set up the centralized licensing.

10.Stop and restart the Data Protector processes using the omnisv -stop and omnisv -start
commands from the Data Protector home\bin (Windows) or /opt/omni/sbin (UNIX)
directory.

If the Cell Manager is configured on MC/ServiceGuard, run the cmhaltpkg pkg name command
to stop, and the cmrunpkg -n node name pkg name to start the Data Protector package, where
pkg_name is the name of the Data Protector cluster package.

The changes take effect affer you stop and restart the Data Protector services on each Cell
Manager on which you have made changes.

Data Protector checks the license configuration with the MoM Manager every hour. In the case of
communication problems or the MoM Manager being unavailable, the licensing status is kept for
72 hours. If the problems are not resolved within this 72-hour period, local licenses are used.

3. Example of moving licenses

If you have not configured centralized licensing, you cannot move licenses between cells without
the approval of the HP Password Delivery Center. This is, however, possible in the MoM
environment with configured centralized licensing, where the MoM administrator allocates
licenses as needed. In the example below, the clients from one cell are moved to another. This
results in the need to move the licenses.

Enterprise environment before the reorganization
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Two Cell Managers, Aztec and Mayan, are configured in the enterprise environment with
centralized licensing:

e Aztec is an HP-UX Cell Manager with a Cell Manager for UNIX—Single Drive license. There is
also an NDMP server connected in the cell that requires an NDMP Server Backup Extension
license.

* Mayan is also an HP-UX Cell Manager with one Cell Manager for UNIX—Single Drive license.

Reorganization of the enterprise environment

The Aztec cell needs to be reorganized, with most of the clients and the NDMP server being
transferred to the Mayan cell.

Mayan now needs the NDMP Server Backup Extension license.
Steps

1. In the Data Protector Manager-of-Managers, click Clients in the Context List.

2. Right-click the Aztec Cell Manager and then click Configure Licensing. The types and numbers
of licenses available to the Aztec Cell Manager are displayed. Remove the NDMP Server
Backup Extension license.

3. Click Finish to apply the configuration.

4. Right-click the Mayan Cell Manager and then click Configure Licensing. Add the NDMP Server
Backup Extension license.

5. Click Finish to apply the configuration.

The enterprise environment after reorganization

The Aztec Cell Manager now has one Cell Manager for UNIX—Single Drive license and the
Mayan Cell Manager has a Cell Manager for UNIX—Single Drive license and an NDMP Server
Backup Extension license for the NDMP server.

4. licensing report

To produce a license report, use the Data Protector omnicc command:

omnicc -check licenses [-detail]

If you do not specify the ~detail option, the command returns information on whether the Data
Protector licensing is covered or not.

If you do specity the -detail option, a detailed report is produced. The following information is
returned for every license in the cell: license name, licenses installed, licenses used and licenses
required.

Refer to the omnicc man page for more information. Note that the command does not list the
expiration dates for the licenses. Depending on the environment and the number of licenses
installed, the report may take some time to generate. To get the information on the licenses
expiration dates, enter the following command: omnicc -password info.

In a MoM environment with the CMMDB configured, when producing a license report for the
items that are subject to libraries and devices related licenses, such as media (including advance
file device media), backup devices, drives and slots, the omnicc command must be run on the
Cell Manager or MoM server with the CMMDB installed.

Alternatively, right-click the MoM server name, and chose Configure Licenses.
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Figure 23: Licensing report

5. Deactivating centralized licensing

Centralized licensing can be deactivated and converted to local licensing:

1

N

S e

7.

In the MoM, click Clients in the Context List.

In the Scoping Pane, rightlick the Cell Manager for which you want to deactivate centralized
licensing and then click configure Licensing to open the wizard. The types and numbers
of licenses available to the selected Cell Manager are displayed.

Click the Local option to change licensing from remote to local.

Click Finish to apply the configuration.

Repeat the steps for all Cell Managers for which you want to deactivate centralized licensing.
Log on to the MoM Manager and mount the following directory:

e On Windows Server 2008: Data Protector program data\config\server\cell

o On other Windows systems: Data_ Protector home\config\server\cell

e On UNIX systems: /etc/opt/omni/server/cell

Rename the 1icdistrib.dat file, for example to 1icdistrib.old.

The changes take effect after you stop and restart the Data Protector services using the omnisv -
stop and omnisv -start commands from the Data Protector home\bin (Windows) or
/opt/omni/sbin (UNIX) directory on the MoM Manager and each Cell Manager on which you
made changes.

If the Cell Manager is configured on MC/ServiceGuard, run the cmhaltpkg pkg name command

to stop and the cmrunpkg -n node name pkg name to start the Data Protector package, where
pkg name is the name of the Data Protector cluster package.
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Backup of the MoM server CMMDB

The MoM server CMMDB is under the same path as the Cell Manager’s MMDB. Use the internal
database backup option to backup the CMMDB (DA and MA module required).

MoM user creation and Cell Manager population

Users are not automatically populated from the MoM child server to the other child cell servers.
You should first add users to the MoM and then manually populate the other cells by using the
MoM GUI as seen in the following example. There is no automatic synchronization between users
in different cells.

To add or remove a user to and from another Cell Manager, rightlick and chose Add user to
other cells, or Remove user from other cells:

. __________________________________________________________________________________________________________|
po haptic.xst.rose.hp.com - HP Data Protector MOM

JEiIe Edit Wiew Actions Tools Help

[[users || Eelalw =2 | W
E--@ Enterprise Users Mame | Descripkion |
E{El caspase.xst.rose.hp.com m adrin Adrninistrator Class
E‘m admin moperator Operator
b ADMINISTRATOR m user Simple User Class
----- ADMIMISTRATOR
ANy
java
. SYSTEM Delete urn Del
m operator Add user ta other cells
m user Move. ..
[—]d@. haptic.xst rose.b Femove user from cells
L——_I--m adrnin
o <Ay Properties...  Al+Enter
----- jawva
- MOMADMIN
- MOMADMIN
L SYSTEM
m operatar
m user
r—_'|--,j§|. muggy . xst.rose.hp.com
Em adrnin
----- ADMIMISTRATCOR
ADMIMISTRATCOR
ANY
java
i MOMADMIN
- SYSTEM
m operatar
m uzer

Figure 24: User management

About CMMDB merge

After completion of the CMMDB configuration, the local MMDB is no longer used, but Media
Management datafiles are still part of the local IDB, and backed up as part of the local IDB
backup.

Important Note! As a consequence of the above, the MMDB files must not be deleted from the
filesystem, and need to be stored together with the CDB files, otherwise a local IDB backup will
fail.
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Security

When you secure a client, the client names of the systems allowed to access a client, are written
to the allow hosts file. You can also explicitly deny access to a client from certain computers by
adding their names to the deny hosts file.

When using a CMMDB, device access for the client Cell Managers can be controlled from the
MoM server by using the al11low hosts and deny hosts files.

These files are located in the following directories:

¢ On Windows Vista, Windows Server 2008:
Data Protector program datal\Config\client
e On other Windows systems: Data_Protector home\Config\client
e On HP-UX, Solaris, and Linux systems: /etc/opt/omni/client
e On other UNIX systems: /usr/omni/config/client

Specify each client name in a separate line.

Client security is controlled through the al1ow hosts file. After you have installed the Data
Protector clients and imported them to a cell, it is highly recommended to secure them. Data
Protector agents installed on the clients in the cell provide numerous powerful capabilities, such as
access to all the data on the system. It is important that these capabilities are available only to the
processes running on cell authorities (Cell Manager and Installation servers), and that all other
requests are rejected.

Data Protector allows you to specify from which cell authorities a client will accept requests on
the Data Protector port (default 5555). For activities such as backing up and restoring, starting
pre- and post-exec commands, and importing and exporting clients, the client checks if the
computer that triggers one of these tasks via the Data Protector port is allowed to do so. Other
computers are not able to access such a client.

Only the hosts that are mentioned in the a11ow_hosts file will have access to shared media on
the MoM server.

An entire Cell Manager can be secured with all clients in it via the GUI.

* To secure a client via the GUI, right-click on the client properties, and select Secure.

e To secure a Cell Manager via the GUI, right-click on the Cell Manager properties, and select
Secure.

|[oien: S| Bl 2 || =& o
E-£7] Data Protector Cel i X
EI@ Clients ﬁa Enable 5ecurity on selected clients]
h e me(z) for the list of potential Cell Managers and Installation Servers which are allowed to connect to
WESSpS Add Components. .. i client(s).
rwESspEgw Upgrade, ..

-] Installation Servers Check Installation. .. |

@ M5 Clusters Add I Cell Managers

duke. st roze. hp.com

Secure...
Unsecure
Delete, Dl Turry D SIM ;I

Properties..,  Alk+Enter T

Figure 25: Securing a Cell Manager

I
Notes:

e If you accidentally lock out a client, you can manually edit (or delete) the a11ow hosts file on
the client.
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* When you secure an entire cell, all clients residing in the cell at the time are secured. When you

add new clients to the cell, you should also secure them.

Reporting

MoM offers enterprise reporting for shared media devices.

Examples

C:\Program Files\OmniBack\bin>omnirpt -report media statistics

Media Statistics

Cell Manager:
Creation Date:

# Media: 551

# Scratch: 454

# Protected: 97

# Good 551

# Fair: O

# Poor: 0

Total [GB]: 52054.34
Used [GB]: 2828.09
Free [GB]: 49226.25
# Appendable: 23

muggy.xst.rose.hp.com
1/19/2010 2:10:45 PM

H:\Program Files\OmniBack\bin>omnirpt -report media list -multicell
List of Media

Cell Manager: caspase.xst.rose.hp.com (Multicell)

Creation Date: 1/19/2010 2:15:59 PM

Label Location Cell Manager Status |Protection |[Used [MB] |Total [MB] |[LastUsed |Pool Type
FileLib_NW |[FileLib_NW65SP8GW: |muggy.xst.rose.hp.com [Good |2/18/2010 |153419.00 (153419.00 |1/19/2010 |FileLib_NW [File
65SP8GW_ |FILELIB:\6d03320a54b 6:00:50 9:26:37 AM  |65SP8
MediaPoo  |55eae450a2850004.fd]

FileLib_NW |[FileLib_NW65SP8GW: |muggy.xst.rose.hp.com {Good |1/17/2010  |8327.00 95367.00  |12/13/2009 |FileLib_NW |File
65SP8GW_ |FILELIB:\6d03320a54b 4:09:00 9:16:39P  |65SP8
MediaPoo | 26e4ce509ac50001.fd]

FileLib_NW |[FileLib_NW65SP8: haptic.xst.rose.hp.com |Good [1/15/2010 [153656.00 |153656.00 [12/13/2009 |FileLib_NW |File
65SP8_Med |FILELIB:\6d03320a54af 10:00:1 9:17:.05P  |65SP8

iaPool_ €522f51c8050001.fd]

Note: Run the report omnirpt -report media list -multicell in the MoM/CMMDB
environment:

e If the CMMDB is configured, then DBSM in other Cell Managers will ignore the messages from
the MMDB server.

e |f the CMMDB is not configured, the DBSM in other Cell Managers will send the report from the
local MMDB.

Note: If your Cell Manager is not the MoM server, you will receive the following error message:

C:\Program Files\OmniBack\bin>omnirpt -report media list -multicell
Error creating the report "Interactive":

CRS is not running in Manager-of-Managers Server mode.

The empty file cell/mom_info must be created
and Data Protector server processes must be restarted on the Manager-of-

Managers server host.
System error:

(2]

The system cannot find the file specified.
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Troubleshooting hints & tips

Verifying the MoM configuration

When merging to a CMMDB, make sure the clients show the MMDB is used on the MoM server.

po Enterprise Clients - HP Data Protector MOM

J File Edit “iew Actions Tools Help

[[Siere ElELIE ||
i
E T A Eell Manager | Skakus MMDEServer
éF_:fl. caspase. xst,rose,hp, com d@.caspase.xst.rose.hp.com Up and Running
- @™ caspase.xst.rose.hp.com @ haptic.xst.rose.hp.com Up and Running caspase. kst rose,hp,com
E| u’@, haptic,xst.rose, hp.com a@.muggy.xst.rose.hp.com Up and Running caspase, xst.rose,hp.com

P ‘2 haptic.xst.rose.hp.com
B fE'. muggy . xst.rose. hp.com

----- w8 muggy xst.rose,hp.com Status Up and Running

Figure 26: Configuring CMMDB

Note: The status (Up and running) is shown correctly only after reconnecting to the Cell
Manager. There is no status polling for status.

Viewing media on Cell Managers

It is possible for the media of a shared device to show up on one host as formatted and on the
other as a question mark:

Host 1 Lﬂ?
Host 2% 1 [ANNOYD001AA]

This is normal, since although the device is shared the IDB is different (unless a CMMDB is used)
and so one host does not necessarily have the same information about the slots/medium as the
other.

Using multipath devices

It is possible for media to appear to be fine when scanning the slot, but for an error with one of
the devices to be reported when a backup is executed:

[Major] From: BSMEmuggy.xst.rose.hp.com "muggy ESL" Time: 4/15/2009 10:05:08
AM Host for device QUANTUM: SDLT320 1 muggy(2) not found.

This is not an issue, but rather a desired functionality. From Figure 27:, you can see that a
Multipath device is used. Multipath devices and libraries can have several paths on multiple hosts.
As a result, the client information on the General tab would be irrelevant or insufficient, and so it
is disabled and moved to the Control/Drives tab, where hosts are defined together with their
paths.
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On the General tab, the client will not be defined.

pO Properties for HP:ESL E SDLT Haptic - HP Data Protector Manager !EI 1
| Ble Edit Wiew Actions Help
“Dewces&Med\a j“ge‘ EWHE‘ ? “E‘FEI‘@I':EIH@%&@

5 £ Environment General | Control | Repository | Settings |

Automated Operations
G evices
% DP FileLbrary Haptic

Library

=

= HP:ESL E SDLT Haptic
oI, Robotics Paths Device Mame IHP.ESL E SDLT Haptic
EE Drives i
=0 QUANTUM:SDLT320_1_haptic(2) Description IHF‘ Storagehw/orks ESL E-Seriss
{=0 QUANTUM:SDLT320_2_haptici2)
Slats Device Subtppe I j

:;IEHSSILSEDSD[;L;LT;EDJ " ™| Car be used|foy automatic restore
e : laptic

£ 74 HP:MSLA000 DLTEK Muggy ] ]

HP:MSLE00D SDLT Haptic IV MuliPath device

-g1g HR:MSLEO00 SOLT Muggy [ ¥irtual tape library - TE based licensing

[+ @ Devices by host
[ @ Extended Copy

1) Mieis Device Type | SCS1 Librars =
Interface Type E=] =
Client | =l
HDMP Server | I

Management Cansole URL I

Figure 27: Device configuration wizard

When sharing a multi-path device in a MoM environment, the backup media server that last
accessed the tape devices will be shown as the current client in Data Protector.
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ma Properties for HPEESL E SDLT Muggy - HP Data Protector Manager

JElIe Edit Wiew Actions Help

JIDevices&Media j“ﬁe WHE| ? |JE'¢’—E'{-¢‘@§£@J

-] Environment General  Contral | Hepositoryl Settingsl
-] Automated Operations

=8 Devices

+ DF FileLibrary Haptic

HF:ESL E SDLT Haptic

HP:ESL E SDLT Muggy

I Robatics Paths Clignt
Drives W

u@z Specify the required infarmation about the libramy SCSI D and drive handling

i Library's robotic SCS| addre:

Slots

SCS| address of the library rabotic.
g HP:MSLE000 DLTEK Haptic

HP:MSLE000 DLTEK Muggy ﬂg‘ I j

HP:MSLECDD SOLT Haptic
HP:MSLEDD SDLT Muagy

(-5 Devices by hast Configured paths

F-l53) Extended Copy Client | 5C51 address | +

I:I-- Media muggy.#st.rose.hp.com  scsid:0:1:0
-
-
b

Server Muggy ran the last backup

po Properties for HP:ESL E SDLT Haptic - HP Data Protector Manager

| Bile Edit Wiew actions Help

JIDevices&Media j|JE9| *UE| 7 |JE'€-{3’-EF|@%§@
= ﬁ Enwvironment - General Contral | Hepositoryl Seltingsl
Automated Cperations

Devices
: % D FileLibrary Haptic

EP:ESL ESDLT Haptic — Libramy's robatic: SCS| addre:
L. Robotics Paths Client
Drives e

I haptic. xst.roze. hp. com j

@ﬂ: Specify the required information about the librany SCS1D and dive handling.

1 [AMMCYOO01A4A]
2 [ANNOYODDZAA]
3 [ANMOYO0034A] g: |
4 [ANNOYODO04AA]

5 [ANNOYOD0SAA] .
& [ANNOYO006AA] Corfigured paths

7 [ANNOTOD07 48] Client | 5C51 address |
& [ANNOYOD0SAA] haptic.xst.ioge.hp.com  scsi2:0:1:0

9 [ANMNOYOO09AA] s
- 10 [ANMOYOD1044]
P 1 . -
1z Server Haptic ran the last backup

]
D 14

Figure 28: Device Configuration Wizards

SCSI address of the library robotic.

L

L3

44

Shared tape drive lockname

Under the tape drive advanced properties, make sure the lockname for the library is the same for
all Cell Managers sharing access.
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Note: No lockname is required for multipath configurations.

HC Properties for QUANTUM:SDLT320_1_haptic(2) - HP
J File Edit “ew Actions Help

a Protector Manager

1 [=]

J I Devices & Media

=T

|+ &

A

GeneraII Diive  Setlings I

E-7) Erwiraniment

Aukomated Operations
@ Devices

% DF FileLibrary Haptic

Specify the type of media used in the device and a Data Protector media poal for media in this device. This media pool will
be uzed in all operations using media in the device unless some other pool is specified. Click Advanced to specify the
advanced options for the device.

=-£F3 HP:ESL E SDLT Haptic T e -
g Robotics Paths — Media Tupe _
Drives 2
P Settings | Sizes  Other
{=J QUANTUM:SDLT320_1_haptic{2) F‘% Standard type of media | I
=

=1 QUANTUM:SDLT320_2_haptic(2)

Slats ISupelDLT

HP:ESL E SOLT Mugagy
HP:MSLE000 DLTEK Haptic

Specify the mount delay, mount script and lock name.

r~ Mount request

HP:MSLE000 DLTSK Muggy
HP:M3LE000 SDLT Haptic

— Default Media Pool

Diefault media pool to wl

The delay is the amount of time between when the mount request iz
: initiated and the script is started.

[+- HP:MSLE000 SOLT Muggy Drelay [minutes) Iﬁ
t- g Devices by hst Default SupeDLT_2
[#1-ig5) Extended Copy = Seript IC:\Proglam FileshOmniBack\binik ount. bat

-] Media

I~ Digable device

|

r~ Device Lock Nam:

& Prevents Data Protector fram using the same physical device with
different name at the same time:

¥ Use Lock Mame

IQUANTUM:SDLT 320 01FBFwTY03

Lockname for library on server Haptic

o ]

Cancel | Help |

fd Properties for QUANTUM:SDLT320_1 Muggy - HP Data Protector Manager
J File Edit %ew Actions Help

J I Devices & Media

| =

E|EEY

=] Environment -
Automated Operations

B @ Dievices

DP FileLibrary Haptic
=) HP:ESL E SDLT Haptic

BEECE T ErE

GeneraII Diive  Settings |

Specify the tppe of media used in the device and a Data Protector media pool for media in this device. This media pool will
be used in all operations using media in the device unless some other pool is specified. Click Advanced to specify the
advanced optiong for the device.

©F° Robotcs Paths
B3] Drives i i

-S QUANTUM; SDLT320_1_haptic(2) ) Standord type of me:  Selings | Sizes et |
(=) QUANTUM: SDLT320_2_haphic(Z)
Slats ISuparDLT &
£79 HPLESLE SDLT Muggy
i f Robatics Paths -
- Drives
i {=] QUANTUM:SDLT320_1 Muggy

— Media Type

Specily the mount delay, mount script and lack name.

B

i Mount request

i Default Media Pool The delay is the amaount of ime between when the mount request is

initiated and the script is started.

Detault media poal tc

H {=J QUANTUM:SDLT320_2 Muagy Delay [minutes) Iﬁ
=N
B E] Slots IDEfau\l SupelDLT_"
- il Script IE “Program Files\OmniBack'\binMount. bat
I™ Disable device r~ Device Lock Mam

é Prevents Data Protector from uging the same physical device with
different name at the same time.

Advanced.. I

¥ Use Lock Name

e ) ) ) ) R
WO B P e

IQUANTUM SOLT320:0FBFWTY03

Lockname for library on server Muggy

LCancel | Help |

-l B

Figure 29: Media configuration
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Using the Cell Manager’s dedicated pools

Move the media from the default pool into the Cell Manager’s dedicated pool.

General | Irfa I I:Il:-iectsl Llsagel

Media

Dezcrption

Location

I.&NNDYDDDH&.&

Media label
Format

Location
Media Pool
Cell

Figure 30: Media configuration

[ANMNOYO00984] ARM O 000982
Ciata Protector

[HP:ESL E SDLT Haptie: 9]
ESL SDLT Haptic

haptic. =zt roge. hp.com

Note: The name of the Cell Manager shown in Figure 30: is the name of the Cell Manager that

formatted the media.
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In the backup specification, change the pool from the default pool to the Cell Manager’s
dedicated pool:

Source  Destination | Dptionsl Schedulel Backup Object Summaryl

Select the devices or drives to be used for the backup.

=4 Backup Add Miror
) ackup |

i Show selected ' Show al Fremawe fdimar

r% [P FileLibrary Haptic Froperties... I s i

HF:ESLE SDLT Haptic
=] QUANTUM:SDLT 320_1_haptic(2] W Wi
=] QUANTIIM-SN T2 2 hankcl?] I¥ | Load balancing et >

S[=334l Device Properties [QUANTUM:SDLT320_1_haptic{2)]
HP:MS
HP-MS General I
HP:MS . . . .
. — =15 pecify options for the currently selected device or drive used for backup.
HP:MS E

I~ CRC check

I~ Bescan
Ceie |4 jv [ Drive-based encryption
— Media pool
ESL SDLT Haptic i
| |Default SuperDLT_1 -1

[ efault SuperDILT
(ESL SDLT Hapt

ESLSOLT Mugay
WLS SDLT Haptic —
WLS SOLT Mugay h

| | i
Add Delete |

Canecel Appl
ak. LCancel Help — BB

H 4 © B [Haptic F_Eeee - - ey

Figure 31: Media configuration
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The backup session will now be using the media in the new pool.

@ Backup

Status | Type | Client Swstem | Source | Device | Size | Done | Errars | \Warnings | Diescripkion

ﬁRunning RawDisk  haptic,xst.rose.hp.com QUANTUM:SDLT320_1_haptic2) 2... 70% o 0 [Disk Image]: haptic.xst.rose.hp
1] |
Status | Dievice | Clignt System | Dirive | Tokal Data | IMedium Label |
@InactiveIWaiting QUANTUM:SDLT320_2_hapticiZ)  haptic, xst, rose,hp.com -

[=IrRunning QUANTUM:SDLT320_1_hapticiZ)  haptic.xst.rose.hp.com  scsi2i0:1:2C 15048000 KE | [AMROYO00944] AMNCYODO9AA

[Morm=al] From: BSMEhaptic.xst.rose.hp.com "Haptic F_ESL_raw" Time: 4/21/2009 3:20:15 FM
Backup session 2009/04/21-5 started.

[Morm=al] From: BMARhaptic.xst.rose.hp.com TQUANTUM: 3DLT320_1_hapticizZ)" Time: 4/21/2009 3:20:20 PN
STARTING Media Agent "QUANTUM:SDLT3IZ0_1 haptic(z)"

[Morm=al] From: BMARhaptic.xst.rose.hp.com TQUANTUM:SDLT3Z20_1 hapticiZ)™ Time: 4/21/2009 3:20:23 PN
By: UMARhaptic.xst.rose.hp.cowfscsiz:0:3:0
Loading mwediwn from slot 9 to device sesiZ:0:1:2C

[Morm=al] From: REDARhaptic.xst.rose.hp.com "[Disk Image] : haptic.xst.rose.hp.com”™ Time: 4/21/2009 3:20:42 PN
STARTING Disk Agent for haptic.xst.rose.hp.com "[Disk Image]: haptic.xst.rose.hp.com™.

Figure 32: Media configuration

Note: Once media is written by a specific Cell Manager, only that Cell Manager will have access
to append backup data. Other Cell Managers will not be able to write to this media.

General | Info | Objects | Usage |

Media
Dezcription I.-“—‘-.NNEIYEIEIEIS.-'B.-“-‘-.
Location I
tedia label [ MO 000940 ] ANKOY 00094
Farmat Data Pratector
Locatian [HF:ESL E SDLT Haptic: 9]
tMedia Pool ESL SDLT Haptic
Cell haptic. =zt roze. hp.com

Figure 33: Media configuration
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Sharing a free pool

For each of the media pools on the Cell Managers, configure a loose allocation policy to a
shared the free pool between all Cell Managers.

The Cell Manager name is visible on the bottom right corner of the Data Protector client GUI:

@ UP FIBLITArY AdpUL iU
(] 5@ ESL SOLT Haptic
B [ANNOYOOOSAA] ANNOTODDIAA
- [ANNOYOD10AA] ANMOTODLOAR
E: T Mugay
By [ANNOVOOOBAA] ANNOTODDEAR
© e [ANNOYOODTAA] ARNGYODOTAA
=1-£38 Free podl
D e Eh [ANNOVOOOBAA] ANNOYIODEAA
2 WL5 DLTSK Haptic
a2 WLS DLTEK Mugay

a8 YL SDLT Haptic
(-8 W15 SDLT Muooy Jid| Cancel Ll
¥2 Objects | i 4 b i | Properies for ESL SDLT Mugay |
il £ muggy st rose.hp.com 4

Figure 34: Media configuration

Assign a free pool to the media pools:

General Allocation | Conditionl Llsagel Qualit_l,.ll

Select allocation palicies for the new media pool and specify whether you want magazine suppart.

r Allocation Policies

Usage IAppendable j

Allocation I Loose ﬂ

[~ &llocate unformatted media first

W Use free poal IFlee pool j

W Move free media to free pool

I~ | Magazine supmort

Figure 35: Pool configuration
____________________________________________________________________________________________________|

Under the backup specification tape drive properties, define the dedicated pools instead of no
pool preference or default pool, and add media to the preallocation list. When no media is
available from the dedicated pool, the media from the free pool will be used during the backup
session:
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o Backup - Muggy_test_C_ESL - HP Data Protector MOM - (O]
Fle Edt View Actions Tools Help

Backup 'HE@|“’W |7H | G s
50 Enterprise Bacp Saurce Destination | Dptions | Sehedule | Backup Objest Summary |
] Backup Speciications
{88 caspase.xst.rose.hp.com Select the devices or dives to he used for the harkun
28 heptic et rose. bp.com = Device Properties [QUANTUM:SDLT320_1 Muggy] [x]
g% muggy st.rose.hp.com Eencral |
[ Muggy_test € ESL 43 Backup |
J Templates ® S . Specily options for the cunientl selected device or diive used for backup.
[ {F] DP FileLibrary Haptic
{3 HPESLE SDLT Haptic I
5 EF HPESL E SDLT Muggy [ CAC check W e
=] QUANTUM:SDLT320. Concurrency
=) QUANTUM:SDLT320. - ™ Drive-based sncryption

HP:MSLE000 DLT 8K Hapl .
HPMSLGN0N DTSk Mug | o0 Poel
HP.MSLE000 SOLT Haplic
HP.MSLE000 SOLT Mugg

EREaREz
mjinjngn]

~ Preallos list

Medium D | Bar Code [ Location
6d03320a:49&7b144:1764:0007  ANNOYOO0744  [HP-ESLE SOLT Muggy:
5033202497131 740006 ANNOYOO0ESA  [HP-ESL E SDLT Mugay:

4| | i
Add Delete

QK I Cancel Help

@ Backup

Status | Type | Client System | Soutce | Device | Size | Done | Errars | Warnings | Descripkion |

@Comp..‘ WinFS  muagy xst.rase.hpocom C: QUANTUM:SDLT320_1 Muggy 5. 10... a o

Skatus | Device | Clignt Systern | Drive | Tokal Data | Medium Label

@Inactwe)’Waiting QUANTUM:SDLT3Z20_E Muggy muggy.xst.rose.hp.com -

@M nactiveFinished  QUANTUM:SDLT320_1 Muggy muggy.xst.rose.hp.com 5494754 KB

[Mormal] From: BSMEmuggy.xst.rose.hp.com "Muggy test C_ESL"™ Tiwe: 94/22/2009 4:38:22 PM -

Backup session 2009/04/22-3 started. M

[Mormal] From: BMARmuggy.xsSt.rose.hp.com "QUANTUM: SDLT3IZ0_1 Muggy" Time: 4/22/2009 4:38:28 PN
STARTING Medis Agent "QUANTUM:3DLTIzZ0_1 Muggy"

[Mormal] From: BMAGRmuggy.xsSt.rose.hp.com TQUANTUM: SDLT320_1 Muggy” Time: 4/2z/2009 4:358:32 PN
By: UMARMUQOY.¥St.rose.hp.com@scsid:0:1:0
Loading medium from slot 7 to device scsi4:0:0:2C

[Mormzal] From: VEDARmuggy.xst.rose.hp.com "C:" Time: 4/22/2009 4:38:41 PN
STARTING Disk Agent for muggy.xst.rose.hp.com:/C "C:".

[Mormal] From: VBDARmuggy.xst.rose.hp.com "C:" Tiwme: 4/22/2009 4:42:10 PH
COMPLETED Disk Agent for muggy.xst.rose.hp.com:/C "0,

[Mormal] From: BMARmuggy.xst.rose.hp.com TQUANTUM: SDLT320_1 Muggy" Time: 4/22/2009 4:42:12 PH
scsid:0:0:2C
Mediwn header werification completed, 0 errors found
[Mormal] From: BMABmwugygy.xst.rose.hp.com "QUANTUM:SDLT320_1 Muggy" Time: 4/22/2009 4:42:14 PN
By: UMARMuggY.xsSt.rose.hp.cowm@scsid:0:1:0

Unloading wediuwwm to =lot 7 from device scsi4:0:0:2C

[Mormal] From: BMARmuggy.xsSt.rose.hp.com TQUANTUM: SDLT3Z20_1 Muggy” Time: 4/22/2009 4:42:15 PH
COMPLETED Media Agent "QUANTUM:3DLTIZ0_1 Muggy"

[Mormal] From: BSMBmuggy.xst.rose.hp.com "Muggy cest_C ESL™  Time: 4/22/2009 4:42:15 PM

Backup 3tatistics:

Session Queuing Time (hours) 0.00
Cowpleted Disk AgeEntsS ...o.veaa. 1
Failed Disk AgentsS ..vvuierarns a
Mhorted Disk Agents coeeevaaas a
Disk Agents Total ...vievaans 1

_I Coxmleted Media Aoents ....... 1 _I—I
4

oA b oo|dh gy #at roze hp.com: Muggy_test C_ESL =N]

Figure 36: Media configuration
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Installing the Media Agent on the MoM server

The Disk Agent and Media Agent must be installed on the MoM server if you need to perform a
local backup.

If the MoM server does not have a Media Agent installed, you cannot change such things as pool
settings using the Data Protector GUI. When you click Apply to save the changed pool name, a
dialog box is shown which does not let you change the properties:

@ POLICY statement is missing.

121732

The easiest solution is to install a Media Agent on the MoM server, but if you do not want to do
this, use the following workaround:

1. Find the configuration for the drives:
omnidownload -list devices -detail > devices.txt

2. Modity the file to contain only the changes to the target drives.
3. Make sure you add the new pool names for the drives.

4. Make sure all GUIs are closed.

5. Apply the configuration:

omniupload -modify device drive name -file devices.txt

This process can be scripted for environments where many drives are present. Also libraries can
be re-configured by the -modify library option of omniupload.

Restarting the Data Protector services in MoM
After you have configured the MoM environment, you are requested to restart the Data Protector
services.

If you use the Windows Service Control Manager to stop and start services on the Cell Manager,
only the current and previous copies of the database log are kept.

Use the omnisv command to save all previous database logs. The command is located in:

e On Windows: pata Protector home\bin

e On UNIX: /opt/omni/sbin/

Stopping Data Protector services

Cell Manager in a non-cluster environment
Run the following command: omnisv -stop.
Cell Manager on MC/ServiceGuard

Run the following command: cmhaltpkg pkg name, where pkg name is the name of the Data
Protector cluster package.

This stops Data Protector and dismounts the Data Protector shared volume group.
Cell Manager on Microsoft Cluster Server

Take the OBVS_VELOCIS cluster group offline (using the Cluster Administrator utility on the active
node).

You also need to stop the RS cluster service need to be stopped as well, and stop the Data
Protector inet service via local services.
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Starting the Data Protector services

Cell Manager in a non-cluster environment:

Run the following command: omnisv -start

Cell Manager on MC/ServiceGuard:

Restart the Data Protector package using the cmrunpkg -n node name pkg name command.
Cell Manager on Microsoft Cluster Server:

Bring the OBVS_VELOCIS and OBVS_MCRS cluster groups online using the Cluster Administrator
utility.
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Object Copy

Object Copy sessions are configured (scheduled/interactive) and initiated from the individual Cell
Managers. Session details can be found in the local Cell Manager IDB, not in the session
information for the MoM IDB.

||Internal [Databaze j |J E 9 | E

BT Internal Databass
-- Objects
Eﬁ Sessions

| E-E 2009j04/24-12
@ haptic,xsk, rose hp,com: TDisk Image’
S-@ 2009j04/24-11

P @|haptic.xst.ruse.hp.u:u:um: [Disk Image]: hap
L@ 2009j04/24-10

General | Messagesl Media I D:upi3$| General | Meggagegl Media | I:Dpiegl
EEE Backup Object Yersion Backup Object ¥Yersion
aaptic. xst.rose.hp'
E'E.S.L'Efe'_wl | W alue | Mame | Walue |

Sessian 2009/04/24-11 Session 2009/04/24-12
Size 20964825 KB Size 20964825 KB
Status Completed Status Pending
Data Protection Pratected for 1 week Data Protection Pratected for 1 week
Al Media Complete es All Media Complete “Yes
Catalog Protection  Same as data pratection Catalog Frotection  Same as data protection
Start Time 4/24/2009 312:22 PM Start Time 4/24/2009 31222 PM
End Time 4/24,/2009 3:18:37 PM End Tirme /2442009 31845 PM
Backup Type full Backup Type full [copw]
Version Type Moarmal Wersion Type Marmal
Access Type Frivate - . Access Tvpe Private ,
Number of Objects 1 Original session Mumbes of Objects 1 Copy session
Mumber of Warmings 0 Mumber of Warnings 0
Mumber of Erors i Murnber of Errors 0
Device QUANTUM:SDLT 320_1_haptic(2) Device LUANTUM.SDLT320 1_haptic(2)

[ Copy 1D 200 (orig) | Copy ID 21 (copy]

| Backup D - | Backup (D -

Generall Meszages | Media Copies

I Thiz page listz object copies. | there iz only one version lizted [onginal] than object haz no copies.

Seszion | Copy created | Statuz | Copy D
(SRl 2009/04/2412  4/24/2009 3:15:45 PM Pending 21 [copy]
LB 2009,/04/24-11 4/24,/2009 31837 PM Cornpleted 20

Figure 37: Session information
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Acronyms

CM: Data Protector Cell Manager
CMMDB: Central Media Management Database
MMDB: Media Management Database

IDB: Internal Database

References

e Data Protector concepts guide
e Data Protector installation and licensing guide

e Data Protector MoM firewall white paper
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