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Legal Notices 

Warranty 

The only warranties for HP products and services are set forth in the express warranty statements 
accompanying such products and services. Nothing herein should be construed as constituting an 
additional warranty. HP shall not be liable for technical or editorial errors or omissions contained herein. 

The information contained herein is subject to change without notice. 

Restricted Rights Legend 

Confidential computer software. Valid license from HP required for possession, use or copying. Consistent 
with FAR 12.211 and 12.212, Commercial Computer Software, Computer Software Documentation, and 
Technical Data for Commercial Items are licensed to the U.S. Government under vendor's standard 
commercial license. 

Copyright Notices 

© Copyright 2000-2011 Hewlett-Packard Development Company, L.P. 

Trademark Notices 

Adobe® is a trademark of Adobe Systems Incorporated. 

Intel® and Itanium® are trademarks of Intel Corporation in the U.S. and other countries. 

Microsoft®, Windows®‚ Windows® XP are U.S. registered trademarks of Microsoft Corporation. 

Oracle and Java are registered trademarks of Oracle and/or its affiliates. 

UNIX® is a registered trademark of The Open Group.  
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Documentation Updates 

The title page of this document contains the following identifying information: 

• Software Version number, which indicates the software version. 

• Document Release Date, which changes each time the document is updated. 

• Software Release Date, which indicates the release date of this version of the software. 

To check for recent updates or to verify that you are using the most recent edition of a document, go to one 
of the following sites: 

http://h20230.www2.hp.com/selfsolve/manuals 

Both of these sites require that you register for an HP Passport and sign in. To register for an HP Passport 
ID, go to: 

http://www.hp.com/go/bsaessentialsnetwork 

Support 

http://h20229.www2.hp.com/passport-registration.html 

Visit the HP Software Support Online web site at: 

This web site provides contact information and details about the products, services, and support that HP 
Software offers. HP Software online support provides customer self-solve capabilities. It provides a fast and 
efficient way to access interactive technical support tools needed to manage your business.  

http://support.openview.hp.com/  

As a valued support customer, you can benefit by using the support web site to: 

• Search for knowledge documents of interest 

• Submit and track support cases and enhancement requests 

• Download software patches 

• Manage support contracts 

• Look up HP support contacts 

• Review information about available services 

• Enter into discussions with other software customers 

• Research and register for software training 

Most of the support areas require that you register as an HP Passport user and sign in. Many also require a 
support contract.  

• To register for an HP Passport ID, go to: 

• To find more information about access levels, go to: 

http://h20229.www2.hp.com/passport-registration.html 

http://support.openview.hp.com/access_level.jsp 

http://h20230.www2.hp.com/selfsolve/manuals�
http://www.hp.com/go/bsaessentialsnetwork�
http://h20229.www2.hp.com/passport-registration.html�
http://h20229.www2.hp.com/passport-registration.html�
http://support.openview.hp.com/access_level.jsp�
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Problem 

Current Windows Patching in HP Server Automation (SA) assumes that Windows® patches contain only a 
single binary. This behavior was correct until a few years ago when Microsoft changed their patches 
format to include multiple binaries. 

Microsoft may release multiple binaries for various reasons, such as: 

1) A software package has 32 bit and 64 bit variants; hence, Microsoft releases a patch containing both 
the binaries. 

2) A patch needs to update more than one product; hence, Microsoft releases a patch containing 
multiple binaries. 

If multiple binaries are released in a collection, SA windows patching cannot handle the scan and 
update. 

Short Term Solution 

The second Tuesday of every month is commonly referred as Patch Tuesday. On Patch Tuesday, 
Microsoft releases the security patches, critical patches, and a patch catalog.  The Server Automation 
engineering team validates the patches and the patch catalog, and immediately releases an SA Python 
Hotfix or instructions for Server Automation customers.  

There are a few issues with how SA currently handles these multi-binary Windows patches. A long term 
resolution to this is underway. For the short term, the following instructions provide guidance on how to 
resolve the most commonly recognized issues with deploying multi-binary Windows patches on SA. 

Perform one of the following steps according to the Windows patching issue occurring in your system: 

1) Use the single MSU binary, if available from Microsoft. 

a) If Microsoft has provided a patch bundle file that includes the multiple binaries, an SA Python 
script is provided to swap the multiple binary with a single bundle file. The bundle (*.msu) files 
are typically available for Windows Vista & Windows Server 2008. 

b) Run the SA Python Hotfix script and then re-import the specific Windows patch.  

i) The SA Python Hotfix script overwrites the URL for downloading patches that contain 
multiple binaries and replaces it with the URL for downloading patches that contain a single 
binary.  

ii) The single binary is typically an *.msu format bundle containing multiple binaries. 

2) Reinstate the binary that was removed by the SA Python Hotfix. 

a) When you run the SA Python Hotfix script for Microsoft patch duplicates, it may remove what it 
recognizes as the least important MS patch information from the SA database.  

For example, for a 64-bit OS, the script might remove the 32-bit patch.    
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b) Please check to see if it removed any patches that your setup requires.  

c) If your setup requires one of the removed patches, re-download it and re-install it: 

i) Re-download the deleted binary from the Microsoft site, and give it a different name.  

ii) Attach the removed binary to the SA patch policy and then remediate the server against the 
patch policy.  

For example, download the 32-bit patch binary that was removed, and remediate the server 
using an SA patch policy. 

3) Use the SA fix-it script to resolve issues of redundant short names for discrete patches. 

a) There is a deployment problem with discrete binaries that share the same short name. These 
binaries actually apply to different product versions and have different long names; but they 
have the same short name.   

For example: Microsoft’s security bulletin MS11-025 applies to multiple products Visual Studio 
2008, Visual Studio 2005: 

Product Short Name Long Name 

Visual Studio 2008 Vcredist_x64.exe vcredist_x64_a7c83077b8a28d409e36316
d2d7321fa0ccdb7e8.exe 

Visual Studio 2005 Vcredist_x64.exe vcredist_x64_ee916012783024dac67fc60
6457377932c826f05.exe 

Some customers have both of the Visual Studio products installed on a managed server 
(QCIM1D136873), or they may have the C Runtime for one or both of the products installed. Any 
of these cases can generate the error: “Checksum errors during Remediation.”  

Since the short file names are the same for both the patches (e.g., vcredist_x64.exe), using the 
short names will cause these files to be overwritten during the download process, leading to the 
Checksum errors. 

b) To solve this issue, the HP SA team provides a fixit script to change the short name to long 
names, consistent with the HPLN Patch Supplement.  

Using short names is the main reason for this issue. The long name can be extracted from the 
download URL property for each patch. 

Long Term Solution 

The Server Automation team is working on a long term solution where SA natively handles multiple 
binaries in Windows patches. The solution will eliminate the work performed by SA team on Patch 
Tuesdays. 

The key design changes are: 

1) The scanner that runs on the Managed Server will be augmented to return the Microsoft -provided 
unique ID of the individual patch. 
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2) The server-side components will be modified to use the Microsoft -provided unique ID of the 
individual patch. 

3) The patch import code will be changed to use the long file names instead of the short file names. 

Known Multi-binary Issues and Short Term Fixes 

This table is the schedule of the known multi-binary issues and short term fixes that have been released: 

Known Issue Short Term Fix 

MS11-069 08/09/2011  

MS11-068 08/09/2011  

MS11-066 08/09/2011  

MS11-061 08/09/2011  

MS11-049 06/14/2011  

MS11-044 06/14/2011  

MS11-039 06/14/2011  

MS11-028 04/12/2011  

MS11-025 04/12/2011  

MS11-011 02/08/2011  

MS11-004 02/08/2011  

MS11-003 02/08/2011  

MS10-077 10/12/2010  

Known Issue Short Term Fix 

MS10-070 09/28/2010  

MS10-060 08/10/2010  

MS10-047 08/10/2010  

MS10-041 06/08/2010  

MS10-024 04/13/2010  

MS10-021 04/13/2010  

MS10-019 04/13/2010  

MS10-015 03/09/2010  

MS09-061 10/14/2009  

MS09-035 08/11/2009  

MS09-004 02/10/2009  

MS09-003 02/10/2009 

 

 

NOTICE 

This document contains forward looking statements regarding future operations, product development, product 
capabilities and availability dates. This information is subject to substantial uncertainties and is subject to 
change at any time without prior notification. Statements contained in this document concerning these matters 
only reflect Hewlett Packard's predictions and / or expectations as of the date of this document and actual 
results and future plans of Hewlett-Packard may differ significantly as a result of, among other things, changes in 
product strategy resulting from technological, internal corporate, market and other changes. This is not a 
commitment to deliver any material, code or functionality and should not be relied upon in making purchasing 
decisions. 
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