HP OpenView Smart Plug-in for Microsoft® Exchange
Server

Configuration Guide

Version: B.09.00

Windows® Operating System

(D |

invent

April 2005

© Copyright 2002-2005 Hewlett-Packard Development Company, L.P



Legal Notices

Warranty

Hewl ett-Packard makes no warranty of any kind with regard to this document, including, but not limited to,
the implied warranties of merchantability and fitness for a particular purpose. Hewl ett-Packard shall not be
held liable for errors contained herein or direct, indirect, special, incidental or consequential damagesin
connection with the furnishing, performance, or use of this material.

A copy of the specific warranty terms applicable to your Hewlett-Packard product can be obtained from
your local Sales and Service Office.

Restricted Rights Legend

Use, duplication, or disclosure by the U.S. Government is subject to restrictions as set forth in subparagraph
(©)(2)(ii) of the Rightsin Technical Data and Computer Software clause in DFARS 252.227-7013.

Hewlett-Packard Company
United States of America

Rightsfor non-DOD U.S. Government Departments and Agencies are as set forth in FAR 52.227-19(c)(1,2).

Copyright Notices
© Copyright 2005 Hewlett-Packard Development Company, L.P, all rights reserved.

No part of this document may be copied, reproduced, or translated into another language without the prior
written consent of Hewlett-Packard Company. The information contained in this material is subject to
change without notice.

Trademark Notices

Microsoft®, Exchange Server®, and Windows® are U.S. registered trademarks of Microsoft Corporation.
Pentium® isa U.S. registered trademark of Intel Corporation.

Crystal Reports® isregistered trademark of Seagate Software.

Sun Solaris® is registered trademark of Sun Microsystems.

All other product names are the property of their respective trademark or service mark holders and are
hereby acknowledged.




Support

Please visit the HP OpenView website at:

http://openview.hp.com/

There you will find contact information and details about the products, services, and support that HP
OpenView offers.

You can go directly to the HP OpenView Software Support Online website at:

http://support.openview.hp.com/

The Software Support Online site includes:
»  Downloadable documentation

e Troubleshooting information

e Patches and updates

e Problem reporting

e Training information

e Support program information







contents

Chapter 1  Introducing the Smart Plug-in for Exchange..................... 9
What the Exchange SPI doeS . . ... ..o e 10
How the Exchange SPI works . .. ... ... 10

Auto Discovery andthe ServiceMap. ...t 10
DyNamiC SErVICE MaPS . . .« oottt et et e e e e e 1
Exchange Organization. . . . .. ...ttt 14
OV Topology ViewWer . ...t et e e et et e 16
Site TOPOIOgY VIEWES . . . oo e 21
Getting Started with the Exchange Topology viewer . ..................... 21
Accessing Server and Map Properties . ... 23

N 26
Required WMI Security ACCESSPErMISSIONS. . ..ot vi it 27
EXChange SPl MESSagES. .« o v v vttt ettt et e 28
Policy setupand deployment .. ... ... 30
POIICY GrOUPS . . .o 31
Exchange 2000 and Exchange 2003 policy groups ... ...ovvevenennennn... 31
Exchange 5.5 policy groups . . . ..o oot 33
Policiesgrouped by type. . ... ..o 34
Using EXchange SPIt00IS . ... oot 35
OVO Foundation TOOIS. . . . . oottt e e e 38
Exchange SPI reportsand graphs. . . ... ..o 38
EXChange SPl reportsS . ..ot e 40
Exchange SPl graphs . ... oo oo 42
Where to find Exchange SPI documentation . .............. .. ..o, 43




Contents

Chapter 2

Chapter 3

Chapter 4

Version Details and Upgrading ....................oooiiiiin. .. 45
Policy changesinthisversion . ... i e 45
Threshold changesinpolicies. . . ... e 45
Obsolete POlICIES. . . oo 45

NEW POHCIES . o oot e e e 46
Re-organization of policies, reportsandgraphs. . ........... ... ... ...... 49
Renaming of policiesinthisversion. . ........ ... ... .. 50
Upgrading Exchange SPI fromB.08.00. . .. ... .cvv it 51
Getting started ............. i 53
Getting started managing Exchange 2000 and 2003 Servers . . ... .o e e e 53
1. Install the HP OpenView Smart Plug-insCD. . ........... ... 53

2. Select NOdEStO MANAGE. .« . .« v v v vttt 53

3. Modify policy threshold values, asdesired. .. ......................... 54

4. Configure the End-to-End MessagePing . ... ...t 54

5. Configure the MAPI Service Level Objectivepoalicies .................. 54

6. Deploy Manual Deploy Groups policies, asdesired. .. .................. 55
Exchange Service DISCOVENY . . ...ttt e e e 55
Getting started managing Exchange5.5servers. . . ... 57
1. Install the HP OpenView Smart Plug-insCD. . ........... ... 57

2. Add User name and Password to EXSPI-5.5 Exchange Service Discovery. .. 57

3. Add Exchange 5.5 serversto the Nodesfolder. . ....................... 57

4. Manua Exchange Service Discovery policy deployment, if required .. ... .. 58

5. Policy deployment, asdesired. . ...........o i 58

6. Verify installationresults ......... ... 59
Exchange Service DiSCOVENY . . ...t 59
Suggested daily tasks . . . ..ot e 62
Regarding reporting . . . ... oo it 63
Using Exchange SPI policies, reports and graphs ............. 65
Using Exchange SPl poliCIES . . .. oot e e e 66
Exchange 2003 pOliCieS . . . ..o it 68
Exchange 2003 Auto Deploy policies . ...t 68
Exchange 2003 Manual Deploy policies . ...t 75
Exchange 2000 pOliCiES . . . oottt 77




Chapter 5

Contents

Exchange 2000 Auto Deploy palicies ..., 77
Exchange 2000 Manual Deploy policies . ...t 84
Manual deployment of Exchange 2000 and 2003 poliCies. . ... ...ovvveivvnnnn . 86
Todeploy policiesmanually: .. ... 86
Manual Deploy poliCy groups. . . . ..o e 86
EXChange 5.5 POliCIES. . ..ot e 87
Policy group prerequisitesfor Exchange5.5 ......... ... ... il 87
Policy group descriptionsfor Exchange5.5. . ........ ... ... i, 88
Quick Start policiesfor Exchange5.5 ........ ... o i 88
Add-Onspoliciesfor Exchange5.5 . ... ... 89
Advanced policiesfor Exchange5.5 ........ .. .. oo i i 89
Using Exchange 5.5 reportsand graphs. . .. ... oot 90
Datacollectionforreportsandgraphs . . ... 20
Configuring and deploying Reporter Collection policies. .. ................... 90
Time interval before generation of reports. .. ... i 95
Todisplay areport: . ...t 95
EXChange SPl reportsS. . . ..ot 96
EXCchange 2003 rep0rtS . . . oo vttt e 96
EXchange 2000 reportS . . . oo ettt e 98
EXChange 5.5 reports . . ..o 101
EXchange SPl graphs . . ..o oo 102
Todisplay agraph: . ... 102
Exchange 2003 graphs . . . ..o e 104
Exchange 2000 graphs . . ..o oot e 107
Exchange 5.5 graphs. . . . ..o 110
Configuring Exchange SPI for Message Delivery SLAs....... 111
Exchange 2000/2003: monitoring messagedelivery SLAS. ... ... oo 112
Exchange 5.5: monitoring message delivery SLAS . ... ..o 115
Format of objects passed from the Exspi executable to the Metric 1002 for
End-to-ENd Message Ping. . . . ..o e 123

Comparison: End-to-End Message Ping for Exchange 5.5 v. Exchange 2000/2003 . . . 124




Contents

Chapter 6

Chapter 7

Chapter 8

Exchange SPI Clustering support ..................cooiiin.s. 125
Using Exchange SPI in high availability environments. . .................... 125
Example apminfoxmlfile ......... .. ... 127
Exchange Cluster Configurationtool . ........... .. ... .. ... 128
Data Collection onvirtual SErvers . .......oouiii i 132
Seeing virtual serversinreportsandgraphs. ........... ... oo 132
Setting up End-to-End Message Ping on an Exchange Cluster . ............... 132
Exchange Cluster Service Map. . ..o oot e 132
What happensduring afailover:.......... ... i 134
Exchange 5.5 user privileges ... 135
Service account with special Exchangeprivileges. . ........................ 135
Creating a service account for Exchange5.5servers. . . ...t 137
Case 1: Exchange 5.5 nodesin aWindows NT Domain (NT4/EX5.5) .......... 137
Case 2: Exchange 5.5 nodes in a Windows 2000 domain (W2k/EX5.5) . ........ 146
Customizing policies and uninstalling the Exchange SPI .... 155
Customizing policiesusingthetagfeature. .. ............ .. ... i, 155
Uninstalling Exchange SPI . . . . ..o 161
For any uninstall of Exchange SPI: . ...... ... i i 161
Uninstalling Exchange SPI from the management server:.................... 161




Contents

Appendix A Exchange SPI Instrumentation Files ........................... 163
EXSPI Exchange Discovery Instrumentation. . ................covuun... 163
Exchange 200X EXSPI Instrumentation ................ccvvuivunenn... 163
Exchange 5.5 EXSPI Instrumentation . ........... .. .. i, 165
Appendix B Service Reporter schema ...t 167
Appendix C Embedded Performance Component (EPC) schema.......... 185
Appendix D Creating service accounts for Exchange 2000 or 2003 ....... 199
Appendix E Exchange Cluster terminology....................ooiiiiiiint 207
O X . 211




Contents

10



Introducing the Smart Plug-in for
Exchange

This chapter introduces you to some basic Smart Plug-in for Microsoft® Exchange Server
(Exchange SPI) concepts and offers an overview of the components that appear in the
OpenView for Windows console when Exchange SPI isinstalled. The chapter includesthe
following sections:

What the Exchange SPI does

How the Exchange SPI works with OpenView Operations for Windows
Service Discovery, Service Maps and the Exchange Topology viewer
Exchange SPI tools

Policy setup, display and deployment

Introducing Exchange SPI reports and graphs

Where to find Exchange SPI documentation.




What the Exchange SPI does

What the Exchange SPI does

The Exchange SPI adds Exchange 2003, Exchange 2000 and Exchange 5.5
server-monitoring capabilities to OpenView Operations for Windows. It provides mission
critical monitoring and management of the enterprise Exchange environment through
predefined yet customizable policies offering monitored server load and performance,
client availability, message delivery times, and service level objectives.

With the Exchange SPI configured and deployed to Exchange server systemsyou will find
that you can increase Exchange availability and performance, lower the support costs
associated with the Exchange service, and improve capacity management and planning.

After setup, the Exchange SPI will monitor critical Exchange application/database
resources, giving you information through the OpenView Operations console in the form
of service maps, topology views, message alerts, reports and graphs.

How the Exchange SPI works

Auto

When the Exchange SPI isinstalled on a management server, and nodes running Microsoft
Exchange server are added to the OV O Nodes folder, Exchange SPI service discovery
policies will discover the Exchange environment on those nodes, and deploy
automatically relevant groups of Exchange SPI policies. The policiestrigger actions, or
messages/alerts being sent to the OV O message browser, or they collect datathat is used
to populate Exchange SPI reports and graphs.

Discovery and the Service Map

The Exchange SPI uses the OV O discovery service components to discover your
Exchange topology and services. The discovery processis performed by service discovery
policieswhich are automatically deployed when a node becomes an OVO managed node.

For Exchange 5.5, the Service Discovery policy requires the User name and Password of
a service account with special Exchange privileges. For more information on this type of
account and how to create one, see Chapter 7, Exchange 5.5 user privileges.
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Chapter 1

The Exchange environment services discovered by the service discovery policies are
displayed in the Exchange organization service map.

Dynamic service maps

Service maps are created from the topology discovered in your network by the Exchange
service discovery policies. They are dynamic, reflecting the present time status of your
Exchange environment.

In the console, display the service map in the details pane by selecting Services >
Applications and then selecting any level of the Exchange organization. Your Exchange
organization and its activity can be looked at either in the console tree or in the Service
Map display.

Figurel  Service Map of administrative group servers

Setvers  View: Map - Contains or Uses

Wi in dizplay: Containg or Uzes

~

o W2K-TE?
], W2K-T20
%  ROSE09654F0

Ay RO0S59292T5T
wp ROS59292E2K,

b | Microsoft Exchange Services
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How the Exchange SPI works

Problems in the Exchange organization are indicated in the Service maps by colors
showing severity level (red, orange, yellow, blue). They are also indicated by Critical,
Major, Minor or Warning messages displayed in the Message Browser. Hovering the
cursor over any entry in the message browser will display descriptive details. Double-click
amessage to see details.

Figure2 Partial view of Active M essage Browser, for an Exchangeadministrative

group

severity | s|ul1|a|o|n|Rreceived A | service | node |_application
A Warning - - X - C - 5[2/2003 4:55:37 PM Microsoft Exchange I... ROS59292E2K Exchang...
A Warning - - X - C - 5/2/2003 4:56:33PM Microsoft Exchange I... W2K-T20 Exchang...
A wWarning - - X - C - 5/2/2003 5:19:55PM Microsoft Exchange I...  W2K-T63 Exchang...
A Warning - - X - - - 5/2/2003 5:21:27 PM Microsoft Exchange I... W2K-T20 HP EXSPI

D Warning - - X - - - 5/2/2003 5:22:08 PM Microsoft Exchange I...  W2K-T20 HP EXSPI

£ Minor - - X - - - 5/2[2003 6:10:12 PM Microsoft Exchange ...  W2K-T20 EXSPI-Ping
N Minor - - X - - - 5J2/2003 6:10:12 PM Microsoft Exchange ...  W2K-T20 EXSPI-Ping
N Minor - - X - - - 5/2/2003 6:10:12PM Microsoft Exchange ...  W2K-T20 EXSPI-Ping
A Major b 3 003 6:10:18 PM Microsoft Exchange ... Y EXSPI-Ping
£ Minor - - X - - - 5/2/2003 6:10:18 PM Microsoft Exchange ... ROS59292E2K EXSPI-Ping
/N Minor - - X - - - 5J2[2003 6:10:21 PM Microsoft Exchange ...  W2K-T63 EXSPI-Ping
£ Minor - - X - - - 522003 6:10:21 PM Microsoft Exchange ...  W2K-T63 EXSPI-Ping
£ Minor - - % - - - 5J2[2003 6:40:13 PM Microsoft Exchange ...  W2aK-T20 EXSPI-Ping
/N Minor - - X - - - 522003 6:40:14 PM Microsoft Exchange ...  W2K-T63 EXSPI-Ping
£\ Minor - - X - - - 5/2[2003 6:40:22 PM Microsoft Exchange ...  ROS59292E2K EXSPI-Ping

The buttons in the OpenView toolbar give you easy access to the various ways of viewing
Exchange activity:

B & FHE

From left to right: Impacted Services, Root Cause, Service Map, Active Message Browser,
Acknowledged Message Browser.
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Chapter 1

Figure3 Impacted Services from a server problem

D Exchange 2000 =

Administive Group: First Administrative Group =
Fouting Group: First Routing Group =

D Servers o

The Impacted Services service map view helps you to see at aglance the nodes or services
that are affected by any occurrence on anode or service.
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How the Exchange SPI works

Figure4 Root Cause view of an Exchange 5.5 site problem

=1

£ Site: rix-ex55-site
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@ Exchange 5.5 Messaging Infrastructure

The Root Cause service view helps you to see the source of a problem. Root cause
analysis starts at the level of your selected node or service, stops at the level where the

cause of the problem lies, and draws a map that shows the source of the problem and the
nodes or services affected by it.

Exchange Organization

After Exchange topology is discovered, the organization of your Exchange environment
displays in the console tree under Services, in the various Service maps. The Exchange
organization in an enterprise can be extremely complex, these views help in visualizing
the organization from the overview down to the detail level.
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Figure5
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How the Exchange SPI works

OV Topology Viewer

The OV Topology Viewer provides for an easy visualization of your Microsoft Exchange
environment from a 3-dimensional perspective. The viewer isatool located in the OVO
console under Tools> SPI for Exchange > Exchange 2000 and 2003 > Exchange
Topology. Using this tool you are able to quickly visualize routing groups, Exchange
servers and the roles they play within your Exchange organization, by selecting the
Exchange Topology folder on the console tree.

This documentation is written from the Exchange perspective, focusing on the Exchange
Topology view within the OV Topology Viewer, which collects and displays Exchange
organization data. If you also have the OpenView Active Directory SPI installed, the OV
Topology Viewer will open with two folders: Exchange Topology and Site Topology. The
Site Topology view displays Active Directory and Exchange server information. For more
details on the Site Topology view see the Active Directory SPI online Help and
Configuration Guide.

To open the Exchange Topology viewer:

1 Select Tools > SPI for Exchange > Exchange 2000 and 2003 > Exchange
Topology.

2 Double-click OV Topology Viewer.

3 The OV Topology Viewer opens. In the left pane, right click Forests, and select Add
Forest....

16



Figure6  OV-TV: Connect to Forest

Connect to Forest

Erter the DMNS name of an Active Direckary Damain
ar Domain Contraller, ar the Domain Controller's IR

address;

Chapter 1

]|

I Ov -2

¥ Use alternate Credentials

]

Lser Mame: I adrmin

Password! I |

[Darnain: I av-ex

[T advanced Exchange Data Collection

I

Cancel

4 Identify the Domain Controller or Active Directory Domain which will be
interrogated for Exchange data. Before selecting the Advanced Exchange Data
Collection checkbox, see “ Concerning Advanced Exchange Data Collection” on
page 20. Enter the requested information. Click OK.

5 You are informed when the data collection is complete.

Figure7  OV-TV data collection complete

ov-EH

Data collection complete,

Estimated Time Remaining: 0.0 Seconds

Elapsed Time: 2 Seconds

Petrcent Complete: 100%:

[T Close this dislog when complete,

Close |
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How the Exchange SPI works

6 Click Close, or check the Close the dialog when complete box if you prefer that this
dialog close automatically in the future.

7  Select Exchange Topology in the left pane. An untitled view of your Exchange
Topology is displayed in theright pane. Save this view for future use.

Figure8 OV-TV:

,Q_.I z Connectar for MS Mail (ROSBD‘BESEEK)'

|C1Cnnnech:\r for M5 SchedulePlus FreeElusylSite Conneckar I:C"u'E}{C2j|

Connactor For oo Mail (ROSEDEEEAF‘OH

Connectar For cciMail I:ROSE}{SF‘I3:I|

1ail [ROSS09EEEZE]

MS Mail Connector (ROSBD?ESP.F‘O)l

MS Mail Connectar I:ROSE}{SF'Hjl

Site Comnector [OWEXCL) |

8 Expand the folders to see your Exchange Organization hierarchy.
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Example Exchange Topology console view
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How the Exchange SPI works

Concerning Advanced Exchange Data Collection

Whether or not the OV Topology Viewer can collect particular Exchange datawill depend
on the specific permissions assigned to components of your Exchange organization, see
“How can | tell if | have WM access to an Exchange Server?’ on page 26.

On the Connect to Forest... screen, if the option Advanced Data Collection is checked
you will see the following warning:

OpenView Topology Viewer

AN

Access to every Exchange server in the environment will be attempted, IF the user credentials provided do nok have
sufficient access ko WMI on each server, or WHI has been disabled on the server, enabling this option may add up to
Z minutes PER. SERVER ko the data collection, Even with sufficient WMI access, data collection may take considerably
mare time in large environments, The additional data collected is used ko display Exchanage server information in the
Sike Topology wiew,

Are you sure you wank to continue?

Asthe warning indicates, the retrieval of this information from alarge Exchange
Organization can take a number of hours. In addition, if it is not successful due to these
permission limitations, you will not be notified, but must check the error log files for
connection difficultiesto determineif your privileges were sufficient. See“ Required WMI
Security Access permissions” on page 27 for details of required WMI permissions and
error log file locations.

If you select not to initially collect this data from your entire Exchange organization,
OV-TV will try to retrieve this same data when the Properties dialog of individual servers
is opened. If the permissions allow, the query will retrieve data and populate the
Dependent DC tab on the server Properties dialog. If Advanced Exchange Data
Collection is selected initially, thistab on the Properties dialog of any servers (where the
permissions permit) will be populated.

20
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Site Topology viewer

If you have the Active Directory SPI license, there will be a Site Topology folder on the
console tree, beneath the Exchange Topology folder.

The Site Topology view shows both Active Directory (AD) and Exchange servers on the
same map, when:

*  both SPIsareinstalled
e thecorrect permissions were set to allow the collection of Exchange data

» Advanced Exchange Data Collection has been performed with the initial data
collection (through checking the check box).

The advanced Exchange data collection gathers information about where in the Active
Directory sites the Exchange servers live, and the dependent domain controllers. This
Exchange information will be present in the Site Topology map, which opensin the details
pane when you select this folder on the console tree. For more information on the Site
Topology view, see the Active Directory SPI online Help and Configuration Guide.

Getting Started with the Exchange Topology viewer

When the OV Topology Viewer opens, on the |eft you see folders containing routing
groups and servers. On the right you see the graphical representation that places the
routing groups and server links within a context. While the tree view on the left displays
the hierarchy of the Exchange organization, the right pane shows the non-hierarchical
relationships among its components.

Accessing functions: The OV Topology Viewer's features can be accessed through its
menu commands, itstoolbar buttons, or by context menuswithin areas on either side of the
window pane. For complete menu and toolbar descriptions, please refer to the SPI for
Exchange online Help.
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How the Exchange SPI works

Manipulating the Exchange Topology view

You may find when you view the Exchange Topology map that servers do not appear
within the viewable area. You may also want to resize the viewable area. These and other
changes are possible as follows:

Table 1 Modifying the OV Topology Viewer

Tree/map modification How to do it

To move servers to different Drag and drop the server to the desired tile within
locations within their routing its routing group.

groups.

To increase/decrease size of Right-click the unused space on or off the map and

row/columnsinthe map'sgrid.  select View Properties, and the General tab.

To find a server in the tree. On the map, right-click a server and select Find
Server in Tree.
(Label appears highlighted)

To find a server in the map. In thetree, right-click on the server and select Find
Server on Map.
(Label appears bold, with larger text)

Move arouting group to a M ethod #1:
different area of the grid

1. Pressing the left mouse button, click the routing
group and start to drag and drop to the desired area.
2. Drag to edge of view to auto scroll the view.
Method #2

1. Pressing the left mouse button, select the routing
group and start to drag and drop to the desired area.

2. Still holding the left mouse button down, use the
arrow keysto change the view of the map.
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Chapter 1

Using the keyboard to move around the map.

Table 2 Keyboard Functionality

Keystroke Map function

« left arrow Scrolls the map view to the left approximately onetile
width.

— right arrow Scrollsthe map view to the right approximately onetile
width.

Home Scrolls the map view to the left extent. (Vertical

position remains the same).

End Scrolls the map view to the right extent. (Vertical
position remains the same).

Accessing Server and Map Properties
After successfully connecting to aforest, the tree is populated and a topological map
displayed.

By right-clicking any discovered Exchange server in either the tree or the map and
selecting Properties, you can view the following Exchange server information:

23



How the Exchange SPI works

Server Properties
Figure10 OV-TV server Properties
ROS84196EZ2K Properties

Exchange Server I Dependant DESI

|E: | ROSB4ISEERK
&
DMS Host Mame: IFEDSE*H 96E 2K, ov-exc].ov-ex.ovrose hp.co

Digtinguizhed Mame: II:N =R0584196E 2K, CH=S ervers, CH=0E:

Object GUID: I{EFE'I 0757-44EB-4B12-BED3-E4C3CADEAS

Server Roles:

Foles |
Ewxchange Mailbos
Exchange Public Folder

Refresh Data | Cloze I

Theinformation displayed in the server Properties dialog (DNS Host Name, Distinguished
Name, Object GUID, Server Roles and Dependent Domain Controllers), will be derived
from the initial Active Directory query (see “Concerning Advanced Exchange Data
Collection” on page 20). If little or no information is displayed, it is probably aresult of
the required WMI permissions not being granted, see “Required WMI Security Access
permissions’ on page 27.

The server propertiesinformation is cached, click Refresh Data if you want the datato be
updated.
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The Dependant DC tab

Figure1l Example Dependant DCs

RO584196E2K Properties E

Exchange Server

Dependant Domain Controllers:

OMHS MHame | Type |
ov-enc] dol . ov-exc ] ov-ex ov.rose h.. Authentication
ov-exc]do] ov-exc] . ov-ex. ovroze b Global Catalog
W-ERCIDCZ ov-erc] . ov-exov.roze...  Authentication
MW-EXC1DC2 ov-grc].ov-ex.ov.roze..  Global Catalog
ov-epcsdo] ov-excd ov-en ov.rose h.. Authentication
ov-epcdod ov-excd. ov-ex ov.roze.h.. Authentication
ov-excadod ov-ercs. ov-erovioze.h..  Configuration
ov-encsdod ov-encsd ov-ex ov.roze.h.. Authentication
ov-epcsded ov-encd. ov-ex. ov.roze b Global Catalog

Befrezh Data | Cloze I

The Dependant domain controllers are listed with their DNS Name, and their Type. If the
Advanced Exchange Data Collection option was checked initially, this data has already
been collected and will display. If the option was not checked initially, selecting to view
the Server Properties activates the collection of this dataand it will display in the dialog if
the appropriate security authorizations are set.

Type: Any of the three types of roles the domain controller can have: Authentication,
Global Catalog or Configuration.

25



How the Exchange SPI works

Map Properties

By right-clicking on an unused area of the grid or space off the grid, you can open the
Exchange Messaging View menu, with the following options:

— Navigator: alowsyou to view and navigate the entire grid, giving you an
overview of what you are seeing. The blue rectangle represents the areavisiblein
themain view.

— Clear Find: If an object on the map isin focus as aresult of the right-click menu
option Find in View, thiswill be enabled, and you can select to clear the find.

— View Properties: Many variables of the map view can be modified, for example
colors of routing groups and lines, as well as line widths and styles.

For more information about the OV Topology Viewer, see the Exchange SPI online Help.

If you have the Active Directory SPI installed and wish to view Active Directory detail
using the Site Topology View, see the Active Directory SPI online Help.

FAQs

Can | print the map image?

No. But you can export the map, saveit as .png or as abitmap, then open it in MS Paint to
print the file or other graphics programs such as Adobe PaintShop or Photoshop. You can
also view and print it in the M S Office Picture Manager.

How can | tell if | have WMI access to an Exchange Server?

1 Lookinthe<OVTV install
directory>\release\logs\AD OvADExCollectorErrorLog.txt log
file.

2 Look for awarning such as:

03/01/05 11:44:53 WARNING: Exception thrown, HR#80070005, Access is
denied. WMI connection failed to server
'myExchangeServer0l.americas.mycorp.net'. FileName:
.\OvWmiQuery.cpp Line#128

Or

02/24/05 17:36:24 WARNING: Exception thrown, HR#80041008, WMI
connection failed to server
'myExchangeServer0l.americas.mycorp.net'. FileName:
.\OvWmiQuery.cpp Line#126
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What log files does OVTV generate?

When you launch OV-TV, it generates OVTV_ConsoleErrorLog.txt and
OVTV_OvADExCollectorErrorLog.txt

fileslocated at:
OVTV install directorys>\release\logs\

If you shut down OV-TV, or simply cancel out, or stop then reconnect to a forest, the
previously created OVTV ConsoleErrorLog.txtlog fileisrolled over into
OVTV_ConsoleErrorLog.old.txt andthe previously created
OVTV_OvADExCollectorErrorLog.txt isrolledinto
OVTV_OvAdExCollectorErrorLog.old.txt.

Note that the OVTV_OvADExCollectorErrorLog.txt iscreatedonly if you
receive awarning. If no warning occurs, then no files are created.

Required WMI Security Access permissions
The following permissions are required for the OV Topology Viewer to collect advanced
Exchange data:

— To get Exchange server site membership data, the OV-TV user must have READ
and REMOTE access to the WMI namespace r oot\default.

— To get Exchange server DC dependency data, the OV-TV user must have READ
and REMOTE access to the WMI namespace r oot\M icr osoftExchangeV 2.

— Andto get the DNS servers of aDC, the OV-TV user must have READ and
REMOTE access to the WMI namespace root\CM 1 v2.
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Exchange SPI Messages

Policies generate messages and alerts that are displayed in the OpenView message
browser. They are also forwarded to the appropriate service category and are displayed in
the Service Maps.

Double-click messages in the message browser to view the details of any message.

Messages include suggestions for corrective actions, and links to appropriate Microsoft
information sites.

Figure1l2 Message Propertieswith explanatory text

Message Properties |

Metric: Queue State -
Metric Description: D etermings the state of the queues,

Frobable cause{z]:

e

There ate a umber of potential causes meluding performance of
target, zource, or the Actree Directory servers, or the nebwork.

Paotertial impact: Performance (Message thioughput]
Suggested action(z);

1] Moritor systems with Windows NT Task Manager or NT
Performance Monitor to determing if the systemn or fanget system iz
overloaded,

2] Determnine if there 1z a network outage by uzing the ping tool to
reach the target syztem.

3] Deploy the DSAccess policies o help maonitor the performance
and availability of the Actrve Directony server and related components.

For maore information about queus states and actions you can take,
pleaze read:
hittp: /#zupport. mecrosoft com,default. azpwPecid=kben-uz 264054

4
L ' [} i i i [N i [ LX) F

oK, Cancel ool | Heb

28



Chapter 1

Figure13 Link takesyou torelevant Microsoft knowledge base
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How the Exchange SPI works

Policy setup and deployment

’ EXSPI palicies must be deployed according to Microsoft Exchange SOerver version (eg.
Exchange 2000 policies to nodes running Microsoft Exchange Server 2000). In addition,
do not deploy EXSPI policies to non-Exchange systems.

Exchange SPI policies are displayed in the OV O consolein two places. by group under
the Policy groupsfolder, and by type under the Policies grouped by type folder. The
groupings under Policy groups are organized by Exchange components and services.
Thesefolder groups are used by the Auto Deploy functionality of OV O. See the Exchange
SPI online Help for detailed information on policy groups, policy types, and policy
prerequisites.
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Policy groups

Figure14 Exchange SPI Palicy groupson the consoletree
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Chapter 1

Policies for Exchange 2000 and 2003 are in version specific folders, organized in Auto
Deploy and Manual Deploy groups. By default, Auto Deploy Groups of Exchange SPI
policies are set to deploy automatically when relevant applications or services are

discovered on OV O managed nodes. Manua Deploy Groups contain policies requiring
configuration or specia circumstances for deployment.

Exchange 2000 policies are grouped in Auto and Manual deploy groupsin the following

way:
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Figure15 Exchange 2000 policy groups
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For a complete listing of individual policies, see“Exchange 2000 policies’ on page 77,
individual policy descriptions are in the Exchange SPI online Help,

Exchange 2003 policies are grouped in Auto and Manual deploy groupsin the following
way:

Figure16  Exchange 2003 policy groups
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q
I - oo Exchange SPI core
EI-- Manual Deploy Groups
-- Active Directory Connector Server
Exchange Server
Site Replication Service
{8 Exchange 2000
&7 Exchanoe 5.5
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For a complete listing of individual policies, see“Exchange 2003 policies’ on page 68,
individual policy descriptions are in the Exchange SPI online Help.

Exchange 5.5 policy groups

Policies are organized according to how you might want to deploy them. The EXSPI
Discovery and EXSPI Quick Start policy groups contain policies that deploy
automatically to nodes as soon as the nodes become managed by OV O, and contain most
of the policies you need to get started. The EXSPI Add-Ons policy groups contain policies
that monitor applications compatible with but not a part of Exchange, such ascc:Mail. The
EXSPI Advanced policy groups contain policies that require some advanced
configuration, including the creation of amailbox, and a service account with special
Exchange privileges. For alisting of individual policies see “Exchange 2003 policies’ on
page 68.

e TheEXSPI Discovery policy group contains Exchange Service Discovery and Check
Discovery palicies. These policies perform the Exchange service discovery on all
OV O managed Exchange 5.5 servers, and check for service discovery errors. Before
deployment, the EXSPI-5.5 Exchange Service Discovery policy needs to be edited
to include the User name and Password of a service account with special Exchange
privileges. For more details on thistype of account, see “ Service account with special
Exchange privileges’ on page 135.

e The EXSPI Quick Sart policy group contains the basic policies for monitoring
Exchange servers, for example, policies to monitor key Exchange services, forward
application errors and warnings, and monitor messaging queues. These policies need
no special customization and are deployed automatically to all nodes once they
become managed by OV O.

e The EXSPI Add-Ons policy group contains policies to monitor applications
compatible with, but not a part of Exchange, such as cc:Mail and Chat Service. They
are available to select, modify and deploy as needed.

e The EXSPI Advanced policy group contains Reporter policies, Event Log Warnings
and Information policies and End-to-End Message Ping policies. Once deployed to
the Exchange server nodes, Advanced policies enable the Exchange SPI to target
specific data and measure this data against predefined rules, and generate actions,
reports and graphs. Most Advanced policies require additional configuration.
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How the Exchange SPI works

Policies grouped by type

Policies grouped by type displays policies organized according to function, for example,
you find data collection scheduling in Scheduled Task policies; threshold settingsin
Measurement Threshold policies, etc. Further information on policy typesisavailablein
the OVO online Help.

Figurel7 Measurement Threshold policiesdisplayed in the details pane
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Using Exchange SPI tools
There are two groups of Exchange SPI tools: Tools> SPI for Exchange > Exchange 5.5,
and Tools > SPI for Exchange > Exchange 2000 and 2003.
For Exchange 5.5 the following tools are avail able:

Figure18 Exchange SPI Toolsfor Exchange 5.5

Tree I Favorites | Exchange 5.5 Wiew: Skandard List
D HP Cpentiew Marne | Descripbion
=l @v" Cperations Manager | ROSS0965TST. T‘ MBCE Config  Create mailbox on Exchange 5.5 Server
I @ Services T' Trace On Turn tracing on For EXSPI collectar
_ﬂ Modes T Tracing OFf Turn tracing off For EXSPT collectaor
= _"d Tools

B _"d Microsoft Windows
EI _"d Movell Mebware
EI _"d Cpeniiew Tools
EI _"d Reporting
EI _"d SPI For Exchange

_"d Exchange ZEIEIEI and 20073
_'ﬂ Exchange
EI_"d SPT For L 05
EI_"d SPI For 'Web Servers
[zl SPI For Exchange
EEI---_E] Palicy management
EEI---EI] Reports & Graphs

e The Exchange SPI MBOX Configtool starts the mailbox configuration program that
automatically creates and configures amailbox. The user name and password of a
service account with Exchange User and mailbox creation administrative privileges,
needs to be given for the tool to execute.

e TraceOn/ Tracing Off enables or disablestracing. The default setting is off. Tracing
is generally used by customer support for troubleshooting purposes.
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For Exchange 2000/2003 the following groups of tools are available
Figure19 Exchange SPI Tool groupsfor Exchange 2000 and 2003:
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Client SLA Configurations

Thistool group contains the following tools for MAPI-based client probes:
e ConfigureClient MAPI Logon

e ConfigureClient M essage Read

e ConfigureClient M essage Send

e MBOX creation for MAPI client based policies

These tools, used together with associated policies, generate and collect Service Level
Objective data on various basic client tasks such as logon, sending, and reading E-mail
messages. See the online Help for more information and procedures.
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End-to-End SLA Configuration

Thistool group contains the following tools:

MBOX Config: starts the mailbox configuration program that automatically
configures a mailbox. The user name and password of a service account with
Exchange administrative privileges needs to be given for the tool to execute.

End-to-End Configuration: Thistool isawizard for configuring the Message
Delivery (Ping) Service Level Objective process on Exchange 2000 and 2003 OVO
managed servers.

See “Configuring Exchange SPI for Message Delivery SLAS’ on page 111 for more
information.

Exchange Server Utilities

Thistool group contains the following toals:

Enable M essage Tracking: enables message tracking on Exchange 2000 and
Exchange 2003 servers.

Mount Exchange | nformation Sore: Thistool can search for and mount
dismounted information or public folder stores. For more information on thistool, see
the Exchange SPI online Help.

EXSPI Support

Thistool group contains the following tools:

Trace On/Tracing Off tools enable or disable tracing. The default setting is off.
Tracing is generally used by customer support for troubleshooting purposes.

Self Healing Info: thistool gathers system information, and configuration, log, and
trace Exchange SPI files, for assisting customer support in troubleshooting problems.
See the online Help for more information.

Exchange Topology

OV Topology Viewer: Thistool providesfor the visualization of Microsoft
Exchange and directory servers, with a 3-dimensional perspective. See “OV
Topology Viewer” on page 16 for more details.
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ovo Utilities

Thistool group contains the following tools:

» Exchange Cluster Configuration: Thistool prints apminfo data, which can be used
to create the apminfo.xml file used by the Exchange SPI to recognize clustered
instances. For further information about Exchange SPI monitoring clusters, see
“Exchange SPI Clustering support” on page 125.

» Embedded Performance Component Configuration: Thistool createsthe
EXSPI_DATA datasource, classes and metrics. It performs the same functions as the
Auto Deploy policy EXSPI-6.X exspi Agent Configuration in the ovo Exchange
SPI core > Data Collection group. Thetool will list al current datasources prior to
creation of the EXSPI_DATA datasource. To verify successful creation, wait afew
minutes after initial execution, and execute the tool again. See “ Embedded
Performance Component (EPC) schema’ on page 185 for a complete listing of the
EPC schema.

OVO Foundation Tools

Some Exchange 5.5 Advanced policies require a Domain Admin account. To help manage
those accounts, atool called ovpmpwautil has been added to the OV O foundation tools.
Thistooal is not SPI specific. Documentation for ovpmpwutil can be found in the
Command-line Tools section of HP OpenView Operations for Windows online Help.

Exchange SPI reports and graphs

L ocated in the appropriate Exchange version folder under SPI for Exchange > Reports
and Graphs> SPI for Exchange and the Microsoft Exchange version, thereare a
number of preconfigured reports and graphs, grouped by service.

The SPI for Exchange Reports and Graphsfolder will not be created until datais
collected on nodes and the Service Reporter consolidation process has run. Out of the box
the Reporter Data consolidation process (codaGather.exe) is scheduled to run each day
shortly after midnight.

Reports and graphs are populated with data collected by the EXSPI data collection
policies. Datais consolidated nightly and used to generate reports and graphs the
following day. Some data collectors run on Saturday/Sunday only and therefore related
reports are available only after aweekend has passed.
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Graphs are near real-time, populated with data contained in the Exchange SPI Embedded
Performance Component (EPC).

See the Exchange SPI online Help for detailed information about each report, the policies
that need to be deployed for each report, and troubleshooting tips.

To display a report or graph

When areport/graph group is highlighted in the console tree on the | eft, the list of reports/
graphs in that group displays on the right in the details pane. Select a report/graph in the
details pane and double-click. A dialog asks you to select the nodes from which to take
data, and the date range and level of granularity desired. Click Finish, and the report or

graph will display.
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Exchange SPI reports

Reports are displayed in the console organized by service. The list of reports available in
any service category is displayed in the details pane when the service category is selected.

For a complete listing of Exchange SPI reports, see “ Exchange SPI reports’ on page 96.
For details about each report, including troubleshooting tips, see the Exchange SPI online

Help.

Figure20  SPI for Exchange 2003 Client Accessreports
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Figure21 SPI for Exchangereport example
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Exchange SPI graphs

Graphs are displayed in the console organized by service. Thelist of graphs availablein
any service category is displayed in the details pane when the service category is selected.

SPI for Exchange Graphs are located in Reports and Graphs > Graphs > SPI for
Exchange (version #). For a complete listing of Exchange SPI graphs, see “Exchange SPI

graphs’ on page 102.

Figure22 SPI for Exchange 2003 Client Access graphs

D HP Open'iew
Elﬁ Operakions Manager : OWRNTTCAD

STy

4]

EI Reports & Graphs
EI@ Graphs

7 Performance Hiskory For Coda (00 Sub

ﬁ Direckory Service

----- =8 Information Store

- [E8 Maibox Store

ﬁ Messaging

[#% Public Folder Store
[+~ SPI for Exchange 2000

- SPI for Exchange 5.5
EEI-- SPI For Microsoft Windows

e

[F-{lzh| Reparts

Mame /

%.ﬁ.ctiveSync Performance
%.ﬁ.ctiveSync sers

%IMAP# Connections

@IMAP# Perforrnance

%MQF‘I RPC Perforrance
%Number of Successful RPCs with Different Latency Levels
%OMF& Respanse Time

%own Cannections

%Outlmk Cliert Failures
%Outlnuk Client RPC Performance
%POPS Conneckions

%POPS Performance

42



Chapter 1

Where to find Exchange SPI documentation

Cluster configuration and sUppOrt........cccoeeveerenenne Config. Guidech 6
DISCOVENY ittt Config. Guidech 1
End to End Message Ping ......cccocevereveneeeceenenennne Config. Guidech 5
troubleshOooting ......ccoceeeeriereriree e OnlineHelp
EPC SChema ..o Config. Guide Appendix C
Getting Sarted, step-by-step procedures................ Config. Guidech 3
Graphs:
listing by Exchange version .........ccccceeeeeuenee. Config. Guidech 4
MAPI-based client probes..........ccooevvenicrininenens OnlineHelp
Policies:
listing by Exchange version .........ccccceeeeeuenee. Config. Guidech 4
individual policy descriptions..........cccceceeeeuenee. OnlineHelp
CUSLOMIZING.-.cveve et Config. Guidech 8
requirements/pre-requisites.......ccoeevreenene. Config. Guidech 4
changesin thisversion..........cccccoovvieienenne Config. Guide ch 2
Reports:
listing by Exchange version .........cccccceeeeeuenee. Config. Guidech 4
report details .....coeeeeereneneeeeereee OnlineHelp
troubleshooting reports........coeveeeenceeccncnene OnlineHelp
Ex 5.5: configuring and deploying report policies...Config. Guidech 4
Service accounts:
setting up for Exchange 5.5.......ccooiinnee Config. Guidech 8
setting up for Exchange 2000 am 2003............. Config. Guide Appendix D
SErVICE MAPS ... e OnlineHelp
Service Reporter Schema........cocooeeeveeeeineeienceee, Config. Guide Appendix B
Tools
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TS AT o S Config. Guidech 1

ProCEAUINES.....cvieeeeeeeeee et eee e s OnlineHelp
TOPOIOGY VIEWEN ..o ceie e Config Guidech 1
L8] 0o o= o [T oo [ Config. Guidech 2
UNINStalling ..ovecveeecececece e Config. Guidech 8
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Version Details and Upgrading

This chapter covers upgrading information, and policy and tool changes from the last
Exchange SPI version to this one.

Policy changes in this version

Threshold changes in policies

In response to customer feedback, the default out-of-the-box threshold values and
scheduled times within all Exchange 2000 and 2003 policies have been enhanced. Please
check the properties of individual policies.

Obsolete policies

- EXSPI-6.0 Dc-1SMgg Délivery Time

- EXSPI-6.0 Dc-IS Public Msg Vol

- EXSPI-6.0 Dc-IS Private Msg Vol

-  EXSPI-6.0 Dc-MTA & IS Queue Lengths
- EXSPI-6.0 Dc-Exchange Info

- EXSPI-6.0 Dc-MTA Message Volume

- EXSPI-6.0 Create Coda Data Sources
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Policy changes in this version

—  EXSPI-6.0 Dc-User Connections
- EXSPI-6.0 Dc-SMTP Message Volume
-  EXSPI-6.0 Measurement Data Collector

New policies

ActiveSync:

e EXSPI-6.5 ActiveSync AD requests

e EXSPI-6.5 ActiveSync Mailbox Connection requests
e EXSPI-6.5 ActiveSync Mailbox pending requests

e EXSPI-6.5 ActiveSync Users

* EXSPI-6.5 DC ActiveSync

«  EXSPI-6.5 DC ActiveSyncNotify

OMA (Outlook Mobile Access):

* EXSPI-6.5 OMA Response time
* EXSPI-6.5 OMA Application Event Errors
 EXSPI-6.5DC OMA

MAPI (Messaging Application Programming/Protocol Interface):

e EXSPI-6.X Information Store RPC Averaged L atency

Outlook 2003

e EXSPI-6.5 Outlook Client Latency

* EXSPI-6.5 Outlook Client RPC Failure Rate
* EXSPI-6.5 DC Outlook Client

OWA (Outlook Web Access)

*  EXSPI-6.X OWA Current Connections
* EXSPI-6.X Dc- OWA Back End

* EXSPI-6.X Dc-OWA Front End
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e EXSPI-6.X HTTP Port Response

IMAP4 (Internet Message Access Protocol, version 4)
*  EXSPI-6.X IMAP4 Failed Connection Rate

» EXSPI-6.X IMAP4 Rejected Connection Rate

*  EXSPI-6.X IMAP4 Connections

e EXSPI-6.X IMAPA4 Port Response

*  EXSPI-6.X-Dc IMAP4 Performance

POP3 (Post Office Protocol version 3):

* EXSPI-6.X POP3 Failed Connections Rate

e EXSPI-6.X POP3 Rejected Connections Rate
* EXSPI-6.X POP3 Connections

EXSPI-6.X POP3 Port Response

*  EXSPI-6.X-Dc POP3 Connections

Clusters:

e EXSPI-6.X Cluster Connection Limits

Full Text Index:

 EXSPI-6.X 0074
*  EXSPI-6.X DC Full Text Index

Mailbox:

e EXSPI-6.X Dc-IS Mailbox Performance

IS (Information Store) Performance:

*  EXSPI-6.X Information Store User Count

*  EXSPI-6.X Information Store Db Cache Size

* EXSPI-6.X Information Store VM Largest Block
*  EXSPI-6.X Information Store VM 16MB Blocks
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Policy changes in this version

e EXSPI-6.X Information Store VM Large Block Bytes
e EXSPI-6.5 Information Store Additional Heaps

e EXSPI-6.5 Information Store Memory Errors

e EXSPI-6.5 Information Store Heap Memory Errors

*  EXSPI-6.X Dc-Information Store Performance

e EXSPI-6.5 Check Memory Configuration

Public Folder:
e EXSPI-6.X Dc-IS Public Folder Performance

Transaction log:

e EXSPI-6.X Transaction Log BackUp Check
e EXSPI-6.X-0008

SMTP:

e EXSPI-6.X SMTP Port Response

*  EXSPI-6.X Dc-SMTP Server Performance
 EXSPI-6.X DC SMTP Virtual Server Storage
e EXSPI-6.X-0082

e EXSPI-6.X-0083

e EXSPI-6.X-0084

e EXSPI-6.X-0085

e EXSPI-6.X-0086

e EXSPI-6.X-0087

Tracking Log:

e EXSPI-6.X Dc-TrackLog SLA Delivery

* EXSPI-6.X Dc-Message Tracking Log Space Usage
e EXSPI-6.X-0076
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MTA (Message Transfer Agent):

e EXSPI-6.X DC X.400 Service MTA Queue
e EXSPI-6.X Dc-MTA Performance
e EXSPI-6.X-0075

Lotus Notes:

e EXSPI-6.0 Lotus Notes Process Monitor

SRS (Site Replication Service):

e EXSPI-6.X SRS Process Monitor
e EXSPI-6.X SRS Service

Active Directory Connector Server:

e EXSPI-6.X ADC Service

e EXSPI-6.X ADC Operation Failure Rate
e EXSPI-6.X ADC Import Failure Rate

* EXSPI-6.X ADC Process Monitor
Client Accessibility:

e EXSPI-6.X Client Message Read
e EXSPI-6.X Client MAPI Logon
e EXSPI-6.X Client Message Send

ovo Exchange SPI core/ Data Collection:

* EXSPI-6.X exspi Agent Configuration

Re-organization of policies, reports and graphs
Policies, reports and graphs are in folders according to Exchange version.

For Exchange 2003 and 2000

e The policy groupings Quick Start, Add-Ons and Advanced are obsolete.
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Policy changes in this version

e Policiesare grouped in Auto Deploy Groups and Manual Deploy Groups. All Auto
Deploy policies are automatically deployed to managed nodes. Manual Deploy
policies require some manual configuration, or special circumstances, before
deployment.

e Policiesin Manual Deploy and Auto Deploy groups are grouped based on a
service-centric view of Exchange. See Chapter 4, Using Exchange SPI palicies,
reports and graphs for more details.

Renaming of policies in this version

e All policiesfor both Exchange 2000 and 2003 versions, now have the prefix 6.X
e All policiesfor the Exchange 2000 version only, now have the prefix 6.0.
e All policiesfor the Exchange 2003 version only, now have the prefix 6.5.
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Upgrading Exchange SPI from B.08.00

ITISIMPORTANT TO FOLLOW THE UPGRADE INSTRUCTIONS. FAILURE TO
DO SO MAY RESULT IN UNPREDICTABLE OVO MANAGEMENT SERVER, OVO
CONSOLE, AND OVO MANAGED NODE STATE, OR LOSS OF HISTORICAL
EXCHANGE SPI DATA.

’ For Side by Side migration procedure to upgrade to OVO 7.5 cluster, see the HP
OpenView Operations for Windows, Upgrade Guide, Software Version 7.50.

The procedure for upgrade from Exchange SPI version B.08.00 to B.09.00 is
accomplished with the following tasks:

1

Upgrade the OV O management server from OV O for Windows 7.21 to OVO for
Windows 7.5, see the HP OpenView Operations for Windows, Upgrade Guide,
Software Version 7.50, for procedures.

Remove the SPI of Exchange Tools group.
Install Exchange SPI Version B.09.00 from the Application SPI CD.

After theinstall completes note that the policy group SPI for Exchangeis renamed to
SPI for Exchange Version 8.

Determine which of your SPI for Exchange Version 8 policies contain customizations
that are desired in the new version of the product and manually merge them.
Examples of customizations to carry forward into the new product include thresholds
and schedules.

If managing Exchange 5.5 servers:

a  Copy the configuration contents of the EXSPI 5.5 Ping Config to the new version
(9) of thispolicy.

b Update all policiesthat contain user account information such as Advanced Data
Collectors and the Service Discovery policy
Un-deploy all old Exchange SPI policies from all managed nodes.

For Auto-Deployment of polices you must remove the existing portion of the Service
map associated with the managed Exchange node, by using Configure Servicesto
delete the Server from the Exchange Service map. NOTE: For manual deployment
of policesignore this step.
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10

Upgrade the Agent on the nodes by deploying the Openview Operations Agent —
located in the Packages folder of the OV O console.

Deploy Discovery:

a For Exchange 2000 and 2003: Deploy the Exchange Discovery policy group for
the appropriate version. For example, to all Exchange 2003 servers deploy the
SPI for Exchange > Exchange 2003 > Auto Deploy Groups > ovo Exchange SPI
core > Exchange Discovery policy group. This action will discover the node's
Exchange Services and deploy the corresponding policy groups and
instrumentation.

b For Exchange 5.5: Deploy the EXSPI Discovery policy group.
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Getting started managing Exchange 2000 and
2003 servers

1. Install the HP OpenView Smart Plug-ins CD

Install the SPI CD, and select the SPI for Exchange component.

Please see the HP OpenView Smart Plug-ins, New and Upgraded, for OpenView
Operations/Performance for Windows I nstallation/Upgrade Guide included with the
product. This guide offers a product overview as well as the location of the latest
Exchange SPI Release Notes, which you should print and read before getting started.

2. Select nodes to manage

* Inthe OVO console tree select Nodes. Right-click, select Configure Nodes and
check the nodes to manage. Wait about five minutes, as the following occurs on
the managed nodes, without user intervention:

— Asthe Exchange server role is discovered, relevant policies for Exchange

2000 and 2003 serversin the Auto Deploy Groups are auto-deployed to the
newly managed nodes.
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— If Exchangeis discovered on the newly managed node the Exchange
topology is determined and stored in WMI. Thistopology is used to populate

the OV O Exchange Service Map.

— Any events that require operator action are sent to the active message
browser and the corresponding service map nodes.

3. Modify policy threshold values, as desired

The SPI for Exchange policy thresholds are set up based on customer feedback, Microsoft
best practices, and consultant recomendations.The operator may modify the factory set

thresholds as appropriate for their Exchange activity.

Some of the Measurement Threshold polices contain embedded script. To change
threshold values for these types of polices open the script and change the following

parameters:

Const THRESHOLD = 10

Thisisthe threshold used for the rule
alarm.

Const CONSECUTIVE =3

How many consecutive times that metric
value exceeds the threshol d before sending
an alarm.

Const CONSECUTIVEMAX =6

When the metric exceeds the threshold but
isimproving then CONSECUTIVE MAX
intervals are allowed before an alarm is
sent.

Const THRESHOLDCHANGEMAGNITUDE =0

The threshold will be ignored, instead the
metric valueis alowed to deviate from the
observed value by the MAGNITUDE
CHANGE frominterval to interval.

NOTE: Any modification to athreshold on a policy requiresthat policy to be re-deployed.

4. Configure the End-to-End Message Ping

See “Exchange 2000/2003: monitoring message delivery SLAS’ on page 112 for details.

5. Configure the MAPI Service Level Objective policies

See the Exchange SPI online Help for procedures.

54




Chapter 3

6. Deploy Manual Deploy Groups policies, as desired

Exchange Service Discovery

The Exchange SPI implements an LDAP based Exchange topology discovery. The
discovered topology is maintained in the OpenView namespace on the management server
or console.

e Howit works

Exchange 2000 and 2003 topology is discovered by the EXSPI-6.X Exchange Service
Discovery policy, which is automatically deployed to all Windows nodes after they are
selected to become OV O managed nodes.

e ServiceMap

The discovered Exchange organization is displayed in the OV O details pane, in various
Service Maps.

Figurel Service view of one Exchange 2000 routing group
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The Organization, with the name given by the Exchange administrator, is located beneath
the Exchange folder on the OV O console tree. The hierarchical structure below the
organization name are folders mirroring your Exchange organizational structure. In the
case of OV O managed nodes, all services are listed by product name.

Identify Exchange servers/services

The Exchange topology is discovered by the Service Discovery policies and the
information is visible in the Organizations under Services > Applications > Microsoft
Exchange on the OV O console tree.

Figure 2 Hierarchy of an Exchange organization
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If an Exchange server islisted in the tree with no services listed under it, it isan

unmanaged server. If you wish it to be managed by OV O, perform “3. Add Exchange 5.5
servers to the Nodes folder” on page 57, now.
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Getting started managing Exchange 5.5 servers

1. Install the HP OpenView Smart Plug-ins CD

Install the SPI CD, and select the SPI for Exchange component.

Please see the HP OpenView Smart Plug-ins, New and Upgraded, for OpenView
Operations/Performance for Windows I nstallation/Upgrade Guide included with the
product. This guide offers a product overview as well as the location of the latest
Exchange SPI Release Notes, which you should print and read before getting started.

2. Add User name and Password to EXSPI-5.5 Exchange Service
Discovery

When the SPI isinstalled, open the EXSPI-5.5 Exchange Service Discovery policy in the
Policy Management > SPI for Exchange > Exchange 5.5 > EXSPI Discovery folder on the
OVO console. Add the User name and Password of a service account with special
Exchange privileges. For information on this type of account, and how to create one, see
Chapter 7, Exchange 5.5 user privileges.

3. Add Exchange 5.5 servers to the Nodes folder

The servers whose services you want to discover and monitor must be included in the
Nodes folder of the OV O management console. Discovered Exchange servers without
discovered services are not managed nodes. To monitor servers, add them to the OVO
Nodes folder now.

To add an Exchange server to the Nodes folder

1 Inthe OVO console, right-click the Nodes folder, select Configure Nodes
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Figure3 Nodes > Configure Nodes M enu
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2 Inthe Configure Managed Nodes dial og, drag and drop serverslisted on the | eft to the
OV O Nodes folder on theright.

4. Manual Exchange Service Discovery policy deployment, if
required

After adding Exchange servers to the Nodes folder, the EXSPI Exchange Service
Discovery policy will automatically deploy.

To perform this step manually

1 Inthe OV O console tree expand the folders Policy M anagement > Policy Groups >
SPI for Exchange > Exchange 5.5 > EXSPI Discovery.

2 Inthe details pane select EXSPI-5.5 Exchange Service Discovery and right-click.

3 Select All Tasks, then Deploy On. In the dialog select the nodes you wish the
discovery to be deployed on.

After allowing about five minutes, it will be possible to view the structure of Exchange
services.

5. Policy deployment, as desired

After discovery, the version specific policiesin Quick Start are auto deployed.

Select and deploy policiesin the Add-Ons and Advanced policy groups, see Chapter 4,
Using Exchange SPI policies, reports and graphs for more details.
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6. Verify installation results

1 Inthe OVO Manager console expand the Nodes folder.

2  Right-click the node on which to verify deployment and select View > Policy
Inventory.

Exchange Service Discovery

The Exchange SPI implements an LDAP based Exchange topology discovery. The
discovered topology is maintained in the OpenView namespace on the management server
or console.

e Howitworks

Exchange 5.5 topology is discovered by the EXSPI-5.5 Exchange Service Discovery
policy, which is automatically deployed to all Windows nodes after they are selected to
become OV O managed nodes.

’ The user ID and password of a service account with special Active Directory privileges
must be added to the EXSPI-5.5 Exchange Service Discovery policy before deployment.
For information on this type of account, and how to create one, see Chapter 7, Exchange
5.5 user privileges.

e ServiceMap

The discovered Exchange organization is displayed in the OV O details pane, in various
Service Maps.

The Organization, with the name given by the Exchange administrator, is located beneath
the Exchange folder on the OV O console tree. The hierarchical structure below the
organization name are folders mirroring your Exchange organizational structure. In the
case of OV O managed nodes, all services are listed by product name.
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Figure4  Exchange 5.5 Organization hierarchy, and service map
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Identify Exchange servers/services

The Exchange topology is discovered by the Service Discovery policy and the information
isvisiblein thefolders labeled Exchange 5.5 > Services > Applications on the OVO
console tree. By expanding this folder, you see the organization of your Exchange
services.

60



Chapter 3

If an Exchange server islisted in the tree with no services listed under it, it isan
unmanaged server. If you wish it to be managed by OV O, perform Task 2 “3. Add
Exchange 5.5 servers to the Nodes folder” on page 57, now.

For Exchange 5.5, the Service Discovery policy requires the User name and Password of
a service account with special Active Directory and Exchange privileges. For more
information on this type of account and how to create one, see Chapter 7, Exchange 5.5
user privileges.
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Suggested daily tasks

Areas to be routinely monitored are:

The OV O message browser

Watch for warning and critical messages or multiple alarms. Read the associated
instruction text for recommended actions.

If too many alarms of a particular type are occurring and servers seem to be
performing correctly, you likely need to adjust the policy threshold that is causing the
alarm. See the OV O online Help for instructions on how to adjust a threshold in a

policy.
The Exchange SPI reports and graphs

When you become aware of problems with a server, use the OV O reporting function
to display additional data, or view historical trendsin graphs.

The Service Map
Use the Service Map View to see which services are impacted by any message alarm.
The OpenView Topology Viewer

Monitor changes to your Exchange Organization by using the OV Topology Viewer.
See “OV Topology Viewer” on page 16 for more details.
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Regarding reporting

»  For Exchange 2000 and 2003, the Auto Deploy folders contain basic schedule
policies that perform the data collection/logging work on the managed nodes. For
Exchange 5.5, these policies are in the Advanced policy group and need to be
manually deployed, see 5. Policy deployment, as desired” on page 58.

» All SPI for Exchange graphs populate with data that is maintained on the managed
node. These graphs are best viewed with 12 to 48 hours of data.

*  Most SPI for Exchange reports popul ate with Service Reporter data after one day.
Thisis dueto the fact that the Service Reporter data gathering process needs to run at
least once. Trend reportsrequire at least three days of data gathered from the managed
nodes. Some data collection policies only run on Saturday/Sunday, So some reports
will not have data until after a Saturday/Sunday collection is performed. See the
Exchange SPI online Help for a mapping of data collection policies to reports.

» The SPI for Exchange Reports folder will not be created until datais collected on
nodes and the Service Reporter consolidation process has run. Out of the box the
Reporter Data consolidation process (codaGather . exe) is scheduled to run each
day shortly after midnight.

»  For full functionality of Exchange SPI reports, the full version of Reporter, or
Reporter-lite, must be installed on the same management server as OpenView
Operations for Windows. Both versions of Reporter are supported within the
Exchange SPI reporting package.
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Using Exchange SPI policies, reports
and graphs

This chapter contains tables of Exchange SPI policies, reports and graphs, and outlines
procedures for:

»  Deploying the various policy groups
»  Generating Exchange SPI reports and graphs.
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Using Exchange SPI policies

>»

Important Microsoft Information on the Web: Before you deploy Exchange SPI policies,
please refer to the Microsoft article “PRB: Performance Object Is Not Displayed in
Performance Monitor” at this URL : http://support.microsoft.com/support/kb/articles/
Q248/9/93.ASP.

The article contains information on editing the Windows registry so that performance
objects (tracked by Performance Monitor) are always enabled. A disabled performance
object could cause an Exchange SPI policy to fail. By following the instructions in the
article, you can ensure that policies are able to collect Exchange performance data as
expected.

e Some poaliciesin the SPI for Exchange policy groups require that particular software
components/services are installed on Exchange server systems before the deployed
policies will work.

e For many Exchange 5.5 data collection policies, you must configure a service account
with special Exchange privileges, see“ Creating a service account for Exchange 5.5
servers’ on page 137.

e EXSPI policies should not be deployed to non-Exchange systems.
e Regarding policy names:
— policiesfor Exchange 2003 only, have the prefix EXSPI-6.5
— policiesfor Exchange 2000 only, have the prefix EXSPI-6.0
— policiesfor Exchange version 2000 and 2003, have the prefix EXSPI-6.X
— policiesfor Exchange version 5.5 only, have the prefix EXSPI-5.5.

e Updating the account information (user name and password) in many policies at once
on the management server can be performed using the HP OpenView Operations for
Windows tool called ovpmpwutil. Detailed procedures for using ovpmpwutil can be
found in the Command-line Tools section of HP OpenView Operations for Windows
online Help.

Use the following tables to decide which policies you want to install. Policy Group
Descriptions show you what type of data/functionality the policy group offers.

Individual policy definitions are documented in the Exchange SPI online Help.

Policy Groups are located in the consol e tree under Policy M anagement > Policy Groups
> SPI for Exchange and then the Exchange version.
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SPI for Exchange policy location on the console tree
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Exchange 2003 policies

Exchange 2003 Auto Deploy policies

Exchange 2003
Auto Deploy Groups Poalicies
Availability EXSPI-6.X Queue State

EXSPI-6.X Connector State

EXSPI-6.X Exchange System Errors
EXSPI-6.X Link State

EXSPI-6.X Exchange Services
EXSPI-6.X Process Monitor

EXSPI-6.X Exchange Application Errors
EXSPI-6.X Inactive Process M onitor
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Policies

Chapter 4

Client Accessibility

ActiveSync

OMA

IMAP4

MAPI

EXSPI-6.5 ActiveSync AD Requests

EXSPI-6.5 ActiveSync Mailbox Connection Requests
EXSPI-6.5 ActiveSync Mailbox pending requests
EXSPI-6.5 ActiveSync Users

EXSPI-6.5 Dc-ActiveSync

EXSPI-6.5 Dc-ActiveSyncNotify

EXSPI-6.5 OMA Response time
EXSPI-6.5 Dc-OMA
EXSPI-6.5 OMA Application Event Errors

EXSPI-6.X IMAP4 Failed Connection Rate
EXSPI-6.X IMAP4 Rejected Connection Rate
EXSPI-6.X IMAP4 Connections

EXSPI-6.X Dc-IMAP4 Performance
EXSPI-6.X IMAP4 Port Response

EXSPI-6.X Information Store RPC Requests
EXSPI-6.X Information Store RPC Operations
EXSPI-6.X Information Store RPC Averaged L atency

Outlook 2003

EXSPI-6.5 Dc-Outlook Client
EXSPI-6.5 Outlook Client Latency
EXSPI-6.5 Outlook Client RPC Failure Rate
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Exchange 2003
Auto Deploy Groups

Policies

Client Accessibility (cont)

Cluster

Directory

OWA

Front End:
EXSPI-6.X OWA Current Connections
EXSPI-6.X Dc-OWA Front End
EXSPI-6.X HTTP Port Response

Back End:
EXSPI-6.X Dc-OWA Back End

POP3
EXSPI-6.X POP3 Failed Connection Rate
EXSPI-6.X POP3 Rejected Connection Rate
EXSPI-6.X POP3 Connections
EXSPI-6.X Dc-POP3 Performance
EXSPI-6.X POP3 Port Response

EXSPI-6.X Exchange Cluster Discovery SysLog
EXSPI-6.X Cluster Connection Limits

EXSPI-6.X DSAccess Cache Hit-Miss Ratio
EXSPI-6.X Dc-DSA ccess Performance
EXSPI-6.X DSAccess Application Errors
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Exchange 2003
Auto Deploy Groups Policies
Information Store Epoxy

EXSPI-6.5 Epoxy Store Out Queue Length
EXSPI-6.5 Epoxy Client Out Queue Length

Full Text Index
EXSPI-6.X Dc-Full Text Index
EXSPI-6.X-0074

Mailbox
EXSPI-6.X |S Mailbox Average Delivery Time
EXSPI-6.X |S Mailbox Receive Queue Length
EXSPI-6.X |S Mailbox Send Queue Length
EXSPI-6.X Database Mounted Search
EXSPI-6.X 1h-Mailbox Space Usage
EXSPI-6.X Dc-Mailbox IS Sum. Data
EXSPI-6.X Dc-Mailbox Data
EXSPI-6.X Dc-1S Mailbox Performance
EXSPI-6.X Database Mounted Check
EXSPI-6.X-0070

Performance
EXSPI-6.X Information Store Db Cache Size
EXSPI-6.X Information Store Db Log Threads Waiting
EXSPI-6.X Information Store Db Log Record Stalls per sec
EXSPI-6.X Information Store Db Log Writes per sec
EXSPI-6.X Dc-Information Store Performance
EXSPI-6.X Information Store User Count
EXSPI-6.X Information Store VM Largest Block
EXSPI-6.X Information Store VM 16MB Blocks
EXSPI-6.X Information Store VM Large Block Bytes
EXSPI-6.X Check Memory Configuration
EXSPI-6.5 Information Store Additional Heaps
EXSPI-6.5 Information Store Memory Errors
EXSPI-6.5 Information Store Heap Memory Errors
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Exchange 2003
Auto Deploy Groups Policies

Information Sore (cont)  Public Folder

EXSPI-6.X IS Public Replication Queue Length
EXSPI-6.X 1h-Public Folder Space Usage
EXSPI-6.X Dc-IS Public Folder Performance
EXSPI-6.X Database Mounted Search
EXSPI-6.X Database Mounted Check
EXSPI-6.X Dc-Public Folder Data
EXSPI-6.X |S Public Receive Queue Length
EXSPI-6.X Dc-Public IS Sum. Data
EXSPI-6.X |S Public Send Queue Length
EXSPI-6.X IS Public Average Delivery Time
EXSPI-6.X-0072

Transaction Log
EX SPI-6.X-0004
EXSPI-6.X-0008
EXSPI-6.X Transaction Log BackUp Check
EXSPI-6.X Transaction Log Space Usage

Virus Scan
EXSPI-6.X Virus Scan Messages Quarantined per Sec
EXSPI-6.X Virus Scan Files Cleaned per Sec
EXSPI-6.X Virus Scan Queue Length
EXSPI-6.X Virus Scan Files Quarantined per sec
EXSPI-6.X Virus Scan Messages Cleaned per Sec
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M essaging cc:Mail Connector

EXSPI-6.X 1h-ccMail Connector
EXSPI-6.X-0091
EXSPI-6.X 5m-ccMail Connector
EXSPI-6.X-0093
EXSPI-6.X-0092
EXSPI-6.X-0090

L otus Notes Connector

MTA

NNTP

EXSPI-6.X Lotus Notes Process Monitor
EXSPI-6.X-0094

EXSPI-6.X 1h-Lotus Notes Connector
EXSPI-6.X-0095

EXSPI-6.X-0096

EXSPI-6.X-0096

EXSPI-6.X 5m-L otus Notes Connector

EXSPI-6.X MTA Work Queue Length
EXSPI-6.X Dc-MTA Performance

EXSPI-6.X MTA Rejected Inbound Messages
EXSPI-6.X MTA Connection Queue L engths
EXSPI-6.X MTA Failed Outbound Associations
EXSPI-6.X MTA Failed Conversions
EXSPI-6.X MTA Message Delay

EXSPI-6.X MTA Connection Message Delay
EXSPI-6.X MTA Rejected Inbound Associations
EXSPI-6.X Dc-X.400 Service MTA Queue
EXSPI-6.X-0075

EXSPI-6.X 1n-NNTP
EXSPI-6.X-0058
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Exchange 2003
Auto Deploy Groups

Policies

M essaging (cont)

SMTP

EXSPI-6.X SMTP Messages Pending Routing
EXSPI-6.X SMTP Categorizer Queue Length
EXSPI-6.X SMTP Local Queue Length
EXSPI-6.X SMTP Loca Retry Queue Length
EXSPI-6.X Dc-SMTP Server Performance
EXSPI-6.X Dc-SMTP Queues

EXSPI-6.X SMTP NDR Percentage
EXSPI-6.X SMTP Outbound Connections Refused
EXSPI-6.X SMTP Remote Queue Length
EXSPI-6.X SMTP Remote Retry Queue Length
EXSPI-6.X Dc-SMTP Virtual Server Storage
EXSPI-6.X-0082

EX SPI-6.X-0083

EXSPI-6.X-0084

EX SPI-6.X-0085

EXSPI-6.X-0086

EX SPI-6.X-0087

EXSPI-6.X SMTP Port Response

Tracking Log

EXSPI-6.X Dc-TrackLog Data

EXSPI-6.X Dc-TrackLog SLA Delivery
EXSPI-6.X Dc-Message Tracking Log Space Usage
EXSPI-6.X-0076
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Policies

ovo Exchange SPI core

Data Collection
EXSPI-6.X exspi Agent Configuration
EXSPI-6.X Messages

Exchange Discovery
EXSPI-6.X Check Discovery
EXSPI-6.X Exchange Service Discovery
EXSPI-6.X Exchange Cluster Discovery SysLog

Exchange 2003 Manual Deploy policies

Exchange 2003
Manual Deploy Groups

Policies

Site Replication Service

Active Directory
Connector Server

EXSPI-6.X SRS Process Monitor
EXSPI-6.X SRS Service

EXSPI-6.X-0112

EXSPI-6.X SRS Pending Synchronizations
EXSPI-6.X SRS Data Space Usage
EXSPI-6.X SRS Remaining Updates
EXSPI-6.X-0113

EXSPI-6.X ADC Process Monitor
EXSPI-6.X ADC Service

EXSPI-6.X ADC Import Failure Rate
EXSPI-6.X ADC Operation Failure Rate
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Exchange 2003
Manual Deploy Groups  Palicies

Exchange Server Availability

EXSPI-6.X Server State

EXSPI-6.X Exchange Application Information

EXSPI-6.X Exchange System Information

EXSPI-6.X Exchange Application Warnings

EXSPI-6.X Exchange System Warnings
Transaction Log

EX SPI-6.X-0005

EX SPI-6.X-0006

EXSPI-6.X Transaction Log Storage Use
Message Delivery

EXSPI-6.X End to End Message Ping
Client Accessibility

EXSPI-6.X Client Message Read

EXSPI-6.X Client MAPI Logon

EXSPI-6.X Client Message Send
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Exchange 2000 policies

Exchange 2000 Auto Deploy policies

Exchange 2000
Auto Deploy Groups

Policies

Availability

EXSPI-6.X Queue State

EXSPI-6.X Connector State

EXSPI-6.X Exchange System Errors
EXSPI-6.X Link State

EXSPI-6.X Exchange Services
EXSPI-6.X Process Monitor

EXSPI-6.X Exchange Application Errors
EXSPI-6.X Inactive Process Monitor
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Exchange 2000
Auto Deploy Groups Policies

Client Accessibility IMAP4

EXSPI-6.X IMAP4 Failed Connection Rate
EXSPI-6.X IMAP4 Rejected Connection Rate
EXSPI-6.X IMAP4 Connections
EXSPI-6.X Dc-IMAP4 Performance
EXSPI-6.X IMAP4 Port Response

MAPI
EXSPI-6.X Information Store RPC Requests
EXSPI-6.X Information Store RPC Operations
EXSPI-6.X Information Store RPC Averaged L atency

OWA

Front End:
EXSPI-6.X OWA Current Connections
EXSPI-6.X Dc-OWA Front End
EXSPI-6.X HTTP Port Response

Back End:
EXSPI-6.X Dc-OWA Back End

POP3
EXSPI-6.X POP3 Failed Connection Rate
EXSPI-6.X POP3 Rejected Connection Rate
EXSPI-6.X POP3 Connections
EXSPI-6.X Dc-POP3 Performance
EXSPI-6.X POP3 Port Response

Cluster EXSPI-6.X Exchange Cluster Discovery Syslog
EX SPI-6.0 Exchange Cluster Discovery ApplLog
EXSPI-6.X Cluster Connection Limits

Directory EXSPI-6.X DSAccess Cache Hit-Miss Ratio
EXSPI-6.X Dc-DSA ccess Performance
EXSPI-6.X DSAccess Application Errors
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Exchange 2000
Auto Deploy Groups Policies
Information Store Epoxy

EXSPI-6.0 Epoxy Store Out Queue Length
EXSPI-6.0 Epoxy Client Out Queue Length

Full Text Index
EXSPI-6.X Dc-Full Text Index
EXSPI-6.X-0074

M ailbox
EXSPI-6.X |S Mailbox Average Delivery Time
EXSPI-6.X |S Mailbox Receive Queue Length
EXSPI-6.X |S Mailbox Send Queue Length
EXSPI-6.X Database Mounted Search
EXSPI-6.X 1h-Mailbox Space Usage
EXSPI-6.X Dc-Mailbox IS Sum. Data
EXSPI-6.X Dc-Mailbox Data
EXSPI-6.X Dc-1S Mailbox Performance
EXSPI-6.0 IS Mailbox Average Local Delivery Time
EXSPI-6.X Database Mounted Check
EXSPI-6.X-0070

Performance
EXSPI-6.X Information Store Db Cache Size
EXSPI-6.X Information Store Db Log Threads Waiting
EXSPI-6.X Information Store Db Log Record Stalls per sec
EXSPI-6.X Information Store Db Log Writes per sec
EXSPI-6.X Dc-Information Store Performance
EXSPI-6.X Information Store User Count
EXSPI-6.X Information Store VM Largest Block
EXSPI-6.X Information Store VM 16MB Blocks
EXSPI-6.X Information Store VM Large Block Bytes
EXSPI-6.X Check Memory Configuration
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Exchange 2000
Auto Deploy Groups Policies

Information Sore (cont)  Public Folder

EXSPI-6.X IS Public Replication Queue Length
EXSPI-6.X 1h-Public Folder Space Usage
EXSPI-6.0 IS Public Average Local Delivery Time
EXSPI-6.X Database Mounted Search
EXSPI-6.X Database Mounted Check
EXSPI-6.X Dc-Public Folder Data
EXSPI-6.X |S Public Receive Queue Length
EXSPI-6.X Dc-Public IS Sum. Data
EXSPI-6.X Dc-1S Public Folder Performance
EXSPI-6.X |S Public Send Queue Length
EXSPI-6.X IS Public Average Delivery Time
EXSPI-6.X-0072

Transaction Log
EXSPI-6.X-0004
EX SPI-6.X-0008
EXSPI-6.X Transaction Log BackUp Check
EXSPI-6.X Transaction Log Space Usage

Virus Scan
EXSPI-6.X Virus Scan Messages Quarantined per Sec
EXSPI-6.X Virus Scan Files Cleaned per Sec
EXSPI-6.X Virus Scan Queue Length
EXSPI-6.X Virus Scan Files Quarantined per sec
EXSPI-6.X Virus Scan Messages Cleaned per Sec
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M essaging cc:Mail Connector

EXSPI-6.X 1h-ccMail Connector
EXSPI-6.X-0091
EXSPI-6.X 5m-ccMail Connector
EXSPI-6.X-0093
EXSPI-6.X-0092
EXSPI-6.X-0090

L otus Notes Connector

MTA

NNTP

EXSPI-6.X Lotus Notes Process Monitor
EXSPI-6.X-0094

EXSPI-6.X 1h-Lotus Notes Connector
EXSPI-6.X-0095

EXSPI-6.X-0096

EXSPI-6.X-0097

EXSPI-6.X 5m-L otus Notes Connector

EXSPI-6.X MTA Work Queue Length
EXSPI-6.X Dc-MTA Performance

EXSPI-6.X MTA Rejected Inbound Messages
EXSPI-6.X MTA Connection Queue L engths
EXSPI-6.X MTA Failed Outbound Associations
EXSPI-6.X MTA Failed Conversions
EXSPI-6.X MTA Message Delay

EXSPI-6.X MTA Connection Message Delay
EXSPI-6.X MTA Rejected Inbound Associations
EXSPI-6.X Dc-X.400 Service MTA Queue
EXSPI-6.X-0075

EXSPI-6.X 1n-NNTP
EXSPI-6.X-0058
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Exchange 2000
Auto Deploy Groups

Policies

M essaging (cont)

SMTP

EXSPI-6.X SMTP Messages Pending Routing
EXSPI-6.X SMTP Categorizer Queue Length
EXSPI-6.X SMTP Local Queue Length
EXSPI-6.X SMTP Loca Retry Queue Length
EXSPI-6.X Dc-SMTP Server Performance
EXSPI-6.X Dc-SMTP Queues

EXSPI-6.X SMTP NDR Percentage
EXSPI-6.X SMTP Outbound Connections Refused
EXSPI-6.X SMTP Remote Queue Length
EXSPI-6.X SMTP Remote Retry Queue Length
EXSPI-6.X Dc-SMTP Virtual Server Storage
EXSPI-6.X-0082

EX SPI-6.X-0083

EXSPI-6.X-0084

EX SPI-6.X-0085

EXSPI-6.X-0086

EX SPI-6.X-0087

EXSPI-6.X SMTP Port Response

Tracking Log

EXSPI-6.X Dc-TrackLog Data

EXSPI-6.X Dc-TrackLog SLA Delivery
EXSPI-6.X Dc-Message Tracking Log Space Usage
EXSPI-6.X-0076
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Exchange 2000

Auto Deploy Groups Policies

Optional Exchange EXSPI Chat Service
Server Roles EX SPI-6.0-0836

EXSPI-6.0-0835
EXSPI-6.0 15m-Chat
EXSPI-6.0-0834
EXSPI-6.0-0833
EXSPI-6.0-0831
EXSPI-6.0-0830

EXSPI-6.0 Dc-Chat Service Clients and Channels

EXSPI Conferencing Service
EXSPI Conference Server
EXSPI-6.0-0801
EXSPI-6.0 10m-Conf
EXSPI-6.0 Dc-ConfTrends
EXSPI-6.0-0800
EXSPI-6.0-0802
EXSPI Conferencing Bridge
EXSPI-6.0-0805
EXSPI-6.0 10m-ConfBridge
EXSPI-6.0-0807
EXSPI-6.0-0806
EXSPI MCU Server
EXSPI-6.0-0803
EXSPI-6.0 10m-MCU
EXSPI-6.0 Dc-MCU
EX SPI-6.0-0804
EXSPI Instant M essaging
EXSPI-6.0-0842
EXSPI-6.0-0846
EXSPI1-6.0-0845

EXSPI-6.0 Dc-Instant Messaging Enabled Users

EXSPI-6.0-0841
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Exchange 2000
Auto Deploy Groups

Policies

ovo Exchange SPI core

Data Collection
EXSPI-6.X exspi Agent Configuration
EXSPI-6.X Messages

Exchange Discovery
EXSPI-6.X Check Discovery
EXSPI-6.X Exchange Service Discovery
EXSPI-6.X Exchange Cluster Discovery SysLog

Exchange 2000 Manual Deploy policies

Exchange 2000
Manual Deploy Groups

Policies

Site Replication Service

Active Directory
Connector Server

EXSPI-6.X SRS Process Monitor
EXSPI-6.X SRS Service

EXSPI-6.X-0112

EXSPI-6.X SRS Pending Synchronizations
EXSPI-6.X SRS Data Space Usage
EXSPI-6.X SRS Remaining Updates
EXSPI-6.X-0113

EXSPI-6.X ADC Process Monitor
EXSPI-6.X ADC Service

EXSPI-6.X ADC Import Failure Rate
EXSPI-6.X ADC Operation Failure Rate
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Exchange 2000
Manual Deploy Groups  Palicies

Exchange Server Availability

EXSPI-6.X Server State

EXSPI-6.X Exchange Application Information

EXSPI-6.X Exchange System Information

EXSPI-6.X Exchange Application Warnings

EXSPI-6.X Exchange System Warnings
Transaction Log

EX SPI-6.X-0005

EX SPI-6.X-0006

EXSPI-6.X Transaction Log Storage Use
Message Delivery

EXSPI-6.X End to End Message Ping
Client Accessibility

EXSPI-6.X Client Message Read

EXSPI-6.X Client MAPI Logon

EXSPI-6.X Client Message Send
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Manual deployment of Exchange 2000 and 2003
policies

By default, groups of Exchange SPI policies deploy automatically when relevant
applications or services are discovered on managed nodes. The setting to automatically
deploy policies when services are discovered can be turned off, and each group of policies
be deployed manually.

If manual deployment of policiesis desired, use the Recommended Policy deployment
tables in the Exchange SPI online Help, to determine which policy groups should be
deployed to manage an Exchange server.

To deploy policies manually:

Select the desired policies.
Right click and select All Tasks> Deploy on.....
Select the nodes on which to deploy the palicies.

A W N

Select Launch....

Manual Deploy policy groups

Thereisalso aManual Deploy folder containing policies, located under Policy
Management Policy Groups SPI for Exchange, and the relevant Exchange version. These
folders contain policies requiring additional configuration or special circumstances for
deployment.
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Policy group prerequisites for Exchange 5.5

Palicy Group/ Subgroup

Required Service

Required Manual Configuration

EXSPI Discovery

EXSPI Quick Sart

EXSPI Add-Ons
EXSPI cc:Mail Connector

EXSPI Internet Mail Services

EXSPI Lotus Notes Connector
EXSPI News Service

EXSPI Advanced

EXSPI End-to-End Message
Ping

EXSPI Event Log Warnings &
Information

N/A

N/A

cc:Mail Connector

Internet Mail Service
(IMS)

L otus Notes Connector
N/A
N/A

N/A

e Create MSXSPI service account
with correct permissions

e Modify the policy to include
service account and password.

N/A

N/A
N/A

N/A
N/A

e Create MSXSPI service account
with correct permissions

e Create mailbox using MBOX
Configtool (needs service account
name and password)

e Configure EXSPI End-to-End
Message Ping policy to set up
server pairs

e Modify the policy to include user
name and password

N/A

87



Exchange 5.5 policies

Policy Group/ Subgroup Required Service Required Manual Configuration
EXSPI Reporter Collection N/A e Create MSXSPI service account
and password

» Modify policiesto include user
name and password

Policy group descriptions for Exchange 5.5

Quick Start policies for Exchange 5.5

Palicy Subgroup

Description

EXSPI Directory Service

EXSPI Event Log Errors

EXSPI General Data
Collection

EXSPI Information Store

EXSPI Internal Errors

EXSPI Message Transfer
Agent

EXSPI Services and
Processes

EXSPI Transaction Log

Executes alarm metrics for problems detected in the Microsoft Exchange
Directory service.

Monitors all errors (type = Error) in the Windows System L og.

Contains al standard data collection policies used to feed datainto the data
collector. The collected data can be graphed or used to generate reports.

Executes alarm metrics for problems detected in the Exchange Information
Store service.

Open Message Interface policy for trapping EXSPI errors.

Executes alarm metrics for problems detected in the Microsoft MTA
service.

Monitors the availability of key Exchange services and processes.

Monitorsthe sizein MB of the Exchange transaction logfiles aswell as the
disk space used by the files. When size increases or available disk space
decreases to specific defined values, messages with warnings appear in the
message browser.
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Add-Ons policies for Exchange 5.5

Palicy Subgroup

Description

EXSPI cc:Mail Connector

EXSPI Internet Mail
Services

EXSPI Lotus Notes
Connector

EXSPI News Service

Executes alarm according to cc:Mail Connector metrics. Deploy on all
Exchange servers containing the cc:Mail Connector.

Executes alarm metrics for the problems detected in Exchange Internet Mail
service. Deploy on all Exchange servers containing IMS.

Executes alarms for L otus Notes Connector metrics. Deploy on all Exchange
servers containing the L otus Notes Connector.

Executes alarm metrics for problems detected in the Exchange News service.
Deploy on all Exchange 5.5 servers containing the Exchange News service.

Advanced policies for Exchange 5.5

Palicy Subgroup

Description

EXSPI End-to-End
Message Ping

EXSPI Event Log
Warnings/Information

Alarms on AND collects data for the End-to-End Message Ping policy

Monitors all warnings and information messages in the Windows System
Log. Isnot typically deployed.

EXSPI Reporter Collection Feeds data into the OpenView data collector for use by OpenView reporter.
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Using Exchange 5.5 reports and graphs

Data collection for reports and graphs

In order to collect data for Exchange 5.5 reports and graphs, the data collection schedule
policies for any particular service need to be deployed.

Configuring and deploying Reporter Collection policies

The Exchange SPI Reporter Collection policies need to be deployed to any Exchange
server for which you wish reports.

The following steps are outlined:
*  Create Mailboxes.

*  Modify the EXSPI Reporter Collection policiesto include service account user name
and password.

»  Deploy Reporter Collection policies.
»  Enable message tracking.
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Task 1:

Task 2:

Exchange 5.5 Reporter Collection policies|ocation

- | SPT For Exchange
El.f Palicy management
= Palicy groups

{7 Cluster Management

Management server synchronizakion

- {7 Microsoft Windows

-- Mewwiaraup

{7 O¥ Operations Self Manager

Samples

{7 Self Healing

-- Service Logging

{7 SPI for Active Directary

=I-{=F SPI for Exchange

- {&] Exchange 2003

- {= Exchange 2000

=-{& Exchange 5.5
1757 EXSPI Discovery

{Z5F EXSPI Quick Start

{57 ExSPI Add-Ons

= {5 ExSPI Advanced
&#1-{E E%SPI End to End Message Ping
[#1-{ EXSPI Event Log Warnings and Information
E=BNEEE 5P Reporter Collection

&#-{E7 SPI For Unisc 05

{57 SPIFor Web Servers

=

+-{1zf| Policies grouped by tvpe

/=e 1

Create mailboxes

See the procedure “ Create mailboxes’ on page 115.

Chapter 4

Modify the EXSPI Reporter Collection Policies to include the service
account user name and password

For Exchange 5.5 servers you need to edit each of the EXSPI Reporter Collection policies
in the EXSPI Advanced policy group by adding the service account user name and
password, so that Exchange server system datais accessible. The EXSPI General Data
Collector policiesin the EXSPI Quick Start policy group do not need modification.
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Task 3:

Task 4:

To edit Exchange 5.5 Reporter Collection policies:

1
2

5
6

Open the OV O console and expand the Policy Management folder.

In the left pane select Policy groups > SPI for Exchange > Exchange 5.5 >EXSPI
Advanced > EXSPI Reporter Collection policy group.

In the right pane right-click a Reporter Collection policy and select All Tasks > Edit.

In the dialog that appears, check the As User radio button, enter the name of the
service account, check Specify Passwor d and enter the service account password.
See “ Service account with special Exchange privileges’ on page 135.

Click Save and Close.
Repeat these steps for each Reporter Collection policy in the group.

Deploy Reporter Collection policies

1

In the OV O Manager console expand the Policy management > Policy groups
foldersto view policy groups.

Open SPI for Exchange > Exchange 5.5 > EXSPI Advanced to view the policy
groupsin the EXSPI Advanced folder.

In the EXSPI Advanced folder double-click the Reporter Callection policy
sub-group and see the individual policiesin the details pane.

Select the Dc-Exchange I nfo policy, right-click and select All Tasks > Deploy on,
check all the nodes and click OK.

Other Reporter policies are deployed to servers depending on whether they host
mailboxes or public folders.

For servers which host mailboxes, select the Dc-TrackL og Data, Dc-Private | S Sum
Data and Dc-Mailbox Data policies in the details pane, right-click and select All
Tasks > Deploy on, then select all the servers which host mailboxes and click OK.

For servers which host public folders, select the Dc-Public Folder Data and
Dc-Public I S Sum Data policiesin the details pane, right-click and select All Tasks
> Deploy on, then select al the servers which host public folders and click OK.

Enabling message tracking

Exchange provides a message-tracking facility that stores processed message information
in alog file. Thisinformation, which includes sender address, recipient addresses, and
message size, is collected by the EXSPI-5.5 Dc-TrackL og Data collection policy. This
policy must be deployed to al appropriate managed nodes.
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Before deploying EXSPI 5.5 Dc-TrackL og Data collection policy you need to enable
message tracking on your Exchange servers.

Enabling message tracking on Exchange 5.5 Servers

1 Select Sart > Programs> Microsoft Exchange > Microsoft Exchange
Administrator.

2 Expand the site level and Configuration to view selections beneath it.
3 Inthe details pane double-click I nformation Store Site Configuration.

4 Inthelnformation Store Site Configuration Propertiesdialog, check Enable
message tracking, and select OK.

Figure7 Information Store Site Configuration dialog

Information Store Site Conhiguration Properties

Starage W arnings I Public: Falder Affinity I
General FPermizzions I Top Level Folder Creation

Information Store Site Configur...

Dizplay name: IInfnrmatinn Stare Site Configuration

Dhirectary narnne: ISite-M DB-Config

Public: falder container

todify... |

v E nable message acking

Created Home site; ROS-PARADE Lasgt modified
B/2/00 731 P B/2/00 731 P

k. I Cancel Apply Help

5 Repeat steps 3 and 4 for MTA Site Configuration.
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Figure8 MTA Site Configuration dialog

MTA Site Configuration Properties |

General | F'ermissiu:unsl tezzaging Defaultsl

@ MTA Site Configuration

Dizplay name: IMT.-’-\. Site Configuration

Directory name: ISite-MT.-’-‘-.-E:::nfig

¥ Enable message tracking

Created Haome =ite; ROS-PARADE Last modified
B/2/00 731 P B/2/00 7:31 PM

] 4 I Cancel Apply Help

) If the Internet Mail Service connector does not exist, skip the following steps.

6 Intheleft pane select Connections.

7 Intheright pane select I nternet Mail Service, check the Enable message tracking
checkbox, and press OK.
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Time interval before generation of reports

Exchange SPI reports are not available until data has been gathered to the management
server from the managed nodes. This occurs each night, so at least one day of activity is
needed for the reports to populate. Where a report type requires data from a Sat/Sun
collection, those reports will require aweekend prior to generation.

In addition, the SPI for Exchange Reports folder will not be created until datais collected
on nodes and the Service Reporter consolidation process has run, which isusualy 24
hours after a node becomes managed.

To display areport:

Select the desired report, right click.and select Show report.
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Exchange 2003 reports

Exchange SPI reports for Exchange 2003 are located on the OV O console under Reports
and Graphs > Reports > SPI for Exchange 2000, in the following groups:

Client Access

Exchange 2003 ActiveSync Usage

Exchange 2003 ActiveSync Notifications
Exchange 2003 and 2000 |MAP4 Connections
Exchange 2003 and 2000 MAPI Logon SLA
Exchange 2003 and 2000 Message Read SLA
Exchange 2003 and 2000 Message Send SLA
Exchange 2003 and 2000 OWA Authentications
Exchange 2003 and 2000 OWA Connections
Exchange 2003 and 2000 OWA Usage
Exchange 2003 OMA Sync Usage

Exchange 2003 and 2000 POP3 Connections
Exchange 2003 and 2000 Messaging Ports

Exchange Server

Exchange 2000 and 2003 System Information Summary

Information Store

Exchange 2003 and 2000 Full Text Indexing Stats
Exchange 2003 and 2000 | S Users and Connections
Exchange 2003 and 2000 Transaction Log Stats

Mailbox Store

Exchange 2003 and 2000 | nactive Mailboxes
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Exchange 2003 and 2000 Mailbox Details
Exchange 2003 and 2000 Mailbox Store Stats
Exchange 2003 and 2000 Mailbox Summary
Exchange 2003 and 2000 Mailbox Store Msg Trends
Exchange 2003 and 2000 Mailbox Usage Trends
Exchange 2003 and 2000 Top 100 Mailboxes

Messaging
Exchange 2003 and 2000 All Local Msg Delivery SLA
Exchange 2003 and 2000 MTA Msg Trends
Exchange 2003 and 2000 MTA Queue Data Stats
Exchange 2003 and 2000 SMTP Connections
Exchange 2003 and 2000 SMTP Msg Trends
Exchange 2003 and 2000 SMTP Virtual Server Stats
Exchange 2003 and 2000 M essage Tracking Stats
Exchange 2003, 2000, and 5.5 Top Destinations
Exchange 2003, 2000, and 5.5 Top Recipients
Exchange 2003, 2000, and 5.5 Top Senders
Exchange 2003, 2000, and 5.5 Top Sources
Exchange 2003, 2000, and 5.5 Message Delivery SLA

Public Folder Store

Exchange 2003 and 2000 Folder Summary

Exchange 2003 and 2000 Folder Usage Trends
Exchange 2003 and 2000 | nactive Folders

Exchange 2003 and 2000 Public Folder Store Stats
Exchange 2003 and 2000 Public Folder Store Msg Tnd
Exchange 2000 and 2003 Top 100 Public Folders
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Exchange 2000 reports

Exchange SPI reports for Exchange 2000 are located on the OV O console under Reports
and Graphs > Reports > SPI for Exchange 2000, in the following groups:

Chat
Exchange 2000 Chat Trends

Client Access

Exchange 2003 and 2000 IMAP4 Connections
Exchange 2003 and 2000 MAPI Logon SLA
Exchange 2003 and 2000 MAPI Send SLA
Exchange 2003 and 2000 Message Read SLA
Exchange 2003 and 2000 OWA Authentications
Exchange 2003 and 2000 OWA Connections
Exchange 2003 and 2000 OWA Usage
Exchange 2003 and 2000 POP3 Connections
Exchange 2003 and 2000 Messaging Ports

Conferencing
Exchange 2000 Conferencing Server Trends
Exchange 2000 MCU Trends

Exchange Server

Exchange 2003 and 2000 System Information Summary

Information Store
Exchange 2003 and 2000 | S Users and Connections
Exchange 2003 and 2000 Full Text Indexing Stats
Exchange 2003 and 2000 Transaction Log Stats
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Instant Messaging

Exchange 2000 Instant Messaging Availability Trends
Exchange 2000 Instant Messaging Users Growth

Mailbox Store

Exchange 2003 and 2000 | nactive Mailboxes
Exchange 2003 and 2000 Mailbox Details
Exchange 2003 and 2000 Mailbox Store Stats
Exchange 2003 and 2000 Mailbox Summary
Exchange 2003 and 2000 Mailbox Store Msg Trends
Exchange 2003 and 2000 Mailbox Usage Trends
Exchange 2000/2003 Top 100 Mailboxes

Messaging
Exchange 2003 and 2000 All Local Msg Delivery SLA
Exchange 2003 and 2000 MTA Msg Trends
Exchange 2003 and 2000 MTA Queue Data Stats
Exchange 2003 and 2000 SMTP Msg Trends
Exchange 2003 and 2000 SMTP Connections
Exchange 2003 and 2000 Message Tracking Stats
Exchange 2003, 2000, and 5.5 Top Destinations
Exchange 2003, 2000, and 5.5 Top Recipients
Exchange 2003, 2000, and 5.5 Top Senders
Exchange 2003, 2000, and 5.5 Top Sources
Exchange 2003, 2000, and 5.5 Message Delivery SLA
Exchange 2003 and 2000 SMTP Virtual Server Stats

Public Folder Store

Exchange 2003 and 2000 Folder Summary
Exchange 2003 and 2000 Folder Usage Trends
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Exchange 2003 and 2000 | nactive Folders

Exchange 2003 and 2000 Public Folder Store Stats
Exchange 2003 and 2000 Public Folder Store Msg Tnd
Exchange 2000/2003 Top 100 Public Folders
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Exchange Server

Exchange 5.5 System Information Summary

Information Store

Exchange 5.5 User Connections

Mailbox Database

Exchange 5.5 Mailbox Details
Exchange 5.5 Mailbox Summary
Exchange 5.5 Mailbox Usage Trends
Exchange 5.5 Top 100 Mailboxes

Messaging
Exchange 5.5 IMS Messaging Trends
Exchange 5.5 Messaging Trends
Exchange 5.5 Message Delivery SLA
Exchange 2003, 2000 and 5.5 Top Destinations
Exchange 2003, 2000 and 5.5 Top Recipients
Exchange 2003, 2000 and 5.5 Top Senders
Exchange 2003, 2000 and 5.5 Top Sources

Public Folder Database
Exchange 5.5 Folder Summary
Exchange 5.5 Folder Usage Trends
Exchange 5.5 Top 100 Public Folders

Chapter 4
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Exchange SPI graphs

Exchange SPI comes with a set of preconfigured graphs. They are located on the OVO
console tree in the Operations Manager > Reports and Graphs > Graphs folders.

To display a graph:
Double click the desired graph and the Display graph associated with dialog opens:

Display graph associated with Ed I

Select Modes to Retrieve Data From  Select the Date Range:

= O[] Nodes a] 4 weeks ~|
-] Openview Defined Gro
""" Ol ov-exT3 Select the granularity
O
----- J OY-EXTE
----- OB ov-extr
----- | CVRMTTCLA ;
= 5 minukes
""" [0 OVRNTTCLE 15 minutes

30 minutes

hiour

3 hours —
& hours

12 hours e

d ROSS9292T5T =
— s .
< I LIJ

[ Periodically update data in graph
[~ Use Java graphs

¢ Back I Finizh I Cancel

Select the nodesto retrieve datafrom, the date range, and thelevel of granularity. Check to
periodically update the datain the graph, or to use Java graphs.
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Figure9 Example DSAccess Hit-Miss Ratio graph

Thiz graph shows Exchange Directory Access cache hut and rmiss ratio.
Hit-Miss Ratio iz the ratio of perfinon counters MSEschangeDSAccess Cache hitsfsec and missesfsec,

™ Automatically Refresh Refresh Graph How
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Exchange 2003 graphs

Exchange SPI comes with an array of preconfigured graphs. In the console tree, open
Reports and Graphs > Graphs > SPI for Exchange 2003. Graphs are located in the
following folders:

Client Access
Directory Service
Information Store
Mailbox Store
Messaging

Public Folder Store

Client Access

ActiveSync Performance: This graph shows the ActiveSync Microsoft Exchange
active directory, connection, and pending requests.

ActiveSync Users: This graph shows the current users of Microsoft Exchange
ActiveSync.

M AP4 Connections: This graph shows the IMAP4 connection activity.
I M AP4 Performance: This graph shows the IMAPA4 transaction activity.

MAPI RPC Latency levels: This graph shows the number of successful RPCs with
Outlook client latency levels.

MAPI RPC Performance: This graph shows metrics of information store RPC
requests and RPC operations rate (operations/sec).

Number of Successful RPCswith Different Latency L evels: This graph showsthe
number of successful RPCswith different Outlook client latency levels.

Outlook Client RPC Performance: This graph shows the Outlook Client RPC
Performance.

OWA Connections: This graph shows the OWA connection activity.

OMA Response Time: This graph shows the M SExchangeOMA last response time
in seconds.

POP3 Connections: This graph shows the POP3 connection activity.
POP3 Performance: This graph shows POP3 messages delivered to mailboxes.
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Directory Service

DSAccess Cache Hit-Miss Ratio: This graph shows M SExchangeD SA ccess cache
hit and missratio for Exchange 2000 and 2003 servers.

Site Replication Service Space Free: This graph shows the percentage of free space
on the Site Replication Service volume.

Site Replication Service Space Used: This graph shows Site Replication Service
space usage on the Exchange server.

Information Store

Full-Text Indexing Space Usage: This graph shows disk space usage for full-text
indexing of Microsoft Exchange information stores.

Information Store Usersand Connections. This graph shows user and connection
count metrics, for the current day.

Virtual Memory 16M B Free Block Trend: This graph shows information store
virtual memory 16MB free block use trends.

Virtual Memory Large Free Block M egabytes Usage: This graph shows
information store virtual memory large free block megabytes usage.

Virtual Memory Largest Block Size: This graph shows the change of the
information store virtual memory largest block size.

Transaction L og Per centage Free: This graph shows the percentage of free space on
the transaction log volumes.

Transaction L og Space Used: This graph shows Exchange server transaction log
space usage on the Exchange server.

Mailbox Store

Mailbox Sore Delivery Time: This graph shows hourly metrics for the average
delivery times of messages to Exchange server private and public mailboxes.

Mailbox Store EDB Database Satistics: This graph shows Exchange server private
mailbox store database statistics.

Mailbox Store Streaming Database Satistics: This graph shows Exchange mailbox
store streaming database statistics.

Mailbox Sore Sorage Usage: This graph shows mailbox store storage usage.

Mailbox Store M essage Volume: This graph shows Exchange server private mailbox
volume.
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Mailbox Sore Queues: This graph shows Exchange server mailbox store queue
lengths.
Messaging

MTA M essage Volume: This graph shows Exchange server Message Transfer Agent
volume.
MTA Queues: This graph shows Exchange server queue lengths.

SMTP Connections: This graph shows SMTP virtual server connections on the
Exchange server.

SMTP Queues: This graph shows SMTP server queues on the Exchange server
SMTP M essage Volume: This graph shows SMTP volume on the Exchange server.

SMTP Queue, Badmail, and Pickup Counts: This graph shows SMTP badmail,
pickup and queue item counts for each SMTP virtual server.

SMTP Queue, Badmail, and Pickup Size: Thisgraph shows SMTP badmail, pickup
and queue sizes for each SMTP virtual server.

X400 MTA Queue Space Usage: This graph shows disk space usage for X400
service MTA queue.

Public Folder Store

Public Folder SoreDelivery Time: This graph shows hourly metricsfor the average
delivery times of local messages to Exchange servers.

Public Folder Store EDB Database Statistics: This graph shows Exchange server
public folder store (edb) database statistics.

Public Folder Store M essage Volume: This graph shows Exchange server public
folder volume.

Public Folder Store Sreaming Database Satistics: This graph shows Exchange
Public Folder store streaming database statistics.

Public Folder Store Sor age Usage: This graph shows Exchange server public folder
usage.

Public Folder Store Queues: This graph shows Exchange server public folder store
gueue lengths.
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Exchange 2000 graphs

Exchange 2000 graphs are arranged in the following service groups:

Client Access
Directory Service
Information Store
Mailbox Store
Messaging

Public Folder Store

Client Access

IM AP4 Connections: This graph shows the IMAP4 connection activity.
I M AP4 Performance: This graph shows the IMAPA4 transaction activity.

MAPI RPC Performance: This graph shows metrics of information store RPC
requests and RPC operations rate (operations/sec).

OWA Connections: This graph shows the OWA connection activity.
POP3 Connections: This graph shows the POP3 connection activity.
POP3 Performance: This graph shows POP3 messages delivered to mailboxes.

Directory Service

DSAccess Cache Hit-Miss Ratio: This graph shows M SExchangeD SAccess cache
hit and missratio for Exchange 2000 and 2003 servers.

Site Replication Service Space Free: This graph shows the percentage of free space
on the Site Replication Service volume.

Site Replication Service Space Used: This graph shows Site Replication Service
space usage on the Exchange server.

Information Store

Full-Text I ndexing Space Usage: This graph shows disk space usage for full-text
indexing of Microsoft Exchange information stores.

Information Store Usersand Connections: This graph shows user and connection
count metrics, for the current day.
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Transaction L og Per centage Free: This graph shows the percentage of free space on
the transaction log volumes.

Transaction L og Space Used: This graph shows Exchange server transaction log
space usage on the Exchange server.

Virtual Memory 16M B Free Block Trend: This graph shows information store
virtual memory 16MB free block use trends.

Virtual Memory Large Free Block M egabytes Usage: This graph shows
information store virtual memory large free block megabytes usage.

Virtual Memory L argest Block Size: This graph shows the change of the
information store virtual memory largest block size.

Mailbox Store

Mailbox Sore Delivery Time: This graph shows hourly metrics for the average
delivery times of messages to Exchange server private and public mailboxes.

Mailbox Store EDB Database Satistics: This graph shows Exchange server private
mailbox store database statistics.

Mailbox Store M essage Volume: This graph shows Exchange server private mailbox
volume.

Mailbox Sore Streaming Database Satistics: This graph shows Exchange mailbox
store streaming database statistics.

Mailbox Sore Sorage Usage: This graph shows mailbox store storage usage.

Mailbox Sore Queues: This graph shows Exchange server mailbox store queue
lengths.

Messaging

MTA M essage Volume: This graph shows Exchange server Message Transfer Agent
volume.

MTA Queues: This graph shows Exchange server queue lengths.

SMTP Connections: This graph shows SMTP virtual server connections on the
Exchange server.

SMTP Message Volume: This graph shows SMTP volume on the Exchange server.
SMTP Queues: This graph shows SMTP server queues on the Exchange server
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SMTP Queue, Badmail, and Pickup Counts: This graph shows SMTP badmail,
pickup and queue item counts for each SMTP virtual server.

SMTP Queue, Badmail, and Pickup Size: Thisgraph shows SMTP badmail, pickup
and queue sizes for each SMTP virtual server.

X400 MTA Queue Space Usage: This graph shows disk space usage for X400
service MTA queue.

Public Folder Store
Public Folder Store Delivery Time: Thisgraph shows hourly metricsfor the average
delivery times of local messages to Exchange servers.

Public Folder Store EDB Database Statistics: This graph shows Exchange server
public folder store (edb) database statistics.

Public Folder Store M essage Volume: This graph shows Exchange server public
folder volume.

Public Folder Store Sreaming Database Satistics: This graph shows Exchange
Public Folder store streaming database statistics.

Public Folder Store Stor age Usage: This graph shows Exchange server public folder
usage.

Public Folder Store Queues: This graph shows Exchange server public folder store
gueue lengths.
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Exchange 5.5 graphs

The Exchange 5.5 graphs are organized in the following categories:

Information Store

Delivery: This graph shows hourly metrics for the average delivery times of
messages to Exchange server private and public mailboxes.

Users: This graph shows information store user count metrics, for the current day.

Mailbox Database

Mailbox Usage: This graph shows Exchange server mailbox usage.
Private Mailbox Volume: This graph shows Exchange server private mailbox
volume.

Messaging

Internet Mail Queue: This graph shows the Exchange server Internet Mail Service
queue count.

Internet Mail Volume: This graph shows Exchange server Internet Mail Connector
volume.

MTA Volume: This graph shows Exchange server Message Transfer Agent volume.
Newsfeed Volume: This graph shows Exchange server newsfeed volume.

Queues:. This graph shows Exchange server queue lengths.

Public Folder Database

Public Folder Usage: This graph shows Exchange server public folder usage.

Public Folder Database: This graph shows Exchange server public folder volume.

110



Configuring Exchange SPI for
Message Delivery SLAS

This chapter outlines procedures for:

»  Configuring and deploying End-to-End Message Ping to determine Service Level
Agreement/Objective (SLA) performance for Exchange 2000 and Exchange 2003
servers.

»  Configuring and deploying End-to-End Message Ping to determine Service Level
Agreement/Objective (SLA) performance for Exchange 5.5 servers
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Exchange 2000/2003: monitoring message
delivery SLAs

Use the Exchange SPI End-to-End Message Ping to monitor message delivery SLAs. The
End-to-End Message Ping procedure requires performing the following tasks:

e Create/specify amailbox for each source Exchange 2000/2003 server where the
policy will be deployed.

*  Runthe Exchange SPI End-to End Configuration wizard to create Service Level
Agreement configurations for all managed Exchange 2000 or 2003 servers.

Task 1: Create a new source mailbox for each source server

A mailbox needs to be created on each OV O managed Exchange 2000 or Exchange 2003
server from which the Ping messages will be sent out

1 Inthe OVO manager console, expand the Tools > SPI for Exchange > Exchange
2000 and 2003 > End-to-End SL A Configuration folder.

2 Inthe details pane on the right, double click the MBOX Config tool
3 Select the servers the tool should launch on.

4 Launch the MBOX Configuration tool on the managed Exchange server to create a
new user and associated mailbox with the default prefix I1D.

5 If you want to specify the organizational unit and mailbox prefix:

a Select the Parameter stab. By default the organizational unit is set to “Users’,
and the default mailbox prefix ID is msxspi, so the user/mailbox name will be
MmsXspi<server name>.

b Create the mailbox name with a prefix ID, followed by the Windows hostname,
with no spaces: <prefix ID><server name>, e.g. msxspi<server name>

c  Select the Login tab. Enter the User name and password for a user who has the
privilege to create Users with mailboxes in this domain.

d Click Launch.

Task 2:  Run the End-to-End Configuration wizard to configure SLAs

1 Inthe OVO Manager console expand the Tools > SPI for Exchange > Exchange
2000 and 2003 > End-to-End SL A Configuration folder.
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2 Inthe details pane on the right, double-click the End-to-End Configuration tool.

3 Confirm theintroductory dialog, which gives an example of atypical SLA, by
clicking Next.

4  Select the Exchange SPI configuration setting that best matches your SLA. Click
Next.

5 Select the Source Servers from the list of OV O managed servers. A source server isa
server from which email is sent, which is the server from which the SLA is
determined. Click Next.

6 Select the Destination Servers from the list. These can be any Exchange servers
within your organization, not only OV O managed Exchange servers. Click Next.

7  Specify the Service Level Agreement by assigning the thresholds (in seconds) for
Timeout, Met SLA and Almost met SLA.

Step 4 - Assign Service Level Agreements |

Determine the Semice Level Agreements thresholds. Choose
default Senice Level Agreements for Timeout, Met SLA, and
Alrmost met LA, If desired you can then customize the
semvice |evel agreement thresholds for each Source/Destination

Timeout is defined as the amount of time to wait for a "received message"
acknowledgement from the destination server. This value must be greater than
the sum of Met SLA + Almost Met SLA. This wvalue is required for manitoring.

Tirne Clut: iSDD :-_-!

bet SLA time is the service level agreement. This value is reguired for
reporting.

Met SLA: 6 —_—1

Alrmost met SLA time is defined as the amount of time exceeding the "het
SLA" where the senice level agreement is "almost met”. This value is
required far reporting.

Almost met SLA !ED j

Cancel I

8 Click Next.

Eimish
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9  Confirm or make changesto the SLAs. Click Next.

10 Select to deploy all End-to-End Policies to the managed nodes. Only managed nodes
configured to determine SLAs will send and receive mail. Note: This step can also be
performed manually by deploying SPI for Exchange 200X instrumentation and the
EXSPI End-to-End Message Ping policy (Manual Deploy Groups > Exchange
Server > Message Déelivery folder) to any desired managed nodes.

11 Click Next.

12 Click Finish. Then OK.
Figure10 Example SLA thresholds, where Met SL A=60, Almost met SL A=60,

=60

Time Out=300

120 «=—= 300 =—=

Met fSIéAh\

3
=

TR Ececeded & Tl

0 — &0 MetILa
a0 — 130 dibost Met
120 - 30 Enceeded
dbove 300 Faled

) The wizard hasto be run whenever an Exchange server becomes an OV O managed
server, if an SLA isto be monitored on the newly managed server.

114



Chapter 5

Exchange 5.5: monitoring message delivery

SLAS

Task 1:

Task 2:

Use the EXSPI-End-to End Message Ping policy in the Exchange 5.5 EXSPI Advanced
policy group, to determine SLA performance by sending and receiving messages.

The procedure to configure and deploy the EXSPI End-to-End Message Ping involves the
following tasks:

1

a b~ w N

6

Create a service account with special admin privileges, see “Creating a service
account for Exchange 5.5 servers’ on page 137.

Create amailbox for the service account on every targeted Exchange server.
Set up the server connections to test message delivery and receipt.
Set up the Exchange SPI Message Ping alarms by configuring server pair thresholds.

Modify the EXSPI End-to-End Message Ping policy to include the service account
user password.

Deploy the Configuration file and the EXSPI End-to-End Message Ping policy.

Create a service account with special admin privileges

See “Creating a service account for Exchange 5.5 servers’ on page 137.

Create mailboxes

The service account needs a mailbox on every targeted Exchange server to access
Exchange mailbox and folder information.

To create a mailbox for the service account

1

In the OVO Manager console expand the Tools > SPI for Exchange > Exchange 5.5
folder.

In the details pane on the right, double-click the MBOX Config tool.
Select the servers the tool should launch on.

Select Launch to start the tool running on the selected nodes.
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5 When prompted, enter the service account user name and password.

i Tool S5tatus M= E3

Launched Tools:

Skatuz | Actian | M ode | Command |
Succeed.. EXSPIMBO=C.. ROSSPIDES cmd Ao ZSpstermBootEzhHewlett-Pack ardW 0.
Tool Output;
Mailbox 'MEXSEPIROSSPIDES' for user 'MEXEPI' created ;I

Cloze Help |

) If you cannot automatically create mailboxes and receive an error, try to manually create a
mailbox for each Exchange server with the prefix MSXSPI and NT hostname. For example,
the node rosspidb5.rose.hp.com (Internet name) and NT name ROSSPIBS5 require a
mailbox called MSXSPIROSSPIDB5 with primary NT account MSXSPI.
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Set Up server connections to test message delivery/receipt

The EXSPI-5.5- Ping Config policy in the EXSPI Advanced group tracks the round trip
time of a message. Before deploying the policy, the servers you want to monitor must be
added to this policy.

1
2

Open the policy Ping Config.

Edit the text in the policy with your Exchange environment information. Only one

policy is needed since you are able to designate at this level which server the

configuration lineis valid for. When finished, select Save and Close.

H  H H #HF

Format of the file:
Src-Svr:Src-MB: : :Dest-MB:Timeout :MetSLA:AlmostMetSLA

Src-Svr

Src-MB

Reserved
Reserved
Dest-MB

Timeout

MetSLA

AlmostMetSLA

Examples:

H oH H

= Source Server (required)

= Source Mailbox (optional)
Defaults to 'MSXSPI<host name>'.

= Reserved for future use, leave empty
= Reserved for future use, leave empty
= Destination Mailbox (required)

= Timeout (required)
(s-seconds, m-minutes, h-hours)

= Met SLA time (require for reports)
(s-seconds, m-minutes, h-hours)

= Almost met SLA time (require for reports)

(s-seconds, m-minutes, h-hours)

EXCH1::::MSXSPIEXCH2:25m:1m:1m

EXCH1 :MSXSPIEXCH1:: :MSXSPIEXCH3:2h:5m:2m
EXCH2 :MSXSPIEXCH2: : :MSXSPIEXCH4:1h:20m:10m
EXCH3 :MSXSPIEXCH3:: :MSXSPIEXCH4 :25m:5m:5m

EXAMPLE:

Enter server information to replace each entry separated by a colon (:). Each
uncommented line represents a Service Level Agreement configuration.
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In the following example of Ping Config policy text: ServerA will use Mailbox
"MSXSPIServerA" to send a message to mailbox MSXSPIServerB. Server A will ignore
the information in the line that startswith ServerC. There should be no white spaces at the
beginning of lines. Lines beginning with # are comments and are ignored:

ServerA:M SX SPIServerA:::MSXSPI ServerB: 2h:5m:2m
ServerC::::MSXSPIServerA:20h:1m:1m
#End File # #

Definitions of terms:

Source Server (required) — The server that the ping originates from. Each
server where Exchange SPI is distributed has the same file, so Exchange SPI can
parsethisfile and use all lines where the Source Server matches the server where
itisrunfrom.

Source Mailbox (optional) — The mailbox to send the mail from. If thisis not
included, a default account is used “MSXSPI<host_name>" where <host_name>
is replaced with the name of the server.

Destination M ailbox (required) — The mailbox to send the ping to. Thisfield is
usually the only required destination entry.

Timeout (required) (s-seconds, m-minutes, h-hours) — If a sent message does
not return in the defined timeout interval, EXSPI logsit as afailure and sends a
message to the OV O management server. Failed messages are tallied in terms of
count and percentage within areport. The timeout value must be larger than the
valuesfor MetSLA and AlmostMetSLA so that a returned message can be
processed using these values. It may have Exceeded SLA even though it has not
exceeded the timeout interval. A Failed/Timedout message occurs, therefore,
only when the message does not return before the timeout period is exceeded.

) The minimum timeout value should be set slightly less than the collection

interval. For example, if the collection interval for metric 1002 is 30 minutes
(the default), the timeout should be set to at least 25 minutes. Thelogicisthat
because the next measurement occurs only every 30 minutes, you should
allow up to that amount of time for any messages to return before “giving
up” and generating afailure. If you keep the timeout value within the
collection interval and the reply message does return, it can be processed as
Met, Almost Met, or Exceeded as opposed to Failed/Timedout.
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— MetSLA (required for reports) (s-seconds, m-minutes, h-hours) — If the round
trip time is greater than this value, the message islogged as either Almost Met
SLA or Exceeded SLA. Thisvaueisrequired if datais being sent to the
Measurement Data Collector Agent DSI for reporting (-I option when running
exspi.exe). It isoptional if only using alarms.

— AlmostMetSL A (required for reports) (s-seconds, m-minutes, h-hours) — If the
round trip time is greater than the MetSLA value but |ess than or equal to
MetSLA plus AlImostMetSLA, the message is logged as Almost Met SLA.
Otherwise, when the round trip time is higher than MetSLA plus
AlmostMetSLA, it islogged as Clearly Exceeded SLA. This parameter is
required if datais being logged to the data collection Agent DSI (- option when
running exspi.exe), optional if only using alarms.

) Timeout, MetSLA, and AlmostMetSL A values can have optional identifiers
that denote the measurement units the value represents; for example, 4m (4
minutes) 30s (30 seconds) or 1h (1 hour). The default unit is seconds; for
example, the entry 4 by default is recognized as 4 seconds.

Examples:

EXCH1::::MSXSPIEXCH2:25m:1m:1m

Use the default FROM mailbox of MSXSPIEXCH1. Message must return within 1
minute to meet the SLA, 2 minutesto almost meet the SLA, and at over 25 minutes a
failure/timeout is generated.

EXCH1:MAILBOXEXCH1:::MAILOXEXCH3:2h:5m:2m
Message must return within 5 minutes to meet the SLA, 7 minutes to almost meet the
SLA, and at over 2 hours afailure/timeout is generated.

EXCH2:MAILBOXEXCH2:::MAILOXEXCH4:1h:20m:10m
Message must return within 20 minutes to meet the SLA, 30 minutes to almost meet
the SLA and at over 1 hour afailure/timeout is generated.
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Task 4: Set Up EXSPI End-to-End Message Ping Alarms—configure server pair
thresholds

) Requirement: When you configure server connections, you must start the EXSPI Admin
tool EXSPI Ping Config from the OpenView management server.

Alarms can be set to occur with metric 1002 (Ping). As you may need to set different
thresholds for multiple server pairs, some examples are included here to clarify the
procedure. These examples show the syntax to insert in the exspilnk.txt file to set differing
thresholds. Metric 1002 sends the “FromMailbox, ToMailbox” in the object pattern fields
with the following definitions:

FromMailbox = FromServer:FromMailbox

ToMailbox =:ToMailboxI

Config Entry Object
EXCH1::::MSXSPIEXCH2:25m:1m:1m EXCH1:MSXSPIEXCH1,:MSXSPIEXCH2
EXCH1:MAILBOXEXCH1::: EXCH1:MAILBOXEXCH1,:MAILOXEXCH3
MAILOXEXCHS3:2h:5m:2m

EXCH2:MAILBOXEXCH2::: EXCH2:MAILBOXEXCH2,:MAILOXEXCH4

MAILOXEXCH4:1h:20m:10m
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Type Condition Object Pattern Threshold Explanation

EXSPI-1002.1 EXCH1:MSXSPIEXCH1, 120 Threshold condition for ping
system EXCHZ2. Object patternis
case sensitive.

EXSPI-1002.2 EXCH1:MSXSPIEXCH1, 240 Threshold condition for ping

+Message on :MSXSPIEXCH3 between System EXCH1 and
system EXCH3. Object patternis
case sensitive.

EXSPI-1002.3 EXCH1:MSXSPIEXCH1, If the threshold was not exceeded

-Suppress ‘MSXSPIEXCH2 for these two system pairs, you

M atched Condition EXCH1:MSXSPIEXCH1, must suppress the message if

:MSXSPIEXCH3 either of these system pairs gets

past 1002.1 or 1002.2.

EXSPI-1002.4 60 A blank object patternto catch all

+Message on remaining system pairs.

Matched Condition

Task 5:  Modify the policy to include the service account password

Before deploying the EXSPI End-to-End Message Ping policy, you must edit it to include
the service account name and password, so that it has access to data on the Exchange

server system.

To edit the policy:

1 Openthe OVO console and expand the Policy M anagement folder.

2 Intheleft pane select Policy groups > SPI for Exchange > Exchange 5.5 > EXSPI
Advanced > EXSPI End-to-End M essage Ping group.

3 Intheright pane right-click the EXSPI-5.5-End-to-End M essage Ping policy and

select All Tasks > Edit.
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4 Inthedialog that appears, confirm or enter the service account user name (MSXSPI),
check the Specify Password check box, and enter the password you assigned to the
service account.

5 Click Save and Close.

Task 6: Deploy the configuration file and the policy

1 Inthe OVO Manager console expand the folders Policy management > Policy
groups> SPI for Exchange > Exchange 5.5 > EXSPI Advanced.

2 Inthe EXSPI Advanced folder double-click the Advanced policy sub-group you
want to deploy.

3 Inthe details pane where all the policies and/or configuration files are now listed,
select the policies and/or configuration file needed, right-click, and select Deploy
on....

4 Inthe Deploy policieson... dialog, select all nodes by clicking the check box next to
Nodes, or select individual nodes by clicking the adjacent checkbox.
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Format of objects passed from the Exspi executable to the Metric
1002 for End-to-End Message Ping

The executable exspi_e55.exe is used to pass objects to the monitoring Measurement
Threshold Policy EXSPI-5.5-1002. This monitor eval uates the End-to-End Message Ping
and is used to check if the Service Level Agreements (SLA) for the turnaround-time of a
mail time are met. The executabl e passes a message back to the "M easurement Threshold"”
Policy to match on the Object name in the following format:

A:B:C.D:E:F

The format has the following meaning:

A isone of the strings:
["SLAViolation"|"SLAWarning"|"Timeout"|'Undeliverable"].

B is Source node.

Cis Source Mailbox.

D is Destination Node.

E is Destination Mailbox.

F isone of the following, depending on A: [SLA Threshold|Warning
Threshold|Timeout Threshold].

According to this format, the default policy has four rules that match on the Object A.
According to the value of A, amessage is created and sent to the OVO Message Browser.
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Comparison: End-to-End Message Ping for Exchange 5.5 v. Exchange 2000/2003

Comparison: End-to-End Message Ping for
Exchange 5.5 v. Exchange 2000/2003

The Exchange SPI End-to-End Message Ping for Exchange 2000 and Exchange
2003 servers sends the ping message to the System Assistant account of a
destination Exchange 2000/2003 server. Therefore, there is no need to configure
areceiving mailbox.

In addition, the ping messages received by the System Assistant will be
automatically deleted by the Exchange 2000/2003 server and do not need to be
manually deleted from the receiving mailbox by the Exchange SPI user.
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Using Exchange SPI in high availability environments

Task 1:

The Exchange SPI can be configured to accommodate cluster environments where
fail-overs alow uninterrupted Exchange availability.

Synchronized with the cluster environment, Exchange SPI monitoring can be made to
switch off for the failed node and switch on for the active node.

For recognizing clustered Exchange instances, Exchange SPI relieson XML configuration
files. These files alow the OV O agent to automatically enable instance monitoring on the
currently active node after disabling instance monitoring on the inactive node.

The Exchange SPI setup for a cluster environment requires the following steps:
1 Add the nodes to be managed from the OV O Console.

2 Modify, if necessary, the Exchange SPI monitoring configuration file included with
the Exchange SPI (msexchange . apm.xml).

3 Createthe clustered application configuration file (apminfo.xml) that associates
Exchange SPI-monitored instances (Exchange virtual servers), with their
corresponding cluster resource groups.

4  Restart the agent on the managed node.

Add the Exchange Cluster nodes to be managed from the OVO Console.

From the Configure M anaged Nodes dialog box of the OV O Console, add the Exchange
cluster nodes to be managed. This brings about the following:
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Task 3:

— TheExchange cluster is discovered and the service map is updated with the
cluster topology.

— Auto Deploy Groups policies are deployed to these nodes.

Modify the Exchange SPI monitoring configuration file (if necessary)

The Exchange SPI includes a monitoring configuration file, (nsexchange . apm. xml),
which isan XML file that describes the policies that should be cluster-aware.

The (msexchange . apm.xml file worksin conjunction with the clustered application
configuration file (apminfo.xml) that you need to create for your Exchange cluster.

The purpose of the Exchange SPI msexchange . apm.xml fileistolist al the
Exchange SPI policies on the managed node, in order that these policies can be disabled/
enabled, as appropriate, for inactive/active managed nodes.

> The Exchange SPl msexchange . apm.xml fileis normally ready to use
with no configuring. However, if you have renamed any policies, you need to
modify the file accordingly. Thefileisin the SPI for Exchange
instrumentation directory on the management server. After modifying this
file, you need to redeploy the SPI for Exchange instrumentation to the
Exchange nodes that are part of the Exchange cluster.

Create the clustered application configuration file

Apminfo.xml isan XML filethat describes the cluster instances (Exchange virtual
servers).

Apminfo.xml, working in conjunction with the Exchange SPI monitoring configuration
file (nsexchange . apm.xml), alows you to associate Exchange SPI monitored
instances (Exchange virtual servers) with their associating cluster resource groups. As a
result, when aresource group is moved from one node in a cluster to another node in the
same cluster, monitoring stops on the failed node and starts on the new node.

To generate the content of thisfile:

a Launch the Exchange SPI Exchange Cluster Configuration tool on an Exchange
cluster node, see “ Exchange Cluster Configuration tool” on page 128.

b Usethe generated output to construct the apminfo.xml.
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¢ Savethe completed apminfo.xml file on each nodein the cluster in this
directory:

<ingtallation_directory>/Installed Packages
/{79OC06B4—844E—11D2—972B—080009EF8C2A}/Conf/OpC/

Task 4. Restart the agent on the managed node

After constructing and saving apminfo . xml, stop and restart the OV O agent by running
the following commands on each node:

opcagt -kill
opcagt -start

Example apminfo.xml file

The following is an example apminfo.xml file, where ExchResGroupl and
ExchResGroup?2 are the names of the Exchange resource groups
corresponding to EXCHVIRTSERV1 and EXCHVIRTSERV2 instances (virtual
servers):

<?xml version="1.0" ?>
<APMClusterConfiguration>
<Applications>
<Name>msexchange</Name>
<Instance>
<Name >EXCHVIRTSERV1</Name>
<Package>ExchResGroupl</Package>
</Instance>

<Instance>

<Name >EXCHVIRTSERV2</Name>
<Package>ExchResGroup2</Package>
</Instance>

</Application>
</APMClusterConfigurations>
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Figure1l Example Exchange resource group
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Exchange Cluster Configuration tool

Use the Exchange Cluster Configuration tool to generate the content of the
apminfo.xml file

Launch this tool on an Exchange cluster node:

1 Inthe OVO Manager console expand the Tools > SPI for Exchange > Exchange 2000
and 2003 > ovo Utilities folder.
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2

L ocation of Exchange Cluster Configuration tool
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3 Select the Exchange cluster node the tool should launch to.

Chapter 6

In the details pane on the right, double click the Exchange Cluster Configuration tool.

129



Figure13 Select nodesdialog
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4 Select Launch to start the tool running on the selected nodes.

5 Usethe generated output to construct the apminfo.xml. (Pleaserefer tothe
section “Create the clustered application configuration file” on page 126).

) After constructing and saving apminfo . xml, you need to restart the agent on the node,
using the following commands:

Opcagt -kill

Opcagt -start
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Figure14 Exampleoutput of Cluster Configuration tool
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Data Collection on virtual servers

In order for reports and graphs to show data for any nodes, appropriate data collection
policies need to be deployed to those nodes. See the section “” on page 134.

Run the Enable M essage Tracking tool on all nodesin the cluster before deploying the
EXSPI 6.X Dc-TrackL og Data policy, so that the tracking log reports will generate. The
tool must run on the physical nodes of a cluster where the Exchange virtual server is
running.

Seeing virtual servers in reports and graphs

The Exchange SPI will show Exchange virtual serversin reports and graphs as though
they were physical Exchange servers.

Setting up End-to-End Message Ping on an Exchange
Cluster

Using Exchange SPI, End-to-End Message Ping can be configured on Exchange clusters.

1 Runthe MBox Configtool on all nodesin the cluster. The tool must run on the
physical nodes of acluster where the Exchange virtual server isrunning on. Thisisa
necessary step for configuring and deploying End-to-End Message Ping.

2 Runthe End-to-end Configuration (wizard) tool to add the Exchange virtual server
to the end-to-end configuration. Exchange virtual server names will appear in the
Source Server and Destination Server fields. Please see “ Configuring Exchange SPI
for Message Delivery SLAS’ on page 111.

Exchange Cluster Service Map

Exchange clusters are represented in the Service Map, and Service map nodes will be
created in the service map for each Exchange virtual server in acluster. Sincethe cluster is
properly modeled in the service map, Exchange SPI instrumentation and Quick Start
policies are auto-deployed to al managed Exchange cluster nodes.

Messages for the Exchange virtual server show up under the Exchange virtual server name
in the maps.
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For the Exchange Virtual server an EXSPI service discovery hosted-on hierarchy is

created within a Clusters container. This allows messages to be sent to the hosted-on
hierarchy.

This same hierarchy isalso created as virtual nodes under the Exchange Virtual Server. A
dependency is created from each Virtual Exchange Server virtual nodeto its

corresponding Cluster hosted-on node. M essages and status will then propagate up to the
correct Virtual Exchange Server virtual node.

Figurel5 ServiceMap illustrating clustering support
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In the example above, there are two Virtual Exchange servers: EXCHVIRTSERV 1 and
EXCHVIRTSERV 2, hosted on physical nodes OVRNTTC1B and OVRNTTC1A. A
message is received at hosted-on service OVRNTTCLA:Queue, and via dependencies,
status and messages are seen under Virtual server EXCHVIRTSERV2.

133



What happens during a failover:

When afailover happens, dependenciesto the failed node will be removed and replaced
with new dependencies to the newly active node. For example, if EXCHVIRTSERV 1
moves from OVRNTTCI1B to OVRNTTC1A, the dependencies to OVRNTTC1B will
automatically be removed and will be replaced with anew set of dependenciesto
OVRNTTCI1A..

) When afailover happens, messages that occurred before the failover will not be
propagated to the virtual node

) For this mechanism to work EXSPI-6.0 Exchange Cluster Discovery Event Log policy
must be deployed (normally auto-deployed).
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Exchange 5.5 user privileges

This chapter outlines procedures for creating a service account with special Exchange
privileges for Exchange 5.5in aWindows NT or Windows 2000 domain.

For Exchange 2000 and 2003, the recommended configuration for the Exchange SPI is:
e  running the OV O agent under the user context as Local System.

Should this not be possible in your organization, see Appendix C for details on how to
create a privileged service account for Exchange 2000 or 2003 nodes in a Windows 2000
environment.

Service account with special Exchange privileges

This type of account must be set up for the following Exchange 5.5 tools/policies to
deploy successfully:

«  MBOX Config tool.

*  The Service Discovery policy requires the User name and Password of this service
account.

*  Many of the policiesin the Add-Ons group require the service account user name and
password, before they can be deployed.

e Exchange 5.5 > EXSPI Advanced > EXSPI End-to-End Message Ping > EXSPI-5.5
End-to-End Message Ping, schedule policy requires access to the mailboxes created
by the tool MBOX Config.

135



e Exchange 5.5 > EXSPI Advanced > EXSPI Reporter Collection > al policies. These
policies use the Mailbox created by the tool MBOX Config, to extract information
from the public folder and mailbox tables viaMAPI (Messaging Application
Programming Interface).
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Creating a service account for Exchange 5.5
servers

For Exchange 5.5 servers, before you can deploy the above listed policies and tools, you
must create an account for each Windows domain where OV O managed Exchange servers
reside. This service account enables the Exchange SPI to access information from the
Exchange database.

Because significant configuration details vary according to operating system version,
detailed instructions are outlined for the following environments:

e Case 1. For Nodes running Exchange 5.5 in aWindows NT Domain (NT4/Ex5.5)
e Case 2: For Nodes running Exchange 5.5 in a Windows 2000 Domain (W2k/Ex5.5)

Case 1: Exchange 5.5 nodes in a Windows NT Domain (NT4/
EX5.5)

Task 1: Create service account (NT4/EX5.5)

1 LogonasDomain Administrator of the domain to which the Exchange server
belongs.

2 Select Sart > Programs > Administrative Tools (common) > User Manager for
Domain.

3  Select User > New User. In the dialog that appears create a new user asfollows:
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Creating a service account for Exchange 5.5 servers

Figure16 User Manager dialog
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Username; MSXSPI

Full Name: OVO Exchange SPI

Description: Exchange SPI for OVO

Password/Confirm Password: kKKK ok kK

Remember this password; you will need it later to update Tools and Policies.

) You must create a service account with these privileges in each Windows domain. You must name
the account M SXSPI. Throughout this document you will notice that the account isreferred to as
M SXSPI, which is the required user name for the service account.
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Figurel7 New User dialog

Mew User
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) This password must be entered but will not be authenticated | ater.

4  Deselect User Must Change password at Next Logon and select Password Never
Expires.

5 Click the Groups button to display the Group M ember ships window.
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Creating a service account for Exchange 5.5 servers
Figure18 Group Membershipswindow
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At theright, from the Not a member of: box select the Domain Admins user, click
Add, and OK to close the Group M ember ships window.

7  Toinclude necessary information, click buttonsin the New User window:

6

£ G | @ | &k | &

Groups Prafile ‘Hours! | LogonTo | Account Dialin
Profile: No User Profile should be specified.
Hours: All hours of the day and week should be allowed.
Logon To: All workstations should be specified.
Account; Should never expire/should be Global Account.

8 Click Add to add this user. (If the Exchange Add Mailbox window is displayed,
select Cancel to closeit).
9  Click the Close button to close the New User window.
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10 Fromthe User Manager menu bar select Palicies> User Rights....

Figure19 User Manager window
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11 Check the Show Advanced User Rights checkbox.
12 From the drop-down list select L og on as a service in the Right field
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Creating a service account for Exchange 5.5 servers

Figure20 Selecting Logon asa servicefor User Rights.
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13 Click the Add button to open the Add Users and Groups window.
14 Click the Show User s button.
15 Select the service account just added, click Add, then OK.
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Figure21 Addingthe new service account
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Task 2:

16 Repeat steps 12-15 to add the Profile system perfor mance right.

Grant Exchange access permissions to service account (NT4/EX5.5)

In order for the service account to have access to amailbox as well as the Exchange IS
Public and Private databases, it must have Exchange Admin permissions. Use Exchange
Administrator to grant these permissions at the site level.

1 Select Sart > Program > Microsoft Exchange > Microsoft Exchange
Administrator.

2 For each Exchange site where the affected policies are to be deployed:
a Intheleft pane within the tree, select <site_ name>.

b From the File menu select Properties.
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Creating a service account for Exchange 5.5 servers

¢ Inthe Properties window, select the Permission tab and click Add to open the
Add Usersand Groups window.

d Select the M SXSPI service account previously created, and click Add.
e Click OK to add the user, and close the Add Users and Groups window.

f  Verify the user hasthe role of Admin.
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Figure22 VerifyingtheUser role
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g Click OK to save the changes.
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Creating a service account for Exchange 5.5 servers

Case 2: Exchange 5.5 nodes in a Windows 2000 domain
(W2k/EX5.5)

Task 1: Create service account (W2k/EX5.5)

1 Log on to the system that hosts the managed node's domain.

2 Select Sart > Programs > Administrative Tools > Active Directory Users and
Computers.

3 Expand the Active Directory of Usersand Computers and right-click User s and select
New User.

Figure23 Selecting New User dialog
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4 Inthedialog box that appears, enter a user name for the service account in the First

Name and as the User logon name fields.

isreferred to as MSXSPI, the required user name for the service account.

Figure24 New object dialog
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must name the account M SXSPI. Throughout this document you will notice the account
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5 Inthe next window, enter Passwor d/Confirm Password for the service account.

6  Select Password Never Expires. Then click Next
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Figure25 Setting user privileges.
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7 Inthe New Object dialog, deselect Create an Exchange mailbox, and click Next.
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Figure26 Creating an Exchange Mailbox
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In the next dialog, complete creating the user by clicking Finish.

You are now back at the Active Directory Usersand Computersdiaog. Intheright
pane, right-click on the user just created and select Properties.

On the service account Properties page, select the Gener al tab. Enter OVO Exchange
SPI in the Display name and Description fields.
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Figure27 Propertiesdialog
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11 Select the Member Of tab. Click Add.
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12 Inthe Select Group diaog select Domain Adminsfrom the top pane. Click Add,

then OK.

13 The new user is now a member of the Domain Admins group. Click OK and exit the

Active Directory Users and Computer dialog.

Figure28 New User with new member ship status
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Chapter 7

Grant Exchange access permissions to service account (W2k/EX5.5)

In order for this service account to have access to a mailbox as well as the Exchange IS
Public and Private databases, it must have certain Exchange Admin permissions. Use
Exchange Administrator to grant these permissions at the site level.

1 Select Sart > Program > Microsoft Exchange > Microsoft Exchange
Administrator.

2 For each Exchange site where affected policies are to be deployed:

a
b

Cc

In the left pane within the tree, select <site_name>.
From the File menu select Properties.

In the Properties window, select the Permission tab and click Add to open the
Add Usersand Groups window.

Select the M SXSPI service account just created, and click Add.
Click OK to add the user, and close the Add User s and Groups window.

Verify the user hastherole of Admin.
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Figure29 Verifying User roles.
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g Click OK to save the changes.
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Customizing policies and uninstalling
the Exchange SPI

This chapter outlines the procedures for:
e Customizing policies and groups of policies

e Uninstalling the Exchange SPI

Customizing policies using the tag feature

If you have servers dedicated to specific sites or business units, you may find it effective
for those servers to have uniquely named Exchange SPI policies. In such cases copy
default policies into new groups, affix prefixes to the original names and include them in
the schedule policy that collects data during that measurement interval. The procedure
below gives you an example of how you might do this.

Task 1: Create the new policy group

1 Inthe OVO console, expand the Policy management > Policy Groupsfolders.

2 Right-click the folder in which you want to locate the new group and select New >
Palicy Group.
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Figure30 Creating anew policy group
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3 Enter the new group name for the folder created and click Enter.

4 Inthe console, use Shift+click or Ctrl+click to select the default policiesto be in the
group, right-click and select Copy.

’ Remember to always copy scheduled task policies from the default policy
group containing the measurement threshold policy you are copying to the
new policy group. The scheduled task policy is necessary for any data
collection to occur.
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Right-click the new group you just created and click Paste.
The copied policy will be pasted into the new Policy group.

If you copied an entire group of default policiesinto the new group, you can eliminate
those you do not need by right-clicking them and selecting Delete.

Task 2: Tag the policies

To designate these policies as a specific group, use a special prefix

1
2

Double-click each policy and make any changes to the policy desired.

Select File> Save As. Inthe dialog that appears enter the special prefix followed by a
hyphen in front of the default policy name; for example EuroSales-EXSPI-6.X IS
Mailbox Average Delivery Time.
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Figure31l Customizinga policy
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3 After saving any renamed policies, double-click the scheduled task policy that you
copied to the new group together with the other policies. (In the example EXSPI-6.X
Id-Dc-Instant Messaging is used.)

4 Inthe Command* text box at the end of the text, insert the tag (-t) parameter and the
<prefix>-

For example, to ensure data collection for all the policies renamed with the prefix
EuroSales the Command text box would appear as shown in the figure below:
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Figure32 Example of an edited Command
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[ Append output of command as annotation to success / failure message

5 When finished, rename the schedul ed task policy to include the group prefix, in this

way:

Select File> Save Asand rename the EXSPI-6.X |d-Dc-Instant M essaging scheduled
task policy to EuroSales-EXSPI-6.X |d-Dc-Instant Messaging.

159



Customizing policies using the tag feature

Figure33 Renaming policy

% EXSPI-6.0 1d-Dc-Instant Messaging [1.0] {Scheduled Task)

File Miew Help -

Save and E Saue | ?

-

— After

— Before star

e Categorny:  |Exch

¥ Send

Cloze
Task | Schedulel
Taszk type IEDmmand J
£ o T |
Cammand®
Execute a Mame: IEuru:uSaIes{XS PI-6.0 1d-Diz-Instant bMessaging

W erzion; I 1 IIjl

Description:  |Reporting Collection for Instant Meszaging

Send

firishi

k. I Cancel

= |

% o Active Msg. Browser

[T Append output of command as annotation to success / failure message

The prefix attached to the beginning of each policy in the new group makes the policies
easy to find in the Policies grouped by type folder in the console. Also, creating a new
group for the new policies gives you an efficient means to deploy them (right-click the

group and select All Tasks> Deploy on...). Please see the online Help for more details.
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Chapter 8

Uninstalling Exchange SPI

You may wish to remove the Exchange SPI from an OV O managed node, or uninstall the
Exchange SPI from both the management server and the managed node/s. In both cases
the first step isto remove Exchange SPI policies from managed node/s.

1

Remove Exchange SPI policies from managed node/s

For the more complete uninstall, removing the Exchange SPI from both the management
server and the managed node/s, follow these additional steps:

2
3
4
5

Delete Exchange SPI policy groups from management server.
Delete Exchange SPI tools from management server.
Delete customer versions of factory policies.

Uninstall Exchange SPI programs from the management server

For any uninstall of Exchange SPI:

Task 1: Remove Exchange SPI policies from all managed nodes

1

Onthe OV O consoletree, expand the folders HP OpenView > Oper ations M anager
> Policy Management > Policy groups > SPI for Exchange.

Right-click the SPI for Exchange, select All Tasks > Uninstall from...
Inthe “Uninstall Policies on” dialog, select All Nodes.
Click OK.

) Note: If there are any customized policies on the node/s, remove them from their location.

Uninstalling Exchange SPI from the management server:

Task 2: Delete Exchange SPI policy groups from the management server

1
2

On the OV O console tree select and expand the folder Policy Groups.
Right-click SPI for Exchange and select Delete.
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Uninstalling Exchange SPI

Task 3: Delete Exchange SPI tools from the management server

1 Onthe OVO console treeright-click Tools and select Configure > Tools.
2 Inthe“Configure Tools’ dialog right-click SPI for Exchange and select Delete.

Task 4: Delete Exchange SPI customized policies from the management server

Navigate to Palices grouped by type.

For each Policy type group, right-click the group and select Set Filter....
Select the radio button All ver sions of the policy below, and click OK.
Sort policies by name in the list box. Select all Exchange SPI palicies.
Right click and select All tasks > Delete from server.

o o~ W N P

Repeat for all policy groups.

Task 5:  Uninstall Exchange SPI programs from the management server

1  Insert the Smart Plug-ins, New and Upgraded, CD for OpenView Operations/
Performance for Windows Version A.0.7.5, CD Volume 1.

2 Follow instructions as they appear. Start the uninstall procedure by selecting the
Remove products radio button.

3 IntheProduct Selection Uninstall window select Microsoft Exchange Ser ver
(SPI) and click Next.

4 Inthe next window, select Remove. (You are updated on the progress of the program
removal).

5 Click Finish to complete the uninstall.
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Exchange SPI Instrumentation Files

EXSPI Exchange Discovery Instrumentation

EXSPI_CreateServices.js

Discovers hosted on Services

msexchange.apm.xml

Cluster support file, identifies policiesto
enable/disable

OvExchDisc.exe

Discovers virtual Services

exspi_RunDiscovery.js

Resource group identification for

rediscovery after a cluster failover

Exchange 200X EXSPI Instrumentation

exspi_e2k.exe

Collector used through schedules

exspi datasource.exe

Creates database schema

EX SPI*.spec Database schema definitions

ovam*.dll Tracking log collection library

hpudm.txt Metric definitions

exspitra.vbs Turn Exchange SPI data collection tracing

on and off

exspi_tracklog.vbs

'Turn Exchange tracking log file generation
on
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exspi_e2k cfg

Create mailbox

exspi_dbmount.vbs

IChecks mount/dismount Information Store

exspi_StartService.vbs

Starts a service

end-to-end.xml

End-to-End Configfile. Thisfile exists after
the execution of End-to-End Config tool

exspi_e2k_clust_config.js

For Cluster Configuration

Spi_msexch* .*
shs* .*

Self healing Service support files

exspi_ports.exe

Determinesif SMTP, HTTP, POP3, and
IMAP4 ports are responding

exspi_checkMemCfg.wsf
exspi_checkMemoryConfig.vbs

exspi_cMemoryConfig.vbs

Check memory settings for Exchange
Mailbox and public Folder Servers

exspi_e2k _tlog.js
exspi_e2k _tlog.vbs
exspi_e2k_tlog.wsf
exspi_e2k tlog_lib.vbs

Used for gathering tracking log data.
(Average delivery time for email sent on
current server).

exspi_cml_cfg.wsf
exspi_cmr_cfg.wsf

exspi_cms_cfg.wsf

'Tools for creating Mapi client SLA values.

exspi_agent.vbs

exspi_core.vbs

Shared scripts with agent functions

exspi_e2k_client_lib.vbs

Shared script for Client response time
scripts




Appendix A

exspi_e2k _cmr.vbs
exspi_e2k_cmr.wsf

Mapi Client Message Read response time
scripts

exspi_e2k_send.vbs
exspi_e2k _send.wsf

Mapi Client Message Send response time
scripts

exspi_e2k _logon.vbs

exspi_e2k _logon.wsf

Mapi Client Message Logon response time
scripts

Exchange 5.5 EXSPI Instrumentation

exspi_eb5.exe

Collector used through schedules

exspi datasource.exe

Creates EPC database schema

EX SPI*.spec Database schema definitions

ovam*.dll Tracking log collector libraries

hpudm.txt Metric definitions

exspitra.vbs Turn Exchange SPI data collection tracing

on and off

exspi_eb5 cfg.exe

Create mailbox

Spi_msexch* .*
shs* .*

Self healing Service support files
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Service Reporter schema

) In all EXSPI Reporter database tables, the first five columns have to be 1D,
SYSTEMNAME, DATETIME, GMT, SHIFTNAME, and in that order. No EXSPI data
can be gathered if the first five column names or their order are different from this.
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EXSPI_PFSUMMARY

ID

SYSTEMNAME
DATETIME

GMT

SHIFTNAME
INTERVAL_KEY
SERVER_NAME
ADMINGROUP
STORAGEGROUP_NAME
DATABASE_NAME
EDBPATH
STMPATH
EDBSIZE
STMSIZE
EDBFREE
STMFREE
EDBTOTAL
STMTOTAL
PFLOGICALSIZE
FOLDER_MSGCNT
FOLDER_COUNT

168



Appendix B

EXSPI_PFPERF

D

SYSTEMNAME
DATETIME

GMT

SHIFTNAME
INSTANCE_NAME
SERVER NAME
PFDELIVERYTIME
PFDELIVER
PFSENT
PFSUBMITTED
PFRECIPIENT
PFACTIVELOGON
PFLOGON
PFLOGONPEAK
PFSIRATIO
PFRECOVERITEMS
PFRECOVERSIZE
PFREPRCVD
PFREPSENT
PFREPQ

EXSPI_MBDETAIL

D

SYSTEMNAME
DATETIME

GMT

SHIFTNAME
INTERVAL_KEY
SERVER_NAME
STORAGEGROUP_NAME
DATABASE_NAME
MAILBOX_NAME
MAILBOX_SIZE
MAILBOX_QUOTA
MAILBOX_MSGCNT
MAILBOX_LASTACCESS
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EXSPI_MBSUMMARY

ID

SYSTEMNAME
DATETIME

GMT

SHIFTNAME
INTERVAL_KEY
SERVER_NAME
ADMINGROUP
STORAGEGROUP_NAME
DATABASE_NAME
EDBPATH

STMPATH

EDBSIZE

STMSIZE

EDBFREE
STMFREE
EDBTOTAL
STMTOTAL
MBLOGICALSIZE
MAILBOX_USRCNT
MAILBOX_MSGCNT
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Appendix B

EXSPI_MBPERF

ID

SYSTEMNAME
DATETIME

GMT

SHIFTNAME
INSTANCEL_NAME
SERVER_NAME
MBDELIVERYTIME
MBLOCALDELIVER
MBDELIVER
MBSENT
MBSUBMITTED
MBRECIPIENT
MBACTIVELOGON
MBLOGON
MBLOGONPEAK
MBSIRATIO
MBRECOVERITEMS
MBRECOVERSIZE
MBSIRATIO

EXSPI_TRANSLOG

ID

SYSTEMNAME
DATETIME

GMT

SHIFTNAME
INTERVAL_KEY
SERVER_NAME
STORAGEGROUP_NAME
TRANSLOGFILEPATH
TRANSLOGFILESIZE
TRANSLOGFILEFREE
TRANSLOGFILETOTAL
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EXSPI_OMA

ID
SYSTEMNAME
DATETIME
GMT
SHIFTNAME
OMASENT
OMAIGNORE
OMADISCARD
OMARESPONSE

EXSPI_ASYNC

ID

SYSTEMNAME
DATETIME

GMT

SHIFTNAME
EXSPI_ASYNC
ASYNCSENDMAIL
ASYNCCMDS
ASYNCCLIENTITEMS
ASYNCSERVERITEMS
ASYNCAD
ASYNCCONNECT
ASYNCPENDING
ASYNCUSERS

EXSPI_ASNOTIFY

ID
SYSTEMNAME
DATETIME
GMT
SHIFTNAME
ASNTOTAL
ASNSENT
ASNIGNORE
ASNDISCARD
ASNEXPIRED
ASNBIFURCATED
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Appendix B

EXSPI_SMTPPERF

ID

SYSTEMNAME
DATETIME

GMT

SHIFTNAME
INSTANCE_NAME
SERVER_NAME
ADMINDISPLAY_NAME
SMTPMSGSENT
SMTPMSGRECEIVE
SMTPBYTESENT
SMTPBY TERECEIVE
SMTPMSGBY TESENT
SMTPMSGBY TERECEIVE
SMTPINBOUNDCON
SMTPOUTBOUNDCON
SMTPOUTBOUNDCONREF

EXSPI_IMAP4PERF

ID

SYSTEMNAME
DATETIME

GMT

SHIFTNAME
INSTANCE_NAME
SERVER_NAME
ADMINDISPLAY_NAME
IMAP4ACON
IMAP4AFAILEDCON
IMAP4REJECTEDCON
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EXSPI_I SPERF

ID

SYSTEMNAME
DATETIME

GMT

SHIFTNAME
ISUSERCNT
ISACTIVEUSERCNT
ISANONUSERCNT
ISACTIVEANONUSERCNT
ISCONNECTCNT
ISACTIVECONNECTCNT

EXSPI_MTAPERF

ID
SYSTEMNAME
DATETIME
GMT
SHIFTNAME
MTAMSGIN
MTAMSGOUT
MTARCPIN
MTARCPOUT
MTABYTESIN
MTABYTESOUT

EXSPI_PORTS

D

SYSTEMNAME
DATETIME

GMT

SHIFTNAME
SERVER_NAME
PORT_NAME
PORT_NUMBER
SERVICE_PROVIDER
SENT BYTE
RECV_BYTE
RESP_TIME
CONGFIG_TIMEOUT
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EXSPI_MTADATA

ID

SYSTEMNAME
DATETIME

GMT

SHIFTNAME
SERVER_NAME
INSTANCE_NAME
MTADATABASEPATH
MTADATABASESIZE
MTADATABASEFREE
MTADATABASETOTAL
MTADATABASEFP

EXSPI_SMTPDATA

ID

SYSTEMNAME
DATETIME

GMT

SHIFTNAME
SERVER_NAME
INSTANCE_NAME
SMTPBADMAILDIR
SMTPBADMAILSIZE
SMTPBADMAILCNT
SMTPBADMAILFREE
SMTPBADMAILTOTAL
SMTPBADMAILFP
SMTPPICKUPDIR
SMTPPICKUPSIZE
SMTPPICKUPCNT
SMTPPICKUPFREE
SMTPPICKUPTOTAL
SMTPPICKUPFP
SMTPQUEUEDIR
SMTPQUEUESIZE
SMTPQUEUECNT
SMTPQUEUEFREE
SMTPQUEUETOTAL
SMTPQUEUEFP
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EXSPI_MTLDATA

ID
SYSTEMNAME
DATETIME
GMT
SHIFTNAME
SERVER_NAME
MTLPATH
MTLSIZE
MTLCNT
MTLFREE
MTLTOTAL
MTLFP

EXSPI_OWAFE

ID

SYSTEMNAME
DATETIME

GMT

SHIFTNAME
INSTANCE_NAME
OWACONNECTIONS
OWAMAXCONNECTIONS

EXSPI_OWABE

ID

SYSTEMNAME
DATETIME

GMT

SHIFTNAME
INSTANCE_NAME
SERVER_NAME
OWAMSGSSENT
OWAM SGSOPEN
OWAAUTHS
OWAAUTHSCACHE
OWARECENTAUTHS
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EXSPI_FTIDATA

ID
SYSTEMNAME
DATETIME
GMT
SHIFTNAME
SERVER_NAME
INSTANCE_NAME
FTILOCATION
FTISIZE
FTIFREE
FTITOTAL
FTIFP
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EXSPI_SINGLE

D

SYSTEMNAME
DATETIME

GMT

SHIFTNAME
IMC_IN_MSGS TOT
IMC_OUT_MSGS _TOT
IMC_TOT_IN_KB
IMC_TOT_IN_RCPIPNTS
IMC_TOT_MSGS QUEUED
IMC_TOT_OUT KB
IMC_TOT_OUT _RCPIPNTS
IS ACTIVE_USER CNT

IS NEWS MSGS _RECV

IS NEWS MSGS SENT

IS NEWS NNTP_POSTED
IS NEWS NNTP_READ

IS PRIV_AVG DEL TIME
IS PRIV_AVG_LOC DEL

IS PRIV_RECV_QUEUE

IS PRIV_SEND_QUEUE

IS PUB_AVG DEL TIME

IS PUB_AVG_LOC DEL

IS PUB_RECV_QUEUE

IS PUB_SEND_QUEUE
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Appendix B

EXSPI_SINGLE
1S USER_CNT
VERSION
RESERVE1
RESERVE2
MTA_IN_BYTES TOT
MTA_IN_MSGS TOTAL
MTA_OUT_BYTES TOT
MTA_OUT_MSGS TOTAL
MTA_Q LEN
MTA_TOT_RCPIPNTS IN
MTA_TOT RCPIPNTS OUT
PRIV_FREE MB
PRIV_IS INST_RATIO
PRIV IS LOC DELIV
PRIV IS LOG DB _SIZE
PRIV_IS MSG_RCPT DLV
PRIV_IS MSGS DELIV
PRIV_IS MSGS SENT
PRIV_IS MSGS SUB
PRIV_IS TOTAL MBOXES
PRIV_IS TOTAL_MSGS
PUB_FREE MB
PUB_IS INST_RATIO
PUB_IS LOG DB_SIZE
PUB_IS MSG_RCPT DLV
PUB_IS MSGS DELIV
PUB_IS MSGS SENT
PUB_IS MSGS SUB
PUB_IS TOTAL FOLDERS
PUB_IS TOTAL_MSGS
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EXSPI_MULTI

ID
SYSTEMNAME
DATETIME
GMT
SHIFTNAME
INSTANCE
INTERVAL_KEY
METRIC_ID
VALUE
VALUE_ID
SERVER_NAME

EXSPI_M 0660

D

SYSTEMNAME
DATETIME

GMT

SHIFTNAME
COUNTER_0660
INSTANCE_0660
NUM_BYTES 0660
NUM_MSGS 0660
SERVER_NAME

EXSPI_0661

D

SYSTEMNAME

DATETIME

GMT

SHIFTNAME

COUNTER 0661

INSTANCE_0661

NUM_BYTES 0661

NUM_MSGS 0661
SERVER NAME

180



Appendix B

EXSPI_0662

D

SYSTEMNAME
DATETIME

GMT

SHIFTNAME
DEST_TYPE_0662
INSTANCE_0662
NUM_BYTES 0662
NUM_MSGS 0662
SERVER NAME

EXSPI_0663

D

SYSTEMNAME
DATETIME

GMT

SHIFTNAME

SRC_TYPE_0663
INSTANCE_0663
NUM_BYTES 0663
NUM_MSGS 0663
SERVER _NAME

EXSPI_M 1002

D
SYSTEMNAME
DATETIME

GMT
SHIFTNAME
FROMSY STEM
INSTANCEVAL
MEASUREDTIME
MSE_DEST_SITE
MSE_ORIG_SITE
PINGTIMESTAMP
SLA
SLAAPPROACH
TIMEOUT
TOSYSTEM
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EXSPI_CMR

ID

SYSTEMNAME
DATETIME

GMT

SHIFTNAME
SERVER_NAME
STORAGEGROUP_NAME
DATABASE NAME
INSTANCEVAL
READSIZE

SLA
SLAAPPROACH
TIMEOUT
MEASUREDTIME
RUNTIME
INTERVAL_KEY

EXSPI_CML

ID

SYSTEMNAME
DATETIME

GMT

SHIFTNAME
SERVER_NAME
STORAGEGROUP_NAME
DATABASE_NAME
INSTANCEVAL
LOGONSIZE

SLA
SLAAPPROACH
TIMEOUT
MEASUREDTIME
RUNTIME
INTERVAL_KEY
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EXSPI_CMS

ID

SYSTEMNAME
DATETIME

GMT

SHIFTNAME
SERVER_NAME
STORAGEGROUP_NAME
DATABASE NAME
INSTANCEVAL
SENDSIZE

SLA
SLAAPPROACH
TIMEOUT
MEASUREDTIME
RUNTIME
INTERVAL_KEY

EXSPI_POP3PERF

ID

SYSTEMNAME
DATETIME

GMT

SHIFTNAME
INSTANCE_NAME
SERVER_NAME
ADMINDISPLAY_NAME
POP3CON
POP3FAILEDCON
POP3REJECTEDCON
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EXSPI_DELIV

ID
SYSTEMNAME
DATETIME

GMT
SHIFTNAME
INSTANCE_KEY
SERVER_NAME
DELIVSTATUS
SLATIME
SLAPERCENT
DELIVTOTAL
PERCENTMET
TOTALMISSEDSLA
AVERAGEDELIV
ORIGSVR
INTERVAL_KEY

EXSPI_PFDETAIL

ID

SYSTEMNAME
DATETIME

GMT

SHIFTNAME
SERVER_NAME
STORAGEGROUP_NAME
DATABASE_NAME
FOLDER_NAME
FOLDER_LASTACCESS
FOLDER_SIZE
FOLDER_MSGCNT
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C

Embedded Performance Component (EPC)
schema

EXSPI_ASNOTIFY
ASNTOTAL
ASNSENT
ASNIGNORE
ASNDISCARD
ASNEXPIRED
ASNBIFURCATED

EXSPI_ASYNC
ASYNCUSERS
ASYNCSENDMAIL
ASYNCCMDS
ASYNCCLIENTITEMS
ASYNCSERVERITEMS
ASYNCAD
ASYNCCONNECT
ASYNCPENDING
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EXSPI_CML

INSTANCE_KEY
SERVER_NAME
STORAGEGROUP_NAME
DATABASE NAME
INSTANCEVAL
LOGONSIZE

SLA
SLAAPPROACH
TIMEOUT
MEASUREDTIME
RUNTIME
INTERVAL_KEY

EXSPI_CMR

INSTANCE_KEY
SERVER_NAME
STORAGEGROUP_NAME
DATABASE NAME
INSTANCEVAL
READSIZE

SLA
SLAAPPROACH
TIMEOUT
MEASUREDTIME
RUNTIME
INTERVAL_KEY
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EXSPI_CMS

INSTANCE_KEY
SERVER_NAME
STORAGEGROUP_NAME
DATABASE NAME
INSTANCEVAL
SENDSIZE

SLA
SLAAPPROACH
TIMEOUT
MEASUREDTIME
RUNTIME
INTERVAL_KEY

EXSPI_DELIV

INSTANCE_KEY
SERVER_NAME
STATUS

SLATIME
SLAPERCENT
DELIVTOTAL
PERCENTMET
TOTALMISSEDSLA
AVERAGEDELIV
ORIGINATING_SERVER
INTERVAL_KEY

EXSPI_DSACCESS

CACHEMISSESPERSEC
CACHEHITSPERSEC

EXSPI_FTIDATA

SERVER NAME
INSTANCE_NAME
FTILOCATION
FTISIZ
FTIFREE
FTITOTAL
FTIFP
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EXSPI_IMAP4

INSTANCE_NAME

SERVER_NAME
ADMINDISPLAY_NAME
IMAPACON
IMAPAFAILEDCON
IMAPAREJECTEDCON
IMAPAUID

EXSPI_ISCLIENT

ISCLATENCY 10
ISCLATENCY5
ISCLATENCY 2
ISCRPCATTEMPT
ISCRPCSUCCEED
ISCRPCFAIL
ISCRPCFUNAV
ISCRPCFBUSY
ISCRPCFCANCEL
ISCRPCFCALLFAIL
|SCRPCFACCESSDENY
ISCRPCFOTHER

EXSPI_ISPERF

RPCREQUESTS
RPCOPERATIONSPERSEC
ISVMLARGESTBLOCK
ISVMLARGEFREEBB
ISVM16MBFREE
ISUSERCNT
ISCONNECTCNT
ISANONUSERCNT
ISACTIVEUSERCNT
ISACTIVECONNECTCNT
ISACTIVEANONUSERCNT
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EXSPI_M 0660

INSTANCE_KEY
SERVER NAME
INSTANCE_0660
NUM_BYTES_0660
NUM_MSGS 0660
COUNTER 0660

EXSPI_MO0661

INSTANCE_KEY
SERVER_NAME
INSTANCE_0661
NUM_BYTES 0661
NUM_MSGS 0661
COUNTER_0661

EXSPI_M0662

INSTANCE_KEY
SERVER_NAME
INSTANCE_0662
NUM_BYTES 0662
NUM_MSGS 0662
DEST_TYPE_0662
COUNTER 0662

EXSPI_M0663

INSTANCE_KEY
SERVER NAME
INSTANCE 0663
NUM_BYTES 0663
NUM_MSGS 0663
SRC_TYPE_0663
COUNTER 0663

189



EXSPI_M1002

INSTANCE_KEY
INTERVAL_KEY
SERVER_NAME
MSE_ORIG_SITE
MSE_DEST_SITE
PINGTIMESTAMP
FROMSY STEM
TOSYSTEM
INSTANCEVAL
SLA
SLAAPPROACH
TIMEOUT
MEASUREDTIME

EXSPI_MBDETAIL

INSTANCE_KEY
INTERVAL_KEY
MAILBOX_NAME
SERVER_NAME
STORAGEGROUP_NAME
DATABASE NAME
MAILBOX_SIZE
MAILBOX_QUOTA
MAILBOX_MSGCNT
MAILBOX_LASTACCESS
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EXSPI_MBPERF

INSTANCE_NAME
SERVER _NAME
MBSENDQ
MBRECEIVEQ
MBDELIVERYTIME
MBLOCALDELIVER
MBDELIVER
MBSENT
MBSUBMITTED
MBRECIPIENT
MBACTIVELOGON
MBLOGON
MBLOGONPEAK
MBSIRATIO
MBRECOVERITEMS
MBRECOVERSIZE

EXSPI_MBSUMMARY

INSTANCE_KEY

STORAGEGROUP_NAME

DATABASE_NAME
SERVER_NAME
ADMINGROUP
EDBPATH

STMPATH

EDBSIZE

STMSIZE

EDBFREE
STMFREE
EDBTOTAL
STMTOTAL
MBLOGICALSIZE
MAILBOX_USRCNT
MAILBOX_MSGCNT
INTERVAL_KEY

Appendix C
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EXSPI_MTADATA

~ SERVER NAME
INSTANCE_NAME
MTADATABASEPATH
MTADATABASESIZE
MTADATABASEFREE
MTADATABASETOTAL
MTADATABASEFP

EXSPI_MTAPERF

MTAWORKQ
MTAMSGIN
MTAMSGOUT
MTARCPIN
MTARCPOUT
MTABYTESIN
MTABYTESOUT

EXSPI_MTLDATA

~ SERVER NAME
MTLPATH
MTLSIZE
MTLCNT
MTLFREE
MTLTOTAL
MTLFP

EXSPI_MULTI

INSTANCE_KEY
SERVER_NAME
METRIC_ID
VALUE_ID
INSTANCE
VALUE
INTERVAL_KEY
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EXSPI_OMA

OMASENT
OMAIGNORE
OMADISCARD
OMARESPONSE

EXSPI_OWABE

INSTANCE_NAME
SERVER_NAME
OWAMSGSSENT
OWAMSGSOPEN
OWAAUTHS
OWAAUTHSCACHE
OWARECENTAUTHS

EXSPI_OWAFE
INSTANCE_NAME
OWACONNECTIONS
OWAMAXCONNECTIONS

EXSPI_PFDETAIL

INSTANCE_KEY
INTERVAL_KEY
FOLDER_NAME
SERVER_NAME
STORAGEGROUP_NAME
DATABASE_NAME
FOLDER_SIZE
FOLDER_MSGCNT
FOLDER_LASTACCESS

193



EXSPI_PFPERF

INSTANCE_NAME

SERVER_NAME
PFSENDQ
PFRECEIVEQ
PFDELIVERYTIME
PFDELIVER
PFSENT
PFSUBMITTED
PFRECIPIENT
PFACTIVELOGON
PFLOGON
PFLOGONPEAK
PFSIRATIO
PFRECOVERITEMS
PFRECOVERSIZE
PFREPRCVD
PFREPSENT
PFREPQ

EXSPI_PFSUMMARY

INSTANCE_KEY
STORAGEGROUP_NAME
DATABASE NAME
SERVER_NAME
ADMINGROUP
EDBPATH
STMPATH
EDBSIZE

STMSIZE
EDBFREE
STMFREE
EDBTOTAL
STMTOTAL
PFLOGICALSIZE
FOLDER_COUNT
FOLDER_MSGCNT
INTERVAL_KEY
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EXSPl_POP3

INSTANCE_NAME
SERVER_NAME
ADMINDISPLAY _NAME
POP3CONN
POP3FAILEDCON
POP3REJECTEDCON
POP3DELE

POP3RETR

EXSPI_PORTS
SERVER_NAME
PORT_NAME
PORT_NUMBER
SERVICE_PROVIDER
SENT_BYTE
RECV_BYTE
RESP_TIME
CONFIG_TIMEOUT

EXSPI_SINGLE

Version

Reserve 1

Reserve 2

IS Active User Count
IS User Count

MTA Inbound Msgs Tot
MTA Outh. Msgs Tot
MTA Tot. Recip. Inb.
MTA Tot. Recip. Outb
MTA Inb. Bytes Total
MTA Out. Bytes Total
Priv.IS Local Deliv.
Priv.IS Msgs Deliv.
Priv.IS Msgs Sent
Priv.IS Msgs Submit.
Priv.IS Recip. Ddli.
Pub.1S Msgs Deliv.
Pub.lIS Msgs Sent
Pub.|S Msgs Submit.
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EXSPI_SINGLE

(cont.)
Pub.IS Recip. Deliv.
Newsfeed Msgs Sent
Newsfeed M sgs Receiv
NNTP Messages Read
NNTP Messages Posted
MTA Queue length
Priv.IS Send Queue
Priv.IS Recei. Queue
Pub.1S Send Queue
Pub.IS Recei. Queue
Priv.IS Avg Local
Priv.IS Avg Delivery
Pub.1S Avg L ocal
Pub.IS Avg Delivery
IMC In Msgs Total
IMC Out Msgs Total
IMC Total In (KB)
IMC Total Out (KB)
IMC Tot. In Recip.
IMC Tot. Out Recip.
IMC Tot. Msgs Queued
Priv.ISDB Size (MB)
Priv. IS Tot. MBoxes
Priv. IS Tot. Mesgs
Priv. ISLog.DB Size
Priv. IS Inst. Ratio
Pub. ISDB Size (MB)
Pub. IS Tot. Folders
Pub. IS Tot. Mesgs
Pub. ISLog. DB Size
Pub. IS Ingt. Ratio
SERVER _NAME
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EXSPI_SMTPDATA
SERVER NAME
INSTANCE_NAME
SMTPBADMAILDIR
SMTPBADMAILSIZE
SMTPBADMAILCNT
SMTPBADMAILFREE
SMTPBADMAILTOTAL
SMTPBADMAILFP
SMTPPICKUPDIR
SMTPPICKUPSIZE
SMTPPICKUPCNT
SMTPPICK UPFREE
SMTPPICKUPTOTAL
SMTPPICKUPFP
SMTPQUEUEDIR
SMTPQUEUESIZE
SMTPQUEUECNT
SMTPQUEUEFREE
SMTPQUEUETOTAL
SMTPQUEUEFP

EXSPI_SMTPPERF

INSTANCE_NAME
SERVER_NAME
ADMINDISPLAY_NAME
SMTPMSGSENT
SMTPMSGRECEIVE
SMTPBYTESENT
SMTPBY TERECEIVE
SMTPMSGBY TESENT
SMTPMSGBY TERECEIVE
SMTPINBOUNDCON
SMTPOUTBOUNDCON
SMTPOUTBOUNDCONREF
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SRSDIRPATH

EXSPI_SMTPQ

INSTANCE_NAME

SERVER_NAME
ADMINDISPLAY_NAME
REMOTERETRYQ
REMOTEQ
LOCALRETRYQ
LOCALQ
PENDINGROUTINGQ
CATEGORIZERQ

EXSPI_SRS

SERVER_NAME
SSRSDIRSIZE
SRSDIRFREE
SRSDIRTOTAL
SRSDIRPF
INTERVAL_KEY

EXSPI_TRANSLOG
STORAGEGROUP_NAME

SERVER_NAME
TRANSLOGFILEPATH
TRANSLOGFILESIZE
TRANSLOGFILEFREE
TRANSLOGFILETOTAL
TRANSLOGFILEFP
INTERVAL_KEY
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Creating service accounts for
Exchange 2000 or 2003

Task 1:

The Exchange SPI collects data from many sources. In order to collect the many types of
data, the Exchange SPI requires advanced user credentials. The simplest way to obtain
these credentialsisto have the OV O management agent run as Local System. If thisis not
possible in your organization, you'll need to create a special service account with the
necessary privileges.

This procedure outlines how to create a service account with advanced user credentialsfor
Exchange 2000 or Exchange 2003 nodes.

Create service account

1 Logon to the system that hosts the managed node's domain.

2 Select Sart > Settings> Control Panel > Administrative Tools > Active Directory
Usersand Computers.
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3 Expand the Active Directory Users and Computers and right-click Usersand select
New > User,
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Export List, ., . Shared Folder lishers
Briiites HHEITAY ﬁll}umain Admins
= ﬁDDmain Zamputers
Help €5 Domain Contrallers
ﬁDDmain Guests
ﬁDDmain I sers
ﬁEnterprise Adrmin s

ﬁEXadmin

ﬁExchange Domain 3ervers
Exchange Enterprise Servers

ﬁExchange Services

ﬁ E xchange-Buffoon

< | | KN |

- m—— :
{Create a new object.. | !

4 Inthe New Object - User dialog, enter a user name for the new service account into
the First Name and the User logon name fields.

) You must create a service account with these privilegesin each Windows domain. You may use any

user name you wish. Throughout this document we are using MSXSPI as the user name for the
service account.
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Figure34 Enteringthe new service account name

Mew Object - User

g Create in.  mx-exov.roze.hp.comdUsers

First name: ’MSXSPI 1nmﬂm;i
Last name: !
Full name: imsxsm

Uzer logon name:

iMEKS F i (Srm-ex. o rose. hp. com

Izer logon name [pre-windows 2000];

=

iMKfKR imsxsm

< Back Mext =

Cancel

5 Inthe next window, enter Passwor d/Confirm Password for the service account.

6 Select Password Never Expires. Then click Next.

Appendix D
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Figure35 Setting password properties

Mew Object - User |

g Create in.  mx-exov.roze.hp.comdUsers

Pazawiord:

Ixxx:m

Confirm password: ]"’“‘"*1

[T User must change password at nest logon
[T Uger cannot change password
IV Parswerd never evpires

[T Account is dizabled

< Back Mext = E Cancel

7 Inthe New Object diaog, deselect Create an Exchange mailbox, and click Next
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Figure36 Deselecting creating a mailbox

Mew Object - User |

g Create ine  mx-ex.ov roze hpocomdUsers

r EIZ[e-ate an Exchange mailbow

fliam:

iivi??i'f- [l

S ETVE:

! b-Ex First Adriniztrative GroupdE=01 ¥

f ailbiox Store

| 5

< Back Mewt = i Cancel

8 Inthe next dialog, complete creating the user by clicking Finish.

9 You are now back at the Active Directory Usersand Computersdialog. In the right
pane, right-click on the service account user just created and select Properties.

10 Inthe service account Properties page, select the General tab. Enter OVO Exchange
SPI in the Display nhame and Description fields.
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Figure37 Entering namesin Propertiesdialog

msxspi Properties [ 2]

Published Certificates | Member OF | Diakin | Object | Securty |
Environment ] Jessions ] Hemate contral ] Teminal Services Profile ]
Exchange General ] E-mail Addrezzes

Exchange Features ] Exchange Advanced ]
General l Address ] Account ] Profile ] Telephones ] Crganization ]

g mExzpi

Eirst name:

Iritials:

Last name: |

Dizplay name; ||:|"v"|:| E wchange SPI

Dezcrption: |

Dffice: |

E-mail: |ms:-:spi@m:-:-e:-c.cuv.n:use:.hp.u:u:urn

“Wweb page: | Other...

Telephone number: | Other...

0] Cancel

11 Select the Member Of tab, and click Add.

12 Inthe Select Group dialog select Exchange Domain Server s from the top pane.
Click Add, then OK.

13 The new user is now amember of Domain Admins group. Click OK and exit the
Active Directory Users and Computer dialog.
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Figure38 Confirming membership privileges
HE|

msxspi Properties

Exchange General

Terminal Services Profile I I
Exchange Features I

E-mail Addreszes
General | Address I Aocount I Frafile I T elephones I Organization
Member Of | Dial-ir I E nvironment I S essions I Fiemnote contral

Member of:

M ame | Active Directony Folder

iDarnain Users riv-e. o, roze. hp. conmdL sers
Exzhange Domain Servers rivs-e. o 1oze. hp. comdL sers

Add... | Hemaye |

Prirary grap:; Domain L zers

EI = — There iz ho ne!ad to change Primary group u_nless
= & - wou have Macintozh clients ar POSE-compliant

applications.

k. I Cancel Apply H el

Task 2:  Add service account user to Local Administrators group

1 Oneach targeted Exchange 2000/2003 server, select Start > Settings > Control
Panel.

Double click Administrative Tools. Double click Computer Management, then
open the Local Users and Groups folder. Select and open the Groups folder, then

double click Administrators.
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Inthe Administrators Properties dialog, click the Add button. Select the correct
Domain from the L ook in drop down list. Select the new service account user from

thelist, and click Add.

Update the discovery policy EXSPI-6.0 Exchange Service Discovery, to include this
new user.

This procedure needs to be carried out for each targeted Exchange 2000/2003 server.

) It can sometimes take afew hoursfor new group membership and rightsto be
applied to a service account.
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Exchange Cluster terminology

Cluster

A cluster is a group of independent computers, called nodes, that present themselvesto a
network as a highly available single system.

Node

A system that is amember of a cluster, and has aworking installation of the Cluster
Service.

Resources

Resources are physical or logical entities, such as applications, or services, under the
control of the Cluster Service.

Cluster Resource Group

A Cluster resource group isa set of resourcesthat are grouped together to be managed asa
single unit for configuration and recovery purposes. Each resource in a resource group
may be dependent on other resources within that group.

A resource group is the unit of failover in a cluster.

Failover

Failover isthe process of moving aresource group from one node to another in the case of
afailure. A failover can occur automatically, in the case of a problem, or manually,
initiated by an administrator.
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Failback

Isthe process of returning a resource group to the node on which it was running before a
failover happened.

Active/passive

A cluster isin Active/Passive mode when one node is active while another is passive/idle.
Only when the active node fails or is taken offline, will the passive node becomes active.

Active/active

Each node is assigned some of the workload and process requests from clients. When one
node fails or is taken offline, control of its resources are passed to the other node.

Virtual Server

A virtual server isaresource group and contains:

* A Network Name resource

* AnIPAddressresource

»  Theresourcesto be accessed by the clients of the virtual server.

A virtual server acts as a standalone system. Clients on the network interact with the

virtual server just asif it were aphysical server.

Exchange Server Cluster

To create an Exchange Server cluster, services provided by the Windows Cluster service
are needed. Microsoft Exchange Server installs custom files and resourceswhen installing
the cluster-aware version of Exchange. This cluster-aware version of Exchangeisinstalled
when Exchange Server Setup is run on a node of a Windows Server cluster.

Exchange Virtual Server (EVS)

If Exchangeisinstalled in a Windows Cluster; the EV S is the network name of a cluster
resource group which contains:

* A Network Name resource
* AnIP Addressresource
* A Disk Resource on a common storage subsystem.

Additional resources represent the various components of Exchange:
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— System Attendant

— Information Store

— Routing

— Message Tracking Agent
— MSSearch

— Protocol

— SMTP

— HTTP

— POP3

— IMAP

The EVSrunsasaunit on one nodein the cluster at any given time. It may also be limited
to a subset of the total nodes in the cluster.
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A

access permissions, granting, 143, 145
Add-Ons policy group, Exchange 5.5, 33
Advanced Exchange Data Collection, 20
Advanced policy group, Exchange 5.5, 33
alerts, policies, 28

AlmostMetSLA, 119

Auto Deploy policies
Exchange 2000, 77
Exchange 2003, 68

C

capacity management and planning, improving, 10
Client SLA Configurations, 36

clustered application configuration file, 126

cluster environments, configuring Exchange SPI
for, 125

cluster support, 125, 207
cluster terminology, 207

D

daily tasks, suggested, 62

destination mailbox, 118

Discovery policy group, Exchange 5.5, 33

E
End-to-End Message Ping alarms, 120, 121

Exchange availability and performance, increasing,
10

Exchange organization service maps, 11
Exchange SPI policies, removing, 161

Exchange SPI programs, uninstalling from
management server, 162

Exchange topology, 10
Exchange Topology viewer
using, 16
G
graphs
Exchange 2000 graphs, 107

Exchange 2003 graphs, 107
Exchange 5.5, 110

H
high availability environments, 125

instrumentation files, 163
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M

mailboxes, creating, 115

management server, removing policy groups, 161
managing enterprise Exchange environment, 10

manual deployment
Exchange 2000 and 2003, 86

Manual Deploy policies
Exchange 2000, 84
Exchange 2003, 75

message browser, 62

messages
enabling tracking
5.5 servers, 93, 94
policies, 28
testing delivery/receipt, 117, 119

MetSLA, 119

mission critical monitoring, 10
monitoring configuration file, 126
msexchange.apm.xml, 126
msexchange.apm.xml, modifying, 125

O

OV O message browser, 62

OV Topology Viewer, 37
map, modifying display of, 22
moving sites outside map, 22

P

passwords
modifying policiesto include service accounts,
121
modifying the EXPSI Reporter Collection
Policies, 90, 91

policies
creating new group, 155, 157
customizing, 155, 160
displaying, 30
maodifying to include service account
password, 121
tagging, 157, 160

policies grouped by type folder, 34

policy group descriptions
Exchange 5.5, 88

procedures
mailboxes, creating, 115, 116
message tracking, enabling
5.5 servers, 93, 94
policies
creating a new group, 155, 157
editing to include service account
password, 121
tagging, 157, 160
Reporter Collection Policies
editing, 92
Reporter Collection Policies, deploying, 90, 92
servers, configuring, 119
service accounts
creating (NT), 137, 143
creating in W2k/Ex2000 or 2003, 199, 204
creating in W2k/EX5.5, 146, 147
grant access permission in W2k/EX5.5,
153, 154
granting access permissions, 143, 145

Q

Quick Start policy group, Exchange 5.5, 33

R

Reporter Collection Policies
deploying, 90, 92
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reports
Exchange 5.5, 90
timeinterval for generation, 95

S
server-monitoring capabilities, 10
servers, configuring, 119
service accounts
access permissions
granting, 143, 145
creating
NT4/EX5.5, 137, 143
W2k/Ex 2000 or 2003, 204
W2k/Ex2000 or 2003, 199
creating in W2k/EX5.5, 146, 147
grant access permissions
W2k/EX5.5, 153, 154
mailboxes, creating, 115, 116
modifying the EXSPI Report Collection
Policies to include passwords, 90, 91
password, modifying policy to include, 121

service level agreements, 111
Service Reporter schema, 167
Site Topology, 21

SLA
for Exchange 2000/2003, 112
for Exchange 5.5, 115

source mailbox, 118
source server, 118
support costs, lowering, 10

T
tag feature, using, 155
tasks, suggested daily, 62
timeout, 118

Index

tools

U

Configure Client MAPI Logon, 36
Configure Client Message Read, 36
Configure Client Message Send, 36
Embedded Performance Component
Configuration, 38
Enable Message Tracking, 37
End-to-End Configuration, 37
Exchange Cluster Configuration tool, 38
MBOX Config, 37
MBOX creation for MAPI client based
policies, 36
Mount Exchange Information Store, 37
QV Topology Viewer
data collection permissions, 20
getting started with, 21
map, changing, 22
removing from management server, 162
Self Healing Info, 37
Trace On/Tracing Off tools, 37
tracing, 35
using, 35

uninstalling, 161
uninstalling Exchange SPI from management

server, 161

upgrading, 45

Vv

version details, 45
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