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Welcome to This Guide

Welcome to HP Service Test Management, a complete solution for managing
the process of testing application components and their changes in
service-oriented architecture (SOA) and other GUI-less systems. Service Test
Management integrates with HP Application Lifecycle Management
(formerly HP Quality Center) to provide a Web-based solution for testing
the quality and performance of all types of application components
throughout the entire application development life cycle.

Note: This guide explains how to manage application components within
Application Lifecycle Management (ALM). For additional information on
using ALM, refer to the HP Application Lifecycle Management User Guide.

Documentation Library

The Documentation Library is a set of guides that describe Service Test
Management, the extension for ALM that allows you to manage application
components, such as Web services.

The Documentation Library provides access to all guides available for
Service Test Management, such as User guides, Helps, reference files, and
links to printer-friendly (PDF format) documentation. It contains various
navigation options to help you find the information you need.



To access the Documentation Library Home page for Service Test
Management:

» Click the Home {3} icon, located at the top left corner of every content
page.

» Click the Home entry on the Contents tab of the Documentation Library
Navigation pane.

To access the Documentation Library Home page for the general HP ALM
Help:

» Select Help > Documentation Library.

Documentation Library Guides

10

There are two documentation libraries that are available to you: A general
one for Application Lifecycle Management (ALM) and another library
specific to Service Test Management.

The following guides are available online, in PDF format, or both. PDFs can
be read and printed using Adobe Reader which can be downloaded from the
Adobe Web site (http://www.adobe.com).

Service Test Management Guides

Guide Description

HP Service Test Explains how to use Service Test Management to

Management User facilitate the complete application delivery life cycle for

Guide application components. (Available online and in PDF
format.)

HP Service Test Explains how to install Service Test Management on a

Management server machine as an extension to ALM. (Available in

Installation Guide PDF format only.)

Readme Provides last-minute news and information about Service
Test Management.



http://www.adobe.com

Application Lifecycle Management Guides

Guide

Description

HP ALM User Guide

Explains how to use HP ALM to organize and execute all
phases of the application life cycle management process.
It describes how to specify releases, define requirements,
plan tests, run tests, and track defects.

HP ALM
Administrator Guide

Explains how to create and maintain projects using Site
Administration, and how to customize projects using
Project Customization.

HP ALM Tutorial

A self-paced guide teaching you how to use HP ALM to
manage the application life cycle management process.

HP ALM Installation
Guide

Describes the installation and configuration processes for
setting up HP ALM Platform.

HP Business Process
Testing User Guide

Explains how to use Business Process Testing to create
business process tests.

HP ALM Best Practices

Guide

Description

HP ALM Database
Best Practices Guide

Provides best practices for deploying HP ALM on
database servers.

HP ALM Upgrade
Best Practices Guide

Provides methodologies for preparing and planning your
HP ALM upgrade.

HP ALM Business
Models Module Best
Practices Guide

Provides best practices for working with the Business
Models module.

11
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HP ALM API References

Guide

Description

HP ALM Project
Database Reference

Provides a complete online reference for the project
database tables and fields.

HP HP ALM Open
Test Architecture API
Reference

Provides a complete online reference for the HP ALM
COM-based API. You can use the HP ALM open test
architecture to integrate your own configuration
management, defect tracking, and home-grown testing
tools with an HP ALM project.

HP ALM Site
Administration API
Reference

Provides a complete online reference for the Site
Administration COM-based API. You can use the Site
Administration API to enable your application to
organize, manage, and maintain HP ALM users, projects,
domains, connections, and site configuration
parameters.

HP ALM REST API
Reference

Provides an online reference for the HP ALM REST-based
API. You can use the REST API to access and work with
HP ALM data.

HP ALM Custom Test
Type Guide

Provides a complete online guide for creating your own
testing tool and integrating it into the HP ALM
environment.




Searching and Navigating the Documentation Library

The following functionality is available from the Documentation Library:

Option

Description

Search and Navigate. Displays the navigation pane. This
button is displayed only when the navigation pane is closed.

The navigation pane includes the following tabs:

» Contents tab. Organizes topics in a hierarchical tree,
enabling you to directly navigate to a specific guide or
topic.

» Search tab. Enables you to search for specific topics or
keywords. Results are returned in ranked order. You can
limit your search to a specific guide by selecting a value
from the scope drop down list.

Note: The search looks for each individual word in the
phrase and not for full phrases, regardless of whether you
use quotations (").

» Favorites tab. Enables you to bookmark specific topics for
quick reference.
The Favorites tab is available only when using the Java
implementation of the Help. If your browser does not
support Java, the JavaScript implementation is
automatically used and the Favorites tab is not displayed.

Show in Contents. Displays the Contents tab in the
navigation pane, and highlights the entry corresponding to
the currently displayed page.

This button is displayed only when the navigation pane is
open.

Previous and Next. Navigates to the previous or next page in
the currently displayed guide.

Send Documentation Feedback to HP. We welcome your
feedback. Use this button in any topic to open an email
addressed to us, containing the page reference. Send us your
comments, ideas for improvement, and any errors you find.

13
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Option

Description

Print. Prints the currently displayed page. To print a complete
guide, access the printer-friendly link from the
Documentation Library Home page.

Back You can use your browser's Back function to return to the
previously displayed page. In most browsers, you can
right-click and select Back from the shortcut menu.

Using This Located on the lower-left corner of each content page.

Documentation
Library

Opens this section.

Glossary

Located on the lower-left corner of each content page.

Opens a glossary containing definitions of terms and
acronyms.




Topic Types

The content in this guide is organized by topics. Three main topic types are
in use: Concepts, Tasks, and Reference. The topic types are differentiated
visually using icons.

Topic Type

Description

Usage

Concepts

&

Background, descriptive, or
conceptual information.

Learn general information
about what a feature does.

Tasks

T

Instructional Tasks. Step-by-
step guidance to help you
work with the application and
accomplish your goals.

Task steps can be with or
without numbering:

» Numbered steps. Tasks that
are performed by following
each step in consecutive
order.

» Non-numbered steps. A list
of self-contained operations
that you can perform in any
order.

» Learn about the overall
workflow of a task.

» Follow the steps listed in
a numbered task to
complete a task.

» Perform independent
operations by
completing steps in a
non-numbered task.

Use-case Scenario Tasks.
Examples of how to perform a
task for a specific situation.

Learn how a task could be
performed in a realistic
scenario.

15
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Topic Type

Description

Usage

Reference

®

General Reference. Detailed
lists and explanations of
reference-oriented material.

Look up a specific piece of
reference information
relevant to a particular
context.

User Interface Reference.
Specialized reference topics
that describe a particular user
interface in detail. Selecting
Help on this page from the
Help menu in the product
generally open the user
interface topics.

Look up specific
information about what to
enter or how to use one or
more specific user interface
elements, such as a
window, dialog box, or
wizard.

Troubleshooting
and Limitations

Q,

Troubleshooting and
Limitations. Specialized
reference topics that describe
commonly encountered
problems and their solutions,
and list limitations of a feature
or product area.

Increase your awareness of
important issues before
working with a feature, or
if you encounter usability
problems in the software.




Additional Online Resources

The following additional online resources are available from the HP ALM

Help menu:

Part

Description

Troubleshooting &
Knowledge Base

Opens the Troubleshooting page on the HP Software
Support Web site where you can search the Self-solve
knowledge base. Choose Help > Troubleshooting &
Knowledge Base. The URL for this Web site is http:/
h20230.www2.hp.com/troubleshooting.jsp.

HP Software Support

Opens the HP Software Support Web site. This site
enables you to browse the Self-solve knowledge base. You
can also post to and search user discussion forums,
submit support requests, download patches and updated
documentation, and more. Choose Help > HP Software
Support. The URL for this Web site is www.hp.com/go/
hpsoftwaresupport.

Most of the support areas require that you register as an
HP Passport user and sign in. Many also require a support
contract.

To find more information about access levels, go to:
http://h20230.www2.hp.com/new_access_levels.jsp
To register for an HP Passport user ID, go to:

http://h20229.www2.hp.com/passport-registration.html

HP Software Web site

Opens the HP Software Web site. This site provides you
with the most up-to-date information on HP Software
products. This includes new software releases, seminars
and trade shows, customer support, and more. Choose
Help > HP Software Web site. The URL for this Web site
is www.hp.com/go/software.

Add-ins Page

Opens the HP Application Lifecycle Management
Add-ins Page, which offers integration and
synchronization solutions with HP and third-party tools.

17
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Documentation Updates

HP Software is continually updating its product documentation with new
information.

To check for recent updates, or to verify that you are using the most recent
edition of a document, go to the HP Software Product Manuals Web site
(http://h20230.www?2.hp.com/selfsolve/manuals).

18
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1

Introduction to Service Test Management

This chapter includes:

Concepts

» Service Test Management Overview on page 20
Tasks

» How to Start Service Test Management on page 22

19
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Concepts

& Service Test Management Overview

20

When developing an application comprised of many components, it is
essential that you organize the components and keep track of their tested
status. Service Test Management, in conjunction with other HP testing tools,
enables you to test and organize the application components. You can
ensure that they perform their intended function and that they are able to
scale to the needs of the applications that use them.

Service Test Management’s Application Components module in ALM, allows
you to centrally manage your assets. Using this module, you can define and
store application components in ALM’s repository. After you define
components, you can generate a set of requirements and tests to validate the
functionality, interoperability, security, boundaries, standards compliance,
and performance of the components in your application. You can then run
tests and view results in the Test Plan and Test Lab modules.

Service Test Management also provides change analysis that highlights
changes in the components and evaluates the impact that they may have.
Based on these changes, Service Test Management can automatically
generate the test sets that are required to validate the component.

This section also includes:

» "The Service Test Management Integrated Solution" on page 21

» "The Advantages of Service Test Management" on page 21
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& The Service Test Management Integrated Solution

Service Test Management is an integrated solution that allows you to
manage the quality of your application components, such as .NET, Java, or
Web Service applications. It integrates the following HP products:

> HP ALM. Allows you to centrally manage SOA assets from the Application
Components module. You can define, import, and store services in ALM
(Application Lifecycle Management), and generate the necessary
requirements and tests.

> HP Service Test. Allows you to automatically create scripts for testing your
SOA environment. You can edit tests generated using Service Test
Management, run tests, view results, reuse components and update
services.

» HP LoadRunner/HP Performance Center. Allows you to perform load
testing on services, and monitor or predict their performance under load.
HP LoadRunner Analysis allows you to drill down to determine the
specific source of bottlenecks and generate actionable reports.

> HP Systinet Registry. Allows you to import Web services from the HP
Systinet Registry (supports Systinet 2 with Service Pack 1 or later).

& The Advantages of Service Test Management

Service Test Management provides the following features:

> A complete testing process that includes functional testing and
performance testing.

» Automatically generated requirements and tests that validate the
functionality (positive and negative), interoperability, standards
compliance, security, and performance of an application component or
service.

» Reusable tests that can be combined and extended across teams,
providing easier transfer of knowledge and test data.

» Change management and change impact testing that highlights changes
in application components and environments, and evaluates the impact
that changes may have on different applications.

21
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Tasks

® How to Start Service Test Management

22

This task describes how to launch Service Test Management on your
machine from your Web browser. You can work with multiple versions of
ALM side-by-side on a workstation. This includes multiple ALM 11.00
clients connecting to different ALM Platform servers, and a single Quality
Center 10.00 client.

Note: To enable ALM to work with HP testing tools as well as third-party and
custom testing tools, you must log in to the client machine with
administrator privileges and register ALM on client machines. For more
information, refer to the HP Quality Center Installation Guide.
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To start ALM:

1 Open your Web browser and type your ALM URL
http://<ALM Platform server name>[<:port number>]/qcbin. Contact your
system administrator if you do not have the correct URL.

The HP Application Lifecycle Management Options window opens.

D

Application Lifecycle Management

i

23
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2 Click the Application Lifecycle Management link. Each time ALM is run,
it carries out a version check. If it detects a newer version, it downloads
the necessary files to your machine.

Notes:

> Windows Vista and 7: If you do not have administrator privileges on
your machine, and a Security Warning displays, click Don’t Install. You
will be redirected to the Install screen.

» If file downloads are prohibited through your browser, you can install
these files by using the HP ALM Client MSI Generator Add-in on the
More HP Application Lifecycle Management Add-ins page. For more
information on add-ins, refer to the HP Quality Center Installation
Guide. Copy and run the MSI file on all machines using Service Test
Management.

3 Follow the on-screen instructions.

Note: If files are downloaded, but the Login window does not display, you
must install a Microsoft Hotfix on your machine. For more information,
see HP Software Self-solve knowledge base article KM905289
(http://h20230.www2.hp.com/selfsolve/document/KM905289).



http://h20230.www2.hp.com/selfsolve/
document/KM905289

2

Creating Application Components

This chapter includes:

Concepts

» Creating Application Components Overview on page 26
Tasks

» How to Define Components on page 31

Reference

» ALM Direct Links on page 33

» Application Components Module User Interface on page 34

Troubleshooting and Limitations - Application Components on page 65

25
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Concepts

& Creating Application Components Overview

26

You add entities to the Application Components tree by manually adding a
new components. After you add a component, you can describe it through a
contract.

Once you define application components, you can link them to
requirements. This linkage allows you to connect the component to other
ALM entities, such as tests, test sets, and defects.

This section also includes:

» "The Application Component Tree Hierarchy" on page 29

& Application Component Design

Stage 1 - Prepare to collaborate

The QA (Quality Assurance) and Dev (Software Development) managers
prepare to collaborate in describing the components or the AUT
(Application Under Test).

QA will use that information to track changes, execute tests, and report on
the quality of the product.

Stage 2 - Set a methodology
Set a methodology to describe the application:
» What are the application areas in the AUT, to be translated into folders in

the component hierarchy?

» What will constitute a component? For example, only high-level
interfaces may be considered components, or its centrality or importance
in the application?

» What component types to define? This could be based on technology,
usage, and so forth.
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» What fields (and possibly UDF) to associate with the component types?

Stage 3 - Quality policies

Determine quality policies to be implemented through rules and testing
aspects. These policies are necessary to insure that components are tested
based with the correct data.

Stage 4 - Create a project and customize it

Create an Service Test Management project or enable the extension on an
existing ALM project. Open Customization and define component types
and their fields, as well as UDFs for component and changes. Define the
necessary rules and testing aspects.

Stage 5 - Create the application components

Open the Application Components module and create a folder structure to
represent the application areas decided on above. Create component groups
for cross-area functionality or deployment. If possible, define high-level
components based on the planned strategy. If not possible, the developers
can define them at a later time.

The project is ready for the QA and the software development teams may
begin using it.

Stage 6 - Report changes to QA

Developers use the IDE add-on to report changes back to QA. Developers
implement requirements and fix defects. They can create new components
or application areas as required. These actions will be reported to Service
Test Management and assigned to an existing or new application
component. They can also be linked to the work item such as a requirement
or defect, if one exists.

When making changes, developers describe their risk to QA, to assist them
in their testing.

Developers may report a change while still in the process of enacting the
change. This allows QA to prepare for testing the change. Optionally, the
developers can wait until the change has been completed before reporting it
to QA.

27
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Stage 7 - QA processes changes

Before changes are gathered, QA can begin reviewing the application
components and assign requirements and tests.

QA engineers can create new component groups to facilitate the
management of the components.

After changes are generated, Service Test Management marks the changed
components with alert icons and lists them in the Changes tab. QA uses the
information in the Interaction tab to create tests for the changed
components, using the change description to verify the coverage. During
this process, QA can set the following fields:

» Change status to In test.

> Assigned to developer to determine the developer regarding an aspect of
the component’s functionality.

» Created by in the Change tab, to determine the developer who is
responsible for updating the component’s functionality.

QA can see the changes for one or more components:

» Select a component to view the changes specific to that component, and
review its Changes tab,

> Select a group or folder to view an aggregated list of changes in the
Changes tab. The Changes grid provides the context of the change which
can assist QA in understanding the issue.

Stage 8 - Run tests

QA executes tests on the AUT in the testing environment. Based on the test
results, they can set the status to verified or keep the In test status. if a
change was tested it is considered verified, even if causes defects in the
component.

Stage 9 - Reporting

QA uses the graphs and reporting capabilities to summarize the status of the
components of the AUT and the changes. They send this report back to the
development team. The developers can decide how to act upon QA’s
recommendations.
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The on-going reporting should show a trend of more changes being verified
in less time, and a downward trend in the number of defects on the
components.

In conclusion, the Application Components module allows QA and the
developers to verify the quality of the AUT in a comprehensive fashion.

& The Application Component Tree Hierarchy

Service Test Management provides you with tools to define components and
modity their details.

You organize your application components in a graphical hierarchy.

At the top level of the tree is the Application Components root folder, which
contains sub folders. You can create custom folders that represent the
structure of components in your application. For example, you might create
separate folders to represent different types of users.

You can reorganize related entities in folders and subfolders, and drag and
drop folders or subfolders to other locations in the tree.

The Obsolete folder contains components that were removed, but are still
being used by tests stored in ALM. For details about the Obsolete folder, see
"Remove and restore components - optional" on page 157.

You cannot rename, move, or delete the Application Components root or
Obsolete folders.

Component Dependencies

Component dependency defines a relationship between two or more
components. As the operations of these linked components change, you can
detect changes and track their impact on the linked components.

You can define the dependencies using Service Test Management’s Modeling
tab. The Modeling tab displays a diagram of the component dependencies.
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An arrow indicates a dependency:

» An arrow pointing to the base component, indicates a Dependency From
another component—the added component impacts the base
component.

> An arrow pointing away from the base component indicates a
Dependency To another component—-the added component is impacted
by the base component.

You select components and add them to a modeling diagram. In the

following example, the DataType component is dependent on both
NTLMAuth and BasicAuth.

£ Select [ X |G | 4 & &

» 5

i i
NTLMAuth DataType BasicAuth

Although you add dependent components onto the canvas, the
dependencies are per operation. For details, see "Define dependencies -
optional" on page 32.
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Tasks

P How to Define Components

This task describes how to set up your components in Service Test
Managements. After you set them up, you can test them and check their
functionality and compliance.

» "Create a folder - optional"
» "Create a new component"

» "Specify a contract"

Create a folder - optional

Click the New Folder button to open the New Folder dialog box. Add new
folders and subfolders to create a tree hierarchy for your components. For
details, see the "New Folder Dialog Box" on page 52.

You can create folders at any time and drag or copy components from folder
to folder.

Create a new component

Select Components > New > New Component to create an new component.
Select a component type and provide whatever details are available to you.
For details, see the "New Application Component Dialog Box" on page 54.

Specify a contract

In the New Application Component Dialog Box, click the Interaction link in
the left pane. Click Browse to locate a contract file. For details, see the "New
Application Component Dialog Box" on page 54.
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Import multiple components - optional

Select Components > Generate Components to open a wizard, which guides
you how to import multiple contracts at once. For details, see "Generate
Components Wizard" on page 158.

Define dependencies - optional

Select the Modeling tab. For a description, see the "Modeling Tab" on
page 45.

Click the Select Entities button to open the Components list in the right
pane. Expand the folders and select a component.

Click the arrow to open the transfer menu.

a To add a component that is dependent on the base component, click Add
Component Dependency (Dependency To).

b To add a component upon which the base component is dependent, click
Add Component Dependency (Dependency From).

The Dependency Details dialog box opens. Select the operation that affects
the dependency. If you do not know which operation to select, specify all of
them. For details, see the "Dependency Details Dialog Box" on page 50.
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Reference

® ALM Direct Links

You can use direct links to access specific views and components. You enter
the direct link into your browser to access the desired view. You can save
these links for future reference, or send them to others by e-mail so that
they may access a specific view or component.

When working with Systinet, you can use a direct link to access the import
screen, enabling you to locate services quickly.

The direct links use the following format:
td://<project_name>.<domain>.<server:port>/qcbin/

The following table describes the shortcut syntax to be added to the above
string. Italic text indicates optional parameters.

View Description

Systinet Import 100?Action=ImportSystinet&SystinetID=
[SYSTINET_KEY]&Environment=<ENVIRONMENT>&Uui
d=<UUID>
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View Description

Component StmModule--0000000000003130674279?
EntityType=IStmService&EntityID=<component
id>&View=<service tab type>

<component tab type> values:
» Changes
» Modeling
» TestingStatus
> AspectStatus
» OperationStatus
» StatusDashboard

Component Group StmModule--0000000000003130674279?
EntityType=IStmGroup&EntitylD=<group
id>&View=<group tab type>
<group tab type> values:

» Modeling

» TestingStatus

> AspectStatus

» StatusDashboard

@ Application Components Module User Interface

Service Test Management provides a user interface to organize your
application components and customize the ALM project hosting them.
This section includes:

» Alerts Dialog Box on page 35

» Details on page 37

» Interaction Tab on page 40

» Find Dialog Box on page 43

» Modeling Tab on page 45

» Dependency Details Dialog Box on page 50
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» New Folder Dialog Box on page 52

» New Application Component Dialog Box on page 54
» Application Components Module Icons on page 58

» Application Components Module Window on page 59

» Application Components Module Menus and Buttons on page 60

@ Alerts Dialog Box

This dialog box displays all alerts and rule violations associated with the
selected component and enables you to resolve or disregard them.

I Alens

Alerts for XSD_NTLM

Changes (® Show

s Changes Alert

This component has undergone changes that require your attention. We recommend that wou run the
Create Change Impact Test Set utility.

To access Click the red exclamation point ! ,adjacent to the
component name in the Application Components tree.

Relevant tasks "Evaluate the tests" on page 267

See also "Change Analysis" on page 259
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The following elements are included (unlabeled Ul elements are shown in
angle brackets):

Ul Elements (A-Z) Description

Removes the current rule violation in the Rule Violations
pane:

Note: When clearing a rule violation, Service Test
Management disregards it—it does not delete it.

Alerts for A link to the component in the Application Components
<component name> tree.

Changes An expandable/collapsible list of all change alerts specific
to the selected component. Indicates a change to the
component file since its last import or update.

Clear Clears all rule violations in the Rule Violations pane:

Note: When clearing the rule violations, Service Test
disregards them—it does not delete them.

Resolve For rule violations, this button opens the Create
Requirements Test wizard in order to resolve the
violation. For details, see the "Generate Requirements
and Tests Wizard" on page 180.

Rule Violations An expandable/collapsible list of all rule violations for
the selected component. A common rule violation is
missing coverage for a testing aspect.

Show For change alerts, this button opens the Changes tab
listing all of the changes. Use the Create Test Set utility
to resolve the changes.

For details, see the "Create Change Impact Test Set
Wizard" on page 280.
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@ Details
This tab displays and enables you to edit a component’s details.

Details | Interaction  Testing Status #  Changes *  Modeling * Aftachments

* Componen... | XSD_NTLM | trem 23414 |
Assigned to... | jones] = |l Assigned to... | =]
Component... |15 | Component...  |weh Service |
Created by, |admin =] Creation date: | 1/16/2011 |
Developmen ... | |v | Keep upto... |N |v |
Last updated: | | v | pdate time: | |
Visihility. | Internal I~]
To access Do the following:

1 Open the Application Components module,
2 Highlight a folder, component, or group
3 Click the Details tab.

Important The Details tab fields differ, depending on the entity you

information select: folder, component, or group, and the component
type.

Relevant tasks "Manage component details - optional" on page 155

See also "Application Component Details Pane" on page 48
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Details Tab for Components

The following elements are displayed when you select a component in the
Application Components tree.

Ul Elements (A-Z)

Description

<user-defined>

User-defined fields defined in customization. The
required fields are displayed in red text.

Assigned to Dev

The name of the developer to whom the component
implementation is assigned.

Assigned to QA

The name of the QA engineer responsible for validating
the component.

Authentication
default credentials

Use the default user credentials: Y or N.

Authentication user
name

The user name to use for authentication when accessing
the contract file.

Component ID

A read-only ID assigned to the component.

Component name

The native component name as provided by the user.

Component type
name

The type of component. The built-in components are
General, Web Service, and JMS. If you defined a new
component type, it will be displayed.

Created by

The name with which you logged in. You can edit this
field and specify a different name. This is useful for
sorting the components in reports.

Creation date

The date the component was created in the Component
tree.

Development status

The development status of the component:
Development, Maintenance, QA ready, or Stable.

Keep up to date

Keep the component up to date: Y or N. When enabled,
instructs Service Test Management to update the
component from its source each time you select it in the
Application Component’s tree.
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Ul Elements (A-Z)

Description

Last updated

The last time the component was updated.

Visibility

The component’s visibility level—Internal or External.

Details Tab for Groups

The following elements are displayed when you select a group in the
Application Components tree.

Ul Elements (A-Z)

Description

Assigned to The name of the user to whom the group
implementation is assigned.
Created by The name with which you logged in. You can edit this

field and specify a different name. This is useful for
sorting the groups in reports.

Creation date

The date the group was created in the Application
Components tree.

Description

A description of the group.

Name

The name of the group.

Details Tab for Folders

The following elements are displayed when you select a folder in the
Application Components tree:

Ul Elements (A-Z)

Description

Folder ID A read-only ID assigned to the folder.
Name The folder name in the Application Components tree.
Description A meaningful description of the folder.
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®. Interaction Tab

The Interaction tab displays the component’s contract details and allows
you to edit them. For Web services, this tab contains additional information
about the WSDL and the Spot Tester to test the functionality of an
operation.

Details | Interaction | Testing Status | Attachments  Changes  Modeling

Contract Details

Contract file: |http:,-",l’localhost:ﬁ?ﬂ,-"WdSer\.ficeMSdl |
Import type: URL
Service address: |http:ﬁlocalhost:ﬁ?31,-"WdSer\.ficefmutuaICen | [ Cwverride address

Interaction Fields

WSDL nati.. | WoiService |

Operations

£ [ Web Service Call.. & Securty & Ping Serer

i | Name Descrintion
B & Part: mutualCert

- @ Port: mutualCertvse2ysald0 g

- & Port mutualCerTripleDES

G- & Port: normal

- & Port mutualCertised

B- & Port: wsHttpWindowsMNego

& & Part: anonymousClient -

To access Do the following:

1 Open the Application Components module.
2 Highlight a folder, component, or group.

3 Click the Interaction tab.

Important Only available when selecting a component in the tree.

information The information differs depending on the component
type:

Relevant tasks "Manage component details - optional" on page 155

See also "Application Component Details Pane" on page 48.

40



Chapter 2 » Creating Application Components

The Interaction tab contains the following information:

Ul Elements (A-Z)

Description

Contract Details

» Contract file. The location of the contract file defining
the application component.

» Browse. Opens the Open File or Import Service dialog
box—visible for new components whose contracts
have not yet been defined.

» Update from. Opens the Open File dialog box. For
Web Services, it opens the or Import Service dialog
box—visible for components whose contracts have
already been defined.

For more details, see the relevant section:
» "Import Service Dialog Box" on page 82.
» "Select Service from Systinet Dialog Box" on page 76
» "Select Service from UDDI Dialog Box" on page 78

Contract Details -
Web Services

» Import type. Contract import method: File, URL,
Systinet, or UDDI.

» Toolkit. The toolkit associated with the Web service.
You set this in the Customization settings, and it is
read-only.

» Service Address. The service deployment location to
which service requests are sent. By default, it displays
the endpoint address specified in the WSDL file.

» Override Address. Enables you to enter an alternate
endpoint for the service in the Service Address box.

Interaction Fields -
Web Service

WSDL Native Name. The name of the Service as it
appears in the contract file.

This section will also include any fields you designated in
the Customization for the component type. For details,
see "Component Types Tab" on page 248.
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Ul Elements (A-Z) Description
Interaction Fields - » JMS connection factory. The JNDI name of the JMS
JMS connection factory. This setting is unique per test.

» JMS destination. The name of the JMS destination—
either the queue or topic name.

» JMS provider. The JMS service provider: Apache
ActiveMQ, JBoss Messaging from JBoss, Open Message
Queue, Websphere MQ from IBM, and so forth.

» JNDI initial context factory. A The fully qualified class
name of the factory class that will create an initial
context. Provides a list of context factories and allows
manual entries.

> JNDI provider URL. The URL of the service provider.
For example: Websphere - iiop://myserver:myport

» Messaging Model. The type of J]MS message—Point to
Point, or Publish and subscribe.

Operations s Refresh. Reloads the list of operations.

» Web Service Call. Opens the Run <operation-name>
dialog box to send a test request to the server. For
details, see the "Manual Runner Window - Service
Testing Tab" on page 87. Note: This option is only
available if Service Test or the Service Test add-in is
installed on the machine.

» Security. Opens the Security Setting for Operation
<Operation Name> dialog box, to configure the
security properties for the Web service. For details, see
"Web Service Security" on page 93

» Ping Server. Pings the server at the Service address
URL and opens a popup indicating its status: Available
or Unavailable.

» <Port/Operation list>. A list of the ports for the
selected application component. Expand the port to
see the available operations.
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Interaction Tab for UDDI and Systinet Services

For services imported through UDDI or Systinet servers, the Interaction tab
shows several additional read-only fields:

Ul Elements (A-Z) Description

Systinet Server The URL address and port of the Systinet server from
which the service definition is imported.

UDDI Server The URL address and version of the UDDI server from
which the service definition is imported

UDDI/Systinet Key A unique identifier of the service on the UDDI or Systinet
server, used to locate the service definition when
updating the service

® Find Dialog Box

This dialog box enables you to search for a component, group, or folder
within the Application Components tree

Find

Entity Type: |App|icati0n Component | v |
Find in Field: |CDmpDnentname |v |
Value ta Find: | XSD_NTLM |
tdatch Criteria
[0 Exact Match [ Use Wildcard

[0 Case Sensitive
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To access

Select Edit > Find.

Relevant tasks

"Find folders and components - optional" on page 155

See also

"Manage component details - optional" on page 155

The following elements are included (unlabeled Ul elements are shown in

angle brackets):

Ul Elements (A-Z)

Description

Entity Type

Type of entity in which to perform the search: Folder,
Application Component, or Group.

Find In Field

The field within the Details tab upon which to perform
the search. The available fields differ for a folder, group,
or component.

For information about the fields in the Details tab, see
"Details" on page 37.

Find Next

Searches for the next occurrence of the text, based on the
previously used settings.

Less

Collapses the Find dialog box to hide the match criteria.

Match Criteria

Advanced match criteria:, visible when you click More.

» Exact Match. Looks for the exact string—not a partial
string.

» Case Sensitive. Performs a case sensitive search.

» Use Wildcard. Applies wildcard rules to the search text.

More

Expands the Find dialog box to show the match criteria.

Value to Find

The text to find in the component, group, or folder.
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@ Modeling Tab

This tab displays component dependencies or component/group
relationships in a visual representation. If you select a folder, it shows all

associations and dependencies in groups and components beneath that
folder.

This tab enables you to associate components with one another and assign
them to component groups.

i
/ NTLMAUth\

& L .
BasicAuth X5D_Basic

To access Do the following:

1 Open the Application Components module,
2 Highlight a folder, component, or group

3 Click the Modeling tab.
>

Relevant tasks "Define dependencies - optional" on page 32

» "Add a component to a group" on page 169

See also "Component Dependencies" on page 29

User interface elements are described below (unlabeled Ul elements are
shown in angle brackets):

Ul Elements (A-Z) Description

3¢ Delete. Removes the selected entity from the visual area.
You cannot delete the base component or group that is
selected in the left pane’s Component tree.

s Refresh. Redraws the visual diagram in the visual area.
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Ul Elements (A-Z)

Description

Arrange layout. Arranges the layout of all entities in the

+
i current modeling window, in a symmetric fashion.
= Zoom in. Enlarges the entities in the current drawing.
&
a Zoom out. Reduces the size of the entities in the current

drawing.

<modeling canvas>

A visual area showing component dependencies or
component/group relationships in a graphical
representation.

Application Details of the component or group selected in the
Component/Group modeling window.
Details » For component details, see "Application Component
Details Pane" on page 48.
» For group details, see "Group Details Pane" on page 49.
Select Opens the Application Components Tree tab in the

right pane to add more component or groups to the
modeling window. For information about the tree
hierarchy, see the "Application Components Tree" on
page 47.
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Application Components Tree

The following elements are included (unlabeled UI elements are shown in

angle brackets):

Ul Elements (A-Z)

Description

¢’v

Add. Opens a drop down list with the following options:

» Associate. Associates the selected component with a
group.

» Add Component Dependency (Dependency To)

» Add Component Dependency (Dependency From)

Note: The Associate option is enabled when you select a

group in the right pane. The Add Dependency options are
enabled when you select a component in the right pane.

For details about dependencies, see the "Dependency
Details Dialog Box" on page 50.

Q

Refresh. Refreshes the Application Components tree.

FInd. Opens the Find dialog box to search for an
application component by its name.

Set/Clear Filter. Opens a drop down list with the

following options:

» Set Filter / Sort. Opens the Set Filter/Sort dialog box
allowing you to filter and sort the components.

» Clear Filter / Sort. Clears all filters and sorting settings
and displays all components and groups.

Go To Application Component. Goes to an application
component based on its Component ID. The ID is visible
in the Details tab.
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Ul Elements (A-Z)

Description

x

Exit. Closes the Application Components Tree panel.

To reopen this view, click the Select button in the
Modeling tab.

<Components List>

An expandable list of all components by folder and
group.

Tip: If a filter is active, there could be hidden
components. To see all components, click Clear Filter.

Application Component Details Pane

The following elements are displayed in the bottom pane of the Modeling
tab, when you select a component in the modeling drawing.

Ul Elements (A-Z)

Description

<user-defined>

User-defined fields defined in customization. Required
fields are displayed in red.

Assigned to Dev

The name of the developer to whom the component
implementation is assigned.

Assigned to QA

The name of the QA engineer responsible for validating
the component.

Component ID

A read-only ID assigned to the component.

Component name

The native component name in the definition files.

Component type The type of component: General, Web Service, and JMS.

name If you defined a new component type in Customization,
it will be displayed.

Created by The name with which you logged in. You can edit this

field and specify a different name. This is useful for
sorting the components in reports.

Creation date

The date the entity was created in the Application
Components tree.

Development status

The development status of the component:
Development, Maintenance, QA ready, or Stable.
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Ul Elements (A-Z)

Description

Keep up to date

Y or N. When enabled, updates the contract from its
source each time you select the component in the
Application Component’s tree.

Last updated

The last time the WSDL was updated.

Update time

The time the contract was updated.

Visibility

The visibility of the application component: Internal or
External.

Group Details Pane

The following elements are displayed in the bottom pane of the Modeling

tab, when you select a group in the modeling drawing.

Ul Elements (A-Z)

Description

Assigned to The name of the user to whom the group
implementation is assigned.
Created by The name with which you logged in. You can edit this

field and specify a different name. This is useful for
sorting the groups in reports.

Creation date

The date the group was created in the components tree.

Name

The name of the group.
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Component Dependency Details Pane

The following elements are displayed in the bottom pane of the Modeling
tab, when you select a dependency arrow between two components, in the
modeling canvas.

Ul Elements (A-Z) Description

Edit. Opens the Dependency Details dialog box for
editing the entry selected in the Dependency list.

% O Delete. Removes the selected dependency.
s Refresh. Reloads the Dependency list.
< Dependency list> A list of the dependencies between the components

connected by the selected arrow.

New Opens the Dependency Details dialog box for defining a
new dependency between the components. For details,
see "Dependency Details Dialog Box" on page 50.

® Dependency Details Dialog Box

This dialog box enables you to set the dependencies between components or
modify existing ones.

Dependency Details !E

"WSO_MNTLM" Operation:
(Al =]

Calls To "BasicAuth" Operation:

|EchDBDDIeanArrayByRef |v |
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To access In the Modeling tab:

» For a new dependency: Click Select to show the list
of application components in the right pane. Select
a component and click the Add button <2 to create
a new dependency. The dialog box opens
automatically.

» For an existing dependency: Click in the lower
Component Dependency Details pane, select a
dependency, and click the Edit button £} .

Important An arrow indicates a dependency:

information » An arrow pointing to the base component indicates

a Dependency From another component—the
added component impacts the base component.

» An arrow pointing away from the base component
indicates a Dependency To another component—
-the added component is impacted by the base
component.

Relevant tasks "Define dependencies - optional" on page 32
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The operation selected in the upper field, must call the operation selected in
the lower, Calls to, field. The user elements are described below:

Ul Elements (A-Z)

Description

<component_name>

A specific operation of the dependent component.

Operation » For Dependency To, this is the component selected in
the main Application Components tree.
» For Dependency From, this is the component selected
in the components list in the right pane.
Tip: Choose All if you are unsure.
Calls to A specific operation of the called component.
<component_name> | 5 g, Dependency To, this is the component selected in
Operation

the components list in the right pane.

» For Dependency From, this is the component selected
in the main Application Components tree.

Tip: Choose Any if you are unsure.

@ New Folder Dialog Box

This dialog box page enables you to create a new folder in the Application

Components tree.

New Folder

Folder Mame:

|MyTest Folder
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To access Do one of the following:

» Click the New Folder Ej button.

» Select Components > New > New Folder.
Important A folder name cannot include any of the following
information characters: \ / *

Relevant tasks

"Create a folder - optional" on page 31

User interface elements are described below:

Ul Elements (A-Z)

Description

Folder Name

A name for the new folder, beneath the folder selected in
the Application Components tree. You can create several
levels of sub-folders.

Tip: Add a description to the folder in the Details tab.

OK

Adds the new folder to the Application Components tree.
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@ New Application Component Dialog Box

This dialog box enables you to create a new component.

% New Application Component

x|% & B

Compaonent 1D: |

‘ * Component name: I:I* Component type: ‘Genera\ | - |

& Details
= Interaction
il Attachments

Details |

isibility:

ey

Description ‘ Comments

[ Tn

To access

Use one of the following:

» Select Components > New > New Component.
» Select New > New Component from the shortcut
menu.

Relevant tasks

"Create a new component" on page 31
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The following elements are included:

Ul Elements (A-Z)

Description

#

Clear All. Clears all the fields so that you can redefine the
component.

ah

Spell Check. Begins a spell check in the Component
name field.

Thesaurus. Performs a thesaurus lookup for the term
highlighted in the Component name field.

Spelling Options. Opens the Spelling Options dialog box
for customizing the spell check in the following areas
> Ignore words in UPPERCASE

» Ignore words containing numbers (enabled by
default)

» Ignore markup languages (HTML, XML, etc.)
» Ignore Internet addresses (enabled by default)
» Prompt on repeated word (enabled by default)

You can also select the main dictionary and a custom
one.

Details pane. The component’s properties. The displayed
fields differ based on the component type and the fields
enabled in the customization section. For details, see the
"Component Types Tab" on page 248. Some common
fields are:

» Assigned to Dev

» Assigned to QA

» Created by

» Development Status: Development, Maintenance,
QA ready, or Stable.

» Last Updated
» Visibly: External or Internal

» Description tab. An editable area for a description of
the component.

» Comments tab. An editable area for adding remarks.
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Ul Elements (A-Z)

Description

Interaction pane. Contract information.

The displayed fields differ based on the component type
and the fields enabled in the customization section. To
display a field in this section, select it in the
customization’s Interaction Field column. For details, see
the "Component Types Tab" on page 248.

» Contract File. The location of the contract.
» Browse button.
» For non-Web Service components, opens the Open
File dialog box.
» For Web Services, opens the Import Service dialog
box. For details, see "Import Service Dialog Box" on
page 82.
» Operations. A list of the component’s operations.
» Parameters. The component’s parameters sorted by
the following columns: In/Out, Parameter Name, and
Type (data type).

~m  for JMS types
g J yp

» JMS connection factory. The JNDI name of the JMS
connection factory. This setting is unique per test.

» JMS Destination. The name of the JMS destination—
either the queue or topic name.

» JMS Provider. The JMS service provider: Apache
ActiveMQ, JBoss Messaging from JBoss, Open Message
Queue, Websphere MQ from IBM, and so forth.

> JJNDI initial context factory. The fully qualified class
name of the factory class that will create an initial
context. Provides a list of context factories and allows
manual entries.

» JNDI provider URL. The URL of the service provider.
For example:

Websphere - iiop://myserver:myport

» Messaging Model. The type of JMS message—Point to

point, or Publish and subscribe.

Attachments pane. Allows you to attach a file to the
component. For details, see the HP ALM User Guide.
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Ul Elements (A-Z) Description

Component ID A read-only value assigned to each application
component.

Component name A name for the component. Use the Spell Check or

Thesaurus buttons for the textual strings.

Component type The type of component to create: General, Web Service,
or JMS. If you created a custom type component in
Customization, it also appears in the drop down list.
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@ Application Components Module Icons

This section describes the icons available in the Application Components

module.

To access

Click the Application Components button on the ALM
sidebar.

See also

» "Application Components Module Window" on
page 59

» "Application Components Module Menus and
Buttons" on page 60

The icons are described below:

Ul Elements

Description

=

Alert. Click to view a summary of the following alert
types:

» Changes. The component definition has changed.
» Rule Violations. The component violates a rule.

For more details, see the "Alerts Dialog Box" on page 35.

Folder. A folder for organizing components.

Obsolete folder. Contains components that were deleted
that may affect other components.

Web Service type. A Web Service type application
component.

General type. A General type application component.

JMS type. A JMS type application component.

Application Component group.
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@ Application Components Module Window

This section describes the Application Components module window.

¢z, Dashboard %

Components  Edit “iew Analysis

Delalls‘ Interaction = Testing Status | Aftachments | Changes = Modeling

< Managem... ¥ BE - | w- 7
MRyt B 3 Application Compa *oom.. Assign.. @g
st U [ =
= g # [ Felease_t ges il Comp 13
L Defects o SRcesse? || comp. creae. [aamn[m
R 7 3 Release_3
=§ Application... 5 Unit_Test Creati.. 8i4/2011 pevel. | [+]
& o [ [u
% BasicAuth Keep... M Lastu...
b g #5D_Basic
s “SO_MNTLM
{3 NTLM_Default Description | Comments | Contract Description
g Updated_chang i
£# General_sample B I UA a-—hf| == RS S | e e | X ‘ H ¥
JMS_sample
Group_sample
To access Click the Application Components button on the ALM

sidebar.

Relevant tasks

"Manage component details - optional" on page 155

See also

» "Application Components Module Icons" on page 58

» "Application Components Module Menus and
Buttons" on page 60

User interface elements are described below:

Ul Elements (A-Z)

Description

<toolbar and menu>

Provides menus and toolbar buttons specific for the
Application Components module. For details, see the
"Application Components Module Menus and Buttons"
on page 60.

<Components Tree>

Shows a tree hierarchy of all the components,
component groups, and folders. For details, see
"Application Components Module Icons" on page 58.
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Ul Elements (A-Z)

Description

Attachments tab

Lists the files that have been associated with the selected
folder, component, or group as attachments. The tab
includes an icon # if the selected component has
attachments. For details, see the HP ALM User Guide.

Details tab

Displays general details and attributes of the selected
component, group, or folder. Displays data that is
required to identify the component, including the
creation information. For details, see the "Details" on
page 37.

Changes tab

Lists the changes in the components. It also provides an
interface to define new changes that you made to the
components and create test sets to check their impact.
For details, see "Automatic Change Detection Through
Updates" on page 261.

Interaction tab

Provides the component’s contract details, such as the
WSDL location for Web Services. For details, see the
"Interaction Tab" on page 40.

Modeling tab

Provides an interface to graphically associate
components with groups, and to define dependencies
between them. For details, see "Modeling Tab" on
page 45.

Testing Status tab

Provides a coverage summary for aspects, requirements,
operations, tests, rule violations, and defects. For details,
see "Determining Test Coverage" on page 187.

@ Application Components Module Menus and Buttons

This section describes the menus and buttons available in the Application

Components module.

To access

Open the Application Components module on the ALM
sidebar.
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Important All menu items are available from the right-click shortcut
information menu.
Relevant tasks "Manage component details - optional" on page 155

User interface elements are described below.

Ul Elements (A-Z) Menu Description

Toolbar New Folder. Opens the New Folder
dialog box to create a folder under
the root or an existing folder.

Ei

Toolbar New Component. Opens the New
ke Application Component dialog box.

Note: This area on the toolbar
displays the last button used: New
Component or New Group.

P Toolbar New Group. Opens the New Group
dialog box.

3% Toolbar Delete. Deletes selected
components. Deleting a component
also deletes its children. You cannot
delete the root folder.

Toolbar Refresh All. Refreshes the
Application Components tree so
that it displays the most up-to-date
versions.

©

T - Toolbar Filter/Sort. Enables you to filter and
sort the requirements in the
requirements tree or grid. For more
details, see below.
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Ul Elements (A-Z) Menu Description

= Toolbar Send By E-mail. Opens the Send
E-mail dialog box, enabling you to
send component URLs and other
information to recipients from a list
or to the creator of the component.
Use this in conjunction with Copy
URL. For more details, see the HP
ALM User Guide.

Copy URL/Paste Edit Copies a selected component and
pastes its URL as a link. The
component itself is not copied.
Instead, you can paste the address
into another location, such as an
e-mail or a document. Clicking the
link opens ALM and takes you to the
requirement. If you are not already
logged in, ALM first prompts for
login details.

Copy/Paste Edit Copies selected components within
the same project or across projects.
When you copy a folder, its
sub-folders are copied too.

Notes:

» Coverage and modeling data for
the component are not copied.

» If you paste a component that has
the same name as an existing
component, the suffix _Copy_x is
added automatically to the end of
the name.

Create Empty Test Components | Opens the Create Empty Test dialog
box, prompting you for a location
and name. This is useful for testers
who know the required steps, but
are unfamiliar with the technical
aspects of creating tests.
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Ul Elements (A-Z)

Menu

Description

Cut/Paste

Edit

Moves selected component to a
different location in the Application
Components tree.

Tip: You can also move a component
to a new location by dragging it.

32 Delete

Edit

Deletes the selected component.

Download Contract File

Components

Allows you to download a contract
file from ALM to a local file system.

Expand All/Collapse

View

Expands all or collapses the selected
branches in the Component tree.

¥ - Filter/Sort

View

Enables you to filter and sort
application components in the tree.
For more details, click the Help
button.

Find

Edit

Searches for a component in the
Application Components module.
For details, see "Find Dialog Box" on
page 43.

Generate Requirements/
Test

Components

Opens the Generate Requirements
and Test wizard. For details, see
"Generating Requirements and
Tests" on page 173.

Graphs

Analysis

Generates one of the following

graphs:

» Components Summary - Group
by ‘Type’

» Changes Progress - Group by
‘Risk’

» Changes Summary - Group by
‘Risk

» Changes Trend - Group by
‘Status’
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Ul Elements (A-Z) Menu Description

New Components | Enables you to create a new entity:

» New Folder. Enables you to create
a new folder in the Application
Components tree.

» New Group. Opens the New
Group dialog box.

» New Component. Opens the New
Component dialog box.

# Refresh All View Refreshes the Component tree so

e that it displays the most up-to-date
versions.

Rename Edit Renames the selected entity. You

cannot rename the root folder.
Syntax exceptions:

» Folder or group names cannot
include: \*".

> Component names cannot

include: \, /,:,", 2, ', <, >, |, *, %, !,
{,or}.
Restore Component Components | Restores a deleted component from

the Obsolete folder.
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Ul Elements (A-Z) Menu Description

= Send by E-mail Components | Opens the Send E-mail dialog box,
enabling you to send URLs and
other information to recipients from
a list or to the creator of the
component. Use this in conjunction
with Copy URL. For more details, see
the HP ALM User Guide .

Update Component Components | Enables you to update a component
from:

» Update Component. Updates the
component from its original
location.

» Update Component from. Opens
a dialog box for navigating to a
URL or a file with an updated
version of the contract.

Q, Troubleshooting and Limitations - Application
Components

This section describes the general limitations for creating application
components with HP Service Test Management.

Application Components Module

» When using the Find dialog box to locate an entity in the Application
Components tree, certain fields are read-only and you cannot provide a
value, such as Component ID.

» If you restore a service from the Obsolete folder, it may not appear in the
application components's tree until you perform a new login to the
project.

» Certain graphs generated by the ALM Dashboard, cannot be filtered by
the Component Type Name field.
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66

» After upgrading from a version 9.41 project, the first time you want to
update an application component, you must use the Update Component
from option—not the Update Component option.

Test Plan Module

» When working in the Test Plan module’s Application Components tab—if
you select a linkage to a component and press the keyboard’s Delete
button, Service Test Management tries to delete the entire test, instead of
just the link.

Requirements Module

» When defining a link between a requirement and application component
through the Requirements module’s Application Components tab: if the
requirement is of a type that does not support coverage (such as a folder),
the link is not created and Service Test Management does not issue a
warning.
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Web Services

This chapter includes:

Concepts

» Defining Web Services Overview on page 68

» Creating Tests in Service Test on page 71

Tasks

» How to Define a Web Service on page 72

Reference

» Web Service Components User Interfaces on page 75

Troubleshooting and Limitations - Web Services on page 92
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Concepts

& Defining Web Services Overview

Web services are a specific case of application components, where the
contract is a WSDL file, defining the Web service, its address, and the
operations. Service Test Management’s functionality for application
components contains several additional features specific for Web Services,
such as functionality testing, change detection, and specialized reports.

When working with Web Services, you create a component hierarchy as
described in "Creating Application Components Overview" on page 26.

Web Service contracts are typically WSDL files. Service Test Management
allows you to import WSDL files that define the Web service and its
operations.

You can import a definition from a file location, URL, UDDI or Systinet
server. When you import a definition, Service Test Management extracts the
service name, service address (endpoint), and data from the definition file,
and stores it in the ALM repository.

For defining application components that are not WSDL-based, see the
"New Application Component Dialog Box" on page 54.

This section also includes:
» "Importing Services" on page 69
» "Secure Services and Proxy Servers" on page 69

> "Spot Testing Operations" on page 70
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& Importing Services

You can import Web service definitions based on WSDL files from a file
location, URL, UDDI or Systinet server. When importing a WSDL file,
Service Test Management parses the XML code and stores the service in the
ALM repository.

You can then link the service to other ALM entities such as tests, test sets,
and defects. These links help you to keep track of the service and ensure
compliance with your requirements throughout the testing process. For
details about requirement coverage, see "Generating Requirements and
Tests" on page 173.

You can specify connection settings for WSDL files that reside in secure
locations or accessible through proxy servers. These settings let you specify
authentication and proxy server details. Once you enter the security or
proxy information, it remains permanently associated with the service,
enabling automatic updates. For details, see "Secure Services and Proxy
Servers" on page 69.

For user interface details, see the "Import Service Dialog Box" on page 82.

& Secure Services and Proxy Servers

When importing WSDL files from a URL or UDDI server, the WSDL may
require authentication if it resides in a secure location. Certain WSDLs may
only be accessed through a proxy server.

Service Test Management supports WSDLs that require authentication and
WSDLs accessed through proxy servers, using basic and NTLM
authentication.
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The security or proxy information is always associated with the WSDL, If
you enable the Keep up to date option to allow automatic synchronization,
Service Test Management uses the authentication or proxy server settings to
access the WSDL at its source.

Note: Setting default connection settings in the project customization area,

instructs Service Test Management to use the same settings for all your
services. For details, see "How to Customize a Project" on page 235.

& Spot Testing Operations

The Spot Tester lets you test your operations one by one to verify their
functionality. To test the functionality, you invoke the service call and check

its response.

i~ (& DepartureDate
i~ [ Flightiiumber

2011-08-11T00:00: 00,000
1181

LT NumberOfTickets 3

[ web Service Call - CreateFlightOrder BEE
Endpoint address; | pflocalhost24240/HPFlights_SOAP [~] [# Prgserer |
FRoquest Response
[ Invoke (& Secuity I Save as Test Export Reguest {3 New Defect Export Response
:’} Text | ¥ Import Scherma wifLoad XML 3 Clear | |BE Grid [+ Text J
“Inpm |va|ue ‘ 1 <?xml version="1.0" encoding="utf-8"7> -
Ervelope 2 <s:Envelope smlns:s="http://schemas.mlscap.org/soap/envelope) |
i > 3 <s:Body>
s . a <CcreateFlightorderResponse ulns="HE. S0AQ. Sampleipp ™
BBy (array) * s <CreateFlightOrderfesult smlns:i="http://wms. w3 . org/200
(=) Body & <OrderNumber>17</Orderiunber>
[ECreateFlightOrder 7 <TotalPrice>492</TotalPrice>
[=+FlightOrder | il 8 </CreateFlightOrderResult>
L@ Class Eirst 9 </CreateFlightorderResponse>
= 10 </ s:Body>
L@
[T customerhame Jokin Doe P T e s

‘|

| S

o Pequestsent Wed 3 Aug 2011, 14:02:25

o Pesponse received: Wed 3 Aug 2011, 14:02:25

You use the grid to enter request values and submit them to the server. You
can view the SOAP response and export it to a file.

The Spot Tester also lets you save the step with its parameter values as a
Service Test test, provided that Service Test is installed.
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For task details, see "Test the service - optional" on page 74.

For user interface details, see the "Web Service Call - <Operation> Dialog
Box" on page 84.

& Creating Tests in Service Test

If you have HP Service Test, you can create tests to test the components in
Service Test Management.

In Service Test, select File > ALM/QC Connection to connect to the ALM
project that contains your Web Service type components.

Create a test in the normal way, and save it to the appropriate location in
the ALM repository.

Use the Application Components tab in the Test Plan module to link a
component to the test. For details, see "Application Components Tab - Test
Plan Module" on page 224.

For more information, see the HP Service Test User Guide.
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Tasks

* How to Define a Web Service

This task describes how to set up your components in Service Test
Management. After you set them up, you can test them and check their
functionality and compliance.

72

>

"Create a folder" on page 72

» "Create a new component" on page 73

Y Y Y Y Y

-—)

"Import a service" on page 73

"Set authentication or proxy information - optional" on page 73
"Create dependencies - optional" on page 73

"Test the service - optional" on page 74

"Run the test" on page 74

Create a folder

Open the New Folder dialog box and add new folders and subfolders
based on your design requirements. The development and quality
assurance teams should design a tree hierarchy representing the structure
of the application. For details, see the "New Folder Dialog Box" on

page S52.

You can create folders at any time and drag or copy components from
folder to folder.
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Create a new component

Create a new component. Select Components > New > New Component.
For details, see the "New Application Component Dialog Box" on page 54.

Import a service

In the New Application Component Dialog box, open the Interaction
view and click Browse to open the Import Service dialog box. Import a
Web service. For details, see the "Import Service Dialog Box" on page 82.

Set authentication or proxy information - optional

If the WSDL file requires authentication or if it accessible through a proxy
server, click the Connection Settings button to configure the connection
settings. For details, see the "Connection Settings Dialog Box" on page 80.

Create dependencies - optional
Dependencies indicate the reliance of one component upon another.

a Select the Modeling tab. For a description, see the "Modeling Tab" on
page 45.

b Click the Select Entities button to open the Components list in the
right pane. Expand the folders and select a component.

c Click the arrow to open the transfer menu.

» To add a component that is dependent on the base component,
click Add Component Dependency (Dependency To).

» To add a component upon which the base component is dependent,
click Add Component Dependency (Dependency From).
The Dependency Details dialog box opens.

d Select the operation that affects the dependency. If you do not know
which operation to select, specify all of them. For details, see the
"Dependency Details Dialog Box" on page 50.
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74

6 Test the service - optional

To generate a Web Service call in order to test your Web Service, click the
Interaction tab, select an operation, and click Web Service Call. In the
grid, enter request values. Send the request to the server and check the
SOAP response. For details, see the "Web Service Call - <Operation> Dialog
Box" on page 84.

Run the test

After you verify that your service is valid, run the test or test set as you
would run any test in ALM, from the Test Lab module. For details, see the
HP ALM User Guide.

The manual running option provides an interface for working with Web
Services. For details, see the "Manual Runner Window - Service Testing
Tab" on page 87.
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Reference

@ Web Service Components User Interfaces

Service Test Management provides a user interface to import Web Service
contracts and test the Web Service Calls.

This section includes:

» Select Service from Systinet Dialog Box on page 76

» Select Service from UDDI Dialog Box on page 78

» Connection Settings Dialog Box on page 80

» Import Service Dialog Box on page 82

» Web Service Call - <Operation> Dialog Box on page 84

» Manual Runner Window - Service Testing Tab on page 87
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@ Select Service from Systinet Dialog Box

This dialog box enables you to select and import services from a Systinet

Server.

Select service from Systinet

MI=ES

Systinet Settings

Systinet address: ||

- | Environment:| M

Fefresh List

Available Services

Sendce name: |

|| Fitter

Cormponent | Component 1D | Description | Contract File | UID
Ok | | Cancel
To access In the Import Service dialog box, choose Import WSDL
from: Systinet and click the Browse button.
Important Note: Only ALM Governance 4.0 (Systinet 4.0) is
information supported for Service Test Management 11.00.

Relevant tasks

"Import a service" on page 73

See also

» "Import Service Dialog Box" on page 82
» "Select Service from UDDI Dialog Box" on page 78
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The following elements are included:

Ul Elements (A-Z)

Description

Available Services

A list of the services that match the filter criteria in
alphabetical order. The grid shows the following
information:

» Component Name

» Component ID

» Description

» Contract File

» UUID (Universally Unique Identifier)

Environment

The Systinet environment and version.

Filter

Filters the list of services to show only those services
containing the string specified in the Service name field.

Refresh List

Reloads the list of the services on the Systinet server, in
the Available Services pane.

Service name

A string in the service name by which to filter the list.

Systinet Address

The name or IP address of the Systinet server.

For Example: http://pumpkin:8080/soa
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@ Select Service from UDDI Dialog Box

78

Select service from UDDI

This dialog box enables you to select and import services from a a UDDI
(Universal Description, Discovery, and Integration) server.

M=

UDDI Settings

UDDI address: |

2] version

Fefresh List

Awvailable Services

Sendce name: |

|| Fiter

Component | Cormponent 1D | Description | Contract File | JUID

Ok | | Cancel

To access

In the Import Service dialog box, choose Import WSDL
from: UDDI and click the Browse button.

Relevant tasks

"Import a service" on page 73

See also

"Select Service from Systinet Dialog Box" on page 76
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The following elements are included:

Ul Elements (A-Z)

Description

Available Services

A list of the services that match the filter criteria. The
grid shows the following information:

» Component Name

» Component ID

» Description

» Contract File

» UUID (Universally Unique Identifier)

Environment

The UDDI version—2 or 3.

Filter

Filters the list of services to show only those services
containing the string specified in the Service name field.

Refresh List

Reloads the list of the services from the UDDI, in the
Available Services pane.

Service name

A string in the service name by which to filter the list.

UDDI address

The name or IP address of the UDDI server inquiry APIL.
For Example: http://labl.devlab.ad:8090/juddi/inquiry.
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@ Connection Settings Dialog Box

This dialog box enables you to provide authentication credentials and proxy
server details for the machine hosting a Web Service’s WSDL file.

Connection Settings !E

Authentication

Access the WSDL, located in a secure location, using the following
authentication credentials:

[T Use default credentials

User name: |j°h”d09 |

| |

Password:

Proxy

[ Access the WSDL using the following proxy server and credentials:

Proxy Server: | | Fort: I:I

I Use default credentials

User name: | |

Password: | |

‘ Load Customization Settings ‘

[Cox ]| cancel |

To access » For a new service: In the New Component window
(Components > New > New Component), select the
Interaction node and click the Browse button. In the
Import Service dialog box, lick the Connection
Settings button.

» For existing services: Select the Interactions tab, click
Update from, and click Connection Settings.

» In Customization: Select Service Test Management
link > General Tab > Default Connection Settings.

Important Available only for services imported through a URL and
information UDDI.
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Relevant tasks

"Import a service" on page 73

See also

You can set the default WSDL connection settings in the
Project Customization window. For details on
customizing the connection settings, see "Customizing
Service Test Management" on page 229.

The following elements are included:

Ul Elements (A-Z)

Description

Authentication

Access the WSDL located in a secure location, using the
following authentication credentials. Enables you to
enter credentials for authentication:

» Use default credentials. Authenticates with the
Windows logon credentials of the user logged on to
the machine.

» User name, Password. The user name and password to
be used for authentication. For users not in the default
domain, type the domain name before the user name.
For example, domain1/qc_user1.

Proxy

Access the WSDL using the following proxy server and
credentials. Enables you to enter proxy details and
credentials:

» Proxy server. Name or IP address of proxy server.
» Port. Port through which to access the WSDL.

» Use default credentials. Connects to the proxy server
with the Windows logon credentials of the user logged
on to the machine.

» User name, Password. The user name and password to
be used for authentication. For users not in the default
domain, type the domain name before the user name.
For example, domain1/qc_user1.

Restore Defaults

Restores the default connection settings—user name
authentication and no proxy server.
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@ Import Service Dialog Box

For Web Service type application components, this dialog box enables you
to import WSDLs from a file system, a URL, a UDDI, or Systinet.

Import Service !E

ImportwSDLfrom: O File  ® URL O Systinet  © UDDI

WSDL Laocation: | | \_I

Connection Settings... ‘

| (] | | Cancel

To access » For new Web services: In the New Application
Component window (Components > New > New
Component), select the Interaction link. Click Browse.

» For existing Web services: Select the Interaction tab
and click Update From.

Relevant tasks "Import a service" on page 73

See also » "Connection Settings Dialog Box" on page 80
» "Select Service from Systinet Dialog Box" on page 76
» "Select Service from UDDI Dialog Box" on page 78
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The following elements are included (unlabeled Ul elements are shown in

angle brackets):

Ul Elements (A-Z)

Description

[]

Lets you locate the WSDL by opening one of the
following:

» File. An Open File dialog box

» URL. A new browser window

» Systinet. Select Service from Systinet dialog box
» UDDI. Select Service from UDDI dialog box

Connection Settings

Opens the Connections Settings dialog box for
configuring the authentication and proxy settings of the
server hosting the WSDL. For details, see "Connection
Settings Dialog Box" on page 80.

Import WSDL from

The WSDL source:

» File. The file system

» URL. A URL

» Systinet. A Systinet registry
>» UDDI. A UDDI server

WSDL Location

Location of WSDL:

» File: full path and file name
» URL: Complete URL

» Systinet: Systinet ID

» UDDI: Server key

Use the Browse button to locate the WSDL.
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® Web Service Call - <Operation> Dialog Box

This Spot Tester dialog box allows you to test individual operations of a
service. You set up a request and view the SOAP response to see if the
operation functioned properly.

For details, see "Spot Testing Operations" on page 70.

Web Service Call - EchoArr !E
Endpoint address: ‘hl‘tp',-‘,-"lDCﬁ\hDSt,-"My\NEhSENiCESfSeNiCESfSimp\ESENiCEﬁSr‘rD( |V| £ Ping Servar
Fequest Fesponse
[ Inwoke = Security I Save as Test Export Request | | {1 Mew Defact Export Response =
i Grid |4 Text | 9 Import Schema mifload XML 8 Clear | |88 Grid [ Text || @
"Input |Value | 1 No response to display =
[E+Ervelope

E\- ’d

P [Ed [array) +

lé\-Body

ErEchosrr
Crarr 4
' =

«| DN

Fequest has notbheen sent Mo response to display

To access To open the Spot Tester for a specific operation:
1 Select an operation in the Interaction tab.

2 Click the Web Service Call button.
To open the Spot Tester with a view of all available

operations:

1 Right-click an operation in the expanded Application
Components tree.

2 Select Invoke.

Relevant tasks "Test the service - optional" on page 74
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User interface elements are described below.

Ul Elements (A-Z)

Description

<timestamp>

The date and time that the request was sent and the
response received. This appears in the bottom of the
window.

Endpoint address

The address of the server over which to submit the
request.

Ping Server

Pings the server in the Endpoint address URL and opens
a popup indicating its status: Available or Unavailable.

Request Pane

The request values and controls. For details, see the "Web
Service Call Operation - Request Pane" on page 85.

Response Pane

The SOAP response. For details, see the "Web Service Call
Operation - Response Pane" on page 86.

Web Service Call Operation - Request Pane

User interface elements are described below:

Ul Elements (A-Z)

Description

Clear

Clears the values you assigned to the arguments in the
Grid tab.

Export Request

Exports the request SOAP message to an XML file.

Grid tab

A list of all arguments, and a column for setting their
values. Click on a triangle adjacent to an argument to
include/exclude it from the request.

» A filled-in triangle includes the argument in the
request; An empty triangle excludes the optional
argument from the request.

» An argument with an ABC icon can be parameterized.

» A NIL icon indicates that argument can have a NIL
value.

» A green plus sign indicates that you can add array
elements.
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Ul Elements (A-Z)

Description

Import Schema

Allows you to open an XSD schema file for loading the
structure of the request.

Invoke Sends the request to the server address specified in the
Endpoint address box.
Load XML Allows you to open a structured XML file, for the purpose

of loading values for the request.

Save as Test

Saves the call as a Service Test compatible test, to a
location in ALM. The saved test includes the request’s
property values and security settings, and the response’s
values as checkpoints.

Note: This option is only available when Service Test is
installed on the machine.

Security Opens the Security Setting for Operation <Operation
Name> dialog box, allowing you to configure the security
properties for the Web service. For details, see "Web
Service Security" on page 93.

Text tab The request in XML format.

Web Service Call Operation - Response Pane

User interface elements are described below:

Ul Elements (A-Z)

Description

Export Response

Opens the Save As dialog box, allowing you to export the
SOAP response to an XML file.

Grid tab A list of all response parameters, and their expected
values.

New Defect Opens the New Defect dialog box for adding a new defect
relating to this operation, to the current project.

Text Tab A textual (XML) representation of the SOAP response

resulting from the request.
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® Manual Runner Window - Service Testing Tab

This tab lets you manually run a Web Service test step. This applies primarily
to tests containing Web Service type contract files.

To verify the functionality of a specific operation, use spot testing. For
details, see "Spot Testing Operations" on page 70.

[IF.E Manual Runner {(Run_6-13_16-1-57)

0o sliila

Available Services and Operation ¥ ppyocint address: | hipy/1654.182.206MyWebSenvic [v] (& Ping Server
EHE".} Sanity ;
&

Senvice Testing

Port: SanitySeniceSoa
EchoAddr
EchoAddrithAttrib
EchoAddriwithAmy
EchoAddiwithxml
EchoAddiithimin
EchoAddiith Choic
EchoAddrwith Choic
EchoAddiith Choic
EchoAddiith Choic
EchoAddrwith Choic
EchoAddiith Choic
EchoAddiith Choic
EchoAddrithEnum

I 3

= Feguest

B Invoke Security

4 Grid E?{_Text |

Input Yalue
[ErEnvelope

B Header I
-Bany W
B Body
[=+Echodddria)
addr

MNew Defect [ Export Response

o Pequest zent Mon 13 Jun 2011, o Pesponse received: Mon 13 Jun 2011,

To access

Perform the following steps:

» Select a test set in the Test Lab module’s Test Sets tab.
» Click the Execution Grid tab.

» Select a test and choose Run > Run with Application
Component Manual Runner.

» Click the Service Testing tab (by default this is open).
For tests not based on Web Service WSDL contracts, select

Run with Manual Runner. For details, see the HP ALM
User Guide.

Relevant tasks

"Test the service - optional" on page 74
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User interface elements are described below.

Ul Elements

Description

<

Previous Step. Navigates to the previous test step.

o

Next Step. Navigates to the next test step.

-

& of

Set Pass Status. Sets the test status to Pass. The drop
down list provides the following options:

» Pass Selected. Sets status to Pass for selected steps.
» Pass All. Sets status to Pass for all steps of the test.

Set Fail Status. Sets the test status to Fail. The drop down
list provides the following options:

» Fail Selected. Sets status to Fail for selected steps.
» Fail All. Sets status to Fail for all steps of the test.

Opens the New Defect dialog box for creating a defect for
the current test and test set.

Add Attachment to Run. Adds an attachment to the test
run. An attachment can be a file, URL, snapshot of your
application, an item from the clipboard, or system
information. The drop down list provides the following
options:
» Attachment to Step. Adds an attachment to the
current step.
» Attachment to Run. Adds an attachment to all
steps.

]

End Run. Stops the test run.

Note: If you stop a test run before it is complete, you can
resume the test run from the point at which it was
stopped. In the Execution Grid tab, select Run >
Continue.
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Ul Elements

Description

Details tab

Contains the creation and status details of the test run:
Run Name, Tester, Execution Time, Status, and Execution
Date.

Tip: Set the status based on the result of the manual test
run. You can set it to Block, Failed, N/A, No Run, Not
Completed, or Passed.

Service Testing tab

Displays the properties of the test, its request, and its
response. For details, see "Manual Runner - Service
Testing Tab" on page 89

Manual Runner - Service Testing Tab

User interface elements are described below.

Ul Elements

Description

<timestamp>

The date and time that the request was sent and the
response received. This appears in the bottom of the
window.

Available Services
and Operations

A tree hierarchy of all services and operations available
for the test.

Endpoint address

The address of the server over which to submit the
request. By default, the Manual Runner uses the
endpoint from the contract file. To override it, specify a
different endpoint in this field.

Ping Server

Pings the server in the Endpoint address URL and opens
a popup indicating its status: Available or Unavailable.

Request Pane

The request values and controls. For details, see the
"Manual Runner - Service Testing Tab - Request Pane" on
page 90.

Response Pane

The server response. For details, see the "Manual Runner -
Service Testing Tab - Response Pane" on page 91.

89



Chapter 3 » Web Services

Manual Runner - Service Testing Tab - Request Pane

User interface elements are described below:

Ul Elements (A-Z)

Description

Clear

Clears the values you assigned to the arguments in the
Grid tab.

Export Request

Exports the request SOAP message to an XML file.

Grid tab

A list of all arguments, and a column for setting their
values. Click on a triangle adjacent to an argument to
include/exclude it from the request.

» A filled-in triangle includes the argument in the
request; An empty triangle excludes the optional
argument from the request.

» An argument with an ABC icon can be parameterized.

» A NIL icon indicates that the argument can have a NIL
value.

» A green plus sign indicates that you can add array
elements.

Import Schema

Allows you to open an XSD schema file for loading the
structure of the request.

Invoke Sends the request to the server address specified in the
Endpoint address box.
Load XML Allows you to open a structured XML file, for the purpose

of loading values for the request.

Save as Test

Saves the call as a Service Test compatible test, to a
location in ALM. The saved test includes the request’s
property values and security settings, and the response’s
values as checkpoints.

Note: This option is only available when HP Service Test
is installed on the machine.
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Ul Elements (A-Z) Description

Security Opens the Security Settings for Operation <Operation
Name> dialog box, allowing you to configure the security
properties for the operation.

» To set the security for this operation only, clear the
Use the port’s security settings check box and provide
the security details.

» To set the security for all operations on the port, click
Edit port’s settings.

For details, see "Web Service Security" on page 93.

Text tab The request in XML format.

Manual Runner - Service Testing Tab - Response Pane

User interface elements are described below:

Ul Elements (A-Z) Description

Export Response Opens the Save As dialog box, allowing you to export the
SOAP response to an XML file.

Grid tab A list of all response parameters, and their expected
values.

Click on a triangle adjacent to an argument to include/
exclude it from the request.

» A filled-in triangle includes the argument in the
request; An empty triangle excludes the optional
argument from the request.

» An argument with an ABC icon can be parameterized.

» A NIL icon indicates that argument can have a NIL
value.

New Defect Opens the New Defect dialog box for adding a new defect
relating to this operation, to the current project.

Text tab A textual (XML) representation of the SOAP response
resulting from the request.
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Q, Troubleshooting and Limitations - Web Services
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This section describes troubleshooting and limitations for working with
Web Service type application components.

> Issue: An operation runs successfully from the Spot Tester, but when you

try to run the test that you created using the Spot Tester’s Save as Test
option, it fails.

Reason 1: The test contains a dynamic parameter, such as Correlation ID,
that changes for every replay.

Workaround 1: In Service Test, assign the checkpoint a data source that
reflects the changing property value.

Reason 2: The service uses multiple ports. The Spot Tester runs the
operation using the specified port, while the saved test uses the first port,
as it appears in the Interaction tab’s Service address field.

Workaround: Open the Interaction tab and select Override address. Paste
the endpoint for the port (other than the first) into the Service address
field.

Note: This will modify the endpoint address in all tests that are associated
with this Web service. This may solve the issue for the specific operation,
but will also affect other tests that call the operation using a different
port.

» If you add attachments to a defect from the Spot Tester, they will not be

available until you post the defect.

» You can import services from all versions of Systinet, including 4.00.

Importing from Service Test Management to Systinet, is only supported
for Systinet 4.00.

» WSDL files with non-English characters in its tags, are not supported.

» You cannot import WSDL files that are located in a secure shared

network. Workaround: Copy the file to a local folder or to a non-secure
location.

» Importing from UDDIs through proxy servers is not supported.
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Web Service Security

This chapter includes:

Concepts

» Setting Security Overview on page 94

» Security Scenarios Overview on page 95

» WCF Scenario Settings on page 99

» Advanced Security Settings on page 103

Tasks

» How to Set Security for a Web Service on the Port Level on page 104
» How to Set Security for a Specific Web Service Operation on page 106
» How to Set Security for a Standard Web Service on page 107

» How to Set Security for a WCF Service on page 109

» How to Set up Common Web Services Security Scenarios on page 110
» How to Customize Security for WCF Type Web Services on page 114
» How to Test Web Services that use WS-Security or SSL on page 118

» How to Set up Advanced Standards Testing on page 120

Reference

» Security User Interface on page 122

Troubleshooting and Limitations - Web Service Security on page 148
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Concepts

& Setting Security Overview

94

When building Web Service applications, there is a challenge in building
scalable applications that are secure. You can secure Web Services by having
the message sent over a secure transport, such as Secure Sockets Layer (SSL),
or by applying security at the message level, also known as WS-Security.

For testing a secured service, answering the following questions will help
you define your security scenario.

> Is there transport security, such as SSL? What is the HTTPS URL?
» Is basic authentication required?

» [s mutual authentication required?

» What type of security is required in the SOAP header?

For task details, see "How to Set Security for a Specific Web Service
Operation" on page 106.

& Security Levels

Service Test lets you set the security for a service on two levels—port or

operation. If you define a security for a port, all of its operations use these
settings, by default. When working on an operation, you can override the
default port security and customize the security for a particular operation.

For user interface details, see "Security User Interface" on page 122.
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& Security Scenarios Overview

Service Test provides several built-in scenarios for configuring security in
Web Service calls.

A security scenario represents a typical security implementation for a Web
Service. It contains information such as authentication, encoding, proxy,
certificates, and so forth.

A default Web Service scenario can be used for most Web services. It allows
you to configure both transport and message-level security. Service Test
support for message-level security lets you manually configure the security
elements such as tokens, message signatures, and encryption. For details, see
"Web Service Security Scenario" on page 96.

WCF scenarios allows you to configure security for HTTP or custom
bindings and work with advanced specifications, such as
WS-SecureConversation.

The built-in security scenarios are:

» Web Service Security Scenario
» WCEF Service (CustomBinding) Scenario Overview
» WCEF Service (Federation) Scenario Overview

» WCF Services (WSHttpBinding) Scenario Overview

Use the default Web Service scenario for:
» Simple Web Services where no advanced standards are required.
» Web services using HTTP transport level security.

» Web services using message level security (WS-Security) for SOAP 1.1

Use a WCF scenario for:
» WCEF Services that utilize advanced security and WS-Specifications.
» Web services using message level security (WS-Security) for SOAP 1.2

Such services can be written in various platforms such as WCF (Windows
Communication Foundation), Metro (WSIT), and Axis2. Service Test also
supports proprietary standards and transports.
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& Web Service Security Scenario

The default Web Service scenario is based on the WS-Security specification.
This scenario lets you place security credentials in the actual SOAP message.

When a SOAP message sender sends a request, the security credentials,
known as tokens, are placed in the SOAP message. When the Web server
receives the SOAP request, it does not need to send additional requests to
verify the integrity of the sender. The server verifies that the credentials are
authentic before letting the Web Service execute the application. By not
having to go back to the source of the credentials, the application’s
scalability improves significantly.

To further secure Web Services, it is common to use digital signatures or
encryption for the SOAP messages. Digitally signing a SOAP message verifies
that the message has not been altered during transmission. Encrypting a
SOAP message helps secure a Web Service by making it difficult for anyone
other than the intended recipient to read the contents of the message.

The Security Settings dialog box provides the following tabs for the Web
Service scenario: HTTP, WS-Security, and WS-Addressing. The HTTP tab lets
you configure the transport security, the WS-Security tab handles the
message-level security, and the WS-Addressing tab sets the addressing
version.

For user interface details, see "Security Settings for Port/Operation <Name>
Dialog Box" on page 123.

Transport Level Security

The transport level security includes the authentication and proxy server
information. You can also specify Keep Alive preferences and connection
timeout. For user interface details, see "Security Settings for Port/Operation
<Name> Dialog Box" on page 123.

Message Level Security

The WS-Security tab lets you set the message level security through tokens,
signatures and encryption.
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To support WS-Security, Service Test allows you to create security tokens for
your script. You can create multiple tokens and set their properties. After
creating a token, you use it to sign or encrypt a SOAP message.

The Web Services security mechanism associates security tokens with
messages. This mechanism supports several security token formats to
accommodate a variety of authentication requirements. For example, a
client might need to provide a proof of identity or a security certificate.

The available tokens are: UserName, X509 Certificate, Kerberos, Kerberos2,
and SAML.

» UserName. The User Name token contains user identification
information for the purpose of authentication: User Name and Password.
You can also specify Password Options, indicating how to send the
password to the server for authentication: Text, None, or Hash. and
indicate whether to include a timestamp.

» X509 Certificate. This token is based on an X.509 certificate. To obtain a
certificate, you can either purchase it from a certificate authority, such as
VeriSign, Inc. or set up your own certificate service to issue a certificate.
Most Windows servers support the public key infrastructure (PKI), which
enables you to create certificates. You can then have it signed by a
certificate authority or use an unsigned certificate.

> Kerberos /Kerberos2. (For Windows 2003 or XP SP1 and later) The
Kerberos protocol is used to mutually authenticate users and services on
an open and unsecured network. Using shared secret keys, it encrypts and
signs user credentials. A third party, known as a KDC (Kerberos Key
Distribution Center), authenticates the credentials. After authentication,
the user may request a service ticket to access one or more services on the
network. The ticket includes the encrypted, authenticated identity of the
user. The tickets are obtained using the current user’s credentials.

The primary difference between the Kerberos and Kerberos2 tokens, is
that Kerberos2 uses the Security Support Provider Interface (SSPI), so it
does not require elevated privileges to impersonate the client's identity. In
addition, the Kerberos2 security token can be used to secure SOAP
messages sent to a Web Service running in a Web farm.
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> SAML Token. SAML is an XML standard for exchanging security-related
information, called assertions, between business partners over the
Internet. The assertions can include attribute statements, authentication,
decision statements, and authorization decision statements.

SAML uses brokered authentication with a security token issued by STS
(Security Token Service). The STS is trusted by the client and the Web
Service to provide interoperable security tokens. SAML tokens are
important for Web Service security because they provide cross-platform
interoperability and a means of exchanging information between clients
and services that do not reside within a single security domain.

Message Signatures and Encrypted Data

When you add a security token to a SOAP message, it is added to the SOAP
message in the form of an XML element in the WS-Security SOAP header.

The message, however, is exposed and therefore requires additional security.
This is especially true when the credentials, including the password, are sent
in plain text as it is with role-based security.

The two methods used to secure the data are message signatures and
message encryption.

> Message Signatures. Message Signatures are used by the recipients to
verify that messages were not altered since their signing. The signature is
in the form of XML within the SOAP message. The recipient checks the
signature to make sure it is valid.

> Message Encryption. Although the XML message signature offers a
mechanism for verifying that the message has not been altered since it
was signed, it does not encrypt the SOAP message—the message is still
plain text in XML format. To secure the message in order that it should
not be exposed, you encrypt it, making it difficult for an intruder to view
and obtain a user’s password.

For task details, see "How to Set Security for a Specific Web Service
Operation" on page 106.
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& WCF Scenario Settings
This section describes the WCEF security scenarios. It includes:

> "WCEF Service (CustomBinding) Scenario Overview" on page 99
> "WCEF Service (Federation) Scenario Overview" on page 100

» "WCEF Services (WSHttpBinding) Scenario Overview" on page 101

& WCF Service (CustomBinding) Scenario Overview

The WCF Service (CustomBinding) scenario enables the highest degree of
customization. Since it is based upon WCF customBinding standard, it
allows you to test most WCEF services, along with services on other platforms
such as Java-based services that use the WS - <spec_name> specifications.

Use the WCF Service (CustomBinding) scenario to configure a scenario that
does not comply with any of the predefined security scenarios. You can
customize the transport and encoding settings:

» Transport. HTTP, HTTPS, TCP, or NamedPipe
» Encoding. Text, MTOM, or WCF Binary

You can also provide additional security information:

> Authentication mode. The type of authentication, such as None,
AnonymousForCertificate, and so forth. The options are available from
the drop down list.

» Bootstrap policy. For the SecureConversation authentication mode, you
can specify a bootstrap policy.

> Net security. The network security for TCP and Named Pipe type
transports. Typical values are None, Windows stream security, or SSL
stream security available from the field’s drop down list. For services with
HTTP transport, you should set the value to None. To enable SSL for
HTTP, choose HTTPS transport.

For task details, see "How to Set Security for a WCF Service" on page 109.

For user interface details, see "WCF Service (Federation) Scenario" on
page 134.
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Note: For WSE3 security configurations, use the WCF Service
(CustomBinding) Scenario. For details, see "How do I test a WCF service?" on
page 115.

& WCF Service (Federation) Scenario Overview

In the WCF Service (Federation) scenario, the client authenticates against
the STS (Security Token Service) to obtain a token. The client uses the token
to authenticate against the application server.

Therefore, two bindings are needed, one against the STS and another against
the application server.

You define the bindings in two stages:

» Define an STS binding in the Referenced binding field.

» Provide security details for the application server’s security scenario in the
following areas:

» Server. The transport and encoding methods.

» Security. The authentication mode, such as IssuedToken,
SecureConversation, and so forth.

» ldentity. Information about the server certificate and expected DNS.
» STS. Settings related to the STS, such as the endpoint address and
binding.
For task details, see "How to Set Security for a WCF Service" on page 109.

For user interface details, see "WCEF Service (Federation) Scenario" on
page 134.
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& WCF Services (WSHttpBinding) Scenario Overview

Note: The WCF Service (WSHttpBinding) scenario only supports the testing
of WCEF services which utilize wsHttpBinding and incorporate some level of
security. To test WCF services that use wsHttpBinding but have no security,
use the WCF Service (CustomBinding) scenario.

In the WCF Service (WSHttpBinding) scenario, you can choose from several
types of authentication: None, Windows, Certificate, or Username (message
protection).

For all of the authentication types, you can apply advanced settings as
described in "Advanced Security Settings" on page 103.

For user interface details, see "WCF Service (WSHttpBinding) Scenario" on
page 136.

No Authentication (Anonymous)

In this scenario, the client uses the server's certificate to encrypt a message;
there is no client authentication. Use this scenario to test Web Services
where the:

» Client uses the server’s X.509 certificate for encryption
» Client is not authenticated

» Communication may utilize advanced standards such as secure
conversation or MTOM.
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Windows Authentication

This scenario uses Windows Authentication. If you are testing a WCF service
that has not been customized and uses the default configuration, use this
type of scenario.

Use this scenario to test Web Services where the:

» Client and server use Windows authentication
» Security is based on Kerberos or SPNEGO negotiations
» Communication may utilize advanced standards such as secure

conversation or MTOM.

Certificate Authentication

In this WCF WSHttpBinding scenario, the client uses the server’s X.509
certificate to encrypt the message and its own certificate for a signature.

Use this scenario to test Web Services where the:

» Client uses the server’s X.509 certificate for encryption.
» Client uses its own X.509 certificate for signatures.
» Communication may utilize advanced standards such as secure

conversation or MTOM.

Username Authentication (Message Protection)

In the WCF WSHttpBinding scenario, the client uses the server’s X.509
certificate to encrypt the message, and sends a user name and password to
authenticate itself.

Use this scenario to test Web Services where the:

» Client uses the server’s X.509 certificate for encryption.
» Client is authenticated with a username and password.

» Communication may utilize advanced standards such as secure
conversation or MTOM.
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& Advanced Security Settings

This scenario’s settings let you customize a WCF Service (CustomBinding)
scenario in the areas of Encoding, Advanced Standards, Security, or HTTP
and Proxy.

Not all settings are relevant for all scenarios, so some of them might be
disabled or hidden depending on the scenario.

For details, see the "Advanced Settings Dialog Box" on page 140.
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Tasks

T How to Set Security for a Web Service on the Port Level

104

This task describes how to configure security settings for a Web service on
the port level. You can override this by modifying the settings for a specific
test step. For details, see "How to Set Security for a Specific Web Service
Operation" on page 106.

This task includes the following steps:

"Prerequisites" on page 105
"Open the Security Setting dialog box" on page 105
"Load existing settings - optional" on page 105

"Create a new security scenario" on page 105

Y VYV Y Y Y

"Save the settings - optional" on page 105
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Prerequisites

Import at least one Web service.

Open the Security Setting dialog box

Select a Web service in the Application Components tree and click the
Interaction tab. Click the Security toolbar button. For details, see "Security
Settings for Port/Operation <Name> Dialog Box" on page 123.

Load existing settings - optional

To load an existing set of Service Test security settings, click Import and
locate the .stss (Service Test Security Scenario) file.

Create a new security scenario

Use the Security Settings dialog box to create a new security scenario or
modify a loaded one:

a In the Service Details box, select a scenario type: Web Service, WCF
Service, and so forth.

b Configure the security settings for the selected scenario. For details, see
the "Security Settings for Port/Operation <Name> Dialog Box" on
page 123.

¢ For Web Service type scenarios, add tokens, signatures, and
encryption. For details, see "Web Service Scenario" on page 126.

Save the settings - optional

Click Save to save the settings to an .stss file.
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P How to Set Security for a Specific Web Service Operation
This task describes how to configure security settings for Web Services.

This task includes the following steps:

» "Prerequisites" on page 106

> "Open the Security Setting view" on page 106

> "Enable the Service Settings details" on page 106
> "Specify a scenario type" on page 106

1 Prerequisites

Import a Web Service and drag an operation into the canvas.

2 Open the Security Setting view

Select a Web service in the Application Components tree and click the
Interaction tab. Expand the port in the bottom pane, and select an
operation. Click the Web Service Call button. In the Web Service Call
window, click the Security button.

3 Enable the Service Settings details

Clear the Use the port’s security settings option.

4 Specify a scenario type

In the Service Details list, select a scenario type: Web Service, WCF
Service, and so forth.

5 Configure the security settings

Configure the security settings for the selected scenario. For task details,
see one of the following sections

> "How to Set Security for a Standard Web Service" on page 107
> "How to Set Security for a WCF Service" on page 109
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For user interface information, see the "Security Settings for Port/Operation
<Name> Dialog Box" on page 123.

T How to Set Security for a Standard Web Service

This task describes how to configure security settings for a standard Web
Service. This mode lets you define the HTTP transport information and
security elements such as tokens. For Ul details, see "Web Service Scenario"
on page 126.

This task includes the following steps:

> "Create a Web Service scenario" on page 108
» "Configure the HTTP settings" on page 108
» "Define security elements (optional)" on page 108

> "Set the WS-Addressing version (optional)" on page 109
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1 Create a Web Service scenario

Open the Service Settings dialog box or the Security Settings view in the
Property Sheet and select Web Service In the Service Details list (default).
For details, see the "Security Settings for Port/Operation <Name> Dialog
Box" on page 123.

Configure the HTTP settings

Open the HTTP tab, and set the transport and proxy information. For
details, see the "HTTP tab" on page 126.

Define security elements (optional)

Click the WS-Security tab. Add tokens, message signatures, and
encryption.

» To add a token, click & and select a token type. Provide the token
details in the lower pane. The fields differ based on the token type. For
details, see "Message Level Security" on page 96.

Note: When adding a SAML token, if you have the complete SAML
token string, you can paste it directly into the AssertionIDReference
field. If you do not have the complete token string and you want to
configure the token manually, make sure that the first row in the
schema contains the Assertion property—not the
AssertionlDReference. You can change this using the grid’s drop down
menu.

» To add a message signature, (you must first add at least one token),
click [% and select a token in the Signing token box, usually an X.509
token. Provide the other required information: For details, see the
"WS-Security tab" on page 127

> To add a message encryption, (you must first add at least one token),
click [ and select the token that will do the encryption in the
Encryption token box. Provide any other required information or
accept the defaults.
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» Organize the security elements in their order of priority. Use the Up
and Down | arrows to set the priorities. The basic order is tokens,
followed by message signatures, and then encryption. In addition,
your service may also require a specific order for the tokens.

4 Set the WS-Addressing version (optional)

Click the WS-Addressing tab. Select the relevant version or None if
WS-Addressing is not used.

For details about the security elements. see the "Web Service Security
Scenario" on page 96.

For user interface details see the "Security Settings for Port/Operation
<Name> Dialog Box" on page 123.

T How to Set Security for a WCF Service

This task describes how to configure security settings for a Web Service using
WCE. For guidelines about selecting a WCF service scenario, see "WCF
Scenario Settings" on page 99.

This task includes the following steps:

» "Create a WCF scenario" on page 109

» "Configure the security settings" on page 110

» "Configure advanced settings - optional" on page 110
» "Save the scenario - optional" on page 110

1 Create a WCF scenario

» For port level security, click on the service’s port in the Toolbox and
and select Security Settings from the shortcut menu.

» For step level security, open the Security Settings view in the Property
Sheet. Clear the Use the port’s security settings option.

Select the desired WCF Service in the Service Details list.
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2 Configure the security settings

Configure the settings as described in the "Security Settings for Port/
Operation <Name> Dialog Box" on page 123.

3 Configure advanced settings - optional

Click the Advanced button to configure advanced security settings. For
details, see the "Advanced Settings Dialog Box" on page 140.

4 Save the scenario - optional

Your security scenario is automatically saved with the test. If, however,
you also want to use the settings for another test, without having to
redefine the scenario, you can save it to an .stss file.

To save the scenario, click the Save button. Specify a location for the
scenario file. To use the file in another test, click Import.

Q, How to Set up Common Web Services Security Scenarios

This section illustrates several common security scenarios. The examples
apply when using the default Web Service security scenario. For WCF- based
services, the WCF Service (Custom Binding) scenario is recommended. For
additional examples, see "How to Customize Security for WCF Type Web
Services" on page 114.

You can set security for all operations in a Web service port or for a specific
step in your test.

To set security for a port, see "How to Set Security for a Specific Web Service
Operation" on page 106.
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This section includes the following:

> "Authenticating with a Username Token" on page 111

> "Signing with an X.509 Certificate" on page 111

\

"Signing a Specific Element with an X.509 Certificate" on page 112

\

"Encrypting with a Certificate" on page 112

\

"Authenticating with a Username Token and Encrypting with an X.509
Certificate" on page 113

> "Encrypting and Signing a Message" on page 114

Authenticating with a Username Token

To send a message level username/password token (a UserName token):

1 Select the Web Service scenario from the Service Details list, and click the
WS-Security tab.

2 Click the Add Token button and add a Username token.

3 Customize the token details, such as username and password.

Signing with an X.509 Certificate

To send a message using a X.509 certificate for a digital signature.

1 Select the Web Service scenario from the Service Details list, and click the
WS-Security tab.

2 Select X509 Certificate token from the Security Token drop down list.

3 Fill in the token details to reference your private certificate. Make sure to
enter a value in the Token name field.

4 Select a Reference type. Since this token is used for a signature, the most
common type is BinarySecurityToken.

5 Click the Add Message Signature button. In the Signing Token drop
down, select the token you created in the previous steps.
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Note: The certificate needs to be installed in the Windows certificate store.
In the example above, you need to set the actual store name, store location,
and subject name of your certificate.

Signing a Specific Element with an X.509 Certificate

It is possible to sign only a specific element in a message. The following
example signs a specific element using an XPATH expression.

To send a message using an X.509 certificate for a digital signature:

1 Select the Web Service scenario from the Service Details list, and click the
WS-Security tab.

2 Select X509 Certificate token from the Security Token drop down list.

3 Fill the token details to reference your private certificate. Make sure to
enter a value in the Token name field.

4 Select a Reference type. Since this token is used for a signature, the most
common type is BinarySecurityToken.

5 Click the Add Message Signature button. In the Signing Token drop
down, select the token you created in the previous steps.

6 Scroll down to the XPath field. Enter an XPath expression, for example:,
Il *[local-name(.)="Body"].

Encrypting with a Certificate

To encrypt a message using the service’s X.509 certificate:

1 Select the Web Service scenario from the Service Details list, and click the
WS-Security tab.

2 Select X509 Certificate token from the Security Token drop down list.

3 Fill in the token details to reference the server’s public certificate. Make
sure to enter a value in the Token name field.
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4 Since this token is used for encryption, use Reference as the Reference

type.

5 Click the Add Message Encryption button. In the drop down list, select

the token you created in the previous steps.

6 Scroll down to the XPath field. Enter an XPath expression, for example:,

/Il *[local-name(.)="Body"].

Authenticating with a Username Token and Encrypting
with an X.509 Certificate

The following section describes how to send a Username token to the
service and encrypt it with the server's X.509 certificate:

1

Select the Web Service scenario from the Service Details list, and click the
WS-Security tab.

Select Username Token from the Security Token drop down list. Provide
the token details.

3 Select X509 Certificate Token from the Security Token drop down list.

Fill the token details to reference the server’s public certificate. Make sure
to enter a value in the Token name field. Since this token is used for
encryption, use Reference as the Reference type.

Click the Add Message Encryption button. In the drop down list, select
the X.509 token you created in Step 3.

To encrypt a specific message, scroll down to the XPath field. Enter an
XPath expression, for example:, // *[local-name(.)='"Body"].
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Encrypting and Signing a Message

This example shows how to sign a message using a private key and then
encrypt it using the service's public key.

1

Select the Web Service scenario from the Service Details list, and click the
WS-Security tab.

Select X509 Certificate Token from the Security Token drop down list. Fill
the token details to reference your private certificate. Make sure to enter a
value in the Token name field. Select BinarySecurityToken as a Reference
type, since this token is used for a signature.

Select X509 Certificate Token from the Security Token drop down list to
add another X.509 token. Fill the token details to reference your private
certificate. Make sure to enter a value in the Token name field. Select

Reference as a Reference type, since this token is used for a encryption.

Click the Add Message Signature button. In the drop down list, select the
X.509 token you created in Step 2.

Click the Add Message Encryption button. In the drop down list, select
the token you created in Step 3.

Q, How to Customize Security for WCF Type Web Services

114

This section describes how to customize the security settings for Web
services using WCE.

This section describes:

Y VY VY Y

>

"How do I test a WCF service?" on page 115
"How do I test a WCF service that uses WSHttpBinding?" on page 115
"How do I test a WCF service that uses CustomBinding?" on page 116

"How do I test a WCF service that uses netTcp or namedPipe transport?"
on page 116

"How do I test a Federation scenario that uses an STS (Security Token
Service)?" on page 116
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» "How do I test a scenario that uses a WSE3 security configuration with a
server certificate?" on page 117

» "How do I test a scenario that uses mutual certificate authentication?" on
page 118

How do | test a WCF service?

In the Service Details list, select a WCF scenario.

If the Federation or WSHttpBinding scenarios are not appropriate, choose
the WCF Service (Custom Binding) scenario, as it can handle all other
bindings.

How do | test a WCF service that uses WSHttpBinding?

WSHttpBinding is one of the most popular bindings in WCE. In order to use
this binding, select the WCF Service (Http Binding) scenario from the
Scenario Details list.

In the Client Authentication box, select the client credential type that you
use in your binding—Windows, Certificate, or Username. This value
corresponds to the MessageClientCredentialType property of the WCF'’s
WSHttpBinding.

Windows authentication is the most common value for a WCF services. If
you are using the WCF default settings for your service, use this option.
Other options are username, certificate, or none.

For some scenarios you should indicate whether to use the WCF proprietary
negotiation mechanism to get the service credentials.

Use the Advanced scenario properties to control the usage of a secure
session.

For details, see "WCEF Services (WSHttpBinding) Scenario Overview" on
page 101.
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How do | test a WCF service that uses CustomBinding?

Open the Security View in the Property Sheet and select the WCF Service
(Custom Binding) scenario.

You can then customize many binding elements, such as your transport
method, encoding, security, and reliable messaging.

For details, see "Configure the security settings" on page 110.

How do | test a WCF service that uses netTcp or
namedPipe transport?

Select the WCF Service (Custom Binding) scenario from the Scenario Details
list.

Configure the transport to TCP or NamedPipe.
For details, see "Configure the security settings" on page 110.

How do | test a Federation scenario that uses an STS
(Security Token Service)?

For this scenario, you must define the communication properties for both
the STS and the service. Use the built-in Federation scenario.

Select the WCF Service (Federation) scenario from the Scenario Details list.

For this scenario, you must to define the communication properties for both
the STS and the application server.

For details, see "WCEF Service (Federation) Scenario" on page 134.
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How do | test a scenario that uses a WSE3 security
configuration with a server certificate?

The following procedure describes how to set up a security scenario for
WSE3.

1

Create a new test, import the WSDL for the W3ES service, and drag the
operation into the canvas.

Open the Security View in the Property Sheet or from the port’s shortcut
menu. Select the WCF Service (Custom Binding) scenario.

3 Set the Transport to HTTP, and the Encoding to Text.

Provide a username and password in the Identities section.

5 Click the Browse button adjacent to the Server Certificate field and

specify the Store Location, Store Name and Search text (optional). Click
Find, select the certificate, and click Select.

Provide the Expected DNS.

7 Click the Advanced button and configure the following settings:

a Encoding tab— Encoding: Text, WS-Addressing: WSA 04/08 (for
example).

b Security tab:
> Enable secure session: Enabled
> Negotiate service credentials: Enabled
> Protection level: Encrypt and Sign
> Message protection order: Sign Before Encrypt

> Message security version:
WSSecurity11WSTrustFebruary2005WSSecureConversationFebruary2
005 (first entry)

> Require Derived keys: Enabled

For all other fields, use the default settings.

For details, see "Configure the security settings" on page 110.
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How do | test a scenario that uses mutual certificate
authentication?

The following procedure describes how to set up a security scenario for
mutual certificates and how to comply with a WSE3 security configuration.

1 Select the WCF Service (CustomBinding) scenario from the Scenario
Details list.

2 Set the Transport to HTTP, and the Encoding to Text.
3 Set the authentication mode to MutualCertificate.

4 In the Identities section, select server and client certificates. For details,
see "Select Certificate Dialog Box" on page 146.

5 Provide the Expected DNS.
6 Click the Advanced button and configure the following settings:

a Encoding tab— Encoding: Text, WS-Addressing: WSA 04/08 (for a
WSE3 security configuration).

b Security tab—Require Derived keys: Disabled

For all other fields, use the default settings.

For details, see "Configure the security settings" on page 110.

Q, How to Test Web Services that use WS-Security or SSL

118

This section provides a summary of using Service Test for general security
testing.

This section includes:

> "How do I test a Web Service that uses SSL?" on page 119

> "How do I test a Web Service that requires Windows authentication at the
HTTP level?" on page 119

> "How do I test a Web Service that uses WS-Security?" on page 120

> "How do I configure the low-level details of my WS-Security tokens?" on
page 120
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How do | test a Web Service that uses SSL?

Testing a secure site does not require any special configuration. If your
service URL begins with https, SSL is automatically used.

If in addition to SSL you are using message-level security (for example a
username) then you must configure the security for the message separately.

You can use the basic Web Services security scenario and specify the
message-level security such as tokens and signatures.

You can also use the WCF Service (Custom Binding) scenario, or the WCF
Service (Http Binding) scenario with the transport credentials.

How do | test a Web Service that requires Windows
authentication at the HTTP level?

1 Select the Web Service scenario from the Scenario Details list.
2 In the HTTP tab, specify the credentials.

For details, see "How to Set Security for a Standard Web Service" on
page 107.
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How do | test a Web Service that uses WS-Security?

Use the basic Web Services security scenario and open the WS-Security tab.
Add the message-level security such as tokens, signatures, and encryption.

How do | configure the low-level details of my
WS-Security tokens?

In most cases, you can configure the low-level details as described in
"Advanced Settings Dialog Box" on page 140.

Q, How to Set up Advanced Standards Testing

120

This section provides guidelines for using Service Test in advanced standards
testing.

This section includes:
> "How do I test a Web Service that uses MTOM?" on page 120

> "How do I change the WS-Addressing version of a service?" on page 121

» "How do I enable support for a service or activity that uses 256-bit SSL
encoding?" on page 121

How do | test a Web Service that uses MTOM?

1 Select the WCF Service (Custom Binding) scenario from the Scenario
Details list.

2 Configure the Encoding to MTOM.

If your service requires advanced settings, click the Advanced button. For
details, see the "Advanced Settings Dialog Box" on page 140.

For more information about the scenario, see "Configure the security
settings" on page 110.
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How do | change the WS-Addressing version of a service?
1 Select the Web Service scenario from the Scenario Details list.
2 (Click the WS-Addressing tab and select a version.

For details, see "How to Set Security for a Web Service on the Port Level" on
page 104.

If your service uses WCEF, use the appropriate scenario and configure the
addressing version from the Advanced window’s Encoding tab. For details,
see the "Advanced Settings Dialog Box" on page 140.

How do | enable support for a service or activity that uses
256-bit SSL encoding?

Change the SSL cipher order in Windows Vista so that AES256 precedes
AES128 in the cipher list.

Tip: Check with an IT professional before performing the following actions.

To change the cipher order:

1 Type gpedit.msc at a command prompt to open your group policy editor.

2 Choose Computer Configuration > Administrative Templates > Network >
SSL Configuration Settings.

3 Open the only item—SSL Cipher Suite Order.

4 Select Enabled.

5 The first item in the list is TLS_RSA_WITH_AES_128_CBC_SHA
And the second item is TLS_RSA WITH_AES 256 CBC_SHA

6 Change the first 128 to 256. Then move the cursor forward and change
the 256 to 128.

7 Move the cursor through the list and change the cipher priorities as in the
above step.

8 Close the group policy editor and reboot.
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Reference

@ Security User Interface

This section includes:

» Security Settings for Port/Operation <Name> Dialog Box on page 123
» Advanced Settings Dialog Box on page 140

» Select Certificate Dialog Box on page 146
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@ Security Settings for Port/Operation <Name> Dialog Box

Using the Security Settings dialog box, you can configure security settings
for all operations in a Web service port. To set the security for a specific step
within your test, use the Security Settings view in the Property Sheet. For
details, see "Security Settings View" on page 75.

Security Settings for Port "FlightsServiceMethods®

Service Details: IWEb Service =

HTTR | WS-Security I ‘WS Addressing I

User name:

Paszwond:

Clignt certificate:
Usge default prosy:
Prosy URL:

P[DH}' LISEl name:

Prosy password:
Feep alive:

Cannectian timeaout:

Tlﬁl_l___ﬂ___

M anage cookies

Seryice Details:Web Service

Pleaze enter the HTTP Transport Level settings, such as usemame and password for basic
authentication, HT TP prosy settings Message Level settings, WS-Secunity, such as the
uzername taken within the SOAP message, ¥.509 certificate signatures, encryption, and so
farth

Import... Save... 0k
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To access

To set security for an entire port:

1 Select a Web service in the Application Components
tree

2 Click the Interaction tab.

3 Select a port in the bottom pane.

4 Click the Security button

To set security for a specific operation:

1 Select a Web service in the Application Components
tree

2 Click Invoke from the right-click menu.

3 Expand a port in the left pane, and select an
operation.

4 Click the Security button.

Important
information

» For details about choosing a security scenario type, see
"Security Scenarios Overview" on page 95.

» For examples, see "How to Set up Common Web
Services Security Scenarios" on page 110.

Relevant tasks

"How to Set Security for a Specific Web Service
Operation" on page 106

User interface elements are described below:

Ul Elements (A-Z)

Description

Advanced Opens the Advanced Settings dialog box. For details, see
the "Advanced Settings Dialog Box" on page 140.
Note: Available only for WCF type Web services.

Import Loads security settings from a previously saved .stss file.




Chapter 4 « Web Service Security

Ul Elements (A-Z)

Description

Save

Saves the security scenario settings to an .stss (Service
Test Security Scenario) file, for use in other tests. If you
are connected to ALM/QC, it saves the file together with
the test.

Service Details

The type of Web service. After selecting a type, Service
Test provides an interface for modifying the relevant
security settings. The service types are:

» "Web Service Scenario" on page 126

» "WCEF Service (Custom Binding) Scenario" on page 132
» "WCEF Service (Federation) Scenario" on page 134

» "WCEF Service (WSHttpBinding) Scenario" on page 136
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%& Web Service Scenario

The simple Web Service scenario provides the HTTP, WS-Security, and
WS-Addressing tabs.

HTTP tab

The HTTP tab lets you provide the HTTP transport level settings such as user
credentials for sending a message with basic authentication, proxy settings,
message-level settings, encryption, and so forth.

HTTP IWS-SecwityI WS Addressingl

User name:

Pazzword:

Client certificate:
Uge default prosy:
Proxy LURL:

PIDH}I LISET name:

Promy password:
Feep alive:

Connection timeout:

TI?|-I___TI___

tanage cookies

The user interface elements are described below.

Ul Elements (A-Z) Description

Client certificate The client credentials required for client certificate
authentication when using two-way SSL scenarios.

The Browse button opens the "Select Certificate Dialog
Box" on page 146.

Connection timeout The time threshold in which to connect through the
proxy server or with authentication.

Keep alive Keeps the connection persistent.
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Ul Elements (A-Z)

Description

Manage cookies

Enables the writing of cookie information.

Proxy URL

The URL and port of the proxy server through which the
message must pass. For example, http://myProxy:8888/. To

use the default, select Use default proxy.

Proxy user name,
Proxy password

The credentials for the proxy server through which the
message must pass.

User name, Password

The credentials for HTTP authentication such as basic
authentication, digest, or NTLM. For example, User
name: myDomain\myUser Password: myPassword

WS-Security tab

The WS-Security tab provides an interface to add message level security
using tokens, message signatures, and encryption.

B RE X

HTTP WS-Secuity |\ Addessing |

| Type

| Mame o

UsernameTaken

2 }E03CertificateT ...

UsernameT oken

#h09CertificateT oken -

Token name:

Include nonce:

User name:
Password:

Pazzword type;

Timestamp format;

ILIsernameToken‘I

v

|

|

I Text j
I Created j
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The user interface elements are described below. (Unlabeled elements are
shown in angle brackets).

Ul Elements (A-Z)

Description

Security Tokens. Allows you to add one of the following

LBl tokens: User Name, X509, Kerberos, Kerberos2, or SAML.
essage Signature. s a signature to the message.

& Add M ge Sig Adds a sig h g

e This requires a token.

= Add Message Encryption. Adds encryption to the

-a message. This requires a token.

% Delete. Removes the security element from the list.

Up/Down. Positioning tools that allow you to set the
priority of the security elements.

Important: Make sure the security elements are
positioned in order of their priority.

<Encryption details
pane>

The details of the encryption token.

» Encrypting token. The token to use for encryption,
usually an X.509 type. You can select from a list of all
previously created tokens.

» Encrypting type. Indicates whether to encrypt the
whole destination Element or only its Content.

» Key algorithm. The algorithm to use for the
encryption of the session key: RSA15 or RSAOAEP.

» Session algorithm. The algorithm to use for the
encryption of the SOAP message. You can select from a
list of common values.

» XPath (optional). An XPath that indicates the parts of
the message to encrypt. If left blank, only the SOAP
body is encrypted.

» Token (optional). The name of the encrypted token. A
drop down box provides a list of all added tokens.
With most services, this field should be left empty.

<security element
list>

A list of the tokens, message signatures, and encryptions.
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Ul Elements (A-Z) Description
<Signature details The details of the digital signature used to secure the
pane> token.

» Signing token. The token to use for signing, usually an
X.509 type. Select from the list of all added tokens.

» Canonicalization algorithm. A URL for the algorithm
to use for canonicalization. A drop down list provides
common algorithms. If you are unsure which value to
use, keep the default.

» Transform algorithm. A URL for the Transform
algorithm to apply to the message signature. A drop
down list provides common algorithms. If you are
unsure which value to use, keep the default.

» Inclusive namespaces list. A list of comma-separated
prefixes to be treated as inclusive (optional).

» What to sign. The SOAP elements to sign: SOAP Body,
Timestamp, and WS-Addressing.

» XPath (optional). An XPath that specifies which parts
in the message to sign. If left blank, the elements
selected in the Signature options field are signed. For
example, //*[local-name(.)='"Body"].

» Token (optional). The target token you want to sign.
Select from the drop down list of all added tokens.
With most services, this field should be left empty.

<Token details pane> | Token details for Kerberos tokens:

- Kerberos tokens » Token Name. A meaningful name for the token.

» Host. The host name of the server against which you
want to authenticate. In most cases, it is the host
portion of the service URL.

» Domain. The Windows domain of the server against
which you want to authenticate.
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Ul Elements (A-Z)

Description

<Token details pane>
- Username tokens

Token details for Username tokens.

» Token name. A meaningful name for the token (you
can use the default value).

» Include nonce. Includes a nonce in the token.

» User name, Password

» Password type: Text, Hash, or None.

» Timestamp format: Full, Created, or None.

<Token details pane>
- X509 Certificate
tokens

Token details for X509 Certificate tokens:

» Token name. A meaningful name for the token.

» Certificate. The path of the server certificate file. The
Browse button opens the Select Certificate Dialog Box.

» Reference type: How the token should be referenced:
BinarySecurity Token or Reference. When the
certificate is used for encryption, for example, a service
certificate, use Reference. When using it for a
signature (for example, a certificate with your private
key) choose BinarySecurity Token.

<Token details pane>
-SAML tokens

Token details for SAML tokens:

» Load from file. Allows you to browse to a SAML
certificate.

» Certificate. The path of the certificate file. The Browse
button opens the Select Certificate Dialog Box.

» Certificate reference type. How the certificate should
be referenced— by X509 Data or RSA.




Chapter 4 « Web Service Security

WS-Addressing tab

The WS-Addressing tab indicates whether WS-Addressing is used by the
service, and if so, its version number.

HTTP | wS-Gecuity WS Addressing |

Vergion:
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. WCF Service (Custom Binding) Scenario

Use this scenario to test WCF services which require security or transport
configurations. For general details, see "WCF Service (CustomBinding)
Scenario Overview" on page 99.

Service Details: I WICF Service [CustomBinding] ;I
Transport; IHTTF' j =]
Encoding: I Teut j
Security

Authentication mode: I Mohe j
Bootstrap policy: ISspi Megatiated j
Met Security

* Mone ™ Windows stream security = 551 stream securty
Reliable messaging fe

" Enabled IElrdered j
Identities

Usermame: I

Pazsmord: I

Server certificate; I _l LI

Advanced... |

User interface elements are described below (unlabeled elements are shown
in angle brackets):

Ul Elements (A-Z) Description

Advanced Opens the Advanced Settings dialog box. For details, see
"Advanced Settings Dialog Box" on page 140.

Client Windows The identity information for the client windows:

Identity

» Current User. The identity of the user logged onto the
machine.

» Custom User. A user with the following credentials:
Username, Password, and Domain.

Encoding Encoding. Text, MTOM, or WCF Binary
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Ul Elements (A-Z)

Description

Identities

The identity information for the bindings and certificate:

» Username and Password

» Server /Client certificate. A certificate that provides
identity information for the server or client. Use the
Browse button to open the Select Certificate Dialog
Box.

» Expected DNS, SPN, and UPN. The expected identity
of the server in terms of its DNS, SPN, or UPN. This
can be localhost, an IP address, or a server name.

Net Security

The type of stream security: None, Windows stream
security, or SSL stream security.

Reliable Messaging

Enables Reliable Messaging in Ordered or Non-ordered
format.

Security

» Authentication mode. A drop down list of possible
modes of authentication, such as
AnonymousForCertificate, MutualCertificate, and so
forth.

> Bootstrap Policy. A drop down list of possible
bootstrap policies for Secure Conversation
authentication., such as SspiNegotiated,
UserNameOverTransport, and so forth.

Transport

Transport type. HTTP, HTTPS, TCP, NamedPipe, or
AutoSecuredHTTP.
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. WCF Service (Federation) Scenario

In the WCF Service (Federation) scenario, the client authenticates against
the STS (Security Token Service) to obtain a token. The client uses the token
to authenticate against the application server.

Service Details: I WECF Service [Federation) =
— Server
Tratzport: |HTTF' j
Encoding: I Tent j
Security
Authentication mode; ISecure Canversation j
Bootstrap policy: IIssued Taken For Certificate j
Identities
Server cerificate: I _I
Expected DMS: I
—5TS Detail:
Endpoint address: I

Binding: I _I
Advanced... |

User interface elements are described below (unlabeled elements are shown
in angle brackets). For details, see "WCEF Service (Federation) Scenario
Overview" on page 100.

Ul Elements (A-Z) Description

Advanced Opens the Advanced Settings dialog box. For details, see
"Advanced Settings Dialog Box" on page 140.

Identities The identity information for the bindings and certificate:

» Server certificate. A certificate that provides identity
information for the server. Use the Browse button to
open the Select Certificate Dialog Box.

» Expected DNS. The expected identity of the server in
terms of its DNS. This can be localhost, an IP address,
Or a server name.
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Ul Elements (A-Z)

Description

Security

» Authentication mode. A drop down list of possible
modes of authentication, such as
AnonymousForCertificate, MutualCertificate, and so
forth.

» Bootstrap Policy. A drop down list of possible
bootstrap policies for Secure Conversation
authentication., such as SspiNegotiated,
UserNameOverTransport, and so forth.

Server

» Transport. The transport type: HTTP or HTTPS.
» Encoding. The server’s encoding policy: Text or MTOM.

STS (Security Token
Service) Details

Information about the STS:
» Endpoint address. The endpoint address of the STS.
This can be localhost, an IP address, or a server name.

» Binding. The scenario which references the binding
that contacts the STS.
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. WCF Service (WSHttpBinding) Scenario

In the WCF Service (WSHttpBinding) scenario, you can choose from several
types of authentication: None, Windows, Certificate, or Username (message

protection). For details, see "WCF Services (WSHttpBinding) Scenario
Overview" on page 101.

Service Detailz: IWCF Service [WSHUpEinding) ;l

Client authentication type: I More j

* Megotiate service credentials
" Specify service certificate I |

Expected server DMS: I

¥ Enable secure session

Advanced... |

User interface elements are described below (unlabeled elements are shown
in angle brackets) by the client authentication types:

Ul Elements (A-Z) Description

Advanced Opens the Advanced Settings dialog box. For details, see
"Advanced Settings Dialog Box" on page 140.

Client authentication | Authentication type: None, Windows, Certificate, or
type Username. For details, see below.
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Client Authentication Types:

» "Client Authentication Type — None" on page 137

\

"Client Authentication Type — Windows" on page 137

» "Client Authentication Type — Certificate" on page 138

» "Client Authentication Type — Username (message protection)" on

page 139

Client Authentication Type — None

Ul Elements (A-Z)

Description

Expected server DNS

The expected identity of the server in terms of its DNS.
This can be localhost, an IP address, or a server name. It
can also be the common name by which the certificate
was issued.

Negotiate server
credentials

Negotiates the Web Service’s certificate with the server.

You can also provide the server’s DNS information.

Specify service
certificate

The location of the service’s certificate. If you select this
option, the Negotiate service credentials option is not
relevant.

For more information, see the "Select Certificate Dialog
Box" on page 146.

Client Authentication Type — Windows

Ul Elements (A-Z)

Description

Client Windows
identity

The identity information for the client windows:
» Current User. The identity of the user logged onto the
machine

» Custom User. A user with the following credentials:
Username, Password, and Domain
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Ul Elements (A-Z)

Description

Enable secure session

Allows a secure session using Windows type
authentication.

Expected server
identity

The expected server identity method: SPN or UPN.

Client Authentication Type — Certificate

Ul Elements (A-Z)

Description

Client certificate

The location of the client certificate. The Browse button
opens the Select Certificate Dialog Box.

Enable secure session

Allows a secure session using Certificate type
authentication.

Expected server DNS

The expected identity of the server in terms of its DNS.
This can be localhost, an IP address, or a server name. It
can also be the common name by which the certificate
was issued.

Negotiate server
credentials

Negotiates the Web Service’s certificate with the server.

You can also provide the server’s DNS information.

Specify service
certificate

The location of the service’s certificate. If you select this
option, the Negotiate server credentials option is
disabled.

For more information, see the "Select Certificate Dialog
Box" on page 146.
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Client Authentication Type — Username (message protection)

Ul Elements (A-Z) Description

Enable secure session | Allows a secure session using Username type
authentication.

Expected server DNS | The expected identity of the server in terms of its DNS.
This can be localhost, an IP address, or a server name. It
can also be the common name by which the certificate

was issued.
Negotiate server Negotiates the Web Service’s certificate with the server.
credentials You can also provide the server’s DNS information.
Specify service The location of the service’s certificate. If you select this
certificate option, the Negotiate server credentials option is

disabled.

For more information, see the "Select Certificate Dialog
Box" on page 146.

Username, Password | The authentication credentials of the client.
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@ Advanced Settings Dialog Box

This dialog box allows you to customize the security settings for your test.

Advanced Settings (2| x|
Encoding IAdvanced Standardsl Securityl HTTP & F'rox_l,ll
E ncoding: I Test j
WiS-Addressing version: INone j
To access Do the following:
1 Open the Security Settings for Port/Operation <Name>
Dialog Box.
2 Select a WCF Service scenario type from the Service
Details list.
3 Click Advanced.
Important » For details, see "Advanced Security Settings" on
information page 103.

Relevant tasks

>

>

"How to Set Security for a Web Service on the Port
Level" on page 104

"How to Set Security for a Specific Web Service
Operation" on page 106
"How to Set Security for a WCF Service" on page 109
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"Encoding Tab" on page 141
"Advanced Standards Tab" on page 141
"Security Tab" on page 142

"HTTP and Proxy Tab" on page 145

The Encoding tab lets you indicate the type of encoding to use for the
messages: Text, MTOM, or WCF Binary. The default is Text encoding.

The user interface elements are described below:

Ul Elements (A-Z)

Description

Encoding

The encoding type to use for the messages: Text, MTOM,
or WCF Binary.

WS-Addressing
version

The version of WS-Addressing for the selected encoding:
None, WSA 1.0, or WSA 04/08.

Advanced Standards Tab

This tab lets you configure advanced WS- standards, such as Reliable
Messaging and the Via address option.

The user interface elements are described below:

Ul Elements (A-Z)

Description

Reliable messaging

Enables reliable messaging for services that implement
the WS-ReliableMessaging specification. The
encoding type to use for the messages: Text, MTOM, or
WCF Binary.

Reliable messaging
ordered

Indicates whether the reliable session should be ordered.
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Ul Elements (A-Z)

Description

Reliable messaging
version

The version to apply to the messages:
WSReliableMessagingFebruary2005 or
WSReliableMessaging11.

Specify via address

Sends a message to an intermediate service that submits
it to the actual server. This may also apply when you
send the message to a debugging proxy. This corresponds
to the WCF clientVia behavior.

This is useful to separate the physical address to which
the message is actually sent, from the logical address for
which the message is intended.

Via address

The logical address to which to send the message. It may
be the physical of the final server or any name. It appears
in the SOAP message as follows:

<wsa:Action>http://myLogicalAddress<wsa:Action>

The logical address is retrieved from the user interface. By
default, it is the address specified in the WSDL. You can
override this address using this field.

Security Tab

The Advanced security settings correspond to the WS-Security

specifications.

W(CF Service (WSHttpBinding) Scenarios

Ul Element (A-Z)

Description

Enable secure session

Establish a security context using the
WS-SecureConversation standard.

Negotiate service
credentials

Allow WCEF proprietary negotiations to negotiate
the service’s security.
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W(CF Service (CustomBinding) Scenarios

Ul Element (A-Z)

Description

Allow serialized signing
token on reply

Enables the reply to send a serialized signing
token.

Default algorithm suite

The algorithm to use for symmetric/
asymmetric encryption.

The algorithm drop down list gets its values from
the SecurityAlgorithmSuite configuration in WCE

Default: Basic256

Include timestamp

Includes a timestamp in the header.

Key entropy mode

The entropy mode for the security key. The
possible values are: Client Entropy, Security Entropy,
and Combined Entropy.

Default: Combined Entropy

Message protection order

The order for signing and encrypting. Choose
from:

» Sign Before Encrypt

» Sign Before Encrypt-And Encrypt Signature
» Encrypt Before Sign

Message security version

The WS-Security security version. You can also
indicate whether to Require derived keys for the
message.

Protection level

Indicates whether the SOAP Body be encrypted/
signed. The possible values are: None, Sign, and
Encrypt And Sign (default)

Default: Encrypt And Sign

Require security context
cancellation

Indicates whether to require the cancellation of
the security context. If you disable this option,
stateful security tokens will be used in the
WS-SecureConversation session, if they are
enabled.

Require signature
confirmation

Instructs the server to send a signature
confirmation in the response.
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Ul Element (A-Z)

Description

Security header layout

The layout for the message header: Strict, Lax, Lax
Timestamp First, or Lax Timestamp Last.

X509 Inclusion Mode

When to include the X.509 certificate:
» Always to Recipient

» Never

» Once

» Always To Initiator

Note: This and the next three options only apply
when using an X.509 certificate.

X509 key identifier clause
type

The type of clause used to identify the X.509 key.

>» Any

» Thumbprint

» Issuer Serial

» Subject Key Identifier
» Raw Data Key Identifier

X509 Reference Style

How to reference the certificate:

» Internal
» External

X509 require derived keys

Indicates whether X.509 certificates should require
derived keys.




HTTP and Proxy Tab
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This tab lets you set the HTTP and Proxy information for your test.

HTTP (S) Transport

The following table describes the HTTP(S) Transport options:

Ul Element (A-Z)

Description

Allow cookies

Indicates whether to enable or disable cookies.

Authentication scheme

The HTTP authentication method: None, Digest,
Negotiate, NTLM, Integrated Windows
Authentication, Basic, or Anonymous.

Bypass proxy on local

Indicates whether to ignore the proxy when the
service is on the local machine.

Keep-Alive enabled

Indicates whether to enable or disable keep-alive
connections.

Max response size (KB)

The maximum size of the response before being
concatenated.

Default: 65 KB

Proxy address

The URL of the proxy server.

Proxy authentication
scheme

HTTP authentication method on Proxy: Digest,
Negotiate, NTLM, Basic, or Anonymous.

Realm

The realm of the authentication scheme in the
form of a URL.

Require client certificate

Indicates whether to require a certificate for SSL
transport.

Transfer mode

The transfer method for requests/responses. The
possible values are Buffered, Streamed, Streamed
Request, and Streamed Response.

Use default web proxy

Indicates whether to use machine’s default proxy
settings.
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@ Select Certificate Dialog Box

This dialog box enables you to search and locate a certificate from a file or
Windows store.

To access Do the following:
1 Open the Security Settings for Port/Operation <Name>
Dialog Box.

2 Select a WCF Service scenario type from the Service
Details list.

3 Click the Browse button adjacent to the Server
Certificate box.

Relevant tasks "Configure the security settings" on page 110.

Select Certificate from File
When you choose Import from: File, the dialog box shows the relevant user
elements.

Select Certificate from File K E3

|mpart from; " Wwindows store = File

File: [ [

Password [optionall ||

ok I LCancel |

The user interface elements are described below:

Ul Elements (A-Z) Description

E Browse. Allows you to locate the certificate file with a
.cer or .pfx extension.

File The complete path of the certificate file.

Import from The source of the certificate file: Windows store or File.

Password (optional) The password required to access the certificate.
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Select Certificate from Windows Store

When you choose Import from > Windows Store, the dialog box shows the

Windows Store related user elements:

Select Cettificate from Windows Store (2| x|
Impart from: % Windows store ¢ File
Store location: I Currentl zer j
Stare name: I My [Personal) j
Search text: I
Find |
Subject | |zz10Er | Private | Store Location | Store Mame |

Fasaword [optional): I

LCancel

[ o ]

The user interface elements are described below:

Ul Elements (A-Z)

Description

<certificate list>

A list of the certificates in the Windows store sorted by
Subject, Issuer, Private, Store Location, and Store Name.

Find

Begins the search for the certificate based on the Search
text.

Import from

The source of the certificate file: Windows store or File.

Password (optional)

The password required to access the certificate.

Search text

The text to match in the certificate name. If left blank,
the Find action retrieves all available certificates.
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Ul Elements (A-Z) Description
Store location The store location, for example Current User.
Store name The store name, for example, AuthRoot.

Q, Troubleshooting and Limitations - Web Service Security

148

This section describes troubleshooting and limitations for working with
Web services security.

» Authentication and proxy security are not supported for Web Services
imported from a UDDI.

» For Web Service configured with WCF settings: Configuring different
security settings for operations residing on the same port is not
supported.

» For Web Service configured with WCEF settings, user event handlers
cannot be used.

» When testing Web Services that require message-level security, the Web
Service security scenario only supports SOAP version 1.1. For SOAP 1.2
use a WCF type scenario.

» When using a SAML security token for Web services security,
user-provided content may contain creation and expiration timestamps.
To extend the life of the test, we recommend that you hard-code an
expiration date in the distant future. In this is not possible, change the
timestamp by implementing the OnBeforeApplyProtocolSettings event.

» When using a SAML security token for Web services security, if you edit
the values in Grid mode, they may not be updated in Service Test.
Workaround: To update the values, switch to Text mode and save the test.

» Web Service steps are not supported when using a SAML token with a
certificate from the file system.
Workaround: Install the certificate to the Windows store and select the
certificate from the store.
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> The AfterProcessRequestSecurity and the BeforeProcessResponseSecurity
events are not supported for Web Service activities configured with WCF
type scenarios.

» When working with Federation type scenarios that use STS (Security
Token Service), you cannot change the SOAP version.

» The OnSendRequest and the OnReceiveResponse events are not
supported for Web Service activities configured with WCF type scenarios.
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Managing Application Components

This chapter includes:

Concepts

» Managing Application Components Overview on page 152
Tasks

» How to Manage Components on page 155

Reference

» Generate Components User Interface on page 158

Troubleshooting and Limitations - Generate Components on page 163
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Concepts

& Managing Application Components Overview

152

After you define an application component, you can view and modify its
definitions and details. You can also resolve alerts and view the changes on
your component. Using the Application Components tree, you can reorganize
the components under different folders.

This section includes:

» "Application Component Details" on page 152

"Locating Application Components" on page 153
"Handling Rule Violations or Change Alerts" on page 153
"Copying Components" on page 153

"Adding Attachments" on page 154

"Restoring and Removing Components" on page 154

Y Y Y Y Y Y

"E-mailing Components" on page 154

Application Component Details

In the Application Components tree, you can view and modify the location
of components and folders. For Web service components, you can view
information such as the WSDL location, override the service address, and
modify connection settings.

For details, see "Manage component details - optional" on page 155.
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Locating Application Components

You can search for a particular entity in the Application Components tree—
folder, component, or group, by one of their Details tab fields. The search
utility allows wildcards and searching by a specific field. For example, you
can search for a component that begins with the letter "s".

Tip: If you applied a filter to the tree, the search is restricted to the folders
and components currently displayed.

For details, see "Find folders and components - optional" on page 1585.

Handling Rule Violations or Change Alerts

Service Test Management uses alert indicators to make you aware of changes
to the components or rule violations.

The changes can be those entered manually or those detected automatically
by Service Test Management when you update a contract.

Rule violations are a result of non-compliance with the component’s
requirements. To complete your testing, you should try to resolve the alerts.

For additional information, see "Handle alerts - optional" on page 156.

Copying Components

You can copy an existing folder, component, or group and paste it to
another location in the Application Components tree, or to another project.
When copying a component to another project, the source and target
projects must be open in separate browsers.

For more information, see "Copy entities - optional" on page 156.
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Adding Attachments

The Attachments tab enables you to associate an attachment with a folder,
component, or group. An attachment can be a file, URL, text from the
clipboard, snapshot, or system information. It is identified by its name,
associated application icon, size, and latest modification date and time. You
can add, modify, and delete attachments.

The Attachments tab includes an icon # if the selected folder, component,
or group has any attachments.

The Attachments tab for folders, components, and groups has the same
functionality as the Attachments tab for other ALM entity types. For details
on adding attachments, refer to the HP ALM User Guide.

Restoring and Removing Components

You can permanently delete folders or components that are not used by a
test or requirement. To see if a component is used by a test, see "Tests
Coverage" on page 192. If you try to delete components that are used by one
or more tests, Service Test Management transfers them to the Obsolete
folder. You cannot copy obsolete components.

You can restore components in the Obsolete folder to their original position
in the Application Components tree if the folder still exists in the tree, or you
can drag them to a different location in the tree.

For task details, see "Remove and restore components - optional" on
page 157.

E-mailing Components

You can send e-mail about an entity (folder, component, or group) to other
users. This enables you to routinely inform users about the status of your
components. A link is included in the e-mail message that enables the
recipient to go directly to the component. You can also include your own
shortcuts using one of the formats described in "ALM Direct Links" on
page 33.

For task details, see "Mail components - optional" on page 157.
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Tasks

P How to Manage Components

This task describes how to work with your components by changing its
details, updating a WSDL, resolving alerts, copying entities, and so forth.

This task includes the following steps:

Y Y Y Y Y Y Y

"Manage component details - optional" on page 155
"Find folders and components - optional" on page 155
"Handle alerts - optional" on page 156

"Update a Component - optional" on page 156

"Copy entities - optional" on page 156

"Remove and restore components - optional" on page 157

"Mail components - optional" on page 157

Manage component details - optional

Open the Details tab and modify the component’s details as desired.

For more information, see "Details" on page 37.

Find folders and components - optional

1

To search all of the application components, select Filter > Clear Filter to
remove any filters.

Select Edit > Find. The Find dialog box opens.

3 Select an Entity Type: Folder, Application Component, or Group.

Select the field to search in the Find in Field box. For example to search for
a component by its name, select Component Name field and specity a
part or the whole name as a value.
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-

5 Specify a value in the Value to Find box. The search engine is not
case-sensitive and it finds parts of a string.

6 Click Find Next to locate the first and subsequent matches.

For details, see the "Find Dialog Box" on page 43.

Handle alerts - optional

Click on an exclamation point adjacent to a component, to view its alerts.
Determine which alerts to resolve. For details, see the "Alerts Dialog Box" on
page 33.

Update a Component - optional

To update a component contract:

1 Select the component you want to update.
2 Choose an update option:

» To update a component using its original location, choose
Components > Update Component > Update Component.

» To update a component using a different location, choose Component
> Update Component > Update Component from. Browse for a newer
version of the contract in another location.

The update process begins. Service Test Management checks for changes in
the contract and informs you if the component changed. For details, see
Chapter 11, "Change Analysis."

Copy entities - optional

Using the right-click menu, copy existing folders, components, or groups
onto the clipboard. Open the target folder in the components tree and paste
the entity from the clipboard. To copy it to another project, open the target
project in another browser tab and paste it in.

For details, see the "Application Components Module Window" on page 59.
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Remove and restore components - optional

To remove a component, select it and click the Delete button. If you remove
a folder, its subfolders and all components in those folders are removed too.
If a removed component is still being used by an existing test, Service Test
Management stores it in the Obsolete folder.

Tip: To view all application components in the Obsolete folder, select the
folder and click the Refresh button.

To remove a component entirely, make sure that no tests are using it. Click
the Test Script tab in the Test Lab module to open the test in Service Test,
and remove all steps calling the component. After you have removed all
calls to the component, delete it from the Obsolete directory.

You can restore components in the Obsolete folder to their original position
in the components tree, if the folder still exists in the tree. If the folder no
longer exists, transfer the component to another location in the tree by
dragging it from the Obsolete folder to the desired location.

Mail components - optional

Select a component and click the Send by e-mail button. A link included in
the e-mail message enables the recipient to go directly to the component.

Edit the content, select recipients, and perform a spell check. For details
about the Send Mail dialog box, click F1 or see the HP ALM User Guide.
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Reference

@ Generate Components User Interface

This section includes:

» Generate Components Wizard on page 158

® Generate Components Wizard

This wizard enables you to generate multiple components at once.

To access

Do one of the following:

» Select an entity in the Application Components tree,
and choose Generate Components from the
right-click menu.

» Select Components > Generate Components.

Relevant tasks

"How to Define Components" on page 31

Wizard map

This wizard contains:

Select Source Page > Add Components Page > Set
Required Fields Page > View Summary Page > Show Log
Page

See also

"How to Define a Web Service" on page 72
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. select Source Page

This wizard page enables you to select the source of the application

component contract.

Important General information about this wizard is available here:
information "Generate Components Wizard" on page 158.
Wizard map This wizard contains:

Select Source Page > Add Components Page > Set
Required Fields Page > View Summary Page > Show Log
Page

User interface elements are described below:

Ul Elements (A-Z)

Description

Import WSDL from

The source of the WSDL contract:

» File. A file on the file system.

» URL. A WSDL accessible by a URL.

» Systinet. A contract stored on a Systinet server.
» UDDI. A contract stored in a UDDI repository.

Connection Settings

Opens the Connections Settings dialog box for
configuring the authentication and proxy settings of the
server hosting the WSDL. For details, see "Connection
Settings Dialog Box" on page 80.

Note: Only available for the URL and UDDI sources.
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® Add Components Page

This wizard page enables you to locate and add application components to
the list of components.

Important General information about this wizard is available here:
information "Generate Components Wizard" on page 158.
Wizard map This wizard contains:

Select Source Page > Add Components Page > Set
Required Fields Page > View Summary Page > Show Log
Page

User interface elements are described below:

Ul Elements (A-Z) Description

% Removes the selected application components.

Tip: Select multiple entries using the standard Windows
selection methods, using the Shift or Ctrl keys.

<list of components> | A list of application components to add.

Note: Entities on the same line should be separated by
semicolons.

Add Components Opens an interface to add application components.

» File type. Opens the Open dialog box to locate the
contract files.

» URL type: Opens a browser window, in which you
navigate to the contract file.

» Systinet type. Displays the Systinet settings for
selecting Web services. For details, see "Select Service
from Systinet Dialog Box" on page 76

» UDDI type. Displays the UDDI settings for selecting
Web services. For details, see "Select Service from UDDI
Dialog Box" on page 78.
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. set Required Fields Page

This wizard page prompts you to provide values for the application
component’s required fields. Usually, the administrator defines the required
fields in the Customization module.

Important General information about this wizard is available here:

information "Generate Components Wizard" on page 158.

Wizard map This wizard contains:
Select Source Page > Add Components Page > Set
Required Field Page > View Summary Page > Show Log
Page

See also "Customizing Service Test Management" on page 229

User interface elements are described below:

Ul Elements (A-Z)

Description

<required_fields>

The required fields as defined in Customization by the
project administrator.

If there are no required fields, the wizard page indicates:
No application component fields were marked as
Required by the project administrator.

Note: This screen does not show required Memo type fields. To provide
values for these fields, click in the application component’s Details tab and
replace the default text, <Click here to edit the memo field>.
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® View Summary Page

This wizard page provides a summary of the components that will be

generated.
Important When you click Next in this screen, the wizard begins
information generating the components.
Wizard map This wizard contains:

Select Source Page > Add Components Page > Set
Required Fields Page > View Summary Page > Show Log
Page

The summary sections are described below:

Ul Elements (A-Z)

Description

<summary>

A summary of the application components that will be
added:

» The folder in which they will be created.
» A list of the application components to be added.

® Show Log Page

This wizard page enables you to view the progress and results of your

import.
Important General information about this wizard is available here:
information "Generate Components Wizard" on page 158.
Wizard map This wizard contains:

Select Source Page > Add Components Page > Set
Required Fields Page > View Summary Page > Show Log
Page
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User interface elements are described below:

Ul Elements (A-Z)

Description

Finish

Closes the wizard. This button is disabled until the
parsing is complete.

<log summary>

A log of the parsing for each of the application
components. The log indicates if the parsing succeeded
and if it failed, the reason for its failure.

Q, Troubleshooting and Limitations - Generate Components

This section describes the limitations of the Generate Components wizard.

» When you import multiple WSDLs with identical service names, the
generation may fail for the duplicated services.
Workaround. Import the WSDLs with identical service names manually.
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Groups

This chapter includes:

Concepts

» Groups Overview on page 166

Tasks

» How to Manage Component Groups on page 169
Reference

» New Groups User Interface on page 171

165



Chapter 6 * Groups

Concepts

& Groups Overview

166

In an organization, application components have a context. For example,
the components may be located on the same server, may be exposed as part
of the same application, or may take part in the same business process.

In the Application Components module, you use groups to organize your
components into logical groupings. You might, for example, organize them
into groups representing different physical deployments, business processes,
or application types such as Enterprise Resource Planning (ERP) or Customer
Relationship Management (CRM). After you create the groups, you can
associate components to them, and perform tasks upon all members of the

group.

You can add attachments to a group and send e-mails in a similar manner to
that of individual components. For details, see the HP ALM User Guide.

This section also includes:

» "Associating Components to Groups" on page 166

» "Group Coverage" on page 167

Associating Components to Groups

Groups help you organize your components into logical units. You might,
for example, organize them into groups representing different physical
deployments, business processes, or application types. After you create
groups, you can associate components to the group, and perform tasks upon
the entire group. The same component can be assigned to multiple groups.
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The Modeling tab lets you create and view the associations between the
groups and components. For details, see the "Modeling Tab" on page 45.
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Group Coverage

You define requirements and tests for individual components—not for
groups. When you associate components with groups, the group reflects the
coverage of all its associated entities. You can view the complete coverage in
the group’s Testing Status tab. Click any of the sections in the Testing Status
tab, to see the specific coverage for Aspects, Requirements, or Tests.
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For details, see Chapter 8, "Determining Test Coverage."

168



Chapter 6 * Groups

Tasks

P How to Manage Component Groups

This task describes how to create and manage component groups. It also
describes how to associate components to a group and how to check the
testing coverage for the entire group.

This task includes the following steps:

"Create an application component group" on page 169
"Add a component to a group" on page 169

"View and Modify Group Details - optional" on page 170

"Mail Group Information - Optional" on page 170

Y YV Y Y Y

"Results and Coverage" on page 170

Create an application component group

Create a group at the root level of the component tree or under a specific
folder. Service Test Management displays the groups in the component tree
hierarchy. For details, see "New Group Dialog Box" on page 171.

Add a component to a group
1 Select a group in the Application Components tree.
2 Click the Modeling tab.

3 Click Select in the Modeling tab to open the application component
folders in the right pane.

4 Expand the tree and select the application component you want to add to
the group.
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5 Click Add > Associate to add the component to the group.

6 Drag the entities in the Modeling tab into the desired positions, or click
the Arrange Layout button to do this automatically.

Tip: If you cannot see the group layout, try refreshing the window or
expanding it with the splitter bar.

For more details, see the "Modeling Tab" on page 45.

View and Modify Group Details - optional

Select a group in the Application Components tree and click the Details tab.

For further information, see the "Details Tab for Groups" on page 39.

Mail Group Information - Optional

Send group details by e-mail to other users. This enables you to routinely
inform users about the status of a group and its components. The e-mail
message includes a link that enables the recipient to go directly to the

group.
For more information about sending e-mails directly from ALM, see the HP

ALM User Guide.

Results and Coverage

Click the Testing Status tab to view the complete coverage for Aspects,
Requirements, or Tests.

For details, see Chapter 8, "Determining Test Coverage."
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Reference

® New Groups User Interface

This section includes:

» New Group Dialog Box on page 171

® New Group Dialog Box

This dialog box enables you to create a new application component group.

%¥ Mew Group !E

x| % 8 % .

" Mame: |My Sample Group |

k= Details Details

0 Attachments

- o

Description

Help

'
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To access

Use one of the following:

» Select Components > New > New Group.
» Select New > New Group from the shortcut menu.

Relevant tasks

"Create an application component group" on page 169

The following elements are included:

Ul Elements (A-Z)

Description

3¢ Clear All Fields. Clears all the fields in the dialog box so
that you can redefine the group.

= Details module. Enables access to the Details and
Description tabs.

0 Attachments module. Allows you to attach a file to the
group. For details, see the ALM User Guide.

Close Closes the dialog box and cancels any changes you made

to the existing screen.

Description tab

A description of the group’s objective.

Details tab Lets you set the following fields:

» Assigned To

» Created By

» Creation Date
Name The name of the group. This field is required.
Submit Creates the group whose details you specified.
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Generating Requirements and Tests

This chapter includes:

Concepts

» Generating Requirements and Tests Overview on page 174
Tasks

» How to Generate Requirements and Tests on page 178
Reference

» Generate Requirements and Tests User Interface on page 180

Troubleshooting and Limitations - Generate Requirements on page 185
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Concepts

& Generating Requirements and Tests Overview

174

To test your application, you can manually create requirements and tests, or
use the Requirement and Test Generation wizard to automatically generate
requirements and test scripts.

The Requirement and Test Generation wizard guides you through the
process of creating requirements and scripts to test your application
components. Through the wizard, you indicate which aspects of the
component you want to test. These aspects include interoperability with
different toolkits, boundary testing, and standard compliance.

After you select the testing aspects, Service Test Management generates a set
of requirements, or requirements and tests linked to the component or to
components in the group. Only requirements are linked to components.
The tests are indirectly linked to components through requirements. These
requirements and tests provide pre-packaged testing methodologies and
component information that specify which components of the application
need to be tested, and what to test in each part.

Generated requirements provide a textual description of the testable feature
and the expected behavior, based on a template of the specified testing
aspects adapted to the selected components. Generated tests describe the
test objective and provide an implementation of that testing objective. They
include the test operations and arguments for specific testing types. After
generating requirements and tests, you should customize them to your
particular requirements.
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You can also link components to manually created requirements, and
indirectly to tests through requirements. For details on assigning
components to requirements and tests, see "Linking Components and
Requirements" on page 21S5.

This section also includes:

» "Testing Aspects" on page 175

> "Actions after Creating a Test" on page 177

Testing Aspects

The Requirement and Tests Generation wizard helps you create
requirements and tests that verify different aspects of your component.
Service Test Management creates a separate requirement for each aspect and
child aspect, and a separate test for each child aspect.

The following table lists the built-in testing aspects:

Aspect Name Description

Positive Testing Generates a full positive test that checks each operation
of the component.

The wizard creates a separate Positive Testing test for
each of the service’s operations.

Standard Compliance | Checks the component’s compliancy with industry
standards such as WS-I and SOAP.

Service Tests the interoperability of the component’s operations
Interoperability with all supported technological platforms.

Tests that the component is fully interoperable with all
supported technological platforms, by calling all of its
operations with default or expected values.

For Web Services, it contains the following sub-aspects:

» .NET Framework. Tests that the service is fully
interoperable with .NET Framework WSE 2 toolkit.

» Axis/Java Based Web Services. Tests that the service is
fully interoperable with Axis 1.3 Web Services.
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Aspect Name

Description

Security Testing

Tests security. Contains the following sub-aspects:

» SQL Injection Vulnerability. Checks if the component
is vulnerable to SQL injections by injecting SQL
statements and errors into relevant parameters.

» Cross-site Scripting (XSS). Attempts to hack the
component by injecting code with relevant
parameters that will disrupt its functionality.

Boundary Testing

Using the negative testing technique, creates tests to
manipulate data, types, parameters, and the actual SOAP
message to test the component to its limits.

Contains the following sub-aspects:

» Extreme Values. Provides invalid data types to the
components and verifies they are not accepted.

» Null Values. Provides NULL parameters to the
components to verify they are not accepted.

Performance Testing

Contains the following sub-aspects:

» Stress Testing. Tests the maximum load that can be
placed on the application.

» Overload Sustainability Testing. Tests how well the
hardware allocated for the application can support the
number of anticipated users.

» Volume Testing. Tests that the system can handle a
massive data entry.

» Longevity Test. Tests that the system can sustain a
consistent number of concurrent users and executing
transactions using near-peak capacity, over a
minimum 24-hour period.

» Scalability Testing. Repeated stress, overload, volume,
and longevity tests with different server or network
hardware configurations.

You can also define custom aspects. For details, see the Customization’s
"Aspects Tab" on page 246.
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Actions after Creating a Test

After generating requirements or requirements and tests, you can do the
following:

Action

Description

Edit the generated
requirements

You can modify the details, attachments, component
coverage, test coverage, and defect links for any
requirement to suit your specific testing objectives. For
example, you might want to define customized thresholds
that are not reflected in your component definitions. For
details about defining requirements, refer to the

HP ALM User Guide.

Edit the generated
tests

You can edit the generated scripts to expand their scope
and purpose. You can edit manual tests, scripts designed
with Service Test, or those created by a third-party vendor.

Configure
parameters for test
instances

You can configure parameters for test instances in the Test
Lab module. For details, refer to the HP ALM User Guide.

Manually set
requirements

You can manually set requirements for a component. For
details on linking components to requirements, see
"Linking Components and Requirements" on page 215.

Manually add test
coverage

You can manually add test coverage for a component. For
details, see "Linking Components and Requirements" on
page 215.

Run the test

Run the test from ALM’s Test Lab module. For details, see
the HP ALM User Guide.
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Tasks

P How to Generate Requirements and Tests

This task describes how to create requirements or tests for checking the
quality of your component.

This task includes the following steps:

"Prerequisites" on page 179
"Run the wizard - optional" on page 179

"Review the generated tests" on page 179

Y Y VY Y

"Remove unwanted tests or requirements - optional" on page 179
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Prerequisites

Make sure you have at least one component in the Application
Components tree. If not, use the Components menu to create one. Select
the component for which you want to create requirements or tests.

Run the wizard - optional

To create aspect-based tests using a wizard, select Components > Generate
Requirements/Tests. For details, see the "Generate Requirements and Tests
Wizard" on page 180.

Review the generated tests

After the generation process, you can review the generated entities in the
Testing Status tab. This tab also provides full coverage information for
each requirement and test. For details, see Chapter 8, "Determining Test
Coverage."

Remove unwanted tests or requirements - optional

To remove a test or requirement, select it in the Testing Status tab and
click the Delete button. For details, see Chapter 8, "Determining Test
Coverage."
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Reference

@ Generate Requirements and Tests User Interface

This section includes:

» Generate Requirements and Tests Wizard on page 180

® Generate Requirements and Tests Wizard

This wizard enables you to create requirements and/or tests for your

COHlpOIlEIlt.
To access Select Components > Generate Requirements/Tests.
Relevant tasks "How to Generate Requirements and Tests" on page 178
Wizard map This wizard contains:
Select Entities to Generate Page > Select Testing Aspects
Page > Select Locations Page > Summary Page > Generate
Page
See also » "View the Requirements coverage - optional" on
page 196
» "View the Tests coverage - optional" on page 197
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. Select Entities to Generate Page

This wizard page enables you to indicate which entities to create:
requirements and tests, tests only, or requirements only.

Important General information about this wizard is available here:
information "Generate Requirements and Tests Wizard" on page 180.
Wizard map This wizard contains:

Select Entities Page > Select Testing Aspects Page > Select
Locations Page > Summary Page> Generate Page

User interface elements are described below:

Ul Elements (A-Z)

Description

Generate

The entities to generate:

> Requirements and tests. Generates a set of
requirements, and tests that are indirectly linked to
the component through the requirements. The tests
describe the test objective, based on a template of
the specified testing aspects. Whenever possible,
generated tests provide an implementation of the
test objective by describing the test operations.

» Tests only. Generates a set of tests for the aspects
you select in the next step. The tests are indirectly
linked to the component via the component's
default requirement.

» Requirements only. Generates a set of requirements
for the selected component.

Select Script
Generator

The engine to use for generating a test.

» Manual Test. Creates manual tests with no design
steps. This is available for all application
component types.

» ST11 Generator. Creates Service Test tests (only
available for Web Service type components when
Service Test version 11.20 or higher is installed).
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. select Testing Aspects Page

This wizard page enables you to select testing aspects for which to create the
requirement and tests.

Important General information about this wizard is available here:
information "Generate Requirements and Tests Wizard" on page 180.
Wizard map This wizard contains:

Select Entities to Generate Page > Select Testing Aspects
Page > Select Locations Page > Summary Page > Generate
Page

See also "Customizing Service Test Management" on page 229

User interface elements are described below:

Ul Elements (A-Z) Description

] = Select Aspect. Includes the aspect. If you select a parent,
all of its children are included.

[ Clear aspect. Excludes the aspect.

Covered aspects A tree view of all the aspects available for your

components. Use the Expand and Collapse
buttons to show or hide all of the aspects.
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. Select Locations Page

This wizard page allows you to select locations to store the generated
entities: a parent requirement (for generated requirements) and a test folder

(for generated tests).

Important General information about this wizard is available here:
information "Generate Requirements and Tests Wizard" on page 180.
Wizard map This wizard contains:

Select Entities to Generate Page > Select Testing Aspects
Page > Select Locations Page > Summary Page > Generate
Page

User interface elements are described below:

Ul Elements (A-Z)

Description

[]

Browse. Locates a parent requirement or test folder.

<parent
requirement>

Generate requirements as children of the selected
requirement.

<tests folder>

Generate tests under the selected test folder.

® Summary Page

This wizard page provides a summary of the tests and requirements that will

be generated.

Important When you click Next in this screen, the wizard begins

information generating the requirements and tests. You cannot stop
generation in the middle.

Wizard map This wizard contains:

Select Entities to Generate Page > Select Testing Aspects
Page > Select Locations Page > Summary Page > Generate
Page

183



Chapter 7  Generating Requirements and Tests

184

The summary sections are described below:

Ul Elements (A-Z)

Description

Covered aspects

A list of the aspects you selected in the Testing Aspects
screen.

Generated
requirements will be
stored as children of

The parent requirement under which the new
requirements will be generated.

Test destinations

The folder under which the tests will be generated.

¥ Generate Page

This wizard page shows you the generation progress and status.

Important General information about this wizard is available here:
information "Generate Requirements and Tests Wizard" on page 180.
Wizard map This wizard contains:

Select Entities to Generate Page > Select Testing Aspects
Page > Select Locations Page > Summary Page > Generate
Page

User interface elements are described below:

Ul Elements (A-Z)

Description

Finish

Closes the wizard. This button is disabled until the test
and requirement generation is complete.
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Ul Elements (A-Z) Description

Generate grid A grid containing a list of the requirements and tests that
were generated. The grid contains the following columns:
» Entity type. Requirement or Test

» Generation status. Passed or Failed

» Testing aspect. The aspects to cover. For details, see
"Testing Aspects" on page 175.

» Component. Component name

Generation Status Displays the status of the requirement and test
Details generation.

Q, Troubleshooting and Limitations - Generate
Requirements

This section describes the limitations that apply to the Generate
Requirements and Tests wizard.

» The Interoperability testing aspects are not supported when generating a
test with the Requirement and Test Generation wizard and choosing the
ST11 Generator. This includes the .NET Framework and Axis/Java Based
Web Services testing aspects.

» When using the Generate Requirements and Tests wizard for a
application component type other than Web Services, the Select script
generator drop down continues to show the Service Test generator
option. This option is not supported for non-Web Service components,
and it may generate an error.

» When using the Generate Requirements and Tests wizard, you cannot
select the root folder, Subject, as a location for the tests.
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Determining Test Coverage

This chapter includes:

Concepts

» Coverage Overview on page 188

» Rule Violations on page 188

» Aspect Coverage on page 189

» Requirements Coverage on page 190
» Operations Coverage on page 191

» Tests Coverage on page 192

» Defects Coverage on page 194

Tasks

» How to Check the Testing Status on page 195
Reference

» Testing Status Tab on page 199
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Concepts

& Coverage Overview

You analyze the quality of your application components using charts that
display the status of the testing elements: aspects, requirements, tests,
operations, and defects. You can analyze either a specific component or all
the components in a group or folder.

The Testing Status tab shows the coverage of the requirements and tests as
they were defined for the components.

This section also includes:

» "Rule Violations" on page 188

> "Aspect Coverage" on page 189

» "Requirements Coverage" on page 190
» "Operations Coverage" on page 191

» "Tests Coverage" on page 192
>

"Defects Coverage" on page 194

& Rule Violations

188

The Testing Status > Rules tab shows you the rules that were violated by the
component.

The following table describes the rule violations.

Requirement Status Description
Rule name The name given to the rule.
Rule description A description of the rule.

For task details, see "View the Rule Violations - optional" on page 197.
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& Aspect Coverage

The Testing Status Aspects tab lets you see the coverage of the testing aspects
defined for the component testing. This information is dynamic and
displays the current testing status in percentages. It is useful for the business
analyst or system architect who wants to see the coverage in meaningful
terms.

The following table describes the aspect statuses.

Aspect Status (A-Z) Description

All Failed All the aspect’s requirements are assigned the Failed
status.

All Passed All the aspect’s requirements are assigned the

Passed status.

No Run/Not Completed All the aspect’s requirements are assigned either the
No Run, Not Completed or Not Covered status.

Not Covered All the aspect’s requirements are assigned the Not
Covered status.

Some Failed At least one of the aspect’s requirements is assigned
the Failed status.

Some Passed At least one of the aspect’s requirements is assigned
the Passed status. All other requirements have
either the No Run, Not Completed, or Not Covered
status.
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& Requirements Coverage

190

Requirements coverage is used to connect components to other ALM
entities (tests, test sets, and defects) through the requirement. This helps
you keep track of the relationship between your requirements and
components, and ensures compliance with your requirements throughout
the testing process. After you have created tests, you associate assigned
requirements with tests and defects. In this way, you can keep track of your
testing needs at all stages of the testing process. If a requirement changes,
you can immediately identify which tests and defects are affected, and who
is responsible.

To test application components in Service Test Management, you must link
them to requirements. When you define a component, you can link it to an
existing requirement or create new requirements.

To use existing requirements, you drag them from the Requirement entities
tree to your component.

To create new requirements, use the Requirement and Test Generation
wizard as described in "Generating Requirements and Tests" on page 173.

The Testing Status > Requirements tab lets you see the coverage of the
requirements that were linked to the component. This information is
dynamic and displays the current status in percentages. It is most useful for
advanced users who understand the ALM coverage model and want to
integrate application components into that model.
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The following table describes the requirement statuses.

Requirement Status (A-Z)

Description

Failed At least one test associated with the requirement
has failed.

N/A The terms Passed and Failed do not apply to the
requirement.

No Run All tests associated with the requirement have a No

Run status.

Not Completed

All tests associated with the requirement have the
Not Completed status.

Not Covered

There are no tests associated with the requirement.

Passed

All tests associated with the requirement have
passed.

To manually link requirements to components, see Chapter 9, "Linking
Components and Requirements."

& Operations Coverage

The Testing Status > Operations tab lets you see the testing status per
operation in chart form. This is useful when the component is less granular
and its operations may be considered as separate use cases for quality

assurance.

When you expand an operation, you can see the status of the tests
associated with the operation. In this context, association indicates that:

> the test is linked to a requirement which is linked to this component

> the test uses this operation.
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The following table lists the statuses:

Aspect Status (A-Z)

Description

All Failed All of the component’s operations had a Failed
status for their tests.
All Passed All of the component’s operations had a Passed

status for their tests.

No Run/Not Completed

All of the component’s operations had the status of
No Run, Not Completed or Not Covered for their
tests.

Not Covered

All of the component’s operations had the status of
Not Covered for their tests.

Some Failed

At least one of the component’s operations had a
Failed status for their tests.

Some Passed

Some of the component’s operations had a Passed
status for their tests.

All other’s had either the No Run, Not Completed,
or Not Covered status.

& Tests Coverage

192

The Testing Status > Tests tab lets you see the coverage of the tests that were
linked to the component. This information is dynamic and displays the
current status in percentages.

The following table lists the possible statuses:

Status (A-Z) Description

Blocked The percentage of tests that were blocked from being run.

Failed The percentage of tests that returned a Failed status.

N/A The percentage of tests to which the terms Passed and
Failed do not apply.
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Status (A-Z) Description

No Run The percentage of tests that were not run.

Not Completed The percentage of tests that were not completed.
Passed The percentage of tests that returned a Passed status.

If there are no tests linked to the application component, Service Test
Management provides links to the Requirements and Test Generation
wizard or to the Tests Tree tab.

Dashboard | Rules  Aspects | Requirements | Operations | Tests | Defects

% | Tests Tree ®

algav-»

Mo linked tests.

Link tests in one of the following ways:

1. Use the Bequirements and Tests generstion E}-F__:I Subject
wizard - Jb Unattached
2. Click Seled to open the Tests tree and drag an "|:_=| BPT

itern into the Tests Cowerage ghid. ﬁ Integration Testing ( &

----- 3 Unit Testing (4L

(1 Select | [N & 2 .

Tests Coverage:

Test ID Test Name Descrintion Execut

M » 4 [ 3

Alternatively, you can link components to tests through the Test Plan
module.

Note: You can create automatic coverage between test instances and
components using the ALLOW_REQ_COVERAGE_BY_TEST_INSTANCE
parameter in Site Administration. For details about this parameter, refer to
the HP ALM Administrator’s Guide.
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& Defects Coverage

194

The Testing Status > Defects tab lets you see the coverage of the defects that
were linked to the component. This information is dynamic and is displayed
in a chart form, based on the severity of the defects.

You do not link a defect directly to a component. Instead, you link a defect
to a requirement or test. If the component was assigned a test that is linked
to a defect, Service Test Management displays the defect status in this tab.

For details, see the Test Plan module documentation in the HP ALM User
Guide.
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Tasks

P How to Check the Testing Status

This following steps describe how to check the testing status of your
component. You check the testing status by viewing the coverage of the
aspects, requirements, operations, tests, and defects associated with your
component.

This task includes the following steps:
"View the Aspects coverage - optional" on page 195
"View the Requirements coverage - optional" on page 196

"View the Operations coverage - optional" on page 196

"View the Tests coverage - optional" on page 197

Y Y Y VY Y

"View the Rule Violations - optional" on page 197
» "View the Defects coverage - optional" on page 198

To check the testing status, you do not need to check all of the coverage
types. The coverages you need to check depends on how you designed your
test plan and your area of focus. In one instance you may be interested
solely in the testing aspects, while in another scenario, the test requirements
may be the most relevant.

View the Aspects coverage - optional
1 Select a component, group, or folder in the tree hierarchy.

2 Select the Testing Status tab and click its Aspects button. Service Test
Management shows a graphic representation of the coverage in the top
pane, and a list of the required aspects in the bottom pane. The graph
only shows the aspect coverage—not the requirements. For user interface
details, see the "Aspects Tab" on page 203.

3 Expand an aspect to see its associated requirements. Click on a
requirement to open the item in the Requirements module. For details,
see the HP Application Lifecycle Management User Guide.
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View the Requirements coverage - optional

1

Select a component, group, or folder and click the Testing Status >
Requirements tab.

Expand a requirement to see its associated tests. Click on a test to open it
in the Test Plan module. In the expanded grid, you can drag a test from
one parent requirement to another.

If there are no requirements associated with this component, use the
"Generate Requirements and Tests Wizard" on page 180 to create them. To
add existing requirements to the coverage, click Select to open the
Requirements Tree tab in the right pane, and drag an item into the
Requirements Coverage grid.

Double-click on a requirement in the grid to open it in the Requirements
module. To return to your last view, click on Application Components in
the left pane.

For details about the Requirements tab, see "Requirements Tab" on
page 20S.

View the Operations coverage - optional

1

Select a component and click the Testing Status > Operations tab.

2 Expand an operation to see the status of the tests associated with the

operation.

3 To view the test details, click on a test in the grid to open it in the Test

Plan module. For details about the Requirements and Test Plan modules,
see the HP Application Lifecycle Management User Guide.

4 To return to your last view, click the Application Components module

button in the left pane.

For user interface details, see the "Operations Tab" on page 208.
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View the Tests coverage - optional

1 Select a component, group, or folder and click the Testing Status > Tests
tab.

2 To add more tests to a component’s coverage, click Select. Expand the
Tests Tree in the right pane and select the test you want to add to the
coverage. Use the filter button to show only the desired tests.

3 Drag the test to the Tests Coverage grid, or click the Add to Coverage
button.

4 Click on a test in the Tests Coverage grid to open it in the Test Plan
module. To return to your last view, click Application Components in the
left pane.

Tip: In the grid, use the right-click menu to create new tests or navigate to
an existing test.

For user interface details, see the "Tests Tab" on page 210.

View the Rule Violations - optional
1 Select a component in the Application Components tree.

2 Select the Testing Status > Rules tab. Service Test Management shows a list
of the rule violations for the selected component.

3 To resolve the violations, click Resolve All to open the "Generate
Requirements and Tests Wizard". For details see page 180.

For user interface details, see the "Rules Tab" on page 201.
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View the Defects coverage - optional
1 Select a component or group in the tree hierarchy.

2 Sclect the Testing Status > Defects tab. Service Test Management shows a
graphic representation of the coverage in the top pane, and a list of the
defects in the bottom pane.

3 Click on a defect to view its details in the Defects module. To return to
your last view, click the Application Components module in the left pane.

4 To refresh the chart, click the Refresh button.
For user interface details, see the "Defects Tab" on page 213.

For more information about the Requirements, Test Plan, and Defects
modules, see the HP Application Lifecycle Management User Guide.
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Reference

@ Testing Status Tab
This section describes the interface of the Testing Status sub tabs.

"Testing Status Dashboard" on page 200
"Rules Tab" on page 201

"Aspects Tab" on page 203
"Requirements Tab" on page 205
"Operations Tab" on page 208

"Tests Tab" on page 210

Y Y Y Y Y Y Y

"Defects Tab" on page 213
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® Testing Status Dashboard

The Testing Status dashboard displays a coverage summary of each of the
following items: Aspects, Requirements, Operations, Tests, and Defects.

Dashboard | Rules | Aspects  Reguirements  Operations | Tests | Defects
Aspects Requirements QOperations
2 Aspects 2
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To access Do the following:
» Select the Application Components module.
» Select an entity in the Application Components tree.
» Select the Testing Status > Dashboard tab.
Important Click on a graph to open it in a separate tab.
information
Relevant tasks "How to Check the Testing Status" on page 195
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The graphs are described below. Click on a graph to open it in a new tab.

Ul Elements (A-Z) Description

Aspects A graphical representation of the coverage by the testing
aspects.

Defects A graphical representation of the coverage for the defects
associated with the component.

Operations A graphical representation of the coverage by the

component’s operations.

Requirements

A graphical representation of the status of the
requirements associated with the component.

Tests

A graphical representation of the status of the tests
associated with the component.

® Rules Tab

This tab enables you to view and manage the rules violated by the selected

component.

Dashboard | Rules | Aspects | Reguirements | Operations | Tests 4

Rule Wiolations

N & ‘ T | @ Resaolve Al
Rule name Rule...

Compatibility.  All component..
Sanity Rule All component..
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To access Do the following:
» Select the Application Components module.
» Select an application component.
» Select the Testing Status > Rules tab.
Important See "Rule Violations" on page 188.
information Note: Available only for Application Component type
entities.
Relevant tasks "View the Rule Violations - optional" on page 197

The following elements are included (unlabeled Ul elements are shown in

angle brackets):

Ul Elements (A-Z)

Description

11t Select Columns. Enables you to select the columns to
display in the Rule Violations grid.

@ Refresh. Reloads the list of rule violations.

¥ - Set Filter/Sort. Enables you to set a filter for the rule

violations or sort them by a criteria.

<Rule Violations

A list of all the rule violations for the selected

grid> component.
Default: Rule Name and Rule Description columns.
Available Columns: Alert ID, Alert is active, and
Component name.

Resolve All Resolve All. Opens the Generate Requirements and Tests

wizard to resolve the rule violations. For details, see the
"Generate Requirements and Tests Wizard" on page 180.
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@ Aspects Tab

This tab displays the coverage per testing aspect in both a graphical
representation and a grid layout.

Dashboard  Rules | Aspects | Requirements  Operations . Tests  Defects

b Aspects
71.4%

b

=

Lﬂ
_ .1 Aspects
f’ \;7; 14.3%

St Aspects
14.3%
[ JMat Cavered &Il Failed [ ]Some Failed [ |=ame Passed more.
5 W
Aspects Coverage:
Name Status Tested By Summary
= Performance Testing  MNo RunMot C. [ [ ]
Service Interoperability Mo RunMot C.. | 2 ]
Standard Compliance  All Failed [ |
Boundary Testing No Runot G 7 ]
Positive Testing Mo Bun Mot G | 1 ]
Mydspect] _renamed  Some Passed | 3 [ |
Security Testing No FunMot G 2 ]
To access Do the following:
» Select the Application Components module.
» Select an entity in the Application Components tree.
» Select the Testing Status > Aspects tab.
Important See "Aspect Coverage" on page 189.
information

Relevant tasks

"View the Aspects coverage - optional" on page 195
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The following elements are included (unlabeled Ul elements are shown in
angle brackets):

Ul Elements (A-Z) Description

2 Refresh. Reloads the status of the testing aspects and
refreshes the graph.

Collapse. Shows the aspect only, but not its tests or
requirements.

)
=
Expand. Shows the tests associated with the aspect.

<graph pane> A graphical representation of the requirement coverage

<grid pane> A list of all aspects associated with the component.

» Expand the aspect to see a list of its associated tests.
» Click on a test to open it in the Test Plan module.

» Click Application Components in the left pane to
return to the most recent view of the component.
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The Requirements tab displays the coverage per testing requirement in both
a graphical representation and a grid layout.

Dashboard  Rules  Aspects | Requirements | Operations . Tests  Defects

b

L 11

[ |Blocked WFailed (AT CNoRun o
% Select £ X
Regquirements Coverage:
Name Descrintion Direct... Coveraue... E
Ferforms repe.. © Mo Fun 1test[No Run] | 3
*30 BasicAxis/JawvaBasedWeb 5. Tests that XS.. © NoRun 1 test [No Run] E

#S0 Basic my testing]
%30 Basic Cross-site Scripting (#5.. Tests xSD_B.. © NoFun

Tests my tests1 W Not Covered
1 test [No Run]

#S0 Basic Mull Values Tests ®*SD_B.. © NoRun 1 test [No Run]
e We © Passed 1test [Passed]
- a0 Basic my testingl Tests my tests? W Mot Cowvered
L] = Lo e b tin o] Toctc ronetocted TF Rlot T eioucd b
To access Do the following:
» Select an entity in the Application Components tree.
» Select the Testing Status > Requirements tab.
Important See "Requirements Coverage" on page 190.
information

Relevant tasks

"View the Requirements coverage - optional" on page 196
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The following elements are included (unlabeled Ul elements are shown in
angle brackets):

Ul Elements Description

Select Opens the Requirements tree enabling you to add more
requirements to your test. For details see "Requirements
Tree Panel" on page 206.

2 Refresh. Reloads the status of the requirements and

dl refreshes the graph.

3¢ Remove. Unlinks the requirement and the component.
Note that unlinking a requirement may remove the
linkage to all tests and defects that are associated with
the component only through this requirement.

<graph pane> A graphical representation of the requirement coverage.

<grid pane> A list of all requirements associated with the component.

» Expand a requirement to see a list of its associated tests

» Click on a requirement to open it in the Requirements
module.

» Click on a test to open it in the Test Plan module.

» Click Application Components in the left pane to
return to the most recent view of the component.

Requirements Tree Panel

The following elements are included (unlabeled UI elements are shown in
angle brackets):

Ul Elements Description

& Add Coverage. Adds coverage for the selected
requirement. If you select a parent requirement, it adds
all sub-requirements.

s Refresh. Refreshes the Requirements tree.
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Ul Elements Description

Q Find. Opens the Find dialog box for locating a
requirement.

T - Set/Clear Filter. Sets or clears the filter.

» Set Filter / Sort. Opens the Set Filter/Sort dialog box
allowing you to filter out and sort the requirements by
any field.

» Clear Filter / Sort. Clears all filters and sorting settings
and displays all requirements.

53 Go to Requirement by ID. Locates the requirement whose
ID you specify.

* Close. Closes the Requirements tree pane.

To reopen this view, click the Select button in the
Requirements tab.

<Requirements tree> | A tree view of all of the requirements by folder and
group. An icon indicates the requirement type.

Tip: If a filter is active, there could be hidden
requirements. To see all requirements, click Clear Filter.
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@ Operations Tab

This dialog box displays the coverage per operation in both a graphical

representation and a grid layout.

Dashboard | Rules | Aspects | Reguirements | Operations | Tests | Defects

7
B
5
4
2
1
0
Mot Covered All Failed Some Failed Some Passed Mo Run/Mot Completed Al Passed
o .
Operations Coverage:
Name Status Tested Bw... -
Bl Port SimpleSericaSoap 3
Name Status Tested Bw...
EH Echadrr Some Failed 6 Tests [3 No.
Test ID Test Name Descrintion Execution... Tvne
M- 5 sta Positive .. @ Failed SERVICE-TE..
B 13 sta Standard .. © Nao Fun SERVICE-TE..
B 14 ta 501 lnie @ Failad SERWICE-TE hd
To access Do the following:
» Select the Application Components module.
» Select an entity in the Application Components tree.
» Select the Testing Status > Operations tab.
Important See "Operations Coverage" on page 191.
information . L
Note: Available only for Application Component type
entities.
Relevant tasks "View the Operations coverage - optional" on page 196
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The following elements are included (unlabeled Ul elements are shown in

angle brackets):

Ul Elements Description
2 Refresh. Reloads the status of the operations and
)
refreshes the graph.
= Collapse. Collapses nodes with descendants.
Expand. Shows the operations and their testing status.

<graph pane>

A graphical representation of the Operations coverage.

<grid pane>

A list of all operations associated with the component.

» Expand the operation to see a list of its associated
tests.

» Click a test to open it in the Test Plan module.

» Click Application Components in the left pane to
return to the most recent view of the component.
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® Tests Tab

This dialog box displays the status per test in both a graphical
representation and a grid layout.

Dashboard  Rules  Aspects  Regquirements  Operations | Tests | Defects
3 Tests
T 21.4%
£ J,/
I.
- .. | Tests
10 Tests . 1%
71.4%
[JEtocked [CIFailed [za []Ne Run [Inat Compl... [[]Passed
A Select |1 G %,
Tests Coverage:
Test ID Test Hame Descrintion Execution... Twvne =
36 26 Positive Te.. Mot Completed  MAMUAL
37 26 Standard.. MNa Fun MANUAL =
38 26 MET Fram.. Mot Carmpleted  MAMNUAL
39 26 Axis Jewa. Failed MANUAL
40 26 SOL Injecti. Mot Completed  MAMNUAL
11 26 Cross-site.. Mo Fun MAMNUAL
To access Do the following:
» Select the Application Components module.
» Select an entity in the Application Components tree.
» Select the Testing Status > Tests tab.
Important See "Tests Coverage" on page 192.
information
Relevant tasks "View the Tests coverage - optional" on page 197
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The following elements are included (unlabeled Ul elements are shown in
angle brackets):

Ul Elements Description

Select Opens the Tests tree enabling you to associate more tests
with your component. For details see "Tests Tree Panel"
on page 211.

I Select Columns. Opens the Select Column dialog box
enabling you to select which columns to show in the
grid.

- Refresh. Reloads the status of the test and refreshes the

e graph.

32 Remove. Unlinks the test from the requirement through

which it is associated with the component.

<graph pane> A graphical representation of the test coverage.

<grid pane> A list of all tests associated with the component.
» Click the test link to go to the test in the Test Plan
module.

» Click the Application Components to return to the
most recent view of the component.

Tests Tree Panel

The following elements are included (unlabeled Ul elements are shown in
angle brackets):

Ul Elements Description

& Add Coverage. Adds the selected test to the coverage of
the component or requirement. If you select a folder or
group, it adds all sub tests.

Refresh. Refreshes the Tests tree.

Q

Q Find. Opens the Find dialog box for locating a
requirement.
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Ul Elements Description
¥ - Set/Clear Filter. Sets or clears the filter.
» Set Filter / Sort. Opens the Set Filter/Sort dialog box
allowing you to filter out and sort the tests.
» Clear Filter / Sort. clears all filters and sorting settings
and displays all tests.
A% Go to Test by ID. Locates the test whose ID you specify.
* Closes the Tests tree pane.

To reopen this view, click the Select button in the Tests
tab.

<Requirements Tree>

A tree view of all of the tests by folder and group

Tip: If a filter is active, there could be hidden tests. To see
all tests, click Clear Filter.
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® Defects Tab

This dialog box displays the status of the defects in both a graphical

representation and a grid layout. It shows their status and the number of the

defects, and provides direct links to those defects.

Dashboard  Rules  Aspects  Reguirements  Operations Tests | Defects

Defects &
3 Fixed
s New
2 J Open
32
2 1 1
E
Z .
2-Medium 3-High 5-Urgent
Severity
M.
Cefects Coverage:
Defect 1D Detected By Assiuned To  Status Severity Summarv
7 adrnin Cpen 3High Failed Sanity
B admin [RI=Y 2-hdedium Duplicate Fea..
14 adrmin R B-Urgent Missing Featu ..
15 admin Fixed 2-bdedium Ohbsolete Feat..
16 admin RET 2-Medium Irrelevant Fea.
To access Do the following:
» Select the Application Components module.
» Select an entity in the Application Components tree.
» Select the Testing Status > Defects tab.
Important See "Defects Coverage" on page 194.
information . S
Note: Available only for Application Component and
Group type entities.
Relevant tasks "View the Defects coverage - optional" on page 198
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The following elements are included (unlabeled Ul elements are shown in
angle brackets):

Ul Elements Description
I Select Columns. Opens the Select Column dialog box
enabling you to select which columns to show in the
grid.
2 Refresh. Reloads the status of the defects and refresh the
- graph.
<graph pane> A graphical representation of the defects coverage.
<grid pane> A list of all defects associated with the component and
their status.
» Click on a defect in the Defect ID column to open it in
the Defects module.
» Click Application Components in the left pane to
return to the most recent view of the defects coverage.
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Linking Components and Requirements

This chapter includes:

Concepts

» Linking Components Overview on page 216

Tasks

» How to Link Components to Requirements and Tests on page 217
Reference

» Linking Component User Interface on page 219
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Concepts

& Linking Components Overview

216

To test components in Service Test Management, you must link them to
requirements or tests. Requirement coverage is used to connect components
to other ALM entities such as tests, test sets, and defects.

Linking components to requirements and tests helps you keep track of the
relationship between your requirements and components, and ensures
compliance with your requirements throughout the testing process.

For information on viewing test and requirement coverage, see Chapter 8,
"Determining Test Coverage."

When working in the Requirements module, you can view the application
components linked to each requirements. The Application Components tab
displays a list of those components, with other basic information.

Using the Test Plan module’s Application Components tab (available only
after you enable the Service Test Management extension), you can set and
view the application components linked to each test.

When you link a component to a test, Service Test Management prompts
you to select a requirement. To allow you to track your testing through
ALM, you link tests to the default requirement or to an existing one.
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Tasks

P How to Link Components to Requirements and Tests

This task describes how to link components to either requirement or tests. If
you are linking to a test, you also indicate the requirement to associate with
the test.

This task includes the following steps:

> "Link a component to a requirement - optional" on page 217
>» "Link a component to a test - optional" on page 217

> "Results" on page 218

Link a component to a requirement - optional

Use the Application Components tab in the Requirements module to link
components to requirements. For details, see "Application Components Tab
- Requirements Module" on page 222.

Link a component to a test - optional

Use the Application Components tab in the Test Plan module to link a
components to tests. For details, see "Application Components Tab - Test
Plan Module" on page 224.

When you add a test to component coverage, the Link <test-name> to
Requirement dialog box opens and prompts you to choose the Default
Requirement or Linked Requirements. Select a requirement and click OK.
For details, see the "Link <test-name> to Requirement Dialog Box" on
page 220.

You can also link a component to a test through the Testing Status tab. For
details, see "Tests Coverage" on page 192.
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Results

You can view and modify the linkages in the Application Components tab
within the Test Plan or Requirements modules. For details, see "Linking
Component User Interface" on page 219.
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Reference

@ Linking Component User Interface

This section includes (in alphabetical order):

» Link <test-name> to Requirement Dialog Box on page 220

» Application Components Tab - Requirements Module on page 222
» Application Components Tab - Test Plan Module on page 224

» Application Components Tree Panel on page 226
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@ Link <test-name> to Requirement Dialog Box

This dialog box enables you to select a requirement to associate with your

test.

Link Servicel to Requirement

3 Default requirement

#Linked requirement

Name
Servicel Stan..

Descrintion Direct Cover Status
Tests that Ser.. Mo Run

i Servicel Fosi..

Teststhatall.  MNoRun

req3

req3 Mot Covered

To access

Do the following:
1 Open the Test Plan module, and select the Application
Components tab (you may need to scroll to the right).

2 Click Select to open the selection panel, and choose a
entity from the Application Components Tree tab.

3 Click the <3 button.

Important
information

This dialog box only opens if the application component
is linked to a requirement other than the default one.

Relevant tasks

"Link a component to a test - optional" on page 217

See also

"General Tab" on page 240 (Customization)
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User interface elements are described below (unlabeled elements are shown
in angle brackets):

Ul Elements (A-Z) Description
Select Columns. Opens the Select Column dialog box
I ; N .
enabling you to select the columns to display in the grid.
s Refresh. Reloads the components in the list.
<Linked A list of the requirements associated with the test.

Requirements list>
9 To modify the columns, click the Select Columns button.

Default requirement | Default Requirement. Creates a link between the default
requirement of the component and the test, if it does not
already exist. The linked requirements list is not relevant
for this option.

You can set the default requirement in the Customization
section, For details, see "Select Requirement Dialog Box"
on page 242.

Linked requirement Enables you to select a specific requirement to link to the
test from the Linked Requirements list.

This option is not available if the component or group
has no linked requirements. To link a requirement with a
component, see "View the Requirements coverage -
optional" on page 196.
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@ Application Components Tab - Requirements Module
This dialog box enables you to link components to an existing requirement.

Business Models Link.. | Risk Assessment | History | Application Compo.. # 4

Covered Compaonents:

& Select ¥ | [N & .
Componen... Combonent... Import... WSDL... Assio... Last undated
{Application C.. XS0 Basic LIEL EventSens.. :
Application C.. | Servicel LURL servicel admin 12002011
Application C.. | Service? LRL W5_Echo..

Application C.. | Serviceb LIRL Types3ry

To access Do the following:

» Open the Requirements module.
» Select View > Requirement Details.
» Expand the tree and select a requirement.

» In the right pane, scroll right to Application
Components tab.

Relevant tasks "How to Link Components to Requirements and Tests"
on page 217
See also "How to Check the Testing Status" on page 195

User interface elements are described below (unlabeled elements are shown
in angle brackets):

Ul Elements (A-Z) Description

Select Opens the Application Components Tree tab in the right
pane to link a component to the requirement. For details,
see the "Application Components Tree Panel" on

page 226.

% Delete. Unlinks the component and requirement.
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Ul Elements (A-Z)

Description

[

Select Columns. Opens the Select Column dialog box
enabling you to select the columns to display in the grid.

o

Refresh. Reloads the components in the grid.

<Linked Components
Grid>

A list of the components linked to the selected
requirement. The displayed columns differ per
component type. For Web Services, they are:

» Component folder path. The application component
path in the tree hierarchy.

» Component name. The name of the application
component.

> Import type. For Web Services, the import type: File,
URL, UDD], Systinet

» WSDL native name. The Web service name as defined
in the WSDL.

» Assigned to QA. QA engineer responsible for
validating the requirement.

» Last updated. The date the component was last
updated from its original source.

To change the columns displayed, click the [[Jl button.
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@ Application Components Tab - Test Plan Module

This tab enables you to link components to an existing test.

Linked Defects # Dependencies  Business Models Link..  History | Application Compo. 4k

Cowvered Components: Application Compone.. ®
& Select ¥ | [V & IR — o SO T, S ) a
Comnonen... Comnone... Import tvne WSDL... i) Complonelnt ezl
Application C..  MyComp re.. = Application Compo [ «
Application C.. | NTLMAuth — URL ExtendedECH BT Obsolets
Application C.. $5D NTLM | URL EventService --|:_=| Jrd Party
Application C.. | Servicel URL servicel =T Systemn 4 =
Application C.. | Service? URL WW'S_EchoSim. =65 System B
Application C.. | Serviced URL WehSerice S Sanity
5 Servicel
Ea Senrice?
: E5 Senriceh
4 i o[l »
Operations in Use:
I s
Name Comnonen... Componen... Port Descrintion ‘
Echodrr WSSS Application C.. SimpleSendc..
EchoComplex  wsss Application C.. SimpleSendc.. =
EchoComplex] wsss Application C.. | SimpleSendc..
EchoString WSSS Application C.. SimpleSendc..
Echodrr WS5S Application C.. | SimpleSendc..
EchoComplex  wsss Application S, SimpleSerdc.. -
To access Do the following:
» Open the Test Plan Module.
» Select View > Test Plan Tree.
» Expand tree and select a test in the left pane.
» In the right pane, scroll right to the Application
Components tab.
Relevant tasks "How to Link Components to Requirements and Tests"
on page 217
See also "How to Check the Testing Status" on page 195
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User interface elements are described below (unlabeled elements are shown

in angle brackets):

Ul Elements (A-Z) Description

Select Opens the Application Components Tree panel in the
right pane to enable linking a component to the test. For
more information, see the "Application Components Tree
Panel" on page 226.

3¢ Delete. Unlinks the test from all requirements that
associate it with the component.
Select Columns. Opens the Select Column dialog box

I ; N .
enabling you to select the columns to display in the grid.

IS Refresh. Reloads the list in the grid.

<Linked Components
grid>

A list of components linked to the test. The displayed
columns may differ based on the component type.

» Component folder path. The path in the tree
hierarchy.

» Component name. The name of the application
component.

» Import type. The import type: File, URL, UDDI,
Systinet (Web Services only).

» WSDL native name. The service name as defined in the
WSDL (Web Services only).

» Assigned to QA. QA engineer responsible for
validating the test.

» Last updated. The date the component was last
updated from its original source.

To change the columns displayed, click the [[J button.
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@ Application Components Tree Panel

This tab enables you to link components to an existing test.

To access

Do the following:

1 Open the Test Plan or Requirements module.

2 Select View > Test Plan Tree or View > Requirement
Details.

3 In the right pane, scroll right to the Application
Components tab.

4 Click the Select button.

Relevant tasks

"How to Link Components to Requirements and Tests"
on page 217

See also

"How to Check the Testing Status" on page 195

The following elements are included (unlabeled UI elements are shown in

angle brackets):

Ul Elements

Description

&

Add Component. Adds the selected component to the
Linked Components grid.

Q

Refresh. Refreshes the Application Components Tree
panel.

Find. Opens the Find dialog box for locating an
application component by its name or another criteria.
For details, click F1 in the Find dialog box.

Set/Clear Filter. Opens a drop down list with the
following options:

» Set Filter / Sort. Opens the Set Filter/Sort dialog box
allowing you to filter and sort the components.

» Clear Filter / Sort. Clears all filters and sorting settings
and displays all components and groups.

Go to Application Component by ID. Locates the
application component whose ID you specify.
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Ul Elements Description

¥ Closes the Application Components Tree panel.

To reopen this view, click the Select button.

<Application A tree view of all of the application components by folder
Components panel> and group (only visible when you click Select).

Tip: If a filter is active, there could be hidden
components. To see all components, click Clear Filter.
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Customizing Service Test Management

This chapter includes:

Concepts

» Customization Overview on page 230

Tasks

» How to Customize a Project on page 235
Reference

» Project Customization User Interface on page 239

Troubleshooting and Limitations - Customization on page 258
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Concepts

& Customization Overview

230

You can customize general project data in the Application Components
module. This includes specifying default values for components stored in
secure locations and on a proxy server, the default Systinet and UDDI server
information, the default requirement folder, user-defined testing aspects,
component types, and rules.

You can also customize component, group, and change entities the same
way you can customize other ALM entities. You can restrict which user
groups can add, delete and modify folders, components, and groups. You
can determine whether user groups can update components and groups,
and link components and groups to requirements.

In addition, you can customize access to the Application Components
module for each user group.

Note: This chapter describes the additional customization options available
with Service Test Management. For details on Project Customization, refer to
the HP ALM Administrator’s Guide.

This section also includes:

"Testing Aspects" on page 231
"Rules" on page 232
"Custom Component Types" on page 232

>
>

>

» "Application Component Permissions" on page 233

» "Application Components Module Access" on page 233
>

"Custom Project Entities" on page 233
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Testing Aspects

Testing aspects are criteria you choose for testing an application component.
You can indicate the testing aspects to which the component must comply
in order it to receive a Passed status in testing. For example, you can specify
Positive Testing and Standard Compliance. For a list of the available aspects,
see "Testing Aspects" on page 175.

When using the Requirement and Test Generation wizard (Components >
Generate Requirements/Tests), you select the aspects you want to test and
the wizard creates all of the necessary tests and requirements. For details
about the wizard, see the "Generate Requirements and Tests Wizard" on
page 180.

Service Test Management’s customization section lets you control which
aspects to display in the wizard.

The customization’s Aspects tab also lets you add new aspects, modify the
properties of system and user-defined aspects, and delete user-defined
aspects.

General | Rules | Aspects | Component Types

-Aspects ~Properties
4 Aspects a
o - .
Standard Compliance ASPECT name: Positive Testing
Bl Service Interoperability o
E.a NET Framework Aspect description:

- ol Axisflava Based Web Servic
Bl Security Testing

H- =1 SAL Injection Yulnerakbility
E-«0 Cross-site Scripting (X35)
== Boundary Testing

-qi Extrame Yalues

Generates a full positive test for the selected components. It tests each
operation of the selected companent.

B4l Null Values Reguirement Type: Testing -
Bl Performance Testing _ i _ :
¥l Stress Testing Reguirement Mame: | *.service_name® Positive Testing

-qi Owerload Sustainability Testin

Requirement description:
H-«1 Yolume Testing

E-4 Longevity Test Tests that all of the component operations are fully functional using positive
-« Scalability Testing data only: 1. Call every operation with positive data and check for expected
B4 Mydspect]_renamed results. 2. Call the operations sequentially, and use the operation response
P A . - data as input for other operation requests. 3. Parameterize all data
1 il »

In the Aspects tree hierarchy, the ' icon indicates a system-defined aspect.
The &' icon indicates a user-defined aspect.

For task details, see "Customize the aspects - optional" on page 236.
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232

Rules

Rules let you indicate the testing aspects to which your component must
comply. Rules help you ensure that your testing standards are satisfactory
and that the aspects relevant to the component are covered.

Application components that were not tested for the selected aspects,
generate a rule violation and appear with an alert in the Application
Components tree.

In the Rules tab, you select the aspects for user-defined rules. For details, see
the "Rules Tab" on page 244.

You define a rule through filters and aspects:

Filters. Filters indicate the components to which the rule will be applied. For
example, if you indicate a filter: Assigned To=john_qga, any component not
assigned to john_qa, will not be bound by the rule. You can set a rule for a
component based on a variety of filters. You can use the conditional and
logical operators that are used in all ALM filters. For details, see the

HP Application Lifecycle Management User Guide.

Aspects. The testing aspects that must be covered for the application
component.

If your application component was not covered by the required aspects,
Service Test Management creates an Alert. The Testing Status > Rules tab
lists the violations, and lets you resolve the problems. For details about
defining rules, see "Customize the component rules - optional" on page 236.

Custom Component Types

The customization lets you define new component types. The built-in types
are General, Web Service, and JMS.

You can specify the following information for your component: Name,
Assigned Icon, Supported file extensions, Contract parser ID, and the fields
to display in its Details and Interaction tabs. The Contract parser ID
instructs Service Test Management that if a parser has this unique ID and is
registered on the client machine, use it to parse contract files of this type.

For details, see "Manage the component types - optional" on page 236.
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Application Component Permissions

You can customize the permission settings for user groups and folders and
the ability to link relating to their access to application components, linkage
to requirements, and ability to associate application components with
groups. For details about setting permissions, see "Customize group
permissions - optional" on page 237.

For details, see "Groups and Permissions" on page 254.

Application Components Module Access

After you deploy HP Service Test Management for a project, you can control
access to the Application Components module for each user group. For
example, you can deny access to the Application Components module for a
specific group.

For details about customizing module access for user groups, see "Module
Access Pane" on page 257.

Custom Project Entities

You can customize the system fields and create new user-defined fields for
Application Components, Application Component Changes, and
Application Component groups. You can create new fields and indicate
whether or not a field is mandatory.
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If you define a field as required, the Details tab shows it as mandatory for all
component types. The following example shows a mandatory custom field
defined for an Application Component group.

Details

coeaty [somn  fgls]  Crestonc [ 5]

Description

For task details about customizing project entities, see "Customize project
entities - optional" on page 237 and the HP ALM Administrator’s Guide. For
more information on ALM entities and fields, refer to the HP ALM Database
Reference.
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Tasks

P How to Customize a Project

This task describes how to customize your ALM project as it relates to
components. You can create rules, assign aspects, and set permissions for
entities related to your application component. You can also create both
mandatory or optional fields to the Component Details.

All of the customization settings are optional.
This task includes the following steps:

» "Open Project Customization" on page 235

> "Customize the General settings - optional" on page 236
"Customize the component rules - optional" on page 236
"Customize the aspects - optional" on page 236

"Manage the component types - optional" on page 236

"Customize group permissions - optional" on page 237

Y Y Y VY Y

"Customize application component module access - optional" on
page 237

» "Customize project entities - optional" on page 237

Open Project Customization
» Choose Tools > Customize to open the Customization module.

» Click the Return button, located in the top right corner, to return to the
main ALM window.
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Customize the General settings - optional

Click Application Components in the left pane. Select the General tab.
Define the default servers that host the WSDL—the UDDI or Systinet
registry. You can also define the authentication details for accessing WSDL
files, the default requirement and whether to allow fuzzy imports.

For user interface details, see the "General Tab" on page 240.

Customize the component rules - optional

Click Application Components in the left pane. Select the Rules tab.

Click New to define new rules. Select the testing aspects to which the
components in the current filter, must comply. If the component is not
covered by the specified aspects, it issues a rule violation. For details, see
"Rule Violations" on page 188.

For user interface details, see the "Rules Tab" on page 244.

Customize the aspects - optional

Click Application Components in the left pane. Select the Aspects tab.
Manage the built-in testing aspects or click New to create new ones.

For user interface details, see the "Aspects Tab" on page 246.

Manage the component types - optional

Click Application Components in the left pane. Select the Component Types
tab.

Manage the built-in component types General, Web Services, and JMS. You
can indicate the fields that will be available for each of the built-in types.
Mark required fields as mandatory and indicate whether to display them in
the Details or Interaction tab.

Click New to create a new component type. Specify a Name, Assigned Icon,
Supported file extensions, and Contract Parser ID. Select the fields to
display for the new component, for example in its Details tab. You can also
mark fields as mandatory and indicate whether they will be visible in the
Interaction tab.
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For user interface details, see the "Component Types Tab" on page 248.

Customize group permissions - optional

Assign the permissions for the component-related tasks per user group. For a
list of the component-related tasks that you can configure, see "Groups and
Permissions" on page 254.

Click Groups and Permissions in the left pane.

Click New Group to open the New Group dialog box. Specify a name
and permission level. Click OK.

c Select the Permissions tab and click the Application Components
subtab. The subtabs are in alphabetical order.

d Modify the permission levels as required.

e C(Click Save.

Customize application component module access - optional

Indicate which user groups will have access to the Application Components
module.

Click Module Access in the left pane.

Expand the window or scroll to the right to view the Application
Components column.

c Select the check boxes as required. To enable or disable permissions for
an entire column, select or clear the check box in the header row.

d Click Save.

Customize project entities - optional

Use the Project Entities section to define new fields for the application
component, changes, and groups.

a Click Project Entities in the left pane.

b Expand the node to which you want to add or modify an entity.
Application Component, Application Component Change, or
Application Component Group.
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¢ To modify a built-in field, expand the System Fields node and select a
field. You can modify the label and indicate if the field should be
required.

d To create a new field, select the User Fields node and click the New
Field button. Provide a label, type, and maximum string length for
String type fields. Select any other relevant options as described in the
"Project Entities Pane" on page 251.

e To create a new Memo type field, expand the New Field button and
select New Memo Field.

f Click Save.
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Reference

@ Project Customization User Interface

This section includes (in alphabetical order):
» General Tab on page 240

» Rules Tab on page 244

» Aspects Tab on page 246

» Component Types Tab on page 248

» Project Entities Pane on page 251

» Groups and Permissions on page 254

» Module Access Pane on page 257
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® General Tab

240

This tab enables you to customize the settings for parsing contracts and
importing WSDLs. You can enter a default server and credentials, so that
you will not need to enter the information each time you import a service.

General | Rules | Aspects  Component Types

-Connection Setings

Mo connection settings were specified.

Default Connection Settings... |

-Default DO Serser

URL: |
WErsion: n

-Default Swstinet Server

SErver name: | |

- Default Requirerments

Location: | Requirements\ApplicationE
Requirement type: | | i |
-Fuzzy Import

bl Use fuzzy logic on import

Number of attempts: (5 | =]

To access Do the following:

1 Select Tools > Customize.

2 Select Application Components in the left pane.
3 Select the General tab.

Important To resume work in the ALM modules, click the Return
information button in the top right corner.
Relevant tasks "Customize the General settings - optional" on page 236
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User interface elements are described below:

General Tab Sections

Description

Connection Settings

» Default Connection Settings. Opens the Connection
Setting dialog box for setting the default connection
settings. For details, see "Connection Settings Dialog
Box" on page 80.

Default UDDI Server

» URL. The default address of the UDDI server when a
user opens the Select Service from UDDI Dialog Box,
for example http:/<my_server>.<my_domain>:8090/
juddi/inquiry.

» Version. The UDDI version: 2 or 3.

For details, see "Select Service from UDDI Dialog Box" on
page 78.

Default Systinet
Server

Server Name. The default path of the Systinet server
when importing from a Systinet registry. For details, see
"Select Service from Systinet Dialog Box" on page 76.

Default
Requirements

» Location. The default requirement to use when linking
a component to a test. The Browse button opens the
Select Requirement dialog box.

» Requirement Type. One of the standard requirement
types: Undefined, Functional, Testing, Performance, or
Business Model.

Fuzzy Import

» Use fuzzy logic on import. For .NET services, use a
looser set of criteria for parsing the contract.

» Number of Attempts. The number of attempts to try
parsing the contract before aborting the import. The
default is 5.
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Select Requirement Dialog Box

This dialog box lets you select a default requirement.

User interface elements are described below (unlabeled elements are shown
in angle brackets):

Ul Elements (A-Z) Description
3 Refresh All. Refreshes all of the requirements in the tree.
T - Set/Clear Filter. Opens a drop down list with the

following options:
» Set Filter / Sort. Opens the Set Filter/Sort dialog box
allowing you to filter and sort the requirements.

» Clear Filter / Sort. Clears all filters and sorting settings
and displays all requirements.

For details, see "Filter Requirements Dialog Box" on
page 243

I_rl New Requirement. Opens the New Requirement dialog
. box for defining a new requirement.

New Requirement Folder. Creates a new requirement
folder, under the selected folder.

Note: This is only available when selecting a folder—not
a requirement.

<Requirements Tree> | A tree hierarchy of all the requirements.
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Filter Requirements Dialog Box

To open the Filter Requirements dialog box, click the Filter/Sort button in
the Select Requirement dialog box. User interface elements are described

below:
Ul Elements Description
< Clear Filter. Clears all conditions to which the rule
M

should apply.

B

Copy filter. Copies the current filter settings onto the
clipboard. You can paste this filter for another rule or
save it to a text file for later use.

B

Paste filter. Uses a filter from the clipboard.

Filter tab

A list of field names and their conditions. The field
names correspond to the component fields in the Project
Entities list.

Tip: Click the down arrow in the right side of the row, to
open the Select Filter Condition dialog box. You can
manually type the condition that must be met and use
asterisks (*) as wildcards.

Cross Filter tab

Allows you to filter the following entities within the
Application Components module: Groups,
Requirements, Tests, Defects, Application Changes, and
Alerts.

For Alerts: Enable the Show application components with
alerts option to hide all components without alerts.

View Order Allows you set the order in which the requirements are
displayed. You choose fields and set their display order
using the arrows above the Selected Fields pane.

Group Indicates the criteria by which to group the

requirements, such as Requirement Type, Author, and so
forth.
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®. Rules Tab

This tab lets you define rules for the application components in your

244

project.

~Properies

-Rule

Rule narne:

CustomPFule_1

-Components

The rule applies to components that satisfy the following conditioni's):

Created bw[admin]

Edit...

-Aspects

Must be covered by the following Test aspect(s):

Security Testing, Positve Testing, Standard Compliance

-Description

bl Use automatic test

Rule Description (This text will be displayed whenever a component does not foll

All components that meet this condition; Created by[admin] must be covered by
the following testing aspects: Security Testing, Positive Testing, Standard

Compliance
To access Do the following:
1 Select Tools > Customize.
2 Select Application Components in the left pane.
3 Select the Rules tab.
Important To resume work in the ALM modules, click the Return
information button in the top right corner.

Relevant tasks

"Customize the component rules - optional" on page 236
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User interface elements are described below:

Ul Elements

Description

Toolbar buttons

» Save. Saves the changes to the Rules tab.
» New. Opens the Create New Rule dialog box.
» Delete. Removes the selected rule.

Properties

The properties of the rule:

» Rule. The rule name. If a component violates a rule,
the Alert box lists it by this name.

» Components. The rule is only applied to components
that meet the selected conditions. To set a condition,
click the Edit button to open the Filter Requirements
Dialog Box described on page 243. To create a global
rule that will apply to all components, specify a filter
condition that is common to all components, for
example, Component ID > 0.

» Aspects. The testing aspects that must be covered for
the component. To select the aspects, click the Edit
button to open the Select Aspects dialog box described
on page 231. Note: You can only select a direct
descendent of the root aspect.

» Description. Text describing the rule. To allow Service
Test Management to generate a description based on
the selected aspects and conditions, select Use
automatic text. If the rule is violated, the Alerts dialog
box shows this text.

245



Chapter 10 ¢ Customizing Service Test Management

@ Aspects Tab

This tab lets you define the properties of the built-in aspects and define new
ones for the project.

General | Rules | Aspects | Component Types

~Aspects ~Properties
dl Aspects
--L«i Positive Testing
--ui Standard Compliance Aspect name: TET Frarmewirk

B4l Service Interoperability

Aspect description:

4 AxisflawaBasedeb Services F
Security Testing

= S0L Injection Yulnerability

dl Cross-site Scripting (£53)
Boundary Testing

= Extreme Values

< MullValues Requirement Type: |Testing

Performance Testing ) )
- Stress Testing Requirement Narme:

5

Tests the interoperability of the service's
operations using .MET Framewark.

m o
m L E-E L

=

L_T_I
P

Haenvice_nameds N

4 Overload Sustainahility Testing

Fequirement description:
=0 “olume Testing

= Longevity Test Tests that Yservice_name% is fully
-l Scalability Testing interoperable with .NET Framewark by calling
24 Myhspect]_renamed all of its aperations with default/expected
E!--'_‘,‘_ hhydspect?_renarmed values.
F-5 Myhspectd

1 i 2

To access Do the following:

1 Select Tools > Customize.
2 Select Application Components in the left pane.
3 Select the Aspects tab.

Important To resume work in the ALM modules, click the Return
information button in the top right corner.

Relevant tasks "Customize the aspects - optional" on page 236

See also "Alerts Dialog Box" on page 35
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User interface elements are described below:

Ul Elements Description

Save Saves the Aspects settings.

New Opens the Create New Aspects dialog box.

Delete Removes the selected aspect from the list. You can only

delete user-defined aspects—not built-in ones.

Aspects tree

A tree hierarchy of the aspects that are available for the
current project.

Properties

The properties of the aspect:

» Aspect Name. The aspect name as it will appear in the
tree. For predefined system aspects, this field is
read-only.

» Aspect Description. Text describing the goal of the
aspect.

> Requirement type. The requirement type—a drop
down list of predefined requirements, such as
Business, Group, or Performance, and any
user-defined requirements. For details, see the ALM
User Guide.

» Requirement name. A name for the requirement. To
include the component name, use the variable
%service_name%. The Requirement and Test
Generation wizard will use this name when creating a
requirement for this aspect.

» Requirement description. Text describing the
requirement. To include the component name, use the
variable %service_name%.
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@ Component Types Tab

248

This tab provides information about the different application component
types. You can control which fields will be available in the Details and

Interaction tabs for each component type and if they are mandatory. You
can also define new component types.

General  Rules | Aspects | Component Types

~ Component Types —
General
Web Service
JMS

memol
memo2
memo3

~Properties

Mote: this type cannat be deleted because this is a built in type or there are existing compone

Marmne:

Assigned icon:

Supported file extensions:

Contract parser 10

~Flelds

|Web Service

|Keep currentimage

[l

|86?CDB88—8D52—448f—BSSC—3EF0834A?49A

Field Name

Included in Twne Reauired in...

Interaction field -

| Assigned to Dev
Assigned to QA
Comments
Component name
Contract Descrigtion
Description
Dewvelopment status
Has changed

JMS connection factony
JMS destination
JMS provider

JMS reguest queue

JMS response queus

OO0O000OK KK K E K KK

oo

ooooooooomd

OoooooooomOodo
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To access Do the following:

1 Select Tools > Customize.

2 Select Application Components in the left pane.
3 Select the Component Types tab.

Relevant tasks "Manage the component types - optional" on page 236

Ul Elements Description

New Adds a new component type to the list. To rename the
component type, enter text in the right pane’s Name
field.

Delete Removes the selected non- built-in component type from
the list.

Note: You cannot remove a type if an application
component of that type exists in the repository.

Component Types A list of the built-in and custom component types. The
list built-in types are General, Web Service, and JMS.

249



Chapter 10 ¢ Customizing Service Test Management

250

Ul Elements

Description

Properties

The component type details:

» Name. The name of the component type as it will
appear in ALM.

» Assigned icon. The icon representing the component
of this type in the Application Components tree. A
drop down includes several options. For details, see
"Application Components Module Icons" on page 58.

» Support file extensions. The file extensions supported
as a contract for components of this type, for example,
WSDL.

» Contract parser ID. The COM obiject of the parser
GUID used for parsing a component definition file,
such as the WSDL. If a a parser has this unique ID and
is registered on the client machine, Service Test
Management uses it to parse contract files of this type.

Fields

The fields that will be available in the component’s
Details and Interaction tabs. These settings are specific
for each component type—both built-in and
user-defined.

» Included in Type. Show the field in the components’s
Details tab, but do not make it mandatory.

» Required for Type. Show the field in the components’s
Details tab, and make it mandatory.

» Interaction Field. Show the field in the Interaction
section of the Add New Component dialog box and
Interaction tab.

For details, see the "New Application Component Dialog
Box" on page 54.
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@ Project Entities Pane

This pane lists the project entities. Each entity contains system fields and
user-defined fields:

> System fields. These are ALM default fields. You cannot add or delete
system fields—you can only modify them.

» User fields. Customizable user-defined fields. You can add, modify, and
delete user-defined fields.

For detailed information on ALM entities and fields, refer to the HP ALM
Database Reference.

Project Entities

[& Save | op Mew Field ~ 3¢ Delete Field

B2y Application Companent
B System Fields
E-E5 User Fields

-2 MEMOT Mame:
-EF MEMOZ
~Ed MEMO3

Settings

Sv_USER_01

Lakel: [sv_USER_D1

B A Application Component
B Application Camponent
EHE System Fields

o Dl Assignedto

Ted Craated by

Led Creation date D Histary D Reguired
Pl o

_%.: a;inc;ptmn O askead
----- E3 User Fields

L5l Baselines

B Business Campanent

B[ Rusinaes Pracacs hind
[l Il L4

Type: |String

Length: |4D

O Searchable
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To access

Do the following:
1 Select Tools > Customize.
2 Select Project Entities in the left pane.

3 Expand the Application Component, Application
Component Group, or Application Component
Change entities.

Important
information

You can only create and delete User fields, but not
System fields. For System fields, you can modify the label
and select some additional options, depending on the
field.

Relevant tasks

"Customize project entities - optional" on page 237

See also

"Application Component Details Pane" on page 48

User interface elements are described below and in greater detail in the HP

ALM User Guide.

Ul Elements Description

New Field Opens a drop down list allowing you select New Field or
a New Memo Field.

Delete Field Removes the selected user-defined field.

Name A read-only field name used in the ALM database table.

Label The name of the field to display in the Project Entities
tree and the component’s Details tab. This label is
referenced anywhere the field is used, such as in the filter
criteria, error messages, and graphs.
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Ul Elements

Description

Type

The type of data valid for the field:

» Number. Enables integer entry only.

» String. Enables the entry of any character string.

» Lookup List. Displays the Lookup List area and
enables the selection from a drop down list.

» User List. Enables the selection of a user name from
your ALM users list.

» Date. Enables the selection of a date.

» Memo. Enables the entry of blocks of data. Note
that you can add up to 5 memo fields to each ALM
entity (available by selecting New Field > New
Memo Field from the toolbar).

Length

The field size (available for String type only).

Note: The maximum field length is 255 characters.

Goto List

Displays a predefined list. (Available only when the
Lookup List type is selected.) To open a predefined list,
select a list from the Lookup List box and click the Goto
List button.

History

Preserves a log of values entered in the selected field.

Masked

The input data mask for the field (available only when
the String type is selected).

Required

Indicates that a user must enter a value for the field.

Searchable

Indicates a searchable field (available only when the Text
Search option is enabled in the DB Servers tab).

Lookup List

A list of predefined lists (available only when the Lookup
List type is selected). To associate a field with a predefined
list, select a list from the Lookup List box. To view or
modify the selected list, click the Goto List button.
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Ul Elements Description

Verify value Limits the user to select a value only from the items that
are listed in the list box (available when Lookup List or
User List is selected).

Allow multiple values | Allows the user to select more than one value in any field
that is associated with a predefined lookup list (available
only when selecting a Lookup List type field).

@ Groups and Permissions

This customization section lets you define new user groups and set their
permissions.

Groups and Permissions

[& Save | gp New Group = Rename Group 3¢ Delete Group

eveloper tMembership | Permissions | Data-hiding

2D
& Project Manager
% QATecter Administration || Application Compone.. | Business Models | BusinessProcess Te. < b

Permission Level B~ Options
B4 Application Change
E Create
B Flpdate
E Delete
Bl Application Component
B Create
E‘ FlUpdate <
4 il 3
Impacts
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To access Do the following:

1 Select Tools > Customize.
2 Click Groups and Permissions in the left pane.
3 Select a group and click the Permissions tab.

4 Select the Application Components tab (the subtab
names are in alphabetical order).

Important To resume work in the ALM modules, click the Return
information button in the top right corner.
Relevant tasks "Customize group permissions - optional" on page 237

The Application Components tab displays the following permissions for
elements available in the Application Components module:

Element / Entity Permission Level
Toolbar » Save. Saves the current group and permission
settings.

» New Group. Opens the New Group dialog box
for creating a new permission group.

» Rename Group. Allows you to rename the
selected user-defined group.

» Delete Group. Removes the selected user-defined
group.

Alert. This icon indicates that selecting or clearing
the current permission, will impact other
permissions. The mouseover message provides the
impact details.

M Create a
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Element / Entity

Permission Level

Permission Levels -
Application Change

Lets you set the group’s permissions for handling
changes in an application component. You can
enable or disable the following capabilities:

» Create. Create a new change.

» Update. Update fields in an existing change. For
details, expand the node and see "Application
Change Details Dialog Box" on page 275.

» Delete. Delete a change.

Permission Levels -
Application Component

Lets you set the group’s permissions for creating and
modifying application component details. You can
enable or disable the following capabilities:

» Create. Create a new change.

» Update. Update fields in an existing component.
For details, expand the node and see "New
Application Component Dialog Box" on page 54.

» Delete. Delete a component.

» Link to Components. Link to another application
component.

» Link to Groups. Link a component to an
Application Component group.

» Link to Requirements. Link a component to
existing requirements.

» Update Contract. Update a component’s contract
from its source.

Permission Levels - Folder

Lets you set the group’s permissions for creating and
removing folders in the Application Components
tree. You can enable or disable the following
capabilities:

» Create. Create a new folder.

» Update. Update fields for an existing folder. The
available fields are: Attachment, Description,
Father ID, Folder ID, Logical Path, and Name.

» Delete. Delete a folder.
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Element / Entity Permission Level

Permission Levels - Group Lets you set the group’s permissions for creating and
modifying Application Component groups. You can
enable or disable the following capabilities.

» Create. Create a new group.

» Update. Update fields in an existing group. For
details, expand the node and see "New Group
Dialog Box" on page 171.

» Delete. Delete a group.

» Link to Requirements. Link a group to existing
requirements.

» Update Contracts. Update the contracts in a
group’s components from their source.

Permission Levels - Provides the members of the group access to the
Customize Application Components section in Customization.

®. Module Access Pane

This pane lists the module access per group. You can control access for the
various ALM modules.

Module Access
[& Save .
Users Grouns ¥ ¥ De¥ Te ¥ Te & Re ¥ Da ¥ Co ¥ Rel ¥l M ¥ L ¥ Anplication Comnonents
TDAdmin L - - vl W vl
QATester I O I B I | bl M | 7]
Project Manager [ e A ™ R | MMM vl
Devaloper bl bl | b el el el el vl M | vl
Yiewer [ . R I ™ R | bl M | 7]
4 Il »

257



Chapter 10 ¢ Customizing Service Test Management

To access Select Tools > Customize and click Module Access in the
left pane.
Relevant tasks "Customize application component module access -

optional" on page 237

See also "Customize group permissions - optional" on page 237

The Module Access pane contains a table indicating each group’s permission
per module.

Selecting the check box in the header row, checks all rows in that column.
Clearing the check box in the header row, clears all rows in that column.

For more details about Module Access permissions, see the
HP Application Lifecycle Management User Guide.

Q, Troubleshooting and Limitations - Customization

258

This section describes the limitations that affect customization.

» Default Connection Settings defined in customization, may be lost when
upgrading a project from version 11.00 to 11.10.

» In the customization for Service Test Management (Tools > Customize),
when working in the Aspects tab—if you select a requirement type whose
coverage is set to None (Requirement Type link in customization), or if
you deleted the requirement type—you may encounter unexpected
results when generating requirements for that aspect.

» Memo type fields, such as Description, Comment, and so forth, are not
added to the Interaction tab, even if they are designated to be included
through the Customization.

> In the Application Component’s Aspects tab, the Requirement type drop
down shows types that cannot be covered by the aspects.

» When creating custom rules with filtering, the Application Components
tree may show old alerts that no longer apply.
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Change Analysis

This chapter includes:

Concepts

» Change Analysis Overview on page 260

Tasks

» How to Perform Change Analysis on page 264
Reference

» Changes User Interface on page 269

Troubleshooting and Limitations - Changes on page 284
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Concepts

& Change Analysis Overview

260

-

Change impact analysis helps you assess the impact of changes to the
application components. For each change, Service Test Management
displays a description of the change, an assessment of the change-risk, and
the change status.

Service Tests Management provides an interface for comparing different
versions of document literal Web services and related XML schemas. You
can also introduce changes manually and specify the change details. If you
know of changes in the component’s contract, you manually insert a new
change and provide its details.

This section includes:

» "Change Notifications" on page 260
> "Reporting Changes Manually" on page 261
» "Automatic Change Detection Through Updates" on page 261

» "Contract Comparison" on page 262

& Change Notifications

Service Test Management also generates a change list automatically. When
you update an application component or group, it compares the latest
definition with the definition stored in ALM. If an operation was added or
removed, or if there were changes to the operation’s data structure or at the
signature level, Service Test Management lists them in the Changes tab.

Service Test Management flags changed application components, groups, or
folders (prior to version 11.00), in the Application Components tree with an
Alert icon.
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Tip: A green asterisk on the Changes tab indicates a new change.

To verify the changes, you can generate a test set. These test sets can contain
all tests linked to the updated component, or only tests that use the
operations affected by the changes.

Each test set must be linked to a requirement. If a component does not have
requirement coverage, Service Test Management lets you link it to a default
requirement.

After creating or generating change-based requirements and a test set, you
can run the linked or affected tests in the test set to verify whether these
changes caused regression in functionality or performance. You can then
determine which entities were affected and who is responsible for them.

To determine if a change violates a rule associated with a component, see
the "Rules Tab" on page 201.

& Reporting Changes Manually

Service Test Management allows you to define changes manually. This
change can indicate an update in the contract file or other changes that
affected the contract file.

You can also add descriptions and comments, and assign the change to
developers or QA personnel. For details, see "New Application Change
Dialog Box" on page 271.

& Automatic Change Detection Through Updates

You can use the Update Component feature to automatically check for
changes in a component. If changes are found in the Web service:

» the component’s definition is updated in Service Test Management.

» the Application Components tree displays an alert adjacent to the
component.

» the Changes tab lists the changes.
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You can update the definition from the original location or from a custom
location.

For application components that reside on secure locations or those
accessed through proxy servers, you specify the authentication credentials.
For details, see the "Secure Services and Proxy Servers" on page 69.

For task details, see "How to Perform Change Analysis" on page 264.

Note:

» When updating a Web service from a UDDI or Systinet server, it must
have the same name as the one in the original WSDL used to import the
service.

> If Keep up to date is set to Yes in the Details tab, the component
definition is automatically updated from the original source each time it
is loaded.

& Contract Comparison

The Technical Details view of the Application Change Details dialog box,
displays the contract files side by side, allowing you to visually compare
them. The window highlights the differences between XSD schema versions
for the selected change, using different colors for additions, deletions, and
changes.
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Each node indicates the nature of the change, for example, The 'xyz’ element
was removed from 'My operation’. The comparison window displays the
changes for the selected node. If the changes were in the input or output
properties, it indicates this in the Subject box.

E Application Change Details !E

NI 2 | s

Change D437 * Subject: ‘ 5 schema changes detected in WSHttpBinding_|Servicel:GetDatalUsingDataCo D|

T1 (5 changes) ﬂ
Si2 Element ‘E1" was remowved from complex type T1°.

A& Element B2 was ramoved from complextype T17.

S5 The 'S1' element of type "String was added to complex type T1

g The 'S2' element of type "String’ was added to complex type T1° LI

& a

Befare char |SeNice1.svc?xsd=xsd3 After chant |Serv\ce1 syCTxed=xsd3

1 <xs:complexType name="T1" xjafil] <xs:complexType name="T1" =zml4
e <5 lsequence:- 2 <¥SISequences-
4 ] < <x3:element mindccur) 3
| < <x3:element minoccur) 4
5 <x3:element minoccours 5 <xg:element minoccurs="
& <x3:element minoccurs la] <¥sielement mincocurs="
7 <x5:element minoccurs 7 <¥zielement mincocurs="
o] o > <xs:element mindccurs=
g o > <¥s:element mindccurs=
14r| LILI il b <wselemaent. minOrGl]riflLI
Ji0

For user interface details, see "Application Change Details Dialog Box -
Technical Details Tab" on page 279.

By studying the changes, you can decide how to set the Change Status in
the Application Change Details dialog box’s Details view. You can set the
status to In test, Verified, or Obsolete. For details, see "Application Change
Details Dialog Box - Details Tab" on page 276.

To verify the functionality of the component after the changes, you can run
an existing test set, or create a new one. To create a new test, click the Create
Test Set button in the Changes tab. For details, see "Create Change Impact
Test Set Wizard" on page 280.
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Tasks

P How to Perform Change Analysis

This task describes how to create and review the changes for your
application component.

This task includes the following steps:

» "Define a New Change - optional" on page 264
"Update a Component - optional" on page 265
"Review the changes" on page 266

"View and/or modify the change details" on page 266
"View the technical details" on page 266

"Evaluate the tests" on page 267

"Create a regression test set - optional" on page 267
"Run the test sets" on page 267

"Check the test status" on page 267

Y Y Y Y Y Y Y Y Y

"Update the change status" on page 268

1 Define a New Change - optional
To manually define a change in the Changes list:
a In the Application Components tree, select a component.
yi b Select the Changes tab and click the New Change button.
¢ In the New Application Change dialog box, make sure that the
following mandatory fields have values:

> Subject. A meaningful name for the change.

» Affected part. The name of the affected application component
part.
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> Affected part type. The type of part affected by the change:
Component, Field, Interface, or Operation.

» Change Status. The change’s current status: In Test, New, Obsolete,
or Modified.

» Change type. The nature of the change: Added, Updated, or
Removed.

> Risk. The risk of the change: High, Medium, or Low.

d Enter values into the optional fields, such as Description, Assigned to,
and so forth.

2 Update a Component - optional

To automatically generate a list of changes, update the component contract
stored in ALM with the latest contract file. Service Test Management flags
the changed component in the Application Components tree.

a In the Application Components tree, select the Web service
component you want to update.

b Choose one of the following update options:

» To update a component using the same contract location, choose
Components > Update Component > Update Component.

» To update a component using a different location, choose
Component > Update Component > Update Component from.
Browse for a newer version of the contract in another location.

The update process begins. Service Test Management checks for
changes in the contract and informs you if the component was
updated.
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3 Review the changes

Select an application component that has been updated, indicated by an
alerticon ! . Click the Alert icon to open the Alerts dialog box and view a
list of the alerts. Click Show to open the selected change in the Changes
tab. The grid lists the changes that were made to the component.

View and/or modify the change details

a Select a change in the grid, and click the Change Details button.
b Click the Details link in the left pane (selected by default).

¢ View and modify the field values.

For details, see the "Application Change Details Dialog Box - Details Tab"
on page 276.

View the technical details
a Click the Technical Details link in the left pane.

b Expand the changes tree in the upper pane and select a change. The
bottom pane highlights the change within the schema.

¢ Click OK to close the Application Change Details dialog box.

For details, see the "Application Change Details Dialog Box - Technical
Details Tab" on page 279.
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6 Evaluate the tests

Evaluate the tests that are associated with the component in the Testing
Status tab, and add additional tests if necessary. For more information
about tests linked to components, see "View the Tests coverage - optional"
on page 197.

7 Create a regression test set - optional

To analyze the impact of the changes, click Create Test Set in the
Changes tab, to invoke the wizard. For details, see the "Create Change
Impact Test Set Wizard" on page 280.

Tip: The Create Change Impact Test Set wizard does not allow you to
enter values for required Test Set fields. To enter values for these fields,
open the Test Lab module, go to the test set, and enter values for the
required fields.

8 Run the test sets

Run the test sets from the Test Lab module. You can verify the component
behavior and analyze the test results using ALM graphs, reports, and
documents. For details on running test sets and analyzing test results,
refer to the HP ALM User Guide.

9 Check the test status

Review the coverage status of the parent requirement created for the
changes set in the Testing Status tab, to verify that the coverage includes
the latest changes. For details, see “"Requirements Coverage" on page 190.
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10 Update the change status

Verify the behavior of the changed component and manually update the
change status in the Changes tab through the following steps:

a Select an updated component in the Application Components tree,
and click the Changes tab.

b In the list of changes, select the change whose status you want to
update.

Select a change in the grid, and click the Change Details button.

In the Details tab’s Change Status box, set the change status. For
example:

> Verified. if the change was tested and did not cause a regression.

» Obsolete. if the change does not affect the component.

For details about change status, see the "Application Change Details
Dialog Box" on page 275.
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Reference

@ Changes User Interface

This section includes:

» Changes Tab on page 269

» New Application Change Dialog Box on page 271

» Application Change Details Dialog Box on page 275
» Create Change Impact Test Set Wizard on page 280

» Tests Tree Panel on page 282

@ Changes Tab

This tab allows you to view and manage the changes made to the
application component.

Details | Interaction | Changes # | Testing Status | Modeling | Attachments
Changes list

fo B K ‘ m & ‘ T -| 7 Create Test Set...

Subject Affected parttype Affected part Change type  Risk
i dschemachanges.. Operation GetDatalJsing.. Updated High

3 schemachanges.. | Operation GetDatallsing.. Updated High

4 schemachanges..  Operation GetDatalJsing.. | Updated High

3 schemachanges.. | Operation UsinghdyStruct | Updated High

4 il 3
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To access

Do the following:

1 Select the Application Components module.
2 Select an entity in the Application Components tree.
3 Click the Changes tab.

Relevant tasks

"Review the changes" on page 266

User interface elements are described below (Unlabeled UI elements are
shown in angle brackets):

Ul Elements

Description

New Change. Opens the New Application Change dialog
box to create a new change upon your component. See
the "New Application Change Dialog Box" on page 271.

Change Details. Opens the Application Change Details
for viewing and editing. See the "Application Change
Details Dialog Box" on page 275.

Delete. Removes a change from the Changes grid.

Select Columns. Enables you to select the columns to
display in the Changes grid.

For a description of the columns, see the "Application
Change Details Dialog Box" on page 275.

Q

Refresh. Reloads the list of changes.

Set Filter/Sort. Enables you to set a filter for the changes
or sort the changes by a criteria.
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Ul Elements Description

Create Test Set Opens a wizard for creating a test set. For details, see
"Create Change Impact Test Set Wizard" on page 280.

<Changes grid> A list of all the changes for the selected component to
which the filter applies. To clear the filter, use the Set/
Filter sort button. To arrange the columns, use the Select
Columns button.

Default: Subject, Affected part type, Affected part, Change
type, Risk, Change status, Creation date, Assigned to,
Release, and Cycle.

@ New Application Change Dialog Box

This dialog box lets you define a new change for your application
component.

B New Application Change !E
x|% & B

& Details Details |

* Affected .. *Affected .. [Component  [v] —

*Change s... |New “Changet. |Updated |+

Change ID: |:| Created by.  [admin [+ |
e

Creation o... Creatonti.. [FE

¢ — 1
Description | Risk description
BIUAB|EE =c|nmns a|lay

A description of the change. ..

Help
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To access

Select the Changes tab and click the New Change ‘e
button.

Relevant tasks

"Review the changes" on page 266

See also

"Changes Tab" on page 269

User interface elements are described below:

Ul Elements (A-Z)

Description

x

Clear all Fields. Clears all the fields in the dialog box.

Editing buttons: Spell Check, Thesaurus, and Spelling
Options. For details, see the HP ALM User Guide.

Affected part

The name of the part affected by the change, such as the
component name or operation name.

Affected part type

The part type affected by the change: Component, Field,
Interface, or Operation.

Assigned to The user name of the person who is responsible for the
change.
Change ID A unique identification string for the change. This field is

read-only and is generated when you save a new change.
This is visible in the Application Change Details dialog
box.

Change status

The current status of the change. By default, the change
status is New. Update the status throughout the change

analysis process as follows:

» In test. The change is being tested.

» New. There is a change in the component.

» Obsolete. The change does not affect the component.

» Verified. The change was tested and did not cause a
regression.
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Ul Elements (A-Z)

Description

Change type

The type of change is indicated as follows:

» Added. New functionality was added.
» Removed. Functionality was removed.

» Updated. Changes were made to existing functionality.
Details of these changes are displayed in the
Description column.

Created by

The user name of the person who created the changes.

Creation date

The date on which the change was made. By default, the
creation date is set to the current database server date.
This field is read-only and is generated when you save a
new change.

Creation time

The time at which the change was made. This field is
read-only and is generated when you save a new change.

Default: The current database server time.

Cycle

The testing cycle in which the change was introduced or
in which the change needs to be verified.

Description

A description of the change and suggested tests to verify
them.

For operation changes (where Part Type is Operation and
Change Type is Updated), the change description
contains details of the argument that was added or
removed from the operation.

Release

The planned release version.
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Ul Elements (A-Z)

Description

Risk

The business risks and costs associated with the change. A
change can have one of the following risk levels:

» High. Changes that are likely to affect functionality
and fail any test that is not updated. High-risk changes
include operation removal and parameter changes.

» Medium. Changes that may affect functionality, but
may not necessarily fail existing tests. Medium-risk
changes include component changes (notification that
some of the component files have changed).

» Low. Changes that are unlikely to fail or affect existing
functionality or implemented tests. Low-risk changes
include operation additions (as they do not affect
existing functionality), service address changes
(deployment only), and port type changes.

Risk Description

A textual description of the risk.

Tip: Click Add Comment to create a remark with a name,
time, and date stamp.

Subject

A short title describing the change. This field is
mandatory.
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@ Application Change Details Dialog Box

This dialog box enables you to view and manage the changes applied to the
component.

You can view both the Details of the change and its technical details. By
reviewing the technical details, you can determine what the changes were.

H Application Change Details !E
SR B :
Change 10 * Subject: |1 schema change detected in W3HttpBinding_IServicel:GetDatalUsingDataCon |:||
& Details Details |
& Technical Details x

* Affected . * Affected .

* Change ... *Changet...

*Risk _ Assigned to

Change ID: _ Created by

Creatond.. [22011 | Creatont. =
W\ption‘ Risk description

B I UA@m;

I

=

§E»_E<_E|D1I1Td| £”|@A§?

1 schema change detected in WSHttpBinding_|Servicel:GetDatalsingDataContract. These
schema changes are likely to affect the logic of the operations that use
WWESHtpBinding_|Sericel: GetDatallsingDataContract. Werify whether the logic was affected by
running tests that cover the senice usage flow)|

To access Select the Changes tab and click the Change Details £
button.

Relevant tasks "Review the changes" on page 266

See also "Changes Tab" on page 269.
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User interface elements are described below:

Ul Elements (A-Z) Description

Change Navigation. Enables navigation between the
changes for display in the Application Change Details
dialog box. The buttons perform the following actions,
from left to right:

£ < © o

» Go to first change

» Go to previous change
» Go to next change

» Go to last change

- E Editing buttons: Spell Check, Thesaurus, and Spelling
LA Options. For details, see the HP ALM User Guide.

Change ID A unique ID for the change (read-only).

Subject A short title describing the change.

B Details tab. For details, see below.

- Technical Details tab. For details, see "Application Change
Details Dialog Box - Technical Details Tab" on page 279.

Application Change Details Dialog Box - Details Tab

The Details tab allows you to view and modify all of the fields describing the
change. User interface elements are described below:

Ul Elements(A-Z) Description

Affected part The component part affected by the change.

Affected part type The part affected by the change: Component, Field,
Interface, or Operation.

Assigned to The user name of the person responsible for the change.

Change ID A unique ID for the change (read-only).

276



Chapter 11 ¢ Change Analysis

Ul Elements(A-Z)

Description

Change status

The current status of the change. By default, the change
status is New. Update the status throughout the change

analysis process as follows:

» In test. The change is being tested.

» New. There is a change in the component.

» Obsolete. The change does not affect the component.

» Verified. The change was tested and did not cause a
regression.

Tip: To eliminate the Alert icon next to the component,
change the status of all changes to Verified or Obsolete.

Change type

The type of change is indicated as follows:

» Added. New functionality was added.
» Removed. Functionality was removed.

» Updated. Changes were made to existing functionality.
Details of these changes are displayed in the
Description column.

Created by

The user name of the person who ran the update that
created the change.

Creation date

The date on which the change was made. By default, the
creation date is set to the current database server date.

Creation time

The time at which the change was made.

Default: the database server time at the time of the
change.

Cycle

The testing cycle in which the change was introduced or
in which the change needs to be verified.

Description tab

A description of the change and suggested tests to verify.

For operation changes (where Affected Part Type is
Operation and Change Type is Updated), the change
description contains details of the argument that was
added or removed from the operation.

Release

The planned release version.
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Ul Elements(A-Z)

Description

Risk

The business risks and costs associated with the change. A
change can have one of the following risk levels:

» High. Changes that are likely to affect functionality
and fail any test that is not updated. High-risk changes
include operation removal and parameter changes.

» Medium. Changes that may affect functionality, but
may not necessarily fail existing tests. Medium-risk
changes include changes (notification that some of the
component files have changed).

» Low. Changes that are unlikely to fail or affect existing
functionality or implemented tests. Low-risk changes
include operation additions (as they do not affect
existing functionality), service address changes
(deployment only), and port type changes.

Risk Description tab

A textual description of the risk.

Tip: Click Add Comment to create a remark with a name,
time, and date stamp.
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Application Change Details Dialog Box - Technical Details Tab

The Technical Details tab lets you compare the contract files and understand
the changes. For details, see "Contract Comparison" on page 262.

User interface elements are described below:

Ul Elements(A-Z)

Description

<change data>

» Main branch. A hierarchal display of the changes in the
schema. The changes are grouped by their type. For
example, all removal type changes are grouped
together.

» Affected derived types. A sub-node showing the
schemas affected indirectly by the changes.

When you expand the tree and select a change, the
comparison window highlights the affected lines in the
original and current schemas.

The tree displays changes in the input and output
properties in separate nodes.

Before change

The name of the schema file before the change.

After change

The name of the schema file after the change.

<original schema>

A snapshot of the original XML, showing the changed
type or element.

<changed schema>

A snapshot of the changed XML, showing the modified
fragment. The snapshot highlights the modified lines
using the following color scheme:

» Yellow. Changed entity

» Green. Added entity

» Pink. Removed entity
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@ Create Change Impact Test Set Wizard

This wizard enables you to create a test set for determining the impact of
changes made to an application component.

To access

Select Changes tab > Create Test Set.

Relevant tasks

"Create a regression test set - optional" on page 267

Wizard map

The Create Change Impact Test Set wizard contains:

Coverage Page > Test Set Page

® Coverage Page

This page allows to set the scope of the test set.

Wizard map

The Create Change Impact Test Set wizard contains:

Coverage Page > Test Set Page

User interface elements are described below (unlabeled Ul elements are
shown in angle brackets):

Ul Elements (A-Z)

Description

[

Select Columns. Enables you to select the columns to
display in the Changes list.

<Changes list>

A list of all the changes for the selected component. To
set the columns to display, use the Select Columns
button.

Default: Subject, Affected Part Type, Affected Part, Change
Type, Risk, Change Status, Creation Date, Assigned To,
Release, and Cycle.

Component
Coverage

The components to cover with the test set. Either of the
following options:
» <component_name> only

» <component_name> and all dependent
components
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Ul Elements (A-Z)

Description

Scope

The scope of the test set:

» All tests. Create a test set using all tests linked to the
component.

» Test affected by the following changes. Create a test
set only using the test that was affected by the selected
change(s). Select the changes you want to analyze.
Make a multiple selection using the Ctrl key.

Select All

Selects all records in the Changes list.

B Test Set Page

This page helps you create a test set to determine the impact of your changes
to the component. The test set will contain all the tests you need to run, in
order to establish that your change did not affect the functionality of the

component.

Wizard map

The Create Change Impact Test Set wizard contains:

Coverage Page > Test Set Page

User interface elements are described below (Unlabeled Ul elements are
shown in angle brackets):

Ul Elements (A-Z)

Description

#

Delete. Removes the selected test from the Tests list.

H

Browse. Opens the Select Test Set folder dialog box.

Tip: In the Select Test Set folder dialog box, click the New
Folder button Fj to create a new folder.

Folder

The folder name for the test set. Use the Browse button
to locate a folder.
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Ul Elements (A-Z) Description

Name A name for the test set.

Select Opens the Test Plan tree to enable you to select tests for
the test set. For details, see the "Tests Tree Panel" on
page 282.

® Tests Tree Panel

282

This tab allows you to add tests to a test set.

Tests Tree ®

algav-»

B Subject
&-JL, Unattached
=E5 BPT
=3 Integration Testing (3T)
B Temporary Tests
¢ e S0 Basic Load Testing
3 Unit Testing (AT

To access Do the following:

1 Select a component and click the Changes tab.

2 Select a change in the list and click the Create Test Set
button.

3 In the Create Change Impact Test Set wizard, specify
the coverage details.

4 Click Next to advance to the Test Set wizard page.
5 Click the Select button.
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Relevant tasks

"How to Perform Change Analysis" on page 264

See also

"How to Link Components to Requirements and Tests"
on page 217

The following elements are included (unlabeled UI elements are shown in

angle brackets):

Ul Elements Description
to Coverage. s the selected test to the test list.

& Add to C ge. Adds the selected h li

IS Refresh. Refreshes the Tests tree.

Q Find. Opens the Find dialog box for locating a test by its
name or another criteria. For details, click F1 in the Find
dialog box.

T - Set/Clear Filter. Opens a drop down list with the
following options:
» Set Filter / Sort. Opens the Set Filter/Sort dialog box
allowing you to filter and sort the tests.
» Clear Filter / Sort. Clears all filters and sorting settings
and displays all tests.

A% Go to Test by ID. Locates the test whose ID you specify.

® Closes the Tests Tree panel.

To reopen this view, click the Select button.

<Tests tree>

A tree view of all of the tests.

Tip: If a filter is active, there could be hidden
components. To see all components, click Clear Filter.
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Q, Troubleshooting and Limitations - Changes
This section describes the limitations that affect change analysis.

» The XSD schema comparison detects changes in these common element
types and attributes:

» Element

» ComplexType

» Sequence

» SimpleType

» Simple and Complex Extensions

» Enumeration (Restriction - Simple Type)

» Attributes: Name, Type, Ref, MaxOccurs, MinOccurs, Nillable, Id,
and targetNamespace

» Include
>» Import
» The XSD Schema comparison tool does not detect:

» If a derived type’s data type or name was changed. It only detects
changes that occur in a direct reference to a type—not those derived
through inheritance.

» Changes in RPC-encoded WSDLs.

» Changes within elements that have the same name and context,
such as Sequence.

» When defining a new change in the Changes tab, and selecting Operation
as the Affected part type, the Affected part field does not provide a drop
down list of the available operations.

Workaround: Manually type in the operation name.
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Reports and Graphs

This chapter includes:

Concepts

» Service Test Management Reports and Graphs Overview on page 286
Tasks

» How to Create and Generate Reports on page 295

» How to Generate Graphs on page 297
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Concepts

& Service Test Management Reports and Graphs Overview

286

ALM'’s Dashboard module provides you with several ways to generate
summary reports.

Using the standard Document Generator, you can create summary reports of
your test plan and requirements. Use the Tools menu to open the Document
Generator. For details, see the HP ALM User Guide.

This section describes the Excel reports that you can generate through ALM,
that are specific to Service Test Management.

Using the capabilities of Excel, you can create data tables and display the
results in graphical form. You can also create custom reports, by designing
Excel-compatible SQL queries.

You can use the data you extract from a query for external applications, such
as running a Visual Basic script to process and analyze the data.

This section also includes:

"Built-in Reports" on page 287

"Application Component Query Builder Entities" on page 288
"Application Component Graphs" on page 289

Y Y VY Y

"Application Changes Graphs" on page 292
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Service Test Management provides the following pre-defined reports for
application components:

Report Name

Description

Active Changes

Exports the project's application components and their
list of active changes.

Application
Component Defects

Exports the project's application components and the list
of new or open defects which are linked to them.

Application
Component Tests

Exports the project's application components and the list
of tests which either use or cover them.

Application
Components Per
Responsible User

Exports the count of application components per a
responsible user and displays this data as an Excel chart

Coverage

Exports the requirement coverage of each application
component and the total coverage. The results are
displayed in a table and in a pie chart.

Outstanding
Changes

Exports the list of changes in the application
components which are in the 'New' or 'In Test' status.

Rule Violations

Exports the list of all rules together with components
which violated them.

Web Service
Components by
Toolkits

Exports the distribution of toolkits which are used by the
Web services.

Web Service
Components by Type

Exports the distribution of Web service import types: File,
URL, UDD], or Systinet.

You can generate the reports as is, or modify them as necessary in the Query
Builder. For details, see "Create a custom report based on a pre-defined

report" on page 296.
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Application Component Query Builder Entities

You can create custom queries on the project’s database by choosing
application component related entities from the Entities list. You can add
these queries to an existing report, or create a new one.

Service Test Management adds the following entities to Query Builder’s
Entities View: Component Change to Defects, Component Change to
Requirements, Component Folder, Component Param, Component Step,
Component Type, Component Type to Field Relation, Service Aspect,
Service Dependency, Service Folder, Service Group to Requirement
Relation, Service Operation to Component Relation, Service Operation to
Test Relation, Service to Group Relation, Service to Requirement Relation,
WSDL Operation, WSDL Operation Dependency, and WSDL Operation
Parameters. You can create both private queries or public ones that you can
share with other users.

[ Excel Report Query Builder - |E||5|
‘ 5 = =l | 5 Test Query 3 Run GQuery | TR | Finct l:l & -
Query?2

Ertities Yiew -

Analysiz tem Folder (AMNALYS]
Analysis kems (ANALYEIS_ITE

SELECT SERVICE. 3V _TOOLEIT /#Service.Toolkit=*y/ | & Bsact Relations (4SSET_RELA
as Toollkit, COUNT [ *) ot Fnaior fome (ASSE
[FR.0M BERVICE /+#Scrvice#/ seet Reposory ftems ¢

Azsocisted (LIMK)

Auclt Log (AUDIT_LOG)

Aucdit Properties (ALDIT_PROPE
Baszelines (BASELINES)

BPT teration (BP_ITERATION)
BPT terstion Param (BP_ITER:_F
BPT Step Param (BP_STEP_PAF
Business Companert (COMPORN
Common Step Params (COMPO]
Comparizon (COMPARISONS)
Comparizon Mode [COMPARISC

Compaonent Foldsr (cor-npori%ﬂ

GROUP BY SERVICE.SV _TOOLKIT /*Service. Toolkit#/

-
‘| | »
Query Parameters Query Results IZ

Show results of sheet: Query2
Taalkt |

1
MET 11
Axig 3

I Ok || Cancel || Help |

For example, you could create a pivot table to summarize
component-related data, such as to display in tabular format the status
count for the different coverage statuses.
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Once you generate an Excel report, you can use the full capabilities of Excel
to display the results in graphical form, such as bar or pie charts.

For task details, see "How to Generate Graphs" on page 297.

Application Component Graphs

You can create custom graphs for the Application Component module using
Service Test Management'’s built-in graphs. You can create Progress,
Summary, and Trend graphs for the application components and for the
application component changes.

The graph’s Configuration tab lets you customize the graphs by setting the x
and y axis, filtering the data, and grouping the results.

Summary Graphs

In Application Component Summary graphs, you can configure the x-axis
to display one the following fields: Assigned to Dev, Assigned to QA,
Authentication default credentials, Created by, Development status, Has
changed, Import type, JMS provider, JMS transport, JNDI initial context
tfactory, Keep up to date, Messaging model, Override address, Proxy default
credentials, Toolkit, Use authentication, Use proxy, Visibility, QC Project, or
other fields that you defined in customization.

You can configure the y-axis to display
» A Count of the Application components

» A Sum of the custom fields, defined in the Customization module

Service Test Management also allows you to filter the graph by all system
and UDF fields defined for the Application Component entity.
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The following Summary graph shows the number of components assigned
to QA as a function of the total number of components.

Sample Summary

120 114
A General[1]

M JMs[3]

L 1 Web Service[2]

g0
60

40

Number of Application Components

20

=unknown= ||

Assigned to QA

Progress Graphs
You can set up a Progress graph to plot the number of application
components against a time interval.

You can configure the x-axis to display a time interval: Last 7 days, Last 5
weeks, Last 12 months, or All days.

You can configure the y-axis to display

» A Count of the Application components

» A Sum of the custom fields, defined in the Customization module

You can group the results by the following criteria: Assigned to Dev, Assigned
to QA, Authentication default credentials, Development status, Has changed,
Import type, JMS provider, JMS transport, JNDI initial context factory, Keep up to
date, Messaging model, Override address, Proxy default credentials, Toolkit,
Use authentication, Use proxy, and Visibility.
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The following Progress graph shows the time interval of the application
components as a function of the total number of components. The colored
lines indicate the various types of application components: General, JMS,
Web Service, and so forth.
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Trend Graphs

You can set up a Trend graph to plot the trend of application components
against a time interval.

You can configure the time period to: Last 7 days, Last 5 weeks, Last 12
months, or All days.

You can configure the grouping to: All fields, Assigned to Dev, Assigned to
QA, Authentication default credentials, Development status, Has changed,
Import type, JMS provider, JMS transport, JNDI initial context factory, Keep up to
date, Messaging model, Override address, Proxy default credentials, Toolkit,
Use authentication, Use proxy, and Visibility.
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The following Trend graph shows the different component types as a
function of their creation dates.

Trend Sample
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Application Changes Graphs

You can create graphs to plot the application’s changes using Service Test
Management'’s built-in graphs. You can create Progress, Summary, and
Trend graphs for the application components and for the application
changes.

Summary Graphs

In Application Changes Summary graphs, you can configure the x-axis to
display one the following fields: Affected part type, Assigned to, Change
status, Change type, Created by, Cycle, Release, Risk, and QC Project.

The y-axis displays the number (Count) of application changes.

You can filter the graph by all of the fields, including all system and UDF
fields defined for the entity, such as Affected part type, Assigned to, Change
ID, Change status, Change type, Created by, Creation date, Creation time,
Cycle, Release, Risk, Subject, or custom fields.
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You can group the results by the following criteria: Affected part, Affected part
type, Assigned to, Change status, Change type, Created by, Creation date,
Creation time, Cycle, Release, Risk, or QC Project.

The following Changes Summary graph shows the number of risks, grouped
by the risk level, as a function of the total number of changes.

Changes Summary Sample
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Progress Graphs

You can set up a Progress graph to plot the number of application changes
against a time interval.

You can configure the x-axis to display a time interval: Last 7 days, Last 5
weeks, Last 12 months, or All days.

The y-axis displays the number (Count) of application changes.

You can group the results by the following criteria: Assigned to, Change
status, Cycle, Release, or Risk.
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The following Changes Progress graph shows the time interval of the
application components as a function of the total number of components.
The colored lines indicate the various levels of risk: High, Low, and Medium.
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Trend Graphs

You can set up a Trend graph to plot the trend of application changes
against a time interval.

You can configure the time period to: Last 7 days, Last 5 weeks, Last 12
months, or All days.

You can configure the grouping to: All fields, Assigned to, Change status,
Cycle, Release, and Risk.
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Tasks

P How to Create and Generate Reports

This task describes how to create reports using ALM’s built-in reports for
application components.

This task includes the following steps:

> "Generate a pre-defined report" on page 295
» "Create a custom report based on a pre-defined report" on page 296

» "Create new Excel reports" on page 296

Generate a pre-defined report

Use the Dashboard module to generate pre-defined Excel reports.

1 Open the Dashboard > Analysis View module.

2 Select a report from the Public/stm-reports folder.

dh-l 2 By [ | 3¢ | & ‘B Generate

-3 Private

= Public

B stm-reports

-[5 Application Companents Sample Repa
-[5 Application Companents Sample Repa
-[5 Application Components Sample Repo
-5 Application Companents Sample Repa
-5 Application Companents Sample Repa
-[5 Application Components Sample Repo
-[5 Application Components Sample Repo
-5 Application Companents Sample Repa
----- [5 Application Companents Sample Repa

4 [l 3

3 Click Generate. Specify a location for the Excel report.
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Create a custom report based on a pre-defined report

You can use an existing report as a basis for creating a custom report.

1 Open the Dashboard > Analysis View module.

Select a report from the Public/stm-reports folder.

3 To customize a built-in report without providing access to other users,

copy it to the Private folder and rename it.

To customize a built-in reports and allow everyone to access your report,
keep it in the Public folder.

Open the Configuration tab in the right pane, and click the Query Builder
button.

5 Select an entity in the right pane’s Entities View and expand it.

6 Drag the desired parameter to a location within the SQL statement.

7

8

Modify the SQL as required.
Click OK to save it and close the Query Builder.

Click Generate and specity a location for the Excel report.

Create new Excel reports

You can design a new report without basing it on a pre-defined one.

1
2

3
4
5

Open the Dashboard > Analysis View module.
Click on the target folder and subfolder:
> Private: Report is only available to current user.
» Public: Report is available to all users of the project.
Choose Analysis > New Excel Report. Specify a name for the report.
Click Query Builder. ALM opens the Entity View in the right pane.

Select an entity in the right pane and expand it to view the parameters.
For a list of entities, see "Application Component Query Builder Entities"
on page 288.
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6 Drag a parameter to a location within the Query Builder editor. Modify
the SQL as required.

7 Use the Test Query and Run Query button to test and run the query.
8 Click OK to save the report. You can open this report and run the query at

a later time.

For details on how to customize the Excel reports, see the HP ALM User
Guide.

P How to Generate Graphs

This task describes how to create graphs for your Application Components
and the changes associated with them.

This task includes the following steps:

"Open the New Graph dialog box" on page 297
"Configure the graph" on page 298

"Select different projects - optional" on page 299

Y VY VY Y

"View the Graph" on page 299

Open the New Graph dialog box
Use the Dashboard module to generate pre-defined graphs.

1 Open the Dashboard > Analysis View module.
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2 Select Analysis > New Graph (Ctrl+G).

E ritity:

|App|iu:atinn Components |v |

Graph Type:

| Summary Graph | i |

Graph Name:

|Samp|e Graph |
Help

3 Select an Entity - Application Components or Application Changes.

4 Select a graph type: Summary Graph, Progress Graph, or Trend Graph.
5 Specity a graph name and click OK.

Configure the graph

1 Click the Configuration tab in the right pane.

2 Select values for the relevant fields.

Details Cunfiguratic:n| e

X-Axis |Assignedt0 Dew |v |
r-Aus: |Cuunt v | |App|i|:atic:n Components |
Grouped By |CDmpDnentlype |v |

For details about the configuration options, see "Application Component
Graphs" on page 289 or "Application Changes Graphs" on page 292.



Chapter 12 ¢ Reports and Graphs

Select different projects - optional

To plot graphs using data from other projects, click Select Projects in the
bottom right pane, and select the relevant project.

View the Graph
Click the View tab to view the graph.

For more information on graphs, see the HP ALM User Guide.

299



Chapter 12 ¢ Reports and Graphs

300



	HP Service Test Management User Guide
	Welcome to This Guide
	Documentation Library
	Documentation Library Guides
	Searching and Navigating the Documentation Library
	Topic Types
	Additional Online Resources
	Documentation Updates

	Introduction to Service Test Management
	Concepts
	Service Test Management Overview
	The Service Test Management Integrated Solution
	The Advantages of Service Test Management


	Tasks
	How to Start Service Test Management


	Creating Application Components
	Concepts
	Creating Application Components Overview
	Application Component Design
	The Application Component Tree Hierarchy


	Tasks
	How to Define Components

	Reference
	ALM Direct Links
	Application Components Module User Interface
	Alerts Dialog Box
	Details
	Details Tab for Components
	Details Tab for Groups
	Details Tab for Folders
	Interaction Tab
	Find Dialog Box
	Modeling Tab
	Application Components Tree
	Application Component Details Pane
	Group Details Pane
	Component Dependency Details Pane
	Dependency Details Dialog Box
	New Folder Dialog Box
	New Application Component Dialog Box
	Application Components Module Icons
	Application Components Module Window
	Application Components Module Menus and Buttons

	Troubleshooting and Limitations - Application Components


	Web Services
	Concepts
	Defining Web Services Overview
	Importing Services
	Secure Services and Proxy Servers
	Spot Testing Operations

	Creating Tests in Service Test

	Tasks
	How to Define a Web Service

	Reference
	Web Service Components User Interfaces
	Select Service from Systinet Dialog Box
	Select Service from UDDI Dialog Box
	Connection Settings Dialog Box
	Import Service Dialog Box
	Web Service Call - <Operation> Dialog Box
	Web Service Call Operation - Request Pane
	Web Service Call Operation - Response Pane
	Manual Runner Window - Service Testing Tab
	Manual Runner - Service Testing Tab
	Manual Runner - Service Testing Tab - Request Pane
	Manual Runner - Service Testing Tab - Response Pane

	Troubleshooting and Limitations - Web Services


	Web Service Security
	Concepts
	Setting Security Overview
	Security Levels

	Security Scenarios Overview
	Web Service Security Scenario

	WCF Scenario Settings
	WCF Service (CustomBinding) Scenario Overview
	WCF Service (Federation) Scenario Overview
	WCF Services (WSHttpBinding) Scenario Overview

	Advanced Security Settings

	Tasks
	How to Set Security for a Web Service on the Port Level
	How to Set Security for a Specific Web Service Operation
	How to Set Security for a Standard Web Service
	How to Set Security for a WCF Service
	How to Set up Common Web Services Security Scenarios
	Authenticating with a Username Token
	Signing with an X.509 Certificate
	Signing a Specific Element with an X.509 Certificate
	Encrypting with a Certificate
	Authenticating with a Username Token and Encrypting with an X.509 Certificate
	Encrypting and Signing a Message

	How to Customize Security for WCF Type Web Services
	How do I test a WCF service?
	How do I test a WCF service that uses WSHttpBinding?
	How do I test a WCF service that uses CustomBinding?
	How do I test a WCF service that uses netTcp or namedPipe transport?
	How do I test a Federation scenario that uses an STS (Security Token Service)?
	How do I test a scenario that uses a WSE3 security configuration with a server certificate?
	How do I test a scenario that uses mutual certificate authentication?

	How to Test Web Services that use WS-Security or SSL
	How do I test a Web Service that uses SSL?
	How do I test a Web Service that requires Windows authentication at the HTTP level?
	How do I test a Web Service that uses WS-Security?
	How do I configure the low-level details of my WS-Security tokens?

	How to Set up Advanced Standards Testing
	How do I test a Web Service that uses MTOM?
	How do I change the WS-Addressing version of a service?
	How do I enable support for a service or activity that uses 256-bit SSL encoding?


	Reference
	Security User Interface
	Security Settings for Port/Operation <Name> Dialog Box
	Advanced Settings Dialog Box
	Select Certificate Dialog Box

	Troubleshooting and Limitations - Web Service Security


	Managing Application Components
	Concepts
	Managing Application Components Overview
	Application Component Details
	Locating Application Components
	Handling Rule Violations or Change Alerts
	Copying Components
	Adding Attachments
	Restoring and Removing Components
	E-mailing Components


	Tasks
	How to Manage Components

	Reference
	Generate Components User Interface
	Generate Components Wizard

	Troubleshooting and Limitations - Generate Components


	Groups
	Concepts
	Groups Overview
	Associating Components to Groups
	Group Coverage


	Tasks
	How to Manage Component Groups

	Reference
	New Groups User Interface
	New Group Dialog Box



	Generating Requirements and Tests
	Concepts
	Generating Requirements and Tests Overview
	Testing Aspects
	Actions after Creating a Test


	Tasks
	How to Generate Requirements and Tests

	Reference
	Generate Requirements and Tests User Interface
	Generate Requirements and Tests Wizard

	Troubleshooting and Limitations - Generate Requirements


	Determining Test Coverage
	Concepts
	Coverage Overview
	Rule Violations
	Aspect Coverage
	Requirements Coverage
	Operations Coverage
	Tests Coverage
	Defects Coverage

	Tasks
	How to Check the Testing Status

	Reference
	Testing Status Tab
	Testing Status Dashboard
	Rules Tab
	Aspects Tab
	Requirements Tab
	Operations Tab
	Tests Tab
	Defects Tab



	Linking Components and Requirements
	Concepts
	Linking Components Overview

	Tasks
	How to Link Components to Requirements and Tests

	Reference
	Linking Component User Interface
	Link <test-name> to Requirement Dialog Box
	Application Components Tab - Requirements Module
	Application Components Tab - Test Plan Module
	Application Components Tree Panel



	Customizing Service Test Management
	Concepts
	Customization Overview
	Testing Aspects
	Rules
	Custom Component Types
	Application Component Permissions
	Application Components Module Access
	Custom Project Entities


	Tasks
	How to Customize a Project

	Reference
	Project Customization User Interface
	General Tab
	Rules Tab
	Aspects Tab
	Component Types Tab
	Project Entities Pane
	Groups and Permissions
	Module Access Pane

	Troubleshooting and Limitations - Customization


	Change Analysis
	Concepts
	Change Analysis Overview
	Change Notifications
	Reporting Changes Manually
	Automatic Change Detection Through Updates
	Contract Comparison


	Tasks
	How to Perform Change Analysis

	Reference
	Changes User Interface
	Changes Tab
	New Application Change Dialog Box
	Application Change Details Dialog Box
	Create Change Impact Test Set Wizard
	Tests Tree Panel

	Troubleshooting and Limitations - Changes


	Reports and Graphs
	Concepts
	Service Test Management Reports and Graphs Overview
	Built-in Reports
	Application Component Query Builder Entities
	Application Component Graphs
	Application Changes Graphs


	Tasks
	How to Create and Generate Reports
	How to Generate Graphs




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (Adobe RGB \0501998\051)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile (None)
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /JPXEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG2000
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 100
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /JPXEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG2000
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 100
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck true
  /PDFX3Check false
  /PDFXCompliantPDFOnly true
  /PDFXNoTrimBoxError false
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier (CGATS TR 001)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /Description <<
    /CHS <>
    /CHT <>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF che devono essere conformi o verificati in base a PDF/X-1a:2001, uno standard ISO per lo scambio di contenuto grafico. Per ulteriori informazioni sulla creazione di documenti PDF compatibili con PDF/X-1a, consultare la Guida dell'utente di Acrobat. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 4.0 e versioni successive.)
    /JPN <>
    /KOR <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die moeten worden gecontroleerd of moeten voldoen aan PDF/X-1a:2001, een ISO-standaard voor het uitwisselen van grafische gegevens. Raadpleeg de gebruikershandleiding van Acrobat voor meer informatie over het maken van PDF-documenten die compatibel zijn met PDF/X-1a. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 4.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings when submitting to HP. These settings require font embedding.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /HighResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


