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Publication history

Guide updates may be issued between editions to correct errors or document product
changes. To ensure that you receive updated or new editions, subscribe to the
appropriate product support service. See your HP sales representative for details.

Table 1 Edition history

Part number Guide edition Product

B6960-90058 August 2002 Data Protector Release A.05.00
B6960-90079 May 2003 Data Protector Release A.05.10
B6960-90107 October 2004 Data Protector Release A.05.50
B6960-96002 July 2006 Data Protector Release A.06.00
B6960-96036 November 2008 Data Protector Release A.06.10
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About this guide

This guide provides information about:

* installing the Data Protector network product
* prerequisites that must be met before starting the installation procedure
* upgrading and licensing

Intended audience

This guide is infended for administrators responsible for installing and maintaining
the environment and backup administrators responsible for planning, installing, and
managing the backup environment.

Conceptual information can be found in the HP Data Protector concepts guide, which
is recommended fo fully understand the fundamentals and the model of Data Protector.

Documentation set

Other documents and online Help provide related information.

Guides

Data Protector guides are available in printed format and in PDF format. Install the
PDF files during the Data Protector setup procedure by selecting the English
Documentation & Help component on Windows or the 0B2-DOCS component
on UNIX. Once installed, the guides reside in the Data Protector home\docs
directory on Windows and in the /opt/omni/doc/C directory on UNIX.

You can find these documents from the Manuals page of the HP Business Support
Center website:

http://www.hp.com/support/manuals

In the Storage section, click Storage Software and then select your product.
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HP Data Protector concepts guide

This guide describes Data Protector concepts and provides background information
on how Data Protector works. It is intended to be used with the task-oriented
online Help.

HP Data Protector installation and licensing guide

This guide describes how to install the Data Protector software, taking into account
the operating system and architecture of your environment. This guide also gives
details on how to upgrade Data Protector, as well as how to obtain the proper
licenses for your environment.

HP Data Protector troubleshooting guide

This guide describes how to troubleshoot problems you may encounter when
using Data Protector.

HP Data Protector disaster recovery guide

This guide describes how to plan, prepare for, test and perform a disaster
recovery.

HP Data Protector integration guides

These guides describe how to configure and use Data Protector to back up and
restore various databases and applications. They are intended for backup
administrators or operators. There are four guides:

* HP Data Protector integration guide for Microsoft applications: SQL Server,
SharePoint Portal Server, Exchange Server, and Volume Shadow Copy Service

This guide describes the integrations of Data Protector with the following
Microsoft applications: Microsoft Exchange Server, Microsoft SQL Server, and
Volume Shadow Copy Service.

* HP Data Protector integration guide for Oracle and SAP
This guide describes the integrations of Data Protector with Oracle, SAP R3,
and SAP DB/MaxDB.

* HP Data Protector integration guide for IBM applications: Informix, DB2, and
Lotus Notes/Domino
This guide describes the integrations of Data Protector with the following IBM
applications: Informix Server, IBM DB2, and Lotus Notes/Domino Server.

* HP Data Protector integration guide for VMware Virtual Infrastructure, Sybase,
Network Node Manager, and Network Data Management Protocol Server

This guide describes the integrations of Data Protector with VMware Virtual
Infrastructure, Sybase, Network Node Manager, and Network Data
Management Protocol Server.
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HP Data Protector integration guide for HP Service Information Portal

This guide describes how to install, configure, and use the integration of Data
Protector with HP Service Information Portal. It is intended for backup
administrators. It discusses how to use the application for Data Protector service
management.

HP Data Protector integration guide for HP Reporter

This manual describes how to install, configure, and use the integration of Data
Protector with HP Reporter. It is intended for backup administrators. It discusses
how to use the application for Data Protector service management.

HP Data Protector integration guide for HP Operations Manager for UNIX

This guide describes how to monitor and manage the health and performance of
the Data Protector environment with HP Operations Manager and HP Service
Navigator on UNIX.

HP Data Protector integration guide for HP Operations Manager for Windows

This guide describes how to monitor and manage the health and performance of
the Data Protector environment with HP Operations Manager and HP Service
Navigator on Windows.

HP Data Protector integration guide for HP Performance Manager and HP
Performance Agent

This guide provides information about how to monitor and manage the health
and performance of the Data Protector environment with HP Performance Manager
(PM) and HP Performance Agent (PA) on Windows, HP-UX, Solaris, and Linux.

HP Data Protector zero downtime backup concepts guide

This guide describes Data Protector zero downtime backup and instant recovery
concepts and provides background information on how Data Protector works in
a zero downtime backup environment. It is infended to be used with the
task-oriented HP Data Protector zero downtime backup administrator's guide and
the HP Data Protector zero downtime backup integration guide.

HP Data Protector zero downtime backup administrator's guide

This guide describes how to configure and use the integration of Data Protector
with HP StorageWorks Virtual Array, HP StorageWorks Enterprise Virtual Array,
EMC Symmetrix Remote Data Facility and TimeFinder, and HP StorageWorks
Disk Array XP. It is intended for backup administrators or operators. It covers the
zero downtime backup, instant recovery, and the restore of filesystems and disk
images.

HP Data Protector zero downtime backup integration guide

This guide describes how to configure and use Data Protector to perform zero
downtime backup, instant recovery, and standard restore of Oracle, SAP R/3,
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Microsoft Exchange Server, and Microsoft SQL Server databases. The guide also
describes how to configure and use Data Protector to perform backup and restore
using the Microsoft Volume Shadow Copy Service.

HP Data Protector MPE/iX system user guide

This guide describes how to configure MPE/iX clients and how to back up and
restore MPE/iX data.

HP Data Protector Media Operations user's guide

This guide provides tracking and management of offline storage media. It describes
the tasks of installing and configuring the application, performing daily media
operations and producing reports.

HP Data Protector product announcements, software notes, and references

This guide gives a description of new features of HP Data Protector A.06.10. It
also provides information on supported configurations (devices, platforms and
online database integrations, SAN, and ZDB), required patches, and limitations,
as well as known problems and workarounds. An updated version of the supported
configurations is available at http://www.hp.com/support/manuals.

HP Data Protector product announcements, software notes, and references for
integrations to HP Operations Manager, HP Reporter, HP Performance Manager,
HP Performance Agent, and HP Service Information Portal

This guide fulfills a similar function for the listed integrations.

HP Data Protector Media Operations product announcements, software nofes,
and references

This guide fulfills a similar function for Media Operations.

HP Data Protector command line interface reference

This guide describes the Data Protector command-line interface, command options
and their usage as well as provides some basic command-line examples.

Help

Data Protector provides context-sensitive (F1) Help and Help Topics for Windows
and UNIX platforms.

You can access the online Help from the top-level directory on the installation
DVD-ROM without installing Data Protector:

Windows: Unzip DP_help.zip and open DP_help.chm.

UNIX: Unpack the zipped tar file DP_help.tar.gz, and access the online Help
system through DP_help.htm.

About this guide


http://www.hp.com/support/manuals

Documentation map

Abbreviations

Abbreviations in the documentation map that follows are explained below. The guide
titles are all preceded by the words “HP Data Protector”.

Abbreviation Guide

cu Command line interface reference

Concepts Concepts guide

DR Disaster recovery guide

GS Getting started guide

Help Online Help

IG-IBM Integration guide for IBM applications: Informix, DB2, and Lotus

Notes/Domino

IG-MS Integration guide for Microsoft applications: SQL Server, SharePoint
Portal Server, Exchange Server, and Volume Shadow Copy Service

IG-O/S Integration guide for Oracle and SAP

IG-OMU Integration guide for HP Operations Manager for UNIX

IG-OMW Integration guide for HP Operations Manager for Windows

IG-PM/PA Integration guide for HP Performance Manager and HP Performance
Agent

IG-Report Integration guide for HP Reporter

IG-SIP Integration guide for HP Service Information Portal

IG-Var Integration guide for VMware Virtual Infrastructure, Sybase, Network

Node Manager, and Network Data Management Protocol Server
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Abbreviation Guide

Install Installation and licensing guide

MO GS Media Operations getting started guide

MO RN Media Operations product announcements, software notes, and
references

MO UG Media Operations user guide

MPE/iX MPE/iX system user guide

PA Product announcements, software notes, and references

Trouble Troubleshooting guide

ZDB Admin ZDB administrator's guide

ZDB Concept ZDB concepts guide

ZDB IG ZDB integration guide

Map

The following table shows where to find information of different kinds. Shaded squares
are a good place to look first.
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Integrations

Look in these guides for details of the following integrations:

Integration

Guide

HP Operations Manager for UNIX/for Windows

IG-OMU, I1IG-OMW

HP Performance Manager

IG-PM/PA

HP Performance Agent

IG-PM/PA
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Integration Guide

HP Reporter IGR

HP Service Information Portal IG-SIP

HP StorageWorks Disk Array XP all ZDB

HP StorageWorks Enterprise Virtual Array (EVA) all ZDB

HP StorageWorks Virtual Array (VA) all ZDB

IBM DB2 UDB IG-IBM
Informix IG-IBM

Lotus Notes/Domino IG-IBM

Media Operations MO User
MPE/iX system MPE/iX
Microsoft Exchange Server IG-MS, ZDB IG
Microsoft Exchange Single Mailbox IG-MS
Microsoft SQL Server IG-MS, ZDB IG
Microsoft Volume Shadow Copy Service (VSS) IG-MS, ZDB IG
NDMP Server IG-Var
Network Node Manager (NNM) IG-Var

Oracle IG-O/S
Oracle ZDB ZDBIG

SAP DB IG-O/S

SAP R/3 IG-O/S, ZDB IG
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Integration Guide

Sybase IG-Var
EMC Symmetrix all ZDB
VMware IG-Var

Document conventions and symbols

Table 2 Document conventions

Convention Element

Blue text: Table 2 on page 29 Cross-reference links and e-mail addresses

Blue, underlined text: http://www.hp.com | website addresses

Italic text Text emphasis

¢ File and directory names
e System output
Monospace text e Code

*  Commands, their arguments, and
argument values

e Code variables

Monospace, italic ftext « Command variables

text Emphasized monospace text

A CAUTION:

Indicates that failure to follow directions could result in damage to equipment or data.

i’ IMPORTANT:

Provides clarifying information or specific instructions.
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B NOTE:

Provides additional information.

¥ TIP:

Provides helpful hints and shortcuts.

Data Protector graphical user interface

Data Protector provides a cross-platform (Windows and UNIX) graphical user
interface. You can use the original Data Protector GUI (Windows only) or the Data
Protector Java GUI. For information about the Data Protector graphical user interface,
see the online Help.
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Figure 1 Data Protector graphical user interface

General information

General information about Data Protector can be found at http:

dataprotector.

HP technical support

www.hp.com/go

For worldwide technical support information, see the HP support website:

http://www.hp.com/support

Before contacting HP, collect the following information:

e Product model names and numbers

¢ Technical support registration number (if applicable)

* Product serial numbers
e Error messages

* Operating system type and revision level

* Detailed questions

Installation and licensing guide
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Subscription service

HP recommends that you register your product at the Subscriber's Choice for Business
website:

http://www.hp.com/go/e-updates

After registering, you will receive e-mail notification of product enhancements, new
driver versions, firmware updates, and other product resources.

HP websites

For additional information, see the following HP websites:

e http://www.hp.com

e http://www.hp.com/qgo/software

e http://www.hp.com/support/manuals

e http://www.hp.com/support/downloads

Documentation feedback

HP welcomes your feedback.

To make comments and suggestions about product documentation, please send a
message to DP.DocFeedback@hp.com. All submissions become the property of HP.
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1 Overview of the installation
procedure

In this chapter

This chapter provides an overview of the Data Protector installation procedure and
infroduces concepts that apply to the installation. The chapter also introduces Data
Protector Cell Manager and Data Protector.

Overview of the installation procedure

A Data Protector backup environment is a set of systems with a common backup
policy located in the same time zone and existing on the same LAN/SAN. This
network environment is referred to as a Data Protector cell. A typical cell consists of
a Cell Manager, Installation Servers, clients, and backup devices.

The Cell Manager is the main system that manages the cell from a central point. It
contains the Data Protector internal database (IDB) and runs core Data Protector
software and session managers.

The IDB keeps track of backed up files and the cell configuration.

The Installation Server (IS) is a separate system or a Cell Manager component that
contains the Data Protector software repository used for remote client installations.
This Data Protector feature greatly facilitates the software installation process,
particularly for remote clients.

A cell typically consists of one Cell Manager and several clients. A computer system
becomes a Data Protector client as soon as one of the Data Protector software
components is installed on the system. When client components are installed on a
system depends on the role of that system in your backup environment. Data Protector
components can be installed either locally on a single system, or onto several systems
from Installation Servers.
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The User Interface component is needed to access the Data Protector functionality
and is used to perform all configuration and administration tasks. It must be installed
on systems used for backup administration. Data Protector provides a graphical user
interface (GUI) and command-line interface (CLI).

Client systems with disks that need to be backed up must have an appropriate Data
Protector Disk Agent components installed. The Disk Agent enables you to back up
data from the client disk or restore it.

Client systems that are connected to a backup device must have a Media Agent
component installed. This software manages backup devices and media. Data
Protector features two Media Agents: the General Media Agent and the NDMP Media
Agent. The NDMP Media Agent is only needed on client systems that controll the
backup of an NDMP server (on client systems controlling NDMP dedicated drives).
In all other cases the two Media Agents are interchangeable.

Before installing Data Protector on your network, define the following:

¢ The system on which the Cell Manager will be installed. See the support matrices
at http://www.hp.com/support/manuals for supported operating systems and
versions.

There can only be one Cell Manager per cell. Data Protector cannot be run without
a Cell Manager installed.

*  Systems that will be used to access the Data Protector functionality through the
user interface. These systems must have the User Interface component installed.

¢ Systems that will be backed up. These must have the Disk Agent component
installed for filesystem backup and the relevant Application Agent component for
online database integrations.

*  Systems to which the backup devices will be connected. These must have a Media
Agent component installed.

¢ The system(s) on which the Data Protector Installation Server(s) will be installed.
Two types of Installation Servers are available for remote software installation:
one for UNIX clients and one for Windows clients.

The choice of computer for the Installation Server is independent of the Cell
Manager and the system(s) on which the User Inferface is installed. The Cell
Manager and Installation Server can be installed on the same system (if they run
on the same platform) or on different systems.

An Installation Server can be shared between multiple Data Protector cells.
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B NOTE:
The Installation Server for Windows must be installed on a Windows system. The
Installation Server for UNIX must be installed on an HP-UX, Solaris, or Linux system.
Refer to the HP Data Protector product announcements, software notes, and references
for the supported operating system versions.

¥ IMPORTANT:

When installing a Data Protector Cell Manager, Installation Server or client on Solaris
systems, make sure to save all your files from the /usr/omni directory to some other
directory. The Data Protector installation deletes all the files from the /usr/omni
directory.

After you have defined the roles of the systems in your future Data Protector cell, the
installation procedure comprises the following general steps:

1. Checking the prerequisites for installation.

2. Installing the Data Protector Cell Manager.

3. Installing the Installation Server(s) and the User Interface.
4

Installing client systems either remotely (recommended option, where possible),
or locally from the DVD-ROM.

B NOTE:
You cannot remotely install a Data Protector client on a Windows system if an Installation
Server has already been installed on this system. To install an Installation Server and
client component(s) on the same system, you must perform a local client installation from
the Data Protector Windows installation DVD-ROM. In the Custom Setup window, select
all desired client components and the Installation Server component.

Remote installation is also not possible for Windows XP Home Edition, MPE/iX, and
Novell NetWare clients. These have fo be installed locally.
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The remote installation concept

Once you have installed the Data Protector Cell Manager, User Interface, and
Installation Server(s) (at least one Installation Server is needed for each platform,
UNIX and Windows), you can distribute Data Protector software to clients using
operating systems on which remote installation is supported. See Figure 3 on page 38

Every time you perform a remote installation, you access the Installation Server through
the GUI. The User Interface component may be installed on the Cell Manager,
although this is not a requirement. It would be prudent to install the User Interface
on several systems so that you can access the Cell Manager from different locations.

Client software can be distributed to any Windows system, except Windows XP HE,
from an Installation Server for Windows.

Windows XP HE client systems must be installed locally from the Data Protector

DVD-ROM for Windows.

Data Protector also supports Novell NetWare clients, although there is no remote
client installation. Installation is performed through a Windows system connected to
the Novell network.
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Client software can be installed remotely on HP-UX, Solaris, Sinix, Linux, AlX, and
other supported UNIX operating systems from an Installation Server for UNIX. For a
list of supported platforms, refer to HP Data Protector product announcements, software
notes, and references.

For UNIX operating systems on which remote installation is not supported, or if you
do not install an Installation Server for UNIX, you can install UNIX clients locally,
from the Data Protector UNIX installation DVD-ROM.

Note that there are some exceptions that require remote installation only.

For further information on available installation methods for the various Data Protector
clients, refer to “Installing Data Protector clients” on page 73.

For the procedure for installing UNIX clients locally, refer to “Local installation of
UNIX clients” on page 149.
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Data Protector installation DVD-ROMs

Data Protector supports various operating systems and several processor architectures.
Consequently, 2 DVD-ROMs are required to cover all platforms. Table 3 on page 38
lists the components found on the DVD-ROMs.

Table 3 Data Protector DVD-ROM list

DVD | DVD-ROM title Contents
num.
1 Data Protector Starter Pack for

Windows

Includes Media Operations; and
agents for Netware, MPE, and
HP OpenVMS clients
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DVD
num.

DVD-ROM title

Contents

Cell Manager and Installation Server for
Windows on 32-bit and 64-bit (AMD64/Intel
EM64T) systems

AutoPass'

All English manuals in PDF format (in the
DOCS directory)

Windows I1A-64 clients

Novell NetWare clients

OpenVMS clients (Alpha and 1A-64 systems)
MPE/iX clients

Product demo for Windows platforms
Product information

HP software integration packages

Installation package for Media Operations

Data Protector Starter Pack for
HP-UX .
Includes agents for HP-UX, .
Solaris, and Linux clients

Cell Manager and Installation Server for
HP-UX (PARISC, 1A-64)

Clients for other UNIX systems

All English manuals in PDF format (in the
DOCS directory)

HP software integration packages

3 Data Protector Starter Pack for | ©
Solaris and Linux

Includes agents for HP-UX, .
Solaris, and Linux clients .

Cell Manager and Installation Server for
Solaris and Linux

Clients for other UNIX systems
AutoPass?

All English manuals in PDF format (in the
DOCS directory)

HP software integration packages

1 AutoPass is not available on Windows 2003 x64, Windows Vista x64, and Windows Server 2008

x64.
2 AutoPass is not available on Linux.
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The Cell Manager is the main system in the Data Protector cell. The Cell Manager
does the following:

Manages the cell from one central point.

Contains the IDB (files with information about backup, restore and media
management sessions).

Runs the core Data Protector software.

Runs the Session Manager that starts and stops backup and restore sessions and
writes session information to the IDB.

Before deciding on which system in your environment fo install the Cell Manager,
be aware of the following:

Supported platforms

The Cell Manager can be installed on either the Windows, HP-UX, Solaris or
Linux platform. See the support matrices athttp://www.hp.com/support/manuals
for details on supported versions or releases of these platforms.

Reliability of the Cell Manager system

Since the Cell Manager contains the IDB and since backup and restore cannot
be performed if the Cell Manager is down, it is important to choose a very reliable
system in your environment for the installation.

Database growth and required disk space

The Cell Manager holds the Data Protector Internal Database (IDB). The IDB
contains information regarding the backed up data and its media, session
messages and devices.The IDB can grow fo a significant size, depending on your
environment. For example, if the majority of backups are filesystem backups, then
a typical IDB size would be 2% of the disk space used by the backed up data.
You can use the IDB capacity planning.xls table (located on the Data
Protector installation medium) to estimate the size of the IDB.

Refer to the online Help index: “growth and performance of the IDB” for
information on planning and managing the size and growth of the database.

Refer to HP Data Protector product announcements, software notes, and references
for minimum disk space requirements for the IDB.
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B NOTE:

You do not have to use the Cell Manager as the graphical user interface system. For
example, you may have a UNIX Cell Manager, but a user interface component installed
on a Windows client.

What's next?

To determine the minimum requirements for your future Cell Manager system, refer
to “Installing the Data Protector Cell Manager (CM) and Installation Server(s)
(IS)” on page 46.

Choosing the Data Protector user intertace system

Data Protector provides a GUI and CLI for Windows, HP-UX, Solaris, and Linux
platforms. The user inferface is installed as a Data Protector software component.

The system selected to control the cell will be used by a network administrator or a
backup operator.

However, in a large computer environment, it may be desirable to run the user
interface on several systems, and if the environment is a mixed one, on various
platforms.

For instance, if you have a mixed UNIX network, and the user interface installed on

at least one Solaris or HP-UX system, you can export the display of that user interface
to any other UNIX system running an X-server. However, for purposes of performance,
it is recommended to install the Data Protector GUI interface on all systems that will

be used to control the Data Protector cell.

If you have an office area with many Windows systems to back up, you might, as a
matter of convenience, want to control local backup and restore operations from a
local Windows system. In this case, install the user interface component on a Windows
system. In addition, the Data Protector GUI on Windows systems is simpler to handle
in heterogeneous environments, because changing the locale is not necessary.

On UNIX Cell Manager platforms you can use the Data Protector Java GUI where it
is supported or use the omniusers command to create a remote user account on
the Cell Manager. You can then use this user account to start the GUI and connect
to the Cell Manager on any other system on which the Data Protector GUI has been
installed. Refer to the omniusers man page for defails.
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See http://www.hp.com/support/manuals for details on supported operating system
versions/releases for the user interface. For more information on local language
support and usage of non-ASCII characters in file names, refer to the online Help
index: “language settings, customizing”.

Once you have installed the user interface on a system in the cell, you can remotely
access the Cell Manager from that system. You do not have to use the graphical user
interface system on the Cell Manager.

The Data Protector graphical user interface
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The Data Protector GUI is a powerful tool that provides easy access to the Data
Protector functionality. The main window contains several views, such as Clients,
Users, Devices & Media, Backup, Restore, Copy & Consolidation, Reporting, Monitor,
Instant Recovery, and Internal Database, allowing you to perform all related tasks.

For example, in the Clients view, you can remotely install (add) clients by specifying
all the target systems and defining the installation paths and options which are sent
to the specified Installation Server. When the setup on the client is running, only
installation specific messages are displayed in the monitor window.

@2 Import Host - HP Data Protector Manager M=]E3
| Ele Edit Wiew Actions Help
J IEIients
E-£7 Data Protector Cel )
E@ Clierts Import Client
dgl' smo.wmﬁ? Type or select the client that you want ta import. Select the twpe of the
£ Installation Servers client you want ta import.
@ M5 Clusters These type can be a Data Protector Client, a Virtual Host indicating a
second hosthame for an allready existing host, NDMP Server if you want to
impart a MDMP client, |4P Server, WLS Device.
smopc] 7
D ata Protector Client j
D ata Protector Client
“irtual Host
MO MP Server
IHET
LI—I LI < Back | dEwt | Finizh I LCancel
#2 Objects I M4 b o Import Host =3 |
[ | smowind? 4

Figure 4 Data Protector graphical user interface
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See also Figure 1 on page 31 in the Preface, which defines the most important areas
of the Data Protector GUI.

B NOTE:

On UNIX systems, locale settings must be adjusted on the system on which the Data
Protector GUI is running, before starting the GUI. This will enable you to switch character
encoding in GUI and thus choose the right encoding to correctly display non-ASCII
characters in filenames and session messages. Refer to the online Help index: “setting,
locale for GUI on UNIX” for details.
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2 Installing Data Protector on
your network

In this chapter

This chapter contains detailed instructions about:

Installing the Data Protector Cell Manager (CM) and Installation Servers (IS). Refer
to “Installing the Data Protector Cell Manager (CM) and Installation Server(s)
(IS)” on page 46.

Installing the Data Protector clients. Refer to “Installing Data Protector

clients” on page 73.

Installing the Data Protector integration clients. Refer to Installing the Data Protector
infegration clients.

Installing the localized Data Protector user interface. Refer to “Installing localized
Data Protector user interface” on page 189.

Installing the Data Protector Single Server Edition. Refer to “Installing the Data
Protector Single Server Edition” on page 192.

Installing Data Protector Web Reporting. Refer to “Installing Data Protector web
reporting” on page 194.

Installing Data Protector on MC/ServiceGuard. Refer to “Installing Data Protector
on MC/ServiceGuard” on page 195.

Installing Data Protector on a Microsoft Cluster Server. Refer to “Installing Data
Protector on Microsoft Cluster Server” on page 196.

Installing Data Protector Clients on a Veritas Cluster. Refer to “Installing Data
Protector clients on a Veritas Cluster” on page 209.

Installing Data Protector Clients on a Novell NetWare Cluster. Refer to “Installing
Data Protector clients on a Novell NetWare Cluster” on page 210.
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Installing the Data Protector Cell Manager (CM) and
Installation Server(s) (IS)

Refer to Figure 5 on page 46 and for the flow of installation procedure:
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Figure 5 Installation procedure

If you install the Cell Manager and the Installation Server on the same system, you
can perform this task in one step.
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¥ IMPORTANT:

All configuration and session information files in a Data Protector cell are stored on the
Cell Manager. It is difficult to transfer this information to another system. Therefore,
ensure that the Cell Manager is a reliable system in a stable, controlled environment.

Installing a UNIX Cell Manager

This section provides step-by-step instructions on how to install a UNIX Cell Manager.
If you want to install the Windows Cell Manager only, refer to “Installing a Windows
Cell Manager” on page 55.

Prerequisites

* The HP-UX, Solaris, or Linux system that will become the Cell Manager must:

Have sufficient disk space for the Data Protector software. Refer to the HP
Data Protector product announcements, software notes, and references for
details. You can overcome a shortage of space by installing to linked
directories, but you should first refer to “The installed directory structure on
HP-UX, Solaris, and Linux” on page 51 and “Allocating more disk space for
the Cell Manager installation” on page 55.

Have sufficient disk space (about 2% of the planned data to be backed up)
for the IDB. Refer to the HP Data Protector product announcements, software
notes, and references for details. Note that the current IDB design allows the
database binary files to be relocated if growth in database size makes it
necessary. See the online Help index: “IDB, calculating the size of”.

Support long filenames. To find out if your filesystem supports long filenames
use the getconf NAME MAX directory command.

Have the inetd daemon up and running.

Have the port number 5555 (default) free. If this is not the case, refer to
“Changing the Data Protector default port number” on page 409.

Have the TCP/IP protocol installed and running. The protocol must be able to
resolve hostnames.

Have access to a DVD-ROM drive.

Recognize the Cell Manager, if using a NIS server. Refer to “Preparing a NIS
server” on page 412.

Have the port number 5556 free to install Java GUI Server or Java GUI Client.
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* For Java GUI Client, Java Runtime Environment (JRE) 1.5.0_06 or newer
update (for example, 1.5.0_07) is required.

* You need root permissions on the target system.

B NOTE:

On Cell Manager platforms where the original Data Protector GUI is not supported, you
can use the Data Protector Java GUI or install the original Data Protector GUI on a system
where it is supported. Use the omniusers command fo create a remote user account
on the new Cell Manager. You can then use this user account on any system with the
Data Protector GUI installed to start the GUI and connect to the new Cell Manager. Refer
to the omniusers man page.

Cluster-aware Cell Manager

Additional prerequisites and steps are required for installing a cluster-aware Cell
Manager. Refer to “Installing a cluster-aware Cell Manager” on page 195.

B NOTE:

In a multiple-cell environment (MoM), all Cell Managers must have the same Data
Protector version installed.

Recommendation

*  On UNIX platforms, it is recommended to use Large file support (LFS). The
recommendation applies to the file systems which hold an internal database,
including DC binary files that are expected to grow larger than 2 GB.

Setting kernel parameters

On HP-UX, it is recommended to set the kernel parameter maxdsiz (Max Data
Segment Size) or maxdsiz_ 64 (for 64bit systems) to at least 134217728 bytes

(128 MB), and the kernel parameter semmnu (Number of Semaphore Undo Structures)
to at least 256. After committing these changes, recompile the kernel and reboot the
machine.

On Solaris, it is recommended to set the kernel parameter shmsys : shminfo shmmax
(maximum shared memory segment size (SHMMAX)) in /etc/system to at least
67108864 bytes (64 MB). After committing this change, reboot the machine.
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Installation procedure

- TIP:

If you install the Cell Manager and Installation Server on the same system, you can
perform the installation in one step by running omnisetup.sh -CM -Is.

For a description of the omnisetup.sh command, refer to the README file located in
the Mount point/LOCAL_INSTALL directory on the DVD-ROM or to the HP Data
Protector command line interface reference located in the Mount point/DOCS/C/MAN

directory on the DVD-ROM.

Follow the procedure below to install the Cell Manager on an HP-UX, Solaris, or
Linux system:

1. Insert and mount the UNIX installation DVD-ROM to a mount point.
For example:
mkdir /dvdrom
mount /dev/dsk/c0t0d0 /dvdrom
Optionally, you can install Data Protector from a depot on the disk:

* To copy the DP_DEPOT, AUTOPASS, and LOCAL INSTALL directories,
where the installation files are stored, to your local disk, run:
mkdir directory
cp -r /dvdrom/platform dir/DP_DEPOT directory
cp -r /dvdrom/platform dir/AUTOPASS directory
cp -r /dvdrom/platform dir/LOCAL INSTALL directory
Where platform diris:

hpux_ia HP-UX on IA-64 systems

hpux_pa HP-UX on PA-RISC systems

linux x86 64 Linux systems on AMD64/Intel EM64T
solaris Solaris systems
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* To copy the whole DVD-ROM to your local disk, run:

cp -r /dvdrom dvd image dir
2. Runthe omnisetup.sh command.
To run this command from the DVD-ROM, type:
cd /dvdrom/LOCAL INSTALL
./omnisetup.sh -CM
To start the installation from disk:

* If you have copied the DP_DEPOT, AUTOPASS, and LOCAL INSTALL
directories to your local disk in the directory, run:
cd directory/LOCAL INSTALL
./omnisetup.sh -source directory -CM
* If you have copied the whole DVD-ROM to dvd image dir, run the
omnisetup.sh command with the -CM parameter:
cd dvd image dir/LOCAL INSTALL
./omnisetup.sh -CM
3. On HP-UX and Solaris omnisetup.sh prompts you to install or upgrade the
HP AutoPass utility if you want to download and install passwords for the
purchased licenses directly through the internet from the HP password delivery
center web server. For more information on the AutoPass utility, see “Obtaining

and installing permanent passwords using the HP AutoPass utility” on page 331
and the HP AutoPass online Help. It is recommended to install AutoPass.

If AutoPass is installed on MC/ServiceGuard, it must be installed on all nodes.

When prompted, press Return to install or upgrade AutoPass. If you do not want
to install or upgrade AutoPass, enter n.

On Linux, HP AutoPass is not installed.

B NOTE:

If you have installed the Cell Manager on Solaris 9 or Solaris 10, remotely install the
Disk Agent on the Cell Manager after the installation is complete, using an Installation
Server. This will replace the generic Solaris Disk Agent with the Solaris 9 or Solaris 10
Disk Agent. On Solaris 10, remote installation of the Media Agent on the Cell Manager
is also required. Refer to “Remote installation of Data Protector clients” on page 81 or
to the ob2install man page.
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If you want to install an Installation Server for UNIX on your Cell Manager, you can
do it at this point. Refer to “Installing Installation Servers for UNIX” on page 64 for
the required steps.

The installed directory structure on HP-UX, Solaris, and Linux

When the installation completes, the core Data Protector software is located in the
/opt/omni/bin directory and the Installation Server for UNIX in the
/opt/omni/databases/vendor directory. The following list shows the Data
Protector subdirectories and their contents:

& IMPORTANT:
If you want fo install Data Protector to linked directories, for instance:
/opt/omni/ -> /prefix/opt/omni/
/var/opt/omni/ -> /prefix/var/opt/omni/
/etc/opt/omni/ -> /prefix/etc/opt/omni/

you must create the links before the installation and ensure that the destination directories
exist.

Refer to “Allocating more disk space for the Cell Manager installation” on page 55 for
more information.

/opt/omni/bin All commands
/opt/omni/help/C Online Help files

/opt/omni/lbin Data Protector internal commands
/opt/omni/sbin Superuser commands
/opt/omni/sbin/install Installation scripts

/etc/opt/omni Configuration information
/opt/omni/lib Shared libraries for compression, data

encoding, and device handling

/opt/omni/doc/C Online documentation (optional)
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/var/opt/omni/log and Log files
/var/opt/omni/server/log

/opt/omni/lib/nls/C Message catalog files

/opt/omni/lib/man Man pages

/var/opt/omni/tmp Temporary files

/var/opt/omni/server/db40 IDB files. Refer to the online Help
index: “IDB, location of directories”
for details.

/opt/omni/java/server Directory containing Java GUI Server

executables

/opt/omni/java/client Directory containing Java GUI Client
executables

Configuring automatic startup and shutdown

The Data Protector installation procedure configures an automatic startup and
shutdown of all Data Protector processes whenever a system is restarted. Some of
this configuration is operating system dependent.

The following files are automatically configured:
HP-UX:

/sbin/init.d/omni

A script with startup and shutdown procedures.
/sbin/rcl.d/Kl62omni

A link to the /sbin/init.d/omni script that shuts down Data Protector.
/sbin/rc2.d/S838omni

A link to the /sbin/init.d/omni script that starts up Data Protector.
/etc/rc.config.d/omni

Contains an omni variable defining:

omni=1 Data Protector is automatically stopped and started at system
reboot. This is the default option.
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omni=0 Data Protector is not automatically stopped and started at system
reboot.

Solaris:

/etc/init.d/omni

A script with startup and shutdown procedures.
/etc/rcl.d/KO09%omni

A link to the /etc/init.d/omni script that shuts down Data Protector.
/etc/rc2.d/S97omni

A link to the /etc/init.d/omni script that starts up Data Protector.

Linux:

/etc/init.d/omni
A script with startup and shutdown procedures.

/etc/rcinit level.d/KlOomni
A link to the /etc/init.d/omni script that shuts down Data Protector.
Where init levelis 1 and 6.

/etc/rcinit level.d/S90omni
A link to the /etc/init.d/omni script that starts up Data Protector.
Where init levelis 2,3,4, and 5.

During the installation, the following system files on the Cell Manager system are

modified:
HP-UX:

/etc/services

The Data Protector port number for the service is added to the file.
/opt/omni/lbin/crs

The Data Protector CRS service is added.
When the installation is finished, the following processes are running on the Cell
Manager:
/opt/omni/lbin/crs

The Data Protector Ce1l1l Request Server (CRS) service runs on the Cell
Manager system and is started when the Cell Manager software s installed on
the system. The CRS starts and controls backup and restore sessions in the cell.

/opt/omni/lbin/rds
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The Data Protector Raima Database Server (RDS) service runs on the Cell
Manager system and is started when the Cell Manager software is installed on
the system. The RDS manages the IDB.

/opt/omni/lbin/mmd

The Data Protector Media Management Daemon (MMD) service runs on the
Cell Manager and is started when the Cell Manager software is installed on the
system. The MMD manages the device and media management operations.

/opt/omni/lbin/inetd

The Data Protector resident service that allows communication with Data Protector
services on other systems on the network. The Inet service must run on all systems
in the Data Protector cell.

/opt/omni/lbin/kms

The Data Protector Key Management Server (KMS) service runs on the Cell
Manager and is started when the Cell Manager software is installed on the
system. The KMS provides key management for the Data Protector encryption
functionality.

/opt/omni/java/server/bin/uiproxyd
The Data Protector Java GUI Server (UIProxy service) runs on the Cell Manager
and is started when the Cell Manager software is installed on the system. The

UIProxy service is responsible for communication between the Java GUI Client
and the Cell Manager.

Setting environment variables

54

The installation procedure for the UNIX Cell Manager described earlier also installs
the Data Protector user interface.

Before using the user interface (either the graphical user interface or the command-line
interface), you should add the following to your environment variables:

/opt/omni/bin, /opt/omni/lbin and /opt/omni/sbin tothe PATH variable
/opt/omni/lib/man to the MANPATH variable
/opt/omni/1lib and /opt/omni/lib/armto the LD LIBRARY PATH variable

Before attempting to use the graphical user interface, please ensure that the DIsSPLAY
variable and locale are set correctly.
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B NOTE:

If you intend to use the Data Protector user interface to perform backups or restores
across platforms, refer to the HP Data Protector product announcements, software notes,
and references for the limitations incurred and online Help index: “customizing language

seftings” for information on how to customize language settings in the Data Protector
GUL.

Allocating more disk space for the Cell Manager installation

You need a considerable amount of disk space to install the UNIX Cell Manager, in
particular on the /opt directory and later on the /var directory where the database
is stored (about 2% of the planned backup data). See the HP Data Protector product
announcements, software notes, and references for details on the required disk space.
If you do not have enough disk space, you can use linked directories, but you must

create the links before the installation and ensure that the destination directories exist.

What's next?

At this stage, the Cell Manager is installed and - if it was selected - also the
Installation Server for UNIX. Your next tasks are:

1. If you have not installed an Installation Server for UNIX on the same system,
refer to “Installing Installation Servers for UNIX” on page 64.

2. Install an Installation Server for Windows, if you wish to remotely install software
to Windows clients. Refer to “Installing an Installation Server for
Windows” on page 69.

3. Distribute the software to clients. Refer to “Installing Data Protector
clients” on page 73.

Installing a Windows Cell Manager

Prerequisites

To install @ Windows Cell Manager, you must have Administrator rights. The
Windows system that will become your Cell Manager must meet the following
requirements:
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* Have a supported Windows operating system installed. See the hitp://
www.hp.com/support/manuals for details on supported operating systems for

the Cell Manager.

* Have Microsoft Internet Explorer 5.0 or higher.

* Have sufficient disk space for the Data Protector Cell Manager software. Refer
to the HP Data Protector product announcements, software notes, and references
for details.

* Have sufficient disk space (about 2% of the backed up data) for the IDB. Refer
to the HP Data Protector product announcements, software notes, and references
for details.

* Have the port number 5555 (default) free. If this is not the case, refer to “Changing
the Data Protector default port number” on page 409.

* Have a static IP address for the system on which the Cell Manager will be installed.
If the system is configured as a DHCP client, its IP address changes; therefore, it
is required to either assign a permanent DNS entry for the system (and reconfigure
it), or to configure a DHCP server to reserve a static IP address for the system (IP
address is bound to the system's MAC address).

* Have the Microsoft implementation of the TCP/IP protocol installed and running.
The protocol must be able to resolve hostnames. The computer name and the
hostname must be the same. Refer to “Setting up the TCP/IP protocol on Windows
systems” on page 402 for information on installation and configuration of the
TCP/IP protocol.

* Have access to a DVD-ROM drive.

* Have the port number 5556 free to install Java GUI Server or Java GUI Client.

¢ For Java GUI Client, Java Runtime Environment (JRE) 1.5.0_06 or newer update
(for example, 1.5.0_07) is required.

* Ensure that network access user rights are set under the Windows local security
policy for the account performing the installation.

Microsoft Terminal Services Client

* If you want to install Data Protector on Windows through Microsoft Terminal
Services Client, ensure that the system you want to install Data Protector on has
the Terminal Server Mode specified as Remote Administration:

1. In the Windows Control Panel, click Administrative Tools and then Terminal
Services Configuration.

2. In the Terminal Services Configuration dialog box, click Server Settings.
Ensure that the Terminal Services server is running in the Remote
Administration mode.
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Recommendation

*  Check if you have Microsoft Installer (MSI) 2.0 prior to installing Data Protector

A.06.10. If you have an older version of MSI, Data Protector setup will
automatically upgrade it to version 2.0. In this case, Data Protector will display
a note at the end of the upgrade, stating that MSI was upgraded. It is highly
recommended fo restart the system, it MSI was upgraded.

It is recommended that you upgrade your MSI to the version 2.0 before installing
Data Protector A.06.10.

If you expect DC binary files to grow larger than 2 GB (they are limited only by
the file system seftings), it is recommended to use the NTFS file system.

Cluster-aware Cell Manager

Additional prerequisites and steps are required for installing a cluster-aware Cell
Manager. Refer to “Installing a cluster-aware Cell Manager” on page 196.

Installation procedure

To perform a new installation on a Windows system, follow these steps:

1.

Insert the Windows installation DVD-ROM.

On Windows Server 2008, the User Account Control dialog is displayed. Click
Continue to proceed with the installation.

In the HP Data Protector window, select Install Data Protector to start the Data
Protector Setup Wizard.

Follow the Setup Wizard and carefully read the license agreement. Click Next
to continue, if you accept the terms of the agreement.
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In the Installation Type page, select Cell Manager and then click Next to install
Data Protector Cell Manager software.

i'é‘- HP Data Protector A.06.10 - Setup Wizard x|
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Figure 6 Selecting the installation type

Provide the username and password for the account under which the Data
Protector services will run. Click Next to continue.

Click Next to install Data Protector in the default folder.

Otherwise, click Change to open the Change Current Destination Folder window
and enter a new path.
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7. In the Component Selection page, select the components you want to install. For
a list and descriptions of the Data Protector components, see “Data Protector
components” on page 77.
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Figure 7 Selecting software components

Disk Agent, General Media Agent, User Interface, and Installation Server are
selected by default. Click Next.

8. Windows XP SP1, Windows Server 2003 SP1, and Windows Server 2008: If
Data Protector detects Windows Firewall on your system, the Windows Firewall
configuration page is displayed. Data Protector setup will register all necessary
Data Protector executables. By default, the selected option is Initially, enable
newly registered Data Protector binaries to open ports as needed. If you do not
want to enable Data Protector to open ports at the moment, deselect the option.
However, note that for proper functioning of Data Protector, the executables
must be enabled.

Click Next.
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9. The component summary list is displayed. Click Install to start installing the
selected components. This may take several minutes.

i'é‘- HP Data Protector software A.06.10 - Setup Wizard B

Ready to Install the Program d .
The wizard is ready to begin the installation, (F]

Click Install to begin the installation.

To review or change any of your installation settings, click Back, Click Cancel to exit the
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Figure 8 Component summary list
10. The Installation status page is displayed. Click Next.
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Figure 9 Installation status page
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11. The Setup Wizard enables you to install or upgrade the HP AutoPass utility if
you want to download and install passwords for the purchased licenses directly
through the internet from the HP password delivery center web server. For more
information on the AutoPass utility, refer to “Obtaining and installing permanent
passwords using the HP AutoPass utility” on page 331 and the HP AutoPass online
Help.

By default, the Start AutoPass installation or the Upgrade AutoPass installation
option is selected. It is recommended to install the HP AutoPass utility. If you do
not want fo install or upgrade AutoPass, deselect the option.

On Windows 2000 and 2003 x64, Windows Vista x64, and Windows Server
2008 x64, AutoPass is not installed.

To start using Data Protector immediately after setup, select Start the Data
Protector Manager.

To view the HP Data Protector product announcements, software notes, and
references, select Open the Product Announcements.

i'é‘- HFP Data Protector 40610 - Setup Wizard (%]

Setup Completed

‘fou have successfully installed Data Protector, Click Finish ko
exit the wizard,

[~ Start the Data Protector Manager GUI
W Cpen the Product Announcements
[# Start AutoPass installation

A
Eance] |

Figure 10 Selecting AutoPass for installation
Click Finish.

= Bach

After the installation

Windows Server 2008: As soon as the setup is finished, the Cell Manager program
and data files are located in the Data Protector home and the
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Data Protector program data directories respectively, whilst the software
depot is located in the Data Protector program data\Depot directory.

Other Windows systems: As soon as the setup is finished, the Cell Manager files are
located in the Data Protector home directory, and the software depot is located
in the Data Protector home\Depot directory.

When the installation is finished, the following processes will be running on the Cell
Manager system:

crs.exe The Data Protector Cell Request Server (CRS)
service runs on the Cell Manager system and is
started when the Cell Manager software is
installed on the system. The CRS starts and controls
backup and restore sessions in the cell. It runs in
the Data Protector home\bin directory.

rds.exe The Data Protector Raima Database Server (RDS)
service runs on the Cell Manager system and is
started when the Cell Manager software is
installed on the system. The RDS manages the IDB.
It runs in the Data Protector home\bin
directory.

mmd . exe The Data Protector Media Management Daemon
(MMD) service runs on the Cell Manager system
and is started when the Cell Manager software is
installed on the system. The MMD manages the
device and media management operations. It runs
in the Data Protector home\bin directory.

omniinet.exe The Data Protector client service that enables the
Cell Manager to start agents on other systems.
The Data Protector Inet service mustrun
on all systems in the Data Protector cell. It runs in
the Data Protector home\bin directory.

kms.exe The Data Protector Key Management Server (KMS)
service runs on the Cell Manager system and is
started when the Cell Manager software is
installed on the system. The KMS provides key
management for the Data Protector encryption
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functionality. It runs in the
Data Protector home\bin directory.

uiproxy.exe The Data Protector Java GUI Server (UIProxy
service) runs on the Cell Manager system in the
Data Protector home\java\server\bin
directory. The UTProxy service is responsible for
communication between the Java GUI Client and
the Cell Manager.

B NOTE:

If you intend to use the Data Protector user interface to perform backups or restores
across platforms, refer to the HP Data Protector product announcements, software notes,
and references for the limitations incurred.

¥ TIP:

You can install additional code page conversion tables to correctly display filenames, if
the appropriate encoding is not available from the Data Protector GUI. Refer to the
operating system documentation for detailed steps.

Troubleshooting

In case of an unsuccessful setup, try to verify the requirements that are checked by
Setup itself and what could have caused the failure if they had not been fulfilled.
Refer to the Prerequisites on page 55.

This is the list of the requirements checked by setup:

* Service Pack Version

* NSLookup, so that Data Protector is able to expand hostnames
* Disk Space

* Administrative Rights

What's next?

At this stage, the Cell Manager is installed and — if it was selected — also the
Installation Server for Windows. Your next tasks are:
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Install the Installation Server for UNIX, if you have a mixed backup environment.
Refer to “Installing Installation Servers” on page 64. Skip this step if you do not
need the Installation Server for UNIX.

Distribute the software to clients. Refer to “Installing Data Protector
clients” on page 73.

Installing Installation Servers

Installation Servers can be installed on the Cell Manager system or any supported
system that is connected to the Cell Manager by a LAN. See the http://www.hp.com
support/manuals for details on supported operating systems for the Installation Server.

To keep the Installation Servers on systems separate from the Cell Manager, install
the corresponding software depot locally. The detailed procedure is described in this
section.

Installing Installation Servers for UNIX

Prerequisites

The system that will become your Installation Server must meet the following
requirements:

64

Have the HP-UX, Solaris, or Linux operating system installed. For details on
supported operating systems for the Installation Server, refer to the HP Data
Protector product announcements, software notes, and references.

Have the inetd daemon up and running.

Have the port number 5555 (default) free. If this is not the case, refer to the
“Changing the Data Protector default port number” on page 409.

Have the TCP/IP protocol installed and running. The protocol must be able to
resolve hostnames.

Have enough disk space for the complete Data Protector software depot. Refer
to the HP Data Protector product announcements, software notes, and references
for details.

Have a DVD-ROM drive.
The Cell Manager in the Data Protector cell must be of the A.06.10 version.
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£ IMPORTANT:
To install Data Protector to linked directories, for instance:
/opt/omni/ -> /prefix/opt/omni/
/etc/opt/omni/ -> /prefix/etc/opt/omni/
/var/opt/omni/ -> /prefix/var/opt/omni/

Create the links before the installation and ensure that the destination directories exist.

B NOTE:

To install software from a device across the network, first mount the source directory on
your computer.

Installation procedure

Follow these steps to install the Installation Server for UNIX on an HP-UX, Solaris, or
Linux system:
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Insert and mount the UNIX installation DVD-ROM to a mount point.

For example:

mkdir /dvdrom

mount /dev/dsk/c0t0d0 /dvdrom

Optionally, you can install Data Protector from a depot on the disk:

* To copy the DP_DEPOT, AUTOPASS, and LOCAL INSTALL directories,
where the installation files are stored, to your local disk, run:

mkdir directory

cp -r /dvdrom/platform dir/DP_DEPOT directory
cp -r /dvdrom/platform dir/AUTOPASS directory
cp -r /dvdrom/platform dir/LOCAL INSTALL directory

Where platform diris:
hpux ia

hpux pa

linux x86_ 64

solaris

HP-UX on IA-64 systems
HP-UX on PA-RISC systems
Linux systems on AMD64/Intel EM64T

Solaris systems

* To copy the whole DVD-ROM to your local disk, run:

cp -r /dvdrom dvd image dir
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2. Runthe omnisetup.sh command.

To run this command from the DVD-ROM, type:

cd /dvdrom/LOCAL_ INSTALL

./omnisetup.sh -IS

To start the installation from disk:

* If you have copied the DP_ DEPOT, AUTOPASS, and LOCAL INSTALL
directories to your local disk to the directory, run:
cd directory/LOCAL INSTALL
./omnisetup.sh -source directory -IS

* If you have copied the whole DVD-ROM to dvd image dir, run the
omnisetup.sh command with the -Is parameter:
cd dvd image dir/LOCAL INSTALL

./omnisetup.sh -IS

For a description of the omnisetup.sh command, refer to the README file
located in the Mount point/ directory on the DVD-ROM or to the HP Data
Protector command line interface reference located in the

Mount point/DOCS/C/MAN directory on the DVD-ROM.

When the installation is finished, the software depot for UNIX is located in the
/opt/omni/databases/vendor directory.

The omnisetup.sh command installs the Installation Server with all packages. To
install only a subset of the packages, use swinstall (for HP-UX), pkgadd (for
Solaris) or rpm (for Linux). Refer to “Installing on HP-UX, Solaris, and Linux systems
using native fools” on page 381.

i IMPORTANT:

If you do not install the Installation Server for UNIX on your network, you will have to
install every UNIX client locally from the UNIX installation DVD-ROM.
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B NOTE:

If you install the User Interface component (either the graphical user interface or the
command-line interface), update your environment variables before using it. Refer to
“Setting environment variables” on page 54 for more information.

If you intend to use the Data Protector user interface to perform backups or restores
across platforms, refer to the HP Data Protector product announcements, software notes,
and references for the limitations incurred.

What's next?

At this point, you should have the Installation Servers for UNIX installed on your
network. Your next tasks are:

1. Ifyou installed the Installation Server on a different system than the Cell Manager,
you must manually add (import) the system to the Data Protector cell. Refer to
“Importing an installation server to a cell ” on page 216.

B NOTE:

When an Installation Server is imported, the file
/etc/opt/omni/server/cell/installation serverson the
Cell Manager is updated to list the installed push-packets. This can be used
from the CLI to check the available push-packets. For this file to be kept up
to date, you should export and re-import an Installation Server whenever
push-packets are installed or deleted. This applies even if an Installation
Server is installed on the same system as the Cell Manager.

2. If you have any Windows systems in your Data Protector cell, install the
Installation Server for Windows. Refer to “Installing an Installation Server for
Windows” on page 69.

3. Distribute the software to clients. Refer to “Installing Data Protector
clients” on page 73.
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Installing an Installation Server for Windows

Prerequisites

A Windows system that will become your future Installation Server must meet the
following requirements:

Limitation

Have one of the supported Windows operating systems installed. See the http:/
www.hp.com/support/manuals for details on supported operating systems for
the Installation Server.

Have Microsoft Internet Explorer 5.0 or higher.

Have enough disk space for the complete Data Protector software depot. Refer
to the HP Data Protector product announcements, software notes, and references
for details.

Have access to a DVD-ROM drive.

Have the Microsoft implementation of the TCP/IP protocol up and running. The
protocol must be able to resolve hostnames. The computer name and the hostname
must be the same. Refer to “Setting up the TCP/IP protocol on Windows

systems” on page 402 for information on the installation and configuration of the
TCP/IP protocol.

Due to the security restrictions imposed by the Windows operating system, Installation
Server can be used to remotely install clients only in the same domain.

Recommendation

Check if you have Microsoft Installer (MSI) 2.0 prior to installing Data Protector
A.06.10. If you have an older version of MSI, Data Protector setup will automatically
upgrade it fo version 2.0. In this case, Data Protector will display a note at the end
of the upgrade, stating that MSI was upgraded. It is highly recommended to restart
the system, if MSI was upgraded. Consult Microsoft Support about the MSI 2.0
prerequisites for various Windows operating systems.

It is recommended that you upgrade your MSI to the version 2.0 before installing
Data Protector A.06.10.
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¥ IMPORTANT:

If you do not install the Installation Server for Windows on your network, you will have
to install every Windows client locally from the DVD-ROM.

B NOTE:

You cannot remotely install a Data Protector client on the Windows system after an
Installation Server has been installed on this system. To install an Installation Server and
client component(s) on the same system, you must perform a local client installation.
During the installation procedure, select all desired client components and the Installation
Server component. Refer to “Installing Windows clients” on page 90.

Installation procedure

70

Follow these steps to install the Installation Server for Windows:
1. Insert the Windows installation DVD-ROM.

On Windows Server 2008, the User Account Control dialog is displayed. Click
Continue to proceed with the installation.

2. In the HP Data Protector window, select Install Data Protector to start the Data
Protector Setup Wizard.

3. Follow the Setup Wizard and carefully read the license agreement. Click Next
to continue, if you accept the terms of the agreement.
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4. In the Installation Type page, select Installation Server and then click Next to
install Data Protector software depot.

i'é‘- HP Data Protector A.06.10 - Setup Wizard x|
Installation type ﬁ -
Choose installation type, (F]

 Cell Manager

Install the Data Protector Cell Manager, which controls backup and restore
[)@] activities within the entire Data Proteckar cell,
 Client
H Install a Data Protector client locally, which can be added ko the Data
Protectar cell,

by the Data Protector Cell Manager For remote installation of Windows

Install the Data Protector software depot For components, which will be used
gll clients.

[rata Brotestar
£ 6 I Sl 2

< Back I Mext = I Cancel

Figure 11 Selecting the installation type
5. Click Next to install Data Protector on the default folder.

Otherwise, click Change to open the Change Current Destination Folder window
and enter a new path.

6. Windows XP SP2, Windows Server 2003 SP1, and Windows Server 2008: If
Data Protector detects Windows Firewall on your system, the Windows Firewalll
configuration page is displayed. Data Protector setup will register all necessary
Data Protector executables. By default, the selected option is Initially, enable
newly registered Data Protector binaries to open ports as needed. If you do not
want to enable Data Protector to open ports at the moment, deselect the option.
However, note that for proper functioning of Data Protector, the executables
must be enabled.

Click Next.
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7. The component summary list is displayed. Click Install to start installing the

selected components. This may take several minutes.

i HP Data Protector A.06.10 - Setup Wizard
Ready to Install the Program

The wizard is ready to begin the installation,

A

Click Install to begin the installation.

To review or change any of your installation settings, click Back, Click Cancel to exit the
wizard,

Installing Installation server,

List of selected components:
1. Core {This is the fundamental fileset of the Data Protector, It must be installed, )
2. Installation Server {This is the Data Protector software depot For all Windows compong]

4 |

[rata Protestar

o
o I T, S A <Back

Cancel

Figure 12 Component selection summary page

8. The Installation status page is displayed. Click Next.

i'é‘- HP Data Protector A.06.10 - Setup Wizard

Installation status

A

d) Client does not belong to any cell,
@ Service Data Protector Inet started,

4

[rata Protestar
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o
o I T, S A < Back
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Eance]

Figure 13 Installation status page

9. To view the HP Data Protector product announcements,

references, select Open the Product Announcements.
Click Finish.
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As soon as the installation is finished, the software is, by default, installed in the
directory Data Protector program data\Depot (Windows Server 2008) or
Data Protector home\Depot (other Windows systems). The software is shared
so that it can be accessed from the network.

What's next?

At this point, you should have Installation Server for Windows installed on your
network. Now you should perform the following tasks:

1. If you have set up an independent Installation Server (i.e. not on the Cell
Manager) you must manually add (import) the system to the Data Protector cell.
Refer to “Importing an installation server to a cell ” on page 216.

2. Install an Installation Server for UNIX on HP-UX, Solaris, or Linux if you have a
mixed backup environment. Refer to “Installing Installation Servers for

UNIX" on page 64.

3. Distribute the software to clients. Refer to “Installing Data Protector
clients” on page 73.

Installing Data Protector clients

You can install Data Protector clients remotely, by distributing them using the
Installation Server, or locally, from the appropriate installation DVD-ROM.

For the list of Data Protector installation DVD-ROMSs, refer to “Data Protector installation

DVD-ROMs” on page 38.

After you have installed the Data Protector clients and eventually imported them into
the Data Protector cell, it is highly recommended to verify the installation and to
protect clients from unwarranted access. For procedure on verifying the client
installation, refer to “Verifying Data Protector client installation ” on page 350. For
more information on security protection, refer to “Security considerations” on page 222.

“Installing Data Protector clients” on page 73 lists Data Protector client systems with
references to detailed descriptions.

Table 4 Installing Data Protector client systems

Client system Installation type and reference

Windows Remote and local installation; see “Installing Windows
clients” on page 90.
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Client system

Installation type and reference

HP-UX Remote and local installation; see “Installing HP-UX
clients” on page 97.
Solaris Remote and local installation; see “Installing Solaris
clients” on page 100.
. Remote and local installation; see “Installing Linux
Linux S
clients” on page 107.
Remote and local installation; see “Installing ESX Server
ESX Server "
clients” on page 113.
AIX Remote and local installation; see “Installing AlX clients” on page 114.
Tru64 Remote and local installation; see “Installing Tru64

clients” on page 118.

Siemens Sinix

Remote and local installation; see “Installing Siemens Sinix
clients” on page 116.

SCO Remote and local installation; see “Installing SCO
clients” on page 120.
DAS Client Remote and local installation; see “Installing a Media Agent to use
the ADIC/GRAU Library or the StorageTek Library” on page 122.
ACS Client Remote and local installation; see “Installing a Media Agent to use

the ADIC/GRAU Library or the StorageTek Library” on page 122.

Novell NetWare

Local installation; see “Local installation of the Novell NetWare
clients” on page 131.

HP OpenVMS Local installation; see “Local installation of HP OpenVMS
clients” on page 138.
MPE/iX Local installation; see “Installing MPE/iX clients” on page 146.

Other UNIX clients

Local installation; see “Local installation of UNIX clients” on page 149.
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ZDB integrations

Data Protector ZDB integrations are software components that allow you to back up
database applications with Data Protector. The systems running database applications
are installed the same way as any Windows or UNIX client systems, provided that

the appropriate software component has been selected (for example, MS Exchange
Integration component for backing up the Microsoft Exchange Server database,
Oracle Integration component for backing up an Oracle database, and so

on). Refer to Table 5 on page 75 for the references.

Table 5 Installing integrations

Application Reference

Microsoft Exchange | See “Microsoft Exchange Server clients” on page 157.
Server

Microsoft SQL Server | See “Microsoft SQL Server clients” on page 158.

Portal Server

Microsoft SharePoint

See “Microsoft SharePoint Portal Server Clients” on page 158.

Sybase

See “Sybase clients” on page 158.

Informix Server

See “Informix Server clients” on page 159.

SAPR/3

See “SAP R/3 clients” on page 159.

SAP DB/MaxDB

See “SAP DB/MaxDB clients” on page 160.

Oracle

See “Oracle clients” on page 160.

VMware Virtual

See “VMware Virtual Infrastructure clients” on page 161.

Infrastructure

IBM DB2 UDB See “DB2 clients” on page 161.

NNM See “NNM clients” on page 162.

NDMP See “NDMP clients” on page 162.

Microsoft Volume See “Microsoft Volume Shadow Copy Service clients” on page 162.
Shadow Copy

Service
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Application Reference

Lotus Domino Server

See “Lotus Notes/Domino Server clients” on page 162.

EMC Symmetrix

See “EMC Symmetrix infegration” on page 163.

Virtual Array

HP StorageWorks See “HP StorageWorks Disk Array XP integration” on page 168.
Disk Array XP
HP StorageWorks See “HP StorageWorks Virtual Array integration” on page 175.

HP StorageWorks
Enterprise Virtual

Array

See “HP StorageWorks Enterprise Virtual Array
integration” on page 181.

Table 6 Other installations

Installation

Reference

Integrated Archive Platform (IAP)

See “IAP clients” on page 187.

Virtual Library System (VLS) automigration

See “VLS automigration clients” on page 189.

Localized User Interface

See “Installing localized Data Protector user
interface” on page 189.

Web Reporting

See “Installing Data Protector web
reporting” on page 194.

MC/ServiceGuard

See “Installing Data Protector on

MC/ServiceGuard” on page 195.

Microsoft Cluster Server

See “Installing Data Protector on Microsoft
Cluster Server” on page 196.

Veritas Cluster Server

See “Installing Data Protector clients on a
Veritas Cluster” on page 209

Novell NetWare Cluster

See “Installing Data Protector clients on a
Novell NetWare Cluster” on page 210
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Installation

Reference

IBM HACMP Cluster

See “Installing Data Protector on IBM
HACMP Cluster” on page 212

Data Protector components

For the latest information on the supported platforms, visit the HP Data Protector home
page at http://www.hp.com/support/manuals.

These are the Data Protector components you can select and their descriptions:

User Interface

Java GUI Client

English Documentation & Help

[J-HW

The User Interface component includes the Data
Protector graphical user interface on Windows
systems and the command:-line interface on
Windows and UNIX systems. The software is
needed to access the Data Protector Cell Manager
and must be installed at least on the system that
is used for managing the cell.

NOTE:

If you intend to use the Data Protector
user interface to perform backups or
restores across platforms, refer to the
HP Data Protector product
announcements, software notes, and
references for the limitations incurred.

The Data Protector Java GUI is a Java-based
graphical user interface with a client-server
architecture. The Java GUI Client will not be
selected for installation by default; you have to
select it manually. To install the command-line
interface on a client with Java GUI, you also need
to install the User Interface package to that system.

This is the Data Protector English language
documentation and online Help (OLH) file set.
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French Documentation & Help

Japanese Documentation &
Help

Manager-of-Managers User In-

terface

Disk Agent

IAP Disk Agent Extension

General Media Agent

VLS Automigration

Automatic Disaster Recovery

This is the Data Protector French language
documentation and online Help (OLH) file set.

This is the Data Protector Japanese language
documentation and online Help (OLH) file set.

The Manager-of-Managers User Interface includes
the Data Protector graphical user interface. The
software is needed to access the Data Protector
Manager-of-Managers functionality and control
the multi-cell environment. The
Manager-of-Managers User Interface and the
Manager User Interface are available as a
common application.

The Disk Agent component must be installed on
systems that have disks that will be backed up
with Data Protector.

The IAP Disk Agent Extension component must be
installed on systems that will perform backups
directly o the IAP appliance using Data Protector.

The General Media Agent component must be
installed on systems that have backup devices
connected or have access to a library robotics
and will be managed by Data Protector.

The VLS Automigration component must be
installed on clients that will perform Virtual Library
System (VLS) smart media copying using Data
Protector.

The Automatic Disaster Recovery component must
be installed on systems for which you want to
enable recovery using an automatic disaster
recovery method; and on the system where the
DR CD ISO image for Enhanced Disaster Recovery
will be prepared to provide automatic preparation
for the disaster recovery.
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SAP R/3 Integration

SAP DB Integration

Oracle Integration

VMware Integration

DB2 Integration

Sybase Integration

Informix Integration

MS Exchange Integration

MS SQL Integration

The SAP R/3 Integration component must be
installed on systems that have an SAP R/3
database that will be backed up with Data
Protector.

The SAP DB Integration component must be
installed on systems that have an SAP DB/MaxDB
database that will be backed up using Data
Protector.

The Oracle Integration component must be
installed on systems that have an Oracle database
that will be backed up with Data Protector.

The VMware Integration component must be
installed on VirtualCenter systems (if they exist)
and all the ESX Server systems that you plan to
back up with Data Protector. If you plan to use
the VCBfile or VCBimage backup methods, the
integration component must also be installed on
the backup proxy systems.

The DB2 Integration component must be installed
on all systems that have a DB2 Server that will be
backed up with Data Protector.

The Sybase Integration component must be
installed on systems that have a Sybase database
that will be backed up with Data Protector.

The Informix Integration component must be
installed on systems that have an Informix Server
database that will be backed up with Data
Protector.

The MS Exchange Integration component must be
installed on Microsoft Exchange Server systems
that will be backed up with Data Protector.

The SQL Integration component must be installed
on the systems that have an Microsoft SQL
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MS SharePoint Portal Server
Integration

MS Volume Shadow Copy In-

tegration

EMC Symmetrix Agent

HP StorageWorks XP Agent

HP StorageWorks VA Agent

HP StorageWorks EVA SMI-S
Agent

HP Network Node Manager
Integration

NDMP Media Agent

database which will be backed up with Data
Protector.

The MS SharePoint Portal Server Integration
component must be installed on Microsoft
SharePoint Portal Server systems that will be
backed up with Data Protector.

The MS Volume Shadow Copy Integration
component must be installed on the Windows
Server 2003 systems where you want to run
backups coordinated by Volume Shadow Copy
service.

The EMC Symmetrix Agent component must be
installed on the application and backup system
to integrate EMC Symmetrix with Data Protector.

The HP StorageWorks XP Agent component must
be installed on the application and backup system
to integrate HP StorageWorks Disk Array XP with
Data Protector.

The HP StorageWorks VA Agent component must
be installed on the application and backup system
to integrate HP StorageWorks Virtual Array with
Data Protector.

The HP StorageWorks EVA SMI-S Agent
component must be installed on the application
and the backup system to integrate HP
StorageWorks Enterprise Virtual Array with Data
Protector.

The NNM Integration component must be installed
on all systems in the cell that have an NNM
database that will be backed up with Data
Protector.

The NDMP Media Agent component must be
installed on all systems that will be backing up
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data to NDMP dedicated drives through an NDMP

server.

IAP Deduplication Agent The IAP Deduplication Agent component must be
installed on systems that will perform backups
directly to the IAP appliance using Data Protector.

Lotus Integration The Lotus Integration component must be installed
on all systems in the Data Protector cell that have
Lotus Notes/Domino Server databases that you
plan to back up with Data Protector.

B NOTE:

You cannot install the General Media Agent and the NDMP Media Agent on the same
system.

Remote installation of Data Protector clients

This section describes the procedure for distributing the Data Protector software to
clients using the Installation Server (remote installation or upgrade).

Prerequisites

*  For prerequisites and recommendations on the installation, refer to the section
that describes the installation procedure for that particular client. The references
are listed in Table 4 on page 73 and in Table 5 on page 75.

* See the http://www.hp.com/support/manuals and refer to the HP Data Protector
product announcements, software notes, and references for the information on
supported platforms, Data Protector components, and for disk space requirements.

* At this point, you should have the Cell Manager and the Installation Server(s)
installed on your network.

B NOTE:

The Installation Server for Windows must reside in a shared directory so that it is visible
throughout the network.
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Distribute the software to clients using the Data Protector user interface. Cross-platform
client installation is supported.

¢ To use secure shell installation, install and set up OpenSSH on the client and
Installation Server. If your private key is encrypted, install and set up keychain
on the Installation Server. See “Remote installation using secure shell” on page 87
for instructions.

B NOTE:

You cannot distribute software to clients in another Data Protector cell. However, if you
have an independent Installation Server, you can import it into more than one cell. You
can then distribute software within different cells by using the GUI connected to each
Cell Manager in turn.

Adding clients to the cell

To distribute the Data Protector software to the clients that are not in the Data Protector
cell yet, proceed as follows:

1. Start the Data Protector GUI:

* Oiriginal Data Protector GUI (on Windows only):
* Start > Programs > HP Data Protector > Data Protector Manager.

¢ Data Protector Java GUI:

* On Windows: Select Start > Programs > HP Data Protector > Data
Protector Java GUI Manager.

In the Connect to a Cell Manager dialog, select or type the name of a
Cell Manager and click Connect.

¢ On UNIX, run:
/opt/omni/java/client/bin/javadpgui.sh

Refer to “The Data Protector graphical user interface” on page 42 and to the
online Help for details on the Data Protector graphical user interface.

2. In the Data Protector Manager, switch to the Clients context.

3. In the Scoping Pane, right-click Clients and click Add Clients.

4. |f you have more than one Installation Server configured, select the platform of
the clients you want to install (UNIX or Windows) and the Installation Server to
be used for installing the clients. Click Next.
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5. Type the names of the clients or search for the clients (on Windows GUI only)
you want to install as shown in Figure 14 on page 83 and . Click Next.
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Fle Edit View Actions Help

G 51| B

=-L7] Data Protectar Cell
(=] Clients

5| M5 Clusters

£ Installation Servers

[

|2 |

Type the client{s] that pou want to install, or specily clients using the
Network and Search windows.

Neme: [GULIVER [ agd || rientspstems

heineken heimes
Network] Seamh]

RDO5HA =]

=
HEINEKEN
HITRI
HORTENSIA
HOTDOG
IR&R LI Hemaye |

< Bach | Hext > I FEirishi | Lancel
[ D‘JiﬁctSI AL, £ Cient Systems = £

[ i murzilk.a i

Figure 14 Selecting clients
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6. Select the Data Protector components you want fo install as shown in Figure
15 on page 84 and . Note that you can select only one type of Media Agent.
See “Data Protector components” on page 77.

po' Add Client Systems - HP Data Protector Manager M [=]E3
J FEile Edit “iew Actions Help
ffoes 51| @S | 2 || o |
(=7 Data Protectar Cel :
= @ E? Select one or more available components that you want to ingtall and
snwmﬂ? specify options for those components. Check the bax ta indicate that you

want to configure components for each client independently.
-] Irstallation Servers

- {EE MS Clusters

-T,l4 Caompanents I.'l* Dptlnnsl

Compaonsnt [ ersion | o
Disk Agent A06.10.
Media Agent A.06.10.
[ HDMP Media Agent A.06.10
User Interface A.06.10.
[ Manager-of-Managers User Interface A.08.10.
I HP Storagsiworks <P Agent A.06.10.
[ HP Storageiwiorks Wi Agent A.06.10. =

[ HP Storageiwiorks EVa SMI-S Agent A.06.10.
[ M5 Exchange 200042003 Integration A.08.10.

[ M5 50L 7.0/2000 Integration A.06.10.
[ 54F R43 Integration A.06.10
[ 54F DE Integration A.06.10.
[ Dracle Integration A06.10. ﬂ

I | want to customize thess options for client systems independently

4] ] © gk | e [ Feh | Caeel |
ﬁ Objects I H 4 & B |Add Client Systems =Bl
[ i smowind i

Figure 15 Selecting components

To change the default user account and target directory (on Windows only) for
the installation, click Options.

If you selected more than one client and you would like to install different
components on each client, click | want to customize this option for client systems
independently and then click Next. Select the components you want to install
for each client independently.

Click Finish to start the installation.

7. During the installation and when asked, provide the data required (username,
password, and on Windows also domain) to access the specific client system
and click OK.

As soon as a system has the Data Protector software installed and is added to the
Data Protector cell, it becomes a Data Protector client.
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B NOTE:

Before you start using the Data Protector GUI on the client system, add a user from that
system to an appropriate Data Protector user group. For the procedure and the
descriptions of available user rights, refer to the online Help.

Troubleshooting

When the remote installation is finished, you can restart any failed installation
procedures using the GUI by clicking Actions and Restart Failed Clients. If the
installation fails again, see Chapter 6 on page 341.

Adding components to clients

You can install additional Data Protector software components on your existing clients
and the Cell Manager. Components can be added remotely or locally. For local
installation, see “Changing Data Protector software components” on page 251.

MC/ServiceGuard clients

In the MC/ServiceGuard cluster environment, make sure that the node to which you
add the components is active.

Prerequisite
The corresponding Installation Server must be available.

To distribute the Data Protector software to clients in the Data Protector cell, proceed
as follows:

1. In the Data Protector Manager, switch to the Clients context.

2. In the Scoping Pane, expand Clients, right-click a client, and then click Add
Components.

3. If you have more than one Installation Server configured, select the platform of
the clients on which you want to install the components (UNIX or Windows) and
the Installation Server to be used for installing the components. Click Next.
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4. Select the clients on which you want to install the components as shown in Figure
16 on page 86 and . Click Next.
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Figure 16 Selecting clients
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5. Select the Data Protector components you want to install as shown in Figure

17 on page 87. Note that you can select only one type of Media Agent. See
“Data Protector components” on page 77.
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Figure 17 Selecting components

If you selected more than one client and you want to install different components
on each client, click | want to customize this option for client systems
independently and then click Next. Select the components for each client
independently.

Click Finish to start the installation.

Remote installation using secure shell

Secure shell installation helps you protect your client and Installation Server by
installing Data Protector components in a secure way. High level of protection is
achieved by:

* Authenticating the Installation Server user to the client in a secure way through
the public-private key pair mechanism.

* Sending encrypted installation packages over the network.
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B NOTE:

Secure shell installation is supported on UNIX platforms only.

To use secure shell installation, install and set up OpenSSH on the client and
Installation Server as described below.

Setting up OpenSSH

OpenSSH is an open source implementation of the secure shell protocol. To set up
OpenSSH:

1. If openssh is not already installed on your system, download it from hitp://
www.openssh.org and install it on both the Data Protector client and Installation
Server. Alternately, on HP-UX, you can use HP-UX Secure Shell.

B NOTE:

The default location for the secure shell installation is /opt/ssh.

2. On the Installation Server, run ssh-keygen to generate a public-private key
pair. Keep the private key on the Installation Server while transferring the public
key to the client. Note that if you use an encrypted private key (that is, protected
by a passphrase), you need to set up keychain on the Installation Server (see
Setting up keychain on page 90 for details).

For information on ssh-keygen, see http://www.openbsd.org/cgi-bin
man.cgi?query=ssh-keygen&sektion=1.
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3. Store the public key in the SHOME/ . ssh directory on the client under the name
authorized keys.

B NOTE:

$SHOME/ . ssh is usually the home directory of the root user.

To set an SSH protocol version (SSH1 or SSH2), modify the protocol parameter
in the following files:

1. On the Installation Server:
ssh install directory/ssh/etc/ssh config
This file will be used by the ssh command.

2. On the client:
ssh install directory/ssh/etc/sshd config

This command will be used by the ssh daemon (sshd).

Note that these two files must be in sync.

B NOTE:
The default SSH protocol version is SSH2.

4. On the client, start the ssh daemon:
ssh _install directory/ssh/sbin/sshd

5. Add the client to a list of known hosts (located in $HOME/ . ssh/known_hosts
on the Installation Server) by running:

ssh root@client host
where client host must be the fully qualified DNS name, for example:
ssh root@clientl.company.com

6. On the Installation Server, set the omnirc variable 0B2 SSH ENABLED fo 1.
For more information on omnirc variables, see the HP Data Protector
troubleshooting guide.
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Setting up keychain

Keychain is a tool eliminating the need to manually supply a passphrase when
decrypting the private key. It is needed only if the private key is encrypted. To set
up keychain:

1. Download keychain from hitp://www.gentoo.org/proj/en/keychain/index.xml
to the Installation Server.

2. Add the following two lines to $HOME/ .profile:
HP-UX, Solaris:

keychain install directory/keychain-keychain version/keychain
SHOME/ .ssh/private key

SHOME/ . keychain/'hostname'-sh

Linux:

/usr/bin/keychain $HOME/.ssh/private key
SHOME/ . keychain/'hostname'-sh

3. On the Installation Server, set the 0B2 ENCRYPT PVT KEY omnirc variable
to 1. For more information on omnirc variables, see the HP Data Protector
troubleshooting guide.

What's next?

After you set up OpenSSH and keychain, add clients to the cell using the GUI as
described on Adding clients to the cell on page 82 or using the CLI by running the
ob2install command. For information on CLI commands and their parameters,
see the HP Data Protector command line interface reference.

B NOTE:

If secure shell installation cannot be performed because the execution of its command
fails, a warning message is issued. However, the installation continues using the standard
Data Protector remote installation method.

Installing Windows clients
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For details on supported platforms and components for a particular Windows
operating system, see the hitp://www.hp.com/support/manuals.
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Prerequisites

To install @ Windows client, you must have the Administrator rights. The Windows
system that will become your future Data Protector client system must meet the following
requirements:

* Have Microsoft Internet Explorer 5.0 or higher.

* Have sufficient disk space for the Data Protector client software. Refer to the HP
Data Protector product announcements, software notes, and references for details.

* Have port number 5555 (default) free.

* Have the Microsoft implementation of the TCP/IP protocol installed and running.
The protocol must be able to resolve hostnames. The computer name and the
hostname must be the same. Refer o “Setting up the TCP/IP protocol on Windows
systems” on page 402 for information on installation and configuration of the
TCP/IP protocol.

¢ For Java GUI Client, Java Runtime Environment (JRE) 1.5.0_06 or newer update
(for example, 1.5.0_07) is required.

*  Ensure that network access user rights are set under the Windows local security
policy for the account performing the installation.

Limitations

* Due to the security restrictions imposed by the Windows operating system,
Installation Server can be used to remotely install clients only in the same domain.

*  On Windows XP HE, Data Protector clients can only be installed locally.

* When installing clients remotely on Windows Vista and Windows Server 2008
systems, you must use one of the following accounts:

* A built-in administrator account on the remote host. The account must be

enabled and with disabled Admin Approval Mode.

* A domain user account, which is a member of a local Administrators group
on the remote host.

Recommendation

On each Windows client, check if you have Microsoft Installer (MSI) 2.0 prior to
installing Data Protector A.06.10. If you have an older version of MSI, Data Protector
setup will automatically upgrade it to version 2.0. In this case, Data Protector will
display a note at the end of the upgrade, stating that MSI was upgraded. It is highly
recommended to restart the client system, if MSI was upgraded. Consult Microsoft
Support for Microsoft Installer 2.0 prerequisites on the various Windows operating
systems.
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If you start the Data Protector installation with an older version of the MSI, Data
Protector setup will upgrade it to version 2.0. However, the system must be rebooted
for the changes to take effect. After the computer is rebooted, restart the installation.

Automatic Disaster Recovery

The Automatic Disaster Recovery component must be installed on clients for
which you want to enable recovery using an automatic disaster recovery method,
and on the system where the DR CD ISO image for Enhanced Disaster Recovery will
be prepared.

Cluster-aware clients

Additional prerequisites are required for installing cluster-aware clients. Refer to
“Installing cluster-aware clients” on page 206 for more details.

Before starting the installation procedure, decide which components you need to
install on your client system. For the list of the Data Protector software components
and their descriptions, see “Data Protector components” on page 77.

HP StorageWorks Disk Array XP hardware provider limitation

Data Protector and FRS require different versions of HP StorageWorks Disk Array XP
hardware provider. However, only one version of the hardware provider can be
installed on the same system. If you install the Data Protector and FRS on the same
system that is connected to the HP StorageWorks Disk Array XP, you can use only
one of these products.

Local installation

92

Windows clients can be installed locally, from the Windows installation DVD-ROM:
1. Insert the DVD-ROM.

On Windows Vista and Windows Server 2008 systems, the User Account Control
dialog box is displayed. Click Continue to proceed with the installation.

2. In the HP Data Protector window, select Install Data Protector to start the Data
Protector Setup Wizard.

3. Follow the Setup Wizard and carefully read the license agreement. Click Next
to continue, if you accept the terms of the agreement.

4. Inthe Installation Type page, select Client. For ltanium clients, the type is selected
automatically.
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Enter the name of the Cell Manager. Refer to Figure 18 on page 93.

If your Cell Manager uses a different port then the default 5555, change the
port number. You can test if the Cell Manager is active and uses the selected
port by clicking Check response...

Click Next.
i HP Data Protector A.06.10 - Setup Wizard %]
Cell Manager system ﬁ .
Provide the name of the Cell Manager system (F]

Type in the name of the Cell Manager, or leave the field empty if the Cell Manager is not
available at this time.

If the Cell Manager is using a port number other than 5555, provide the port number as
well, IF you do not provide the Cell Manager name, the client will use the default port

(5555),
|5555
Check response. .. |
[rata Protestar
£ 6 I Sl 2
- < Back I Mext = I Cancel |

Figure 18 Choosing the Cell Manager
Click Next to install Data Protector on the default folder.

Otherwise, click Change to open the Change Current Destination Folder page
and enter the path.

Select the Data Protector components that you want to install.

For information on other Data Protector components, refer to “Data Protector
components” on page 77.

Click Next.

Windows XP SP2, Windows Server 2003 SP1, Windows Vista, and Windows
Server 2008: If Data Protector detects Windows Firewall on your system, the
Windows Firewall configuration page is displayed. Data Protector setup will
register all necessary Data Protector executables. By default, the selected option
is Initially, enable newly registered Data Protector binaries to open ports as
needed. If you do not want to enable Data Protector to open ports at the moment,
deselect the option. However, note that for proper functioning of Data Protector,
the executables must be enabled.

Click Next.
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9. The component selection summary page is displayed. Click Install to install the
selected components.

i'é‘- HP Data Protector A.06.10 - Setup Wizard x|
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Figure 19 Component selection summary page
10. The Installation status page is displayed. Click Next.
i HP Data Protector A.06.10 - Setup Wizard B3
Ready to Install the Program d .
The wizard is ready to begin the installation, (F]
Click Install to begin the installation.

To review or change any of your installation settings, click Back, Click Cancel to exit the
wizard,

Installing client {will not be imported to any celly

Executables will be registered with M3 Firewall

List of selected components:

. Core {This is the fundamental fileset of the Data Protector, It must be installed. )

. Disk. Agent {Allows Data Protector to back up and restore data on this system.)
General Media Agent {Controls SAN or direct attached devices {non-NDMP), Additionall
User Interface {Allows yvou to manage the Data Protector environment using a GUI fro
Documentation & Help {Select the user manuals and online Help in the desired languagd
English Documentation & Help {Data Protector user manuals and online Help in English)

oo

1 | »
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Figure 20 Installation summary page
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11. To start using Data Protector immediately after setup, select Launch Data Protector

Manager.

To view the HP Data Protector product announcements, software notes, and
references, select Open the Product Announcements.

Click Finish.

Connecting a backup device to Windows systems

Once you have installed a Media Agent component, you can attach a backup device
to a Windows system by performing the following steps:

1.

Find the available SCSI addresses (referred to as SCSI Target IDs on Windows)
for the drives and control device (robotics) of the backup device you want to
connect. Refer to “Finding unused SCSI target IDs on a Windows

system” on page 433.

Set unused SCST Target IDs for the drives and control device (robotics).
Depending on the device type, this can usually be done with switches on the
device. For details, refer to the documentation that comes with the device.

Also see http://www.hp.com/support/manuals for information about supported
devices.

Switch off your computer and connect your backup device to the system.

Switch on the device, then the computer, and wait until the boot process
complefes.
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5. To verify that the system correctly recognizes your new backup device, in the
Data Protector home\bin directory, run the devbra -dev command.

You should see a new device listed in the output of the command. For example,
you might get the following output from the devbra -dev command:
* If the tape driver for your device is loaded:

HP:C1533A

tape3:0:4:0

DDS

The first line represents the device specification, the second one is the device
filename.

The path format says that an HP DDS tape device has Drive instance number
3 and is connected to SCSI bus O, SCSI Target ID 4, and LUN number O.
* If the tape driver for your device is unloaded:
HP:C1533A
scsil:0:4:0
DDS

The first line represents the device specification, the second one provides the
device filename.

The path format says that an HP DDS tape device is connected to SCSI port
1, SCSI bus 0, and the tape drive has the SCSI Target ID 4, and LUN number
0.

For loading or unloading the native tape driver for your device, refer to “Using tape
and robotics drivers on Windows” on page 413. For more information on creating a
device filename, refer to “Creating device files (SCSI Addresses) on

Windows” on page 418.

What's next?

At this stage, you should have client components installed and backup devices
connected, so that you are able to configure backup devices and media pools. Refer
to the online Help index: “configuring, backup devices” for information on
configuration tasks.
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Installing HP-UX clients

HP-UX clients can be installed locally from the UNIX installation DVD-ROM, or remotely
using the Installation Server for UNIX.

Before starting the installation procedure, decide which components you need to
install on your client system. For the list of the Data Protector software components
and their descriptions, see “Data Protector components” on page 77.

Prerequisites

*  For system requirements, disk space requirements, supported platforms, processors,
and Data Protector components, refer to the HP Data Protector product
announcements, software notes, and references.

* At this point, you should have the Cell Manager and Installation Server for UNIX
installed on your network. If not, see “Installing the Data Protector Cell Manager
(CM) and Installation Server(s) (IS)” on page 46 for instructions.

* You will need either root access or an account with root capabilities.

¢ For Java GUI Client, Java Runtime Environment (JRE) 1.5.0_06 or newer update
(for example, 1.5.0_07) is required.

Local installation

If you do not have an Installation Server for UNIX installed in your environment, you
have to perform local installation from the UNIX installation DVD-ROM. See “Local
installation of UNIX clients” on page 149 for instructions.

After the local installation, the client system has to be manually imported into the cell.
See also “Importing clients to a cell ” on page 213.

Remote installation

You install the client software from the Installation Server for UNIX to clients using
the Data Protector graphical user inferface. For the step-by-step procedure for remotely
installing the software, refer to “Remote installation of Data Protector

clients” on page 81.

After the remote installation, the client system automatically becomes a member of
the Data Protector cell.

If you have installed a Media Agent on your client, you must physically connect the
backup device to the system. To see if the device drivers, appropriate for the type of
your device, are already build in the kernel, check your kernel configuration before
running a backup.

Installation and licensing guide 97



Cluster-aware clients

Additional prerequisites and steps are required for installing cluster-aware clients.
Refer to “Installing a cluster-aware client” on page 196 for more details.

Checking the kernel configuration on HP-UX

The following procedure explains how to check and build your kernel configuration
on the HP-UX 11.x, using the HP System Administration Manager (SAM) utility. Refer
to “SCSI robotics configuration on HP-UX” on page 419 for instructions on how to
build the kernel manually.

Follow this procedure to build the kernel configuration using the HP System
Administration Manager (SAM) utility:

1. loginasa root user, open the terminal and type sam.

2. In the System Administration Manager window, double-click Kernel Configuration,
and then Drivers.
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3. In the Kernel Configuration window, verity the following:

* The drivers for the devices you will be using must be listed among the installed
drivers. See Figure 21 on page 99. If the driver you are looking for is not
listed, you have to install it using the /usr/sbin/swinstall utility. For
example:

A Tape Device Driver is required for tape devices and must be installed
if you have connected a tape device to the system. For example, for
generic SCSI tape drives, like DLT or LTO, the stape driver is used, and
for DDS devices the tape2 driver.

A SCSI Pass-Through driver named sct1 or spt, or an autochanger
robotics driver named schgr (depending on the hardware) is required
to control robotics in Tape library devices.

Refer to “SCSI robotics configuration on HP-UX” on page 419 for details.

5 Kemel confiquation Geklamademes) |-
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Figure 21 Kernel configuration Window

* The status of a driver that is displayed in the Current State column must be
set to In. If the status value is set to Out, proceed as follows:

1.

Select the driver in the list. Click Actions and select Add Driver to Kernel.
In the Pending State column, the status will be set to In.

Repeat this for each driver for which the Current State is In.

Click Actions and select Create a New Kernel to apply the changes, that
is to build a Pending Kernel into the Current Kernel. The action requires
a restart of the system.
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Once you have all the required drivers built in the kernel, you can continue by
connecting a backup device to your system.

Connecting a backup device to HP-UX systems

1.

Determine the available SCSI addresses for the drives and control device
(robotics). Use the /usr/sbin/ioscan -f system command.

Refer to “Finding the unused SCSI addresses on HP-UX” on page 426 for more
information.

Set the SCSI address on the device. Depending on the device type, this can be
usually done with switches on the device. For details, refer to the documentation
that comes with the device.

Refer to http://www.hp.com/support/manuals for details about supported
devices.

Connect the device to the system, switch on the device, and then the computer,
and wait until the boot process completes. The device files are usually created
during the boot process.

Verify that the system correctly recognizes your new backup device. Use the
ioscan utility:

/usr/sbin/ioscan -fn

so that you can see the device files listed for each connected backup device. If

the device file has not been created automatically during the boot process you
must create it manually. Refer to “Creating device files on HP-UX” on page 423.

Once the installation procedure has been completed and the backup devices have
been properly connected to the system, refer to the online Help index: “configuring,
backup devices” for detailed information about configuring devices and media pools
or other Data Protector configuration tasks.

Installing Solaris clients
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Solaris clients can be installed locally from the UNIX installation DVD-ROM, or
remotely using the Installation Server for UNIX.

Before starting the installation procedure, decide which components you need to
install on your client system. For the list of the Data Protector software components
and their descriptions, see “Data Protector components” on page 77.
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Prerequisites

*  For system requirements, disk space requirements, supported platforms, and Data
Protector components, refer to the HP Data Protector product announcements,
software notes, and references.

* At this point, you should have the Cell Manager and Installation Server for UNIX
already installed on your network. Refer to “Installing the Data Protector Cell
Manager (CM) and Installation Server(s) (IS)” on page 46 for instructions.

* To install a Solaris client, you will need either root access or an account with root
capabilities.

* For Java GUI Client, Java Runtime Environment (JRE) 1.5.0_06 or newer update
(for example, 1.5.0_07) is required.

Local installation

If you do not have an Installation Server for UNIX installed in your environment, you
have to perform local installation from the UNIX installation DVD-ROM. Refer to “Local
installation of UNIX clients” on page 149 for instructions.

Remote installation

You install the client software from the Installation Server for UNIX to clients using
the Data Protector graphical user inferface. For the step-by-step procedure for remotely
installing the software, refer to “Remote installation of Data Protector

clients” on page 81.

B NOTE:

If you install the User Interface component (which includes the graphical user
interface and the command-line interface), you should update your environment variables
before using it. Refer fo “Setting environment variables” on page 54 for more information.

If you install the User Interface on a Solaris 2.6 client, only the command-line interface
is available.

As soon as the client components have been installed, the target system automatically
becomes a member of the Data Protector cell.
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£ IMPORTANT:
If you want to install Data Protector to linked directories, for instance:
/opt/omni/ -> /prefix/opt/omni/
/etc/opt/omni/ -> /prefix/etc/opt/omni/
/var/opt/omni/ -> /prefix/var/opt/omni/

you must create the links before the installation and ensure that the destination directories
exist.

Cluster-aware clients

Additional prerequisites are required for installing cluster-aware clients. Refer to
“Installing a Client” on page 209 for more details.

Post-installation configuration

Configuration files
Once you have a Media Agent component installed on the client system, you have

to check your configuration files (/kernel/drv/st.conf), depending on the
device type you will be using.

¢ For Exabyte devices (8 mm), no changes to the /kernel/drv/st.conf file
are necessary.

* For an HP DAT (4 mm) device, add the following lines to your
/kernel/drv/st.conf file:

tape-config-list =

"HP HP35470A", "HP DDS 4mm DAT", "HP-datal",

"HP HP35480A", "HP DDS-DC 4mm DAT", "HP-datal",

"HP C1533A", "HP DDS2 4mm DAT", "HP-data2",

"HP C1537A", "HP DDS3 4mm DAT", "HP-data3",

"HP C1553A", "HP DDS2 4mm DATloader", "HP-data2",
"HP C1557A", "HP DDS3 4mm DATloader", "HP-data3";

HP-datal = 1,0x34,0,0x8019,3,0x00,0x13,0x03,2;
HP-data2?2 = 1,0x34,0,0x8239,4,0x0,0x13,0x24,0x3,3;
HP-data3 = 1,0x34,0,0x8239,4,0x0,0x13,0x24,0x3,3;
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¥ IMPORTANT:

These HP data entries differ from the default entries that are usually suggested by HP
Support. Specify these lines exactly, or Data Protector will not be able to use your drive.

¢ For DLT, DLT1, SuperDLT, LTO1, LTO2 and STK9840 devices, add the following
lines to the /kernel/drv/st.conf file:

tape-config-list =

"Hp Ultrium 1-SCSI", "HP Ultrium 1-SCSI", "LTO-data",
"HP Ultrium 2-SCSI", "HP LTO", "HP-LTO2",
"DEC DLT2000", "Digital DLT2000", "DLT2k-data",

"Quantum DLT4000", "Quantum DLT4000", "DLT4k-data",
"QUANTUM DLT7000", "Quantum DLT7000", "DLT7k-data",
"QUANTUM DLT8000", "Quantum DLT8000", "DLT8k-data",
"HP C9264CB-VS80","HP DLT vs80 DLTloader","HP datal"
"QUANTUM SuperDLT1", "QUANTUM SuperDLT", "SDLT-data",
"TANDBERGSuperDLT1", "TANDBERG SuperDLT", "SDL-data",
"STK 9840"™, "STK 9840", "CLASS 9840";

DLT2k-data = 1,0x38,0,0x8639,4,0x17,0x18,0x80,0x81, 3;
DLT4k-data = 1,0x38,0,0x8639,4,0x17,0x18,0x80,0x81,3;
DLT7k-data = 1,0x38,0,0x8639,4,0x82,0x83,0x84,0x85, 3;
DLT8k-data = 1,0x77,0,0x1D639,4,0x84,0x85,0x88,0x89, 3;
HP datal = 1,0x3a,0,0x8639,4,0x40,0x86,0x87,0x7£,0;
LTO-data = 1,0x7a,0,0x1d679,4,0x00,0x00,0x00,0x40,3;
HP-LTO2 = 1,0x7a,0,0xd639,4,0x00,0x00,0x00,0x42, 3;
SDLT-data = 1,0x79,0,0x8639,4,0x90,0x91,0x90,0x91, 3;
CLASS 9840 = 1,0x78,0,0x1d679,1,0x00,0;

*  For an HP StorageWorks 12000e (48AL) autoloader (HP C1553A), add the

following entries in addition to HP data entries in your /kernel/drv/st.conf
file:

name="st" class="scsi"

target=ID lun=0;

name="st" class="scsi"

target=ID lun=1;

Replace the 7D symbol with the autoloader’s SCSI address and set the autoloader
option number to 5 (the switch is located on the device’s rear panel) and the
drive’s DIP switch setting to 11111001 (the switches are accessible from the
bottom side of the autoloader).
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B NOTE:

The HP StorageWorks 12000e library does not have a dedicated SCSI ID for the picker
device but accepts both data drive access commands and picker commands through the
same SCSI ID. However, the data drive access commands must be directed to SCSI lun=0
and the picker commands to SCSI lun=1.

For all other devices, check the st.conf.templ template (located in
/opt/omni/spt) for required entries in the st . conf file. This is only a template
file and is not meant as a replacement for the st . conf file.

* For the SCSI Exchanger devices on Solaris using the SCSI Pass-Through driver,
you have to install the SCSI Pass-Through driver first, then you install the SCSI
device.

Install the SCSI Pass-Through driver using the following steps:

1. Copy the sst module info the /usr/kernel/drv/sparcv9 directory
and the sst . conf configuration file into the /usr/kernel/drv directory:

32-bit Solaris:
Scp /opt/omni/spt/sst /usr/kernel/drv/sst
Scp /opt/omni/spt/sst.conf /usr/kernel/drv/sst.conf
64-bit Solaris:
Scp /opt/omni/spt/sst.64bit /usr/kernel/drv/sparcvd /sst
Scp /opt/omni/spt/sst.conf /usr/kernel/drv/sst.conf

2. Add the following line to the /etc/devlink.tab file:

i’ IMPORTANT:

When editing the /etc/devlink. tab file, do not use [space]
characters. Use only [TAB] characters.

“type=ddi_pseudo;name=sst;minor=character rsst\Al”

This will cause devlinks (1M) to create link(s) to devices with names of the
/dev/rsstX form, where X is the SCSI target number.

3. |Install the driver on the system by entering the following command:

add _drv sst
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4. Atthis stage, you are ready to install the SCSI device. Before the installation,
you must assign the correct SCSI address to each drive and the robotics
(picker) of the exchanger device. The chosen addresses must not be used by
any other device of the system.

To check the SCSI configuration, shut down the system by the following
command:

shutdown -1i0

then run the probe-scsi-all command at the ok prompt to check the
assigned addresses:

ok probe-scsi-all

When you have finished, restart the system with:
ok boot -r

To install the SCSI device, follow the steps:

a. Edit /kernel/drv/st.conf to set up the device's drive parameters
in order to use the assigned SCSI ports (refer to the appropriate device's
documentation).

The following example will show the setup of the ADIC-VLS DLT device
with the SCSI port 5 assigned to the SCSI tape drive and the SCSI port
4 assigned to the ADIC SCSI control device (picker):

Example

tape-config-list =“DEC DLT2000", "ADIC DLTDlib”,"ADIC2000-data";
ADIC2000-data = 1,0x38,0,0x8639,4,0x17,0x18,0x80,0x81,3;name="st”class=
target=5 lun=0;

name="st” class= “scsi”

target=4 lun=0;

The data displayed in the example above must be in the

/kernel/drv/st.conf file.

b. Edit /usr/kernel/drv/sst.conf fo set up the ADIC SCSI control
device in order fo use the assigned SCSI port 4. Add the following data
for the ADIC drive to the /usr/kernel/drv/sst.conf file:

name="sst” class= “scsi”
target=4 lun=0;
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When you have modified the /kernel/drv/st.conf file and the
/usr/kernel/drv/sst.conf file, you are ready to physically connect a backup
device to your system.

Connecting a backup device to a Solaris system
Follow the procedure below to connect a backup device to a Solaris system:
1. Create a reconfigure file:
touch /reconfigure

2. Shut down the system by entering the $shutdown -i0 command, and then
switch off your computer and physically connect the device to the SCSI bus.
Check that no other device is using the same SCSI address you have selected
for the device.

See hitp://www.hp.com/support/manuals for details about supported devices.

B NOTE:

Data Protector does not automatically recognize cleaning tapes on a Solaris
system. If Data Protector defects and inserts a cleaning tape in the
StorageWorks 12000e (48AL) device, the tape driver enters an undefined
state and may require you to reboot your system. Load a cleaning tape
manually, when Data Protector issues a request for it.

3. Switch your computer back on and interrupt the boot process by pressing the
Stop-A key. Verify that the new device is recognized correctly by entering the
probe-scsi-all command at the ok prompt:

ok > probe-scsi-all
Then, enter:
ok > go

to continue.
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4. The device should work properly at this stage. The device files must be located
in the /dev/rmt directory for the drives and in the /dev directory for the SCSI
control device (picker).

B NOTE:

On Solaris systems, (especially in case of Solaris 64-bit), links to the SCSI control device (picker)
are not always created automatically. In this case, create symbolic links. For example:
In -s /devices/pci@1f,4000/scsi@3,1/sst@4,1:character /dev/rssté

You can use the Data Protector uma utility to verify the device. To check the
picker of the SCSI Exchanger device from the previous example (using the SCSI
port 4), enter:

echo “ing”|/opt/omni/lbin/uma -ioctl /dev/rsst4

The picker must identify itself as a SCSI-2 device library. The library can be
checked by forcing it to initialize itself. The command is:

echo “init”|/opt/omni/lbin/uma -ioctl /dev/rsst4
Make sure you use Berkeley-style device files, in this case, /dev/rmt/ohb (not
/dev/rmt/0h) for the exchanger drive and /dev/rsst4 for the SCSI control device
(picker).
What's next?

Once the installation procedure has been completed and the backup devices are
properly connected to the Solaris client, refer to the online Help index: “configuring,
backup devices” for more information about configuring backup devices, media
pools, or other configuration tasks.

Installing Linux clients

Linux client systems can be installed locally by using the UNIX installation DVD-ROM,
or remotely using the Installation Server for UNIX.

Before starting the installation procedure, decide which components you need to
install on your client system. For the list of the Data Protector software components
and their descriptions, see “Data Protector components” on page 77.
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Prerequisites

*  For system requirements, disk space requirements, supported platforms, and Data
Protector components, refer to the HP Data Protector product announcements,
software notes, and references.

* At this point, you should have the Cell Manager and Installation Server for UNIX
already installed on your network. See “Installing the Data Protector Cell Manager
(CM) and Installation Server(s) (IS)” on page 46 for instructions.

* The rpm utility must be installed and set up. Other packaging systems (like deb)
are not supported.

* For Java GUI Client, Java Runtime Environment (JRE) 1.5.0_06 or newer update
(for example, 1.5.0_07) is required.

B NOTE:

On Cell Manager platforms where the original Data Protector GUI is not supported, you
can use the Data Protector Java GUI or install the original Data Protector GUI on a system
where it is supported. Use the omniusers command fo create a remote user account
on the new Cell Manager. You can then use this user account on any system with the
Data Protector GUI installed to start the GUI and connect to the new Cell Manager. Refer
to the omniusers man page.

B NOTE:

Data Protector uses the default port number 5555. Therefore, this particular port number
should not be used by another program. Some versions of Linux use this number for
other purposes.

If the port number 5555 is already in use, you should make it available for Data Protector
or you can change the default port number to an unused port number. See “Changing
the Data Protector default port number” on page 409.

MC/ServiceGuard cluster

108

With MC/ServiceGuard clusters, the Data Protector agents (Disk agent, Media Agent)
must be installed separately on each cluster node (local disk) and not on the shared

disk.

After the installation, you need to import the virtual host (application package) fo the
cell as a client. Therefore the application package (for example Oracle) must run on
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the cluster with its virtual IP. Use the command cmviewcl -v to check this before
importing the client.

Novell Open Enterprise Server (OES)

On Novell OES systems, Data Protector automatically installs the OES aware Disk
Agent. However, there are some Novell OES specific aspects:

¢ If you install Novell OES on 32-bit SUSE Linux Enterprise Server 9.0 (SLES), after
installing a Data Protector Linux client on a system, you have to upgrade the Data
Protector client as well.

Note that the new Novell OES aware Disk Agent will be pushed on the client
system during the upgrade.

¢ If you remove the Novell OES component from SLES, you have to reinstall the
Data Protector client.

Local installation

If you do not have an Installation Server for UNIX installed in your environment, you
have to perform local installation from the UNIX installation DVD-ROM. See “Local
installation of UNIX clients” on page 149 for instructions.

Remote installation

You remotely install a Linux client system by distributing the Data Protector components
from the Installation Server for UNIX to the Linux system, using the Data Protector
graphical user interface. For the step-by-step procedure for distributing the software,
refer to “Remote installation of Data Protector clients” on page 81.

As soon as the client components have been installed, the target system automatically
becomes a member of the Data Protector cell.
Troubleshooting

If you run into problems with remote installation on a Linux client system, ensure that
the root account has rights to access the system either by using exec or shell
services. To achieve this, do the following:
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1. Editthe /etc/xinetd.conf. Find the definitions for exec and shell services
and add the following line to the definition of these two services:

server _args = -h
For example:

service shell

{

socket type = stream
protocol = tcp

wait = no

user = root
server = /usr/sbin/in.rshd
server args = -L -h

}

service exec

{

socket type = stream
protocol = tcp

wait = no

user = root
server = /usr/sbin/in.rexecd
server_args = -h
}
B NOTE:

Some Linux distributions have these services configured in separate files in
the /etc/xinetd.d directory. In this case, locate the appropriate file
(/etc/xinetd.d/rexec and /etc/xinetd.d/rsh) and modify it
as described above.

2. Kill the inetd process with the HUP signal:
kill -HUP $ (ps ax|grep inet|grep -v greplcut -cl-6)
3. Create a ~root/.rhosts file with the entry: my installation server

root That will allow administration access from the Installation Server.

After you have installed Data Protector, you can remove the entry from the
—root/.rhostsﬁb,ondihe—hﬂogﬁbmfhe/etc/xinetd.conf
(/etc/inetd.conf for Red Hat Enterprise Linux) file. Then repeat the ki11
command from the step Step 2 on page 110.
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For more information, see the rexecd(8), rexec(3), rshd(8), rsh(1) or pam(8)
man pages. If this fails, refer to “Local installation of UNIX clients” on page 149.

Kernel configuration

The following procedure explains how to check and build your kernel configuration:

1.

log in as a root user, then in the /usr/src/linux directory run the make
menuconfig command.

Select sCST Support and press Enter. Then select the following options:
SCSI support, SCSI tape support, SCSI generic support and
optionally Probe all LUNS on each SCST device.

If the items are already included in kernel, exit without saving changes. You can
continue by connecting a backup device to your system. Refer to “Connecting
a backup device to the Linux system” on page 112.

If you made changes, save the configuration and do the following:
a. Runthe make dep command.

This command builds the tree of dependencies in the kernel sources. These
dependencies could be affected by the options you chose when configuring
the kernel.

b. Runthe make clean command to purge files left from previous builds of
the kernel.

c. Runthe make bzImage command. After it is completed, run the make
modules command.
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To install the kernel to the /boot directory on an Intel-based system, copy the
new bzImage to the /boot directory as follows:

a. Run the following command: cp
/usr/src/linux/arch/i1386/boot/bzImage/boot/newkernel

b. Runthe make modules install command to install the modules in the
/1ib/modules direcfory.

c. Edit /etc/1lilo.conf and add the following:
image = /boot/newkernel
label = new
read-only
d. Runthe /sbin/1lilo command to update LILO.
At the next reboot, select the kernel ‘new' in LILO and to load the new kernel. If

everything is working correctly, move the kernel ‘new’ to the first position in the
lilo.conf file so it will boot every time by default.

More information about kernel and SCSI configuration can be found in kernel
source directory /usr/src/linux/Documentation/.

Connecting a backup device to the Linux system

12

Once you have a Media Agent component installed on the Linux client, follow the
steps below to connect a backup device to the system:

1.

Run the cat /proc/scsi/scsi command to determine the available SCSI
addresses for the drives and control device (robotics).

Set the SCSI address on the device. Depending on the device type, this can be
done by switching on the device. For details, refer to the documentation that
comes with the device.

Refer to http://www.hp.com/support/manuals for details about supported
devices.

Connect the device to the system, switch on the device, then switch on the
computer, and wait until the boot process completes. The device files are created
during the boot process. (On RedHat Linux, an application, Kudzy, is launched
during the boot process when a new device is connected to the system. Press
any key to start the application, and then click the Configure button).
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4. To verity if the system correctly recognizes your new backup device, run cat
/proc/scsi/scsi and then dmesg |grep scsi. The device files are listed
for each connected backup device.

Examples
For robotics, the output of the dmesg |grep scsi command is:

Detected scsi generic sg2 at scsi2, channel 0, id 4, lun
0, type 8

and for drives:
Detected scsi tape st0 at scsi2, channel 0, id 5, lun O

5. Device files are created in the /dev directory. To check if the links to the device
files were created, run:

11 /dev | grep device file

For example:

11 /dev | grep sg2

The output of this command is:

lrwxrwxrwx 1 root root 3 Nov 27 2001 sg2 -> sgc

where /dev/sg2 is a link to the device file /dev/sgc. This means that the
device files to be used by Data Protector are /dev/sgc for robotics and
/dev/st0 for drive. Device files for robotics are sga, sgb, sgc,... sgh, and
for the drives st0, st1, ... st7.

What's next?

Once the installation procedure has been completed and the backup devices have
been properly connected to the Linux client system, refer to the online Help index:
“configuring, backup devices” for information about configuring backup devices and
media pools, or other configuration tasks.

Installing ESX Server clients

ESX Server is a modified Linux operating system. For details on how to install Data
Protector components on ESX Server systems, see “Installing Linux clients” on page 107.
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Installing AIX clients

AlX clients can be installed locally from the UNIX installation DVD-ROM, or remotely
using the Installation Server for UNIX.

Before starting the installation procedure, decide which components you need to
install on your client system. For the list of the Data Protector software components
and their descriptions, see “Data Protector components” on page 77.

Prerequisites

*  For system requirements, disk space requirements, supported platforms, and Data
Protector components, refer to the HP Data Protector product announcements,
software notes, and references.

* At this point, you should have the Cell Manager and Installation Server for UNIX
already installed on your network. Refer to “Installing the Data Protector Cell
Manager (CM) and Installation Server(s) (IS)” on page 46 for instructions.

¥ IMPORTANT:

Before installing the Disk Agent component on an AlX system, check that the
portmapper is up and running. In the /etc/rc. tcpip file, there must be the line that
starts the portmapper:

start /usr/sbin/portmap “S$src_running”

The src_running flag is set fo 1 if the srcmstr daemon is running. The sremstr
daemon is the System Resource Controller (SRC). The srcmstr daemon spawns and
controls subsystems, handles short subsystem status requests, passes requests on to
a subsystem, and handles error notification.

IBM HACMP cluster

114

In IBM High Availability Cluster Multi-processing environment for AlX, install the Data
Protector Disk Agent component on all the cluster nodes. For information on how
to install Data Protector in a cluster environment with a cluster-aware application

database installed, see “Installing the Data Protector integration clients” on page 154.

After the installation, import the cluster nodes and the virtual server (virtual environment
package IP address) to the Data Protector cell.
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Local installation

If you do not have an Installation Server for UNIX installed in your environment, you
have to perform local installation from the UNIX installation DVD-ROM. See “Local
installation of UNIX clients” on page 149 and for instructions.

Remote installation

You install the AIX client software from the Installation Server for UNIX to clients using
the Data Protector graphical user interface. For the step-by-step procedure for remotely
installing the software, refer to “Remote installation of Data Protector

clients” on page 81.

As soon as the client components have been installed, the target system automatically
becomes a member of the Data Protector cell.

Connecting a backup device to an AlX client

Once you have a Media Agent component installed on an AlX client, proceed as
follows:

1. Shut down the computer and connect your backup device to the SCSI bus. Check
that no other device is using the same SCSI address which has been selected
for your backup device.

See http://www.hp.com/support/manuals for details about supported devices.

2. Switch on the computer and wait until the boot process completes. Start the AIX
system smit management tool and verify that the system correctly recognizes
your new backup device.

i’ IMPORTANT:

Use smit to change the device's default block size to 0 (variable block
size).

3. Select the appropriate device files from the /dev directory and configure your
Data Protector backup device.

¥ IMPORTANT:

Use only non-rewind-style device files. For example, select /dev/rmt0. 1 instead of
/dev/rmt0.
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What's next?

Once the installation procedure has been completed and your backup devices have
been properly connected to the AIX system, refer to the online Help index:
“configuring, backup devices” for information on configuring backup devices, media
pools, or on other Data Protector configuration tasks.

Installing Siemens Sinix clients

Siemens Sinix clients can be installed locally by using the UNIX installation DVD-ROM,
or remotely using the Installation Server for UNIX.

Before starting the installation procedure, decide which components you need to
install on your client system. For the list of the Data Protector software components
and their descriptions, see “Data Protector components” on page 77.

Prerequisites

*  For system requirements, disk space requirements, supported platforms, and Data
Protector components, refer to the HP Data Protector product announcements,
software notes, and references.

* At this point, you should have the Cell Manager and Installation Server for UNIX
already installed on your network. See “Installing the Data Protector Cell Manager
(CM) and Installation Server(s) (IS)” on page 46 for instructions.

Local installation

If you do not have an Installation Server for UNIX installed in your environment, you
have to perform local installation from the UNIX installation DVD-ROM. See “Local
installation of UNIX clients” on page 149 for instructions.

Remote installation

You install the Sinix client software from the Installation Server for UNIX to clients
using the Data Protector graphical user interface. For the step-by-step procedure for
remotely installing the software, refer to “Remote installation of Data Protector
clients” on page 81.

As soon as the client components have been installed, the target system automatically
becomes a member of the Data Protector cell.
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Connecting a backup device to Siemens Sinix system

Once you have a Media Agent component installed on Siemens Sinix client system,
follow the steps below to connect a backup device to the system:

1.

Shut down your computer, and then connect your backup device to the SCSI

bus.

See http://www.hp.com/support/manuals for details about supported devices
and the documentation that comes with the device.

Check that no other device is using the same SCSI address as the one selected
for your backup device.

Switch your computer back on and wait until the boot process is completed.
Select the appropriate device file name from the /dev directory.

You can obtain the list of devices with the autoconf -1 command. Use the
tape device (for example, i0s0/stape006) that was reported in the output of
this command to get the special device filename that Data Protector can use (for
example, /dev/ios0/rstape006nv).

B NOTE:

The special device files are located in the /dev directory, so you must add the /dev
path in front of the device name.

Since Data Protector can use only a character device, the letter r is added in front of the
stape006.

Data Protector can handle a tape device if it is opened as non-rewindable and with
variable block size; therefore you must add letters n and v as suffixes.

The /dev/ios0/rstape006nv device filename is explained in Figure
22 on page 118.
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Figure 22 Format of a device filename:

What's next?

Once the installation procedure has been completed and the backup devices have
been properly connected to the Siemens Sinix client system, refer to the online Help
index: “configuring, backup devices” for information about configuring backup
devices and media pools, or other configuration tasks.

Installing Tru64 clients

Trué4 clients can be installed locally by using UNIX installation DVD-ROM, or remotely
using the Installation Server for UNIX.

Before starting the installation procedure, decide which components you need to
install on your client system. For the list of the Data Protector software components
and their descriptions, see “Data Protector components” on page 77.

Prerequisites
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*  For system requirements, disk space requirements, supported platforms, and Data
Protector components, refer to the HP Data Protector product announcements,
software notes, and references.

* At this point, you should have the Cell Manager and Installation Server for UNIX
already installed on your network. See “Installing the Data Protector Cell Manager
(CM) and Installation Server(s) (IS)” on page 46 for instructions.

Installing Data Protector on your network



Local installation

If you do not have an Installation Server for UNIX installed in your environment, you
have to perform local installation from the UNIX installation DVD-ROM. See “Local
installation of UNIX clients” on page 149 for instructions.

Remote installation

You install the Tru64 client software from the Installation Server for UNIX to clients
using the Data Protector graphical user interface. For the step-by-step procedure for
remotely installing the software, refer to “Remote installation of Data Protector
clients” on page 81.

As soon as the client components have been installed, the target system automatically
becomes a member of the Data Protector cell.

Tru64 Cluster
You must have root permissions on every target system.

Data Protector has to be installed locally or remotely on the shared disk of the Tru64
Cluster. Use one of the cluster nodes to perform an installation.

After the installation, the cluster virtual hostname and individual nodes have to be
imported to the Data Protector cell. For a detailed procedure, see “Importing a
cluster-aware client fo a cell ” on page 216.

Connecting a backup device to Trué4 client

Once you have a Media Agent component installed on an Tru64 client, proceed as
follows:

1. Shut down the computer and connect your backup device to the SCSI bus.

B NOTE:

It is not recommended to connect the backup device on the same SCSI bus

as the hard disk drive.

Check that no other device is using the same SCSI address which has been
selected for your backup device.

See http://www.hp.com/support/manuals for details about supported devices.

2. Switch on the computer and wait until the boot process completes. Verify that
the system correctly recognizes your new backup device.
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What's next?

Once the installation procedure has been completed and your backup devices have
been properly connected to the Tru64 system, refer to the online Help index:
“configuring, backup devices” for information on configuring backup devices, media
pools, or on other Data Protector configuration tasks.

Installing SCO clients

SCO clients can be installed locally by using the UNIX installation DVD-ROM, or
remotely using the Installation Server for UNIX.

Note that for the UnixWare, remote installation is not available.

Before starting the installation procedure, decide which components you need to
install on your client system. For the list of the Data Protector software components
and their descriptions, see “Data Protector components” on page 77.

Prerequisites

*  For system requirements, disk space requirements, supported platforms, and Data
Protector components, refer to the HP Data Protector product announcements,
software notes, and references.

* At this point, you should have the Cell Manager and Installation Server for UNIX
already installed on your network. See “Installing the Data Protector Cell Manager
(CM) and Installation Server(s) (IS)” on page 46 for instructions.

Local installation

If you do not have an Installation Server for UNIX installed in your environment, you
have to perform local installation from the UNIX installation DVD-ROM. See “Local
installation of UNIX clients” on page 149 for instructions.

Remote installation

You install the SCO client software from the Installation Server for UNIX to clients
using the Data Protector graphical user interface. For the step-by-step procedure for
remotely installing the software, refer to “Remote installation of Data Protector
clients” on page 81.

As soon as the client components have been installed, the target system automatically
becomes a member of the Data Protector cell.
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Connecting a backup device to an SCO system

Once you have a Media Agent component installed on the SCO client system, follow
the steps below to connect a backup device to the system:

1. Find out which SCSI addresses are still free by checking the
/etc/conf/cf.d/mscsi file. This file shows the currently connected SCSI
devices.

See http://www.hp.com/support/manuals/ for details about supported devices
and the documentation that comes with the device.

2. Shut down your computer, and then connect your backup device to the SCSI

bus.

3. Restart your computer.

Configure your device using the mkdev tape command. In the list of tape drive
types, select the Generic SCSI-1 / SCSI-2 tape drive.

B NOTE:

Remember the UNIT ID, which is displayed when you run the mkdev tape
command. You will need it in order to recognize the device filename.

5. After you have configured the device and restarted the system, check in the
/etc/conf/cf.d/mscsi file if your device was connected properly.

6. Select the appropriate device filename from the /dev directory.

Use the nrStp# name, where # stands for UNIT ID of the device. The UNIT ID
of the device is defined in the step Step 4 on page 121. The /dev/nrStp#
device filename is explained in Figure 23 on page 122.

A CAUTION:

Use only non-rewind-style device files with a variable block size. Verify whether the block
size is variable by using the tape -s getblk /dev/nrStp# command. The value
for a variable block size should be O. If the value is not O, use the

tape -a 0 setblk /dev/nrStp# command to set the value of the block size to
0.
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/ldev/in r Stp #

device UNIT ID
driver name
raw device type

non-rewind device type

Figure 23 Format of a device filename

What's next?

Once the installation procedure has been completed and the backup devices have
been properly connected to the SCO client system, refer to the online Help index:
“configuring, backup devices” for information about configuring backup devices and
media pools or other configuration tasks.

Installing a Media Agent to use the ADIC/GRAU Library or the
StorageTek Library

122

Data Protector provides a dedicated ADIC/GRAU and StorageTek ACS library
policies used to configure an ADIC/GRAU library or StorageTek ACS library as a
Data Protector backup device. You need to install a Data Protector Media Agent (the
General Media Agent or the NDMP Media Agent) on every system that will be
physically connected to a drive in an ADIC/GRAU or StorageTek library. Also, for
multihost configurations, you must install a Data Protector Media Agent on the systems
that control the ADIC/GRAU or StorageTek library robotics. Note that multihost
configuration is a configuration where the library and drive are not connected to the
same computer.

For the ADIC/GRAU library, each system on which you install a Media Agent software
and it accesses the library robotics through the GRAU/ADIC DAS Server is called a
DAS Client. For the STK ACS integration, each system on which you install a Media
Agent software and it accesses the library robotics through the STK ACS Server is
called an ACS Client.
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B NOTE:

You need special licenses that depend on the number of drives and slots used in the
StorageTek library. See Chapter 5 on page 317 for more information.

Connecting library drives

Physically connect the library drives to the systems where you intend to install a Media
Agent software.

See hitp://www.hp.com/support/manuals for details about supported ADIC/GRAU
or STK libraries.

See “Installing HP-UX clients” on page 97 for information about how to physically
attach a backup device to the system. Also see the documentation that comes with
the ADIC/GRAU or StorageTek library.

See “Installing Windows clients” on page 90 for information on how to physically
attach a backup device to a supported Windows system. Also see the documentation
that comes with the ADIC/GRAU or StorageTek library.

Preparing Data Protector clients to use the ADIC/GRAU Library

The following steps pertain to configuring an ADIC/GRAU library, and should be
completed before you install a Media Agent software:
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1. If the DAS server is based on OS/2, before you configure a Data Protector
ADIC/GRAU backup device, create/update the C: \DAS\ETC\CONFIG file on
the DAS server computer. In this file, a list of all DAS clients must be defined.
For Data Protector, this means that each Data Protector client that can control
the library robotics must be defined in the file.

Each DAS client is identified with a unique client name (no spaces), for example
DP_C1. For example, the contents of the C: \DAS\ETC\CONFIG file should look
like this:

client client name = DP_CI1,

# hostname = AMU, "clientl"
ip address = 19.18.17.15,
requests = complete,

options = (avc,dismount),
volumes = ((ALL)),
drives = ((ALL)),
inserts = ((ALL)),
( )

)
ejects = ((ALL)),
scratchpools = ((ALL))

2. On each Data Protector client with a Data Protector Media Agent installed that
needs to access ADIC/GRAU DAS library robotics, edit the omnirc file
(Data Protector home\omnirc file on Windows, /opt/omni/.omnirc
file on HP-UX and Solaris or /usr/omni/omnirc file on AlX) and set the
following variables:

DAS CLIENT A unique GRAU client name defined on the
DAS server. For example, if the name of the
client is “DP_C1", the appropriate line in the
omnirc file is DAS CLIENT=DP C1.

DAS_SERVER The name of the DAS server.
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3. You must find out how your ADIC/GRAU library slot allocation policy has been
configured, either statically or dynamically. Refer to the AMU Reference Manual
for information on how to check what type of allocation policy is used.

The static policy has a designated slot for each volser, while the dynamic
allocation policy assigns the slots randomly. Depending on the policy that has
been set, you need to configure Data Protector accordingly.

If the static allocation policy has been configured, you need to add the following
omnirc variable to your system controlling the robotics of the library:

OB2 ACIEJECTTOTAL = 0

B NOTE:
This applies to HP-UX and Windows.

For further questions on the configuration of your ADIC/GRAU library, please
contact your local ADIC/GRAU support or review your ADIC/GRAU

documentation.

Installing a Media Agent to use the ADIC/GRAU Library

Prerequisites

The following prerequisites for installation must be met before installing a Media
Agent on a system:

* The ADIC/GRAU library must be configured and running. See the documentation
that comes with the ADIC/GRAU library.

* Data Protector must be installed and configured. See “Installing the Data Protector
Cell Manager (CM) and Installation Server(s) (IS)” on page 46 in this chapter.

* DAS server must be up and running.
To control the ADIC/GRAU library, the DAS software is required. Every DAS
client must have DAS client software installed. Each media- and device-related
action initiated by Data Protector first goes from the DAS client to the DAS server.
Then, it is passed to the internal part (AMU - AML Management Unit) of the
ADIC/GRAU library which controls the robotics and moves or loads media. After
a completed action, the DAS server replies to the DAS client. See the
documentation that comes with the ADIC/GRAU library.

¢ The following information must be obtained before you install a Media Agent:
* The hostname of the DAS Server (an application that runs on an OS/2 host).

Installation and licensing guide 125



126

* The list of available drives with the corresponding DAS name of the drive.

The obtained drive names are to be used when configuring the ADIC/GRAU

drives in Data Protector.

If you have defined the DAS clients for your ADIC/GRAU system, you can get
this list with one of the following dasadmin commands:

dasadmin listd2 client

dasadmin listd client

where client is the DAS client for which the reserved drives are to be
displayed.

The dasadmin command can be called from the C: \DAS\BIN directory on
the OS/?2 host, or, if installed on other systems, from the directory where the

DAS client software has been installed. On a UNIX client system, this directory
is usually the /usr/local/aci/bin system directory.

The list of available Insert/Eject Areas, with corresponding format
specifications.

You can get the list of available Insert/Eject Areas in the Graphical

Configuration of AMS (AML Management Software) on an OS/2 host:
1. Start this configuration from the menu Admin > Configuration.
2. Open the EIF-Configuration window by double-clicking the 1/0O unit icon,

and then click the Logical Ranges field. In the text box, the available
Insert/Eject Areas are listed.

B NOTE:
One Data Protector library device can handle only one media type.
It is important fo remember which media type belongs to each one
of the specified Insert and Eject Areas, because you will need this
data later for configuring Insert/Eject Areas for the Data Protector
library.

* A list of UNIX device files for the drives, if you want to install a Media Agent

on a UNIX system.

Runthe ioscan -fn system command on your system to display the required
information.

For more information on UNIX device files, see “Connecting a backup device
to HP-UX systems” on page 100.

* A list of SCSI addresses for the drives, if you want to install a Media Agent

on a Windows system. For example, scsi4:0:1:0.
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Installation

For more information on SCSI addresses, see “Connecting a backup device
to Windows systems” on page 95.

The installation procedure consists of the following steps:

1.

Distribute a Media Agent component to clients, using the Data Protector graphical
user interface and Installation Server. See “Remote installation of Data Protector
clients” on page 81 in this chapter.

Install the ADIC/GRAU library:

*  On a Windows system, do the following:

a. Copy the aci.dll, winrpc32.d11 and ezrpc32.d11 libraries to
the Data Protector home\bin directory. (These three libraries are
part of the DAS client software shipped with the ADIC/GRAU library.
They can be found either on the installation media or in the
C:\DAS\AMU\ directory on the AMU-PC.)

b. Copy these three files to the $SystemRoot $\system32 directory as
well.

c. Copy Portinst and Portmapper service tothe DAS client. (These

requirements are part of the DAS client software shipped with the
ADIC/GRAU library. They can be found on the installation media.)

d. In the Control Panel, go fo Administrative Tools, Services
and start portinst to install portmapper. The DAS client needs to
be restarted to run the portmapper service.

e. After rebooting the system, check if portmapper and both rpc
services are running (in the Control Panel, go to Administrative Tools,
Services and check the status of the services.

*  On an HP-UX system, copy the 1ibaci.s1 shared library into the
/opt/omni/1lib directory. You must have permissions to access this
directory. Make sure that the shared library has read and execute permissions
for everyone (root, group and others). The 1ibaci . s1 shared library is part
of the DAS client software shipped with the ADIC/GRAU library. It can be
found on the installation media.

* On an AIX system, copy the 1ibaci .o shared library into the
/usr/omni/1ib directory. You must have permissions to access this
directory. Make sure that the shared library has read and execute permissions
for everyone (root, group and others). The 1ibaci .o shared library is part
of the DAS client software shipped with the ADIC/GRAU library. It can be
found on the installation media.
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At this stage, you should have your hardware connected and your DAS software
properly installed.

Run the following command to check whether the library drives are properly connected
to your system:

* On Windows: Data Protector home\bin\devbra -dev
* On HP-UX: /opt/omni/lbin/devbra -dev
* OnAIX: /usr/omni/bin/devbra -dev

You should see the library drives with corresponding device files displayed in the
list.

What's next?

Once a Media Agent is installed and the ADIC/GRAU library is physically connected
to the system, refer to the online Help index: “configuring, backup devices” for
information about additional configuration tasks, such as configuring backup devices
and media pools.

Preparing Data Protector clients to use the StorageTek Library
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The following prerequisites for installation must be met before installing a Media
Agent:

¢ The StorageTek library must be configured and running. See the documentation
that comes with the StorageTek library.

* Data Protector must be installed and configured. See “Installing the Data Protector
Cell Manager (CM) and Installation Server(s) (IS)” on page 46.

¢ The following information must be obtained before you start installing a Media
Agent software:

* The hostname of the host where ACSLS is running.

* Alist of ACS drive IDs that you want o use with Data Protector. The obtained
drive IDs are to be used when configuring the StorageTek drives in Data
Protector. To display the list, log in on the host where ACSLS is running and
execute the following command:

rlogin “ACSLS hostname” -1 acssa

You will have to enter the terminal type and wait for the command prompt.
At the ACSSA prompt, enter the following command:

ACSSA> query drive all
The format specification of an ACS drive must be the following:
ACS DRIVE: ID:#,#,#,# - (ACS num, LSM num, PANEL, DRIVE)
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* A list of available ACS CAP IDs and the ACS CAP format specification. To
display the list, login on the host where ACSLS is running and execute the
following command:

rlogin “ACSLS hostname” -1 acssa

Enter the terminal type and wait for the command prompt. At the ACSSA
prompt, enter the following command:

ACSSA> query cap all
The format specification of an ACS CAP must be the following:
ACS CAP: ID:#,#,# - (ACS num, LSM num, CAP num)
* A list of UNIX device files for the drives, if you want to install a Media Agent
on a UNIX system.

Runthe ioscan -fn system command on your system to display the required
information.

For more information on UNIX device files, see “Connecting a backup device
to HP-UX systems” on page 100.

* A list of SCSI addresses for the drives, if you want to install a Media Agent
on a Windows system. For example, scsi4:0:1:0.

For more information on SCSI addresses, refer to “Connecting a backup device
to Windows systems” on page 95.

*  Make sure that the drives that will be used for Data Protector are in the online
state. If a drive is not in the online state, change the state with the following
command on the ACSLS host: vary drive drive id online

*  Make sure that the CAPs that will be used for Data Protector are in the state
online and in manual operating mode.

If a CAP is not in the on11ine state, change the state using the following command:
vary cap cap id online

If a CAP is not in manual operating mode, change the mode using the following
command: set cap manual cap id

Installing a Media Agent to use the StorageTek Library
The installation procedure consists of the following steps:

1. Distribute a Media Agent component to clients using the Data Protector graphical
user interface and Installation Server for UNIX. See “Remote installation of Data
Protector clients” on page 81 in this chapter.
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2. Start the ACS ssi daemon for every ACS client:
*  On HP-UX, Solaris, and Linux ACS clients, run the following command:

299

B NOTE:

What's next?

/opt/omni/acs/ssi.sh start ACS LS hostname

On Windows ACS clients, install the LibAttach service. Refer to the ACS
documentation for details. Make sure that during the configuration of
LibAttach service the appropriate ACSLS hostname is entered. After
successful configuration, the LibAttach services are started automatically
and will be started automatically after every reboot as well.

On AIX ACS clients, run the following command:

/usr/omni/acs/ssi.sh start ACS LS hostname

After you have installed the LibAt tach service, check if the
libattach\bin directory has been added to the system path
automatically. If not, add it manually.

For more information on the LibAttach service, see the documentation that
comes with the StorageTek library.

Run the following command to check whether or not the library drives are
properly connected to your system:

On HP-UX, Solaris, and Linux ACS client: /opt/omni/lbin/devbra
-dev

On Windows ACS client: Data Protector home\bin\devbra -dev
On AIX ACS client: /usr/omni/bin/devbra -dev

You should see the library drives with corresponding device files/SCSI addresses
displayed in the list.

Once a Media Agent is installed and the StorageTek library is physically connected
to the system, refer to the online Help index: “configuring, backup devices” for
information about additional configuration tasks, such as configuring backup devices
and media pools.
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Local installation of the Novell NetWare clients

The installation procedure of the Novell NetWare clients has to be performed from
a supported Windows system that is connected to the Novell network.

You can insfall the Data Protector Disk Agent and General Media Agent on the
systems running Novell NetWare. For information on Data Protector components,
refer to “Data Protector components” on page 77.

Refer to the HP Data Protector product announcements, software notes, and references
for details about supported devices, Novell NetWare platform versions, as well as
for known problems and workarounds.

Prerequisites

Before you install Data Protector on the Novell NetWare platform, check the following:

For system requirements, disk space requirements, supported platforms, and Data
Protector components, refer to the HP Data Protector product announcements,
software notes, and references.

Make sure the TCP/IP transport protocol is installed and functional.
Make sure that one of the following services is running on the Windows system:
* A Gateway Service for Novell NetWare.
This service should run on Windows when an installation is executed from the
Windows Server.
* A Novell Client for Windows or a Microsoft Client Service for NetWare.

This service should run on the Windows when an installation is executed from
the Windows workstation.

Log in fo the target NetWare server (or the appropriate NDS/eDirectory tree)
from the Windows system.

Ensure that you have supervisor rights for the SYS: volume on the target NefWare
server.

Make sure that you have at least one local device name free on your Windows
system.

Cluster-aware clients

Additional prerequisites are required for installing cluster-aware clients. Refer to
“Installing a client” on page 210 for more details.
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Installation

The installation procedure can be performed from the Data Protector Windows
DVD-ROM. Note that the Novell NetWare installation is not a part of the Installation
Server functionality.

To install Data Protector on the Novell NetWare server, proceed as follows:

1. Run a command prompt on your Windows system and change the current path
to the DVD-ROM root directory
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2. Run the installation script.

To install the Data Protector Novell NetWare client, change the current path to
the Netware directory and type:

NWInstall target server name ALL|DA|MA port number

The second parameter defines which part of the Data Protector Novell Client
will be installed:

* Type ALL to install the whole Data Protector Novell NetWare client
functionality.
* Type DA fo install only the Data Protector Disk Agent for Novell NetWare.

* Type M2 o install only the Data Protector General Media Agent for Novell
NetWare.
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B NOTE:

For the Data Protector installation on each Novell NetWare version, the
port number is optional. If it is not specified, the default port 5555 will be
used.

If your Novell NetWare OS version is not supported by Data Protector, the
installation is still possible but you receive a corresponding warning.

The installation now verifies whether Data Protector files are already present on
the target server. If so, the old Data Protector installation will be moved to the
SYS:\usr\Omni.old directory.

Depending on the installed NetWare client version, check whether
OMNIINET.NLM, HPINET.NLM or HPBRAND.NLM is running on the server. If
one of these programs is running, unload it by typing the following command
at the Novell NetWare console:

UNLOAD HPINET (UNLOAD OMNIINET/ UNLOAD HPBRAND)

The installation automatically creates a Data Protector directory structure and
copies all Data Protector files to the target server.

Installation and licensing guide 133



134

Make sure that you have loaded the following modules on your system:
* NETDB.NLM
* TSAFS.NLM
* TSANDS.NLM

This way you enable the loader to resolve public symbols while trying to load
HPINET.NLM.

If you have configured Novell NetWare Cluster Services on your Novell NetWare
6.x system, make sure that you have loaded the NCSSDK . NLM module.

To load HPINET . NLVM, type at the Novell NetWare console:
SEARCH ADD SYS:USR\OMNI\BIN

LOAD HPINET.NLM

B NOTE:

When not using the default port number 5555, specify the port number by
adding the -port port number option to the LOAD command. For
example:

LOAD HPINET.NLM -port port number

To enable automatic recognition of the Data Protector Cell Manager by the
Novell NetWare server, the installation will automatically add the console
commands to the AUTOEXEC . NCF file, so that the HPINET . NLM file is always
loaded and ready to connect to the Data Protector Cell Manager.

B NOTE:

You should verify your AUTOEXEC . NCF file after the installation is finished. If the
necessary console commands were not added fo the AUTOEXEC.NCF file during
installation, you have to add them manually.

To enable backup and restore of the NDS/eDirectory database, complete the
following steps:

Define the user account to be used when performing backup and restore of
NDS/eDirectory.
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2. From the Novell NetWare console, load the HPLOGIN.NLM module:
LOAD HPLOGIN.NLM

3. Provide the following user information to the HPLOGIN.NLM file to enable
successful login to the NDS/eDirectory database:

* NDS/eDirectory Context:
The context describes the container where the user objects reside. The
container name must be a fully distinguished name syntax. For example:
OU=SDM. 0=HSL

* NDS/eDirectory Object Name:

This is the Common Name of the user object that will be used as a valid
NDS/eDirectory user for logging in to the NDS/eDirectory database when
Data Protector Disk Agent performs backup or restore of the NDS/eDirectory.
The selected user must be located in the previously applied context. For
example:

CN=MarcJd
if the selected user’s fully distinguished name has
.CN=MarcJ.OU=SDM.O=HSL syntax.

* NDS/eDirectory Object Password:

A valid user password that is used with the user name for logging in to the
NDS/eDirectory database when a backup or restore of the NDS/eDirectory
database is started.

User information entered in the HPLOGIN module is encoded and stored to
the SYS:sYSTEM directory. It is also used in conjunction with Novell
NetWare SMS modules that must be loaded and functional.
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B NOTE:

The user account selected in the HPLOGIN module must have permissions
to perform backup and restore of the NDS/eDirectory database.

It changes are made on the NDS/eDirectory used object (moved to another
container, deleted, renamed, changed password), the information encoded
in the SYS: SYSTEM directory must be updated in the HPLOGTN module.
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4. To back up and restore NDS/eDirectory with Novell NetWare Storage
Management Services (SMS) , the SMDR.NLM and TSANDS . NLM modules must
be loaded on at least one server in the NDS/eDirectory tree. You can
download the latest versions of TSANDS . NLM and SMDR . NLM from the Web at
http://support.novell.com/filefinder/.

The installation automatically adds the LOAD TSANDS.NLM line to the
AUTOEXEC.NCF file, so the Novell NetWare server can immediately recognize
TSANDS . NLM. The Novell NetWare sMs module SMDR . NLM is loaded as soon
as TSANDS . NLM is loaded.

B NOTE:

If the installation did not add console commands to the AUTOEXEC . NCF file, you should
do it manually.

¥ TIP:

To minimize network traffic during the backup process, load the modules on the server
containing a replica of the largest NDS/eDirectory partition.

Now you have fulfilled the requirements for the backup and restore of
NDS/eDirectory. Refer to the online Help index: “configuring” for instructions
about additional configuration tasks.

Media Agent configuration
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At this stage, all Data Protector components are already installed. However, if you
selected ALL or the MA parameter at the beginning of the installation procedure,
you have to perform a few additional configuration tasks to enable the Data Protector
General Media Agent to use backup devices connected to the Novell NetWare
server.

Data Protector supports the adaptec SCSI host adapter controller and its
corresponding . HAM driver. The Data Protector Media Agent can directly communicate
with the . HAM driver in order to access the SCSI host adapter. Therefore, you need
to have the SCSI host adapter driver installed. For example, you can download the
latest versions of Adaptec drivers from http://www.adaptec.com.

The driver can be loaded automatically whenever the server is restarted if you add
a LOAD command fo the STARTUP . NCF file. The command must specify the location
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of the driver, any available options, and the slot number. See the Adaptec Driver
User’s Guide for the list of available options and calculation of the slot number.

Example

To automatically load the AHA-2940 Adaptec driver on the Novell NetWare 6.x
server whenever the server is restarted, add the following lines to the STARTUP . NCF
file:

SET RESERVED BUFFERS BELOW 16 MEG=200
LOAD AHA2940.HAM SLOT=4 lun_enable=03

where sLOT defines the location of the host adapter device and the 1un_enable
mask enables scanning for specific LUNs on all targets.

A scan for every LUN is enabled for all SCSI addresses by 1 in its corresponding bit
position. For example, 1un enable=03 enables scanning for LUNs O and 1 on all
targets.

B NOTE:

lun_enable is required only if you use devices which have SCSI LUNs higher than O.
For example, when you configure an HP StorageWorks Tape 12000e library device.

@ TIP:
To automatically scan for all devices connected to the Novell NetWare server and their
LUNs whenever the server is restarted, add the following lines to the AUTOEXEC . NCF
file:
SCAN FOR NEW DEVICES
SCAN ALL LUNS

The General Media Agent configuration is now complete.

What's next?

Once you have the General Media Agent software successfully installed on the Novell
NetWare platform, it is advisable to check the Data Protector General Media Agent
installation. See “Checking the General Media Agent Installation on Novell
NetWare” on page 449.

Installation and licensing guide 137



As soon as you have verified the installation, you are ready to import the Novell
NetWare client to the Data Protector cell using the Data Protector graphical user
interface. Refer to the online Help index: “Novell NetWare” for information on
additional configuration tasks.

Local installation of HP OpenVMS clients

The installation procedure for OpenVMS clients has to be performed locally on a
supported OpenVMS system. Remote installation is not supported.

You can install the Data Protector Disk Agent, General Media Agent, and the User
Interface (command-line interface only) on systems running OpenVMS 7.3-2/1A64
8.2-1. You can also install the Oracle Integration component on systems running
OpenVMS 7.3:2 or above. For information on Data Protector components, refer to
“Data Protector components” on page 77.

Refer to the HP Data Protector product announcements, software notes, and references
for information on supported devices, OpenVMS platform versions, as well as for
limitations, known problems and workarounds.

For more OpenVMS specific information, see the OpenVMS Release Notes located
in the default help document directory on OpenVMS, for example:
SYSSCOMMON: [SYSHLP]DPAO610.RELEASE NOTES.

Prerequisites

Before you install a Data Protector client on the OpenVMS platform, check the
following:
*  Make sure the HP TCP/IP transport protocol is installed and running.

*  Set the TIMEZONE features of your system by executing the command
SYSSMANAGER:UTCSTIME SETUP.COM.

* log in fo the SYSTEM account of the OpenVMS system. Note that you must have
appropriate permissions.

*  Make sure that you have access to the Data Protector installation DVD-ROM
containing the OpenVMS client installation package.
Installation

The installation procedure can be performed from the Data Protector Windows
installation DVD-ROM. Note that the OpenVMS installation is not a part of the
Installation Server functionality.

To install a Data Protector client on an OpenVMS system, proceed as follows:
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If you already have the PCSI installation file go to step Step 2 on page 139. To
get the PCSl installation file, mount the installation DVD on an OpenVMS Server
and copy it to the desired location. You may also ftp the PCSI file from a
Windows system.

Run the following command:

$ PRODUCT INSTALL DP /SOURCE=device: [directory]

where device: [directory] is the location of the .PCSI installation file.
Verify the version of the kit by responding YES to the prompt:

The following product has been selected: HP AXPVMS DP
A06.10xx Layered Product Do you want to continue? [YES]
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4.

Example
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Choose the software components you wish to install. You may take the defaults
and the Disk Agent, General Media Agent, and User Interface will be installed.
You may also select each component individually.

You will be asked to choose options, if any, for each selected product and for
any product that may be installed to satisty software dependency requirements.

HP IA64VMS DP A6.10-xx: HP OpenVMS IA64 Data Protector
V6.10

COPYRIGHT HEWLETT-PACKARD COMPANY 2007

Do you want the defaults for all options? [YES] NO

Do you wish to install Disk Agent for this client node?
[YES] YES

Do you wish to install Media Agent for this client node?
[YES] YES

Do you wish to install Command Language Interface for this
client node?

[YES] YES

Do you wish to install Oracle Integration Agent for this
client node?

[YES] YES
Do you want to review the options?
[NO] YES

HP IA64VMS DP A6.10-xx: HP OpenVMS IA64 Data Protector
V6.10 [Installed]

Do you wish to install Disk Agent for this client node?
YES
Do you wish to install Media Agent for this client node?
YES

Do you wish to install Command Language Interface for this
client node?
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YES

Do you wish to install Oracle Integration Agent for this
client node?

[YES] YES

Are you satisfied with these options?

[YES] YES

The default and only location for the Data Protector directories and files is:
SYS$SYSDEVICE: [VMSSCOMMON . OMNT ]

The directory structure will be created automatically and the files will be placed
in this directory tree.

The Data Protector startup and shutdown command procedures will be placed
in

SYSSSYSDEVICE: [VMSSCOMMON. SYS$SSTARTUP]

There are four files that are always present for an OpenVMS client and a fifth
file that only exists if you chose the CLI option. The five files concerned are:

* SYS$STARTUP:OMNIS$STARTUP.COM This is the command procedure that
starts Data Protector on this node.

* SYSSSTARTUP:OMNIS$SYSTARTUP.COM This is the command procedure
that defines the OMNT $ROOT logical name. Any other logical names required
by this client may be added to this command procedure.

* SYS$STARTUP:OMNI$SHUTDOWN.COM This is the command procedure that
shuts down Data Protector on this node.

* OMNISROOT: [BIN]OMNISSTARTUP INET.COM This is the command
procedure that is used to start the TCP/IP INET process, which then
executes the commands sent by the Cell Manager.

* OMNISROOT:[BIN]OMNISCLI SETUP.COM This is the command procedure
that defines the symbols needed to invoke the Data Protector CLI. It will only
exist on the system if you chose the CLI option during installation.

Execute this command procedure from the 1ogin.com procedures for all

users who will use the Cll interface. Several logical names are defined in
this procedure which are necessary to execute the CLI commands correctly.

Insert the following line in SYS$SMANAGER: SYSTARTUP VMS . COM:

@sysS$startup:omni$startup.com
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6. Insert the following line in SYSSMANAGER : SYSHUTDWN . COM:
@sys$startup:omni$shutdown.com

7. Ensure that you can connect from the OpenVMS client to all possible TCP/IP
aliases for the Cell Manager.

8. Import the OpenVMS client to the Data Protector cell using the Data Protector
graphical user interface as described in “Importing clients to a cell ” on page 213.

An account with the name OMNIADMIN gets created during the installation. The
OMNT service runs under this account.

The login directory for this account is OMNTSROOT : [LOG] and it holds the log file
OMNI$STARTUP INET.LOG for each startup of a Data Protector component. This
log file contains the name of the process executing the request, the name of Data
Protector image used and the options for the request.

Any unexpected errors are logged in the DEBUG. LOG in this directory.

B NOTE:

On OpenVMS 8.3 and above, the Data Protector installation displays the following
message:

$PCSI-I-CANNOTVAL, cannot validate [PATH]HP-AXPVMS-DP-A0610
-XXX-1.PCSI;1

-PCSI-I-NOTSIGNED, product kit is not signed and therefore has
no manifest file

To avoid the warning being issued, run the product install command using
/OPTION=NOVALIDATE KIT.

Installation in a cluster environment

142

If you use a common system disk, the client software needs to be installed only once.
However, the OMNIS$STARTUP . COM procedure needs to be executed for each node
to be usable as a Data Protector client. If you do not use a common system disk the
client software needs to be installed on each client.

If you use a cluster TCP/IP alias name, you can define a client for the alias name as
well if you are using a cluster common system disk. With the alias client defined you
do not have to configure the individual client nodes. You can choose either client

definition or alias definition fo run your backups and restores in a cluster. Depending
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on your configuration, the save or restore may or may not use a direct path to your
tape device or tape library.

Disk Agent configuration

Example

299

The Data Protector Disk Agent on OpenVMS supports mounted FILES-11 ODS-2
and 0Ds-5 disk volumes. There is no need to configure the OpenVMS Disk Agent.
There are, however, some points to bear in mind when setting up a backup
specification that will use it. These are described below:

¢ The file specifications entered into the GUI or passed to the CLI must be in UNIX
style syntax, for instance:

/disk/directoryl/directory2/.../filename.ext.n

* The string must begin with a slash, followed by the disk, directories and
filename, separated by slashes.

* Do not place a colon after the disk name.
* A period should be used before the version number instead of a semi-colon.

* File specifications for OpenVMS files are case-insensitive, except for the files
residing on ODS-5 disks.

An OpenVMS file specification of:
$1$DGA100: [USERS.DOE]LOGIN.COM; 1
must be specified to Data Protector in the form:

/$1$DGA100/USERS/DOE/LOGIN.COM. 1

& NOTE:

There is no implicit version number. You must always specify a version number and only
the file version specified for the backup will be backed up.

For some options which allow wildcards the version number can be replaced with an
asterisk '*'.

If you want to include all versions of the file in a backup, you must select them all in the
GUI or, in the CLI, include the file specifications under the —on1y option, using wildcards
for the version number, as follows:

/DKAl/dirl/filename.txt.*
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Media Agent configuration

You should configure devices on your OpenVMS system using OpenVMS and
hardware documentation as a guide. The pseudo devices for the tape library must
be created first using SYSMAN, as follows:

$ RUN SYSSSYSTEM:SYSMAN
SYSMAN> IO CONNECT gcan/NOADAPTER/DRIVER=SYS$SGcDRIVER
where:

* ¢ =K for direct connected SCSI tape libraries.
* a=AB,C, ...the adapter character for the SCSI controller.

* n = the unit number of the tape library’s robotic control device.

B NOTE:

This command sequence must be executed after a system boot.

For SAN attached tape libraries the tape drives and robot device name should show
up automatically under OpenVMS once the SAN devices have been configured
according to SAN guidelines.

If you are installing tape jukeboxes for use with Data Protector, you should verify that
the hardware is working correctly before configuring it within Data Protector. You
may use the Media Robot Utility (MRU), available from Hewlett-Packard, to verify the
hardware.

B NOTE:

You can generally use the Data Protector GUI to manually configure or auto-configure
these devices.

However, certain older tape libraries and all tape libraries connected to HSx controllers

cannot be auto-configured. Use manual configuration methods to add these devices to

Data Protector.

Media Agent in a cluster
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When dealing with devices attached to cluster systems:

1. Configure each tape device and tape library so that it can be accessed from
each node.
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2. Add the node name to the end of the device name to differentiate between the
devices.

3. For tape devices, set a common Device Lock Name under
Devices/Properties/Settings/Advanced/Other.

Example

In a cluster with nodes A and B, a TZ89 is connected to node A and MSCP served
to node B. Configure a device named Tz89 A, with node A as the client and
configure a device named TZ89 B, with node B as the client. Both devices get a
common device lock name of Tz89. Now Data Protector can use the devices via
either path, knowing that this is actually only one device. If you run a backup on
node B using TZ89 A, Data Protector moves the data from node B to the device on
node A. If you run a backup on node B using Tz89 B the OpenVMS MSCP server
moves the data from node B to the device on node A.

B NOTE:

For MSCP served tape devices in a cluster, for all tape devices connected via an HSx
controller and for all tape devices connected via Fibre Channel, follow the guidelines for
SAN configurations in the online Help index: “SAN, configuring devices in”.

Command-line interface

Before you can use the Data Protector command-line interface on OpenVMS you
must run the CLI command setup procedure, as follows:

$ @OMNISROOT: [BIN]OMNISCLI SETUP.COM See the HP Data Protector command
line interface reference for a description of the available CLI commands.

Oracle integration

After you installed the Oracle integration and configured it as described in the HP
Data Protector integration guide for Oracle and SAP, verify that the ~key Oracles
entry is present in OMNISROOT : [CONFIG.CLIENT]omni_info, for example:

-key oracle8 -desc “Oracle Integration” -nlsset 159 -nlsId
12172 -flags 0x7 -ntpath “%“ -uxpath ““ -version A.06.10

If the entry is not present, copy it from
OMNI$ROOT: [CONFIG.CLIENT]omni format. Otherwise, the Oracle integration
will not be shown as installed on the OpenVMS client.
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What's next?

Refer to the online Help index: “HP OpenVMS” for information on additional
configuration tasks.

Installing MPE/iX clients

Refer to the HP Data Protector MPE/iX system user guide for detailed information. If
the documentation package is installed on your system (on HP-UX, Solaris, Linux or
Windows), the guide is available as MPE_user.pdf in

Data Protector home\Docs (on Windows), /opt/omni/doc/C/ (on UNIX),
or on the Data Protector Windows installation DVD-ROM in the docs directory.

Before starting the installation procedure, decide which components you need to
install on your client system. For the list of the Data Protector software components
and their descriptions, see “Data Protector components” on page 77.

Refer to the HP Data Protector product announcements, software notes, and references
for information about supported devices, MPE/iX platform versions, and Data Protector
components.

Prerequisites
Before you install Data Protector on the MPE/iX platform, check the following:

¢ TurboSTORE/iX or TurboSTORE/iX 7x24 True-Online is installed on your computer.
* The TCP/IP protocol is installed and configured.
¢ The name resolving mechanism (DNS of host files) is enabled.

*  For disk space requirements refer to the HP Data Protector product announcements,
software notes, and references.

Installation

To install Data Protector on the MPE/iX server, proceed as follows:
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Transfer installDP6.10 MPE.sh and the DP61 MPE6.5.tar package, or
DP61_MPE7.0.tar package (depending on the MPE/iX OS version) to the
/tmp directory, using the £tp utility. See Example 1 on page 147.

It is important that you transfer the instal1DP6.10 MPE. sh file with the
following characteristics:

* Record size: -150

* Block factor: ~empty

* Variable length of the records of the file: v
* Type of coded records: AscT1

Example 1. Transfer of the install DP6.10_MPE.sh script and
DP10_MPE6.5.tar package

F:x144>ftp terry.hermes

Connected to terry.hermes

228 HP ARPA FTP Server [ABBA?CA41 (GO Heulett Packard Co. 1998
llzer (terry.hermes:{none’’: manager

ftp> cd Atmp
258 CWD file action successful.
ftp> put .- installDP6.18_MPE.sh .~ installDP6.18_MPE.sh;rec=—158..v.ascii

k.
./installDP6.18_MPE.sh;rec=-158..v.ascii opened; data connection will

./DP61_MPE6.B.tar

158 File: .-DP61 HPEB B.tar opened; data connection will he opened
226 Transfer complete.

ftp: 6182912 bhytes sent in 5.785econds 1885.18Kbytes sec.

ftp> quit

221 Server is closing command connection

F:w144>
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2. log in to the target system and start the unpacking process, as shown in the
following example:

Example 2. Unpacking process on target system

Jip Untitled - Reflection for HP I |=[ e

File Edit Connection Setup Macro  Window Help

IEEIEE T I

MPE/i¥X:hello manager.sys

HP3000 Release: C.G0.00 User VYersion: C.G60.00 TUE, FEB 4, 2003, 2:45 PM
MPE/i¥ HP31900 C.16.01 Copyright Heulett-Packard 1987. All rights reserved.
:sh

MPE/iX Shell and Utilities (A.50.02)
COPYRIGHT (c) Heulett-Packard Company 1992, All Rights Reserved.

shel 1/i¥> cd /tmp

shel1/iX> . ./instal IDP6.10_MPE.sh

HP Data Protector 6.10 installation

-> Checking MPE/iX 0S version ...

-> Detecting old Data Protector installation ...

-> Unpacking ...

-> Retriving Data Protector version ...

-> Updating Data Protector info using Disk Agent version A.0G.10 ...
-> Updating Data Protector info using Media fgent version A.06.10 ...
-> Setting file and directory permissions ...

HP Data Protector 6.10 installed successfully !

shel 1/i¥> _

1

f2|+‘3|f4

+‘5|fB|+‘?|fB|

-

[ 24,11 | [HP70092 - terry via WT-MGR [ Hlurm Y

After this operation, the files are located in the /usr/omni directory.

B NOTE:

Use EDIT/3000 (invoked with the editor command) to change the files
below. Refer to EDIT/3000 Reference Manual for more information.

3. Add the following line to the DCNF.NET. sYs file:

omni stream tcp nowait MANAGER.SYS /usr/omni/bin/inet inet
-log /tmp/inet.log

4. Add the following line to the SERVICES.NET. SYS file:

omni 5555/tcp #Data Protector inet
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5. Restart inetd to update the configuration with the new settings.

Refer to the Configuring and Managing MPE/iX Internet Services manual for
more information.

6. To check if the Data Protector Inet is running, telnet port 5555 from a
different system:

telnet hostname 5555

You will get a message from Data Protector. If there is no response in 10 seconds,
check the INETDCNF.NET.SYS and SERVICES.NET.SYS files.

7. Import the system to the Data Protector cell. For the procedure, refer to “Importing
clients to a cell ” on page 213.

8. When the client system is successfully imported, add the MANAGER. SYS user to
the Data Protector Admin user group.

For more information on MPE/iX clients, refer to the HP Data Protector MPE/iX system
user guide, which is located on the Windows installation DVD-ROM at
\Docs\MPE user.pdf.

Local installation of UNIX clients

If you do not have an Installation Server for UNIX installed on your network, or if for
some reason you cannot remotely install a client system, Data Protector clients can

be installed locally from the UNIX installation DVD-ROM.

Before starting the installation procedure, decide which components you need to
install on your client system. For the list of the Data Protector software components
and their descriptions, see “Data Protector components” on page 77.

Prerequisites

*  For system requirements, disk space requirements, supported platforms, processors,
and Data Protector components, refer to the HP Data Protector product
announcements, software notes, and references.

* You must have root permissions on every target system.

A POSIX shell (sh) is required for the installation.
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B NOTE:

You can also use the following procedure to upgrade the UNIX clients locally. The script
will detect a previous installation and will prompt you to perform the upgrade.

Procedure
Follow the procedure below to install UNIX clients locally:
1. Insert and mount the UNIX installation DVD-ROM.

2. From the Mount Point/LOCAL_ INSTALL directory run the omnisetup.sh
command. The syntax of the command is as follows:

omnisetup.sh [-source directory] [-server name] [-install
component 1ist]

where:
* directory is the location where the installation DVD-ROM is mounted. If
not specified, the current directory is used.

* name is a full hostname of the Cell Manager of the cell to which you want
to import the client. If not specified, the client will not be automatically
imported to the cell.

B NOTE:

In case of upgrading the client that does not reside on the Cell Manager, you
do not need to specify —install component 1ist. In this case, the setup
will select the same components that were installed on the system before the
upgrade without issuing a prompt.

However, to upgrade the client components residing on the Cell Manager, run
the omnisetup.sh command with the ~install component list
parameter after the Cell Manager upgrade has been completed.
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* component list is a comma-separated list of component codes to be
installed. No spaces are allowed. If the -install parameter is not specified,
Setup will prompt you separately about installing each available component
on the system.

B NOTE:
In case of upgrading the client, if you do not specify the ~install parameter,
Setup will select the same components that were installed on the system before
the upgrade started, without issuing a prompt.

The list of the components is presented in the table below. The exact list of
the components is subject to the availability on the particular system. For the
description of the components, see “Data Protector components” on page 77.
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Table 7 Data Protector component codes

Component code

Component

User Interface

cc
da Disk Agent

ma General Media Agent

ndmp NDMP Media Agent

informix Informix Integration

lotus Lotus Integration

oracle Oracle Integration

vmware VMware Integration

ov HP Network Node Manager

sybase Sybase Integration

sap SAP R/3 Integration

sapdb SAP DB Integration

db2 DB2 Integration

emc EMC Symmetrix Agent

ssea HP StorageWorks Disk Array XP Agent
snapa HP StorageWorks VA Agent

smisa HP StorageWorks EVA SMIS-S Agent
vls am VLS Automigration

docs English Language Documentation and

online Help
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Component code Component

javagui Java Graphical User Interface
fra 1s French Language Support
jpn_1s Japanese Language Support

Example

The example below shows how you can install the Disk Agent, General
Media Agent, User Interface, and Informix components on a client
that will be automatically imported to the cell with the Cell Manager
computer.company.com:

./omnisetup.sh -server computer.company.com -install
da,ma, cc,informix

3. Setup informs you if the installation was completed and if the client was imported
to the Data Protector cell.

The CORE component is installed the first time any software component is selected
for installation.

The CORE-INTEG component is installed the first time any integration software
component is selected for installation or reinstallation.

Running the installation from the hard disk

To copy the installation DVD-ROM to your computer and run the installation/upgrade
of UNIX clients from the hard disk, copy at least the DP_DEPOT directory and the
LOCAL INSTALL/omnisetup.sh command. For example, if you copy installation
packages to /var/dp61, DP_DEPOT must be a subdirectory of /var/dp61:

# pwd
/var/dp6l

# 1s

DP DEPOT
omnisetup.sh

After you have copied this to the hard disk, you can run:
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omnisetup.sh -source directory [-server name] [-install
component 1ist]

Note, that the ~source option is required. For example:

./omnisetup.sh -source /var/dp6l

What's next?

If you did not specity the name of the Cell Manager during the installation, the client
will not be imported to the cell. In this case, you should import it using the Data
Protector graphical user interface. For the procedure, refer to “Importing clients to a
cell " on page 213. See the online Help for information on additional configuration
tasks.

Installing the Data Protector integration clients

Data Protector integrations are software components that allow you to run an online
backup of the database applications, such as Oracle or Microsoft Exchange, with
Data Protector. Data Protector ZDB integrations are software components that allow
you to run a ZDB using ZDB disk arrays, such as HP StorageWorks Enterprise Virtual
Array.

The systems running database applications are called integration clients; the systems
using ZDB disk arrays for backing up and storing data are called ZDB integration
clients. Such clients are installed with the same installation procedure as any other
clients on Windows or on UNIX, provided that the appropriate software component
has been selected (for example, MS Exchange Integration component for
backing up the Microsoft Exchange Server database, HP StorageWorks EVA
SMI-S Agent component for a ZDB on HP StorageWorks Enterprise Virtual Array,
and so on).

Prerequisites
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*  For system requirements, disk space requirements, supported platforms, processors,
and Data Protector components, refer to the HP Data Protector product
announcements, software notes, and references.

* You need a license to use the Data Protector integration with a database
application (except for the VSS integration). For information about licensing, see
“Functional extensions” on page 362.

* At this point, you should have the Cell Manager and Installation Server (optionally,
for remote installation) already installed on your network. See “Installing the Data
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Protector Cell Manager (CM) and Installation Server(s) (IS)” on page 46 for
instructions.

Before starting the installation procedure, decide which other Data Protector software
components you want fo install on your client together with an integration component.
For the list of the Data Protector software components and their descriptions, see
“Data Protector components” on page 77.

Note that in the cases stated below you need to install the following Data Protector
components:

* The Disk Agent component to be able to back up filesystem data with Data
Protector. You can use the Disk Agent for the following purposes:

* To run a filesystem backup of important data that cannot be backed up using
a database application backup.

* To run a filesystem test backup of a database application server (for example,
Oracle Server or MS SQL Server). You need to test a filesystem backup before
configuring the Data Protector integration with a database application and
resolve communication and other problems related to the application and
Data Protector.

* To run disk image and filesystem ZDB.
* To restore from backup media to the application system on LAN in case of
SAP R/3 ZDB integrations.
* The User Interface componentto gain access fo the Data Protector GUI and
the Data Protector CLI on the Data Protector integration client.

* The General Media Agent component if you have backup devices connected
to the Data Protector integration client. On Data Protector clients used to access
an NDMP dedicated drive through the NDMP Server, the NDMP Media Agent
is required.

Integration clients can be installed locally from the Windows or UNIX Installation
Server installation DVD-ROM, or remotely using the Installation Server for Windows
or for UNIX.

For additional information on specific integration clients, refer to the corresponding
sections below:

*  “Microsoft Exchange Server clients” on page 157

* “Microsoft SQL Server clients” on page 158

*  “Microsoft SharePoint Portal Server Clients” on page 158

¢ “Sybase clients” on page 158

* “Informix Server clients” on page 159

e “SAP R/3 clients” on page 159
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* “SAP DB/MaxDB clients” on page 160

* “Oracle clients” on page 160

* “VMware Virtual Infrastructure clients” on page 161

* “DB2 clients” on page 161

* “NNM clients” on page 162

e “NDMP clients” on page 162

*  “Microsoft Volume Shadow Copy Service clients” on page 162

* “lotus Notes/Domino Server clients” on page 162

e “EMC Symmefrix integration” on page 163

* “HP StorageWorks Disk Array XP integration” on page 168

* “HP StorageWorks Virtual Array integration” on page 175

* “HP StorageWorks Enterprise Virtual Array integration” on page 181

* “IAP clients” on page 187

e “VLS automigration clients” on page 189

When you have finished installing Data Protector integration software to Data Protector
integration clients as described in the listed sections, refer to the appropriate HP Data
Protector integration guide, HP Data Protector zero downtime backup administrator's

guide, or to the HP Data Protector zero downtime backup integration guide to
configure Data Protector integration clients.

Local installation

If you do not have an Installation Server for the respective operating system installed
in your environment, you have to perform local installation from the Windows or
UNIX installation DVD-ROM depending on the platform you install a client to. See
“Installing Windows clients” on page 90 or “Local installation of UNIX

clients” on page 149 for instructions.

If you do not choose a Cell Manager during the installation, the client system has to
be manually imported into the cell after the local installation. See also “Importing
clients to a cell ” on page 213.

Remote installation
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You install the client software from the Installation Server to clients using the Data
Protector graphical user inferface. For the step-by-step procedure for remotely installing
the software, refer to “Remote installation of Data Protector clients” on page 81.
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After the remote installation, the client system automatically becomes a member of
the Data Protector cell.

Installing cluster-aware integrations

The Data Protector cluster-aware integration clients must be installed locally, from the
DVD-ROM, on each cluster node. During the local client setup, install, in addition to
the other client software components, the appropriate integration software components
(such as Oracle Integration or HP StorageWorks EVA SMI-S Agent).

You can also install a cluster-aware database application and a ZDB Agent on the
Data Protector Cell Manager. Select the appropriate integration software component
during the Cell Manager setup.

The installation procedure depends on a cluster environment where you install your
integration client. See the clustering related sections corresponding to your operating
system:

* “Installing Data Protector on MC/ServiceGuard” on page 195.

* “Installing Data Protector on Microsoft Cluster Server” on page 196.

* “Installing Data Protector clients on a Veritas Cluster” on page 209.

* “Installing Data Protector clients on a Novell NetWare Cluster” on page 210.

* “Installing Data Protector on IBM HACMP Cluster” on page 212.

For more information on clustering, refer to the online Help index: “cluster,
MC/ServiceGuard” and HP Data Protector concepts guide.

What's next?

When the installation has been completed, refer to the appropriate HP Data Protector
integration guide for information on configuring the integration.

Microsoft Exchange Server clients

It is assumed that your Microsoft Exchange Server is up and running.

To be able to back up the Microsoft Exchange Server database or individual
mailboxes, you need to select the MS Exchange Integration componentduring
the installation procedure.

The Microsoft Exchange Single Mailbox integration agent will be installed as part
of the Data Protector Microsoft Exchange Server integration package.

On Microsoft Exchange Server 2007 systems, you need to install an additional
package to enable the functionality of the Data Protector Microsoft Exchange Single
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Mailbox integration. The package is named Microsoft Exchange Server MAPI Client
and Collaboration Data Objects (ExchangeMapiCdo . EXE), and can be downloaded
free of charge from the Microsoft web site http://www.microsoft.com/downloads
Search.aspx?Displaylang=en.

Microsoft SQL Server clients

It is assumed that your Microsoft SQL Server is up and running.

To be able to back up the Microsoft SQL Server database, you need to select the Ms
SQL Integration component during the installation procedure.

On Microsoft SQL Server 2005 systems, a specific package is required to enable
normal operation of the Data Protector integration. The package must be installed
before the MS SQL Server Integration component. You can install the package
using either of the following actions:

¢ In the Microsoft SQL Server 2005 Setup Wizard, in the Feature Selection window,
expand Client Components and select Legacy Components. Follow the Setup
Wizard to complete installation.

*  From the Microsoft web site http://www.microsoft.com/downloads
details.aspx?familyid=D09C1D60-A13C-4479-9B91-9ESB2D835CDC&

Displaylang=en, download the package Microsoft SQL Server 2005 Backward
Compatibility Components and install it.

Microsoft SharePoint Portal Server Clients

It is assumed that your Microsoft SharePoint Portal Server and the Microsoft SQL
Server instances are up and running.

To be able to back up Microsoft SharePoint Portal Server objects, install the following
Data Protector components:

* MS SharePoint Integration -on Microsoft SharePoint Portal Server systems

* MS SQL Integration -on Microsoft SQL Server systems

Sybase clients
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It is assumed that your Sybase Backup Server is running.

For backing up the Sybase database, you need to select the following Data Protector
component during the installation procedure:

* Sybase Integration -to be able to back up a Sybase database
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* Disk Agent - install the Disk Agent for two reasons:

* To run a filesystem backup of Sybase Backup Server. Make this backup before
configuring your Data Protector Sybase integration and resolve all problems
related to Sybase Backup Server and Data Protector.

* To run a filesystem backup of important data that cannot be backed up using
Sybase Backup Server.

Informix Server clients

It is assumed that your Informix Server is up and running.

For backing up the Informix Server database, you need to select the following Data
Protector component during the installation procedure:

Informix Integration -to be able to back up an Informix Server database
* Disk Agent - install the Disk Agent for two reasons:

* To run a filesystem backup of Informix Server. Make this backup before
configuring your Data Protector Informix Server integration and resolve all
problems related to Informix Server and Data Protector.

* To run a filesystem backup of important Informix Server data (such as,
ONCONFIG file, sqlhosts file, ON-Bar emergency boot file,
oncfg INFORMIXSERVER.SERVERNUM, configuration files, etc.) that cannot
be backed up using ON-Bar.

IBM HACMP Cluster

If Informix Server is installed in the IBM HACMP cluster environment, install the
Informix Integration componenton all the cluster nodes.

SAP R/3 clients

Prerequisites

* Ensure that the following Oracle software is installed and configured:
* Oracle Enterprise Server (RDBMS)
* Oracle Net8 software
* SQL*Plus

* It is assumed that your SAP R/3 Database Server is up and running.
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B NOTE:

The Data Protector SAP R/3 integration backup specifications are fully compatible with
the previous version of Data Protector. Data Protector will run all backup specifications
created by earlier Data Protector versions. You cannot use backup specifications created
by the current version of Data Protector on older versions of Data Protector.

To be able to back up the SAP R/3 database, select the following components during
the installation procedure:

°* SAP R/3 Integration
°* Disk Agent

Data Protector requires a Disk Agent to be installed on Backup Servers (clients
with filesystem data to be backed up).

SAP DB/MaxDB clients

It is assumed that your SAP DB/MaxDB Server is up and running.

To be able to back up the SAP DB/MaxDB database, you need fo select the following
Data Protector components during the installation procedure:

* SAP DB Integration -to be able to run an integrated online backup of an
SAP DB/MaxDB database

* Disk Agent -to be able to run a non-integrated offline backup of an SAP
DB/MaxDB database

Oracle clients

It is assumed that your Oracle Server is up and running.

To be able to back up the Oracle database, you need to select the oracle
Integration component during the installation procedure.

HP OpenVMS

On HP OpenVMS, after you installed the Oracle integration and configured it as
described in the HP Data Protector integration guide for Oracle and SAP, verify that
the -key Oracles8 entry is presentin OMNI$ROOT : [CONFIG.CLIENT]Jomni_info,
for example:
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-key oracle8 -desc “Oracle Integration” -nlsset 159 -nlsId
12172 -flags 0x7 -ntpath “%“ -uxpath ““ -version A.06.10

If the entry is not present, copy it from
OMNI$ROOT: [CONFIG.CLIENT]omni format. Otherwise, the Oracle integration
will not be shown as installed on the OpenVMS client.

VMware Virtual Infrastructure clients

Clusters

It is assumed that VirtualCenter systems (if they exist) and ESX Server systems are up
and running. To be able to install VMware clients remotely, first set OpenSSH. For
details, see the online Help index: “installing, client systems”.

Install the Data Protector vMware Integration component on the following clients:

 All ESX Server systems from which you plan to back up virtual machines
*  VirtualCenter systems (if they exist)

*  Backup proxy systems (if you plan to use the VCBfile and VCBimage backup
methods)

*  Windows systems (physical or virtual) to which you plan to restore filesystems of
virtual machines

Install the vMware Integration componenton both cluster nodes, regardless of
whether you have ESX Server systems or VirtualCenter systems in a cluster.

DB2 clients

It is assumed that your DB2 Server is up and running.

To be able to back up the DB2 database, you need to select the DB2 Integration
and the Disk Agent components during the installation procedure.

In a physically partitioned environment, install the DB2 Integration and Disk
Agent components on every physical node (system) on which the database resides.

B NOTE:

Log in as user root to perform the installation.
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NNM clients

It is assumed that your NNM system is up and running.

To be able to back up the NNM database, you need to select the HP NNM Backup
Integration andthe Disk Agent components during the installation procedure.
You will need the Disk Agent to run pre-backup and post-backup scripts used for
backup purposes.

NDMP clients

It is assumed that your NDMP Server is up and running.

During the installation procedure, select the NDMP Media Agent and install it to
all Data Protector clients accessing the NDMP dedicated drives.

B NOTE:

If a Data Protector client will not be used to access an NDMP dedicated drive through
the NDMP Server, but it will be used only to control the robotics of the library, either the
NDMP Media Agent or the General Media Agent can be installed on such a
client.

Note that only one Media Agent can be installed on one Data Protector client.

Microsoft Volume Shadow Copy Service clients

To perform backups of VSS writers (Microsoft Exchange Server and Microsoft SQL
Server) or only filesystem backup using VSS, install the following Data Protector
software components on both the application and backup systems or, in case of local
backup, on the application system only:

* MS Volume Shadow Copy Integration.

* Depending on the disk array used, HP StorageWorks XP Agent or HP
StorageWorks EVA SMI-S Agent.

°* General Media Agent

Lotus Notes/Domino Server clients

It is assumed that your Lotus Notes/Domino Server is up and running.
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To be able to back up the Lotus Notes/Domino Server database, you need to select
the Lotus Integration andthe Disk Agent components during the installation
procedure. You will need the Disk Agent component to be able to back up
filesystem data with Data Protector in the following purposes:

Backing up important data that cannot be backed up using Lotus Integration
Agent. These are so called non-database files, which need to be backed up to
provide a complete data protection solution for a Lotus Notes/Domino Server,
suchosnotes.ini,desktop.dsk,o”*.id files.

Testing the filesystem backup to resolve communication and other problems related
to the application and Data Protector.

Lotus Domino Cluster

Install the Lotus Integration andthe Disk Agent components on the Domino
servers that will be used for backup, and, if you plan to restore Domino databases
to other Domino servers containing replicas of these databases, install the components
on these Domino servers as well.

EMC Symmetrix integration

To integrate EMC Symmetrix with Data Protector, install the following Data Protector
software components on the application and backup systems:

EMC Symmetrix Agent (SYMA)

Before pushing the EMC Symmetrix Agent component, install the following

two EMC components:

* EMC Solution Enabler

* EMC Symmetrix TimeFinder or EMC Symmetrix Remote Data Facility (SRDF)
microcode and license.

General Media Agent

Install the General Media Agent component on the backup system to back
up the bulk data. Install it on the application system to back up archive logs or
to perform a restore to the application system.

Disk Agent

Install the Disk Agent component on the application and backup systems to
run disk image and filesystem ZDB. Clients without Disk Agent installed are not
listed inthe Application systemand Backup system drop-down lists when
creating a ZDB specification.
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Installing in a cluster

You can install the EMC Symmetrix integration in a cluster environment. For the
supported cluster configurations and specific installation requirements, see the HP
Data Protector zero downtime backup administrator's guide.

Integrating with other applications

If you want to install the EMC Symmetrix integration with a database application,
install the Data Protector component specific for the particular integration to the
application and backup systems and perform the installation tasks specific for this

integration. You can install the EMC Symmetrix integration with Oracle and SAP
R/3.

EMC Symmetrix Integration with Oracle

Prerequisites

¢ The following software must be installed and configured on the application system:
* Oracle Enterprise Server (RDBMS)
* Oracle Net services
* SQL*Plus

¢ The Oracle database files used by the application system must be installed on
EMC Symmetrix devices which are mirrored to the backup system.

The database can be installed on disk images, logical volumes or filesystems.
The following Oracle files have to be mirrored:

* Datdfiles

* Control file

* Online redo log files

The archive redo log files have to reside on non-mirrored disks.

Installation procedure
Perform the following installation tasks:

1. Install the Oracle recovery catalog database. Preferably, install it on a separate
system, on non-mirrored disks. Leave the recovery catalog unregistered. For
details on how to install the database, see the Oracle documentation.
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2. Install the following Data Protector software components:

* EMC Symmetrix Agent - on both the application system and backup
system

* Oracle Integration -on both the application system and backup system

B NOTE:

* The Data Protector Oracle Integration componenton the backup
system is needed only for the backup set ZDB method. It is not needed
for the proxy-copy ZDB method.

* In a RAC cluster environment, the Oracle application database is
accessed by multiple Oracle instances. Therefore, install the Data
Protector Oracle Integration and EMC Symmetrix Agent
components on all the systems where the Oracle instances are running.

* If you installed the Oracle recovery catalog database on a separate

system, you do not need to install any Data Protector software
components there.

EMC Symmetrix Integration with SAP R/3

Prerequisites
¢ The following Oracle software must be installed and configured on the application
system:
* Oracle Enterprise Server (RDBMS)
* Oracle Net8 software
* SQL*Plus

¢ If you plan to run SAP compliant ZDB sessions (BRBACKUP started on the backup
system and not on the application system), configure the backup system. For
details, see the SAP database guide for Oracle (split mirror backup, software
configuration).

* The database on the application system can be installed on disk images, logical
volumes, or filesystems.

* The Oracle datafiles must reside on a disk array.

* For online backup, the control file and online redo logs do not have to reside
on a disk array. Online SAP compliant ZDB sessions are an exception, for
which the control file must reside on a disk array.
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* For offline backup, the control file and online redo logs must reside on a disk
array.

* The archived redo log files do not have to reside on a disk array.

B NOTE:

If some of the Oracle data files are installed on symbolic links, create the links
on the backup system too.

UNIX only: I the Oracle database is installed on raw partitions (rawdisk or raw
logical volumes), ensure that the volume/disk group names on the application
system and backup system are identical.

On UNIX, ensure that the following users exist on the application system:
* oraORACLE SID with the primary group dba
* ORACLE SIDadm in the UNIX group sapsys

The SAP R/3 software must be correctly installed on the application system.

The following is a list of standard directories that must be installed on the
application system after installing SAP R/3:

B NOTE:

The location of the directories depends on the environment variables. Refer to
the SAP R/3 documentation for more information.

* ORACLE_ HOME/dbs - the Oracle and SAP R/3 profiles
* ORACLE_HOME/bin - the Oracle binaries

* SAPDATA HOME/sapbackup - the SAPBACKUP directory with BRBACKUP
log files

* SAPDATA HOME/saparch - the SAPARCH directory with BRARCHIVE log
files

* SAPDATA HOME/sapreorg
* SAPDATA HOME/sapcheck
* SAPDATA HOME/saptrace
* /usr/sap/ORACLE SID/SYS/exe/run
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B NOTE:

If you plan to do instant recovery, ensure that the sapbackup, saparch,
and sapreorg directories reside on different source volumes than the Oracle
data files.

If the last six directories do not reside at the above specified destinations, create
appropriate links to them.

The directory /usr/sap/ORACLE SID/SYS/exe/run must be owned by the

UNIX user oraORACLE SID. The owner of the SAP R/3 files must be the UNIX

user oraORACLE _SID and the UNIX group dba with setuid bit set (chmod 4755
...). The exception is the file BRRESTORE, which must be owned by the UNIX user
ORACLE SIDadm.

Example

If orRACLE SIDis PRO, then the permissions inside the directory

/usr/sap/PRO/SYS/exe/run should look like:
—TWST-Xr—X orapro dba 4598276 Apr 17 1998 brarchive
orapro dba 4750020 Apr 17 1998 brbackup
orapro dba 4286707 Apr 17 1998 brconnect
proadm sapsys 430467 Apr 17 1998 brrestore
orapro dba 188629 Apr 17 1998 brtools

—“rwSIr—Xr—x
—“rwSr—Xr—x
—“rwSr—-Xr—x

e e e

—“rwSr—-Xr—x

Installation procedure
Install SAP R/3 BRTOOLS on the application system.

2. Install the following Data Protector software components on both the application
system and backup system:

* EMC Symmetrix Agent
* SAP R/3 Integration
* Disk Agent

B NOTE:

You need fo install SAP R/3 Integration on the backup system only if you plan to
run SAP compliant ZDB sessions in which BRBACKUP is started on the backup system.
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EMC Symmetrix Integration with Microsoft SQL Server

Prerequisite

Microsoft SQL Server has to be installed on the application system. User databases
must reside on the disk array source volumes, while system databases can be installed
anywhere. However, if the system databases are also installed on the disk array,
they must be installed on different source volumes than user databases.

Installation procedure

Install the following Data Protector software components on both the application and
the backup systems:

° EMC Symmetrix Agent
° MS SQL Integration

HP StorageWorks Disk Array XP integration

To integrate HP StorageWorks Disk Array XP with Data Protector, install the following
Data Protector software components on the application and backup systems:

°* HP StorageWorks XP Agent
® General Media Agent

Install the General Media Agent component on the backup system to back
up the bulk data. Install it on the application system to back up archive logs or
to perform a restore to the application system.

°* Disk Agent

Install the Disk Agent component on the application and backup systems to
run disk image and filesystem ZDB. Clients without Disk Agent installed are not
listed inthe Application systemand Backup system drop-down lists when
creating a ZDB specification.

Installing in a cluster

You can install the HP StorageWorks Disk Array XP integration in a cluster
environment. For the supported cluster configurations and specific installation
requirements, see HP Data Protector zero downtime backup administrator's guide.
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Integrating with other applications

If you want to install the HP StorageWorks XP integration with a database application,
install the Data Protector component specific for the particular integration to the
application and backup systems and perform the installation tasks specific for this
integration. You can install the HP StorageWorks Disk Array XP integration with
Oracle, SAP R/3, Microsoft Exchange Server, Microsoft SQL Server, and Microsoft
VSS.

HP StorageWorks Disk Array XP integration with Oracle

Prerequisites

The following software must be installed and configured on the application system
and on the backup system for the backup set ZDB method:

* Oracle Enterprise Server (RDBMS)
* Oracle Net services

e SQL*Plus

The Oracle software on the backup system must be installed in the same directory
as on the application system. The binaries should be identical to the binaries on
the application system. You can achieve this either by copying the files and system
environment from the application system to the backup system, or by a clean
installation of the Oracle binaries on the backup system with the same installation
parameters as on the application system.

The Oracle data files on the application system must be installed on HP

StorageWorks Disk Array XP LDEVs that are mirrored to the backup system.

In case of the backup set method, if some Oracle data files are installed on

symbolic links, then these links have to be created on the backup system too.

Depending on the location of the Oracle control file, online redo log files, and

Oracle SPFILE, the following two options are possible:

* Oracle control file, online redo log files, and Oracle SPFILE reside on a
different volume group (if LVM is used) or source volume than Oracle datafiles.

By default, instant recovery is enabled for such configuration.

* Oracle control file, online redo log files, and Oracle SPFILE reside on the same
volume group (if LVM is used) or source volume as Oracle datdfiles.
By default, instant recovery is not enabled for such configuration. You can
enable instant recovery by setting the ZDB_ORA INCLUDE CF OLF,
ZDB_ORA_INCLUDE_SPF, and ZDB_ORA_NO_CHECKCONF_ TR omnirc
variables. For more information, see the HP Data Protector zero downtime
backup integration guide.
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The Oracle archive redo log files do not have to reside on source volumes.

Installation procedure
Perform the following installation tasks:

1. Install the Oracle recovery catalog database. Preferably, install it on a separate
system, on non-mirrored disks. Leave the recovery catalog unregistered. For
details on how to install the database, see the Oracle documentation.

2. |Install the following Data Protector software components:

* HP StorageWorks XP Agent -on both the application system and backup
system

* Oracle Integration -on both the application system and backup system

B NOTE:

* The Data Protector Oracle Integration componenton the backup
system is needed only for the backup set ZDB method. It is not needed
for the proxy-copy ZDB method.

* In a RAC cluster environment, the Oracle application database is
accessed by multiple Oracle instances. Therefore, install the Data
Protector Oracle Integration and
HP StorageWorks XP Agent components on all the systems where
the Oracle instances are running.

* If you installed the Oracle recovery catalog database on a separate
system, you do not need to install any Data Protector software
components there.

HP StorageWorks Disk Aray XP integration with SAP R/3

Prerequisites

¢ The following Oracle software must be installed and configured on the application
system:
* Oracle Enterprise Server (RDBMS)
* Oracle Net services

e SQL*Plus
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* If you plan to run SAP compliant ZDB sessions (BRBACKUP started on the backup
system and not on the application system), configure the backup system. For
details, see the SAP database guide for Oracle (split mirror backup, software
configuration).

* The database on the application system can be installed on disk images, logical
volumes, or filesystems.

* The Oracle datafiles must reside on a disk array.

* For online backup, the control file and online redo logs do not have to reside
on a disk array. Online SAP compliant ZDB sessions are an exception, for
which the control file must reside on a disk array.

* For offline backup, the control file and online redo logs must reside on a disk
array.

* Archived redo log files do not have to reside on a disk array.

If the Oracle control file, online redo logs, and Oracle SPFILE reside on the same
LVM volume group or source volume as Oracle datdfiles, set the Data Protector
ZDB_ORA_NO CHECKCONF IR, ZDB_ORA INCLUDE CF OLF, and
ZDB_ORA_INCLUDE SPF omnirc variables. Otherwise, you cannot run
ZDB-to-disk and ZDB—to—disk+tape sessions. For details, see the HP Data Protector
zero downtime backup integration guide.

299

B NOTE:

If some of the Oracle data files are installed on symbolic links, create the links
on the backup system too.

UNIX only: If the Oracle database is installed on raw partitions (rawdisk or raw
logical volumes), ensure that the volume/disk group names on the application
system and backup system are identical.

* On UNIX, ensure that the following users exist on the application system:
* oraORACLE SID with the primary group dba
* ORACLE SIDadm in the UNIX group sapsys

* The SAP R/3 software must be correcily installed on the application system.

The following is a list of standard directories that must be installed on the
application system after installing SAP R/3:

Installation and licensing guide 171



B NOTE:

The location of the directories is dependent on the environment (UNIX systems)
or registry (Windows system) variables. See the SAP R/3 documentation for
more information.

* ORACLE HOME/dbs (UNIX systems)
ORACLE HOME\database (Windows systems) - the Oracle and SAP R/3
profiles)

* ORACLE HOME/bin or (UNIX systems)
ORACLE_HOME\bin (Windows systems) - the Oracle binaries

* SAPDATA HOME/sapbackup (UNIX systems)
SAPDATA HOME\sapbackup (Windows systems) - the
SAPBACKUP directory with BRBACKUP log files

* SAPDATA HOME/saparch (UNIX systems)
SAPDATA HOME\saparch (Windows systems) - the SAPARCH
directory with BRARCHIVE log files

* SAPDATA HOME/sapreorg (UNIX systems)
SAPDATA HOME\sapreorg (Windows systems)

* SAPDATA HOME/sapcheck (UNIX systems)
SAPDATA HOME\sapcheck (Windows systems)

* SAPDATA HOME/saptrace (UNIX systems)
SAPDATA HOME\saptrace (Windows systems)

* /usr/sap/ORACLE SID/SYS/exe/run (UNIX systems)
c:\Oracle\ORACLE SID\sys\exe\run (Windows systems)

B NOTE:

If you plan to do instant recovery, ensure that the sapbackup, saparch,
and sapreorg directories reside on different source volumes than the Oracle
data files.
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UNIX systems

On UNIX systems, if the last six directories do not reside at the above specified
destinations, create appropriate links to them.

On UNIX systems, the directory /usr/sap/ORACLE SID/SYS/exe/run must
be owned by the UNIX user oraORACLE SID. The owner of the SAP R/3 files
must be the UNIX user oraORACLE s1D and the UNIX group dba with setuid
bit set (chmod 4755 ...). The exception is the file BRRESTORE, which must be
owned by the UNIX user ORACLE SIDadm.

UNIX example

It orRACLE SIDis PRO, then the permissions inside the directory

/usr/sap/PRO/SYS/exe/run should look like:
—IWSIr-XIr—X orapro dba 4598276 Apr 17 2007 brarchive
orapro dba 4750020 Apr 17 2007 brbackup
orapro dba 4286707 Apr 17 2007 brconnect
proadm sapsys 430467 Apr 17 2007

—“IrwSr—Xr—x
—“IrwSr—Xr—x

el

—IrwSr—Xr—x

brrestore
—IrWSTr-Xr—X 1 orapro dba 188629 Apr 17 2007 brtools

Installation procedure
Install SAP R/3 BRTOOLS on the application system.

2. Install the following Data Protector software components on both the application
system and backup system:

* HP StorageWorks XP Agent
* SAP R/3 Integration
* Disk Agent

B NOTE:

You need fo install SAP R/3 Integration on the backup system only if you plan to
run SAP compliant ZDB sessions in which BRBACKUP is started on the backup system.

On Windows systems, the Data Protector software components must be installed using
the SAP R/3 administrator user account, and this account must be included in the

ORA DBA or ORA_SID DBA local group on the system where the SAP R/3 instance is
running.
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HP StorageWorks Disk Array XP integration with Microsoft Exchange Server

Prerequisite

The Microsoft Exchange Server database must be installed on the application system
on the HP StorageWorks Disk Array XP volumes (LDEVs), which are mirrored to the
backup system. The mirroring can be BC or CA and the database installed on a
filesystem. The following objects must be located on volumes that are mirrored:

*  Microsoft Information Store (MIS)
* optionally, Key Management Service (KMS)
* optionally, Site Replication Service (SRS)

To be able to back up transaction logs, disable Circular Logging on the Microsoft
Exchange Server.

Installation procedure

Install the following Data Protector software components:
* HP StorageWorks XP Agent - on both the application and the backup system
* MS Exchange Integration - on the application system only

HP StorageWorks Disk Array XP integration with Microsoft SQL Server

Prerequisite

Microsoft SQL Server has to be installed on the application system. User databases
must reside on the disk array source volumes, while system databases can be installed
anywhere. However, if the system databases are also installed on the disk array,
they must be installed on different source volumes than user databases.

Installation procedure

Install the following Data Protector software components on both the application and
the backup systems:
* HP StorageWorks XP Agent

°* MS SQL Integration
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HP StorageWorks Virtual Array integration

To integrate HP StorageWorks VA with Data Protector, install the following Data

Protector software components to the application and backup systems:

°* HP StorageWorks VA Agent

®* General Media Agent
Install the General Media Agent component on the backup system to back
up the bulk data. Install it on the application system to back up archive logs or
to perform a restore to the application system.

°* Disk Agent

Install the Disk Agent component on the application and backup systems to
run disk image and filesystem ZDB. Clients without Disk Agent installed are not
listed inthe Application systemand Backup system drop-down lists when
creating a ZDB specification.

Installing in a cluster

You can install the HP StorageWorks VA integration in a cluster environment. For
the supported cluster configurations and specific installation requirements, refer to
the HP Data Protector zero downtime backup administrator's guide.

Integrating with other applications

If you want to install the HP StorageWorks VA integration with a database application,
install the Data Protector component specific for the particular integration to the
application and backup systems and perform the installation tasks specific for this
integration. You can install the HP StorageWorks VA integration with Oracle, SAP
R/3, Microsoft Exchange Server, and Microsoft SQL Server.

HP StorageWorks VA integration with Oracle

Prerequisites
¢ The following software must be installed and configured on the application system
and on the backup system for the backup set ZDB method:
* Oracle Enterprise Server (RDBMS)
* Oracle Net services

e SQL*Plus
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The Oracle software on the backup system must be installed in the same directory
as on the application system. The binaries should be identical to the binaries on
the application system. You can achieve this either by copying the files and system
environment from the application system to the backup system, or by a clean
installation of the Oracle binaries on the backup system with the same installation
parameters as on the application system.

* The Oracle database files used by the application system must be installed on
the source volumes that will be replicated using the VA Agent (SNAPA).

Depending on the location of the Oracle control file, online redo log files, and
Oracle SPFILE, the following two options are possible:

* Oracle control file, online redo log files, and Oracle SPFILE reside on a
different volume group (if VM is used) or source volume than Oracle datafiles.

By default, instant recovery is enabled for such configuration.
* Oracle control file, online redo log files, and Oracle SPFILE reside on the same
volume group (if LVM is used) or source volume as Oracle datafiles.

By default, instant recovery is not enabled for such configuration. You can
enable instant recovery by setting the ZDB_ORA INCLUDE CF OLF,
ZDB_ORA INCLUDE_ SPF OLF,and ZDB_ORA NO CHECKCONF IR omnirc
variables. For more information, see the HP Data Protector zero downtime
backup integration guide.

The Oracle archive redo log files do not have to reside on source volumes.

Installation procedure
Perform the following installation tasks:

1. Install the Oracle recovery catalog database. Preferably, install it on a separate
system, on non-mirrored disks. Leave the recovery catalog unregistered. For
details on how to install the database, see the Oracle documentation.
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2. Install the following Data Protector software components:

* HP Storagellorks VA Agent -on both the application system and backup
system

* Oracle Integration -on both the application system and backup system

B NOTE:

* The Data Protector Oracle Integration componenton the backup
system is needed only for the backup set ZDB method. It is not needed
for the proxy-copy ZDB method.

* In a RAC cluster environment, the Oracle application database is
accessed by multiple Oracle instances. Therefore, install the Data
Protector Oracle Integration and
HP StorageWorks VA Agent components on all the systems where
the Oracle instances are running.

* If you installed the Oracle recovery catalog database on a separate
system, you do not need to install any Data Protector software
components there.

HP StorageWorks VA integration with SAP R/3

Prerequisites

The following Oracle software must be installed on the application system:
* Oracle Enterprise Server (RDBMS)

* Oracle Net services

* SQL*Plus

If you plan to run SAP compliant ZDB sessions (BRBACKUP started on the backup
system and not on the application system), configure the backup system. For
details, see the SAP database guide for Oracle (split mirror backup, software
configuration).

The database on the application system can be installed on disk images, logical
volumes, or filesystems.

* The Oracle datafiles must reside on a disk array.

* For online backup, the control file and online redo logs do not have to reside
on a disk array. Online SAP compliant ZDB sessions are an exception, for
which the control file must reside on a disk array.
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* For offline backup, the control file and online redo logs must reside on a disk
array.

* Archived redo log files do not have to reside on a disk array.

If the Oracle control file, online redo logs, and Oracle SPFILE reside on the same
LVM volume group or source volume as Oracle datdfiles, set the Data Protector
ZDB_ORA_NO CHECKCONF IR, ZDB_ORA INCLUDE CF OLF, and
ZDB_ORA_INCLUDE SPF omnirc variables. Otherwise, you cannot run
ZDB-to-disk and ZDB—to—disk+tape sessions. For details, see the HP Data Protector
zero downtime backup integration guide.

B NOTE:

If some of the Oracle data files are installed on symbolic links, create the links
on the backup system too.

UNIX only: If the Oracle database is installed on raw partitions (rawdisk or raw
logical volumes), ensure that the volume/disk group names on the application
system and backup system are identical.

On UNIX, ensure that the following users exist on the application system:
* oraORACLE SID with the primary group dba
* ORACLE SIDadm in the UNIX group sapsys

The SAP R/3 software must be correctly installed on the application system.

The following is a list of standard directories that must be installed on the
application system after installing SAP R/3:

B NOTE:

The location of the directories is dependent on the environment (UNIX systems)
or registry (Windows system) variables. Refer to the SAP R/3 documentation for
more information.

* ORACLE HOME/dbs (UNIX systems)
ORACLE_HOME\database (Windows systems)
- the Oracle and SAP profiles)

* ORACLE HOME/bin (UNIX systems)
ORACLE_HOME\bin (Windows systems)

- the Oracle binaries
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* SAPDATA HOME/sapbackup (UNIX systems)
SAPDATA HOME\sapbackup (Windows systems)
- the SAPBACKUP directory with BRBACKUP log files

* SAPDATA HOME/saparch (UNIX systems)
SAPDATA_HOME\saparch
(Windows systems) - the SAPARCH directory with BRARCHIVE log files

* SAPDATA HOME/sapreorg (UNIX systems)
SAPDATA HOME\sapreorg (Windows systems)

* SAPDATA HOME/sapcheck (UNIX systems)
SAPDATA HOME\sapcheck (Windows systems)

* SAPDATA HOME/saptrace (UNIX systems)
SAPDATA HOME\saptrace (Windows systems)

* /usr/sap/ORACLE SID/SYS/exe/run (UNIX systems)
BRTOOLS (Windows systems)

B NOTE:

If you plan to do instant recovery, ensure that the sapbackup, saparch,
and sapreorg directories reside on different source volumes than the Oracle
data files.

UNIX systems

On UNIX systems, if the last six directories do not reside at the above specified
destinations, create appropriate links to them.

On UNIX systems, the directory /usr/sap/ORACLE SID/SYS/exe/run must
be owned by the UNIX user oraORACLE SID. The owner of the SAP R/3 files
must be the UNIX user oraORACLE 51D and the UNIX group dba with setuid
bit set (chmod 4755 ...). The exception is the file BRRESTORE, which must be
owned by the UNIX user ORACLE SIDadm.

UNIX example

If orRACLE SIDis PRO, then the permissions inside the directory
/usr/sap/ORACLE _SID/SYS/exe/run should look like:
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—IrWSr-Xr—-x orapro dba 4598276 Apr 17 1998 brarchive
orapro dba 4750020 Apr 17 1998 brbackup
orapro dba 4286707 Apr 17 1998 brconnect

proadm sapsys 430467 Apr 17 1998

—rwSr—Xr—x
—rwsSr—-Xr—x

o e e

—rwsSr—Xr—x

brrestore
“IWSIr-Xr-X 1 orapro dba 188629 Apr 17 1998 brtools

Installation procedure

Install SAP R/3 BRTOOLS on the application system.

2. Install the following Data Protector software components on both the application
system and backup system:
* HP StorageWorks VA Agent
* SAP R/3 Integration
* Disk Agent

B NOTE:

You need fo install SAP R/3 Integration on the backup system only if you plan to
run SAP compliant ZDB sessions in which BRBACKUP is started on the backup system.

On Windows systems, the Data Protector software components must be installed using
the SAP R/3 administrator user account, and this account must be included in the

ORA DBA or ORA STID DBA local group on the system where the SAP R/3 instance is
running.

HP StorageWorks VA integration with Microsoft Exchange Server

Prerequisite
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The Microsoft Exchange Server database must be installed on the application system
source volumes. The following objects must be located on source volumes:

*  Microsoft Information Store (MIS)
* optionally, Key Management Service (KMS)
* optionally, Site Replication Service (SRS)

To be able to back up transaction logs, disable Circular Logging on the Microsoft
Exchange Server.
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Installation procedure

Install the following Data Protector software components:
* HP StorageWorks VA Agent - on both the application and the backup system

* MS Exchange Integration - on the application system only

HP StorageWorks VA integration with Microsoft SQL Server

Prerequisite

Microsoft SQL Server has to be installed on the application system. User databases
must reside on the disk array source volumes, while system databases can be installed
anywhere. However, if the system databases are also installed on the disk array,
they must be installed on different source volumes than user databases.

Installation procedure
Install the following Data Protector software components on both the application and
the backup systems:
* HP StorageWorks VA Agent
°* MS SQL Integration

HP StorageWorks Enterprise Virtual Array integration

To integrate HP StorageWorks EVA with Data Protector, install the following Data
Protector software components on the application and backup systems:

® HP StorageWorks EVA SMI-S Agent
®* General Media Agent

Install the General Media Agent component on the backup system to back
up the bulk data. Install it on the application system to back up archive logs or
to perform a restore to the application system.

°* Disk Agent

Install the Disk Agent component on the application and backup systems to
run disk image and filesystem ZDB. Clients without Disk Agent installed are not
listed inthe Application systemand Backup system drop-down lists when
creating a ZDB specification.
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Installing in a cluster

You can install the HP StorageWorks EVA integration in a cluster environment. For
the supported cluster configurations and specific installation requirements, see the
HP Data Protector zero downtime backup administrator's guide.

Integrating with other applications

To install the HP StorageWorks EVA integration with a database application, install
the Data Protector component specific for the particular integration to the application
and backup systems and perform the installation tasks specific for this integration.
You can install the HP StorageWorks EVA integration with Oracle, SAP R/3, Microsoft
Exchange Server, Microsoft SQL Server, and Microsoft VSS.

HP StorageWorks EVA integration with Oracle

Prerequisites
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The following software must be installed and configured on the application system
and on the backup system for the backup set ZDB method:

* Oracle Enterprise Server (RDBMS)

* Oracle Net services

* SQL*Plus

The Oracle software on the backup system must be installed in the same directory
as on the application system. The binaries should be identical to the binaries on
the application system. You can achieve this either by copying the files and system
environment from the application system to the backup system, or by a clean

installation of the Oracle binaries on the backup system with the same installation
parameters as on the application system.

The Oracle datafiles on the application system must be installed on source volumes
that will be replicated using the SMI-S agent you have installed.

Depending on the location of the Oracle control file, online redo log files, and
Oracle SPFILE, the following two options are possible:

* Oracle control file, online redo log files, and Oracle SPFILE reside on a
different volume group (if VM is used) or source volume than Oracle datafiles.

By default, instant recovery is enabled for such configuration.
* Oracle control file, online redo log files, and Oracle SPFILE reside on the same
volume group (if LVM is used) or source volume as Oracle datafiles.

By default, instant recovery is not enabled for such configuration. You can
enable instant recovery by setting the ZDB_ORA INCLUDE CF OLF,
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ZDB_ORA_INCLUDE SPF, and ZDB_ORA_ NO_CHECKCONF_ IR omnirc
variables. For more information, see the HP Data Protector zero downtime
backup integration guide.

The Oracle archive redo log files do not have to reside on source volumes.

If some Oracle data files are installed on symbolic links, then these links have to
be created on the backup system too.

Installation procedure
Perform the following installation tasks:

1. Install the Oracle recovery catalog database. Preferably, install it on a separate
system, on non-mirrored disks. Leave the recovery catalog unregistered. For
details on how to install the database, see the Oracle documentation.

2. Install the following Data Protector software components:

* HP StorageWorks EVA SMI-S Agent - on both the application system
and backup system

* Oracle Integration -on both the application system and backup system

B NOTE:

* The Data Protector Oracle Integration componenton the backup
system is needed only for the backup set ZDB method. It is not needed
for the proxy-copy ZDB method.

* In a RAC cluster environment, the Oracle application database is
accessed by multiple Oracle instances. Therefore, install the Data
Protector Oracle Integration and
HP StorageWorks EVA SMI-S Agent components on all the
systems where the Oracle instances are running.

* If you installed the Oracle recovery catalog database on a separate

system, you do not need to install any Data Protector software
components there.

HP StorageWorks EVA integration with SAP R/3

Prerequisites

¢ The following Oracle software must be installed on the application system.
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* Oracle Enterprise Server (RDBMS)
* Oracle Net services
* SQL*Plus

* If you plan to run SAP compliant ZDB sessions (BRBACKUP started on the backup
system and not on the application system), configure the backup system. For
details, see the SAP database guide for Oracle (split mirror backup, software
configuration).

* The database on the application system can be installed on disk images, logical
volumes, or filesystems.

* The Oracle datafiles must reside on a disk array.

* For online backup, the control file and online redo logs do not have to reside
on a disk array. Online SAP compliant ZDB sessions are an exception, for
which the control file must reside on a disk array.

* For offline backup, the control file and online redo logs must reside on a disk
array.

* Archived redo log files do not have to reside on a disk array.

If the Oracle control file, online redo logs, and Oracle SPFILE reside on the same

LVM volume group or source volume as Oracle datdfiles, set the Data Protector

ZDB_ORA_NO CHECKCONF IR, ZDB_ORA INCLUDE CF OLF, and

ZDB_ORA_INCLUDE SPF omnirc variables. Otherwise, you cannot run

ZDB-to-disk and ZDB—to—disk+tape sessions. For details, see the HP Data Protector

zero downtime backup integration guide.
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B NOTE:

If some of the Oracle data files are installed on symbolic links, create the links
on the backup system too.

UNIX only: If the Oracle database is installed on raw partitions (rawdisk or raw
logical volumes), ensure that the volume/disk group names on the application
system and backup system are identical.

* On UNIX, ensure that the following users exist on the application system:
* oraORACLE SID with the primary group dba
* ORACLE SIDadm in the UNIX group sapsys

* The SAP R/3 software must be correcily installed on the application system.

The following is a list of standard directories that must be installed on the
application system after installing SAP R/3:
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B NOTE:

The location of the directories is dependent on the environment (UNIX systems)
or registry (Windows system) variables. Refer to the SAP R/3 documentation for
more information.

* ORACLE HOME/dbs (UNIX systems) ORACLE HOME\database (Windows
systems) - the Oracle and SAP profiles)

* ORACLE HOME/bin (UNIX systems) ORACLE HOME\bin (Windows systems)
- the Oracle binaries

* SAPDATA HOME/sapbackup (UNIX systems) SAPDATA HOME\sapbackup
(Windows systems) - the SAPBACKUP directory with BRBACKUP log files

* SAPDATA HOME/saparch (UNIX systems) SAPDATA HOME\saparch
(Windows systems) - the SAPARCH directory with BRARCHIVE log files

* SAPDATA HOME/sapreorg (UNIX systems) SAPDATA HOME\sapreorg
(Windows systems)

* SAPDATA HOME/sapcheck (UNIX systems) SAPDATA HOME\sapcheck
(Windows systems)

* SAPDATA HOME/saptrace (UNIX systems) SAPDATA HOME\saptrace
(Windows systems)

* /usr/sap/ORACLE SID/SYS/exe/run (UNIX systems)
c:\Oracle\ORACLE SID\sys\exe\run (Windows systems)

B NOTE:

If you plan to do instant recovery, ensure that the sapbackup, saparch,
and sapreorg directories reside on different source volumes than the Oracle
data files.

UNIX systems
On UNIX systems, if the last six directories do not reside at the above specified
destinations, create appropriate links to them.

On UNIX systems, the directory /usr/sap/ORACLE SID/SYS/exe/run must
be owned by the UNIX user oraORACLE SID. The owner of the SAP R/3 files
must be the UNIX user oraORACLE 51D and the UNIX group dba with setuid
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bit set (chmod 4755 ...). The exception is the file BRRESTORE, which must be
owned by the UNIX user ORACLE SIDadm.

UNIX example

If oraCLE SIDis PRO, then the permissions inside the directory
/usr/sap/PRO/SYS/exe/run should look like:

“IrWSr—-XIr—-x orapro dba 4598276 Apr 17 2007 brarchive
orapro dba 4750020 Apr 17 2007 brbackup
orapro dba 4286707 Apr 17 2007 brconnect
proadm sapsys 430467 Apr 17 2007

—“rwSIr—Xr—x
—“rwSIr—Xr—x

e e e

—“rwSIr—Xr—x

brrestore
-“IrWSr—-Xr-x 1 orapro dba 188629 Apr 17 2007 brtools

Installation procedure
Install SAP R/3 BRTOOLS on the application system.

2. Install the following Data Protector software components on both the application
system and backup system:
* HP StorageWorks EVA SMI-S Agent
* SAP R/3 Integration
* Disk Agent

B NOTE:

You need fo install SAP R/3 Integration on the backup system only if you plan to
run SAP compliant ZDB sessions in which BRBACKUP is started on the backup system.

On Windows systems, the Data Protector software components must be installed using
the SAP R/3 administrator user account, and this account must be included in the
ORA_DBA or ORA_STD DBA local group on the system where the SAP R/3 instance is
running.

HP StorageWorks EVA integration with Microsoft Exchange Server

Prerequisite

The Microsoft Exchange Server database must be installed on the application system
source volumes. The following objects must be located on the source volumes:
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*  Microsoft Information Store (MIS)
* optionally, Key Management Service (KMS)
* optionally, Site Replication Service (SRS)

To be able to back up transaction logs, disable Circular Logging on the Microsoft
Exchange Server.

Installation procedure

Install the following Data Protector software components:

* HP StorageWorks EVA SMI-S Agent on both the application and backup
systems

* MS Exchange Integration - on the application system only

HP StorageWorks EVA integration with MS SQL

Prerequisite

Microsoft SQL Server has to be installed on the application system. User databases
must reside on the disk array source volumes, while system databases can be installed
anywhere. However, if the system databases are also installed on the disk array,
they must be installed on different source volumes than user databases.

Installation procedure
Install the following Data Protector software components on both the application and
the backup systems:
* HP StorageWorks EVA SMI-S Agent on both the application and backup
systems
°* MS SQL Integration

IAP clients

The Data Protector integration with HP Integrated Archive Platform (IAP) provides the
data backup directly to the IAP appliance. This solution takes advantage of the
powerful IAP capabilities, such as the ability of holding many terabytes of data,
eliminating redundancies in the stored data, advanced search tools and reliable and
fast single file point-in-time restores.

To integrate |AP with Data Protector, install the following Data Protector software
components on the client system:
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IAP Disk Agent Extension
IAP Deduplication Agent

Prerequisites

Before starting the installation, perform the following steps on the IAP:

1.

Set up the Domain Account Synchronization (DAS) to connect the IAP to Microsoft
Active Directory. Import to the IAP a subset of domain users who will then be
able to access the IAP. For detailed information, see the HP File Gateway and
the IAP documentation.

Add the user who will run IAP backups to the application users group on the
IAP:

/opt/fg/fgcreate appuser account name [-d | --description
description] password

To verity if a particular user is part of the application users group, run:
/opt/fg/fglist appusers

Register the system to be used for backups. For Data Protector backups, this is
done by importing the IAP Server to the cell. Before this is done, the IAP must
have a registration rule, which is a pattern that needs to match to the system
registered. To do this, execute:

/opt/fg/fgcreate regrule rule name [-h | --hostdns
dns-regex] [-n | --network network address]
iap domain name, for exomple:

/opt/fg/fgcreate regrule testRule -h test.*\.mydomain\.com$
iap

The above example allows to register the systems with the names starting with
test and located in mydomain . com. The system is registered and the AIP assigns
a client ID to it. If the system is not registered, backups using Data Protector will
fail. To verify that the registration rule is created, run:

/opt/fg/fglist regrules

For further information, see the HP File Gateway user guide.

In addition, upload the certificate for accessing the IAP appliance to the Cell Manager
and import at least one IAP Server to the Data Protector cell.
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VLS automigration clients

The Data Protector media copy functionality allows you to copy media after performing
a backup. The integration with the HP StorageWorks Virtual Library System (VLS)
enhances this functionality by providing a solution that combines the internal VLS
copy capabilities with the Data Protector media management and monitoring
functionality.

To infegrate Data Protector with VLS automigration to perform smart media copying,
install the VLS Automigration Data Protector software component.

Prerequisites
Perform the following steps:

1. Configure the VLS virtual storage as required using the Command View VLS.
See the VLS documentation for more information.

2. Connect one or more physical tape libraries to the VLS.

3. Import the VLS client to the Data Protector cell.

Installing localized Data Protector user interface

Data Protector A.06.10 provides a localized Data Protector user interface on
Windows and UNIX systems. This consists of the localized Data Protector GUI and
CLl. Localized online Help and printed documentation is also provided. For more
information on which Data Protector manuals are localized, refer to the HP Data
Protector product announcements, software notes, and references.

B NOTE:

By default, during the Data Protector installation, the English language support is installed.
When you install an additional language support, the localized Data Protector user
interface is started according to the locale environment set on the system.
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Installing localized Data Protector user interface on Windows systems

Local installation

To install the localized Data Protector user interface on Windows systems, select the
appropriate language support (French or Japanese) in the Custom Setup page of the
Setup wizard, as shown on Figure 24 on page 190.

For the local installation procedure, refer to “Installing the Data Protector Cell Manager
(CM) and Installation Server(s) (IS)” on page 46.
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Figure 24 Selecting language support at setup

Remote installation

When distributing the Data Protector language support remotely using the Installation
Server, select the appropriate language support in the Component Selection page of
the Add Components wizard, as shown on Figure 25 on page 191.

For the procedure on how to remotely add the Data Protector software components
to clients, refer to “Remote installation of Data Protector clients” on page 81.

190

Installing Data Protector on your network



po Add Components - HP Data Protector Manager ) ] B

| Ele Edit Wiew Actions Help
“EIients 'IJE°| ,; | 7 |J Q£Ei§‘|@
E-£7] Data Protector Cell ) )
E@ Clierts E} Select one or more available components that you want ko install.
Check the box to indicate that you want to configure clients
maestral hermes.: independently.
7 Irstallation Servers
@ M5 Clusters
_"4 Components
Component | ergion | ;I
O Infarmix Integration A.06.00
O Lotus Integration A.06.00
O DE2 Integration A.06.00
[ HP Openiview MMM Backup Integration  4.06.00
O Ms volume Shadow Copy Integration 406,00
[ EMC Symmetrix Agent A.06.00
O sutomatic Disaster Recovery Moduls A.06.00
Japaneze Language Support A.06.00
O French Language Suppoart A.06.00 =
™ | want to customize these options for client spstems independently
il—l LI < Back | dEwt | Finizh I Lancel
M H 4 b M |Add Components =i
[ @ maestral hermes i

Figure 25 Installing language support remotely

Installing localized Data Protector user interface on UNIX systems

Local installation

You can install the Japanese or French language support locally only on a Data
Protector client using the omnisetup.sh command. Specify the jpn_1sor fra 1s
software components depending on the language support you need. For the detailed
procedure, refer to “Local installation of UNIX clients” on page 149.

If you are using the swinstall, pkgadd, or rpm utility to install the Data Protector
Cell Manager or Installation Server, you can only install the English language support.
If you want the localized Data Protector user interface to reside on the same system
with the Cell Manager or Installation Server, you need to install the additional
language support remotely.

Remote installation

When distributing the Data Protector language support remotely using the Installation
Server, select the appropriate language support in the Component Selection page of
the Add Components wizard, as shown on Figure 25 on page 191.
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For the procedure on how to remotely add the Data Protector software components
to clients, refer to “Remote installation of Data Protector clients” on page 81.

Troubleshooting

If the English version of original Data Protector GUI is started after you installed a
different language support, verify the following:

1.

Check that the following files exist:

For French Language Support.

On Windows: Data Protector home\bin\OmniFra.dll
On HP-UX: /opt/omni/lib/nls/fr.is088591/omni.cat
On Solaris: /opt/omni/lib/nls/fr.I508859-1/omni.cat

For Japanese Language Support:

On Windows: Data Protector home\bin\OmniJpn.dll

On HPUX: /opt/omni/lib/nls/ja.eucdP/omni.cat and
/opt/omni/lib/nls/ja.SJIS/omni.cat
On Solaris: /opt/omni/lib/nls/ja.eucdP/omni.cat and
/opt/omni/lib/nls/ja.PCK/omni.cat

Check the locale environment settings on your system:

On Windows: In the Windows Control Panel, click Regional Options
and check that you have an appropriate language selected in locale and
language settings.

On UNIX: Run the following command to set the locale environment:
export LANG=lang locale

where 1ang represents the locale environment setting in the following format:
language[ territory].codeset.

For example, ja_JP.eucJdP, ja JP.SJIS, or ja_JP.PCK for Japanese
locale; and fr FR.1is5088591 for French locale. Note that the codeset part
of the LANG variable is required and must match the codeset part of the
corresponding directory name.

Installing the Data Protector Single Server Edition

The Single Server Edition (SSE) of Data Protector is designed for small environments
where backups run on only one device connected to a Cell Manager. It is available
for supported Windows and for HP-UX and Solaris platforms.
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To install the Cell Manager and (optionally) Installation Server, follow the instructions
in “Installing the Data Protector Cell Manager (CM) and Installation Server(s)
(IS)” on page 46.

Limitations

When considering the SSE license, be aware of the following limitations:

Limitations of SSE for Windows

SSE supports backups to only one device concurrently, connected to a single Cell
Manager.

One 10-slot DDS autochanger only is supported.

UNIX (also HP-UX) clients and servers are not supported. If a backup is attempted
to a UNIX machine, the session is aborted.

If a cell has a Windows Cell Manager, you can back up only Windows clients.
Backup to Novell Netware clients is not supported.

Adding extension products is not supported with SSE.
Clustering is not supported with SSE.
Disaster Recovery is not supported with SSE.

The number of Windows clients is not limited.

For supported devices, please refer to the HP Data Protector product announcements,
software notes, and references.

Limitations of SSE for HP-UX and Solaris

SSE supports backups to only one device concurrently, connected to a single Cell
Manager.

One 10-slot DDS autochanger only is supported.

On a UNIX Cell Manager, you cannot back up servers - only UNIX clients,
Windows clients, Solaris clients, and Novell NetWare clients.

Adding extension products is not supported with SSE.
Clustering is not supported with SSE.

The number of clients (UNIX, Windows) is not limited.

For supported devices, please refer to the HP Data Protector product announcements,
software notes, and references.
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Installing a password

For the step-by-step instructions on how to install a password on the Cell Manager,
refer to “Data Protector passwords” on page 330.

Installing Data Protector web reporting

Data Protector Web Reporting is installed with other Data Protector components by
default, and as such, you can use it locally from your system.

You can also install it on a Web server and in that way make it available on other
systems which do not need to have any of the Data Protector software components
installed.

Prerequisites

To use Data Protector Web Reporting on your system, refer to the HP Data Protector
product announcements, software notes, and references for prerequisites and
limitations.

Installation
To install Data Protector Web Reporting to a Web server, do the following:

1. Copy the following Data Protector Java reporting files to the server. The server
does not have to be a Data Protector client.

*  On Windows systems with the Data Protector user interface installed, the
files are located in the following directory:
Data Protector home\java\bin

*  On a UNIX system with the Data Protector user interface installed, the files
are located in the following directory:
/opt/omni/java/bin

2. Open the WebReporting.html file in your browser to access the Data Protector

Web Reporting.

You must make the file available to the users of the Web reporting in the full
URL form. For example, you can put a link to this file from your Intranet site.
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¥ TIP:
By default, no password is needed to use Data Protector Web Reporting. You can provide

one and in that way restrict the access to the Web reporting. For the procedure, refer to
the online Help index: “Web reports, limiting access to”.

What's next?

When the installation has been completed, refer to the online Help index: “Web
reporting interface, configuring notifications” for more information on configuration
issues and creating your own reports.

Installing Data Protector on MC/ServiceGuard

Data Protector supports MC/ServiceGuard (MC/SG) for HP-UX and Linux. For details
on supported operating system versions, refer to the HP Data Protector product
announcements, software notes, and references.

If your Cell Manager is to be cluster-aware, note that the virtual server IP address
should be used for licenses.

Installing a cluster-aware Cell Manager

Prerequisites

Before you install a Data Protector Cell Manager on MC/ServiceGuard, check the
following:

* Decide which systems are going to be the Primary Cell Manager and the
Secondary Cell Manager(s). All of them must have MC/ServiceGuard installed
and must be configured as cluster members.

* Data Protector Cell Manager, with recommended patches, and all other Data
Protector software components for the integrations you want to have in the cluster,
must be installed on the Primary node and each of the Secondary nodes.

The installation procedure is standard procedure for installing the Cell Manager
system. See the “Installing the Data Protector Cell Manager (CM) and Installation
Server(s) (IS)” on page 46.
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What's next?

When the installation has been completed, you must configure the installed Primary
Cell Manager and the Secondary Cell Manager(s), and the Cell Manager package.
Refer to the online Help index: “cluster, MC/ServiceGuard” for more information on
configuring MC/ServiceGuard with Data Protector.

Installing a cluster-aware client

i¥ IMPORTANT:

The Data Protector cluster-aware clients must be installed on all the cluster nodes.

The installation procedure is standard procedure for installing Data Protector on an
UNIX client. Refer to “Installing HP-UX clients” on page 97 and “Installing Linux
clients” on page 107 for detailed instructions.

What's next?

When the installation has been completed, you must import the virtual server (the
hostname specified in the cluster package) to the Data Protector cell. See “Importing
a cluster-aware client to a cell ” on page 216.

Refer to the online Help index: “configuration” for more information on how to
configure backup devices, media pools, or any additional Data Protector configuration
tasks.

Installing Data Protector on Microsoft Cluster Server

For supported operating systems for Microsoft Cluster Server integration, see the
http://www.hp.com/support/manuals.

If your Cell Manager is to be cluster-aware, note that the virtual server IP address
should be used for licenses.

Installing a cluster-aware Cell Manager

Prerequisites

Before you install the cluster-aware Cell Manager, make sure that you do not have
resources with the following names on the cluster:
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[7-14‘9

OBVS_MCRS, OBVS_VELOCIS, OmniBack Share

If they exist and you are performing a new installation (not an upgrade), delete or
rename these resources, because Data Protector uses those names for the Data
Protector virtual server.

This can be done as follows:
1. Click Start > Programs >Administrative Tools > Cluster Administrator.

2. Check the resource list and delete or rename these resources, if necessary.

To properly install and configure Data Protector in a Microsoft Cluster Server
environment, you must provide a domain account with the appropriate user rights:
*  Administrator rights on the Cell Manager

*  Cluster Administrator rights within the cluster

* Password Never Expires

* Llogon as a service

* User Cannot Change Password

* Al logon hours are allowed

NOTE:

When you are installing a Data Protector Cell Manager as cluster-aware in a Microsoft
Cluster environment, the Data Protector User Account must be a domain user account,
which has all of the above mentioned user rights.

- TIP:

An account with administrator rights on all the cluster systems is required for a Cluster
Server installation. It is recommended that you use this account to install Data Protector
as well. Invalid user rights may result in Data Protector services running in the standard,
instead of the cluster-aware, mode.

Before you start installing the Cell Manager software on a cluster, check the
requirements:

* A cluster must be installed properly with all of its functionality. For example, you
must be able to move groups from one to another node as many times as needed,
with no problems with shared disk(s).
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If you start the cluster-aware Cell Manager installation from a network share you
must have access to this share from all cluster nodes.

At least one group in the cluster should have a file cluster resource defined. Data
Protector will install some of its data files in this file cluster resource under a specific

folder.

On Windows Server 2008, data files are installed on the File Server resource
under the shared folder selected by the user at installation.

On other Windows systems, data files are installed on the Fi1e Share resource
under the folder specified when the file cluster resource was created.

Refer to the cluster-specific documentation to define a file cluster resource. Note
that the file share name of the file cluster resource cannot be OmniBack.

If the virtual server does not exist in the same group as the file cluster resource,
create a new virtual server using a free registered IP address and associating a
network name with it.

The file cluster resource where Data Protector is to be installed must have the IP
Address, Network Name, and Physical Disk set among the file cluster resource

dependencies. This ensures that the Data Protector cluster group can run on any
node independently of any other group.

Ensure that only the cluster administrator has access to the file cluster resource
shared folder and that he has full access to it.

Setup must be started under the cluster service account on the system (node) where
the file cluster resource is active, so that the file cluster resource shared folder can
be directly accessed. The resource owner (the system where the resource is active)
can be determined using the Cluster Administrator.

Each system of the cluster should be up and running properly.

If a system in the cluster has the Data Protector software installed as
non-cluster-aware, you need to uninstall it prior to the setup. The upgrade option
is supported only if the previously installed Data Protector software is the Cell
Manager, installed in cluster-aware mode.

Data Protector will be installed on the same location (drive and pathname) on all
cluster nodes. Ensure that these locations are free.

Ensure no other Microsoft Installer-based installations are running on other cluster
nodes.

Local installation
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The Data Protector cluster-aware Cell Manager software must be installed locally,
from the DVD-ROM. This can be done as follows:
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Insert the Windows installation DVD-ROM.

On Windows Server 2008, the User Account Control dialog is displayed. Click
Continue to proceed with the installation.

In the HP Data Protector window, select Install Data Protector to start the Data
Protector Setup Wizard.

Follow the Setup Wizard and carefully read the license agreement. Click Next
to continue, if you accept the terms of the agreement.
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4. |In the Installation Type page, select Cell Manager and then click Next to install
Data Protector Cell Manager software.

i'.;' HP Data Protector A.06.10 - Setup Wizard

Installation type

Choose installation type,

Figure 26 Selecting the installation type
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5. Setup automatically detects that it is running in a cluster environment. Select
Install cluster-aware Cell Manager to enable a cluster setup.

Select the cluster group, the virtual hostname, and the file cluster resource on
which Data Protector shared files and the database will reside.

B NOTE:

If you select Install Cell Manager on this node only, the Cell Manager will
not be cluster aware. Refer to “Installing a Windows Cell
Manager” on page 55.

i HP Data Protector A_06.10 - Setup Wizard
Cell Manager cluster resource ﬁ .
Installation is running on the cluster node. Please select the appropriate cluster (F]
group and file share resource.

= Install Cell Manager on this node only
% Install cluster-aware Cell Manager
—Cluster group and resources

Cluster group

[ata Protectar

File Server resource ‘irtual name For the Cell Manager

DPIMNST-4

[rata Hratector

.
06 )01 25 <gack [ mear | conce |

Figure 27 Selecting the cluster resource on Windows Server 2008
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i HP Data Protector A.06.10 - Setup Wizard 3
Cell Manager cluster resource ﬁ .
Installation is running on the cluster node. Please select the appropriate cluster (F]
group and file share resource,

" Install Cell Manager on this node only
% Install cluster-aware Cell Manager
—Cluster group and resources

f Share resource For configuration files

Wirtual name For Cell Manager

SAR 14

[rata Protectar

g
75,006, 100, /5400 256t <gack | mes | cancel |

Figure 28 Selecting the cluster resource on other Windows systems

6. Enter the username and password for the account that will be used to start Data
Protector services.

i'é‘- HFP Data Protector A.0610 - Setup Wizard (%]

Account information ﬁ B
Specify account information For cluster-aware Cell Manager services, (F]

Username ‘Wwhen Cell Manager is running in the
|IPR'|,administrat0r cluster-aware mode, the CRS (Cell Request
Server) and Inet services are running under a
Password user account {as opposed to LocalSystem
account normally used For services), Refer ko
Data Protector Installation and Licensing Guide
for details on requirements on this account,

Enter the username in one of the forms:
domainiuser
user@domain

L&t Pratestor

p
5,006, 100, 55400 255t <pack | mets | cancel |

Figure 29 Entering the account information
7. Click Next to install Data Protector on the default folder.

Otherwise, click Change to open the Change Current Destination Folder window
and enter a new path.
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8. In the Component Selection window, select the components you want to install
on all cluster nodes and cluster virtual servers. Click Next.

The MS Cluster Support files are installed automatically.

The selected components will be installed on all the cluster nodes.

i'é‘- HP Data Protector A.06.10 - Setup Wizard

Component Selection

Select the program Features you want installed,

A

bl

X
4

KX KX XXX
IREEERERERERE

K
“

4

= - | Installation Server
Inkegrations

--------- ¥ v' Java GUI Client ;I

M35 S0L Integration

M5 Exchange Integration

Informix Integration

Oracle Integration

SAP RJ3 Integration

SAP DB Integration

Sybase Integration

Lokus Inkegration

HP Metwork Mode Manager Inkegr:

HP Storaneihinrks 0 nnﬂni' _ILI
»

[rata Protestar

e ature [escrpticn

Allows Data Protector ko back up
and restore data on this system,

This feature requires 6304KE on
wour hard drive, It has 0 of 1
subfeatures selected, The
subfeatures require OKE on your

hard drive.
Space |

A e LI, S B BatE

< Back

I Mext = I Cancel |

Figure 30 Component selection page

9. The component selection summary page is displayed. Click Install.
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10. The Installation setup page is displayed. Click Next.

Installation status (ﬁ].

3 Client successfully imported to the cell san03.e2007test |
(3 Cluster san0B.e2007test successfully imported.

() Installation on node BESPIN has finished successfully,
@ Service Data Protector Inet started,

< |
[rata Protectar

o
5,05, L0550 236 < Bark | Mext > I Cancel |

Figure 31 Installation status page

11. To start Data Protector immediately after install, select Start the Data Protector
Manager.

To view the HP Data Protector product announcements, software notes, and
references, select Open the Product Announcements.

To install or upgrade the HP AutoPass utility, select the Start AutoPass installation
or the Upgrade AutoPass installation option.

It is not recommended to install the HP AutoPass utility in Microsoft Cluster,
because it will be installed only on the node used for the installation. If you did
install AutoPass, you must uninstall Data Protector from the same node on which
it was installed, when you decide to remove Data Protector from the system.

On Windows 2000 and 2003 x64, Windows Vista x64, and Windows Server
2008 x64, AutoPass is not installed.

Click Finish to complete the installation.
Checking the installation

When the setup procedure has been completed, you can check whether or not the
Data Protector software has been properly installed. Proceed as follows:
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1. Check if the Cluster service account is assigned to the Data Protector ITnet
service on each cluster node. Make sure the same user is also added to the Data
Protector admin user group. The logon account type should be set to This
account as shown in Figure 32 on page 205 and .

Data Protector Inet Properties [Local Computer) K E3
General LogOn | Hecoveryl Dependenciesl

Log on az

" Local System account
I | el service bointerant with deskion

& This account: I<useraccounl{> Browse... |

Password: I

Confirm password: I

*f'ou can enable or dizable thiz service for the hardware profiles listed below:

Hardware Frafile | Service |
Frafile 1 Enabled
Ercile || Disable |

QK I Cancel | Apply |

Figure 32 Data Protector user account

2. Swifch to the Data Protector home\bin directory and run the following
command:

omnirsh host INFO_ CLUS

where host is the name of the cluster virtual server (case-sensitive). The output
should list the names of the systems within the cluster and the name of virtual
server. If the output returns 0 “NONE”, Data Protector is not installed in the
cluster-aware mode.

3. Start the Data Protector GUI, select the Clients context, and then click MS Clusters.
You should see the newly installed systems listed in the Results Area.

Data Protector Inet and CRS services

If needed, change the accounts under which the Data Protector Inet and CRS services
are running.
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Installing cluster-aware clients

Prerequisites

Before you install a cluster-aware Data Protector client, the following prerequisites
must be fulfilled:

* A cluster must be installed properly with all of its functionality on all cluster nodes.
For example, you must be able to move groups from one to another node as
many times as needed, with no problems with shared disk(s).

* Each system of the cluster should be up and running properly.

Local installation
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The Data Protector cluster-aware clients must be installed locally, from the DVD-ROM,
on each cluster node. The cluster nodes (Data Protector cluster clients) are imported
to the specified cell during the installation process. You will need then to import the
virtual server name.

The cluster Administrator account is required to perform the installation. Apart from
that, the cluster client setup is the same as for the ordinary Windows client setup.
The MS Cluster Support files are installed automatically.

See “Installing Windows clients” on page 90 for information on how to locally install
a Data Protector Windows client system.

The Data Protector installation reports that a cluster was detected. Select Install client
in cluster-aware mode.
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i'é‘- HP Data Protector A.06.10 - Setup Wizard

Cluster detected (ﬁp]'

Data Protector Setup is running on the cluster node,

Data Protector Client can be installed in the cluster-aware mode. IF client will be installed
in cluster-aware mode the M3 Cluster Support component will be installed additionally.

€ Install Client in non cluster-aware mods
+ Install Client in cluster-aware mode:

[rata Protestar
B e L B2 B 6
- < Back | Mexk = | Cancel |

Figure 33 Selecting cluster-aware installation mode

If you are installing the Data Protector Oracle integration, the setup procedure must

be performed on all cluster nodes and on the virtual server of the Oracle resource

group.

B NOTE:

You can import a cluster-aware client to the Data Protector cell that is managed using

either the standard Cell Manager or the cluster-aware Cell Manager.

Checking the installation

When the setup procedure has been completed, you can check whether or not the

Data Protector software has been properly installed. Proceed as follows:
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1. Check if the Cluster service account is assigned to the Data Protector ITnet
service on each cluster node. Make sure the same user is also added to the Data
Protector admin user group. The logon account type should be set to This account
as shown in Figure 34 on page 208.

Data Protector Inet Properties [Local Computer) K E3
General LogOn | Hecoveryl Dependenciesl
Log on az

" Local System account

I | el service bointerant with deskion

% Thiz account: I<useraccounl{> Browse... |

Password: I

Confirm password: I

*f'ou can enable or dizable thiz service for the hardware profiles listed below:

Hardware Frafile | Service |
Frafile 1 Enabled
Ercile || Disable |

QK I Cancel | Apply |

Figure 34 Data Protector user account
2. Switch to the Data Protector home\bin directory.
3. Run the following command:

omnirsh host INFO CLUS

where host is the name of the cluster client system. The output should return the
name of the cluster-aware client system. If the output returns 0 “NONE”, Data
Protector is not installed in the cluster-aware mode.

Veritas Volume Manager

If you have Veritas Volume Manager installed on the cluster, additional steps are
required after you have completed the installation of Data Protector on Microsoft
Cluster Server. See “Installing Data Protector on Microsoft Cluster with Veritas Volume
Manager” on page 454, for the additional steps to be performed.
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What's next?

When the installation has been completed, you must import the virtual server hostname
(cluster-aware application) to the Data Protector cell. See “Importing a cluster-aware
client to a cell ” on page 216.

Refer to the online Help index: “configuring” for more information on how to configure
backup devices, media pools, or any additional Data Protector configuration tasks.
Changing the Inet and CRS accounts

If needed, change the accounts under which the Data Protector Inet and CRS services
are running.

Installing Data Protector clients on a Veritas Cluster

Data Protector clients can be installed on Veritas Cluster nodes, with a Cell Manager
outside of the cluster. Using this configuration, backup of the local disks is supported.

Note that if you want to back up shared disks or cluster-aware applications, the
virtual server IP address should be used for licenses.

¥ IMPORTANT:

For Data Protector, cluster-aware backups with failover are not supported.

Installing a Client

The installation procedure is standard procedure for installing Data Protector on a

Solaris client system. Refer to “Installing Solaris clients” on page 100 for detailed
instructions.

What's next?

When the installation has been completed:

If you want to back up the virtual server, you must import it info the cell.

If you want to back up the physical nodes, you must also import them into the
cell.

See “Importing a cluster-aware client fo a cell ” on page 216.Refer to the online Help
index: “configuring” for more information on how to configure backup devices, media
pools, or any additional Data Protector configuration tasks.
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Installing Data Protector clients on a Novell NetWare
Cluster

Data Protector clients can be installed on Novell NetWare Cluster Services cluster
nodes, with a Cell Manager outside of the cluster. Using this configuration, backup
of local disks is supported, as well as backup of shared cluster pools via the virtual
server. For supported operating systems for Novell NetWare Cluster refer to the HP
Data Protector product announcements, software notes, and references.

Note that if you want to back up shared disks or cluster-aware applications, the
virtual server IP address should be used for licenses.

¥ IMPORTANT:

Cluster-aware backups with failover are not supported. In case of failover, backup or
restore sessions have fo be restarted manually.

Backup devices should be configured on cluster nodes and not on the virtual server,
because cluster nodes control the devices.

Installing a client

Before installation

Example
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Before installing Data Protector clients on Novell NetWare Cluster Services cluster
nodes, it is recommended that you edit unload scripts for every virtual server in the
cluster so that the secondary IP address remains active during the migration of the
virtual server to another node. You can edit the unload scripts using the Novell’s
Console One utility or NetWare Remote Manager as described in the Novell NetWare
documentation.

The default unload script for every virtual server is:

del secondary ipaddress 10.81.1.173

CLUSTER CVSBIND DEL TREENW6 CLUSTER FIRST SERVER 10.81.1.173
NUDP DEL TREENW6 CLUSTER FIRST SERVER 10.81.1.173

nss /pooldeactivate=FIRST /overridetype=question

The modified unload script for every virtual server is:
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nss /pooldeactivate=FIRST /overridetype=question

del secondary ipaddress 10.81.1.173

CLUSTER CVSBIND DEL TREENW6 CLUSTER FIRST SERVER 10.81.1.173
NUDP DEL TREENW6 CLUSTER FIRST SERVER 10.81.1.173

The modified unload script will first dismount and deactivate all cluster shared pools
on the virtual server, and only then will delete the secondary IP address. This means
that the secondary IP address will remain active during the migration.

To activate the modified unload script, put the virtual server offline and then back
online on the preferred node.

Editing the smsrun.bas script

After you have edited the unload script(s), you have to edit the smsrun.bas script
to include loading of the Tsa600.NLM module (or TSAFS . NLM - depending on
which module you are using) with the appropriate parameter which disables support
for the cluster. For more information, refer to the Novell Support Knowledge database
for “Known Backup/Restore Issues for NetWare 6.x".

Perform the following steps to edit the smsrun.bas script:

1. Change the write protection for the SYS:NSN/user/smsrun.bas script from
read only to read/write and open it in a standard console editor.

2. Changethe nlmArray = Array(“SMDR”, “TSA600”, “TSAPROXY”) (or
nlmArray = Array (“SMDR”, “TSAFS /NoCluster”))lineinthe Sub
Main () section to:

* nlmArray = Array(“SMDR”, “TSA600 /cluster=off”,
“TSAPROXY”) if you have TSA600 installed.

* nlmArray = Array (“SMDR”, “TSAFS /NoCluster”)ifyouhove
TSAFS installed.

Save the changes.
3. At the file server console, type SMSSTOP.

4. At the file server console, type SMSSTART.

Cluster shared volumes are now seen by the TSA600.NLM (TSAFS.NLM) module.

Installation

The installation procedure is the standard procedure for local installation of Data
Protector on a Novell Netware client. Refer to “Local installation of the Novell
NetWare clients” on page 131 for detailed instructions.
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What's next?

When the installation has been completed:

* If you want to back up the physical nodes, you must also import them into the
cell.

¢ If you want to back up the virtual server (shared cluster volumes), you must import
it into the cell.

See “Importing a cluster-aware client fo a cell ” on page 216.Refer to the online Help
index: “configuring” for more information on how to configure backup devices, media
pools, or any additional Data Protector configuration tasks.

Installing Data Protector on IBM HACMP Cluster

Data Protector supports IBM High Availability Cluster Multi-processing for AIX.

¥ IMPORTANT:

Install the Data Protector Disk Agent component on all the cluster nodes.

Installing cluster-aware clients

To install Data Protector components on a cluster node, use the standard procedure
for installing Data Protector on UNIX systems. For details, see Local installation of
UNIX clients or Remote installation of Data Protector clients.

What's next?

After the installation, import the cluster nodes and the virtual server (virtual environment
package IP address) to the Data Protector cell. See “Importing a clusteraware client
to a cell " on page 216.

For information on how to configure backup devices, media pools, or any additional
Data Protector configuration tasks, see the online Help index: “configuration”.
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3 Maintaining the installation

In this chapter

This chapter describes the procedures most frequently performed to modify the
configuration of your backup environment. The following sections provide information
about:

How to import clients to a cell using the graphical user interface. Refer to
“Importing clients to a cell ” on page 213.

How to import an Installation Server to a cell using the graphical user interface.
Refer to “Importing an installation server to a cell ” on page 216.

How to import clusters/virtual servers using the graphical user interface. Refer to
“Importing a cluster-aware client to a cell ” on page 216.

How to export clients using the graphical user interface. Refer to “Uninstalling
Data Protector software” on page 238.

How to ensure security using the graphical user interface. Refer to “Security
considerations” on page 222.

How to verify which Data Protector patches are installed. Refer to “Verifying which
Data Protector patches are installed” on page 235.

How to uninstall the Data Protector software. Refer to “Uninstalling Data Protector
software” on page 238.

How to add or remove Data Protector software components. Refer to “Changing
Data Protector software components” on page 251.

Importing clients to a cell

When you distribute Data Protector software to clients using the Installation Server,
the client systems are automatically added to the cell. As soon as the remote
installation has finished, the client becomes a member of the cell.
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When to import?

Some of the clients, such as Novell NetWare, HP OpenVMS, and Windows XP Home
Edition, must be imported to the cell after the installation. Importing means manually
adding a computer to a cell after the Data Protector software has been installed.
When added to a Data Protector cell, the system becomes a Data Protector client.
Once the system is a member of the cell, information about the new client is written
to the IDB, which is located on the Cell Manager.

A client can only be a member of one cell. If you wish to move a client to a different
cell, you first export it from its current cell and then import it to the new cell. For the
procedure on how to export clients, refer to “Exporting clients from a cell” on page 219.

B NOTE:

Before importing an IAP Server, make sure you have added a certificate file for accessing
the IAP appliance to the Cell Manager. For a detailed procedure, see the online Help
index: “adding, IAP certificates”.

i¥ IMPORTANT:

After you have installed Data Protector clients and imported them to a cell, it is highly
recommended fo protect the clients from access by unwanted cell authorities. Refer to
“Securing clients” on page 225.

How to import?
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You import a client system using the graphical user interface by performing the
following steps:

1. In the Context List, click Clients.
2. In the Scoping Pane, right-click Clients and click Import Client.

Maintaining the installation



3. Type the name of the client or browse the network to select the client (on
Windows GUI only) you want to import. See Figure 35 on page 215.

p2 Import Host - HP Data Protector Manager 1 ] B
| File Edit View Actions Help
JIEED ElECEEEER R
= D ata Protector Cell
?@ [lzitis Import Client
> a7 =1
dgl' smo.wm Type or select the client that you want ta import. Select the twpe of the
nstallation Servers client you want to impart,
@ M5 Clusters These type can be a Data Protector Client, a Virtual Host indicating a

second hosthame for an allready existing host, NDMP Server if you want to
impart a MDMP client, |4P Server, WLS Device.

Mame Ismopc‘l 7

Tvpe D ata Protector Client j

D ata Protector Client
H “irtual Host
- ClearCase DINDMP Server
_"4 Microzaft LD oy

o Web Cliert M

LI—I LI < Back | dEwt | Finizh I LCancel

ﬁ. Obijects I w

[ | smowind? 4

Figure 35 Importing a client to the cell

If you are importing a client configured with multiple LAN cards, select the Virtual
Host option. With this option you must import all names of the same system.

If you are importing an NDMP client, select the NDMP Server option and click
Next. Specify the information about the NDMP Server.

If you are importing an HP OpenVMS client, type the TCP/IP name of the
OpenVMS client in the Name text box.

If you are importing an IAP Server, select the IAP Server option and click Next.
Specify the information about the IAP Server.

If you are importing a VLS device, select the VLS Device option and click Next.
Specify the information about the VLS device.

Click Finish to import the client.

The name of the imported client is displayed in the Results Area.
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Importing an installation server to a cell

When to add?

An Installation Server must be added to a cell in the following circumstances:

If it is installed as an independent UNIX Installation Server, i.e., it is not installed
on a Cell Manager.

In this case, it will not be possible to remotely (push) install any clients within a
cell until the Installation Server has been added to that cell.

If it is installed on a Cell Manager, but you also want to use it to perform remote
installations in another cell. It must then be added to the other cell (using the GUI
connected fo the Cell Manager of the other cell).

Unlike a client, an Installation Server can be a member of more than one cell.
Therefore it does not have to be deleted (exported) from one cell before it can be
added (imported) to another cell.

How to add?

The process for importing an Installation Server is similar to that for importing a client.
The task is performed using the Data Protector GUI (connected to the Cell Manager
of the cell to which the Installation Server is to be added) by performing the following

steps:

1. In the Context list, click Clients.

2. In the Scoping Pane, right-click Installation Servers, and then click Import
Installation Server to start the wizard. See Figure 35 on page 215.

3. Enter or select the name of the system that you want to import. Click Finish to

import the Installation Server.

Importing a cluster-aware client to a cell

After you have locally installed the Data Protector software on a cluster-aware client,
import the virtual server representing the cluster-aware client to the Data Protector
cell.

Prerequisites
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Data Protector must be installed on all cluster nodes.
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*  All cluster packages must be running within the cluster.

Microsoft Cluster Server

To import a Microsoft Cluster Server client to the Data Protector cell, proceed as

follows:

1. In the Data Protector , switch to the Clients context.

2. In the scoping pane, right-click MS Clusters and click Import Cluster.

3. Type the name of the virtual server representing the cluster client to be imported
or browse the network to select the virtual server. See Figure 36 on page 217 .

g2 Import Cluster - HP Data Protector Manager M=]E3
| File Edit Wiew Actions Help
JIEIients VIJE°| = = |? Jgig‘;‘éﬂ@
Eﬁ [ ata Protector Cell
@ Clierts Import Cluster
07 Installation Servers == ;
Type or select the clugter that pou want to import,
@ M5 Clusters
Mame ||
_"4 ClearCaze Dynamic Views
o Hummingbird MFS
_"4 Microsoft Teminal Services
_"4 Microsoft Windows Metwark
_"4 ‘wheh Client Metwork.
< Back | dEwt | Eirrsty | Lancel I
ﬁ. Objects I W4 B W[ Import Cluster |
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Figure 36 Importing a Microsoft Cluster Server client to a cell

4. Click Finish to import the cluster client.

9 TIP:

To import a specific cluster node or a virtual server, right click its cluster in the Scoping
Pane and click Import Cluster Node or Import Cluster Virtual Server.
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Other clusters

Tru64 Cluster prerequisites
Before importing cluster hostnames, make sure that:

e Data Protector is installed on the shared disk in the cluster
* All Trué64 Cluster nodes are running within the Trué64 Cluster

* Data Protector inetd process is running on each node

Procedure

To import a MC/ServiceGuard, Veritas, Tru64 Cluster, IBM HACMP Cluster or Novell

NetWare Cluster Services client to the Data Protector cell, proceed as follows:
1. In the Data Protector Manager, switch to the Clients context.
2. In the Scoping Pane, right-click Clients and click Import Client.

3. Type the hostname of the virtual server as specified in the application cluster
package, or browse the network to select the virtual server (on Windows GUI
only) you want to import.

Select the Virtual Host option to indicate that this is a cluster virtual server. See
Figure 37 on page 219.

4. Click Finish to import the virtual server.
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Figure 37 Importing a MC/ServiceGuard, Veritas, or Novell NetWare
Cluster Services client to a cell

¥ TIP:
To configure backups of data on the local disks of the cluster nodes, you need to import

the cluster nodes representing the Data Protector clients. For the procedure, see “Importing
clients to a cell ” on page 213.

Exporting clients from a cell

Exporting a client from a Data Protector cell means removing its references from the
IDB on the Cell Manager without uninstalling the software from the client. This can
be done using the Data Protector GUI.

You may want to use the export functionality if you:

*  Want to move a client to another cell

* Want to remove a client from the Data Protector cell configuration which is no
longer part of the network

*  Want fo fix problems caused by insufficient licenses
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By exporting a client from a cell, the license becomes available to some other
system.

Prerequisites
Before you export a client, check the following:

* All the occurrences of the client have been removed from backup specifications.
Otherwise, Data Protector will try to back up unknown clients and this part of the
backup specification will fail. Refer to online Help index: “modifying, backup
specification” for instructions on how to modify backup specifications.

* The client does not have any connected and configured backup devices. Once
the system is exported, Data Protector can no longer use its backup devices in
the original cell.

How to export?

You export a client using the Data Protector GUI by performing these steps:

1.  In the Context list, click Clients.
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2. In the Scoping Pane, click Clients, right-click the client system that you want to
export, and then click Delete. See Figure 38 on page 221.
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Figure 38 Exporting a client system

3. You will be asked if you want to uninstall Data Protector software as well. Click
No to export the client, and then click Finish.

The client will be removed from the list in the Results Area.

B NOTE:

You cannot export or delete a Data Protector client if the Cell Manager is installed on
the same system as the client you would like to export. However, you can export the
clients from systems where only the client and Installation Server are installed. In this
case, Installation Server is also removed from the cell.

Microsoft Cluster Server clients

To export a Microsoft Cluster Server client from the Data Protector cell, proceed as
follows:

1. In the Context list, click Clients.
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2. In the Scoping Pane, expand MS Clusters, right-click the cluster client that you
want to export, and then click Delete.

3. You are asked if you also want to uninstall the Data Protector software. Click
No to only export the cluster client.

The cluster client will be removed from the list in the Results Area.

9 TIP:

To export a specific cluster node or a virtual server, right-click the cluster node or virtual
server in the Scoping Pane and click Delete.

Security considerations

This section describes the security elements of Data Protector. It describes the advanced
settings that can be used to enhance the security of Data Protector with prerequisites
and considerations that have to be taken into account.

Since enhancing security in an entire environment requires additional effort, many
security features cannot be enabled by default.

The considerations described in this chapter apply not only when the security settings
are changed, but must also be followed when configuring new users, adding clients,
configuring Application Agents, or making any other changes these considerations
apply to. Any changes in the security settings can have cell-wide implications and
should be carefully planned.

Security layers

Security has to be planned, tested and implemented on different security-critical layers
to ensure the secure operation of Data Protector. Such layers are Data Protector
clients, Cell Manager and users. This section explains how to configure security on
each of these layers.

Client security
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Data Protector agents installed on clients in the cell provide numerous powerful
capabilities, like access to all the data on the system. It is important that these
capabilities are available only to the processes running on cell authorities (Cell
Manager and Installation Server), and that all other requests are rejected.
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Before securing clients, it is important to determine a list of trusted hosts. This list must
include:

*  Cell Manager
e Relevant Installation Servers

¢ For some clients also a list of clients that will access the robotics remotely.

¥ IMPORTANT:

The list must contain all possible hostnames (or IP addresses) where connections can
come from. Multiple hostnames may be needed if any of the above clients is multihomed
(has multiple network adapters and/or multiple IP addresses) or is a cluster.

If the DNS configuration in the cell is not uniform, additional considerations may apply.
For more information, refer to “Securing clients” on page 225.

While it may not always be necessary to secure each and every client in the cell, it
is important that the computers that other clients will trust are secured themselves:

¢ Cell Manager / MoM
* Installation Servers

* Media Agent (MA) clients.

B NOTE:

User interface clients do not need to be added o the list of trusted clients. Depending on
the user rights, you can either use the GUI to access the complete Data Protector
functionality or to access only specific contexts.

Data Protector users

Consider the following important aspects when configuring Data Protector users:

* Some user rights are very powerful. For example, the User configuration
and Clients configuration user rights enable the user to change the security
seftings. Restore to other clients user right is also very powerful,
especially if (but not only if) combined with either the Back up as root or
Restore as root user rights.

* Even less powerful user rights bear an inherent risk associated with them. Data
Protector can be configured to restrict certain user rights to reduce these risks.
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These settings are described later on in this chapter. See also “Start backup
specification user right” on page 233.

* Data Protector comes with only a few predefined user groups. It is recommended
to define specific groups for each type of user in the Data Protector environment
to minimize the set of rights assigned to them.

¢ The configuration of users is connected with user validation (see “Strict hosthame
checking” on page 231). Enhanced validation can be worthless without careful
user configuration and vice versa - even the most careful user configuration can
be worked around without the enhanced validation.

* ltis important that there are no “weak” user specifications in the Data Protector
user list.

B NOTE:

The host part of a user specification is the strong part (especially with the enhanced
validation), while user and group parts cannot be verified reliably. Any user with
powerful user rights should be configured for the specific client they will use for Data
Protector administration. If multiple clients are used, an entry should be added for
each client, rather than specifying such a user as user, group, <Any>. Non-trusted
users should not be allowed to log on to any of those systems.

See also the online Help index: “configuring, users” for details on configuring users.

Cell Manager security

Cell Manager security is important because the Cell Manager has access to all clients
and all data in the cell.

Security of the Cell Manager can be enhanced via the strict hostname checking
functionality. However, it is important that the Cell Manager is also secured as a
client and that Data Protector users are configured carefully. Refer to “Strict hostname
checking” on page 231 and “Securing clients” on page 225.

Other security aspects
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There are also some other security related aspects you should consider:

¢ Users should not have access to any of the trusted clients (Cell Manager,
Installation Servers, MA, and robotics clients). Even granting anonymous log on
or £tp access could introduce a serious risk to overall security.
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* Media and tape libraries (and the clients they are connected to) must be physically
protected from unauthorized or untrusted personnel.

*  During backup, restore, object or media copying, or object consolidation, data
is transferred via network. If sufficient separation from the untrusted network cannot
be achieved with network segmentation, use locally attached devices or a custom
encoding library. Note that after changing the encoding library, you should
perform a full backup.

Refer also to the HP Data Protector concepts guide for other security related aspects.

Securing clients

After you have installed Data Protector clients and imported them to a cell, it is highly
recommended fo protect the clients from access by unwanted clients.

Data Protector allows you to specify from which cell authorities (Cell Manager, MoM,
and Installation Servers) a client will accept requests on the Data Protector port 5555.
Consequently, other computers will not be able to access such a client. See also
“Client security” on page 222.
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B NOTE:

Clients that will access library robotics remotely should be added to the cell authorities
list for the library robotics clients.

For tasks like backup and restore, starting pre- or post-execution scripts, or importing
and exporting clients, the client checks whether the computer which triggers one of
these tasks via the Data Protector port (default 5555) is allowed to do so. This security
mechanism instructs the client to accept such actions only from the specified cell
authorities.

Consider exceptional situations

Before limiting the access to clients, consider the following circumstances which may
cause problems:

* A cell authority has several LAN cards and several IP addresses/client names.

* The Cell Manager is cluster-aware.

* A tape library has robotics configured on a separate (or dedicated) system.
Data Protector lets you specify not only one but a list of systems that are explicitly

authorized to connect as a cell authority to the client. To avoid failure, prepare in
advance such a list of all possible valid client names for alternate cell authorities.
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The list should include:

* All additional client names (for all LAN cards) of the cell authority.

*  Client names of all cluster nodes where the Cell Manager might failover, as well
as a cluster virtual server hostname.

* The target system name to which a cell authority will be moved in case of a total
hardware failure of the cell authority. This target system has to be defined in the
disaster recovery strategy.

*  For clients that are allowed to access a client that controls the robotics of a library,
all clients that use the drives of that library.

The concept of allowing and denying access can be applied to all systems with Data
Protector installed. For example, you can allow or deny access of Cell Managers to
clients, Cell Managers to Cell Managers, Installation Servers to clients, or clients to

clients.

B NOTE:
If an Installation Server residing on a system other than the Cell Manager is not added
to the list of allowed clients, it will not have access to a secured client. In this case, the
operations dependent on the Installation Server (such as checking installation, adding
components and removing clients) will fail. If you want these operations to be available
on the secured client, add the Installation Server to the list of allowed clients.

How to secure a client

To enable verification of a cell authority on the client side (secure a client), perform
the following steps in the Data Protector GUI:

1. In the Context List, click Clients.
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2.

In the Scoping Pane, expand Clients, right-click the client(s) you want to secure,
and click Secure. See Figure 39 on page 227.
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Figure 39 Securing a client
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3. Type the names of the systems that will be allowed to access the selected client(s)
or search for the systems using the Network or Search tabs. Click Add to add
each system to the list. See Figure 40 on page 228.
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Figure 40 Enabling security on selected client(s)

The Cell Manager is automatically provided with access and added to the list
of trusted clients. You cannot exclude the Cell Manager from the list.

4. Click Finish to add the selected systems to the allow hosts file.

What happens?

Clients will verify the source for each request from other clients and allow only those
requests received from clients selected in the Enable Security on selected client(s)
window. These clients are listed in the allow hosts file. If a request is denied, the
event is logged to the inet . log file in the following directory:

e On Windows Vista, Windows Server 2008:

Data Protector program data\log
*  On other Windows systems: Data Protector home\log
e On HP-UX, Solaris, and Linux: /var/opt/omni/log
*  On other UNIX systems: /usr/omni/log
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To secure all clients in the cell, perform the following steps in the Data Protector GUI:
1. In the Context list, click Clients.

2. Type the names of the systems that will be allowed to access all clients in the
cell or search for the systems using the Network (on Windows GUI only) or
Search tabs. Click Add to add each system to the list. See Figure 41 on page 229.
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Figure 41 Enabling security for all clients in the cell

3. Click Finish to add the selected systems to the allow hosts file.

What happens?

Clients will verity the source of each request and allow only those requests received
from clients selected in the Enable Security on Cell Manager window. These clients

are listed in the allow hosts file. If a request is denied, the event is logged to the
inet.log file in thefollowing directory:

*  On Windows Vista, Windows Server 2008:
Data Protector program data\log
*  On other Windows systems: Data Protector home\log
e On HP-UX, Solaris, and Linux: /var/opt/omni/log
*  On other UNIX systems: /usr/omni/log

When you secure an entire cell, all clients residing in this cell at the time are secured.
When you add new clients to the cell, you should also secure them.
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How to remove security

If you want to remove security from the selected system(s), perform the following steps
in the Data Protector GUI:

1. In the Context list, click Clients.

2. In the Scoping Pane, right-click the client(s) from which you want to remove
security and click Unsecure.

3. Click Yes to confirm that you allow access to the selected client(s).

If you want to remove security from all the clients in the cell, proceed as follows:
1. In the Context list, click Clients.
2. In the Scoping Pane, right-click Clients and click Cell Unsecure.

3. Click Yes to confirm that you allow access to all client(s) in your cell.

The allow_hosts and deny_hosts files

When you secure a client, the client names of the systems allowed to access a client
are written fo the allow hosts file. You can also explicitly deny access to a client
from certain computers by adding their names to the deny hosts file. These files
are located in the following directory:

e On Windows Vista, Windows Server 2008:
Data Protector program data\Config\client
*  On other Windows systems: Data Protector home\Config\client
* On HP-UX, Solaris, and Linux systems: /etc/opt/omni/client
*  On other UNIX systems: /usr/omni/config/client

Specify each client name in a separate line.

B NOTE:

If you accidentally lock out a client, you can manually edit (or delete) the al1ow hosts
file on this client.

On Windows systems, the files are in double-byte format (Unicode), whereas on
HP-UX, Solaris, and Linux systems the files are in single-byte format or multi-byte
format (for example, ShiftJIS).
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Excessive logging to the inet.log file

If the clients are not secured and the Cell Manager is configured in the
MC/ServiceGuard environment or has multiple names or IP numbers, the inet.log
file may contain many entries of the following type:

A request 0 came from host name.company.com which is not a
Cell Manager of this client

This happens because the client, which is not secured, recognizes only the primary
hostname of the Cell Manager. Requests from any other clients are allowed, but
logged to the inet. 1og file.

When a client is secured, requests from the clients listed in the a11ow hosts file
are accepted, and are thus not logged. Requests from other clients are denied.

Securing clients can be used as a workaround to prevent unnecessary entries in
inet.log files. However, all possible client names for the Cell Manager should be
listed in the allow hosts file on each client. This enables access to the client also
in case of a failover.

If this workaround is for any reason not possible in your environment, you can secure
the clients and specify * as an IP address range for the systems you want to allow
access. This means that your clients will accept requests from all systems (any IP
address) and will practically not be secured, but you will still resolve the excessive
logging issue.

Strict hostname checking

By default, the Cell Manager uses a relatively simple method for validating users. It
uses the hostname as known by the client where a user interface or an Application
Agent is started. This method is easier to configure and it provides a reasonable level
of security in environments where security is considered as “advisory” (i.e. malicious
attacks are not expected).

The strict hostname checking setting on the other hand, provides enhanced validation
of users. The validation uses the hostname as it is resolved by the Cell Manager using
the reverse DNS lookup from the IP obtained from the connection. This imposes the
following limitations and considerations:

Limitations

* IP based validation of users can only be as strong as the anti-spoof protection in
the network. The security designer must determine whether the existing network
provides a sufficient degree of anti-spoof safety for the particular security
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requirements. Anti-spoof protection can be added by segmenting the network
with firewalls, routers, VPN, and such.

* The separation of users within a certain client is not as strong as the separation
between clients. In a high security environment, one must not mix regular and
powerful users within the same client.

* Hosts that are used in user specifications cannot be configured to use DHCP,
unless they are bound to a fixed IP and configured in the DNS.

Be aware of the limitations in order to correctly assess the degree of safety that can
be achieved with the strict hostname checking.

Hostname resolution

The hostname that Data Protector uses for validation may differ between the default
user validation and strict hostname checking in the following situations:

* Reverse DNS lookup returns a different hostname. This can be either intentional
or can indicate misconfiguration of either the client or the reverse DNS table.

¢ The client is multihomed (has multiple network adapters and/or multiple IP
addresses). Whether this consideration applies to a specific multihomed client,
depends on its role in the network and on the way it is configured in the DNS.

e The client is a cluster.

The nature of checks that are enabled with this setting may require reconfiguration
of Data Protector users. Existing specifications of Data Protector users must be checked
to see if they could be affected by any of the above reasons. Depending on the
situation, existing specifications may need to be changed or new specifications added
to account for all the possible IPs from which the connections can come.

Note that users have to be reconfigured also when reverting back to the default user
validation, if you had to modify user specifications when you enabled the strict
hostname checking. It is therefore recommended to decide which user validation you
would like to use and keep using it.

A prerequisite for a reliable reverse DNS lookup is a secure DNS server. You must
prevent physical access and log on to all unauthorized personnel.

By configuring users with IPs instead of hostnames, you can avoid some DNS related
validation problems, but such configuration is more difficult to maintain.

Requirements

The enhanced validation does not automatically grant access for certain internal
connections. Therefore, when this validation is used, a new user must be added for
each of the following:
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* Any Application Agent (OB2BAR) on Windows clients. For Windows clients, it
is required to add the user SYSTEM, NT AUTHORITY, client for each client
where an Application Agent is installed. Note that if Inet on a cerfain client is
configured to use a specific account, this account must have already been
configured. For more information, refer to the online Help index: “strict hostname
checking”.

* If you are using Web Reporting, user java, applet, hostname must be added
for every hostname from where Web Reporting will be used. Note that for full
Web Reporting functionality the users must be in the admin group. Therefore,
these clients must be trusted. Also, before making any data or functionality of
Web Reporting available to other users (for example, via a web server), consider
the security implications of making such data generally available.

For detailed information on user configuration, refer to the online Help index:
“configuring, users”.

Enabling the feature

To enable the strict hostname checking, set the StrictSecurityFlags flag
0x0003 in the global options file.

For more information about the global options file, refer to the HP Data Protector
troubleshooting guide.

Start backup specification user right

For general information about the Data Protector users and user rights, refer to the
online Help index: “users”.

The Start backup specification user right alone does not enable a user to
use the Backup context in the GUI. The user is allowed to start a backup specification
from the command line by using the omnib with the -datalist option.

B NOTE:

By combining the Start Backup Specification withthe Start Backup user
rights, a user is allowed to see the configured backup specifications in the GUI and is
able fo start a backup specification or an inferactive backup.

Allowing users to perform interactive backups may not always be desired. To allow
interactive backups only for users who also have the right to save a backup
specification, set the StrictSecurityFlags flag 0x0200 in the global options file.
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Hiding

For more information on the global options file, refer to the HP Data Protector
troubleshooting guide.

the contents of backup specifications

In a high security environment, the contents of saved backup specifications may be
considered to be sensitive or even confidential information. Data Protector can be
configured to hide the contents of backup specifications for all users, except for those
who have the Save backup specification user right. To do so, set the StrictSecurityFlags
flag 0x0400 in the global options file.

For more information about the global options file, refer to the HP Data Protector
troubleshooting guide.

Host trusts

The host trusts functionality reduces the need to grant the Restore to other clients user
right to users when they only need to restore the data from one client to another
within a limited number of clients. You can define groups of hosts that will trust each
other with the data.

Host trusts are typically used in the following situations:

* For clients in a cluster (nodes and virtual server).

* If the hostname of a client is changed and the data from the old backup objects
needs to be restored.

¢ If there is a mismatch between the client hostname and backup objects due to
DNS issues.

* If a user owns several clients and needs to restore the data from one client to
another.

*  When migrating data from one host to another.

Configuration
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To configure host trusts, on the Cell Manager, create the file

Data Protector program data\Config\Server\cell\host trusts
(Windows Server 2008),

Data Protector home\Config\Server\cell\host trusts (other Windows
systems), or /etc/opt/omni/server/cell/host trusts (UNIX systems).

The groups of hosts that trust each other are defined as lists of hostnames enclosed
in curly brackets. For example:
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Example

GROUP="cluster.domain.com"
{

cluster.domain.com
nodel.domain.com
node?2.domain.com

}

GROUP="Bajo"

{

computer.domain.com
anothercomputer.domain.com

}

Monitoring security events

If you encounter problems using Data Protector, you can use the information in the
log files to determine your problem. For example, logged events can help you to
determine misconfigured users or clients.

Client security events

Client security events are logged in the inet . log file on every client in the cell:

*  On Windows Vista, Windows Server 2008:

Data Protector program data\log
*  On other Windows systems: Data Protector home\log
e On HP-UX, Solaris, and Linux: /var/opt/omni/log
*  On other UNIX systems: /usr/omni/log

Cell Manager security events

Cell Manager security events are logged in the security. log file on the Cell
Manager:

*  On Windows Server 2008: Data Protector program data\log\server
*  On other Windows systems : Data Protector home\log\server
e On UNIX systems: /var/opt/omni/server/log

Verifying which Data Protector patches are installed

You can verify which Data Protector patches are installed on each system in the cell.
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Prerequisite

To use this functionality, you should have the User Interface or Java GUI Client
component installed.

B NOTE:

After you install a site-specific patch, it will always be listed in the patch report, even if
it has been included into later patches.

To verify which Data Protector patches are installed on a particular system in a cell,
use the Data Protector GUI or CLI.

Limitations
Below are the limitations for patch verification:

*  Patch verification can check which patches are installed only on members that
belong to the same cell.

Verifying Data Protector patches using the GUI

To verify which patches are installed on a particular client using the Data Protector
GUI, follow the below procedure:

1. In the Context List, select Clients.

2. In the Scoping Pane, expand Clients and select a system in the cell for which
you want to verify the patches installed.
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3. In the Results Areq, click Patches to open the Patches on window.

Patches on scott. hermes [ %]
—
Installed patches:

Patch level | Patch description
DPwIN_D0083 Core Component
DPwIN_D0030 Cell Manager Component
DPwAN 00032 User Interface

Number of patches found: 3.

Figure 42 Verifying patches installed

If there are patches found on the system, the verification returns the level and
the description of each patch and the number of the patches installed.

If there are no Data Protector patches on the system, the verification returns an
empty list.

If the system verified is not a member of the cell, is unavailable, or an error
occurs, the verification reports an error message.

4. Click OK to close the window.

Verifying Data Protector Patches Using the ClLI

To verify which patches are installed on a particular client using the Data Protector
CU, run the omnicheck -patches -host hostname command from the following
directory:

* On Windows: Data Protector home\bin
* On UNIX:/opt/omni/bin

where hostname is the name of the system to be verified.

Refer to the omnicheck man page for more information on the omnicheck
command.
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Uninstalling Data Protector software

If your system configuration changes, you may want to uninstall the Data Protector
software from the system or remove some software components.

Uninstalling is removing all the Data Protector software components from the system,
including all references to this system from the IDB on the Cell Manager computer.
However, by default, the Data Protector configuration data remains on the system
because you may need this data in the future upgrade of Data Protector. If you want
to remove the configuration data after uninstalling the Data Protector software, delete
the directories where Data Protector was installed.

If you have some other data in the directory where Data Protector is installed, make
sure you copied this data to another location before uninstalling Data Protector.
Otherwise, the data will be removed during the uninstallation process.

Uninstalling the Data Protector software from a cell consists of the following steps:

1. Uninstalling the Data Protector client software using the GUI. See “Uninstalling
a Data Protfector client” on page 239.

2. Uninstalling Data Protector Cell Manager and Installation Server. See
“Uninstalling the Cell Manager and Installation Server” on page 240.

You can also uninstall Data Protector software components without uninstalling the
Cell Manager or client. See “Changing Data Protector software
components” on page 251

On UNIX, you can also manually remove the Data Protector software. See “Manual
removal of Data Protector software on UNIX” on page 249.

Prerequisites
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Before you uninstall the Data Protector software from a computer, check the following:

*  Make sure that all references to the computer are removed from the backup
specifications. Otherwise, Data Protector will try to back up unknown systems
and this part of the backup specification will fail. Refer to online Help index:
“modifying, backup specification” for instructions on how to modify backup
specifications.

* Make sure that no backup devices are connected and configured on the system
that you want fo uninstall. Once the system is exported, Data Protector can no
longer use its backup devices in the original cell.

Maintaining the installation



Uninstalling a Data Protector client

B NOTE:

The remote uninstallation procedure requires the Installation Server to be installed for
the platforms from which you are uninstalling the Data Protector software.

You uninstall a client remotely by performing these steps in the Data Protector GUI:
1. In the Context List, switch to the Clients context.

2. In the Scoping Pane, expand Clients, right-click the client you want to uninstall,
and then click Delete. You will be asked if you want to uninstall the Data Protector
software as well.

3. Click Yes to uninstall all the software components from the client, and then click
Finish.

The client will be removed from the list in the Results Area and the Data Protector
software will be deleted from its hard disk.

Note that the Data Protector configuration data remains on the client system. If you
want to remove the configuration data, delete the directories where Data Protector
was installed.

Uninstalling Data Protector also removes the Java GUI Client. Unless the Permanently
delete configuration data checkbox is selected when uninstalling Data Protector, the
Java GUI configuration data remains on the system.

Cluster clients

If you have cluster aware clients in your Data Protector environment and you want
to uninstall them, you must do this locally. The procedure is the same as for uninstalling
Cell Manager or Installation Server. Refer to “Uninstalling the Cell Manager and
Installation Server” on page 240.

The cluster client will be removed from the list in the Results Area and the Data
Protector software will be deleted from its hard disk.
TruCluster

To uninstall TruCluster clients, export the virtual node first. Then uninstall Data Protector
clients from the node(s).
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HP OpenVMS clients

A Data Protector OpenVMS client cannot be removed remotely using an Installation
Server. It must be uninstalled locally.

To uninstall a Data Protector client from an OpenVMS system, follow these steps:

1. First export the client concerned from the Data Protector cell using the Data
Protector GUI, as described in “Exporting clients from a cell” on page 219.

When asked whether you want to uninstall the Data Protector software as well,
select No.

2. To delete the actual Data Protector client software, log in to the SYSTEM account
on the OpenVMS client and execute the following command: $ PrRODUCT
REMOVE DP. Respond to the prompt with YES.

i’ IMPORTANT:

This will shut down the Data Protector service and delete all the directories,
files, and accounts associated with Data Protector on the OpenVMS system.

Uninstalling the Cell Manager and Installation Server

This section describes the procedure of uninstalling the Data Protector Cell Manager
and Installation Server software from Windows, HP-UX, Solaris, and Linux systems.

Uninstalling from Windows system

Uninstalling on a Microsoft Cluster Server system
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It you have installed HP AutoPass utility together with Data Protector on a Microsoft
Cluster Server node, you must uninstall Data Protector from the same node, otherwise
AutoPass will not be uninstalled.

To uninstall Data Protector software from a Windows system, follow these steps:
1.  Make sure you have terminated all Data Protector sessions and exited the GUI.

2. In Windows Control Panel, click Add/Remove Programs.

Maintaining the installation
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