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> OFP (Open File Protection)
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Machine VMW37159 2011-04-15 08:44:31.224 (2011-04-15 06:44:31.224 UTC)
Microsoft Windows NT 6.0.6001 Service Pack 1, CLR 2.0.50727.3603

HP Data Protector for PCs Version 7.0 (Build 10671)

DataProtectorNE Control Panel: 7.0.0.10671
Custom Action Library: 7.00.0.10671
DataProtectorNE Cleanup Utility: 7.0.0.10671
Configuration Wizard: 7.0.0.10671
Command Line Utility: 7.0.0.10671
DataProtectorNE Monitor: 7.0.0.10671
DataProtectorNE Service: 7.0.0.10671
DataProtectorNE Utility Program: 7.0.0.10671
Compression/Rsync Library: 7.00.0.10671
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1.0.43.0

3.4.0

4/12/2011 5:58:42 PM
7.0.0.10671

SQLite Library:

SQLite Server:

DataProtectorNE Help:
DataProtectorNE Filter Driver:
SQLite Version 3.4.0

Primary User: VMW37159\Tester = S-1-5-21-1598374498-1976085236-
2428271095-1000

Primary User SIDs: S-1-5-21-1598374498-1976085236-2428271095-1000,
513,S-1-1-0,S-1-5-32-544,5-1-5-32-545,5-1-5-14,5-1-5-4,5-1-5-11,
S-1-5-15,8-1-2-0,5-1-5-64-10

Physical memory: 2.0 GB
Used/Available: 879.6 MB/1.1 GB
Memory load: 42%

cfO|MA 5 E2tO|H SEY
otEE 2o|MA ) EE0|H T K E2t0|H 2o|MA FEE HOIBILIC
——————————— Driver Version ----------------
+ STATUS SUCCESS
File System Filter Driver Version 7.0.0.10671 Sep 14 12:06:04 2010

Version of C:\Program Files\Hewlett-Packard\Data Protector Notebook
Extension\DPNEDriver\DPNEDriver.sys = 7.0.0.10671

———————————— Driver Statistics
+ STATUS SUCCESS

System booted: 2011-04-14 17:09:28.648
Driver initialized: 2011-04-14 17:10:06.390
Create requests: 1025201

Creates readonly: 792640 (77.32%)

Creates processed: 232205 (22.65%)
Contexts created: 25 (0.00%)

Contexts excluded: 5 (0.00%)

Delete requests: 0 files, 0 directories
Rename requests: 52 files, 0 directories
Comm link commands: 2045

Pipe messages sent: 0

Files copied: 0

Hard links created: 0

Bytes copied: 0

Repository GUID:

Instance 85FEE9EOQ

————————————— Driver Licenses

+ STATUS SUCCESS

Machine Key 2C6-J22F-5DX-J2JD,

\??\Volume{4972fd21-f7ef-11dd-a25d-806e6f6e6963}

installed 2010-09-03 08:42:05.938 UTC

(2010-09-03 10:42:05.938)

License Key ey9-yy9b-sff-dk5r

No Activation Key

(valid), expires 2011-04-18 23:59:59.000

FKEA Machine Key 2br-d2hk-3gy-ipgd (valid)

License flags:

Policy Server & HIEQI3

0x5b, Expires 2011-04-18 23:59:59.000

Policy Server FE & £3 IP #°50| ZE|O] JUSLIC
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—————————————— Policy Server --------------

Policy Server: vmw37129.deu.hp.com

PS Address: 16.46.37.129

DPNECentralUrl: http://vmw37129.deu.hp.com/dpnepolicyservice
/DPNECentral .asmx

DPNEPS Version: 7.0.0

Policy timestamp: Thu, Apr 14, 2011 1:59:43 PM (Thu, Apr 14, 2011
11:59:43 AM UTC)

Last PS check: Fri, Apr 15, 2011 8:43:54 AM

Updates disabled: False

Enterprise enabled: True

Windows IP Configuration

Host Name . . . . . . . . . . . . : vmw37159

Primary Dns Suffix . . . . . . . : deu.hp.com

Node Type . . . . . . . . . . . . : Hybrid

IP Routing Enabled. . . . . . . . : No

WINS Proxy Enabled. . . . . . . . : No

DNS Suffix Search List. . . . . . : deu.hp.com
T2 MH|A

sc gc DPNEdriver
[SC] QueryServiceConfig SUCCESS

SERVICE NAME: DPNEdriver

TYPE : 2 FILE SYSTEM DRIVER

START_ TYPE : 2 AUTO_START

ERROR_CONTROL 1 NORMAL

BINARY PATH NAME : \??\C:\Program Files\Hewlett-Packard\
Data Protector Notebook Extension\DPNEDriver\DPNEdriver.sys

LOAD ORDER_GROUP : FSFilter Continuous Backup

TAG : 2

DISPLAY NAME : HP Data Protector for PCs Filter
Mini-Driver

DEPENDENCIES : FltMgr

SERVICE START NAME

sc gc DPNEservice
[SC] QueryServiceConfig SUCCESS

Agent =X SHZ



SERVICE .

NAME: DPNEservice

TYPE : 10 WIN32 OWN PROCESS

START_ TYPE : 2 AUTO_START (DELAYED)
ERROR_CONTROL 1 NORMAL

BINARY PATH NAME : "C:\Program Files\Hewlett-Packard\

Data Protector Notebook Extension\DPNEService.exe"

SXIAEZ WG

LOAD ORDER_GROUP

TAG : 0
DISPLAY NAME : HP Data Protector for PCs Service
DEPENDENCIES : dpnedriver

cryptsve

SERVICE START NAME : LocalSystem

[HKEY LOCAL_ MACHINE\Software\Hewlett-Packard\Data Protector
Notebook Extension]

"DebugMessages"="1"

"InstallDir"="C:\Program Files\Hewlett-Packard\Data Protector
Notebook Extension\"

[HKEY LOCAL_ MACHINE\Software\Hewlett-Packard\Data Protector
Notebook Extension\Exclusions]

"Tokenized"= Multi-string with 36 strings
32=StartsWith||\$RECYCLE.BIN\; 32=StartsWith||\PROGRAM FILES\;
32=StartsWith| | \PROGRAMDATA\; 32=StartsWith||\PROGRAMDATA\

MICROSOFT\WINDOWS\START MENU\ ;
32=StartsWith| | \PROGRAMDATA\MICROSOFT\WINDOWS\TEMPLATES)\ ;
32=StartsWith| | \RECYCLED\; 32=StartsWith||\RECYCLER\;
32=StartsWith||\SYSTEM VOLUME INFORMATION);
32=StartsWith| | \USERS\PUBLIC\DOCUMENTS) ;
32=StartsWith| | \WINDOWS) ;
32=StartsWith| | \WINDOWS\SYSTEM32\CONFIG\SYSTEMPROFILE\FAVORITES\ ;
33=EndsWith| | \DESKTOP.INI; 33=EndsWith||\HIBERFIL.SYS;
33=EndsWith| | \HYBERFIL.SYS; 33=EndsWith||\NTUSER.DAT;

33=EndsWith| | \NTUSER.DAT.LOG;

33=EndsWith| | \NTUSER.MAN; 33=EndSWith||\PAGEFILE.SYS;
33=EndsWith| |FILEMON.TXT; 34=Contains||\_VTI ; 34=Contains||\~$;
34=Contains||\~AUTORECOVER; 34=Contains||\~WRD;

34=Contains| |\CONFIG.MSI\; 34=Contains||\MSOCACHE\ ;

34=Contains| |\TEMP\; 34=Contains]| |{DPNE};

66= StartsW1thAndConta1ns||\USERS\|\APPDATA\LOCAL\,

66=StartsWithAndContains| | \USERS\ | \APPDATA\LOCAL\MICROSOFT\
WINDOWS\BURN\BURN) ;

66=StartsWithAndContains||\USERS\ | \APPDATA\LOCAL\MICROSOFT\
WINDOWS\HISTORY)\ ;

Agent 271
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66=StartsWithAndContains| |\USERS\ | \APPDATA\LOCAL\MICROSOFT\
WINDOWS\TEMPORARY INTERNET FILES\;
66=StartsWithAndContains| | \USERS\ | \APPDATA\ROAMING\ ;
66=StartsWithAndContains||\USERS\ | \APPDATA\ROAMING\MICROSOFT\
WINDOWS\COOKIES\ ;
66=StartsWithAndContains| |\USERS\ | \APPDATA\ROAMING\MICROSOFT\
WINDOWS\START MENU\ ;
66=StartsWithAndContains||\USERS\ | \APPDATA\ROAMING\MICROSOFT\
WINDOWS\TEMPLATES\ ;
66=StartsWithAndContains| | \USERS\ | \FAVORITES);

[HKEY LOCAL MACHINE\Software\Hewlett-Packard\Data Protector
Notebook Extension\Exclusions\Default]
"$AppData%"="32 = StartsWith"
"$Cache%"="32 = StartsWith"
"$CD Burning%"="32 = StartsWith"
"$Common Documents%"="32 = StartsWith"
"$Cookies%"="32 = StartsWith"
"$Favoriteg%"="32 = StartsWith"
"$History%"="32 = StartsWith"
"$Local AppData%"="32 = StartsWith"
"$Program Fileg%"="32 = StartsWith"
"$Program Files (x86)%"="32 = StartsWith"
"$Start Menu%"="32 = StartsWith"
"$Templates%"="32 = StartsWith"
"$Windows$%$"="32 = StartsWith"
"\_vti "="34 = Contains"
"\~$"="34 = Contains"
"\~AutoRecover"="34 = Contains"
"\~WRD"="34 = Contains"
"\Desktop.ini"="33 = EndsWith"
"FileMon.txt"="33 = EndsWith"
"\NTUSER.DAT"="33 = EndsWith"
"\PageFile.sys"="33 EndswWith"
"\HyberFil.gys"="33 = EndsWith"
"\Recycled\"="32 = StartsWith"
"\Recycler\"="32 = StartsWith"
"\$Recycle.Bin\"="32 = StartsWith"
"\System Volume Information\"="32 = StartsWith"
"\Temp\"="34 = Contains"
"SDirectoryName$"="34 = Contains"
"\HiberFil.sys"="33 = EndsWith"
"\Config.msi\"="34 = Contains"
"\MSOCache\"="34 = Contains"
"\NTUSER.DAT.LOG"="33 = EndsWith"
"\NTUSER.MAN"="33 = EndsWith"

LIO|E{H| O] 2 & Data Vault

Database Files
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C:\ProgramData\Hewlett-Packard\Data Protector Notebook Extension
\DPNEDB\DPNEDBLog.fkdb: 284,672 bytes, last modified Fri, Apr
15, 2011 8:25:53 AM

C:\ProgramData\Hewlett-Packard\Data Protector Notebook Extension
\DPNEDB\DPNEDBCopy.fkdb: 16,384 bytes, last modified Fri, Apr
15, 2011 12:17:34 AM

C:\ProgramData\Hewlett-Packard\Data Protector Notebook Extension
\DPNEDB\DPNEDBOFP.fkdb: 3,072 bytes, last modified Fri, Apr 15,
2011 12:17:33 AM

C:\ProgramData\Hewlett-Packard\Data Protector Notebook Extension
\DPNEDB\DPNEDBRequests.fkdb: 10,240 bytes, last modified Fri,
Apr 15, 2011 12:17:33 AM

C:\ProgramData\Hewlett-Packard\Data Protector Notebook Extension
\DPNEDB\DPNEDBPolicies.fkdb: 10,240 bytes, last modified Fri,
Apr 15, 2011 8:25:53 AM

C:\ProgramData\Hewlett-Packard\Data Protector Notebook Extension
\DPNEDB\DPNEDBBackup.fkdb: 24,576 bytes, last modified Fri, Apr
15, 2011 8:25:46 AM

Total of 349,184 bytes in 6 files.

TargetID 1

Name testDV

Options 263434

Options 0x0004050A = VERSION, CURRENT,

FROM_FKEA, ALL USERS, COMPRESS OFP

VolumeSerialNumber

LastGoodTime 2011-04-14 18:14:54.318

LastGoodFile ...\sharetobias\81309304325A5EEABFS
62EDA4449693D\{DPNE}\C@\91\4FFDB1\4E463F63OA8994755D677AD7
39BDF118\2009—O2—11_12.24.36.192_1_1_BA38784CBDB14A9805A38
888758BB8813 S1736 KEFDAAAB2.oeaccount

LastFailedTime 2000-01-01 00:00:00
LastFailedFile

LastErrorMessage

LastErrorCode 0

MinToNextRetry 0

TransactionID 6
RecurringVerification first fri 2000 sun 2400
LastCopy 2011-04-14 18:14:51
NextCopy 2011-05-06 20:00:00
NeedsInitialCopy 0

CleanupMachine VMW37129
SequenceNumber 0

Quota 0
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SyncID 1

StartTime 2011-04-14 18:12:07

RestartTimes

SyncFilesAsOf 2011-04-14 18:12:07

Type Full

PrimarySid S-1-5-21-1598374498-1976085236-2428271095

-1000,513,S-1-1-0,S-1-5-32-544,5-1-5-32-545,5-1-5-14,5-1-5-4,5-1
-5-11,8-1-5-15,8-1-2-0,5-1-5-64-10

TotalFiles 111

FilesDone 111

FilesUpToDate 0

UncompressedBytesDone 8138502

BytesSent 5242612

TargetID 1

LastOpTime 2011-04-14 18:14:51

LastFileDone 0| C:\Users\Tester\AppData\Local\Microsoft)\
Windows Maillaccount{B16C1180-E38A-477E-883E-752CF3A5AF3F}.oeaccount

IsComplete True

IsRecorded True

IsActive True

FinishTime 2011-04-14 18:14:51

FilesFailed 0

LastErrorCode 0

LastErrorMessage

CFP files queued to testDV: 0
OFP files queued to testDV: 0 in 0 chunks

Z2X 211 I
Windows 7 % Vista, E& &X| c:\ProgrambData\DPNEInstall.log

XP, & &X]| c:\Documents and Settings\All Users\Application Data)\
DPNEInstall.log

Windows O[HIE Z7]
U Agent LF YEHIE Windows OIHIE 210 E 3 EULCHO: Agent HIE F[E2]
5 HIAIX]).

AgentO]l E8Z = U= ZEXQ! 2K
AA

= AgentE &X|0t= FOll 22t0|HE Tt Policy ServerOil A 2t0|MA F|E
TR X| 2RsUCH

o & TE: UE TTE 2YO0IH HO|MA FIE +=TLZE TN ELAL.
DPNEUtility -getlicense Policy_server_o]%
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5 Policy Server EX| O &
Policy Server &X| 21

e Policy Server& &X|0tH £] I}&AO| c: \DPNEInstall.logfl 8&&LC

e Policy ServerOil Cleanup 7% L 45 &X|0tH 27 IHEO| C:\
DPNECleanupInstall.log®l ‘88&UC

=SSR =1

Data Protector for PCs Policy ServerdlM 27 =11 A& 5 0t= THE
1. Policy Server 2&& SLICL
2. X =72 O|F0IH XX Hoj| BE MELCE
3. YREHeSEIMYUCREEE =
4. E 2] MLue Unlcode I}2I0|H BZip2E M%Uf@l Y=Eo UAsHOE &
OiX|OIHEH TS T OS] YEE At UL
e bunzip2.exe(Data Protector for PCs CD2| agent LI E{Z|0)| UZ)E ALE
A
e DPNEUtility.exe(C:\Program Files\Hewlett-Packard\Data
Protector Notebook Extension)E AHEFZLILCE. Of:

C:\Program Files\Hewlett-Packard\Data Protector Notebook
Extension>DPNEUtility error log.txt.bz2

O|ZH Ot Q= F ] I}AUO| 40| OHX|E|O] O 2O A SLICEH

Bel Agent 21

Con’rrol Panel BB 2t 271 BHOIM £ 5= U= Agent E1("Agent Z717 (15 | O]
X|) BE)2ULCE Policy ServerOll M B2l Agent7t X|EEOE AP0 S2IO|HE|
E1E AgentZ 88 &LICH

Windows & T E &2
O|HIE =]

1S

LS Agent LF YEHE Windows OIHIE 2 10| E 3 EULCHO: Agent HIE F[EQ]
&5 HIAIX]).

=X: ISTt £ OHX| SssU T

5t 0|8 [1Se] 7|1= Mxljf 2UFZE|™ URL hitp://localhost/pagerror.qif 7+ =
SHZIH 8O0 2 HAIZ|OOF &L CE %X 2 3L, °":”x*°
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http://localhost/pagerror.gif
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SQL &% 21

SQL 2005 Express@| &X| 2 1= &t &S L ¢: \Program Files\Microsoft
SQL Server\90\Setup Bootstrap\LOG\Filesg\*

SQL HIO|E{ O] A X

J|2X O F Windows 2003 64H|E A|AEIQ| SQL HIO|E{H|O| A AL ¢: \Program
Files (x86)\Microsoft SQL Server\MSSQL.1\MSSQL\Data\
dpnepolicydb.mdf 2L}

Microsoft SQL 2005 Express &X| OH Z

Microsoft SQL 2005 Expressi= Policy ServerOfl A MEHX O 2 B ELICL SXIE OH&E
Ol= O 2 8% = U= &2 Ot Mo o] USUL dpnepolicydb.mdf. 7|
EMOZF O] YL C:\Program Files (x86)\Microsoft SQL Server)\
MSSQL.1\MSSQL\Data LI E{2|0f| USLICEH LA E ZALOLI| F10f| Windows Service
SQL Server(DATAPROTECTORNE)E T XI0t0] I}&O| LaE HEHO| UTE 2L CE

ZHEEHPIEN
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6 Data Vault 2X| O &
ax| =21

Data Vault &l &X| 2_1= C:\DPNECleanupInstall.log2LLCt.

Bel Agent 21
Bel= SQlite HIO|E{H|O|AE AL O 21 HIA|IX|E FHEEL L} Control Panel &
Ef 2tFOI =7 RO B2l Agent 28 & = USULE XHMIBHUHEE “Agent =17
(15 I{|O|X|)E BX0IMAIL.

Al Data Vault M E21

A Data Vault M| &X| 2_1= C:\DPNEDVInstall.log®iL|LC}

&Y= T2 Y Data Vault M= O HIA|X|E SQLite HIO|E{H|O| A 0| EHEY
Ct. Control Panel& AtE O O 2 10| HMAE = USLLCE

Data Vaultd]] 28 E = U= LEFCI =X

2 2| Agent7t ZIFOHK| 45 LICH
IS OIR: o FETH OO UX| SESLICH

e Data Vault QAT I XS LICEH
N YE: o Data Vault®] 2| 1S SUOIGIAA| Q. THEO] UK 4L F

L BE BHE FYOHYAI L. Windows MO 0| A B 2| Agent
Off CHEH O oFE ZHO| US| HRIOIMA L.

o HIEE WEN2! AgentE 2|+0tHLI A3 §2t& =24 Data
Vault EE10|20]| AlF It5 2 TZHE HETIHAIL.

= Data Vault Atg 2 1A 7t H[O USLICH
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2R == Data Protector for PCs2] BHFZAHIM AL E = ASULCEH

P E BB E T7= Data Protector for PCs Agent & CIZE{2]0]| U LI THPolicy Server
Off Lot BHE CIEHO|A SRE).

32H|E:

C:\Program Files\Hewlett-Packard\Data Protector Notebook
Extension

o 64H|E:

C:\Program Files (x86)\Hewlett-Packard\Data Protector Notebook
Extension

Hil: THE == =M= OHZB0H= OISF AFSOHOF &L T &8 =10 Lot 2
B Z L Control Paneldl A A E 5= USLILCEH

O MMM = 22X OHZ0 F88F IOl ol 2T LT
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DPNEUtility
DPNEutilityOlli= & EF Z1Z0)l= A EIX| X2 OHZD X X0 -.‘-3-‘8“m = IHX] At
& te B SMO| USULE LF FIt &MO| Data Protector for PCs &2 X| EE= ZF50|
AHSE LT 0|28 FIH ZM2 X|ROf| Q0 TET|O{A = 2F E|H 7|0 LI |0
UX|E a5 L
dpneutility

—-Cleanup Local |Remote

MHIAE SO &Y= 22 L= 7 B
-Copy

DPNEServiceE Tt SAL 2 Status | Start | Abort

-FKEA [address]

addressE Policy Server_l A/MH O|ECE &% ELL vE X|FTHBL
LastPolicyChange & PolicyVersion& H A0t FAE HIAEZLL addressE X%
OIX| & B 24X Policy Server A5 HA|OL HIAEEILCY

-GetLicense [address]
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ofQ #HO Gif O IE HA|SLCY,

-InitialCopy [None|Continuous|CFP|OFP|All]
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HAZULCH
-NewLicense [address] M BFEH FIE Y8 US Policy ServerO|A{ A 24O]
MA FIE IINZUL XY BL addressE Policy Serverl| FA4/MH O|ECF
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LJCt.
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DPNECmd
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reload
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get exclusions

Mol S22 FAlZUCH
J|ELCL B

Cll 33 DPNECleanup X DvConfigOil CHEH XAt L& HP Data Protector for PCs
A X| U | JO|ES AT OIAAILQ .
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