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SA Single-Host Installation

This guide describes SA installation on a single host using the HP-supplied Oracle database.

Single-Host Installation Requirements

Supported SA Core Operating Systems

See the SA Support Matrix.

) Installation is supported on a physical host only, installation on virtual servers is not
supported.

Supported Managed Server Operating Systems

For a complete listing of all platforms supported for SA, see the SA Support Matrix provided
in the documentation directory of the distribution media or available for download at:

http://support.openview.hp.com/sc/support_matrices.jsp

SA 91 Installation Prerequisites

The SA Prerequisite Checker

The SA installation performs a prerequisite check to ensure that your server meets minimum
baseline requirements for an SA installation. If your server fails to meet these requirements,
the installation may fail. If this occurs, you may need to contact HP Technical Support to
remedy the problem. The installer also checks for recommended settings. Failure to meet these
recommended settings does not stop SA installation, however, SA performance may be
affected. For more detailed information about what the installer checks, see the SA Simple/
Advanced Installation Guide.

Windows Patch Management Files

The SA Windows Patch Management feature requires several files from the Microsoft
software download repository. These files are installed during Core installation.

) If you do not plan to use SA to manage Windows servers, you can optionally choose not to
install these files and successfully complete installation. However, if these files are not
installed, no operations against Windows servers should be performed. These files are required
for many Windows-based operations other than Windows patching.

SA Single-Host Installation 7
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Installing the Required Windows Patch Management Files in an Existing Core

Should you decide later that you need to perform Windows patching, you will need to install
the required Windows Patch Management files either by using the SA Client’s Import feature
or the populate-opsware-update-library command line script as described in the SA User
Guide: Server Patching.

See Manually Obtaining the Windows Patching Utilities on page 8 for more information about
manually downloading the Windows Patching Utilities.

Supported Platforms

= Windows 2000

= Windows XP

= Windows Server 2003 x86 and x64

= Windows Server 2008 x86 and x64

= Windows Server 2008 R2 x64

= Windows Server 2008 x86 Server Core and Windows 2008 x64 Server Core

In order to apply patches to Managed Servers running Windows Server 2000 SP4 and
Windows Server 2003 RTM, you must first ensure that the Microsoft update MS04-011 (or a
subsequent update) has been applied to those servers.

Requirements

Managed Servers must meet the following Windows patching requirements:
= Windows Installer 3.1 must be installed

e MSXML 3+ must be installed (MSXML is a general requirement for all Windows managed
servers regardless of whether the managed server will or will not use the Windows
patching feature).

< The Windows Update Agent must be installed

< The Windows (Automatic) Update service must not be disabled but must be set to never
check for updates.

As of Windows Server 2008, the Automatic Update service was renamed the Windows Update
service.

Manually Obtaining the Windows Patching Utilities

1 Obtain the following files from Microsoft:

a qchain.exe
The gchain.exe utility is a command-line program that chains Windows hotfixes
together. When you chain updates, you install multiple updates without restarting the
computer between each installation.

Download the package containing gchain.exe from:
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http://download.microsoft.com/download/9/5/2/
952ac356-53cb-43a2-9c85-54b1262fcal2c/Q815062_ _W2K_spl_X86_EN.exe

Install the package on a Windows server and note the location of the gchain.exe
file.
b wsusscn2.cab
The wsusscn2.cab file contains the Microsoft patch database. Download
wsusscn2.cab from:
http://support.microsoft.com/kb/926464
¢ WindowsUpdateAgent-x86.exe
The WwindowsUpdateAgent30-x86 . exe file is required when SA scans x86-based

managed servers to determine which Windows patches/hotfixes are installed.
Download the package containing WindowsUpdateAgent30-x86 .exe from:

http://go.microsoft.com/fwlink/?LinklD=91237

After downloading, you must rename the file "WindowsUpdateAgent-x86.exe".

d WindowsUpdateAgent-x64.exe

The WwindowsUpdateAgent30-x64 . exe file is required when SA scans x64-based
managed servers to determine which Windows patches/hotfixes are installed.
Download the package containing WindowsUpdateAgent30-x64.exe from:

http://go.microsoft.com/fwlink/?LinkID=91238

After downloading, you must rename the file "WindowsUpdateAgent-x64.exe".

e WindowsUpdateAgent-ia64.exe

The WindowsUpdateAgent30-ia64.exe file is required when SA scans Itanium x64
managed servers to determine which Windows patches/hotfixes are installed.
Download the package containing WindowsUpdateAgent30-ia64.exe from:

http://go.microsoft.com/fwlink/?LinklD=91239

After downloading, you must rename the file "WindowsUpdateAgent-ia64.exe".

2 Copy the files you obtained in the preceding steps to a directory that will be accessible by
the SA Installer during installation. For example, you might copy the files to the following
directory:

/opsw/win_util

3 Verify that the destination directory contains all these files:
WindowsUpdateAgent-x86.exe
WindowsUpdateAgent-x64 .exe

WindowsUpdateAgent-i1a64.exe
qchain.exe

SA Single-Host Installation 9



4 Write down the name of the directory containing the Windows Update Agent files. You
will need this location when you run the SA Installer and are prompted to provide the
fully qualified directory path to the WUA files. You can also find the WUA file location by
checking the SA parameter, windows_util_loc.

Once downloaded, these patch management files are automatically copied to Windows servers
when they are added to the server pool as SA managed servers. If you upload newer versions
of the WUA files to SA later, they will be also downloaded to all existing managed Windows
servers during software registration. After the SA Core is installed and running, you can
upload new versions of these files using the Administration » Patch Settings option in the
SA Client.

For more information about Windows Patch Management, see the SA User Guide: Server
Patching.

Installation Basics

>

This section describes how to install SA on a single-host server using the HP-supplied Oracle
database.

If you plan to install a multiple-host SA Core, customize your SA Core Component layout,
create a Multimaster Mesh, or use a database other than the HP-supplied Oracle database,
you must use the installation instructions in the SA Simple/Advanced Installation Guide.

Overview of the Installation Process

A single-host SA installation has the following phases:

1 Pre-Installation: Ensure that you have the information needed to complete the SA
Installer interview, that you have all necessary permissions to complete the installation,
and that you have the SA installation DVDs.

2 Install the HP-supplied Oracle Database: The Oracle database is required for storage and
tracking of information about your SA installation and its managed servers.

3 Installation Interview: Provide a password for the SA Administrator, choose a name for
your SA facility, and specify the location of the required Windows patch management files.

4 Install SA.

5 Upload SA content: This is the minimum working set of data required for an SA
functionality.

6 Post-Installation: Set up the SA Web Client and the SA Client, create SA users.
7  Search for Servers on your Network: Scan for unmanaged servers on your network.

8 Advanced post-installation tasks: You may need to complete certain post-installation tasks
based on the SA features you plan to implement.
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Installation Procedure

Complete the following tasks to install SA:

Phase 1: Preparing to Install SA

1 You will need the SA Product Software DVD, Agent and Utilities DVD and the Oracle_SA
installation DVD.

2 On the server where you will install the SA, mount the Product Software DVD, Agent and
Utilities DVD and the Oracle_SA DVD, or NFS-mount a directory that contains a copy of
the DVD contents:

a Open a terminal window and log in as root.
b Change to the root directory:
cd /

) The SA Installer must have read/write root access to the directories in which the SA
components, including NFS-mounted network appliances are to be installed.

Phase 2: Install the HP-supplied Oracle Database

)’ Before SA begins the database installation, it performs a prerequisite check that validates
that the host on which you are installing SA meets the minimum requirements for the
installation. The check insures that required packages are installed, required environment
variables are set, sufficient diskspace is available, and so on. If your host fails the prerequisite
check, the installation will fail with an error message that describes the problem. If your host
fails the prerequisite check, correct the problem or contact HP support services.

The SA distribution media includes an HP-supplied Oracle 11g Standard Edition database on
the Oracle_SA DVD. Mount this DVD on the server you plan to use for your SA installation
and enter the following command:

/<distro>/opsware_installer/install_opsware.sh

Once the database installation begins, you will be prompted to supply the values for two SA
parameters:

e opsware_admin user (truth.oaPwd): the SA administrator password, the username is,
by default, admin.

) The password you specify here will the default password for all SA features that require a
password unless you explicitly change the defaults.

= The name for your SA facility (truth.dcNm)

For more information about these parameters, see the “SA Installation Parameter Reference”
in the SA Simple/Advanced Installation Guide.

SA Single-Host Installation 11
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You will see these prompts:

The Opsware Installer will now interview you to obtain the installation
parameters it needs. You can use the following keys to navigate forward
and backward through the list of parameters:

Control-P - go to the previous parameter

Control-N - go to the next parameter

Return - accept the default (if any) and go to the next parameter
Control-F - finish parameter entry

Control-1 - show this menu, plus information about the current parameter

Press Control-F when you are finished. The Opsware Installer will perform
a final validation check and write out a response file that will be
used to install the Opsware components.

Parameter 1 of 2 (truth.oaPwd)Please enter the password for the opsware_admin
user. This is the password used to connect to the Oracle database.: opsware
Validating... OK.

Parameter 2 of 2 (truth.dcNm)Please enter the short name of the facility where
Opsware Installer is being run (no spaces): customerl
Validating... OK.

All parameters have values. Do you wish to finish the interview? (y/n):

Press y to continue. You are then asked to supply the name of the response file in which to
store your interview responses. The default is oiresponse.oracle.sas:

Name of response file to write [/usr/tmp/oiresponse.oracle_sas]:
Response file written to Zusr/tmp/oiresponse.oracle_sas.

Would you like to continue the installation using this response file?
G/m):y

Enter y to begin the database installation. When the installation is complete, a message to
that effect is displayed. You can now continue with the SA installation.

Phase 3: Complete the SA Installer Interview and Install SA

>

Before SA begins the SA component installation, it performs a prerequisite check that
validates that the host on which you are installing SA meets the minimum requirements for
the installation. The check insures that required packages are installed, required
environment variables are set, sufficient diskspace is available, and so on. If your host fails
the prerequisite check, the installation will fail with an error message that describes the
problem. If your host fails the prerequisite check, correct the problem or contact HP support
services.

1 Mount the SA Product Software DVD. Invoke the installer script using the -r argument
and specify the full path to the response file you created in Phase 2 (default: Zusr/tmp/
oiresponse.oracle_sas).

/<distro>/opsware_installer/install_opsware.sh -r /Zusr/tmp/
oiresponse.oracle_sas
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The SA Installer displays the following or similar:

<distro>/opsware_installer/install_opsware.sh -r /usr/tmp/
oiresponse.oracle_sas

Distribution version = opsware_<version>
Script started, file is ...<log_information>

Do you want to install all opsware components using default values of a
single box core ? (y/n): vy

The following is displayed simply because this is a first time installation.
KAhAhAhAhAAAkAkAkAkAAkAkAkAkkhkAkAkhkhkhkhkhkhkhkhkhkhkhkhkhkhkihkhkhkihkhkikihikik

The entry for "%oi.layout™ in the response file does not exist or
does not match the layout of the current system - legacy
Forcing "--interview" mode

R e R R R A R R R R A AR R A R R A S R A ]

During the following interview, the SA Installer uses the values you provided during
database installation for the SA Administrator password and facility name. In addition
you must provide the full path to the Windows Update Agent files you installed in
Windows Patch Management Files on page 7 (default:/opsw/win_util):

The Opsware Installer will now interview you to obtain the installation
parameters it needs. You can use the following keys to navigate forward
and backward through the list of parameters:

Control-P - go to the previous parameter

Control-N - go to the next parameter

Return - accept the default (if any) and go to the next parameter
Control-F - finish parameter entry

Control-1 - show this menu, plus information about the current parameter

Press Control-F when you are finished. The Opsware Installer will perform
a final validation check and write out a response file that will be
used to install the Opsware components.

Parameter 1 of 3 (truth.oaPwd)Please enter the password for the
opsware_admin user. This is the password used to connect to the Oracle
database. [opsware]:

Validating... OK.

Parameter 2 of 3 (truth.dcNm)Please enter the short name of the facility
where Opsware Installer is being run (no spaces) [customerl]:
Validating... OK.

Parameter 3 of 3 (windows_util_loc)"Parameter 1 of 1 (windows util_loc) is
missing or invalid - Please enter the directory path containing the
Microsoft patching utilities. Press Control-1 for a list of required files
or enter 'none” If you do not wish to upload the utilities at this time
[/tmp]: Zopsw/win_util

Validating... OK.

SA Single-Host Installation 13
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3 When you have completed the interview, the Installer displays this message:
All parameters have values. Do you wish to finish the interview (y/n):
If you are satisfied with the parameter values you provided, press y.

If you want to review or change any values, press n. The Installer sequentially displays
the parameters again, showing in brackets [ ] the values that you provided and provides
a chance to change the values.

After modifying your responses, press y to finish the interview.
4  The installer prompts you to provide a file name to which your responses will be saved:

Name of response file to write
[/usr/tmp/oiresponse.slices_master_typical]

All of the parameter values you specified during the Interview will be written to a text
response file and saved to the location you specify. You can enter the full path and name of
the response file or accept the default location and name:

/usr/tmp/oiresponse.slices_master_typical

Record the fully qualified path to and name of the response file and store it where you can
easily find it. You may need to use it again during future installations and upgrades.

5 After saving the response file, you can continue the installation using the response file
you just created or end the installation and use the response file later.

Would you like to continue the installation using this response file?
(y/n):

If you are satisfied with the responses you entered in the interview and you are ready to
install SA now, enter y to continue.

If you do not want to install SA after completing the interview, enter n. To use this response
file later, invoke the Installer with the -r option and supply the fully qualified path to the file:

/opsware_system/opsware_installer/install_opsware.sh -r
<full_path_to_response_file>

6 After you pressy to continue, SA is installed. A message is displayed when the
installation is complete.

Phase 4: Upload the SA Content

1 In this phase, you must upload default content required for SA functionality. Mount the
SA Agent and Utilities DVD or NFS-mount a directory that contains a copy of the DVD
contents.

The Installer must have read/write root access to the directories where it will install the SA
data, including on NFS-mounted network appliances.

2 In aterminal window, log in as root and change to the root directory:
cd /
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3 Invoke the Installer with the -r (response file) argument. For example:

<distro>/opsware_installer/install_opsware.sh -r
/usr/tmp/oiresponse.slices_master_typical

Specify the fully qualified path to the response file you saved in Phase 3, Step 4 above.
The Installer displays following options:

Welcome to the Opsware Installer.

Please select the components to upgrade.

1 ( ) Software Repository - Content (Install once per mesh)
Enter a component number to toggle ("a® for all, "n" for none.

4 At the install prompt, select Software Repository - Content:
Press c to continue. The Installer uploads the SA content.

When the upload of the SA content completes, SA installation is done.

Phase 5: Post-Installation Tasks

Launch the SA Web Client

To launch the SA Web Client:
1 Inasupported web browser, enter the following URL.:
http://<SA_hostname>

where <SA _hostname> is the host name or IP address of the server on which you installed
SA.

2 The browser displays instructions for installing the required SA security certificate.
3 The SA Web Client Logon screen displays and prompts you for a user name and password.

Enter the SA Administrator username and password. The default is admin and the
password you specified in Phase 1.

4  After you are logged in, you see the SA Web Client home page.

Figurel The SA Web Client Home Page]
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Download and Install the SA Client Launcher

The SA Client requires a Microsoft Windows-based system that is connected to the network
on which SA is installed. The SA Client also requires that the Adobe Flash Player be installed
for certain functions. See the SA Simple/Advanced Installation Guide, “First Core
Post-installation Tasks”, for more information about installing the Flash Player for use

with SA.

You must download and install the SA Client, which is required for most SA features.

1 You must be logged on to the SA Web Client as the SA Administrator user.

1 From the SA Web Client home page, click on launcher download link in the Tasks panel.
2 Save the file to a directory on your local hard drive.
3

Double click the file to begin the installation and follow the on screen instructions.

Create a User Account with Administrator Privileges

Using the SA Client, you must create a new System Administrator user and assign the
appropriate SA privileges.

See the SA Administration Guide: User and User Group Setup and Security for instuctions
about creating new users.

Create an SA User as a Member of the Software Policy Setters and Software Deployers
User Groups

This user has the privileges to scan your facility’s network for servers not yet managed by SA.

See the SA Administration Guide: User and User Group Setup and Security for instuctions
about creating new users and adding users to user groups.

Grant the Software Policy Setters and Software Deployers User Groups the Required Facility
Privileges

See the SA Administration Guide: User and User Group Setup and Security for instuctions
about granting privileges to user groups.

Phase 6: Scan for Unmanaged Servers on your Network

In this phase, SA scans your network to discover any servers not managed by SA. After SA
discovers your unmanaged servers, you are given the choice to bring each server into the SA
Managed Server Pool.

You can scan for unmanaged servers in several ways:
< By specified IP addresses

< By IP address ranges

e Using pre-prepared lists of IP addresses

This section does not attempt to describe all methods, rather it uses a single method for
simplicity. For more information about scanning for unmanaged servers (using SA server
discovery and Agent installation), see the SA User Guide: Server Automation.
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Perform the following tasks to scan for an unmanaged server on your network:

1 Logon to the SA Client as the SA Superuser you created above by double clicking on the
SA Client program file or shortcut.

2 On the SA Client main screen, select the Devices tab and then select Unmanaged Servers
in the navigation pane.

Figure 2 Select Unmanaged Servers
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3 Select Explicit IPs/Hostnames from the drop down list to specify a list of specific IP
addresses to scan, separated by spaces (commas not supported). For convenience, you can
click the ellipsis (. ..) button to display a simple text editor that allows you to more
easily enter multiple IP addresses. You can also save the file for future use. Clicking OK
will cause the IP addresses you entered to populate the IP Address or Hostnames field.

Figure 3 Specifying Specific IP Addresses or Hostnames
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4 Click Scan to begin the scan for unmanaged servers.
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When the scan is complete, a list of discovered unmanaged servers is shown. SA displays
each server’s:

- status

= IP address

= host name

= detected operating system

= any open ports that can be used to connect to the server.

Figure 4 Sample Unmanaged Server Scan Results
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Bringing a server Under SA Management
1 Select server(s) you want to manage with SA. The SA Client supports hot keys to make
multiple selections.

2 From the Actions menu, select Manage Server. The Manage Servers dialog box appears
as shown in Figure 5.

Figure 5 Manage Servers Dialog
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+ Installer Options
+ Advanced
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3 Select a network protocol to use for connecting to the server from the drop-down list.

In most cases, choosing Select Automatically to allow SA to select an appropriate protocol
for each server is recommended.
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For VMware ESXi servers where the Linux-based service console (COS) has been
removed, you must choose VMware ESX Web Services. For more information on managing
virtual servers, see the SA User Guide: Server Automation.

4 Enter a username and password to use for logging into the managed server.
Windows-based systems: log in using the Windows administrator username/password.

Unix-based systems: log in as root. If logging in as root is not permitted, select the
Become root (UNIX) checkbox. Select Supply root password and enter the password or
select Use sudo if sudo access is enabled for that account.

If you log in using sudo, the sudo user’s configuration file (typically Zetc/sudoers) must
allow the account to run any command with root privileges. This is typically accomplished
by using the “ALL" alias in the sudoers file.

) If you are unable to bring the server under SA management by logging in as root, see the SA
User Guide: Server Automation for more details about logging in as a non-root user for agent
deployment.

5 Select Verify prerequisites, copy installer, and install agent.

See “Server Discovery and Agent Installation” in the SA User Guide: Server Automation
for more information.

6 Accept the default Installer options.

7 Click OK. SA performs the required actions on the selected unmanaged servers to bring
them into the Managed Server Pool.

8 The SA Client displays the results and updates the status icons for the new managed
servers.

You can now use SA to manage these servers.

) At this point it would be a good idea to perform the tutorials in the SA Getting Started guide
and become familiar with the SA interfaces and features. The SA Getting Started guide also
provides interactive tutorials.

Phase 7. Optional Advanced Tasks

Depending on the SA features you plan to implement, there are additional advanced
post-installation task you may need to perform. For more information about these tasks, see
the SA Simple/Advanced Installation Guide.

Some of these tasks include:

= Unattended installation of the SA Client

= Configuring contact information in SA Help

= Installing Application Configuration (AppConfig) content
= Storage Visibility and Automation requirements

= Server Automation Reporting (SAR) requirements

SA Single-Host Installation 19
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DHCP configuration for OS Provisioning
Network configuration requirements for OS Provisioning

Windows Patch Management preparation tasks
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