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Introduction

This white paper describes specific prerequisites and steps needed for a successful Enhanced
Automated Disaster Recovery (EADR) and One Button Disaster Recovery (OBDR) of Microsoft
Windows 7 and Window Server 2008 R2 systems using Data Protector A.06.11. Additionally,
limitations which you need to be aware of are described.

For general disaster recovery preparation and procedures, see the HP Data Protector A.06.11
Disaster Recovery Guide. In this white paper, only the specifics applicable to Microsoft Windows
7 and Windows Server 2008 R2 are described.

Note

In the HP Data Protector A.06.11 Disaster Recovery Guide, all specifics which are described for
Microsoft Windows Vista and Windows Server 2008, apply also to Windows 7 and Windows
Server 2008 R2 and are not separately described in this white paper.

Installation

The market release version of Data Protector A.06.11 does not support EADR or OBDR for
Windows 7 and Windows Server 2008 R2. To enable support for these two versions of the
Windows operating system, install this patch on the target systems (backup system and the system
on which you will create the disaster recovery ISO image).

Before you install this patch, check the General Release Patches installation instructions and
prerequisites.

Preparing for Disaster Recovery

Follow the EADR and OBDR procedures for Windows Vista and Windows Server 2008, as
described in the HP Data Protector A.06.11 Disaster Recovery Guide. Additional Windows 7 and
Windows Server 2008 R2 prerequisites and steps are listed below.

Prerequisites
e Install Windows Automated Installation Kit (WAIK) 2.0 on the system on which you will create
an ISO image. Older versions of WAIK (1.1) are not supported.

e The system reserved volume (the volume from which the Windows operating system boots) must
have a drive letter assigned or at least it should be mounted to an NTFS directory.

Note

Backup of unmounted volumes is not supported in Data Protector 6.11 and they are not
displayed by the Data Protector GUI.

e Perform a full backup of the client system. The backup must include the:
o CONFIGURATION object

e System reserved volume (a new requirement for Windows 7 and Windows Server 2008
R2)

For how to perform a full backup of the client system, see the online Help index: “backup,
Windows specific” and “backup, configuration”.

e All backups must be performed with the following filesystem backup options selected:



Detect NTFS hardlinks
Use Shadow Copy

The option Allow fallback must be cleared.

See the selected options in the figure:
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ue to a Microsoft limitation it is not possible to consistently back up a mounted virtual hard

disk (VHD) volumes. Therefore, you should unmount all VHD volumes of a VHD file before
backup to enable successful restore afterwards. Their corresponding VHD files are then backed
up as part of their parent volume backup.

If

you accidentally leave the VHD volumes mounted and you back them up as all other volumes,

you need to perform additional manual steps during restore of the VHD files:

1.
2. Re-create VHD volumes, matching the size and structure of the original VHD file.
3.
4

. Use the same object version as was included in the full client backup.

D

Create a dummy VHD file of equal or greater size of the original file.

Start a manual filesystem restore to restore data into the previously created VHD volumes.

uring restore, Minor errors are reported. On the other hand, you can avoid this behavior

by manually editing the SRD file prior to performing disaster recovery. Remove all references
to VHD volumes from the SRD file. In this case, you must identify the drive letters that
represent the VHD volumes.

Limitations

e The Data Protector A.06.11 original GUI does not support disaster recovery options on
Windows 7 and Windows Server 2008 R2 clients because their identification string in the



cell info file is higher than 6.0. All disaster recovery options in the GUI are therefore
unavailable for selection.
Use one of the following workarounds to enable the disaster recovery options:

e Use the Data Protector Java GUI instead (for EADR).

e Temporarily modify the ce11 info file to enable the options in the original GUI.

For example, change the parameter -os "microsoft i386 wNT-6.1-W" to -os
"microsoft i386 wNT-6.0-W".

e Use the free Windows Enabler tool, which can arbitrarily enable or disable the GUI
options.
e One Button Disaster Recovery (OBDR) functionality is missing in the Data Protector Java GUI. If
you want o use the OBDR options in the GUI, use the original Data Protector GUI.

e VHD volumes cannot be restored by the disaster recovery procedure. If they are backed up as
files during the backup of their parent volumes, they can be mounted following the disaster
recovery procedure.

Alternatively, you can recreate them anew and restore the data from the corresponding backup
by using the recovered version of the Data Protector.
e Cluster shared volumes are not supported.

e The database is not restored for Active Directory — this is a known Disk Agent issue that was
resolved by the original (Data Protector A.06.11) disaster recovery module (DRM), as the
original DRM automatically restored part of the missing data. This functionality is still available
for the module that is released as a patch, but it is no longer enabled by default. You must
manually enable it during the recovery process by using the option Restore DAT [Pre].

Related documentation

For more information on disaster recovery concepts, prerequisites, and procedures, see:

e The HP Data Protector A.06.11 Disaster Recovery Guide
e The disaster recovery topics in the HP Data Protector A.06.11 online Help
e The HP Data Protector A.06.11 Command Line Interface Reference.
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