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Welcome to Peregrine’s Network
crnerer | DISCOVETY

This User Guide is for anyone who will use Network Discovery, regardless of the
level of access (type of account). It explains how to use the Network Discovery
software to manage your network.

See the Reference Manual for more detailed explanations of Network Discovery
features.

Topics in this chapter, include:

= How Network Discovery works on page 15

= Licensing explained on page 16

= Loggingin to Network Discovery on page 17
= Shutdown and restart on page 19

How Network Discovery works

Network Discovery pings and polls its way through your network to arrive at an
understanding of the network’s physical topology. It uses SNMP
information—ARP caches, bridge tables, source address capture and
port-by-port traffic analysis. Typically, this process adds 2% or less overhead to
the 10 Mbps Ethernet segment that the Network Discovery is directly connected
to, though it can add up to a maximum of 5% on some networks (0.5%, if the
Ethernet segment is 100 Mbps). The overhead decreases farther away from the
Network Discovery segment, diminishing through core switches and out
through edge routers.
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Network Discovery provides a real-time view of the network and its
relationships, allowing you to understand the network as it fits into the overall
infrastructure and to monitor changes in the network’s assets over time. You
have the tools to view, analyze, and report on your network.

A more detailed explanation is available in the Reference Manual.

Licensing explained

The Network Discovery licensing system allows many options to suit customer
needs.

Licenses are based on:

= how many devices and ports are in the network

= whether or not you have an Aggregator (a license that lets you link
Peregrine appliances)

= Whether or not you are evaluating the Peregrine appliance
= How long the evaluation period is
= Thelength of the maintenance / warranty period

Note: Features that are unavailable with your license are gray in the interface or
are not visible at all.

Note: You can find information about what license has been purchased and
installed on your Peregrine appliance at Status > Current settings >
Installed Licenses.

Licenses by number of devices: an example

If you order a license for 1,000 devices, your license will handle six times as many
ports as devices (6,000). Your license will handle 140 times as many attributes.
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Some information about Network Discovery evaluation periods

The evaluation period gives you time to try out Network Discovery with your
system before purchasing it.

= The evaluation period begins as soon as Network Discovery discovers
something and adds it to the database.

= At the end of the evaluation, the appliance still functions, but many
functions are unavailable, so Network Discovery is unusable.

There are three ways to extend the time:

= Buy the product. You will receive a new production license.

= Clear the database.

= Receive another evaluation license.

Note: At the end of your evaluation period, you will still be able to see the
Administration menus. You can request a new license by clicking
Administration > Appliance management > Generate licensing
request.

Note: If a Peregrine appliance in your network has an expired evaluation license,

it cannot be aggregated. If you have more than one Peregrine appliance
in your network, make sure you update your licenses for all appliances.

Logging in to Network Discovery

To log in to the Peregrine appliance:
1 Launch your web browser.

2 Inthe URL area of the browser, enter the IP address or domain name of your
Peregrine appliance.

When the connection is made, the Network Discovery splash screen
appears, followed by the Login window.
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Note: To make the Login window appear sooner, click the Network Discovery
splash screen. You can bookmark this URL for use with your browser.

Percarine. Network Discovery 5.2

Your Automation Solution

Automation

i) 2004 Peregrine Systems, Inc. All nghts ressrved. This program (s protedtsd by LS. and Intemabional Copyroht laws.

Enter Network Password 2=l

@ Fleaze type your uzer name and password.
Site: ExampleCorp

Fealm Peregrine Appliance

Uszer Mame ||

Passward I

™ Save this password in pour password list

()3 I Cancel |

3 Enter your account name (user name) and password.

If your Network Discovery Administrator has not supplied you with an account
and password, use the account name “demo” and the password “demo”.

Important: Account names are all lower case. Passwords are case-sensitive.
“DEMO" and “demo” are two different passwords.

Note: If you are the Network Discovery Administrator and you want information
on setting up accounts with user names and passwords, see Setting up

Accounts on page 29.
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Once the user name and password are accepted, the Network Discovery home
page and Toolbar appear. You may have a short wait while the Toolbar loads. If
you have any problems logging in, see the Network Discovery Setup Guide.

Peregnne

Network Dlscovery

Wersion 9.2.0% build 323 (admin)

Shutdown and restart

Warning: Itis extremely important to shut down the Peregrine appliance
properly. If the correct shutdown procedure is not followed, you risk
corrupting the Peregrine appliance. Make sure that every person who
may come into contact with the Peregrine appliance understands
how to shut it down properly.

Shutting down the Peregrine appliance

Tip: Be sure to inform the people who clean and make repairs in the room
where you keep your Peregrine appliance that it must be shut down
properly.

Note: To shut down the Peregrine appliance safely when you are using the
configuration interface, see the Setup Guide.

To shut down the Peregrine appliance—through the browser interface
1 Administration > Appliance management > Appliance Shutdown
2 Click Shut down appliance.

The Peregrine appliance shuts down safely.
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Restarting the Peregrine appliance

Appliance Restart will restart the Peregrine appliance safely. You would use this
procedure in the following situations:

= You are upgrading the Network Discovery software.

= Peregrine Systems Customer Support has suggested you restart the
Peregrine appliance.

To restart the Peregrine appliance
1 Click Administration > Appliance management > Appliance restart.
2 Click Restart appliance.
A message asks you to wait.
3 Wait 5 minutes.

The web interface will provide status messages regarding the startup
procedure.
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User Accounts

CHAPTER

All Network Discovery system configurations can support up to 250 accounts

(including at least one Administrator account).
Topics in this chapter include:

= Aboutaccounts on page 21

= Demo accounts on page 24

= IT Employee accounts on page 25

= IT Manager accounts on page 25

= Administrator accounts on page 26
= Scanner accounts on page 27

About accounts

There are five types of account:

=  Demo
= ITEmployee
= IT Manager

= Administrator
= Scanner
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By default, Network Discovery has one of each type of account installed. If there
are to be any other accounts, the owner of an Administrator account must
create them.

Warning: In Network Discovery, all IT Manager and Administrator accounts
have access to some powerful features. If you have an IT Manager or
Administrator account, be careful not to overwrite the work of other
IT Manager or Administrator accounts. In particular, Peregrine
recommends that there be only one Network Discovery
Administrator.

Account type Account name Password
Demo demo demo

IT Employee itemployee password
IT Manager itmanager password
Administrator admin password

Depending on your license, as many as 10 accounts can use a Network Map
session at the same time.

To check how many people are using a map:

= Click Status > Network Map Sessions. You will see how many of the map
sessions are currently available.

Demo ITEmployee IT Manager Administrator

Network Map

Initial map configuration file Copy of Copy of Prime Copy of Prime Copy of Prime
Prime

Default map configuration file Copy of last saved or lastsaved or last saved or
Prime used used used

Open any saved map configuration o o o o

Save any number of map configurations o o o o
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Demo IT Employee IT Manager  Administrator
Save a map configuration as Prime — — o o
Change a device icon — — o o
Change a package icon o o o o
Change a device's priority — — o o
Change a device’s title or tag — — W o
Alarm Thresholds view view view + view + change
change
Purge a device — — o o
Disconnect other accounts’ map — — — o
sessions
Managers (for example, Device Manager)
View read and write community strings — —
for device v v
View and use set link to MIB Browser — — o '
SNMP query default string “public” “public” fromNetwork from Network
Discovery Discovery
Update Model — — o o
Configure connections — — o o
Break and force connections — — ' W
MIB Browser
Set SNMP variables — — o o
Read community string — view + edit  view+edit  view + edit
Write community string — — view + edit  view + edit
Status
View read and write community strings — — o o

for network
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Demo ITEmployee IT Manager Administrator

Administration

Change own password — o
Configure own account — o o o
Configure other accounts — — — o
Manage own map configurations — o o o
anc%yurr:\tzp configurations from other — o o o

Select pager service provider — o o o
Configure pager service provider — — — o
Configure event filters — — — o
Configure Peregrine appliance — — — o
Configure network operations — — — o
Access to shared directory read read read read/write

Demo accounts

Initially, there is one Demo account. The name for this accountis “demo” and the
password is “demo” (account names must be lowercase and passwords are
case-sensitive). Demo account owners cannot change this password. An
Administrator account owner can create more Demo accounts if needed.

Demo accounts are designed for training and practice. Demo is the least

powerful type of account on Network Discovery. The restrictions on this account
make it impossible for the Demo account owner to damage the network.
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A Demo account can:

= View the Network Map, with the restriction that each map session will begin
with a configuration named “Copy of Prime.” The Prime configuration is
maintained by an Administrator or IT Manager account.

= Open any saved map configuration
= Save any number of map configurations
= View reports and appliance status

IT Employee accounts

An IT Employee account can:

= Do everything a Demo account can do

= View the Network Map; with every map session after the first session
automatically loading their default configuration (which is normally the
configuration used most recently)

= Manage their own configurations (delete, duplicate, and rename them, and
set a default configuration without opening the Network Map)

= Change their own password and account profile

IT Manager accounts

The owner of an IT Manager account has the power to make changes that affect
what other people see in Network Discovery.

With respect to the Administration menu, an IT Manager account has
capabilities similar to an IT Employee account. With respect to the Network Map
an IT Manager account is similar to an Administrator account.

An IT Manager account can:

= Do everything an IT Employee account can do

= Setappliance system variables such as system name, system contact,
system location
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= Save a copy of the Network Map as Prime
= Change device properties (title, tag, priority, and icon of a device)
= Change port properties

= Seeadevice’s read and write community strings (if known) in the Device
Manager Configuration panel

= Purge a device, port or attribute from the Network Map
= Update the model for a device

= Change how Network Discovery sees connections between objects, and
break existing connections and create custom connections

= Set SNMP variables in the MIB Browser

Administrator accounts

There should be one Administrator account owner designated as the Network
Discovery Administrator, whose account cannot be deleted. The default
Administrator account name is “admin” and the default password is “password”
(account names must be lowercase and passwords are case-sensitive). This is
the most powerful type of account. Administrator accounts can access all
components of the Peregrine appliance.

An Administrator account can:

= do everything that IT Manager accounts can do

= perform initial configuration of the Peregrine appliance

= configure the Peregrine appliance operations on the network
= administer the IT Manager, IT Employee and Demo accounts

The default Administrator account must set up the initial Peregrine appliance
parameters and create the other accounts (see the Setup Guide).

Warning: If you forget the Administrator password, you will not be able to

access the Administrator account without intervention from
Peregrine Systems customer support.
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Scanner accounts

This type of account exists for one very specific purpose. The Scanner account

can only upload scan files from Peregrine Desktop Inventory, and has no other
administrative abilities.

For more information on the Scanner account, see Using Network Discovery with
Desktop Inventory and Desktop Administration.
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Setting up Accounts

CHAPTER

This section is for the Network Discovery Administrator only.

All of these commands are available when you click Administration > Account
administration.

These procedures allow you to create, delete, and configure user accounts.
Topics in this chapter include:

= Generating a list of accounts on page 30

= Adding an account on page 30

= Customizing an account’s properties on page 31

= Customizing an account’s capabilities on page 34

= Modifying account contact information on page 36

= Modifying an account password on page 37

= Deleting an account on page 39

= Setting the minimum password length on page 40

= Setting the number of failed login attempts on page 40
= Setting the password history on page 41
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Generating a list of accounts

This page provides an alphabetical list of currently registered users, complete
with their full name and e-mail address. The user names in the list are

hyperlinked, so that you can click on the name and see all the options you can
perform on that account.

To generate a list of all accounts
= Click Administration > Account administration > List accounts.

A list of all the accounts appears. To modify an account, you can click on the

Account name, or go back up a level to the Account Administration page and
click Account properties.

Account Type m E-mail Address

admin Administrator  Administrator  nfa
demo Demo Demo Account nfa
itemployee ITEmployee [T Employee  nfa
itmanager IT Manager IT Manager nia

Adding an account

There can be as many as 250 accounts, including yours.

Warning: In Network Discovery, all IT Manager and Administrator accounts have
access to some powerful features. If you have an IT Manager or
Administrator account, be careful not to overwrite the work of other IT
Manager or Administrator accounts. In particular, Peregrine
recommends that there be only one Network Discovery Administrator.
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The account name must be 3-16 characters long. Acceptable characters are:

= athrough z (must be lower case)
= Othrough9
= hyphen (-) (the hyphen cannot be the first character in the account name)

= underscore (_) (the underscore cannot be the first character in the account
name)

To add an account

1 Click Administration > Account administration > Add an account.
2 Enteralogin name.

3 Click Add Account.

Note: The account is created, but you must still create a password for the

account. If you do not create a password, no one will not be able to log in
with it.

@ Modify account properties Modifies account properties for "admin”.
[@ Modify account contact data  Modifies account contact data for "admin”.
@ Modify account password Modifies account password for "admin”.
? Delete account Deletes account "admin”.

Customizing an account’s properties

You can change any of the account properties listed in the following table:

Property Explanation

Name The name of the account owner.

Allow others to copy map Determines whether or not other users can copy map
configurations configuration files from this account.
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Property

Explanation

Append IP Address to device titles?

Determines if device titles are followed by device IP
addresses (when available). If chosen, an IP Address
column will appear in the Alarm Viewer, Events Browser,
and Service Analyzer.

Make URLs visible

Determines if hyperlinks are followed by the associated
URL (for easy cut and paste).

Draw borders on tables in text mode

If you use the “as text” button, tables will have borders.
Tables are easier to read with borders, but they take up
more space on your screen.

Alternate colors in table rows

Tables are easier to read with alternating colors, but they
take more space on your screen.

Highlight table rows on mouse over

Lets you highlight a row you want to look at.

Show navigation bar

Determines whether or not you see the navigation
hyperlinks at the bottom of pages. The hyperlinks are the
same as the buttons on the Toolbar.

Time before marking statistic as stale

Applies to Device Manager, Port Manager, Line Manager,
Attribute Manager, Alarms Viewer, Health Panel, and
Service Analyzer. When a statistic has not been updated
for this set amount of time, the data will appear with a
grey background.

Long date format

Determines how the date appears at the bottom of most
panels and pages.

Short date format

Determines how the date appears at the bottom of the
Statistics panel's Table view and in Reports, Event Browser
and Health Panel.

Inline help format

Determines if you automatically see short or full help files
in HTML menus. If you choose the short help option, you
will see alink called “Full Help”. Clicking that link opens an
Assistant window that displays the Full Help.

Default Device Manager panel

Determines which panel will appear when you open a
Device Manager session.

Device Manager scan file viewer

Determines whether you will see a Java Scan File
Viewer, or if you will download an xsf file, when you click
the View Scan Data button in the Device Manager.

Default Port Manager panel

Determines which panel will appear when you open a
Port Manager session.

Default Find panel

Determines which panel will appear when you open a
Find session.
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Property

Explanation

Default Attribute panel

Determines which panel will appear when you open an
Attribute Manager session.

Default Device Manager Ports panel
selection

= increment

Determines which configuration will appear when you
open a Ports panel in the Device Manager.

= Determines how many rows of data the Ports
panel displays at a time. Default: 24

Device Manager statistic

Statistic selected in the Device Manager Statistics panel.

Port Manager statistic

Statistic selected in the Port Manager Statistics panel.

Statistic interval

Interval selected for your Statistic panels in the Device
Manager and Port Manager.

Statistic maximum

Statistic maximum selected for your Statistic panels in the
Device Manager and Port Manager.

Statistic granularity

Statistic granularity selected for your Statistic panels in
the Device Manager and Port Manager

To select an account for customizing

1 Click Administration > Account administration > Account properties.

2 Select an account from the list box.

3 Click Modify Properties.

To modify an account

1 (optional) Enter a descriptive name in the Name field.
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2 Assign the appropriate properties.

3 Click Modify Properties.

Narme: |Demu Account

Allovy others to copy map configurations? ©Yes & No

Append IP Address to device titles? ©Yes & No

'ake URLs visible? ©Yes & No

Draw borders on tables in text mode? ©Yes & No

Alternate colors intable rows? ®Yes " No

Highlight table rows on mouse over? ©Yes & No

Shove navigation bar? ®Yes " No

Time befare marking statistic as stale Days: [0 Hours: [2 Minutes: [0 Seconds: IU—
Long date format: [Help] [ default %A, %B %e, %Y %T %Z
Short date format: [Help] [ default %Y-%m-%d %R
Inline help format Al x

Default Device Manager panel: EXr|

Default Port Manager panel: EXr|

Default Find panel [Device =]

Default Attribute panel [Configuration =]

Default Device Manager ports panel selection: [Status =] increment 24

Default Device Manager statistic [INa Selection] 3|

Default Port Manager statistic [Ma Selection) M

Default statistic interval [Pastzhows =]

Default statistic maximum [Theshold Mtax =]

Default statistic granularity [Default granularity =]

Customizing an account’s capabilities

You can change any of the account capabilities listed in the following table:

Account type Determines the account’s level of access to Network
Discovery.

Web Access Allows owner to use Network Discovery. You will
probably enable this, but conceivably the user only
needs MySQL ODBC access

MySQL ODBC Access  Allows owner of the account to export Network
Discovery data to third-party data access applications
to create custom reports.
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Shared directory access Allows owner of the account to access the shared
directory. An Admin user can install updates and new
licenses.

Password expiry The number of days an account can be used before the
password expires.

To select an account for customizing

1 Click Administration > Account administration > Account capabilities.
2 Select an account from the list box.

3 Click Modify Capabilities.

To modify an account

1 Select an account type from the list box.

Note: You cannot change the account type for the account you are currently
using.

2 Determine what capabilities the account will have.

Note: You cannot change any capabilities for the account you are currently
using.

3 Change the appropriate capabilities.

4 Click Modify Capabilities.

Account type: IDemo v[

Account capabilities: \weh and applets access: & Yes O No
WySQL ODBC access. € Yes & MNo
Shared directory access: € Yes & MNo

Password expiry: Days: ID

Modify Capabilities |
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Modifying account contact information

You can change any of the following properties:

= E-mail address (optional, but required if the user is to receive any e-mail
about the Peregrine appliance or the network)

= Pager e-mail address
= Pager number
= Pager service provider

To modify an account’s contact information

1 Click Administration > Account administration > Account contact data.
2 Select an account name from the pull-down list.

3 Click Modify Properties.

4 You can now modify any of the contact information.

5 Check to make sure the changes are correct.

6 Click Modify Contact Data.

To enable e-mail notification

= Enter an e-mail address in the E-mail address field.

If the e-mail address is blank, the user will not receive any e-mail.
To enable pager notification through an e-mail gateway

= Enter a pager address in the Pager e-mail address field.
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To enable direct alphanumeric pager notification
1 Enter a pager number.
2 Select a pager service provider from the list box.

Note: The list of pager service providers must be created by an Administrator
account. See Setting up Paging on page 143

E-mail address: |

Fager e-mail address: |

Fager number: |
Fager Service Provider: Mo service providers defined.

Maodify Contact Data |

Modifying an account password

An Administrator account must create an account password while creating a
new account, or can modify the password at any other time.

Passwords can be up to 20 characters long (the minimum length depends on
the setting at Administration > Account administration > Appliance
passwords). Acceptable characters are:

= AthroughZ
= athroughz
= Othrough9
= underscore ()

n at (@)
= period (.)
= hyphen (-)

To modify an account password
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= Click Administration > Account administration > Account password.
To select an account
1 Select an account from the list box.
2 Click Modify Account.
To modify or create a password
1 Enter the new password in the first field.
Do not enter the current password (if any).
2 Enter the same new password in the second field.

Entering the same password twice helps guard against typing errors.
Click Modify Password.

Note: Modifying the password resets the Password Expiry and Failed Login
Attempts features.

Note: If the Administrator has set up the Password History feature, you cannot
re-use passwords. You must have a new password each time you perform
this procedure.

Fassword:

Fassword (again):

Maodify Password |
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Deleting an account

This page allows the Administrator account to delete an account from the list of
current accounts.

Note: The account you are using to delete accounts, or the “active” account,
cannot be deleted.

To select an account

1 Click Administration > Account administration > Delete an account.
2 Select an account from the list box.

3 Click Delete Account.

To delete an account

= Click Confirm.

Account name:
|Se|edAccount j

Delete Account |

Troubleshooting

Why do | see “Account name ‘delme’ does not exist.” when | try to delete an
account?

Two possibilities:

= Another Administrator account deleted the account just before you did.

= You deleted the account yourself, but the account login name still appears
in the list box because the list has not been updated. To get an updated list
of accounts, click your web browser’s Reload or Refresh button.
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Setting the minimum password length

Your company may have a standard password length for all accounts in the
organization. That standard may be different than the default password length
in Network Discovery (which is 4-10 characters).

If your company requires you to have a different minimum password length,
you can change Network Discovery so it is compliant with your standards.

To change the minimum password length
1 Click Administration > Account administration > Appliance passwords.
2 Enter a new number in the Custom text box.

3 Click Change.

finimum password length: & Default 4

© Custom: |4

Setting the number of failed login attempts

As a security feature, the Administrator can define how many times an account
can try to login to Network Discovery.

If the user cannot login, and this threshold has been passed, the account will be
locked out until the Administrator changes the account password (see
Modifying an account password on page 37).

To change the maximum number of failed login attempts

1 Click Administration > Account administration > Appliance passwords.

40 | Setting up Accounts



2 Enter a new number in the Custom text box.

3 Click Change.

© Custom: ID

Setting the password history

For security purposes, users should change their passwords often. To increase
security, this feature ensures that users use different passwords, rather than
re-using the same passwords over and over again. For example, if you set this to
“5,” a user must use a new, unique password the next 5 times he/she changes
his/her password.

The Delete password history feature determines how long Network Discovery
keeps a record of the passwords used by each account. When this time expires,
an user will be able to re-use an old password.

Note: Delete password history always takes precedence. If you surpass the set
Password History limit, you cannot reuse a password until the Delete
password history time has expired.

To set the password history

1 Click Administration > Account administration > Appliance passwords.

2 Enter a new number in the Custom text box.

3 Click Change.

Password histony. ¢ Default 0

---------------- & Custom: |3—
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To delete the password history
1 Click Administration > Account administration > Appliance passwords.
2 Setatime for the password history to be deleted.

3 Click Change.

Delete password histony: & Default: 1 day 0 hours
© Custom: Weeks: [0 Days: [1 Hours: [0
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Maintaining Your Account

CHAPTER

This section is intended for Administrator, IT Manager, and IT Employee
accounts.

The Demo account cannot perform any administration functions.

You can maintain your own account by setting your own preferences, contact
information, and even your password. An Administrator account can also do
these tasks as part of setting up accounts.

Topics in this chapter include:

= Modifying your contact data on page 44
= Modifying your password on page 46

= Testing your e-mail address on page 47
= Testing your pager address on page 47

= Testing your pager number on page 48
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Customizing your account

The Network Discovery Administrator (with an Administrator account) sets up

your account and determines what levels of access and capabilities you will

have, but you (as the user of an IT Employee, IT Manager or Administrator

account) can customize your own preferences.

You can change any of the account properties listed in the following table.

Note: You can see a complete list of the properties on page 31. Many of these
properties will be of more interest to you when you are more experienced
with Network Discovery.

To customize the properties of your account

1 Click Administration > My account administration > Account properties.

A screen appears called “Account Properties for [account name]”.

Note: If no password is given, the account cannot be used to log in, even when
Web Access is set to “yes”.

2 Choose the properties you want.

3 Click Modify Properties.

Modifying your contact data

Network Discovery can communicate with you by e-mail or pager to do such
things as inform you that an important device is broken or let you know whether
a backup of Network Discovery data was successful. One of the things Network
Discovery needs to communicate with you is your contact data. The Network
Discovery Administrator sets up this information when creating your account.
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You may change any of these properties, to ensure that your contact
information is up to date.

= E-mail address (optional, but required if the user is to receive any e-mail
about the Peregrine appliance or the network)

= Pager e-mail address
= Pager number
= Pager service provider

To modify your contact data

= Click Administration > My account administration > Account contact data.
To enable e-mail notification

= Enter an e-mail address in the E-mail address field.

If the e-mail address is blank, the user will not receive any e-mail, even when the
receive list box is set to “yes”.

To enable pager notification via an e-mail gateway

= Enter a pager address in the Pager e-mail address field.
To enable direct alphanumeric pager notification

1 Enter a pager number.

2 Select a pager service provider from the list box.

Note: The list of pager service providers must be created by the Network
Discovery Administrator. See Setting up Paging on page 143

3 Click Modify Contact Data.
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Modifying your password

The Network Discovery Administrator may change the passwords occasionally,
but this option gives you control over your own password. If you have trouble
accessing your account, ask the Network Discovery Administrator to make sure
you have the correct password.

Note: Passwords are case-sensitive. “Magic”, “MAGIC”, and “magic” are different
passwords

Passwords can be up to 20 characters long (the minimum length depends on
the setting at Administration > Account administration > Appliance
passwords). Acceptable characters are:

= AthroughZz
= athroughz
= Othrough9
= underscore (_)

[ at (@)
= period ()
= hyphen (-)

To change your account password

1 Click Administration > My account administration > Account password.
2 Enter the new password in the Password field.

3 Enter the new password in the Password (again) field.

4 Click Modify Password.

Note: When you change your password, you will be prompted to log in again

using the new password. You will also need to close the Toolbar and open
it again, so the applets receive the new password.
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Note: If the Administrator has set up the Password History feature, you cannot
re-use passwords. You must have a new password each time you perform
this procedure.

Testing your e-mail address

Testing your e-mail address will send an e-mail message to your account, so that
you can:

= test that you have entered your e-mail address correctly
= test that the Peregrine appliance has been configured to send e-mail

To test your e-mail address

1 Click Administration > My account administration > Test e-mail address.
2 To send an E-mail message to your account, click Confirm.

If you do not receive the message, it could be because:

= noe-mail address is provided

= anincorrect e-mail address is provided

= amail server has not been specified for use with Network Discovery
= the Network Discovery mail server is not working

= the receiving mail server is not working

Testing your pager address

Testing your pager address will send a message to your pager, so that you can:

= test that you have entered your pager address correctly
= test that the Peregrine appliance has been configured to send e-mail
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To test your pager address

1 Click Administration > My account administration > Test pager address.
2 To send a message to your pager, click Confirm.

If you do not receive the page, it could be because:

= incorrect pager data is provided in the pager service provider profile

= no pager data is provided in your account profile

= incorrect pager data is provided in your account profile

= no external modem is connected to the Peregrine appliance

= the external modem connected to the Peregrine appliance is turned off
= there are modem synchronization problems

= thereis no dial tone on the phone line being used

= your service provider is having problems

= your pager is turned off

Testing your pager number

Testing your pager number will send a test message to your alphanumeric
pager through the dialup service provider.

This will test that your pager is working and that the dialup service provider has
been configured correctly.

To test your pager number

1 Click Administration > My account administration > Test pager number.
2 Tosend a message to your pager, click OK.

If an error occurs and you do not receive the page, it could be because:

= incorrect pager data is provided in the pager service provider profile
= no pager data is provided in your account contact data
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= no service provider profile is specified in your account contact data

= incorrect pager data is provided in your account contact profile

= no external modem is connected to the Peregrine appliance

= the external modem connected to the Peregrine appliance is turned off
= there are modem synchronization problems

= thereis no dial tone on the phone line being used

= your service provider is having problems

= your pager is turned off
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A Tour: Toolbar, Health Panel, Alarms
cunerer | Vi@Wer, Network Map

This chapter and the next provide a brief introduction to Network Discovery and
how you can use it.

Topics in this chapter include:

= The Toolbar is the starting point on page 52

= Network Discovery: an integrated approach on page 56

= See a network overview with the Health Panel on page 57
= Using the Alarms Viewer on page 61

= Saving data to a text file on page 62

= The Network Map provides a graphical view on page 63

= What are the icons on the map? on page 65

= Access to the Network Map on page 72

= Checking the Network Forecast on page 75
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The Toolbar is the starting point
The Toolbars and buttons

Once you have successfully logged into Network Discovery, you will see the
Home page and Toolbar. The Toolbar is the center of navigation in Network
Discovery; you can use the Toolbar to access all of the features of Network
Discovery. You may see one of two possible Toolbars:

Normal Network Discovery Network Discovery
Toolbar Aggregator Toolbar

/3 Toolbar - Euampletnrp Microsoft Internet Explorer !E[ | x|

Network Dlscovery .-. N
Yersion 5.2.0% build 323 {adminy NEtwom Dlscovew

Wersion 5.2.0° build 323 {adminy

The principal difference is that the Aggregator Toolbar allows you to examine all
Peregrine appliances—the Aggregator appliance and all remote
appliances—without logging in to each appliance separately.

For more information on the Network Discovery Aggregator, see Chapter 15,
Using an Aggregator.

The difference between an Aggregator Toolbar and a single-appliance Toolbar
is immediately visible: the Aggregator Toolbar has an extra row of buttons on
top. The rest of the Aggregator Toolbar works exactly as the single-appliance
Toolbar does.

Note: All of the buttons in the second row affect only the active Peregrine
appliance—that s, the appliance shown in the Appliance list—except for
Exit.
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The first group of buttons controls Aggregator features:

@ Aggregate Health Opens the Aggregate Health Panel.
Panel

Aggregate Alarms Opens the Aggregate Alarms Viewer.
@ Viewer

= Aggregate Events Opens the Aggregate Events Browser.
Browser

EI Aggregate Find Opens the Aggregate Find.

—~ | Remote Appliances Liststhe Peregrine appliances that can be viewed
ﬁ remotely and may be supplying data to the
Aggregate Health Panel.

Note: The first group of buttons always appears, even if the Aggregator has no
remote appliances configured.

There is also an appliance list. This pull-down list contains the Peregrine
appliance that is acting as the Aggregator, and all the remote appliances.

The Aggregator appliance s listed at the top, using its system name. An asterisk
appears after the system name to indicate that this is the Aggregator.

The second group of buttons contains the major functions of Network
Discovery.

Health Panel Opens the Health Panel.

Alarms Viewer Opens the Alarms Viewer.

Service Analyzer View end-to-end network performance.

Iﬂ‘] Network Map Opens the Network Map window.
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Events Browser View recent events.

Find Search for devices and ports of devices.

?g MIB Browser Opens the MIB Browser.

The third group of buttons uses the active web browser window.

Home/ Home is the home page for a single appliance. Home
% Home Base Base is the home for the Aggregator appliance.
Reports View network statistics.

| Administration  The function of this button depends on your account.

(2] = Demo users have no access to
administration.
= IT Employee users: Configure own account.
= [T Manager: Configure own account
= Administrator users:
- Perform initial setup
- Set appliance system variables
- Configure own and other accounts
- Set appliance system variables
- Set up Network Discovery
| Status View configuration of the Peregrine appliance and of
ﬁ Network Discovery.
Download Allows downloading of components for Windows.
Help Read documentation. This menu includes all
manuals, release notes, and some quick-reference

windows.
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The fourth group of buttons controls your web browser environment.

Close Close all Network Discovery windows (for an
@ Aggregator, closes all the windows for the
selected Peregrine appliance).

Exit Quit Network Discovery completely, but
@ leaves any active web browser windows open.

Navigating with buttons and links

The Toolbar buttons are duplicated as a row of hyperlinks called the navigation
bar at the bottom of the main browser windows. It is there for ease of navigation
when you have several windows open.

individual appliance

Horre

Health Panel | Alarms Wiewer | Network Map | Service Analyzer | Events Browser | MIB Browser | Find
Hore | Reports | Administration | Status | Download | Help

Aggregator appliance

extra row of Home Base

hyperlinks \ Aggregate Health Panel | Aggregate Alarms Viewer | Aggregate Events Browser | Aggregate Find | Remote Appliances
Health Panel | Alarms Wiewer | Network Map | Service Analyzer | Events Browser | MIB Browser | Find
Horne Base | Reports | Administration | Status | Download | Help

There is an extra row of hyperlinks. The extra (top) row affects the Aggregator
appliance. The new hyperlinks are “Aggregate Health Panel”, “Aggregate Alarms
Viewer”, “Aggregate Events Browser”, and “Remote Appliances.”

For more information on the Aggregator, see Chapter 15, Using an Aggregator.
Important: The Toolbar and the navigation bar may affect different appliances.
Above the navigation bar is another row of links that shows you the path you

have taken through the menus. On the Home page, this “pathway” row says
“Home.”
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On Administration, Reports, Status, and Help pages, the “pathway” links show
the path you have taken to the HTML-based page you are on now.

Network Discovery: an integrated approach

There are many ways to look at your network data with Network Discovery. The
Health Panel, the Network Map, and the Alarms Viewer to see your devices, and
to determine the devices that currently have problems.

Typically, a user would start with the Health Panel and Network Map. The Health
Panel lists all the alarms currently on your network, whereas the Network Map
shows a graphical representation of the network layout. To see a list of devices
with these alarms, double-click on an alarm category in the Health Panel, and
the Alarm Viewer opens.

The Alarms Viewer shows all the devices on the network with current alarms.

From the Alarms Viewer, you can double click on an alarm and open up a Device
Manager, and from there you can investigate a problem with that device.

56 | A Tour: Toolbar, Health Panel, Alarms Viewer, Network Map



See a network overview with the Health Panel

The Health Panel enables you to set up, highlight, and examine conditions,
alarms, and statistics that Network Discovery has gathered about your network.

4 Health - ExampleCorp [_ (O] x|
File Edit View Tools Help

M 2 Disk Utilization MERd @

| Alarm . [ m] e & [ * ]

4 & Line Bresks 2

— | <= Utilization

@ & Delay 4 3

— <= Collisionz

4 & Eroadcasts 21

— <= Errors

—  «= Frame Relay

& % Device Breaks w7

— %% Packet Loss

B | £ Disk Ltilization 1 21 88 26
& 5 CPUUtiization 1 3
& % Load Average 2 12

& % Memory Utiization 2

— %% Backplane Ltiization

& 2% Printer 4

— g UPS

- B PortmTTR

— K Port MTEF

* [ Port AddsiDelstes 7

* [ Port Moves g

* [ Port Changes g
B [ Device MTTR 1

B [ Device MTEF 39

* [ Device AddsDeletes 55
* [ Device Moves 30
* [ Dewice Changes 1

& [ Exceptions 13 165 242
* [ Mot Recertly Seen 55
B [ Open Tickets 1 11 5 4
Devi Ports ilability  Fr: Errors/s

4194 2303 99.09% 56,520 912
[&[[e] = ] RS

Note: The Health Panel is automatically updated with current device
information.
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There are icons on the Health Panel to distinguish device and port alarms. The
Health Panel is divided into four sections as indicated by these icons:

Category Indicator
Port Attribute Alarm

—
Device Attribute Alarm o
Port Report Alarm B
Device Report Alarm

The Health Panel will show you how many alarms are on your network. You can
drill down with the Alarms Viewer to see exactly which devices have the alarms.

Note: The Aggregate Health Panel works the same way as the normal Health
Panel, but it shows information for all the Peregrine appliances in your
network. For more information, see Using the Aggregate Health Panel on

page 216.
Devices Ports Availability Frames/s Errors's
iﬂ44 25824 94 52% 40,128 39.09
EIRIEN L17am o)
Indicates if there are problems with time on the status of
the appliance. Click the appliance appliance connection to
icon (left) for more details. the appliance
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Statistic

Explanation

Devices

The number of discovered devices in the network.

Ports

The number of discovered ports in your network

Availability

This number represents the number of real devices with
priority 3 (or higher) that are operational as a percentage of
the total number of real devices with priority 3 (or higher).

Frames

This number represents the instantaneous number of frames
per second seen on the entire network.

Errors

This number represents the instantaneous number of errors
per second seen on the entire network. This includes the
number of errors on both the “in” and the “out” ports of the
network devices.

Customizing the Alarm List

You can change the appearance of the Health Panel so you see only the alarms
in which you are interested.

To customize the alarms seen on the Health Panel:

1 From the Health Panel, click Edit > User Preferences > Health Panel tab.

Here, you can create a list of the alarms you want to see on the Health Panel.

2 After you have created your list, click Apply.
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3 Click OK.

Next, you must apply these changes in the View menu.

4 Click View > My User Alarms Only.

Setup in Edit > User

Result with View > My User
Preferences > Health Panel tab

Alarms Only

%, User Preferences
i [ Health Fanel

My alarms:
Excluded Alarms

Included Alarms

<> Utilization B
<« Collisions

s Errors

> Frame Relay

#+ Packet Loss

£+ CPU Utilization

#+ Load Average

# Memory Utiliz... [+

> Line Breaks
< Delay

<+ Broadcasts
#+ Device Breaks
#+ Disk Utilization

D

[_] Open Health Panel with Network Map

Apply || oK

|| cancen

1, Health - ExampleCorp
File Edit View Tools

I[=] E3

Help

M 1% Disk Utilization

MR

&

| Alarm . W] @] & *]
& > Line Breaks 2
@ & Delay 4 3
# <« Broadcasts 2 1
4 % Device Breaks w7

u Disk Litilization 1 2 85 26
Devi Ports ility Fr: Errors/s
4185 2,303 99.09% 96,143 226

IR EN|

R |E\
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Using the Alarms Viewer

User Guide

The Alarms Viewer is an extension of the Health Panel, and shows you exactly on
which devices and ports the alarms have occurred.

By double-clicking on a line in the Health Panel, you will open the Alarms Viewer.
The Alarms Viewer works with the Health Panel to show you which devices on
your network have Critical, Major, Minor, or Info alarms.

1, Alarms - ExampleCorp
File Edit View Object Tools Help

I[=] E3

-

L= Delay - || 36 v| Alarms: 6 @ ’g”g”g”g
Priv_ ] Device [ Port [ State Time [ attribute [ walue [ Update Time |
4 4T 1722243237 1.20 & 200403151407 & Delay 97.49 2004-03-15 14:07
4 % 1722213238 1.20 & | 20040315 14:07 & Delay 7721 2004-03-15 14:07
4 45 1722243240 141 & 200403151407 & Delay 95.79 2004-03-15 14:07
4 4% 1722243236 112 A 2004-03-1514.07 & Delay 35.74 2004-03-15 14:07
4 48 1722243240 1.10 A 2004-03-1514.07 & Delay 6745 2004-03-15 14:07
3 B HUBS-aUTOM 1.261 A 2004-03-1514.07 < Delay 35.74 2004-03-15 14:07

1]

The status bar in the Alarms Viewer is similar to that on the Health Panel. You can
change the displayed alarm type or priority with the pull-down lists on either
window. Your selection will appear in the Health Panel, Network Map and the

Alarms Viewer.

Note: The Alarms Viewer will show a maximum of 1000 alarms.
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Saving data to a text file

You can now use the Save Table Data feature to save selected info into a text
(.tsv) file in the following Network Discovery features:

= Health Panel

= MIB Browser

= Find

= Alarms Viewer

= Service Analyzer

= Events Browser

You can save the entire contents of a window, or you can Ctrl-click to select the
data you want to save.

Saving data to a text file

1 Select the table items you want to save. To select the entire table, click Edit
> Select Table.

2 Click File > Save Table Data.

A Save Table Data dialog appears.
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3 Select a file name and location for the text files.

4  Click Save.

Edit VYiew Tools Help

Appliance b |- | 16 * @

Connection Info

Close Ctrl-in

<+ Broadcasts 2

<+ Errors 1

% Device Breaks 175

¢ Disk Ltilization 12

¢ CPU Ltilization 1

I Load Average

¢ Memory Ltilization

% Printer

4 Port AddsDeletes

Q Part Moves

Q Part Changes

[ Dewice MTTR 1

[ Dewice MTEF 39

[ Dewice AddsDelet...

@ Device Moves

@ Device Changes

@ Exceptions

@ Mot Recertly Seen
Ports ilability  Fr: Errors/s

4193 2303 99.09% a7 TTT 283

Cloe e

R =

3

AEIEIEIE RN WO 0

The Network Map provides a graphical view

The Network Map provides a graphical view of the network, or a portion of it.
The map shows icons that represent devices and lines that represent the
connections between the devices.

Network Discovery collects data from the devices in your IP range, and uses this

data to determine the type of each device, where it resides in your network, and
to what other devices it is connected.
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Map windows have several features that you can use, in conjunction with the
Health Panel, to view the state of the network.

2 Main Map - ExampleCorp M=l E3
File Edit View Configure Tools Help
F| r" <> Delay - H 16 ¥ || mapconfig = ¥ ‘ ! 7} 1 [T100 ices: 201 |8 | S
-
100
()
T
S5l Hub 500
. 1722213244
100
device i
. T
icon L L o
(n) () 172.2213.238
L T Sl Hib 500
172.22,13.240 »
S5I Hub 500 S5l Hub 500 SSI Hub 5007,
172.22.13.239 172.22.13.237 172.22.13.236]
packag 6 = = =
- (== = [E. (= (=] - (==
. 7 - Y [H= — 7 —
ICO n K| 5 devices { —— = 6 devices X 5 devices
for 172.22.13.230 5 devices for 172.22.13.238 for 172.22.13 236
Win 2000 Server Win 2000 Server for 172.22.13.23712 devices Win 2000 Server
HUBZ-AUTO1 HUB4-AUTO1 for 172.22.13.240 HUBS-AUTO1
o=
1] ||

To determine what the Map will display, select an alarm category on the Health
Panel or click the alarm list on the map status bar.

The colored ring around an icon indicates the device's status for the category
you select. For example, if you select Device MTBF, the devices that have critical
alarms for their Mean Time Between Failures will have red rings and the devices
that have minor alarms will have gold rings.

Note: To show rings the objects must be within the priority range as selected on
the map status bar, Health Panel, or Alarms Viewer. (Information about

setting device priorities is in Changing Device Properties on page 115.)

Note: Devices and ports that do not have applicable attribute or report data will
not have a ring (for example, virtual devices).
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e User Guide
Status Bar

The Status Bar appears at the top of every map window. It displays information
about the window contents, and allows you to change the window display.

The following graphic shows the Status Bar. The table below the graphic
explains the features available on the Status Bar.

Note: Some parts of the Status Bar duplicate information available on the
Health Panel.

F |T|| &« Broadcasts - || 16 || mapconfig - | 100 I]eu;ces: 231 | Sk }_..

pacLage a§m type me configuration file map scale percentage Finévice
alarm state pull-down list in this window by name
objéct priority range ma number of go up
alarm pull-down list scale devices in this one
state slider package level

What are the icons on the map?
The lcons

Network Discovery tries to develop a realistic view of your network, and that
view is represented with icons (representing devices or groups of devices) and
lines that connect the devices.

Network Discovery selects device icons based on the data collected from that
device. For example, if Network Discovery sees that a device is a Microsoft
Windows 2000 workstation, that device will appear on the map with a “Win2000
Workstation” icon.

Note: Network Discovery will usually select the correct device icon. If for some

reason, the wrong icon has been selected, you can change it. See
Chapter 7, Customizing Your View of the Network Map.
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Once you understand the map, you can make changes to its look and
organization. Later in the User Guide, you will read about packaging, map
configuration files, etc. This section will teach you what the different icons
represent.

The icons on the map fall into categories:

Icon Type Description

Device Icons Device icons represent the physical equipment in your
network. To understand the difference between real
devices and virtual devices, see the Reference Manual.

Package Icons A package is a collection of objects (objects means either
devices or packages) that is represented by an icon.

Object icon

Object tag Win XPPro |

Object title __—— win.example.com

——Object label

When Network Discovery is unable to determine the exact physical, port-level
connectivity between devices, it displays the connection with a virtual device
icon representing the logical subnet.

Network Discovery creates two types of virtual devices: clouds and diamonds.
Clouds represent one or more devices or MAC systems that provide connectivity
in the network. Diamonds do not represent actual network devices; they
indicate connectivity. Sometimes, Network Discovery knows that there is
connectivity without being able to specify the devices.

For more information on the real and virtual devices, see the Reference Manual.

You can see a complete list of all the icons used in Network Discovery in Help >
Classifications > Device Types/Package Types.
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I UserGuide
The object label

For devices, the object label tells you what kind of device it is. For packages, the
object label tells you how many devices are within the package.

Real device
= device tag further classifies the device (classification is begun by the device
icon)

= device title identifies a specific device

Tag type Example
Rule-specific? Cisco NCD?
Model Cisco 1601
Family Cisco 1600
Network Function Optivity
Operating System Windows 95

Registered SysObjld Manufacturer Novell Inc

Registered OUI(MAC) Manufacturer  Cisco

a Limited information is available, or, a managed device is not listed in the Net-
work Discovery Rulebase; see also the following table.

Ending Meaning

? less than 90% probability of identity

NCD? Network Discovery is relying on the MAC address. The OUl indicates
that the device is probably a network connectivity device (NCD), but
there is some possibility that it may be an end node.

Virtual device
= no device tag

= device title can identify a subnet or can be arbitrary
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Package

= package tag shows number of devices contained by package

= package title can identify parent device (automatic package) or top object
of package (multi-object package); can also be arbitrary (any package)

The priority
In Network Discovery, devices can have priorities 1-6. Devices with priority 1 are

the least important. The higher the number, the higher the priority and greater
the importance.

By default, priorities 5 and 6 are reserved for the user. By default, priority 6 is
reserved for those devices that should trigger event notification—see Setting
up Event Filters on page 155.

The top object

Whether a given object is the top object in the window or not is a property of
the window, not of the object.

For an object to be top object, it must be visible within the window. It cannot be
within a package within the window.

To make an object the “top object,” see Placing an object at the top of the map
window on page 112,

Package icons group other icons together

Network Discovery helps you organize and simplify your Network Map with
packages. A package is a collection of objects (objects means either devices or
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packages) that is represented by anicon. You can double-click a package icon to
open the package in its own window. There are two types of packages:

Package Type Description Example

Automatic Package These packages are automatically
created by Network Discovery.

2 devices
for 172.23.4.4

Multi-object These packages are created by the

Package user, and can contain any devices L
you wish to place in them. For more Eri
information on packaging, see o
Packaging Your Network on Virua, Retor
page 123.

Any map window can contain packages. You can modify the contents of a
package (selecting objects or groups of objects) exactly as you can in the Main
Map.

As with other icons, you will sometimes see package icons with colored rings
around them (when you select an alarm type). The color of the ring around the
package depends on the color of rings around objects inside the package. The
ring around the package icon will match the most severe instance of its
contents.

For example, if there are Critical (red), Minor (gold) and Info (green) rings inside
a package, the package will have a Critical (red) ring.
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Icon Appearance

The following table shows a device icon in the possible states as it will appear on
the Network Map.

Appearance What it means

Normal Icon
This is how a device icon will appear when:

= no alarms are selected

win-exampla. o = analarm hasbeen selected but that type of alarm

does not apply to this device

= analarm has been selected but this device is not
in the priority range

Colored Ring
A thin gray ring will appear around a device when:
= this deviceis in the priority range

Win XP Pro . . .
win.xample.com = this device is not alarmed

A colored ring will appear around a device when:
= analarm is selected that exists on this device
= this deviceis in the priority range

Note: Inthe case of packages, the packageicon can have
a colored ring that represents the highest alarm
state of the devices contained in that package.

Faded Icon

If an object appears faded, that means Network Discovery

7 has not seen that device for more than 24 hours. Network
Discovery will eventually deactivate such a device from
the Network Map and, eventually, Network Discovery will
purge the device and all its associated data.
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Appearance

What it means

Win 2P Pro
win.example.com

Locked Icons

If you have manually packaged your map configuration,
you will see many icons with a blue line beneath them, if
you have selected the “Underline locked objects” option
in Edit > User Preferences. The blue line indicates that
the device has been manually packaged by a user,
meaning it has been put inside a package (Package
command), promoted from a package (Promote), or has
had its package removed (Unpackage).

Network Discovery does create some automatic packages.
They are created during discovery and whenever you use
the Pack or the Unpack All commands.

For more information on packaging, see Packaging Your
Network on page 123.

in XP Pro
win.example.com

Selected Icon

If you select an icon on the Network Map, it will appear
dark.

Win XP Pro
win.example.com

Found Icon

This icon was located on the Network Map using the
Locate feature.

Note: For packages, the large yellow circle indicated that
you have just left this package, as you are
navigating through the Network Map. Also note
that the package tag is a different color after you
have been inside the package.

i XP Pro
win.example.com

Deactivated or Hidden Icon

This device has been manually deactivated or hidden by
an Admin account.

What are the icons on the map? | 71



Access to the Network Map

These commands control your Network Map session.

Disconnect

From any map window, click File > Disconnect.

This command suspends your map session without closing map windows or
saving your configuration file. This is a good way to free up a map session for use
by another account.

Use the Disconnect command if you want to:

= suspend and print the current state of the Network Map

= avoid having to quit and restart, particularly when you must leave your map
session for only a short time

= prevent reconnection attempts to a Peregrine appliance you know is
unavailable

Note: Once you disconnect, map windows become static. Alarms are displayed

but will not be updated until you Reconnect. You can change the display
of open map windows but not the contents (such as packaging).

Class of tasks Effect

Tasks that work the same printing a map window

scaling a map window

scrolling a map window

opening a Device Manager window

Tasks that work differently moving an object in open map windows
(object may not stay in position)
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Class of tasks Effect

Tasks you cannot perform opening a map window

opening a package

packaging / unpackaging objects

saving / opening a configuration file

Note: Always Save your map configuration before you Disconnect.

Reconnect

From any map window, click File > Reconnect.

The Reconnect command re-establishes and resumes your map session after a
disconnection.

Important: If you are already connected, Reconnect first disconnects, then
reconnects.

Use the Reconnect command if you want to:

= resume your map session after you have used the Disconnect command.

= reconnect after an Administrator account disconnected you from your
session. (See Status > Network Map Sessions.)

= access the map again if you have been disconnected from the Peregrine
appliance in some other way. For example, if the Peregrine appliance was
turned off for maintenance but has now been turned back on.

Each time you click the Reconnect command, Network Discovery makes several
attempts to reconnect, not just one. Network Discovery will attempt to
reconnect continually for up to an hour until successful.

A dialog box appears and informs you of the progress of the attempt to
reconnect. If the dialog box disappears before you can read it, that means the

connection is made.

Once a connection is made, all open map windows are refreshed with the most
recent data. Manager windows are not refreshed. No map windows are closed.

Access to the Network Map | 73



If Network Discovery fails to make a connection, the progress messages in the
dialog box should help to diagnose the problem.

Note: Demo: Always Save your map configuration. When you Reconnect, you
will be given a Copy of Prime. To recover your map configuration after a
reconnection, you need to Open... it.

Close

From any map window, click File > Close.

This command closes the current map window.

Close Map

From any map window, click File > Close Map.
This command closes all map windows and ends the map session.

Note: Ending a map session is not the same as logging out of Network
Discovery.

The Close Map command ends the map session, but:

= Manager windows are left open.

= The name of the current map configuration is stored (so that the
configuration can be loaded automatically the next time you open a
Network Map).

= Ifyouare using the Forecast feature, the map is returned to the present (for
more information on Forecast, see Checking the Network Forecast on
page 75).
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Checking the Network Forecast

The Forecast feature predicts how the network will perform in the future. From
any map window, click Tools > Forecast, and select a future point to see. You
can choose 1, 2, 3, 6,9, or 12 months into the future.

Once you select a Forecast time period, Network Discovery computes a
probable view of the Health Panel, Network Map, and Alarms Viewer based on
existing data.

Important: When calculating Forecast statistics, Network Discovery assumes
that no physical changes will be made to the network.

Forecast data is not calculated for all network alarms. Network Discovery only
predicts the future state of some alarm categories (see the complete list at Help
> Classifications > Supported Device/Port Attributes).

Note: When Forecast mode is on, the Health Panel will only show these alarm
categories. Also, the alarm pull-down list in the Health Panel, Alarms
Viewer, and Network Map will show these alarm categories.

To estimate future performance of these alarm categories, Network Discovery
records their peak values every day. Those daily peak values are calculated and
averaged, and Network Discovery will predict future values based on the
pattern of past values. This is helpful because Network Discovery can extend its
predictions and estimate at which point an attribute will reach an alarm
threshold. You will be able to see approximately when an alarm will occuron a
device.

As an example, consider Disk Utilization on a backup server. You could be
backing up your data every day. The Disk Utilization graph will show the steady
increase of saved data. Using the Forecast feature will show you if the server
hard disk will reach an alarmable threshold in the future.

Note: For Forecast to work, there must be at least 21 days of data. The data is
stored as long as the device is present in the network.
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While using the Forecast command, some controls or display areas in a window
are indicated by a pale green background. Also:

= The pop-ups on the Network Map will not show ServiceCenter ticket
information

= only future alarms that can be predicted are shown on the Health Panel.
= “Forecast” is shown at the bottom of the Health Panel.

Related to the Forecast feature, you can also see predictions of future
performance in the Statistics panel of the Device Manager and Port Manager. In
the pull-down list, you can select items such as “Past + Next 30 days” which will
give you a visual indication of how the attribute has performed recently, and
how it may perform in the future.

For more information, see the Device Manager section of the Reference Manual.
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A Tour: Managers, Events Browser,
cuaerer | S€IVICe Analyzer, Reports

This tour provides a brief introduction to Network Discovery’s tools and how to
use them to find and prevent problems.

Topics in this chapter include:

= The Device Manager on page 78

= The Port Manager on page 78

= The Attribute Manager on page 78
= TheLine Manager on page 79

= The Events Browser on page 81

= The Service Analyzer on page 91

= Find on page 98

= Administration on page 102

= Reports on page 102

= Statuson page 103
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The Device Manager

The Device Manager offers details about the past and present state of a device.
You can use the Device Manager to research the history of a device, or to
interface with the device through its MIB.

You can access the Device Manager by double-clicking a device icon on the
Network Map or Service Analyzer, or through hyperlinks available in other

features.

Throughout the User Guide, we will explain how to use features of the Device
Manager to achieve specific goals.

For detailed information on the Device Manager, see the Reference Manual.

The Port Manager

Like the Device Manager, the Port Manager lets you drill down for detail about
a problem. The Port Manager contains detailed information about a specific
port.

To open the Port Manager click a hyperlinked port index number in the Device
Manager, or double-click on a line on the Network Map.

For detailed information on the Port Manager, see the Reference Manual.

The Attribute Manager

You can drill down still further with the Attribute Manager. You can find out the
details about a specific characteristic or “attribute” of a device or port. Attributes
include Breaks, Downtime, Packet Loss, Errors In, Errors Out, Data Delivery Ratio,
for instance.

To see the complete list of Attributes
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= Click Help > Classifications > Supported Device/Port Attributes.
To open the Attribute Manager for a device

1 Open a Device Manager, or Line Manager.

2 Select the State button.

3 Inthe Attribute Name List, click an Attribute name.

To open the Attribute Manager for a port

= Click an Attribute Name from one of the following:

= the Device Manager
= the Port Manager
= the Line Manager
= the Service Analyzer

For detailed information on the Attribute Manager, see the Reference Manual.

The Line Manager

The Line Manager can appear in either of two modes:

= displaying multiple lines between

= two devices

= adevice and a package

= two packages
= displaying a single line between two devices
If you open a Multiple Line Manager, it appears as shown in the figure below. To
open a Single Line Manager, right-click on one of the ports and select Open
Line.
You can use the hyperlinks on the Single Line Manager to open Port Manager or

Device Manager windows.

The Line Manager | 79



Network Discovery

Note: You may notice that the statistics for these ports do not always match.

This is because the statistics were collected at slightly different times.

For detailed information on the Line Manager, see the Reference Manual.
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The Events Browser

Network Discovery logs network and access events in your network. It can
display up to 1,000 events at a time.

A network event occurs when:

= adevice attribute changes alarm state (from OK to major, minor to major,
major to minor, major to critical, and so on)

= adevice or portis physically added, deleted, or moved

= theuserchangesadevice orport property through Network Discovery (with
the Device Properties or Port Properties dialog)

An access event occurs when:

= users access (or attempt to access), or logout of the Peregrine appliance
= anadmin or IT manager user writes to a device MIB

Note: Only admin accounts can view access events.

For example, Network Discovery can log an event if someone adds a device to
the network. It may also log an event when a line breaks or if there are too many
delays on a line. The Events Browser shows you a list of events that occurred on
lines and devices in your network during a specified period.

The Health Panel and Network Map give you information about the current
state of your network. The Events Browser gives you historical information. The
Health Panel and Network Map can tell you what's wrong now. The Events
Browser shows you problems that only patterns 