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Legal Notices
The information in this document is subject to change without notice.

Hewlett-Packard makes no warranty of any kind with regard to this manual,
including, but not limited to, the implied warranties of merchantability and fitnes
for a particular purpose. Hewlett-Packard shall not be held liable for errors
contained herein or direct, indirect, special, incidental or consequential damage
connection with the furnishing, performance, or use of this material.

Warranty.  A copy of the specific warranty terms applicable to your Hewlett-
Packard product and replacement parts can be obtained from your local Sales
Service Office.

Restricted Rights Legend. Use, duplication or disclosure by the U.S. Governme
is subject to restrictions as set forth in subparagraph (c) (1) (ii) of the Rights in
Technical Data and Computer Software clause at DFARS 252.227-7013 for DO
agencies, and subparagraphs (c) (1) and (c) (2) of the Commercial Computer
Software Restricted Rights clause at FAR 52.227-19 for other agencies.

HEWLETT-PACKARD COMPANY 3000 Hanover Street Palo Alto, California
94304 U.S.A.

Use of this manual and flexible disk(s) or tape cartridge(s) supplied for this pac
restricted to this product only. Additional copies of the programs may be made 
security and back-up purposes only. Resale of the programs in their present for
with alterations, is expressly prohibited.

Copyright Notices. ©copyright 1983-97 Hewlett-Packard Company, all rights
reserved.

Reproduction, adaptation, or translation of this document without prior written
permission is prohibited, except as allowed under the copyright laws.

©copyright 1979, 1980, 1983, 1985-93 Regents of the University of California

This software is based in part on the Fourth Berkeley Software Distribution und
license from the Regents of the University of California.

©copyright 1980, 1984, 1986 Novell, Inc.

©copyright 1986-1992 Sun Microsystems, Inc.

©copyright 1985-86, 1988 Massachusetts Institute of Technology.

©copyright 1989-93 The Open Software Foundation, Inc.
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©copyright 1986 Digital Equipment Corporation.

©copyright 1990 Motorola, Inc.

©copyright 1990, 1991, 1992 Cornell University

©copyright 1989-1991 The University of Maryland

©copyright 1988 Carnegie Mellon University

Trademark Notices.UNIX is a registered trademark in the United States and oth
countries, licensed exclusively through X/Open Company Limited.

X Window System is a trademark of the Massachusetts Institute of Technology

MS-DOS and Microsoft are U.S. registered trademarks of Microsoft Corporatio

OSF/Motif is a trademark of the Open Software Foundation, Inc. in the U.S. an
other countries.
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Printing History
The manual printing date and part number indicate its current edition.
The printing date will change when a new edition is printed. Minor
changes may be made at reprint without changing the printing date. The
manual part number will change when extensive changes are made.

Manual updates may be issued between editions to correct errors or
document product changes. To ensure that you receive the updated or
new editions, you should subscribe to the appropriate product support
service. See your HP sales representative for details.

First Edition: November 1997 (HP-UX Release 11.0)
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Who should read this Release Notes
This edition of the HP OSI Transport Services/9000 Release Notes contains
current release notes for version  C.11.00 for HP-UX 11.11.

If you are considering updating to OTS/9000 version C.11.00 from OTS/90
version  C.08.00, read the release  notes for version  C.09.02 also.

If you are considering updating to OTS/9000 version C.11.00 from OTS/90
version  C.07.00 for HP-UX  10.20, or earlier, you may want to read the release
notes for version  C.08.00  and the release  notes for version C.09.02 also.

NOTE NOTE:  The following  release  notes is also  available  online when the OTS/9
product is installed. Please see /opt/ots/doc/README_C1100 for an ASCII vers
of the release notes.
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Announcements
HP OSI Transport Services/9000 (OTS/9000) is the OSI networking stack of
HP-UX.  It provides  functions of OSI Layers 3 (Network), 4 (Transport), 5
(Session),  6  (Presentation)  and  ACSE/ROSE  over  X.25,  FDDI  and IEEE8
LAN interfaces.  It also provides RFC1006 that allows users to run OSI Service
over TCP connections. Applications can use OTS/9000 via Application Progra
Interfaces  (APIs)  to  layers  4,  5, 6  and ACSE/ROSE application entities.
Chapter 1 11
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What’s new In this Version?
HP OSI Transport  Services/9000  version  C.11.00  contains  several new feat
and functionalities.

Features
HP OTS/9000 version C.11.00 provides the following features:

•Dynamic restart

OTS stack can now be stopped and started  again, thus  allowing  the
modifications of all the OTS configuration parameters.

Use the command 'otsstop' to stop the OTS stack. Once OTS is stopped
the communication end points (CEPs) being used by OTS applications will
longer  be  usable.  OTS  will  try  to do a graceful disconnect on all the acti
connections.  Once OTS stop is complete,  the OTS  stack  can be  restarte
using the command 'otsstart'. Any change in the OTS configuration files w
take effect.

•Support for On Line Replacement(OLR) of LAN and X.25 cards.

With HP-UX 11.11 online replacement of LAN and X.25 cards is supporte
on N-Class,  L-Class and  SD-Class  systems.  OTS has been enhanced to
with on line replacement of LAN and X.25 cards.

For more information on OLR, refer HPUX 11.11 Release Notes.

Benefits
Upgrading to HP OTS/9000  version  C.11.00 will provide the  following benefit

• Dynamic Restart

OTS stack can now be stopped and restarted  without a system reboot. Thi
would enable :-

• changing NON-DYNAMIC configuration parameters in ots_parms (such
clns_net_entity_title, clns_route_cache_size, clns_dynamic_nsaps, etc.)
subnet configuration parameters for any configured subnet in ots_subn
which earlier needed a reboot.

• Adding new subnets in ots_subnets.
12 Chapter 1
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• Deleting existing subnets from the configuration in ots_subnets.

• Support for On Line Replacement(OLR) of LAN and X.25 cards.

• Support  for HP-UX  version  11.11.  If you wish to upgrade to HP-UX versio
11.11, you must also upgrade to HP OTS/9000 version C.11.00.

• Updated documentation set with HP OTS/9000 version C.11.00.
Chapter 1 13
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OTS support for OnLine Replacement of LAN
and X.25 cards
•On Line Replacement of LAN cards

When LAN cards  configured  in OTS are  replaced,  OTS  applications usin
those interfaces will not be able to communicate  further till the  replaced
interfaces  have been  activated.  All  outbound  OSI packets  over those
interfaces  will be dropped.  The  applications will be able to  resume
communication  once the  interfaces  become active.

There is a possibility that the applications  may exit with an error due to the
transport layer aborting the connection  when it fails to send the packets aft
repeated retransmissions.  In such cases, the applications  will  have  to  be
restarted. If the interface is activated before the transport layer encounters
retransmission limit, the applications will continue without problems.

•On Line Replacement of X.25 cards

When X.25 cards  configured in OTS are  replaced,  OTS  applications usin
that interface will be aborted with an error. The applications will have
be restarted once the replaced  interface has been activated.

For more information on OLR, refer to the product specific documentati
and HPUX 11.11 Release Notes.

• Note that OTS support for OLR applies for those interfaces that are already
configured for use by OTS in ots_subnets.

• This does not require OTS to be stopped.

• This means  that  replacing  a LAN card  would  affect  only those
applications   using   that   subnet.  This   would   not   affect application
running on other configured subnets such as RFC1006, X.25 (CONS/CLN
or even  other  CLNS LAN  subnets.  Only  those applications  running  
the  subnet  for  which  the  particular interface has been  configured  wo
be affected.  Again, in case of LAN, as mentioned above, the impact wo
depend on whether the transport  layer aborts the connection  due to the
retransmission limit being reached.

For  example,  if there are two CLNS LAN  subnets  (say  snet1 and sne
using  LAN  interfaces  lan1 and lan2, if lan1 were to be replaced,  this
would affect only applications running on snet1. Applications running ov
snet2 would not be affected.
14 Chapter 1
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• In case of X.25, if the interface  being  replaced is a multi-port card, and
more than one port of this card is configured for use in  ots_subnets,   th
replacing  this  card  would  affect  all applications using any such subne

For  example, if there are two  CONS/X.25  subnets  (say snet1 and sne
and 1 CLNS/X.25 subnet (say snet3) configured in OTS to use ports 1, 2
3 respectively of a 4-port X.25 card, replacing this X.25 card would affe
all  applications  running over snet1, snet2 and snet3.
Chapter 1 15
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Known Problems and Workarounds
• When MC/ServiceGuard  initiates a local LAN switchover for HP OTS/9000

from one LAN card to another and then  switches  back to the first LAN card
within 120  seconds,  some  operations  to the first LAN card may fail.  This
because  previous LAN card  information is still in the ESH table.  If this
happens,  wait until  after 120 seconds  from the first switchover and try the
switchover again.

• In C.11.00  version of OTS, if a local LAN switchover  occurs when OTS is
running and OTS is then stopped, OTS configuration files would still conta
a reference to the primary LAN  interface.  So a restart would cause OTS to
come up with the primary LAN  interface  instead of the switched/secondary
LAN interface.

The above  problem may also happen if OTS is started  subsequent  to a lo
LAN switchover.

A workaround is to verify that the interface configured for use in OTS is
currently the functional LAN interface, before restarting OTS.

• With RFC1006 subnet configured in ots_subnets, osiconfchk would report t
following warning:

::::::::::::::

/etc/opt/ots/conf/ots_subnets

::::::::::::::

Line 28:

  ->snet_socket_size            4096

  Warning: Unknown keyword.  Line will be ignored.
(CHK011)

NOTE: This line cannot be corrected with osiconf.
(CHK080)

Line 29:

  ->snet_tcp_nodelay            0

  Warning: Unknown keyword.  Line will be ignored.
(CHK011)
16 Chapter 1
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  NOTE: This line cannot be corrected with osiconf.
(CHK080)

These warnings may safely be ignored, without any
serious consequences.
Chapter 1 17
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Compatibility and Installation Requirements

Software Requirements

• HP-UX 11.11 operating system

If you are currently running an older version of HP-UX, you must upgrade
HP-UX  11.11  before   installing   HP  OSI   Transport Services/9000 versio
C.11.00.

• HP 9000 networking link products such as HP LAN/9000, HP FDDI/9000 a
HP X.25 products (High-Performance STREAMS-X25, ACC/X.25).

Hardware Requirements

• HP 9000 Servers

• Installation/Update hardware such as:

• DDS tape drive

• CDROM drive

• Networking link adapter (e.g. HP LAN/9000 card)

Disk Space Requirements

• 85 MB of disk space

Installation Instructions
A reboot is required for installing HP OTS/9000. The reboot is required to rebu
the HP-UX  kernel with HP  OTS/9000.

The "Installing and  Administering HP OTS/9000" manual (HP Part Number
32070-90030)   contains  complete  instructions  for  installing  this product.  Se
that document for detailed instructions.
18 Chapter 1
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Patches and Fixes in this Version
HP OTS/9000 version C.11.00 incorporates  several fixes as available via patc
PHNE_17859 to be applied to OTS/9000  versions  C.09.00,  C.09.01, or C.09

The following  section  describes the new fixes  available in PHNE_17859 and 
additional fix in this version:

1. CR JAGaa32750

Symptom Description otslogd  should  report an  informativ
message when OTS drivers are missing
in  system  configuration.  In  such  a
case,the  following message is logged
in /var/opt/ots/OTS .startlog
when OTS is started:

ERROR: Can't open streams
device:  Network is down.

Defect Description If OTS/9000  is  installed  on a system
without  X.25 or LAN product
installed, the  corresponding  OTS
drivers are not configured in the system
configuration  file.  Hence OTS fails to
start up,  logging a message in the file
/var/opt/ots/OTS.startlog.

Resolution Code has been  modified  to report th
actual  cause of the  problem. Also, the
message displayed on the screen durin
OTS startup has also been modified to
point the user to the above  mentioned
log file for more information.

2. CR JAGab47033

Symptom Description New occurrence of panic in prctr42().

Defect Description OTS  panics in  prctr42(),  because
OTS is unable to handle  all the errors
in CLNP re-assembly.
Chapter 1 19
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Resolution CLNP  re-assembly  function has bee
modified to handle all the error
conditions.

3. CR JAGab65123

Symptom Panic in sx25_reactivate()/qenable()

Defect Description When an X.25 connection channel is
suspended due to temporary lack of
resources,  the  references  in the
suspended  queue were not removed
when the resources  became available
later, if the queue had only one elemen

Resolution The code was modified to remove the
queue entries properly.

4. CR JAGab68119

Symptom OTS cannot  start with "-i"  option
because  otsstart  script  loops
indefinitely.

Defect Description otsstart script loops  indefinitely when
used with -i option, because the option
-i was not parsed  correctly and the
error  returned  from getopt(1m) was
not correctly handled.

Resolution otsstart script has been changed to
parse -i option correctly

5. CR JAGab15222

Symptom OTS panic in Xosidump or
OsiUnlinkBseg.

Defect Description OTS panic in Xosidump or
OsiUnlinkBseg.  The reason is either a
"DOM memory error" or "Magic
number mismatch". In either case, it is
due to accessing an invalid  pointer.
This happens when the dispatcher trie
to reactivate a previously  suspended
channel,  which  ideally should have
been removed from the suspended
queue.
20 Chapter 1
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Resolution The code has been modified to check
for suspended channels whenever a
destructive  interaction  arrives on a
channel.  If the  channel  on which the
interaction arrives is present in the list
of suspended channels, the channel i
removed  from the list so that we don't
receive any more interactions on it.

6. CR JAGab47102

Symptom Customer  needs  to  have
TCP_KEEPALIVE   option  for
RFC1006  OSI connections.

Defect Description OTS/RFC1006  does not enable the
TCP_KEEPALIVE  option which
enables TCP to detect physical layer
down  conditions.  Hence the
application is not informed of lower
layer failures.

Resolution The  OTS/RFC1006  code has been
modified to enable the option.  A new
option has been added to 'otsstart'
which may be used to enable this
functionality during OTS startup.

7. CR JAGaa43858

Symptom OTS panic in OsiSndInterUp()

Defect Description The panic was due to a message bei
received  by OSIAM  when the context
state is O_DIS.  This happened due to
the context cleanup not being complete
when the context is in O_DIS state.

Resolution The problem has been fixed by nsurin
that the context  cleanup is complete.

8. CR JAGab77869

Symptom Unable  to add  NSAP  after  deleting
the last  NSAP  displayed  by
otsshownsaps.
Chapter 1 21
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Defect Description The problem was because of incorrec
handling of NSAP removal. This
happens when maximum number of
dynamic   NSAPs   (limited  by
clns_dynamic_nsaps,
cons_dynamic_nsaps  or
rfc_dynamic_nsaps ) are added and th
last dynamic NSAP is removed.

Resolution The code for NSAP deletion has been
modified to correct this problem.

9. CR JAGab83428

Symptom osiconfchk  dumps  core  when
X25INIT_FILE   parameter   exceeds
28 characters.

Defect Description The  problem was due to the small
array used to store the file name. It use
to overflow the array and cause a core
dump.

Resolution The code has been  modified to ensu
that the array is large  enough to hold
long file names.

10.CR JAGab76311

Symptom OSI  stops   communication.  When
OTS  receives  a  broadcast  or  a
multicast  packet  on a lan  subnet,
whose  destination  address  is neither
all_es_address nor all_is_address, OT
stops communication on that subnet.
Following message is logged in the
syslog file.

vmunix:  hp_lan_up:multicast:  NO
OPT

Defect Description An invalid incoming PDU results in an
error  condition  in the lower read
service  procedure  of the OTS LAN
module. Once this PDU is processed
22 Chapter 1
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the service  procedure does not get
scheduled,  since the queue is not
enabled.

Resolution The lower read queue is enabled  afte
processing  of the  erroneous PDU.

11.CR JAGab70710

Symptom 64-bit   APLI/XAP/ROSE   libraries
dump core   in   mutli-threaded
environment.

Defect Description 64 bit APLI, ROSE and XAP libraries
dump  core in  multi-threaded
environment.  This was because these
libraries were not compiled with
_PROTOTYPES preprocessor
directive.

Resolution OTS libraries are now compiled with
_PROTOTYPES   preprocessor
directive.

12.CR JAGab78402

Symptom otsdelnsap not able to remove
RFC1006 dynamic NSAPs.

Defect Description otsdelnsap was unable to remove
RFC1006 dynamic NSAPs when the
number of statically  configured X.25
CONS NSAPs was more than two.
This is because  OTS used to treat the
dynamic  RFC1006  NSAPs as
statically configured and not allow their
deletion.

Resolution Fix is to consider RFC1006 NSAPs
separately and allow their deletion,
irrespective of the number CONS X.25
subnets.

13.CR JAGaa93170

Symptom System crashing in OTS code showing
OsiDmnIoctl()  at the top of the stack
trace.
Chapter 1 23
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Defect Description During an I_UNLINK processing, the
OTS multiplexor relies on the value of
the lower write queue  stored in its
context  (Wlqueue)  to access the the
private data structures.  The panic
happens due to the dereferencing of th
Wlqueue pointer, which happens to be
invalid.

Resolution The  value of  linkp->l_qbot  which  is
obtained  from the  I_UNLINK
message  from  STREAMS is used
instead  of the value of  Wlqueue  to
access the OTS multiplexor's private
data structure.

14.CR JAGab67792

Symptom shutdown  -r when  ftam_init  is
running  causes  crash  in OTS code
showing DO_PUT_DOWN()/canput()
at the top of the stack trace.

Defect Description When shutdown -r is invoked when
OTS applications  using the LAN
NSAP are running, the controlling
process of the OTS multiplexor
(otsamd) is terminated before the
application is killed.  When the
controlling process  terminates,
STREAMS issues I_UNLINK on all
the queues linked under  the
multiplexor.  The  I_UNLINK  on the
LAN LAM queue was not being
handled, due to which the OTS private
data structures  retained the
information  that  these  queues  are
still  linked  under  the multiplexor,
whereas from the STREAMS
rerspective, these queues are unlinked
The panic is due to the dereferencing
of this  invalid queue pointer.
24 Chapter 1
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Resolution I_UNLINK  is  handled  for the LAN
LAM queue so that the OTS  private
data structures  remove  references to
these lower unlinked queues so that no
further messages are sent on these
queues.

15.CR JAGac42758

Symptom Potential memory corruption.This can
lead to  Data  page  fault panics.

Defect Description Memory  corruption while receiving a
fragmented TSDU because of using an
uninitialized  variable.  This is  just a
potential  problem  in 11.00.

Resolution Using the correct variable instead of th
uninitialized variable.

16.CR JAGab70711

Symptom Makefiles  for  64-bit
APLI/ROSE/XAP   threads  demo
programs  not available.

Defect Description There were no Makefiles for building
64-bit APLI/ROSE/XAP threads demo
programs  and some of the files were
not 64-bit clean.

Resolution The APLI/ROSE/XAP  demo source
files have been made 64 bit clean, and
64 bit Makefiles have been made
available.
Chapter 1 25
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