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Available Product Documentation

In addition to this guide, the following documentation is available for NNMi:

HP Network Node Manager i Software Documentation List—Available on the HP manuals web site. Use
this file to track additions to and revisions within the NNMi documentation set for this version of NNMi.
Click a link to access a document on the HP manuals web site.

HP Network Node Manager i Software Installation Guide—Available for each supported operating system
on the product media and the NNMi management server.

HP Network Node Manager i Software Upgrade Reference—Available on the HP manuals web site.

HP Network Node Manager i Software Release Notes—Available on the product media and the NNMi
management server.

HP Network Node Manager i Software System and Device Support Matrix—Available on the product
media and the NNMi management server.

HP Network Node Manager iSPI Network Engineering Toolset Planning and Installation Guide—
Available on the NNM iSPI NET diagnostics server product media.

To check for recent updates or to verify that you are using the most recent edition of a document, go to:

http:/h20230.www2.hp.com/selfsolve/manuals

This site requires that you register for an HP Passport and sign in. To register for an HP Passport ID, go to:

http:/h20229.www2.hp.com/passport-registration.html

Or click the New users - please register link on the HP Passport login page.

You will also receive updated or new editions if you subscribe to the appropriate product support service.
Contact your HP sales representative for details.
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Support

Visit the HP Software Support Online web site at:

www.hp.com/go/hpsoftwaresupport

This web site provides contact information and details about the products, services, and support that HP
Software offers.

HP Software online support provides customer self-solve capabilities. It provides a fast and efficient way to
access interactive technical support tools needed to manage your business. As a valued support customer, you
can benefit by using the support web site to:

Search for knowledge documents of interest

Submit and track support cases and enhancement requests
Download software patches

Manage support contracts

Look up HP support contacts

Review information about available services

Enter into discussions with other software customers

Research and register for software training

Most of the support areas require that you register as an HP Passport user and sign in. Many also require a
support contract. To register for an HP Passport ID, go to:

http:/h20229.www2.hp.com/passport-registration.html

To find more information about access levels, go to:

http:/h20230.www2.hp.com/new_access_levels.jsp
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. . 1) First installation
About This Guide Connos

y Follow steps in
MMM Installation Guide

(2) Production deployment and
migration from previous versions

Read NNMi Deployment
Reference (this book)

This chapter contains the following topics:

e What Is in This Guide?

e Environment Variables Used in This Document
e Revision History

e  For More Information about NNMi

What Is in This Guide?

This guide contains a collection of information and best practices for deploying

HP Network Node Manager i Software, including NNMi and NNMi Advanced. This
guide is for an expert system administrator, network engineer, or HP support engineer
with experience deploying and managing networks in large installations.

This guide assumes that you have already installed NNMi in a limited (test)
environment, and that you are familiar with start-up configuration tasks, such as
using the Quick Start Configuration wizard to configure community strings, set up
discovery for a limited range of network nodes, and create an initial administrator
account. To learn more about these tasks, see the NNM: Installation Guide (see
Available Product Documentation on page 3).

HP updates this guide between product releases, as new information becomes
available. For information about retrieving an updated version of this document, see
Available Product Documentation on page 3.
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Environment Variables Used in This Document

24

vy

This document primarily uses the following two NNMi environment variables to
reference file and directory locations. This list shows the default values. Actual values
depend on the selections that you made during NNMi installation.

Windows Server 2008:

— SNnmInstallDir%: <drive>\Program Files\HP\HP BTO Software
— S$NnmDataDir%: <drive>\ProgramData\HP\HP BTO Software
Windows Server 2003:

— SNnmInstallDir%: <drive>\Program Files\HP\HP BTO Software

— SNnmDataDir%: <drive>\Documents and Settings\All
Users\Application Data\HP\HP BTO Software

On Windows systems, the NNMi installation process creates these system
environment variables, so they are always available to all users.

If you first installed NNMi 8.00, your system uses different values for these
environment variables, as described in Windows Paths and Environment
Variables from NNMi 8.00 on page 518.

UNIX®:

— SNnmInstallDir: /opt/OV

— S$SNnmDataDir: /var/opt/OV

On UNIX systems, you must manually create these environment variables if you
want to use them.

Additionally, this document references some of the NNMi environment variables that
you can source as part of your user log-on configuration on the NNMi management
server. These variables are of the form NNM_*. For information about this extended list
of NNMi environment variables, see Other Available Environment Variables on

page 514.
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Revision History

The following table lists the major changes for each new release of this document.

Document Release Date

Description of Major Changes

NNMi version 9.0x:

April 2010 (9.00)

Entirely updated.

Third English edition.

Second Japanese edition.

June 2010 (patch 1)

All changes are English only.

Updated NNMi Incidents:
— Added CIAs Added to Closed Management Event Incidents.
— Added Lifecycle Transition Actions.

— Added Configuring Incident Suppression, Enrichment, and
Dampening.
— Added Configuring Lifecycle Transition Actions.

Updated Configuring NNMi for Application Failover with additional
information in Network Latency/Bandwidth Considerations.

Updated AlarmPoint to reflect that the NNMi integration enablement
license is not required for NNMi integrations with any of the AlarmPoint
products.

Updated HP Business Service Management Topology:

— Updated HP NNMi-HP BSM Topology Integration.

— Updated Using the HP NNMi—-HP BSM Topology Integration.
Added HP BSM Operations Management.

About This Guide
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Document Release Date

Description of Major Changes

September 2010 (patch 2/
9.01)

All changes are English only.
e Updated NNMi Discovery:
— Added Discovery Hints from SNMP Traps.
— Added Unnumbered Interfaces.
e Updated NNMi Communications:
— Updated SNMPv3 Authentication Profiles.
— Added Preparing NNMi to Use SNMPv3 Privacy Protocols.
e Updated NNMi Incidents:
— Added Enabling and Configuring Incidents for Undefined Traps.
e Updated Working with Certificates for NNMi:

— Updated Configuring Application Failover to use Self-Signed
Certificates to emphasize the need to merge content from both NNMi
management servers into the files on one NNMi management server.

— Updated Configuring Application Failover to use a Certificate
Authority to emphasize the need to merge content from both NNMi
management servers into the files on one NNMi management server.

e Updated Integrating NNMi with a Directory Service through LDAP with
information about nnmldap.ovpl -diagnose.

e Updated Global Network Management with additional information in
Licensing Considerations.

e Updated HP Network Automation with additional information in
Importing NNMi Devices into the NA Inventory.

e Moved the “Upgrading from NNM 6.x/7.x” section to a new document, the
NNM: Upgrade Reference, which is available from
http://h20230.www2.hp.com/selfsolve/manuals.

December 2010 (patch 2/
9.01)

All changes are English only.

Updated HP Business Service Management Topology:

¢ Updated Enabling the HP NNMi—-HP BSM Topology Integration.

e Updated Troubleshooting the HP NNMi—-HP BSM Topology Integration.
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Document Release Date

Description of Major Changes

February 2011 (patch 3)

All changes are English only.

Updated NNMi Communications for supported SNMPv3 authentication
protocols.

Updated NNMi Incidents:

— Added information about nnmtrapconfig.ovpl -dumpBlockList to
Concepts for Incidents.

Updated Working with Certificates for NNMi:

— Revised Generating a Certificate Authority Certificate.

Updated Configuring NNMi in a High Availability Cluster:

— Revised Verifying the Prerequisites to Configuring NNMi for HA.

— Revised Upgrading NNMi under HA from NNMi 8.1x to NNMi 9.01 to
provide instructions for upgrading NNMi without unconfiguring HA.

— Added information to Prepare the Shared Disk Manually.

— Revised Changing NNMi Hostnames and IP Addresses in a Cluster
Environment.

— Added information to Troubleshooting the HA Configuration.
Updated Maintaining NNMi:
— Added Blocking Incidents using the trapFilter.conf File.

— Added Configuring the Auto-Trim Oldest SNMP Trap Incidents
Feature.

— Revised Suppressing the Use of VLAN-indexing for Large Switches.
Added NNMi Logging.
Updated Changing the NNMi Management Server:

— Revised Changing the IP Address of a Standalone NNMi Management
Server.

Update HP Business Service Management Topology:

— Revised BSM Gateway Server Connection.

Updated HP Network Automation:

— Added Topology Synchronization Between NNMi and NA.

Updated NNMi Environment Variables with a workaround for incorrect
paths created with the environment variable script.

Added information to Suggested Configuration Changes.

About This Guide
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For More Information about NNMi

To obtain a complete set of information about the NNMi product, use this guide along
with other NNMi documentation. The table below shows all NNMi documents to date,

including both guides and white papers.

) All information below can be downloaded from http:/h20230.www2.hp.com/
selfsolve/manuals. See Available Product Documentation on page 3 for more

information.

What do you want to do?

Where to find more information

View a list of available documentation for | Download the NNMi Documentation List. Use this file to track

this version of NNMi.

additions to and revisions within the NNMi documentation set
for this version of NNMi. Click a link to access a document on

the HP manuals web site.

Install NNMi or NNMi Advanced (first
time).

Download the NNMi Installation Guide. This guide contains
basic steps to install and un-install the product, plus how to do
an initial configuration using the NNMi Quick Start
Configuration Wizard.

HP Network Node Manager i Software Installation Guide
for the Windows Operating System

HP Network Node Manager i Software Installation Guide
for the HP-UX Operating System

HP Network Node Manager i Software Installation Guide
for the Linux Operating System

HP Network Node Manager i Software Installation Guide
for the Solaris Operating System

Plan for network deployment, including
links to system requirements.

See Preparation on page 31 of this guide.

Configure NNMi for a production
environment.

See Configuration on page 37 of this guide.

Configure NNMi behind the scenes.

See Advanced Configuration on page 103 of this guide.

Maintain the NNMi configuration.

See Maintaining NNMi on page 289 of this guide.

Upgrade to NNMi from previous versions of
Network Node Manager i Software (NNMi
8.%).

See Upgrading from NNMi 8.1x on page 331 of this guide.

Upgrade to NNMi from previous versions of
Network Node Manager (NNM 6.x/7.x).

Download the NNMi Upgrade Reference.

Learn more about products that integrate
with NNMi.

See Integrations with NNMi on page 347 of this guide.

Reference NNMi environment variables,
ports, and messages.

See Additional Information on page 511 of this guide.

Obtain more information about a specific
topic.

Download by example documents and white papers.

28
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What do you want to do?

Where to find more information

Print the NNMi help.

Download PDF's of the help content.

Install the HP NNM iSPI Network
Engineering Toolset (NNM iSPI NET)
diagnostics server and learn about
NNM iSPI NET functionality.

Download the HP NNM iSPI Network Engineering Toolset
Planning and Installation Guide from the Network Node
Manager SPI for NET product category for the Windows
operating system.

Obtain documentation for the NNM
Developer’s Toolkit (SDK).

Download the HP Network Node Manager i Software
Developer’s Toolkit Guide.

About This Guide
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Preparation

This section contains the following chapter:

e Hardware and Software Requirements

Preparation
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Hardware and
Software
Requirements

This chapter contains the following topics:

e  Supported Hardware and Software

e Checking for Required Patches

e NNMi Coexistence with HP Performance Insight
e NNMi Coexistence with HP Operations Agent

Supported Hardware and Software

Before installing NNMi, read the information about NNMi hardware and software
requirements described in Table 1.

) For current versions of all documents listed here, go to:

http://h20230.www2.hp.com/selfsolve/manuals
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Table 1 Software and Hardware Pre-Installation Checklist

Complete
(y/m) Document to Read

NNM: Installation Guide

e Filename = install-guide en.pdf

e Windows Media = DVD main drive (root)
e UNIX Media = Root directory

e NNMi console = Help > NNMi Documentation Library > Installation
Guide

NNM: Release Notes

¢ Filename = releasenotes en.html

¢ Windows Media = DVD main drive (root)

¢ UNIX Media = Root directory

e NNMi console = Help > NNMi Documentation Library > Release Notes

NNMi System and Device Support Matrix

¢ Filename = supportmatrix en.html

e Windows Media = DVD main drive (root)

e UNIX Media = Root directory

e NNMi console = Linked from the release notes

HP updates the NNMi System and Device Support Matrix as new information
becomes available. Before you deploy NNMi, check for the most recent NNMi support
matrix for your version of the software at:

http:/www.hp.com/go/hpsoftwaresupport/support_matrices

(You must have an HP Passport ID to access this web site.)

If you plan to install NNM Smart Plug-ins (NNM iSPIs), include the system
requirements for those products as you plan the NNMi deployment.

Checking for Required Patches

34

NNMi ships an embedded Java virtual machine and JDK version 1.6. Java requires
specific operating system patches to function properly. If you plan to install NNMi on
a server running the HP-UX operating system, you can run the HPjconfig command
to see if the server has the required patches installed. When you run HPJconfig,
make the correct selection for JDK version 1.6. See the following URL for more
information about installing and running HPjconfig on HP-UX:
https://h20392.www2.hp.com/portal/swdepot/
displayProductinfo.do?productNumber=HPJCONFIG

If you plan to install NNMi on servers running supported operating systems other
than HP-UX, consult the release notes for those operating systems.
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System Configuration (UNIX)

If you cannot display NNMi manpages on the NNMi management server, verify that
the MANPATH variable contains the /opt/0OV/man location. If it does not, add the
/opt/0V/man location to the MANPATH variable.

NNMi Coexistence with HP Performance Insight

If you plan to install NNMi on the same server as HP Performance Insight, follow this
procedure to avoid problems with the installation sequence and port conflicts:

1

Install HP Performance Insight first.

Do not install NNMi until after you complete step 1 and step 2.

Stop all HP Performance Insight processes.
Install NNMi. See the NNMi Installation Guide for specific instructions.
Stop all NNMi processes:

ovstop -c

Modify the nms-1local.properties file to resolve any port conflicts. You can find
this file in the following directory:

e Windows: $NNM CONF%\nnm\props
e UNIX: $NNM CONF/nnm/props

Start HP Performance Insight processes.
Start all NNMi processes:

ovstart -c

A When NNMi is installed on the same server as HP Performance Insight, uninstalling
NNMi causes an exception when running the HP PI MIB Browser. To prevent this
exception, complete the following steps:

1
2

Uninstall NNMi.

Recreate the snmpmib MIB database:

a mkdir -p /var/opt/OV/shared/nnm/conf/

b /opt/OV/lbin/nnmloadmib -load /usr/OVPI/mibs/GENMIB2IF.mib
Use the nnmloadmib.ovpl command to load additional MIBs.

NNMi Coexistence with HP Operations Agent

If you plan to install an HP Operations agent on the NNMi management server (for
communicating with HP Operations Manager (HPOM)), install NNMi before
installing the HP Operations agent.
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Configuration

Configuration

This section contains the following chapters:

General Concepts for Configuration
NNMi Communications

NNMi Discovery

NNMi State Polling

NNMi Incidents

Understand Key Concepts

L )

Configure Communications

L )

Configure Discovery

)

Configure Polling

)

Configure Incidents
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General Concepts
tor Contiguration

Configure Communications

L]

Configure Discovery

LJ

Configure Polling

L J

Configure Incidents

Read this chapter for an introduction to concepts that are explained in more detail later in this guide. This
chapter also contains some best practices that apply to all HP Network Node Manager i Software
configuration areas.

This chapter contains the following topics:

e Task Flow Model

e Best Practice: Save the Existing Configuration
e Best Practice: Use the Author Attribute

e User Interface Model

e Ordering

¢ Node Groups and Interface Groups

¢ Node/Interface/Address Hierarchy

¢ Stop Everything and Start Over Again

Task Flow Model

The chapters in the configuration section of this guide support the following task flow:

1 Concepts—Gain a general understanding of the configuration area. The
information in this guide supplements the information in the NNMi help.

2 Plan—Decide how you want to approach the configuration. This is a good time to
begin or update your company’s network management documentation.

3 Configure—Use a combination of the NNMi console, configuration files, and
command line interface to enter the configuration into NNMi. See the NNMi help
for specific procedures.

4 Evaluate—In the NNMi console, examine the results of your configuration.
Adjust the configuration as necessary to achieve the desired results.

5 Tune—Optional. Adjust the configuration to improve NNMi performance.
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Best Practice: Save the Existing Configuration

‘-v

It is a good idea to save a copy of the existing configuration before you make any major
configuration changes. If you do not like the results of your configuration changes, it is
easy to revert to your saved configuration.

Use the nnmconfigexport.ovpl command to save the current configuration. To recover
a saved configuration, use the nnmconfigimport.ovpl command.

For information about how to use these commands, see the appropriate reference
pages, or the UNIX manpages.

The nnmconfigexport.ovpl command does not retain SNMPv3 credentials. For more
information, see the nnmconfigexport.ovpl reference page, or the UNIX manpage.

Best Practice: Use the Author Attribute

Many NNMi configuration forms include the Author attribute.

As you create or modify the configurations on these forms, set the Author attribute to a
value that identifies your organization. When you export the NNMi configuration, you
can specify an author value to pull only those items that your organization has
customized.

When you upgrade NNMi, the installer does not overwrite any configurations whose
author value is not HP.

User Interface

Model

Some NNMi console forms use a transactional approach to updating the database.
The changes that you make in the NNMi console forms do not take effect until you
save and close the forms all of the way back to the NNMi console. If you close a form
that contains unsaved changes (on that form or on a contained form), NNMi warns
you about the unsaved changes and gives you a chance to cancel the close.

The Discovery Seed form is one exception to the transactional approach. This form is
provided on the Discovery Configuration form as a convenience, but it is disconnected
from the rest of discovery configuration. For this reason, you must save and close the
Discovery Configuration form to implement your auto-discovery rules before you
configure any discovery seeds for those rules.

Ordering

40

Some NNMi console configuration forms include the Ordering attribute, which sets the
priority for applying the configurations. For one configuration area, NNMi evaluates
each item against the configurations from the smallest (lowest) ordering number to
the next lowest ordering number, and so on, until NNMi finds a match. At that point,
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Best practice

Best practice

NNMi uses the information from the matching configuration and ceases to look for
any more matches. (The communication configuration is an exception. NNMi
continues to search for information at other levels to complete the communication
settings.)

The Ordering attribute plays an important role in NNMi configuration. If you see
unexpected discovery or status results, check the ordering of the configurations for
that area.

Ordering applies within the local context. The Menus and Menu Items tables contain
multiple objects with the same ordering number because of the local context idea.

Ordering numbers are also used in the following places, but with different meanings:

¢ Ordering on the Menu and Menu Item forms sets the order of items in the local
context of the associated menu.

e Topology maps ordering on the Node Group Map Settings form sets the order of
items in the Topology Maps workspace.

For specific information about how the Ordering attribute affects a given configuration
area, see the NNMi help for that area.

For each configuration area, apply low ordering numbers to the most restrictive
configurations, and apply high ordering numbers to the least restrictive
configurations.

For each configuration area, all ordering numbers must be unique. During initial
configuration use ordering numbers with a standard interval to provide flexibility for
future modifications to the configuration. For example, give the first three
configurations the ordering numbers 100, 200, and 300.

Node Groups and Interface Groups

In NNMi, the primary filtering technique is to group nodes or interfaces, and then
applying settings to a group or filtering visualizations by group. Node groups can be
used for any or all of the following purposes:

e Monitoring settings

e Incident payload filtering
e Table filtering

e (Customizing map views

e Filtering the nodes passed from a regional manager to the global manager for the
global network management feature

Interface groups can be used for either or both of the following purposes:
e Excluding interfaces from discovery

e Monitoring settings

¢ Incident payload filtering

e Table filtering

You can create a hierarchy of node groups based on any filterable attributes to control
map view drill-down, monitoring or both settings inheritance.
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Group Overlap

Regardless of the intended uses for group definitions, the first step is to define which
nodes or interfaces are members of a group. Because you can create groups for
different purposes, each object can be included in multiple groups. Consider the
following example:

10.10.10.1

Nortel
Router

10.15.15.2 10.10.10.12

10.15.15.3 10.10.10.3

e  For monitoring purposes, you might want to set a polling interval of 3 minutes for
all switches, regardless of vendor or location. You can do this with a device
category filter.

e For maintenance purposes, you might want to group all Cisco switches so that you
can place them OUT OF SERVICE together for IOS upgrades. You can do this with a
vendor filter.

e For visualization, you might want to group all devices on the 10.10.*.* site into a
container with propagated status. You can do this with an IP address filter.

The Cisco switch with IP address 10.10.10.3 would qualify for all three groups.

You want to find the balance between having a usably rich set of groups available for
configuration and viewing, and overloading the list with superfluous entries that will
never be used.
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Node Group Membership

NNMi determines node group membership by comparing each discovered node to each
of the configured node groups.

e All nodes specified on the Additional Nodes tab are members of the node group.

Rarely use the Additional Nodes tab to add nodes to a node group, as it consumes
excessive resources on the NNMi management server.

e All nodes that are members of at least one node group specified on the Child Node
Groups tab are members of the node group.

e Any node that matches one or more entries (if any exist) on the Device Filters tab
and the filter specified on the Additional Filters tab is a member of the node group.

Hierarchies/Containment

You can create simple, reusable, atomic groups and combine them hierarchically for
monitoring or visualization. Using hierarchical containers for nodes greatly enhances
map views by providing cues about the location or type of object at fault. NNMi gives
you complete control of the definition of the groups and their drill-down order.

You can create simple, reusable atomic groups first, and then specify them as child
groups as you build up. Alternatively, you can specify your largest parent group first
and create child groups as you go.

For example, a network might contain Cisco switches, Cisco routers, Nortel switches,
and Nortel routers. You can create parent groups for Cisco devices and for all
switches. Because the hierarchy is specified when you create the parent and designate
its children, each child group, such as Cisco switches, can have multiple parents.

Hierarchies work well for the following situations:

e Types of nodes with similar monitoring needs

e Geographical locations of nodes

e Types of nodes to be taken OUT OF SERVICE together
e  Groups of nodes by operator job responsibility

When you use groups in map views and table views, you see a (configurable)
propagated status for the group.

Keep in mind that as you use group definitions to specify monitoring configuration,
hierarchy does not imply ordering for settings. The settings with the lowest ordering
number apply to a node. By carefully incrementing ordering numbers, you can
emulate inheritance concepts for settings.

The configuration interface automatically prevents circular hierarchy definitions.

Device Filters

During discovery, NNMi collects direct information through SNMP queries and
derives other information from that through device profiles. (For more information,
see NNMi Derives Attributes through Device Profiles on page 60.) By gathering the
system object ID, NNMi can index through the correct device profile to derive the
following information:

e Vendor
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e Device category
e Device family within the category

These derived values, in addition to the device profile itself, are available for use as
filters.

For example, you can group all objects from a specific vendor, regardless of device type
and family. Or you can group all devices of a type such as router, across vendors.

Additional Filters

With the additional filters editor, you can create custom logic to match fields
including:

¢ hostname (Hostname)

e mgmtIPAddress (Management Address)

¢ hostedIPAddress (Address)

e sysName (System Name)

e sysLocation (System Location)

e gsysContact (System Contact)

e capability (Unique Key of the Capability)

¢ customAttrName (Custom Attribute Name)
e customAttrValue (Custom Attribute Value)

Filters can include the AND, OR, NOT, EXISTS, NOT EXISTS, and grouping (parentheses)
operations. For more information, see Specify Node Group Additional Filters in the
NNMi help.

Capabilities are primarily intended for other programs that integrate with NNMi. For
example, router redundancy and component health add capabilities (fields) to the
NNMi database. You can view these capabilities by examining the node details from a
device that has already been discovered.

Custom attributes can be added by iSPIs, or you can create your own custom
attributes. If you have not purchased the Web Services SDK, you must place values in
the field for each node manually. For example, an asset number or serial number
might be an attribute that is not a capability.

Additional Nodes

It is better to use Additional Filters to qualify nodes for node groups. If the network
contains critical devices that are too difficult to qualify using filters, add them to a
group by individual hostname. Only add nodes to a node group by individual
hostnames as a last resort.

Rarely use the Additional Nodes tab to add nodes to a node group, as it consumes
excessive resources on the NNMi management server.

Node Group Status

When configured to do so, NNMi determines the status of a node group using one of
the following algorithms:
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e Set the node group status to match the most severe status of any node in the node
group. To use this approach, select the Propagate Most Severe Status check box on
the Status Configuration form.

e Set the node group status using the thresholds set for each target status. For
example, the default threshold for the target status of Minor is 20%. NNMi sets
the status of the node group to Minor when 20% (or more) of the nodes in the node
group have Minor status. To use this approach, clear the Propagate Most Severe
Status check box on the Status Configuration form. You can change the percentage
thresholds for the target thresholds on the Node Group Status Settings tab of this
form.

Because status calculations for large node groups can be resource-intensive, node
group status calculation is off by default for new installations of NNMi. (Upgrades
from NNMi 8.x retain the prior status calculation settings.) You can enable status
calculation with the Calculate Status check box on the Node Group form for each node

group.

Interface Groups

Interface groups filter interfaces within nodes by IFType or by other attributes, such
as ifAlias, ifDescr, ifName, ifIndex, IP address, and so forth. Interface groups carry no
hierarchy or containment, although you can further qualify membership based on the
node group for the node hosting the interface.

Interface groups can be filtered on custom capabilities and attributes similarly to
node groups.

Qualifications for interface groups are AND'd together within and across tabs.

Node/Interface/Address Hierarchy

NNDMi assigns monitoring settings in the following manner:

1 Interface Settings—NNMi monitors each of the node’s interfaces and IP
addresses based on the first matching Interface Settings definition. The first match
is the Interface Settings definition with the lowest ordering number.

2 Node Settings—NNMi monitors each node and each previously unmatched
interface or IP address based on the first matching Node Settings definition. The
first match is the Node Settings definition with the lowest ordering number.

Child node groups are included in the ordering hierarchy. If the parent node
group has a lower ordering number (for example, parent=10, child=20), then the
monitoring configuration specified for the parent node group also applies to the
nodes in the child node group. To override a parent node group monitoring
configuration, set the ordering number for the child node group to a number that
is lower than the parent (for example, parent=20, child=10).

3 Default Settings—If no match is found for a node, interface, or IP address in
step 1 or step 2, NNMi applies the default monitoring configuration settings.
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Stop Everything and Start Over Again

46

If you want to completely restart discovery and redo all of the NNMi configuration, or
if the NNMi database has become corrupted, you can reset the NNMi configuration
and database. This process deletes all of the NNMi configuration, topology, and
incidents.

For information about the commands identified in this procedure, see the appropriate
reference pages, or the UNIX manpages.

Follow these steps:
1 Stop the NNMi services:
ovstop -c

2 Optional. Because this procedure deletes the database, you might want to back up
the existing database before proceeding:

nnmbackup.ovpl -type offline -target <backup directory>

3 Optional. If you want to keep any of the current NNMi configuration, use the
nnmconfigexport.ovpl command to output the NNMi configuration to an XML
file.

The nnmconfigexport.ovpl command does not retain SNMPv3 credentials. For
more information, see the nnmconfigexport.ovpl reference page, or the UNIX
manpage.

4 Optional. Use the nnmtrimincidents.ovpl command to archive the NNMi
incidents.
5 Drop and recreate the NNMi database.
¢ For the embedded database, run the following command:
nnmresetembdb.ovpl -nostart

e For an Oracle database, ask the Oracle database administrator to drop and
recreate the NNMi database. Maintain the database instance name.

6 If you have installed iSPIs or stand-alone products that integrate with NNMi,
reset those products to remove the old topology identifiers. For specific procedures,
see the product documentation.

7 Start the NNMi services:
ovstart -c

NNMi now has only the default configurations as if you had just installed the
product on a new system.

8 Start configuring NNMi. Do one of the following:
¢ Use the Quick Start Configuration Wizard.
e Enter information into the Configuration workspace in the NNMi console.

e Use the nnmconfigimport.ovpl command to import some or all of the NNMi
configuration that you saved in step 3.
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Understand Key Concepts

NNMi

Communications

Configure Discovery

LJ

Configure Polling

L J

Configure Incidents

HP Network Node Manager i Software uses both Simple Network Management Protocol (SNMP) and
Internet Control Message Protocol (ICMP ping) to discover devices and to monitor device status and health.
To establish viable communication in your environment, you configure NNMi with the access credentials and
appropriate timeout and retry values for different devices and areas of your network. You can disable a
protocol in some areas of your network to reduce traffic or to respect firewalls.

The communication values that you configure form the foundation of NNMi discovery and state polling.
NNMi applies the appropriate values for each device when making queries for discovery or polling. Thus, if
you configure NNMi to disallow SNMP communication within some region of your network, neither NNMi
discovery nor NNMi state polling can send SNMP requests to that region.

This chapter contains the following topics:
e Concepts for Communications

¢ Plan Communications

¢ Configure Communications

¢ Evaluate Communications

e Tune Communications
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Concepts for Communications

48

NNMi uses SNMP and ICMP primarily in a request-response manner. Responses to
ICMP ping requests verify address responsiveness. Responses to SNMP requests for
specific MIB objects provide more comprehensive information about a node.

The following concepts apply to NNMi communications configuration:
e Levels of Communication Configuration

e Network Latency and Timeouts

e SNMP Access Control

e SNMP Version Preferences

e Management Address Preferences

e Polling Protocols

Levels of Communication Configuration

NNMi communication configuration provides the following levels:
e Specific nodes

e Regions

¢ Global defaults

At each level you can configure access credentials, timeout and retry values, ICMP
and SNMP protocol enablement, and SNMP access settings. If you leave settings
blank at one level, NNMi applies the next level of defaults.

When communicating with a given node, NNMi applies the configuration settings as
follows:

1 If the node matches a specific node configuration, NNMi uses any
communication values in that configuration.

2 If any settings are not yet defined, NNMi determines whether the node belongs to
any regions. Because regions might overlap, NNMi uses the matching region
with the lowest ordering number. NNMi uses the values specified for that region
to fill in the blanks left from the applicable specific node setting (if any). The
settings for additional regions are not considered.

3 If any settings are still not yet defined, NNMi uses the global default settings to
fill in the remaining blanks.

The values used for ICMP and SNMP communication with a particular device might
be built up cumulatively until all required settings are determined.

Network Latency and Timeouts

Normal network latency influences the amount of time the NNMi management server
must wait to get answers to ICMP and SNMP queries. Different areas of a network
customarily have different turnaround times. For example, the local network where
the NNMi management server resides could provide nearly instantaneous response,
while responses from a device in a remote geographical region accessed through a
dial-up wide area link would typically take much longer. In addition, heavily-loaded
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NNMi Communications

devices might be too busy to respond to ICMP or SNMP queries immediately. When
deciding which timeout and retry settings to configure, consider these latency
concerns.

You can configure specific timeout and retry settings for both network regions and
specific devices. The settings you choose determine how long NNMi waits for an
answer and how many times NNMi requests data before abandoning the request
when no answer is received.

For each request retry, NNMi adds the configured timeout value to the previous
timeout value. Thus, the pause gets longer between each retry. For example, when
NNDMi is configured to use timeout of 5 seconds and three retries, NNMi waits 5
seconds for a response to the first request, 10 seconds for a response to the second
request, and 15 seconds for a response to the third request before giving up until the
next polling cycle.

SNMP Access Control

Communication with SNMP agents on managed devices requires access control
credentials:

e SNMPv1 and SNMPv2¢

A community string in each NNMi request must match a community string
configured in the responding SNMP agent. All communication passes through the
network in clear text (no encryption).

e SNMPv3

Communication with the SNMP agent complies with the user-based security
model (USM). Each SNMP agent has a list of configured user names and their
associated authentication requirements (the authentication profile). Formatting
of all communication is controlled through configuration settings. NNMi SNMP
requests must specify a valid user and follow the authentication and privacy
controls configured for that user.

— Authentication protocol uses hash-based message authentication code
(HMAC) using your choice of either the message-digest algorithm 5 (MD5) or
the secure hash algorithm (SHA).

— Privacy protocol uses no encryption or the data encryption standard - cipher
block chaining (DES-CBC) symmetric encryption protocol.

NNMi supports the specification of multiple SNMP access control credentials for a
region of your network (defined through IP address filters or hostname filters). NNMi
attempts communication with a device in that region by trying all configured values
at a given SNMP security level in parallel. You can specify the minimum SNMP
security level that NNMi uses in that region. NNMi uses the first value returned by
each node (response from the device’s SNMP agent) for discovery and monitoring
purposes.
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SNMP Version Preferences

The SNMP protocol itself has evolved over the years from version 1 to version 2(c) and
now version 3, with increasing security capabilities (among others). NNMi can handle
any or a mix of all versions in your network environment.

The first SNMP response NNMi receives for a particular node determines the
communication credentials and SNMP version used by NNMi for communication with
that node.

The SNMP version selection for a node plays a role in NNMi accepting traps from
that node:

e Ifthe source node or source object of the incoming trap has been discovered by
NNMi using SNMPv3, NNMi accepts incoming SNMPv1, SNMPv2c, and
SNMPv3 traps.

e If the source node or source object of the incoming trap has been discovered by
NNMi using SNMPv1 or SNMPv2¢c, NNMi discards incoming SNMPv3 traps.

You sp