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Overview

This chapter covers the following topics

e OVPI and RMON2 Probes; supported probes
e Objects, reports, and groups

e Ways to customize reports

e Sources for additional information

OVPI and RMON2 Probes

An RMON?2 probe queries network elements for information about network traffic and stores
the results in an SNMP MIB. The information in the MIB indicates where network traffic is
going, traffic volume, and which protocols are involved.

The figure below shows the RMONZ2 Traffic Profiling Datapipe collecting data from the
RMONZ2 MIB and loading the results into OpenView Performance Insight (OVPI).

RMONZ Traffic
Praofiling Datapipe

VPl Server with
RMOM2 Traffic
Profiling Report Pack

Metwork Elemeant
with RMOMZ Probe

OVPI processes the data collected by the datapipe, creating trending analysis for:
e Utilization

e Percentage of total interface traffic

e Bytes

e Average bytes per packet




Objects, Reports, and Groups

Supported Probes

RMONZ2 Traffic Profiling 2.0 supports the following RMON2 probes:
e Agilent

e (Cisco NAM

e NetScout

Version History

The following table outlines recent enhancements to RMON2 Traffic Profiling.

Package Version | RNS and Release Date Features/Enhancements

1.0 RNS 3.0 - May 2003 15 reports
RMON2 Traffic Profiling Datapipe 1.0
Sybase support

2.0 RNS 4.0 - October 2003 OVPI Object Manager support
RMON2 Traffic Profiling Datapipe 2.0

2.0 RNS 5.0 - April 2004 No changes

2.0 RNS 6.0 - August 2004 No changes

3.0 RNS 7.0 - November 2004 Oracle support

Upgrade package (to_3.ap)
RMONZ2 Traffic Profiling Datapipe 3.0

Objects, Reports, and Groups

If you have access to the Management Console, you can display the reports in this package by
opening the Object/Property Management window and navigating to the following object:

e RMONZ2 Probe Interface

Look for a list of reports under Report Specific Tasks. If you log in to the OVPI Application
Server and view RMON2 Traffic Profiling remotely, you will see three folders:

e ALMATRIX

e HOST

e TOP_TEN

The ALMATRIX folder contains the following reports:
e Daily ALMATRIX Details

¢ Daily ALMATRIX Summary

e  Hourly ALMATRIX Details

e  Hourly ALMATRIX Summary




Monthly ALMATRIX Detail
Monthly ALMATRIX Summary

The HOST folder contains the following reports
e Daily Host Detail

e Daily Host Summary

e  Hourly Host Detail

e  Hourly Host Summary

e  Monthly Host Detail

e Monthly Host Summary

The TOP_TEN folder contains the following reports:
e Daily Top Ten

e Hourly Top Ten

e  Monthly Top Ten

Chapter 1

Summary reports aggregate data by application and host devices and display hourly, daily,
and monthly trending analysis. Use these reports to find out whether recent excess traffic was
a short-lived anomaly or a longer-standing trend that requires corrective action.

Detail reports drill down further on Summary report data, allowing you to see the
contribution of source/destination and host/protocol combinations.

Top Ten reports provide two lists, the protocols that had the greatest impact on interface
utilization, and the hosts that had the greatest impact on interface utilization.

RMON2 Traffic Profiling 3.0 adds the following groups to the object tree:

Object Group Management

[~ ] Groups For KRMMZProcedurelog, | KRMNZProcedurelog )

(=4 RMOMZ pratocol groups, { K_RMMZ_protacolDir )
_| k_RMMNZ_prokacalDir { all )

|- RIMOMZ hiMatrixControlTable groups, ( K_RMBZ_RIMxCnE )
= K_RMNZ_HiMzcnt { all )

------ # defaulk: 0

------ # Mode.hp.com: 1.3.6.1.2.1.2.2.1.1.3

------ # MNode.hp.come: 1.3.6.1.2.1.2.2.1.1.4

1
1

SRl FrNZ_alMTophC (all )
------ # defaul: 0

...... # Mode.hp.carm: 3

...... # MNode.hp.com: 4

_| Groups for K_RMMNZ_IF_Property, { K_RMMZ_IF_Property )

=4 RMONZ alatrixTopMControlTable groups, (K _RMBZ_alMxTopMC )

=




Ways to Customize Reports

Ways to Customize Reports

The contents of a report can be customized by applying group filters, editing parameters,
editing tables and graphs, and importing location data. While service providers make use of
group filters to produce customer-specific reports, any user can import locations, edit
parameters, or change view options for tables and graphs.

Group Filters

If you intend to share your reports with customers, or let divisions within your enterprise see
division-specific performance data, you will need customer-specific reports containing data
limited to one customer. Creating customer-specific reports involves the following tasks:

e Importing customer names and device locations using Common Property Tables
e C(Creating a group account for all of the users affiliated with a particular customer
e Creating a group filter for the group account

For more information about creating filters for group accounts, refer to the Performance
Insight Administration Guide.

Editing Parameters

When you edit a parameter, you apply a constraint to the report. The constrain eliminates the
data you are not interested in seeing. For example, if you edit the RMON2 Probe parameter,
the only data that appears in the report is data for the probe you typed in the RMON2 Probe
field.

You can apply multiple constraints at the same time. RMON2 Traffic Profiling supports the
following parameter edits:

e [JF _Customer_Name

e [IF Customer_ID

e Start_Time

¢ End_Time

¢ (Client_Name (of source)

e Server_Name (of destination)
e Application_Name (of protocol)
e RMON2 Probe Interface

e  RMON2 Probe

If you are using the Web Access Server to view reports, edit parameters by clicking the Edit
Parameters icon at the bottom right-hand corner of the report. When the Edit Parameters
window opens, enter the constraint in the field and click Submit.

If the client component of OVPI is installed on your system, you have access to Report Viewer.
To edit a parameter, select Edit > Parameter Values from the menu bar. The Modify Parameter
Values window opens. Click the Current Value field, enter a new value, and click OK.

10
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Importing Locations

Although RMON2 Traffic Profiling operates without importing custom property information,
none of the location-oriented reports will contain useful information unless you add locations.
To add locations to reports, use the property import utility bundled with Common Property
Tables. For details, refer to the Common Property Tables 3.5 User Guide.

Sources for Additional Information

This user guide contains samples of some of the reports in the RMON2 package. The demo
package that comes with RMON2 is complete, containing a sample of every report in the
package. If you have access to the demo package and you want to know what fully-populated
reports look like, install the demo package. Like real reports, demo reports are interactive.
Unlike real reports, demo reports are static and do not change over time.

The following documents are related to this manual:

e  RMON?2 Traffic Profiling Report Pack 3.0 Release Statement
e RNS 7.0 Release Notes, November 2004

e [Interface Reporting Report Pack 4.6 User Guide

e Common Property Tables 3.5 User Guide

e [Interface Discovery Datapipe 2.1 User Guide

Manuals for OVPI and the reporting solutions that run on OVPI are posted to the
following website:

http:/www.hp.com/managementsoftware

Select Support > Product Manuals to reach the Product Manuals Search page. The user guides for
the core product are listed under Performance Insight. The user guides for report packs,
datapipes, and NNM SPIs are listed under Reporting and Network Solutions.

The entries under Reporting and Network Solutions indicate the month and year of
publication. If a user guide is revised and reposted, the publication date will change even
if the software version number does not change. Because we post revised user guides on a
regular basis, you should search this site for updates before using an older PDF that may
not be the latest PDF available.

11



Sources for Additional Information
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Package Installation

This chapter covers the following topics:

¢  Guidelines for a Smooth Install

e Installing RMON2 Traffic Profiling 3.0
e Accessing Deployed Reports

e Package Removal

Guidelines for a Smooth Install

Each reporting solution that runs on OVPI consists of a report pack and one datapipe, or
sometimes a report pack and multiple datapipes. When you install the datapipe, you configure
OVPI to collect a specific type of performance data at a specific polling interval. When you
install the report pack, you configure OVPI to summarize and aggregate performance data in
a specific way.

The RNS 7.0 CD includes NNM components as well as OVPI components. When you insert
the CD, launch the package extraction interface, and select OVPI report packs for extraction,
the install script extracts every OVPI package from the CD and copies the results to the
Packages directory on your system. When the extraction process finishes, the install script
prompts you to launch Performance Insight and start Package Manager. Before using Package
Manager, review the following guidelines.

Software Prerequisites

RMON2 Traffic Profiling 3.0 has the following prerequisites:
e OVPI5.0

e All available service packs for OVPI 5.0

e Common Property Tables 3.0 or higher

e Interface Reporting Report Pack 4.0 or higher

e Interface Discovery Datapipe 2.1

13



Guidelines for a Smooth Install

If you are not currently running any version of the Interface Discovery Datapipe, or any
version of Common Property Tables, you can install these packages when you install RMON2
Traffic Profiling 3.0.

If you are running Common Property Tables 2.2, you must upgrade to version 3.0. If you are
running Common Property Tables 3.0, you have the option to upgrade to version 3.5.
Installing either upgrade package is easy; however, do not install the upgrade package and
other packages at the same time. Install the upgrade package for Common Property Tables
and only the upgrade package for Common Property Tables.

Install Procedure for Distributed Systems

Installation is more complex if you intend to run this package as a distributed system across
multiple servers. Here is an overview of the installation procedure:

1 Verify that all servers are running OVPI 5.0 and all available service packs for OVPI 5.0.
2 Disable trendcopy on the central server.

3 Install RMON2 Traffic Profiling 3.0 on the central server.

4

Install RMON2 Traffic Profiling 3.0 and the RMON2 Traffic Profiling Datapipe on each
satellite server.

5 Re-enable trendcopy on the central server.

When the installation is complete, set up connections with satellite server databases,
configure trendcopy pull commands, and switch off hourly and daily aggregations at each
satellite server. For details, see Chapter 4, Distributed Systems.

Upgrading to RMON2 Traffic Profiling 3.0

If you are already familiar with Package Manager, you should have no difficulty installing the
upgrade package. Keep in mind that you will need to delete certain packages that cannot be
upgraded. Here is an outline of the upgrade procedure:

1 Stop OVPI Timer and extract OVPI packages from the RNS 7.0 CD.

2 Ifnecessary, upgrade to Common Property Tables 3.0 or higher.

3 If necessary, upgrade to Interface Reporting 4.0 or higher.

4 Install UPGRADE_RMONZ2_Traffic_Profiling_to_3.ap.

5 Datapipes cannot be upgraded. Delete these packages (if you have either):
e Interface Discovery Datapipe 1.1
e RMON2 Traffic Profiling Datapipe 2.0

6 Install Interface Discovery Datapipe 2.1.

7 Install RMON2 Traffic Profiling Datapipe 3.0.

8 Restart OVPI Timer.

Polling Policies for Remote Pollers

When you uninstall an existing datapipe, the following information will be lost:

14



Chapter 2

¢ Polling policies for remote pollers

e Multi-poller polling policies

e Type and group information associated with a modified polling policy

You can export existing configurations by using the collection_manager and group_manager

commands.

Exporting Polling Policy Configurations

If your environment contains polling policy assignments to remote pollers, use the
collection_manager command to export polling policies to a file.

UNIX: As user trendadm, run the following command:
cd $DPIPE_HOME
./bin/collection_manager -export -file /tmp/savePollingPolicy.lst

Windows: As Administrator, launch a command window. Navigate to the OVPI install
directory and execute the following command:

bin\collection manager -export -file \temp\savePollingPolicy.lst

Exporting Custom Polling Groups

If your environment contains customized polling groups, use the group_manager command to
export groups to individual .xm1 files in a directory.

UNIX: As user trendadm, execute the following command:
cd $DPIPE_HOME
./bin/group_manager -export_all -outfile /tmp/savePollingGroups

Windows: As Administrator, launch a command window, then navigate to the OVPI install
directory and execute the following command:

bin\group_manager -export_all -outfile \temp\savePollingGroups

Custom Data Table Views

If you created custom data table views using existing property table views, drop the custom
data table views now, before upgrading the report pack. Dropping views will not result in lost
data.

Installing RMON2 Traffic Profiling 3.0

Complete the following tasks to install RMON2 Traffic Profiling 3.0:

e Stop OVPI Timer and extract OVPI packages from the RNS 7.0 CD
e Upgrade to Common Property Tables 3.0 or higher

e Install RMON2 Traffic Profiling

Task 1: Stop OVPI Timer and extract OVPI packages from the RNS 7.0 CD

1 Log on to the system. On UNIX® systems, log on as root.

15



Installing RMONZ2 Traffic Profiling 3.0

Task 2:

Task 3:

2 Stop OVPI Timer and wait for processes to terminate.
On Windows, do the following:
a From the Control Panel, select Administrative Tools > Services.
b Select OVPI Timer from the list of services.
¢ From the Action menu, select Stop.
On UNIX, as root, do one of the following:
— HP-UX: sh /sbin/ovpi_timer stop
— Sun: sh /etc/init.d/ovpi_timer stop
3 Insert the RNS 7.0 CD.
Windows: The Main Menu automatically displays.
UNIX:
a Mount the CD (if the CD does not mount automatically)
b Navigate to the top level directory on the CD
¢ Run ./setup.

4 Type 1in the choice field and press Enter. The install script displays a percentage
complete bar. When the copy is complete, the install script starts Package Manager. The
Package Manager welcome window opens.

Upgrade to Common Property Tables 3.0 or higher

If you are not running any version of Common Property Tables, skip this task
and let Package Manager install Common Property Tables for you.

RMON2 Traffic Profiling 3.0 requires Common Property Tables 3.0 or higher. If you have not
already upgraded to Common Property Tables 3.0 or higher, do it now. When you install the
upgrade package (2.2-t0-3.0 or 3.0-t0-3.5) do not install other packages at the same time.
Install the upgrade package for Common Property Tables and only the upgrade package for
Common Property Tables. When Package Manager indicates that the upgrade installation is
complete, click Done to return to the Management Console.

Install RMON2 Traffic Profiling

1 From the Management Console, select Tools > Package Manager. The Package Manager
welcome window opens.

2 Click Next. The Package Location window opens.

3 Click Install. Approve the default installation directory or select a different directory if
necessary.

4 Click Next. The Report Deployment window opens. Accept the default for Deploy Reports.
Type your user name and password for the OVPI Application Server.

5 Click Next. The Package Selection window opens.
6 Click the check box next to the following packages:
e  RMON?Z Traffic Profiling 3.0

16



Chapter 2

e  RMON?Z Traffic Profiling Demo

) Installing the demo package is optional. You may install the demo package by
itself, with no other packages, or you may install the demo package along with
everything else.

e  RMON?2 Traffic Profiling Datapipe 3.0

e [nterface Discovery Datapipe 2.1 (if not already installed)

e Common Property Tables 3.5 (if not already installed)
7 Click Next. The Type Discovery window opens. Disable the default.
8 Click Next. The Selection Summary window opens.

9 Click Install. The Installation Progress window opens. When installation finishes, a
package installation complete message appears.

10 Click Done to return to the Management Console.
11 Restart OVPI Timer.
On Windows, do the following:
a From the Control Panel, select Administrative Tools > Services
b Select OVPI Timer from the list of services.
¢ From the Action menu, select Start.
On UNIX, as root, enter one of the following commands:
— HP-UX: sh /sbin/ovpi_timer start

— Sun: sh /etc/init.d/ovpi_timer start

Accessing Deployed Reports

When you installed this report pack, you enabled the Deploy Reports option. As a result, the
reports in this package (as well as any forms that come with this package) were deployed to
the OVPI Application Server. Once reports and forms reside on the OVPI Application Server,
you have two ways to view them:

e OVPI clients
e Web browser

If the client components are installed on the user’s system, the user has access to Report
Viewer, Report Builder, and the Management Console. If the client components are not
installed on the user’s system, using a web browser to view reports is the only way the user
can view reports.

For more information about the client components, refer to the Performance Insight
Installation Guide. For more information about the Management Console, including how to
use the Object/Property Management view to launch reports specific to a selected object, refer
to the Performance Insight Administration Guide.

17



Package Removal

Package Removal

Follow these steps to uninstall the RMON2 Traffic Profiling Report Pack and RMON2 Traffic
Profiling Datapipe:

1 Log on to the system. On UNIX systems, log on as root.
2 Stop OVPI Timer and wait for processes to stop running.
On Windows, do the following:
a From the Control Panel, select Administrative Tools > Services
b Select OVPI Timer from the list of services.
¢ From the Action menu, select Stop.
On UNIX, as root, enter one of the following commands:
— HP-UX: sh /sbin/ovpi_timer stop
— Sun: sh /etc/init.d/ovpi_timer stop

3 From the Management Console, start Package Manager. The Package Manager welcome
window opens.

4 Click Next. The Package Location window opens.
5 Click Uninstall.

6 Click Next. The Report Undeployment window opens. Accept the default for Undeploy
Reports, application server name, and port.

7 Click Next. The Package Selection window opens.

8 Click the check box next to the following packages:
e  RMON? Traffic Profiling
e  RMON? Traffic Profiling Datapipe
e  RMON? Traffic Profiling Demo (if installed)

9 Click Next. The Selection Summary window opens.

10 Click Uninstall. The Progress window opens. When the uninstall process is complete, a
package removal complete message appears.

11 Click Done to return to the Management Console.
12 Restart OVPI Timer.
On Windows, do the following:
a From the Control Panel, select Administrative Tools > Services
b Select OVPI Timer from the list of services.
¢ From the Action menu, select Start.
On UNIX, as root, enter one of the following commands:

— HP-UX: sh /sbin/ovpi_timer start

18
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— Sun: sh /etc/init.d/ovpi_timer start

) Removing the RMONZ2 Traffic Profiling Report Pack automatically removes
the datapipe even if you do not select the datapipe for removal.

19
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Polling Groups and MIB Values

This chapter covers the following topics:
e How to add RMONZ2 probes to polling groups
e How to set MIB values

¢ Command line options for configAlMatrix.pl

Adding Probes and Setting MIB Values

Follow these steps to add probes to Polling Groups:
1 Using Polling Policy Manager, do the following:

a Add each RMON2 probe node to the RMON2 polling group.

b Specify the Community String Profile for each node added to the RMON2 polling
group. Typically, you use the default settings (Read: public; Write: private). However,
if you configured an RMONZ2 probe to use a non-default community string profile, you
must configure this non-default community string profile for each node.

2 Using the OVPI SNMP Tool configalMatrix.pl command (click the Set Table button), or a

tool of your own choice, set the following MIB objects:

Table 1 Variables Under hIMatrixControlTable

MIB Object (0)1)] Value
hlMatrixControlNIMaxDesiredEntries |.1.3.6.1.2.1.16.15.1.1.6 | 6,000

hlMatrixControlAIMaxDesiredEntries |.1.3.6.1.2.1.16.15.1.1.10 | 12,000
hlMatrixControlStatus .1.3.6.1.2.1.16.15.1.1.12 | active
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Command Line Options for ConfigAIMatrix.pl

Table 2 Variables under alMatrixTopNControlTable

MIB Object

OID Value

alMatrixTopNControlRateBase .1.3.6.1.2.1.16.17.3.1.3 | alMatrixTopNTerminalsPkts

alMatrixTopNControlTimeRemaining | .1.3.6.1.2.1.16.17.3.1.4 | 900

alMatrixTopNControlRequestedSize |.1.3.6.1.2.1.16.17.3.1.7 | 400

alMatrixTopNControlStatus .1.3.6.1.2.1.16.17.3.1.11 | active

Command Line Options for ConfigAlMatrix.pl

ConfigAlMatrix.pl is a tool supplied with the RMONZ2 Traffic Profiling Datapipe. You can
use this tool to create the RMONZ2 data source to MIB-2 ifIndex and set all the MIB objects to
the values listed in Table 2 for a specified RMONZ2 probe. If you are using these MIB objects
for other purposes, and if you do not want them set to these values, do not run this tool;
instead, use the OVPI SNMP Tool or some other tool of your choice.

The following command line options are available:

ConfigAlMatrix.pl -a ProbeHost [-c¢ CommunityString -f ConfigFilel]

-a ProbeHost

-c CommunityString

-f ConfigFile

Required. The name of the RMON2 probe.

Optional. Default: private. The Write community string profile of
the RMONZ2 probe. If the Write community string profile of the
RMONZ2 probe is set to something other than private, then you must
use this option to specify the probe’s Write community string profile.

Optional. Default:
\OVPI\packages\RMON2_Traffic_Profiling_Datapipe\
RMON2_Traffic_Profiling_Datapipe.apl\alMatrixConfig.x
ml. XML configuration file for the RMON2 probe. This file contains
the MIB objects that can be modified. By default, the MIB objects
are set to the values listed in the preceding table. Modifying these
MIB objects changes the amount of data collected.

22



Distributed Systems

If you intend to run RMONZ2 Traffic Profiling in a distributed environment, and if you
followed the instructions in the installation chapter, your central server is running the report
pack and each of your satellite servers is running the report pack and the datapipe. Your next
task is to set up connections with satellite server databases, configure trendcopy pull
commands for hourly data, and switch off hourly and daily aggregations at each satellite
server. In addition, make sure that the system clock on each satellite server is synchronized
with the system clock on the central server.

Configuring the Central Server

Follow these steps to configure the central server:
1 Set up the connection with the satellite server databases:
a Start the Management Console.

b Click the Systems icon on the lower left. The System/Network Administration pane
opens.

¢ Right-click the Databases folder. When prompted, select Add OVPI Database. The Add
Database Wizard opens.

d Click Next.
e Type the hostname and port number for the database you want to add; click Next.
f Review the Summary. Repeat steps d and e for each additional database.
g When you are done adding databases, click Finish.
2 Edit the file $SDPIPE_HOME/scripts/RMN2_Hourly.pro:

a For each satellite server, configure trendcopy pull commands from the central server
by modifying the trendcopyblock:

— Remove “#” before each line in trendcopyblock, including the begin and end lines.
— Replace SATELLITE_SERVER_1_DATABASE with the satellite server name.
— Replace THIS_MACHINE_DATABASE with the central server name.

If there is more than one satellite server, copy and modify the trendcopyblock for each
satellite server.

b Save and close $DPIPE_HOME/scripts/RMN2_Hourly.pro.
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Configuring a Satellite Server

Configuring a Satellite Server

Switch off hourly and daily aggregations. Follow these steps:

) This procedure assumes that the satellite server is not performing local
reporting and that the RMON2_Traffic_Profiling module is installed.

1 Navigate to SDPIPE_HOME/lib/trendtimer.sched:
2 Comment out the lines referencing RMN2_Hourly.pro and RMNZ2_Daily.pro.

3 Save and close $DPIPE_HOME/lib/trendtimer.sched.

System Clocks

Verify that the system clock on each satellite server is synchronized with the system clock on
the central server.
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Five Sample Reports

RMON2 Traffic Profiling includes 15 interactive reports. The following reports are reproduced
below:

1 Monthly Top Ten Summary
2 Hourly AlMatrix Summary
3 Hourly AlMatrix Detail

4 Daily Host Summary

5 Daily Host Detail

Top Ten reports serve as a starting point for in-depth analysis of traffic problems. They
contain the following information:

e Hourly utilization (in the hourly report only)

e Busy hour utilization (daily and monthly reports)

e A list of applications generating the most traffic, sorted from most to least
e A list of hosts generating the most traffic, sorted from most to least

ALMATRIX reports display traffic information by protocol and by source/destination host.
RMON2 Traffic Profiling includes summary reports for ALMATRIX and detail reports for
ALMATRIX. The summary reports aggregate data by protocol and by host devices; the detail
reports contain information about the traffic between specific source and destination nodes for
a selected protocol.

Host reports display traffic information by source. RMON2 Traffic Profiling includes
summary reports for hosts and detail reports for hosts. The summary reports display traffic
information for source nodes (listed by IP address) that generate the most traffic on the probe;
the detail reports display traffic information sent by a protocol/application to a destination
node for a selected source node.

25



RMON2 Traffic Profiling [ﬂﬂ
Monthly Top Ten Summary invent

The Top Ten Summary report lists the top contributers to the total traffic on an interface. Select an interface and a time period to see the
top ten hostz and protocols values with the grestest impact on the interface wilization for the time period selected.

Probe List o Peak Hourly Utilization o
Busy Hour Busy Hour
Probe Interface Utilization Month Utilization
=niffer 3 117 Fonil, 2003 117

hrch, 2003 069 |

Top Ten Hosts o Top Ten Protocols o
Host BusyHour — 1ratfic Protocol BusyHour & rraffic
Litilization LKilization
1 16.0.73.147 [IRI] R ] 1 wildcard ip.udp netbios-dgm 0.7o A0
z 15.0.73 150 0.07 f.24 z wildeard ip.icmp 0.14 12.97
3 15.0.73.141 0.0 288 3 wildcard.ip top netbios-s=n 0.0 287
4 15.0.73.148 0.0z 2.30 4 wildeard.ip.udp .netbios-ns 0.o9 7.7
b 15824420 1649 .oz 232 b wildzard.ip.udp.ntp 0.04 2496
G 15.244.81 .51 .oz 1.72 G wildeard.ip .udp . sunrpe 0.04 295
T 158244 60116 .oz 1.48 T wildeard.ip udp dns 0.0z 1.04
i 15.0.73.146 o.o1 1.02 2 wildcard.ip.udp bootp-client 0.0z 1.32
4 15244 60182 0.0 0.ag 4 wildeard ip top sunrpe o.m [0 G
0 15244 60188 0.0 0.ag 0 wildeard.ip tep.dns o.m 0.33
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Heost Distribution Protocol Distribution
Top Ten Hosts Top Ten Protocols

W 15073147 ; Wz snitfer: 5 wildeard.ip.udp.netbios-dgm :
|:|: 15.0.7F3.150 ; |:|3: sniffer : 3 :wildeard.ip.icmp :

W i5073.144 Wz =nitfer: 3 wildcard.ip.tep.netbios==n
O: 15.0.73.148 Clz: snitfer: 3 wildeard.ip.udp.netbios-ns
O: 15.244 20,169 Cla: sniffer : 2 : wildeard.ip.udp.ntp :

B 15.244.51.51 : Bl z: znitfer: 3 wiildzard.ip.udp.sunrpe

O 15.244.60.116 : Oz: sniffer : 3 : wildeard.ip.udp.dns ;

B 15244 16185 B =: =niffer: 2 : wildcard.ip.udp.bootp-client :
Ol: 15.5.156.1 Clz: znitfer: 3 wiildzard.ip.top.sunrpe

B 15073146 Bz eniffer: 3 wildeard.ip.top.hitp
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RMON2 Traffic Profiling
Hourly ALMATRIX Summary

)

inven

The ALMATREX Summary Feport presents a breakdown of the pratocols which contribute to the total traffic on aninterface. Select ar
interface and a time period to see a list of pratocols that had the most impact on the interface wilization far the time period zelected.
Select a protocol to see graphs of it historical traffic patterns.

Probe Interface Litilization Hour Itilization
sniffer 3 0.00 4:00 Phd, April 3, 2003 0.0
3:00 Ph, April 3, 2003 0.m
.00 Ph, April 3, 2003 0.oo
1:00 Ph, April 3, 2003 0.oo
12:00 PR, April 3, 2003 0.oo
11:00 A, Spril 3, 2003 0.oo
10000 Ahd, April 3, 2003 0.oo
Top Talking Protocols [ Applications

Protocol Utilization % of Traffic Bytes A"Emg:ci}:fs per
wildcard.ip.udp.znmp o.oo 2073 637 .70 k 286,35
wildcard.ip tep.netbios-zsn o.oo 19.24 41495 k el i
wildcard.ip.udp.netbios-dgm o.oo 13,56 290 .94 k 25499
wildcard.ip top talnsat o.oo 11.349 244 37 k ar.ar
wildcard ip.udp netbios-ns o.oo 11.38 24408 k 103.82
wildzard.ip icmp 0.00 §.04 10822 k A E
wildzard.ip.udp.dns 0.00 376 20649 k 61497
wildzard.ip udp bootp-client 0.0o0 21 4523 k 297 55
wildeard.ip.ospfigp 0.o0 1.38 Ak 22.00

Probe List

Hourly Utilization

VPP P PP

ddLHLLDD
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Utilization Percent of Traffic
sniffer : 3 : wildcard.ip.udp.snmp sniffer : 3 : wildcard.ip.udp.snmp
Wied Apr 02 12:00 A - Thu Apr 03 04:00 Phd Wiled Apr 02 12:00 A - Thu Apr 03 04:00 Phd
00171 5370
= = 38.80
al o1l
2 2
o o
& & qa.80
[n} + t + o+ + + +
Wied 00:00 Wed 11:00 Wed 2200 Thu 0500 Wed 00:00 Wed 11:00 Wed 22:00 Thu 03:00
= WHilization = Traffic

Bytes Packets
sniffer : 3 : wildcard.ip.udp.snmp sniffer : 3 : wildcard.ip.udp.snmp
Wled Apr 02 12:00 & - Thu Apr 03 0<4:00 Phi Wied Apr 02 12:00 A - Thu Apr 03 0400 Pha
2.39M - 20.63H 1
C 5
3 £
I 1.59m ~ 13.76K
T a
o 1
u o
2020 1 i B.ESK
= ] L
om m
g I
0 + + + 0 + + +
Wied 00:00 wied 11:00 Wed 22:00 Thu 03:00 Wed 0000 wed 141:00 Wed 22:00 Thu 09:00
= Byte= = FPacket=
ﬂ Bacl to top. =
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RMON2 Traffic Profiling (ﬁB
Hourly ALMATRIX Detail

invent

The ALMATRE Detail Report presents a breakdovwen of the protocols, sources and destinations which contribute to the total traffic onan
interfaceldata zourcel. Select an interface and a time period to =ee a list of protocols that had the most impact on the interface wilizatior
for the time period selected. Select a protocol to zee a list of sources [ destinations utilizing the protocol source through the selected
interface. Select a zource [ destination combination to zee graphs of itz historical traffic patterns.

Probe List Hourly Utilization (=
Probe Interface Hilization Hour Kilization
sniffer 3 0.00 4:00 PM, Spril 3, 2007 000 =
3:00 PM, April 3, 2003 0.0 |
2:00 PM, April 3, 20073 000 L
1:00 Ph, April 3, 200% 000 |
12:00 PhA, April 3, 2003 o.oo0 _ﬂ
11:00 &b, April 2, 2002 000 |
10:00 b, April 3, 2003 000 =L -
Top Talking Protocels f Applications =
Protocol Utilization % of Traffic Bytes ““E'“g:cmes per
wildzard.ip.udp .snmp o.oo ZA.73 G37.70 k ZRG .35
wildzard .ip tep .netbios-s=n 0o.0oo0 19.34 41495 k 366 .56 -qq
wildzard .ip .udp netbios-dgm o.oo 13486 290 94 k 25409 'ﬂ
wildeard ip tep telnet 000 11.29 24437 k a7 37 ]
wildzard.ip .udp.netbios-ns 0o.o0 11.38 244 08 k 103,82 'dq
wildeard ip jcmp 000 £.09 10822 k #1583 |
wildeard ip udp.dns 000 276 20060 k 26197 | | |
wildzard .ip.udp bootp-client 0o.o0 2.1 4523 k 207 55 -qa]
wildzard.ip.ospfigp 0o.0oo0 1.38 I8.52 k 22.00 q —
Top Talking Source f Destination Pairs =
Source Destination Wtilization % of Traffic Bytes A"::::’g:ci’:fs
15.1.158.148 15.0.73 150 0.00 14.74 316.03 k 287 35
15.0.73.160 151158148 000 14.72 FETE K 27 05 L
15.0.72 160 15.24.115.12 000 011 2264 22300 L]
152411512 15.0.73 150 000 011 264 26300 =L =
15244 16,185 15244 63 9 000 005 1098 1Z2.00 | =
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Source Owner Source Location It
Unas=signed Unas=igned
Destination Owner Destination Location I
Unaszigned Unas=igned
Utilization Percent of Traffic
Wizd Apr 02 12:00 2 - Thu Spr 02 05:00 Ph Mizd Apr 02 12:00 2 - Thu Spr 02 05:00 Pha
0.01 18.30
+ + 12.20
[l [l
4] 4]
B =
B0
o ; . . = o4 ; . ;
Wed 0000 YWed 1100 Wed Z2:00 Thu 0500 Wed 0000 Yed 11:00 YWed 22:00 Thu 03:00
= Hilization = Traffic
Bytes Packets
ied Apr 02 12:00 Al - Thy Apr 03 05:00 Phi Wied Apr 02 12:00 A - Thu Apr 02 05:00 Phi
0.34M T 121K 1
. 5
3J [u]
D 023M 1 T o0&k T
. o
il [}
o 1]
u b
£ 011M 1 < 040K 1
ol m
o
] t t } u} t } t
Wizd 00:00 Wed 11:00 Wed 22:00 Thu 09:00 Wied 00:00 Wed 14:00 Wad 2200 Thu 09:00
= Bytes = Packetz
@ Back to top. #3
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RMON?2 Traffic Profiling (ﬁﬂ
Daily Host Summary

inwvent

The Host Summaty Report presents a breakdowwn of the host devices which cortribute to the total traffic on aninterface. Select an
interface and a time period to see 5 list of hosts that had the most impact on the interface wtilization for the time period selected. Select &
host device to zee graphs of itz historical traffic patterns.

Probe List Peak Hourly Utilization ]
Busy Hour Busy Hour
Probe Interface Utilization Day Utilization
=niffer 3 0.01 Fpnl 1, 2003 0.01
hiarch 31, 2003 o.m -ﬂ.}i
hdarch 30, 2003 o.m -ﬂ.}i
hiarch 29, 2003 0. :G.T:]
hiarch 23, 2003 0. :G.T:]
harch 27, 2003 0.01 -G-T:] e
-
Top Talking Hosts 2
N . Average Bytes per
Host Busy Hour Utilization "% of Daily Traffic Bytes
Packet
15.0.73.14 0.00 162 1202.39 k 10306
15,243,128 51 0.00 8.37 4440 37 k 765 00 q
15.0.73.150 0.00 19.71 10.47 M 19572 ﬁ
15,5155 228 000 14,36 7ET20 k A '-G_.]
15.1.158.148 0.00 12.96 7416 52 k 798 33 ﬁ
15,244 60106 0.00 0.55 29447 k 130,13 ﬂ
15,244 60,230 0.00 0.46 247 46 k 1662 ﬁ
150732 000 .45 2350 k 115.22 '-G_.]
15.0.73.146 0.00 7.43 3045 02 k 106,20 ﬂ j
Host Owner Host Location
Uniazzigned Unazsigned

NANAN AN AN SANANAANNS
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Busy Hour Utilization

shiffer : 3: 15.0.73.141
Thu har 27 2003 - Tue Apr 01 2003

o

0
Thu
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Man Tus
Mar 27 Mar 28 Mar 23 Mar 30 Mar 31 Apri
= Hilization
Bytes

1.82M 1

Ewte=s per D=y

=
=
o
=

1.37M 1

0.81M 1

shiffer : 3: 15.0.73.141
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= Bytes

@ Back to top.

Chapter 5

% of Daily Traffic

shiffer : 3: 15.0.73.141
Thus bar 27 2003 - Tue fpr 01 2003

300+
200+
T
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g
a
1.00 1
0 t t } t |
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= Traffic
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shiffer : 3: 15.0.73.141
Thu hitar 27 2003 - Tue Apr 01 2003
18.14K 1
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RMON2 Tratftic Profiling
Daily Host Detail

O

inwvent

The Host Detail Report presents a breakdown of the hosts and protocols which contribute to the total traffic on an interface. Select an
interface and & time period to see a list of hosts that had the most impact on the interface wWilizetion for the time period selected. Select a
hiast device to zee a list of hosts Fprotocolz acceszed by the host through the zelected interface. Select a host f protocaol cambination to
=ee graphs of = histarical traffic patterns.

Probe List Peak Hourly Utilization fizt
Busy Hour Busy Hour
Probe Interface Utilization Day Utilization
=nitfer 3 001 April 1, 2003 0.0
harch 31, 2003 0.01 '—ﬂ-}]
hdarch 20, 2003 oo '-G-Tg]
hdarch 29, 2003 oo '—G-Tq]
hdarch 25, 2005 oo '—G-T:]
harch 27, 2005 oo ‘—W-Tq] i
[ |
Top Talking Hosts =
. | Average Bytes per
Host Busy Hour Wilization % of Daily Traffic Bytes
Packet
150,731 000 i) 1392 29 k 103 0
15243125 51 0.00 g7 4440 37 k 25590 '—G-Tq]
160,73 150 000 1971 10,47 195 72 '—G-Tq]
15 8,166 228 000 1426 TETA.20 k 7381 '—ﬂ-}]
151,155 148 000 13 .96 TAIG B2 k iR '—G-Tq]
15 244 6010 000 055 204 47 k 13018 '—G-Tq]
15244 60 239 0.00 046 247 46 k 16 .62 '—G-Tq]
150,732 0.00 0.45 236,20 k 11523 '—G-Tqi
15.0.72 146 0.00 743 3045 02 k 10639 ﬂ:q] Ll
Host Owner Host Location =
Unassigred Unassigred

<|

Top Talking Host f Protocel Pairs

|»

Busy Hour Average Bytes

De=stination Host Protocol Utilization % of Daily Traffic Bytes per Packet
15243128 51 wildeard.ip.udp.dns 0.oo 0.3 Fo12 k 8530
15.13.218.121 wildeard ip udp.snmp .00 0.04 A3k a7.00 ﬂuTq]
1561226141 wildeard ip udp.snmp .00 0.03 1571 k a7.00 ﬂ.Tq]
15,244,237 52 wildeard ip udp.snmp .00 0.0z o5k 98 67 ﬂ.Tq]
15,244 36 67 wildeard ip udp.snmp .00 0.0z o5k 98 67 ﬂ.Tq] -

SUNAN NN NN NN NN

34



/w\/\/V\A/\/\A/\/\/\/\/\%/V\/\A

Destination Host Owner

Unassignead
Busy Hour Utilization
Thu hiar 27 2003 - Tue Apr 01 2003
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Editing Tables and Graphs

Any table or graph can be viewed in several ways. While the default view is usually adequate,
you can easily change to a different view. If you are using the Report Viewer application,
right-click the object to display a list of view options. If you are looking at a report using the
Web Access Server, follow these steps to change the default view of a table or graph:

1
2
3
4
5

6

Click Preferences on the links bar.
Expand Reports in the navigation frame.
Click Viewing.

Select the Allow element editing box.

Click Apply.

Click # (the Edit icon) next to the table or graph.

View Options for a Table

Right-clicking a table, or selecting the Edit Table icon if you are using the Web Access Server,
opens a list of table view options.

Set Time Periad, .,
Change Constraint Yalues. ..

Select Modes/Interfaces. ..

Change Max Rows., .,

Yiew in new Frame

Print Table. .,
Export Element as CSY...

elete Table

Select Set Time Period to alter the relative time period (relative to now) or set an absolute time
period. The Set Time Period window opens.

You may shorten the period of time covered by the table from, for example, 42 days to 30 days
or to 7 days. If you are interested in a specific period of time that starts in the past and stops
before yesterday, click Use Absolute Time and select a Start Time and an End Time.
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View Options for a Table

RI=

Direction
Input
Input
Input
Input
Input
Input
Input
Input
Input
Input
Input
Input
Input
Input
Input
Input
Input
Input
Input
Input
Input
Input
Input
Input
Input
Input
Input
Input
Input
Input
Input
Input
Input
Input
Input
Input
Input
Input
Input
Input

Select Change Constraint Values to loosen or tighten a constraint, thereby raising or lowering
the number of elements that conform to the constraint. The Change Constraint Values
window opens. To loosen a constraint, set the value lower; to tighten a constraint, set the
value higher.

The Select Nodes/Interfaces allows you to change the scope of the table by limiting the table to
specific nodes, specific interfaces, or a specific group of nodes or interfaces. The Select Node
Selection Type window opens.

Change Max Rows increases or decreases the number of rows in a table. The default is 50. If
you expand the default, the table may take more time to open. If you are trending a large
network, using the default ensures that the table opens as quickly as possible.

View in new Frame opens the table in a Table Viewer window, shown below. If necessary, make
the data in the table more legible by resizing the window.

Polled IP Qo5 Statistics Data - Input
Ower Previous 6 Hours

IpPrecedence Switched Bytes Switched FPlis Time Pericd
u] 105,688 G675 Tue Oct 29 07:00 A -

Tue Oct 29 07:00 A
Tue Oct 29 07:00 A
Tue Oct 29 07:00 A
Tue Oct 29 07:00 A
Tue Oct 29 07:00 A
Tue Oct 29 07:00 A
Tue Oct 29 07:00 A
Tue Oct 29 0545 AM
Tue Oct 29 0545 AM
Tue Oct 29 0645 A
Tue Oct 29 0645 A
Tue Oct 29 0645 A
Tue Oct 29 0645 A e
Tue Oct 29 0645 A
Tue Oct 29 0645 A
Tue Oct 29 0620 AM
Tue Oct 29 06:30 AM
Tue Oct 29 06:30 Al
Tue Oct 29 06:30 Al
Tue Oct 29 06:30 Al
Tue Oct 29 06:30 Al
Tue Oct 29 06:30 Al
Tue Oct 29 06:30 Al
90,744 564 Tue Oct 29 06:15 Al
Tue Oct 29 05:15 AM
Tue Oct 29 05:15 AM
Tue Oct 29 05:15 AM
Tue Oct 29 05:15 AM
Tue Oct 29 05:15 AM
Tue Oct 29 05:15 AM
Tue Oct 29 05:15 AM
Tue Oct 29 05:00 Ak
Tue Oct 29 06:00 AM
Tue Oct 29 06:00 AM
Tue Oct 29 06:00 AM
Tue Oct 29 06:00 AM
Tue Oct 29 06:00 AM
Tue Oct 29 06:00 AM
Tue Oct 29 06:00 AM

o o o o O

=u1]

o th o o O O O
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L]
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View Options for a Graph

Chapter 6

Right-clicking a graph, or clicking the Edit Graph icon if you are using the Web Access Server,
opens the following list of view options.

40900 1

22720 1

294540 1

16360 1

21.80 1

0

Add | Sverla. .

Remove Overlay

Set Time Period. ..
Zhange Constraint Yalues. ..

Seleck Modes/Interfaces. ..

Displayed Data

| arid
Legend
Skyle

- v v

Change Max Rows., .

Display Dakta Table
Export Element as C5Y, ..
Display: Cerlay Mata Table

Sep 17 Sep 21

Sep: o5 Sep: =0 Export Graph Swerlay Data as T,

View in new Frame

Print Graph. ..

[elete Graph

The following table provides details about each option.

Option

Function

Set Time Period

Same as the table option shown above.

Change Constraint Values

Same as the table option shown above.

Select Nodes/Interfaces

Same as the table option shown above.

Displayed Data For every point on a graph, display data in a
spreadsheet.
Grid Add these to the graph:
X axis grid lines
Y axis grid lines
X and Y axis grid lines
Legend Delete or reposition the legend.
Style See the illustrations below.
Change Max Rows... Same as the table option shown above.
Display Data Table See below.
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View Options for a Graph

Option Function

Export Element as CSV... Same as the table option shown above.
View in New Frame Opens graph in a Graph Viewer window.
Print Graph Same as the table option shown above.

Style Options

Select Style to display a list of seven view options for graphs.

[T

Set Time Period. ., 43 s

Change Canstraink Yalues., ..

Select Modes/Interfaces, .,

Displayed Data b % !
Grid ¥
Leqend ) A
| Skyle frea
Change Max Rows. .. Stacking Area
Cisplay Data Table Bar
Export Element as C5Y. .. Stacking Bar
Display: Grerlay Daka Table Pie:
Expart Graph @wverlay Daka as C54 ., # Plat
Wigw in new Frame Scatter Plok
Prink &raph. .. Airle N e
Delete Graph Hi-Lo-Open-Close —
- ~rom  Cande
Style > Area

The plot or bar chart changes to an area graph. While relative values and total values are
easy to view in this format, absolute values for smaller data types may be hard to see. Click
anywhere within a band of color to display the exact value for that location

TrEaou +

9560

olurne

7170 1

Sat Feb 24 06:00 &AM EST
Mormal Disconnect (107 js 74.00

s

oA } } } } } } }
04:00 0E:00 0300 10:00 12:00 1400 16:00 1800 20:00 2200
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Chapter 6

To shorten the time span of a graph, press SHIFT+ALT and use the left mouse button to
highlight the time span you want to focus on. Release the mouse button to display the selected
time span.

Style > Stacking Area

The area or plot graph changes to a stacking area graph. This view is suitable for displaying a
small number of variables.

% 200.00

1E80.00
120.00
20.00

40.00

u]
hon 01 Tue 02 Wed 03

M g Utilization (H)
I 0 2 Utilization (Ha
M Util Threshold

Style > Bar

The graph changes to a bar chart. This view is suitable for displaying relatively equal values
for a small number of variables. There are three variables in the graph below.

14,924.00 -
9,539 .20
7,154.40

4,769 50

Forecast Minutes

2,364 80

Tho 01 Fri 0Z Sat 03 Sun 04 hon 05 Tue 06 ied OF
D=ys Of The Wieek
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View Options for a Graph

Style > Stacking Bar

The plot or area graph changes to a stacking bar chart. If you increase the width of the frame,
the time scale becomes hourly. If you increase the height of the frame, the call volume shows
in units of ten.

200.00
160.00
120.00
20.00
40.00

hon 01 Tue 02 Wead O3

M 2oeq Utilization (H)
I 1z Utilization ¢H)
M Uil Threshald

Style > Plot

Bands of color in an area graph change to lines. If you adjust the frame width, you can make
the data points align with hour; if you adjust the frame height, you can turn call volume into
whole numbers.

7850 1

E2.80 1 ﬂ
4710 1 [ M W

3140 1

1870 1

hon 01 Tue 02 Wed 03

— forg WMilization (H)
— hlax Utilization (H)
— Wil Threshald
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Chapter 6

Style > Pie

An area graph becomes a pie chart. Bands in an area graph convert to slices of a pie and the
pie constitutes a 24-hour period. This view is helpful when a small number of data values are
represented and you are looking at data for one day.

M Under 1 minute

E petween 1 and § minutes
[JBetween & and 30 minutes

O Between 20 minutes and 2 hours
M Between 2 hours and 12 hours
M Chver 12 hours

If you are looking at data for more than one day, you will see multiple pie graphs, one for each
day.

Display Data Table

This option changes a graph into a spreadsheet.

1o/
X Axis I Average I

Tue Feb 12.., 0,509

Tue Feb 12.., 0,621

Tue Feb 12.., 1.0z6

Tue Feb 12.., 0,362

Tue Feb 12.., 1.171

Tue Feb 12.., 1.051

Tue Feb 12.., 0.254

Tue Feb 12.., 0.8z6

Tue Feb 12.., 1.4583 [:.S

Tue Feb 12.., 0,9:7

Tue Feb 12.., 1.471

Tue Feb 12.., 1,305

Tue Feb 12.., 1.1z23

Tue Feb 12.., 0,93

Tue Feb 12.., 1.497

Tue Feb 12.., 0,306

Tue Feb 12.., 0,725
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View Options for a Graph

View in New Frame

The graph opens in a Graph Viewer window. Improve legibility by resizing the window.

2% Graph Yiewer =0l x|
Metwork Response Time
Cisco_04

Tue Feb 19 12:00 Al - Tue Feb 19 14:00 P

Seconds

Tue 05:00 AM Tue 11:00 PM
— Awerage
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glossary

average bytes per packet

The average number of bytes per packet passed by the host or application or passed between
the source/destination.

busy hour utilization

The maximum hourly average for the day. Unlike the average for the day, this value does not
smooth out daily peaks and valleys. Unlike daily maximum, or peak, this value represents a
relatively persistent phenomenon, not a momentary condition. Note that since busy hour is an
average, actual utilization may have been well above the average for a portion of that hour.

bytes

The number of bytes passed by the host or application or passed between the source/
destination.

day

The day of the year for which the information was collected.

destination

Where the application/protocol traffic is going.

host

Where the application/protocol traffic is coming from.

hour

The hour for which the information was collected.

interface

The network interface number of the probe.

month

The month for which the information is collected.

packets

The total number of packets passed by the host or application or passed through the source/
destination.
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Glossary

percentage of traffic

The percentage of traffic attributed to the host, application, or source/destination in relation
to the total traffic passing through the interface.

probe
The name of an RMON2 probe.

protocol
The name of the protocol through which the network traffic is being routed.

source
See host.

utilization

The percentage of system resources used for one hour, beginning at the listed time.
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destination, 45
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graph view options, 37
grid options, 39
group_manager, 15
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