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HP Operations Smart Plug-in for Oracle WebL ogic Application
Server

The HP Operations Smart Plug-in for Oracle WebL ogic Application Server (WebLogic SPI) alows you to manage WebL ogic servers from an
HP Operations Manager console.

Toinstall and configure the HP Operations Smart Plug-in for Oracle WebL ogic Server (WebLogic SPI), see HP Operations Smart Plug-in for
Oracle WebLogic Server Installation and Configuration Guide.

Related Topics:
e Overview

o Getting Started

e Components
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Overview

The Smart Plug-in for Oracle WebL ogic Server (WebLogic SPI) adds monitoring capabilities otherwise unavailable to HP Operations
Manager for Windows (HPOM).

Smart Plug-in integration uses: Used in conjunction with HPOM, the WebL ogic SPI offers centralized tools that help you monitor and
manage systems using WebL ogic Server. From the HPOM console, an operator can apply the same familiar HPOM performance and problem
managing processes to monitor a system using WebL ogic Server. The WebL ogic SPI metrics are automatically sent to the HP Operations
agent and can be either alarmed on or consolidated (the metrics can be also be set to do both) into reports and graphs which help you analyze
trends in server usage, availahility, and performance. The WebLogic SPI can be integrated with HP Reporter and HP Performance Manager

(both products must be purchased separately) to provide additional reporting and graphing flexibility and capabilities.

Smart Plug-in data: After completing the WebL ogic SPI installation, you can find key server-related metrics that cover the following areas:

server availability

server performance

memory usage

transaction rates

servlet executing times, time-outs, request rates
JDBC connection status

Web application processing

Java message service processing

cluster processing

exception counts of scheduled WLS actions

Smart Plug-in uses/customizations : WL S administrators can choose those metrics that are most crucial to the successful operation of
WebL ogic Server by modifying the WebL ogic SPI policies. The policies contain settings that allow incoming data to be measured against
predefined rules that generate useful information in the form of messages. These messages with severity-level color-coding can be reviewed
for problem analysis and resolution. Corrective actions that are pre-defined for specific events or threshold violations can be automatically
triggered or operator-initiated.

Related Topics:

e Introduction

o Getting Started

e Components

© Copyright 1999 - 2011 Hewlett-Packard Development Company, L.P.
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Getting started

The Smart Plug-in for Oracle WebL ogic Server (WebL ogic SPI) messaging, reporting, and action-executing capabilities are based on the
HPOM concept of policies. The settings within these policies define various conditions within the WebL ogic Server. Oncein use, the
WebL ogic SPI policies alow information to be sent back to the HPOM management server to help you proactively address potential or
existing problems and avoid serious disruptions to Web transaction processing. The WebLogic SPI helps you perform the following
functions:

o Collect and interpret server performance/availability information

. Display information

. Generate reports using HP Reporter

o Graph datawith HP Performance Manager

« [E] Customize WL S SPI Policies

Related Topics:

e Introduction
e Overview

e Components
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Components
The Smart Plug-in for Oracle WebL ogic Server (WebLogic SPI) components include:

e tools
e policies

These components alow you to configure and receive datain the form of messages, annotations, and metric reports. These messages
(available in the Message Browser), annotations (available through message properties), and metric reports reports (available through tools)
provide you with information about conditions present in the server(s) running on specific managed nodes.

The WebL ogic SPI configuration tools et you configure the management server’ s connection to named server instances on specific managed
nodes. After you have configured the connection, you can deploy policies to the nodes. With HP Operations agent software running on the
managed nodes, you can use the WebL ogic SPI reporting tools to generate metric reports. In addition, you can generate graphs that show the
WebL ogic SPI data (available through message properties).

Related Topics:

e Tools

e Policies

Reports and graphs

o Getting Started
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Tools

The Smart Plug-in for Oracle WebL ogic Server (WebLogic SPI) tools include configuration and troubleshooting utilities. From the HPOM
console, select Tools — SPI for WebL ogic Server to access the tools which are divided into the following categories:

e Metric Reportstools group

e SPI Admintools group

e WebL ogic Admin tools group

Related Topics:

e Components

e Policies
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SPI Admin tools group

The SPI Admin tools group allows you to perform the WebL ogic SPI related tasks.

For amore detailed description of the toals, click the tool name in the table below.

Tool Description

Discover or Configure WL SSPI || Discovers the WebL ogic Server instances or Configures the WebL ogic SPI.

Create WL SSPI Node Groups | Create WebL ogic SPI node groups based on discovered services.

Self-Healing Info Collect log, trace, and other information to be used by your HP support representative.
Start/Stop Monitoring Starts/Stops WebL ogic SPI monitoring.
Start/Stop Tracing Starts/Stops tracing. The tracing information collected is to be used by your HP support representative.
Verify Verifiesthat WebL ogic SPI is properly installed on the managed node.
View Error File View the WebL ogic SPI error log.
Related Topics:

e Metric Reports tools group

e WebL ogic Admin tools group
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Discover or Configure WL SSPI

Y ou can run either discovery or configuration using Discover or Configure WLSSPI tool.

Thetool Discover or Configure WL SSPI tool launches the configuration editor. The tool Discover or Configure WL SSPI allows you to either
identify instances of a WebL ogic Server on a managed node from the HPOM console (on selecting Launch Discover Tool option) or maintain
the WebL ogic SPI configuration by viewing, editing, or setting configuration propertiesin the configuration editor (on selecting Launch
Configure Tool option).

Function

The following functions are performed by running the Discover tool:

o Updates the configuration on the HPOM management server and sel ected managed nodes.

o Deploysthe Discovery group policies to the selected managed nodes.

The following functions are performed by running the Configure tool:

o Updates the configuration on the HPOM management server and sel ected managed nodes.
o Createsthe directories and files required by WebL ogic SPI on the selected managed nodes.
o Sets up data sources for reporting and graphing.

o Setsup the WebL ogic Server log files and the WebL ogic SPI error log file for monitoring.

Configuration information for all WebL ogic Servers on HPOM managed nodes is maintained on the HPOM management server.
Configuration information for a specific WebL ogic Server on an HPOM managed node is maintained on that managed node (each managed
node maintains a subset of the configuration information maintained on the HPOM management server).

When saved, changes made with the configuration editor are always saved on the HPOM management server.

An HPOM managed node must be selected when this tool is launched, and changes to the configuration affecting any WebL ogic Serverson
that managed node are automatically saved on that managed node.

If aspecific HPOM managed node is selected when this tool is launched and changes are made that affect a\WebL ogic Server on anon-
selected managed node, the changes are saved to the configuration on the HPOM management server, but are not saved to the non-selected
managed node. To save the changes on the affected managed node, select the affected managed node and run the tool again.

To launch Discover or Configure WL SSPI

To launch the Discover or Configure WLSSPI tool, perform these steps:

1. Fromthe HPOM console for Windows, select Tools — SPI for WebL ogic Server — SPI Admin .
2. Double-click Discover or Configure WL SSPI .

3. Select the managed nodes on which you want to launch the tool.

© Copyright 1999 - 2011 Hewlett-Packard Development Company, L.P. Page 16
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4. Click Launch .

The"Tool Selector" window opens.

5. Torun the discovery, select the Launch Discover Tool radio button and click OK . To run the configuration, select the Launch
Configure Tool radio button and click OK . By default, the Launch Configure Tool radio button is selected.

See HP Operations Smart Plug-in for Oracle WebLogic Server Installation and Configuration Guide for Windows for more information on
how to launch Discover or Configure WLSSPI tool.
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Create WL SSPI Node Groups

Create WL SSPI Node Groups tool allows you to create node groups that contains all the managed nodes running supported versions of the
WebL ogic Server.

If new managed nodes are added, you must run this tool again to add these managed nodes to the WebL ogic SPI node groups.

Function

Create WL SSPI Node Groups tool does the following:
¢ Inthe Nodesfolder, creates the SPI for WebL ogic Server node group.

o Placesal HPOM managed nodes running a supported version of WebL ogic Server in the node group.

e Assignstoals, reports, and graphs to the nodes and node groups.

Tolaunch Create WL SSPI Node Groupstool

1. Fromthe HPOM console, select Tools — SPI for WebL ogic Server — SPI Admin .
2. Double-click Create WL SSPI Node Groups. The"Tool Status" window opens.

3. Inthe Launched Toolsfield, check the Status of the tool for each node:

o Started/Starting - Thetool is running.

o Succeeded - WebL ogic SPI has successfully created the node groups. Scroll to the bottom of the Tool Output field. The message
"Done" displays.
o Failed - Thetool did not succeed. Scroll through the Tool Output field for more information about the problem.

4. Click Close to close the "Tool Status' window.

5. To verify the node groups have been created, select Nodes — SPI for WebL ogic Server . The node group should contain managed
nodes running supported versions of the WebL ogic Server. If no supported versions of the WebL ogic Server is running, the node group

is not created.
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Self-Healing Info

Self-Healing Info tool alows you to collect datathat is used by your HP support representative.
Function

Self-Healing Info application performs the following functions:

1. Savesdatainthefollowingfile:

o OnaUNIX managed node: / t np/ wasspi _wW s_support.tar
o On aWindows managed node: wasspi _w s_support . zi p in 9\dEMP%directory

2. Launches and saves data using the Verify application.

To launch Self-Healing I nfo tool

1. Fromthe HPOM console, select Tools — SPI for WebL ogic Server — SPI Admin .

2. Double-click Self-Healing Info .

3. Select the managed nodes on which to data.

4. Click Launch . The"Tool Status' window opens. In the Tool Output field, the location of the collected datais given.
5. Send the collected data to your HP support representative.

6. Click Closeto closethe "Tool Status' window.
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Start and Stop Monitoring

Start and Stop Monitoring tools allow you to start or stop the WebLogic SPI from collecting metrics from one or more application serverson
amanaged node.

These metrics generate alarms (when thresholds are exceeded) and are used to create reports (automatically or manually generated) and
graphs. The reports and graphs are used to analyze trends in server usage, availability, and performance.

Typicaly, you would stop monitoring on a managed node if the node is not running for a known reason (for example, the node is down for
maintenance). Stopping the monitoring prevents unnecessary alarms from being generated.

Run Verify to determine if monitoring is started or stopped. By default, monitoring is on.
Function

Start Monitoring tool starts the collection of metrics for one or all application servers on a managed node. Stop Monitoring tool stopsthe
collection of metrics for one or all application servers on a managed node.

Tolaunch Start/Stop M onitoring tool

1. Fromthe HPOM console, select Tools — SPI for WebL ogic Server — SPI Admin .
2. Double-click Start Monitoring or Stop Monitoring .
3. Select the managed nodes on which you want to start or stop collection of metrics.

4. Select Launch .

The "Console Status" window and then the "Server Selection” window open.

5. From the "Server Selection™ window, select one application server or all application servers on which you want to start or stop
collection of metrics.

6. Click OK .

7. From the "Console Status' window in the Launched Tool field, check the Status of the tool for each node:

o Started/Starting - The tool is running.
o Finished - The tool has completed. Scroll through the Tool Output field for more information.

8. Click Close to close the "Console Status" window.
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Start and Stop Tracing

Start and Stop Tracing tools allow you to start or stop logging the information about each of the activity performed by the SPI on the managed
node. Run thistool only when instructed by your HP support representative.

Self-Healing Info collects the files created by this tool as part of its data to be used by your HP support representative.

Function

Start Tracing tool saves the information about each of the activity performed by the SPI on the managed node. Stop Tracing tool stops saving
information each of the activity performed by the SPI on the managed node.

To launch the Start/Stop Tracing tool

1. From the HPOM console, select Tools — SPI for WebL ogic Server — SPI Admin .
2. Double-click Start Tracingor Stop Tracing .

3. Select the managed nodes on which you want to start or stop tracing.

4. Click Launch . The"Tool Status' window opens.

5. Inthe Launched Tools field, check the Status of the tool for each node:

o Started/Starting - Thetool is running.

o Succeeded - Tracing is successfully started/stopped for the WebLogic SPI on the managed node. Select the node in the Launched
Toolsfield and scroll to the bottom of the Tool Output field. The message "Tracing is ON/OFF." appears.

o Failed - Thetool did not succeed. Select the node in the Launched Tools field and scroll through the Tool Output field for more
information about the problem.

6. Click Closeto closethe "Tool Status' window.
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Verify

Thetool Verify enables you to verify whether the files required for the functioning of the SPI (instrumentation, library, configuration files,
and so on) are properly deployed.

Function

The Verify tool verifies whether the files required for the functioning of the SPI (instrumentation, library, configuration files, and so on) are
properly deployed. It gives alist of missing instrumentation files.

D NOTE:
Before you launch the Verify tool ensure that you have installed the latest version of Self-Healing Service (SHS) component from the SPI
DVD.

Tolaunch the Verify tool

1. Fromthe HPOM console, select Tools — SPI for WebL ogic Server — SPI Admin .
2. Double-click Verify .

3. Select the managed nodes on which you want to verify the WebL ogic SPI installation.
4. Click Launch . The"Tool Status' window opens.

5. Inthe Launched Tools field, check the Status of the tool for each node:

o Started/Starting - The tool is running.

o Succeeded - WebL ogic SPI has been properly installed on the managed node. Select the node in the Launched Tools field and scroll
to the bottom of the Tool Output field. The message "Installation is clean" appears.

o Failed - Thetool did not succeed. Select the node in the Launched Tools field and scroll through the Tool Output field for more
information about the problem.

6. Click Closeto closethe "Tool Status' window.

© Copyright 1999 - 2011 Hewlett-Packard Development Company, L.P. Page 22



WebLogic Application Server SPI Online Help

View Error File

View Error Filetool allowsyou to view the contents of the error log file.

Function

View Error File displays the contents of the WebL ogic SPI error file<OvAgent Di r> / wasspi /w s/l og/errorl og .

where <OvAgentDir> typicaly is:

e On UNIX managed nodes: / var / opt / OV

e On Windows Managed Nodes: \ Program Fi | es\ HP\ HP BTO Sof t war e\

Tolaunch the View Error tool

1. Fromthe HPOM console, select Tools — SPI for WebL ogic Server — SPI Admin .
2. Double-click View Error File.

3. Select the managed nodes on which you want to view the WebL ogic SPI error log file.
4. Click Launch . The"Tool Status" window opens.

5. Inthe Launched Toolsfield, check the Status of the tool for each node:

o Started/Starting - Thetool isrunning.

o Succeeded - You can view the WebL ogic SPI error log file. Select the node in the Launched Tools field and scroll through the Tool
Output field to view the error log file.

o Failed - Thetool did not succeed. Select the node in the Launched Tools field and scroll through the Tool Output field for more
information about the problem.

6. Click Closeto closethe "Tool Status' window.
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WebL ogic Admin tools group

WebL ogic Admin tools group alows the you to perform tasks related to WebL ogic Server.

For amore detailed description of the toals, click the tool name in the table below.

Tool Description
Check WebL ogic Allows you to checks the state of WebL ogic Servers.
Start/Stop WebL ogic Allows you to start and stop the WebL ogic Server (requires setup).
View Deployed Apps Allowsyou to view applications running on aWebL ogic Server.
Start WL S Console Allows you to launch the WebL ogic Administration Server console (requires setup).
View WebLogic Log Allows you to view the WebL ogic Server log files.
View WebL ogic Servers Allows you to view the WebL ogic domain configuration, cluster information, and physical machines.
\S/ti;v:sA pplication Activation Allows you to view the activation status of the applications running on aWebL ogic Server.
View Application Timeout ;Al\rlrl](;\(/)v; you to view the time left before retiring applications running on a WebL ogic Server will

Related Topics:

¢ Metric Reportstools group

e SPI Admintools group
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Check WebL ogic

Check WebL ogic tool alows you to check the status of the WebL ogic servers running on selected managed nodes.

Function

Check WebL ogic tool displays the following information for each application server on the selected managed nodes:

Server Name The server name as defined in the WebL ogic Server.

Server State The status of the WebL ogic Server.

Start Date The date when the WebL ogic Server was started.

Port The port the WebL ogic Server listens on.

Admin Server Host The location of the WebL ogic administration server for this WebL ogic Server.
Admin Server Port The port of the WebL ogic administration server for this WebL ogic Server.
Current Open Socket Count | The number of open sockets for the WebL ogic Server.

WebL ogic Version The version number of the WebL ogic Server.

If you configure WebL ogic SPI not to collect metrics for the WebL ogic Server, the message " Collection is temporarily OFF for <server_name
>" appears.

D NOTE:
Before you launch the Check WebL ogic tool on a node ensure that the Collector is running for the WebL ogic server instance on that node.

To launch Check WebL ogic tool

1. Fromthe HPOM console, select Tools — SPI for WebL ogic Server —= WebL ogic Admin .
2. Double-click Check WebL ogic .

3. Select the managed node(s) on which you want to view the status.

4. Click Launch . The"Tool Status' window opens.

5. Inthe Launched Tools field, check the Status of the tool for each node:

o Started/Starting - The tool is running.

o Succeeded - A status report is available for each instance of the WebL ogic Server on the managed node. Select the node in the
Launched Tools field and scroll through the Tool Output field.

o Failed - Thetool did not succeed. Select the node in the Launched Tools field and scroll through the Tool Output field for more
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information about the problem.

6. Click Closeto closethe "Tool Status' window.

Related Topics:

o Start/Stop WebL ogic

o Start WLS Console

e View WebLogic Log

o Metric Reports tools group

e SPI Admintools group
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Start/Stop WebL ogic

Start and Stop WebL ogic tools allow you to start or stop WebLogic Servers from the HPOM console. Y ou can start or stop an application
server or al application servers on the sel ected managed nodes and do not have to log in to each WebL ogic Administration Server to perform
these functions.

Required Setup
Y ou must configure the START_CMD and STOP_CMD propertiesto launch thistool successfully.

See Configuration Properties and Discover or Configure WL SSPI for more information about configuring these properties.

Function

Start WebL ogic tool starts one or more application servers on the selected managed nodes. Stop WebL ogic tool stops one or more application
servers on the selected managed nodes.

Tolaunch Start/Stop WebL ogic tool

After setting the required configuration properties, follow these steps:

1. From the HPOM console, select Tools — SPI for WebL ogic Server — WebL ogic Admin .
2. Double-click Start WebL ogic or Stop WebL ogic.
3. Select the managed nodes on which you want to start or stop the WebL ogic Server(s).
4. Select Launch.
A "Console Status' window and then the " Server Selection" window open.
5. From the "Server Selection™ window, select one application server or all application serversto start or stop.
6. Click OK .

7. From the "Console Status" window in the Launched Tool field, check the Status of the tool for each node:

o Started/Starting - Thetool is running.
o Finished - Thetool has completed. Scroll through the Tool Output field for more information.

8. Click Close to close the "Console Status" window.
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View Deployed Apps

View Deployed Appstool allows you to view the applications deployed and running on a WebL ogic Server instance without logging in to the
system on which the WebL ogic Server is running.

Function

Y ou can use the View Deployed Apps tool to get the following information for each WebL ogic Server instance on the selected managed
node. The information displayed in the Description column is dependent on the WebL ogic Server version.

I nformation WLSVersion Description
Application 9.x,10.0 The application instance
Name 9.x, 10.0 The name of the application
Version 9, 10.0 ;I;]h; :p_lf)cl)i ;:Iatsitc::u\;e\:vsii :gof,i\f It:e :lfl)?l;cau onis not versioned, the value displayed
Module Type 9.x,10.0 The J2EE module type such as CAR, EAR, EJB, RAR, or WAR

Tolaunch View Deployed Appstool

1. Fromthe HPOM console, select Tools — SPI for WebL ogic Server — WebL ogic Admin .
2. Double-click View Deployed Apps. Select Where To Launch This Tool window opens.

3. Select the managed node on which you want to run the View Deployed Apps tool.

4. Click Launch . The Tool Status window opens. The output appears in the Tool Output frame.

5. Click Close to exit.
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Start WL S Console

Start WL'S Console tool alows you to start the WebL ogic Administration Server console from the HPOM console. Y ou can bring up the
console for an application server or al application servers on the selected managed nodes.

Required Setup

Y ou must configure the ADMIN_HOST and ADMIN_PORT properties for thistool to run successfully. See Configuration Properties for
more information about configuring these properties.

Function

Start WL S Console tool opens the WebL ogic Administration Server console, in aweb browser, for an application server or al application
servers on the selected managed nodes.

Tolaunch Start WL S Consoletool

After setting the required configuration properties, follow these steps.

1. Fromthe HPOM console, select Tools — SPI for WebL ogic Server —= WebL ogic Admin .
2. Double-click Start WLS Console.
3. Select the managed nodes on which you want to start the WebL ogic Admin Server consoles.
4. Click Launch .

The "Console Status' window and then the "Server Selection” window open.

5. From the"Server Selection" window, select one application server on which to start or stop the console. If you select an admin server,
its console is started. If you select a managed server, the console of the WebL ogic Admin Server for the managed server is started.

6. Click OK . The system'slogin window opens.

7. Typethe user name and password required to access the system. The WebL ogic Admin Server console opens.
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View WebL ogic L og

View WebLogic Log tool allows you to select aWebLogic Server log file to view without having to log in to the system on which the
WebL ogic Server isrunning.

Function

View WebL ogic L og does the following:

e When you run View WebL ogic Log without entering a parameter, a numbered list of available log files for a managed nodeis presented.

o When you run View WebL ogic Log with a parameter entered, if the parameter is not valid (a non-numeric valueis entered or the number
entered does not correspond to the list of available log files), a numbered list of available log files for the managed node is presented.

e When you run View WebL ogic Log with avalid parameter, the contents of the corresponding log file for the managed node is presented.

Y ou may only enter one numeric value in the parameter field. Thisis the number used to designate the log file to view for al managed nodes
selected. Select one log file per managed node to view each time you launch the toal.

If you keep the "Tool Status" window open and re-launch View WebLogic Log, the output in the "Tool Status" window accumulates.

Tolaunch View WebL ogic L og

=

From the HPOM console, select Tools — SPI for WebL ogic Server — WebL ogic Admin .
2. Double-click View WebL ogic Log .
3. Select the managed nodes on which you want to view the WebL ogic Server log file.

4. Click Launch . The "Edit Parameters" window appears. If you know the number of the log file you want to view, enter it into the
Parametersfield. Otherwise, leave thisfield blank to list available log files to view.

5. Select Launch . The"Tool Status" window opens.

6. Inthe Launched Toolsfield, check the Status of the tool for each node:

o Started/Starting - Thetool is running.

o Succeeded - A list of availablelog files to view appears. Select the node in the Launched Tools field and scroll through the Tool
Output field to view thelist of available log files.

o Failed - Thetool did not succeed. Select the node in the Launched Tools field and scroll through the Tool Output field for more
information about the problem.

Leave the "Tool Status' window open.
7. Double-click View WebL ogic L og . Select the managed nodes on which you want to view the WebL ogic Server log file.

8. Click Launch . The"Edit Parameters' window opens.
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9.

10.

11

12.

13.

In the Parameters text box, enter the number of the log file you want to view. Only one log file can be sel ected.

If you do not remember the number of the log file, go to the "Tool Status" window, Select the node in the Launched Toolsfield, scroll
through the Tool Output field to view the list of available log files, and enter the number of the log file you want to view in the "Edit
Parameters' window.

Click Launch .

Inthe"Tool Status' window, Select the node on which to view the selected log file and scroll through the Tool Output field to view the
log file.

Repeat steps 7 - 12 for each log file you want to view.

Click Close to close the "Tool Status' window.
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View WebL ogic Servers

View WebL ogic Serverstool alows you to view the WebL ogic domain configuration, cluster information, and physical machines without
logging in to the system on which the WebL ogic server is running.

Function

Y ou can use the View WebL ogic Serverstool to get the following information for each WebL ogic Server instance on the selected managed
node. The information displayed in the Description column is dependent on the WebL ogic Server version.

I nformation WLSVersion Description
Domain 9.x,10.0 The WebL ogic domain instance
Admin Server 9.x,10.0 The name of the WebL ogic Administration Server instance
Version 9.x,10.0 The release identifier for the configuration
Server 9.x,10.0 The WebL ogic Server instance
The name of the server instance. This nameis similar to the server name
Name 9.x,10.0 . . - .
displayed in the Administration Console.
Th It TCP port that the WebL ogi in li
Listen Port 9x, 10.0 e default TCI p(?tt at't e Web gglc Server instance uses to listen to
regular (non-SSL) incoming connections
The IP Address or DNS name that the WebL ogic Server instance uses to
Listen Address 9, 10.0 | TS | gl Servert y
listen for incoming connections
Cluster 9.x, 10.0 The cluster instance
Name 9.x,10.0 User-specified name of the cluster instance
T 9x. 10.0 The method by which clustered servers send data for optimization of cross-
ype R cluster replication such as MAN, WAN, or none
The address that the clients use to connect to the cluster and for generating
Address 9.x, 10.0 , )
EJB handles and entity EJB failover addresses
Multicast Address 9.x,10.0 The address that the cluster members use to communicate with each other
Machine 9.x, 10.0 The machine instance
Name 9.x,10.0 User-specified name of the machine instance

Tolaunch View WebL ogic servers

1. Fromthe HPOM console, select Tools — SPI for WebL ogic Server —= WebL ogic Admin .

2. Double-click View WebL ogic Servers. Select Where To Launch This Tool window opens.
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3. Select the managed node on which you want to run the View Deployed Apps tool.
4. Click Launch . The Tool Status window opens. The output appears in the Tool Output frame.

5. Click Close to exit.
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View Application Activation Status

View Application Activation Status tool allows you to view the activation status of the applications deployed and running on a WebL ogic
Server instance without logging in to the system on which the WebL ogic Server is running.

Function

Y ou can use the View Application Activation Status tool to get the following information for each WebL ogic Server instance on the selected
managed node. The information given in the Description column is dependent on the WebL ogic Server version.

I nformation WLS Description
Version
AppRuntimeStateRuntime 9.X, AppRuntimeStateRuntime
10.0 MBean
Application ID 9.X, Serial Number for the
10.0 Application ID (generated
by the SPI)
Application-ID 9.X, The name of the
10.0 application
IsActive? 9.X, If "true" appearsinthis
10.0 field, then the application
isactive.

If "false" appears, then the
application isinactive

D NOTE:
Before you launch View Application Activation Status tool, you must set the following value for the configuration property URL_PATH :
/j ndi / webl ogi c. managenent . nbeanser vers. domai nrunti ne .

Tolaunch View Application Activation Statustool

1. Fromthe HPOM console, select Tools — SPI for WebL ogic Server — WebL ogic Admin .
2. Double-click View Application Activation Status.

3. Select the managed nodes on which you want to view the status of the applications.

4. Click Launch . The Tool Statuswindow opens.

5. Inthe Launched Tool field you can see the status of thetool: Starting - The tool is running.
Succeeded - Thetool has completed.
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6. Scroll through the Tool Output field for details about the applications running on the application servers.
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View Application Timeout

View Application Timeout tool allows you to view the time |eft before retiring applications deployed and running on a WebL ogic Server
instance will timeout, without logging in to the system on which the WebL ogic Server is running.

Function

Y ou can use the View Application Timeout tool to get the following information for each WebL ogic Server instance on the selected managed
node. The information given in the Description column is dependent on the WebL ogic Server version.

I nformation WLS Description
Version
AppRuntimeStateRuntime 9.x, 10.0 AppRuntimeStateRuntime MBean
Application ID 9.x, 10.0 Serial Number for the Application ID
(generated by the SPI)
Application-ID 9.x, 10.0 The name of the application
Time Left to Retire 9.x, 10.0 The amount of time the application is
giventoretire

(Thisreturnsthe value "-1" if only
one version of the application exists

on the server and no timeout is set
for the applications).

D NOTE:
Before you launch the View Application Timeout tool, you must set the following value for the configuration property URL_PATH :
/j ndi / webl ogi c. managenent . nheanser vers. donai nrunti ne .

Tolaunch View Application Timeout tool

1. Fromthe HPOM console, select Tools — SPI for WebL ogic Server —= WebL ogic Admin .
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2. Double-click View Application Timeout .
3. Select the managed nodes on which you want to view the time left for timeout.
4. Click Launch . The Tool Status window opens.

5. Inthe Launched Tool field you can see the status of the tool: Starting - The tool is running.
Succeeded - The tool has completed.

6. Scroll through the Tool Output field for details about the applications running on the application servers.
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Metric Reportstools group

The Smart Plug-in for Oracle WebL ogic Server (WebL ogic SPI) reports show information on WebL ogic conditionsin the server. Each report
displays the condition of all configured server instances on the managed node in relation to the metric.

To generate areport, do the following:

4.

From the HPOM console, select Tools — SPI for WebL ogic Server — Metric Reports.

Double-click areport.

Select the node(s) on which to run the report.

Select Launch .

WebL ogic SPI reports generated from alarms

A WebL ogic SPI Report can also be triggered by an alarm condition. When such a situation occurs, the report is generated automatically .
Thisreport is context sensitive, relating only to asingle server on the managed node. The information in the report is generated at the time the
report was run (when the alarm condition occurred). Y ou can find the report by double-clicking on the message and sel ecting the Annotations

tab.

If you configure your Message Browser to display the A column, an"'S" under the A column (adjacent to the message) indicates that the report
was successfully generated and is waiting in the Annotations of the message.

Metric reports description

Name/Associated Metric

Description

BOO1_ ServerStatus

Status of a server

BO05_JVMMemuUtilPct

Percentage of heap space used in the VM

BO11_ExQThrdUtilPct

Percentage of threads in use for a server’s execute queue

B012_ExQueWaitCnt

The number of client requests waiting to be serviced

B014 ActiveSocketCnt

Number of socket connections opened

B025_EJBPool WtRtSum

Number of times per minute that no EJB beans were available from the free pool

B026_EJBTimeoutRtSum

The number of times per minute a client timed out waiting for an EJB bean

B061_JDBCConPIWtCnt

Status of a server, monitors whether running or not

B0O70_TranAveTime

Average commit time for transactions

B0O71_TransRollbackPct

Percentage of transactions rolled back, based on the total

B072_TranResErrRbPct

Percentage of the transactions rolled back due to resource error
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B073_TranAppErrRbPct

Percentage of transactions rolled back due to application error

B074_TranTimErrRbPct

Percentage of transactions rolled back due to atimeout error

BO75_TranSysErrRbPct

Percentage of the transactions rolled back due to system error

BO77_TranHeurCnt

Percentage of transactions returning a heuristic decision

B080_ClIsOutMesFailRt

Number of multicast messages per minute to cluster re-sent

B081 ClsinMesFailRt

Number of multicast messages per minute from cluster lost by server

B085_InvLoginAttCnt

Number of invalid login attempts

B090_TimeSerExcepCnt

Number of exceptions thrown for all triggers

B092_ExQueT hroughput

Average number of requests completed by the Execute Queue per second

B225_EJBFreePool WaitRate

Number of times per minute no EJB beans were available from the free pool

B226_EJBTimeoutRate

Number of times per minute a client timed out waiting for an EJB bean

B238_EJBCacheHitPct

Percentage of EJBsin the cachein use

B240_ServietAveExecTime

Average execution time for a servlet in milliseconds

B242_ServletReqRate

Number of requests for a servlet per second

B245 WebAppSessionCnt

Number of open sessions for a Web application

B251_JM SUtiIByM essagePct

Percentage of the IMS server filled, based on the number of messages

B252_JMSULi|ByBytePct

Percentage the JM S server filled, based on total bytes

B253 JM SThreshByM essagePct

Percentage of time the server threshold condition was satisfied, based on the number of messages

B254_JMSThreshByBytePct

Percentage of time server threshold condition was satisfied, based on total bytes

B260_JDBCConnectionPool Util

Percentage utilization of available JDBC connections in connection pool

B289_MDBProcMsgRate

Number of processed messages

B812 Domaininfo

WebL ogic domain configuration, cluster information, and physical machines

B813_Applicationinfo

Applications running on aWebL ogic server

B815 Transactioninfo

Status for the WebL ogic Servers

Related Topics:

e SPI Admintools group

e WebL ogic Admin tools group
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Metric BOO1 Server Status

Policy Name WLSSPI_0001
Metric Name B0OO01_ServerStatus
Metric Type Alarming
Description Status of a server, monitors whether running or not.
WebL ogi

. ogic Server 9.x, 10.x
Version
SV yitical: WLSSPI-000L 1, threshold .5
Condition with Warning: WLSSPI-0001.2, threshold 1.5
Threshold g “ '
Collection

5m

Interval
Message Group || WebLogic
Message Text WL SSPI-0001.1: Server status is unknown (down) [Policy: <SNAME>]

WL SSPI-0001.2: Server status: Suspended [Policy: <SNAME>]

Instruction Text

Probable cause : For each server, this metric reports the status (running, shutdown in progress, shutdown pending,
suspended, or unknown).
If the server is not in arunning state, the following events may have occurred:

1. TheWebLogic Administrator has selected ‘Shutdown this server' from the Administration console.
2. The WebLogic Administrator has selected 'Suspend this server' from the Administration console.

3. The server may have gone down for other reasons.

Potential Impact: If the server is Shut Down or in the process of shutting down, the server will no longer be
available. If the server is Suspended, it only accepts requests from the Administration Server. Note that suspending
the WebL ogic Server only suspends server responses to HTTP requests. Java applications and RMI invocations are
not suspended.

Suggested action : If the designated server is not running, the WebL ogic Administrator must start the server using
the appropriate script. It isimportant to note whether this is the Administration Server or aManaged Server, since
the startup script will be different for each type.

If the server has been suspended, it may have been placed in this state for areason. A typical use of thisfeature
would be in a situation where aWebL ogic Server isrunning as a 'hot' backup for another server. When the reason
for putting the server in the suspended mode is resolved, execute the '‘Resume this server' command from the
Administration console.
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Report Type N/A
Area Availability
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Metric BOO5_JVM MemuUtilPct

Policy Name | WLSSPI_0005

Metric Name || BO05_JVMMemUtilPct

MetricType | Alarming

Description Percentage of heap space used in the VM

WebL ogic
Server 9.x, 10.x
Version
Severity:
Condition Critical: WLSSPI-0005.1, threshold 98
with Major: WL SSPI-0005.2, threshold 95
Threshold
Collection

5m
Interva
Message )

WebL ogic
Group g

- 109 < >0 i >=< >0, icy: < >

M o Text WL SSPI-0005.1: % of heap space used (<$VALUE>%) too high (>=<$THRESHOL D>%) [Policy: <SNAME>]

WL SSPI-0005.2: % of heap space used (<$VALUE>%) too high (>=<$THRESHOL D>%) [Policy: <SNAME>]

Instruction Probable cause :The VM isrunning out of available heap space. The VM heap size may be set too low for the client
Text load.

Potential impact : The VM heap size determines how often and how long the VM spends collecting garbage (de-
alocating unused Java objects). The Java heap is where the objects of a Java program live. When an object can no
longer be reached from any pointer in the running program, the object is garbage.

Garbage collection affects performance because VM work cannot proceed during full garbage collection. An
acceptable rate for garbage collection is application specific and should be adjusted after analyzing the actual time and
frequency of garbage collections.

The goal of tuning your heap size is to minimize the time that you spend doing garbage collection while maximizing the
number of clients that you can handle at a given time.

If you set alarge heap size, full garbage collection is slower, but it occurs less frequently. For a smaller heap size, full
garbage collection is faster, but occurs more frequently.

Suggested action : For additional information on tuning your heap size, see the 'Performance and Tuning'
documentation for your WebL ogic Server version available through http://e-docs.bea.com/ .
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Y ou can set the heap size using the options -Xms and -Xmx on the Java command line in the script used to start the
server. Use the -Xms option to set the minimum size of the heap. Set this value to a multiple of 1024 that is greater than
1IMB. Use the -Xmx option to set the maximum Java heap size. Set this value to a multiple of 1024 that is greater than
1IMB. Asagenera rule, set minimum heap size equal to the maximum heap size. If you are using 1.3 Java HotSpot
JVM, also set generation sizes. Make sure that the heap size is not larger than the available free RAM on your system.
Use as large a heap size as possible without causing your system to swap pages to disk. The amount of free RAM on
your system depends on your hardware configuration and the memory reguirements of running processes on your
machine. See your system administrator for help in determining the amount of free RAM on your system.

Typically, you should use 80% of the available RAM (not taken by the operating system or other processes) for your
JVM. If you find that you have alarge amount of RAM remaining, run more WebL ogic Servers on your machine.

Disclaimer: Clicking on a URL in the above text may take the user to a non-HP site. HP does not control the content of
any non-HP site.

Report Type

Operator-initiated graph, Automatic action, Metrics tool

Area

VM
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Metric BO11 ExQThrdUtilPct

Policy Name | WLSSPI_0011

Metric Name || BO11_ExQThrdUtilPct

Metric Type | Alarming, Reporting, Graphing

Descrintion Percentage of threads in use for a server’s execute queue. For WebL ogic Server version 9.x, thereis only one execute

P queue.

WebL ogic

Server 9.x, 10.x

Version

::;'xn Critical: WLSSPI-0011.1, threshold 90

with Major: WLSSPI-0011.2, threshold 85
Minor: WL 1-0011.3, th |

Threshold inor SSPI-0011.3, threshold 80

Collection
15m

Interval

Message .
WebL ogic

Group J
WL SSPI-0011.1: % of execute queue threads used (<$VALUE>%) too high (>=<$THRESHOL D>%)[Policy:
<$NAME>]

Message WL SSPI-0011.2: % of execute queue threads used (<$VALUE>%) too high (>=<$THRESHOL D>%) [Policy:

Text <$NAME>]
WL SSPI-0011.3: % of execute queue threads used (<$VALUE>%) too high (>=<$THRESHOL D>%) [Policy:
<$NAME>]

Instruction Probable cause : The utilization of the WebL ogic server execute threads has exceeded a threshold value. The number of

Text incoming client requests has resulted in all the execute threads being allocated.
Potential impact : At 100% utilization, the WebL ogic Server will not have any threads available to service incoming
requests.
Suggested action : For additional information on tuning the execute thread pool, see the 'Performance and Tuning'
documentation for your WebL ogic Server version available through http://e-docs.bea.com/ . System administrators can
increase the total number of execute threads through the administrator's console. However, it should be noted that adding
more threads does not necessarily imply that you can process more work. Even if you add more threads, you are still
limited by the power of your processor. Y ou can degrade performance by increasing this value unnecessarily. Because
threads are resources that consume memory, a very high execute thread count causes more memory to be used and
increases context switching. This degrades your performance. The value of the Thread Count depends very much on the
type of work the application does. For example, if your client application is thin and does alot of its work through
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remote invocation, the time your client application spends connected will be greater than for a client application that does
alot of client-side processing. So, if you do not need to use the additional threads for your work then you should not
change the value of this attribute. The thread will not be held for the client application.

If your application makes database calls that take along timeto return, you need more execute threads than an
application that makes calls that are short and turn over very rapidly. For the latter, you can use a small number of
execute threads and improve performance.

The following scenarios can be used as a guideline for setting the ThreadCount:

Thread Count < number of CPUs Increase the thread count

Thread Count = number of CPUs Increase the thread count

Thread Count > number of CPUs by a moderate number of Practically ideal, although some tuning may be
threads necessary

Thread Count > number of CPUs by a significant number Reduce the number of threads

Disclaimer: Clicking on a URL in the above text may take the user to a non-HP site. HP does not control the content of
any non-HP site.

Report Type

Application Bank

Area

Performance
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Metric BO12 ExQueWaitCnt

Policy Name WLSSPI_0012
Metric Name B012 ExQueWaitCnt
Metric Type Alarming, Graphing
Descrintion The metric monitors an execute queue and its associated thread pool for each server. This metric particularly monitors
P the number of client requests waiting to be serviced.
WebL ogi
eblogic . 9.x, 10.x
Server Version
Severity:
Condition with | Minor: WLSSPI-0012.1, threshold 10
Threshold
Collection
15m
Interval
Message Group | WebLogic
WL SSPI-0012.1: ># of requests waiting to be serviced (<$VALUE>) too high (>=<$THRESHOL D>) [Palicy:
M essage Text & 9 (<$ ) gh (>=<$ ) [Policy

<$NAME>]

Instruction Text

Probable cause : The number of client requests waiting to be serviced has exceeded athreshold value.
The rate of incoming requests has exceeded the number of threads available to perform the work.
Potential impact : Degradation in performance from a client perspective.

Suggested action : Although client requests are waiting for an execute thread to be alocated, it isimportant to note
that adding more threads does not necessarily imply that you can process more work. Even if you add more threads,
you are still limited by the power of your processor. Y ou can degrade performance by increasing this value
unnecessarily. Because threads are resources that consume memory, avery high execute thread count causes more
memory to be used and increases context switching. This degrades your performance.

If this condition persists, you may need to upgrade your processor power. Another solution isto simply add resources.
If your WebL ogic server is configured in a cluster, then to increase the load handling capabilities you can add another
WebL ogic server to the cluster. Given awell-designed application, adding additional servers should provide linear
scalability.

For information about tuning the execute thread pool, see the 'Performance and Tuning' documentation for your
WebL ogic Server version available through http://e-docs.bea.conV/ .

Disclaimer : Clicking on a URL in the above text may take the user to a non-HP site. HP does not control the content
of any non-HP site.
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Report Type Automatic action, Metrics tool

Area Performance
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Metric BO14 ActiveSocketCnt

Policy Name | WLSSPI_0014

Metric Name B014 ActiveSocketCnt

Metric Type Alarming, Graphing

Description Number of socket connections opened.
WebL ogi

ogic . 9.x, 10.x
Server Version
Severity:
Condition with | Minor: WLSSPI-0014.1, threshold 5
Threshold
Collection

15m

Interval

Message Group | WebLogic

Message Text | WLSSPI-0014.1: # of socket connections currently open (<$VALUE>) too high (>=<$THRESHOL D>)

Instruction Text | Probable cause : The number of open sockets has exceeded athreshold value.
The current number of open sockets is greater than the expected number of open sockets for this WebL ogic Server.

Potential impact : If the number of open socketsis greater than the number of socket reader threads allocated,
incoming requests may be required to wait until a socket reader thread is free.

Suggested action : Consider increasing the number of socket reader threads from the Administration Server console,
preferably equal to the potential maximum number of opened sockets. Allocating execute threads to act as socket
reader threads increases the speed and the ability of the server to accept client requests. However, it is essentia to
balance the number of execute threads that are devoted to reading messages from a socket and those threads that
perform the actual execution of tasks in the server.

For information about tuning the execute thread pool, see the 'Performance and Tuning' documentation for your
WebL ogic Server version available through http://e-docs.bea.con/ .

Disclaimer : Clicking on a URL in the above text may take the user to a non-HP site. HP does not control the content
of any non-HP site.

Report Type Operator-initiated graph, Automatic action, Metrics tool

Area Performance
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Metric BO25 EJBPoolWtRtSum

Policy Name || WLSSPI_0025
Metric Name || B025_ EJBPoolWtRtSum
Metric Type Alarming, Reporting, Graphing
Description Number of times no EJB beans were available from the free pool per minute.
WebL ogic
Server 9.x, 10.x
Version
Severity:
Condition i
with Warning: WLSSPI-0025.1, threshold 10
Threshold
Collection
15m
Interval
Message .
WebL ogic
Group
Message Text || WLSSPI-0025.1: # of times per minute no EJBs were available from the free pool (<$VALUE>/min) too high
(>=<$THRESHOL D>/min) [Policy: <$NAME>]
Instruction Probable cause : The number of times per minute no EJBs were available from the free pool has exceeded the
Text threshold value.

The max-beans-in-free-pool element may have been set too low, or al instances of an EJB class may be active.
Potential impact : New clients requesting an EJB class will be blocked until an active EJB completes a method call.

Suggested action : When EJBs are created, the session bean instance is created and given an identity. When the client
removes a bean, the bean instance is placed in the free pool. When you create a subsequent bean, you can avoid object
allocation by reusing the previous instance that isin the free pool. The max-beans-in-free-pool element can improve
performance if EJBs are frequently created and removed. The container creates new instances of message beans as
needed for concurrent message processing. The max-beans-in-pool element puts an absolute limit on how many of
these instances will be created. The container may override this setting according to the runtime resources that are
available.

For the best performance for statel ess session and message beans, use the default setting max-beans-in-free-pool
element. (The default is no limit.) Thisway, you can run as many beansin parallel, using as many threads as possible.

The only reason to change the setting would be to limit the number of beans running in parallel or to limit accessto an
underlying resource. For example, if you use stateless session EJBs to implement alegacy connection pool, you do not
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want to allocate more bean instance than the number of connections that can be supported by your legacy system.

For information about tuning EJB parameters, see the 'Performance and Tuning' documentation for your WebL ogic
Server version available through http://e-docs.bea.com/ .

Disclaimer : Clicking on aURL in the above text may take the user to a non-HP site. HP does not control the content
of any non-HP site.

Report Type

Operator-initiated graph, Automatic action, Metrics tool

Area

EJB
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Metric BO26 EJBTimeoutRtSum

Policy Name WLSSPI_0026

Metric Name B026_EJBTimeoutRtSum

Metric Type Alarming, Reporting, Graphing

Description Number of times aclient timed out waiting for an EJB bean per minute.
Y/V;ZLO??iC Server 9.x, 10.x

Severity:

Condition with Warning: WLSSPI-0026.1: Threshold 10

Threshold

Collection Interval | 15m

Default Threshold || 10

Message Group WebL ogic

Message Text WL SSPI-0026.1: # of times per minute a client timed out waiting for an EJB (<$VALUE>) too high

(>=<$THRESHOL D>) [Policy: <$NAME>]

Instruction Text

Probable cause : The number of times per minute a client timed out waiting for an EJB has exceeded the threshold
value.

If al instances of an EJB class are active and max-beans-in-free-pool has been reached, new clients requesting the
EJB class will be blocked until an active EJB completes a method call.

Potential impact : If the transaction times out (or, for non-transactional calls, if five minutes elapse), WebL ogic
Server throws a RemoteException.

Suggested action : Verify that the max-beans-in-free-pool element has not been set too low. Also, while WebL ogic
Server will alwaystry to allocate anew bean instance if oneis not available, in reality you are limited by the
number of executable threads. In most cases, each thread will need, at most, a single bean instance.

For information about tuning EJB parameters, see the 'Performance and Tuning' documentation for your WebL ogic
Server version available through http://e-docs.bea.com/ .

Disclaimer : Clicking on a URL in the above text may take the user to anon-HP site. HP does not control the
content of any non-HP site.

Report Type

Operator-initiated graph, Automatic action, Metrics tool

Area

EJB
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Metric BO61 JDBCConPIWtCnt

Policy Name WLSSPI_0061
Metric Name B061 JDBCConPIWtCnt
Metric Type Alarming, Graphing
Description Aggregate JDBC Connection Pool Wait Count
WebL ogi

ode . 9.x, 10.x
Server Version
Severity:
Condition with | Warning: WLSSPI-0061.1, threshold 10
Threshold
Collection

5m

Interval
Message Group | WebLogic
Message Text WL SSPI-0061.1: # of clients waiting for a connection from connection pools (<$VALUE>) too high

(>=<$THRESHOLD>) [Palicy: <SNAME>]

Instruction Text

Praobable cause : The number of clients waiting for a connection has exceeded the threshold value.

The size of the connection pool is too small relative to the number of current client sessions that require JDBC
Connections.

Potential impact : Client connection requests will be forced to wait for an available connection from the connection
pool.

Suggested action : Increase the maximum size of the connection pool. A good rule of thumb is that the maximum
size of the connection pool should be equal to the number of Execute Threads configured in the WebL ogic Server.
This assumes that each thread uses one transaction to service arequest and therefore needs just one connection. If
thisis not the case, then a dlightly larger connection pool may be more efficient.

The connection pool minimum size should be equal to the maximum size. This ensures that all database connections
are acquired during server start-up and not when the server is under load.

Report Type

Operator-initiated graph, Automatic action, Metrics tool

Area

JDBC
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Metric BO70_TranAveTime

Policy Name WLSSPI_0070

Metric Name BO70_TranAveTime

Metric Type Alarming, Reporting, Graphing
Description Average Commit time for transactions.
Y/V;ZLO??iC Server 9.x, 10.x

Severity: Condition

Minor: WLSSPI-0070.1, threshold 100 msec

with Threshold

Collection Interval 5m

M essage Group WebLogic

Message Text WL SSPI-0070.1: Ave. commit time for transactions (<$V ALUE>ms) too high (>=<$THRESHOL D>ms)

[Policy: <SNAME>]

Instruction Text

Praobable cause : The average commit time for a transaction has exceeded the threshold value. This may be an
indication of system load.

Potential impact : Degradation in the transaction throughput rate for the WebL ogic Server.
Suggested action : The administrator can monitor individual transactions from the Administration Console. In
addition to displaying statistics, the following information can aso be displayed:

1. Transactions by name, including rollback and time active information.

2. Transactions by resource, including statistics on total, committed, and rolled back transactions.

3. All active transactions, including information on status, servers, resources, properties, and the
transaction identifier.

Report Type

Operator-initiated graph, Automatic action, Metrics tool

Area

Transactions
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Metric BO71 TransRollbackPct

Policy Name WLSSPI_0071

Metric Name BO71_TransRollbackPct

Metric Type Alarming, Reporting, Graphing

Description Percentage of transactions rolled back, based on the total.
Y/V;ZLO??iC Server 9.x, 10.x

Severity: Condition
with Threshold

Minor: WLSSPI-0071.1, threshold 1

Collection Interval 5m

M essage Group WebLogic

Message Text WL SSPI-0071.1: % of transactions rolled back (<$VALUE>%) too high (>=<$THRESHOL D>%) [Policy:
<SNAME>]

Instruction Text Praobable cause : The percentage of transactions rolled back has exceeded the threshold value. Application

design issues or resource i Ssues.
Potential impact : User requests are not being successfully completed.

Suggested action : The WebL ogic administrator should check the necessary database systems and ensure they
are functioning correctly. In addition, the administrator should check the following configurable transaction
attributes:

o Timeout Seconds - the time a transaction may be active before the system forces arollback.

» Abandon Timeout Seconds - the maximum time that a transaction coordinator persistsin attempting to
complete atransaction.

o Before Completion Iteration Limit - The number of beforeCompletion callbacks that are processed before a
system forces arollback.

The administrator can monitor individual transactions from the Administration Console. In addition to
displaying statistics, the following information can also be displayed:

1. Transactions by name, including rollback and time active information.

2. Transactions by resource, including statistics on total, committed, and rolled back transactions.

3. All active transactions, including information on status, servers, resources, properties, and the transaction
identifier.
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Report Type Operator-initiated graph, Automatic action, Metrics tool
Area Transactions
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Metric BO72_TranResErrRbPct

Policy Name WLSSPI_0072
Metric Name BO72_TranResErrRbPct
Metric Type Alarming, Reporting, Graphing
Description Percentage of transactions rolled back due to resource error.
Y/V;ZLO??iC Server 9.x, 10.x
VSV?;I: _Ii_ta/r:;:);(;ition Minor: WLSSPI-0072.1, threshold 1
Collection Interval 5m
M essage Group WebLogic
Message Text WL SSPI-0072.1: % of transactions rolled back due to resource error (<$VALUE>%) too high
(>=<$THRESHOL D>%) [Policy: <SNAME>])
Instruction Text Probable cause : The percent of transactions rolled back due to resource errors has exceeded the threshold
value. Transactions are not successfully completing due to resource errors.
Potential impact : Fewer user requests are being successfully completed.
Suggested action : The administrator can monitor individual transactions from the Administration Console. In
addition to displaying statistics, the following information can aso be displayed:
1. Transactions by name, including rollback and time active information.
2. Transactions by resource, including statistics on total, committed, and rolled back transactions.
3. All active transactions, including information on status, servers, resources, properties, and the
transaction identifier.
Report Type Operator-initiated graph, Automatic action, Metrics tool
Area Transactions
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Metric BO73 TranAppErrRbPct

Policy Name WLSSPI_0073

Metric Name BO73_TranAppErrRbPct

Metric Type Alarming, Reporting, Graphing

Description Percentage of transactions rolled back due to an application error.
Y/V;ZLO??iC Server 9.x, 10.x

Severity: Condition

Minor: WLSSPI-0073.1, threshold 1

with Threshold

Collection Interval 5m

M essage Group WebLogic

Message Text WL SSPI-0073.1: % of transactions rolled back due to application error (<$VALUE>%) too high

(>=<$THRESHOL D>%) [Policy: <SNAME>]

Instruction Text

Probable cause : The percent of transactions rolled back due to application errors has exceeded the threshold
value. Transactions are not successfully completing due to application errors.

Potential impact : Fewer user requests are being successfully completed.
Suggested action : The administrator can monitor individual transactions from the Administration Console. In
addition to displaying statistics, the following information can aso be displayed:

1. Transactions by name, including rollback and time active information.

2. Transactions by resource, including statistics on total, committed, and rolled back transactions.

3. All active transactions, including information on status, servers, resources, properties, and the
transaction identifier.

Report Type

Operator-initiated graph, Automatic action, Metrics tool

Area

Transactions
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Metric BO74 TranTimErrRbPct

Policy Name WLSSPI_0074
Metric Name BO74_TranTimErrRbPct
Metric Type Alarming, Reporting, Graphing
Description Percentage of transactions rolled back due to atimeout error.
Y/V;ZLO??iC Server 9.x, 10.x
VSV?;I: _Ii_ta/r:;:);(;ition Minor: WLSSPI-0074.1, threshold 1
Collection Interval 5m
M essage Group WebLogic
Message Text WL SSPI-0074.1: % of transactions rolled back due to timeout error (<$VALUE>%) too high
(>=<$THRESHOL D>%) [Policy: <$NAME>]
Instruction Text Probable cause : The percent of transactions rolled back due to timeout errors has exceeded the threshold
value. Transactions are not successfully completing due to timeout errors.
Potential impact : Fewer user requests are being successfully completed.
Suggested action : The administrator can monitor individual transactions from the Administration Console. In
addition to displaying statistics, the following information can aso be displayed:
1. Transactions by name, including rollback and time active information.
2. Transactions by resource, including statistics on total, committed, and rolled back transactions.
3. All active transactions, including information on status, servers, resources, properties, and the
transaction identifier.
Report Type Operator-initiated graph, Automatic action, Metrics tool
Area Transactions
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Metric BO75 TranSysErrRbPct

Policy Name WLSSPI_0075
Metric Name BO75_TranSysErrRbPct
Metric Type Alarming, Reporting, Graphing
Description Percentage of transactions rolled back due to system error.
Y/V;ZLO??iC Server 9.x, 10.x
VSV?;I: _Ii_ta/r:;:);(;ition Minor: WL SSPI-0075.1, threshold 1
Collection Interval 5m
M essage Group WebLogic
Message Text WL SSPI-0075.1: % of transactions rolled back due to system error (<$VALUE>%) too high
(>=<$THRESHOL D>%) [Policy: <$NAME>]
Instruction Text Probable cause : The percent of transactions rolled back due to system errors has exceeded the threshold
value. Transactions are not successfully completing due to system errors.
Potential impact : Fewer user requests are being successfully completed.
Suggested action : The administrator can monitor individual transactions from the Administration Console. In
addition to displaying statistics, the following information can aso be displayed:
1. Transactions by name, including rollback and time active information.
2. Transactions by resource, including statistics on total, committed, and rolled back transactions.
3. All active transactions, including information on status, servers, resources, properties, and the
transaction identifier.
Report Type Operator-initiated graph, Automatic action, Metrics tool
Area Transactions
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Metric BO77_TranHeurCnt

Policy Name || WLSSPI_0077

Metric Name BO77_TranHeurCnt

Metric Type Alarming, Reporting, Graphing

Description Percentage of transactions returning a heuristic decision.
WebL ogi

odiE . 9.x, 10.x
Server Version
Severity:
Condition with | Minor: WLSSPI-0077.1, threshold 1
Threshold
Collection

5m

Interval

Message Group || WebLogic

Message Text WL SSPI-0077.1: % of transactions returning a heuristic decision (<$VALUE>%) too high (>=<$THRESHOL D>%)
[Policy: <SNAME>]

Instruction Text || Probable cause : The percentage of transactions returning a heuristic decision has exceeded the threshold value.

A heuristic completion (or heuristic decision) occurs when aresource makes a unilateral decision during the
completion stage of a distributed transaction to commit or rollback updates. Network failures or transaction timeouts
are possible causes for heuristic completion.

Potential impact : A heuristic decision can leave distributed datain an indeterminate state.

Suggested action : In the event of a heuristic decision, one of the following heuristic outcome exceptions may be
thrown:

o HeuristicRollback - one resource participating in atransaction decided to autonomously rollback its work, even
though it agreed to prepare itself and wait for a commit decision. If the Transaction Manager decided to commit the
transaction, the resource's heuristic rollback decision was incorrect, and might lead to an inconsistent outcome
since other branches of the transaction were committed.

o HeuristicCommit - one resource participating in a transaction decided to autonomously commit its work, even
though it agreed to prepare itself and wait for a commit decision. If the Transaction Manager decided to rollback
the transaction, the resource's heuristic commit decision was incorrect, and might lead to an inconsistent outcome
since other branches of the transaction were rolled back.

o HeuristicMixed - the Transaction Manager is aware that a transaction resulted in a mixed outcome, where some
participating resources committed and some rolled back. The underlying cause was most likely heuristic rollback or
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heuristic commit decisions made by one or more of the participating resources.

o HeuristicHazard - the Transaction Manager is aware that a transaction might have resulted in a mixed outcome,
where some participating resources committed and some rolled back. But system or resource failures make it
impossible to know for sure whether a Heuristic Mixed outcome definitely occurred. The underlying cause was
most likely heuristic rollback or heuristic commit decisions made by one or more of the participating resources.

When a heuristic completion occurs, a message is written to the server log. Refer to your database vendor
documentation for instructions on resolving heuristic completions.

Some resource managers save context information for heuristic completions. Thisinformation can be helpful in
resolving resource manager datainconsistencies. If the ForgetHeuristics attribute is selected (set to true) on the JTA
panel of the WebL ogic Console, thisinformation is removed after an heuristic completion. When using a resource
manager that saves context information, you may want to set the ForgetHeuristics attribute to false.

Report Type

Operator-initiated graph, Automatic action, Metrics tool

Area

Transactions
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Metric BO80 ClsOutM esFailRt

Policy Name WLSSPI_0080
Metric Name B080_ClsOutMesFail Rt
Metric Type Alarming, Graphing
Description Number of multicast messages to cluster that were re-sent per minute.
WebL ogi

. ogic Server 9.x, 10.x
Version
Severity:
Condition with Minor: WL SSPI-0080.1, threshold 1
Threshold
Collection

5m

Interval
Message Group || WebLogic
Message Text WL SSPI-0080.1: # of multicast messagesto cluster that were resent (<$VALUE>/min) too high

(>=<$THRESHOLD>/min) [Policy: <SNAME>]

Instruction Text

Prabable cause : The number of multicast messages to the cluster that were resent has exceeded the threshold value.
This could be caused by the cluster configuration or the network topology.

Potential impact : Potential loss of multicast packets.

Suggested action : Because multicast controls critical functions related to detecting failures and maintaining the
cluster-wide JNDI tree, it isimportant that neither the cluster configuration nor the basic network topology interfere
with multicast communication. Always consider the following rules when configuring or planning a WebL ogic
Server cluster.

For most deployments, limiting clustered serversto a single subnet ensures that multicast messages are reliably
transmitted. In special cases, however, you may want to distribute a WebL ogic Server cluster across subnetsin a
Wide Area Network (WAN). This may be desirable to increase redundancy in a clustered deployment, or to distribute
clustered instances over alarger geographical area.

If you choose to distribute a cluster over aWAN (or across multiple subnets), you must plan and configure your
network topology to ensure that multicast messages are reliably transmitted to all serversin the cluster. Specifically,
your network must meet the foll owing requirements:

1. The network must fully support IP multicast packet propagation. In other words, all routers and other tunneling
technologies must be configured to propagate multicast messages to clustered instances.

2. The network latency must be sufficiently small asto ensure that most multicast messages reach their final
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destination in 200 to 300 milliseconds.

3. Themulticast Time-To-Live (TTL) value must be high enough to ensure that routers do not discard multicast
packets before they reach their final destination.

@ NOTE:

Distributing a WebLogic Server cluster over aWAN may require network facilities in addition to the multicast
reguirements described above. For example, you may want to configure load balancing hardware to ensure that
client requests are directed to serversin the most efficient manner (to avoid unnecessary network hops).

Report Type

Operator-initiated graph, Automatic action, Metrics tool

Area

Cluster
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Metric BO81 ClslnM esFailRt

Policy Name WLSSPI_0081
Metric Name B081_ClsinMesFailRt
Metric Type Alarming, Graphing
Description Number of multicast messages from cluster lost by server per minute.
WebL ogi

. ogic Server 9.x, 10.x
Version
Severity:
Condition with Minor: WLSSPI-0081.1, threshold 1
Threshold
Collection

5m

Interval
Message Group || WebLogic
Message Text WL SSPI-0081.1: # of multicast messages from cluster lost by server (<$VALUE>/min) too high

(>=<$THRESHOLD>/min)

Instruction Text

The number of multicast messages from the cluster that were lost by the server has exceeded the threshold value.
Probable cause : This could be caused by the cluster configuration or the network topology.
Potential impact : Potential loss of critical data.

Suggested action : Because multicast controls critical functions related to detecting failures and maintaining the
cluster-wide JNDI tree, it isimportant that neither the cluster configuration nor the basic network topology interfere
with multicast communication. Always consider the following rules when configuring or planning a WebL ogic
Server cluster.

For most deployments, limiting clustered servers to a single subnet ensures that multicast messages are reliably
transmitted. In special cases, however, you may want to distribute a WebL ogic Server cluster across subnetsin a
Wide Area Network (WAN). This may be desirable to increase redundancy in a clustered deployment, or to distribute
clustered instances over alarger geographical area.

If you choose to distribute a cluster over aWAN (or across multiple subnets), you must plan and configure your
network topology to ensure that multicast messages are reliably transmitted to all serversin the cluster. Specificaly,
your network must meet the foll owing requirements:

1. The network must fully support IP multicast packet propagation. In other words, all routers and other tunneling
technologies must be configured to propagate multicast messages to clustered instances.
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2. The network latency must be sufficiently small as to ensure that most multicast messages reach their final
destination in 200 to 300 milliseconds.

3. Themulticast Time-To-Live (TTL) value must be high enough to ensure that routers do not discard multicast
packets before they reach their final destination.

@ NOTE:

Distributing a WebL ogic Server cluster over aWAN may require network facilities in addition to the multicast
requirements described above. For example, you may want to configure load balancing hardware to ensure that
client requests are directed to serversin the most efficient manner (to avoid unnecessary network hops).

Report Type

Operator-initiated graph, Automatic action, Metrics tool

Area

Cluster
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Metric BO85 InvL oginAttCnt

Policy Name WLSSPI_0085

Metric Name B085_InvLoginAttCnt

Metric Type Alarming, Graphing

Description Number of invalid login attempts.
Y/V;ZLO??iC Server 9.x, 10.x

Severity: Condition
with Threshold

Minor: WLSSPI-0085.1, threshold 2

Collection Interval 5m

M essage Group WebL ogic

Message Text WL SSPI-0085.1: # of invalid login attempts (<$VALUE>) too high (>=<$THRESHOL D>) [Policy: <SNAME>]
Instruction Text Probable cause : The number of invalid login attempts has exceeded the threshold value. This could be an
attempted security breach.

Potential impact : If the security breach is successful, the security of the WebL ogic Server environment could be
compromised.

Suggested action : If theinvalid login attempts is repeated frequently, you may want to implement the
weblogic.security.audit package. Thiswill allow you to review the audit records to determine if there has been a
security breach or an attempted security breach.

Report Type Operator-initiated graph, Automatic action, Metrics tool

Area Security
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Metric BO90 TimeSer ExcepCnt

Policy Name WLSSPI_0090

Metric Name B090_TimeSerExcepCnt

Metric Type Alarming

Description Number of exceptions thrown for all triggers.

WebL ogic Server Version | 7.0

'Sl'?:js;‘lt)oll: dCondition with Minor: WLSSPI-0090.1, threshold 1

Collection Interval 5m

Message Group WebL ogic

Message Text WL SSPI-0090.1: # of exceptions thrown for all triggers (<$VALUE>) too high (>=<$THRESHOLD>)
[Policy: <SNAME>]

Instruction Text Probable cause : The number of exceptions thrown for al triggers has exceeded the threshold value.
Exceptions were thrown during a scheduled action.
Potential impact : The trigger throwing the exception will not be reschedul ed.
Suggested action : If you want to reschedule atrigger after an exception, the application must catch the
exception and schedule the trigger again.

Report Type Automatic action, Metrics tool

Area TimeService
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Metric B092 ExQueThroughput

Policy Name WL SSPI_0092

Metric Name B092_ExQueThroughput

Metric Type Graphing and Reporting

Description Average number of requests completed by the Execute Queue per second
WebL ogic Server Version 9., 10.x

Severity: Condition with Threshold | N/A

Collection Interval N/A
M essage Group N/A
Message Text N/A
Instruction Text N/A
Report Type N/A
Area TimeService
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Metric B225 EJBFreePoolWaitRate

Policy Name | WLSSPI_0225
Metric Name || B225 EJBFreePool WaitRate
Metric Type Alarming
Description Number of times no EJB beans were available from the free pool (drill down) per minute.
WebL ogi
ode . 9.x, 10.x
Server Version
Severity:
Condition with || Warning: WL SSPI-0225.1, threshold 10
Threshold
Collection
15m
Interval
Default
1
Threshold 0
Message .
WebL ogic
Group ¢
Message Text || WLSSPI-0225.1: # of times per minute no EJBs were avavailable from the free pool (<$VALUE>/min) for application
(<$OPTION(applicationname)>) too high (>=<$THRESHOL D>/min) [Policy: <$SNAME>]
Instruction Prabable cause : The number of times per minute no EJBs were available from the free pool has exceeded the
Text threshold value. The max-beans-in-free-pool element may have been set too low, or al instances of an EJB class may

be active.
Potential impact : New clients requesting an EJB class will be blocked until an active EJB completes a method call.

Suggested action : When EJBs are created, the session bean instance is created and given an identity. When the client
removes a bean, the bean instance is placed in the free pool. When you create a subsequent bean, you can avoid object
allocation by reusing the previous instance that is in the free pool. The max-beans-in-free-pool element can improve
performance if EJBs are frequently created and removed.

The container creates new instances of message beans as needed for concurrent message processing. The max-beans-
in-pool element puts an absolute limit on how many of these instances will be created. The container may override this
setting according to the runtime resources that are available.

For the best performance for statel ess session and message beans, use the default setting max-beans-in-free-pool
element. (The default isno limit.) Thisway, you can run as many beansin parallel, using as many threads as possible.
The only reason to change the setting would be to limit the number of beans running in parallel or to limit accessto an
underlying resource. For example, if you use stateless session EJBs to implement alegacy connection pool, you do not
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want to allocate more bean instance than the number of connections that can be supported by your legacy system.

For information about tuning EJB parameters, see the 'Performance and Tuning' documentation for your WebL ogic
Server version available through http://e-docs.bea.com/ .

Disclaimer : Clicking on a URL in the above text may take the user to a non-HP site. HP does not control the content
of any non-HP site.

Report Type

Automatic action, Metrics tool

Area

EJB
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Metric B226 EJBTimeoutRate

Policy Name WLSSPI_0226
Metric Name B226 _EJBTimeoutRate
Metric Type Alarming
Description Number of times aclient timed out waiting for an EJB bean (drill down) per minute.
WebL ogi

. ogic Server 9.x, 10.x
Version
Severity:
Condition with WL SSPI-0226.1: Warning, threshold 10
Threshold
Collection

15m

Interval
Message Group WebL ogic
Message Text WL SSPI-0226.1: # of times per minute a client timed out for application (<SOPTION (applicationname)>) waiting

for an EJB (<$VALUE>) too high (>=<$THRESHOL D>) [Palicy: <$SNAME>]

Instruction Text

Probable cause : The number of times per minute a client timed out waiting for an EJB has exceeded the threshold
value. If al instances of an EJB class are active and max-beans-in-free-pool has been reached, new clients
requesting the EJB class will be blocked until an active EJB completes a method call.

Potential impact : If the transaction times out (or, for non-transactional calls, if five minutes elapse), WebL ogic
Server throws a RemoteException.

Suggested action : Verify that the max-beans-in-free-pool element has not been set too low. Also, while WebL ogic
Server will alwaystry to allocate a new bean instance if oneis not available, in reality you are limited by the number
of executable threads. In most cases, each thread will need, at most, a single bean instance.

For information about tuning EJB parameters, see the 'Performance and Tuning' documentation for your WebL ogic
Server version available through http://e-docs.bea.com/ .

Disclaimer : Clicking on a URL in the above text may take the user to a non-HP site. HP does not control the
content of any non-HP site.

Report Type

Automatic action, Metrics tool

Area

EJB
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Metric B238 EJBCacheHitPct

Policy Name WLSSPI_0238
Metric Name B238_EJBCacheHitPct
Metric Type Alarming, Reporting
Description Percentage of EJBsin the cachein use.
WebL ogi

. ogic Server 9.x, 10.x
Version
Severity:
Condition with Warning: WLSSPI-0238.1, threshold 90
Threshold
Collection

15m

Interval
Message Group || WebLogic
Message Text WL SSPI-0238.1: % of EJBsin the cachein use (<$VALUE>%) for application (<$OPTION(applicationname)>)

too high (>=<$THRESHOL D>%) [Policy: <SNAME>]

Instruction Text

Probable cause : The utilization of the EJB cache has exceeded a threshold value. The cache size may be set too
low.

Potential impact : When the maximum cache size is reached, WebL ogic Server passivates (transfer from memory to
secondary storage) some EJBs that have not been recently used by aclient. This could result in performance
degradation.

Suggested action : Set the max-beans-in-cache attribute in the webl ogic-gjb-jar.xml file to a higher value. Tuning
this value too high could consume memory unnecessarily. For information on tuning EJB parameters, see the
Performance and Tuning documentation for your WebL ogic Server version available through http://e-docs.bea.com/

Disclaimer : Clicking on a URL in the above text may take the user to a non-HP site. HP does not control the
content of any non-HP site.

Report Type

Automatic action

Area

EJB
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Metric B240 ServletAveExecTime

Policy Name WLSSPI_0240
Metric Name B240_ServletAveExecTime
Metric Type Alarming, Reporting
Description Average execution time for a servlet in milliseconds.
WebL ogi

. ogic Server 9.x, 10.x
Version
Severity:
Condition with Warning: WLSSPI-0240.1, threshold 1000
Threshold
Collection

1h

Interval
Message Group || WebLogic
Message Text WL SSPI-0240.1: Ave. execution time for a servlet (<$VALUE>ms) belongs to application

<$OPTION(applicationname)> too high (>=<$THRESHOL D>ms) [Policy: <SNAME>]

Instruction Text

Probable cause : The average execution time for a servlet has exceeded the threshold value. Application design
issues.

Potential impact : Slow response timein returning an HTML or XML response to the HTTP request from a client
application.

Suggested action : The cause of high execution time for the servlet could be a resource contention problem, or it
could be due to the design of the servlet. Y ou may also choose to re-evaluate the threshold setting for this metric if
values consistently exceed the threshold value.

If JSPs are used extensively in the Web-based application, there could be a performance impact due to having to
compile the corresponding .jsp filesinto Java servlet code, and then compiling the Java code to a Java classfile. In
this situation, performance can be significantly improved by setting the server's java compiler to § or jikesinstead of
javac.

Report Type

Automatic action

Area

Servlets
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Metric B242 ServietRegRate

Policy Name WLSSPI_0242

Metric Name B242_ServletReqRate

Metric Type Alarming, Reporting

Description Number of requests for a servlet per second.
Y/Ve?t;:c:]gic Server 9.x, 10.x

Severity: Condition with

Warning: WLSSPI-0242.1, threshold 10000

Threshold
Collection Interval 1h
M essage Group WebL ogic
Message Text WL SSPI-0242.1: # of requests for application (<$OPTION (applicationname)>) for a servlet
(<$VALUE>/sec) too high (>=<$THRESHOL D>/sec) [Policy: <SNAME>]
Instruction Text Probable cause : Sudden increase in client transactions.
Potential impact : Average response time of servlet might increase.
Suggested action : In a clustered environment, keep checking the performance of load balancer.
Report Type Automatic action, Metrics tool
Area Servlets
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Metric B245 WebAppSessionCnt

Policy Name WLSSPI_0245
Metric Name B245 WebA ppSessionCnt
Metric Type Alarming, Reporting
Description Number of open sessions for a Web application.
WebL ogic Server Version | 9.x, 10.x
_?ﬁ:;tz; dCondition with Warning: WLSSPI-0245.1, threshold 100
Collection Interval 5m
Message Group WebL ogic
Message Text WL SSPI-0245.1: # of open sessions for web application <$OPTION (applicationname)> (<$VALUE>) too
high (>=<$THRESHOL D>) [Palicy: <$NAME>]
Instruction Text Probable cause : Sudden increase in client transactions.
Potential impact :
e JVM Heap space might reduce rapidly.
e Freguent JVM garbage collection calls.
Suggested action : Verify the number of client connections created.
Report Type Automatic action, Metrics tool
Area Web Applications
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Metric B251 JM SUtiIByM essagePct

Policy Name WLSSPI_0251
Metric Name B251 JM SUtilByM essagePct
Metric Type Alarming, Reporting

Percentage of the IMS server filled, based on the number of messages.

@ NOTE: M essages Maximum (the maximum message quota that can be stored in a JM S server) must be set
to anumber greater than zero in order for this metric to log reporter data and monitor thresholds. Y ou can

Description
S configure this value from the WebL ogic console.

If the Messages Maximum value is set to the default value (-1), datais not logged and thresholds are not
monitored.

WebL ogi

eb_ ogic Server 9x. 10x

Version

Soverity: Critical: WLSSPI-0251.1, threshold 98

Condition with Magjor: WLSSPI-0251.2, threshold 95%

Threshold aor ' °

Collection Interval | 15m

Message Group WebL ogic

Message Text WL SSPI-0251.1: % of IMS queue filled by message count (<$VALUE>%) too high (>=<$THRESHOL D>%)
[Policy: <SNAME>]

WLSSPI-0251.2: % of IM S queue filled by message count (<$VALUE>%) too high (>=<$THRESHOL D>%)
[Policy: <SNAME>]

Instruction Text Probable cause : The IMS Server queue utilization is greater than the threshold value. The size of the queue may
be set too low.

Potential impact : If the queue reaches one hundred percent capacity, users will not be able to deliver messages to
this queue.

Suggested action : If possible, the administrator may want to increase the size of the queue using the
Administration Server console. The administrator can also inspect the individual destinations within thisJIMS
Server using the console to determine which destination queues are having problems.

Report Type Automatic action, Metrics tool

Area Java Message Service (IMS)
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Metric B252 JM SUtiIByBytePct

Policy Name WLSSPI_0252
Metric Name B252_JM SULtiIByBytePct
Metric Type Alarming, Reporting
Percentage of the IMS server filled, based on total bytes.
D NOTE:
Descrint Bytes Maximum (the maximum byte quotathat can be stored in a IMS server) must be set to anumber greater
escriprion than zero in order for this metric to log reporter data and monitor thresholds. Y ou can configure this value from
the WebL ogic console.
If the Bytes Maximum value is set to the default value (-1), datais not logged and thresholds are not monitored.
WebL ogic Ser
=OCVE | 9x, 10
Version
Severity: Critical: WLSSPI-0252.1, threshold 98
condition with |+ or- WL SSPI-0252.2, threshold 95
Threshold aor "
Collection Interval | 15m
Message Group WebLogic
Message Text WL SSPI-0252.1: % of IMS queue filled by byte count (<$VALUE>%) too high (>=<$THRESHOL D>%) [Policy:

<$NAME>]

Instruction Text

Probable cause : The IMS Server queue utilization is greater than the threshold value. The size of the queue may
be set too low.

Potential impact : If the queue reaches one hundred percent capacity, users will not be able to deliver messages to
this queue.

Suggested action : If possible, the administrator may want to increase the size of the queue using the
Administration Server console. The administrator can also inspect the individual destinations within thisIMS
Server using the console to determine which destination queues are having problems.

Report Type

Automatic action, Metrics tool

Area

Java Message Service (IMS)
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Metric B253 JM ST hreshByM essagePct

Policy Name WLSSPI_0253
Metric Name B253 JM SThreshByM essagePct
Metric Type Alarming, Reporting
Description Percentage of time the server threshold condition was satisfied, based on the number of messages.
WebL ogi
. ogic Server 9.x, 10.x
Version
Severity:
Condition with Warning: WLSSPI-0253.1, threshold 10
Threshold

Collection Interval | 15m

Message Group WebL ogic

Message Text WL SSPI-0253.1: # of time queue threshold condition was satisfied by message count (<$VALUE>%) too high
(>=<$THRESHOLD>%) [Policy: <$NAME>]

Instruction Text Probable cause : The amount of time this IMS queue has spent in the threshold condition has exceeded the
threshold value. The IMS Server message queue threshold condition for the number of messages stored, as
configured in the administration console, has been satisfied for a significant amount of time.

Potential impact : If the queue reaches one hundred percent capacity, users will not be able to deliver messages to
this queue.

Suggested action : If possible, the administrator may want to increase the size of the queue using the
Administration Server console. The administrator can aso inspect the individual destinations within thisIMS
Server using the console to determine which destination queues are having problems.

Report Type Automatic action, Metrics tool

Area Java Message Service (IMS)
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Metric B254 JM ST hreshByBytePct

Policy Name WLSSPI_0254
Metric Name B254 JM SThreshByBytePct
Metric Type Alarming, Reporting
Description Percentage of time server threshold condition was satisfied, based on total bytes.
WebL ogi
: ogic Server 9.x, 10.x
Version
Severity:
Condition with Warning: WLSSPI-0254.1, threshold 10
Threshold
Collection Interval | 15m
Message Group WebL ogic
Message Text WL SSPI-0254.1: # of time queue threshold condition was setisfied by byte count (<$VALUE>%) too high

(>=<$THRESHOL D>%) [Policy: <$NAME>]

Instruction Text

Probable cause : The amount of time this IMS queue has spent in the threshold condition has exceeded the
threshold value.

The M S Server message queue threshold condition for the number of bytes stored, as configured in the
administration console, has been satisfied for a significant amount of time.

Potential impact : If the queue reaches one hundred percent capacity, users will not be able to deliver messages to
this queue.

Suggested action : If possible, the administrator may want to increase the size of the queue using the
Administration Server console. The administrator can also inspect the individual destinations within this IMS
Server using the console to determine which destination queues are having problems.

Report Type

Automatic action, Metrics tool

Area

Java Message Service (IMS)
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Metric B260 JDBCConnectionPool Util

Policy Name WL SSPI_0260

Metric Name B260_JDBCConnectionPool Util

Metric Type Alarming, Reporting

Description Percentage utilization of available JDBC connections in connection pool.

WebL ogi

ode . 9.x, 10.x
Server Version
Severity:
W Critical: WL SSPI-0260.1, threshold 98

Condition with Major: WL SSPI-0260.2, threshold 95

Threshold aor: “

Collection
5m

Interval

Message Group || WebLogic

Message Text | WL SSPI-0260.1: % utilization of available JDBC connections in connection pool (<$VALUE>%) for application
(<$OPTION(applicationname)>) too high (>=<$THRESHOL D>%)
[Policy: <$NAME>]
WL SSPI-0260.2; % utilization of available JDBC connections in connection pool (<$VALUE>%) for application
(<$OPTION(applicationname)>) too high (>=<$THRESHOL D>%)
[Policy: <SNAME>]

Instruction Probable cause : The JDBC connection pool utilization has exceeded the threshold value. The number of available

Text JDBC connectionsis low.
Potential impact : Performance degradation caused by having to wait for a JDBC connection to aDBMS.
Suggested action : If the database system can support additional connections, the WebL ogic administrator should
increase the number of connections available for this connection pool. A good rule of thumb isthat the maximum size
of the connection pool should be equal to the number of Execute Threads configured in the WebL ogic Server. This
assumes that each thread uses one transaction to service arequest and therefore needs just one connection. If thisis not
the case, then adlightly larger connection pool may be more efficient.
The connection pool minimum size should be equal to the maximum size. This ensures that all database connections
are acquired during server start-up and not when the server is under load.

Report Type Automatic action, Metricstool

Area JDBC
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Metric B289 M DBProcM sgRate

Policy Name N/A

Metric Name B289 MDBProcMsgRate
Metric Type Reporting

Description Number of processed messages
WebL ogic Server Version 9., 10.x

Severity: Condition with Threshold | N/A

Collection Interval N/A

Message Text N/A

Instruction Text N/A

Report Type Application Bank Report (ASCII report)
Area Specia Reports
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Metric B812 Domainlnfo

Policy Name N/A—Used to generate areport similar to the output displayed by the View WebL ogic Servers tool
Metric Name B812_Domaininfo

Metric Type Reporting

Description WebL ogic domain configuration, cluster information, and physical machines

WebL ogic Server Version 10.x

Severity: Condition with Threshold | N/A

Collection Interval N/A

Message Text N/A

Instruction Text N/A

Report Type Application Bank Report (ASCII report)
Area Specia Reports
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Metric B813 Applicationlnfo

Policy Name N/A—Used to generate areport similar to the output displayed by the View Deployed Apps tool
Metric Name B813 Applicationinfo

Metric Type Reporting

Description Applications running on a WebL ogic Server

WebL ogic Server Version 10.x

Severity: Condition with Threshold | N/A

Collection Interval N/A

Message Text N/A

Instruction Text N/A

Report Type Application Bank Report (ASCII report)
Area Specia Reports
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Metric B815 Transactionlnfo

Policy Name N/A—Used to generate areport similar to the output displayed by the Check WebL ogic tool
Metric Name B815 Transactioninfo

Metric Type Reporting

Description Status for the WebL ogic Servers

WebL ogic Server Version 10.x

Severity: Condition with Threshold | N/A

Collection Interval N/A

Message Text N/A

Instruction Text N/A

Report Type Application Bank Report (ASCII report)
Area Specia Reports
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Policies
The SPI for WebL ogic policy group contains the following subgroups:

e WLSSPI Discovery

e WLSSH

WL SSPI Discovery

The WLSSPI Discovery policy group contains the following policies:

o WL SSPI-Messages — A single policy that intercepts messages related to the discovery process.

e WLSSPI ServiceDiscovery —A single policy that does the following:
o Checksfor any version of the WebL ogic Server installed on the HPOM managed node.

o Updates the service map with WebL ogic Admin servers and WebL ogic managed servers running on the HPOM managed node.

o Updates the WebL ogic SPI configuration file with WebL ogic Admin servers and WebL ogic managed servers running in the WebL ogic
domain.

o Deploysthe appropriate version of the policy group to the HPOM managed node. If two versions of WebL ogic Server are running on the
HPOM managed node, both versions of the policy group are deployed.

o Deploysthe Discovery policies on aremote managed node if it discovers a WebL ogic managed server on it.

WL SSPI

The WLSSPI policy group contains the following subgroups and policy:

e Logfiles—Monitors WebL ogic Server-generated and WebL ogic SPI-generated logfiles. The information captured from these logfiles
includes changes to WebL ogic Server configurations and errors that occur in the operation of the WebL ogic Server or the WebL ogic SPI.

e Metrics — Monitorsincoming values that reflect WebL ogic Server's performance levels and availability. Each measurement threshold
policy determines the threshold conditions of a monitored metric, the message text sent to the HPOM M essage browser when the threshold
is exceeded, the actions to complete, and instructions to follow (if necessary).

e Monitors— Controls what metrics are collected by running the collector or analyzer at the specified polling interval and defining the
metrics that are collected.

o WL SSPI-Messages — A single palicy that intercepts WebL ogic Server and internal WebL ogic SPI messages.

Policy Variables

The following variables are used by the WebL ogic SPI policies. If you are creating your own policies, you may use these variables.
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Name Description
The instance for which the metric is being reported for multi-instance metrics.
instancename Example:
medRecSer ver _MedRecServer _w _nmanagenent _i nternal 2_com bea. W i.bpmruntinme. Jw Servl et _20
map_port See port. This variable may be deprecated in future rel eases.

map_servername

The application server name with spaces replaced with underscores (
prohibited.

). Used for service map keys where spaces are

Example: ny_ser ver

The node on which the application server is running.

node

Example: nool. hp. com

The port on which the application server is listening. Corresponds to the PORT configuration property.
port

Example: 9001

The application server name. Corresponds to the NAME configuration property.
servername

Example: ny server

Related Topics:

e Metrics

e Monitors

e Lodfiles

e Components

e Tools

e Metricsby version

¢ Metric naming/numbering conventions

e Metrics by number
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Metrics

WebL ogic SPI metric policies have pre-defined settings that simplify setup tasks for the WebL ogic Server SPI. Over time, however, you may
want to customize some of those settings. Basic pieces of information you need for those customizations are provided.

For easy reference, the tableslist all metrics by area. Click the Metric Name in the metric summary table to display individual metric details
for every WebL ogic Server metric and, when available, its policy settings. For metrics used for reporting or graphing only, no settings exist,
hence the setting is labeled “N/A” (not applicable).

[¥) Availability Metrics
VM Metric

Performance Metrics

EJB Metrics
-

Servlets Metrics

Web Applications Metrics
JMS Metrics

JDBC Metrics
Transactions Metrics

Connector Metrics

Cluster Metrics

XML Cache Metrics

Security Metric

Related Topics:

¢ Golden Metrics

e Metric naming/numbering conventions
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e Metrics by number

e Monitors

« Logfiles
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Golden Metrics

Golden metrics are a set of metrics which monitor the basic functionality of your WebL ogic Server. The golden metrics cover the critical
areas (such as server status) for which you would like to receive messages as a critical or major event happens on the WebL ogic Server.
Implementing golden metrics and taking action against the events generated by these metrics ensure the smooth functioning of the WebL ogic
server

The WebL ogic SPI contains the following golden metrics:

Metric Type Metric Name
Availability Metric BOO1_ServerStatus
VM Metric BOO5_JVMMemUtil Pct
Performance MetricB011 ExQThrdUtilPct
Metric B026_EJBTimeoutRt
EJB
MetricB036_EJBTranRbRt
Metric BO71_TranRollbackPct
Metric BO72_TranResErrRbPct
Transactions Metric BO73_TranAppErrRbPct
Metric BO74_TranTimErrRbPct
Metric BO75_TranSysErrRbPct
Metric B0O80_ClsOutMesFail Rt
Cluster MetricB081_ClslnMesFailRt
Metric B082_ClusterHealth
Servlets Metric B242_ServletRegRate
Web Applications Metric B245 WebA ppSessionCnt
MetricB251 JM SUtiIByM essagePct
Java Message Service (IMS)
Metric B252_JM SUti|ByBytePct
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Metric B260_JDBCConnectionPool Util
JDBC
Metric B264_JDBCConnectionPool Failures
Connector Metric B270_ConnectorConnectionPool Util
XML cache Metric B287_RegMaxWaitTime8
e Metrics

o Metric naming/numbering conventions

Monitors

« Logfiles
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Metric BO36_EJBTranRbRt

Policy Name WL SSPI_0036

Metric Name B036_EJBTranRbRt

Metric Type Alarming, Reporting, Graphing

Description Number of EJB transactions rolled back per second.
Y/V;ZLO??iC Server 9., 10.x

Severity: Condition
with Threshold

Warning: WL SSPI-0036.1,threshold 1

Collection Interval 15m

M essage Group WebLogic

Message Text WL SSPI-0036.1: # of EJB transactions rolled back per second (<$VALUE>/sec) too high
(>=<$THRESHOL D>/sec) [Policy: <$NAME>]

Instruction Text Praobable cause : The number of EJB transactions rolled back per second has exceeded the threshold value.

Application design or resource issues. Refer to metrics 72 , 73 , 74 , or 75 for additional information for possible
cause of the rollbacks.

Potential impact : Fewer user requests are being successfully completed.

Suggested action : The WebL ogic administrator should check the necessary database systems and ensure they
are functioning correctly. In addition, the administrator can monitor transactions from the Administration
Console.

Thisincludes:

1. Transactions by name, including rollback and time active information
2. Transactions by resource, including statistics on total, committed, and rolled back transactions.

3. All active transactions, including information on status, servers, resources, properties, and the transaction
identifier.

Report Type Operator-initiated graph

Area EJB
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Metric B082 ClusterHealth

Policy Name WL SSPI_0082
Metric Name B082_ClusterHealth
Metric Type Alarming, Graphing
Description Headlth of the cluster
WebL ogic Server Version 9.x,10.0

Severity: Condition with Threshold || Critical: WL SSPI-0082.1, threshold 4.5

Collection Interval 5m

M essage Group WebLogic

Message Text WL SSPI-0082.1: Cluster Health is poor.
Instruction Text Probable cause :

e Load balancing is not proper.

o Network latency is more.

Potential impact :

o If cluster fails, disaster recovery might be impacted.

o Availability might come down.

Suggested action :

¢ Check load balancer's behaviour.

» Choose sticky routing agorithm.

Report Type Operator-initiated graph

Area Cluster
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Metric B264 JDBCConFail

Policy Name WLSSPI_0264

Metric Name B264 JDBCConFail

Metric Type Alarming

Description JDBC connection pool failures.
Y/V;ZLO??iC Server 9.x, 10.x

Severity: Condition

Warning: WLSSPI-0264.1, threshold 10

with Threshold

Collection Interval 5m

M essage Group WebLogic

Message Text WL SSPI-0264.1: JDBC conection pool failures (<$VALUE>) for application (<$OPTION(applicationname)>)

too high (>=<$THRESHOLD>) [Policy: <$NAME>]

Instruction Text

Probable cause : The number of times a connection pool attempted to refresh a connection to a database and
failed exceeds the threshold.

Thisfailure may happen because of database unavailability or broken connection to the database.
Potential impact : Client connection requests to the database may fail.

Suggested action : For information about managing JDBC connections, see the Programming WebLogic JDBC
documentation for your WebL ogic Server version available through http://e-docs.bea.com/ .

Disclaimer : Clicking on a URL in the above text may take the user to a non-HP site. HP does not control the
content of any non-HP site.

Report Type

Automatic action

Area

JDBC
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Metric B270_Cnctr Pool Util

Policy Name | WLSSPI_0270
Metric Name | B270_CnctrPool Util
MetricType || Alarming, Reporting
Description Percentage utilization of available JCA connectionsin connection pool.
WebL ogic
Server 9.x, 10.x
Version
Severity:
Condition Critical: WLSSPI-0270.1, threshold 98
with Major: WL SSPI-0270.2, threshold 95
Threshold
Collection
5m
Interval
Message .
WebL ogic
Group
Message Text | WLSSPI-0270.x: % utilization of available JCA connections in connection pool (<$VALUE>%) too high
(>=<$THRESHOL D>%) [Poalicy: <$NAME>]
Instruction Probable cause : The number of connections being used in the J2EE Connector connection pool has exceeded a
Text threshold value. The number of requested connections to a resource is approaching or has reached the maximum

alowed.

Potential impact : As ManagedConnections are created over time, the amount of system resources-such as memory and
disk space-that each ManagedConnection consumes increases and may affect the performance of the overal system. If a
new ManagedConnection needs to be created during a connection request, WebL ogic Server ensures that no more than
the maximum number of allowed ManagedConnections are created. If the maximum number is reached, WebL ogic
Server attempts to recycle a ManagedConnection from the connection pool. However, if there are no connections to
recycle, awarning is logged indicating that the attempt to recycle failed and that the connection request can only be
granted for the amount of connections up to the allowed maximum amount.

Suggested action : WebL ogic Server alows you to configure a setting for the allowed maximum number of allocated
connections.

For information about managing J2EE connections, see the Connection Management section of the Programming
WebL ogic J2EE Connectors documentation for your WebL ogic Server version available through http://e-docs.bea.com/
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Disclaimer : Clicking on a URL in the above text may take the user to a non-HP site. HP does not control the content of

any non-HP site.

Report Type

Automatic action

Area

Connector
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Metric B287_RegMaxWaitTime

Policy Name WLSSPI_0287

Metric Name B287_RegMaxWaitTime

Metric Type Alarming, Graphing

Description Maximum time a request waits for a thread

WebL ogic Server Version | 9.x, 10.x

iﬁgg; dcondition WIth | \Varning: WL SSPI-0287.1, threshold 1000

Collection Interval 15m

Message Group WebL ogic

Message Text WL SSPI-0287.1: Maximum time areguest had to wait for athread (<$VALUE> ms) too high
(>=<$THRESHOL D> ms) [Policy: <$NAME>]

Instruction Text Probable Cause: This metric is used to monitor the maximum time a request had to wait for athread.
Potential Impact :
o Applications might respond slowly.
o Applications might block the threads to be available.
o Application deadlock situation might arise.
Suggested Action : Increase the size of the thread pool or mark them growable.

Report Type N/A

Area XML Cache
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Metric naming/numbering conventions

The Smart Plug-in for BEA WebL ogic Server (WebL ogic SPl) metrics are identified by a metric name/number. These numbers also appear in
the policies and reports (if either exists for the parallel metric). The naming/numbering conventions are as follows:

e metric names/numbers: The"B" preceding each metric number designates the metric as a WebL ogic SPI metric. WebL ogic SPI metrics can
then be identified as BXXX, where XXX represents the number assigned to the metric; for example, BOO5.

e metric number ranges : WebL ogic SPI numbers range from 0000 to 0999.
In addition, metrics defined by the user, or User Defined Metrics, range from 0700 to 0799 and are reserved.

o report names: If available for a specific WebLogic SPI metric, the report name is the metric number followed by an underscore and the
abbreviated metric name; for example, BO05_JVMMemuUtilPct.

e policy names: If apolicy is available for ametric, the policy name omits the "B" and begins with WL SSPI followed by an underscore and
the metric number. Zeroes are used as necessary to total afour-digit number; for example, metric number BO05 = policy WL SSPI_0005

M etric Specification Description

Related Topics:

o Metrics
e Golden Metrics
e Metrics by number

e Monitors

o Logfiles
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Metrics by number
Related Topics:

1-63 70-92 225-246 | 251-289 | 812-824
B00O1 B0O70 B225 B251 B812
B002 BO71 B226 B252 B813
B005 BO72 B238 B253 B815
B010 B073 B240 B254 B819
BO11 B0O74 B241 B255 B820
B012 BO75 B242 B256 B821
B013 BO76 B245 B260 B822
B014 BO77 B246 B262 B823
B015 B0O78 B263 B824
B016 B079 B264
B017 B080 B265
B025 B081 B270
B026 B085 B278
B035 B092 B281
B036 B282
B061 B283
B063 B284

B285

B286

B287

B288
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B289

e Metrics
« Golden Metrics
o Metric naming/numbering conventions

e Monitors

o Logfiles
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Metric BO0O2_Server StatusRep

Policy Name N/A—Used in areport generated by HP Reporter
Metric Name B002_ServerStatusRep

Metric Type Reporting

Description Status of server—reporting.

WebL ogic Server Version 9., 10.x

Severity: Condition with Threshold | N/A

Collection Interval 5m

M essage Group N/A
Message Text N/A
Instruction Text N/A

Report Type ASCII report
Area Availability
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Metric BO10 ExQueThruRate

Policy Name N/A—Used for reporting (HP Reporter) and graphing (HP Performance Manager) only
Metric Name B010_ExQueThruRate
Metric Type Reporting, Graphing

Number of requests serviced by an execute queue per second. For WebL ogic Server version 9.x, thereis

Description
only one execute queue.

WebL ogic Server Version 9., 10.x

Severity: Condition with

Threshold N/A
Collection Interval 15m
M essage Group N/A
Message Text N/A
Instruction Text N/A
Report Type N/A
Area Performance
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Metric BO13 SocketTrafficRt

Policy Name N/A—Used for graphing only.

Metric Name B013_SocketTrafficRt

Metric Type Graphing

Description Number of socket connections opened per second.
WebL ogic Server Version 9., 10.x

Severity: Condition with Threshold | N/A

Collection Interval 15m
M essage Group N/A
Message Text N/A
Instruction Text N/A
Report Type N/A
Area Performance
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Metric BO15 ServerRestarts

Policy Name WLSSPI_0015

Metric Name B015_ServerRestarts

Metric Type Alarming, Reporting

Description Number of times the server restarts.
Y/V;ZLO??iC Server 9.x, 10.x

Severity: Condition with
Threshold

Critical: WLSSPI-0015.1, threshold 100
Major: WL SSPI-0015.2, threshold 80
Warning: WLSSPI-0015.3, threshold 50

Collection Interval 15m
Message Group WebL ogic
Message Text WL SSPI-0015.1: % of permissible restarts (<$V ALUE>%) too high (>=<$THRESHOL D>%) [Policy:

<$NAME>])

WL SSPI-0015.2: % of permissible restarts (<$VALUE>%) too high (>=<$THRESHOL D>%) [Policy:
<$NAME>]

WL SSPI-0015.3: % of permissible restarts (<$VALUE>%) too high (>=<$THRESHOL D>%) [Policy:
<$NAME>]

Instruction Text

Probable Cause: The server restart rate exceeded the a threshold value.

The server restart rates is percentage of the maximum restarts permitted in the time interval. The maximum
and the interval are both configured in WebL ogic Server.

Simply, thisin an indication that the server has been restarted too many times. Check the underlying cause of
the restarts, and (or) raise the configured maximum
or interval in WebL ogic Server.

Potential Impact : If thisisaclustered server, it might affect the health of the cluster.

Suggested Action : Analyze the root cause of restarts.

Report Type

N/A

Area

Performance
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Metric BO16_GloT hrePoolOverload

Policy Name WLSSPI_0016

Metric Name B016_GloThrePool Overload

Metric Type Alarming

Description Globa Thread Pool Overload Condition.

Y/V;ZLO??iC Server 9., 10.x

ﬁ:ﬁ;ﬂ;gﬂion Critical: WLSSPI-0016.1, threshold 1.0

Collection Interval 15m

M essage Group WebLogic

Message Text Global thread pool overload condition has occurred. Further incoming requests will get rejected. Seethe
annotated reports for details. [Policy: <SNAME>]

Instruction Text Probable cause : Global thread pool overload condition has occurred.
The total number of requests that can be present in the server (en queued and those under execution) is
exceeded.
Potential impact : Further incoming requests will get rejected.
Suggest action : For information about tuning the execute thread pool, see the 'Performance and Tuning'
documentation for your WebL ogic Server version available through http://e-docs.bea.com/
Disclaimer : Clicking on aURL in the above text may take the user to a non-HP site. HP does not control the
content of any non-HP site.

Report Type Automatic Action

Area Performance
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Metric BO17 WorkloadMgrOverload

Policy Name WLSSPI_0017

Metric Name B017_WorkloadMgrOverload

Metric Type Alarming

Description Workload Manager Overload Condition.
Y/V;ZLO??iC Server 9.x, 10.x

Severity: Condition

Critical: WLSSPI-0017.1, threshold 80

with Threshold

Collection Interval || 15m

M essage Group WebL ogic

Message Text WL SSPI-0017.1: Workload manager <$OPTION(workManager)> overload condition has occurred for the

application <$OPTION(appName)>. Further incoming requests will get rejected. See the annotated reports for
details. [Policy: <SNAME>]

Instruction Text

Probable cause : Workload Manager overload condition has occurred.

The number of requests that are currently executing for given work manager is very close to the configured value
of maximum number of concurrent threads that can execute requests.

Potential impact : Further incoming requests for the particular application will get rejected.

Suggested action : For information about tuning the workload managers, see the 'Performance and Tuning'
documentation for your WebL ogic Server version available through
http://e-docs.bea.com/

Disclaimer : Clicking on a URL in the above text may take the user to a non-HP site. HP does not control the
content of any non-HP site.

Report Type

Automatic Action

Area

Performance
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Metric BO35 EJBTranThruRt

Policy Name WLSSPI_0035
Metric Name B035_EJBTranThruRt
Metric Type Alarming, Reporting, Graphing
Description Number of EJB transactions per second.
WebL ogic Server Version 9., 10.x
iﬁgg; dcondition WIth | \arming: WL SSPI-0035.1, threshold, 10000
Collection Interval 15m
Message Group WebL ogic
Message Text WL SSPI-0035.1: # of EJB transactions per second (<$VALUE>/sec) too high
(>=<$THRESHOL D>/sec) [Policy: <$NAME>]
Instruction Text Probable cause:
o Sufficient Entity Beans are not present in pooled state.
o Entity Bean pool sizeis set to small value.
Potential impact :
e VM Heap space might reduce rapidly.
e Frequent JVM garbage collection calls.
Suggested action : Verify Entity Bean pool size set.
Report Type Operator-initiated graph
Area EJB
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Metric BO63_JDBCConLkRtSum

Policy Name N/A—Used for graphing only
Metric Name B063_JDBCConLkRtSum
Metric Type Graphing

Number of unclosed JDBC connections and JDBC connections that have exceeded their maximum idle

Description . . . .
times in the connection pool per minute.

WebL ogic Server Version || 9.x, 10.x

Severity: Condition with

Threshold N/A
Collection Interval 5m

M essage Group N/A
Message Text N/A
Instruction Text N/A
Report Type N/A
Area JDBC
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MetricBO76_TranThruRate

Policy Name N/A—Used for HP Reporter reports and Performance Manager graphs only
Metric Name B0O76_TranThruRate

Metric Type Graphing, Reporting

Description Number of transactions processed per second.

WebL ogic Server Version 9., 10.x

Severity: Condition with Threshold | N/A

Collection Interval 5m

M essage Group N/A
Message Text N/A
Instruction Text N/A

Report Type N/A

Area Transactions
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Metric BO78 CnctrLeakRtSum

Policy Name N/A—Used for graphing only
Metric Name B078_CnctrLeakRtSum
Metric Type Graphing

Number of unclosed connector connections and connector connections that have exceeded their maximum

Description . . . . .
idle timesin the connection pool per minute.

WebL ogic Server Version || 9.x, 10.x

Severity: Condition with

Threshold N/A
Collection Interval 5m

M essage Group N/A
Message Text N/A
Instruction Text N/A
Report Type N/A

Area Connector
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Metric BO79 TranCapUtil

Policy Name WLSSPI_0079

Metric Name B079_TranCapUtil

Metric Type Alarming, Graphing, Reporting
Description Percentage of active transactions.
Y/V;ZLO??iC Server 9.x, 10.x

Severity: Condition with || Critical: WLSSPI-0079.1, threshold 98

Threshold Major: WLSSPI-0079.2, threshold 95

Collection Interval 5m

M essage Group WebLogic

Message Text WL SSPI-0079.1: % utilization of transaction capacity (<$VALUE>%) too high (>=<$THRESHOL D>%)

[Policy: <$NAME>]

WL SSPI-0079.2: % utilization of transaction capacity (<$VALUE>%) too high (>=<$THRESHOL D>%)
[Policy: <$NAME>]

Instruction Text Probable cause : The number of simultaneous in-progress transactions (as a percent of the maximum number
of transactions allowed in the server) has exceeded a threshold value.

Potential impact : Sudden spike in transactions roll back rate might be observed.

Suggested action :

1. Restrict ssmultaneous concurrent transactions.

2. Verify ACID properties of simultaneous transactions.

Report Type Automatic action

Area Transactions
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Metric BO91 TimeSer ThruRt

Policy Name N/A—Used for graphing (HP Performance Manager) only
Metric Name B091_TimeSerThruRt

Metric Type Graphing

Description Number of triggers executed per second.

WebL ogic Server Version 7.0

Severity: Condition with Threshold | N/A

Collection Interval 5m

M essage Group N/A
Message Text N/A
Instruction Text N/A

Report Type N/A

Area TimeService
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Metric B223 EJBStatelessCacheSize

Policy Name N/A—Used in areport generated by HP Reporter
Metric Name B223 EJBStatelessCacheSize

Metric Type Reporting

Description Size of the stateless EJB cache.

WebL ogic Server Version 6.1

Severity: Condition with Threshold | N/A

Collection Interval 1h

M essage Group N/A
Message Text N/A
Instruction Text N/A
Report Type N/A
Area EJB
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Metric B224 EJBStatelessCacheUtilPct

Policy Name WLSSPI_0224
Metric Name B224 EJBStatelessCacheUtil Pct
Metric Type Alarming, Reporting
Description Percentage of stateless EJB beans in the cachein use.
WebL ogic Server 6.1
Version '
Severity:
Condition with Warning: WLSSPI-0224.1, threshold 90%
Threshold
Collection
15m
Interval
Message Group || WebLogic
Message Text WL SSPI-0224.1: % of Stateless EJBsin the cachein use (<$VALUE>%) too high (>=<$THRESHOL D>%)

Instruction Text

Probable cause : The utilization of the EJB cache has exceeded a threshold value. The cache size may be set too
low.

Potential impact : When the maximum cache size is reached, WebL ogic Server passivates (transfer from memory to
secondary storage) some EJBs that have not been recently used by aclient. This could result in performance
degradation.

Suggested action : Set the max-beans-in-cache attribute in the weblogic-ejb-jar.xml file to a higher value. Tuning
this value too high could consume memory unnecessarily. For information about tuning EJB parameters, see the
"Performance and Tuning' documentation for your WebL ogic Server version available through http://e-
docs.bea.cony/ .

Disclaimer : Clicking on a URL in the above text may take the user to a non-HP site. HP does not control the
content of any non-HP site.

Report Type

N/A

Area

EJB

© Copyright 1999 - 2011 Hewlett-Packard Development Company, L.P. Page 113



http://e-

WebLogic Application Server SPI Online Help

Metric B241 ServletTimeCnt

Policy Name N/A—Used in areport generated by HP Reporter
Metric Name B241 ServletTimeCnt

Metric Type Reporting

Description Time spent in aserviet.

WebL ogic Server Version 9., 10.x

Severity: Condition with Threshold | N/A

Collection Interval 1h

M essage Group N/A
Message Text N/A
Instruction Text N/A
Report Type N/A
Area Servlets
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Metric B246 WebAppHIitRt

Policy Name N/A—Used in areport generated by HP Reporter

Metric Name B246_WebAppHitRt

Metric Type Reporting

Description Number of open sessions for a Web application per second.
WebL ogic Server Version 9., 10.x

Severity: Condition with Threshold | N/A

Collection Interval 5m

M essage Group N/A

Message Text N/A

Instruction Text N/A

Report Type N/A

Area Web Applications
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Metric B255 JM SServer ThruM essageRt

Policy Name N/A—Used in areport generated by HP Reporter

Metric Name B255 JM SServerThruM essageRt

Metric Type Reporting

Description Number of messages passed through the IM S server per second.
WebL ogic Server Version 9., 10.x

Severity: Condition with Threshold | N/A

Collection Interval 15m
M essage Group N/A
Message Text N/A
Instruction Text N/A
Report Type N/A
Area Java Message Service (IMS)

© Copyright 1999 - 2011 Hewlett-Packard Development Company, L.P. Page 116



WebLogic Application Server SPI Online Help

Metric B256_JM SServer ThruByteRt

Policy Name N/A—Used in areport generated by HP Reporter

Metric Name B256_JM SServerThruByteRt

Metric Type Reporting

Description Number of bytes passed through the IM S server per second.
WebL ogic Server Version 9., 10.x

Severity: Condition with Threshold | N/A

Collection Interval 15m
M essage Group N/A
Message Text N/A
Instruction Text N/A
Report Type N/A
Area Java Message Service (IMS)
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Metric B262_JDBCConnectionPool ThruRt

Policy Name N/A—Used in areport generated by HP Reporter

Metric Name B262_JDBCConnectionPool ThruRt

Metric Type Reporting

Description Number of clients serviced by connection pool per second.
WebL ogic Server Version 9., 10.x

Severity: Condition with Threshold | N/A

Collection Interval 5m

M essage Group N/A
Message Text N/A
Instruction Text N/A
Report Type N/A
Area JOBC

© Copyright 1999 - 2011 Hewlett-Packard Development Company, L.P. Page 118



WebLogic Application Server SPI Online Help

Metric B263_JDBCConLkRt

Policy Name WLSSPI_0263
Metric Name B263_JDBCConLkRt
Metric Type Alarming, Reporting
Description Rate of leaked connections for the JIDBC connection pool.
WebL ogi

. ogic Server 9.x, 10.x
Version
Severity:
Condition with Warning: WLSSPI-0263.1, threshold 100
Threshold
Collection

5m

Interval
Message Group || WebLogic
Message Text WL SSPI-0263.1: Rate of leaked connections for the JDBC conection pool (<$VALUE>) belongs to application

(<$OPTION (applicationname)>) too high (>=<$THRESHOLD>)
[Policy: <$NAME>]

Instruction Text

Probable cause : The rate of new leaked JDBC connections has exceeded the threshold value.

JDBC connection leaks represent connections that were checked out of the connection pool but never returned with
a close() method. Leaked connections cannot be used to fulfill later connection requests.

Potential Impact : When a connection is closed, the connection is then available for a future connection request. If
the application fails to close the connection, the connection pool can be exhausted of its available connections, and
future connection requests can therefore fail.

Suggested action : Correct the faulty application component. Connection pools provide ready-to-use pools of
connections to a database, therefore eliminating the overhead of creating each connection when as needed by the
application. When finished with a connection, applications must return the connection to the connection pool.

For information about managing JDBC connections, see the Programming WebLogic JDBC documentation for your
WebL ogic Server version available through http://e-docs.bea.con/ .

Disclaimer : Clicking on a URL in the above text may take the user to a non-HP site. HP does not control the
content of any non-HP site.

Report Type

Automatic action

Area

JOBC
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Metric B265 JDBCConTime

Policy Name WLSSPI_0265

Metric Name B265_JDBCConTime

Metric Type Alarming, Reporting

Description JDBC connection pool connection delay.
Y/V;ZLO??iC Server 9.x, 10.x

Severity: Condition

Warning: WLSSPI-0265.1, threshold 10

with Threshold

Collection Interval 5m

M essage Group WebLogic

Message Text WL SSPI-0265.1: JDBC conection pool connection delay (<$VALUE>) for application

(<$OPTION(applicationname)>) too high (>=<$THRESHOL D>) [Policy: <$NAME>]

Instruction Text

Probable Cause: The average time it takes to get a physical connection from the database has exceeded the
threshold.

Potential Impact : Application response time might increase drastically.

Suggested action : For information about managing JDBC connections, see the Programming WebLogic JDBC
documentation for your WebL ogic Server version available through http://e-docs.bea.com/ .

Disclaimer : Clicking on a URL in the above text may take the user to a non-HP site. HP does not control the
content of any non-HP site.

Report Type

Automatic action

Area

JOBC
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Metric B278 CnctrL eakRt

Policy Name WLSSPI_0278

Metric Name B278_CnctrLeakRt

Metric Type Alarming, Reporting

Description Rate of leaked connections for the JCA connection pool.
Y/V;ZLO??iC Server 9.x, 10.x

Severity: Condition

Warning: WLSSPI-0278.1, threshold 100

with Threshold

Collection Interval || 5m

M essage Group WebL ogic

Message Text WL SSPI-0278.1: Rate of leaked connections for the JCA conection pool (<$VALUE>) too high

(>=<$THRESHOLD>) [Policy: <$SNAME>]

Instruction Text

Probable cause : The rate of new leaked connections has exceeded the threshold value. Connection leaks result
from application components not closing a connection after using it.

Potential Impact : When a connection is closed, the connection is then available for a future connection reguest.
If the application fails to close the connection, the connection pool can be exhausted of its available connections,
and future connection requests can therefore fail.

Suggested action : Correct the faulty application components. See the annotation report for information about
current connections and indicates which have been idle for a period extending beyond the configured maximum.

For information about connection leaks, see the Programming WebLogic J2EE Connectors documentation for
your WebL ogic Server version available through http://e-docs.bea.com/ .

Disclaimer : Clicking on a URL in the above text may take the user to a non-HP site. HP does not control the
content of any non-HP site.

Report Type

Automatic action

Area

Connector
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Metric B281 XML CacheDiskSize

Policy Name N/A—Used in areport generated by HP Reporter

Metric Name B281 XML CacheDiskSize

Metric Type Reporting

Description Total number of cached entries on disk which contain external referencesin an XML parser.
WebL ogic Server Version 9., 10.x

Severity: Condition with Threshold | N/A

Collection Interval 5m

M essage Group N/A
Message Text N/A
Instruction Text N/A

Report Type N/A

Area XML Cache
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Metric B282 XML CacheMemSize

Policy Name N/A—Used in areport generated by HP Reporter

Metric Name B282 XML CacheMemSize

Metric Type Reporting

Description Total number of cached entries in memory which contain external referencesin an XML parser.
WebL ogic Server Version 9., 10.x

Severity: Condition with Threshold | N/A

Collection Interval 5m

M essage Group N/A
Message Text N/A
Instruction Text N/A

Report Type N/A

Area XML Cache

© Copyright 1999 - 2011 Hewlett-Packard Development Company, L.P. Page 123



WebLogic Application Server SPI Online Help

Metric B283 DeferredRequestsCnt

Policy Name | WLSSPI_0283

Metric Name B283_DeferredRequestsCnt

Metric Type Alarming, Graphing

Description Number of deferred requests
WebL ogi

odiE . 9.x, 10.x
Server Version
Severity:
Condition with || Warning:WL SSPI-0283.1, threshold 100
Threshold
Collection

15m

Interval

Message Group | WebLogic

Message Text | WLSSPI-0283.1: Deferred requests count (<$VALUE>) too high (>=<$THRESHOLD>)
[Policy: <$NAME>]

Instruction Text || Probable Cause: This metric is used to monitor the number of requests that were denied a thread for execution
because of the max-threads-constraint constraint.

Max-threads-constraint is one of the work manager components that you can use to control the performance of your
application by referencing the name of the component in the application’'s deployment descriptor. Max-threads-
constraint limits the number of concurrent threads executing requests from the constrained work set. The default is
unlimited. When the constraint is reached the server stops scheduling requests of this type until the number of
concurrent executions falls below the limit.

Potential Impact :

» Application response time might increase with further deferrals.
o Application might move into a suspended state.

» Application deadlock situation might arise.

Suggested Action : If possible, increase the max-threads-constraint for this application.

Report Type N/A

Area XML Cache
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Metric B284 RegWaitTimeFor Thread

Policy Name WLSSPI_0284

Metric Name || B284 RegWaitTimeForThread

Metric Type Alarming, Graphing

Description Thread request wait time

WebL ogi

ode . 9.x, 10.x

Server Version

Severity:

Condition with | Warning: WL SSPI-0284.1, threshold 1000

Threshold

Collection
15m

Interval

Message
WebL ogic

Group

Message Text || WLSSPI-0284.1: Request wait time for athread (<$VALUE> ms) too high
(>=<$THRESHOL D> ms) [Policy: <$NAME>]

Instruction Probable Cause: Thismetric is used to monitor the time (in milliseconds) a request had to wait for athread. Only

Text requests whose execution is needed to satisfy the min_threads constraint are considered. The min-threads-constraint is
one of the work manager components that you can use to control the performance of your application by referencing
the name of the component in the application's deployment descriptor. This constraint guarantees a number of threads
the server will alocate to affected requests to avoid deadlocks. The default is zero.
Thistype of constraint has an effect primarily when the server instance is close to a deadlock condition. In that case,
the constraint will cause WebL ogic Server to schedule arequest from aeven if requestsin the service class have gotten
more than its fair share recently.
Potential Impact :
o Applications might respond slowly.
o Applications might block the threads to be available.
o Application deadlock situation might arise.
Suggested Action : Increase the size of the thread pool or mark them growable.

Report Type N/A

Area XML Cache
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Metric B285 PendingReqCount

Policy Name WLSSPI_0285
Metric Name B285_PendingReqCount
Metric Type Alarming, Graphing
Description Number of pending requests
WebL ogic Server Version 9.x, 10.x
'Sl'?:js;‘lt)oll: dCondition with Warning:WL SSPI-0285.1, threshold 100
Collection Interval 15m
Message Group WebL ogic
Message Text WL SSPI-0285.1: Number of pending requests (<$VALUE>) too high (>=<$THRESHOLD>) [Policy:
<$NAME>]
Instruction Text Probable Cause: Small thread pool size is chosen.
Potential Impact :
e Applications might respond slowly.
o Applications might block the threads to be available.
o Application deadlock situation might arise.
Suggested Action : Increase the size of the thread pool or mark them growable.
Report Type N/A
Area XML Cache
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Metric B286 PendingReqPct

Policy Name WLSSPI_0286
Metric Name B286_PendingReqgPct
Metric Type Alarming, Graphing
Description Percentage of requests pending
WebL ogic Server Version || 9.x, 10.x
iﬁgg; dcondition WIth 1\t cjor: WLSSPI-0286.1, threshold 98
Collection Interval 15m
Message Group WebL ogic
Message Text WL SSPI-0286.1: Percentage of pending requests (<$VALUE>%) too high (>=<$THRESHOL D>%)
[Policy: <SNAME>]
Instruction Text Probable Cause: This metric is used to monitor the percentage of the requests that are pending because
they are waiting for an available thread.
Potential Impact :
o Applications might respond slowly.
o Applications might block the threads to be available.
o Application deadlock situation might arise.
Suggested Action : Increase the size of the thread pool or mark them growable.
Report Type N/A
Area XML Cache
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Metric B288 StandbyThreadCount

Policy Name WLSSPI_0288
Metric Name B288_StandbyThreadCount
Metric Type Alarming, Graphing
Description Number of threads in the standby pool
WEb.L ogic Server 9.x, 10.x
Version
Severity:
Condition with Warning: WLSSPI-0288.1, threshold 10
Threshold
Collection
15m
Interval
Message Group | WebLogic
Message Text WL SSPI-0288.1: Number of threadsin the standby pool (<$VALUE>) too low (>=<$THRESHOL D>) [Policy:

<$NAME>]

Instruction Text

Probable Cause: This metric is used to monitor the number of threads in the standby pool. Surplus threads that are
not needed to handle the present work load are designated as standby and added to the standby pool. These threads
become active when more threads are needed. The value of this count must be in an acceptable range to mest
performance criteria.

Potential Impact :

e Thread pool saturation condition might occur.

o CPU utilization might keep shooting up consistently.
Suggested Action :

1. Tofix asaturated thread pool, keep changing the thread pool sizein steps until the CPU utilization reaches
between 75 to 85 percent.

2. Tunethe application using a code profiling tool.

Report Type

N/A

Area

XML Cache
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Metric B819 JVMHeapFreeMem

Policy Name WLSSPI_0819

Metric Name B819 JVMHeapFreeMem

Metric Type Graphing

Description JVM Heap Free Memory in kilobytes
WebL ogic Server Version 10.x

Severity: Condition with Threshold | N/A

Collection Interval 15m
Message Text N/A
I nstruction Text N/A
Report Type N/A
Area VM
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Metric B820 SrvrRestReqrd

Policy Name WLSSPI_0820

Metric Name B820_SrvrRestReqrd
Metric Type Alarming and Graphing
Description Server Restart Required
WebL ogic Server Version 10.x

Severity: Condition with

WL SSPI-0820.1: Warning, threshold 1

Threshold
Collection Interval 15m

WLSSPI 0820.10: The server must be restarted in order to activate configuration changes.
Message Text

WL SSPI 0820.11: No new configuration changes needing the server restart.

Probable cause : Indicates whether the server must be restarted in order to activate configuration
changes.

Instruction Text _ . . .
Potential Impact: The configured changes does not occur until the server is restarted.

Suggested action : Restart the server.

Report Type N/A

Area Server
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Metric B821 Suspnded

Policy Name WLSSPI_0821

Metric Name B821 Suspnded

Metric Type Alarming and Graphing
Description RequestM anager suspended
ye?z:%glc Server 10.x

Severity: Condition

WL SSPI-0821.1: Warning, threshold 1

with Threshold
Collection Interval 15m
M o Text WLSSPI 0821.10: Thread pool RequestManager is suspended.

WL SSPI 0821.11: Thread Pool RequestManager is running

Probable cause : Indicates if the RequestManager is suspended.

Potential Impact: A suspended manager will not dequeue work and dispatch threads until the RequestM anager
is resumed.

Instruction Text Suggested action : For information on tuning the execute thread pool, see the Performance and Tuning

documentation for your WebL ogic Server version available through http://e-docs.bea.com/ .

Disclaimer: Clicking on a URL in the above text might take the user to a non-HP site. HP does not control the
content of any non-HP site.

Report Type N/A

Area ThreadPool
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Metric B822 DstroydTICnt

Policy Name WLSSPI_0822
Metric Name B822 DstroydTICnt
Metric Type Alarming and Graphing
- Total number of times a bean instance from the pool was destroyed due to a non-application Exception being
Description .
thrown from it
WebL ogi
. ogic Server 10.x
Version

Severity: Condition
with Threshold

WL SSPI-0822.1: Warning, threshold 10

Collection Interval

15m

Message Text

WL SSPI 0822.10: # of times a bean instance from this pool was destroyed due to a non-application Exception
being thrown from it (<$VALUE>) too high (>= <$THRESHOLD>)

WL SSPI 0822.11: # of times a bean instance from this pool was destroyed due to a non-application Exception
being thrown from it (<$VALUE>) iswithin the threshold(<$THRESHOL D>)

Instruction Text

Praobable cause : Provides a count of the total number of times a bean instance from this pool was destroyed due
to a non-application Exception being thrown from it.

Potential Impact: The Business logic associated with this EJB will not complete successfully. This action
impacts the application response time.

Suggested action : Check the excpetions thrown and refer the documentation for your WebL ogic Server version
available through http://e-docs.bea.com/ .

Disclaimer: Clicking on a URL in the above text might take the user to a non-HP site. HP does not control the
content of any non-HP site.

Report Type

N/A

Area

EJBPool
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Metric B823 EJBMssdCntRtSum

Policy Name WLSSPI_0823
Metric Name B823 EJBMssdCntRtSum
Metric Type Alarming, Graphing, and Reporting
Description Number of times afailed attempt was made to get an instance from the free pool
WebL ogi
: ogic Server 10.x
Version
Severity:
Condition with WL SSPI-0823.1: Warning, threshold 10
Threshold

Collection Interval

15m

Message Text

WLSSPI 0823.10: # of times afailed attempt was made to get an instance from the free pool (<$VALUE>) too high
(>=<$THRESHOLD>)

WLSSPI 0823.11: # of times afailed attempt was made to get an instance from the free pool (<$VALUE>)iswithin
the threshold (<$THRESHOL D>)

Instruction Text

Probable cause : The total number of times a failed attempt was made to get an instance from the free pool.

Potential Impact: An attempt to get a bean from the pool failsif there are no available instances in the pool. This
resultsin delayed execution of the business logic and hence slows the response time of the application.

Suggested action : Verify that the max-beans-in-free-pool element has not been set too low. Also, while WebL ogic
Server will alwaystry to allocate anew bean instance if oneis not available, in reality you are limited by the number
of executable threads. In most cases, each thread will need at most, a single bean instance.

For information on tuning EJB parameters, see the Performance and Tuning documentation for your WebL ogic
Server version available through http://e-docs.bea.com/ .

Disclaimer: Clicking on a URL in the above text might take the user to a non-HP site. HP does not control the
content of any non-HP site.

Report Type

Automatic action, Operator-initiated

Area

EJBPool
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Metric B824 EJBMssdCntRt

Policy Name WLSSPI_0824
Metric Name B824 EJBMssdCntRt
Metric Type Alarming
Description Number of times afailed attempt was made to get an instance from the free pool per minute
WebL ogi
: ogic Server 10.x
Version
Severity:
Condition with WL SSPI-0824.1: Warning, threshold 10
Threshold

Collection Interval

15m

Message Text

WL SSPI 0824.10: # of times afailed attempt was made to get an instance from the free pool (<$VALUE>) too high
(>=<$THRESHOLD>)

WLSSPI 0824.11: # of times afailed attempt was made to get an instance from the free pool (<$VALUE>) iswithin
the threshol d(<$THRESHOL D>)

Instruction Text

Probable cause : The total number of times afailed attempt was made to get an instance from the free pool.

Potential Impact: An attempt to get a bean from the pool failsif there are no available instances in the pool. This
results in delayed execution of the business logic and hence slows the response time of the application.

Suggested action : Verify that the max-beans-in-free-pool element has not been set too low. Also, while WebL ogic
Server will awaystry to allocate anew bean instance if oneis not available, in reality you are limited by the number
of executable threads. In most cases, each thread will need at most, a single bean instance.

For information on tuning EJB parameters, see the Performance and Tuning documentation for your WebL ogic
Server version available through http://e-docs.bea.com/ .

Disclaimer: Clicking on a URL in the above text might take the user to a non-HP site. HP does not control the
content of any non-HP site.

Report Type

N/A

Area

EJBPool
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Data Store Table for WebL ogic Server

The WebL ogic SPI creates the following data tables for the WebL ogic SPI metrics in the data store on the node to facilitate the date-

collection procedure.

WLSSPI_METRICS
WLSSPI_RPT_METRICS

Table Name Area Metric Description Column Name
WLSSPI_RPT_METRICS | Server Status of a server - reporting B002_ServerStatusRep
WLSSPI_METRICS VM % of heap space used in the VM B0O05_JVMMemUtilPct
# of regquests serviced by an execute queue per second B010_ExQueThruRate
WLSSPI_METRICS
- ThreadPool
WLSSPI_RPT_METRICS ) .
-~ % of threadsin use for a server's execute queue B011 ExQThrdUtilPct
ThreadPool # of client requests waiting to be serviced B012_ExQueWaitCnt
# of socket connections opened per second B013_SocketTrafficRt
WLSSPI_METRICS
Server # of socket connections opened B014_ActiveSocketCnt
% of permissible restarts B015_SrvrRestartsPct
# of times no EJB beans were available from the free
. B025 EJBPoolWtRtSum
pool per minute -
# of times aclient timed out waiting for an EJB bean .
. B026_EJBTimeoutRtSum
EJB per minute =

# of EJB transactions per second

B035_EJBTranThruRt

# of EJB transactions rolled back per second

B036_EJBTranRbRt

WLSSPI_METRICS

# of clients waiting for a connection from connection
pools

B061_JDBCConPIWtCnt

# of unclosed JDBC connections and JDBC
connections that have exceeded their max idle times

B063_JDBCConLkRtSum

Average commit time for transactions

B0O70_TranAveTime

% of transactions rolled back

B0O71_TranRollbackPct
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% of transactions rolled back due to resource error

B072_TranResErrRbPct

% of transactions rolled back due to an application
error

B073_TranAppErrRbPct

JDBC
WLSSPI_METRICS
WLSSPI_RPT_METRICS % of transactions rolled back due to timeout error B074_TranTimErrRbPct
% of transactions rolled back due to system error BO75_TranSysErrRbPct
# of transactions processed per second BO76_TranThruRate
% of transactions returning a heuristic decision BO77_TranHeurCnt
# of unclosed connector connections and ones that
WLSSPI_METRICS ! . e I B078_CnctrLeakRtSum
have exceeded their max idletime
WLSSPI_METRICS
- % utilizati f i i BO79. T il
WLSSPI_RPT_METRICS o utilization of transaction capacity 079_TranCapUti
# of multicast messages to cluster that were re-sent per
or MUt ! W P¥ | Bo80_ClsOutMesFailRt
minute
Cluster
WL | METRI # of multi f | |
SSPI_| CS _0 multicast messages from cluster lost by server per BOB1 ClsinMesFailRt
minute
Server # of invalid login attempts BO85_InvLoginAttCnt
WLSSPI_METRICS Average # of requests completed by the execute per
- ThreadPool a9 ™ P y P B092_ExQueT hroughput
WLSSPI_RPT_METRICS second
EJB % of EJBsin the cachein use B238_EJBCacheHitPct
Ave execution time for aservlet in msec B240_ServletAveExecTime
Time spent in aservlet B241_ServletTimeCnt
WebModule | # of requestsfor aservlet per second B242_ServletRegRate

# of open sessions for aweb application

B245_ WebAppSessionCnt

# of open sessions for aweb application per second

B246_WebAppHitRt

% of IMS server filled based on # of All messages

B251 JM SULtiIByMessageP ct
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% of the IMS server filled, based on total bytes

B252_JM SUtiIByBytePct

% of time server threshold condition satisfied based on
# of messages

B253_IJMSThreshByM
gePct

JMS
% of time server threshold condition satisfied based on
B254 JMSThreshByBytePct
total bytes
B255_JMSServerThruMess
# of messages passed through JM S server per second eRt_
WLSSPI_RPT_METRICS 0
# of bytes passed through JM S server per second B256_JMSServerThruByte Rt
% utilization of available JDBC connectionsin B260_JDBCConnectionPool
connection pool util
. . . B262_JDBCConnectionPool
# of clients serviced by connection pool per second
ThruRt
JOBC
Rate of leaked ections for the IDBC ti
eo connections for the conection B263_JDBCConLkRt
pool
JDBC conection pool connection delay B265_JDBCConTime
% utilization of available JCA connectionsin
o ue ons| B270_CnctrPool Util
connection pool
JCA
Rate of leaked connections for the JCA conection pool B278_CnctrLeakRt
Total ber of cached entri disk which contai
otal number o cac_: entries on disk which contain 8281 XML CacheDkSize
external referencesin an XML parser -
Server
Total ber of cached entriesi hich
o .num er of cached en r|05|n memory whicl 8282 XML CacheMemSize
contain external referencesin an XML parser -
Number of deferred requests B283_DeferredReqsCnt
ThreadPool Request wait time for a thread B284 RegWaitTimThrd
Number of pending requests B285_PendingReqCount
WLSSPI_METRICS
Server Percentage of pending requests B286_PendingRegPct
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Maximum wait time for a thread request

B287_ReqMaxWaitTime

WLSSPI_METRICS
WLSSPI_RPT_METRICS

ThreadPool
Number of threads in the standby pool B288_StandbyThrdCnt
EJB Number of processed messages B289 _MDBProcMsgRate
WLSSPI_RPT_METRICS WebL oaic dom fiqurai uster informati
Server ogl_c omai n_ configuration, cluster information, 8312 Domaininfo
and physical machines -
VM JVM Heap Free Memory in kilobytes B819 JVMHeapFreeMem
Server Restart Required B820_SrvrRestRegrd
Server
WLSSPI_METRICS RequestManager suspended B821_Suspnded
Tota number of times a bean instance from the pool
was destroyed due to a non-application Exception B822 DstroydTICnt
being thrown from it
EJB

Number of times afailed attempt was made to get an
instance from the free pool

B823_EJBMssdCntRtSum
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Monitors

WebL ogic SPI Monitors policy group contains:

o collector policies
o WL SSPI-ConfigCheck policy

o WL SSPI-Performance policy

Collector Policies

Collector policies control what metrics are collected by running the collector/analyzer at the specified polling interval and defining the metrics
that are collected.

Collector Pollin
. 'no Description Metrics Collected
Policy Name Interval

WLSSPI-05min 5m Runs the WebL ogic Server SPI 1, 2, 61, 63, 70-81, 85, 245, 246, 260, 262-265, 270,
collector/analyzer every 5 minutes 278, 281-282

WL SSPI-15min 14m Runs the WebL ogic Server SE’I 5, 10-17, 25, 26, 35, 36, 225, 226, 238.251-256
collector/analyzer every 15 minutes

WLSSPI-1h 59m Runs the WebL ogic Server SPI

240-242
collector/analyzer every one hour

WL SSPI-ConfigCheck

WL SSPI-ConfigCheck isasingle policy. It checksif you have configured the managed node.

WL SSPI -Performance

WL SSPI-Performance is asingle policy that logs performance data every five minutes.
Related Topics:
e Lodfiles

e Golden Metrics

¢ Metric naming/numbering conventions

Metrics by number
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L ogfiles

L ogfile policies monitor WebL ogic Server-generated and WebL ogic SPI-generated logfiles. The information captured from these logfiles
includes changes to WebL ogic Server configurations and errors that occur in the operation of the WebL ogic Server or the WebL ogic SPI.

L ogfiles Policy Name Description
WebL ogic Logs Detects critical errors and warnings in the WebL ogic Server log file.
WL SSPI-Logfile-Monitor Callects information from a WebL ogic Server'slog file(s).
WL SSPI Error Log Monitors the WebLogic SPI error log and sends the error messages to the message browser.
WL SSPI JavaDiscovery Error Log| Monitors the WLSSPI Java Discovery Error Log.
WL SSPI Java Collector Error Log || Monitors the WLSSPI Java Collector Error Log.

Related Topics:

e Metrics
o Golden Metrics
o Metric naming/numbering conventions

e Policies
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WebL ogic L ogs

Description Detects critical errors and warningsin the WebL ogic Server log file.

Polling Interval | 30s

Severity Critica
Warning
Message .
WebL ogic
Group g
Help Text Probable Cause:

Critical - A message with the indicator "Emergency" or "Critical" was detected in the WebL ogic Server log file.
Warning - A message with theindicator "Notice," "Error,” or "Alert" was detected in the WebL ogic Server log file.

Suggested Action : See the WebL ogic Server documentation (manuals or online help) for more information about the
error.
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WL SSPI-L ogfile-M onitor

Description Collects information from a WebL ogic Server'slog file(s).

Polling Interval | 1m

Help Text N/A
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WLSSPI Error Log

Thislogfile policy monitors the WLSSPI log file located at %0vAgent di r % wasspi \ wi s\ | og\ wasspi _perl.log .

Description Monitors the WebL ogic SPI error log and sends the error messages to the message browser.
Polling Interval | 30s
Help Text Refer to the specific error message listed in WebL ogic SPI error messages for information about the error message.
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WL SSPI Java Discovery Error Log

Thislogfile policy monitors the WL SSPI discovery error log file located at %0vAgent di r % wasspi \ wl s\ | og\ Di scovery. | og.

Description | Monitorsthe WLSSPI Java Discovery Error Log.
Pollin
d 30s

Interval

Severity Normal
Major
Critica
Warning

M

=08 wissp

Group

Help Text Available for each error as detected: WASSPI-1 through WA SSPI-254. For detailed help text for all error messages, see
the specific error message listed in WebL ogic SPI error messages for information about the error message.
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WL SSPI Java Collector Error Log

Thislogfile policy monitors the WL SSPI collector error log file located at %0OvAgent di r % wasspi \ wl s\ | og\ Col | ector. | og.

Description | Monitorsthe WLSSPI Java Collector Error Log.
Pollin
d 30s

Interval

Severity Normal
Major
Critica
Warning

Messag

| wissp

Group

Help Text Available for each error as detected: WASSPI-1 through WA SSPI-254. For detailed help text for all error messages, see
the specific error message listed in WebL ogic SPI error messages for information about the error message.
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Configuration editor

The Smart Plug-in for Oracle WebL ogic Server (WebL ogic SPI) maintains a configuration that consists of property value assignments. The
configuration editor is a graphical user interface used to view and edit the configuration.

The configuration editor is used by the Discover or Configure WLSSPI tool.

Related Topics:

¢ Configuration
e Using the configuration editor
o Example configurations

« Configuration properties
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Configuration editor - getting started

The Smart Plug-in for Oracle WebL ogic Server (WebL ogic SPl) maintains a configuration that consists of property value assignments.

On the HPOM for Windows management server, the configuration maintains information for your entire environment and contains
information for all WebLogic Servers on all managed nodes.

On a managed node, the configuration contains information only for the WebL ogic Servers running on that node. Thisinformation is
extracted from the configuration on the management server.

Structure

The structure of the configuration is (lines beginning with "#" are treated as comments and ignored):

# d obal Properties

<config_property >=<value > ...

# GROUP Bl ock

GROUP <gr oup_name >
{

<nodenane > ...

}

# NODE Bl ock

NODE [ <group_nanme > | <nodenane >]

{

<config_property >=<value > ...

}

. Global Properties
. GROUP Block

. NODE Block
Ser ver -specific properties

Each property specified as SERVER<n >_config_property refersto a specific WebL ogic Server instance. When more than one WebL ogic
Server isrunning on a given managed node, the number <n > differentiates the servers. Numbering begins at "1" and each WebL ogic Server
instance is assigned a unique number.

Using the configuration editor, view, set, or edit server-specific properties by selecting the <Application_Server_Name> item in the

© Copyright 1999 - 2011 Hewlett-Packard Development Company, L.P. Page 147



WebLogic Application Server SPI Online Help

Application Serversfolder.

Configuration property precedence

The order of precedence of properties set in the configuration file are (listed from highest to lowest):
1. SERVER<n >_config_property (server-specific)
2. NODE nodename block config_property

3. NODE group_name block config_property

4. Global config_property

Primary node name

The <nodename > specified in a GROUP and NODE block is the primary node name configured in HPOM. To display the primary node
name, do the following:

1. Fromthe HPOM console, select Operations Manager — Nodes .
2. Right-click the node and select Properties.
3. Select the Network tab.

Configuration location

The location of the configuration file islisted for your convenience. Edit the configuration using the configuration editor only.

. Management server

. Windows managed node

. Unix managed node

Related Topics:

e Using the configuration editor
o Example configurations

e Configuration properties
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Components of configuration editor

The configuration editor is provided by the Smart Plug-in for Oracle WebL ogic Server (WebLogic SPI) to view and edit the configuration.
Y ou must update the configuration using this editor only.

The configuration editor has three components:

. Configuration editor - tree

« [E] Actionsto perform

. Configuration editor buttons

Related Topics:

o Configuration
o Example configurations

o Configuration properties
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Add Application Server

Add aWebL ogic Server instance at the global properties, GROUP, or NODE level in the WebLogic SPI configuration file.

To add an application server, do the following:

1. Right-click one of the following itemsin the tree: Defaults (global properties level), Application Servers (global properties level),
<Group_Name > (GROUP level), or <Node_Name > (NODE level) and select Add Application Server .

The "Configure WLSSPI Tool: Add App Server" window displays.

2. Enter the"Application Server Name." Thisisthe name as defined in the WebL ogic Server and is case-sensitive. The WebL ogic
administration console displays the server names of all configured application serversin adomain. Use these names for the
"Application Server Name."

3. Enter the "Application Server Port." Thisisthe port the WebL ogic Server listens on. The WebL ogic administration console displays the
port numbers of al configured application serversin adomain. Use these for the " Application Server Port."

4. Select OK .
The NAME and PORT properties are set.

The application server is added and its properties are displayed. Y ou may also set additional configuration properties for this server.
Refer to Set Configuration Properties tab for more information.

5. Select Saveto save your changes.

If you do not want to add this application server, right-click the application server name, select Remove Application Server , and select
Save.

Related Topics:

e Add Group

o Add Node

o Remove Application Server/Remove ALL App Servers
e Remove Group/Remove ALL Groups

o Remove Node/Remove ALL Nodes

e Set Configuration Properties tab

o View Configuration Settings tab

¢ Using the configuration editor
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Add Group

Assign nodes to a group that have common properties in the WebL ogic SPI configuration file.

To add a group, do the following:

1. Right-click any iteminthetree and select Add Group .

The"Configure WLSSPI Tool: Add Group" window displays.
2. Enter the "Group Name." The group name identifies the group of nodes with common properties and is NOT case-sensitive.

3. Select OK .

The group is added and the Set Configuration Properties tab for the group displays.

4. Select Add Nodeto Group , select one node from the list to add to the group, and then select OK . Repeat this step until all nodes are
added to the group.

5. Set the configuration properties for this group using the Select a Property to Set pulldown list. Refer to Set Configuration Properties
tab for more information.

6. Select Save to save your changes.
If you do not want to add the group, right-click the group name, select Remove Group , and select Save.

Related Topics:

e Add Application Server

e Add Node

» Remove Application Server/Remove ALL App Servers
¢ Remove Group/Remove ALL Groups

+ Remove Node/Remove ALL Nodes

o Set Configuration Properties tab

o View Configuration Settings tab

¢ Using the configuration editor
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Add Node

Add a managed node to the WebL ogic SPI configuration file.

To add a node, do the following:

1. Right-click any item in the tree and select Add Node.

If no additional managed nodes are available to add to the configuration file, the message "All available managed nodes have been
added to the configuration.” displays. Click OK to exit this action.

Otherwise, the "Configure WLSSPI Tool: Add Node" window displays.
2. From the pulldown menu, select a node to add.
3. Select OK .
The node is added and the Set Configuration Properties tab for the node displays.

4. Set the configuration properties for this node using the Select a Property to Set pulldown list. Refer to Set Configuration Properties
tab for more information.

5. Select Save to save your changes.
If you do not want to add the node, right-click the node name, select Remove Node, and select Save.

Related Topics:

e Add Application Server

e Add Group

o Remove Application Server/Remove ALL App Servers
¢ Remove Group/Remove ALL Groups

» Remove Node/Remove ALL Nodes

o Set Configuration Properties tab

o View Configuration Settings tab

e Using the configuration editor

© Copyright 1999 - 2011 Hewlett-Packard Development Company, L.P. Page 152



WebLogic Application Server SPI Online Help

Remove Application Server/Remove ALL App Servers

Remove aWebL ogic Server or al listed WebL ogic Servers from the WebL ogic SPI configuration file.

To remove an application server, do the following:

1. Right-click the application server name and select Remove Application Server .

The selected application server name is removed from the list and its configuration properties are removed from the configuration file.

2. Select Cancel to cancel the removal of the application server (the application server name appears the next time you run Discover or
Configure WLSSP!). In the "Confirm Cancel" window, select Exit without Save.

Otherwise, select Save to permanently remove the application server.

To remove ALL application servers, do the following:

1. Right-click the Application Servers folder and select Remove ALL App Servers.

The selected Application Servers folder and all application serverslisted in the selected folder are removed (all configuration properties
for the listed application servers are removed from the configuration file).

2. Select Cancel to cancel the removal of all application servers (the Application Servers folder and al application server names listed in
the folder appear the next time you run Discover or Configure WLSSPI). In the "Confirm Cancel" window, select Exit without Save .

Otherwise, select Save to permanently remove the application servers.

Related Topics:

e Add Application Server

e Add Group

o Add Node

¢ Remove Group/Remove ALL Groups
o Remove Node/Remove ALL Nodes

o Set Configuration Properties tab

o View Configuration Settings tab

e Using the configuration editor
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Remove Group/Remove ALL Groups

Remove aWebL ogic SPI group or all listed WebL ogic SPI groups from the WebL ogic SPI configuration file.

To remove agroup, do the following:

1. Right-click the group server name and select Remove Group .

The selected group is removed from the list and its configuration properties are removed from the configuration file.

2. Select Cancel to cancel the removal of the group (the group hame appears the next time you run Discover or Configure WLSSPI). In
the "Confirm Cancel" window, select Exit without Save .

Otherwise, select Save to permanently remove the group.

Toremove ALL groups, do thefollowing:

1. Right-click the Groups folder and select Remove ALL Groups.

The selected Groups folder and all groups listed in the selected folder are removed (all configuration properties for the listed groups are
removed from the configuration file).

2. Select Cancel to cancel the removal of al groups (the Groups folder and all group names listed in the folder appear the next time you
run Discover or Configure WLSSP!). In the "Confirm Cancel" window, select Exit without Save.

Otherwise, select Save to permanently remove the groups.

Related Topics:

e Add Application Server

e Add Group

o Add Node

o Remove Application Server/Remove ALL App Servers
o Remove Node/Remove ALL Nodes

o Set Configuration Properties tab

o View Configuration Settings tab

e Using the configuration editor
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Remove Node/Remove ALL Nodes

Remove a managed node or all listed managed nodes from the WebL ogic SPI configuration file.

To remove anode, do the following:

1. Right-click the node name and select Remove Node .

The selected node is removed from the list and its configuration properties are removed from the configuration file.

2. Select Cancel to cancel the removal of the node (the node name appears the next time you run Discover or Configure WLSSPI). In the
"Confirm Cancel" window, select Exit without Save .

Otherwise, select Save to permanently remove the node.

To remove ALL nodes, do the following:

1. Right-click the Nodes folder and select Remove ALL Nodes.

The selected Nodes folder and all nodes listed in the selected folder are removed (all configuration properties for the listed nodes are
removed from the configuration file).

2. Select Cancel to cancel the removal of al nodes (the Nodes folder and all node names listed in the folder appear the next time you run
Discover or Configure WLSSPI). In the "Confirm Cancel" window, select Exit without Save.

Otherwise, select Save to permanently remove the nodes.

Related Topics:

e Add Application Server

e Add Group

o Add Node

o Remove Application Server/Remove ALL App Servers
e Remove Group/Remove ALL Groups

o Set Configuration Properties tab

o View Configuration Settings tab

e Using the configuration editor
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Set Configuration Propertiestab

Set WebL ogic SPI configuration properties at the global propertieslevel or for the selected application server(s), group(s) (GROUP level ), or
node(s) (NODE level ).

Itemswith the E=I" icon are the only items for which you can set the configuration properties (Default Properties and
<Application_Server_Name >).

To set the configuration properties of an item, select the item and click the Set Configuration Properties tab in the right pane.
Setting a property
To set aproperty, do the following:

1. Select aproperty from the "Select a Property to Set" pulldown menu.

2. Select Set Property . The property and an empty value field appear in the table.
3. Click the empty value field and enter avalue.

4. Repeat steps 1 - 3 for each property to set.

5. Click Save.

D NOTE:
For the LOG N and PASSWORD properties, when you select Set Property , a separate window displays. Enter the login and password values
in this window.

For more information about individual properties, see Configuration properties .

Modifying a property
To modify a property (except LOG N) in the configuration file, do the following:

1. Select the property from the table.

2. Double-click the value field.

3. Edit the value.

4. Repeat steps 1 - 3 for each property to modify.
5. Click Save.

Tomodify the LOG N property in the configuration file, do the following:
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5.

Select LOG N PASSWORD from the " Select a Property to add" pulldown menu.

Select Set Property . The"Set Access Info for Default Properties' window displays.

Enter the new password and verify password.
Click OK .

Click Save.

For more information about individual properties, see Configuration properties .

Removing a property

To remove a property from the configuration file, do the following:

4,

Select the property from the table.
Click Remove Property .
Repeat steps 1 - 2 for each property to remove.

Click Save.

Related Topics:

e Add Application Server

e Add Group

e Add Node

o Remove Application Server/Remove ALL App Servers

¢ Remove Group/Remove ALL Groups

o Remove Node/Remove ALL Nodes

o View Configuration Settings tab

e Using the configuration editor
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View Configuration Settingstab

View al WebLogic SPI configuration properties set in the configuration file on the HPOM management server or the WebL ogic SPI
configuration properties for the selected application server(s), group(s), or node(s).

To view the configuration properties of an item, select theitem and click the View Configuration Settings tab in the right pane.

The following table describes the view when the specified item is selected.

Item Name Description of View

Application Servers View al configuration properties set for all the listed application servers.

<Application_Server_Name || View all configuration properties set for the application server (these properties can be modified by selecting

> the Set Configuration Propertiestab ).

Configurations View all configuration properties saved in the configuration file on the HPOM management server.

Default Properties View al set configuration properties (these properties can be modified by selecting the Set Configuration
Propertiestab)

Defaults View al configuration properties set at the global propertieslevel .

Groups View all configuration properties set for all the listed groups.

<Group_Name > View all configuration properties set for the specific group.

Nodes View al configuration properties set for al the listed nodes.

<Node_Name > View all configuration properties set for the specific node.

View Inherited Properties

A View Inherited Properties check box appears near the bottom of the window. By selecting this check box, the view of the configuration
properties changes to show all inherited properties (those properties defined at a global properties level or GROUP level ) that affect the
selected item. Inherited properties are denoted by "<*>" appearing after the property.

By unselecting this check box, the view shows only the configuration properties set at that level for the selected item.

Inherited properties can only be modified at the level they are set. If "<*>" appears after the property, it cannot be modified at that level. For
example, if the property HOMVE is set at the global properties level (under the Defaults folder), it can only be modified in the Default Properties
listed under the Defaults folder. Although HOVE appears (with "<*>" after it) in a <Group_Name >'s Default Properties view, HOVE cannot be
modified at thislevel.

Properties set lower in the tree take precedence over those properties set higher in the tree. For example, if the property HOVE is set at the
global properties level (under the Defaults folder) and the property HOVE is set at the GROUP level, the GROUP level property value takes
precedence.

Configuration property precedence is as follows (listed from highest to lowest):
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1. Server-specific
2. NODEIlevel
3. GROUP level

4. globa properties|evel

Related Topics:

o Add Application Server

e Add Group

e Add Node

o Remove Application Server/Remove ALL App Servers
e Remove Group/Remove ALL Groups

o Remove Node/Remove ALL Nodes

e Set Configuration Properties tab

¢ Using the configuration editor
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Example configurations

The Smart Plug-in for Oracle WebL ogic Server (WebLogic SPI) sample configurationsillustrate various features and utilization methods.
Lines preceded by "#' are treated as comments and are ignored.

To display this sample configuration at the Defaults level select View Configuration Settingstab .

Select an exampleto view:

Petstore

This example shows WebL ogic's pet store application server sample.

(Click theimageto makeit larger or smaller.)

LOA N = webl ogi ¢
PASSWORD = password

NODE nyserver

{
BEA HOVE_LI ST = C:./bea; C. / beal,
HOVE = C:./beal/ webl ogi c700

SERVER1_ADM N_HOST = nyserver.com
SERVER1_ADM N_PORT = 7001
SERVER1_JAVA HOME = C:/bea/jdk131_06
SERVER1_NAME = pet st oreServer
SERVER1_PORT = 7001

SERVER1_VERSION = 10.1.3

}

Related Topics:

¢ Configuration
» Using the configuration editor

o Configuration properties
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Configuration properties

The Smart Plug-in for BEA WebL ogic Server (WebLogic SPI) maintains a configuration that consists of property value assignments.
If you are not using the discovery process, set al the required properties.

Thetablelists, in this order, required configuration properties , conditional configuration properties, and optional configuration properties
.To display a description of the property, click the property name in the table below, or use the pull-down menu at the bottom of the page. To
display the descriptions of all properties based on configuration requirements (required, conditional, or optional), use the pull-down menu at
the bottom of the page.

>
Property Configuration Au’Fomati cally Discovery Level of Conflguration
Discovered Default Properties| Application Server

HOME Required v Required v v’
JAVA_HOME Required v Required v v’
LOGIN Required Required v v’
NAME Required v’ N/A v
PASSWORD Required Required v v
PORT Required v N/A v
ADDRESS Conditional v * Conditional v
ADMIN_HOST Conditional v N/A v
ADMIN_PORT Conditional v N/A v
ADMIN_PORTS Conditional Conditional v
ALIAS Conditional N/A v’
BEA_HOME _LIST Required v Required v
JMB_JAVA_HOME Conditional Optional v v’
COLLECT_METADATA | Conditional Optional v v
IJMX_CLASSPATH Conditional N/A v v’
KEY STORE Conditional N/A v v’
LAUNCH_DIR Conditional N/A v v
LOGFILE Conditional N/A v’
NODE_NAMES Conditional Conditional v
PASSPHRASE Conditional N/A v v’
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PROTOCOL Conditional N/A v v
RMID_PORT Conditional N/A v
RMID_START TIME | Conditional N/A v

START_CMD Conditional N/A v’
STOP_CMD Conditional N/A v
USER Conditional N/A v v
VERSION Conditional v N/A v’
URL_PATH Conditional N/A v’
EXCLUDE_SAMPLES Optional N/A v v’
GRAPH_SERVER Optional N/A v

GRAPH_URL Optional N/A v

TIMEOUT Optional N/A v v
TYPE Optional N/A v v’
Related Topics:

e The configuration
e Using the configuration editor

o Example configurations
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Reportsand graphs

In addition to metric reports and operator-initiated graphs, the Smart Plug-in for Oracle WebL ogic Server (WebL ogic SPI) provides alimited
version of HP Reporter reports and HP Performance Manager graphs. These reports and graphs show consolidated data on server performance
and availability on all WebL ogic Server systems.

Reports are:

e generated daily at 2 A.M.

» not available until after one full day of metric collection (the"SPI for WebL ogic Server" folder does not appear until then).

Graphs are:

o generated at thetime they arerun.

o areavailable after installing the WebL ogic SPI (the "SPI for WebL ogic Server" folder is available), but display an error message if they are
run before data has been collected.

The WebL ogic SPI can be integrated with HP Reporter and HP Performance Manager (both products must be purchased separately) to
provide additional reporting and graphing flexibility and capabilities.

For more information about integrating the WebL ogic SPI with HP Reporter and HP Performance Manager, see the HP Operations Smart
Plug-in for Oracle WebLogic Server Installation and Configuration Guide .

Related Topics:

e Tools

e Policies
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HP Reporter Reportsfor the WebL ogic SPI

The reports available through the integration of Reporter and the WebL ogic SPI show consolidated data on server performance and
availability on all WebL ogic Server systems. In addition, other reports show data for single systems. These reports are available one day after
you install the WebL ogic SPI report package on the Reporter Windows system.

The following tables show pre-defined reports.

Reportsfor All Systems - WebL ogic Perfor mance

Report Title

Description

EJB Free Pool Wait
Rate - Top 20

Shows the number of requests for an EJB per minute that had to wait for an instance of the EJB to become
available from this EJB’ s free pool.

The top 20 servers are selected based on the highest average number of requests per minute over the reporting
period.

EJB Timeout Rate -
Top 20

Shows the number of requests for an EJB that timed out per minute while waiting for an instance of the EJB to
become available from this EJB’ s free pool. The top 20 servers are selected based on the highest average number
of timeouts per minute over the reporting period.

EJB Transaction
Throughput - Top 20

Shows the average number of transactions processed per second by EJBs.
The top 20 servers are selected based on the highest average number of transactions processed per second over
the reporting period.

Server Queue
Throughput - Top 20

Shows the average number of requests processed by a server’ s execute queue per second.

Note that a server may have more than one execute queue.

The top 20 server queues are selected based on the highest average number of requests processed per second over
the reporting period.

Server Queue
Utilization - Top 20

Shows the utilization of the server’s execute queue thread pool as a percent of the number of threads configured
for the pooal.
The top 20 server queues are selected based on the queue utilization mean value.

Servlet Average
Response Time - Top
20

Shows the average response time for the top 20 servlets.
The top 20 servlets are selected based on the highest average number of requests per second for the servlet over
the reporting period.

Servlet Request Rates
-Top 20

Shows the number of servlet requests per second by a server.

The top 20 servers are selected based on the highest average number of servlet requests per second for the server
over the reporting period.

Along with the servlet name, the associated application nameis also displayed.

Transaction
Throughput - Top 20

Shows the average number of transactions processed per second for each server.
The top 20 servers are selected based on the highest average number of transactions processed per second over
the reporting period.
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WebL ogic Availability

Report Title

Description

Server Availability

Contains adaily histogram showing the percentage of uptime. In addition, atrend line provides the
number of measurements performed, indicating how much data was available to determine availability.
Uptime and downtime are measured by the WebLogic SPI. A lower than expected trend line may indicate
systems were unavailable or the data collection was not running.

DB Connection Pools
Throughput vs. Connection
Utilization - Top 20

Compares the throughput vs. the utilization of the DB connection pools on the server.

Throughput is the number of connections allocated by a DB connection pool per second. The utilization
of aconnection pool is the number of connections being used as a percent of the maximum capacity
configured for the pool.

The top 20 Servers are selected based on the highest average of throughput over the reporting period.

Stateful and Entity EJB Cache
Hits- Top 20

Shows the percent of time arequest to access a bean from an EJB’ s cache succeeded for the server.
The top 20 EJBs are selected based on the highest average cache hit percent over the reporting period.
Stateful and entity EJBs are included in this data.

Throughput vs. Utilization Of
JMS Server by Message Size -
Top 20

Compares the throughput vs. utilization of the IMS Servers on the server based on the size of IMS
messages.

The throughput is the number of IM S messages processed by a JM S server per second. The utilization of
the message queue is the total size of the messages being processed as a percent of the maximum size
configured for the queue.

The top 20 Servers are selected based on the highest average of throughput over the reporting period.

Throughput vs. Utilization Of
JMS Server by Message
Count - Top 20

Compares the throughput vs. utilization of the IMS Servers on the server based on the number of IMS
messages.

The throughput is the number of IM S messages processed by a JM S server per second. The utilization of
the message queue is the number of messages being processed as a percent of the maximum number of
messages configured for the queue.

Thetop 20 Servers are selected based on the highest average of throughput over the reporting period

Server Availability Details

Contains spectrum graphs showing minutes of uptime by day and hour for the system. Uptime and
downtime are measured by the WebL ogic SPI. “No Data” may include system downtime or data
collection not running. Graphs are based on measured uptime and downtime only (i.e. standby = down).
The spectrum graphs use color to indicate the uptime percentage during each hour of each day.

Server Queue Throughput vs.
Utilization - Top 2

Shows the throughput vs. the utilization of the server execute queues on the server. The throughput is the
number of requests processed by a server queue per second.

The utilization of the server queue is the number of busy threads in the server queue thread pool asa
percent of the number of threads configured for the pool.

Thetop 20 Servers are selected based on the highest average of throughput over the reporting period.

Transaction Throughput - Top
20

Shows the average number of transactions processed per second for each server on the system.
The top 20 servers are selected based on the highest average number of transactions processed per second
over the reporting period.
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Shows the number of requests per second for servlets on the server.
Servlet Requests - Top 20 The top 20 servlets are selected based on the highest average number of requests per second for the servlet
over the reporting period.

Shows the percent of processed transactions that had to be rolled back for the server.
Transaction Rollbacks Each color in the chart bar represents the amount of the rollback percent that is attributable to each error

category.
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Data Store Detailsfor Reports

The WebL ogic SPI creates the following data store details for reports for WebL ogic Server.

Report Name

Report Table
Name

Report Table
Attributes

Data Store Class
Name

Poalicy L ogging
Data

a wls_availability.rpt
g _wls_availability.rpt
s wls_availability _details.rpt
a wls_availability.rpt
g _wls_availability.rpt
s wls_availability _details.rpt

a wls perf_server_tput_top.rpt
g _wls perf_server_tput_top.rpt
s wls perf load exec_queues.rpt
a wls perf _server_tput_top.rpt
g _wls perf_server_tput_top.rpt
s wls perf load exec_queues.rpt

a wls load_exec_util_top.rpt
g _wls load exec util_top.rpt
s wls perf_load_exec _queues.rpt
a wls load_exec_util_top.rpt
g wls load exec util_top.rpt
s wls perf load_exec queues.rpt

a wls load ejb_pool_rate top.rpt
g wls load_gb_pool_rate top.rpt
a wls load_ejb_pool_rte top.rpt

g _wls load_ejb_pool_rate top.rpt

a wls load_ejb_timeout_rate top.rpt

a wls load_gb_timeout_rate_top.rpt

g wls load_ejb_timeout_rate top.rpt

g wlis load_ejb_timeout_rate top.rpt

a wls_perf_gib_trans tput_top.rpt
g _wls perf_gb_trans tput_top.rpt
a wls perf_ejb_trans tput_top.rpt
g wls_perf_ejb_trans tput_top.rpt

WLSSPI-05min

WL SSPI-15min

WLSSPI_0011
WL SSPI-15min

WLSSPI_0025
WLSSPI-15min

WLSSPI_0026
WLSSPI-15min

WLSSPI_0035
WLSSPI-15min
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s wls trans_rollback_percent.rpt WLSSPI_0072
s wils_trans rollback_percent.rpt WL SSPI-05min
s wls_trans_rollback_percent.rpt WLSSPI_0073
s wls_trans _rollback_percent.rpt WL SSPI-05min

ID
s wls_trans rollback_percent.rpt SYSTEMNAME WLSSPI_0074
s wls _trans _rollback_percent.rpt DATETIME WL SSPI-05min
GMT
s wls trans_rollback_percent.rpt SHIFTNAME WLSSPI_0075
s wis trans rollback_percent.rpt WEBLOGIC METRICID WEBLOGIC WLSSPI-05min
OBJECTNAME
SERVERNAME
a wls perf_trans tput_top.rpt SORTID
gyl i
e perf. Trans ?pl'i’t to';rpt VALUEID WL SSPI-05min
- - = APPLICATIONNAME
g _wls perf_trans tput_top.rpt
s wls trans_throughput.rpt
s wls state ejb_cache _util_top.rpt WLSSPI_0238
s wls state gjb_cache util_top.rpt WLSSPI-15min
a wls servlet_exec_time_top.rpt
g Wwls servlet_exec time_top.rpt
s wls servlet_request rate.rpt WLSSPI_0240
a wls servlet_exec_time_top.rpt WLSSPI-1h
g wls servlet_exec time_top.rpt
s wls servlet_request_rate.rpt
a wls load_svit_req top.rpt
a wls servlet_exec_time_top.rpt
g wls load svit req top.rpt
g_wls servlet_exec_time top.rpt
s wls servlet_request_rate.rpt WLSSPI_0242
a wls load_svit_req top.rpt WLSSPI-1h
a wls_servlet_exec_time_top.rpt
g wls load svit req top.rpt
g Wwls servlet_exec time_top.rpt
s wls servlet_request rate.rpt
s wls perf load_jms_servers msg.rpt WLSSPI_0251
s wis perf_load jms_servers msg.rpt WL SSPI-15min
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s wls perf load jms_servers byte.rpt WLSSPI_0252
s wls perf load jms_servers byte.rpt WLSSPI-15min
I f | j .
s wis perf_load _1 ms_servers msg.rpt WLSSPI-15min
s wls perf_load_jms_servers msg.rpt
I f | j .
s wls perf_load _1 ms_servers_byte.rpt WLSSPI-15min
s wls perf_load_jms servers byte.rpt
s wls perf_load_jdbc_conn_pools.rpt WLSSPI_0260
s wls perf_load jdbc_conn_pools.rpt WL SSPI-05min
I j :
s wls perf_load _J_dbc_conn |_pools.rpt WLSSPI-05min
s wls perf_load jdbc_conn_pools.rpt
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Graphing Metrics

The following tables show the graphs available for mapping collected metric values. If you want to view the graph for any of the metrics
included in the following tables, you can use the View Graphstool. A graph of the metric aswell as other related metrics appears in your web
browser.

Cluster

Graph Label Metric Name Metric Description

Cluster Outgoing Message Failure
going B080_ClsOutMesFailRt | Number of multicast messages per minute resent to cluster.

Rate
Cluster Incoming Message Failure Number of multicast m es per minute from cluster lost by the
Ral;e " ) BO81_ClsinMesFailRt ;Ver ulticast messages per minu u y

Enterprise Java Beans (EJB)

Graph Label Metric Name Metric Description

Aggregate EJB Free Pool

Wait Rate B025 EJBFreePoolWtRt | Number of times per minute that no EJB beans were available from the free pool.

EJB Timeout Rate B026_EJBTimeoutRt Number of times per minute a client timed out waiting for an EJB.

EJB Transaction

B035 EJBTranThruRt Number of EJB transactions per second.
Throughput Rate

EJB Transaction Rollback

Rate B036_EJBTranRbRt Number of EJB transactions rolled back per second.

Total number of times a bean instance from the pool was destroyed due to a non-

Destroyed Total Count B822 DstroydTICnt o . . .
4 - 4 application Exception being thrown from it

EJB Missed Count Rate B823 EJBMssdCntRtSu

um m Number of times afailed attempt was made to get an instance from the free pool

Server Status (Server stat)
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Graph Label

Metric Name

Metric Description

Socket Traffic Rate

B013_ SocketTrafficRt

Number of socket connections opened per second.

Active Socket Count

B014_ActiveSocketCnt

Number of socket connections opened.

JDBC Connect Pool Wait Count

B061_JDBCConPIWtCnt

Number of clients waiting for a connection from the connections pools.

Invalid Login Attempts Count

BO85_InvLoginAttCnt

Number of invalid login attempts.

Timer Services Throughput Rate

B091_TimeSerThruRt

Number of triggers executed per second.

Server Restart Required

B820_SrvrRestReqgrd

Server Restart Required

Transaction

Graph Label

Metric Name

Metric Description

Transaction Average Time

B070_TranAveTime

Average commit time for transactions.

Transaction Rollback Percent

B071_TranRollbackPct

Percentage of transactions rolled back, based on the total.

Transaction Resource Error Rollback Percent

B072_TranResErrRbPct

Percentage of the transactions rolled back due to resource
error.

Transaction Application Error Rollback
Percent

B073_TranAppErrRbPct

Percentage of transactions rolled back due to application error.

Transaction Time Error Rollback Percent

B074_TranTimErrRbPct

Percentage of transactions rolled back due to atimeout error.

Transaction System Error Rollback Percent

BO75_TranSysErrRbPct

Percentage of the transactions rolled back, based on system
error.

Transaction Throughput Rate

B076_TranThruRate

Number of transactions processed per second.

Transaction Heuristic Count

BO77_TranHeurCnt

Percentage of transactions returning a heuristic decision.

JVM

Graph Label

Metric Name

Metric Description

JVM Memory Utilization Percent

BO05_JVMMemuUtilPct

Percentage of heap space used in the VM.

JVM Heap Free Memory

B819 JVMHeapFreeMem

JVM Heap Free Memory in kilobytes

ThreadPool
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Graph Label | Metric Name Metric Description
Suspended B821 Suspnded | RequestManager Suspended
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Data Store Detailsfor Graphs

The WebL ogic SPI creates the following data store details for graphs for WebL ogic Server.

Graph Name

Policy Logging Data

Spec File

Data StoreData Class

JVM Utilization

WLSSPI_0005
WL SSPI-15min

WLSSPI_0010
WL SSPI-15min

ThreadPool

WLSSPI_0011
WL SSPI-15min

WLSSPI_0012
WL SSPI-15min

WLSSPI_0013
WL SSPI-15min

Server Statistics

WLSSPI_0014
WL SSPI-15min

WLSSPI_0015
WL SSPI-15min

WLSSPI_0025
WLSSPI-15min

WLSSPI_0026
WLSSPI-15min

EJB Performance

WLSSPI_0035
WLSSPI-15min

WLSSPI_0036
WLSSPI-15min

AP A Al VATl

WLSSPI_0061
WLSSPI-05min
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JUBLU FUUI vwdlls

WLSSPI_0063
WLSSPI-05min

Transaction Performance

WLSSPI_0070
WLSSPI-05min

Transaction Rollback Percent

WLSSPI_0071
WL SSPI-05min

WLSSPI_0072
WL SSPI-05min

WLSSPI_0073
WL SSPI-05min

Transaction Rollback Analysis

WLSSPI_0074
WL SSPI-05min

WLSSPI_0075
WL SSPI-05min

WLSSPI_0076
WL SSPI-05min

Transaction Performance

WLSSPI_0077
WL SSPI-05min

Server Statistics

WLSSPI_0078
WL SSPI-05min

Transaction Performance

WLSSPI_0079
WL SSPI-05min

WLSSPI_0080
WL SSPI-05min

Cluster

WLSSPI_0081
WLSSPI-05min

Security

WLSSPI_0085
WLSSPI-05min

WLSSPI_0283
WLSSPI-15min

wasspi_wls _graph.sp

wasspi_wls _graph
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WLSSPI_0284
WL SSPI-15min

WLSSPI_0285
WL SSPI-15min

ThreadPool

WLSSPI_0286
WL SSPI-15min

WLSSPI_0287
WL SSPI-15min

WLSSPI_0288
WLSSPI-15min
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Error messages

The listed error messages result from conditions detected in the operation of the Smart Plug-in for Oracle WebL ogic Server (WebLogic SPI),
not WebL ogic itself. Click on the error message number to display detailed information about that error message.

>

1-21 21-43 201 - 223 224 - 254

WASSPI-1 WASSPI-21 | WASSPI-201 | WASSPI-224
WASSPI-2 WASSPI-23 | WASSPI-202 | WASSPI-225
WASSPI-3 WASSPI-24 | WASSPI-203 | WASSPI-226
WASSPI-4 WASSPI-26 | WASSPI-204 | WASSPI-227
WASSPI-5 WASSPI-27 | WASSPI-205 | WASSPI-228
WASSPI-6 WASSPI-28 | WASSPI-206 | WASSPI-229
WASSPI-7 WASSPI-29 | WASSPI-207 | WASSPI-230
WASSPI-8 WASSPI-30 | WASSPI-208 | WASSPI-231
WASSPI-9 WASSPI-31 | WASSPI-209 | WASSPI-232
WASSPI-10 | WASSPI-32 | WASSPI-210 | WASSPI-233
WASSPI-11 | WASSPI-33 | WASSPI-211 | WASSPI-234
WASSPI-12 | WASSPI-34 | WASSPI-212 | WASSPI-235
WASSPI-13 | WASSPI-35 | WASSPI-213 | WASSPI-236
WASSPI-14 | WASSPI-36 | WASSPI-214 | WASSPI-237
WASSPI-15 | WASSPI-37 | WASSPI-215 | WASSPI-238
WASSPI-16 | WASSPI-38 | WASSPI-216 | WASSPI-241
WASSPI-17 | WASSPI-39 | WASSPI-218 | WASSPI-244
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WASSPI-18 | WASSPI-40 | WASSPI-219 | WASSPI-245
WASSPI-19 | WASSPI-41 | WASSPI-220 | WASSPI-247
WASSPI-20 | WASSPI-42 | WASSPI-221 | WASSPI-248
WASSPI-43 | WASSPI-222 | WASSPI-254
WASSPI-223 | Unknown
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WASSPI-1

Description | Unable to create the lock file <filename> . File already exists.
Severity Critical
Help Text | Probable Cause

Temporary lock files are used to avoid collisions when multiple WebL ogic SPI data collector processes attempt to access the
same datafile. This error occurs when the lock file cannot be created after several attempts because it already exists.

Suggested Action
If afile by the same name already exists, it may not have been deleted by a previous run of the WebL ogic SPI data collector.
Y ou should delete this file manually.
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WASSPI -2

Description | Cannot access the SPI configuration.

Severity Critical

Help Text | Probable Cause

A WLSSPI configuration file could not be located or accessed. Either the file does not exist or there was a problem reading
thefile.

Suggested Action

1. Verify that the WebLogic SPI has been configured correctly by running the SPI Admin —Verify toal. If the
configuration is not correct, run the SPI Admin — Discover or Configure WL SSPI toal to reinstall the files.

2. Refer to the text following the error message in the WL SSPI error log to help identify the underlying cause of the
problem, for example, an 1/O exception. Y ou can view the SPI error log for a managed node by using the SPI Admin
—= View Error Filetool. The error message can beidentified by the date/time stamp.
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WASSPI -3

Description || Error parsing command line.
Severity Critical
Help Text | Probable Cause

The WebL ogic SPI data collector command lineisincorrectly specified in adeployed policy.

Suggested Action

1. Refer to the text following the error message in the WebL ogic SPI error log to help identify the data collector
command line syntax error. Y ou can view the SPI error log for amanaged node by using the SPI Admin — View
Error Filetool. The error message can be identified by the date/time stamp.

2. Correct the policy that contains the incorrect command line and redeploy. Refer to the HP Operations Smart Plug-in
for BEA WebLogic Server Installation and Configuration Guide for more information on the WebL ogic SPI data
collector command line.
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WASSPI -4

Description || Error getting the metric definitions.
Severity Critical
Help Text | Probable Cause

The WebL ogic SPI data collector could not read the metric definitions XML document. This error can be caused by a
missing configuration property, an 1/O error, an XML parsing error, amissing file, or a corrupted serialized datafile.

Suggested Action

1. Refer to thetext following the error message in the WL SSPI error log to help identify the underlying cause of the
problem. Y ou can view the SPI error log for a managed node by using the SPI Admin — View Error Filetool. The
error message can be identified by the date/time stamp.

2. If the UDM_DEFINITIONS FILE property is missing from the WLSSPI configuration, run the SPI Admin —
Discover or Configure WL SSPI tool with the managed node selected.

3. If the problem iswith the metric definitionsfile (Met ri cDef i ni ti ons. xm ) that is shipped with the WebL ogic
SPI, run the SPI Admin — Discover or Configure WL SSPI tool with the managed node selected.

4. |f the problem iswith a user-defined metric definitions file that is not shipped with the WebL ogic SPI, verify that this
XML file adherestothe Met ri cDef i ni ti ons. dt d specification. Refer to the HP Operations Smart Plug-in for
BEA WebLogic Server Installation and Configuration Guide for more information on writing user-defined metrics.
Reinstall your user-defined metric definition file. Run the SPI Admin — View Error Filetool. The error message
can be identified by the date/time stamp.

5. If the UDM_DEFINITIONS_FILE property is missing from the WL SSPI configuration, run the SPI Admin —
Discover or Configure WL SSPI tool and verify that the UDM_DEFINITIONS_FILE property in the SPI
configuration is specified correctly.

6. If the underlying error is'ClassNotFound', the thisis an internal error. Report this to HP support.
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WASSPI-5

Description || Error processing metric <metric_number> .
Severity Major
Help Text | Probable Cause

An error occurred while trying to collect data or perform calculations for the specified metric.

Suggested Action

Refer to the text following the error message in the WebL ogic SPI error log to help identify the underlying cause of the
problem. The error messages previous to this one may aso provide more information about the problem. Y ou can view the
SPI error log for amanaged node by using the SPI Admin — View Error File tool. The error message can be identified by
the date/time stamp.
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WASSPI -6

Description | Required property <property_name> is missing from the WLSSPI configuration.

Severity Major

Help Text | Probable Cause
The specified required property is missing from the WebL ogic SPI configuration file.

Suggested Action

1. Run the SPI Admin — Discover or Configure WL SSPI tool. Verify that you have specified the correct server
information for the WebL ogic servers on this managed node.

2. Verify the property is specified correctly in the WL SSPI configuration file
(/var/ opt/ OV/ conf/w sspi/ Si teConfig or/var/| pp/ OV conf/w sspi/ SiteConfigonUNIX platforms or
<% vAgent Di r %\ wasspi\w s\ conf\ Sit eConfi g on Windows platforms) on the managed node.
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WASSPI -7

Description | Unable to contact server <server_name> at url=<URL> , port=<port> .

Severity Major

Help Text | Probable Cause
The specified server is not running at the specified port.

Suggested Action

1. Runthe Discover or Configure WLSSPI tool from the SPI Admin tools group. Verify that you have specified the
correct server name and port information for the WebL ogic servers on this managed node.

2. Verify that the WebL ogic server is running on the managed node.
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WASSPI -8

Description || Error saving graphing or reporting data to file <file_name> .
Severity Critical
Help Text | Probable Cause

The specified graphing or reporting data file could not be found or an 1/0 error occurred when trying to access thefile.

Suggested Action

1. Refer to the text following the error message in the WebL ogic SPI error log to help identify the underlying cause of the
problem. Y ou can view the SPI error log for amanaged node by using the SPI Admin — View Error Filetool. The
error message can be identified by the date/time stamp.

2. ldentify the steps to reproduce the problem..
3. Run the SPI Admin — Start Tracing tool to turn on tracing. Try to reproduce the problem.

4. Run the SPI Admin — Self-Healing I nfo tool. Contact HP support with the information gathered by this tool.

© Copyright 1999 - 2011 Hewlett-Packard Development Company, L.P. Page 186




WebLogic Application Server SPI Online Help

WASSPI-9

Description | Unableto retrieve property <property_name> .

Severity Critical

Help Text | Probable Cause
A required property is missing from one of the WebL ogic SPI configuration files.

Suggested Action

1. Refer to the text following the error message in the WebL ogic SPI error log to help identify the missing property. Y ou
can view the SPI error log for amanaged node by using the SPI Admin — View Error Filetool. The error message
can be identified by the date/time stamp.

2. Run the SPI Admin — Discover or Configure WL SSPI tool. Verify that you have specified the correct information
for the WebL ogic servers on the managed node in question.
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WASSPI-10

Description | Encountered problem accessing file <filename> .
Severity Critical
Help Text | Probable Cause

The specified file could not be found, created, or accessed. Thisfile could be atemporary file.

Suggested Action

1. Refer to the text following the error message in the WebL ogic SPI error log to help identify the file in question and the
underlying cause of the problem. Y ou can view the SPI error log for a managed node by using the SPI Admin —
View Error Filetool. The error message can be identified by the date/time stamp.

2. Veify that you have enough disk space to create temporary files.
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WASSPI-11

Description | No servers have been specified in the WebL ogic SPI configuration file.
Severity Critical
Help Text | Probable Cause

The number of WebL ogic servers specified in the WebL ogic SPI configuration file for the managed node in question is 0.

Suggested Action

1. Run the SPI Admin — Discover or Configure WL SSPI tool. Verify that you have specified the correct server name
and port information for the WebL ogic servers on this managed node.

2. Verify that the property, NUM_SERVERS, in the WebL ogic SPI configuration file
(/ var/ opt / OV/ wasspi / W s/ conf/ Si t eConfi g on UNIX platforms or <%vAgent Di r %
\wasspi \ W s\ conf\ Si t eConfi g on Windows platforms) is set to the number of WebL ogic servers on this managed

node.
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WASSPI-12

Description | Command <command> returned error exit code <exit code> .

Severity Critical

Help Text | Probable Cause
The command started by the WL SSPI collector has returned an error (non-zero) exit code.

Suggested Action

1. Identify the steps to reproduce the problem.

2. Run the SPI Admin — Start Tracing tool to turn on tracing.
3. Reproduce the problem.

4. Run the SPI Admin — Stop Tracing tool to turn off tracing.

5. Run the SPI Admin — Self-Healing Info tool. Contact HP support with the information gathered by thistool.
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WASSPI-13

Description | Exception occurred while running an opcmon process.

Severity Critical

Help Text | Probable Cause
The WebL ogic SPI data collector attempted to run a process to execute an opcmon call. Either the process could not be
created or was interrupted.

Suggested Action
For Unix systems make sure the kernel configurable parameters NPROC and MAXUPRC are set high enough to allow
process creation.
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WASSPI-14

Description | Unableto find file <file_name> .

Severity Critical

Help Text | Probable Cause
A file required by the WebL ogic SPI data collector could not be found.

Suggested Action
1. Refer to the text following the error message in the WebL ogic SPI error log to help identify the file in question and the

underlying cause of the problem.Y ou can view the SPI error log for a managed node by using the SPI Admin — View
Error Filetool. The error message can be identified by the date/time stamp.

2. Run the SPI Admin — Discover or Configure WL SSPI tool with the managed node selected.
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WASSPI-15

Description | Error parsing XML document <file_name> .
Severity Critical
Help Text | Probable Cause

An error occurred while parsing the specified XML document.

Suggested Action

1. Refer to the text following the error message in the WebL ogic SPI error log to help identify the underlying cause of the
problem. Y ou can view the SPI error log for amanaged node by using the SPI Admin — View Error Filetool. The
error message can be identified by the date/time stamp.

2. If the XML document was provided by the user, correct the document. Refer to the HP Operations Smart Plug-in for
BEA WebLogic Server Installation and Configuration Guide for more information about the correct format for a user-
defined metric definition document.

3. If the XML document is a document that is shipped with the WebL ogic SPI, run the SPI Admin — Discover or
Configure WL SSPI to reinstall the WebLogic SPI configuration files.
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WASSPI-16

Description | A bad filter was specified for metric <metric_number> .
Severity Major
Help Text | Probable Cause

A metric filter isincorrectly specified in the metric definitions XML document.

Suggested Action

1. If themetricis specified in an XML document that was provided by the user, correct the document. Refer to the HP
Operations Smart Plug-in for BEA WebLogic Server Installation and Configuration Guide for more information about
the correct format for a user-defined metric definition document.

2. If the metric is a pre-defined metric that is shipped with the WebL ogic SPI, run the SPI Admin — Discover or
Configure WL SSPI to reinstall the WebLogic SPI configuration files.
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WASSPI-17

Description | Could not access MBean server on server <server_name> at url=<URL> , port=<port_number> .
Severity Critical
Help Text | Probable Cause

A problem occurred while the WebL ogic SPI data collector was requesting access to the IMX MBean server on the
WebL ogic server. This could be caused by:

3.

The INDI lookup to find the IMX Mbean server in the application server failed.

The login name specified in the WebL ogic SPI configuration file does not have the correct permissionsin the
application server.

The password specified in the WebLogic SPI configuration file isincorrect.

Suggested Action

1.

Refer to the text following the error message in the WebLogic SPI error log to help identify the underlying cause of the
problem. Y ou can view the SPI error log for a managed node by using the SPI Admin — View Error Filetool. The
error message can be identified by the date/time stamp.

Run the SPI Admin — Discover or Configure WL SSPI tool. Verify that the LOGIN and PASSWORD properties
are correct for the server in question.

In the WebL ogic Administration Console, verify that the user isavalid WebLogic user and has the correct
permissions. To set the correct permissions, refer to the HP Operations Smart Plug-in for BEA WebLogic Server
Installation and Configuration Guide .

In the WebL ogic Administration Console, verify that the MBean server
(webl ogi c. managenent . hone. <ser ver _name> ) isinthe JNDI tree of the server in question. Right-click the

server in the left pane to view the INDI tree. If it is not there, restart the WebL ogic server.
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WASSPI-18

Description | Datalogging failed: ddflog returned error <error_number> .

Severity Warning

Help Text | Probable Cause
The ddflog process started by the WebL ogic SPI data collector returned a non-zero error code.

Suggested Action

1. Identify the steps to reproduce the problem.
2. Run the SPI Admin — Start Tracing tool to turn on tracing. Try to reproduce the problem.

3. Run the SPI Admin — Self-Healing I nfo tool. Contact HP support with the information gathered by this tool.
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WASSPI-19

Description | Encountered problem instantiating XSLT transformer with <file_name> .

Severity Major

Help Text | Probable Cause
The XSL document that specifies the auto action report output contains errors.

Suggested Action

Run the SPI Admin — Discover or Configure WL SSPI tool with the managed node selected.
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WASSPI-20

Description | Encountered problem creating report for metric <metric_number> .

Severity Major

Help Text | Probable Cause
An error occurred while producing atext report for the specified metric.

Suggested Action

Run the SPI Admin — Discover or Configure WL SSPI tool with the managed node selected.
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WASSPI-21

Description | Encountered problem instantiating factory implementation <class name> .

Severity Critical

Help Text | Probable Cause
The java property specifying the class name isincorrect or the class does not implement the AppServerFactory interface.

Suggested Action

Verify javaproperty, appser ver . i npl ement at i on is set to the fully qualified name of the class which implements the
AppServerFactory interface. For example, if set on the java command-line:

- Dappserver. i npl enent ati on=com hp. openvi ew. wasspi . W.SAppSer ver Fact ory
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WASSPI-23

Description || Error initializing collector analyzer for server <server_name> .
Severity Critical
Help Text | Probable Cause

An exception was encountered while preparing to monitor server <server_name>

Suggested Action

1. Refer to the text following the error message in the WebL ogic SPI error log to help identify the underlying cause of the
problem. Y ou can view the SPI error log for amanaged node by using the SPI Admin — View Error Filetool. The
error message can be identified by the date/time stamp.

2. ldentify the steps to reproduce the problem.
3. Run the SPI Admin — Start Tracing tool to turn on tracing. Try to reproduce the problem.

4. Run the SPI Admin — Self-Healing I nfo tool. Contact HP support with the information gathered by this tool.
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WASSPI-24

Description || Error logging in to server <server_name> with login <login> .

Severity Critical

Help Text | Probable Cause
A security exception occurred whilelogging in to the server <server_name> .

Suggested Action

1. Run the SPI Admin — Discover or Configure WL SSPI tool on the managed node on which the error occurred and
verify that you have specified the correct LOGIN and PASSWORD properties.

2. Verify thelogin has appropriate permissions.
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WASSPI-26

Description | The data logging process for server <server_name> timed-out.

Severity Major

Help Text | Probable Cause
Depending on your configuration, either HP Performance Agent or CODA failed to exit before the time-out.

Suggested Action

o Restart CODA using command opcagt -start .

¢ Restart HP Performance Agent using command maa rest art .
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WASSPI-27

Description | RMI collector unable to process <command>
Severity Warning
Help Text | Probable Cause

An exception was encountered while performing an rmid related operation.

Suggested Action

1. Refer to the text following the error message in the WebL ogic SPI error log to help identify the underlying cause of the
problem. Y ou can view the SPI error log for amanaged node by using the SPI Admin — View Error Filetool. The
error message can be identified by the date/time stamp.

2. ldentify the steps to reproduce the problem.
3. Run the SPI Admin — Start Tracing tool to turn on tracing. Try to reproduce the problem.

4. Run the SPI Admin — Self-Healing I nfo tool. Contact HP support with the information gathered by this tool.
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Description | RMID on port <port> has been <status>
Severity Normal
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Description | Collector server <server id> for Java home <path> has been started.
Severity Normal
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WASSPI-30

Description | Failed to start <rmid_path> on port <port> .
Severity Critical
Help Text | Probable Cause

The specified port is aready in use.
Suggested Action

Run the SPI Admin — Discover or Configure WL SSPI tool. Set the RMID_PORT property to a port number which is not
currently in use.
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Description | Lost connection to RMI collector while processing <command>
Severity Warning
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Description | Unable to retrieve metadata for MBean <JMX-ObjectName>
Severity Warning
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WASSPI-33

Description | No actions matched server <server name>, version <version>

Severity Warning

Help Text | Probable Cause
JMXAction element(s) define FromVersion and ToV ersion tags which do not match the server version.
Suggested Action

If the action is valid on the server, then either adjust the IMXAction definition's FromVersion/ToV ersion elements or the
server's VERSION property.
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WASSPI-34

Description | Metric <metric id> does not define any actions.

Severity Warning

Help Text | Probable Cause
The metric ID specified with the action - moption does not define a IM X Actions element.
Suggested Action

Correct the action - moption if an incorrect metric ID was specified, otherwise add a IM X Actions definition to the metric
definition.
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WASSPI-35

Description || Error executing action <action command-line>

Severity Major

Help Text | Probable Cause
An unexpected error occurred while executing the action.

Suggested Action

View the managed node's error log to determine the root cause which islogged following the error message.
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WASSPI-36

Description | MBean <JMX objectname> on server <server name> , does not expose operation <operation name>
Severity Warning
Help Text | Probable Cause

An action's IMX Calls element defines an operation not exposed by the specified MBean.
Suggested Action

Correct the IMXCalls element or remove the operation from the element.
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WASSPI-37

Description | MBean <JMX objectname> on server <server name> , does not expose attribute <attribute name> for write.

Severity Warning

Help Text | Probable Cause
An action's IMX Calls element defines a write attribute exposed by the specified MBean as read-only.
Suggested Action

If it isacustom MBean, update the MBean's management interface so the attribute is writable, otherwise remove the attribute
definition from the IMXCalls element.
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WASSPI-38

Description | MBean <JMX objectname> on server <server name> , does not expose attribute <attribute name>
Severity Warning
Help Text | Probable Cause

An action's IMX Calls element defines an attribute not exposed by the specified MBean ObjectName.
Suggested Action

Correct the IMXCalls e ement or remove the attribute from the el ement.
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WASSPI -39

Description | Error invoking operation <operation name> on MBean <JMX objectname>

Severity Major

Help Text | Probable Cause

An unexpected error occurred while invoking an operation on the specified MBean. The managed resource may have thrown
an exception.

Suggested Action

View the managed node's errorlog to determine the root cause which islogged following the error message.
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WASSPI -40

Description || Error getting attribute <attribute name> on MBean <JMX objectname>

Severity Major

Help Text | Probable Cause

An unexpected error occurred while getting an attribute on the specified MBean. The managed resource may have thrown an
exception.

Suggested Action

View the managed node's errorlog to determine the root cause which islogged following the error message.
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WASSPI-41

Description || Error getting attribute <attribute name> from MBean <JMX objectname>

Severity Major

Help Text | Probable Cause

An unexpected error occurred while getting an attribute from the specified MBean. The managed resource may have thrown
an exception.

Suggested Action

View the managed node's errorlog to determine the root cause which islogged following the error message.
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WASSPI|-42

Description | Error running command <commanad>

Severity Critical

Help Text | Probable Cause
A command started by the WLSSPI collector reported an error.

Suggested Action

1. Identify the steps to reproduce the problem.

2. Run the SPI Admin — Start Tracing tool to turn on tracing.
3. Reproduce the problem.

4. Run the SPI Admin — Stop Tracing tool to turn off tracing.

5. Run the SPI Admin — Self-Healing I nfo tool. Contact HP support with the information gathered by thistool.
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WASSPI-43

Description || Error publishing event <event-type>

Severity Major

Help Text | Probable Cause

An unexpected error occurred while a publisher was handling a metric or collect event.

Suggested Action

View the managed node's errorlog to determine the root cause which islogged following the error message.
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WASSPI-201

Description | File <filename> not found.

Severity Critical

Help Text | Probable Cause
A configuration file could not be found.

Suggested Action

1. Run the SPI Admin — Discover or Configure WL SSPI tool.

2. Veify that the correct information has been specified for the WebL ogic servers on the managed node on which the
error occurred.
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WASSPI-202

Description | Cannot read file <filename> .

Severity Critical

Help Text | Probable Cause
o A file could not be opened or it could not be found.

e Permissions may beincorrect or adirectory may be corrupt.

Suggested Action

1. Run the SPI Admin — Discover or Configure WL SSPI tool. Verify that you have specified the correct information
for the WebL ogic servers on the managed node on which the error occurred.

2. Veify that the permissions are correct for the HP Operations agent user to read thisfile.
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WASSPI-203

Description | Cannot write file <filename> .

Severity Critical

Help Text | Probable Cause
Permissions may beincorrect, or afile or directory may be corrupt.

Suggested Action
1. Run the SPI Admin — Discover or Configure WL SSPI tool. Verify that you have specified the correct information
for the WebL ogic servers on the managed node on which the error occurred.

2. Verify that the permissions are correct for the HP Operations agent user to write thisfile.
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WASSPI-204

Description || Error sending opcmsy < message> .
Severity Critical
Help Text | Probable Cause

There was a problem running opcmsg. opcmsg may be missing or not have permissions to execute.
Suggested Action

Confirm that the WL SSPI-Messages policy has been deployed.
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WASSPI-205

Description || Error sending opcmon <command> .
Severity Critical
Help Text | Probable Cause

There was a problem running opcmon. ‘opcmon’ may be missing or not have permissions to execute.
Suggested Action

Confirm that HPOM is properly installed and deployed to the managed node. Ensure that the process table is not full. If it is,
consider having the system administrator increase it.
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WASSPI-206

Description | Cannot read directory <directory> .

Severity Critical

Help Text | Probable Cause
The permissions on the directory prevent the HP Operations agent user from reading it or the directory is corrupt.

Suggested Action
Verify that the permissions are correct for the HP Operations agent user for this directory.
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WASSPI-207

Description | Cannot move <filename> to <filename> .

Severity Critical

Help Text | Probable Cause

e Insufficient permissions.
o Insufficient disk space.

o Filetable problems.

Suggested Action

1. Verify that the permissions are correct for the HP Operations agent user.

2. Verify that there is enough disk space to create files.

3. RuntheWebLogic SPI SPI Admin — Discover or Configure WL SSPI toal.
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WASSPI-208

Description | The SPI must be configured before it can be used
Severity Critical
Help Text | Probable Cause

The SPI has not been configured on this node.

Suggested Action

1. Run the SPI Admin — Discover or Configure WL SSPI tool. Verify that you have specified the correct information
for the WebL ogic servers on the managed node on which the error occurred.

2. Runthe SPI Admin — Verify tool on the managed node to confirm that the SPI has been successfully Discover or
Configured.
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WASSPI-209

Description | Cannot contact WebL ogic Server

Severity Critical

Help Text | Probable Cause

e The server could be down or not responding.

e The SPI may be configured incorrectly.
Suggested Action

1. Run the SPI Admin — Discover or Configure WL SSPI tool.

2. Runthe SPI Admin — Verify tool on the managed node to confirm that the SPI has been successfully Discover or
Configured.
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WASSPI-210

Description | Cannot configure the SPI.
Severity Critical
Help Text | Probable Cause

The SPI configuration process failed.

Suggested Action

1. Refer to the text following the error message in the WebL ogic SPI error log to help identify the underlying cause of the
problem. The error messages previous to this one will provide more information about the problem. Y ou can view the
SPI error log for amanaged node by using the SPI Admin — View Error File tool. The error message can be
identified by the date/time stamp.

2. Run the SPI Admin — Discover or Configure WL SSPI tool on the managed node.
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WASSPI-211

Description | Cannot create directory <directory>
Severity Critical
Help Text | Probable Cause

There are insufficient permissions for the HP Operations agent user to create the directory or thereisinsufficient disk space.

Suggested Action

1. Verify that the permissions are correct for the HP Operations agent user for this directory.

2. Veify that there is enough disk space.

© Copyright 1999 - 2011 Hewlett-Packard Development Company, L.P. Page 230




WebLogic Application Server SPI Online Help

WASSPI-212

Description | WLS-5 monitor running on this node but no WL S-5 servers configured

Severity Critical

Help Text | Probable Cause
The agent template for WebL ogic 5 is assigned to a node but the SPI configuration does not indicate that any WebL ogic 5
servers are located on this node.

Suggested Action

1. If thereare no WebL ogic 5 server located on this node, unassign the WebL ogic 5 policies from this node and redeploy
agent to the managed node.

2. If thereisaWebLogic 5 server located on this node, run the SPI Admin — Discover or Configure WL SSPI tool and
specify the correct information in the configuration.
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WASSPI-213

Description || Improper parameters to program <name> . Usage: <usage>
Severity Critical
Help Text | Probable Cause

The parameters to the program are incorrect.

Suggested Action
Correct the parameters.
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WASSPI-214

Description | Cannot run program < program name>

Severity Critical

Help Text | Probable Cause
The program failed to run. It may be missing, permissions may be incorrect, the process table may be full.

Suggested Action

1. Verify that thefile exists. If it isa SPl program and the fileis missing, run the SPI Admin — Discover or Configure
WL SSPI tool again on the managed node.

2. Verify that the permissions are correct for the HP Operations agent user.
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WASSPI-215

Description | A WebL ogic server was not found in <directory>

Severity Critical

Help Text | Probable Cause
The directory specified as HOME in the SPI configuration does not exist on the managed node.

Suggested Action

1. Verify that WebL ogic isinstalled on the managed node.
2. Run the SPI Admin — Discover or Configure WL SSPI tool.

3. Verify that the correct information has been specified for HOME on the managed node on which the error occurred.
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Online Help

WASSPI-216

Description | Configuration variable <name> missing for server <server_name>
Severity Critical
Help Text | Probable Cause

A required SPI configuration variable was not found.

Suggested Action

1. Run the SPI Admin — Discover or Configure WL SSPI tool.

2. Verify that the correct information has been specified in the configuration for the managed node on which the error

occurred.
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WASSPI-218

Description | WebL ogic monitoring has been turned OFF for <server_name> .

Severity Warning

Help Text | Probable Cause
Callection has been turned off for the specified server.

Suggested Action
If desired, collection can be turned on by running the SPI Admin — Start Monitoring tool on the managed node.
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WASSPI-219

Description | WebL ogic monitoring has been turned ON for <server_name> .
Severity Critical
Help Text | Probable Cause

Collection has been turned on for the specified server

Suggested Action

If desired, collection can be turned OFF by running the SPI Admin — Stop Monitoring tool on the managed node.
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WASSPI-220

Description | This feature only applies to WebL ogic 5.1.

Severity Warning

Help Text | Probable Cause
User attempted to perform afunction on aWebL ogic 6 or higher server that only appliesto WebL ogic 5 servers.

Suggested Action
This function can only be performed on a WebL ogic Server version 5.1.
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WASSPI-221

Description | <file_name> does not exist.
Severity Critical
Help Text | Probable Cause

The specified file does not exist. If it isalog file, no entries have ever been logged to it. If it is a property file, then it has not
been configured.

Suggested Action

Run the SPI Admin — Discover or Configure WL SSPI tool.
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WASSPI-222

Description | <file_name> isempty.
Severity Critical
Help Text | Probable Cause

The specified fileis empty. If it isalog file, no entries have ever been logged to it, or the entries have been cleaned out. If it
isaproperty file, then it is not properly configured.

Suggested Action
If the fileisaconfiguration file, run the SPI Admin — Discover or Configure WL SSPI tool.
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WASSPI-223

Description | Cannot read <file_name> .

Severity Critical

Help Text | Probable Cause
o A file could not be opened or it could not be found.

e Permissions may beincorrect or adirectory may be corrupt.

Suggested Action

1. Run the SPI Admin — Discover or Configure WL SSPI tool. Verify that you have specified the correct information
for the WebL ogic servers on the managed node on which the error occurred.

2. Veify that the permissions are correct for the HP Operations agent user to read thisfile.
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WASSPI-224

Description | ddfcomp returned an error configuring <name> .
Severity Critical
Help Text | Probable Cause

ddfcomp returned an error. This could be because neither OVPA nor CODA isinstalled on the system or because an error
occurred while configuring the performance agent.

Suggested Action

1. If the performance agent is not installed, this error can be ignored.
2. Otherwise, identify the steps to reproduce the problem.
3. Run the SPI Admin — Start Tracing tool to turn on tracing. Try to reproduce the problem.

4. Run the SPI Admin — Self-Healing I nfo tool. Contact HP support with the information gathered by this tool.
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Description | No logfiles were found. Did you run * Config WLSSPI’ ?
Severity Critical
Help Text | Probable Cause
Thelogfilelist is empty.
Suggested Action
Run the SPI Admin — Discover or Configure WL SSPI tool with the managed node selected.
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WASSPI-226

Description | Cannot read file <file_name>

Severity Critical

Help Text | Probable Cause
o A file could not be opened or it could not be found.

e Permissions may beincorrect or adirectory may be corrupt.
Suggested Action

1. Run the SPI Admin — Discover or Configure WL SSPI tool.

2. Veify that the correct information is configured for the WebL ogic servers on the managed node on which the error

occurred.

3. Veify that the permissions are correct for the HP Operations agent user to read thisfile.
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WASSPI-227

Description | No Operations performance agent is installed. Data source will not be configured.

Severity Warning

Help Text | Probable Cause
If an Operations performance tool is available, the SPI will integrate with it. This warning indicates that noneis available.

Suggested Action
If you should have a performance agent installed, verify that it isinstalled correctly and isrunning; reinstall it if necessary.
Otherwise, this message can be ignored.
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WASSPI-228

Description || ddflog returned an error logging <datasource> : <message>

Severity Critical

Help Text | Probable Cause
This could be because the SPI was not properly configured to support logging performance data.

Suggested Action

1. Redeploy SPI for WebL ogic Server and SPI Data Collector instrumentation on the node having the problem.
2. Examinethe system error message, if any, for clues to the problem.

3. Run the SPI Admin — Start Tracing tool to turn on tracing. Try to reproduce the problem.

4. Run the SPI Admin — Self-Healing I nfo tool. Contact HP support with the information gathered by this tool.
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WASSPI-229

Description | Cannot connect to directory <dir>

Severity Critical

Help Text | Probable Cause
The directory does not exist, or the user the agent is running under does not have appropriate permissions to the directory.

Suggested Action

Run the SPI Admin — Discover or Configure WL SSPI tool with the managed node selected.
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WASSPI-230

Description | Cannot get lock <file> after <time>
Severity Critical
Help Text | Probable Cause

Thelock file <file> was not cleared in the <time> indicated. This could be due to avery slow running or hung SPI process.
Also could be a SPI process that had alock was killed before the lock it had open had been cleared.

Suggested Action

Make sure no SPI processes are running. Manually remove the lock file.
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WASSPI-231

Description || Error starting JRE <JVM_file>: <message>
Severity Critical
Help Text | Probable Cause

Some error occurred starting or running Java. This could be that the specified VM does not exist, or that the collector had
some error. The JAVA_HOME variable in the SPI SiteConfig fileis not set correctly.

Suggested Action

Check for other errors generated at the same time, they may indicate the real cause. If the specified file does not exist, check
the JAVA_HOME or HOME variables by running the SPI Admin — Discover or Configure WL SSPI tool.
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WASSPI-232

Description | Server <name> specified on command line, but not in configuration

Severity Critical

Help Text | Probable Cause
Therewas a-i or -e specified on the collector command line which specified a server name that was not listed in the WL SSPI
configuration file. The collector only knows about servers listed in the configuration file.

Suggested Action

1. Specify acorrect server name on the command line.

2. Run the SPI Admin — Discover or Configure WL SSPI tool.

3. Verify the WebL ogic server names are correctly listed and spelled in the SPI configuration.
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WASSPI-233

Description | Cannot get advanced monitoring for WLS 5.x server <name>
Severity Critical
Help Text | Probable Cause

An attempt was made to get metrics from a WebL ogic Server version 5 instance. Metrics and advanced monitoring are not
supported with WL S version 5.

Suggested Action

1. Do not specify aWLS version 5 server on the command line of wasspi_ca.

2. Run the SPI Admin — Discover or Configure WL SSPI tool. Verify that you have specified the correct server
versions.

3. Upgrade WebL ogic Server to version 6.0 or greater.
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WASSPI-234

Description || Error running program <file> , return value: <n>
Severity Critical
Help Text | Probable Cause

The SPI attempted to run some tool or auxiliary program and encountered an error doing so. The tool or program is shown in
the message as <file> and the return code from attempting to run it isshown as<n> .

Suggested Action

If the tool isa SPI tool, make sure the SPI has been installed and configured correctly. If not, reinstall or reconfigure. If itisa
system tool, make sure there are no system problems that prevent the tool from running.
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WASSPI-235

Description | Restart of HP Performance Agent failed
Severity Warning
Help Text | Probable Cause

The SPI attempted to automatically restart the HP Performance Agent and the automatic attempt failed.

Suggested Action

Restart the HP Performance Agent manually withthe mnva restart server command.
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WASSPI-236

Description || Failure when running XSLT on <xml> with stylesheet <xsl>: <message>

Severity Critical

Help Text | Probable Cause
As part of setting up graphing for user defined metrics, atrandation of the UDM XML is done. This message indicated that
the trandation failed for some reason.

Suggested Action
Review the message shown. It is most likely that thereis an error in the XML.
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WASSPI-237

Description | Thisis an informational message that a OV_PM or OVPA datasource was setup.

Severity Normal
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WASSPI-238

Description | No User Defined Metrics found

Severity Warning

Help Text | Probable Cause

TheJMX Metric Builder — WL SSPI — UDM Graph Enabletool was run, but no UDM metrics had been defined.

Suggested Action

Check that the UDM XML file has been named correctly.
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WASSPI-241

Description | Cannot delete file <file>

Severity Critical

Help Text | Probable Cause
The SPI attempted to delete afile, but was unable to do so. It may be that the protection of thefileis set so that the HP
Operations agent user cannot deleteit, or that there is some system problem preventing the file from being deleted.

Suggested Action

Make sure the protection of thefileis correct.
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WASSPI-244

Description | Configuration for node <node> isinvaid
Severity Critical
Help Text | Probable Cause

The configuration for the node is not in the expected format.
Suggested Action

Launch the SPI Admin — Discover or Configure WL SSPI tool from the HP Operations console and select the node from
thelist. Verify that the properties configured for the node is valid. Re-initiate the Discovery process by selecting the OK
button on the Confirm Operation window.
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WASSPI-245

Description | Unrecognized variable <var> is configured for node <node>
Severity Critical
Help Text | Probable Cause

An unexpected variable was configured for the node

Suggested Action
1. Launch the SPI Admin — Discover or Configure tool from the HP Operations console and select the node from the
list.
2. Look for the variable <var> included in the message and make sure that it is valid.

3. Re-initiate the Discovery process by selecting the OK button on the Confirm Operation window.
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WASSPI-247

Description || Failed to update the <product> configuration for node <node> in HPOM server
Severity Critical
Help Text | Probable Cause

The configuration for the node is not in the expected format.
Suggested Action

Launch the SPI Admin — Discover or Configure WL SSPI tool from the HP Operations console and select the node from
thelist. Verify that the properties configured for the node is valid. Re-initiate the Discovery process by selecting the OK
button on the Confirm Operation window.

If the problem still persists, call HP Support and provide the support representative with the following:

e The steps and other information on reproducing the problem.

e Thetracefileswhich arelocated in%Ovi nstal | Di r % i nst al | \ WASSPI \ WLSSPI \ Engl i sh\ Di scovery\l og
directory.
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WASSPI-248

Description | Cannot deploy <policy> policy group to <node>
Severity Warning
Help Text | Suggested Action

Refer to the information on policy deployment in the HP Operations Manager for Windows online help. If the problem still
persists, call HP Support.
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WASSPI-249

Description | Cannot get the agent installation directory for <node>

Severity Critical

Help Text | Suggested Action

Redeploy the WL SSPI discovery policy on the managed node. Make sure to uncheck the Deploy Policy Only if Versionis
Newer checkbox if selected.

If the problem still persists, call HP Support and provide the support representative with the following:

e The steps and other information on reproducing the problem

e Thetracefileswhich arelocatedin<l nstal | Di r>\i nstal | \ WASSPI \ WL.SSPI \ Engl i sh\ Di scovery\| og
directory
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WASSPI-254

Description | Java exited with an error

Severity Critical

Help Text | Probable Cause

While running the collector or other java application, either Java encountered an error of some kind, or the Java application
exited with an error exit.

Suggested Action

o Check for other errors generated at the same time, they may indicate the real cause.

e Review the SPI'serror log, it may give some other clues.
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WASSPI-301

Description

Get configuration from server

Severity

Normal

Help Text

Thisisanormal operation performed by the WLSSPI Discovery policy.
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WASSPI-302

Description | Updating WebL ogic SPI configuration in HPOM server for <node_name >

Severity Normal

Help Text | Thisisanormal operation performed by the WLSSPI Discovery policy.
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WASSPI-303

Description | Updated WebL ogic SPI configuration in HPOM server
Severity Normal
Help Text | The WLSSPI Discovery policy has discovered some new WebL ogic servers configured on the managed node. The policy has

updated the WebL ogic SPI configuration on the HPOM server.
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WASSPI-304

Description | No WebL ogic servers were found
Severity Normal
Help Text | Probable Cause

o Configure the following properties for this node using the Discover or Configure WL SSPI application. Make sure to
select this node before launching the application.

= JAVA_ HOME
The javainstallation directory used by the weblogic
servers running on this node. If there are more than
one weblogic installations, just select one java
installation. For example JAVA _HOVE=/ opt / bea/ j dk1. 3. 1

= HOME_LIST

A list separated by semicolon where the weblogic servers are installed in this node. For example
HOVE_LI ST=/ opt / webl ogi c6. 1; / opt / webl ogi c7

Make sure that the correct values are entered. For example, if HOVE_LI ST=<hone_di r 1>; <hone_di r 2>
and <home_dir1> isaweblogic 7 or 8 home, then make sure that the file
<home_dir1>/server/|ib/webl ogic.|jar exists.

s ADMIN_PORTS
A list separated by semicolon containing the ports where the weblogic Admin servers are listening. If the
WebL ogic server islistening on avirtual |P address, the address should also be specified as shown below.

For example:
ADM N_PORTS=15. 8. 155. 197: 7001; 7045

Here 15.8.155.197 is the address where the server is listening.

» LOGIN=<weblogic_user_id>
PASSWORD=<weblogic_user_password>
where <weblogic_user_id> isthe weblogic user you want this SPI to use for monitoring the server and
<weblogic_user_password> isthe password for that user.

NOTE : If there are more than one WebL ogic admin servers on this node and if they do not share the same
login and password, then set the LOGIN and PASSWORD to the most

commonly used weblogic login and password in the Set Access Info for Default Properties window. Select
Customize to start the configuration editor and set the LOGIN, PASSWORD, NAME and PORT properties at
the server-specific level, where NAME is the name of

the weblogic admin server and PORT is where this admin server islistening.

Now,select the node and launch the Discover or Configure WL SSPI tool again.
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= Anincorrect value was entered for LOGIN, PASSWORD, NAME, HOME _LIST or ADMIN_PORTS.
Potential Impact : NA

Suggested Action

1. Fromthe HPOM console, select the node and launch the Discover or Configure WL SSPI application. Make
sure that the login and password are correct. Make sure that the values assigned to HOME_LIST are correct.
For example, if HOME_LI ST=<hon®e_di r 1>; <hone_di r 2> and <home _dir1> isaweblogic 7 or 8
home, then make sure that the file <hone_di r 1>/ server/ | i b/ webl ogi c. j ar exists.

2. Make sure that the ports given in the ADMIN_PORTS property are those of weblogic ADMIN server's and
they are running.Now, select the node and launch the Discover or Configure WLSSPI tool.

3. If problem persists, refer the document HP Operations Smart Plug-in for BEA WebL ogic Server Installation
and Configuration Guide. The chapter called Configuring the WebL ogic SPI provides instructions on how to
manually configure the WebL ogic SPI.

4. |f even the manua configuration fails, do the following:

1. Select the node and run the Self-Healing Info application from the WL SSPI Admin application group

2. Contact your HP Operations representative for assistance.
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WASSPI-321

Description || Invalid BEA home directory

Severity Normal

Help Text | Probable Cause

Aninvalid BEA home was found by discovery. The BEA_ HOME_LIST property was configured for the node and the
directory (which appearsin the message) is not avalid BEA home directory.

Potential Impact : NA

Suggested Action

¢ Select the node and launch the Discover or Configure WL SSPI application.

o Verify that the BEA_HOME_LIST is configured for the node and it contains the directory which was found to be invalid
by discovery. In the managed node, verify that the directory exists and
it containsthe following filesthat is| i cense. beaandregi stry. xnl .

If the directory does not exist or does not contain the above mentioned files, find the correct BEA home directoriesin the
managed node and use the Discover or Configure WL SSPI application to correct the value specified for the
BEA_HOME_LIST property.

o Now, select the node and launch the Discover or Configure WLSSPI application.
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WASSPI-322

Description | Could not find BEA home directory
Severity Normal
Help Text | Probable Cause

The BEA_HOME_LIST property was configured for the node and the directory (which appears in the message) does not
exist.

Potential Impact : NA

Suggested Action

1. Launchthe SPI Admin — Discover or Configure WL SSPI tool from the HP Operations console and select the node
fromthelist. Verify that the BEA_HOME_LIST is Discover or Configured for the node and it contains the directory
which was found to be invalid by discovery. In the managed node, verify that the directory exists and it contains the
following filesthatisl i cense. beaandregi stry. xm .

2. If thedirectory does not exist or does not contain the above mentioned files, find the correct BEA home directoriesin
the managed node and use the SPI Admin — Configure WL SSPI tool to correct the value specified for the
BEA_HOME_LIST property for this node.

3. Launchthe SPI Admin — Discover or Configure WL SSPI tool from the HP Operations console and make sure to
select the node from the list.
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WASSPI-323

Description | Missing BEA home directory list
Severity Normal
Help Text | Probable Cause

o Weblogic server was not installed on the node.
o Theweblogic Discover or Configure WLSSPI script did not find the BEA home directories in the node.
Potential Impact : NA

Suggested Action

1. Verify that weblogic server is not installed on the node. If it is not installed, uninstall the 'SPl For Weblogic Server'
policy group and all other WLS SPI policies from the node.

2. Configure the following properties for this node using the SPI Admin — Discover or Configure WL SSPI tool.
Make sure to select this node.

1. JAVA_HOME

The javainstallation directory used by the weblogic servers running on this node. If there are more than one
weblogic installations, just select one of them. For example JAVA_HOVE=/ opt / bea/j dk1. 3. 1

2. HOME_LIST

A list separated by semicolon where the weblogic servers are installed in this node. For example
HOVE_LI ST=/ opt / webl ogi c6. 1;/ opt / webl ogi c7

Make sure that the correct values are entered. For example if HOVE_LI ST=<home_di r 1>; <hone_di r 2>
and <home_dir1> isaweblogic 7 or 8 home, then make sure that the file
<home_dir1>/server/lib/webl ogic.jar exists.

3. ADMIN_PORTS

List separated by semicolon of the ports where the weblogic Admin servers are listening. For example
ADM N_PORTS=7001; 745

4. LOGIN=<weblogic_user_id> PASSWORD=<weblogic_user_password>

where <weblogic_user_id> isthe weblogic user you want this SPI to use for monitoring the server and
<weblogic_user_password> isthe password for that user.

Note: If there are more than one weblogic Admin servers on this node and if they do not share the same login
and password, then set the LOGIN and PASSWORD to the most commonly used weblogic login and password
in the Set Access Info for Default Properties window. Select Customize to start the configuration editor and set
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the LOGIN, PASSWORD, NAME, and PORT properties at the server-specific level, where NAME is the name
of the weblogic Admin server and PORT is where this admin server islistening.
Now, launch the SPI Admin — Discover or Configure WL SSPI tool from the HP Operations Operations console
and make sure to select the node from the list.
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WASSPI-324

Description | Could not read weblogic registry file
Severity Normal
Help Text | Probable Cause

e Theweblogic registry file does not exist.

e Thedirectory which contains the fileis one of the values assigned to the BEA_ HOME_LIST property for thenode and is
not a BEA home directory.

Potential Impact : NA

Suggested Action

1.

In the node, check if the file exists. If the file does not exist, it means that this file was manually deleted. The
regi stry. xm fileiscreated by the weblogic installation in the BEA home directory and is not supposed to be
deleted. Refer to the WebL ogic installation document for more information on thisfile.

Launch the SPI Admin — Discover or Configure WL SSPI tool from the HP Operations console and select the node
from the list. Verify that the BEA_HOME_LIST is Discover or Configured for the node and its value includes the
directory containing the registry file. Verify that the directory existsin the node and it contains the following files that
islicense. beaandregi stry. xm .

If the directory does not exist or does not contain the above mentioned files, find the correct BEA home directoriesin
the node. Now use the SPI Admin — Configure WL SSPI tool to correct the value specified for the
BEA_HOME_LIST property.

Now, launch the SPI Admin — Discover or Configure WL SSPI tool from the HP Operations Manager console and
make sure to select the node from the list.
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WASSPI-325

Description | Missing LOGIN property
Severity Normal
Help Text | Probable Cause

e Security accessfailure. The LOGIN property is missing for Weblogic Server <server> on port: <port>

e TheLOGIN property was not configured for aweblogic server
Potential Impact : NA

Suggested Action

1. If aWebLogic user isnot aready configured for this server, then using the WebL ogic administrator console, create a
user that you want this SPI to use for monitoring this server.

2. Select the node and launch the Discover or Configure WL SSPI application. Set the correct LOGIN/PASSWORD
properties for this server (overwrite the existing encrypted data).

3. Now, select the node and launch the Discover or Configure WL SSPI application.
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WASSPI-326

Description | Security access failure. The PASSWORD property is missing for Weblogic Server <server> on port: <port>
Severity Normal
Help Text | Probable Cause

The PASSWORD property was not configured for aweblogic server
Potential Impact : NA
Suggested Action
1. If aWebLogic user is not already configured for this server, then using the Weblogic administrator console, create a

user that you want this SPI to use for monitoring this server.

2. Select the node and launch the Discover or Configure WL SSPI application. Set the correct LOGIN/PASSWORD
properties for this server (overwrite the existing encrypted data).

3. Now, select the node and launch the Discover or Configure WLSSPI application.
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WASSPI-327

Description | Security access failure. The LOGIN and PASSWORD properties are missing for Weblogic Server <server> on port: <port>
Severity Normal
Help Text | Probable Cause

The LOGIN and PASSWORD property was not configured for aWebL ogic Server.
Potential Impact : NA

Suggested Action

1. If aWebLogic user is not already configured for this server, then using the Weblogic administrator console, create a
user that you want this SPI to use for monitoring this server.

2. Launchthe SPI Admin — Discover or Configure WL SSPI tool from the HP Operations console and select the node
from the list. Set the correct LOGIN/PASSWORD properties for this server (overwrite the existing encrypted data).

3. Now, launch SPI Admin — Discover or Configure WL SSPI tool from the HP Operations console and make sure to
select this node.
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WASSPI-328

Description | Security access failure. Invalid LOGIN and/or PASSWORD for Weblogic Server <server> on port: <port>

Severity Normal

Help Text | Probable Cause

Aninvalid login and (or) password was configured for a\WebLogic Server.
Potential Impact : NA

Suggested Action

1. If aWebLogic user is not already configured for this server, then using the Weblogic administrator console, create a
user that you want this SPI to use for monitoring this server.

2. Launchthe SPI Admin — Discover or Configure WL SSPI tool from the HP Operations console and select the node
from the list. Set the correct LOGIN/PASSWORD properties for this server (overwrite the existing encrypted data).

3. Now, launch SPI Admin — Discover or Configure WL SSPI tool from the HP Operations console and make sure to
select this node.
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WASSPI-329

Description | Globa login and password required
Severity Normal
Help Text | Probable Cause

A global login and password is required when ADMIN_PORTS property is configured. The ADMIN_PORTS property was
configured but aglobal LOGIN and (or) PASSWORD property was not configured for a managed node.

Potential Impact : NA

Suggested Action

1. Fromthe HPOM console, use the SPI Admin — Discover or Configure WL SSPI tool to view the value assigned to
the ADMIN_PORTS property.

2. From the WebL ogic administrator console, create a WebL ogic user (if it does not already exist) that you want the
WebL ogic API to use for monitoring the server.

3. From the HPOM console, use the SPI Admin — Discover or Configure WL SSPI tool to add the following
configuration properties for the nodei.e LOGIN and PASSWORD.

Note: If the ADMIN_PORTS property contains the ports of more than one WebL ogic administrator server, then make
sure that the same user id is Discover or Configured for all those WebL ogic administrator servers. If thisis not
possible, then you will have to manually configure the following properties for the administrator server i.e NAME,
PORT, LOGIN and PASSWORD.

4. Launch the SPI Admin — Discover or Configure WL SSPI tool from the HP Operations console and make sure to
select the node from the list.
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WASSPI-330

Description | Missing global login and/or password
Severity Normal
Help Text | Probable Cause

The global LOGIN and PASSWORD property were not configured
Potential Impact : NA
Suggested Action

A global LOGIN and PASSWORD is not required if the login and password for individual WebL ogic admin servers was
configured. But if al the WebL ogic admin servers share the same login and password, then you may configure the global
LOGIN and PASSWORD property as described below.

1. From the HPOM console, use the SPI Admin — Discover or Configure WL SSPI tool to add the following
properties for the node if they do not already exist: LOGIN and PASSWORD.

2. Launchthe SPI Admin — Discover or Configure WL SSPI tool from the HP Operations console and make sure to
select the node from the list.
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WASSPI-381

Description | Could not find WebLogic SPI instrumentation

Severity Critical

Help Text | Filesrequired by the WLSSPI Service Discovery policy are missing.

Probable Cause

e The WLSSPI Service Discovery policy was not installed on the managed node.

o Filesrequired by the WL SSPI Service Discovery policy were moved/removed.
Potential Impact: NA Suggested Action

Deploy the WebL ogic SPI instrumentation to the managed node:

1. Fromthe OVO console, select Operations Manager — Nodes .
2. Right-click the managed node and select All Tasks — Deploy instrumentation .
3. Select WL SSPI Discovery .

4. Click OK .
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WASSPI-401

Description | WebL ogic Discovery Internal Error - Could not find xer ces. j ar file

Severity Critical

Help Text | Probable Cause

e The agent was not installed on the managed node.
e Thexerces.jar filewasdeleted from the <Agent Di r >/ j avadirectory.

Potential Impact : NA

Suggested Action

1. Reingtall the Agent on the managed node.

2. Launchthe SPI Admin — Discover or Configure WL SSPI tool from the HP Operations Manager console and make
sure to select the node.
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Description | WebL ogic Discovery Internal Error - Could not find the hostname of the managed node.
Severity Normal
Help Text | Probable Cause
e The IP address for the host could not be found.
e Therewas a security violation.
Potential Impact : NA
Suggested Action
Contact your system administrator.
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WASSPI-403

Description | Discovery Internal Error- Could not find WebL ogic Javainstallation

Severity Normal

Help Text | Probable Cause

Thejavainstalation directory was manually deleted from each of the BEA home directoriesin the
managed node or it was never installed by the weblogic installation script.

Potential Impact : NA

Suggested Action

1. Find the Javainstallation used by the weblogic server running on the node.

2. From the HPOM console, launch the SPI Admin — Discover or Configure WL SSPI tool and select the node. Add
the JAVA_HOME property for that node.

3. Launchthe SPI Admin — Discover or Configure WL SSPI tool from the HP Operations Operations console and
make sure to select the node.
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WASSPI-404

Description | Discovery Internal Error

Severity Normal

Help Text | Probable Cause

e WebL ogic server was not installed on the node.
o Discovery could not find the installation directory for WebL ogic server
Potential Impact : NA

Suggested Action

1. Verify that WebL ogic server isinstalled on the managed node. If it is not installed, uninstall the 'SPl for Weblogic
Server' policy group and all other WebL ogic SPI policies from the node.

2. From the HPOM console, launch the SPI Admin — Discover or Configure WL SSPI tool and select the node.
Discover or Configurethe HOME_LIST property for this node.

3. Launchthe SPI Admin — Discover or Configure WL SSPI tool from the HP Operations Manager console and make
sure to select the node.
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WASSPI-405

Description | Discovery Internal Error - An error occurred while reading SiteConfig file

Severity Normal

Help Text | Probable Cause Permissions may be incorrect, or afile or directory may be corrupt.
Potential Impact : NA
Suggested Action
1. Launchthe SPI Admin — Discover or Configure WL SSPI tool from the HP Operations Operations console and
make sure to select the node.
2. If the problem still persists, then do the following:
1. Run the SPI Admin — Self-Healing Info tool.

2. Call HP Support and provide the support representative with the steps and other information on reproducing the
problem
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WASSPI -406

Description | Discovery Internal Error - Retrieve WebL ogic SPI configuration for node timed out
Severity Normal
Help Text | Probable Cause

e Some communication failure between the management server and managed node.
« It took more than 2 minutes for the WLSSPI configuration to reach the managed node from the management server.

e The SPI Admin — Discover or Configure WL SSPI tool was being executed when the WL SSPI discovery policy was
deployed on the node.

e Thediscovery script in the management server failed due to some reason.

e The WLSSPI-Messages policy was not deployed on the managed node.
Potential Impact : NA

Suggested Action

1. Launchthe SPI Admin — Discover or Configure WL SSPI tool again from the HP Operations Manager console and
make sure to select the node. If it fails again, contact your system administrator.

2. Make sure that the SPI Admin — Discover or Configure WL SSPI tool is not being run in the management server.
Launch the SPI Admin — Discover or Configure WL SSPI tool from the HP Operations Manager console and make
sure to select the node.

3. Inthe management server open thetracefile: <I nstal | Di r >
/instal |l /WASSPI / W.SSPI / Engl i sh/ Di scovery/| og

Thetracefileis<node_nane> _di sc_server. | og, Here<node name> isthe primary node name of the
managed node. If any error messages are reported in the trace file, then do the following:

1. Run the SPI Admin — Self-Healing Info tool.

2. Call HP Support and provide the support representative with the following:
1. The steps and other information on reproducing the problem.
2. Thefile generated by the SPI Admin — Self-Healing I nfo tool.

4. Verify that WL SSPI-Messages policy was not deployed on the managed node. If it is not deployed, then launch the
SPI Admin — Discover or Configure WL SSPI tool again from the HP Operations Manager console and make sure
to select the node.
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WLSSPI Error

Description | WebL ogic SPI Error
Severity Critical
Help Text | Probable Cause

An unexpected WebL ogic SPI error has occurred.
Potential Impact : NA
Suggested Action

Enable tracing, repeat the steps to reproduce the problem, contact your HP support representative, and provide the stepsto
reproduce the problem aong with the trace file(s).

To enabletracing:

1. OnaWindows managed node, verify that the directory C: \ t enp\ exists and open the <OvAgent Di r >
/ bi n/instrumentation/wasspi _w s_di scoveryW n. pl filein atext editor.

2. OnaUNIX managed node, open the/ var/ opt / OV/ bi n/ i nst runent at i on/ wasspi _w s_di scover yUni x. pl or
/var /| pp/ OV/ bi n/ i nstrument ati on/ wasspi _w s_di scover yUni x. pl filein atext editor.

3. Changestrace_on = 0; to
$trace on =1 ;

4. Repeat the steps to reproduce the problem.

Thetracefile(s) (wasspi _w s_di sc.trc andwasspi _w s_di sc.trc. 00<x> ) arelocated in C:\ t enp\ (on aWindows
managed node) and/ t enp/ (on a UNIX managed node).
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All Other Errors

Description | An unknown error appears in the WebL ogic SPI error log.
Severity Normal
Help Text | Suggested Action

1. Refer to thetext following the error message in the WebL ogic SPI error log to help identify the underlying cause of the
problem. Y ou can view the SPI error log for a managed node by using the SPI Admin — View Error Filetool. The
error message can be identified by the date/time stamp.

2. ldentify the steps to reproduce the problem.
3. Run the SPI Admin — Start Tracing tool to turn on tracing. Try to reproduce the problem.

4. Run the SPI Admin — Self-Healing I nfo tool. Contact HP support with the information gathered by this tool.
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