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Table 1

Printing History

The manual printing date and part number indicate its current edition.
The printing date will change when a new edition is printed. Minor
changes may be made at reprint without changing the printing date. The
manual part number will change when extensive changes are made.

Manual updates may be issued between editions to correct errors or

document product changes. To ensure that you receive the updated or
new editions, you should subscribe to the appropriate product support

service. See your HP sales representative for details.

Edition History

Part Number
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Table 2

Conventions

The following typographical conventions are used in this manual.

Typographical Conventions

Convention

Meaning

Example

Italic Book or manual Refer to the HP OpenView
titles, and manual Storage Data Protector
page names Integration Guide for more

information.
Provides emphasis You must follow these steps.
Specifies a variable At the prompt type:
that you must supply | rl ogi n your_nare where
when entering a you supply your login name.
command

Bold New terms The Data Protector Cell

Manager is the main ...

Conput er Text and items on the | The system replies: Pr ess
computer screen Ent er
Command names Use the grep command ...
File and directory /usr/bin/ X11
names
Process names Check to see if Dat a

Protector |net is

running.
Window/dialog box In the Backup Opti ons
names dialog box...

Conput er Text that you must At the prompt, type: |'s -1

Bol d enter
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Table 2 Typographical Conventions (Continued)

Convention Meaning Example
Keycap Keyboard keys and Press Return
Buttons on the user Click Operator
interface. Click the Apply button
Menu ltems A menu name Select Actions: ] utilities ]

followed by a colon (:) Reports...
means select the
menu, then the item.
When the item is
followed by an arrow

(1), a cascading
menu follows.
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Introduction

This chapter provides an overview of:

< HP OpenView Storage Data Protector
< HP OpenView Operations
< HP OpenView Storage Data Protector Integration

If you are familiar with HP OpenView Storage Data Protector and HP
OpenView Operations you may chose to skip these sections.

The section entitled “What is the Data Protector Integration?” on page 44
provides a short overview of this product, its key features and its
architecture.

16
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About Data Protector

About Data Protector

HP OpenView Storage Data Protector is a backup solution that provides
reliable data protection and high accessibility for your fast growing
business data. Data Protector offers comprehensive backup and restore
functionality specifically tailored for enterprise-wide and distributed
environments. The following list describes major Data Protector
features:

Scalable and Highly Flexible Architecture

Data Protector can be used in environments ranging from a single
system to thousands of systems on several sites. Due to the network
component concept of Data Protector, elements of the backup
infrastructure can be placed in the topology according to user
requirements. The numerous backup options and alternatives to
setting up a backup infrastructure allow the implementation of
virtually any configuration you want.

Easy Central Administration

Through its easy-to-use graphical user interface (GUI), Data
Protector allows you to administer your complete backup
environment from a single system. To ease operation, the GUI can be
installed on various systems to allow multiple administrators to
access Data Protector via their locally installed consoles. Even
multiple backup environments can be managed from a single system.
The Data Protector command-line interface allows you to manage
Data Protector using scripts.

High Performance Backup

Data Protector allows you to back up to several hundred backup
devices simultaneously. It supports high-end devices in very large
libraries. Various types of backups, such as local, network, full,
differential, leveled incremental, online, disk image, and built-in
support of parallel data streams, allow you to tune your backups to
best fit your requirements.

Supporting Mixed Environments

As Data Protector supports heterogeneous environments, most
features are common to the UNIX and Windows platforms. The
HP-UX, Solaris and Windows Cell Managers can control all

Chapter 1
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supported client platforms (UNIX, Windows NT, Windows 2000,
Windows XP Professional, Windows Server 2003, and Novell
NetWare). The Data Protector user interface can access the entire
Data Protector functionality on all supported platforms.

Easy Installation for Mixed Environments

The Installation Server concept simplifies the installation and
upgrade procedures. To remotely install UNIX clients, you need an
Installation Server running HP-UX or Solaris. To remotely install
Windows clients, you need an Installation Server running
Windows NT, Windows 2000, Windows XP Professional, or
Windows .Net. The remote installation can be performed from any
client with an installed Data Protector GUI.

High Availability Support

Data Protector enables you to meet the needs for continued business
operations around the clock. In today's globally distributed business
environment, company-wide information resources and customer
service applications must always be available. Data Protector
enables you to meet high availability needs by:

O Integrating with clusters (HP-MC/ServiceGuard and Microsoft
Cluster Server) to ensure fail-safe operation with the ability to
back up virtual nodes.

O Enabling the Data Protector Cell Manager itself to run on a
cluster.

O Supporting all popular online database Application
Programming Interfaces.

O Integrating with advanced high availability solutions like HP
StorageWorks Disk Array XP, HP StorageWorks Virtual Array or
EMC Symmetrix.

O Providing various disaster recovery methods for supported
Windows and UNIX platforms.

Easy Restore

Data Protector includes an internal database that keeps track of
data such as which files from which system are kept on a particular
medium. In order to restore any part of a system, browse the files
and directories. This provides fast and convenient access to the data
to be restored.

18
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Automated or Unattended Operation

With the internal database, Data Protector keeps information about
each Data Protector medium and the data on it. Data Protector
provides sophisticated media management functionality. For
example, it keeps track of how long a particular backup needs to
remain available for restoring, and which media can be (re)used for
backups.

The support of very large libraries complements this, allowing for
unattended operation over several days or weeks (automated media
rotation).

Additionally, when new disks are connected to systems, Data
Protector can automatically detect (or discover) the disks and back
them up. This eliminates the need to adjust backup configurations
manually.

Service Management

Data Protector is the first backup and restore management solution
to support service management. The integration with Application
Response Management (ARM) and Data Source Integration (DSI)
enables powerful support of Service Level Management (SLM) and
Service Level Agreements (SLA) concepts by providing relevant data
to management and planning systems.

The DSI integration provides a set of scripts and configuration files
from which users are able to see how to add their own queries using
Data Protector reporting capabilities.

Monitoring, Reporting and Notification

Superior web reporting and notification capabilities allow you to
easily view the backup status, monitor active backup operations, and
customize reports. Reports can be generated using the GUI, or using
the omi r pt command on systems running UNIX, Windows NT,
Windows 2000, Windows XP Professional, or Microsoft Windows
Server 2003 as well as using Java-based online generated web
reports.

You can schedule reports to be issued at a specific time or to be
attached to a predefined set of events, such as the end of a backup
session or a mount request.

Chapter 1
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< Integration with Online Database Applications

Data Protector provides online backup of Microsoft Exchange Server
5.5, Microsoft Exchange Server 2000, Microsoft SQL Server 7,
Microsoft SQL Server 2000, Oracle7, Oracle8, Informix, SAP R/3,
Lotus Domino R5 Server, and Sybase database objects.

= Integration with Other Products

Additionally, Data Protector integrates with EMC SRDF and
TimeFinder, HP OpenView Operations for UNIX, Microsoft Cluster
Server, MC/ServiceGuard, HP OpenView OmniStorage, and other
products.

20 Chapter 1



Figure 1-1

NOTE

Introduction
Data Protector Architecture

Data Protector Architecture

The Data Protector cell, shown in Figure 1-1, is a network environment
that has a Cell Manager, client systems, and devices. The Cell
Manager is the central control point where Data Protector software is
installed. After installing Data Protector software, you can add systems
to be backed up. These systems become Data Protector client systems
that are part of the cell. When Data Protector backs up files, it saves
them to media in backup devices.

The Data Protector Internal Database (IDB) keeps track of the files
you back up so that you can browse and easily recover the entire system
or single files.

Data Protector facilitates backup and restore jobs. You can do an
immediate (or interactive) backup using the Data Protector user
interface. You can also schedule your backups to run unattended.

The Data Protector Cell (Physical View and Logical View)

=
D Ceall hianagar
|
G oL <] @
d t] HT

The GUI and the Cell Manager systems can run on HP-UX, Solaris
Windows NT, Windows 2000, Windows XP Professional, or Microsoft
Windows Server 2003 operating systems; they do not have to run the
same operating system.

Chapter 1
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Cell Manager

Systems to Be
Backed Up

Systems with
Backup Devices

Systems with a
User Interface

Installation Server

The Cell Manager is the main system in the cell. The Cell Manager:

= Manages the cell from a central point.
= Contains the IDB.

The IDB contains information about backup details such as, backup
durations, media IDs, and session IDs.

e Runs core Data Protector software.

= Runs Session Managers that start and stop backup and restore
sessions and write session information to the IDB.

Client systems you want to back up must have the Data Protector Disk
Agent ((DA) also called Backup Agent) installed. To back up online
database integrations, install the Application Agent. In the rest of the
manual, the term Disk Agent will be used for both agents. The Disk
Agent reads or writes data from a disk on the system and sends or
receives data from the Media Agent. The Disk Agent is also installed on
the Cell Manager, thus allowing you to back up data on the Cell
Manager, the Data Protector configuration, and the IDB.

Client systems with connected backup devices must have the

Data Protector Media Agent (MA) installed. Such client systems are also
called Drive Servers. A backup device can be connected to any system
and not only to the Cell Manager. The Media Agent reads or writes data
from media in the device and sends or receives data from the Disk Agent.

You can manage Data Protector from any system on the network on
which the Data Protector graphical user interface (GUI) is installed.
Therefore, you can have the Cell Manager system in a computer room
while managing Data Protector from your desktop system.

The Installation Server holds a repository of the Data Protector
software packages for a specific architecture. The Cell Manager is by
default also an Installation Server. At least two Installation Servers are
needed for mixed environments: one for UNIX systems and one for the
Windows systems.

22
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Operations in the Cell
The Data Protector Cell Manager controls backup and restore sessions,

which perform all the required actions for a backup or restore,
respectively, as shown in Figure 1-2.

Figure 1-2 Backup or Restore Operation

DP
DB

Cell Manager

\

Control Control

| <[00

;ﬂi
i Client System Network i Client System Drive
DA = Disk Agent
{Backup Agent)
{Application Agent)

MA = Media Agent
(Drive Server)
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What Is a Backup
Session?

How Does It
Work?

Figure 1-3

Backup Sessions

A backup session, shown in Figure 1-3, is a process that creates a copy of
data on storage media. It is started either interactively by an operator
using the Data Protector user interface, or unattended using the Data
Protector Scheduler.

The Backup Session Manager process starts Media Agent(s) and Disk
Agent(s), controls the session, and stores generated messages to the IDB.
Data is read by the Disk Agent and sent to the Media Agent, which saves
it to media.

Backup Session

Bro= =@® =00

: : Drive
Client System : - Client System

A typical backup session is more complex than the one shown in
Figure 1-3. A number of Disk Agents read data from multiple disks in
parallel and send data to one or more Media Agents. For more
information on complex backup sessions, refer to the HP OpenView
Storage Data Protector Administrator’s Guide.

24
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Restore Sessions

What Is a Restore A restore session, shown in Figure 1-4, is a process that restores data
Session? from previous backups to a disk. The restore session is interactively
started by an operator using the Data Protector user interface.

How Does It After you have selected the files to be restored from a previous backup,

Work? you invoke the actual restore. The Restore Session Manager process
starts the needed Media Agent(s) and Disk Agent(s), controls the session,
and stores messages in the IDB. Data is read by the Media Agent and
sent to the Disk Agent, which writes it to disks.

Figure 1-4 Restore Session

Fe@= =@ =[O

: : Drive
Client System : - Client System

A restore session may be more complex than the one shown in
Figure 1-4. Refer to the HP OpenView Storage Data Protector
Administrator’s Guide for more information on restore sessions.
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What Is an
Enterprise
Environment?

When to Use an
Enterprise
Environment?

Data Protector Enterprise Environments

A typical enterprise network environment, shown in Figure 1-8, consists
of a number of systems from different vendors with different operating
systems. The systems may be located in different geographical areas and
time zones. All the systems are connected with LAN or WAN networks
operating at various communication speeds.

This solution can be used when several geographically separated sites
require common backup policies to be used. It can also be used when all
departments at the same site want to share the same set of backup
devices.

Figure 1-5 Large Data Protector Enterprise Environment
Configuring and managing backups of such a heterogeneous
environment is challenging. Data Protector functionality has been
designed to highly simplify this task.

26
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Figure 1-6
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TIP

User Interfaces

Data Protector provides easy access to all configuration and
administration tasks using the Data Protector GUI provided to run
under X11/Motif on UNIX platforms and on the Windows platforms.
Additionally, a command-line interface is available on UNIX and
Windows platforms.

The Data Protector architecture allows you to flexibly install and use the
Data Protector user interface. The user interface does not have to be
used from the Cell Manager system; you can install it on your desktop
system. As depicted in Figure 1-12, the user interface also allows you to
transparently manage Data Protector cells with HP-UX, Solaris or
Windows Cell Managers.

Using the Data Protector User Interface

o \
Windows -
P .
NT DP - DB
CellMEnager
ol /

HP-UX

In a typical mixed environment, install the Data Protector user interface
on several systems in the environment, thus providing access to Data
Protector from several systems.

Chapter 1
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Figure 1-7

Menu Bar

Scoping Pane ——»

Data Protector GUI

The Data Protector User Interface is an easy-to-use, powerful graphical
user interface. It provides the following main functionality:

< A Results Tab with all the configuration wizards, properties and
lists.

= Easy configuration and management of the backup of online
database applications that run in Windows environments, such as
Microsoft SQL 7, Microsoft Exchange 2000, SAP R/3, and Oracle8 or
that run in the UNIX environments, such as SAP R/3, Oracle8, and
Informix.

= A context-sensitive online Help system called the Help Navigator
Graphical User Interface

Context List Tool Bar

po Data Protector Cell - HP Dpenview Data Protector Manager _|B| x|
File Edit Wigw Actions Help
“CI\ents ‘I H = & | (s ‘ B = 1 J B i ‘ lly
x Marmne | Descripkion I
Cllants Sets up clients in the current cell,
ﬁg\i Clusters Configures clusters in the current cell,
ﬁlnstallatmn Servers  Adds and removes Installation Servers,
smoste.bbn.hp.com
usters
stallation Servers
@’b smoske,bbn.hp.com
#2 Obigets
e A F M. D ata Protector Cel \
I [ 4
Navigation Tab Results Tab Results Area Menu Bar
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About HP OpenView Operations

The following sections introduce the main concepts behind HP OpenView
Operations (OVO), and answers the questions:

e What Is OVO?

< What Is a Management Server?
< What Is a Managed Node?

= What Does OVO Do?

= How Does OVO Work?

e OVO User Concept

What Is OVO?

OVO is a distributed client/server software solution designed to help
system administrators detect, solve, and prevent problems occuring in
networks, systems, and applications in any enterprise. It is a scalable
and flexible solution that can be configured to meet the requirements of
any IT organization and its users. In addition, you can expand the
applications of OVO by integrating management applications from

HP OpenView partners or other vendors.

OVO helps you to:

= Maximize the availability of network components.

= Reduce the time lost by end-users as a result of system down-time.
= Reduce user interactions by automatically solving problems.

= Reduce the amount of problems through preventive actions.

= Decrease the time needed to resolve problems.

= Reduce the cost of managing the client-server environment.

The OVO management concept is based on communication between a
management server and managed nodes. Management server processes
running on the central management server communicate with OVO
agent processes running on managed nodes throughout the environment.
The OVO agent processes collect and process events on the managed

Chapter 1
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nodes, and then forward relevant information in the form of OVO
messages to the management server. The management server responds
with actions to prevent or correct problems on the managed nodes.

Figure 1-8 on page 30 illustrates the management concept of OVO.

Figure 1-8 OVO Client-Server Concept
Managed Nodes Events
Managed nodes are monitored and Events are occurrences on the
controlled by the OVO management managed nodes. Events trigger
server. messages.

—~ Iv
-
N\
\
/) a
\L« [y
Management Server Communication

The OVO management server is the central Communication between the
computer to which all managed nodes forward managed nodes and the management
their messages. Multiple management servers servers consists of messages and
may share management responsibility. actions.

The agent on the management server also serves as the local managed
node. A database serves as the central data repository for all messages
and configuration data. You can use this runtime and historical data to
generate reports. Historical data can also be helpful when creating

30
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instruction text to help an operator solve problems caused by similar
events, and to automate certain problem resolution processes. The
database processes run on the management server.

What Is a Management Server?

The management server performs the central processing functions of
OVO. It is on the management server that the entire software is stored,
including the complete current configuration. The functions of a
management server include:

« Collecting data from managed nodes.
< Managing and grouping messages.
= Calling the appropriate agent to:

0 start actions (local automatic actions started on a managed
node).

O initiate sessions on managed nodes (for example, open a virtual
console).

= Controlling the history database for messages and performed
actions.

< Forwarding messages: either to other management servers or to
systems where OVO is running.

= Installing OVO agent software on managed nodes.

The management server also notifies the managed nodes about
configuration changes and initiates any updates.

What Is a Managed Node?

Managed nodes are computers which are controlled and monitored by
OVO via agent processes installed and running on them. The OVO agent
software reads:

= Logfiles
= Console messages (MPE/iX)
< SNMP traps

The OVO message interceptor can intercept messages from any
application running locally on the managed node.

Chapter 1
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Performance values are monitored at configurable intervals, and
messages can be generated when performance varies from limits.

The agent compares all messages with conditions in preconfigured
templates, then forwards unexpected or important messages to the
management server. It can suppress duplicate or similar events. You
determine your message filtering policy either by modifying existing
templates, or configuring your own set of templates and conditions.

Corrective actions can be started locally on the managed node in
response to a message, and can be restarted or stopped if necessary.

OVO can also monitor its own processes.

What Does OVO Do?

OVO helps you to solve problems occurring anywhere in your computing
environment, including network elements, systems, and applications.
OVO notifies you that a problem has occurred is likely to occur, and then
provides the resources required to resolve or avoid it.

When a problem occurs at a managed node, it is registered in one of the
following ways:

= Anew entry in a logfile.
< An SNMP trap is sent.

= The node communicates directly with the management server via an
application programming interface (API).

OVO examines error data and uses preconfigured conditions to decide
whether to generate a message. If a message is required, OVO uses the
error data to create a meaningful message text, attaches attributes to the
message to provide additional information, and sends the complete
message to the management server where it is displayed in the message
browser.

The attributes of the message indicate to the user how severe the event
is, on which managed node the event happened, and what triggered the
message.

Depending on the type of action response configured for the event, the
arrival of the message can trigger an automatic action executed
immediately on the managed node, or might prompt a user to start an
operator-initiated action.
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How Does OVO Work?

The primary objectives of OVO are to monitor, control, and maintain
systems in distributed heterogeneous environments. OVO performs
these tasks by:

= Noting an occurrence (an event) in your environment.
= Generating a meaningful report (a message) about this event.
= Reacting with an appropriate response (an action) to this event.

OVO communicates changes in status, an event or a problem on a
managed node via messages. If the event triggering the message
represents a problem, an action can be started to correct it. The original
message, the result of the corrective action, and other associated
information for example user annotations, are stored in the database.

Events

An event is a fault or incident within the computing environment that
occurs on an object. Typically, an event represents either a change in
status or a threshold violation. For example, the status of a printer
changes when the paper tray empties, and a threshold is violated when
the available disk space on a system falls below a certain level. Each of
these occurrences is an event, and for each event a message can be
created.

Messages

A message is a structured, readable piece of information about a status,
an event, or a problem related to a managed node.

OVO uses messages to:
= Communicate information about events.
= Highlight status changes within the environment.

e [|nitiate corrective actions.
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OVO creates messages using information from OVO a variety of sources,
including:

= Logfiles—the logfile encapsulator encapsulates application and
system logfiles, for example NT Event Logs, to extract message
information.

< SNMP Events—the SNMP event interceptor captures events on the
management server and on selected agent platforms; see the HP
OpenView Operations Administrator’'s Reference Volume | for more
information.

< MPE/iX Consoles—the MPE/iX console message interceptor
intercepts messages sent to the MPE/iX console.

< OVO Message Interface—these messages are generated by an
OVO command or API (opcmsg(1] 3)).

< Monitored Objects—you can set up threshold levels for monitored
objects. When measured values of monitored objects exceed
configured threshold levels, OVO will generate messages.

= Your Applications—all applications which write messages to
logfiles, to an MPE/iX console, use the OVO APIs, or send SNMP
traps can provide information to OVO.

OVO generates messages so that the information is presented to the user
in the clearest form.

Managing Messages OVO can direct messages to logically related
groups. A message group brings together messages from many related
sources, providing status information about a class of managed objects or
services. For example, the message group BACKUP can be used to gather
all backup related messages, from sources such as backup applications
and tape drives.

All messages forwarded to the management server use the same format
in the message browser and are color coded to highlight message
severity. The system can also be configured to activate external
notification services such as pagers or automatic calling systems.

The message browser is the focal point for reviewing and solving
problems. It contains message related information, including the
availability and status of all preconfigured corrective actions. A service
for documenting these or any other actions is also available.
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Actions

An action is a response to a message. If the event creating the message
represents a problem, OVO can start an action to correct it. However,
actions are also used to perform daily tasks, such as starting an
application every day on the same node(s). An action can be a shell
script, program, command, application start, or any other response
required. OVO offers the following types of actions:

< Automatic actions.
« Operator-initiated actions.

= Applications.

Automatic Actions Automatic actions are message-linked,
preconfigured responses to problems. Automatic actions do not require
operator interaction, and OVO starts them as soon as an appropriate
message is received. The operator can manually restart or stop them if
necessary.

Operator-Initiated Actions Operator-initiated actions are also
message-linked, preconfigured responses to problems. These actions
must be started and stopped by an operator. Administrators might
choose to configure an operator-initiated action for a message instead of
an automatic action because:

= The operator might have to perform manual operations in
conjunction with the action.

= The starting of the action might be contingent upon conditions
within the environment which must first be checked by the operator.

Applications Applications are scripts or programs which have been
integrated into OVO. Whereas operator-initiated and automatic actions
are directly associated with a message and can be started or stopped
from the browser windows, applications are tools that are available in
the operator’s Application Desktops.
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OVO User Concept

The OVO user concept distinguishes between real users, such as the
OVO administrator and the OVO operators, and user profiles.

The primary user roles of OVO are:

< Administrator.
< Template administrator.
= Operator.

User profiles describe the configuration of abstract users and can be used
to configure real users.

Operators and administrators must provide the correct login name and
password before gaining access to their customized OVO user interface.
These OVO passwords are not related to the operator’s system login
name and password.

User Profiles

User profiles are useful in large and dynamic environments with many
OVO users. You can configure profiles of virtual users and assign these
predefined profiles to real OVO users. This allows you to quickly set up
users with a default configuration. You can create as many profiles as
you need and arrange them in a user profile hierarchy.
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OVO Administrator

The OVO administrator is primarily responsible for installing and
configuring the OVO software, and establishing the initial operating
policies and procedures.

The OVO administrator’s tasks and responsibilities within the OVO
working environment can be summarized as follows:

= Defines a custom environment for each user by managing all
installation, configuration, and customization adaptations to add or
change operators, template administrators, nodes, retrieved
messages.

= Extends operator efficiency by matching corrective actions to specific
events, and providing individual instructions for other events.

= Defines responsibility and capability sets, and decides which tools
the operator needs to maintain the assigned nodes and perform the
required tasks.

= Develops guidelines which template administrators use to
implement a message policy and determines each template
administrator’s responsibility for templates or template groups.

= Maintains and reviews OVO's history data to modify or develop
automatic and operator-initiated actions, provide specific event
instructions, and track recurring-problems. For example, reviewing
history data would reveal which nodes have permanently high
utilization of disk-space.

= Acts as any operator to verify their configuration and help them
resolve any current problem.

= Extends the scope of OVO by integrating additional applications and
monitored objects and ensures consistent presentation and
invocation of services by registering new applications in the
Application Desktop.

Additionally, the administrator maintains the software, and defines
management processes and security policies.
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Template Administrator

OVO uses templates to intercept messages from different message
sources, and to monitor areas where specified values, or preconfigured
limits, are met or exceeded. Template administrators use configuration
tools to set up message collection and monitoring services, and define
filters and suppression criteria to refine and reduce information sent to
operators.

Template administrators have administrative responsibilities limited to
creating, modifying, or deleting templates and monitors which can be
summarized as follows:

= Determining the message source or monitoring area and setting up
the appropriate template or monitor.

= Providing instruction text to help the operator solve a problem.

=« Defining advanced options for suppressing duplicate messages or
diverting messages into, for example, an event correlation engine.

= Setting up filters to forward or suppress messages matching a
specified pattern.

< Determining how matched and unmatched messages are handled by
OVO.

Operators

Every operator’s environment consists of a set of managed nodes. These
nodes provide information which the operators use to solve problems and
are the basis for daily tasks, such as application startups. Each OVO
operator has a customized view of their managed environment. For
example, one operator might be responsible for all nodes at a facility, and
another responsible for a subset of nodes at another facility. By creating
task-orientated environments, OVO operators see only the information
from systems and objects under their control.
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Figure 1-9 shows OVO’s main operator windows. See Figure 1-10 on
page 40 for an example of the Java-based operator GUI.

Main OVO Operator Windows
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The following types of operators are available by default in OVO. For
more detailed information on the default OVO operators, see “Setting Up
Users and User Profiles” in the HP OpenView Operations Concepts
Guide. The following list gives the names of the default operators and
provides a brief description of their default role:

opc_op The opc_op operator controls system management
functions only and is not concerned with the
management of network activities such as applications
for configuring OVO'’s network functions or network
diagnostics tools.
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netop The net op operator’s environment combines OVO
configuration capabilities with all the
network-monitoring capabilities of a typical Network
Node Manager operator.

itop The i t op operator’s role represents a combination of
both the system and network-management roles. The
itop operator has access to the full range of OVO
software functionality.

Figure 1-10 shows the main windows that make up the working
environment of an operator. Each window presents customized
information matching the operator’s responsibilities and capabilities and
provides tools for performing management activities.

Figure 1-10 Java-based Operator GUI
4 HP DpenView VantagePoint for UNIX [tcbbn010] [opc_op]
File Edit View - Actions Window Help
Joperation view == Si“] a0
= EENodes |
1]
8] 1cpcn0g Seriiy
~[Eml tep el 2 (Masten | INormal
E-EMessage Groups |Normal
-~} Backup | Normal - il
/W Databasa EED Ll Critical 06/06/00 16:12:03 tepc0DE.bbnh... NTDS Gen. Global .. &
R !{INormal N | ¢ nh.fHPITOper. oY B
/Y Hardware | Mormal : ——3%-——- 0B/0B/00 15:58:38 tepe0i2bbnh.. HP ITiOpe.. OpC opcle
3 .Job i HMarmal - —-¥---- 0G/06/00 16:47:23 fcpel12.bbnh.. HP TOpe... Opc opectia
~Eqisc HiNgiral 0--FFX- 06/08/00 15:33:08 tepcl12bbnh. a 0
- Netwiare —
98 Netwark BTl Critical SRR 06/0B/00 15:12:03 tepc00B.bhnh.. NTDS Gen. Glahal .
N o DG/0B(00 14:54:13 tepe12bbnh.. HP ITiOpe... OpC opectla
OpC 0B/0B/00 14:12:04 tepc00B.hhnh.. NTDS Gen. Global .
A output OG/0B/00 13:58:58 tepc0d2bhnh.. HP Tidpe.. Ops opectlia
A Pertarmiance 0G/0B/00 13:58:08 tepcdi 2bhnh.. HP Tidpe... Ops
A shwp OG/0B/00 13:58:08 tepc0i 2bhnh.. HP Tidpe... Ops
e 0G/0B/00 13:55:08 tepc0i2bhnh.. HP Tidpe... Ops
1 Security 0B/0B/00 13:55:05 topc012bbnh.. HP ITiOpe.. Ops
0B/0B/00 13:54:05 topc012bhnh.. HP ITiOpe.. Ops
06/0B/00 13:54:04 tepc012bbnb.. HP ITiOpe. Opc
06/0B/00 13:53:07 tepc012bbnh.. HP ITiOpe.. Opc
MAMAINN 135307 teasnl? bin b H]F‘ Tine_ onc ‘!_'J
»
0 1 e T 1 i
Ready Brawser displays max 100 messages

The main windows are:
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Figure 1-12
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Managed Nodes The Managed Nodes window displays the operator’s
managed environment. Each node (or group of nodes) is represented by
an icon. OVO changes the color of these icons to reflect the node’s current
status.

Managed Node Window
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Message Groups The Message Groups window displays the operator’s
message groups. Messages are grouped by function, location, application,
or any other logical classification. OVO changes the color of these icons to
reflect the message group’s current status.

Message Groups Window
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Application Desktop The Application Desktop window displays icons
for each management application the operator can start. The OVO
operator starts these tasks by double-clicking on a symbol or by selecting
a node icon from the Managed Node Window and dragging and dropping
it on an application icon.

Figure 1-13 Application Desktop Window
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Message Browser The Message Browser window displays all incoming
messages from the OVO operator’s managed environment. The Severity
column is colored to reflect the current status of the message.
Figure 1-14 Message Browser Window
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From the Message Browser the operator can:

access in-depth information about messages to be reviewed and
managed.

find instructions needed to help resolve problems.

start and stop operator-initiated actions, which can be applications,
scripts or programs.

review the status of automatic actions, and restart or stop them if
necessary.

review or write annotations.

highlight the location of problems.

The Message Browser window is a powerful source of information for
performing system and problem management tasks. In addition, OVO
supports the concept of marking or owning a message. Only the owner of
a message may perform operations that need to be carried out in
connection with a given message.

In addition to these main windows, operators may require or be assigned
other windows according to the scope of their responsibility and their
environment. For example, the itop operator has the IP Map window as
part of the default environment.
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What is the Data Protector Integration?

The Data Protector Integration is a software package that enables you to
monitor and manage the health and performance of your Data Protector
environment with HP OpenView Operations (OVO), HP OpenView
Service Navigator, and the HP OpenView Performance (OVPA) Agent.

The union offers a complementary and consolidated view of Data
Protector performance information and overall resource characteristics.
The integration allows correlation of Data Protector performance data
with the performance data of the operating system, the database, and
the network - all from one common tool and in one central management
system. Integration of Data Protector performance data into the OVPA
helps to detect and eliminate bottlenecks in a distributed environment.
In addition, the integration allows for system optimizations well as
service level monitoring.

The Data Protector Integration offers the following key features:

= Instrumentation and configurations for the HP OpenView
Operations agents on a Data Protector Cell Manager system to
monitor the health and performance of Data Protector.

= Monitoring of multiple Data Protector Cell Managers with a single
OVO Management Server.

= The Data Protector Integration integrates into HP OpenView Service
Navigator and depicts the functionality of Data Protector as a service
tree.

= The Data Protector Integration uses the ARM and DSI interfaces of
the Performance Agent to collect performance data and ARM
transactions.

< The Data Protector Integration channels messages sent to OVO
Management Server based on a user's profile. Each OVO user sees
only the messages he needs.

< The Data Protector Integration allows the Data Protector Cell
Manager and the OVO Management Server to be installed on
different systems.

< The Data Protector Integration enables you to run Data Protector
functionality from the OVO Application Bank window.
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< Data Protector Integration messages sent to the OVO management
server includes instructions that help you correct the problem.

The Data Protector Integration offers the following key benefits:

« Centralized problem management using OVO agents at the Data
Protector managed nodes. The use of a central management server
avoids duplicated administrative effort.

= Real-time event and configuration information - including on-line
instructions - for fast problem resolution.

=« Powerful monitors to detect potential problem areas and to keep
track of system and Data Protector events.

= Performance data collectors to ensure continuous system throughput
and notify of any performance bottlenecks.

< Complements the Data Protector Administration GUI.
= Performance data collection and monitoring.

= Central data repository for storing event records and action records
for all Data Protector managed nodes.

= Utilities for running Data Protector management tasks.

Data Protector Integration Architecture

The Data Protector Integration resides on the HP OpenView Operations
(OVO) management server system and its OVO agent instrumentation
on the Data Protector Cell Manager system, which is an OVO managed
node. The Data Protector Cell Manager system must have the OVO
agent and OVPA installed.

The Data Protector Console is installed on the OVO management server.
Thus, the OVO user can start the Data Protector graphical user interface
(GUI) as an OVO application and connect to any available Data Protector
Cell Manager. Both Windows and UNIX Data Protector Cell Manager
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Figure 1-15

are accessible from the same OVO Application Bank. This is facilitated
by the Data Protector Console using Data Protector's communication
protocol on port 5555 to exchange data.

Data Protector Integration Architecture

OVO Manaaement Server Data Protector Cell Server

A

-

OVO Management Services | OVO Perfomance Agent

Data Protector Data Protector
Intearation OVO Agent Intearation

Data Protector J

Intearation

L Data Protector Console J4 J

1 Data Protector Cell Manager J

All the Data Protector OVO templates, which monitor:

< Data Protector logfiles
= Data Protector SNMP traps

configures the OVO agent on a Data Protector Cell Manager. The OVO
agent on a Data Protector Cell Manager sends messages to the OVO
management server for display in the message browser only if
appropriate conditions match. This minimizes network traffic between a
Data Protector Cell Manager and the OVO management server.
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Installing the Data Protector Integration

In this chapter you will find information on:

= Prerequisites for installing the Data Protector Integration.

= Installing the Data Protector Integration on the system where the
HP OpenView Operations management server software is installed.

= Installing the Data Protector Integration components on OVO
managed node (Data Protector Cell Manager) system.

=« Deinstalling the Data Protector Integration components from OVO
managed node (Data Protector Cell Manager) systems.

=« Deinstalling the Data Protector Integration from the system where
the HP OpenView Operations management server software is
installed.
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Installing the Data Protector Integration
Supported Platforms and Installation Prerequisites

Supported Platforms and Installation
Prerequisites

The HP OpenView Storage Data Protector Integration is used to monitor
and manage the health and performance of Data Protector
environments. You can manage one or more Data Protector cells with the
HP OpenView Storage Data Protector Integration. It should only be
installed in an environment consisting of:

< One or more systems running OVO management server

< OVO agent running on systems with the Data Protector Cell
manager

It is only guaranteed to work in these environments.

Before starting the Data Protector Integration installation process, make
sure that the following requirements are met:

Data Protector Supported Versions

The Data Protector Integration is designed to work with HP OpenView
Storage Data Protector, version 5.1 on the following platforms:

HP OpenView Storage Data Protector Availability

Data Protector Version
Operating System 55
5.0 51

HP-UX 11.00 g g g
HP-UX 11.11 g g g
HP-UX 11.2x g g
Solaris 7 O 0 O
Solaris 8 O O O
Solaris 9 O O O
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Table 2-1 HP OpenView Storage Data Protector Availability (Continued)
Data Protector Version
Operating System 55
5.0 51 '
Solaris 9 (OVO A.07.10 English O O
Agent only)
Microsoft Windows NT 4.0 with O O O
SP6A (Workstation, Server and
Enterprise Edition)
Microsoft Windows 2000 with O O O
SP3 (Professional, Server,
Advanced Server, Data Center)
Microsoft Windows XP O O
Professional (32 bit). Microsoft
Windows Server 2003 (32 bit).
OVO Management Server System
HP OpenView Operations management servers are supported on the
following platforms. The OVO server can run on a different host system
than the system where the Data Protector Cell Manager is installed.
HP OpenView Operations and HP OpenView Service Navigator is
installed and configured on a system running one of the following
Operating systems:
Table 2-2 OVO Management Server Supported Versions
OVO 6.x Oovo 7.1
OVO version? and including
Operating System Service Service
Navigator 6.x Navigator
HP-UX 11.00 a 0
HP-UX 11.11 a 0
HP-UX 11.2x a 0
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Table 2-3

Installing the Data Protector Integration

Supported Platforms and Installation Prerequisites

OVO Management Server Supported Versions (Continued)

OVO 6.x Oovo 7.1
OVO version? and including
Operating System Service Service
Navigator 6.x Navigator
Solaris 7 O 0
Solaris 8 O 0
Solaris 9 O 0

a. English, and Japanese.

OVO Patches

Please ensure that the following minimum patches are installed.

Patches for OVO and Service Navigator (version A.06.00)2

Operating

System Patch Number Description
HP-UX 11.x PHSS_27342 Consolidated OVO Service Navigator
patch A.06.13

PHSS_28063 Intermediate OVO Server patch A.06.14
PHSS_28177 HP-UX 11.00/11.11 OVO Agent A.06.12
PHSS_28076 Java GUI client A.06.14.1
PHSS_27298 Solaris OVO Agent A.06.11
PHSS_27067 MS Windows OVO Agent A.06.11
PHSS_27067 Windows XP Professional (32-bit) Agent
PHSS_27298 Solaris 9 Agent
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Table 2-3 Patches for OVO and Service Navigator (version A.06.00)2
Operating Patch Number Description
System
Solaris 7. 8P ITOSOL_00117 OVO Service Navigator A.06.09

ITOSOL_00101

Consolidated OVO Server patch
A.06.08

ITOSOL_00108

Intermediate OVO Server patch A.06.09

ITOSOL_00104

HP-UX 11.x Agent A.06.08

ITOSOL_00106

Solaris Agent A.06.08

ITOSOL_00113

NT Agent A.06.08

ITOSOL_00152

Windows XP Professional (32-bit) Agent

ITOSOL_00158

Solaris 9 Agent

a. English, Japanese

b. Most of these patches are OS patches, so you may have them
already installed if you use the latest “recommended &
security patches” for Solaris from the Sun Webpage.

Table 2-4 Patches for OVO and Service Navigator (version A.07.10)2

Operating System

Patch Number

Description

HP-UX 11.x

PHSS_27387 HP-UX 11.0/11.11 OVO Msg/Act
Agent A.07.12

PHSS_28071 HP-UX 11.0/11.11 Coda Subagent
A.07.10

PHSS 27914 Consolidated OVO Java GUI A.07.x
patch A.07.11

PHSS_28501 Windows XP Professional (32-bit)

Agent

Solaris 7, 8

ITOSOL_00192

Windows XP Professional (32-bit)
Agent

a. English, Japanese
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Software Prerequisites on the OVO Management Server

Please ensure that the following software is installed on the OVO
management server system:

< HP OpenView Operations, version A.06.xx or A.07.xx. The console is
installed and configured on the HP OpenView Operations
management server system or other appropriate systems.

= The HP OpenView Storage Data Protector Console is installed on the
HP OpenView Operations management server system.

The swl i st DATA- PROTECTOR command returns:

DATA- PROTECTCR A 05.10 HP OpenVi ew St or age Dat a Protector
DATA- PROTECTCR OMNI -CC A 05. 10 HP OpenVi ew St or age Dat a Protector Cel |
Consol e

DATA- PROTECTCR. OMNI - CCRE A 05. 10 HP OpenVi ew St or age Dat a Protector Core

Hardware Prerequisites on the OVO Management Server

Please ensure that the following hardware prerequisites are met on the
OVO management server system:

< 5 MB disk space on the HP OpenView Operations management
server system to install components necessary for the Data Protector
Integration.

Managed Node Systems (Data Protector Cell
Manager)

A number of agents and the Data Protector Integration are required for
the complete management of Data Protector environments. The required
components that must be installed on the managed node system hosting
the Data Protector Cell Manager are:

< HP OpenView Operations Agent

= HP OpenView Performance Agent

The OVO and OVPA patches must be installed on the OVO management
server and must be distributed by the OVO administrator to the manage
node systems prior to the distribution of the Data Protector Integration.
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Supported OVO Agent Versions

The Data Protector Cell Manager installation must be made on a
platform for which the OVO Agent is available. Please refer to Table 2-5
for details of the available agent versions and ensure that the
appropriate version is installed:

Table 2-5 HP OpenView Operations Agent Availability
OVO Agent Version
Operating System
OVO 6.0 ovo 7.1
HP-UX 11.00
HP-UX 11.11
A.gg.gs or | A07.10
Solaris 7, 8 Igher
Microsoft Windows
Supported HP OpenView Performance Agent Versions
If the OVPA is to be installed, the Data Protector installation must be
made on a platform for which the OVPA is available. Please refer to
Table 2-6 for details of the available agent versions.
Table 2-6 HP OpenView Performance Agent Availability
Operating System OVPA Version
HP-UX 11.00
C.03.70 or higher
HP-UX 11.11
Solaris 7
C.03.75 or higher
Solaris 8
Microsoft Windows NT 4.0 and 2000
Microsoft Windows XP Professional C.03.65 or higher
Microsoft Windows Server 2003
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Additional Software for HP-UX Managed Nodes

The following software is not installed as part of the OVO management
server installation nor as part of the Data Protector Integration
installation. Please refer to each product section to check whether they
are required or optional.

SNMP Emanate Agent (required)

The SNMP Emanate Agent is necessary to capture SNMP traps sent by
the Data Protector Cell Manager on the same system and to let the OVO
Agent forward any matching SNMP trap events as OpC messages to the
OVO management server. This is called Distributed Event Interception,
since the SNMP traps are intercepted on a managed node and not on the
OVO management server.

The advantages, especially for large enterprise environments with a high
number of Data Protector Cell Managers, are:

= The solution scales better: Additional Data Protector Cell Managers
do not put additional load on the management server as the
processing of SNMP traps is done on the managed node.

< Any automatic action configured as a response to an SNMP trap can
be triggered and run locally on the managed node without
involvement of the management server.

= Since no SNMP trap is sent from the managed node to the
management server, the network load decreases.

= The probability that SNMP traps are lost is significantly reduced as
these are not transmitted over the network.

= Security over (public) networks is increased, since SNMP traps do
not use a network and are sent, received and processed only on the
managed node. OpC messages are sent by the OVO agent to the OVO
management server using DCE/RPCs, which allows authentication
and encryption.

Please check that the SNMP Emanate Agent is installed on the Data
Protector Cell Manager node using the command:

# swist -1 product -a description O/SNVPAgent
You should see the following entry:
OVSNIWPAgent "SNWP Agent functionality"
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Additional Software for Windows Managed Nodes

The following software is not installed as part of the OVO management
server installation nor as part of the Data Protector Integration
installation. Please refer to each product section to check whether they
are required or optional.

SNMP Service (required)

In order to send the Data Protector SNMP traps to the OVO
management server you must install the SNMP service.

FTP Service (optional)

If you have the Data Protector Cell Manager installed on a number of
Windows systems, you may consider installing the Windows FTP service.
When you deploy the OVO Agent from the Unix OVO Management
Server to a Windows system the most convenient way is to do it via the
Windows FTP service.

For deployment of the OVO Agent to a Windows system alternative
solutions exist. For details, please refer to the HP OpenView Operations
Installation Guide for the Management Server and the HP OpenView
Operations Administrator's Reference guides. However, using the
Windows FTP service is the quickest and most convenient way.

Another advantage of using the Windows FTP service is if you want to
conveniently distribute Data Protector configuration files from a central
system to all Data Protector Cell Managers.

For the obuser gr p. pl utility to work the FTP service is required, since it
reads, modifies and writes the A assSpec file. This file resides in Data
Protector's configuration directory.

The FTP service is part of the Internet Service Manager Windows
Component on Windows 2000. Configure the:

C. \ Program Fi | es\ Omi Back\ Confi g

directory (or equivalent directory, if you have chosen a custom path) as a
Virtual Directory with the name:

CBCONFI G

The obuser gr p. pl tool needs precisely this name.
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Configuring the Windows FTP Service

¥E Internet Information Services _ ol x|
J Action  Yiew |J<2=' -D||><|@
2> m |
2ix|

Tree I
3| Directory Security I

% Internet Information Services

=2 * breyell
) Default FTP site 5 adirectory located on this computer

@l Default FTP roak ' a share located on another computer

When connecting to this resource, the content should come fram:

FTF Site Director
Local Path: IE'\.Prngram FilezOmniB ack\Config Browse... |
¥ Bead
W write:
| ¥ Log wisits

Ok I Cancel Apply Help

remsh Daemon (optional)

Torunthe Data Protector Start Service,Data Protector Stop
Service and Dat a Protector Status applications, on a Windows
managed node from the OVO Appl i cati on Bank, a rensh daemon must
be installed on the Windows system. You may use the daemon supplied
with the Windows Resource Kit or another alternative, such as from the

MKS Toolkit.
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Disk-Space Requirements

Table 2-7 lists the disk space requirements for both the installation of
the Data Protector Integration software and the Data Protector
Integration’s run-time files on the OVO management server and, in

addition, on the managed node.

Table 2-7 Disk-Space Requirements
. OoVvO .
Machine Version Operating System Total
ovo ovo HP-UX 11.x 5 Mb
Management 6.x and 7.x ,
Server Solaris 7, 8 5 Mb
OVO Managed ovo HP-UX 11.00, 11.11 1 Mb
Node 6.x and 7.x :
Solaris 7, 8 1 Mb
Supported Microsoft 1.5 Mb
Windows Nodes
Memory (RAM) Requirements
There are no specific requirements concerning the amount of RAM
installed on either the OVO management server or managed nodes,
beyond the requirements of OVO and Data Protector.
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Installing the Data Protector Integration

The Data Protector Integration is delivered as a Software Distributor
(SD) depot which is used to install the Data Protector Integration onto
the OVO management server system through SD. This installs all
components required for the management server and the managed nodes
on the management server system. The agent software and the
configuration data for these agents is then distributed by the OVO
administrator to the managed nodes using OVO.

Installation

The Data Protector Integration software is split into SD filesets and
include the following components:

< Monitoring and administration programs.

= OVO configuration data (including message groups, templates, and
user profiles).

= Data Protector Integration applications.
< Data Protector Integration documentation.

To install the software on the management server, execute the following
command on the management server:

# swinstall -s <depot_| ocati on> SPI - DATAPROTECTOR- O/O

The following filesets are installed on an OVO Management Server on
HP-UX or Solaris:

SPI - DP- AGT- HP OVO agent files for the DP Cell Manager on
HP-UX

SPI - DP- AGT- NT OVO agent files for the DP Cell Manager on NT
4.0, Win2000

SPI - DP- AGT- SCL OVO agent files for the DP Cell Manager on
Solaris

SPI - DP- CONF OVO templates and configuration files for the

OVO Management Server

SPI - DP- DOC Data Protector Integration's documentation in
Adobe Acrobat pdf format
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The following fileset is installed on an OVO Management Server on
HP-UX:

SPI - DP- SRV- HP Data Protector Integration's executables and
scripts for the OVO Management Server on
HP-UX

The following fileset is installed on an OVO Management Server on
Solaris:

SPI - DP- SRV- SOL Data Protector Integration's executables and
scripts for the OVO Management Server on
Solaris

The following directories are created on the OVO management server
system:

/ opt/ OV/ OpJ i nt egr at i on/ obspi / bi n Binary and script files

/ opt/ OV OpJ i nt egrati on/ obspi/etc XML template files for
Service Navigation tree

/opt/ OVl QpCJ i nt egration/ obspi/lib Libraries and message
catalogs

/ opt/ OVl O i nt egr at i on/ obspi / vpp Configuration files for
Performance Agent

/ opt/ OV/ Qo i nt egr at i on/ obspi / doc Documentation

/var/ opt/ OV// | og/ obspi Logfiles

/var/ opt / OV shar e/ t np/ obspi Temporary and runtime
files

/var/ opt / OV shar e/ t np/ QoC_appl / obspi OVO files in uploadable
format

/ et ¢/ opt/ OV shar e/ obspi / conf XML files uploaded by

Service Manager
/ etc/ opt/ OV shar e/ bi t maps/ ¢ ormi back Icons and bitmaps

/etcl/opt/ OV sharel/registration/ C DPSPI Application registration
file
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Installation Verification
Check the following logfiles for errors:

e /var/adni swagent. | og
e /var/opt/ OVl og/ @C mgm _sv/ obspi cf gupl d. | og

To check the Software Distributor installation, enter the following
command:

# swist -arevision -a state -a title -1 fileset
SPI - DATAPROTECTCR- OVO

You should get the following response.

# SPI-DATAPROTECTOR-OVO SPI-DATAPROTECTOR-OVO
HP OpenView Storage Data Protector Integration
into OVO
SPI-DATAPROTECTOR-OVO.SPI-DP-AGT-HP A.05.05 Configured Data Protector Integration's
files for the DP Cell Manager
on HP-UX 11.x
SPI-DATAPROTECTOR-OVO.SPI-DP-AGT-NT A.05.05 Configured Data Protector Integration's
files for the DP Cell Manager
on NT 4.0, Win2000
SPI-DATAPROTECTOR-OVO.SPI-DP-AGT-SOL A.05.05 Configured Data Protector Integration's
files for the DP Cell Manager
on Solaris 7 and 8
SPI-DATAPROTECTOR-OVO.SPI-DP-CONF A.05.05 Configured Data Protector Integration's
templates for the Mgmt. Server
SPI-DATAPROTECTOR-OVO.SPI-DP-DOC A.05.05 Configured Data Protector Integration's
documentation

On HP-UX OVO Management Server:

SPI-DATAPROTECTOR-OVO.SPI-DP-SRV-HP A.05.05 Configured Data Protector Integration's
executables and scripts for the
Management Server

On Solaris OVO Management Server:

SPI-DATAPROTECTOR-OVO.SPI-DP-SRV-SOL A.05.05 Configured Data Protector Integration's
executables and scripts for the
Management Server
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Agent Installation

The agent software has to be distributed to the managed nodes in two
main steps:

< Add the Data Protector Cell manager host system to the OVO
managed environment as a managed node.

e Runthe Add Data Protector Cell application for each Data
Protector Cell manager node

= Distribute software, actions, commands, monitors and templates to
the Data Protector Cell Manager managed node.

Adding the Data Protector Cell Manager System as an OVO Node

To add the Data Protector Cell manager host system to the OVO
managed environment as a managed node:

1. Login to OVO as user opc_adm
2. Open the Node Bank.

Figure 2-2 OVO Node Bank
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3. Select Actions — Node — Add...

4. Add the label and hostname of the node that you are adding in the
Add Node window.

You now have the Data Protector Cell manager system as a node in the
Node Bank.

Running the Add Data Protector Cell Application
To run the Add Data Protector Cell application, as user opc_adm
1. Open the Node Bank and the DPSPI _Appl i cati ons window.

2. Select the Data Protector Cell Manager node from the Node Bank and
drag and drop it onto the Add Data Protector Cell application.

This opens a terminal window where you are asked to input some
information:

Figure 2-3 Add Data Protector Cell Application

netcnd. sh

Map Actions Edit View Window 1 root

2] @) i 2% A )

Application Group
Map Actions Edit ¥View Window

Diats. Protectar Reporting Date Protector Restor Data Protector Start Senvic: Data.
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As a result, a new node group is added to the Node G oup Bank and
a new layout group is added to the DP ALL MZRS node hierarchy (NT
CELL in the example below):

Figure 2-4 New Node Group and Layout Group for DP ALL MGRS

ITO Node Group Bank

Map Actions Edit View Window

L)@ w25 Q 2

DOP NT MGRS OP L MGES

Node Hierarchy: DP ALL CELLS
Map Actions Edit View Window

HoldingArea
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Distributing Software, Actions, Commands, Monitors and
Templates to the Data Protector Cell Manager

To distribute software, actions, commands, monitors and templates to
the Data Protector Cell Manager managed node (the appropriate
assignments have been made during installation):

Distribute to Managed Node

Map Actions | Edit View Window
Node Group

EyERL | start Services

Subagents | stop Sexvices

Server “|Assign Templates...

S tes |Install / Update S0 5 Config.. | (F 2

Message Browsexr || poincioqy

DP NT MGRS| DP Ux MGRS NT Cell UX Cell

adn [Read-Write] [Auto-Layout]

Node/Group Template
G Add...

\
Remaove selected \
|
\

Barove nades/groups

Remove templales

" sort by nodes/groups
_'sort by templates

OK Cancel Help

1. Login as user opc_adm

2. Select the appropriate node group from the Node Group Bank. The
node group DP ALL MZRS contains all Data Protector Cell Managers.

3. From the Node G oup Bank, select:
Actions - Agents - Install / Update SW & Config...

4. Follow any instructions displayed in the terminal window.
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Agent Configuration

SNMP Configuration on UNIX

To enable the OVO Agent on HP-UX nodes to receive SNMP traps from
Data Protector:

1. Add one of the following lines to the
[ opt/ OV bin/f T i nstall/opci nfo file.

= Ifan ovtrapd process is running add:
SNVP_SESSI ON_MDE ~ TRY_BOTH

= If noovtrapd process is running add:
SNVP_SESSI ON_MDE ~ NO_TRAPD

2. Configure the SNMP Emanate Agent to send SNMP traps to the
local OVO agent by adding the following line to the
/ et ¢/ SnnpAgent . d/ snnpd. conf file:

trap-dest: 127.0.0.1

3. Configure Data Protector to send SNMP traps to the Data Protector
Cell Manager host:

a. Use the Data Protector GUI's Reporting context window to setup
all Notification events to use:

< SNMP as delivery method

=« Cell Manager host system as the destination

Figure 2-6 Data Protector GUI's Reporting context window
0 Properties for Startofsession - HE Openyiew Omeillack Il a =i0]x|
o= @ -3
% ::’:.gnu.v Mame: [ xartlS evtion
o beemen | I ErEE=—|
T Databmespaceion [
¥ o S E—
j% :‘::::;‘f :f" Sysen [rogatbabecom
'R Motk sl
[ —— Berarmtes
E NodErragFreeteds Level Noenal -t P
E Suufietn Dot |
I UserCheckFaled -«
& heports
Cancel I
ST A i, Propertes fon =Y
i beeyeil bbn.hp. com &
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b. Add the Cell Manager hostname as trap destination to the
Ovdest s file in / et c/ opt / ommi / snp.

c. Disable filtering of SNMP traps by emptying the O/ff i | ter filein
/ et c/ opt/ omi / snnp.

SNMP Configuration on Windows

We recommend that you configure the Windows system to forward it's
SNMP traps to the OVO Management Server in the following way:

1. Add the following line to the

\usr\opt\ OA bi "\ Qi nstal I\ opci nf o file.
SNVP_SESSI N MODE~ NO_TRAPD

2. Configure the SNMP Service on an NT4.0 or Win2000 system to send

traps to the OVO management server. The community name should
be publ i c, since this is the default community name that Data
Protector's SNMP traps use. The trap destination must be the IP
address or the hostname of the OVO Management Server and the
rights of the community must be READ CREATE.

Configuring the SNMP Service on Windows

SMMP Service Properties (Local Computer) 1'5'

Genaral' Log Dn' Hecovely' Dependanciasl Agent  Traps ISecuntyI

The SNMP Service provides network management over TCP/AP
and IP/5P protacals, If raps are required, ane or more SNMP Service Properties {Local Computer) ﬂil
community names must be specified. Trap destinations may be

host names, |F addresses of [P addresses Genarall Log Dnl Hecoveryl Depandenciesl Agert | Traps  Secuity |

r— Community name
public j Add ta list ¥ Send authentication trap

—Accepted community nams

Bemave from lig

| Riights

Trap destinations:

Add... Edit... Remove

Remove % Accept SNMP packets from any host
—{ Accept SNMP packets fiom thees hoste

Add..

oK | Cancel L

fdd.. | Edi. | | Feme |

(u] % I Cancel | Lipply |
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Figure 2-8

If you want to use a custom community name other than publ i ¢, you
must set this value in the Registry. This will let Data Protector use
this custom community name for sending SNMP traps:

HKEY _LOCAL MACH NE\ SOFTWARE\ Hewl et t Packar d\ CpenVi ew\
Qmi Backl I\ SNMPTrap Communi t y<REG SZ>:
<custom communi ty nane>

3. Configure Data Protector to send SNMP traps to the OVO

management server system:

a. Use the Data Protector GUI's Reporting context window to setup
all Notification events to use:

< SNMP as delivery method
< OVO management server system as the destination

b. Add the OVO management server hostname as trap destination
to the OVdest s file in <Dat a Prot ector Root >/ Confi g/ SNVP.

c. Disable filtering of SNMP traps by emptying the O/ il t er filein
<Data Protector Root>/Confi g/ SNVP.

4. Configure the OVO management sever to intercept SNMP traps send

by Windows Cell Manager. To do this use the OVO GUI to assign and
distribute the "DP_SNMP" template to the OVO management server.

SNMP template assignment to OVO management server

Node/Group
=l

Template

Add...

" sort by nodes/groups

_'sort by templates

OK Cancel Help

Data Protector User Configuration

UNIX For Data Protector on HP-UX nodes, check that the

local root user is in the Data Protector’'s adm n user
group.
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Windows For Data Protector on Windows, add the local
HP | TO account user to Data Protector’s adm n user
group.

Miscellaneous Configuration

Windows For Windows nodes, the system Variable:
DPHomreDI R

must be set with the Data Protector root path in order
for the OVO Agent is able to find the Data Protector
logfiles to be monitored.

The default location is: C.\ Program Fi | es\ Qmi Back

After changing a Windows system variable, the system must be
restarted.

Program ldentification

On UNIX Managed Nodes

All Data Protector Integration programs and configuration files contain
an identification string which can be displayed using the UNIX
command:

what (1) :

The output is of the form:

HP penVi ew Storage Data Protector Integration into OVO
A 05.05 (<buil d_date>)

On Windows Managed Nodes

All Data Protector Integration programs and configuration files contain
an identification string which can be displayed by:

1. Right-clicking the ob_spi _backup. exe file.

2. Select Properties from the popup menu.
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3. Select the Vversion tab. The following screen is displayed.

Figure 2-9 Version Information

ob_spi_backup.exe Properties ﬂil

General Wersion | Securityl Summaryl
File version:  1.0.2.3
Description:  ob_spi_backup
Copyright: Copyright [c] Hewlett-Packard 1993-2001

— Other version information

Item name: Walue:
BuildD ate Hewlett-Packard Company ;I

Language
Original Filename
Product Mame
Product Version

QK I Cancel | Apply |
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Deinstalling the Data Protector Integration

When deinstalling the Data Protector Integration, components must be

removed from both the:

< Managed node systems (Data Protector Cell Manager)

< HP OpenView Operations management server system

Deinstalling from Managed Nodes

To deinstall the Data Protector Integration from a managed node, you

must:

1. Unassign the Data Protector Integration's OVO templates and
monitors from the Data Protector Cell Manager system (OVO
managed node). To do that you have to remove the Data Protector

Cell Manager from the DP NT or UX MRS group.

2. Redistribute the templates to the managed node with the force
update option set, to ensure that the templates and monitors do not
reside on the managed node anymore.

Figure 2-10 Redistribute with Force Update Option

=T

Components

Taraget Nodes

_| Agent Software
W Templates

| Actions

W Monitors

_| Commands

Options

‘ W Force Update

_"All Nodes
" Nodes in list

smokurtbbnhp.com

Additional Node:

Get Map
Selections

Delete

Add

0K Cancel

3. Remove the Data Protector Cell manager from the OVO managed
environment using the Del ete Data Protector Cell application
from the DPSPI _Appl i cati ons group.
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Deinstalling from the Management Server System

If the OVO management server is using the default Administrator login
name and password use the following command to deinstall the Data
Protector Integration from the management server system:

sw enove SPI - DATAPROTECTOR- OVO

In the case of a different Administrator login name or a changed
password, you must carry out the following steps before you can remove
SPI - DATAPROTECOR- OVOfrom your system.

1. Use the following swask command:

swask SPI - DATAPROTECTOR- OVO
2. Enter the OVO management server administrator login name.
3. Enter the OVO management server administrator password.
4. Start swremove:

sw enove SPI - DATAPROTECTOR- OVO
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Upgrading the Omniback 4.1 Integration to
Data Protector Integration

HP OpenView Storage Data Protector Integration builds upon the
capabilities of its predecessor, HP OpenView Omniback Il. To upgrade
from Omniback Il Integration to Data Protector Integration you must:

1. Deinstall the product using the sw enove command and remove all
Omniback Il Integration elements from the OVO database:

sw enove SPI - OWN BACK- OVO

2. Manually remove the GUI elements on the management server in
the following order:

Users

User profiles
Message groups
Node hierarchies
Node groups
Application groups

Template groups

OR

Using the deinstallation tool provided with the Data Protector

Integration:

a. Copy the dei nstal | obspi . tar file from the CD to the OVO
management server.

b. Untar the file:
tar -xf deinstall obspi.tar

c. Start the script dei nst _CBSPI . sh in /t np/ GBSPI

d. Enter OVO administrator login name and password.

3. Install the SPI - DATAPROTECTOR- OVOwith the following command:
swinstall -s <SD Depot pat h> SPI - DATAPROTECTOR- OVO
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4. Configure the Data Protector Integration using the OVO GUI:

a. Drag & drop all managed nodes which are Data Protector Cell
Managers into the DP ALL MZRS group.

b. Drag & drop all managed nodes which are Data Protector Cell
Managers and NT/Windows2000 platforms in the DP NT M3RS
group.

c. Drag & drop all managed nodes which are Data Protector Cell
Managers and UX platforms in the DP UX MGERS group

5. Redistribute the templates and monitors to the managed nodes with
the Force Update option (see Figure 2-10 on page 71).
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Configuring the Data Protector Integration
for Mixed Environments

If your environment has both Omniback 4.1 and Data Protector 5.1 Cell
Managers, you must configure the Data Protector Integration to also
work with the Omniback 4.1 Cell Managers. The Data Protector
Integration handles an Omniback 4.1 Cell Manager in the same way as a
Data Protector Cell Manager. In order to be able to distribute the
templates and monitors for Omniback 4.1 managed nodes and see
messages in the message browser, you must include the Omniback 4.1
Cell Manager in the DP ALL M3ERS group and, depending on the platform,
either in the DP NT MERSor DP UX MSRS group.

There is one extra consideration when using the integration for
Omniback 4.1 and Data Protector Cell Manager. You can not use the
DP_SNWP template for matching any of the Omniback 4.1 SNMP traps.
Therefore, you must use the (B4. 1_SNVP trap template for the Omniback
4.1 systems. This template is not included in either the DP- SPI W nNT or
DP- SPI UNI Xintegration template groups, and so it is not automatically
assigned to any node. It must be manually assigned if required. Manual
assignment of the CB4. 1_SNVP trap template varies, depending on the
platform of the Omniback 4.1 Cell Manager as the SNMP sending
methods are not the same on Windows and UNIX.

In case of an Windows Cell Manager, the SNMP trap is sent directly to
the OVO management server, where intercepting and condition
matching take place. Therefore, if you want to receive SNMP messages
from an Omniback 4.1 Cell Manager on Windows, you must assign and
distribute the CB4. 1_SNWP template to the OVO management server
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system itself. It is acceptable to assign both the DP_SNWP and the
OB4. 1_SNWP templates to the OVO management server because as they
operate independently of each other.

Figure 2-11 Template assignment for OVO management server

Tefine Configuration

DP
NG DP

In case of an UNIX Cell Manager the SNMP trap is send to itself, where
intercepting and condition matching is done by the OVO agent.
Therefore, if you want to receive SNMP messages from Omniback 4.1
Cell Manager on UNIX, you need to assign and distribute the

CB4. 1_SNVP template to the UNIX Cell Manager.

Figure 2-12 Template assignment for Data Protector Managed Node

Define Configuration

5. bbhn.hp.com Trap
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In this chapter you will find information on integrating the HP
OpenView Storage Data Protector Integration into HP OpenView Service
Navigator:

= Introduction to HP OpenView Service Navigator

= Using HP OpenView Service Navigator for Data Protector
management

e Installation

e De-installation
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What Is HP OpenView Service Navigator?

HP OpenView Service Navigator is an add-on component of the HP
OpenView Operations Java-based operator GUI. It enables you to
manage your IT environment while focusing on the IT services you
provide.

While OVO lets you detect, solve, and prevent problems occurring in
networks, systems and applications in your IT environment, Service
Navigator takes you one step further. Service Navigator lets you map the
problems discovered by OVO to the IT services you want to monitor.
Instead of focusing on single elements within a complex IT environment,
you can now manage your IT environment by focusing on the IT services
you are responsible for.

Service Navigator is based on OVO and depends on the monitoring,
message, and action capabilities OVO provides. If a problem occurs on
one of the objects managed by OVO, a message about this problem is
generated and sent to the user responsible for the area concerned. With
Service Navigator installed and configured, this message is mapped to
the service that is impacted by the problem, and sent to the user
responsible for that service.

The severity status of the problem also changes the severity status of the
service so that the user can easily identify services that are in a
problematic state. To solve service-related problems, OVO's problem
resolution capabilities have been further extended to include
service-specific analysis operations and actions.

If enabled, Service Navigator logs each change of status in the database
so that reports about service availability can be generated.

Figure 3-1 on page 80 shows the main window of Service Navigator. In
addition to the customary OVO managed nodes and message groups,
managed services are displayed in the scoping pane on the left. The
content area on the right is split into two sections. The upper section
displays a service hierarchy in graphical form where each service is
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represented by an icon. The lower section contains the standard OVO
message browser configured to display only the messages that pertain to
your service.

Figure 3-1 The Service Navigator GUI
OVO Managed Nodes

Service Graph

Message Browser with

. Service Messages
Managed Services 9
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How Does Service Navigator Work?

The concept behind Service Navigator is that of a hierarchical service
structure. Service Navigator lets you build a hierarchy that reflects the
relationships and dependencies between the service-relevant managed
objects in your IT environment.

The following section explains the concept of a service hierarchy and how
a service can be logically related to a subservice.

What Is a Service Hierarchy?

A service hierarchy is a logical organization of the services you provide,
each higher level covering a wider or more general service area than the
next lower level. The relationship between services in a hierarchy can be
one of two types:

containment: a service is contained in a service; that is, a service is part
of, and defined within, another service. The contained service cannot
exist without the containing service. A service can contain more than one
subservices.

usage: a service is contained in a service but, at the same time, is used,
or referenced, by another service. The used service can exist without the
using service; the using service depends on the used service. For the
purposes of status propagation and calculation it is of no consequence
whether a service is contained in or used by another service. Note,
however, that a service can be defined only once but be used or contained
many times.

Service Navigator supports up to 256 hierarchical levels.

Figure 3-2 shows an example of a service hierarchy for a Data Protector
Cell Manager. The Data Protector Cell Manager service includes the cell
systems and their component:

= Database

< License

< Device Events
e Alert
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« Default Backup Group plus any additional Backup Group with
Backup Sessions grouped by status

Each of these subservices is divided into further elements. Together they
build the Data Protector service hierarchy. The relationship between the
services is of the type containment.

Figure 3-2 Example: Data Protector Service Hierarchy

X! HP Openview ¥antagePoint for UNIX [tick] [opc_adm]

The fact that OVO allows one service using another subservice, saves you
having to set up specific subservices for each of your service hierarchies.
You can set up a generic service, for example monitoring the operating
system on a Data Protector Cell Manager system, that can be used by
any other service hierarchy responsible for monitoring a Data Protector
Cell Manager system.
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Figure 3-3
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OVO Severity Pyramid

OVO Severity Pyramid

The status of a service is the current operational status of a service. The
status is indicated by status colors, each color signalling how severe the
current situation is. For example, the color red indicates a critical
problem situation. See also Figure 3-3 for an illustration of the OVO
severity status model.

critical

E-‘ warning

warning

O normal

normal

Since a service contains or uses several subservices, and since each
subservice in turn contains or uses other subservices, the severity status
of the service must be determined and calculated on the basis of the
severity statuses of the next lower services in addition to the severity
statuses of the messages targeting the service.

This is done on the basis of status propagation and status calculation
rules. These rules define the relationship of a service to its subservices in
terms of how they interpret each other’s severity status. Status rules are
defined in the service configuration file; see the HP OpenView Service
Navigator Concepts and Configuration Guide for more information about
HP OpenView Service Navigator.
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Figure 3-4

Data Protector Service Tree

This section explains how the capabilities of Service Navigator are used
by the Data Protector Integration to help monitor the status and health
of Data Protector cells.

Data Protector is represented as a Service Navigator service. Each Data
Protector cell is represented by an icon within the Data Protector service.
The service tree is updated by SNMP traps sent by the notification
feature in Data Protector and by messages from the Data Protector
Integration’s monitors. Figure 3-4 illustrates the Data Protector service
tree with three Data Protector Cell Managers.

The Data Protector Service Tree

OVO Managed Nodes

Managed Services
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Data Protector Service Tree

Table 3-1 lists the service tree nodes available for each cell.

Cell Service Tree Nodes

Node

Description

<Backup Group>.

Backup Sessions

Contains Running, Waiting, Aborted, Failed,
Completed, Completed with Failures, and Completed
with Errors.

Data Protector sends SNMP traps to trigger the
update of these items.

Running Updated by Start of Sessi on SNMP trap issued
by Data Protector notification.
Waiting Updated by messages indicating that session is
waiting due to:
= adevice being occupied
= the database is used
« all licenses are currently allocated
= too many backup sessions are running in parallel
Aborted Updated by Session Aborted trap.
Failed Updated by Session Failed SNMP trap.
Ended Updated by Session Completed, Completed with
Errors, or Completed with Failures SNMP trap.
Database Updated by DB* SNMP traps issued by Data

Protector notification and by messages resulting from
database logfile monitoring.

Device Events

Updated by Devi ce Error-, Munt Request-,
Mai | Slots-, and Full- SNMP traps issued by
Data Protector notification.

Alert Updated by Alarm-, Health Check Failed-, User
Check Failed-, Unexpected Events-, Not Enough
Media- SNMP traps issued by Data Protector
notification.

License Updated by License trap
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Applying the Data Protector Service to a User

The Data Protector service tree is assigned to the opc_admand opc_op
users during installation.

You may apply this service to an additional user with the command:

opcservi ce -assign <usernane> “Data Protector”

Starting the Service Navigator GUI

To start the Service Navigator GUI, run:
ito_op

and login with a user name.

Generating the Detailed Service Tree

To generate the detailed service tree for a Data Protector Cell Manager
below the Data Protector service:

1. Select the icon of the Data Protector Cell Manager node in the Node
Bank or in the Managed Nodes window.

2. Drag and drop it on the Build Service Tree application in the
Appl i cati on Bank window.

Removing the Data Protector Service Tree

During deinstallation of the HP OpenView Storage Data Protector
Integration, the SPI - DATAPROTECTCR- O/Oproduct is removed and the
complete Data Protector service tree is de-assigned from all its users and
it is removed.

Removal of the tree can also be done manually by:

opcservice -renove -services "Data Protector”
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Using the Data Protector Integration

The sections in this chapter show which new components are added to
OVO during the installation of the Data Protector Integration software
and describe how to use them to best effect. This chapter provides

detailed information about the following areas:

“Message Groups”

“Node Groups”
“Application Groups”
“Users and User Profiles”
“Monitored Objects”
“Monitored Logfiles”
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Message Groups

The Data Protector Integration installs six message groups that are
specifically designed to handle messages generated by the templates and
monitors started by the Data Protector Integration. Figure 4-1 shows the
Data Protector Integration message groups.

Figure 4-1 Data Protector Integration Message Groups

Message Groups [DP_OPERATOR]
Map Actions Edit View Window

Appaxa e

DP Backup

The Data Protector Integration generates a wide variety of messages.
Where appropriate, the Data Protector Integration assigns relevant
messages to existing OVO message groups. All those messages generated

Chapter 4 89



Using the Data Protector Integration

Message Groups

by the Data Protector Integration which do not obviously belong to
existing OVO message groups are assigned to the following six Data
Protector Integration-specific message groups:

DP_Backup
DP Restore
DP_Mount
DP_Msc

DP_SPI

DP_Interactive

Message Format

Backup session related messages
Restore session related messages
Mount request related messages

All other important Data Protector
related messages

Messages from the Data Protector
Integration

Detailed messages that are normally
only displayed in the Data Protector
GUI. This message group is disabled
as default. Enable this message
group if the greatest details about
Data Protector’s operation is
required.

An OVO message includes the following parameters:

Message Group | DP_Backup Backup session messages
DP_Restore Restore session messages
The following
message groups DP_Mount Mount request messages
are available: DP_Msc All other important Data
Protector messages
DP_SPI Data Protector Integration
messages
DP_Interactive Detailed messages that are
normally only displayed in the
Data Protector GUI.
Applications Set to Data Protector
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Node Set to the hostname of the Data Protector system the
event occur.
Severity Reflection of the impact that the event has on Data

Protector. For SNMP trap derived messages, the
severity value of the SNMP trap is used as the
severity level of the message.

Service Name

This depends on the impact the event has to a
service. This value needs to map with a node in Data
Protector's service tree.

Object

Allows the source of the event to be classified with
fine granularity.

Data Protector SNMP traps set the object parameter
to NOTI FI CATI ON

Messages which origin from a:

* monitored logdfile, set the Object parameter to the
name of the lodfile.

* monitor, set the Object parameter to the name of
the monitor.
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Figure 4-2

Node Groups

Node groups are logical groups of systems or devices which are assigned
in combination with message groups to an operator to manage. Each
node group is represented by an icon in the Node G oup Bank window.
All systems within a node group can be viewed by opening the node
group. A system may belong to more than one node group.

The Add Data Protector Cell action adds a node below the DP ALL
MERS node group. This node group is automatically created during
installation. The Cell Manager nodes are contained in this node group,
as illustrated in Figure 4-2.

Node groups are used to define the nodes from which a user receives
messages. In combination with message groups, node groups define the:

= responsibilities of a user

= messages displayed to a user in the message browser
Data Protector Integration Node Groups for opc_adm

IT0 Node Group Bank

Map Actioms Edit View Window

Ao = a @

CP BEM Cell DP MT MGRS

DP UX MGRS
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Figure 4-3

Using the Data Protector Integration
Node Groups

The content of DP ALL M3RS Node Group and of the DP BBN Cel | Node
Group are illustrated in Figure 4-3.

DP ALL MGRS Node Group and DP BBN Cell Node Groups

Node Group: DP ALL MGRS
Map Actions Edit WView Window

Aplaa< a2
|

Node Growp: DP BEN Cell
Map Actions Edit View Window  Help

Aplalals a2

smobuechs

The predefined user profiles of the Data Protector Integration use
message groups and node groups.

There are two further node groups which are created during installation
of the Data Protector Integration:

= DP NI MRS
= DP UX MRS

These can be used by any OVO administrator to help assign and
distribute template and monitors to all nodes of a selected operating
system. If the cell administrator uses the Add Data Protector Cell
application to create a new node, the node is automatically placed in the
node group corresponding to its operating system.
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If the cell administrator deletes the node with the Del et e Dat a
Protector Cell application, this node get automatically deleted from
the corresponding node group. The Data Protector Integration node
groups are illustrated in Figure 4-4.

Figure 4-4 DP Node Groups Created During Installation

IT0 Node Group Bank

Map Actions Edit View Window

Algl a2 o @

CP MT MGRS DP UX GRS
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Figure 4-5
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Node Hierarchies

Node hierarchies are used to organize each operator's Managed Node
window and are directly assigned to OVO users (not assigned to profiles).
Each node hierarchy is represented by an icon in the Node H erarchy
Bank window. A node hierarchy graphically represents a hierarchical
organization of nodes and node layout groups.

Data Protector Integration Node Hierarchy Bank for opc_adm

IT0 Node Hierarchy Bank

Map Actions Edit View Window

L)@ ml 448 o 2

DP ALL CELLS T Mode Bank

Iupc_adm [Read-Vrite] [Auto-Layout] |

The Add Data Protector Cell action adds a node layout group for a
Data Protector cell below the DP ALL CELLS node hierarchy. This node
hierarchy is automatically created during installation.
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The content of DP ALL CELLS Node Hierarchy is illustrated in
Figure 4-7.

Figure 4-6 DP ALL CELLS Node Hierarchy Bank

Node Hierarchy: DP ALL CELLS
Map Actions Edit View Window

Alalal a2 o @

L] L

P BBM Cell HoldingArea

The content of the Managed Nodes window of the DP_cel | _admuser who

has been assign the DP ALL CELLS Node Hierarchy by opc_admis
illustrated in Figure 4-7.

Figure 4-7 DP ALL CELLS Node Hierarchy Bank

Managed Nodes [dp cell adw]
Map Actions Edit WView Options Window

Ala A+t @ 24

L] L

DP BBM Cell

di

tl]
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Figure 4-8
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Application Groups

Installation of the Data Protector Integration adds a new application
group, Data Protector Integration Applications tothe OVO
Appl i cati on Bank window. It contains the Data Protector-related
applications as shown in Figure 4-8. Each OVO user profile has a
different set of Data Protector Integration applications to match the
responsibilities of the OVO users who have been assigned one of these
OVO user profiles.

The two new Data Protector Integration application groups, explained in
greater detail in the sections that follow, are DPSPI _Reports and
DPSPI _Appl i cati ons

DPSPI_Reports Application Group

The Data Protector Integration application group DPSPI _Reports
contains applications which are intended to be used to monitor the
health and performance of the Data Protector environment.

Data Protector Integration Application Group: DPSPI_Reports

Application Group: DPSPI_Reports

Map Actions Edit View Window

111111

DF hedia Feport

eeeeeee

|opc_adm [Read-Write] [mto—l.ayuut]l
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DPSPI_Applications Application Group

The Data Protector Integration application group DPSPI _Appl i cati ons
contains applications that are used to manage the Data Protector
environment.

Table 4-9 illustrates the applications contained in the
DPSPI _Appl i cati ons application group.

Figure 4-9 Data Protector Integration Application Group:
DPSPI_Applications

Application Group: DPSPI_Applications [DP_OPERATOR]
Map Actions Edit View Window

Buill Service Tree el Diato, Prrovtector Cell | Doalete Do, Frotector Cell
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Users and User Profiles

This section explains the various user concepts in OVO, Data Protector
and the Data Protector Integration. It also describes the users and
profiles installed by the Data Protector Integration and suggest the most
appropriate uses for them.

Data Protector, OVO and Operating System Users

There are two types of users used by Data Protector and OVO to provide
access to users. In addition, Data Protector uses Data Protector user
groups to define access rights for members of this group:

< Operating System Users

Users required to login to the operating system. A valid user login is
required before this user can start Data Protector or login to OVO.
For example:

EURCPE\ j anesm t h is a Windows user in the EUROPE domain
ui d=4110(j anesm th) gi d=60( mar ket i ng) is an UNIX user who's
primary Unix group is marketing.

= OVO Users

OVO requires a login to OVO. Any operating system user can login as
an OVO user, provided that the OVO user password is known.

Example: opc_admand opc_op are the default OVO users.

The Data Protector Integration generally does not set up any OVO
users. The one exception is the obspi _t enpl at e_adni n user. User
profiles are provided instead.

= Data Protector User Group

A Data Protector user group defines a set of Data Protector access
rights that are available to members of this user group. A member of
a user group is identified by its operating system user.

In Data Protector, the operating system user used to log in to the system
belongs to a Data Protector user group which determines the access
rights and the context of the Data Protector GUI for this user. While for
OVO, the operating system user identity is not relevant. The OVO user
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NOTE

used to log in to OVO determines which applications are available in the
Application Bank window and which message groups and node groups
are used for displaying messages in the message browser.

Data Protector Integration Users

Both the operating system user and the OVO user are required by the
Data Protector Integration. The OVO user determines the layout of the
OVO GUI:

= Applications shown in the Application Bank window
= Data Protector cell managers shown in the Managed Nodes window

= Messages groups, in combination with node groups, are used for
displaying Data Protector messages in the message browser.

When the OVO user starts the Data Protector GUI from the Application
Bank window, the layout of the Data Protector GUI and the permissions
this user has in Data Protector are determined by the operating system
user used when logging into OVO and not by the OVO user itself.

OVO User Profiles

HP OpenView Operations describes the configuration of abstract users
with User Profil es. User profiles are useful in large, dynamic
environments with many OVO users and allow quick set up of OVO users
with a default configuration. An OVO user may have multiple user
profiles assigned and therefore may simultaneously hold multiple roles.

The Data Protector Integration provides some default user profiles
suited for use with different OVO-Data Protector operator roles. All the
OVO administrator needs to do is to assign the appropriate default user
profiles and the DP ALL CELLS node hierarchy to existing OVO users. He
may also copy the default user profiles and modify them as required.
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Figure 4-10
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Data Protector OVO User Profiles

The installation of the Data Protector Integration software adds seven
new user profiles to the OVO User Profil e Bank window— four
administrators and three operators as illustrated in Figure 4-10. The
OVO administrator uses user profiles to simplify process of assigning
responsibilities to OVO users.

Data Protector Integration User Profiles

ITO User Profile Bank

Map Actions Edit View Window

Almlala+2 @ @

i i i

DOF Eackup Admin Profile DF EBackup Opsrntor Profils OP Cell Admin Profile

i i i

OF Davice Meadia Admin Profils DF Wadiz Oparstar Profils DP Raport Admin Profils

i

OF Restors Operstor Profile
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The OVO user profiles described in Table 4-1 are provided by the Data
Protector Integration and can be used to implement the OVO user roles
described in Table 4-2 on page 105:

Table 4-1 Data Protector OVO User Profiles

Administrator /

Operator Description
Profiles
DP Backup Restricted to a Data Protector Cell.

Administrator The Application Window shows icons for the following

applications:
» Data Protector Backup

This administrator has access to messages in the
OVO Message Browser, if the OVO message
template for detailed Messages DP_Det ai | ed is
enabled.

DP Backup Restricted to a Data Protector Cell.
Operator The Application window shows icons for the following
applications:

» Data Protector Backup

The Message Browser shows messages of the
message groups:

» DP_Backup
« DP_Misc
« DP_Mount

These are backup session messages and mount
requests of backup sessions messages.
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Table 4-1 Data Protector OVO User Profiles (Continued)

Administrator /
Operator
Profiles

Description

DP Restore
Operator

Restricted to a Data Protector Cell.

The Application window shows icons for the following
applications:

e Data Protector Restore

The Message Browser shows messages of the
message groups:

« DP_Restore
« DP_Misc
« DP_Mount

These are restore sessions messages and mount
requests of restore sessions messages.

DP Device &
Media
Administrator

Restricted to a Data Protector Cell.

The Application Window shows icons for the following
applications:

» Data Protector Devices & Media

This administrator has access to messages in the
OVO Message Browser, if the OVO message
template for detailed Messages DP_Det ai | ed is
enabled.

DP Media
Operator

Restricted to a Data Protector Cell.

The Application window shows icons for the following
applications:

» Data Protector Backup
e Data Protector Restore

The Message Browser shows mount requests of
backup and restore sessions (DP_Mbunt ) messages.
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Table 4-1

Data Protector OVO User Profiles (Continued)

Administrator /
Operator
Profiles

Description

DP Cell
Administrator

Restricted to clients of Data Protector Cells.

The Application window shows icons for the following
applications:

» Data Protector Clients

» Data Protector Start Service

» Data Protector Stop Service

» Data Protector Monitor Enterprise (in a MoM cell)
» Build Data Protector Service Tree

* Add Data Protector Cell

* Delete Data Protector Cell

The Message Browser shows messages of the
messages groups:

« DP_Misc
« DP_SPI

DP Report
Administrator

Restricted to Data Protector Cells.

The Application window shows icons for the following
applications:

» Data Protector Reporting

This Administrator is not shown any messages in the
Message Browser.
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Data Protector OVO Operators

The Data Protector OVO Operators use OVO to maintain, manage,
monitor, and control multiple Data Protector cells from a single console.
Table 4-2 defines the roles a Data Protector OVO Operator might have
and describes the appropriate access rights of an equivalent Data
Protector user.

NOTE OVO users and Data Protector users are different and have to be set up
in OVO and Data Protector separately.

OVO users are not created by the Data Protector Integration. The roles
described in Table 4-2 are examples of possible roles you may create and
use to manage Data Protector.

Table 4-2 Data Protector OVO Operators and their Roles
Data
Role Protector Description
Privileges
Backup Creates backup specifications (what to backup, from
Administrator  which system, to which device) and schedules the
backup.

Save backup | Allows a user to create, schedule,
specification | modify and save their own backup
specification.

Switch Allows a user to specify the owner of
session the backup specification under which
ownership the backup is started. By default, the

owner is the user who started the
backup. Scheduled backups are started
as root on a UNIX Cell Manager and
under the Cell Manager account on a
Windows system.
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Table 4-2 Data Protector OVO Operators and their Roles (Continued)
Data
Role Protector Description
Privileges
Backup Starts a backup, if not scheduled, and monitors the
Operator status of backup sessions, and responds to mount
requests by providing media to devices.

Start backup | Allows a user to perform a backup using

specification | a backup specification, so the user can
back up objects listed in any backup
specification and can also modify
existing backup specifications.

Backup as Allows a user to back up any object with

root the rights of the root login. This is a
UNIX specific user right. It is required to
run any backup on NetWare clients.

Switch Allows a user to specify the owner of

session the backup specification under which

ownership the backup is started. By default, the
owner is the user who started the
backup. Scheduled backups are started
as root on a UNIX Cell Manager and
under the Cell Manager account on a
Windows system.

Start backup | Allows users to back up their own data,
to monitor and abort their own sessions.

Mount Allows a user to respond to mount

request requests for any active session in the
cell.

Monitor Allows a user to view information about
any active session in the cell, and to
access the Data Protector database to
view past sessions. A user with monitor
rights can use the Data Protector
database context.
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Data Protector OVO Operators and their Roles (Continued)

Data
Role Protector Description
Privileges
Restore Starts restore on demand (from which device, what to
Operator restore, to which system), and monitors the status of the

restore session, and responds to mount requests by
providing media to devices.

Restore to
other clients

Allows a user to restore an object to a
system other than the one where the
object was backed up.

Restore from
other users

Allows a user to restore objects
belonging to another user. This is a
UNIX specific user right.

Restore as
root

Allows a user to restore objects with the
rights of the root UNIX user. Note that
this is a powerful right that can affect the
security of your system. This user right
is required to run any restore on
NetWare clients.

Start restore

Allows a user to restore own data, to
monitor and abort own restore
sessions. A user that has this user right
is able to view their own and public
objects on the Cell Manager.

Mount Allows a user to respond to mount

request requests for any active session in the
cell.

Monitor Allows a user to view information about

any active session in the cell, and also
allows a user to access the Data
Protector database to view past
sessions. A user with monitor rights can
use the Data Protector database
context.
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Table 4-2 Data Protector OVO Operators and their Roles (Continued)
Data
Role Protector Description
Privileges
Device & Creates and configures logical devices and assigns
Media media pools to devices, creates and modifies media
Administrator pools and assigns media to media pools.
Device Allows a user to create, configure,
configuration | delete, modify and rename devices.
This includes the ability to add a mount
request script to a logical device.
Media Allows a user to manage media pools
configuration | and the media in the pools and to work
with media in libraries, including
ejecting and entering media.
Media Responds to mount requests by providing media to the
Operator devices.
Mount Allows a user to respond to mount
request requests for any active session in the
cell.
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Table 4-2 Data Protector OVO Operators and their Roles (Continued)
Data
Role Protector Description
Privileges
Cell Installation and update of Data Protector client systems,

Administrator add, delete, or modify Data Protector users and groups
and administer the Data Protector database.

Client Allows a user to perform installation,
configuration | and an update of client systems.

User Allows a user to add, delete and modify
configuration | users or user groups. Note that this is a
powerful right.

Monitor Allows a user to view information about
any active session in the cell, and also
allows a user to access the Data
Protector database to view past
sessions. A user with monitor rights can
use the Data Protector database
context.

See private Allows a user to see private objects.
object This Data Protector user right has to be
granted to database administrators.

Report Create and modify Data Protector reports.
Administrator )
Reporting Allows a user to create Data Protector
and reports. To use Web Reporting, you

notifications | also need a java user under applet
domain in the admin user group.
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NOTE

obusergrp.pl User Groups Tool

The Data Protector Integration provides the obuser grp. pl tool to set up
user groups in Data Protector for the above user roles. It resides on the
OVO management server in the directory:

[ opt/ OV T i nt egr ati on/ obspi/bin

This tool uses the / opt/ OV QoC/ i nt egr ati on/ obspi / et ¢/ host _|i st
file to distribute the predefined settings to each cell manager listed in
this file.

obuser grp. pl uses ftp. sh to acquire, modify and replace the
cl assSpec file in Data Protector’s configuration directory.

No equivalent user groups are configured by default in Data Protector. If
these user groups are required in Data Protector, they must be set up
directly in Data Protector by an administrator.

The host _|i st file must be edited directly by the user.

The Data Protector Cell Manager system must have a running FTP
service.
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Data Protector Template Administrator

The Data Protector Template Administrator user is an OVO user and not
a profile. It allows you to create, modify, and delete Data Protector
Integration templates and monitors. With the Data Protector Template
Administrator, you use configuration tools to set up message collection
and monitoring services, and define message filters and suppression
criteria. You may also set how matched and unmatched messages are
handled by OVO.

OVO Administrator

The pre-defined OVO administrator, opc_adm is responsible for
installing and configuring OVO software and the Data Protector
Integration on OVO managed nodes. Data Protector Cell Managers are
managed nodes in OVO.

The Appl i cat i on window shows additional icons for these applications:
= Add Data Protector Cell
= Delete Data Protector Cell

e Build Data Protector Service Tree
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Monitored Objects

OVO monitors thresholds of an object to help early detection of problems.
If an object exceeds a threshold for a specified period of time, a message
can be sent to the OVO operator. This message enables the operator to
resolve the problem before it affects the functionality of the system and
the work of end users.

Permanently Running Processes on the Cell Manager

The processes that run permanently on the Data Protector Cell Manager
are:

« Cell Request Server (crs)
< Media Management Daemon (mmd)
< Raima Velocis Database Server (rds)

Only one instance of each process must be running.

Threshold: Number of processes <3
Polling interval: 10 min
Message structure:

Message Group DP_M sc

Applications Data Protector
Note <nane_cel | _nanager >.
Severity Critical

Service Name

Services. Data Protector.<cell name>

Object

DP_CheckPr oc_NT on Windows
DP_CheckProc_UX on UNIX

Operator Action
in case of problem

Start services

Message Text
when problem has been
solved

Auto acknowledge this message and the
preceding problem message
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Checks amount and percent of used available space.

Threshold: >= 95% for error
>= 80% for warning
Command: omi dbutil -extend info
Polling interval: 60 min
Message structure:
Message Group DP_M sc

Applications Data Protector
Note <nane_dat abase_server >.
Severity Critical

Service Name

Servi ces. Data Protector. <cell
nanme>. Dat abase

Object

DP_CheckDB_NT on Windows
DP_CheckDB_UX on UNIX

Automatic Action
in case of problem

Status of database

Operator Action
in case of problem

Purge or extend the database

Message Text
when problem has been
solved

Auto acknowledge this message and the
preceding problem message

Chapter 4

113



Using the Data Protector Integration

Monitored Objects

Media Pool Status

Checks if there are media pools with media status:

Poor (Critical)
Fair (Warning).
Polling interval: 60 min

Message structure:

Message Group

DP_M sc

Applications Data Protector
Note <name_cel | _nanager >.
Severity Critical or Warning

Service Name

Services. Data Protector.<cell name>

Object

DP_CheckPool St at us_NT on Windows
DP_CheckPool St at us_UX on UNIX

Operator Action
in case of problem

Status of the Media Pool

Message Text
when problem has been
solved

Auto acknowledge this message and the
preceding problem message
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Checks the amount of used space:

Threshold: >= 95% of total available space is Critical
>= 85% of total available space is Warning
Command: omimm -1 ist_pool -detail
Polling interval: 60 min
Message structure:
Message Group DP_M sc

Applications Data Protector
Note <nane_cel | _nanager >.
Severity Critical or Warning

Service Name

Services. Data Protector.<cell name>

Object

DP_CheckPool Si ze_NT on Windows
DP_CheckPool Si ze_UX on UNIX

Operator Action
in case of problem

Status of the Media Pool

Message Text
when problem has been
solved

Auto acknowledge this message and the
preceding problem message
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Monitor Status of Long Running Backup Sessions

Checks if there are backup up sessions that have been running for longer

than:

12 hrs (Critical)
8 hrs (Warning).
Polling interval: 60 min

Message structure:

Message Group

DP_Backup

Applications Data Protector
Note <nane_dat abase_server >.
Severity Critical or Warning

Service Name

Servi ces. Data Protector. <cell
nane>. <backup group>. Backup
Sessi ons. <sessi on st at us>

Object

DP_CheckLongBackup_NT on Windows
DP_CheckLongBackup_UXon UNIX

Automatic Action
in case of problem.

Session status

Operator Action
in case of problem

Session report

Message Text
when problem has been
solved

Auto acknowledge this message and the
preceding problem message
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Check Important Configuration Files

HP-UX Systems
Checks if the following files exist. The usage of these files is described in:

e Jetc/opt/omi/cell/cell _info

e Jetc/opt/omi/cell/installation_servers
e [etc/opt/omi/users/UserList

e /etc/opt/omi/users/C assSpec

e /etc/opt/omi/users/WbAccess

e /etc/opt/omi/snnp/ O/dest s

e Jetc/opt/omi/snnp/Ofilter

e /etc/opt/omi/options/global

e J/etc/opt/omi/options/trace

e Jetc/opt/omi/cell/cell_server

Polling interval: 15 min

Windows Systems
Checks if the following files exist.

They are located in subdirectories of the Data Protector configuration
directory, the default location being:

C.\ Program Fi | es\ OQmi Back\ Confi g\

The usage of these files is described in:

e cell\cell __info

e cell\cell _server

e cell\linstallation_servers
e users\userli st

= users\cl assspec

= users\webaccess

< snnp\ Ovdest s

< options\gl oba

e options\trace

Polling interval: 15 min
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Monitored Logfiles

You can use OVO to monitor applications by observing their logfiles. You
can suppress logfile entries or forward them to OVO as messages. You
can also restructure these messages or configure them with OVO-specific
attributes. For details, see the Message Source Templates window of the
OVO administrator's GUI.

Four Data Protector logfiles are monitored for warning and error
patterns. Basic information is provided in HP OpenView Storage Data
Protector Administrators’ Guide, in chapter 12, Troubleshooting, Data
Protector Log Files and in Appendix A, Further Information, Data
Protector Log Files Exemplary Entries.

Data Protector Default Logfiles

There are two default logfiles on every system where the Data Protector
core is installed:

e omisv.log
e inet.log
omnisv.log

This log is generated when omi sv - start or omnisv -stop is executed.
The date/time format is fix and not language dependant. The format is:

YYYY-[MM[D|D [HH M SS - {START| STCP}

The parameters for messages for the default logfiles are:

Message Group DP_M sc
Applications Data Protector
Note <nane_syst en®» on which lodfile resides
Severity omi sv. | og NORMAL
i net.log WARNING
Service Name Services. Data Protector.<cell nane>
Object <l ogfil e nane>
Automatic Action Get status of cell manager processes
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The following messages will be captured and forwarded to OVO's
message browser:

2001-6-13 7:46:40 -STCP
HP (penVi ew Data Protector services successfully stopped.

2001-6-13 7:46: 47 - START
HP penVi ew Data Protector services successfully started.

inet.log

This logfile provides security information. The messages document
requests to the i net process from non-authorized systems. The data/time
format depends on the value of the language environment variable. The
following messages are captured and forwarded to OVO’s message
browser:

06/ 14/ 01 09:42:30 |INET.12236.0 ["inet/allow deny.c /main/7":524] A 04.00 b364

A request 0 canme fromhost Jowet.nycom comwhich is not a cell nanager of this client

Thu Jun 14 09:42:30 2001 [root.root @owet.nycomcon] : .util
06/ 14/ 01 09:43:24 |INET.12552.0 ["inet/allow. deny.c /main/7":524] A 04.00 b364

A request 1 canme fromhost jowet.nycomcomwhich is not a cell nanager of this client
Thu Jun 14 09:22:46 2001 [root.sys@owet.nmycomcon] : .util

6/14/01 10:17: 53 AM CRS. 411. 413 ["cs/ ntrs/ daenon. ¢ / mai n/ 145":1380] A 04.00 b364
User LARS. R&RD@r ui se2000. nycom comthat tried to connect to OGRS not found in user |ist

Data Protector Database Logfile

There is a pur ge. | og logfile on Cell Manager systems only. These
systems contain a catalog and media management database.

purge.log

This logfile contains purge session messages. Purge sessions are used to
clean up the database. The data/time format depends on the value of the
language environment variable. The following messages will be captured
and forwarded to OVO's message browser:

06/17/01 15:42:15 ASM 1999 5.0 ["snmiasm asm purge.c /main/16":435] A 04.00 b364
Purge session started.

06/17/01 15:42:15 ASM 1999 5.0 ["snmiasm asm purge.c /main/16":445] A 04.00 b364
Fi | ename purge session started.

06/17/01 15:42:16 ASM 1999 6.0 ["snmiasm asm purge.c /main/16":205] A 04.00 b364
Purge session finished.

06/17/01 15:42:16 ASM 1999 5.0 ["sniasm asmmnsg.c /main/12":91] A 04.00 b364

Fi | ename purge session ended.
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The parameters for messages for the default logfiles are:

Message Group DP_M sc

Applications Data Protector

Note <nane_syst en®» on which lodfile resides

Severity Purge start/finish messages NORMAL
All other messages WARNING

Service Name Servi ces. Data Protector. <cell
name>. Dat abase

Object <l ogfil e nane>

Automatic Action omi dbutil -info

Data Protector Media Logfile

There is a medi a. | og logfile on the Data Protector Cell Manager.

media.log

This logfile contains information about media:

e time

< medium id

< medium label

= type of operation or session id in which medium is used

The following messages will be captured and forwarded to OVO's
message browser:

06/ 13/ 01 13:58:19 0allO4aa: 3b27555a: 4057: 0001 "Default File_1" [I N TIALI ZATI ON]

06/ 13/ 01 14:30: 33 0allO4aa: 3b275ce9: 6bb6: 0001 "Default File_4" [I N TIALI ZATI ON]

06/ 14/ 01 14:38: 43 0allO4aa: 3b275ce9: 6bb6: 0001 "Default File_4" [2001/06/ 14- 1]

06/ 18/ 01 14: 05: 14 0allO4aa: 3b28a5f 4: 5e64: 0001 "Default File_1" [2001/06/ 18- 1]

06/ 19/ 01 10: 44: 23 AM b902110a: 3b2727el: 00b9: 0001 "Default File_3" [AUTA N Tl ALI ZATI CN|
06/ 19/ 01 10: 44: 23 AM b90 2110a: 3b2727el: 00b9: 0001 "Default File_3" [2001/06/19-12]
06/21/01 1:38:13 PM 3578880f:3ce24f81:05c¢4:0001 "Default File_1" [IMPORT]

06/21/01 1:42:54 PM 3578880f:3ce39b3c:08fc:0001 "Default File_2" [COPY]
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The parameters for messages for the default logfiles are:

Message Group DP_M sc

Applications Data Protector

Note <nane_syst en® on which lodfile resides

Severity Operation type or session id exists NORMAL
All other messages WARNING

Service Name Services. Data Protector.<cell nane>

Object <l ogfil e nane>

Automatic Action

NOTE

For DataProtector versions 5.5 and higher,the path of some log files in
the policies must be changed and redeployed to the nodes. These changes
are applicable to DP_MEDI A LOG DP_PURCE LOGand DP_OWN SV _LOG
DP_I NET log does not require any changes.

For windows policies, the following changes must be made on the
management server:

DP_MEDIA LOG_NT

From <$DPHoneDi r >\ | og\ medi a. | og

To <$DPHoneDi r >\ | og\ ser ver\ nedi a. | og
DP_OMNISV_LOG_NT

From <$DPHomreD r >\ | og\ omi sv. | og

To <$DPHoneDi r >\ | og\ server\ omi sv. | og

DP_PURGE_LOG_NT
From <$DPHoneDi r >\ | og\ pur ge. | og
To <$DPHoneDi r >\ | og\ ser ver\ purge. | og

For Unix policies (DP-SP1 UX policies), the following changes must be
made:

DP_MEDIA_LOG_UX

From [ var/ opt/omi /| og/ nedi a. | og
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To [ var/opt/omi/server/|og/ media.l og
DP_OMNISV_LOG_UX

From [ var/ opt/omi /| og/ omi sv. | og

To [ var/opt/omi/ server /| og/ omi sv. | og
DP_PURGE_LOG_UX

From [ var/opt/omi /| og/ purge.| og

To [ var/opt/omi/server/|og/purge.| og

To edit the policy, right click on the required policy, left click on
Al Tasks->Edit.IntheLog file Path \name* field, make the
specified changes.

The following steps must be performed on managed nodes with Data
Protector 5.5:

Run the following scripts on the appropriate managed node types:

For DCE Agent Nodes:

HP-UX /var/opt/ OV bin/f QT nonitor/install _obspi55. sh
Solaris /var/opt/ OV bi n/f QT noni tor/install_obspi 55sol . sh
Windows C\usr\OAbi n\CQ nonitor\install _obspi 55. bat

For HTTPS Agent Nodes:

HP-UX [var/opt/ OV bi n/f QC i nstrumentation/\
obspi _instal | 55. sh

Solaris /var/opt/ OV bi n/f QT i nstrumentation/\
obspi _i nstal | 55so0l . sh

Windows C\usr\OAbi n\CQ nonitor\install_obspi 55. bat
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Logfiles Not Monitored by Data Protector Integration

The following logfiles either do not provide information relevant to the
correct operation of Data Protector or the information is extracted from
other sources, for example, SNMP traps.

debug. | og Exception messages that have not handled
RDS. | og Raima Database service messages

readascci .| og Messages generated during when the database is read
from a file using r eadasci i

writeascii.l og messages generated when the database is written to a
file with wri t easci i

lic.log Unexpected licensing events

smlog Contains detailed errors during backup or restore

sessions, i.e. error while parsing the backup
specification. No message catalog is used. The
time/date format differs depending on the language
environment variable.
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Performance Measurement with the HP OpenView Performance Agent

In this chapter you will find introductory information on integrating the
HP OpenView Storage Data Protector Integration into HP OpenView
Performance:

= Storing of Performance data
= Configuration
= Installation

e De-installation
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Figure 5-1

Performance Measurement with the HP OpenView Performance Agent
Integration Overview

Integration Overview

With the integration into HP OpenView Performance, the HP OpenView
Storage Data Protector Integration gathers performance data from Data
Protector and transfers it into the Performance Agent for processing.
This processed data can then be displayed graphically by the HP
OpenView Performance console.

The OVPA also collects many metrics from the operating environment,
for example, 1/0, network, and processes, and stores them in logfiles.
Data Protector uses the ARM interface to measure the duration of
transactions. These transaction durations are also collected by the HP
OpenView Performance Agent. It is possible to direct additional sources
of performance data into the OVPA via DSI (Data Source Integration)
which is used to put performance data for the Data Protector
environment into the OVPA. The collected data can be viewed centrally
by the OVP Console to show trends and can also be combined with the
internal data or data from other applications to get correlations, for
example, to the CPU utilization or network data.

HP OpenView Performance Console

[] PerfView Graph [ =]

Fie Show Seftings Help

(—Mew Graph (Points Every 5 min)
I ovedsapl GEL_CPU_TOTAL_TIME

| | ovsdsapsNWES_SERVER:NWS Server Stats:No of Requests

I7 ovedsaph GEL_MEM_SWAP [ ovsdsaph:NWE_SERVER:NWS Server Stats:Avg Processing Time

The performance measurement forms the basis for evaluating what
corrective actions need to be made in order to optimize performance and
resource utilization of the Data Protector environment. Typically, this is
an off-line operation where a window of time is selected for detailed
analysis of system performance, behavior and resource utilization.
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Installing Performance Agent

To be able to use the Performance Integration of the Data Protector
Integration, the OVPA has to be running on all agent nodes running
Data Protector Cell Managers. This can be accomplished by performing
the following steps:

Figure 5-2 Installing the Performance Integration
[~ inti/Updstesubagens |||
Subagents Target Nodes
||7 VP Performance Agent| WyFirsiNode.mycam oo Y Ern
Selections
o1 = ‘ Dolmts ‘
Additional Node
| sted
fl——— 1 [
0K | Cancel | Preview... ‘ Help
Distribute and start the HP OpenView Performance subagent and
starting it:
Actions [J Subagents W Install/Update [] vP Performance Agent (activate
checkbox) [] ok
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Installing Performance Integration
Components

Installation Steps for Window Nodes

After installation of the Data Protector Integration on the OVO
management server the configuration files for the OVPA integration
reside in the directory:

[ opt/ OV OpC i nt egrati on/ obspi/vpp

This directory contains the zip file named obspi _vpp. zi p which
contains all configuration files for Windows. There is no distribution
functionality for the OVPA configuration files. The following manual
steps are required.

1. Transfer the zip file to the managed node by using ftp.

2. Install the files in the OVPA directory. While unzipping the zip file,
ensure that the files are copied to the appropriate OVPA directories.
To do this:

a. Open the obspi _vpp. zi p file with the WinZip application.

Select the parent directory of the OVPA Installation as the
extraction directory, which is usually:

C\

c. Click the extract button to unzip the files to the chosen
directories.

After unzipping, the following files are installed:
« rpntool s\ bi n\ Qmi Spi Dsi Logger . exe

e rpntool s\bi n\Qmi _Spi _Dsi _Servi ce. exe
< rpntool s\ dat a\ obspi _parm mwc

< rpntool s\ dat a\obspi _ttdconf. mc
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Figure 5-3

= rpntool s\ dat a\ dat af i | es\ obdsi . spec

Installing the Performance Integration

inZip - obspi_vpp.zip Ol
File Actions Options  Help
CHIUES @D
ey Qpen Favorites Add Extrack Wigw CheckOut  Wizard
Mame | Modified | Size | Packed W | Path |
EOmniSpiDsiLogger.exe 28.10.2001 2... 69,632 33.919  rpmtoolsibin
ﬁOmni_Spi_Dsi_Ser\rice.exe 28.10.2001 2... 65.536 31.189  rpmtoolsibin
obspijarm.mwc 10,10,2001 ... 1.600 533 rpmboolsidatal
obspi_ttdconf.mwc 10,10,2001 1... 276 189 rpmtoolsidatal
obdsi.spec 28.08.2001 0... 1584 134  rpmtoolsidataldatafilest,
Earact 21|
Extract bo: Folders/drives: Erfizilt I
IC:\ j _>I == E-Client [C:] ;I
Fios B0 data Cancel |
) =1 DM J
= Selected files M- Documents and 5 Help |
@ 2l files -1 EMY
CRies [ =0 FOWANW
-1 HP
-] 1386
V' Dverprite existing files []._% INFOMET
I Skip older files -1 omnibook _|LI
¥ Use folder names 1 I I k New Folder... |
Selected O files, 0 bytes [Tetal  files, 135KE 0@

Installation Steps for UNIX Nodes

After installation of the Data Protector Integrat

ion on the OVO

management server, the configuration files for the OVPA integration

reside in the directory:
[ opt/ OVI OpC i nt egrati on/ obspi/vpp

This directory contains the tar file named obspi _vpp. t ar which
contains all configuration files for UNIX. There is no distribution
functionality for the OVPA configuration files. The following manual

steps are required.
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1. Transfer the tar file to the managed node by using ftp.

2. Copy the file to the root directory

3. Use the tar command to decompress the archive:

tar -xf obspi_vpp.tar

After decompressing, the following files reside in the directory:
/opt/ OVI OpC i nt egrati on/ obspi / vpp/
= obdsi . ksh
< obdsi. spec
< obspi _parm

< obspi _ttd. conf

Chapter 5 131



Performance Measurement with the HP OpenView Performance Agent
Collect ARM Transactions

Collect ARM Transactions

Data Protector uses the ARM interface to measure the duration of Data
Protector transactions. These can be collected by the HP OpenView
Performance Agent. The following transaction time metrics are
forwarded to the OVPA via the ARM interface:

Overall session duration
Restore session duration
Object backup duration

Database purge duration

Database check duration

To enable ARM Transaction Tracking, the following files must be

modified:

Windows r pnt ool s\ dat a\ par m mwc
rpnt ool s\ dat a\tt dconf . mnc

UNIX [var/opt/ perf/parm

/var/opt/perf/ttd. conf

Modifying the parm File

To modify the par mfile to enable ARM transaction tracking:

1. Open the par mfile in an editor.

2. Find the line which specifies the types of data that the OVPA is to
log.

The entry has the form:
| og gl obal process application transaction dev=di sk
3. Set transaction parameter to:

transacti on=correl at or
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Modifying the ttd.conf File

The defaultt t d. conf configuration file specifies that all ARM
transactions instrumented within applications are to be monitored. To
prevent this and to only collect the Data Protector ARM transactions
modify the t t d. conf file as follows:

1. Before you make any changes to the t t d. conf file, shut down:

= the HP OpenView Performance Agent service
« all ARM instrumented applications.

See the HP OpenView Performance Agent handbook “Tracking your
Transactions” for further information.

2. Open the ttd. conf file in an editor.
3. Delete the default line:
tran=* range=0.5, 1, 2, 3, 5, 10, 30, 120, 300 sl 0=5.0

4. Add the following lines to collect all Data Protector ARM
transactions.

[HP penVi ew Storage Data Protector]
t ran=BS*
t ran=RS*
t ran=BO*
tran=DP
tran=DC

You can find the complete syntax for monitoring the Data Protector
ARM transactions in the following files, after installation of the Data
Protector OVPA integration:

Windows <Perfornmance Agent Root >\ Dat a\ obspi _ttdconf. mc
UNIX [ opt/ OV QT i ntegration/ obspi/vpp/ obspi _ttd. conf

See Table 5-1 for an overview of the syntax.
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Table 5-1 ARM Transactions Syntax Overview
. Additional Transaction
Transaction Name . L
Information Description
BS- <Backup_specification | Time Duration of a backup
> session
RS- <Sessi on_| D> Time Duration of a restore
session
BO <(bj ect _nane> Time Duration of a backup of
a specified object
DP Number of Duration of the Data
purged Protector database
records and | purge
database
size in MB
DC Database Duration of the Data
size in MB Protector database
check
5. On HP-UX 11.x:
Replace the /opt/omi /1 i b/ arm | i barm sl with a softlink of the
same name to/opt/perf/lib/libarmO
6. After modifying the tt d. conf file, restart all ARM instrumented
applications and the OVPA services.
Once these modifications are made to the tt d. conf file, you can collect
transaction information about the task executed by Data Protector listed
in Table 5-1.
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Collecting Data Protector Process Data

Data Protector runs processes dedicated to the specific tasks handled by
the Cell Manager, the Media Agent, the Disk Agent, and the Installation
Server. You can use the OVPA to collect process data from the various
tasks. To do this, you must modify the par mfile.

You can find the complete syntax for monitoring the Data Protector
processes in the parm files which are located in:

Windows <Per f or mance Agent Root >\ Dat a\ obspi _par m mac
UNIX [ opt/ OV QoCJ i nt egrat i on/ obspi / vpp/ obspi _parm
directory after the installation of the Data Protector OVPA integration.

It is possible to collect process information about any nodes that are Data
Protector clients, because a Data Protector Disk Agent or a Data
Protector Media Agent runs on all Data Protector nodes.

Modifying the parm File on a Data Protector Cell
Manager

To enable OVPA to collect Data Protector Cell Manager process data, add
the following application groups to the par mfile on the Data Protector
Cell Manager node:

application Cel | Manager Daenon
file crs md rds Omi l net
application Cel | Manager _Sessi on
file bsmrsmnsm psm dbsm

Modifying the parm File on a Data Protector Media
Agent
To enable OVPA to collect Data Protector Media Agent process data, add

the following application groups to the par mfile on the Data Protector
Media Agent node:

application Medi a_Agent
file bma rna mma
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Modifying the parm File on a Data Protector Disk
Agent
To enable OVPA to collect Data Protector Disk Agent process data, add

the following application groups to the par mfile on the Data Protector
Disk Agent node:

application D sk_Agent
file vbda vrda rbda rda fsbrda dbbda Omil net

Modifying the parm File on a Data Protector
Installation Server
To enable OVPA to collect Data Protector Installation Server process

data, add the following application groups to the par mfile on the Data
Protector Installation Server node:

application Installation_Server
file Omilnet bnsetup
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Performance Agent Data Source Integration

The Data Protector OVPA Integration can collect further information
about Data Protector and feed them via the dsilog interface into the
OVPA.

DSI technology allows you, via its dsilog process, to use OVPA to log data
and access metrics from new sources of data beyond the metrics logged
by the OVPA collector. The dsilog process stores the data in a format that
allows offline viewing and analysis by OpenView products such as HP
OpenView Performance Console.

The metrics collected are:

< Number of clients controlled by the Data Protector Cell Manager
= Size of the database used by the Data Protector Cell Manager

To collect these metrics, you must complete the following steps:

= Compile the obdsi . spec class specification file with the OVPA
command sdl conp to acquire the logfile set for logging the data.

= Collect the data and use the dsilog interface to store them in the
OVPA database.

Compiling the obdsi.spec File

To be able to store the collected data in the OVPA database, you must
create a logfile set. To create the logfile, set you need to compile the class
specification file obdsi . spec with the OVPA command st dl conp. The
obdsi . spec files are located in the following directories after the
installation of the Data Protector OVPA integration:

Windows <Per f or mance Agent Root >\ Data\Datafil es
UNIX [ opt/ OV T/ i ntegrat i on/ obspi / vpp/
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The sdl conp command has the following syntax:
sdl conp specification_ file logfile_set

specification_file Name of the class specification file. If it is notin
the current directory, it must be fully qualified.

Logfil e_set Name of the logfile set. For the Data Protector
Data Source Integration, the name must be
omi back.

If you do not specify a path, the logfile set is
created in the current directory. There is no
restriction to where you choose to store your
logfiles during compilation, but you must not
move them once they have been compiled.

An example of the usage of the sdl conp command for compiling the Data
Protector specification file:

Windows
sdl conp obdsi . spec C \rpntool s\ data\datafil es\ omi back

UNIX
sdl conp obdsi . spec /var/opt/ perf/datafil es/ ormi back

For further information see the HP OpenView Performance Agent Data
Source Integration Guide.

Collecting Data on Windows Nodes

Installing the Data Protector DSI Log Service

In order to collect the Data Protector data and store it in the compiled
logfile set on Windows systems, you must install the Data Protector DSI
Log service.

After the installation of the Data Protector OVPA integration, the service
installation file ormi _spi _dsi _servi ce. exe resides in the directory:

<Per f or mance Agent Root>\Bin

To install the Data Protector DSI Log service, type the following
command:

Qmi _spi _dsi _servi ce. exe -i

This registers the service in the Service Control Manager.
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To check if the installation was successful, look for the service:

Start [ Settings [ control Panel [ Administrative Tools [] Services

If you find the Data Protector DSl Log service listed, the installation
was successful.

Starting the Data Protector DSI Log Service

To start collecting data, you must start the Data Protector DSI Log
service in one of the following ways:

< Enter the command:
QOmi _Spi _Dsi _Servi ce. exe -s
< From the Service Control Manager GUI, go to:
Start [ Settings [ control Panel [ Administrative Tools [] Services

and right-click the Data Protector Dsi Log service and select the
start option in the context menu (see Figure 5-4 on page 139).

Starting the Data Protector Dsi Log Service

4, Services =12 xi
Lagn wen || ¢ 5 @ ERE 2] = 1 = |
Tree | Name [Description [ status [ startup Type | LogOnas | B
W 48 ActivCard Gold service Manual LocalSystem
%Alerter Motifies sel...  Starbed Autamatic LocalSystem
%App\icatmn Management Provides 5., Marwal LocalSystem
%At\ Haotkey Poller Started Automatic LocalSystem
%Atria Cred Manager Started Automatic LocalSystem
%Ama Location Broker Starked Auramatic EUR-MSM..,
% Atria Lock Manager Started Automatic LocalSystem
%Carbun Copy Access Edition Started Automatic Localystem
%[arhﬂn Copy Scheduler Marual LocalSystem i
%C—Diﬂasrv Started Automatic LocalSystem
%CIiDBuuk Supporks C... Manual LocalSystem
COM+ Event System Provides a...  Started Mariual LocalSystem
%[ﬂmputer Browser Maintains a... Automatic LocalSystem
[HP Openti... Started Automatic EURCPEZY,..
Automatic 0
nvi,.. Started Autamatic
%Data Protector RDS Seap rvi,..  Started Automatic LocalSystem
%DefWatch P Started Automatic LocalSystem
%DHCP Clignt Resune s M. Disabled LocalSystem
%Dlskﬁlccass Restart Started Autamatic LocalSystem
%Distr\buted Link Tracking Clisnt ll Tasks ¥ [otif...  Starbed Automatic LocalSystem
%Distnbuted Transaction Coordinator = e Manual LocalSystem
%DNS Client et s 8. Starked Aubomatic LocalSyskem
%Event Log Properties ert,.,  Starked Automatic LocalSystem
%Fax Setvice — pu.. Marwal LocalSystem
%FTP Publishing Service Help F... Started Automatic Localystem
%HP Configuration Service Started Automatic LocalSystem
%HP ITC Agent Started Automatic AHPITO L ﬂ
Start service Data Protector DsiLog on Local Computer |
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Figure 5-5

Specifying the Data Collection Frequency

The default data collection frequency is 12 minutes. This is the same
time configured in the obdsi . spec file which is used to create the OVPA
logfile set. If you want to change the collection frequency, you need to
change the appropriate entry in the obdsi . spec file (see HP OpenView
Performance Agent Data Source Integration Guide), create a new logfile
set using sdicomp, and configure the Data Protector Dsi Log service
accordingly.

To to specify a a new data collection frequency, you must do one of the
following:

< Enter the command:
QOmi _Spi _Dsi_Service.exe -s -f <ninutes>
< From the Service Control Manager GUI, go to:
Start [ Settings [ control Panel [ Administrative Tools [] Services

and double click the Dat a Protector Dsi Log service, select the
General tab and input the start paranet er -f minutes in the textbox
(see Figure 5-5).

Data Protector Dsi Log Properties

Data Protector Dsi Log Properties (Local Co 21x1

General |Log Dnl Hecoveryl Dependenciesl

Service name: OmniDziLogService
Display name: IData Pratector Dsi Log
[ escription: I

Path to executable:
C:\rpmitoolghbint Omni_Spi_Dsi_Service exe

Startup type: IAutomatic j

Service status:  Stopped

Start | Stop | Fauze Fesume I

*You can specify the start parameters that apply when you start the service
friom here.

Start parameters: I-f ]

0k I Cancel Apply
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Configuring the Data Protector DSI Log Service

To enable tracing options for the Dat a Prot ect or Dsi Log service, you
must configure the service to provide the path of the trace file and the
level of tracing information. You can do this with the command:

QOmi _Spi _Dsi _Service. exe -t [TracePat h]

Where Tr acePat h is the fully qualified path of the trace files destination
directory. This parameter is optional. If you do not specify a path, the
default t enp directory from the system environment (usually C \ Tenp) is
used.

If the - t option is not used to enable tracing, no trace files will be
written.

To specify the type of information that is written to the trace files, you
can configure the trace level for the Dat a Prot ector Dsi Log service.
There are 4 tracing levels which contain the following information.

Trace Level 1: Error Information
Trace Level 2:  Function calls (shows call of internal functions)
Trace Level 3:  Shows information about the current service activities.

Trace Level 4:  Provides important internal data to check for correct
resources and configuration.

If you used the -t option to enable tracing, the default tracing level is 1.
To change the tracing level use the following command:

QOmi _Spi _Dsi _Servi ce. exe -v tracel evel
where the t racel evel value must be between 1 and 4.

The Data Protector Dsi Log service uses another executable, the
Omi Spi Dsi Logger . exe to collect the data. These executable reside after
the installation in the:

<Per f or mance Agent Root>\Bin

directory. By default, the service uses this directory to find the
executable. So if you have relocated this file, you must specify the new
path to the file. To do this use the command:

Qmi _Spi _Dsi _Servi ce. exe -x pat h/ namre

where path contains the fully qualified path and name of the file.
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The configuration data is stored in the registry. It is possible to modify
this data manually from the registry itself. The information is stored
under the registry key:

HKEY _LOCAL MACH NE\ SYSTEM Qur r ent Cont r ol Set \ Servi ces\ Qmi Dsi
LogSer vi ce

To disable tracing, you must remove the registry value:
TraceFi | ePat h

from the registry key above.

Deinstalling the Data Protector DSI Log Service

Before you can remove the files Qmi _Spi _Dsi _Servi ce. exe and
Omi Spi Dsi Logger . exe, you must uninstall the registered service. To do
this use the command:

QOmi _Spi _Dsi _Service.exe -u

Collecting Data on UNIX Nodes

In order to collect the Data Protector data and store it in the compiled
logfile set on UNIX nodes, you must make the obdsi . ksh script run as a
shell-independent daemon.

To do this, use the UNIX at command as follows:
at now

"/ opt/ OV Qo i ntegration/ obspi/vpp/obdsi.ksh | dsilog
/var/opt/ perf/datafil es/ Omi back OW BACKI | '

arl-D

Performance Alarms for the Performance Agent

No alarms based on these new metrics are defined, but the alarmdef file
can be extended to define alarms using these new metrics for the
MeasureWare agent.
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Figure 5-6
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Deinstalling the Performance Agent

If desired and if they are not being used by other solutions, the HP
OpenView Performance Agent can be deinstalled after deinstallation of
the Data Protector Integration. To do this:

Delete running HP OpenView Performance subagents with the following
commands:

Actions [ Subagents L] Deinstall [] VP Performance Agent (activate
checkbox) [] ok

Deinstalling the Performance Integration

R R R RRROOORRRRRRRR____I__h_h_hhhhhhh..,
Subagents Target Nodes

W VP Performance Agent! - -
| J | MyFirstMode.rmycom.com w Get Map
Selections

] = ‘ Daints ‘

Additional Node
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