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HP Ne tw o rk Node M anage r i So ftw a re Sm a rt P lug -in

Pe rfo rm ance fo r T ra ffic

The HP N etw ork N ode Manager (N NM i) iSP I P erformance for T raffic S oftw are extends the

capability of N NM i to monitor the performance of the netw ork. The H P NNM iSP I P er-

formance for T raffic (N NM iSP I for T raffic) facilita tes enrichment of the obta ined data from

the IP flow records that are exported by the routers.

The iSP I P erformance for T raffic perform s the fo llow ing tasks:

l Aggregates the IP flow records.

l Enriches the IP flow records by provid ing the ability to add or update the availab le fie lds

in the flow records.

l C orre la tes the obta ined IP flow records w ith NNM i for context based analysis.

l G enerates performance reports by exporting data to the N etw ork Performance Server

(N PS ).

l G enerates maps to view the traffic flow information on your netw ork.

A fter you insta ll the product on the NNM i management server, you can monitor and obta in

finer resolution of tra ffic flow in a specified netw ork. N NM i enables the framew ork to monitor

the state of the computing environment and netw ork in your organization. N NM iSP I P er-

formance for T raffic analyzes the collected data and generates performance reports.

NNM iSP I Pe r fo rm ance fo r T ra ffic - C on figu ra tion fo rm

The NNM iSP I P erformance for T raffic - C onfiguration form enables you to configure the var-

ious entities required to enrich data received from IP  F low R ecords. M aste r C o llecto r1 and

Lea f C o llecto rs2 can be configured for receiving IP  F low records from routers. Y ou can

create filters to filter the data in the IP flow records and aggregate it w ith the help of Master

and Leaf C ollectors. The ind ividual filters can be grouped to form filter groups w hich enables

advanced filtering capabilities.

N NM iSP I P erformance for T raffic C onfiguration form enables you to add contextua l fie lds to

the IP flow records by perform ing application mapping. A pplication mapping is achieved by

1The Master C ollector receives the processed IP flow from the Leaf C ollectors. It perform s

lookup w ith NNM i for additional processing of the flow records and exports data to the NNM

iSP I P erformance for Metrics components to generate performance reports.
2The Leaf C ollector conta ins Leaf C ollector instances, Leaf C ollector instances summarize

flow records.
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creating an expression and condition. Multip le application mappings can be consolidated to

form application groups.

NNM iSP I Pe r fo rm ance fo r T ra ffic - M aps

The NNM iSP I P erformance for T raffic - Maps enables you to view the traffic flow infor-

mation on your netw ork in a graphica l form . Y ou can identify the top contributors of tra ffic

flow to your netw ork. The required in formation can be obta ined by using the filters availab le

in the T raffic Map form .

The HP Ne two rk Node Manage r i So ftw a re Sm a rt P lug -in

Pe rfo rm ance fo r T ra ffic - Con figu ra tio n fo rm

NNM iSP I P erformance for T raffic - C onfiguration form enables you to configure the various

entities required for enrichment of data received from IP  F low R ecords. M aste r C o llecto r1

and Lea f C o llecto rs2 can be configured for receiving IP  F low records from routers. Y ou

can create filters for filtering the data in the IP flow records and aggregate it w ith the help of

Master and Leaf C ollectors. The ind ividual filters can be grouped to form filter groups w hich

enables advanced filtering capabilities.

N NM iSP I P erformance for T raffic C onfiguration form provide the fo llow ing w orkspaces:

l Subsystem C onfiguration W orkspace

l F ilters and Application Mapping W orkspace

The w orkspace enables you to configure the required forms for IP  flow data records enrich-

ment.

Subsys tem Con figu ra tion W orkspace

The Subsystem C onfiguration w orkspace in the NNM iSP I P erformance for T raffic C on-

figuration form enables the user to configure the fo llow ing:

l Leaf C ollectors

l Leaf C onta iners

l F low Forw arders

1The Master C ollector receives the processed IP flow from the Leaf C ollectors. It perform s

lookup w ith NNM i for additional processing of the flow records and exports data to the NNM

iSP I P erformance for Metrics components to generate performance reports.
2The Leaf C ollector conta ins Leaf C ollector instances, Leaf C ollector instances summarize

flow records.
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l Master C ollector

l Master R emote Sources

l Leaf R emote Sources

l A ll F low P roducers

Lea f C o llec to rs

The iSP I P erformance for T raffic C onfiguration form enables you to configure multip le Leaf

C ollector instances that are deployed on the NNM i netw ork. A Leaf C ollector reduces the net-

w ork tra ffic by summarizing the IP flow records at smaller tim e resolution. The required IP

flow attributes can be selected to aggregate the IP flow records.

The Leaf C ollector perform s DNS 1 lookup for source and destination IP addresses, and

flushes the IP flow records to the Master C ollector. The flush ing period for each leaf co llector

instance can be predefined. Y ou can start and stop a Leaf C ollector instance as required.

The Leaf C ollector form in the view mode disp lays all the configured Leaf C ollectors on the

netw ork. Y ou can open an existing leaf co llector to view the deta ils of the configuration. Y ou

can modify the properties of the leaf co llector by opening the required leaf co llector in the edit

mode and making the necessary changes.

The basic attr ibutes of the Leaf C ollector form are the fo llow ing:

A ttr ibu te D escrip tion

C ollector N ame The name of the leaf co llector.

S tatus The status of the leaf co llector. P ossib le va lues are;

l R unning

l N ot R unning

IP  A ddress The IP address of the leaf co llector.

C ollector Type The type of the leaf co llector. P ossib le va lues are:

l N etflow

l S flow

C onta iner H ost N ame The name of the leaf conta iner.

L isten Port The port that receives the IP flow records from the router.

1D omain N ame System (DNS ) is a hierarch ica l nam ing system for computers, services, or

any resource connected to the Internet or a private netw ork.
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A ttr ibu te D escrip tion

F lush Period T ime period during w hich the IP flow records are flushed to the master co llector after filtering and aggregation.

Last S tart T ime T ime on w hich the leaf co llector instance w as last started.

Last S top T ime T ime on w hich the leaf co llector instance w as last stopped.

Last F lush T ime T ime on w hich the IP flow records w ere last flushed to the master co llector.

N umber of F low s N umber of IP flow records received by the leaf co llector from the router.

N umber of F lushed N umber of IP flow records flushed after filtering and aggregation.

N umber of P ackets N umber of data packets flushed after filtering and aggregation.

U sing the Leaf C ollector form , you can:

l Add a Leaf C ollector

l Edit a Leaf C ollector

l D elete a Leaf C ollector

l S tart and S top a Leaf C ollector

Add ing a Leaf C o llecto r Instance

To add a leaf co llector instance,

1. Launch the NNM iSP I P erformance for T raffic.

2 . F rom the iSP I P erformance for T raffic C onfiguration form , se lect Leaf C o llecto r from

the Subsystem C onfiguration w orkspace.

3.
C lick Add . The Leaf C ollector form opens in the create mode.

4. Type the collector name in the C ollector N ame fie ld .

5 . S elect the type of co llector from the drop-dow n list ava ilab le in the C ollector Type fie ld .

The values in the list are N etflow and S flow .

6. Type the port number of the leaf co llector w hich listens to the router in the Listen Port

fie ld .

P age 11 of 43



HP N etw ork N ode Manager iSP I P erfo rm ance fo r T raffic So ftw are O n line H elp

HP N etw ork N ode Manager i S oftw are Smart P lug-in P erformance for T raffic

7. Type the IP address in the IP fie ld .

8 . Type the flush period in the F lush Period fie ld .

9 . S elect the required value from the drop-dow n list ava ilab le in the Source IP DNS Lookup

fie ld . The values in the list are T rue or False. The value you select determ ines w hether

source IP DNS lookup should be done at the leaf or not.

10. S elect the required value from the drop-dow n list ava ilab le in the D estination IP DNS

Lookup fie ld . The values in the list are: T rue or False. The value you select determ ines

w hether destination IP DNS lookup should be done at the leaf or not.

11. S elect the required IP flow attribute from the A ll A ggregation K ey tab on the right

panel of the console. Y ou can select multip le IP flow attributes..

12. S elect the required filter group from the availab le list in the A ll F ilter G roup tab. The

selected filter group is assigned to the leaf co llector instance. Y ou can add new filter

groups and edit existing ones from the same tab. For more information about adding and

editing F ilter G roups see, F ilter G roups.

13. S elect the required Application Mapping group from the list o f application mapping

groups availab le in the A ll A pp lication Mapp ing G roup tab.

14. S elect the required Leaf C onta iner from the list o f conta iners availab le in the A ll Leaf

C ontainer tab.

15.
C lick Save .

16. C lick C lose .

Ed iting a Leaf C o llecto r Instance

To edit a leaf co llector instance:

1. F rom the iSP I P erformance for T raffic C onfiguration form , se lect Leaf C o llecto r from

the Subsystem C onfiguration W orkspace.

2. S elect the required leaf co llector from the Leaf C o llecto rs form .

3.
C lick Ed it . The Leaf C ollector form opens in the edit mode.

4. Make the required changes in the Leaf C ollector D eta ils panel on the left side.

5. Make the required changes in the App lied A ggregation K ey tab on the right panel to

modify the aggregation key attribute applied on the selected leaf co llector.

6 . Make the required changes in the App lied F ilter G roup tab on the right panel to modify

the filter group assigned to the selected leaf co llector.

Y ou can also add new filter group and edit existing ones from the same tab. For more

information about A dding and Editing see, F ilter G roups.
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7. Make the required changes in the App lied A pp lication Mapp ing G roup tab on the

right panel to modify the application mapping group applied to the selected leaf co llector.

Y ou can also add new application mapping group and edit existing ones from the same

tab. For more information about A dding and Editing see, A pplication Mapping G roup.

8. C lick Save.

9. C lick C lose.

Deleting a Leaf C o llecto r Instance

To delete a Leaf C ollector instance:

1. F rom the iSP I P erformance for T raffic C onfiguration form , se lect Leaf C o llecto r from

the Subsystem C onfiguration W orkspace.

2. S elect the required Leaf C ollector from those listed in the Leaf C ollector form .

3. C lick D elete.

S tarting and S topp ing a Leaf C o llecto r Instance

To start a Leaf C ollector instance in the NNM i netw ork:

1. F rom the iSP I P erformance for T raffic C onfiguration form , se lect Leaf C o llecto r from

the Subsystem C onfiguration W orkspace.

2. S elect the required Leaf C ollector from the disp layed list.

3 .
C lick S tart.

To stop a Leaf C ollector instance in the NNM i netw ork:

1. F rom the iSP I P erformance for T raffic C onfiguration form , se lect Leaf C o llecto r from

the Subsystem C onfiguration W orkspace.

2. S elect the required Leaf C ollector.

3 .
C lick S top .

Lea f C on ta ine rs

Ind ividual leaf co llector instances are consolidated and are configured into one Leaf C on-

ta iner. O ne leaf conta iner can host multip le leaf co llector instances w hich performs the sum -

marization of IP flow records.

The basic attr ibutes of the Leaf C onta iner form are the fo llow ing:
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A ttr ibu te D escrip tion

C onta iner H ost N ame The name of the leaf conta iner.

U sername The user name of the leaf conta iner.

JN D I Port The Java N am ing and D irectory In terface (JND I)

port associated w ith the leaf conta iner.

H TTP Port The H ypertext T ransm ission P rotocol (H TTP )

associated w ith the leaf conta iner.

Leaf C ount The number of leaf co llector instances in the leaf

conta iner.

U sing the Leaf C onta iner form , you can:

l Add a Leaf C onta iner

l Edit a Leaf C onta iner

l D elete a Leaf C onta iner

Add ing a Leaf C on ta iner

To add a Leaf C onta iner:

1 . F rom the iSP I P erformance for T raffic C onfiguration form , se lect Leaf C ontainer from

the Subsystem C onfiguration w orkspace.

2.
C lick Add . The Leaf C onta iner form opens in the create mode.

3. Type the conta iner host name in the C onta iner H ostname fie ld .

4 . Type the Java N am ing and D irectory In terface (JND I) port number, in the JND I P ort

fie ld . The default va lue is 11099.

5. Type the H ypertext T ransm ission P rotocol (H TTP ) port number in the H TTP Port fie ld .

The default va lue is 11080.

6. Type the user name in the U sername fie ld .

7 . Type the passw ord in the Passw ord fie ld .

8 .
C lick Save.

9. C lick C lose.
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Ed iting a Leaf C on ta iner

To edit a leaf conta iner:

1 . F rom the iSP I P erformance for T raffic C onfiguration form , se lect Leaf C ontainer from

the Subsystem C onfiguration W orkspace.

2. S elect the required leaf conta iner from the Leaf C ontainer form .

3.
C lick Ed it. The Leaf C onta iner form opens in the edit mode.

4. Make the required changes in the Leaf C onta iner D eta ils panel on the left side.

5. Modify the selected leaf co llector instance from the list ava ilab le on the right panel, as

required.

Y ou can also add new leaf conta iner and edit existing ones from the same tab. For more

information about A dding and Editing see, Leaf C onta iner.

6 . C lick Save.

7. C lick C lose.

Deleting a Leaf C on ta iner

To delete a Leaf C onta iner:

1 . F rom the iSP I P erformance for T raffic C onfiguration form , se lect Leaf C ontainer from

the Subsystem C onfiguration W orkspace.

2. S elect the required leaf conta iner from the Leaf C onta iner form .

3. C lick D elete.

M aste r C o llec to r

The leaf co llector filters and aggregates the IP flow records obta ined from the routers and

passes them to the master co llector. To enrich the data fie lds present in the flow records, the

master co llector adds contextua l fie lds to the flow records. This g ives clarity to the obta ined

data. The master co llector perform s lookup w ith N etw ork N ode Manager (N NM i) to provide

enrichment of topology fie lds and also delivers metric and topology files.

The basic attr ibutes of the Master C ollector form are the fo llow ing::

A ttr ibu te D escrip tion

Master H ostname The hostname of the master co llector.

S ource IP DNS Lookup Indicates w hether the IP DNS lookup should be performed at the source or not. P ossib le va lues are

:

l True
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A ttr ibu te D escrip tion

l False.

D estination IP DNS Lookup Indicates w hether the IP DNS lookup should be performed at the destination or not. P ossib le

va lues are :

l True

l False.

F lush Period Ind icates the time period at w hich the IP flow data records are to be flushed to the N PS database.

M aster C o llecto r C on figu ration

You can configure the Master C ollector to perform the fo llow ing tasks:

Domain N ame Service Lookup

The DNS resolves the hostname and performs lookup of source and destination IP

addresses.

N ote:

l The DNS lookup is obta ined by querying the DNS servers.

l The local system cache is not used to perform DNS Lookup.

l The possib ility of increase in tra ffic flow to the DNS servers is h igh.

l The time resolution of perform ing DNS lookup is h igh as the iSP I P erformance for T raffic

configuration does not depend on local system cache lookup.

l The DNS lookup can be performed by the Leaf C ollector, but it is cost-e ffective w hen it is

performed by the Master C ollector.

l The source and destination IP address lookup must not be performed at Master C ol-

lector and Leaf C ollector.

F lush ing IP F low R ecords

The Master C ollector flushes the IP flow records to iSP I P erformance for Metrics com -

ponents. Y ou can configure the number of IP flow records that can be flushed to the iSP I P er-

formance for Metrics components.

To configure Master C o llecto r ,

1. F rom the iSP I P erformance for T raffic C onfiguration form , se lect Master C on-

figu ration from the Subsystem C onfiguration W orkspace.
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2. S elect the required value to enable the DNS lookup for source and destination IP

addresses. P ossib le va lues are:

n True

n False

3. S elect fa lse to d isable the DNS lookup for source and destination IP addresses.

4. E nter the value for the number of IP flow records to be flushed.

5. C lick Save.

6. C lick C lose.

F low Fo rw arders

F low forw arders are configured as threads in a leaf co llector w hich enables it to send the IP

flow records to the specified location. The destination to w hich the flow data is to be send is

identified w ith the IP address and port number combination. It is possib le to configure mul-

tip le flow forw ard ing destinations for each leaf co llector instance.

The basic attr ibutes of the F low Forw arder form are the fo llow ing:

A ttr ibu tes D escrip tion

F low Forw arder N ame The name of the flow forw arder.

C ollector N ame The name of the leaf co llector associated w ith the flow forw arder.

S tatus The status of the forw arder. P ossib le va lues are:

l Forw ard ing

l N ot Forw ard ing

Forw ard ing IP The IP address to w hich the flow data is forw arded.

Forw ard ing Port The port to w hich the IP flow data records are forw arded.

U sing the F low Forw arder form , you can:

l Add a F low Forw arder

l Edit a F low Forw arder

l D elete a F low Forw arder

l Enabling and D isabling a F low Forw arder
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Add ing a F low Forw arder

To add a flow forw arder:

1 . F rom the iSP I P erformance for T raffic C onfiguration form , se lect F low Forw arders

from the Subsystem C onfiguration W orkspace.

2.
C lick Add . The F low Forw arder form opens in the create mode.

3. Type the flow forw arder name in the F low Forw arder N ame fie ld .

4 . Type the forw ard ing port number in the Forw ard ing Port fie ld . Y ou must enter the port

number of the leaf co llector to w hich the flow records are forw arded.

5. Type the IP address in the Forw ard ing IP fie ld . Y ou must enter the IP address to w hich

the flow records are forw arded.

6. S elect the required Leaf C ollector from the list o f co llectors availab le in the A ll Leaf C ol-

lectors tab.

7.
C lick Save.

8. C lick C lose.

Ed iting a F low Forw arder

To edit a flow forw arder:

1 . F rom the iSP I P erformance for T raffic C onfiguration form , se lect F low Forw arder from

the Subsystem C onfiguration W orkspace.

2. S elect the required flow forw arder from the F low Forw arder form .

3.
C lick Ed it . The F low Forw arder form opens in the edit mode.

4. Make the required changes in the Forw ard ing IP and Forw ard ing port fie lds in the Leaf

C ollector D eta ils panel.

5 . C lick Save.

6. C lick C lose.

.

Deleting a F low Forw arder

To delete a F low Forw arder:

1 . F rom the iSP I P erformance for T raffic C onfiguration form , se lect F low Forw arder from

the Subsystem C onfiguration W orkspace.
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2. S elect the required flow forw arder from the F low Forw arder form .

3. C lick D elete.

S tarting and S topp ing a F low Forw arder

To start a F low Forw arder:

1 . F rom the iSP I P erformance for T raffic C onfiguration form , se lect F low Forw arder from

the Subsystem C onfiguration W orkspace.

2. S elect the required flow forw arder from the disp layed list.

3 .
C lick S tart.

To stop a F low Forw arder in the NNM i netw ork:

1. F rom the iSP I P erformance for T raffic C onfiguration form , se lect F low Forw arder from

the Subsystem C onfiguration W orkspace.

2. S elect the required flow forw arder.

3 .
C lick S top .

M aste r R em o te Sou rces

In an enterprise netw ork, there are multip le data centers from w hich IP  flow data is received

for enrichment. To make the IP  flow data filtering and aggregation seam less, a remote

master co llector is configured. There are multip le master remote sources that receives IP

flow records from leaf co llectors. They forw ard the IP  flow records to the main master co l-

lector located in a different geographica l area.

The basic attr ibutes of the Master R emote Sources form are the fo llow ing:

A ttr ibu tes D escrip tion

R emote H ostname The hostname of the remote master co llector.

S tatus The status of the master remote source. P ossib le va lues are:

l R unning

l N ot R unning

H TTP Port The H ypertext T ransm ission P rotocol (H TTP ) port associated w ith the master remote source.

JND I Port The Java N am ing and D irectory In terface (JND I) port associated w ith the master remote source.

Launch T raffic U I The U niform R esource Locator (U R L) used to access the tra ffic U I

U sername The user name assigned for accessing the master remote source.

U sing the Master R emote Source form , you can:
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l Add a Master R emote Source

l Edit a Master R emote Source

l D elete a Master R emote Source

Add ing a M aster R em ote Source

To add a master remote source:

1. F rom the iSP I P erformance for T raffic C onfiguration form , se lect Master R emote

Sources from the Subsystem C onfiguration w orkspace.

2.
C lick Add . The Master R emote Source form opens in the create mode.

3. Type the remote hostname in the R emote H ostname fie ld .

4 . Type the Java N am ing and D irectory In terface (JND I) port number, in the JND I P ort

fie ld . The default va lue is 11099.

5. Type the H ypertext T ransm ission P rotocol (H TTP ) port number in the H TTP Port fie ld .

The default va lue is 11080.

6. Type the user name in the U sername fie ld .

7 . Type the passw ord in the Passw ord fie ld .

8 .
C lick Save.

9. C lick C lose.

Ed iting a M aster R em ote Source

To edit a master remote source:

1. F rom the iSP I P erformance for T raffic C onfiguration form , se lect Master R emote

Sources from the Subsystem C onfiguration W orkspace.

2. S elect the required leaf co llector from the Master R emote Sources form .

3.
C lick Ed it. The Master R emote Source form opens in the edit mode.

4. Make the required changes in the R emote Master D eta ils panel.

5 . C lick Save.

6. C lick C lose.

Deleting a M aster R em ote Source

To delete a master remote source:

1. F rom the iSP I P erformance for T raffic C onfiguration form , se lect Master R emote

Sources from the Subsystem C onfiguration W orkspace.
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2. S elect the required master remote source from the list ava ilab le in the Master R emote

Source form .

3. C lick D elete.

Lea f R em o te Sou rces

Leaf remote sources are leaf co llectors configured in an enterprise netw ork that is geo-

graphica lly d istributed. The leaf remote source enables the IP flow data record enrichment

seam less.

The basic attr ibutes of the Leaf R emote Sources form are the fo llow ing:

A ttr ibu tes D escrip tion

R emote H ostname The hostname of the remote leaf co llector.

S tatus The status of the leaf remote source. P ossib le va lues are:

l R unning

l N ot R unning

H TTP Port The H ypertext T ransm ission P rotocol (H TTP ) port associated w ith the leaf remote source.

JND I Port The Java N am ing and D irectory In terface (JND I) port associated w ith the leaf remote source.

U sername The user name assigned for accessing the leaf remote source.

U sing the Leaf R emote Source form , you can:

l Add a Leaf R emote Source

l Edit a Leaf R emote Source

l D elete a Leaf R emote Source

Add ing a Leaf R em ote Source

To add a leaf remote source:

1. F rom the iSP I P erformance for T raffic C onfiguration form , se lect Leaf R emote

Source from the Subsystem C onfiguration w orkspace.

2.
C lick Add . The Leaf R emote Source form opens in the create mode.

3. Type the remote hostname in the R emote H ostname fie ld .

4 . Type the Java N am ing and D irectory In terface (JND I) port number, in the JND I P ort

fie ld . The default va lue is 11099.
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5. Type the H ypertext T ransm ission P rotocol (H TTP ) port number in the H TTP Port fie ld .

The default va lue is 11080.

6. Type the user name in the U sername fie ld .

7 . Type the passw ord in the Passw ord fie ld .

8 .
C lick Save.

9. C lick C lose.

Ed iting a Leaf R em ote Source

To edit a leaf remote source:

1. F rom the iSP I P erformance for T raffic C onfiguration form , se lect Leaf R emote

Sources from the Subsystem C onfiguration W orkspace.

2. S elect the required leaf co llector from the Leaf R emote Source form .

3.
C lick Ed it. The Leaf R emote Source form opens in the edit mode.

4. Make the required changes in the R emote Leaf D eta ils panel.

5 . C lick Save.

6. C lick C lose.

Deleting a Leaf R em ote Source

To delete a leaf remote source,

1. F rom the iSP I P erformance for T raffic C onfiguration form , se lect Leaf R emote Source

from the Subsystem C onfiguration W orkspace.

2. S elect the required leaf remote source from the Leaf R emote Source form .

3. C lick D elete .

A ll F low Expo rte rs

The routers that sends the IP flow data records to the leaf conta iners are called flow

exporters. The flow exporters send the IP flow data records to the leaf conta iner for filtering

and aggregation.

The basic attr ibutes of the A ll F low exporter form are the fo llow ing:

A ttr ibu tes D escrip tion

C onta iner N ame The name of the leaf conta iner to w hich the router sends the flow .

F low Exporter IP The IP address associated w ith the flow exporter.
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A ttr ibu tes D escrip tion

N umber of F low s The number of IP flow s from the router.

F ilte r and App lica tion M app ing W orkspace

The F ilter and Application Mapping w orkspace in the NNM iSP I P erformance for T raffic C on-

figuration form enables the user to configure the fo llow ing:

l C onditions

l Expressions

l F ilters

l F ilter G roups

l Application Mapping

l Application Mapping G roups

Cond itions

The iSP I P erformance for T raffic C onfiguration form enables you to create conditions on the

availab le IP flow attributes. F low attributes are of three types:

l In teger

l S tring

l IP Address.

The adm in istra tor can select the appropria te operation set for the flow attribute type. A con-

d ition is configured by applying an operation set to an IP flow attribute.

C reating conditions enables you to custom ize and refine the IP flow records to perform net-

w ork data analysis.

The availab le operation sets for each flow attribute are the fo llow ing:

IP flow A ttr ibu tes O peration Set

In teger '= ', '! = ', '> ', '< ', '> = ' , '< = '

S tring 'equals', 'not-equals', 'like '

IP 'equals', 'not-equals', 'like '

U se the "like" operation set to ind icate that the flow record is sim ilar to the given condition.

U se the "equal" operation set to ind icate that the flow record exactly matches the selected

condition.
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To create a valid condition, you must provide the appropria te operand values corresponding

to the IP flow attribute types w hile configuring a condition.

E xamples of C onditions:

l For an integer type flow attribute, the adm in istra tor must enter the appropria te in teger

va lue in the O perand fie ld . For example, 78.

l For a string type flow attribute, the adm in istra tor must enter the appropria te string value

in the O perand fie ld . For example, H P * BTO Soft* .

l For an IP address type flow attribute, the adm in istra tor must enter the appropria te string

value in the O perand fie ld . For example, 10-12.* .20-25.* . A hyphen (-) is used for the IP

flow attribute only.

The basic attr ibutes of the C onditions form are the fo llow ing:

A ttr ibu tes D escrip tion

C ondition N ame The name of the condition. The name must be alphanumeric, w ith no spaces, or specia l characters.

F low A ttribute The flow attribute for w hich the condition is created.

F low A ttribute Type The type of the flow attribute. P ossib le va lues are:

l In teger

l S tring

l IP Address.

O peration The operation selected for the condition.

O perand The operand for the operation.

U sing the C onditions form , you can:

l C reate a C ondition

l Edit a C ondition

l D elete a C ondition

C reating a C ond ition

To create a condition:

1. F rom the iSP I P erformance for T raffic C onfiguration form , click Cond itions from the

F ilter and Application Mapping w orkspace. The C onditions form opens.
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2.
C lick Add . The C ondition form opens in the create mode.

3. Type the condition name in the C ondition N ame fie ld . The condition name must be alpha-

numeric, and must not conta in specia l characters or empty spaces.

4. S elect the required flow attribute from the drop-dow n list ava ilab le in the F low A ttribute

fie ld .

5 . S elect the required operation from the drop-dow n list ava ilab le in the O peration fie ld .

6 . Type the required value in the O peration fie ld .

7 .
C lick Save .

8 . C lick C lose .

Ed iting a cond ition

To edit a condition:

1. F rom the iSP I P erformance for T raffic C onfiguration form , click Cond itions from the

F ilter and Application Mapping w orkspace. The C onditions form opens.

2. S elect the C ondition to be edited from the list o f conditions disp layed.

3.
C lick Ed it. The C ondition form opens in the edit mode.

4. Make the required changes in the F low A ttribute fie ld .

5 . Make the required changes in the O peration fie ld .

6 . Make the required changes in the O perand fie ld .

7 . C lick Save.

8. C lick C lose.

Deleting a C ond ition

To delete a condition:

1. F rom the iSP I P erformance for T raffic C onfiguration form , click Cond itions from the

F ilter and Application Mapping w orkspace. The C onditions form opens.

2. S elect the required condition from the availab le list o f conditions disp layed.

3.
C lick D elete.
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Exp ress ions

The NNM iSP I P erformance for T raffic C onfiguration enables you to create an expression

from the availab le conditions. A n expression can be defined as log ica l AND of multip le con-

d itions.E xpressions are used to perform application mapping. For example, the expression

'S rcPortA ndD stIP ' can conta in tw o conditions 'S rcPortC ondition ' and 'D stIPC ondition '. The

expression 'S rcPortA ndD stIP ' w orks only w hen both the conditions are satisfied.

The basic attr ibutes of the E xpressions form are the fo llow ing:

A ttr ibu tes D escrip tion

Expression N ame The name of the expression. The name should be alphanumeric, w ith no spaces, or specia l char-

acters.

N umber of C onditions The number of conditions associated w ith the expression.

U sing the E xpression form , you can:

l C reate an E xpression

l Edit an E xpression

l D elete an E xpression

C reating an Express ion

To create an expression:

1. F rom the iSP I P erformance for T raffic C onfiguration form , click Expressions from the

F ilter and Application Mapping w orkspace. The E xpression form opens.

2.
C lick Add . The E xpression form opens in the create mode. The right panel of the
form disp lays the A ll C ond itions tab, w hich lists a ll the conditions created.

3. Type the expression name in the E xpression N ame fie ld .

4 . S elect the required condition from the C onditions listed on the right panel. Y ou can

include multip le conditions can to create an expression.

5. C lick Save.

6. C lick C lose.

Ed iting an Express ion

To edit an expression:
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1. F rom the iSP I P erformance for T raffic C onfiguration form , click Expressions from the

F ilter and Application Mapping w orkspace. The E xpression form opens.

2. S elect the required expression to be edited .

3.
C lick . The E xpression D eta ils form opens in the edit mode. The right panel d isp lays
the C onditions, F ilters, and Application Mapping associated w ith the selected expres-

sion.

4. Make the required changes in the Cond itions o f th is Expression tab on the right

panel to modify the conditions associated w ith the selected expression.

Y ou can also add new conditions and edit existing ones from the same tab. For more

information about adding and editing conditions see, C onditions.

5. C lick Save.

6. C lick C lose.

Deleting an Express ion

To delete an expression:

1. F rom the iSP I P erformance for T raffic C onfiguration form , click Expressions from the

F ilter and Application Mapping w orkspace. The E xpression form opens.

2. S elect the required expression from the availab le list o f expressions.

3.
C lick D elete .

App lica tion M app ing

Application mapping is a process w here an expression is mapped w ith an application name.

Multip le application mappings can be created to form an application group.

E xample:

The product conta ins in-bu ilt mapping for the SNMP protocol w hich involves tw o conditions,

'S rcSNMPC ondition ' and 'D stSNMPcondition.' B oth conditions are satisfied w hen S rcPort is

equal to 161. The expression 'S rcSNMPExpression ' is mapped by these conditions. The

application mapping 'S rcSNMPMapper' maps to 'S rcSNMPExpression '. W hen

'S rcSNMPMapper' is satisfied, the protocol name given is 'SNMP '.

The basic attr ibutes of the Application Mapping form are the fo llow ing:

A ttr ibu tes D escrip tion

Application Mapping N ame The name of the application mapping. The name must be alphanumeric, w ith no spaces or specia l

characters.
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A ttr ibu tes D escrip tion

Application N ame The name of the application that is mapped to the expression.

E xpression N ame The name of the expression that is mapped to the application name.

U sing the Application Mapping form , you can:

l C reate an Application Mapping

l Edit an Application Mapping

l D elete an Application Mapping

C reating an App lication M app ing

To create an application mapping:

1. F rom the iSP I P erformance for T raffic C onfiguration form , click App lication

Mapp ing from the F ilter and Application Mapping w orkspace. The Application Mapping

form opens.

2.
C lick Add . The Application Mapping form opens in the create mode. The right
panel of the form disp lays the A ll E xpressions tab, w hich lists a ll the expressions

created.

3. Type the application mapping name in the Application Mapping N ame fie ld .

4 . Type the application name in the Application N ame fie ld .

5 . S elect the required expression from the E xpressions listed on the right panel. Y ou can

include multip le expressions to create an Application Mapping.

6. C lick Save.

7. C lick C lose.

Ed iting an App lication M app ing

To edit an application mapping:

1. F rom the iSP I P erformance for T raffic C onfiguration form , click App lication Mapp ing

from the F ilter and Application Mapping w orkspace. The Application Mapping form

opens.

2. S elect the required application mapping to be edited .

P age 28 of 43



HP N etw ork N ode Manager iSP I P erfo rm ance fo r T raffic So ftw are O n line H elp

HP N etw ork N ode Manager i S oftw are Smart P lug-in P erformance for T raffic

3.
C lick Ed it. The Application Mapping form opens in the edit mode. The right panel
d isp lays the E xpressions, and Application Mapping G roups associated w ith the selected

application mapping.

4. Make the required changes in the Expression o f th is A pp lication Map tab on the right

panel to modify the expressions associated w ith the selected application map.

Y ou can also add new expressions and edit existing ones from the same tab. For more

information about adding and editing expressions see, E xpressions.

5. C lick Save.

6. C lick C lose.

Deleting an App lication M app ing

To delete an application mapping:

1. F rom the iSP I P erformance for T raffic C onfiguration form , click App lication Mapp ing

from the F ilter and Application Mapping w orkspace. The Application Mapping form

opens

2. S elect the required application mapping from the availab le list o f application mappings.

3.
C lick D elete.

F ilte rs

The iSP I P erformance for T raffic C onfiguration application enables you to create a filter

using the existing expressions. A sing le expression is used to create a filter. Multip le filters

are grouped to form a filter group.

The basic attr ibutes of the F ilters form are the fo llow ing:

A ttr ibu tes D escrip tion

F ilter N ame The name of the filter.

E xpression N ame The name of the expression associated w ith the filter.

O peration The operation to be performed by the filter. V alues in the list are drop and keep.

The iSP I P erformance for T raffic C onfiguration application keeps or drops a IP flow record.

For example, you could configure F ilter A , w ith a condition to drop the IP flow record w hen

S rcIP = IP 1, and to keep the F ilter B , w hen IPToS=5. Y ou could a lso create a filter group com -

bin ing F ilter A and F ilter B .

The fo llow ing scenarios describes the behavior of the iSP I P erformance for T raffic C on-

figuration application w hen different types of IP F low records are filtered:
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1. The IP F low record w ith S rcIP = IP 1 and IPToS=5 is dropped. The evaluation is T rue for

F ilter A , and the F ilter B is not evaluated. The product evaluates the drop expression

before validating the keep expression, and the IP flow record is dropped.

2. The IP F low record w ith S rcIP = IP 2 and IPToS=5 is kept. The evaluation is False for

F ilter A , and T rue for F ilter B . The product evaluates the keep expression after the eval-

uation of F ilter A . If the filter conta ins multip le keep expression, the product does not per-

form evaluation for further K eep expressions if one of the keep expression is satisfied,

and the IP flow record is kept.

3 . The IP F low record w ith S rcIP = IP 2 and IPToS=6 is dropped. The evaluation is False for

F ilter A and the F ilter B is not evaluated. The product evaluates the keep expression and

the IP flow record is dropped.

U sing the F ilters form , you can:

l C reate a F ilter

l Edit a F ilter

l D elete a F ilter

C reating a F ilte r

To create a filter:

1 . F rom the iSP I P erformance for T raffic C onfiguration form , click F ilters from the F ilter

and Application Mapping w orkspace. The F ilter form opens.

2.
C lick Add . The F ilter form opens in the create mode. The right panel of the form dis-
p lays the A ll E xpressions tab, w hich lists a ll the expressions created.

3. Type the filter name in the F ilter N ame fie ld .

4 . S elect the required value from the drop-dow n list ava ilab le in the O peration fie ld . V alues

in the list are Keep and D rop. The value you select determ ines the operation to be per-

formed by the filter.

5 . C lick Save.

6. C lick C lose.

Ed iting a F ilte r

To edit a filter:
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1. F rom the iSP I P erformance for T raffic C onfiguration form , click F ilters from the F ilter

and Application Mapping w orkspace. The F ilters form opens.

2. S elect the required filter to be edited .

3.
C lick Ed it. The F ilters form opens in the edit mode. The right panel d isp lays the
E xpressions associated w ith the selected filter.

4 . Make the required changes in the O peration fie ld .

5 . Make the required changes in the Expression o f th is F ilter tab on the right panel to

modify the expressions associated w ith the selected filter.

Y ou can also add new expressions and edit existing ones from the same tab. For more

information about adding and editing expressions see, E xpressions.

6. C lick Save.

7. C lick C lose.

Deleting a F ilte r

To delete a filter,

1 . F rom the iSP I P erformance for T raffic C onfiguration form , click F ilters from the F ilter

and Application Mapping w orkspace. The F ilters form opens

2. S elect the required filter from the availab le list o f filters.

3 .
C lick D elete.

App lica tion M app ing G roup

Multip le application mappings are grouped to form an application mapping group.

The basic attr ibutes of the Application Mapping G roup form are the fo llow ing:

A ttr ibu tes D escrip tion

Application Mapping G roup N ame The name of the application mapping group.

N umber of A pplication Mappings The number of application mappings included in the group.

U sing the Application Mapping G roup form , you can:

l C reate an Application Mapping G roup

l Edit an Application Mapping G roup

l D elete an Application Mapping G roup
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C reating an App lication M app ing G roup

To create an application mapping group:

1. F rom the iSP I P erformance for T raffic C onfiguration form , click App lication Mapp ing

G roup from the F ilter and Application Mapping w orkspace. The Application Mapping

G roups form opens.

2.
C lick Add . The Application Mapping G roup form opens in the edit mode. The right
panel of the form disp lays the App lication Mapp ing G roup Members tab, w hich lists

a ll the application mappings created.

3. Type the application mapping group name in the Application Mapping G roup fie ld .

4 . C lick Save.

5. C lick C lose.

Ed iting an App lication M app ing G roup

To edit an application group:

1. F rom the iSP I P erformance for T raffic C onfiguration form , click App lication Mapp ing

G roup from the F ilter and Application Mapping w orkspace. The Application Mapping

G roups form opens.

2. S elect the required application mapping group.

3.
C lick Ed it.The Application Mapping G roup form opens in the edit mode. The right
panel d isp lays the application mapping associated w ith the selected application mapping

group.

4. Make the required changes in the App lication Mapp ing G roup Members tab on the

right panel to modify the application mappings associated w ith the selected application

mapping group.

Y ou can also add new application mapping and edit existing ones from the same tab. For

more information about adding and editing application mapping see, A pplication Map-

p ing.

5. C lick Save.

6. C lick C lose.

Deleting an App lication M app ing G roup

To delete an application group:
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1. F rom the iSP I P erformance for T raffic C onfiguration form , click App lication Mapp ing

G roup from the F ilter and Application Mapping w orkspace. The Application Mapping

G roups form opens.

2. S elect the required application mapping group.

3.
C lick D elete.

F ilte r G roup

Multip le F ilters are grouped to form a filter group.

The basic attr ibutes of the F ilter G roup form are the fo llow ing:

A ttr ibu tes D escrip tion

F ilter G roup N ame The name of the filter group.

N umber of F ilters The number of filters included in the group.

U sing the F ilter G roup form , you can:

l C reate a F ilter G roup

l Edit a F ilter G roup

l D elete a F ilter G roup

C reating a F ilte r G roup

To create a filter group:

1. F rom the iSP I P erformance for T raffic C onfiguration form , click F ilter G roup from the

F ilter and Application Mapping w orkspace. The F ilter G roups form opens.

2.
C lick Add . The F ilter G roup form opens in the edit mode. The right panel of the
form disp lays the A ll F ilters tab, w hich lists a ll the filters created.

3. Type the F ilter G roup name in the F ilter G roup name fie ld .

4 . S elect the required filter from the availab le list o f filters.

5 . C lick Save. to save the changes made.

6. C lick C lose .
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Ed iting a F ilte r G roup

To edit a filter group:

1. F rom the iSP I P erformance for T raffic C onfiguration form , click F ilter G roup from the

F ilter and Application Mapping w orkspace. The F ilter G roups form opens.

2. S elect the required filter group.

3.
C lick Ed it. The F ilter G roup form opens in the edit mode. The right panel d isp lays
the filters associated w ith the selected filter group.

4. Make the required changes in the F ilter G roup Members tab on the right panel to mod-

ify the filters associated w ith the selected filter group.

Y ou can also add new filters and edit existing ones from the same tab. For more infor-

mation about adding and editing filters see, F ilter.

5 . C lick Save.

6. C lick C lose.

Deleting a F ilte r G roup

To delete a filter group:

1. F rom the iSP I P erformance for T raffic C onfiguration form , click F ilter G roup from the

F ilter and Application Mapping w orkspace. The F ilter G roup form opens.

2. S elect the required filter group.

3.
C lick D elete.

Qu ick Launch iSP I P erfo rm ance fo r T ra ffic C on figu ra tion

The Q uick Launch iSP I P erformance for T raffic C onfiguration extends the usability of iSP I

P erformance for T raffic C onfiguration. The application w orks as fo llow s:
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Y ou can create a condition and map it to the application group or filter group in a sing le step.

Y ou can also use the existing application group or create an application group for new con-

d itions.

The Q uick Launch iSP I P erformance for T raffic C onfiguration application appends expres-

sion name and application name to the new ly created condition, after saving the condition.

This process is auto-generated.

Y ou can use the Q uick Launch iSP I P erformance for T raffic C onfiguration to quickly create a

condition and add it to a group. Y ou cannot add expressions w ith multip le conditions through

quick configuration. Y ou can map F ilter and Application mapping condition to a new or exist-

ing group. W ith quick configuration, the expression name, application mapping name, filter

name are auto-generated.

For example, if a condition called O racle is created and mapped to the application group

named ‘P rotocolmap’, and the expression name - O racleexp and application mapper - O ra-

cleexpmap are appended to the condition by the application. the mapper 'O racleexpmap'

becomes the component of P rotocolmap group.

Qu ick F ilte r C on figu ration

To configure a filter using Q uick Launch iSP I C onfiguration:

1. F rom the iSP I P erformance for T raffic C onfiguration form , click Q uick F ilter . The con-

d ition deta ils form opens. The right panel d isp lays all the filter groups configured.

2. Type the condition name in the C ondition N ame fie ld .The condition name must be alpha-

numeric, and must not conta in specia l characters or empty spaces.

3. S elect the availab le flow attribute from the drop-dow n list ava ilab le in the F low A ttribute

fie ld . S elect the required operation from the drop-dow n list.

4 . S elect the required value from drop-dow n list ava ilab le in the F ilter O peration fie ld .

5 . Type the required value in the O perand fie ld .

6 . S elect the required filter group disp layed in the A ll F ilter G roup tab on the right panel.

7 . C lick Save.

8. C lick C lose.

Qu ick A pp lication M app ing Con figu ration

To configure an Application Mapping using Q uick Launch iSP I C onfiguration:

1. F rom the iSP I P erformance for T raffic C onfiguration form , click Q uick A pp lication

Mapp ing . The Q uick Application Mapper form opens. The right panel d isp lays all the

application mapping groups configured.
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2. Type the condition name in the C ondition N ame fie ld .The condition name must be alpha-

numeric, and must not conta in specia l characters or empty spaces.

3. S elect the availab le flow attribute from the drop-dow n list ava ilab le in the F low A ttribute

fie ld . S elect the required operation from the drop-dow n list.

4 . S elect the required value from drop-dow n list ava ilab le in the F ilter O peration fie ld .

5 . Type the required value in the O perand fie ld .

6 . S elect the required application mapping group disp layed in the A ll A pp lication Map-

p ing G roups tab on the right panel.

7 . C lick Save.

8. C lick C lose.

How iSP I P e r fo rm ance fo r T ra ffic Con figu ra tion

The iSP I P erformance for T raffic C onfiguration application w orks as fo llow s:

1. The in itia l step in the iSP I P erformance for T raffic C onfiguration application includes cre-

ating a condition on the availab le IP F low attributes.

2. The next step involves creating an expression. A n expression can be defined as log ica l

AND of the multip le conditions. A n expression w orks if a ll the conditions existing in it

meets the requirement. A n E xpression is utilized to perform both:
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n Application Mapping of IP flow attribute

n F iltering of IP flow attribute

3. The Application mapping process is in itia ted after creating a valid expression. A sing le

expression is used to create an application mapping. Further, these application map-

p ings are combined to form an Application group.

4. The redundant data from the IP flow records can be removed using the F ilter C on-

figuration option in the iSP I P erformance for T raffic C onfiguration. The F ilter C on-

figuration option utilizes an expression to create a filter, and provides an option to drop or

keep a filter. Further, these filters can be combined to form F ilter groups.

5. The Application group and the F ilter groups are mapped to the Leaf C ollectors availab le

in the iSP I P erformance for T raffic C onfiguration application, to perform refin ing and

aggregation of the IP flow records.

The HP Ne two rk Node Manage r i So ftw a re Sm a rt P lug -in

Pe rfo rm ance fo r T ra ffic (NNM iSP I fo r T ra ffic ) M aps

The HP N etw ork N ode Manager i S oftw are Smart P lug-in P erformance for T raffic Maps fea-

ture enables you to view the traffic flow information of N NM iSP I for T raffic enabled nodes in

the netw ork.

The iSP I P erformance for T raffic Maps disp lay the tra ffic flow information in a graphica l form .

NNM iSP I for T raffic maps obta ins in formation about any nodes that sends traffic flow to your

netw ork. Y ou can view all the top destinations and applications that contributes to the tra ffic

flow in your netw ork at a given point of tim e.

The fo llow ing NNM iSP I for T raffic maps are availab le in the NNM i console:

Top Sources by D estination Map

This flow topology map disp lays the top source nodes w hich contribute to the tra ffic flow to a

destination. Y ou can get the in formation about the top contributors of tra ffic on your netw ork.

The map is d isp layed based on the IP  flow router se lected from the NNM i console. This

se lected router is considered as the source node. The map is neither a netw ork topology
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map nor a device centric map. The colors of destination nodes disp layed in the NNM iSP I for

T raffic map is not associated w ith the status colors in NNM .

D estination and A pp lication Map

This map disp lays the top destinations and applications that contribute to the tra ffic flow to

your netw ork. If the applications are directly connected to the router, the router is considered

a destination.

Top N  means top N application plus top N destinations grouped together.

Traffic P ath V iew

This map disp lays the flow of netw ork tra ffic. P ath V iew calcu la tes the route that data flow s

betw een tw o selected nodes w here NNM iSP I for T raffic is enabled, and provides a map of

that in formation. The tw o nodes can be any combination of end nodes or routers.

W hile accessing the T raffic P ath view map, besides applying the common filters,in the

Source and D estination fie lds, you must designate the nodes at both ends of the path using

either the node name or IP v4 address.

A ccessing the NNM iSP I fo r T raffic Maps

To access the maps:

1. S elect the tab le view you w ant from the Workspaces navigation panel. (For example,

se lect the Inven to ry w orkspace, Nodes view .)

2. In the tab le view , click the selection box corresponding to the required router.

3 . S elect the A ctions menu in the main too lbar and select Traffic m aps.

4. S elect the required map from the list.

5 . F ilter the in formation as required.

6.
C lick G et D ata in the selected map form .

NNM iSP I fo r T raffic Maps specific Icons

The fo llow ing table describes the icons that represents a node, in terface, or IP address that

appear on a map:

Icon D escrip tion

Ind icates a node that is not d iscovered by NNM i, but contributes to

the tra ffic flow in your netw ork.

Ind icates an application that contributes to the tra ffic flow in your net-

w ork.
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Common F ilters fo r V iew ing the Maps

You can use the fo llow ing filters to view the map as required:

F ilter D escrip tion

Metric This filter enables you to filter the map information accord ing to the

selected metric. P ossib le va lues are:

l Volume - In B ytes

l Volume - O ut B ytes

l N umber of P ackets - Incom ing

l N umber of P ackets - O utgoing

l N umber of F low s - Incom ing

l N umber of F low s - O utgoing

T ime This filter enables you to filter your map view by time period. F il-

tering using the time period filter le ts you focus on the most recent

tra ffic flow information. P ossib le va lues are:

l Last 15 M inutes

l Last 30 M inutes

l Last 1 H our

l Last 12 H ours

Top N This filter enables you to view the top contributors of tra ffic flow to

your netw ork. P ossib le va lues are:

l Top 5

l Top 10

l Top 20
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