ServiceCentere

SCAuto for
HP OpenView IT/O

Version 1.0
April 8, 1999

Peregrine Systems, Inc. I |

a a'e a
3611 Valley Centre Drive ';J .‘_L!

San Diego, CA 92130 S Y s T E M s°

The Infrastructure Management Company™



All Rights Reserved.

Information contained in this document is proprietary to Peregrine Systems, Inc., and may be used or
disclosed only with written permission from Peregrine Systems, Inc. This book, or any part thereof, may not
be reproduced without the prior written permission of Peregrine Systems, Incorporated. This document
refers to numerous products by their trade names. In most, if not all cases, these designations are claimed as
Trademarks or Registered Trademarks by their respective companies.

Peregrine Systems and ServiceCenter are registered trademarks of Peregrine Systems, Inc.

The software described in this manual is supplied under license or nondisclosure agreement. The software
may be used or copied only in accordance with the terms of the agreement. The information in this document
is subject to change without notice and does not represent a commitment on the part of Peregrine Systems,
Inc.

The names of companies and individuals used in the sample database and in examples in the manuals are
fictitious and are intended to illustrate the use of the software. Any resemblance to actual companies or
individuals, whether past or present, is purely coincidental.

This edition applies to version 1.0 of the licensed program
SCAutomate for HP OpenView IT/O™
and version 1.4 and 2 of the licensed program
ServiceCenter®
Copyright Peregrine Systems, Inc.

February 1999
© All Rights Reserved



Contents

Contents

Preface

Ta oo (01 i o] o PP TSRO TTPPPRPRRR v
KNOWIEAQE REQUITEIMENTS ...ttt ettt et e e e e e e e e et ee et e e e e e e e s e s s aanbebbeeeeaeeaaaaaaaans Vi
Determining Current ProAUCT VEISION .......ciiiiiiiiiiiiiiiiieeie ettt e e et e e e e e e e e e e e annnnes Vi

Contacting Peregring SYSIEIMS ... ittt e e ettt e e e e e e e e e e e e aaanbebr e et e aaeaaeae s e aannnnnes vii
NOIMH @NA SOULN AMEIICA ....eeiiiiiiiii et e ettt e e e e e e e e e s bbb e b e e e aaaaaaaaaaaas vii
L0 o] o1 OO PPPRTTTR vii
ASIB-PACITIC e ettt e e oottt e e e e e e e e e b b e e e e tea e e e e e annane viii

Chapter 1  Introduction

L= Vo=l @1 =T o) T OSSP 1-2
[O70] (=7 o] o o= [o] 1 1 SRS 1-2

WX (o 11 0T g =TI AN ] o] [ ToF= 4o | 1SR 1-2
@] o =Tz L To] o K5 (17 ) OSSO 1-3
VLT (o] g P L Y (=T L PP 1-3

NS Yo S AN (o o L= = g T Vo = SRR 1-3
ADOUL SCAULO FOF IT/O ittt e ettt e e e sttt e e e e bt et e e e e nnb bt e e e e e nnree s 1-4
(@] o 1=T = Ui o] g =TI @] oo =T o) £ PSSR 1-6
Bi-DireCtional INtEGratiON ..........uieiieieiiiiiiiiie e e e e s e e r e e e e e e s e s e e e e e e e e s e s sanrnr e ereeaaeeaan s 1-6
Planning your ServiceCenter and IT/O INtEQration ...........cccuviiiiriiieeeee i e e e e s ee e e 1-8
Mode 1: Uni-Directional Automatic Notification from IT/O .........cccciiiiiiiiiiiiiie e 1-8
Process and Dat@ FIOW .........coouuiiiiiiiiiiiie et 1-9

Mode 2: Bi-Directional Exchange (Default Mode of Operation) ..........ccccvvvieeeeeeiiiiiiciiiiieeeeeeenn, 1-10
Process and Dat@ FIOW .........cooiuiiiiiiiiiiiiie ettt 1-11

Mode 3: Automatic Notification from IT/O via Trouble Ticket Interface (TTI) ......cccccvvvvvvereenennn. 1-13
Mode 4: New SC Tickets Generate IT/O EVENLS .....cc.ueiiiiiiiiiiieiiiieee e 1-14
Mode 5: Application Monitoring — IT/O Monitors ServiceCeNter ........cccuvveveeeeeeeeiiiiiiriieeeeeeeenn 1-14
Mode 6: Combined User Interface — Launch ServiceCenter from IT/O Windows ................... 1-15
Mode 7: IP-Oriented INVENTOIY DISCOVEIY ....uiiiiieiiiiiiiiiiiiiieeeeeeees s esiiseeeeeeeae e s s e ssnannrennrereeeeeennnns 1-16
IT/O BUSINESS LOGIC TOPICS uuiiieieiiieeeieeeiie ettt e e e e e e e s s st e e e e ae e e e s s snse s aae e e eeeeeessannnnstensnneaeaneees 1-17
ServiceCenter BUSINESS LOGIC TOPICS ...uuuvuiriiiiiiieeiiisiiiiiiiereeeeeesessststeeeereeeeaess s nnsssnsneeeeeseessnnnnnnns 1-18
SCAULO for IT/O BUSINESS LOGIC TOPICS .vvvvrereieeeeiiiiiiiiiiiieeeeeessssssssssneseeeseeaessesnsssnsnnneeneeeeeesssnsnnsenes 1-20

Chapter 2 Installation

OVEIVIEW ..ttt ettt ettt ekttt e ekttt o4 e sttt e e oa bttt a4 4o Rkttt e 24kt e et e o4 bt et e e e am bt e et e e amb bt e e eeesnbbbeeessnenee s 2-1
)Y (o T =T (Yo [0 TS (=SSR 2-1
Required Kernel ParameterS .......c.uuuuiiiiieieei s it e e e e e e s e st eee e e e e e e s s e sntasbaeeeeaaeeeansannnnes 2-1

TaIS 1= Lo T o (=T =T [0 S (=SSP 2-2
ServiceCenter Client INSTAIAtION ..........eeiiiiiiie e 2-2

Contents



SR [y e 1 = i T IV Z=T 1 {Tox= 1 1o o 2-3

Verify ServiceCenter BINArY VEISION .......uuiiiiiieee i iiiiiieeieeeeeeae e e s s e sststaeeraeeee e s e e s s snnsannneeeeesaeesann 2-3
Verify Event Services APPLICALIONS ......c.eviiiiiiiie e e e s s r e e e e e e e e e s eareeeee s 2-3
Verify SErVICECENTET LICENSE ...ccceeiii ittt et e e e e e sttt e e e e e e e s s e st e e e e e e e e s e e s annnba e aeeeeeaaeesan s 2-4
Installing SCAULO for HP OPENVIEW IT/O ...uviiiiiiiie ittt et e e e ane e e e 2-4
TS e= | B o Tot=To [ OSSPSR 2-5

Chapter 3 Basic Operations

Starting and Stopping SCAULO fOr IT/O PrOCESSES .....cccuvviiiiiiiieeeeeeiiistetiee e et e e e e e s s s saanaeeeaeaaeeeeeennnns 3-1
Starting SCAULO fOF IT/O it e e e e e ae e et e e e bbb ereeaaeeaeesannsnnrnnes 3-1

S o] o] o1 [o TR T OF XU (o T (] a1 I 1SR 3-4

BASIC MAINTENANCE ....oiiiiiiiiiei ittt ettt e sttt e e e sttt e e e s s be e e e e s snbe e e e e s snbeeeeeanbaeeeeeanees 3-5
o1 (o I TN o T U= Vg =] (Y USRS 3-5
1 Y (o3 @da) ) o T8 = 1o o SO 3-6
I (e 18] ][] T o 1 1T PR 3-6
T oo [N Tt o] o ISP PSRPTPTPRRN 4-1

Chapter 4 Product Architecture

PN o] o]l Tez= 1uTo a1 (=Te ] r= U1 Te] o HU U P TP PRUPT 4-2
ServiCeCenter MENU OPLIONS .......iiiiiiiiieiie ettt e e e e e e ettt e e e e e e e s e e s e sbbabeeeeeeaaaeeaeaansannrenes 4-3
(a0 o] 11 o 0 1 N1 SO PRROPRRRRNt 4-4

(O] 01T o I AN o (o] o] 1= o o W PP EP TSP 4-5

@] oTe Eo LI N o (0] o] (=T o TR TP PPPPRRPT 4-7

(08 [o ST AN 0] o] (=T o o F OO PPPRR 4-8
PrOBDADIE CAUSE ...vui ettt et e e e e e e e e e e e a e e 4-9
SEIVICE INFOMMIATION .. ..e it e e e et e e e e e e et e e e e e eeaabta e e e e e eeraans 4-10

D To1 VY T T o TSRO 4-11
ASSIGNEA PrODIBMIS ...ttt e e e e e e e e bbb e e e e e e e e e e e e aanes 4-12
(@)1 a1 Y=Y oV ol T ST PTPPR 4-13
MESSAGE INTEGIATION ....eeeiiieieee ittt e et e e e et et e e e e e e e e e et b beeaeeaaaaaeaaan 4-13
LoCation INOIMALION ....vvui e e e e e e e e et e e e e e e aabe e 4-14
Vendor INFOrMALION ........ouviiiieie e et e e e e e e e e e e e e e eeta e ns 4-15
(0T g BT (= Tox (] Y TR PPPPRURTRI 4-16
11T T PO T TP 4-16
HEIPD DIBSK ..ttt ettt et e e e e e e e o bbbt et e e e e e e e e e e bbb e et e aaaaaaeae s 4-18

1 =Y o 1Y =T 1 PSR PTSRR 4-19
BEVENT INTEGIALION ...ttt e e e e e oottt e et et e e e e e e e s a bbbttt et e e e e e e e e e e nnnbenbeeeeeaeaeas 4-20
OVEIVIEW ittt et ettt e e et ettt e e e et et et e e e e e e eetaaa e e e e e sebban e eeeeee aba e eeseesaan e seeesastaaeeeessranns 4-20
INtEGration COMPONEINTS ......iiiiiiieie ittt e ettt e et e e e e e e e e e st bbbt e e et e e aeae e e s e nnnbaeareaaaaaeaans 4-21
(10121 1 1o o H TSSO PSPRTSPR 4-22
511 (0] (o TR 4-23
(Yol 0] 4110 1 I OO PPPPR 4-23
LYol (0] 41110\ S OO PTPPR 4-23
LYol 0] 410\, | = OO PPPPR 4-23

ii SCAuto for HP OpenView IT/O User Guide



Chapter 5 Configuration

Tl e [F Lot 1 o] o I OO P TP OPPPPPPPPPUPRPIR 5-1
SCAuto for IT/O Business Logic CONfIQUIALION ........ooiuuuiiiiiiiiiieae et e e e 5-2
COoNFIGUIAION OVEIVIEW ...ttt e e ettt e e e e e e e ettt et e e e e e e e s s e aanbebbbeeeeaaaaaeaeaannnnnnrnnes 5-2
ITIO VATIADIES ...ttt s e e e s e e s 5-3
ServiceCenter TCL EVENt ODJECL ......oiiiiiiiiiiie e 5-7
Summary of ServiceCenter TCL COMMANTS ....coeiiieiiiiiiiiiiiiiiiee e e e ee e e e 5-7

(ol ST L LT ol =1 V=] | T SPPPPTR 5-7

1S QSN0 o1 PP T U U PP UUPRPPUPPUPTPPINt 5-7

1= =1 111 o PP UPRPRUP PPNt 5-8
1110 ST TP PORPTPPPP 5-8
7= o H TP PP P UPPPPPPPPPPRPPN 5-8

) = L (ol = T o B [ OO T TP PRPRUTTRRPRI 5-9
IT/O Message Filtering the event.ini File ... 5-10
S T=Tot 1o ST PSP P TP PPPPUPPPPN 5-10
Using TTI - Trouble Ticketing INtEITACE .........ooiiiiiiiiii e 5-13
DEfAUIT BERNAVIOT ...eiiiiiiiee ettt a et e st e e st e e s 5-14
Example eventmapMSILICI SCHPL.......uuiiiiiiiiiiaai e 5-14
TCL Event Mapping from ServiceCenter to HP IT/O ..o 5-15
CONFIGUIALION OVEIVIEW ......ueviiiiiiiee ettt e ettt e e e e e e e e e bbb e ae e e e e e e e e e e nneeaeeeeas 5-15
ServiceCenter TCL Variables ..........vvviiiiiiiiiieice et 5-16

HP IT/O Programming APIS as TCL COMMANTS .....coouiiiiiiiiiiiieeee et ee e e e 5-17
Summary of HP IT/O TCL COMMANGS ......uetiiiiiaiaiiiiiaiiiiiiiiee e et e e e e e e e aeeeeas 5-17

o] o o] | Y/ 11 (= PRSP TPTRTPP 5-17
0PCMSQY_ANNOLALION_AAM ......uuiiiiiiiie i e e e e e e e e e e e ne s 5-18

(o] o1od 0K o[- Uod QTP PTT TP 5-19

o] o1od .0 Ko [T [ F=od QPP RPT TP 5-19

(o] oTe3 40 Yo [0 111/ o [T P SR ST 5-19

o] oTod .0 £ o o [ 1Yo 11 o P ERP TP 5-19

o] o1od ¢ Ko =TS0 1= L= P ETPTRP PP 5-19

o] olod ¢ KSo o) o JF- ot 1 (o] g K] = L A PTPT PP 5-19
Event ConfigUuration FilE ............o et e e et eeeaee s 5-20
S T=Tot 1o ST PP PSP PP PPP R PUPPPPR 5-20
DEfaUIt BENAVIOT ....oiiiiiiieei ettt et e e e e 5-21
Default PIMO.LCT SCHPL ...eeeeiie et e e e e e e e e e reeeeaaae s 5-21
IT/O Business LOGIC CONFIQUIATION ......ceiiiiiiiiiiiiiiei ettt e e e e e e e e e eeee s 5-23
GENEIAI PIOCESS ...ttt ettt e e ettt e et e e e et e e e e st e e e e e e e 5-23
ReqUIrEMENES ANAIYSIS ....ciiiiieii ittt e e e e e e e e e eaeeeaaaee s 5-23
DESIGN PRASE ...ttt e et aaaaa e as 5-23
IMPIEMENTALION PRASE .....ciiiiiiiiee e e e e e eeeee s 5-23
DeSigN CONSIAEIALIONS ....coiiiiiiiiiiiitit ettt e e e e e e e e e e e e e e e e e ebnbesreeeaaaaeeas 5-24
IMPIEMENTALION STEPS ...ttt et e e e e e e e et e e e e e e e e e e e nnebeeeeeeas 5-25
Step 1 - Review Templates Assigned t0 @ NOAE ..........ccuiiiiiiiiiiiiiii e 5-25
Step 2 - Begin Modifying Templates (to0 AsSign t0 @ NOUE) .......eevviiieriiiiiiiiiiiiiiiieeeeeee e 5-26
Step 3 - Modify Templates (to ASSIgN t0 @ NOAE) ........occiiiiiiiiiiiee e 5-29
Step 4 - Modify Template Conditions to Forward to Trouble Ticket ..........ccccccceiiiiiiinnnnee. 5-30
Step 5 - Modify Template Conditions to Use Message Stream Interface.............cccccceeeeeen. 5-31
Step 6 - Add Modified Template to Configuration.............cc..eueeeiiiiiiiiii e 5-32
Step 7 - Install Templates to Selected NOAES ........ooooi ittt 5-34
Step 8 - Final Configuration for use of Trouble Ticket Interface...........cccccoceeiiiiiiiiiiiiinen. 5-36
Step 9 - Final Configuration for Use of Message Stream Interface ...........ccccccceeeiiiiiiinnnnn. 5-37

Contents



ServiceCenter Business LogiC CONfIQUIAtION ...........ooiciiiiiiiriiiiee e e e e sneee e r e e e e e e 5-38

ServIiCECENIEN EVENTE SEIVICES ....viiiiiiiiiiiieei ittt ettt e sttt e e e ettt e e et e e e e st e eee s snnbe e e e e s snbneeeean 5-38
=T T =T 0 15 1= L1 [ SRS 5-38
Y72 1Y = 01 5-40

ServiceCenter Problem ManagemeENnt ..........oooiiiiiiiiiiiiiiiiee e r e e e e e e e reeeaeaeeeanns 5-41

Chapter 6 Scenarios

T oo {1 Tt 1o ] o ISP SRR 6-1
Uni-directional Automatic Problem Ticket Creation (MO 1) ......ccveeeeeiiiiiiiiiiiiiieee e e 6-2
(Out of Box) Bi-directional Problem Ticket/ITO Message Creation/Update/Close (Mode 2) ............. 6-3
Creating Problem Tickets with Trouble Ticket Interface (MOde 3) .......uvevverveeieeiiiiiiiiiieeee e 6-4
(Out of Box) Node Based Problem TIiCKELS .......cciiiiiiiiiiiiieee et e e e s st an e e e e e e e e e snnnnnes 6-5
Cause-Based Problem TiCKetS Per NOUE .........eviiiiiiiiiiee ettt 6-6
IT/O Message Group into ServiceCenter Cat@gOrY .......c.ceuiceicurrrieeirireeeaseessirirererreeeeessenssnneneneeeeees 6-7
Converting Messages from WINAOWS NT ....ooiiioiiiiiiiiiiiie e e e e e e s e e e e aeeeaeeennnnens 6-8
Index

iv SCAuto for HP OpenView IT/O User Guide



Preface

Introduction

Welcome to the SCAutomate for HP OpenView IT/0 User Guide. This
guide provides instructions on how to implement the interface for
integration with Peregrine Systems’ ServiceCenter product.

SCAuto for HP OpenView IT/0™ (also called SCAuto for IT/O) allows
you to automate the process of creating, updating, and closing trouble
tickets in ServiceCenter, based on IT/O Message Stream Interface
(MSI) and Message Event Interface (MEI) events. It also supports
propagation of IT/O SNMP inventory data into ServiceCenter’s
Inventory and Configuration Management (ICM) database. On the
other hand, it has the capability of annotating, owning, and
acknowledging IT/O messages from modifications done on
ServiceCenter trouble tickets.

The SCAuto for HP OpenView IT/O product is part of the suite of
SCAutomate (SCAuto) interface products that integrate
ServiceCenter with premier Network and Systems Management tools.
This interface is based on event messages sent over TCP connection to
the ServiceCenter server. Additional information about SCAutomate
can be found in the SCAutomate Applications for Windows NT and
UNIX Guide.

SCAutomate for HP Openview IT/O User Guide Preface v



Knowledge Requirements

This guide assumes that the reader has:

= A good working knowledge of ServiceCenter applications,
ServiceCenter Client/Server, and HP OpenView IT/O graphical
user interface. While some procedures for these applications are
explained, others are referenced. Refer to the appropriate
ServiceCenter documentation for a more detailed explanation.

= Familiarity with HP OpenView IT/O and its components including
the Network Node Manager (NNM).

= Basic working knowledge of the operating system environment in
which they will be working (such as a GUI or text-based
environment).

« (As an Administrator) a thorough knowledge of the operating
system where ServiceCenter, SCAutomate, and the SCAutomate
for HP OpenView IT/O product will be installed and implemented,
as well as a basic understanding of ServiceCenter applications and
Event Services.

Important: ServiceCenter installation requirements are specific to
the machine where ServiceCenter is being installed.
These requirements are listed in the respective
installation guides.

Determining Current Product Version

Knowing the current version of your SCAuto for HP IT/O product will
be valuable when contacting Peregrine Customer Support and
deciding when to upgrade. From a ServiceCenter client, refer to the
About menu to determine the current version of ServiceCenter.

Each of the executables scfromitoMEI, scfromitoMSI, scfromitoTT]I
and sctoito can be given a command line argument of “-v” to display
their current versions and copyright information.

vi SCAutomate for HP Openview ITO User Guide Preface



Contacting Peregrine Systems

Contact one of the Peregrine Systems Customer Support offices listed
here if you have questions about or problems with ServiceCenter
systems.

North and South America

To get help immediately, call Peregrine Customer Support at:
(800) 960-9998 or (619) 794-7402
For ServiceCenter questions or information, send a fax or e-mail to:

Fax: (619) 794-6028
E-mail: support@peregrine.com
Hours: 5:00 A.M. to 5:30 P.M. PST, Monday through Friday

Send materials that Peregrine Systems Customer Support requests to:

Peregrine Systems, Inc.
ATTN: Customer Support
3611 Valley Centre Drive
San Diego, CA 92130

Europe

Great Britain Peregrine Systems Ltd.
1st Floor
Ambassador House
Paradise Road
Richmond, Surrey, Great Britain, TW9 1SQ

Phone: +44 (0) 181-332-9666

Fax: + 44 (0) 181-334 5890

E-mail: uksupport@peregrine.com

Hours: 08:00h to 18:00h GMT, Monday through Friday

France Peregrine Systems
Tour Franklin-La Défense 8
92042 Paris La Défense Cedex, France
Phone (International Toll Free): +33 (0)800 505 100
Fax: +33 (0)1 47 73 11 61
E-mail: frsupport@peregrine.com
Hours: 08:00h to 18:00h, Monday through Friday

Germany Peregrine Systems GmbH
Burohaus Atricom
Lyoner Strasse 15,
60528 Frankfurt, Germany
Phone: +49-(0)69-66-80-260
Fax: +49-(0)69-66-80-2626
Hours: 08:00h to 17:00h, Monday through Friday

SCAutomate for HP Openview ITO User Guide Preface vii



Denmark

Holland/
Netherlands/
Benelux

Asia-Pacific

Peregrine Systems A/S
Naverland 2, 12 SAL
DK-2600 Glostrup
Denmark

Phone: +45-4-346-7676
Fax: +45-4-346-7677
Hours: 08:30h to 17:00h, Monday through Friday

Peregrine Systems BV

Botnische Golf 9a

3446 CN Woerden

the Netherlands

Phone: +31-348-437070

Fax: +31-348-437080

Hours: 08:30h to 17:30h, Monday through Friday

E-mail: apsupport@peregrine.com
Phone (U.S.): 619-794-7402

Note: Only the Peregrine Systems European Customer Support staff
is multilingual and can provide technical support to customers
in their native language.
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Chapter 1 Introduction

The new SCAuto for IT/O product offers integration between
ServiceCenter applications and HP OpenView IT/O. The interface of
these two applications allows systems management functions of 1T/O
to be extended and enhanced by the service desk functions of
ServiceCenter.

This integration benefits customers of ServiceCenter and IT/O by
providing these features:

A more robust environment for production IT operations

Automated ticketing functions supported by the service desk
processes

The ability to structure and organize the real-time responses
supported by the enterprise systems management functions.

This chapter provides a high-level overview of the operational
concepts at work in this integration. It contains the following sections:

“ServiceCenter” on page 1-2

“IT/Operations (IT/O)” on page 1-3

“About SCAuto for IT/O” on page 1-4

“Operational Concepts” on page 1-6

“Planning your ServiceCenter and IT/O Integration” on page 1-8
“IT/O Business Logic Topics” on page 1-17

“ServiceCenter Business Logic Topics” on page 1-18

“SCAuto for IT/O Business Logic Topics” on page 1-20

SCAutomate for HP Openview ITO User Guide Introduction 1-1



ServiceCenter

Core Applications

ServiceCenter contains three core applications:

Problem Management, which is a problem-tracking tool
integrated with knowledge tools to speed problem resolution.

Inventory Configuration Management (ICM), which
maintains an operational database of assets used in the enterprise.

Change Management, which allows you to manage the evolution
of the enterprise to meet changing needs and requirements as they
arise.

Inventory Configuration Management tracks what the enterprise was
expected to be, Problem Management works with the current state,
and Change Management offers a way to manage towards the desired
final product.

Additional Applications

ServiceCenter provides additional applications that support and
enhance the core applications. These applications generally support
the core applications with different angles of delivering services from
a central call center.

The additional ServiceCenter applications are described next:

Service Management provides a call-or incident-based front end
(primarily) to Problem Management and other applications.

SLA Management offers significant value with service desk
automation based on service level agreements (SLAS).

Request Management maintains catalogs of services and items
and organizes the delivery of these.

Work Management adds dynamic resource planning tools to help
manage service desk actions.

1-2 SCAutomate for HP Openview IT/O User Guide Introduction



IT/Operations (IT/O)

Functional Areas

IT/Operations (IT/O) is the foundation of HP OpenView’s operational
control of IT resources. It is a part of HP’s OpenView suite of
management applications.

IT/O features data, event, and process level integration with other
OpenView applications. It provides a central management console for
enterprise systems management actions. It is built around a robust
framework architecture, with an event console at the core.

IT/O has several functional areas that are built from the event
messages handled by the event console. These functional areas are
described next:

= Message groups and message templates directly impact the events.
= User groups collect IT/O operators and allocate authorization roles.
= Node groups perform a similar function for the managed resources.

= Application groups structure the IT/O monitored applications into
organized, manageable components.

Network Node Manager

IT/O versions 4 and 5 incorporate the OpenView Network Node
Manager product. It performs SNMP-based network monitoring. It
acts as a perfect companion for the event console of IT/O because it
generates event messages from incidents and faults on the network.

SCAutomate for HP Openview ITO User Guide Introduction 1-3



About SCAuto for IT/O

SCAuto for IT/O is designed in a modular way. Specific modules
perform specific data processing functions. There are three separate
modules that connect to three specific IT/O APIs:

= The Message Stream Interface (MSI) is a registration API that
delivers notice whenever new events arrive at the event console.

= The Message Event Interface (MEI) is the interface that delivers
messages upon status changes to existing events.

= The Trouble Ticket Interface (TTI) facilitates the help desk
integration feature of message templates. When event messages
match the conditions of templates, problem tickets may be opened
automatically. The use of this APl minimizes the configuration of
the SCAuto for IT/O adapter and allows the user to configure IT/O.
This creates an extension to make IT/O interact with
ServiceCenter automatically.

The MSI and the TTI function in a similar way. By registering with
IT/O at these APls, new events received by IT/O are output to SCAuto
for IT/O. This allows ServiceCenter to open new tickets. Subsequent
actions against the event message (such as annotation or
acknowledgment of the event) are output to SCAuto for IT/O through
the MEI API.

Individual APIs are used for individual data message exchange, but
the combination of two separate APIs is used throughout the duration
of the data exchange. Of the combinations, the TTI & MEI integration
is preferred, and the MSI & MEI integration is also valid.

Figure 1-1 shows the architectural block diagram of the integration
and the adapter.

HP OpenView
ServiceCenter @ ITO
- roles appl.
== S ——— desktop
w message
SC Event data maps templates /\
Services appl.
Network w
@ Node
SCAutomate Manager
SC Automate for @ trpuble
HP-OV ITO ticket,

i

@ notify
@ service

Figure 1-1. SCAuto for IT/O Architectural Block Diagram
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SCAutomate

Base Server

Figure 1-2 shows the modular components of SCAuto for IT/O in a
functional block diagram.

trouble
SCfromITO ticket
TTI
\ new
ToSC Event SCfromITO event
Queue MSI
\ } updated
SCfromITO event
MEI

HP OpenView
IT/O

SCEVMON

TCL 8.0
Maps / Scripts

l

FromSC Event

Queue SCtolTO  —

TCL 8.0
Maps / Scripts

l

Figure 1-2. SCAuto for IT/O Functional Block Diagram

In addition to the programmatic connections, other components within
IT/O are configured by the installation of SCAuto for IT/O. For
example, a ServiceCenter message group is configured to provide a
preconfigured view of the event messages delivered by ServiceCenter
to IT/O. Also, configuration of the IT/O application-monitoring
component of SCAuto for IT/O (to be provided in version 1.1 of the
product) allows IT/O to monitor ServiceCenter operations. Upon
installation, the function will become available for selection and
activation without any configuration or customization required.

SCAuto for IT/O also uses components that are a part of the standard
SCAutomate Software Development Kit (SDK). Key modules from the
SDK are the event monitor (scevmon), the bi-directional event queues
(ToSC and FromSC), and the event maps that formulate the
conversion of incoming or outgoing messages.
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Operational Concepts

The background of the static components was discussed previously.
This section discusses the dynamic nature of the integration, which is
a critical part of understanding the overall integration.

IT/O is essentially a real-time management tool, while ServiceCenter
delivers a process-oriented framework for operations. The synthesis of
these domains is a dynamic environment where events and state
changes drive procedure and process, and vice versa. This synthesis
offers dramatic benefits for the customers of ServiceCenter and IT/O.

For more information about integration, refer to Chapter 3, Product
Architecture.

Bi-Directional Integration

The default mode of SC Auto for IT/O operation is the bi-directional
integration of ServiceCenter and IT/O. In this mode, IT/O events
trigger ServiceCenter processes. By default, selected events
automatically open problem tickets. Subsequent actions or event
messages at 1T/O may update or close the tickets, or a similar
exchange may occur from ServiceCenter into 1T/O.

Because most ServiceCenter applications can accept and generate
event messages, this same operational flow can be applied to these
ServiceCenter applications as well. This default mode of operation can
be configured to meet specific end user requirements. “Planning your
ServiceCenter and IT/O Integration” on page 1-8 describes the modes
of operation that can be derived from the default.

All event messages that are exchanged between ServiceCenter and
IT/O must be converted from their native format into a format
compatible with the destination. Event messages sent to
ServiceCenter must be formatted in the event message structure
defined by the SCAuto SDK. SCAuto for IT/O performs most of this
formatting, but it relies upon ASCII text map files to specify how to
convert specific IT/O event message data fields into ServiceCenter
event message data fields. A similar process is used for converting
outbound event messages from ServiceCenter to IT/O.

The adapter may create one-to-many relationships of 1T/O events to
incoming SC event messages (Figure 1-3 on page 1-7). This
functionality is facilitated by the input maps that use the TCL
scripting language. With this feature, for example, an SNMP Node
Down event message can do any of the following:

< Open a problem ticket.
= Update an ICM record.

= Start an SLA outage metric against a logical item, such as a
database that runs on the node and is reported as down.
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IT/O event | SC’pmo’ event
message — o message
map
\ SC ’icma’ event
S N message

SC 'slaoutage’ event
message

Figure 1-3. One IT/O Event Message to Many SC Event Messages

The adapter can also create one-to-many relationships of outgoing
ServiceCenter events to IT/O event messages or other actions. This
output functionality is also supported by the use of TCL scripting
language in the output maps. Since the maps are really script
programs built to massage data fields, they can be edited easily to
cause any desired actions.

The typical event message relationship will be one IT/O event message
to one ServiceCenter event message (Figure 1-4). Furthermore, many
ServiceCenter event messages will be used to alter the state and the
data of just one ServiceCenter problem ticket. For example, an IT/O
event message will create an ServiceCenter event message that will
open a problem ticket. Then another IT/O event message will create
an update request type of ServiceCenter event message that adds new
information to the original problem ticket. Then a final IT/O event
message will create a close request that ends the active life of the
ticket.

IT/O event SC 'pmo’ event
—> message
message
open request
1st related SC 'pmu’ event
IT/O event — message SC
message update request \ Problem
Ticket
2nd related SC 'pmu’ event
IT/O event —» message >
message update request opened
updated
* . updated
b [ ]
L ° closed
Final related - -
IT/O event SC ’pmc’ event
 E— message
message close request
(end of alert)

Figure 1-4. One-to-One Event Message Relationships, with Many
Event Messages Linked to Just One Problem Ticket
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Planning your ServiceCenter and IT/O Integration

The following sections describe some of the ways in which the SCAuto
for IT/O product can be used. These scenarios will help you plan and
design your own implementation of IT/O integrated with
ServiceCenter via SCAuto for IT/O. Any mode, combination of modes,
or all modes can be used in a single deployment of SCAuto for IT/O.
Furthermore, an end user can extend the product to implement
unique operational processes not described in any of the following
mode sections.

For more scenarios, refer to Chapter 6, Scenarios.

Mode 1: Uni-Directional Automatic Notification from IT/O

In this mode, IT/O events drive ServiceCenter tickets (records). To
understand this mode, you should assume that:

= Business logic is applied to the IT/O event console to select which
events are to be forwarded to ServiceCenter (refer to “IT/O
Business Logic Topics” on page 1-17).

= The only relationship between IT/O and ServiceCenter consists of
automatic tickets from IT/O events. Operationally, this implies that
the monitored systems and resources are proactively creating
tickets when conditions are met. However, it also means that all
actions on resolving the issue, fault or problem are coordinated and
administered from the ServiceCenter service desk.

= The IT/O event console becomes a “lights out” processing engine
that feeds the service desk with intelligent real-time data, and then
both expects and receives no further information or integration of
service processes.
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Process and Data Flow

This mode follows a process and data flow as shown in the following
two flowchart diagrams (Figure 1-5 and Figure 1-6).

ServiceCenter

ol

»

HP OpenView

1: To SC: enterprise event message

| ITO

Request to open problem ticket.

desktop
view

Figure 1-5. Uni-Directional Mode High Level Flowchart

This mode is configured through the registered connection from IT/O
to ServiceCenter via the MSI API. This mode will invoke the following
components of SCAuto for IT/O:

e SCfromITOMSI and SCEVMON processes
e ToSC Queue

= Event Maps (event.ini, and maps referenced in event.ini)

IT/0 IT/0 SCAuto for
send IT/O
new |TO meets
message to . .
event > condition for No Exit
message SCiromITO mapping?
g MSI
Yes
SCAuto for SCAuto for
im0 Im/o SCAuto for
man event write to IT/0
message —
Queue
SCAuto for SCAuto for Service Service
IT/O IT/O Center Center
read event write to onen ticket Manage
= from ToSC » eventin - OP » | Problem
from event
Queue Queue w/ SC

Figure 1-6. Uni-Directional Mode Flowchart
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Mode 2: Bi-Directional Exchange (Default Mode of Operation)

In this mode, IT/O events drive ServiceCenter tickets (records), and
the ServiceCenter tickets control IT/O events. This creates a
partnership of managing the events, where each application has a
significant contribution to the event and problem management
process.

This mode incorporates Mode 1, but it extends it by generating
ServiceCenter events that are sent to IT/O. From this bi-directional
interface, there are multiple scenarios based upon state transitions
and the path of service processing. For example, there are three
actions on IT/O events that are able to be taken (via specific event
messages): annotate, acknowledge, or own. There are many more
actions that can be taken on tickets, but the various instances always
represent a generalized open, update, or close action on the ticket.

This mode of application partnership is the typical operational mode.
It offers service desk functions to extend and enhance the real-time
event management of IT/O. It moves the service desk into more
proactive fault management, allowing service desk analysts to
respond to emerging issues, rather than reacting to fully developed
faults.

This mode allows a richer protocol of integration. In effect, IT/O may
request the opening of tickets. In response, ServiceCenter
acknowledges the open ticket and annotates the IT/O event.
Subsequent exchanges may inform the applications of changes in state
and data values. This mode also supports a complete cycle of
interaction in which a close ticket closes (acknowledges) an IT/O
event, and vice versa. Building this type of interaction involves
business logic in both ServiceCenter and IT/O.

1-10 SCAutomate for HP Openview IT/O User Guide Introduction



Process and Data Flow

This mode follows a process and data flow as shown in the following
two flowchart diagrams (Figure 1-7 and Figure 1-8).

ServiceCenter HP OpenView

-§ | ITO

1: To SC: enterprise event message

desktop
Request to open, update or close problem H
ticket. view
(
2: ToITO: status & acknowledgement events >
Request to annotate, own or acknowledge
event message.

Figure 1-7. Bi-Directional Mode High Level Flowchart

v

This mode is constructed through the registered connection from IT/O
to SC via the MSI API, as well as the MEI API. This mode will invoke
the following components of SCAuto for IT/O:

= SCfromITOMSI, SCfromITOMEI, SCtolTO and SCEVMON
processes

e ToSC and FromSC Queues

= Event Maps (event.ini, and maps referenced in event.ini)
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new ITO send msg to meets
event SCfromITO > condition(s) for No
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message
IT70 SCAuto for
updated ITO send msg to IT/0
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message MEI
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map event write to T
’ -  ToSC
message SC
queue
Service
Center
. create "ticket
read event write to open, -
. action
“» from ToSC »  eventin »  update, »
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queue queue close ticket event
Other Problem create ticket
Management » update or
Actions close event
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Figure 1-8. Bi-Directional Mode Flowchart
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Mode 3: Automatic Notification from IT/O via Trouble Ticket Interface (TTI)

This mode is an alternative configuration of Mode 1 (uni-directional)
or Mode 2 (bi-directional). It uses the IT/O TTI API as opposed to the
MSI API. This allows for a more focused configuration of IT/O
Message Source Templates, freeing the MSI API to be used for other
integration efforts, as well as avoiding the more complicated template
formatting required with MSI configuration. With this mode, the MEI
usage is identical to the previous modes.

This mode will invoke the following components of SCAuto for IT/O:

e SCfromITOTTI, SCfromITOMEI, SCtolTO and SCEVMON
processes

e ToSC and FromSC Queues
= Event Maps (event.ini, and maps referenced in event.ini)

This mode will use the identical flowcharts shown earlier for Modes 1
and 2. The only difference is that references to SCfromlITOMSI are
replaced with SCfromITOTTI.
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Mode 4: New SC Tickets Generate IT/O Events

This mode treats ServiceCenter as an event source or event generator.
Through the application of ServiceCenter business logic, new problem
tickets activate logic, which generates event messages that are sent to
IT/O. IT/O Message Source Templates can be configured to treat these
events like any other systems or network management events handled
at the IT/O console.

This mode begins like Mode 1, but reverses the direction of the first
event message. Subsequent interaction looks exactly like Mode 2. In
operation, Mode 4 would allow an IT/O-centric model of service desk
and enterprise management interaction. If desired, this would allow
IT/O to track certain ServiceCenter actions, as if they were SNMP
traps, systems administration events, or any other typical 1T/O
managed messages.

ServiceCenter HP OpenView

Subsequently, request to annotate, own or
acknowledge event message.

‘ 1: To ITO: ticket event message > lTO
__) Request to 1st open an event message. desktop
view

: To SC: status & acknowledgement events ‘

< 2 y

Request to update or close problem ticket.

Ba0
Ol

Figure 1-9. Bi-Directional Mode High Level Flowchart

Mode 5: Application Monitoring — IT/O Monitors ServiceCenter

This functionality is not expected to be available for the General
Availability release verion 1.0. It will be included in version 1.1 of the
product.

This mode of operation acknowledges that a primary use of IT/O is to
monitor and manage computer applications. Upon installation of
SCAuto for IT/O, additional monitoring configuration functions are
installed into the IT/O Application Bank. These functions leverage the
Application Response Measurement (ARM) specifications to offer
consistent, standardized treatment of ServiceCenter. This mode also
contains Message Source Templates, which allow IT/O to be
configured to generate events about the health of SCAuto for IT/O and
about the health of ServiceCenter itself. Further configuration of the
Message Source Templates allows these events to become
automatically generated problem tickets within ServiceCenter.
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Mode 6: Combined User Interface — Launch ServiceCenter from IT/O
Windows

To facilitate greater ease of use, SCAuto for IT/O features several
options for launching ServiceCenter clients directly from IT/O
windows. From the IT/O root window, an icon launches a
ServiceCenter client, opening directly to the main menu. This feature
uses a configuration file to save the user ID and password needed to
log into ServiceCenter. The function of this icon is also available from
a pull-down menu on the root window.

Figure 1-10. Basic IT/O root GUI with ServiceCenter
Launch Methods

In addition to the root window, the IT/O Node Bank window has a
similar menu and icon to launch ServiceCenter windows. In the node
bank, it is possible to select a node and launch specific views of
ServiceCenter data on the selected node. For example, one menu item
lists open problem tickets on the node, while another shows the
Inventory record on the node.

Figure 1-11. IT/O root GUI with Extended ServiceCenter Menu
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Figure 1-12. IT/O Node Bank GUI with ServiceCenter
Launch Methods

Mode 7: IP-Oriented Inventory Discovery

This functionality is not expected to be available for the General
Availability release version 1.0. It will be included in version 1.1 of the
product.

This mode of operation integrates inventory records gathered by the
OpenView Network Node Manager. Inventory records in
ServiceCenter are initially populated or updated with new real-time
data on network assets. This function is still under development.
Further information is TBD.
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IT/O Business Logic Topics

OpenView IT/O automates repetitive tasks; it also enhances and
supports operational processes through the tools of IT/O. These
benefits can be applied broadly because IT/O has the ability to adapt
to specific needs. This adaptability comes from IT/O’s flexible
approach to operations support. It results in an efficient way of
collecting the logic of operations and the logic of running a business
and using this business logic in repeatable, sustainable ways.

IT/O captures business logic within its operational tools. For example,
if an IT department must scrutinize user login attempts for security
reasons, IT/O can automate the process of such monitoring, and it can
also automate the response to unusual conditions. The business logic
is stored in Message Source Templates. These templates begin with
expected enterprise events, and they configure the IT/O processing
engines to consistently respond to the events.

Message Source Templates have a wide variety of configuration
parameters. Some configuration parameters condition and massage
the data of the event messages. Other parameters specify actions and
tasks to perform in response to received event messages. These are
generic examples of programming business logic into the IT/O
environment. SCAuto for IT/O relies on specific configuration of the
templates to invoke application programming interfaces.

In a basic sense, IT/O assumes that all events from all sources are
potential candidates for integration with a help desk. IT/O creates an
API called the Trouble Ticket Interface (TTI) API for this purpose.
Message Source Templates offer an option button to select this
integration function, which automatically sends event messages to all
applications that are registered and listening to the TTI API.

An advanced configuration of Message Source Templates is also
available. Under these advanced options, you can specify that event
messages from specific sources extend themselves to the Message
Stream Interface (MSI) API. You can also select whether this is
activated at the server or at the agent. When this option is selected, all
event messages from the message source are copied to all applications
that are registered and listening to the MSI API.

SCAuto for IT/O leverages the above API configuration options to
invoke its programs. This amounts to a business logic decision of when
events of this type occur, invoke the service desk. This logic, in
conjunction with the generic IT/O configuration options (which
capture filtering, data massage, and event message routing business
logic), offers the IT/O resident component capability of synthesizing
the service desk with the enterprise systems management console.
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ServiceCenter Business Logic Topics

ServiceCenter facilitates and automates the process of supporting
business operations. Much like I1T/O, these benefits can be applied
broadly because of ServiceCenter’s flexibility and adaptability to
address specific needs. Like IT/O, this reflects ServiceCenter’s ability
to capture business logic within its applications.

ServiceCenter provides a significant amount of generic business logic
within the service desk applications. The Problem Management
application, for example, follows a well-defined help desk model of
problem identification, tracking, and resolution. It can be used as is, or
it can be customized to address specific organizational requirements.
Custom business logic is most often applied to the escalation and
notification aspects of the process model, although the process
workflow is also frequently altered.

Business logic in ServiceCenter can be associated with several levels
of ServiceCenter:

= At the bottom level are the ServiceCenter databases, where trigger
mechanisms can dictate custom actions.

= Above the database level is a utilities level, which is composed of
Schedules, Format Control, Macros, and Links. These tools offer
the preferred location for applying custom business logic. All of the
tools were designed to support this function. The ServiceCenter
Event Services module essentially connects with ServiceCenter at
the utilities level. This module provides equivalent functions
related to processing incoming and outgoing event messages.

= The final level where business logic can be defined is at the
ServiceCenter applications. This level either lends itself to easy
customization of the user presentation of application data (via
Forms Designer), or it involves more significant alterations that
require a programming solution (via ServiceCenter's fourth
generation language, RAD).

ServiceCenter Applications

Forms Workflow
(RAD Applications)
SC Event Services SC Utilities
Event Format Control
Input Registration @
Queue Event _cg Macros
; ©
Output Mapping S Links
Event &)
Queue Filtering Scheduler

Figure 1-13. ServiceCenter Business Logic Configuration Tools
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SCAuto for IT/O utilizes the ServiceCenter Event Services module for
its business logic integration with ServiceCenter. It leverages default
configurations of event messages to open, update, or close a problem
ticket. These event message requests are defined as event types of
pmo, pmu, or pmc, respectively. The processing logic of these requests
can be altered if needed, but the default configuration is satisfactory
for integration with IT/O.

Comparable to IT/O’s business logic decision of when events of this type
occur, invoke the service desk, the SC Event Services response is when
the service desk is invoked, receive and process the data, and then
launch the appropriate service desk function. This logic is often
combined with Format Control utility logic, which injects programmed
gueries, tests, and automated actions into the application layer (and
therefore into process model of the service desk).

This configuration of utility level business logic offers the
ServiceCenter resident component of synthesizing the service desk
with the enterprise systems management console. When combined
with the IT/O portion, the result is an extremely powerful integration
that facilitates more effective and efficient IT operations and the
operations of the business as a whole.
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SCAuto for IT/O Business Logic Topics

The previous two sections discussed capturing your business
requirements in the configuration of IT/O or ServiceCenter. As you
define how your consolidated service desk functions, you will
undoubtedly use the topics of the last two sections. However, when
deploying such an enterprise solution, you may also need to put
business logic into the middleware represented by SCAuto for IT/O.

Other sections of this document discuss the features of this product
that allow it to be customized and configured. Any of these features
are sufficient for beginning to program business logic into the product.
Realistically, any custom logic will be coded into the TCL scripts used
for the data maps. Business logic captured in the map scripts will be
able to affect many aspects of the overall integration: unique data
items, selection of particular event messages, or creating many events
from one input event. Regardless, refer to the earlier sections for more
details on SCAuto for IT/O’s abilities of capturing business logic.

In today's business world, companies rely upon their IT resources. HP
OpenView and Peregrine Systems ServiceCenter deliver the IT
support that companies count on. The new SCAuto for IT/O product
integrates these major applications, and creates a synthesis of real-
time management and process oriented service delivery. Because of
the natural dynamic nature of IT, there are constantly new challenges
to be addressed in IT management. This new product helps address
those challenges directly, and enables enterprise solutions built from
the mature concepts of the consolidated service desk.
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Chapter 2 Installation

Overview

System Prerequisites

To use SCAuto for HP OpenView IT/O, your installation must be on a
UNIX platform and must include the following:

= ServiceCenter version 1.4 or later using TCP/IP
= HP-UX10.10 or HP-UX 10.20

< HP OpenView IT/O A04.00 (recommend upgrading to A04.13 with
patch PHSS 17365)

= 35 MB temporary unpack space
= 35 MB installed footprint

The ServiceCenter server can run on Windows NT, UNIX, or MVS, but
must be run using the TCP/IP protocol. SCAuto for HP OpenView
IT/O presently runs exclusively on the UNIX platform.

HP OpenView IT/O should be implemented and operational to the
extent that meaningful events arrive at the Event Message browser,
and at least one designated individual is familiar with the HP
OpenView IT/O product as well as defining HP OpenView IT/O Event
Message sources and HP OpenView IT/O Message Actions.

SCAuto for HP OpenView IT/O supports ServiceCenter 1.4 or later. By
default, SCAuto for IT/O is designed to work with the default
ServiceCenter configurations. If ServiceCenter is tailored, you may
also have to tailor SCAuto for IT/O.

Customers with heavily customized or older systems should give
consideration to use of Peregrine Systems, Inc. Professional Services
to implement SCAutomate products

Required Kernel Parameters

Your HP UX machine must have the following kernel parameter
settings:

< The minimum value of any semaphore must be greater than or
equal to 1 (SEMVMX).

= The maximum number of semaphore sets systemwide must be
increased by 3 (SEMMNI).

= The maximum number of semaphores systemwide must be
increased by 3 (SEMMNS).
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= The minimum number of semaphores per semaphore set must be
greater than or equal to 1 (SEMMSL).

= The maximum number of undo structures systemwide must be
increased by 3 (SEMMNU).

= The minimum number of undo entries per undo structure must be
greater than or equal to 1 (SEMUME).

= The minimum number of operations per semop must be greater
than or equal to 1 (SEMOPM).

Installation Prerequisites

To install SCAuto for IT/O, you must have administrator-level access
both to the HP OpenView IT/O server and the ServiceCenter server.
Installation takes only a few minutes if you have determined the
correct host name and port number values beforehand.

Before you begin installation, you need the following information
about your HP OpenView IT/O and ServiceCenter installations:

= Administrator authority at the HP OpenView IT/O Server
= Administrator-level access to the ServiceCenter Server

= An authorization code for ServiceCenter, which permits the use of
the SCAuto for HP OpenView IT/O feature of ServiceCenter
(formerly called OpCenter)

= The host name or IP address of the ServiceCenter server and the
TCP port number for use by ServiceCenter and the SCAutomate
Base Server

ServiceCenter Client Installation

Install the software on the IT/O server, using the SC server full-client
port when prompted. For more detailed information about
installation, refer to the ServiceCenter client/server installation guide
for your platform.
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Pre-Installation Verification

Verify ServiceCenter Binary Version

Verify the release and compatibility of your current version of
ServiceCenter by doing the following:

= For Windows NT and UNIX installations of ServiceCenter,
navigate to the directory containing the executables (for example,
the RUN directory) to issue the commands shown below.

= For MVS, issue a modify command to the ServiceCenter started
task containing the commands shown.

= Check the version and build information:
scenter -version

D: \ Program Fi | es\ Servi ceCent er\ RUN>scent er -version
05/08/98 14:19:57 pi d (658) ServiceCenter diagnostic report follows:
----ServiceCenter Version/Environnent Details-----
Execut abl e name: scenter
Version: 2.0 SPle
Ti mest anp: 9804060949
System name: 12670
System key: 0x61e13c00
Har dware type: PC
Net wor k host name: unknown
Net wor k address: unknown
Operating system Wndows NT
CS version: 4.0

D: \ Program Fi | es\ Servi ceCent er\ RUN>

The version shown in the report must be 1.4 SP7 or later, 2.0 SP1 or
later, or 2.1 SP1 or later. If the version displayed is not in the above
list, you should order the latest version and upgrade the binary
executables.

Verify Event Services Applications

There are many RAD applications (axces.read, axces.write, etc.)
which are critical to the correct functioning of SCAutomate adapter
products. Even if you are running very current ServiceCenter
binaries, you may have back-level versions of one or more of these
applications, unless yours is a very new ServiceCenter installation, or
you have recently performed an application upgrade. If you have a
ServiceCenter system which has been customized to a significant
degree and/or has not received a RAD application upgrade recently,
you probably need to perform an upgrade. For 1.4 systems, upgrade to
1.4 SP 7 or later, or upgrade to ServiceCenter 2.1. For 2.0 systems,
upgrade to either 2.0 SP 1 or ServiceCenter 2.1.
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Verify ServiceCenter License

= Verify that ServiceCenter is licensed for use with SCAuto for HP
OpenView IT/O.

= From the same command line, issue the following command:
scenter -reportlic
The output should be similar to the following:

D: \ Program Fi | es\ Servi ceCent er\ RUN>scenter -reportlic
- ServiceCenter License Report ---
This is a Trial License
Expiration date: 09/22/1998
Licensed Cient Platforns: All
Li censed Active I nactive

Active Users: 50 0 0
Pr oduct / Feat ures

Pr obl em Managenent

I nventory Management

SCAut o: | T/ Operati ons

= Make sure that SCAuto: IT/Operations appears in the list of
licensed options.

= Verify that the SCAuto Base Server is installed and running. (This
is the SCAUTOD program.) For instructions on deploying and
starting SCAuto, refer to the ServiceCenter installation guide for
your platform.

= Verify that Event Services event schedulers are running. Refer to
the Event Services Utilities User's Guide for detailed information.

Installing SCAuto for HP OpenView IT/O

There are two major parts of the installation process:

= The Event Integration binaries and support files. This includes HP
Local Registration Files (LRFs) that integrate with the OVsPMD.

= The GUI Integration components, which can be broken down into:

- Menu/Toolbar ServiceCenter client launch and Event
Integration controls

- ServiceCenter Message Group object and Application Group
Objects

During installation, these parts will be configured with the customer's
options and settings.

The deliverable image will be on a CD-ROM (1SO9660 format). The
installation begins by executing the install.sh script. Installation
includes these steps:

1. Mountthe CD using nount -o cdcase or pfs_nount on HP-UX.
2. From the /cdrom directory, execute install.sh.
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Install Procedure

Important: The installation must be done as the root user.

The installation process consists of two scripts: install.sh and
config/install2.sh in scito.tar. Executing install.sh unpacks scito.tar
into a directory and then executes configZinstall2.sh. Interactive
prompts enable you to stop the installation at any time. During this
process, files are placed into a directory for potential manual
installation. Please note that stopping the installation is not
recommended.

To continue installation, provide the following information when
prompted:

= Root directory of HP OpenView (for example, /opt/OV).

= Target directory for product installation. Installation of default
event map files is optional (for example, /opt/OV/scauto).

= Directory where ServiceCenter client was installed (for example,
/products/SC). *

= The ServiceCenter server host name and port number.*
= The SCAutomate host name and port number. The SCAutomate
host name should match the ServiceCenter host name.
* Note: The ServiceCenter directory is required only if you want
ServiceCenter Client GUI integration.
The installation script then takes you through the following steps:
1. Prompt for location of ov.envvars.sh and sources file.

2. Prompt for the target directory for installations, and it copies
Event Maps and binaries over.

3. Create and configure /etc/scauto/SCITO.init file with the home
directory of product.

4. Configure product ini file scito.ini with SCAuto Server
information.

5. Configure client launch sc.ini file with ServiceCenter information.
(Optional)

6. Configure and install HP Local Registration Files with product
start/stop information and add to HP OpenView SPMD.

7. Configure and add Menu/Toolbar GUI customizations to user
opc_adm and opc_op. (Optional)

8. Create ServiceCenter Message Group Object in Message Group
Bank and Application Object in Application Bank. (Optional)
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After installing the adapter product, you are required to create a user
opc_op with no password in ServiceCenter if you have chosen GUI
integration. The ServiceCenter client launch uses this user to access
ServiceCenter.

If you encounter a problem that you are unable to resolve, please
contact Peregrine Customer Support.
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Chapter 3 Basic Operations

Starting and Stopping SCAuto for IT/O Processes

The SCAuto for IT/O applications are installed into HP IT/O from
LRFs (Local Registration Files). This means that you can start and
stop the processes using the HP ovstart/ovstop facilities. The SCAuto
for IT/O processes consists of the event monitor (scevmon),
ServiceCenter to IT/O adapter (sctoito), and the IT/O to ServiceCenter
adapters (scfromitoMEI, scfromitoMSI, and scfromitoTT]I).

Starting SCAuto for IT/O

There are three ways to start the SCAuto for IT/O adapter processes:

= If you chose the GUI integration during installation of SCAuto for
IT/O, you can start all processes by selecting the following options,
in order, from the menu on the IT/O Root Window or the IT/O Node
Bank Window:

- ServiceCenter

- Other Services

- Message Integration
- Start All Adapters

= You can use the HP IT/O command line ovst art to start
individual processes. For example, use ovst art scevnon to start
the scevmon process and ovstart scevnon scfromit oMSI to
start the scevmon and scfromitoMSI processes.
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e SCAuto for IT/O can also be started from its icon in the IT/O
Application Bank window (Figure 3-1 and Figure 3-2).

ITO Application Bank

IPE Tools

Nettart Periomencd. MW Taols

Performance]  SMMP Data UN*# Tools] | ITO Status

Broadcast Fhysical Terminal wirtual Terminal

Figure 3-1. IT/O Application Bank GUI with ServiceCenter Tools Icon
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When you select the ServiceCenter Tools icon in the IT/O Application
Bank window, the ServiceCenter Tools window (Figure 3-2) is
displayed. This window contains a set of icons that control the SCAuto
for IT/O product as well as offering some control over ServiceCenter.

ITO Application Group: ServiceCenter Tools

Start Adapters Stop Adapters

Figure 3-2. ServiceCenter Tools GUI with SCAuto for IT/O Icons
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Stopping SCAuto for IT/O
There are three ways to stop the SCAuto for IT/O adapter processes:

= If you chose the GUI integration during installation of SCAuto for
IT/O, you can stop all processes by selecting the options listed
below, in order, from the menu on the IT/O Root Window or the
IT/O Node Bank Window:

- ServiceCenter

- Other Services

- Message Integration
- Stop All Adapters.

< You can use the HP IT/O command line ovst op to stop individual
processes. For example, use ovst op scevnon to start the scevmon
process and ovst op scevnon scfromnit oMS| to stop the scevmon
and scfromitoMSI processes.

= SCAuto for IT/O can also be stopped from its icon in the IT/O
Application Bank window (Figure 3-1 and Figure 3-2).

3-4 SCAuto for HP OpenView IT/O User Guide Basic Operations



Basic Maintenance

In the product installation directory, the SCAuto for IT/O adapter
contains a log file called scito.log, as well as a parameter configuration
file called scito.ini, where all informational and error messages from
the product are stored.

The product requires very little maintenance once it is installed and
running. By default, the log file automatically wraps to 16K bytes once
it reaches 5M bytes, retaining the last 16K bytes of chronological log
information. In addition, the event queues purge processed events to
remove them once they reach 5M bytes each, retaining the
unprocessed events.

scito.ini parameters

This is a subset of the commonly used parameters that can be set in
the scito.ini file:

= sessid - By default, this is set to OPCENTER. This is the license
string for the SCAuto for IT/O product. Do not modify.

= scauto - This is the hostname.port of the SCAuto server for
SCAuto for IT/O to connect to. This parameter is configured by the
installation script.

= event_map_dir - This is the root directory name (starting from the
installation directory) of the event mapping scripts and files. By
default, it is configured as “EventMap”.

< log - This is the file name for the log file. By default, it is
configured as scito.log. Because the mapping scripts rely heavily on
this file name for output, please be careful when changing it.

= debug - This is a general debug flag for the product to output more
debugging strings. Set it to TRUE to turn it on.

=« debugscautoevents - This is the SCAuto event debugging flag to
output more debugging messages of the event type. To enable this
parameter, set it to 1.

= eventlogmaxlen - This parameter defines the maximum size, in
bytes, that the event queue files can reach before being purged of
processed events.

= logmaxlen - This parameter defines the maximum size in bytes
that the log file can reach before it will be wrapped down to 16K
bytes (default).

= logpreservelen - This parameter defines the size of the log file to
wrap down to in the event that it reaches logmaxlen. The default is
16K bytes.
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Basic Configuration

Troubleshooting

The SCAuto for IT/O product is configured during installation. After
the product is installed, it will work out of the box with the current
IT/O configuration. To further tailor the system to your business
needs, refer to Chapter 5, “Configuration.”

If problem tickets in ServiceCenter are not being created by IT/O
event messages, follow these steps to troubleshoot the problem:

1.

Verify that the event monitor process scevmon is running. If this
process is not running, execute ovst art scevnon to start it.

Verify that the SCAuto for IT/O event monitor is communicating
with the SCAuto Server. If the scito.log file contains the message
scevnon : unable to connect ..., do the following:

= Check the scito.ini file for the parameter scauto:. Verify that it
exists and points to the <hostname>.<port number> of the
SCAuto Server you are trying to connect to.

< Log in to the ServiceCenter Server host and verify that the
SCAuto Server is running.

= Check the network by pinging the ServiceCenter Server host
to see if it is reachable.

Verify that the scfromitoMSI and scfromitoMEI processes are
currently running. If not, execute ovstart scfromito tostart
them.

Verify that IT/O event message sources are correctly set up to
communicate with SCAuto for IT/O. (Refer to Chapter 5,
“Configuration,” for more details on configuring IT/O message
sources.)

= Ifusing TTI interface, verify that the event source has Trouble
Ticketing enabled. Also verify that the Trouble Ticketing
interface is correctly configured to use the TTI.sh script in the
installed scauto directory.

= If you are using the MSI interface, verify that the event source
has Server MSI or Agent MSI message copy/divert enabled.

= Verify that the event.ini configuration file in the EventMap/
ToSC directory is properly configured.

Finally, check the scito.log file for any unusual error messages.

3-6 SCAuto for HP OpenView IT/O User Guide Basic Operations



If ServiceCenter problem ticket modifications are not reaching the
IT/O message browser, follow these steps to troubleshoot the problem:

1. Verify that a record is generated in the eventout file in
ServiceCenter. Configure format control to output equivalent
records accordingly.

2. Check to see if the event monitor process scevmon is running at
the IT/O host. Execute ovst art scevnon to start it.

3. Check to see if the SCAuto for IT/O event monitor is
communicating with the SCAuto Server. If the scito.log file
contains the message

scevnon : unable to connect ..., dothe following:

= Check the scito.ini file for the parameter scauto:. Verify that it
exists and points to the <hostname>.<port number> of the
SCAuto Server you are trying to connect to.

< Log in to the ServiceCenter Server host and verify that the
SCAuto Server is running.

= Check the network by pinging the ServiceCenter Server host
to see if it is reachable.

4. Verify that the sctoito process is running using ovst at us
sctoi t o on the IT/O host. If it is not running, execute ovst art
sctoi t o to start it.

5. Check the configuration file EventMap/FromSC/event.ini, and
verify that the user name and password are correct.

6. Finally, check the scito.log file for any unusual error messages.
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Chapter 4 Product Architecture

Introduction

This chapter covers the architecture of the SC IT/O product, focusing
on two primary topics:

« “Application Integration” on page 4-2
= “Event Integration” on page 4-20
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Application Integration

SCAuto for HP OpenView IT/O provides an enhanced operator
interface to ServiceCenter that can run under HP OpenView IT/O.
From an HP OpenView IT/O window, you can access a number of
ServiceCenter windows to gather information related to the current
window or selected object.

This capability is only available if the ServiceCenter cut-throughs
were enabled during the SCAuto for HP OpenView IT/O installation.
If the cut-throughs were not enabled, you can start a ServiceCenter
client from the UNIX command line instead.

Note: Refer to the appropriate ServiceCenter documentation for more
information on using ServiceCenter.

ServiceCenter clients are started through the ServiceCenter menu in
an HP OpenView IT/O window. Depending upon the menu item
selected, the client window will be opened to different ServiceCenter
applications and windows.

The login name of the UNIX user that started the HP OpenView IT/O
window session will be passed as the name of the ServiceCenter
operator. Thus it is recommended that ServiceCenter operator names
and UNIX user names coincide. The ServiceCenter login window will
be presented if a password is needed or the operator name does not
exist, after which the requested application will be displayed.

Note: In order to run a ServiceCenter client, the HP OpenView IT/O
window must not have been started from the root user account.

All menu options are available if an icon for an object is selected in an
HP OpenView IT/O window (Figure 4-1). Specific requests requiring
an object selection are grayed out if an icon is not selected.

The following windows are a tutorial representation of SCAuto for
IT/O general operations. Windows and functions may change from
release to release, so reference the help files on your specific platform
for the latest operational details.
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Figure 4-1. ServiceCenter menu

ServiceCenter Menu Options

The ServiceCenter menu options take you directly to the
ServiceCenter applications from within HP OpenView IT/O. These
services save the time of logging in and navigating through
ServiceCenter to get to these applications. The following sections
provide a brief description of the windows.

Note: While some of the ServiceCenter application options are
mentioned in this manual, you should refer to the
ServiceCenter documentation for complete instructions on
using the ServiceCenter applications.

To use a ServiceCenter application under SCAuto for HP OpenView
IT/O:

1. Select the ServiceCenter menu in the HP OpenView IT/O
window and select the appropriate menu option. Some
ServiceCenter menu options are not available unless an object is
selected in the HP OpenView IT/O window.

Use the mouse or keyboard to navigate through a window.

To leave the application, select the Back button or press F3. This
takes you to the previous window or to a logout window.
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Problem List

4. When the logout window is displayed (Figure 4-2), select the EXIT
button from the popup menu or press F1 to exit the ServiceCenter

session.
I ServiceCenter — k% select option #:k I
File Edit Font #oyis View : Help
Sl 2Ma] 3
##xx  TRAMSACTION COMPLETED wxxx
SELECT OPTION
| retry EXIT nESSazes |ﬂ Home I
|Readg |insert, |elogin‘exit, [5]

Figure 4-2. ServiceCenter Logout window

Note: The descriptions on the following pages are for ServiceCenter
Release 2. If you are using an earlier version of ServiceCenter,
the procedures will differ and the windows will not be similar
to what are shown. The menu options will be the same however.

The Problem List menu option provides a list of problems that are
currently open in ServiceCenter for the selected object. When this
option is selected, a problem list is displayed (Figure 4-3). Use the
Options menu to display a list of operations to perform on the
problems. Double-click an item in the problem list to display the
Problem Detail window (Figure 4-4).

—
I ServiceCenter — Problem Management Record List I

File Edit Font #uyis Wiew Options Help

SlEjd 2Mal B

ID Open Time Update Time |Status Categor Title

999 1 updated exanple Tue Febh 2 1 GTER

| h Back |$Refresh|
|Read9 |inse1"t, |pr0bsummar9‘qbe‘g [5]

Figure 4-3. Problem Management Record list
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ServiceCenter — Examining Problem Number PM10004

¥
0670471999 12:21;30
¥

Open A Problem

Figure 4-4. Problem Detail

The Open A Problem menu option allows you to open a problem ticket
in ServiceCenter for the selected IT/O node. When this menu option is
selected, the Categories list is displayed (Figure 4-5). You can double-
click any category in this list to display the Related Records list

(Figure 4-6).

ServiceCenter — PROBLEM MANAGEMENT — CATEGORIES

g3 e [ v TSR

DEFALLT
abends

[Defoult pssigmert |

software support

application

softuware support

enterprize. hw

zoftuare support

equipnent

software support

exanple

softuware support

facilities

zoftuare support

b desktog

software support

information

softuware support

retwork

zoftuare support

security

software support

=u, desktop

softuware support

.7

Figure 4-5. Categories list
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Figure 4-6. Related Records list

In the Related Records list (Figure 4-6), you can double-click a related
record to display the Create a New Problem Record window

(Figure 4-7). After entering information for the new problem ticket in
this window, click Save to save the problem ticket.

I ServiceCenter — Create a New Problem Record

File Edit Font Wiew Options Help
solid| 2[Mal B
Problem ID: PML10005 Ticket Status: =gl ¥
Problen Titles | |
Problem Details | ActionsResolution | Contact /Azset. | SLA | Hi=tory |
Category: |exam ple Azsighes: I ¥
SubCategory: | ] Ouwrer pC_op ¥
Hext. Alert: | Primary Aszn Groups EoF‘t.uar‘e support. ¥
Alert Status: | Second Asgn Groups: I ¥
Priority: |3 - Priority Thre=  ¥| I ¥
Severityl [ x| Scheduled Start: I
Hot Ticket? [ Scheduled End: |
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FProblem Details: Cause Code: I 5l
| 7 ok | X cancel |l save [|%D undo |5 Fina By Fin | clocks =
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Figure 4-7. Create a New Problem Record window
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Update A Problem

The Update A Problem menu option allows you to update an open
problem in ServiceCenter for the selected object. When the menu
option is selected, a list of ServiceCenter problems for the device is
displayed (Figure 4-8). ServiceCenter displays an appropriate
message if there are no open problems for the selected device.

= Double-click the desired problem in the list. The Problem Detail
window is displayed (Figure 4-4).

= Click the Save or OK button to save your changes and update the

problem ticket.

re—————SEEEEE
I ServiceCenter — Problem Management Record List

File Edit Font =iyis

Yiew Cpticns Help

S My B

1D

PM10004

005/

Open Time
9 1] 0d/05,/1999 1

Update Time |Status
apen

Categor

Title

4, Back |D Hew

|%Refresh| Count |

| Ready

| insert | probsummary ., ghe.g [5]

Figure 4-8. Problem Management Record list
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Close A Problem

The Close A Problem menu option allows you to close an open problem
in ServiceCenter for the selected object. When the menu option is
selected, a list of ServiceCenter problems for the device is displayed
(Figure 4-9). ServiceCenter displays an appropriate message if there
are no open problems for the selected device.

= Double-click the desired problem in the list. The Problem Detail
window is displayed (Figure 4-4).

« Click the Close button.

= Click the Save or OK button to save your changes and close the
problem ticket.

I ServiceCenter — Problem Management Record List I

File Edit Font #iyis View Options Help

SlEjd| 2lMal B

Categor

exanple

ne |Status

| « Back ID Hew |$},Refresh| Count I =

| Ready ‘inser‘t |pr‘0bsummar‘g.qbe.g [5]

Figure 4-9. Problem Management Record list
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Probable Cause

The Probable Cause menu option allows you to query ServiceCenter
for the probable cause of a problem. When first accessed, a blank
probable cause window appears. If you press Enter, a list of cause
codes appears. You can select one of the listed probable causes by
double-clicking on it, which will display the probable cause window
(Figure 4-10). The Resolution field lists any solution that has been
determined for the problem.

[ sovioomorDetabee |||

File Edit Font 5 Yiew Options Help

Sleid 2Mq) 2

FROEAELE CALUSE

Cauze Code Key MWords Iline level
Severity l2— |no responze
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Category [network

Brief Description |There iz no responze from a remote processar

Description

The equipment =elf testsz normally. but user iz unable to communicate with host
laprlication,

[ R

Resolutior

Circuit signal levels were out of spec, Contacted telco for resolution,

AL —

"OK | X cancel | €< prev | Hewt b3 |l swve |dpadd | petete | Find [H Fi

|Readg ‘1nser‘t |prﬂbable.cause.g [5]1 |

Figure 4-10. Probable Cause
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Service Information
The Service Information menu option takes you to the Inventory and

Configuration Management window (Figure 4-11).

S[EE 2[M|Q) B

]
o
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0970971995 00 ;00 ;00
0572171996 16:44:45

Figure 4-11. Inventory and Configuration Management
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Down Time

The Down Time menu option displays the Down Time window for the
selected object (Figure 4-12).

File Edit Font Btyle View Options Help

HiBlE| 2|MQ| S

= ] "

750060 poregrine.com  hoe  joeraur

Figure 4-12. Down Time window
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Assigned Problems

The Assigned Problems menu option provides a list of open problems
assigned to the operator using the current HP OpenView IT/O session.
This summary is displayed in the Open Problems window

(Figure 4-13).

JﬂServiceCenter Open Problems in any of d johnso’s Assignment Grou JJ

t

SlEE 2iMc] S|
ﬁ Back =
Problem Management -
Problem Queue
Problems |
Hew Problew | Categol Alert Level | Brief Description
D W Hode down
J?f Search PM1014 equipment alert stage 3 Mode down
PM1016 equipment alert stage 1 Intermittent crashes. have log files if needed.
Switch Inbox | PM1019 equipment alert stage 3 Power outage
Initial Inbo= |
Change Group |
Change Owner |
Refresh |
“ Back |
|
|| You have mail waiting, insert |apm.manage.pmhlem.g

Figure 4-13. Open Problems
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Other Services

The Other Services menu option provides a submenu with additional
options.
Message Integration

The Message Integration menu option (Figure 4-14) provides a
graphical way to start, stop, and status the SCAuto for IT/O processes.

= To check the status of the SCAuto for IT/O processes, select the
Status menu option.

= To start the SCAuto for IT/O processes, select the Start menu
option.

= To stop the SCAuto for IT/O processes, select the Stop menu
option.

Figure 4-14. Message Integration menu options
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Location Information

The Location Information menu option provides location records,
much like an address book. When the Location window (Figure 4-15)
is first accessed, the window is blank.

= To find location data, enter the location name and click the
Search button.

= To view a list of locations, press Enter while in the blank window.
A summary list is displayed.

= Double-click the desired location to see the data for that location.

The location window will also allow you to search, edit, add, and
update location information.
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¥iew Options Help
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Figure 4-15. Location window
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Vendor Information

The Vendor Information menu option takes you to the Vendors
window (Figure 4-16). When Vendor Information is first accessed, a
blank Vendors window is displayed.

= Press Enter to display a vendor summary list.

= Double-click on the desired vendor to access the data for that
vendor. The Vendors window is displayed with the ServiceCenter
information for that vendor. These fields can be edited and

updated.
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Figure 4-16. Vendors window
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User Directory

Filtering

The User Directory menu option allows you to add or update
ServiceCenter contacts. When User Directory is first accessed, a blank
ServiceCenter contact window appears. To query for user information,
enter known data in the appropriate field and click the Search
button.

= To get a user list, press Enter after the blank window appears. A
contact list is displayed.

= Double-click on the desired user to get the User Directory
information for that user.

The Filtering menu option takes you to the Event Services Filters
window (Figure 4-17). In this window, you can set ServiceCenter and
SCAuto event filters, or query for an existing filter. All fields in the
setup window are optional, therefore you can either set one field, all
fields, or a combination of fields. Multiple filters can be set to seek
problems under different conditions. Refer to the Event Services
documentation for more information on the Event Manager
application.

| seiescomtor—dataes ||
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Figure 4-17. Filtering window
The filter setup window contains the following fields:

Event Code Allows you to specify an existing or custom event
code to define the filter.

User Name Allows you to specify the user name as defined in the
evuser field in the event record. A blank user name
will match any user name.
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EXTERNAL FILTERS

Index

Value

Condition

Block Events?

Allows you to specify the filtering based upon the
evfields in the Event Record structure. These fields
provide specific separator characters that divide
them into subfields.

Allows you to specify the subfield in the evfields
that is to be read by the filter. For example, 4
represents the fourth field in the record. One or two
indexes can be defined for a filter.

Allows you to specify the value the filter is to
compare to the subfield specified by the index.

Allows you to specify a relational operator, and or
or, if a second index and value are to be used in the
filter.

Select this check box to completely block the event.
Clear this check box to allow the Recurrence
Count to take effect.

Start Blocking at

Enter a time for the filter to begin monitoring or
block the alert specified by the filter. The format for
the Start Time field is hh:mm.

End Blocking at

Network Name

Event Code

Allows you to enter a time for the filter to stop
monitoring for the alert specified by the filter. The
format for the End Time field is hh:mm.

If the times are not specified, then the filter
continuously remains in effect. For best
performance, only the above fields should be used.
The fields below will cause additional event
processing overhead when used.

Specify the part of the system you want the filter to
be applied. For a system-wide filter, enter AXCES in
this field. For a specific host enter the host name.

Enter an SNMP trap code for which the filter
searches. If you are not familiar with SNMP trap
codes, refer to SNMP documentation for
information. The values in this field will be matched
against the SNMP trap codes for incoming problem
events. Note that HP OpenView IT/O 3 and HP
OpenView IT/O 4 use a different syntax for the
SNMP trap codes.
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Event Interval

Allows you to specify a time period for which an
event is active before a problem is opened if the filter
condition occurs. The format for the Event Interval
field is hh:mm:ss.

Recurrence Interval

Allows you to specify a time period to open a problem
if the filter condition occurs. The format for the
Recurrence Interval field is hh:mm:ss. This
parameter is used in conjunction with the
Recurrence Count.

Recurrence Count

Allows you to set the number of alerts that must
occur for the filter before a problem is opened. If the
Recurrence Count is used in conjunction with the
Recurrence Interval, a problem is opened if the
count value is reached in the set interval.

If Recurrence Count is used without a time period
set in the Recurrence Interval, then the count
continues over an indefinite period, while the filter
is active.

The count is reset to zero (0) if a problem is opened
by the filter.

When the filter is configured, click on the Add button.

Help Desk

The Help Desk menu option takes you to a problem summary window
for the current HP OpenView IT/O operator (Figure 4-18). For
ServiceCenter 1.4, this takes you to the main Help Desk window.

~|ServiceCenter

— Open Problems in any of djohnso’s Assignment Gr0u| . |J

Sljm 2(Mal B

h Back |

Problem Queue

Problem Management -

056 e )

QI Mew
£I Search

(Problems |

Problew | Categol Alert Level | Briefl Description

W Node down

PM1014 equipment alert stage 3 Mode down
PM1016  eguipment alert stage 1 Intermittent crashes. have log files if needed.

Swilch Inbox

PM1019 equipment alert stage 3 Power outage

Initial Inbox

Change Group

Change Ovmer

Refresh

h Back

|| You have mail wraiting,

insert |apm.manage.prnblem.g

Figure 4-18. Problem Queue
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Main Menu

The Main Menu option takes you to the ServiceCenter home menu
(Figure 4-19). From here, you can access all ServiceCenter functions.

ServiceCenter — opc_op

e T R—

selBid| 2[MI) S

Figure 4-19. ServiceCenter Home menu
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Event Integration

Overview

SCAuto for IT/O Event Integration is a collection of tools or
components that is highly customizable for integrating event
messages from HP IT/O to cause a ServiceCenter problem ticket to be
created, updated, or closed.

IT/O Event Message integration provides these capabilities:

Ability to tap into the Message Stream Interface (MSI) for all new
event messages based on event registration conditions and to
create new ServiceCenter problem tickets.

Ability to tap into the Message Event Interface (MEI) for
modifications done to existing event messages based on event
registration conditions, and to update or close existing
ServiceCenter problem tickets.

Provide a trouble ticketing interface from which configured IT/O
events may create ServiceCenter problem tickets.

Ability to create new IT/O event messages from ServiceCenter
eventout output events.

Ability to modify existing IT/O event messages based on
modification being done to related problem tickets in ServiceCenter
using the eventout output events.

Ability to correlate ServiceCenter problem tickets to one or more
IT/O event messages.

Ability to correlate IT/O event messages to a ServiceCenter
problem ticket.
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Integration Components

File Name File Type

scevmon executable for manipulating
gueue filesto and from
ServiceCenter.

sctoito executable for reading the from
queue fileand forwarding to I T/O

scfromitoTTI executable to interface with IT/O
Trouble Ticket Interface

scfromitoM S| executable for writing the to
gueuefrom 1 T/O Message Stream
Interface

scfromitoM El executable for writing the to

gueue from I'T/O Message Event
Interface

various map files/  configuration text files
TCL scripts

File Description

Thisisthe core technology of the SC Automate product that
facilitates bi-directional queueing of messages to and from
ServiceCenter.

This executable functions to take an event forwarded from
ServiceCenter eventout and generate/modify I1T/O event
messages using a series of customizable TCL8.0 scripts.
80% of the HP IT/O API library has been converted into
TCL callable functions accessible by these scripts. This
executable runs in the background waiting for events. The
customer can do more than is provided by the IT/O APIs,
such as remote controlled processes.

Basically, IT/O needs to customize interested events to
forward to Trouble Ticketing first. Trouble Ticketing
Interface will then call a script and pass as arguments static
data describing the event. We are only interested in the first
argument, which is the message ID. This executableis
called once viaa shell script indicated in the Trouble
Ticketing custom dialog for every intended event.

This executable will register events for the Message Stream
Interface and run in the background waiting for event
notification. Upon notification, it will use event maps and
generate the appropriate SC events to the to queue. The
Message Stream Interface will notify only new eventsin
IT/O.

This executable will register events for the Message Event
Interface and run in the background waiting for event
notification. Upon notification, it will use event maps and
generate the appropriate SC events to the to queue. The
Message Event Interface will only notify about changes
done to existing eventsin IT/O.

TCL scriptsthat are customizable for creating/modifying
IT/O events from ServiceCenter eventsaswell asfrom IT/O
to ServiceCenter. Also, there areini config files that need to
be set up to facilitate scevmon and the locations of these
files.
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scevmon

This is the core of the SCAuto SDK V3. It is best described as an event
message processor using to (ServiceCenter) and from (ServiceCenter)
gueue files to cache events generated by the other components. The
basis of this design is to facilitate a fault recovery system that enables
IT/O event messages to be queued up even while ServiceCenter is
currently not available, as well as queueing up ServiceCenter events
while waiting for IT/O to be available. The contents of the queue files
include the actual SC events in “~” delimited format preceded by a
header. These files should not be modified by hand.

scevmon typically runs in the background, makes a TCP connection to
the SCAuto Server, and waits for events to appear in the queue files.
Once any of the other integration components writes an event string
to the to queue file, scevmon picks it up, marks it as processed and
forwards it to ServiceCenter's eventin file. On the other hand, if a
problem ticket is modified and an entry gets created in the eventout
file in ServiceCenter, scevmon picks it up, updates the sync file to
point to the last entry in the eventout file, and writes the event string
into the from queue file. At this point, the sctoito integration
component picks it up, marks it as processed, and forwards it through
the TCL mapping scripts to IT/O.

The config files used by scevmon are:

= /etc/scauto/SCITO.init - a file that contains a variable pointing to
the installed directory of the product.

= <installation directory>/scito.ini
scevmon reads these files:

= $SCITOHOME/scevents.to.<host>.<port> - contains SC eventin
events created by scfromito[MSI| MEI | TTI] programs. This file is
updated to show processed events.

= $SCITOHOME/syncfile.<host>.<port> - synfile for the from queue
with ServiceCenter eventout file.

scevmon writes these files:

= 3$SCITOHOME/scito.log - log file for informational and error
messages.

= 3$SCITOHOME/scevents.from.<host>.<port> - contains SC
eventout events to be passed on to IT/O. This file is read in by the
sctoito program.

= $SCITOHOME/syncfile.<host>.<port> - synfile for the from queue
with ServiceCenter eventout file.

4-22 SCAutomate for HP Openview IT/O User Guide Product Architecture



sctoito

scfromitoTTI

scfromitoMSI

scfromitoMEI

This is the background process that waits on the from queue, and
reads in any new incoming events from ServiceCenter eventout file. It
processes the event by passing it to a configurable TCL script and
marks the event as processed.

This program is customized by <installation directory>/EventMap/
FromSC/event.ini and will execute the TCL scripts pointed to by the
event type names in the [ EVENT ] section. The [ CONFIG ] section is
a place to specify the IT/O username and passwords to connect with.
Please refer to Chapter 5, “Configuration,” for more information about
customizing the component.

The following are the components in SCAuto for IT/O that reads IT/O
messages using the Message Stream Interface or through direct IT/O
database APIs. They are customized by event.ini for parameters to
register with the Message Stream Interface, as well as TCL scripts to
execute for mapping the events to ServiceCenter event strings.

This is the Trouble Ticket Interface adapter that can be executed
using a shell script. It is the program defined for the IT/O Trouble
Ticketing Interface. The event source templates are customized to
forward events to this application when it is running.

This is the background process that writes to the from queue when
registered IT/O events appear in the Message Stream Interface.

This is the background process that writes to the from queue when
registered IT/O events appear in the Message Event Interface.

These programs are customized by $SCITOHOM/EventMap/ToSC/
event.ini.

SCAutomate for HP Openview IT/O User Guide Product Architecture 4-23



4-24 SCAutomate for HP Openview IT/O User Guide Product Architecture



Chapter 5 Configuration

Introduction

This chapter on configuration covers three main topics:

= “SCAuto for IT/O Business Logic Configuration” on page 5-2
= “IT/O Business Logic Configuration” on page 5-23

= “ServiceCenter Business Logic Configuration” on page 5-38
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SCAuto for IT/O Business Logic Configuration

This section discusses TCL language event mapping from HP IT/O to
ServiceCenter. This scripted approach to configuring the SCAuto for
IT/O product results in a flexible method of configuring or customizing
it to meet specific business goals and requirements.

The mapping mechanism to map HP IT/O message events into
ServiceCenter problem tickets is made up of an active facility, which is
a TCL 8.0 script, acting on variables populated with IT/O message
elements to create a ServiceCenter TCL event object, using a passive
facility, a static map file positionally defining each kind of interested
ServiceCenter event. The send command of this ServiceCenter TCL
object is then invoked to queue the event to be sent to ServiceCenter.
In addition, the messages being handed to these facilities are
themselves configurable to be filtered using OPCREG parameters at
the interface program level using an event.ini configuration file.

Configuration Overview

By default, the mapping files reside in the EventMap directory in the
product installation directory. The hierarchy and explanation of these
files follows:

< EventMap

= EventMap/FromSC/ -- files to configure events from
ServiceCenter to IT/O.

= EventMap/ToSC/ -- files to configure events from IT/O to
ServiceCenter

We will be dealing with EventMap/ToSC directory in this subheading.
By default, there are seven files in this directory:

event.ini Configuration file to specify MSI and MEI
registration parameters to filter messages as well as
which TCL map script to invoke by which
application subcomponent. A detailed description
will appear under the heading IT/O Message
Filtering The event.ini file.

eventmapMSl.tcl

The event map script for the MSI interface
(scfromitoMSI)

eventmapMEl.tcl

The event map script for the MEI interface
(scfromitoMEI)

5-2 SCAuto for HP OpenView IT/O User Guide Configuration



eventmapTTl.tcl

The event map script for the TTI interface
(scfromitoTTI)

pmo.map, pmu.map, pmc.map

Static map file templates used in the scripts to
positionally define ServiceCenter event elements in
the ServiceCenter TCL event object. See “Static Map
File” on page 5-9 for more details.

Basically, the event.ini file configures what the MSI and MEI
interfaces will get from IT/O and which TCL scripts to invoke when
there is an IT/O message. Then, the TCL scripts will use the static
map files as a template to create ServiceCenter TCL event objects,
populate its members, and finally send it off to the queue file to be
sent to ServiceCenter eventin file.

IT/O Variables

The available variables are the same as the attribute names of the
OPCDTYPE_MESSAGE. This definition can be found in Chapter 4 of
the HP OpenView Developer’s Toolkit Application Integration guide.
These variables are made available as TCL_GLOBAL and will be
accessible via the $VARIABLE syntax globally from within the called
TCL script.

Table5-1. IT/O Variables

Variable Name Short Definition
OPCDATA_MSGID The unique IT/O message ID.
OPCDATA_NODENAME Name of the node producing the message. The

message is only handled by the IT/O manager if this
system is part of the IT/O Node Bank.

OPCDATA_CREATION_TIME (Local) Time the message was created. The time is in
UNIX format (seconds since epoch).

OPCDATA_RECEIVE_TIME Time the message was received by the management
server.

OPCDATA_MSGTYPE Message type. This attribute is used to group

messages into subgroups, e.g., to denote the
occurrence of a specific problem. This information may
be used by event correlation engines.

OPCDATA_GROUP Message group.
OPCDATA_OBJECT Object name to use for the IT/O message.
OPCDATA_APPLICATION Application which produced the message.
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Table5-1. IT/O Variables

OPCDATA_SEVERITY

OPCDATA_AACTION_NODE

OPCDATA_AACTION_CALL

OPCDATA_AACTION_ANNOTATE

OPCDATA_AACTION_ACK

OPCDATA_OPACTION_NODE

OPCDATA_OPACTION_CALL

OPCDATA_OPACTION_ANNOTATE

OPCDATA_OPACTION_ACK

OPCDATA_MSG_LOG_ONLY
OPCDATA_UNMATCHED

OPCDATA_TROUBLETICKET
OPCDATA_TROUBLETICKET_ACK

Severity of the message. Possible values are:
0 - OPC_SEV_UNCHANGED
4 - OPC_SEV_UNKNOWN
8 - OPC_SEV_NORMAL
16 - OPC_SEV_WARNING
32 - OPC_SEV_CRITICAL
64 - OPC_SEV_MINOR

128 - OPC_SEV_MAJOR

Defines the node on which the automatic action should
run.

Command to use as automatic action for the IT/O
message.

Defines whether IT/O creates start and end
annotations for the automatic action.

0 - do not create annotations

1 - create annotations

Auto Acknowledge after successful execution of the
Automatic Action.

0 - do not auto-acknowledge

1 - auto-acknowledge

Defines the node on which the operator initiated
action should run.

Command to use as operator-initiated action for the
IT/O message.

Define whether IT/O creates start and end
annotations for the operator initiated action.

0 - do not create annotations
1 - create annotations

Auto Acknowledge after successful execution of the
operator initiated action.

0 - do not auto-acknowledge

1 - auto-acknowledge
Message is Server Log Only.

Defines whether or not the message matches a
condition.

0 - the message was sent to the server
because it matched a match condition

1 - the message did not match a match
condition of the assigned templates, but was
forwarded nevertheless

Forward message to Trouble Ticket System.

Acknowledge message after forwarding it to the
Trouble Ticket System
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Table5-1. I T/O Variables
OPCDATA_NOTIFICATION Notification
OPCDATA_INSTR_IF_TYPE Type of the instruction interface
0 - OPC_INSTR_NOT_SET
1-OPC_FROM_OPC
2 - OPC_FROM_OTHER
3 - OPC_FROM_INTERNAL

OPCDATA_INSTR_IF Name of the external instruction text interface. The
external instruction text interface must be configured
in IT/O.

OPCDATA_INSTR_PAR Parameters for a call to the external instruction text
interface.

OPCDATA_MSGSRC Message Source. For example, the name of the

encapsulated log file if the message originated from
log file encapsulation or the interface name if the
message was sent via an instance of the Message
Stream Interface.

OPCDATA_MSGTEXT Message Text.

OPCDATA_ORIGMSGTEXT Original Message Text. Allows you to set additional
source information for a message. It is only useful if
the message text was reformatted but the IT/O
operator needs to have access to the original text as it
appeared before formatting.

OPCDATA_ANNOTATIONS This is not an IT/O data element. It is created by the
adapter product to contain a text string of all the
annotations of the message.

OPCDATA_LAST_ANNOTATION This is not an IT/O data element. It is created by the
adapter product to contain a text string of the last
annotation of the message.
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There are also three non-OPC variables added for programmability:

Table 5-2. Non-OPC Variables

Variable Name Short Definition
INSTALLDIR The home directory where the product was installed.
SC_MSGTYPE A converted message type string denoting which type of

message it is. Valid values are:
< New message
< Message Owned by a user
< Message Disowned by a user
< Message Acknowledged
< Message has new annotation(s)
= All annotations of Message deleted
< Message was escalated

= Message was escalated from another
server

= Automatic action of message started
= Automatic action of message finished

= Operator initiated action of message

started
= Operator initiated action of message
finished
SC_PROBLEM_NUMBER The ServiceCenter Problem Number embedded in the

IT/O Message annotation text when its a new message,
or the Object of message Group ServiceCenter when
its a ServiceCenter created message.

To check for the IT/O Group of OS only to create a new ticket in
eventmapsMSiI.tcl, do the following:
it { SOPCDATA GROUP I= "C5' } { return }

This statement in the beginning of the script returns from the script
without creating and queueing a ServiceCenter event to be sent.
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ServiceCenter TCL Event Object

LEGEND:
<> required parameter
1 optional parameter

Summary of ServiceCenter TCL commands

create_sc_event

set_evtype

e create_sc_event <object name>

e <object name> set_evtype <event type> [ use_template <template
name> |

e <object name> set_evfield <0...80>|<field name> <field value>
e <object name> print
e <object name> send

create_sc_event <Object Nane>

The resultant object from this command will have methods to populate
its data members and a send method to queue the event to
ServiceCenter. The methods are invoked by using the newly created
object name itself and therefore will have its own context. There is a
limit of 10 objects that can be created in each script.

create_sc_event event Obj ect

The object named eventObject is created and can be used to set
values and finally send it to ServiceCenter.

<Obj ect Name> set_evtype <evtype nane> [use_tenplate <tenpl ate name>]

This command sets the evtype field of the event to <evtype name>
(e.g., pmo, pmu pmc etc.). There are two optional parameters that can
be specified for the event to use a Static Map File for setting the event
values:

e use_template
e <template name>

If these optional parameters are not specified, setting of object fields
can still be done using integer indexes., as shown in the following
examples:

create_sc_event event Obj ect

# create the event object

event Obj ect set_evtype pnp use_tenpl ate "Event Map/ ToSC/ pno. map"

# make it of type pnp, and use the tenplate for

# naned i ndexes.

The event object eventObject is created. It is then set to type pmo,
essentially, the evtype field of the event is set to pmo. The static map
file EventMap/ToSC/pmo.map is used to define the named indexes
that will be used later to set the other fields.

create_sc_event event Obj ect

# create the event object

event Obj ect set_evtype pnp
# set the evetype to pnp. do not use tenplates for indexing
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set_evfield

print

send

The event object eventObject is created. It is then set to pmo for
evtype. Because a template was not used here, subsequent setting of
evfi el ds will have to use integer indexes.

<Obj ect Name> set _evfield <0 ... 80>| <evfield name> <val ue>

This command sets the event fields with values. If the use_template
option was used during the set_evtype command, then you may use
field names defined in the static map file templates to set the values,
otherwise, you have to use positional integer indexes to set the
evfield values. See the following examples:

create_sc_event eObject

# create the event object

eCbj ect set_evtype pnmo

# set the evetype to "pnp". do not use tenplates for indexing

eObj ect set_evfield 1 $OPCDATA_ NODENAME

# set evfield position 1 to I TO nodenane vari abl e

The event object is created, set to evtype “pmo” without using a static
map file for template. The first field of the event object is set to the
IT/O variable for nodename.

create_sc_event eQbject

# create the event object

eCbj ect set_evtype pno use_tenpl ate "Event Map/ ToSC/ pno. map"

# set the evety

# use a tenplates for indexing

eObj ect set_evfield log ical.name $OPCDATA_NODENAMVE

# set logical.name evfield to | TO nodenane vari abl e

The event object is created, set to evtype “pmo” using a static map file
for template. The logical.name field of the event object is set to the
IT/O variable for nodename.

<obj ect Nane> pri nt

This command outputs to stderr all the contents of the object
including the template field names if used.

<obj ect Name> send

This command queues the event object to be sent to ServiceCenter's
eventin file.

For more examples on how to use the commands, check out the
example script file.
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Static Map File

The static map file that is usable in a set_evtype command as the
template is an ascii text file. Each row denotes a positional field name
of the intended ServiceCenter event map starting at index 1, for
example, row 1 = field 1 in event map.

By default, three maps for event types pmo, pmu and pmc are
delivered. These maps match the ServiceCenter event maps for
version 2.1SP3.

Example pmo.map used in eventmapMSI.tcl.

—————————————————————————————— beginfile ------ommmmm
| ogi cal . nane

net wor k. name

ref erence. no
cause. code
action

action2

action3

net wor k. addr ess
type

cat egory

domai n

objid

version

node

serial .no

vendor

| ocation
cont act . nanme

cont act. phone
resol ution

assi gnee. nane
priority.code
failing. conponent
system
------------------------------ end file -----mmmmm e

The map template file is not a required piece of the configuration; it is
used to make it convenient and manageable to name the event fields

in the ServiceCenter TCL event object. Without this file, however, you
can still set the values using integer indexes.
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IT/O Message Filtering the event.ini File

The event.ini file in the <install dir>/EventMap/ToSC directory is a
means of configuring the scfromitoMSI, scfromitoMEI and
scfromitoTTI components of the interface.

In the event./Zini file, you can specify:
< How you want to filter MSI event messages
< How you want to filter MEI event messages

= Which TCL map files to execute when a message of type MSI, MEI
and/or TTI is available

There are two main structures in the ini file, and this file closely
follows the format of a Microsoft Windows ini file format.

Sections

Section header namesareidentified by enclosingtheminsquarebrackets
[ .... 1. The brackets group sets of configurable parameters. There are
three required section header names:

e MSI_CONFIG Section for configuring the MSI interface
 MEI_CONFIG Section for configuring the MEI interface
e TTI_CONFIG Section for configuring the TTI interface

Each section header name contains its own set of required parameters
(see Table 5-3 on page 5-11).
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Table 5-3. IT/O Sections and Parameters

Section Name Required Parameters

1. OPC_USER - This is the IT/O user the MSI interface will connect as to retrieve
message details.

OPC_PASSWORD - This is the password for the IT/O user.

3. OPC_USER. MSI_OPCREG_MSGTYPE - This is an MSI registration attribute to
filter on which IT/O message type to notify. This is a String value of maximum 36
characters, no spaces. Consult your IT/O Message Source Templates for available
message types. If you specify the keyword "ALL" in this field, all messages copying/
diverting to the Message Stream Interface will be notified.

4. MSI_OPCREG_GROUP - This is an MSI registration attribute to filter on which
IT/O message group to notify. This is a String value of maximum 32 characters, no
spaces. Consult your IT/O Message Source Templates for available message groups.

5. MSI_OPCREG_NODENAME - This is an MSI registration attribute to filter on
which IT/O node name to notify. This is a String value of maximum 254 characters,
no spaces.

6. MSI_OPCREG_OBJECT - This is an MSI registration attribute to filter on which
IT/O message object to notify. This is a String value of maximum 32 characters, no
spaces. Consult your IT/O Message Source Templates for available message objects.

7. MSI_OPCREG_SEVERITY - This is an MSI registration attribute to filter on which
IT/O message severity to notify. This is a String value of 1 or more characters to
denote ORing of values. Valid characters are:

[N

MSI_CONFIG a. "c"-critical
b. "w"-warning
c. "n"-normal
d. "u"-unknown
e. "|"-major
f. "m"-minor
g. "cwij" - critical or warning or major. This is the only attribute you don’t

need the '|’ to denote ORing.

8. MSI_OPCREG_APPLICATION - This is an MSI registration attribute to filter on
which IT/O message application to notify. This is a String value of maximum 32
characters, no spaces. Consult your IT/O Message Source Templates for available
message applications.

9. POLL_INTERVAL
- 0 means blocking read for opcif_read call.
- # means number of microseconds to sleep before calling non-blocking
opcif_read.

10. MSI_EVENTMAPS - This parameter specifies which section header to fall into, to
look for the attribute "mapname” for specifying which TCL script to execute for this
interface. Currently, only the first "mapname" attribute is taken. The next release
will feature multiple mapname capabilities.

Note: Values with more than one attribute implicitly assume a logical ANDing
of all non-null attributes.

Note: Within each individual attribute, use the ']’ character to logically OR
more than one value.
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Table 5-3. IT/O Sections and Parameters

1. OPC_USER - This is the IT/O user the MEI interface will connect as to retrieve
message details.

2. OPC_PASSWORD - This is the password for the OPC_USER.

3. MEI_OPCREG_MSG_EVENT_MASK - This is an IT/O Message Event Interface
event mask to specify which type of change-in-message should be notified. Valid
values are:

OPC_MSG_EVENT_OWN - when a message is owned

OPC_MSG_EVENT_DISOWN - when a message is disowned

OPC_MSG_EVENT_UNACK - when a message is unacknowledged

OPC_MSG_EVENT_ACK - when a message is acknowledged

OPC_MSG_EVENT_ANNO - when a message is annotated

. OPC_MSG_EVENT_NO_ANNO - when there are no annotations

4. POLL_INTERVAL:

MEI_CONFIG

e oo T

- 0 means blocking read for opcif_read call
- # means microseconds to sleep before calling non-blocking opcif_read

5. MEI_EVENTMAPS - This parameter specifies which section header to fall into, to
look for the attribute "mapname” for specifying which TCL script to execute for this
interface. Currently, only the first "mapname" attribute is taken.

Note: For MEI_OPCREG_MSG_EVENT_MASK, use the '|’ character to
denote logical OR’ing of event types.
1. OPC_USER - This is the IT/O user the MEI interface will connect as to retrieve
message details.
TTI CONFIG 2. OPC_PASSWORD - This is the password for the OPC_USER.

3. TTI_EVENTMAPS - This parameter specifies which section header to fall into, to
look for the attribute "mapname” for specifying which TCL script to execute for this
interface. Currently, only the first "mapname" attribute is taken. (The next release
will feature multiple mapname capabilities.)
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Example event.ini file:

———————————— begin file -----mmmm
[ NMSI_CONFI G ]
OPC_USER=opc_adm
OPC_PASSWORD=pC_adm

MS| _OPCREG_MSGTYPE=ALL

MBI _OPCREG GROUP=

MS| _OPCREG_NODENAME=

MBI _OPCREG OBJECT=

MS| _OPCREG_SEVERI TY=

M5l _OPCREG_APPLI CATI ON=
POLL_| NTERVAL=10000

M5l _EVENTMAPS=MSI _ EVENTNVAPS

[ MEI _CONFIG ]

OPC_USER=opc_adm

OPC_PASSWORD=pC_adm

MEl _OPCREG_MSG_EVENT_MASK=OPC_MSG_EVENT_OWN| OPC_MSG_EVENT_DI SOANN| OPC_MSG_EVEN
T_UNACK| OPC_MBG_EVENT_ACK| OPC_MSG_EVENT_ANNQ OPC_MBG_EVENT_NO_ANNO

POLL_| NTERVAL=10000

MEI _EVENTMAPS=MEI _ EVENTNVAPS

[ TTI_CONFIG ]
OPC_USER=opc_adm
OPC_PASSWORD=pC_adm

TTI _EVENTMAPS=TTI _EVENTNMAPS

[ MSI _EVENTMAPS ]
mapnane=Event Map/ ToSC/ event mapMsI . t cl

[ MEI _EVENTMAPS |
mapnanme=Event Map/ ToSC/ event mapMEl . t cl

[ TTI_EVENTMAPS ]

mapnane=Event Map/ ToSC/ event mapTTI . t cl
———————————————————— end file ------mmmi i

Using TTI - Trouble Ticketing Interface

To use the TTI (Trouble Ticketing Interface), follow the steps below:

1. Identify which message source you want to forward to the TTI in
the Message Source Template and enable it.

2. In the Node Bank submap ITO, select the following menu
commands, in order: Actions->Utilities->Trouble Ticket.

Enable the interface by clicking on the check box.

Enter in the Call of trouble ticket field <i nstal | dir>/
TTI . sh. <install dir> is the SCAuto product install directory.
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Default Behavior

The scfromitoMSI process picks up all events that copy or divert to
the Message Stream Interface. If the host name of the occurring event
is different, ServiceCenter creates a new problem ticket. If the host
name of the occurring event is the same, the same ticket is updated by
default, and a new ServiceCenter IT/O event is created with a
ServiceCenter Group attribute. You can use the ServiceCenter
Message Group in the IT/O Message Group Bank to filter the
messages.

scfromitoMEI only picks up events that were previously opened as
ServiceCenter problem tickets or ServiceCenter event group events if
the message for the problem or event has been modified by the IT/0
message browser. This modification can consist of an operator owning,
acknowledging, or annotating a ServiceCenter event type or an IT/O
event that caused a problem ticket. When this type of modification
occurs, a pmu is generated to modify the same problem ticket in
ServiceCenter.

Example eventmapMSl.tcl Script

[comments removed]

# setup log file
set debugFile [open $INSTALLDI R /scito.log a]

# create only if its a new nessage from OPC

if { $SC_MSGTYPE ! = "New nmessage" } {
puts $debugFile "eventmapMsl.tcl: skipping event - $SC MSGTYPE"
cl ose $debugFile
return

}

# skip ServiceCenter events

if { $OPCDATA _GROUP == "ServiceCenter" } {
puts $debugFile "eventnmapMsl.tcl: skipping ServiceCenter event -
$SC_MSGTYPE"
cl ose $debugFile
return

}

# create the event object
create_sc_event event Obj ect

# set the event type using a tenplate to define field names

# * if you don't use a tenplate, you can use integer

# * indexes into the evfield array.

event Obj ect set_evtype pnp use_tenpl ate "Event Map/ ToSC/ pno. map"

# start mapping field names to I TO val ues

event Obj ect set_evfield | ogical.nane $OPCDATA NODENAME

event Obj ect set_evfield network. nane $OPCDATA_NCDENAME

event Obj ect set_evfield reference. no $OPCDATA MSG D

event Obj ect set_evfield cause. code $OPCDATA MSGSRC

event Obj ect set_evfield action [ format "% % (Original nessage: %) %"
$OPCDATA_CREATI ON_TI ME $OPCDATA_MSGTEXT $OPCDATA_ORI GVSGTEXT
$OPCDATA_LAST_ANNOTATI ON ]

event Obj ect set_evfield network.address $OPCDATA_ NCDENAME

event Obj ect set_evfield type | TOEvent

event Obj ect set_evfield category exanple

event Obj ect set_evfield priority.code $OPCDATA_SEVERI TY

event Obj ect set_evfield failing.conponent [ concat $OPCDATA GROUP ","
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$OPCDATA_OBJECT "," $OPCDATA_APPLI CATI ON ]
event Obj ect set_evfield system $OPCDATA_MSGSRC

# print out a debug of event created

#event Cbj ect print

# send the event to queue

puts $debugFile "eventmapMsl.tcl: queueing new ticket to be opened. "

event Obj ect send

cl ose $debugFile

TCL Event Mapping from ServiceCenter to HP IT/O

Configuration Overview

The mapping mechanism to map ServiceCenter events into HP IT/O
messages is done by invoking a TCL 8.0 script. ServiceCenter event
fields are made into TCL_ GLOBAL variables that can be accessed in the
targeted script with the $VARI ABLE syntax. Various HP OpenView
IT/O programming APIs are also made into TCL_Command
commands callable from within the same script, thus effectively
bridging the two domains.

By default, the mapping files reside in an EventMap directory within
the product installation directory. The hierarchy and function of the
EventMap directory structure follows:

= EventMap

= EventMap/FromSC/ - files to configure events from ServiceCenter
to IT/O.

= EventMap/ToSC/ - files to configure events from IT/O to
ServiceCenter

The following files are located in the EventMap/FromSC/ directory:

event.ini The configuration file that specifies IT/O user and
password, and TCL scripts to invoke based on event
types.

pmo.tcl The event map script to invoke when there is a pmo
(Problem Opened).

pmu.tc The event map script to invoke when there is a pmu
(Problem Updated).

pmc.tcl The event map script to invoke when there is a pmc
(Problem Closed).

util.tcl Utility TCL script that contains command to convert
ServiceCenter priority codes to HP IT/O Severity
values.

default.tcl A default TCL script to invoke when an event type is

received and there is no equivalent TCL script.

showEvent.tcl A debug script that will display all event field values
from a ServiceCenter event.
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The event.ini file configures the IT/O user name and password, along
with the TCL scripts that are invoked based on the evtype field of the
incoming ServiceCenter event.

ServiceCenter TCL Variables

The available variables depend on the evtype type field and are in
accordance with the event maps from Events Services in
ServiceCenter for that type. These variables are made available as
TCL_G.OBAL and will be accessible via the $VARI ABLE syntax globally
from within the called TCL script. See the Event Services User’s
Guide for more detail about event maps.

Table5-4. SC TCL Variables

Variable Name Short Description

INSTALLDIR

The directory path where the product was installed.
This is not part of an event field and is added for
convenience in locating helper scripts.

SCEVTYPE ServiceCenter registration name for the event, for
example, pmo.

SCEVTIME Date and time event occurred.

SCEVSYSSEQ ServiceCenter eventout queue sequence number. Used
as checkpoint in sync file.

SCEVUSRSEQ A user-assigned sequence number used to trace an
event through ServiceCenter.

SCEVSYSOPT A code to identify system options.

SCSCEVUSER The event user name; if passed, it is used as the
operator name.

SCEVPSWD The event user’s password.

SCEVSEPCHAR The character used to separate fields in the
$SCEVFIELDS variable. Default is "A".

SCEVFIELDS The data describing the event, with fields separated by

the $SCEVSEPCHAR character.

SCEVFIELDS 1..2.3..* The event fields from the $SCEVFIELDS string parsed

Note:

out as individual field values using the
$SCEVSEPCHAR separator value.

The specific field definition depends on the evtype coming back
and is documented in the <evtype>.tcl scripts themselves. It is
up to the user to define types that do not have a corresponding
TCL script.
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HP IT/O Programming APIs as TCL Commands

LEGEND:
<> required parameter
[1] optional parameter

These are HP IT/O Programming APIs that have been wrapped in
TCL commands and made available during the script invocation.
Specifically, the available APIs consists of opcif_* types for writing to
the Message Stream Interface, and opcmsg_* types for retrieving
message details from the database.

Summary of HP IT/O TCL Commands

= opcif_write <Message Text> <Application> <Message Group>
<Message Type> <Node Name> <Object> <Severity>

e opcmsg_annotation_add <Message Id> <Annotation Text>
e opcmsg_ack <Message Id>

e opcmsg_unack <Message Id>

e opcmsg_own <Message Id>

e opcmsg_disown <Message ld>

e opcmsg_escalate <Message ld>

e opcmsg_op_action_start <Message Id>

opcif_write
opci f_write <Message Text> <Application> <Message G oup> <Message Type> <Node
Name> <Cbj ect > <Severity>
The opci f _wri t e command creates a new IT/O message. To pass a
null value, use ““ for an empty string instead. There are seven
required arguments to this command:

Message Text The message text of the newly created IT/O message.

Application The application that this message belongs to. Check
your Message Source Templates for valid application
names.

Message Group

The group that this message belongs to. Check your
Message Source Templates for valid application
names.

Message Type The type that this message belongs to. Check your
Message Source Templates for valid application

names.

Node Name The IT/O node name that this message is created for.

Object The object that this message belongs to. Check your
Message Source Templates for valid application
names.
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Severity The IT/O severity value for this message. Check the
utility script EventMap/FromSC/util.tcl for the
conversion utility to convert from ServiceCenter
priority codes. Valid values are:

a. c-Critical
b. j-Major

m - Minor
d. w-Warning
e. n-Normal

Example:

# source in the util.tcl script to get the ConvertSeverity command
source "$I NSTALLDI R/ Event Map/ FronSC/ util.tcl"

# construct a formatted nmessage text to be passed to opcif_wite
set OPC_Message_Text "Problem ticket $SCEVFI ELDS 2 opened on $SCEVFI ELDS 4 by

$SCEVFI ELDS 5 for Message |D $SCEVFI ELDS 14\ n Category: $SCEVFI ELDS_3\n
Assigned to: $SCEVFIELDS 9\n Severity: $SCEVFI ELDS_7\n CauseCode:
$SCEVFI ELDS_17\ n Host name: $SCEVFI ELDS_18\ n Group: $SCEVFI ELDS_19\ n

Location: $SCEVFI ELDS 21\n Action: $SCEVFI ELDS 26\n Contact: $SCEVFI ELDS_32
$SCEVFI ELDS_34\n  Net wor kName: $SCEVFI ELDS 35\n  Resol ution: $SCEVFI ELDS_37\ n
Updat eActi on: $SCEVFI ELDS_38"

# convert ServiceCenter priority code to HP | TO Severity indicator
set SCSEVERI TY [ ConvertSeverity "$SCEVFI ELDS 7" ]

# create the new | TO nmessage
opcif_wite "$OPC_Message_Text" " Servi ceCent er _pno" "Servi ceCenter"
"Troubl eTi cket" "$SCEVFI ELDS_18" "pnp" "$SCSEVERI TY"

In this example, a new ITO message is created with a formatted
message text from ServiceCenter event fields of
Application="ServiceCenter_pmao",

Group="ServiceCenter", Type="TroubleTicket", node name from
ServiceCenter event logical.name field, Object="pmo" and a converted
Severity that is equivalent to the ServiceCenter priority code.

opcmsg_annotation_add
opcnsg_annot ati on_add <Message |d> <Annotation Text>

This command adds an annotation to an existing I1T/O message. This
command requires two arguments, consisting of an IT/O message ID
and free-form annotation text.

Example:

# pre-format an annotation text to use from ServiceCenter field val ues

set OPC_Annotate_Text "Problemticket $SCEVFI ELDS_2 opened on $SCEVFI ELDS_4 by
$SCEVFI ELDS_5\ n Cat egory: $SCEVFI ELDS_3\n Assigned to: $SCEVFIELDS 9\n
Severity: $SCEVFI ELDS 7"

# annotate and existing | TO nessage

opcnsg_annot ati on_add "$SCEVFI ELDS_14" "$OPC_Annot at e_Text"

The previous example pre-formats annotation text to be used to
annotate an existing IT/O message identified by the message 1D
stored in event field index 17 of the evfields string.
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opcmsg_ack

opcmsg_unack

opcmsg_own

opcmsg_disown

opcmsg_escalate

opcmsg_op_action_start

opcnsg_ack <Message |d>

Given the message ID of an existing IT/O message, this command will
acknowledge it as the user defined in the event.ini file.

opcnsg_unack <Message |d>

Given the message ID of an existing IT/O message, this command will
unacknowledge it as the user defined in the event.ini file.

opcnsg_own <Message |d>

Given the message ID of an existing IT/O message, this command will
own it as the user defined in the event.ini file.

opcnsg_di sown <Message |d>

Given the message ID of an existing IT/O message, this command will
disown it as the user defined in the event.ini file.

opcneg_escal ate <Message |d>

Given the message ID of an existing IT/O message, this command will
escalate it as the user defined in the event.ini file.

opcnsg_op_action_start <Message |d>

Given the message ID of an existing IT/O message, this command will
start the pre-defined operator action that the user defined in the
event.ini file.
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Event Configuration File

The event.ini file in the <i nst al | di r >/ Event Map/ Fr onSC directory is
a means of configuring the sctoito component of the interface. In here,
you may specify:

= The user name/password to connect to IT/O to retrieve message
details from its database.

= The TCL map script to invoke when a certain event type is read
from ServiceCenter.

Sections

Section header names are identified by square brackets "[ .... ]". The
brackets group sets of configurable parameters. There are two
required section header names:

CONFIG Section for specifying IT/O username/password to
connect as.
EVENT Section for configuring event types to the TCL map

script to execute.
Each section header name has its own set of required parameters
(Table 5-5).
Table 5-5. Section Parameters

Section Name Required Parameter
CONFIG e OPC_USER - The IT/O user name.

e OPC_PASSWORD - The password.

<event type>=<TCL map script to execute>

For example:

pno=Event Map/ Fr onSC/ pno. t cl
EVENT

This will tell the interface to execute the script <install
dir>/EventMap/FromSC/pmo.tcl when a "pmo" event is
received from ServiceCenter.

Default event.ini file

[ CONFIG ]
OPC_USER=opc_adm
OPC_PASSWORD=(pC_adm

[ EVENT ]

pno=Event Map/ Fr onSC/ pno. t cl
pnu=Event Map/ Fr onSC/ pnu. t cl
pnc=Event Map/ Fr onSC/ pnt. t cl
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Default Behavior

When there is a pmo in the eventout file (such as when a ticket is
newly created), sctoito treats it as an acknowledgment of the new
problem ticket and annotates the originating event. sctito also
creates a new ServiceCenter opened event with the PM number being
the Object.

When there is a pmu in eventout (such as when its created by a pmu
in eventin, or when a ServiceCenter operator modifies the ticket), if
the actor or user field is not SCl TQ, sctoito annotates the originating
event and creates a new ServiceCenter update event with the PM
number being the Object. This prevents automatic annotations from
IT/O from going into an infinite loop, updating ServiceCenter and vice-
versa.

Similarly, when eventout has a pmc that is not from user SCI TQ the
originating event will be annotated and a new ServiceCenter closed
IT/O event will be generated.

Default pmo.tcl script

[comments deleted]
#

IR R RS SRR SRR RS RS S SRR RS RS E R E R R R R SRR SRR EREREREEEEREREEEEEEEEEESSE]
# BEG N data bl ock

# Define data val ue mappi ng between from Servi ceCenter event variables to

# 1 TO variables to be used by OPC conmmands in action bl ock.

#

e

set OPC_Annot ate_Text "Problemticket $SCEVFI ELDS_2 opened on $SCEVFI ELDS_4 by
$SCEVFI ELDS_5\ n Cat egory: $SCEVFI ELDS 3\n Assigned to: $SCEVFI ELDS_9\n
Severity: $SCEVFIELDS_7"

set OPC_Message_Text "Problemticket $SCEVFIELDS_2 opened on $SCEVFI ELDS_4 by

$SCEVFI ELDS_5 for Message |D $SCEVFI ELDS 14\ n Cat egory: $SCEVFI ELDS 3\n
Assigned to: $SCEVFIELDS 9\n Severity: $SCEVFI ELDS_7\n CauseCode:
$SCEVFI ELDS_17\ n Host nane: $SCEVFI ELDS_18\n Group: $SCEVFI ELDS_19\ n

Location: $SCEVFI ELDS_21\n Action: $SCEVFI ELDS 26\n Contact: $SCEVFI ELDS_32
$SCEVFI ELDS_34\n  Networ kName: $SCEVFI ELDS_35\n  Resol ution: $SCEVFI ELDS_37\n
Updat eAction: $SCEVFI ELDS_38"

set OPC_Application "ServiceCenter_pnp"

set OPC_Message_Group "ServiceCenter"”

set OPC_Message_Type "Troubl eTi cket"

set OPC Node_Name "$SCEVFI ELDS_18"

set OPC Object "$SCEVFI ELDS_2"

# convert ServiceCenter priority code to I TO severity

# proc is defined in util.tcl

set rc [catch {set SCSEVERITY [ ConvertSeverity "$SCEVFI ELDS 7" ]}]
set OPC Severity "$SCSEVERI TY"

#

B R R R R R R R R R R

# BEG N Action bl ock

# Define | TO nessage updating/creating |ogic using variables mapped in data
# bl ock.

#
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# See QUIDE.txt for available OPC Tcl conmands and their paraneters.
#

B R R R R R R R

#

# first try to annotate original nmessage, if nmessage doesnt exist, create a
# new one.

#

set rc [catch [opcrmsg_annotation_add "$SCEVFI ELDS_14" "$OPC_Annotate_Text" ] ]

if {[expr $rc == 0]} {
puts $debugFile "1 TO nessage annotated for pno. $SCEVFI ELDS_2"

}

#

# lets nake a new ServiceCenter nessage.

#

set rc [catch [opcif_wite "$OPC_Message_Text " "$OPC_Appl i cation”
"$0OPC_Message_Gr oup” "$OPC_Message_Type" "$OPC_Node_Nane" "$OPC_bj ect "

"$OPC_Severity" ] ]

if {[expr $rc == 0]} {

puts $debugFile "I TO message created for pno. $SCEVFI ELDS_ 2"
} else {

puts $debugFile "After running opcif_wite pnmo, $SCEVFIELDS 2, ret = ($rc)
$error Code\ n$errorinfo."

}

#

# now lets try to own the nessage.

#

#set rc [catch [opcmsg_own "$SCEVFI ELDS 14" ] ]

#

# f {[expr $rc == 0]} {

#puts $debugFile "I TO nessage owned. $SCEVFI ELDS 2"

#} else {
#puts $debugFile "I TO nmessage unable to own. $SCEVFI ELDS_2"
#}
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IT/O Business Logic Configuration

General Process

Requirements Analysis

Design Phase

Implementation Phase

This section contains a step-by-step process for configuring HP
OpenView IT/O to enable automatic event message integration with
ServiceCenter. This process is part of the normal configuration process
upon installation of SCAuto for HP OpenView IT/O.

To take full advantage of IT/O and ServiceCenter integration, you
need a high-level plan for application integration. While the
integration can automatically create problem tickets from any events
managed by IT/O, a defined set of application requirements enables
you to focus this general capability into specific measurable results.

For example, you can choose to have all kernel alarms open problem
tickets automatically, but this process will create hundreds of tickets.
If the design is reviewed from a requirements standpoint, where the
service desk is pursuing operations in accordance with a service level
agreement (SLA), perhaps it can be refined to open tickets only on
critical events from a small set of critical hosts. In this case, defining
the requirements helps meet the specific goals of the SLA by notifying
the service desk of potentially huge impacts on meeting the contract.

The process of defining requirements precedes the configuration of
any software. It consists of analyzing your business and application
and service desk requirements, and organizing these requirements to
suit your needs. It is the first step in the Analyze, Design, and
Implement process described in this section.

After you have defined the requirements of your consolidated service
desk environment, you can determine the specific monitored sources
help needed to meet these requirements. This is the Design step of the
process. In HP OpenView IT/O, this amounts to identifying what
Message Sources are relevant. This may be done for individual
Message Sources or for groups. Beyond noting which Message Sources
are relevant, the next step is to define the parameterization and
configuration of each relevant Message Source.

With a coherent design that meets the requirements, it is then
possible to modify the HP OpenView IT/O Message Source Templates
to meet this design specification. This is the Implement step of the
process.

After the modified templates are saved, they need to be pushed to the
managed nodes to which they apply. This step, which is the final
configuration action, acknowledges that the modified templates are
controlled centrally from IT/O but are distributed broadly to the nodes
or groups that are specified as the appropriate recipients of the policy.
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Design Considerations

When designing your system, consider the following guidelines:

If you expect to receive many of the same types of messages that
will cause IT/O to ServiceCenter interaction, use the Message
Stream Interface (MSI). SCAuto for IT/O support of MSI involves a
daemon process that is constantly waiting for new messages in the
message stream. This is not processor intensive, and it is
implemented to be a lightweight background process for
performing regular, repeated event message processing.

If you expect to receive fewer and less frequent, and consequently
more important messages, use the Trouble Ticket Interface (TTI).
SCAuto for IT/O support of TTI involves a single thread of
execution that is started upon receipt of the event message. This
amounts to a processing intensive approach that offers a direct
message delivery.
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Implementation Steps

The following steps describe how to modify a Message Source
Template to activate automated event messages from IT/O to
ServiceCenter. These steps are modeled from a process that
implemented a high-level goal, stated as:

Integrate Security alerts into Problem Tickets where
any failed switch user (su) conmand causes | T/O alerts.

Step 1 - Review Templates Assigned to a Node

From the IT/O Node Bank window (Figure 5-1), go to the Actions
menu, click Agents, then click Assign Templates. The Define
Configuration window is displayed (Figure 5-2).

Figure 5-1. 1T/O Node Desk window
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Node/Croup Template
i Logfile

Adid...

Logfile
scultraz.peregrine. com Logfile Su (AIx/Solaris)

Remove nodes/groups

Femove selected |

Remove templates

(@ sort by nodes/groups
_Jsort by templates

OK Cancel Help

Figure 5-2. Define Configuration Window

In the Define Configuration window, identify which templates have
been assigned to specific nodes or groups. If the template that you
want is already assigned, you need to push it out again to its
subscribers once you complete your modifications. Plan to do this in
addition to, or along with, the template that you push out in Step 7.

Step 2 - Begin Modifying Templates (to Assign to a Node)

In the IT/O Node Bank window, go to the Window menu and click
Message Source Templates (Figure 5-3). The Message Source
Templates window is displayed (Figure 5-4). This window contains two

panes:

= The left pane contains the message source groups available for you
to select (Figure 5-5).

= The right pane displays the unique Message Source Templates in a
selected group (Figure 5-6). Navigate the groups by clicking on
items to show values in the right pane or double-clicking to expand
items in the left pane.
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Figure 5-3. 1T/O Node Bank window: Window menu

Message Source Templates 1 [opc_adm]

=>[Toplevell Group Default Default templates delivered with ITO
Default

Figure 5-4. Message Source Templates window
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Templates Edit View Window Help
Template Groups Type Name Description
[Toplevell | |Mmessage opcmzg(113) default interception of message: = add Legfile... =
pefault Logfile Bad Logs (Solaris) History of Solaris failed Toging
Logfile Cron (Selaris) solaris cron Tegfile Jvar/cron/’ Modify...
DYNIX/ptx Logfile Kernel Logs (Solaris) Kernel messages
Digital UNIX Logfile Logins {(Solaris} History of Solaris Tegins and T¢ Copy...
ECS Agent Logfile Su (AIX/Solaris) alx/Solaris Logfile definition ¢ Delete From All...
ECS Management Server Logfile Syslog {(Solaris} Syslog daemon Togfile (/var/adm,
HP-UX 10.x Monitor Inetd Check whether inetd is running
HP-UX 9.x cluster Monitor Mailoueuelength Determine length of sendmail ma Get Template
HP-UX 9.x standalone Monitor Sendmail Check whether sendmail is runnir Selections
IRIX Honitor cpu_util Monitor CPU utilization
MC/ServiceGuard Monitor disk_util Monitor disk space utilization ¢ Delete
MPE/1x Monitor proc_util Monitor process table utilizatic From Group
Management Server Monitor swap_util Monitor SWAP utilization
WCR
Netmare
olivetti
Perfyview
Pyramid
SINIX 5.42
SINI® 5.43 Conditions...
Cheule.
SUN0S | =
ki = S Opdius...

Figure 5-5. Message Source Templates window: Left pane navigation

When you find the group you are interested in, select it in the left
pane. The Solaris group is used in this example.

I Message Source Templates 1 [opc.

Templates Edit View Window He
Template Groups Type Name Description
[Toplevell = defaul | AddLogfile... -
Default R
Alx Logfile Cron (Solaris) Solaris cron Togfile /var/cron/ Modif
DYNIX/ptx Logfile kernel Logs (Solaris) Kernel messages S ———
Digital UNIX Logfile Logins (Solaris) History of Solaris logins and 1c Copy...
ECS Agent Logfile su (AIX/Solaris) Alx/Solaris Logfile definition ¢ Delete From All
ECS Manhagement Server Logfile sSyslog (Solaris) Syslog daemon logfile {/var/adm, ——
HP-UX 10.x% Monitor Inetd Check whether inetd is running
HP-UX 9.x cluster Mohitor MaildueueLength Determine lTength of sendmail ma: Get Template
HP-UX 9.x standalone Monitor Sendmail Check whether sendmail is runnir Selections
IRIX Monitor cpu_util Monitor CPU utilization [
MC/ServiceGuard Monitor disk_util Monitor disk space utilization ¢ Delete
MPE/ix Monitor proc_util Monitor process table utilizatic From Group
Management Server Monitor swap_util Monitor SWAP utilization
NCE
Netware
0livetti
Perfview
Pyramid
5C0
SINIX 5.42
SINIX 5,43 Conditions...
SMS (findows MT) S——
- colaris n Cireuit..
Sunos =
s . Options...

Figure 5-6. Message Source Templates window:
Right pane navigation

The right pane contains the members of the selected group

(Figure 5-6). For the Solaris group, there is a Logfile Bad Logs
(Solaris) item. When this item is selected, it activates the
Conditions button. Press this button to edit the configuration of the
Logfile Bad Logs (Solaris) template. This displays the Message &
Suppress Conditions window (Figure 5-7).
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Message and Suppress Conditions

Logfile:Bad Logs (Solaris)

+ Failed local/remote login

Figure 5-7. Message & Suppress Conditions window

Step 3 - Modify Templates (to Assign to a Node)

From the Message & Suppress Conditions window, ensure that the
conditions are set as you require. For example, to suppress a condition,
be sure that it has a minus sign ( - ) in the window. To activate a
condition, it needs a plus sign ( + ). To change the setting, select the
condition and press the Modify button. This displays the Condition
No. <N> window (where N is the number of the condition in the list,
according to the condition you select). See Figure 5-8 for an example.

Condition No. 1

Failed local/remote logir

<@.user::<@.tty>:

= [ N T

Failed Togin of <user» on <tty

Figure 5-8. Condition No. 1 window
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Step 4 - Modify Template Conditions to Forward to Trouble Ticket

To invoke the TTI interface, select the Forward to Trouble Ticket
check box on the Condition No. <N> window. This action completes the
Message Source Template configuration. Save your edits by clicking
the OK button (closes the Condition No. <N> window), and proceed to
Step 7 - Install Templates to Selected Nodes.

Note: If you wish to use the MSI interface, proceed to the next step
without configuring the Trouble Ticket Interface.

Description
Failed local/remote logir

Condition
Node

Message Text
<@ user>: <@, tty>

__)— Suppress Matched Condition Advanced Options...
_)=Suppress Unmatched Condition
(® + Message on Matched Condition
Set Attributes
Severity Node Application Message Group Object
unchanged | i i <users
Message Text
Failed login of <user> on <ttys
Message Type
i Instructions...
Actions
_| On Server Log Only (put directly into History Log)
Node Command Anno. Ackn.
Automatic H i No —| No —
Operator initiated i No | No
¥ Farward to Trouble Ticket No
Notification
oK | Cancel | Test Pattern Matching... Help

Figure 5-9. Condition No. 1 window

This form is the same place where you would set up automatic actions,
such as executing a command on the node that generated this event
message. Certain attributes can also be set here. These attributes
can then be used for processing actions in SCAuto for IT/O maps
(scripts) and can later be used within ServiceCenter. The attribute
settings will apply regardless of the choice of MSI or TTI setting.

For example, the Message Group attribute in the center of this form
can be set to variable values or literal values (constants). This
attribute value is passed to SCAuto for IT/O in an environment
variable named $OPCDATA_GROUP. For example, the Message
Group attribute can be given a value of TEST in the form. Then, the
SCAuto for IT/O TCL script can use the SOPCDATA_GROUP as the
name of the category variable used in the ServiceCenter event
message. This implies that a new ticket will be created in the TEST
problem ticket category, if it exists.

Furthermore, if you create IT/O Message Groups that match
ServiceCenter problem ticket categories, there will be both a high-
level logical relationship between your IT/O implementation and your
ServiceCenter implementation, and you will also have a detailed
connection through this use of message source template attributes.
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Step 5 - Modify Template Conditions to Use Message Stream Interface

To use the MSI interface, click the Advanced Options button in the
Condition No. <N> window. The Message Conditions Advanced
Options window is displayed (Figure 5-10).

Message Condition Advanced Options

L=

Figure 5-10. Message Conditions Advanced Options window

In the Message Conditions Advanced Options window, there is a
section labeled Message Stream Interface. Within this section,
there are two areas: Agent MSI and Server MSI. Activate just the
Server MSI interface by checking the box. Then, select the Copy
Message button once the Server MSI interface is activated.

Save your edits by clicking the OK button. This closes the Message
Conditions Advanced Options window. Continue to click the OK or
Close buttons in the remaining open windows until you return to the
Message Source Templates window (Figure 5-4).

Using this form, you can also set up various Message Stream
parameters, such as suppressing duplicate event messages.

Note: If you leave the Message Source Template window open, with
the selected (now modified) template, this streamlines step 6.
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Step 6 - Add Modified Template to Configuration
From the IT/O Node Bank window (Figure 5-11), go to the Actions
menu and click Agents. Then, click Assign Templates to display the
Define Configuration window (Figure 5-12). This process repeats the
commands and actions of step 1.

[ mONedeBak ]

Figure 5-11. IT/O Node Bank window

Define Configuration

hp 3J Log = o3ihs
hpd grine. com Logfile sSu {10.
scultraz.peregrine. com Logfile Su (AIR/Solaris)

Figure 5-12. Define Configurations window
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In the Define Configurations window (Figure 5-12), click the Add
button to launch an Add Configurations window (Figure 5-13).

Nodes/Groups T

scultraz.peregrine. corl - Get Map Legfile Bad Logs (Solaris) = Open Template
Selections Window...

Get Template
Selections

Gelste

Use Rt
Contiguratian

5 ] Delete ‘

Additional Node 7
H Add I

0K Cancel Help

Figure 5-13. Add Configuration window

This window contains a Get Template Selections button. This is
used, for example, when you have an unusual workflow. In this case,
you would open a new window, select your modified template in the
new window, and then return to the first window and click the Get
Template Selections button to import your selection.

If your Message Source Template window is still open from the last
step, and contains a selected template, you can click the Get
Template Selections button to complete this step. Otherwise,
continue with the instructions here.

To open the window where you can select a template, click the Open
Template Window button in the Add Configurations window. This
displays the Message Source Templates window (Figure 5-14).

Templates Edit View Window Help
Template Groups Type Hame Description
[Toplevell = de i 5| Add Logfile... =
pefault i gin:
on/” Modify...
DYNIR/ptx Logfile Kernel Logs {Sclaris} Kernel messages
Digital UNIX Logfile Logins (Solaris) History of Solaris logins and Tc Copy...
ECS Agent Logfile Su (AIX/Solaris) AIX/Solaris Logfile definition ¢ Delete From All
ECS Management Server Logfile Syslog (Solaris) syslog daemon logfile (/var/adm, _ Delete From All.. |
HP-UX 10.x Monitor Inetd Check whether inetd is running
HP-UX 9.x cluster Monitor MailqueuelLength Determine length of sendmail ma Get Template
HP-UX 9.x standalone Monitor Sendmadil Check whether sendmail is runnir Selections
IRIX tonitor cpu_util Monitor CPU utilization
MC/Servicecuard Monitor disk_util Monitor disk space utilization ¢ Delete
MPE/ix Monitor proc_util Monitor process table utilizatic From Group
Management Server Monitor swap_util Monitor SWAP utilizatiom
NCR
Netware
olivetti
Ferfuiew
Pyramid
sCo
SINIK &.42
SINIX 5.43 Conditions...
SMS (Windows NTJ r—
- Solaris i [ Ot |
Sunos -
Tpi ) | ] optiens... |

Figure 5-14. Message Source Templates window
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Add Configuration

Nodes/Groups Templates

|scultraz.peregrine. cor[] Get Map Logfile Bad Logs (Solaris) = Open Template
Selections Window...
Get Template
Selections
Message Source Templates 1 [opc_adm]
Templates Edit View Window Help
Template Groups Description
[Toplevel] & o <[ Add Logfile... -
Default Lo ) n;
Logfile Cron (Solarisy Solaris cron loafile /var/cron/ Modify...
DYNIX/ptx Logfile Kernel Logs (Solaris) Kernel messages
| — Digital UNIX Logfile Logins (Solaris) History of Solaris logins and 1¢ Copy...
Additiol ECS Agent Logfile Su (AIX/Solaris) AI®/Solaris Logfile definition O o AT
§ ECS Management Server Logfile Syslog (Solaris) Syslog daemon logfile (/var/adm, [ e e Al |
HP-UX 10.x Monitor Inetd Check whether dnetd is running
HP-Ux 9.x cluster Monitor MailQueuelength Determine length of sendmail ma Get Template
o HP-UX 9.x standalone Monitor Sendnail Check whether sendnail is runnir Selections
— IRIX Monitor cpu_util Monitor CPU utilization
MC/ServiceGuard Monitor disk_util Monitor disk space utilization ¢ Delete
MPE/1x Monitor proc_util Monitor process table utilizatic From Group
Management Server Monitor swap_util Monitor SHAP Utilization
NCR
Netware
olivetti
Perfyien
Pyramid
SINIX 5.42
SINIX 5.43 Conditions...
SMS (Windows NTY e
o Sae ] Cireuit...
Sunos H
| : . - Options...

Figure 5-15. Message Source Templates
and Add Configuration windows

When you finish assigning your modified templates, click the OK
button to save your edits. This returns you to the Define Configuration
window (Figure 5-12). Verify that your newly assigned template is
displayed in this window. Press the OK button until you return to the
IT/O Node Bank window. This completes the steps to define and add
the desired templates.

Note that the Message Source Templates window (Figure 5-15) may
still be open from step 5. You can close it now as well.

Step 7 - Install Templates to Selected Nodes

This step involves “pushing” the configuration to the endpoints. Once
the message source templates are installed at the endpoints, any
activity that triggers the template at the nodes will cause 1T/O event
messages and subsequent activation of SCAuto for IT/O.

From the IT/O Node Bank window, highlight one or more nodes to
receive the configuration. On the Actions menu, click Agents, then
click Install / Upgrade S/W Configuration (Figure 5-16). This
displays the Install/Upgrade IT/O Software and Configuration window
(Figure 5-17).
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Figure 5-16. ITC Node Bank window: Actions menu

Install / Update ITO Software and Configuration

scultra2.peregrine.com -

Figure 5-17. Install/Upgrade IT/O Software and Configuration

Verify that your node or group is in the list of target nodes. You must
also verify that the Templates checkbox is selected in the
Components area in the left part of the window. Your message source
may also require Actions, Monitors, and Commands.
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When you click OK, the template configuration is sent to the node and
it replaces any existing configuration at the node. If you have an IT/O
message browser open (Figure 5-18), you will see an opcdista type of
event message that confirms that the configuration has been received
by the endpoint).

. SUTAONE Date Time Node Application MsgGroup Object Message Text _
————— K---- 02/25/99 15:27:5% scultra2.p HP IT/Opera OpC opcdista The following configuration information was successfully |2

=

B o o 0 N o | 0 0 Active Messages filtered by symhols W Autoscroll On

Owins | Hightight | Dotaifs... Parform Acton Ansotstons.. Auknowiodge |

Figure 5-18. View Message Browser

Step 8 - Final Configuration for use of Trouble Ticket Interface

If you chose to use the TTI interface, there is one additional
configuration step. You need to specify which program IT/O should run
whenever the TTI function is invoked.

From the IT/O Node Bank window, go to the Actions menu and click
Utilities. Then, click Trouble Ticket to display the Trouble Ticket
dialog box (Figure 5-19).

In the Trouble Ticket dialog box, select the Use Trouble Ticket
System checkbox. In the Call of Trouble Ticket field, enter a full
path name and script name to invoke the SCAuto for IT/O TTI
program. (The program’s name is TT1.sh. The default location for this
is /opt/OV/scauto/TTIl.sh; however, your installation may have placed
this program in a different location.)

When you click OK, IT/O will look for and validate that the program is
available and executable.

e

||7 Use Trouhle Ticket Systeml

Call of Trouble Ticket
| Ausr/local fhpov fscauto/TTI. sH

OK | Cancel | Help

Figure 5-19. Trouble Ticket dialog box
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Step 9 - Final Configuration for Use of Message Stream Interface

There is one more parameter that must be verified before the
configuration is complete. To allow specific nodes to use the MSI or
not, IT/O has a parameter related to enabling outputs from nodes to
the MSI.

From the IT/O Node Bank window, select one or more nodes. Right-
click the mouse, and click the Modify command. This opens the
Modify Node window. Click on the Advanced Options button, and
the Node Advanced Options window appears (Figure 5-20). In the
section of this window labeled Message Stream Interface, click on the
Enable Output checkbox. This is also the place to enable automatic
actions and operator initiated actions.

To save your edits, click OK until you get back to the IT/O Node Bank
window. You are now fully configured for automated event integration
between IT/O and ServiceCenter.

Node Advanced Options

hpterm |

Svarfopt/ov/log/opd

Figure 5-20. Node Advanced Options window

This completes the configuration of the IT/O business logic inherent in
the Message Source Templates.

SCAuto for HP OpenView IT/O User Guide Configuration 5-37



ServiceCenter Business Logic Configuration

ServiceCenter Event Services

To access Event Services, click the Event Services button on the
Main ServiceCenter menu. Select the Administration tab
(Figure 5-21) to reach Event Registration, Filters, and Maps.

ServiceCenter" “0| @n| B

Services |Queues Administration |

Reg. | PRegistration napa | MAPA Information
Fitters | Filters vsam | YSAM Information
Maps | Maps Build Build New Map

Figure 5-21. ServiceCenter Administration tab

Event Registration

On the Administration tab, click the Registration button to display
the Event Registration form (Figure 5-22), which contains the
definitions for events processed by the system. The Event Registration
form contains three tabs: Basic, Expressions, and Application.

EVENT REGISTRATION

Event Code: Input or Output? Translate ?
Sequence: Jnput x| I |
Basics | Expressions | Application
Map Type
Event Map Hame: |[problem open frariable Length |
Format Hame: | (optional; for output ONLY)

Use Current Data? |

Delete Condition: [False

Figure 5-22. Event Registration form: Basics tab
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The Expressions tab (Figure 5-23) displays the processing logic

associated with the event type (for example, pmo).

Basics Expressions |Applicatinn |

||f (index("axmail”, evuser in $axces)>0) then ($ax.query.passed=nullsub(" 'ﬂag—true and logical.name=""+1 in $axces.fi

||f (index("HAPA", evuser in $axces)=>0) then ($ax.query.passed=nullsub({*flag=true and logical.name="""+1 in $axces.fi

|$ax.upen.ﬂag#alse

[if tindex(scnote™, evuser in faxces)=0) then ($ax.open.flag=true)

|$axces.IDck.interuaI='[l[l:l]l]:3l]'

Figure 5-23. Event Registration form: Expressions tab

The Applications tab (Figure 5-24) displays the RAD application
that is associated with the event, as well as the parameters that are
used when running the application upon processing of the event.

Basics |Expressions Application |

Application Hame: .hxces.apm |

Execute Condition: t-r;.l-e- ------------------------------------

Description Parameter Hames Parameter Values

[eventin record | [record | [fances

|euentmap name lprompt |eumap in $axces.register
|prohlem file name lstring1 |prohlem

|action to perform llext |open

|prohsummary query |query |$ax.query.passed

|wri‘te eventout ? |hoolean1 |eustatus in $axces~#error"
|a|ways open? |cond.inpu‘t |$ax.open.ﬂag

I )l =l

Application to Call on Error Condition: |

Figure 5-24. Event Registration form: Applications tab
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Event Maps

Event Maps are the guides to recording and processing events,
including data type and the name of the file where event data is
stored.

[

e
$axces.field

Character 9] I

R L
]

Figure 5-25. Event Map: Basics tab

The Expressions tab (Figure 5-26) contains additional instructions
for event processing.

lproblem update

if null{logical.name in $axces.target) then (logical.name in $axces.target=network.name in $axces.target)

actor in $axces.target=nullsubfoperator(), "external"}
—

Figure 5-26. Event Map: Expressions tab

All Event Services features are addressed in greater detail in the
Event Services User’s Guide. Please refer to this guide if you plan to
make the modifications discussed in this section.
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ServiceCenter Problem Management

You may want to customize and configure the definition of problem
ticket formats and management in ServiceCenter. Based on your
needs, you may need to create additional problem categories to reflect
the automatic problem ticket processing supported by the SCAuto for
IT/O product. You can use the problem category named example as a
guide or template to build new automated ticket categories and their
associated forms and database dictionary definitions.

Figure 5-27 shows a portion of the database dictionary structure for

the problem file. This can be used as reference for custom categories

based on the problem file. For more detailed information, refer to the
“Database Dictionary” section in the Base Utilities Guide.

File Hame [problem Root Record (if -1 then on QL [50344757
Field Hame Type Index Level Keys
descriptor | fetructure 1 o < feopuns  —— 4
-I'l_e-a-cit;; ------------------------- lstructure 1 1 j |header,numher j
| number Il:haracter 1 2 |header,last j
| page humher 2 2
| total.pages humher 3 2 'unique
| openitime dateAime 4 2 |header,number B
| category feharacter [ 2 |header,page =
| alert.time Hate Aime 6 2
| assignment Il:haracter T 2
| update.time Hatetime 8 2 |
| asgnchg humher 9 2 |
| status hharacter 10 2
| closetime HateAime " 2 0
| reopen.time Hateime 12 2 |
| last Jogical 13 2 |
| deadiine.alert Hate time 14 2
| deadline.group Il:haracter 15 2
| deadline.alert.flag 'ogical 16 2 |
| lookup.time dateAime 17 2 - ] |

Figure 5-27 . Portion of the Database Dictionary structure
for the Problem File

Event data is channeled and presented in ServiceCenter according to
controls defined in the Format Control records associated with
specific problem category formats (display forms). Refer to the Format
Control Guide for complete information on Format Control in
ServiceCenter.

Additionally, the Forms Designer tool is used to create custom forms
for added problem categories and customizations to accommodate the
automated problem ticket generation from SCAuto for IT/O events.
Refer to the Forms Designer Guide for more details on form (format)
development and customization.
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Chapter 6 Scenarios

Introduction

This chapter provides scenarios of different high-level configurations
that can be accomplished using SCAuto for IT/O. Depending on your
business needs, the following examples may be implemented
individually or in combination to achieve your business goals.
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Uni-directional Automatic Problem Ticket Creation (Mode 1)

This implementation is described in Chapter 1, “Introduction,” as
Mode 1 of the Operational Concepts.

In this mode, IT/O events drive SC tickets. This occurs through the
registered connection from IT/O to SC via the MSI API. This mode
requires the following components of SCAuto for IT/O:

= scfromitoMSI and scevmon processes
e ToSC Queue file

= Event Maps (event.ini, TCL scripts, and maps referenced in
event.ini)

You may start the adapter processes using the HP OpenView “ovstart
<process name>" facility. Since by default, all the other SCAuto for
IT/O components are installed and configured to execute, using the
integrated GUI menu options in the Root/Node Bank Windows will
start all the adapters.

You may be able to customize and remove the unwanted components
from the menu by doing the following:

= Modify these files:

- $OV_CONF/0OpC/mgmt_sv/appl/registration/C/opc_adm/
scauto

- $0OV_CONF/0OpC/mgmt_sv/appl/registration/C/opc_adm/
scauto

= Under the Action “startALL”, “stopAll”, and “statusAll” sections,
remove the components that you do not want to start/stop.

Since only the scfromitoMSI and scevmon processes are required in
this implementation, you can use the LRF files supplied in the
<installed directory>/Irf_files directory and execute

ovdel obj scfromtoMEl.Irf,and ovdel obj sctoito toremove
the registration of these components.

In addition, you can modify the LRF for scfromitoMSI and scevmon
and change the first parameter to OVs_YES_START, and then execute
ovaddobj <fil enane>. This causes the HP OpenView ovstart
facility to start the process by default.

For more information, refer to the HP OpenView Administrator’s
Guide, or the man pages for “ovaddobj” and “ovdelobj” commands as
well as the man pages for "Irf".

6-2 SCAuto for HP OpenView IT/O User Guide Scenarios



(Out of Box) Bi-directional Problem Ticket/ITO Message
Creation/Update/Close (Mode 2)

This implementation is described in Chapter 1, “Introduction,” as
Mode 2 of the Operational Concepts. This is the out-of-box default
behavior.

In this mode, I1T/O events drive SC tickets, and the SC tickets control
IT/O events. This amounts to a partnership of managing the events,
where each application provides a significant contribution to the event
and problem management process. This mode is constructed through
the registered connection from IT/O to SC via the MSI API, as well as
the MEI API. This mode requires the following components of SCAuto
for IT/O:

= scfromitoMSI, scfromitoMELI, sctoito, and scevmon processes
e ToSC and FromSC Queues

= Event Maps (event.ini, TCL scripts, and maps referenced in
event.ini)

You can start or stop the adapter processes using the HP OpenView
ovstart <process name> facility or the integrated GUI menu option
from the Root or Node Bank windows.

In addition, you can modify the LRF (in the <installed directory>/
Irf_files directory) for these components and change the first
parameter to OVs_YES_ START, and execute

ovaddobj <fil enane>. This causes the HP OpenView ovstart
facility to start the process by default.

Refer to the HP OpenView Administrator's Guide, or the man pages for
ovaddobj and ovdel obj commands as well as the man pages for
“Irf”.
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Creating Problem Tickets with Trouble Ticket Interface
(Mode 3)

This implementation is described in Chapter 1, “Introduction”, as
Mode 3 of the Operational Concepts.

This mode is an alternative configuration of Mode 1 (Uni-directional)
or Mode 2 (Bi-directional). It uses the IT/O TTI API instead of the MSI
API. This allows for a more focused configuration of 1T/O Message
Source Templates, freeing the MSI API to be used for other
integration efforts, if desired. MEI usage with this mode is identical to
the previous modes.

This mode requires the following components of SCAuto for IT/O:
e scfromitoTTIl and SCEVMON processes
e ToSC and FromSC Queues

= Event Maps (event.ini, TCL scripts, and maps referenced in
event.ini)

= |IT/O configurations for TTI to execute <installed directory>/TT]I.sh,
as well as source templates to Forward message to Trouble Ticket
Interface.

Because this implementation does not require the execution of any of
the other IT/O interfaces, you can remove them from the GUI
integration as well as the SPMD (ovstart) profile, if desired.

You can start or stop the scevmon process using the HP OpenView
ovstart scevmon facility. Since by default, all the other SCAuto for

IT/O components are installed and configured to execute, using the
integrated GUI menu options in the Root/Node Bank Windows will
start all the adapters.

You may be able to customize and remove the unwanted components
from the menu by doing the following:

= Modifying these files:
- $0OV_CONF/OpC/mgmt_sv/appl/registration/C/opc_adm/scauto
- $0OV_CONF/OpC/mgmt_sv/appl/registration/C/opc_adm/scauto

= Under the Action startALL, stopAll, and statusAll sections, remove
the components that you do not want to start or stop.

Because only the scevmon process is required in this implementation,
you can use the LRF files supplied in the <installed directory>/Irf files
directory and execute ovdel obj <conponent file nanme>to
remove the registration of these components.

In addition, you can modify the LRF scevmon and change the first
parameter to OVs_YES_START, and then execute

ovaddobj <scevnon LRF fil enane>. This causes the HP
OpenView ovstart facility to start the process by default.

Refer to the HP OpenView Administrator's Guide, or the man pages for
ovaddobj and ovdel obj commands as well as the man pages for Irf.
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(Out of Box) Node Based Problem Tickets

By default, after installing the product, the To ServiceCenter TCL
scripts are configured to generate pmo events with the category of
example. Also, the default behavior for the example category in
ServiceCenter is to match problem tickets based on the logical.name
field in the pmo event. If this is the desired effect, you do not have to
customize the product.

If you want the pmo to go into a specific ServiceCenter category, you
must take the following steps:

= Make sure that the targeted category contains format control logic
to handle a pmo the same way as the example category.

= Customize the TCL scripts to generate the desired category in the
resulting pmo event.

Refer to Chapter 5, “Configuration,” for more information about these
steps.
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Cause-Based Problem Tickets Per Node

This implementation is primarily designed for a typical 1T/O
configuration. It essentially takes the node-based concept of
OpenView NNM to another level, to an Application-based or Cause-
based event per node in the managed environment.

For example, in a node-based system, every event that is configured to
be captured by IT/O on the same node will funnel into the same
problem ticket, regardless of the nature or cause of the message. In
contrast, a Cause-based or Application-based system makes a
distinction, for example, between a Security event and an OS event by
opening different problem tickets for these events. By default,
ServiceCenter and SCAuto for IT/O are node-based.

To configure for a Cause-based or Application-based system, these
modifications must be made:

= The default ServiceCenter Event Registration expression must be
modified in ServiceCenter to match pmo events with existing
problem tickets based on the logical.name, category, and
cause.code fields in the pmo event.

= There is a ServiceCenter unload file provided in the CD_ROM
media in the directory /Zcdrom/sc_unloads/scito_pmoreg.unl that
you may load into ServiceCenter to affect this change
automatically. To load the file, use the ServiceCenter Load/
Import command on the Options menu (located on the Database
Manager main menu (form)).
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IT/O Message Group into ServiceCenter Category

This implementation facilitates the management of large numbers of
IT/O event messages by funneling them into different ServiceCenter
categories based on the IT/O Message Group name. This enables the
IT/O Administrator to control which IT/O message opens a problem
ticket in which category. This grouping of problem tickets by IT/O
Message Groups is a logical approach to eventually assigning problem
tickets to the same group of technical support staff based on their
expertise.

To configure for problem tickets to be opened in categories specified by
the Message Group of the IT/O Message:

= In ServiceCenter, create categories matching the 1T/O Message
Group names. This will later enable the SCAuto for IT/O adapter to
assign events to these specific categories based on the IT/O
Message Group of the interested event. Also, make sure that the
correct event registration and format control logic are built into
these new categories.

e In SCAuto for IT/O, modify the default “ToSC” TCL scripts to
generate specific category and cause.code in the resulting pmo. By
default, the category field is hard-wired to the literal example. If
desired, you can use the IT/O message group value to populate this
field by changing the line:

eventObject set_evfield category example
to

eventObject set_evfield category $OPCDATA_GROUP
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Converting Messages from Windows NT

Message text from Windows NT-managed nodes contains an extra
linefeed character at the end of lines and will apppear as a “*M”
character on UNIX systems. This extra control character causes errors
in the event registration mapping of ServiceCenter. To filter the text
and strip out the extra “*M”, use the following TCL syntax:

[join [split $TEXT_VAR "M ]

Make sure that the “*M” character is entered as one character in the
“vi” editor. You can use CTRL+V and CTRL+M to enter the “ M”
character.
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