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1. IECHIZ

1.1

AK~==2T/)LiX. Reflection for Secure IT Server for Windows (LL#% [RSIT Windows ¥ —/3]
LA N=T a2 802N T, BARZOMMITIEII OV THH LI LD TT,

BAB, 774NV IFREDEETHLZOEERMEVTHTET N, RENEO X2V T 1 LOK)
RAETHRIEE | BERAAHREICHE L ELWERE EEHEZ G L TOET,
HAFEANTIEALKIZ E PRI B TOMANE L L TORWERT, #X~=27 1B 5 PKI
X2 PKI Service Manager I[ZOWTOMIBNIEIZELE L-, HEERX, AAE RS2 A M A B
<http://support. attachmate. com/manuals/rsit_win_server. html> EOHT X~ T LV ESRT
SV,

CEEEIE]
EIN T RSIT Windows #—/% 8.0 Fix kit (build 127) ZEN Y U —AkgE L THERME L T ET,
KETHIEY U — 2 X772 RSIT Windows $—/% 8.0 gJ#AV UV — AR CIZEKRARRMELE 1125
TELETDOT, 77 ANEHQ 1I-()EBR)N—V g VRIENELMHR L., 8.0 Fix JRDOK
EHEAT IV,
GE1] 8. 041V U — K (build 125) RIENZE :
7 T AL —RERIZ BT 2 % O Y — 3§ SSH H— B A 23 AR L 72 WS

Ty AN T FNEHRT 0T T ARRLDOPIIEHLEETURERHY £, N—Ya Tk
Y “F-Secure”. "WRQ”. “Attachmate” 2MFEHOILTWET A, F-Secure #:/>5H WRQ =~ HL L
. WRQ t1: = AttachmateWRQ #l: = Attachmate £L &\ &th4 OZEIZ LV IHAEA 23 %> T
WLFIENDLTT, —BH LR E AR — MERIC X koS L TEWD L7z T, Z20
LTI TSV,

1.2 SSH OEE

telnet IZLKDHVE—Fr T A URRFIPIZED 7 7 A MEREFE DY L 28E Tik, "I&HE”,
"R TEL TS E VST RIEATAEZT HAERMENTAE L E 9, SSH (Secure Shell) i,
"HEEART. TRRRET. T — X OFEEMRGEIC LY, INOEEHHITANG/NAT — RREET
— X EEFRIRE L ET,

SSH 127 74 7 v MER LI — SRR TR ISNE T, 7747~ MillZ, #oiRs 72,
FIHZICH L= v H—T 2= ALK o~ B, A7 v a U aEBHLET, — ML,
WIRbLZIT L, 7—FICXD SSHHREZ TR 20— 22 @t LE ¥, ¥ —MAlok
TFEWNE (Configuration) ICL VIEMABRIESZ 747V 607 7w AIREEZEE L £,

ABLE RSIT Windows H—/3 (&, Windows OS [T SSH $— SHEEE A $24L L £ 9,
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VE—=RMPODZ—=IF a7 A 73 SSH OFEAKIEL 20 £, SOITHERHLLIcEF =7
t@EotryvarERHL, VE—bha<wr R, sep(EFaT7 774 0a’—), SFIP(EF% =
T 7 7 A VR | TCP AR — MRS D4FE SSH AR VERKRE 240 L %3,

VE—ha<wr NI, 7747 MITEALIZa~v > 2 ) E— FKRA RN ETHEITL, 2DV
s—ya— RCRR R HIE L E T,

sep X fERD rep PO a~w FEX LA T v a v EHE L. rep ML OETHZ - L THE
LE L7,

SFTP 1%, FIP LMEBlOa~y R, A7 vay, AT a~vy REAZ L. FIP 5 0@ & #ix
ELTHELELE,

TCP HK— NEEIL TCP EOT 7V r—a VilfEa hx U v 7 L, Wbps VPN 2 EB L E T,

I HBEREIL. MIHEHEENIC T~ FEIEL TR 213002, A2 V7 N/ 7w 7T L0
ICKDBEEFETEZAREE L, BEREE Y AT LAOMABALE M E LTE LA I TWET,

1.3 $EIRIR

(1) AT LB
(a) ¥AR—F0S
« Windows Server 2008 R2 (x86-64) .
 Windows Server 2008 (x86 I XN x86-64).
+ Windows Server 2003, 2003 R2 (x86 3 LT\ x86-64) .
* Windows 7 (x86 33X TN x86-64) .
* Microsoft Cluster Service
A
8.0 75 IERUT Windows 7 %R — k&b £ L7,
@Windows [RIMEE o — 4/ ekt 7 7 A 7 > NSO Windows 7 A & 2 AZKNTHESF F S0,
OBNESME L IFHNT, Windows DO WEFIVER R OBLEAN G H1Z 0S DFHT SP (P —E A3 7)
BROWZ Ty 77— hra@EMAL TR ZLamHELET,

(b) HAR— K CPU
- x86 (32bit). -+ x86-64 (64bit AMD x64, 64bit EM64T)
A VA P=NTOTTET AL, 32y ML 64 By MERH Y £, )

(c) MET 17T A
v A 271 Y7 kXML 6.0 parser
A VA M—VREIZ 0S IZFELARWEES, By M7y 77 R Z ARABIICA VA b—b
LET,



2. EA

2.1 EARIDIEREE
1) £ A=AV Ta Tl TLT77 AL
(a) CPU ~D%t)is
2By MRE6EY NEAHY 9, HAOSIZIEHCTHEWSIT LET,
ERIE 8. 0 Y U — AR (build 125) T72< 8.0 Fix i (build 127) LIFEZfEH L £ 9,
RSIT /X— 3> | 0S B v Mg AVAN—NT BT TFTET 7 A NS

64 £ MR | rsitservwin—8.0.127-wx64. exe
8.0 Fix i

32 B> MR | rsitservwin-—8.0.127-w32. exe

[ . EFZRET A 8.0 Y U — AR (build125) D7 7 A LAITLLFOM@ Y T3,
RSIT N— 52 0s £ ME SR TR FA T A

64 > MK rsitservwin=8. 0. 125-wx64. exe
8 0FH YV —X Ik

32 Ty MK rsitservwin=8. 0. 125-w32. exe

(2) Windows 0S D ELHE)
RSIT Windows H— 717 F LA A h—/L LT2#IC Windows 0S O FRENNS M TT,
(3) A v A b= NE—H
o —7 /b Administrator 7 U b HLT A A R—L LET,
(4) R=V a7 v 7HOIHNN—Y g OB (2.2 1H THK)
[H/N—30 3 228 RSIT Windows $—/% 6.0 LIEDOHA, HA—Va v %7 A VA h—L4
FTICEDEE 8.0 ZBINA A=V LET, BRICT A U X F— L FEATHEIZH Y *
HADT, ZOLGETHHRA A =L LTFIW,
[H/N—3 2 A% F-Secure SSH Windows #—/3 5.3 LIRTOHATE, sshd2_config 7 7 A /L
wIRE L7z B¢, F-Secure SSH Windows ¥ — "ZHFNIT A > A h—/L L TFE,

22 BALDRA 2+

FHA A RN EN—=Ta T vy TREOFIEICONTHAL £,

RSIT Windows H—/% TiZ, N—=Va 7.1 LK EHEEA A F—RITIHA—=Y a COREN
BEAEBITTABENEBNMSNE L, Lo TAEE2E) TRTA—Va 7 v 7 FIEIE, B
N=Va VORENEZBHBBIT TS L9, BRA=Va v iZT7 v A VA M= AETIZEDOEE
LLTHA=Ya v aiBiA VA M—AT25FIEEEEL LTHBILES, BAA—Y 3% —H
ToAA =N, WOTHEA—=Ta VEFHA VA=A T2FIETHLMEITH Y £EA,
Fiz, IHANA—=Y 3 Oxt4HE RSIT Windows H—/3 6.0 LIFEE L, F-Secure SSH Windows #—
2N 5.3 VAR & LE L7z, F-Secure SSH Windows H— 3B —2 g U7 v 75 R
. ZRAIZHER D sshd2_config 7 7 A W EBRAFD ETIHN—=Ya &7 VA VA =L L, &
DT80 EHHA L A=V LTFINY,

FIEGFHH DR, "R EBELOR A 2R LET,
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(1) BEZ 7 A VDA A M—=NI AT (T 7 40 M)

Ver
A= AN 8.0
C:¥Program Files¥Attachmate¥RSecureServer
AVAR=NETFE | T.x
6.x |C:¥Program FilesYF-Secure¥ssh server
B~ 7 A L 8.0 |1) Windows Server 2008, Windows 7 DO¥F&
GRET AN, BA M) 7. x C:¥ProgramData¥Attachmate¥RSecureServer¥
D RAEIE T FILE L 2) Windows Server 2003 D&
77 ANV C:¥Documents and SettingsYAll UsersYApplication Data
¥Attachmate¥RSecureServer
<« HET 74V : rsshd_config. xml
o IRA g hostkey/ hostkey. pub
6.x |C:¥Program Files¥F-Secure¥ssh server
«HET 7 A4V : sshd2_config
« IRA M hostkey/ hostkey. pub

(2) RXR=Var7 v 7EO A Ver 7.x/6. x DILBREES

A Ver 28 7. x D&

A Ver 2% 6. x DEE

s 10 Ver DY BB 7> A A M—LT 5

ToUA VA R=)L LN

IH Ver fRAENRFD A A N—NAEEDIEEA A h—

LA

B Ver A > A b—L FE: IHVer DA LA F—LA
T2 5| &Mk 722, IH Ver
RERIZARIS T 7 40 R DA
2 HEEIE. A A h—/LERIZHH

RHNHRET 2D MEH Y £77,

FER: Verb.x & 7.x DA U A
f—nix kRO LI ICE
<HNZ7e 0 9,

BINA A R—&THD | 8.0 sshd +— ¥ 2% A EEAIE
0S FHiEEhZ D

sshd Y —v 2Dk

[H Ver 6.x sshd ¥ —E &
8.0 sshd #—ERZADOWFHan
Bt [E 1]

CE 1]
IH Ver 6. x 17 A A h—/L SPHEAE L A BIAR

EDEERDOT, A VA RN—ILETHD

Windows 0S FREEIRHICIX, #TIAM A & b sshd P—ERAZBMAL LS & LET, L LERRIE.

BRI DB ST, Fl— U A= 7R — b BREEICfE il T

YHEWDS ZETIRIET BT,

BTN TGO sshd —EAREB L, b 5 —HMFIRRIEICAR Y £97, £913, FHRIET

W7 IR S RENA ZHER L T TSV, [RRFEIELSMNE,
/BRAGIS FIRE T,

WFROY—E XL FRIETEE




sshd ¥ — & ZBRERIR I OERR 7 15
a) M 4 Bl & . BREM M LD AT —F ARKR THER
b)Windows # A7 <R —T XL D7 0 AfER -

Ver 8.0 / 7.x kA& rsshd. exe

Ver 6.x 7ut = fsshd2. exe

(38) A > A bF—VTFIEOHE
MBI T X D120 £4,

7.x b 6.x D
1 1
| ® -8.0 DA LA h— (REMIFIE 2.3 BH)
— — —
l @ « Windows 0S 7% Py
P P .o
| ® - FMECsshd¥—bREEE || FRIETshd A%
. . 11 <Rk 2) [ 112858
—
| @© - mEEE LY B LNARR. R -
r 1 r 1 r 1
[ ® - BREMHE LV sshd —E X & HEE) (0S OFEE)LAZE)
1o 1o 1o
G - BYEHERR
[ 1 [ 1 P

@ 6.x &7 VA LA b=




23 4 VR F—I)LIEEEMFIE

ZITEHA VAN AT BT T LT 7 A N EEHEEE L ROBMEFIRIC OV TR L E T,
B CD W TEAT 25618, EB) & BN A X » 7I @) BB L £,

(1) A YA M=NT BT TANT7ANDOEITHG

A VA =TT T AT 7AW ZIE rsitservwin-8. 0. 127-wx64. exe) & 2 — N I)LT 4 AT
FOEEOT7 A AF TFICES, EBLET,

_inix]
‘@Oﬂ T~ RSIT Windows_Server - 8.0 Fix - & [ o Fomn® \Q‘
=2 vy S{JINSEmD v HE -« FLOTHIE- = ~ O @

2l - [EXES | =zrms |
(M Oy —a—

&.‘ Ol T8 (5 [®] rzitzeromin- 001 27w d g 23789 KB 2012512005 831 PO

, _RSIT Wfindows_Server

. B0 Fix
| inetpub
. Perflogs
. Program Files

. Program Files (x8E)
, ProgramData
) Windoves

c 21— | | i
l 1 {EEE

2) A VA= Ta ST LT 7A)LD unzip L

unzip SEDOWERBEHEZEZRLET A VA =T 0l T L7 7A)VEE—DOBEFIZE—LFRO
B 7 A VEEROMERBEE 2R R LETOT, ZOFE[KIAZ %227 U vy 7 L, REHET
[Yes] R& > %27V w7 LET,

@ Select the folder where you want to unzip the files to:
g

I T_Windows_Server¥s.0_Fix¥rsitserywin-8.0, 127-wx54 ... I

Folder
'C:¥_RSIT_Windows_Server¥8.0_Fix¥rsitservwin-
does not exist. Do you want to create it?

(LiEs <., unzip ¥ A2FITET, )

7 Reflection for Secure IT Server for Windows x|

Unzipping file:
C:¥.. ¥reitserywin-8.0. 127-wx6<¥rashd.msi (42%:)
g

Overall progress:




(3) BAAHE DR

a) Microsoft XML 6.0 parser NTEE L7 WEE

<EmA>
Microsoft XML 6.0 parser ME A% B4 L £9, [Continue]l R¥ &7 U w7 Lk LET,

<EmB>
[Continue] R¥ %7 U v L, WEZEkeE L E T,

EEAD h Attachmate Reflection for Secure IT Sen{er 8.0 (x86)

)

b) Microsoft XML 6.0 parser B{FEIET HEE

Install Attachmate Reflection for Secure IT Server 8.0 (x86)

Before you install Attachmate Reflection for Secure IT Server 8.0 {x86), the software packages listed below
must be installed or removed,

Click Continue to install or remove these packages or click Cancel to exit.

Install : Microsoft ¥ML 6.0 Parser

MSHML 6.0 Parser

| Pleaze wait while Windows configures MSXML 5.0 Parser
1 o
=

Gathering required information...

Install Attachmate Reflection for Secure IT Server 8.0 (x64)

&+ Attachmate Reflection for Secure IT Server 8.0 (x86)

Install Attachmate Reflection for Secure IT Server 8.0 (x86)

Help |

Gancel |




(4) Software License Agreement (Y 7 b v = 7 AEFFEEEKE) HE O R R
NEEZHERL, Ty I ~v—T %A, [Continue] RZ %27V v 7 LET,

£ Attachmate Reflection for Secure IT Server 8.0 (x64) o ] |

Read and Accept the Software License Terms

ATTACHMATE® SOFTWARE LICENSE AGREEMENT :I

REFLECTION® FOR SECURE IT v8.0, CLIENT FOR UNIX;

REFLECTION® FOR SECURE IT v&8.0, SERVER FOR UMIX (INCLUDES CLIENT FOR UNIX);
REFLECTION® FOR SECURE IT v8.0, SERVER FOR WINDOWS: or

REFLECTION® FOR SECURE IT WEB EDITIONM v8.0:

IMPORTANT — READ CAREFULLY:

This constitutes a legal agreement ("Agreement”) between you (either an individual representing yourself, or a legal

entity that you represent as its employee or authorized agent) and Attachmate Corporation ("Licensor”) with respect to

the software, together with its included documentation, that you are receiving, accessing or installing, and that

constitutes awhole or partial copy of a product named above (the "Software”). Unless you have entered into a

separate license agreement with Licensor, you accept and agree to be bound by this Agreement by (i) selecting the
“accept” or "yes” option when an on-line process prompts you to accept this Agreement, or (i) by installing, copying,
downloading, accessing or otherwise using the Software. If you do not agree to the terms of this Agreement, Licensor

is unwilling to license the Software to you. In such event: (i) you may not install, access or copy the Software, and you
should nromntlv destrov anv whaole ar narial conies of the Software in vour nnssaession and (it van mav receive a full ;l

¥ 1 accept the terms of the License Bereement:

Help | Continue I Cancel |

(5) A A F—LEHRDAT)
A VAP AEICHET 2R TONHRE 350X THiE &L Y AL, fHERAIZI,
[Install Now] AR ¥ > %27V v 7 LET,
firH AJJEF I [Install Now] RZ &7 U w7 UCHMBRITIERF IS L £3,
(5-1) [User Information]# 7 H & D AT
VB BERRIGEREATLET,

4* Attachmate Reflection for Secure IT Server 8.0 (xfd) = 1o =]

Uszer Information I File Lacation | Advanced |

Personalize your install

Full name: IIc:hiro

Qrganizatior: Iﬂttachmate

WPA: I

Optional: Pleaze enter your WPA number here (valume license users
ohly; this number iz printed on the VP& Certificate sent to you by
fttachmate). Doine this enables us to service your account quickly
when you contact us.

Help | Thztall Mow I Cancel




(5-2) [File Location] Z Z7HEHEHNNSD AN
A A=V ERELET,
T 7 4V M, HNICERLTWAEA A =TT,

£+ Attachmate Reflection for Secure IT Server 8.0 (x64)

(5-3) [Advanced] # ZHHEH>H DAL
AREEANOREIL, FAIEOEE L LET,

£+ Attachmate Reflection for Secure IT Server 8.0 (x64)




(6) A > A N — VALFRDOHETTHR R
AEHTTOT, ROFETHHZEZTTHET, LELIHHET,

& Attachmate Reflection for Secure IT Server 8.0 (x64)

(1) A > A b—/L5E T B DR
AVAN=ADN5ET LE L, Windows 0S Z fFicE) L £,
“Restart my computer for me.” IZF = v I ~—27 & ANDED, ANTIZ[Close]l] RZ %7
Uy L, 0S HEEiEREE CYes] N2 27 Uy 7952 LT, 0S FEENLET,
0S FHEENHERREIM TNl AR Z 7 U w Z7HpE, 0S OFFEELEA~TIBITETITA v A F—b
E¥EEZKTLET, ELMEMELS 2DI2E, 47708 ofEB 2BV LET,

& Attachmate Reflection for Secure IT Server 8.0 (x64)

Attachmate Reflection for Secure IT Server 8.0 (x64)
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(8) 0S FHECENf& DOHERE & 1B /E
0S FFEC@N#%, sshd H—E R ZTHBIBICBIME L £9,
GUI X EMEI 2 B &, FHAEIZ T sshd —E 2 &=L L ( 3. #fE) S8) . GUI 3%E M %
WMUTar 7 JOWREL ETONKFMHERE LET,
RENBEEMRLEZDL, PFRIEICTC sshd b —EAZHBLE T,

24 ToA VA =L

(1) 7oA A M—E

T oA A M=, Windows O (70 2'T AOBMEHIER / 707 T KEERE) 705 FEhi
LET, 7oA VA= ED, 0T T LT 7 A VITERITHIRENE TN, KE7 7 AV
EARA MBITHIBR S ALTITER Y £,

HNR— 30 6.x T A VAR—AETICHEA—Ta 0 8.0 2FOFFEMA LA =L
PRI A EET A LRV ET IHARR—Va v 6.x 2T A v A M= T 5L, [
0 JZAOBEMEHIFR] / 77T A ERE] EOTRAMEME LEIFRT S,

N—328.0 Attachmate Reflection for Secure IT Server 8.0 (x64) |&KHE <EA>

Attachmate Reflection for Secure IT Server 8.0

N— 39 V6. x WRQ Reflection for Secure IT Server KHE <EB>
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<EA> N—T =3280

FEREEE T IOl x|
‘QOVE ~ IRI— IR - SATOI Fa—b ARNRE ~ FHSLETRE - & [Fo55e. @‘
L FOISHOPIA VA - NEEUEE
LA NENEESTSSE  TOYILETUAVAR-LIBEE, ~ BRI OSSLERIRLT PA VAR (KB $EiE 1518 £0UhLad,
T

B Windows OIEREDFRTNEET
T EIhb

Bl o~ TLALARL EE

Attachmat flection fo ) Attachma oration
Microzoft MET Framework 4 Glient Profile Microzoft Corporation 20114124158 3saMB 4030319
Microzoft MET Framework 4 Glient Profile Language.. Microzoft Corporation 2011412415 293 MB 4030319
Microzoft NET Framework 4 Extended Microzoft Corporation 2011412415 519 MB 4030319
E@.Microsoft MET Framework 4 Extended Language Pa.. Microzoft Corporation 2011412415 106 ME  4.0.30319
@VMware Tools Whiware, Thc. 2012406522 376 MB  8.4.9.30422
Attackmate Corporation S8/ 5—as 800127 =MD bt ttachmate com
AL I http: S Fzuppaort attachmat ..
CENEEINE T =10l x|
o e = itk .
‘L)L) [E - avkbO—ib B3 - FOSLERER: ~ & ez [0}

JrUME REE #TN YD ALHH)

e FOIFLOPIA YA M- NI LEE
LAPIVEERIIOISLE s p AR b AR, ~EASIOSSLERIRLT [P A -] [EEL S BEE] #00s0L3,

Windows Marketplace TERLLVG
043 4%ERE

@ Windows JHERECENEFED
#Eihik

Bl > EHET v LA R EE (7]

MET Framework 35 Language Pack SP1 -.. Microsoft Gorporation 21412420
ﬁjMicrosoft MET Framework 35 5P1 Microsoft Gorporation 21412520 367 MB
L7 Microzoft NET Framework 4 Glient Profile Microsoft Gorporation 201142420 120 MB
Microzoft MET Framework 4 Glient Profile Language.. Microzoft Corporation 201142420 183 MB
Microzoft MET Framework 4 Extended Microzoft Corporation 20112720 380 MB
7 Microsoft MET Framework 4 Extended Laneuage Pa..  Microsoft Corporation 201112420 766 MB
(& vMware Tools WMware, Inc. 2012/06/22 117 MB

[ BER 7

<EB> NRN—T36.x
B 7055 L0EmEAIR =10l

B VAR LENTOET0S 5 r EHIDSZL0FTD meEzer w0 7l
@ +Lhaca HAZ 057MB
@ Attachmate Reflection for Secure IT Server 7.2 5M HA{Z 24 20ME
|5 MSHML 60 Parser HAZ 1.31ME
’I@ Trend Micro OfficeScan Glient HA  256R00MB
(& WMware Tooks H4Z 4062.00ME
@ Windows Internet Explorer 8 HA 7 4.25MB

WRQ Reflection for Secure IT Server

&
FE B

WRQ Reflection for Secure IT Server

ARCBEFRTA=AN Sl - MLAELIREE. LT OBEEERLTEE
WRG Reflection for Secure [T Server

HBiTm WRE, Inc.
Wersior: 614 Build 6
H— & http:/‘supportwrg.com

X
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3. B4

3.1 BEBEMD 5 D#EFEEE
(1) REBE O

A T Windows @ [A & —

11—
ax ;&

FIARZ NG,

[AX—F] > [T _XTHOTa T 2.] > [Attachmate Reflection]

> [Reflection SSH Secure Configuration]

ENEYGEIR LA E B 2o LEd,
JEEC -
AE I O R REIE L sshd O — B AFEE) & 13 L7237 2 AT,
X E MM DFR 7R © ssheconsole. exe  sshd #—E & : rsshd. exe

(& Internet Explorer (64 Pl
@ Internet Explorer
Ej Windows Update

Configuration

I

2

, tb‘u [Refloction for Secure IT Sarver| T

o i

| Y-l e
E ST
JhO= Al
THA AT -
)| v
AL — b
e AR E LTET..

4 HIlLESD

[IZ055LE571 Lotez g o547 )

e | % & 5

A

@
J o fi-pigmen

’_,J THAI0-3

<Nindows Server 2003 R2 Diz&>

driirnistrator

{—2sk %A aba-p

Internet Explorer

[ to-n 00 ,

Microgoft Update

TR

AR =Tt
IRy
Microzoft Office

Lhaca

— | e el W

* ¥ w wv ¥

ooEEg |+

&

Attachmate Refle &‘,ﬁ Reflection 55H Server Configuration

piA70 [8] revhsmw

@25~ | & @

|
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AR T T DA K

ROEBH IR E SROFAL SRR S TWET,

AL N
A= a— File., View. Action, Help @O FICHKFEEBIDOIEENH Y £7°,

- File > Save Settings, Close

« View > Toolbar, Event Viewer, Latest Debug log File

« Action > Start Server, Stop Server, Restart Server, Configure Cluster,
Restore All Default Settings, Restore Pane Defaults

« Help > Help Topics, Support Web, About Reflection

PRfpR 2 =l | ] | [ []53 s Restore pane defaults
« /£ [Save Settings], [Event Viewer],
[Latest debug log file] -+ <7. 2 SPI 7226800,
[Start], [Stop], [Restart]
« #/ FlZ [Restore Pane Defaults] A% o
[Status] + sshd ' —E XA DIRBEL FoR
] * RSIT Windows #—/3D /N— 52/ build & A VA h—/LEEFR
[Tdentity] * RSIT Windows H—/3 AR A NREEH (FTE, 2 A b, XA VxR b)) DFER
2 7 * RSIT Windows H—/S78 A hAEMEAE

* Server version string (77 ABGEERIZ Y T4 7 2 b ~#oRD H EE#H)

[Configuration] | « FHEFZREDIEE/F/nmim 4. FHE #&MR)

& 7 i

(3)

B T b oD B AR

a) sshd y— Y 2DOPBLE L EIE

ROEBE EDORZ AFENA = 2 —DBFUT LV | sshd ¥ — E X DBAA/1F 1L/ FREE) A3 0T
BT,

REWNE DIRAFE & S

[Configuration] &# 7 Wi N DO FEzR Elmim FCTANREDH ., [Save Settings] RE /A
a2 —DBERIC LY FONEK % "rsshd_config. xml” 7 7 A W EEXRFEL 4, EEXAR
FFRRIZZ AT v MERD D > To b DN HBRENEIESTZ sshd ¥ —EZOEEICRY £,
RENEDT 7 4 /v ME~DIEE

[Restore Pane Defaults] HRH /A= =2—DBIN = FREMRANEET 7 4/ ME~
[Restore All Default Settings] X == —DEIR = REHRNEEZT 7 /L ME~
HHNEZ T 7 4 /v MEICR L72#IC, [Save Settings] N v/ A=a—ORPUZL D D
N% % “rsshd_config. xml”7 7 A WZ EEERFE L ET, EEESREFRIZT T4 7 MR
R oT b DN HRENEIIES T2 sshd —EADEEICR Y £,

s
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4. B%E

41 ERFHEZTDRE

=A==

TI7HNV PRENBEDRETH, Mt x = V7 KETOEMRFRETT S, 4.2 FRIEFEM)
OAFEZHR I, BEEEX 207 R —ERAGTEHNINE - 728 72558 E 2 S AVE A RS S
NHZEEHRELET,

ZDH 12.2 BALEOKRA L Q) A A M=V FIEOME | DIZIIT D% E & NWAMERZ
35 D

4.2 FRTEFHH
RSIT Windows #—/NTid, & TOREZ GUI BEMIH 2 HFEE L, 42T rsshd_config. xml”~7 7
A TRIFSNET,
“rsshd_config. xml” 7 7 A VDOFHEIXT 74NV S TIETFTRT A L2 Y FTTNR A=V a 7.2
MORAFSeE A =2 —#fE( Action > Set Data Folder) M HZEHA[REIC/AR Y LT,
a) Windows Server 2008, 2008 R2. Windows 7 O34
C:¥ProgramData¥Attachmate¥RSecureServer¥rsshd_config. xml
b) Windows Server 2003, 2003 R2 DA
C:¥Documents and Settings¥all users¥Application Data¥Attachmate¥RSecureServer
¥rsshd_config. xml
A
N—= g 6.1 AT END, R TORENEN UL BRERE AW U CREMGEL LD 2D}
77 ANVBTHIFARNTZ 7 ANTHRLS xml 77 AVTY, B xml 77 A VERET L L
FEDDT T =K E 20 FTOT, FikE LES,

DUF, REMMEEICZEDORENBIZOWTIALET,
[Configuration] # 7 Z IR L. BiHEIAEMANDY V—iROBIR A = 2 — LR REM L%
R LR ESEET,
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4.2.1 [Genaral] ZFEEM®
=101 xi

File Wiew Action Help

HS@dlb i

Status | Identity Configuration |

= Restore pane defaults )

NEt\'\'DI’k I eeeeETETETETETETETETE—|

Ermissions Maximum number of connections: ISU
(=3 Lc_:gglng

- Bvent Logging Maximum connections per user: |5[J

i-- Debug Logging

. Audit Logging Session time-out (seconds): IU
EI Encrypﬁon
{ i.KeyExchange Banner message file: I Browse... |

= Authentication
[l Password

|»

EI Public Key
| l.Certificates
A SecurlD
SAPI [ Kerberos v
i Credential Cache
- Active Directory Acce
- SFTP Directories
- Mapped Drives
- External Users
[=]- Access Control
Client Host Access Ci
Group Access Contro

----- User Access Control vI
[ D

[Maximum number of connections:]
P T [RIRFIZ Hefoe rTRE 7o e 8 D BIRZFRE L £ 77,
T 7 4V MElE 7607, {707 (TERIPR A ER LT, EHIRAEERIX, 0S DU Y —XFEDH|D
FHRIC X DHIRICER TS0,
connection reuse EIfERHIX., F¥ RX/LLEINTH connection DX 1 T M LET,
[Maximum connections per user:]
12— N7 0 ORI O FIRARE L ET, H70” IZMEHRIBRZ B L £,
connection reuse (BEfFHEIE v 2 U FEFED ) DAL 1 connection & LTH T M LET,
[Session time-out (seconds) :]
T A WIEZZAE SN TOIRNT A R/VIREE DML L 72 RF I FRE R R #2 | Hefoe 22 A Bh DT L
ET, TORERMEZDEMTATILET,
B0 D6 BRREIERN & 72 0 £7,
[Banner message file:]
BEGiBRAAIFIC 7 T A4 T MUNZIBIITER R T HRA v =V TF AN T 7 AV 2IEELE T,
77 ANDILFA— FIZUTF-8 2 L, £SO Fa— FORHZIZHBZE#R SN ET,
AL
SSHZ T4 7 > MZ Lo TE, NP —FIRICAKIED b DR DD £, ki 7 74 7 > bR
BEREIC R THRIR LTV D Z L 2RO ETHRE T SV,
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4.2.2 [Network] EZXTEMEmE
=loix]

File Wiew Action Help

HS@dlb i

Status | Identity Configuration |

2 Restore pane defaults i)

- Permissions

) Listening address _ + Port Client keep alive (seconds
&1 Logaing ng | I p alive (seconds) |

. i 22 &0

Ewvent Logging

- Debug Logging 0.0.0.0 22 50

. Audit Logging MHetwork Binding x|
El E?prhon r~ Network binding information

i Ky Exchange

21 Authenticati
2 E|u le?sstcn'aorgn Listening address: I

- RADIUS Port: Izz

ublic Key
L. Certificates ¥ Client keep alive IS[J (seconds)
SA SecurlD
i GSSAPI [ Kerberos V
Credential Cache
. Active Directory Acce
- SFTP Directories
- Mapped Drives
- External Users

El- Access Control b OK I Cancel Help

i Client Host Access Cr

™ Require reverse DNS lookup

Group Access Contro

" User Access Contral = Add... Edit, .. Remove |
.| | B

sshd ' —E X531 (Listening) 57 X4 7 X2 L AR — FNEFORREFREEZ LET,
TN NI BRTORZT X T ZITH LTAR— b 22 FaEV 4 TET, RELEST 561,
[Add]/[Bdit] R % > %27 UV v 7 L, [Network Binding]l #A4 7 u /Ry 7 A%@LCTHRELET,
[Network Bindingl ¥4 7BV Ry I X :
[Listening address:]
SSHZ ZA4 7 v binb Ot A RHbZ T T 57472 (R—KMDIPT RLAZEELET,
T 7 AN RTIE, RTOERRIPT RLANLOZERERTT,
2 IP7 RLRAFREIL, IPv6 OFE 77 L, IPvd DA 70.0.0.07 & LET,
[Port:]
SSHZ A7 v " bR EHFEHZ T T 5 TP AR— hMEEEHEELET,
T 74V ME A— k22 & T,
[Client keep alivel
74T M L CIERMEESRZ LET, X =77 74 7307 v MK LT ER IS E A
NGEICUILET, 7740 ME 608 T,
[Require reverse DNS |ookup]
BEREERBAGRIFIC, TP 7 R L AND RAA A 24525 722 DNS OWi5| & OEMEZ T 5 10O
Ex LET, HERICHS E IR L IRpE, = — PRI Z iy L3 <lcilr L7,
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4.2.3 [Permissions] xXFIEm

f:__", Reflection for Secure IT Server =10l x|
File Wiew Action Help

HS@dlb i

Status | Identity Configuration |
2 Restore pane defaults i)
- Network —_
is Deny all logins
[~ Deny alllog
- Logging
‘.. Event Logging v allow terminal shel
Debug Logging Terminal provider: I'%SystemRoot%-‘éSystem
- Audit Logging
£} Encryption Terminal default directory: I%D
Key Exchange

i ¥ allow exec requests
[=1- Authentication

21- Password Exec request prefix: I

. RADIUS [V Allow non-interactive users to log on
[El- Public Key §
T File transfer
i b Certificates
RSA SecurlD ¥ Allow SCP1

GSSAPI | Kerberos V

™ Use SFTP accessible directory settings for SCP1
i~ Credential Cache

H v

- Active Directory Acce ¥ Allow SFTR/SCP2
- SFTP Directories ¥ Allow smart copy & resume
- Mapped Drives
- External Users [~ Tunneling

El- Access Control
i Client Host Access Cr
.- Group Access Contre v allow server to dient {remote) port forwarding

- User Access Contral =
.| | B

¥ Allow dient to server (ocal) port forwarding

AHE SSH Y — Y — A ORMAEE Y — LIS E L £,
ARREDM, [Subconfiguration] FXEIZL Y, IZIEF—WNA% Client Host/Group/User fARIIZ
fREWRETT,
[Deny all logins]
(BUEBEIZHESL L TV DR LIS D S DFT272) 7 T A T v R b O & 2 THER T 2 E
T7, [Subconfiguration] DIFEICAREITH Y FH A,
[Allow terminal shell]
I TAT RN DDE = I TN D0 E D IOFEETY,
b
— 2 VBB ERF AT EEIR & LT Windows 0S D& F 2 VT 4 RENALHELET,
[Terminal provider:]
— I TR EMEIC RIS T D — MUFET T e 7T LA ERRELE T,
7 7 4V M Windows fZHED cmd. exe T, FEEL TR, X SATHEELET,
AL
FRERHZ S AL IZAR—= R EZG0HAIE, Windows DX 2V T 4 L XTI U —T—
av (" )THL2TRIW,
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[Terminal default directory:]
H—= I FNEGRIRR DN L R T 4 L N R D ANREREE LET,
INAZFEEETIE, NEZ =AY 7 ("uD”, "%, %u”, “%U”) Z AT RE T,
T 74V ME "% (Windows —H 717 7 A L) JETT,
Windows =—HF 707 7 A /L7 7 /)L MEZLLTOEY T, FHEHER 22—V L0 ZE W)
a) Windows Server 2003, 2003 R2 DA
C:¥Documents and SettingsYusername¥
b) Windows Server 2008, 2008 R2. Windows 7 DIFE:
C:¥Users¥Yusername¥ (47 ¥ =7 F47C:¥Users”, Rz Ci¥a—4—")
RB = AN T
“UD : =T BT A NT F L
“UH =R AT K
c%u s —Hu s A A
c%U : RAA v a—Yra A4 (domain. username DEZ)

[Allow exec requests]
SSHUE—ha~vy REFATAREE T E I MERELET,
T 7 AV MIFEATAREE T,

[Allow non-interactive users to log on]

Windows H—0S @ B—hAtX =27 4R —REICT,"a—hvalF 245"
XUz o T —H/ T —FICx LT, SSHr 7 A VARl 2008 9 D afEE L E T,
A

Windows Server 2003 DAL, "w—HNm F AU EFATEH” HGUITR o THigha—H/
TN—=TIH LTUE, a~wr R7a 7 RMMERTERWRER SSH 1 71 Vs ki L, S2E/
(=X VT 4 RY —OREL R—OEEIZRY £7,
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# File transfer

[Allow SCP1]
OpenSSH @ scp (Z 2 TIEL"SCP1” & KAD) & ARAEMAARICHEIL L 22V FEsftp 7' b bzl L
TWEF, RSIT Windows H— 3Tix, Z DI sftp 7’1 ha /LI b ®PISLE LTz,
AKFEEIL OpenSSH 7 T A4 7> R B D sep It T 2 E 3 h0isEx LE 4,
T 7 4N MREETCIERHE LE T,
e
OpenSSH @ scp ILSSHE v a v ND1F ¥ /&It Lizrepa~y RIZTEILTOET,
FoT, ARENSTF =y 7 ~—7 ZHLMIEARFA L LT2HE TS, [Allow exec requests]
ICCEITARED R EZ L TV DAL, OpenSSH 265D scp 3 AJREZIRREIC A2 0 £,
[Use SFTP accessible directory settings for SCP1]
OpenSSH 235 @ scp BEIZ%f L, [SFTP Directories]
MEEELET,
[Allow SFTP/SCP2]
AT B sftp KUY GEEAARICHEILL 72 sftp 7'm h 2L X D) sep (2T
"SCP2” L RFL) HFF AT HMNE I MERELET, T 74/ NI FFANREE T,
[Allow smart copy & resume] e 7.2 SP1 226 8701
Smart Copy ¥HE (=[Fl— 7 7 A WAFAERFIZHRIE I 2 A %~ 79 HH4HE) & Resume FEEE =V k7
A RFCHTER T E TR L7259 DR O BT D68 O A2/ B 248 L £,
T 7 F v MIANIREE T,
b
SSHZ Z A 7> MUT Smart Copy B¥HE & Resume HEAEIZ A DB 1T, AREIC IR < B
TEIXImZhIZ 72 0 E97,

EMHENOBRENEZEN T 2008 9

7
gt

# Tunneling
[Allow client to server (local) port forwarding]

AT RPbO "a—H VTP R — MR AT LN E I NERELET,
[Allow server to client (remote) port forwarding]

74T b " E— TP AR— k" 2 T250E 5 nEEELET,
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4.2.4 [lLogging] ZXEMEmE

f:__", Reflection for Secure IT Server =10l x|

File Wiew Action Help

HEE > ED

Status | Identity Configuration |

o
- General = Logging
- Metwark — |

rMmissions ~Logaing
i

‘You can configure event logging, debug logging, and audit logging.
i~ Debug Logging
.. Audit Logging
[=- Encryption
Key Exchange
(£} Authentication
E| Password

. -RADIUS

E| Public Key

. Certificates

- RSA SecurlD

SAFPI [ Kerberos V
i~ Credential Cache

. Active Directory Acce

- SFTP Directories
- Mapped Drives

- External Users
[=1- Access Control
Client Host Access Ci
Group Access Contre

i User Access Control |«
.| | B

[Logging #REL L C, TRt 3fEorn 7 HELE L,
@ [Event Logging] : Windows A Xy b1 7 ~Oie#kEEA I8 E
@ [Debug Loggingl : SSH 27 74 7 > b & OHEGEIERHT O 0 71 7E
® [Audit Loggingl : 77 A NMIEET /v 2SS VL U CEldafEL s E

@ [Event Logginglix, 77 4/ FAZTT, MEIIIG L TEOFMGERL ~VEEELET,
@ [Debug Logging]iX. 1B DAFBRBEMBKILT 7 /0 MREEO EEMhE LT TV, HAFHE
BFZ SSH 7 74 7 > b & OBHE CRIBENAE U 5a10, A LEREa 7 X 0 Z O JFK % f# bt L
FT., AT DE SSH 7 T4 7 2 b & OERHLBETIZFEMNELE 2 7 7 A WVIZERIE S L E
o BEA RN ELS 20 ARPREBIZZ2 D T 0T, KABERE~L, Z0OEELD
TEXTHHAT IV,

@ [Audit Logginglid, 7 7 # /v MEZNTT, Kb —/"~D 7 7 A VLT 7 & AR & A
T LTREBTHIMNENLLGAICAEIME L ET,
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4.2.5 [Event Logging] FXEEM®E

m__", Reflection for Secure IT Server

File Wiew Action Help

=10 ]

HS@dlb i

Status | Identity Configuration |
2 Restore pane defaults i)
- General -] Event Logging
- Netwark e
-~ Permissions [¥ Enable logging to Windows Event Viewer
& Logging

Debug Logging

i Audit Logging

[=- Encryption
Key Exchange

(£} Authentication

E| Password

. -RADIUS
E| Public Key

| L Certificates
RSA SecurlD
GSSAPI | Kerberos V
i~ Credential Cache
. Active Directory Acce
- SFTP Directories
- Mapped Drives
- External Users

[=1- Access Control

- Client Host Access Ci
i+ Group Access Confro

- User Access Contral =
.| | B

55H server and SFTP event log level

[V Errors

v Warnings

™ Information
[~ Protocol details

™ Hex-dump

[~ Custom (CUSENT e Ents . . |

Windows A X b /' ~OEEEEOEELY LE T,

[Enable logging to Windows Event Viewer]
ARV ha T ~OEEANCLET,

[Errors], [Warnings], [Information], [Protocol details]

[Hex—dump]

Frxv /=0 ANDHT LT, EOLVLETRET D202 ELET,

TATIEE L VFEMRICR Y EF . F =y 7 2 ANTHA O LT ERMECTF =y 7w —2 3N

DE3, F7 /L ME, “Errors”, “Warnings” L-~ULZiEk L E£7,

[Custom]

F v I~v—27% AN, [Custom events] RZ %7 ) v 7452 & T, fllxDFFEMA X M
AR HeE FTRE T,
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4.2.6 [Debug Logging] FXEEME
=101 x]

File Wiew Action Help

H@dlb i

Status | Identity Configuration |
2 Restore pane defaults i)
- General = Debug Logsing
- Network e
-~ Permissions ¥ Enable debug logging to log file
—1- Loggiry
= Egg N . 55H server and SFTP event log level
Ewvent Logging [ Errors
ebug Logging -
- Audit Logging ¥ Warnings
- Encryption [V Information
i e Key Exchange )
=N Authentication [™ Protocol details
=l Password ™ Hex-dump
- RADIUS [~ Custom Custom events,., |
=B Pyblic Key
i e Certificates rLoag file information
- RSA SecurlD
i . |C:¥ProgramData¥Attachmate¥RSecureServer¥logs Browse...
- GSSAPI | Kerberos ko3 Te e I g g 4|—
Credential Cache V¥ Log file rollover (by size) File size (MB): |4
- Active Directory Acce
. SFTP Directories I™ Loa file rollover (by time) Start kime (LTZ); IIZI Interyal (hours]: |2-l
-~ Mapped Drives Timestamps for log file entries: * UTC
- External Users
b " Local

[=)- Access Control
i Client Host Access Cr
i~ Group Access Confre View latest log file I

i User Access Control |«
.| | B

RSIT Windows H— DTNy 7o FJHEROEEEZ LET,
TNy Ja JIXREENTH T, FRCY T4 T N E ORI B R E WA Rt L E 9,
Av—VEMDLRPET 07T ML AT % BR T, RSIT Windows H—/NDASRDILEL DAL
HEEIE T LEYS, @FENTIEITF =y 7 ~v—27 25 LEZNIC L TREVWT IV,
[Enable debug logging to log filel
TRy a7 Ok E A LET,
A2, SSH Y —_OH —E X2 BT D EIHIL O R2T Ny ra s 7y A Ve ERKLET,
[Errors], [Warnings], [Information], [Protocol details], [Hex—dump]
Ty lv—0EANDTET, EOLVVETRERT OINERELET,
TIATIEE R VMRV E£9. T = v 7 Z ANTZHB O EAIREFICTF = v 7~ — 7 BN
DET,
[Custom]
F v 7~v—27% A, [Custom events] RH &7V v 7§57 LT, Hx DA< M &
BRI HEE FTRE T
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# Log file information

[Log file directory]
TRy Ta T el T 574 V7 N RERELET,
TRy Za IR ET 4 V27 b U FIZ, “RSSHD-YYYYMMDD-HHMMSSmmm. log” &\ 5 7 7 A L4 CIE
EAVET, 22T, “YYYYMMDD-HHMMSSmmm” 1%, BHAREEZ] Z 7% L. “YYYYMMDD” (X4 H H .,
"HHMMSSmmm” 1% Bg 3+~ A 7 o k) TH,

[Log file rollover (by size)]
FIRZ 7 ANY A XEFREL, TOVA RZELTELBT Ny a7 7y A VEET L, Hius
T 7 ANEFIAAER LY R ET,
BETA REL 77 ANDOI A XFETHY  &2n /7 7 A VEEIIHAKBTETOTEET S
|

[Log file rollover (by time)]
HERMMBR T AT Ny a7 7 7 A VEFBIZAER LYY FX ET,

[Timestamps for log file entries]
TRy a7 Ay —=UI G SN LREEIERETRE L ET,

- [UTC] ;&R : UTC (EBH E 4] ; Coordinated Universal Time) (77U = JHEHERE; GMT &

[AF) CTHRR,

: [Local] &R : FREX A &V — VLI THIR,

[View latest log file]l] &> - 7.2 SP1 268001

B (BUT) OF Ny 7 FJNEEFRRLET,
W, A==2—n50=IR "View” > “Latest Debug log File” THIRAEIZERL E T,
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4.2.7 [Audit Logging] FXEEME
=101 x]

File Wiew Action Help

H@dlb i

Status | Identity Configuration |

2 Restore pane defaults i)
- General

Audit Logging
NEt\NOI’k. -

- Permissions [V Enable file transfer auditing
El-Logging
Event Logging ¥ Indude a file hash with each record
Debug Logging
[=- Encryption
. Key Exchange
EI Authentication
E| Password
. ~RADIUS
E| Public Key
 LoCertificates
RSA SecurlD

- GSSAPI [ Kerberos V

Credential Cache

. Active Directory Acce
- SFTP Directories
- Mapped Drives
- External Users
[=1- Access Control
Client Host Access Ci
Group Access Contro

i User Access Control |«
.| | B

|»

Audit log directory: | C:¥ProgramData¥Attachmate¥RSecureServer¥logs Browse... |

RSIT Windows #—/"~DT7 7 A NRET 7 B AR AR 7L LTRET L9 EEL L E
T, 7L LTRET O2NAEITLLTOEY T, BIZHREDLLRITH LW T 7 A L& fRERSF
T HNFITAERLET,
0277 7 A4 V&K : RSSHD-Audit-YYYYMMDD. log  ("YYYY”:4E, “MM”: A, “DD”: H)
o JEgRNE - UserlD, ClientIP, Action, ServerFilename, StartTime, EndTime,
ServerFileModificationTime, ServerFileSize, BytesTransferred, Result,
Reason, ServerFileHash (W ~XE1V | —Fl#k—1T)
[Enable file transfer auditing]
77 ANRET 7 ZRBEE 7 O E AN LET,
AR SSHY—_OF—E X2 BB 2 EICHLOH I 2n 77 7 A VEERLET,
[Include a file hash with each record]
a7 NEOH S ABEIERTE 77 7 A /UIZ hash fl (SHA-1) 2 &0 D D EHEE L E T,
[Audit log directory]
1 7 DRAFFEZIEE LE ¥, MNICERETLAT 52>, [Browsel] RZ &7 U v 7 LTHRET /v
K a BRI ET,
T 7 A MR T AV Z OEERHERNCARE SIS 0 7T LAEERIC ABI AR S NIZEE
X, ZDO7 FNH 38— v g iE, SYSTEM & Administrators 725 83, ZD 7 4 V4
ToOur 77 ANSEDON—=I vy a UPMKSNE T MBICER L7 A VX a2t ET D5
B TD/—3 v 3 % SYSTEM & Administrators 7ZUFICRFRI L, B = U T 4 EOHIRE )
FTTREVY,
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4.2.8 [Encryption] EREEM
&, Reflection for Secure T Server =101x|

File Wiew Action Help

H@dlb i

Status | Identity Configuration |

2 Restore pane defaults i)

- General = Encryption

- Metwark
- Permissions ~Ciphers ~MACs
- Logging n
Event Logging hmac-sha256
Debug Logging [W]aes192-cir [w]hmac-sha1
- Audit Logging [W]aes256-ctr [wlhmac-md5
Em [w]aes128-chc [w]hmac-sha1-96
: AE"EKEYﬁE’(:ﬁ"'QE [W]aes192-che _lmve 5 W|hmac-mds-96 Fovz |
= E|u le?sstcr\'aorgn (W]aes256-che Move down | [w]hmac-ripernd 160 Move dawn |
. RADIUS [w]des3-che [w|hmac-sha512
E| Public Key [w]blowfish-che [IMone
. Lo Certificates [w]cast128-che
- REA SecurlD [W]arcfour256 hd|
i GSSAPI [ Kerberos V
Credential Cache — Compression
- Active Directory Acce
- SFTP Directories I None I b
- Mapped Drives
- External Users = ™ Use only FIPS-140 certified cryptography algorithms

[=)- Access Control
i Client Host Access Cr
i~ Group Access Confre

i User Access Control |«
.| | B

[Ciphers]
ERET DT — RNV — FEOHEREZ I 5Ld 2 @0 5 N efiE L E7,
KPP LD DR 7 T4 T > b & ORI T = — g UM S LTRSS S E
T, FxvZ~—2®on/off & up/down IZXVFEELET,
{aesl28-ctr, aesl92-ctr, aes256-ctr, aesl28-cbc, aesl92- cbe, aes256— cbe, des3—cbe,

blowfish—cbe, cast128-cbe, arcfour256, arcfourl28, arcfour, none} ZHA— kL CVWET,

EED
“none” 1L, WEEALEFITELDOFE EEELETOTT 2 MEN HLSMITEE LT,
[MACs]

T — 2 D5e MR G S A E M) 5 MAC (Message Authentication Code) 7/ U X A&+

ELET, RPEMOBON, 77472 M EOHGRGRr I — a VIR & L TESE

EHENET, Fzv7~—2Don/off & up/down IZLVEELET,

{hmac—sha256, hmac-shal, hmac-md5, hmac-shal-96, hmac—-md5-96, hmac-ripemd160,
hmac-sha512, none} ZH#AN—F L TVET,

(Ver.8.0 7% “hmac-sha256” S HcMEEIZ72 0 £ LT, )

[Compression]
JEMEDFEE T,

[Use only FIPS-140 certified cryptography algorithms]
FIPS 140-2 CREABURFE LM 140-2) BEDHE 5EY 2 — VDB Z2MMT 2 & 5 ITHE
LET, 774NV MIRTF v Z7RET, ZOFEFHTLZLEMRELET,
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4.2.9

File Wiew Action Help

[Key Exchange] £%3E &M

=10 ]

H@dlb i

Status | Identity Configuration |
2 Restore pane defaults i)
-~ General = Key Exchange
- Network B
- Permissions
=) Logging v diffie-helman-group1-shal
- Event Logging v diffie-hellman-group14-shal
i~ Debug Logging )
- Budit Logging v diffie-helman-gex-shal
- Encryption v diffie-helman-gex-sha2se
[ = Exchange )
- Authentication [¥ ass-group1-sha1 with Kerberos 5
E| Password ¥ gss-gex-shal with Kerberos 5
. ~RADIUS
Bl Public Key

- Certificates
-~ RSA SecurlD

- Credential Cache

- SFTP Directories
- Mapped Drives
- External Users
[=1- Access Control

1] |

i GSSAPI [ Kerberos V

. Active Directory Acce

i Client Host Access Ci
i+ Group Access Confro
i User Access Control |«

i

Rekey interval (seconds): 3800

K ET 2ty v a VEBEART A0 T LAY AAERELET,
UTORZHET VTY ZAAIKHEL, 77 40 b TIEAeETEM & LTHnET,
{diffie-hellman—groupl-shal, diffie—hellman—groupl4-shal, diffie—hellman-gex-shal,

diffie—hellman—gex—sha256, gss—groupl-shal with Keroberos 5,

gss—gex—shal with Keroberos 5}

[Rekey interval (seconds) :]

FFRE] SSH B 3kt L CWABEIC, BiabAt v v a V%A AR (= Rekey) 9 2 BRI

MBaEELEd, 7 74/ ME 3600 () TY,
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4.2.10 [Authentication] =R EHEm
=101x|

File Wiew Action Help

H@dlb i

Status | Identity Configuration |
2 Restore pane defaults i)
- General = Authentication
- Network 1
- Permissions rLogin grace time
- Logging
i~ Event Logging Grace time for completion of authentication process (seconds): IIZD
Debug Logging
- Audit Logging .
- Encryption IP blocking
i Key Exchange Failed attempts: IZU
= Aithentication , .
E| Password Failure time-out (seconds): |30[J
- RADIUS Lockout duration (seconds): 3600
E| Public Key
i e Certificates
- RSA SecurlD r Authentication failures
- GESAPL [ Kerberos v Caution: Enabling these settings increases your security risk by providing information to
-+ Credential Cache patential attackers.
‘- Active Directory Acce
- SFTP Directories [ Immediately disconnect invalid, locked or denied users
apped Lrives ™| Pravide informative messages bo clients aboub authentication Failures
- External Users o
[=1- Access Control

Client Host Access Ci
i~ Group Access Confre [V Send keyboard interactive title

i User Access Control |«
.| | B

2 —HERARCE L TR ET ATHAE AR E L T,
# Login grace time
[Grace time for completion of authentication process (seconds) :]
7 T4 T v MERER LA b 2 — PRRRER ) £ TOR KA BRFH Z A THREL £,
T 74N ME 12008) TY, (=Y a2 6.1 ORI T 74K 600 B TLEZ, N—V 3
Ty TRHTIAN=Y g Y OREMEBIT LGB IZEOEE 2> THES, )
b
E70” I XMERIIR 2k UE T2, (REPIRIBIEIEIC L 50 27 AU YV — 2 DIRE S DoS BE~D
B, 70" faEdskk & LET,

# IP blocking
HOFEDIPT NLADT ZA4 7T 2 hinBERRICE < ORI RS NRHZ, £D
IPT RLVADZ A7 > MO UHERAT 2 —ERH 7 v v 7 4725 Z k£,
[Failed attempts:]iZ#&fe ilnld FIRMEA F87E L, [Failure time-out (seconds) :]iZAL¥E L
70 5 EARIER] 2 458 7E L, [Lockout duration (seconds) 1] 7w~ 7 L) D052 REL £,
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[Failed attempts:]
P 78 yF 745 KM EREELET,
T 740 ME 20(E) TH, fE707 IR IP T my ko I HEREOEM LA ER L ET
[Failure time-out (seconds) :]
UL I DR M 2 E L £,
7 7 /L M 300(F) TF,
[Lockout duration (seconds) :]
IP 72 yx o FOREMIZIRSToREmn b 7wy 7 LT DR AR E L E T,
77 4V M 3600 (Fp) T,
JEEC -
IP 7my X FHREEIX, SAT—RRGEE X —FR— A ¥ —F 77 4 7TIBRIT L H /32T
— NRRREIC & 2 i T R DRFIC O 2B RE L £ 97,
IP 70X T 2EHEERE AT LIS, sshd 3 —E 22 HH LI-BAITE
VE TOFRITIEDIZ /2D £7,

# Authentication failures

[Immediately disconnect invalid, locked or denied users]
TEAELZRNY "Ry 7 STV THERRESN TS L W EBRENRRT 5 2 LA
IR —PITH L COHERER D & - 1235812 R CE ISR AR & LY 28R 2 e L
7,
T 7V MIFETF = v 7 T B R — I LRATRFA R ORI EZ RO £ 7,
RIEZRT 7B ZAFIH LTI T 74V b OETF = v 7RO Y —SNDO2—FIZEHT 5 1F
WS D2 LICRVETDOT, LVRELEEZAET,

[Provide informative messages to clients for authentication failures]
FRREICT = v 7 ~—7 A, FIEITHECICEGRRE LU 55612, £0MmE 7 7
AT MUBA DM EIDERRELET, X274 b IRLUTHERISEERA,

# Keyboard interactive

[Send keyboard interactive title:]
X—R—= N Z =TT 4 TRFERFIZZ T4 7 > MllEHE BICZ A VT F A NEERRTD
MEIMERELET,
TN MIF =y & T, BRAY XA PATHFAFERRLET,
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4.2.11 [Password] ZEEmE

e
File Wiew Action Help

H & E P D

C o Staws | ldentiy Configuration |

2 Restore pane defaults i)

=

-~ RSA SecurlD

i GSSAPI [ Kerberos V
- Credential Cache
. Active Directory Acce
- SFTP Directories
- Mapped Drives
- External Users

-]+ Access Control
i Client Host Access Cr
i Group Access Contro

‘.. User Access Control -
| | B

- Metwark
- Permissions rPassword authentication
=8 Logglng
Ewvent Logging g Allow
- Debug Logging " Require
- Audit Logging
EI Epayption . Deny
i ‘-Key Exchange
=N Aumenhcahon [ Retries

Mumber of password attempts:

—
—

Delay between tries (seconds):

Password authentication options

[~ permit empty passwords

v Allow password change

[V Password authentication using keyboard interactive

ZS

Sru e

AX /T [H]

[ [ 2 388 U C

TNAT— R B LR T RATD " =R — A X —TF T T 47

FARE N DWW THRE L £,

“Allow”

« "Require”

R

i F & [Password authentication using keyboard interactive] OF = v 7 < — 7 &
73, # Password authentication #® {Allow, Require.

L “Require”
- "Allow” ~7 A7 v heDRrIv T —1 3 VRIS
Rt G e L TRESNE T, BN, $ 2 m— a3 v TRIE SNERRET o
2 HONT DRI T AU — W
~SSH Y — 37 T 47 MKk L T —VFRIAEK D D 7= D
ToHxGE LTHRESNET, 2— PRI D=9

DEBRICHOWNT

R RE TR T HHENH Y 5,
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Deny} D%t

SSH Y — "9 A ff

FAREDSEEh & 72 0 E,

(B ET,

FRRES D

\CERRERR D28 & Bk
"Require” & L CER Ih /=




# Password authentication
(B TIL, [Password authentication using keyboard interactive] & [KB int] & &ML %4, )
[Allow] BIRDIZE :
[KB int] #REf : "R U — FRHGEE, F—AR— A ¥ —F 77 ¢ 73RGEM J7I2x LT “Allow”
[KB int] FEBIURF : NA T — RFRBFEIC)F LT “Allow”
[Require] F#BIRDEBE :
[KB int] JERIF : F—AHR— KA ¥ —F 77 ¢ 7FGEITK LT "Require”
[KB int] FEEINKF : R T — REGEIZ®T LT “Require”
[Deny] ZRDIGFE :
[KB int] ORI DD HT, NRAT— RRFE, F—R— A ¥ =T 77 4 TRIEVTE
a2 —YEEAEE L THEAET,

# Retries
[Number of password attempts]
—EIOFEFREE RIS L T —FRIERL & A3 TRIEEZfRE L £,
77 /b b OEEIE 3 [ETY,
[Delay between tries (seconds)]
PATEERR AN ERO 7 0 7 N2 RRT HRFRIFAR A THRE L £7,
T 74V F ORI 2B TT,

# Password authentication options

[Permit empty passwords]
72 (=2 ) NAT — REFRT LR, Ty 72 ANVET, 7740 I, 2RIETT,
BAEITIT, AEELSMT Windows 0S @ RV o —DEBLZITET,

[Allow password change]
PG O 2 — PRRGEALEE FNED T 08 ZERD/SA Y — NI 2 FF4 0 & 9 02 45E
£
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4.2.12  [RADIUS]

File Wiew Action Help

B

ax &
E:-' Reflection for Secure IT Server

1] [
=10 ]

H@dlb i

Status I |dentity

Configuration I

2 Restore pane defaults i)

- General
- Metwark
- Permissions
El-Logging
i Event Logging
i~ Debug Logging
Audit Logging
[=- Encryption
: Key Exchange
(£} Authentication
E| Password
El- Public Key

. Certificates
--RSA SecurlD

- GSSAFI f Kerberos V
- Credential Cache
. Active Directory Acce
- SFTP Directories
- Mapped Drives

|»

- External Users
[=1- Access Control
i Client Host Access Cr

i Group Access Contro

‘.. User Access Control -
.| | B

RADIUS

RADIUS authentication runs through keyboard-interactive authentication.

[¥ Use RADIUS authentication

[ Attempt local password authentication if RADIUS fails

- Authentication servers

Server Port | Secret |

[Move up |

[¥lmve dovr

b

Add... | Edit... | Remove |

RADIUS Server

Server: I

Port:

|1812

Secret: I

RADIUS H— 3 & jifi

J’LA

AxX E

HEEmAN—{THIZ

WUTHEITSNET,

Lo T,
[RADTUS]

[Password]

_}'L“—'—»

AxX AE [H]

Ok I Cancel Help

B 2V BT DD EEZ LET,

P TRLIRD XK 912, RADIUS §RFEIE, F—AR— KA v H—F 77 4 TRiE%
REEHICBWTROIETEE L2546 1%, RADIUS RZEIEAH H k9

W EER 7 L—T U FLET,

D [Password authentication] T”Deny” % JE&IR

@ [Password authentication using keyboard interactive] % FEEIR

bl

B A =P
RADTUS #— N CRRIEFTRET S, SSH D

Y= — B Windows KA A va—F L L TEELZWESIT,
FREEEMRIT R L £,
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[Use RADIUS authentication]
RADIUS #—/ & DEHEIC L 5 2 —PRRGEL ML L £,
[Password] X EH @ IZ BT, D[Password authentication] T’ Deny” % #EIN . @ [Password
authentication using keyboard interactive] 23FEIN OBRIZIL, R L TWET,
[Attempt local password authentication if RADIUS fails.]
RADIUS H—/N& OBHEIZ XV 2 —VFRIEN KM L TZHF, Y —\m— L D/RAT — R i ]
LCa—ViEA T2 EELET,

# Authentication servers

# RADIUS Server #4 70T KRy IR

[Server]

RADIUS H— SOAFRETULIP 7 RLAEHRE L E7,
[Port]

T o RN— MEFERELET,
[Secret]

RADIUS ¥ — R L DEEHGED 7= 912, RADIUS IZKET BHR A O A U — REZHRELE7,
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4.2.13 [Public Key] EZZEEM
ey — =10

File Wiew Action Help

H@dlb i

Status | Identity Configuration |
2 Restore pane defaults i)
- General =] Public Key
- Network A
- Permissions rPublic key authentication
- Logging
- Event Logging & Allow
Debug Logging " Require
- Audit Logging
EI Eljcryption L Deny
i ‘-Key Exchange
=8 A_umenﬁcation rPublic key storage
=+ Password User key directory: I%D’-\é.sshz Browse... |
| -RADIUS
Authorization file name: Iauihorization
Certificates
RSA SecurlD —Size
GSSAPI | Kerberos V
) - o T2
Credential Cache Public key minimum length (bits):
-~ Active Directory Acce Public key maximum length (bits): |8192
- SFTP Directories
- Mapped Drives . .
- External Users = Rl
=]~ Access Contral Number of public key attempts: 100
- Client Host Access Ci

- Group Access Contro

‘.. User Access Control -
.| | B

INPRBERBREIC £ 2 2 —YRBRE 2 HBL T D 10 O — MR EE LE T,

# Public key authentication

[Allow] #iR :

AT ReDRIAVE—T g VIRET SSH T — SRR 26 HRRRE S oM & L CABH
PERREAfEE LE T, BEMICIE, R v —v a U CIRESNTEREET RO 5 HLOWF i
RAEEN T L — PRI K & 72 0 5,

[Require] ZEiR :

SSHHY— "R 7 T4 T o Mk L T2 —HFRGEE U TARSERAEL 2R L E3, = — Vi)
DT=HIZIE, "Require” & L THER I N2 TRRIESFRUICHIT HLE RN H Y £,

[Deny] ZEiR :

2 —WRFE L L CABRBRAEZ A L2V EE T,
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# Public key storage

[User key directory:]
NPHEERRRECEEH T 2 2 — VO BRGABREOIET 4 L7 M) AEELET,
INATHEBRET 20, NE— AU 27 (%7, "%, "%u”, "%U”) Z A F[RE T,
7 7 4V ME %DY. ssh2 (Windows =—H7'm 7 7 A )L FD”. ssh2” 7 + /%) TY,
YD —H T T AN T F A
“UH =R AT LK
c%u =W u s A 4
c U RAA v —Wn A4 (domain. username DEF)
[Authorization file name:]
BERABREET7 7 ANLE VA RNT v S LTEER T 7 A NVAERELET,
7 7 /v MAFRE “authorization” 7 7 A /L TT,

# Size

[Public key minimum length (bits) :]

EHATRE e AR O R/ Oy NEZHEL ET,
HPHIZ 512~8192 T, T 74V k 512 (v hE) T,
[Public key maximum length (bits):]

R ARBORREOE Yy FREZBELET,
HiPHIZ 512~8192 T, F 74/ k 8192 (£ v M E) T,

# Retries

[Number of public key attempts:] e (7.2 SPI 726 81>
INBRSERRRE & Fl W T e ML ALBRIZ W T, 7 T A4 7 PSRN BB EE T 555813, 7
FTAT V MEI—2H ORERN S 2 —VPRIAE KT D F CNERIRE TR 2 i > TREEATT
ZREVIRLET, RREZ, = MUTEORITEEICHIRZ N Z 2 72 DICFELET,

T 74N T 100 T, CIERERNICEER NI O ITEHBENCITM Y e REREL LEL
oo )
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4.2.14 [Certificates] FxXFEEE
o [l

File Wiew Action Help

H@dlb i

Status | Identity Configuration |

2 Restore pane defaults i)

- General = Certificates
- Metwark
- Permissions
=8 Lc_:gging [ PKI servers
i~ Event Loggin
Debug Lc?;gingg Enabled | Server I Port I
‘.. Audit Logging localhost 13081
EI Eljcryption
i ‘-Key Exchange
= Aéuﬂ;enﬁcaﬁc;n PKI Gonfiguration x|
- Passwor
- RADILS localhost
E| Public Key PaEREE I
[ =rtificatez Part: |13031
- RSA SecurlD
i GSSAPI [ Kerberos V Retrieve public key Verify connection |
- Credential Cache ;
- Active Directory Acce [ PKI server public key
- SFTP Directories Public key file: C:¥ProgramData¥Attachmate¥ReflectionPkI¥config¥pki_key.pub Browse... |
- Mapped Drives
- External Users =
- Access Control Key comment: I
- Client Host Access Ci - .
-~ Group Access Contre L SHA1 fingerprint: I
- User Access Control - .
| | - MDS5 fingerprint: I
4

CK I Cancel Help

2 —PRREE U CREERRREA ) 72 OB EE LE T,
RSIT Windows H—/Nid, AMERFRGESR & #HE U CREERFEE BT 572012, B8 o
lReflection PKI Services Manager ) (&) % fififr L CEIEL £3°, AFRE TIL, £ D [Reflection
PKI Services Manager| & DiEED7=®DFEES LE T, ( [Reflection PKI Services Manager |
DO HONTIE, EX~=a T AESRLTFX0, )
7.2 SP1 /BIE, M HME PKI BREEEI DO DITHEED Reflection PKI Services Manager] &
HEEFRBIZR 0 £ LTz, Ko T, HECHEATRE LR E & T2 7291, il % @ [PKI Configuration]
FAT TRy 7 AREREZE L TREMETT,
# PKI Servers
[Server:]
S35 "Reflection PKI Services Manager” Z#7R~ L E T,
77 4V h T “localhost” (= RSIT Windows #—/N&[RAl—H— 3N) BIREFATT,
[Port:]
"Reflection PKI Services Manager” DffH5T 54— MESE#EELET,
77 4V b 18081 FAR— KT,
[Add]/ [Edit]/ [RemovelR#% >
[PKI Configuration] 3 &M % " HriliBMN"/"fwL"/ " BIkR" ¥ "R & - TT,
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[Launch PKI Services Manager] R4 >
[A]l—H—/3PNIZ"Reflection PKI Services Manager” Z3FAET DEFA RN/ # > T, "Reflection
PKI Services Manager” Z&®E)L F9

# [PKI configuration]# 4 7RJ Ry R
[PKI server:]
JBIE5c " Reflection PKI Services Manager” BV — 2 EEL £,
7 7 /L & “localhost” T, BIY— MEERHT, TORA MNP T FLVRAZIEELET,
[Port:]
“Reflection PKI Services Manager” b2} 2K — MEBFERELET,
[Retrieve public key] "% >
“Reflection PKI Services Manager” FRFEF DABHSED MR & ARIF DT D DEAER & L TF,
[Verify Connection] K% >
"Reflection PKI Services Manager” & DIEHHBIEZHERT A RAZ L TT,
# PKI Server Public key
[Public key file:]
“"Reflection PKI Services Manager” & Mif{2 DFRAFICABSEERGEAEH L E 4,
“Reflection PKI Services Manager” ZA A b=/ 252 L THEDT 4 L7 b UIZHERT R
fERL SAVE T, RSIT Windows H— %R~ 0 &F HHEIZ, 2D Reflection PKI Services
Manager” A > A b —/VEFDOAB#EA | RSIT Windows — MiAllicz v —L, 20T 4 L7 MU %
ARECTHELET,
[Key comment:]
“Reflection PKI Services Manager” OB B — L2, TORAREO X NAREE
RLET,
[SHA1 fingerprint:]
“"Reflection PKI Services Manager” D/ABH#E = v°— L72FBFIZ, SHAL Ny =2 LD A v
v —IF A4 = A b (=fingerprint) ZFRLET,
[MD5 fingerprint:]
“"Reflection PKI Services Manager” OB — L7=KEIZ, MDb Ny v = IC LD A vt
— XAV x A b (=fingerprint) ZF/RL F T,
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4.2.15 [RSA SecurID] FZFEEME
o]

File Wiew Action Help

H@dlb i

Status | Identity Configuration |
2 Restore pane defaults i)
- General |al RSA SecurlD
- Netwark e
- Permissions ~RSA SecurID authentication
=) Loggi
= ?gglng _ RSA SecurlD authentication runs through keyboard-interactive authentication,
- Ewvent Logging
.~ Debug Legaing Agent path: |C:¥Program Files¥Common Files¥RSA Shared¥Auth APT Browse. .. |
i~ Audit Logging
- Enaryption  Allow
i ‘-Key Exchange -
- Authentication " Require
=l Password & Deny
. ~RADIUS
E| Publlc Key Retries

erhﬁ-:ates turnbes of suthentization atkempbs: |3

- GS5APT ;’Kerberos v Delay between tries (seconds): |2
Credential Cache

. Active Directory Acce
- SFTP Directories

- Mapped Drives

- External Users

[=1- Access Control

- Client Host Access Ci
- Group Access Contro

‘.. User Access Control -
.| | B

RSA SecurID & OMEHEIZ LV 2 —FFRAEL FBT L0 DOREEL LET,
RSA SecurlD Z 9272 (2, RSA SecurlD DEREERENIE L SNTVDHRERH Y 7,
12 RSIT Windows H— 3% A L 72— SNIZ1E, RSA Authentication Agent for Winodws 7>
RSA Authentication Manager HEZIEL < ZEHELET,
BOE BN _EFNIC R O K 912, RSA SecurID ZFIH L7z —¥RGEIE, F—HR— KA ¥ —7
T 4 7RiEE B U THEITINET, Lo T, [Password] % & M2 3T, O [Password
authentication] % "Deny” iR 2>, @ [Password authentication using keyboard interactive]
EIFEIROB A1, RSA SecurID FRGEILMH AHK LA,
A
7 7A v a— PR P —8m—H A Windows KA A a—HF & UTHEE LR WHEIE. Gk
WL £,

_38_



# RSA SecurID authentication

[Agent path]

RSA Authentication Agent WIF{ET 27 A NHNAEIEELET,
EERNICREAT S0 [Browse] R¥ &7 U v 7 L CTRIIEE L 7,

{Allow, Require, Deny} MHERLET, 7 74/ ML "Deny” TT,

[AlTow] ZEiR :
J7IAT v REeDR VI —3 3 VRHC SSH — 33 oR T 56 AERRE T o & L CHRE
LET, &EHITIE, F T —3 9 VCRESNLERIESRD 5 HOWNT DRI T
(X —PFREREN T & 72 0 F37,

[Require] iR :
SSH =BT A7 v MR L Ta—PRGEE LTERLET, 2—FRIERD D=0
“Require” & L CER SN THIESFRITHID T 2 0EN H Y £,

[Deny] iR :
2 —HFREEE LT RSA SecurID BGEZ A L2V MEE T,

# Retries

[Number of password attempts]

— IO RIS L T —PRIERL & A3 TRIEEZfRE L £,
774N FOEEKIE 3 EITT,

[Delay between tries (seconds)]
FKRICHANERO T 0 o7 N foR 3 2R EZ S TREL X7,
T 74 FOMRIE 2B TT,
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4.2.16 [GSSAPI/Kerberos V5] EX5E[E @

fﬂ__'-' Reflection for Secure IT Server

_ 1o x|
Eile  Miew Action Help

HEEFED

C o Staws | ldentiy Configuration |

2 Restore pane defaults i)

- General GSSAPI / Kerberos ¥H

- Metwark

- Permissions

=~ Logging

Ewvent Logging L Allow

Debug Logging

- Audit Logging

[=- Encryption 9 e

Key Exchange

(£} Authentication

E| Password

. ~RADIUS

E| Public Key

 LoCertificates
RSA SecurID

|»

GSSAPI authentication

" Require

Credentlal Cache

. Active Directory Acce
- SFTP Directories

- Mapped Drives

- External Users

[=1- Access Control

Client Host Access Ci
Group Access Contro

i User Access Control |«
.| | B

GSSAPT (Generic Security Service API) % fHu 7=

Kerberos V5 Z# = —W3HiEE LT 250
PHRELET,

{Allow, Require, Deny} 2"HEIR L ET, 7 /L Mk “Deny” T
[Allow] #E4R :
I T eI —3 g VT SSH Y SRR T ARG o & LT E

L/jfjﬂ HEIi‘(f&EI/] . Z‘ 'y T—3 g /T&Eént_n:unftjj_to) ) 750)1/\'@”%75)75%@&556%?”%
X — "j-n»unEZ))EJZ'TjJ /AU i‘?”

[Require] iFEIR :

SSH —R"N T 47T MK L TCr— ']j‘wunEéf L"ng‘_{bi—;ﬂ L 'H-E:unEEJZJjJ@f;
"Require” & L TERINZETHRIAESTRICHKDITILERNHY £7°,
[Deny] ;#iR :

o —YFREAE L U T Kerberos V5 FHEFAHH L2 WRE T,
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4.2.17 [Credential Cashe] =R FEIEIm
&, Reflection for Secure T Server o [l

File Wiew Action Help

H@dlb i

Status | Identity Configuration |

2 Restore pane defaults i)

- General = Credential Cache
- Metwark |
- Permissions Store user credentials in the secure cache for gaining access to network resources.
—1- Loggiry
= Egg N . ¥ Record passwords in the cache when users login
i Event Logging
Debug Logging ¥ Use cached passwords to give users access to domain resources
- Audit Logging
£+ Encryption - Cache contents

- Key Exchange Filters. .. | Refresh I Export... |

—A thenticati
= Hthentication Current filter: All credentials
El- Password

. ~RADIUS
El- Public Key User ~ | Last used | Allowed uses

. Lo Certificates EMN1-WSBR2I54¥ADMIN 10 minutes ago Cached passwords
- RSA SecurlD
- G5SAFI [ Kerberos V
[ Credential Cache
. Active Directory Acce
- SFTP Directories
- Mapped Drives
- External Users
[=1- Access Control
Client Host Access Ci
Group Access Contro

i User Access Control |« Add... Edit,., P
1] | B = ~ ~

7 T7AT 2 I BERIT DB SSH Y — DD Ry NI =T U Y —RIZT 7B RATH AL

BT, Ry NT=7 VY =ZA~DT 7 EAGFEIL 7 T4 T > b Oa—FRIEFHRUS OFRAESE

WEfE o WA, AREmEmZEWEELET, ERFHRIT. B LRFESNET,

Ry NT—=2 Y —=Z~DT 7 & ANRIAEE R LI 72>

(DWindows R A A ¥ —HREEFERFEIZ, 7 74T b O2—HGRIAET/NA T — RFHRAT
MDEED 72V ABHEREE, FFFAERNGE, SecurlD BREFDHH

(2) [SFTP Directories]Z®E M “SFTP accessible directories” &%y NU—Z7 FEDOF 4 L7
NI ZEFRL, TZ~DT 7 ERAZY 74T O —FRGEERUIN OFRAEE R A 5 56

(3) [Mapped Drives]EREMEICTER LI Y NU—F RIALT~OT 7B A GEE LT, 77
A7 v b O —FRIEE WA OFEFEE R & 5 He

[Record credentials in the cache when users log in]

BIREDRIZ, Ry FU—2 U V=T 7 ¥ RIHBERNRAT— FA a2 —FIZER L, AS
INTLGAICENERFRELET,
[Use credentials in the cache for authentication]

BPH BRI B ERIRAE SN AR 2 2 — VPRBGEE R D 2 5 A 1R Y U —27 U Y — A
DOFFEITAEM L ET
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# Cache contents
[Filters] K2 >
[Filters]# A 7 v VR y 7 ZAeFornd 2 RAZ - TH,
[Refresh] K% >
Cache contents MlONEEZHHT HH % L TT,
[Export] R%& >
BERAT SN2 —VFEREE W E csv 7 7 A VB T2 7 AR — K LET,
[Current filter]
[Filters] ¥ A 7 7Ry 7 A LTRIESNIERMNEZ LETERRLET,

1I

x
[Domain¥user: IENl—WSSR?JG‘hEADMIN

Select filters to show only certain accounts in the list.
Eassword: I............... Test
W iastused [before 7] po12/12/07 = = |
Last used: Fri Dec 07 13:16:18 2012
Allowed uses "
uses

- )
¥ Cached passwords for dient acosss ¥ Cached passwords for dient access
' SFTP directories and mapped drives [V SFTP directories and mapped drives

[V Active Directory access [~ Active Directory access

[V External user access account [~ External user access account

oK I Cancel | Help | [0]4 I Cancel Help

# [Filters]#470JRy IR :
BERRAT STz 2 — PRBREF RO A S/ RRE A E L £,
[Last used]
Cache contents HIZERT D2 —WPRIALEROFRFMHLFELET,
# Allowed users

[Authentication], [Drive mapping and vitual directories], [Domain accessLast used] &R

BIRA ML L2 B ISR LT BERRAFE SN 2 — VRGeS 2 aree & L £,

# [Add/Edit Credential]l¥ 4 7RIKRY IR :

=— WRBRENE A Rk D fe el T,

[Domain¥user:]

T H— V% DomainYuser XIE Computer 4i¥user OERTHE L £,
[Password:]

BT Lo —VRBAEEMERE L £,

[Test]®h% >

7V w7 F 52 T, fREL—VIBREEH 2 O BB 21TV E T
# Allowed users

[Authentication], [Drive mapping and vitual directories], [Domain access]EiR

BRAZME L2 B LT, BB RF S o2 —VRBGEF R 2 arae & L9,
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4.2.18 [Active Directory Access] FXFEIEE
=101x|

File Wiew Action Help

HS@dlb i

Status | Identity Configuration |

2 Restore pane defaults i)

- General = Active Directory Access

- Network
Perm.issions Account for Active Directory access
=8 L?gglng ) The Reflection for Secure IT server uses the specified account to obtain rights to browse and read user
-~ Event Logging attributes in Active Directory, If no account is specified, the machine account is used.
- Debug Logging This feature is not available because vour computer is not a member of an Active Directory domain,
- udit Logging Active Directory access account: |TESTDOMAIN,EXAMPLE. COMEADMINISTRATOR.

ncryption
Key Exchange Clear | Select credential. .. I
- Authentication
E| Password
. -RADIUS
Public Key
. Certificates
RSA SecurlD
GSSAPI | Kerberos V
Credential Cache

Active Directory Acc

- SFTP Directories

- Mapped Drives

- External Users

[=1- Access Control

Client Host Access Ci
Group Access Contro

i User Access Control |«
.| | B

RSIT Windows #— 32 A L7t —/378 Active Directory RAA =z hr—ZZxF L THE
WESRT HBRD T 7 & AfEH (credential) Z3RE L 7,
RAfva—FTrr AL, POTREREONTUNDOREICRET DLERDH Y £7,
1) =—¥RAEE LT, APHHEERE, FEMESAE, RSA SecurID FBFEE, RADIUS FBRED W i
ZfH L. 2>> [Credential Cashe] FEZMELT/NAY— NEX ¥ v ozl LRVWES
2) RSIT Windows ¥ —/ 3 [Access Control]i%EIZ T, Active Directory Z/L—=7 A L/
oy TOMHREHEH L T DL 5E
3) RSIT Windows H— 3@ [Group Configuration]iREIZ T, Active Directory Z /L —7
ANy TOFEREMA L T D56
FILREEA L, Active Directory FAA v ay b —JORENFICHKFELET, b LA
BIENRRE T, MO/ AY — RIERZ 720 EA . RSIT Windows #—/3% Local System
THhH W T 78 A LET, Active Directory RAA v ar hu—F<T, Ky — 1D
Local System 747 MZ RAA o —HFRMEEHRY — NHERZF 5T, BICEL 2 —FIC
HFR A B2 VERELY L TWIIE, Active Directory RAA oy b a—F 2 WA E
R 2 —PRRERT R L £ 7,
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[Active Directory access account]
BIE A7z Active Directory RAA L ay ha—=F3~OT7 7 EAT AT NaRRLET,
KR EDHA, Local System 7H 72 hAMEA S ET,

[Clear]h% >
BRENEZ 7 VT LET,

[Select credentiallR% >
[Select CredentiallZA 7w 7Ry 7 A& ET, TOPT, BEfF=—+ Credential F
YV aDORNHRFFFE LY, Fifla— P2 RREEE L E T,
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4.2.19 [SFTP Directories] ZFEEm

|_'ﬁ:-' Reflection for Secure IT Server =10l x|

File Wiew Action Help

H@dlb i

Status | Identity Configuration |

2 Restore pane defaults i)
- General

SFTP Directonies
NEt“'OI'k. -

- Permissions [~ SFTP accessible directories
£ Logging v Allow all
- Ewvent Logging -
Debug Logging
i~ Audit Logging
[=- Encryption

. Key Exchange
(- Authentication

|»

- | Virtual directory | Physical directory | Account |
Home %0 [Client user]
C Ci¥ [Client user]

mE>

RSA SecurlD
GSSAPI | Kerberos V

Credential Cache Add... I Edit... Bemove

Active Directory Acce

User login directory

- External Users

— ame -
El- Access Control I,.'H J
i Client Host Access Cr
Group Access Contre ¥ Connect to accessible directories when accessed, instead of at login time

- User Access Contral =
.| | B Accessible Directory Settings x|

— SFTP directory access
Virtual directory: |C

& Local or UNC directory: |C:¥ Browse. .. |

¥ Use the dient user account to connect to this directory

! s a specified account bo connect to Ehis directary (MG paths only):

I Select account... |
(] Eemote SETR server: Configure, .. |

~ Permissions
Erowse
Download
Upload
Delete
Rename

@ Some dients may require delete and rename permissions to upload.

0K I Cancel | Help |

ARBEBEIZBNT, 774 T2 "B SFIP BEW sep 77 B AIZEITDHT 7 A2 —HIC

Ax

3D OF 7 B AFAHBEOEE, @QrrArT 47 M) ORE % LET,

# [SFTP Accessible directories]
2—YT7 7w AFAEHEEZOR T o L7 N AT L TRELET,
BHINERE T, BEEIC, Ty 7 ~—Z I TREBNCAEZ/ B DOFRE S AIRE T T,
BAFEEE, [AddlARZ %2 U w7 L, Fr[Accessible Directory Settings] 5% & i 2> & T
EHAZANLETS,
$8E Directory 2.

T

/X—3 w33 {Browse, Download, Upload, Delete, Rename} Z{E%IEE
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# [User login directory]
D AT 4 L7 NUERELET, PAE T A =2 —|ZFRENT Virtual directory”4
HNOBBIRLIEELE T,
T 7 )V MME, “/Home” T,

# [Connect to accesible directories when accessed, instead of at login time]
X E"SFTP accessible directories” e 2 NS 52 A I L ZIZHOWT, BV A V(T 7 +
b ) DRO VI, RERICHSRE R SRR B AT T 2 IRNA 7 2 a
SGRIEHMI> 0 “SFTP accessible directories” & fRufilZ 250G E L 7= ekl 7ol HERBEIC I C
a—Hou A PR A BEYGE T 5 7o OICKE,
BHGE 7 — AT, 7740 b OEEERT S 2 & 23R < AL,
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4.2.20 [Mapped Drives] E%FEIEE
o [l

File Wiew Action Help

H@dlb i

Status | Identity Configuration |

2 Restore pane defaults i)

- General = Ma pped Dnives

- Metwark
-~ Permissions ~Mapped drives for use in terminal sessions
=~ Logging

Event Logging
i~ Debug Logging Drive = I Metwork path Account |
‘... Audit Logging N: ¥EATMI-05%_wk_share EN1-WSBR 2J64¥ADMIN

[=- Encryption

. Key Exchange

(£} Authentication

E| Password

. -RADIUS

- Public Key

| L Certificates

RSA SecurlD
GSSAPI | Kerberos V
Credential Cache

. Active Directory Acce
- SFTP Directories

= Mapped Drives
- External Users
[=1- Access Control
Client Host Access Ci

Group Access Contre add... B, Fm—

- User Access Contral = —
.| | B

ARREBEICBNT, £y NI —=7 FIAT2~v vy B 7ERL, X — I T VEERICBWTT 7
AL LET,
# Mapped drives for use in terminal sessinons ##&
[Drive]
YT ENTE R TIA T LT ER I LET,
[Network path]
vy BT ENTERy T =T X% UINCEARTERLET,
[Account]
Bk LTSRS M T 7 B AL/ TV a2 — PR ER R LET,
[Client user] EHRR L TWAEEIT, 77 B A=Y REHT HRGEHERE BN ET,
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Mapped Drive Settings il
["Mapping
Drive: IN: VI

Metwork path: |¥¥ATMJ—05¥_wk_share Browse... |

{for example: ¥¥computer¥sharename)

—Account for mapped drive access
" Use the dient user account to connect to this mapped drive

% Use a spedfied account to connect to this mapped drive:

IEN1—W58RZIG4¥ADMIN Select account. .. |

0K I Cancel | Help |
[ e lect Account x|
Select an account to be used.

Filters... | Add/Edit Gredential x|

Current filter: Only SFTP directories and mapped drives [Domain¥]user: IENJ—WSBRPJS#ADMIN

E Password: I"Oﬂ.ﬂ Test |
. Last used: Mever
Edit... |

Allowed uses

Eemave... | il Cached passwords for dient access:

¥ SETR directorizs and mapped drives

EN1-WS8R.2J64¥ADMIN

[ Active Directory access

|- External user access account

af | Cancel | Help | OK I Cancel Help

# [Mapped Drives Settings]# 4 7RA45HRvH X:

# Mapping
[Drive:]
TNEY A =2 —=TERTOREED R T A 740 GERLET,
[Network path:]
EFRT DRy FT—I 2% INCEXTHRELET, Wl : ¥¥computername¥path¥folder)
EEATT 57, [Browse]l NZ 7V v 7Ok [74 VOS] Bz #EL TGERLES,
# Account for mapped drive access

[Use the client user account to connect to this mapped drivel
B (T 74NV 8 7 FAT v ba—F RO —FRAEREENT 7R ER Yy T —2
INASDT 7 AR ORGEEZ T ET,
[Use a specified account to connect to this mapped drive:]
B, EER Y MU= RANT, S CEETH—FT IV FENRAT— REHNT 7
T A L%, [Select account] RZ %27 U w7 L, [Select Account | iR EHIH 4 F /R L7z LT,
2 — PRI RE BRER L ET,
[Select Account]F%E M F.o> [Add], [Edit] A% A H{EIZT, HIZ[Add/Edit Credential]
B AR L, il 02— PR R A B ER L ET,

iE

e
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4.2.21 [External Users] ¥ HEm

|_'ﬁ:-' Reflection for Secure IT Server =10l x|
File Wiew Action Help

H@dlb i

Status | Identity Configuration |

2 Restore pane defaults i)

- Metwark
-~ Permissions ™| llow access bo externalusers
=~ Logging
- Event Logging ¥ | Restrict external users to File transfer sessions
- Debug Logging
- Budit Logging r~User Manager web service
- Encryption Host: Ilocalhost
i e Key Exchange
,_:_| Authentication Port: W Yertify conmection |
E| Password
" RADIUS

ublic Key — Account for external user access

- Certificates Select an account for external users to run as. The permissions available to external users are
“RSA SecurlD determined by the selected account.
- GSSAFI [ Kerberos v

- Credential Cache

----- Active Directory Acce

- SFTP Directories

- Mapped Drives

= External Users

[=1- Access Control

-Client Host Access Ci

- Group Access Contre

... |User Access Contrill;l Laumch User Manager:
3

1] |

External user access account:

Elear Select account. .,

ARFLEMmEIL, RSIT Windows H— "OHE, BEEEN T L—T 0 b LI THET,

5

AKX EEMEIL, RSIT Web Edition (Z8& F415 SSH ¥ — BEBER EH I bV E T,
RSIT Web Edition SSH #— &HE & RSIT Windows H—/ N& ZIEL L TWA - DICAEE A
ZTCWET,
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4.2.22 [Access Control] SZFHEm

f:__", Reflection for Secure IT Server =10l x|

File Wiew Action Help

H@dlb i

Status I |dentity

Configuration I

w

- General -~
- Metwark
- Permissions
- Logging
Ewvent Logging
Debug Logging
. Audit Logging
[=- Encryption
Key Exchange
(£} Authentication
E| Password
. -RADIUS
El- Public Key
| L Certificates
A SecurlD
SAFPI [ Kerberos V
i~ Credential Cache
. Active Directory Acce
- SFTP Directories
- Mapped Drives

1]
]

Access Control

- External Users

s Control
- Client Host Access O
Group Access Contre

- Access control

You can customize user access based on dient hosts, groups, and users.

i User Access Control |«
.| | B

[Access Control]

BEE LT, 32088 LT 7' A Gl /5 E) 2 E T,
@ [Client Host Access Control] : 7 7 A4 7 NHELITHRE

oz

® [User Access Control] : = —H {7 TIIE
HREL b, [Add], [Bdit] RF 227V 07 LT AT IRy 7 2 on LATIRE L &

B

ADNLFFEREBRICTRR SN ET, ERERBROGE, 7. (Fy 8" BAZLTF, YRy 7R
Fyva or Hv—7)" WA —7a—RE L TIHRONETOTEENRLETT,

FEENAITROBANE D EH SV ET,

) 7747y FRALOERZHAE T 25013, 70— T RAL/ 2 — FEALOEERNBIT 10D
LF7 7B ATESESNET,

2) 7747 FRALOMEGR TN LIRWIEE . RISV O R E B (B3 0 " FF Rl 7 FRE
WNFIETHNE I D EMHRLET,

2a) EBIO " FFRI"FEEN B AFELBRWGAIL, 77 B A EHFENET,
2b) W DFRE
LAaWRY . 77 AIER S ET,

B [ OB O FF R HEE BFET D5 A1, T O IR ER A
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4.2.23 [Client Host Access Control] S FEEm
=101x|

File Wiew Action Help

H@dlb i

Statuz | I dentity Configuration |
2 Restore pane defaults i)
- General = Client Host Access Control
- Network
[_] fsrmil:smns Client host | Type | ACCEsS |
Egg N . *.attachmate¥. com Domain Name Allow
Ewvent Logging .
Debug Loaging 192¥, 168¥.0¥.. IP address Allow
. Audit Logging Glient Host Access Control - 192¥ 163%¥ 0% * x|
[=- Encryption
HE Key Exchange —Client Host Access Control

=5 Authentication You can use regular expressions to specify either the fully qualified computer name of
the dient computer or IP address. Characters that have a spedal meaning in regular

expressions must be preceded with a backslash (¥).

" Fully qualified domain name I
RSA SecurlD

GSSAPI | Kerberos V
Credential Cache

Active Directory Acce
- SFTP Directories % Allow connect £~ Deny connect
- Mapped Drives
- External Users =
[=]- Access Control oK I Cancel Help
: ent Host Access C
Group Access Contre
‘. User Access Contrill;l Add... Edit... Remove |

3

1] |

& Client [P address |192¥. 168,08, .=

7 FA47 » NRALTOT 7 & AHIEH GRel/AESHEE) 2 E L £,

[Add], [Edit] RE %27 Vv 7 L, XA TRT Ry 7 A6 ATRELET,

BEIZ, FAAL AN IPT FLAIZTIHELET,

EHRBUZ L DR TTOT FFIC, RALA AR IP T RLADOKEID LT " (Fy M) @
AC= R —7a—R Y ZfHF, A230F 7. (Ky 87 LT 208N H Y £,
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4.2.24 [Group Access Control] EXFEIEE
=101x|

File Wiew Action Help

H & E P D

Status | Identity Configuration |

2 Restore pane defaults i)

- General = Group Access Control

- Metwark
[_] :rm;:smns Fais o | e |
Egg d _ attachmate¥¥Tokyo Allow
----- Ewvent Logging
- Debua Logging attachmate/Seattle Allowe
i Audit Logging Group Acceszsz Control — attachmate¥¥Tokyo 5'
EI Eljcryption
i Key Exchange - Group Access Control
B- A:umenﬁcation You can use regular expressions to specify group name. Spedal characters in regular
B P:assword expressions must be preceded with a backslash (¥). You can use a forward slash (/) as a
- RADIUS delimiter between domain and group names.

E| Pyblic Key
o Certificates
-~ RESA SecurlD Group name(s):

Examples: admin. * or domain/group

o GSSAPI [ Kerberos V Iatmdjmategwokw

i~ Credential Cache

- Active Directory Acce & Alow connect ¢ Deny connect
- SFTP Directories

- Mapped Drives oK I Cancel Help

- External Users

[=1- Access Control

- Client Host Access Ci
&8 Sroup Access Conire
- User Access Contral = Add... Edit. . Remave |
J o

T N—TRAREC L T 7 & A Gl /G E) 2 fRE L £7,
[Add], [Edit] RF &2 Vw7 L, AT TRy 7 ANbANWMELET,
Windows Active Directory KA A DI N—TZIBEDOEXIL, LFO@EY TI,
D ORAL K/ TN—=TH @QFAAL AW T N—T% OVTHREARETT,
2) IN—TRHICAR=2 & Ghga13, "1 17 (Rdvo 2) THA LT,
JERD
FRENKITERERBIC LI VMBIRL ET, LoT. RAAS 4. 7 —74% OFEXTH—LEME
TRLHENZLNOTTN, AXLF " (Fy M) LRI, SdT2BR<AEREO TR
W20 ET, KoT, " (Fy B)"OMEEZNR L FICEEMR TR L bEET D2 &ITR
0ET,
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4.2.25

[User Access Control]

=
oX

E B

E:-' Reflection for Secure IT Server

=10
File Wiew Action Help
4 @H| b=
© Stas | Identity Configuration |
2 Restore pane defaults i)
- General User Access Control
- Metwark
iy f:;rgni'::wns = - [[Access |
Event Logging attachmate/Ichiro Allw
Debug Logging
i Audit Logging User Access Control - attachmate/Ichiro
EI Eljcryption
- Key Exchange r~User Access Control
- Authentication You can use regular expressions to specify user name. Spedial characters in regular
=2 P:assword expressions must be preceded with a backslash (¥). You can use a forward slash () as a
- RADIUS delimiter between domain and user names.
E| Public Key

- Certificates
RSA SecurlD

i~ Credential Cache

- SFTP Directories
- Mapped Drives
- External Users
[=1- Access Control

GSSAPI | Kerberos V

. Active Directory Acce

i Client Host Access Ci
Group Access Contre

&= iser Access Control 53

i

User name(s):

Examples: username.* or domain/user

Iatlachmateﬂchiro

& Alow connect ¢ Deny connect

o]

Cancel

Help

Add... Edit...

Bemove |

2—WHIEEICLY T 7 & AHIE Gl /HESEE) 2 EELE T,
[Add], [Edit] A& &7 Vw7 L, XA T TRy 7 A0bATRELET,
FAL a—PREEDOERNL. O RAL A/ a—FH QAL AW —FH OV

FHETT,
R

FRENRITERKRBUCI VMR LE S, ToT. FASM A 2a—F4 OoFEXNTH—REHE
THHENRLVDO TR, AZXF " (Fy M) LRI, ddT2 bR RO —FHRV
2720 £, LoT, " (Fy B " OMEZJIRLFICES WA TZNE LG L TV HIREIC

o TWET,
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4.2.26 [Subconfigration] EXFIEmE

[ﬂ_'-' Reflection for Secure IT Server =10l x|

File Wiew Action Help

H@dlb i

Status | Identity Configuration |

w

-Eventlogging || Subconfiguration

Debug Logging
- Audit Logging r~ Subconfiguration
[=- Encryption
Key Exchange
EI- Authentication
El-Password
. -RADIUS
E| Public Key
. Certificates
- RSA SecurlD
- GSSAPI | Kerberos V
- Credential Cache

i Active Directory Acce
- SFTP Directories
- Mapped Drives
- External Users
[~ Access Control
- Client Host Access Cr
- Group Access Contro
- User Access Control
nfiguration
- Client Host Configurz
i Group Configuration
- User Configuration [+ |

a T

You can use subconfigurations to spedfy custom settings for particular dient hosts, groups, and users.

INETORENFITHEA LY AMBICEAINET, ZuxtL, 7747 k(Client
Host Configuration) /2 /L —7 (Group Configuration) /=— (User Configuration) {ERBIZH
7 a7 4 X al—3 3 (Subconfiguration) ZF57E L, Ll ENE LV @B OFEED FIHE
T,

RSIT Windows H—/N|Z, IRDIARL TRENBT Z LA BN OFHHAANVTENEFE EEXLET,
L

DO4LEHRTE = @ Client Host {HREEE = @ Group JHBERE = @ User {HBIERE
X o THEEMIZIZ, @0>@>O DOEIANIC TERENAENEH SN ET,
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4.2.27 [Client Host Configration] E%iEEME
2} Reflection for Secure IT Server o ] 3]
File Wiew Action Help
o€ @8 =
C o Staws | ldentiy Configuration |
2 Restore pane defaults i)
Event Logging -] Client Host Configuration

Eun
AxX

.

FE

- Key Exchange
Authentication
[l Password

-~ SFTP Directori
- Mapped Drive
- External User:
[ Access Contre

[=- Subconfigurat

[

=

Client host

| Type

192¥, 165¥.0¥,10

- General
- Permissions

IP address

. RADIL Glient Host Gonfiguration
Client Host Conhiguration

x|

- Encryption
| Authentication
El-Password

GSSAFI [ Kerberc
- SFTP Directories

--Mapped Drives

r~Client host

‘fou can use regular expressions to spedfy either the fully qualified domain name of the
dient computer or IP address. Characters that have a special meaning in regular
expressions must be preceded with a backslash (¥).

" Fully qualified damain name I

* Client IP address

|192¥.168¥.U¥. 10

o]

Cancel |

Help

L%,

IJI7A4T 2 bELT RAAL A IP T FLAIZTHRERIC, EMIVBRENELZERL, BHA

i A8 U CASMRE LT,
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I A%EFR L, FBEY T4 7 2 b (Client Host) IZxf L CHGERENE LV & BB OEBIEE %



. . ==
4.2.28 [Group Gonfigration] EZFEEm
f:__", Reflection for Secure IT Server =10l x|
File Wiew Action Help
o€ @8 =
© o Staws | Identity Configuration |
2 Restore pane defaults i)
-~ Event Logging -] Group Configuration
-~ Debug Logging 1
i Audit Logging Group inheritance for SFTP Directories and Mapped Drives:
B El?crypton ¥ Use first applicable group
i KeyExchange ~ Use all applicable groups
(- Authentication All oth tings inherit fram the first anplicabl I
El-Password other settings inherit from the first applicable group only.
: E""BADIUS Group type | Group | Domain I
I§| ublic KE_Y Local Administrators
""" Certificates Domain Seattle attachmate

i Credentia

[=]- Access Conire

- RSA Secu po————
SSAPI)’ roup ontiguration

x|

‘- Active Dir oup Gl ConTaaration
- SFTP Director i~ Permissions
. Mapped Drive - Authentication
- External User E-Password

r—Group configuration

Group type:

- Client Hos
Group Act
‘. User Acce
= Subconfigural

- Client Hos

- User Cani

KN

IDomain j

Iattachmabe

SFTP Directories
i Mapped Drives

Domain:

Group: ISeattie

0K I Cancel | Help |

REMMEWN [Add], [Edit] "&¥ %27 U 2 L. [Group Configuration] A 7 a /Ry 7 A%
ForL, HBEZN—T72ICK L THERENE LD b EeoMiltaEx LET,
TN—THEGERIC, FMEIVRENEZIERL, SHEEZH L TANRELET,
U A MIFROZ V=13 EATIZ B S E T, Move up], [Move down] R % > THEL £,
A—HIEHITIL—TICFHRT HHBED/RNCDONT :
a) X EHEHE : “SFTP Directories”, “Mapped Drivers”
- “Use first applicable group”BiREF :
~U A MO THR ELORYS 7 V—TONEREHA S IVET,
- “Use all applicable groups”;#&iREF :
~U AR FEEEN—TONENEHSNET, HL Ttttz ilE L x4,
@D"User login directory”id, U A M EALZ V—TDENEIZHE D,
@ Inherit directories”, “Inherit drivers” % FEIBIRNKFIZIZ, FONEITHART,
@F—"Virtual directory” A#NER 726, VA M EALO T NV—TNEEZTEH,
b) X EWH : "Permissions”, “Authentication”

~HEIZU A FOP TR ENOBY 7 V—TONEN#EH S ET,
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4.2.29 [User Configration] EXEEME
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