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ttachmate Reflection for Secure IT Server 1.2

),

Install Attachmate Reflection for Secure IT Server 7.2

Before vou install Attachmate Reflection For Secure IT Server 7.2, the software packages listed below must be
installed or removed.

Click Continue tainstall or remowve these packages or click Cancel to exit.

Inskall : Microsoft WML 6.0 Parser

Cancel

Help |

MSXML 6.0 Parser

_A| Please wait whils Windows configures MEXML &0 Parser
1%
Y

Time remaining: 1 seconds

<EmB>

ttachmate Reflection for Secure IT Server 72

)

Install Attachmate Reflection for Secure IT Server 7.2

<Em 6>

4+ Attachmate Reflection for Secure IT Server 7.2

)

Install Attachmate Reflection for Secure IT Server 7.2

A prior version of this product was detected and will be replaced with the contents
of this installation packaae.
Help

Cancel

Help |
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%+ Attachmate Reflection for Secure IT Server 7.2 ) o 4 |

Read and Accept the Software License Terms

ATTACHMATE® SOFTWARE LICENSE AGREEMENT :I

REFLECTION® FOR SECURE IT v7.2 CLIENT FOR UNIX;
REFLECTION® FOR SECURE IT v7.2 SERVER FOR UNIX (INCLUDES CLIENT FOR UNIX); or
REFLECTION® FOR SECURE ITv7.2 SERVER FOR WINDOWS:

IMPORTANT -- READ CAREFULLY:

This constitutes a legal agreement ("Agreement”) between you (either an individual representing yourself, or a legal

entity that you represent as its employee or authorized agent) and Attachmate Corporation ("Licensor”) with respect to

the software, together with its included documentation, that you are receiving, accessing or installing ("Software”).

Unless you have entered into a separate license agreement with Licensor, you accept and agree to be bound by this
Agreement by (i) selecting the "accept™ or "ves™ option when an on-line process prompts you to accept this Ll

¥ T accept the terms of the License Aereementt

Help | Continue I Cancel |

(6) A A M—ILIHFRDOANT
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¢+ Attachmate Reflection for Secure IT Server 7.2 I ] 3

Uszer Information I File Location I Advanced I

Personalize your install

Full name: |Ichir-:-

Organization: |P.ttachmate

WPA: I

Optional Pleaze enter wour VP& number here (valume license users
only; this number is printed on the WPA Certificate sent to you by
Attachmate). Doine this enables us to service your account quickly
when you cohtact us.

Help | Inztall Mow I Cancel




(5-2) [File Location] Z ZHEMSD AT
A UA M= VEERELET,
T 7V ME, BNICERL TS A VA b= TY,

4+ Attachmate Reflection for Secure IT Server 7.2

(5-3) [Advanced] Z 7H[EIH>E D AT
REMEANOREIL, FAIZFOEFEE LET,

4+ Attachmate Reflection for Secure IT Server 7.2




(6) A A F— VAR DOHEITER
BT OT, IROTETHEHEZRRTDHET, LIZGLFFHET,
=101 =]

4* Attachmate Reflection for Secure IT Server 72

Please wait while the installer configures Attachmate Reflection for Secure IT Server
7.2

Publizhing product information
Feature: LANG_Eng

I

Help | Inetall Now | 7 Eamesl

(1) A A h—/L5% T BiE DO &R
A VA M=PFET LE LT, Windows 0S & FEE) L £,
“Restart my computer for me.” IZF = v 7 ~—27 % ANIIX, [Close]l™hFZ %7V v I
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=101x

4* Attachmate Reflection for Secure IT Server 72

The Attachmate Reflection for Secure IT Server 7.2 installer has completed the requested actions

You must restart your computer for the configuration changes made to Attachmate Reflection for Secure IT Server 72 to
take effect.

Attachmate Reflection for Secure IT Server x|

e Until you restart your computer, Attachmate Reflection for
I ) Secure [T Server 7.2 will be only partially installed and may
W ot function correctly.

Wiould vou like to restart now?

[~ Restart my computer for me.

Help | s Cancel

_10_
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2 Windows Update
Windaws F 1| 2A0E
' Lonieuaion R
eyt e
L 2B-FPy7 el
L AUTTUA e
LY, =
Fyba-b
Tko—ik A
Y-l v
LR =
P NAEEIEELTET ..
1 HIRD
|tz e o | a -
2t ameé | Windows Server 2003 DiHF&E>

Admirirstrator

[ v-r-ommen PR VTS

[ 2bo-n H20© ,
S »
) LA PR

I___,\...’ IHA70-3

Qp Microzoft Update

) Microsoft Office 3
m Pret PRy
@ Aa—kra ’
=51 R ’
Trend Micro OfficeScan Client  #

U;Q Reflection S5H Server Configuration

Al

l#25-+ | 8@ |
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(2) BRI [ DAERL
BOE AT R E < ROFBAL DL S L TVE T,
AL A
A= a— File, View, Action, Help @ FIZKFEMEBIDOIEENRH Y 5,

«File > Save Settings, Close

* View > Toolbar, Event Viewer

« Action > Start Server, Stop Server, Restart Server, Configure Cluster,
Restore All Default Settings, Restore Pane Defaults

« Help > Help Topics, Support Web, About Reflection

PRl lﬂ | E | D D = Restore pane defaults
« /2N [Save Settings], [Event Viewer], [Start], [Stop], [Restart]
« &5 £ [Restore Pane Defaults]hR %
[Status] « sshd —E ZADIREEZ FKR
& 7 |1 * RSIT Windows H—/30D /X— 3/ build & A A h—VIEEFKR
[Tdentity] * RSIT Windows H—/% A2 MR (FT(E, 2 A b, XA T2 DRR
4 7 W * RSIT Windows H—/37s 2 hREBIEE

« Server version string (77 B ABIRIFIZ 7 T4 7 > b~ &RD HOIEHR)

[Configuration] | « FFZRTEOE/X/-mE 4. HE Z2MH)

& 7 [
(3) FREMHE o FEAERE
a) sshd — B 2 DORHLE L =1k

c)

ROEMHE DR ARENA =2 —OFRUT LY | sshd Y— & 2ADBLA/5 1L/ FHEE) A3A]
HETY,

R ENE DORAF & Bk

[Configuration] % 7 H N D& FEGR EEH - TAMREDH, [Save Settings] RHZ /A
Za—OFPUT LY FONE % "rsshd_config. xml” 7 7 A MIZ EEEZREFLET, EEXR
FRIZT TAT v MERDRH ST b ONLRENENE ST sshd ¥ —EZXOEEICRY 97,
BRIENKEDT 7 4 /v ME~DEE

[Restore Pane Defaults] R¥ /A =a—DIR = FREENEET 7 4V Ml~
[Restore All Default Settings] A == —DFIR = REHEHNEZT 7 4/ Ma~

BIE N AT 7 4V MEIZER L7212, [Save Settings] R /A =a—DRFUZL Y 2D
WA % “rsshd_config. xml” 7 7 A W EFXRFLET, LESRAFRICT 7407 > M
BT b DN HRENFNEST sshd —EZADEMEIZZ2 Y F77,
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4. T|E

4.1 EXEIE L ZDEHRTE

T 74N FMRENEDRETSH, St Fa YT A KETOEMRATRETT A, 4.2 BREFEH
DODNEZHRE L, BEHKEX 2T 4 AU —@EHGENIAE > 7@ B 258 E 2 S EH BIAG S
N5 & afREL £,

ZO7 12.2 BALEORA  F Q)FEAOFN] DIZHEIT H2RE L NEMHEE LET,
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4.2 FRFEFM
RSIT Windows #—/NTlix, & TOREZ GUI BEMIE > HFEE L. 42T rsshd_config. xml”~7 7
ANWRIFSNET,
“rsshd_config. xml” 7 7 A LV DFAEILT 7 4/ FTIEFRT 4 L2 Y FTER A=V 7.2
INHARTEIEE A = 2 —#E( Action > Set Data Folder) MOZEEWHEIZAY £ L7z,
a) Windows Vista, Windows Server 2008 O#i4:
C:¥ProgramData¥Attachmate¥RSecureServer¥rsshd_config. xml
b) Windows XP, Windows Server 2003 DG4 :
C:¥Documents and Settings¥all users¥Application Data¥Attachmate¥RSecureServer
¥rsshd_config. xml
JEEC
NV a 6.1 PRV, A TTORENAED GUL FRERE 438 U CRIEATREL 720 L o R
F77ANBTIAR T 7ANTRLS xml 77 AE0 E Uiz, B xml 7 7 A L&k
T LFEPRTT—OFKE bR EFTOT, ik LET,

LIF. BREME I DRENFTICHOWTHB LET,
[Configuration] & 7 ZiEIR L. HEEAFMND 8 U —IROBIR A = 2 — LR EWMEHL %
BIR LK RIEET,
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4.2.1 [Genaral] ZEEM
=10l

File  View Action Help

HJ| &> =
© St | Identiy Configuration |
= Restore pane defauls ¢
= General
- Metwork P ==
Permlssmns. Maximum number of connections: IGU
- Event Logging
- Debug Logging Maximum connections per user: |5U

EI Encryption

..Key Exchange Session time-out (seconds): IU
(] Authentication
E| Passuxord Banner message file: I Browse. .. |

- R5A SecurlD

- GSSAPI | Kerberos v
- Credential Cache

- Domain Access

- SFTP Directories

- Mapped Drives

=] Access Contral

- Client Host Access Cr
- (Group Access Contrc
- User Access Control
[=]- Subconfiguration

- Client Host Configure

- Group Conﬁguratil;l
4 I I »

[Maximum number of connections:]

Hr— NI RIRF I Boe AT RE 7e e B D EIR Z 5% E L 97

T 7 4V MBI 7607, fE70” IXMEHIRA EE L E3, MHIRIEERNL, 0S DU Y —REDRH|D
RN X D HIRICHERE T SV,

w3 Reuse BIEEFIL, Fv RNV ELEINTH connection OEIT1 v M LFET,

[Maximum connections per user:]
12— 7 ) ORI O FIRARE L E T, H70” ITHEFIRZ B L £,
connection reuse (BEFFffESLE w3 UFEFED ) DA TX 1 connection & LTAH T M LET,
[Session time-out (seconds) :]
T B PR S TWRNT A RVIREED ke L 72 REIC | H8 E RF R £ (< Bt & B Bh BT L
ET, TORERFMEZMEMTANLET,
E"0" DYt BEREEERN L 700 47,
[Banner message file:]
BEHAGIFIC 7 T4 7 & MUITBINTER R T oA v =V T HRX M7 7 A VR ELET,
T7ANDLFA—FIFUTF-8 L. ThSOXFa— FORICITHBIEBRINET,
JEEC -
SSHZ T4 7 > MZkoTE, NP —FIRICKHIED b DR H Y £, #i7 7147~ FHIAR
BREIC A THIR L TWVWD Z & 2RO L TIRETF S,
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4.2.2 [Network] :ZFEHEm

m_:', Reflection for Secure IT Server o ] 5
File  View Action Help

d| @b E

© St | Identiy Configuration |

= Restore pane defauls ¢

- General =] Network

- Permissions

Event Logging Listening address_+ | Port | client keep alive (seconds) |
. H 22 ]
- Debug Logging
[=)- Encryption 0.0.0.0 22 60
. “Key Exchange MNetwork Binding x|
B A!..Ithentlcahon Metwork binding information
El-Password
. L-RADIUS o
=1 Public Key Listening address: I

. Certificates Port: |22
- R5A SecurlD
- GSSAPI [ Kerberos V V' Clientkeep alive ISD (seconds)

- Credential Cache
) [ Require reverse DNS lookup
- Domain Access

- SFTP Directories

- Mapped Drives

[=]- Access Control

- Client Host Access Cr
- (Group Access Contrc
- User Access Control oK I Cancel Help
[=]- Subconfiguration

- Client Host Configure

- Group Conﬁguraﬁo_nlll Add... Edit, . Flemove |
4 I I 3

sshd —E AR HZ 1T (Listening) 2T X7 X L AR— MESOERREHEL LET,

T 74N ML, BRTORMT X T LK L THR— b 22 FEEV L TEST, RELETH8E1L.
[Add]/[Edit] R % > %27 U > L. [Network Bindingl ¥4 7 /ARy 7 A%&@UTHELET,
[Network Binding]l #4 7B IRy I X :

[Listening address:]

SSHZ FAT v bR A= T T L7 X T2 (R—F)DIPT RLRAEZBELET,
T 7 AN T, BRTCOFERRIPT RLANLOZENEZTT,

2P 7 RURAFREIL, IPv6 D4 77 L, IPvd DA 70.0.0.07 & LE1,

[Port:]

SSHZ A7 v Minb DRt B3T3 25 TP R— MEFEfRELET,

T 74V ME A— k22 & T,

[Client keep alive]

7747 MINZx L CIEEMEERZ LET, F—77 74 730 v Mk L CTHER-ISZE A
HENGEICEBLES, 774/ MT 60F TT,

[Require reverse DNS [ookup]

BEEORBALARC, TP 7 R L AE AL A 2G5 720 DNS 05| & O8fEEZ 925 00
Eh LET, HERHCHEIE IR LKL, = — PRI A il L3 ICUllr L £,

_18_



4.2.3 [Permissions] EZEE®E
=10l

File  View Action Help
HJ| &> =

Staws | Identiy Configuration |

= Restore pane defauls ¢

- General =] Permissions

- Metwork

& Permissions I Deny all logins

- Event Logging

- Debug Logging ¥ Allow terminal shel

=l Encryption Terminal provider: I'%SysbemRoot%%yshem
i -Key Exchange
B Authentication Terminal default directory: I %D

|T=|"P:355W°"d IV Allow exec requests
© oRADIUS ——
B Public Key Exec request prefix:
- Certificates ¥ allow non-interactive users to log on

- RSA SecurID ;

. GSSAPI / Kerberos V FETEER

- Credential Cache ¥ allow SCP1

- Domsin Access ™ Use 5FTP accessible directory settings for SCP1

- SFTP Directories

- Mapped Drives

=] Access Contral

- Client Host Access Cr
- Group Access Contro ¥ Allow client to server (ocal) port forwarding
- User Access Control
[=]- Subconfiguration

- Client Host Configure

- Group Conﬁguraﬁo—nl;l
4 I I »

v allow SFTR/SCP2

r Tunneling

¥ Allow server to dient (remote) port forwarding

Al SSH Y — 3% — B 2 DR MATHE 2 - — M@ IR E L E T
ARRREDM, [Subconfiguration] FXEIZ LV, 1ZIFF—WNA% Client Host/Group/User fERINIZ
fREWRETT,
[Deny all logins]
(BUEBEICHESL L W D EER LIS D A% OFT272) 7 T A4 7 b b Ot 2 THER T 5 16iE
T9, [Subconfiguration] DIFEICAKEITH Y £H A,
[Allow terminal shell]
AT RNoDE—IFNEGRET AT D0 E ) 1 ORETT,
JEEC -
— X FVEEGREMERF AR E IR & LT Windows 0S OEXF =2 U7 A RENRHEELET,
[Terminal provider:]
— I TR RIS ST D = MUET T e T AR RELET,
7 7 4V M Windows HEHED cmd. exe T, FEELLRHL, Hixt XA THEELET,
JEEC -
FEERHC S AL I A=A ETHAIE, Windows DX 2 VT 4 kL XTI U —FT—
g (" )THSoTREV,
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[Terminal default directory:]
H— L FVERRMEREO I L T 4 Ly N LT b NREEEE LET,
INAFREETIE, NF =AU 7 ("7, "1, %u”, “%U”) Z i RTRE T,
77 2V ME "%D” (Windows —HF 7 a7 7 A 1) T,
Windows =—H7' 07 7 A /L7 7 4L MEIZLLTO®Y T, (FHEERERL—FIT L) ZE )
a) Windows XP, Windows Server 2003 DO¥F4:
C:¥Documents and SettingsYusername¥
b) Windows Vista, Windows Server 2008 D5 :
C:¥UsersYusername¥ (47 ¥ =7 F47C:¥Users”, FrmiL"Ci¥z—4—")
RNF—=VARNY T
WD =TT A NT FF
CUH =R — AT LA
c%u s —Ha s A4
% RAAL a2 —Ynr A4 (domain. username DFEZ)

[Allow exec requests]
SSHUE—ha~ REFATAREE T E I MERELET,
T 7 & v MEXFATAREE T,

[Allow non-interactive users to log on] << 7. 1 SPI 76 DEHBHNIERE

Windows ¥ —/30S ® a—AntFxa 7 4R —FEICT, " a—va 4 zifFa45”
HRIZIR > TR N—/ TN —T IR LT, SSHu 7 A VU EFAIT 50 E I hERELET,
R

Windows Server 2003 D¥GEIL, "B —A a4 EFFAT57 RIS TWRWN—H/
TN—TZx LT, a~vr R7a 7 RAMEHTERWLEER SSH v 7 4 U3 RICL . F2E /Y
o —t X2 T 4R Y —DFRE L F—OEEICRY £,
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# File transfer

[Allow SCP1]
OpenSSH D scp (Z 2 TIX"SCP1” & KAL) 13 BEMEARICHER L 22V 3 sfip 7'm b2 b2 L
TWE, RSIT Windows $— 3TlX, ZDIEsftp 7'm ha iz xS LE LTz,
AFEEIL OpenSSH 7 T A 72 RInHD sep IZHIET D00 E I MOREE LET,
T 7 4 MREETCIE R LET,
A
OpenSSH @ scp 1EXSSHE v a v HNDO1F ¥ XV ZI Licrep 2~y FIZTEBRL TCWET,
LoT, RERENLTF v I ~v—0 N LSRR E LIZ8ATH, [Allow exec requests]
ICCHEITAREDREZ LT 58 A 1%, OpenSSH 725 D sep D3 AIREZRIRAEIZ A2 0 £97,
[Use SFTP accessible directory settings for SCP1]
OpenSSH 225 @ scp BIEIZ%F L, [SFTP Directories] g /& MmN O ENEZ AT 5008 9
MEfRELET,
[Allow SFTP/SCP2]
I TAT R bD sftp KOV BEHEAARICHEIL L7 sftp 7’1 Ak %) sep (22T
"SCP2” L RFL) AFFRAIT HME I MERELET, 7 7 +/b M, FFAREETT,

# Tunneling
[Allow client to server (local) port forwarding]

AT RNbD "a =RV TP R — MRk” AR AT OnE I hERELET,
[Allow server to client (remote) port forwarding]

AT b0 ") E— bk TCP ARN— MNEE" ZFFr[ T2 E I nafaELET,

_21_



4.2.4 [Event Logging] ZEEME
&, Reflection for Secure ITServer =10 x]

File  View Action Help
HJ| &> =

Staws | Identiy Configuration |

= Restore pane defauls ¢

- General = BEvent Loggl ng

- Metwork
-~ Permissions ¥ Enable logging to Windows Event Viewer
o Event Logging
- Debug Logging [~ S5H server and SFTP event log level
=) Encryption [ Errors
i--Key Exchange
(] Authentication ¥ warnings
|?;|--Password [ Information
RADIUS
- Public Key ™ Protocol details
- Certificates
~RSA SecurlD I Hex-dump

- GSSAPI | Kerberos v

. Credential Cache [~ Custom Cuskam events. .. |
- Domain Access

- SFTP Directories

- Mapped Drives

=] Access Contral

- Client Host Access Cr
- (Group Access Contrc
- User Access Control
[=]- Subconfiguration

- Client Host Configure

- Group Conﬁguraﬁo—nl;l
4 I I »

Windows A XY ka7 ~OEEEDIREL LET,

[Enable logging to Windows Event Viewer]
A X2 br S ~ORRERE AN LET,

[Errors], [Warnings], [Information], [Protocol details], [Hex—dump]
FrxzyIv—0 B ANNDHZET, EOLVLVETRETOINEEELET,
TIATIEE R VFEMIC RV £, F = v 7 2 ANVZHE O BT ERIFCT = v 7 ~— 2 A
DEd, 774/ ML, “Errors”, “Warnings” L&KL ET,

[Custom]
Fxv~v—2 %At [Custom events] R¥ %27 Vw7352 LT, fHxDFEMA X M
AN HE E FTRE T
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4.2.5 [Debug Logging] ZFEEME
&, Reflection for Secure ITServer

File  View Action Help

=101 x]

HJ| &> =
© St | Identiy Configuration |
= Restore pane defauls ¢
- General = Debug Logging
NEt\!\'Ork -
- Permissions ¥ Enable debug logaing to log file
- Event Logging

—55H server and SFTP event log level

& Debug Logging

cryption ¥ Errors
i -Key Exchange
= Authentication ¥ warnings
E--P?ssm'ord ¥ Information
. L.paDIUS
EJ-Public Key ™ Protocol details
.- Certificates
~RSA SecurlD I Hex-dump
- GSSAPI | Kerberos v
- Credential Cache [~ custom CUStam events. ., |

- Domain Access
- SFTP Directories
- Mapped Drives

rLog file information

Log file directory: IC:¥ProgramDam¥At13d1mate¥RSecureSer\ter¥Logs

Browse... |

[=]- Access Control ) -
- Client Host Access Ci ¥ Log file rollover (by size) File size (MB): |4
-+ Group Access Contre ™ Log file rollover by time) Stark: e (M) IIII Interval (hours): |2—}
- User Access Control
[=1- Subconfiguration Timestamps for log file entries: (s UTC
- Client Host Configurs " Local

- Group Conﬁguraﬁo—nl;l
4 I I »

RSIT Windows $— NBEHDOT Ny 7o FJEHEROEEEZ LET,
TNy Ja ZIXREEITHTT, RS T4 T 2 b & ORI A R ARt L E T,
Ay —VEMDLRNET 07T ZLEE$ 5 B2 T, RSIT Windows H—/NDARK DAL DAL
HEEIME T LES, BFENTIEIF =y 7 ~v—27 25 LEZIZ L TBEV TSV,
[Enable debug logging to log file]
TRy a7 OREE AT LET,
AR, SSH Y — DY — AL BE T LB DR T Ny I 77 7 A VEER L ET,
[Errors], [Information], [Protocol details], [Hex—dump]
FrxyIlv—0 B ANNDHZET, EOLVVETRETOINEHEELET,
TIATIEE R VFEMICR D E£9.F = v 7 2 ANTZHA O FIIEERBICT = v 7~ — 27 A
0ET,
[Custom]
Fxvr~—2 %At [Custom events] R¥ L %27 Vw7352 LT, fHxDFEMA X M
AR HE E FTRE T

[Warnings],
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# Log file information

[Log file directory]

TRy Ta T EERT LT 4 V7 NI RERELET,

TRy Za IR ET 4 V7 KU FIZ, “RSSHD-YYYYMMDD-HHMMSSmmm. log” &\ % 7 7 A /44 THE
RENET, Z 2T, "YYYYMMDD-HHMMSSmmm” %, BHAREFZ| 2~ L. “YYYYMMDD” X4 A H.
“HHMMSSmmm” {3 53 fb+~ 1 7 v fh T,

[Log file rollover (by size)]

FRZ 7 ANY A XEHEL, TOVA XNCE LB T Ny 7 a7y A VEET L, Ha s
T ANEHTAAER LD BEX ET,

HBEVARXZTL 77 A NVDY A ZFFETHY B0V 77 A NVEREITBIFTETOTHERET S
VY,

[Log file rollover (by time)]
FRERMBRCHAT Ny Z7a 77 7 A VEFBICTAER LU B2 £,

[Timestamps for log file entries]

TRy T T DK Ay =I5 S5 RFEHEEREZ . UTC (EERH & R4 Coordinated
Universal Time) (7' = v VERHERF; GMT & [FF8) TEIRT D0 FEES A LY — A THRIR
TOHNERRNL XTI,
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H =1 —1
4.2.6 [Encryption] < EM
m_:', Reflection for Secure IT Server o ] 5
File  View Action Help
HJ| &> =
© St | Identiy Configuration |
= Restore pane defauls ¢
- General = Encryption
NEt“'Ork e |
- Permissions ~Ciphers ~MACs
- Event Logging .
- Debug Logging hmac-shal
2l encryption| ihmac-mds
" Key Exchange [W] aes256-ctr [v]hmac-sha1-96
B A!..lihentication aes128-che [v|hmac-md5-96
& P?si\:DrIdUS [Vl aes132-che M [W]hmac-ripemd160 iz |
|_E=_|--P;t;lic ey [#aes256-che Move down | [v]hmac-sha256 Move down |
. Certificates des3-che [w|hmac-sha512
-RSA SecurlD [w] blowfish-cbc [C1Mone
- GSSAPI | Kerberos V [ cast128-cbc
- Credential Cache arcfour256 LI
- Domain Access
- SFTP Directories —Compression
- Mapped Drives )
[=]- Access Control ' Mone ¥zl
- Client Host Access Cr
- Group Access Confra [™ Use only FIPS-140 certified cryptography algorithms
- User Access Control
[=]- Subconfiguration
- Client Host Configure
- Group Conﬁguraﬁo—nl;l
4 | | 3

[Ciphers]
EZET LT —F0RAT — REOERE R 5T 2 ERORE 5 XA HELET,

KR ENLDOC DB 7 T4 7T b & OEfBlth R T2 m—3 3 VI & L TR S E
I, Fxv I ~—27Don/off & up/down IZXVIRELET,
{aes128-ctr, aesl92-ctr, aes256-ctr, aesl28-cbc, aesl192- cbe,

aes256— cbe, des3—cbe,

blowfish—cbe, cast128—cbe, arcfour256, arcfourl28, arcfour, none} Z ¥ A— kL TCWVET,

R
“none” 1%, WAL PTITEXDEFRELETOTT 2 M HUSMTITEE L T,
[MACs]

T — 2 DIERMEER (FE S AR 75 MAC (Message Authentication Code) 7 /L= U X A% 7
ELET, RPEMOGDN, 7747 8 &OERER T T — g VR & L TESE
FHShET, F=vr~—27Don/off & up/down IZLVIEELET,

{hmac-shal, hmac-md5, hmac-shal-96, hmac—md5-96, hmac-ripemd160, hmac—sha256,
hmac—sha512, none} Z#7R— F L TV ET,

[Compression]

JEMEDFEE T,

[Use only FIPS-140 certified cryptography algorithms]

FIPS 140-2 CKREFBUMNEHILIRR 140-2) BEDKHE Y 2 — L OLE AT 5 K 5 IHE
LET, 774NV MNIRT =y ZIRET, COFEHMAT L LEHELET,
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4.2.7 [Key Exchange] ZEEE

m_:', Reflection for Secure IT Server ;IEIEI

File  View Action Help

HJ| &> =
© St | Identiy Configuration |
= Restore pane defauls ¢
- General - Key Exchange
NEt“'Ork e |
- Permissions .
. Event Logging ¥ diffie-helman-group1-shal
- Debug Logging v diffie-helman-group14-shal
[=]+ Encryption .
¥y Exchange ¥ diffie-helman-gex-shal
El- Authentication ¥ gss-group1-sha1 with Kerberos 5
[l Password & _
RADILE W gzs-gex-shal with Kerberos 5
(=] Public Key
- Certificates Rekey interval (seconds): | 3600
- R5A SecurlD

- GSSAPI | Kerberos v

- Credential Cache

- Domain Access

- SFTP Directories

- Mapped Drives

=] Access Contral

- Client Host Access Cr
- (Group Access Contrc
- User Access Control

[=]- Subconfiguration

- Client Host Configure

- Group Conﬁguraﬁo—nl;l
4 I I »

ERET Aty v a VRELERT DT OORZHET VT AL ERELET,
7.1 SP1 Tik, AT OERHT AT Y ARG L, 77 40 F TRETHEME LTHET,
{diffie-hellman—groupl-shal, diffie—hellman—groupl4-shal, diffie—hellman—gex-shal,
gss—groupl-shal with Keroberos 5, gss—gex—shal with Keroberos 5}
[Rekey interval (seconds) :]
FeMflH] SSH e A3kt L TV D55 ais, e bt v i a VA EAR (= Rekey) 72 WFfH
BREHRELET, 774/ M 3600(F) T,
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4.2.8 [Authentication] xXFEIEm

File  View Action Help

=101 x]

HJ| &> =
© St | Identiy Configuration |
= Restore pane defauls ¢
- General =] Authentication
NEt\!\'Ork e |
- Permissions ~Login grace time
- Event Logging
- Debug Logging Grace time for completion of authentication process (seconds): IIZD
EI Eljcryption
i--Key Exchange N )
S8 Authentication IPblocking
] Password Failed attempts: IZU
. L-RADIUS -
L:=_|--PL_.|inc Key Failure time-out (seconds): |30[J
- Certificates Lockout duration (seconds): 3800
- R5A SecurlD

- GSSAPI | Kerberos v

=] Access Contral

- Credential Cache
- Domain Access
- SFTP Directories

- Mapped Drives

- Client Host Access Cr

- Authentication failures

Caution: Enabling these settings increases your security risk by providing information to
potential attackers.

[ Immediately disconnect invalid, locked or denied users

™| Pravide informative messanes bo clients aboub authentication Failures

- (Group Access Contrc

- User Access Control

[=]- Subconfiguration

- Client Host Configure

- Group Conﬁguratil;l
4 I I »

¥ send keyboard interactive title

2 —PREREIC B L TR Im

# Login grace time

THHAEZEELET,

[Grace time for completion of authentication process (seconds) :]
7 T4 T v NERELRBLA)N b 2 — PRREER ) £ TOR KA LRFH 2 AL THRE L £ 7,
F7 4 ME 1200) TF, (X—=Y=a 6.1 ORHTIX T 74/ b 600 B TLIZ, A=Yz
Ty THRHIIAAN =Y a COREEEBAIT LGB ITEDOMELE > TWET, )
JEEC -
E”0” I XIERIIR 2 B0k U E 325, RERIRREAkREIC
BlRED O, fH70” FEEITEELE LET,

LAV AT ALY ) —ZADREL DoS WE~D

# IP blocking
HLFEDIPT RLAD T TAT » b BERFHICE < OB Y IR S LIZFIZ, £ D
IPT RVADT FA47T » Mkt LT —ERf 7 e v 775 2 LR HRET,

[Failed attempts:](ZH&fecRmIE LIRIEZFRE L
72 5 AR 2 52 L, [Lockout duration (seconds) :]

(ZHLHE L
27wy 7 Lkt DM zEE LET,

[Failure time—out (seconds):]
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[Failed attempts:]

IP 7m oy 7T 5 RMEEAEE LT,

T 7 v ME 20([E) TH, E70” X IP T u vy R SHERROES LA ER L T

[Failure time-out (seconds) :]

UL R oA AR E L £7

7 7 4V M 300 (F) TH,

[Lockout duration (seconds) :]

IP 7oy X VOBEMEICRSTEREEN ST r y 7 LT 2R A2 ELE T,

T 7 4V M 3600 () T,

JEEC -
IP 7o yFdr ZJH#REIE, SAT—RBIEEF—HR— R ¥ —F 77 4 7ERICL 32D
— FRBREIZ K 2 BT R D R O HBERE L £ 97,
IP 70y d o T 5EERE AT Y LICFO720, sshd —E X ZHH L72HE13%
NWETOFERITEN 0 5,

# Authentication failures

[Immediately disconnect invalid, locked or denied users]
TFELRW, a7 STV D *Eﬁaﬁﬁéﬂfb\é"kb\of:%@%ﬁﬁﬁ%ﬁ&ffé ZENEM
g —H| ﬁbf®§m%*#%ot (L HIE T ISt R & LB 2 B E A fRE L
£
T 74N MIFEF = v 7 T, B R — IOk LEATIFA BRI OFRGEHRIEZ RO £,
RIEZRRT 78 AFIZ LTUE T 7 4V SO EF = v VRO F R — SNO 2 —FIZBET 21
WEEMRTHZLIIRVETOT, JVERLEERET,

[Provide informative messages to clients for authentication failures]
FRREICTF =y 7 ~v—7 & AN, HIEITE CICERLR S LUk 2856812, Z0Hm% 7
ATV MUBRDMEIDERELET, BEX 2T ¢ b WL THEREICRER A,

# Keyboard interactive

[Send keyboard interactive title:]

X—AR—RA X =T 7T 4 TR T4 T > MUl EIC¥ A ML T XA NERRTD
MEIMERELET,

TN MEIF =y 7AFET, KRBV A PAT R M EFRRLET,
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4.2.9 [Password] ERFIEM
& Reflection for Secure ITServer I [ 3

File  View Action Help
HJ| &> =

Statug I Identity

Configuration I

= Restore pane defauls ¢

- General =] Password

- Metwork
-~ Permissions r~Password authentication
- Event Logging
Debug Logging (Gl Allow
=l Encryption ™ Require
¢ i Key Exchange
. Deny
Retries
Mumber of password attempts: I 3
- Certificates
-RSA SecurlD Delay between tries (seconds): IZ

- GSSAPI | Kerberos v
- Credential Cache

- Domain Access

- SFTP Directories

- Mapped Drives

=] Access Contral

- Client Host Access Cr
- (Group Access Contrc
- User Access Control
[=]- Subconfiguration

- Client Host Configure

- Group Conﬁguraﬁo—nl;l
4 I I »

Password authentication options

[~ Permit empty passwords

[V Allow password change

¥ Password authentication using keyboard interactive

AREMEZE LT, "NAT— R B LAY = RAND" X —R—R A Z—F 7T 47
A OWTHRE L E T,
JEEC
A F5% [Password authentication using keyboard interactive] OF = v 7 ~— 7 G
73, # Password authentication #¢> {Allow, Require. Deny} DXIERICEE | £,

“"Allow” & “Require” DEMRIZDOWT :

< Allow” ~Z7 FAT v hEDFRAL T — g UIRIT SSH Y — SR A HFREE S o
g L L CTHRESILE T, BRMICIE, R —3 3 U CRIE SRR D
2 HOWNT I FRAERR ) T AUE 2 — PRRRED S & 72 0 £,

« "Require” ~SSHH—\R7 T4 7 MIxt L Ca—FREERI O 72 DI GRAEEN M & TR
TOMRE LTHHRESNE T, 2—PRBIERI D721, "Require” & L TER Sz
PREF R THENT 2HLERH Y £,
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# Password authentication
(F%PHClZ. [Password authentication using keyboard interactive] Z [KB int] &AM L £ 9, )
[Allow] BRDIFE :
[KB int] JEREF : NRAU— REEEE, ¥—AR— A 2 —F 77 ¢ 7RIAEMITITx LT "Allow”
(KB int] FEEIREF : SR DU — RERGEIZ®F LT “Allow”
[Require] FEIRDIFE :
(KB int] J#IREF : F—AKR— A X —F 77 1 7HFEITH LT "Require”
(KB int] FEEIREF : SR T — FFEREIZ LT "Require”
[Deny] ZBIRDIFE :
[KB int] OB NDDH T, /NAT— REEE, ¥—R— R 2 —F 77 4 TRIENTLS
2 —HFEEE L THEHET,

# Retries

[Number of password attempts]

—REIOFEREE LRI LT —WFRFERK & RT3 YTRIEZEE L £,

77 4V b OEEKIE 3 [ETY,

[Delay between tries (seconds)]

TR H AN ERO T 0 o7 M2 RRT HRHBERE R CRELET,
77 /v FORKREIX 2 TT,

# Password authentication options
[Permit empty passwords]
22 (=) NAT — REFET LR, Ty 72 ANVET, 774/ NI, ZBIETT,
AL, AR T LM Windows 0S @ KU o — D =17 £ 4,
[Al'low password change]
Pefoe B Ak D = — P IRGEAL IR FNAD 1 C 0S FRD/SA Y — RETII AT TN E S EIEEL
£,
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4.2.10 [RADIUS] EREEmE

m:', Reflection for Secure IT Server ;IEIEI

File

Miew Action  Help

ElEEIE N

Staws | Identiy Configuration |
= Restore pane defauls ¢

= Eljcryption

=] Access Contral

- General

- Metwork

- Permissions

- Event Logging

- Debug Logging ¥ Use RADIUS authentication

| v

RADIUS

RADIUS authentication runs through keyboard-interactive authentication.

i Key Exchange [ Attempt local password authentication if RADIUS fails
- Authentication

E| Password - Authentication servers
=1 Public Key

.- Certificates

- R5A SecurlD
- GSSAPI / Kerberos V Mave up
- Credential Cache
- Domain Access
- SFTP Directories
- Mapped Drives

Server Port | Seaet |

Mave down

|

- Client Host Access Cr
- (Group Access Contrc
- User Access Control

Add... Edit ., Remayve

[=]- Subconfiguration

- Group Conﬁguraﬁo—nl;l
4 I I »

- Client Host Configure

RADIUS Yr— "L DHEEIZ L Y 2 —VRiEE ERT 2720 0fEE LET,

2]

FOEME N AT BICHESCCRIR O X H 12, RADIUS #BGEIE, ¥—R— KA v ¥ —F 77 4 TRt %
WL TERITSNET,

& o T, [Password] BEM M IZF VTR DIEE % L72%E 1%, RADIUS FRAEILAEE M H k312,
(RADIUS]RR B HIAR 7 L—T v b LET,

(D[Password authentication] T”Deny” % 1&R

@ [Password authentication using keyboard interactive] % FEEIR

JEEC -

0y ra—Wn, =g —hh Windows KA A a2—H L LTHEELRZWEGEEE.
RADIUS H—/ S CRRGERTRET &, SSH OFEAE A MR L £,
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[Use RADIUS authentication]

RADTUS ¥ —/ 3 & OEHEIC L 5 2 —PRRAEZ AL L £ 77,

[Password] R EE M IZB T, @ [Password authentication] T”Deny” Z &R . @ [Password
authentication using keyboard interactive] 3FEEIN OWEIZIL, ML L TWET,

[Attempt local password authentication if RADIUS fails. ]

RADIUS H—/ % & OEHEIZ L D 22—V FEFER KW L7ZFF, r—"a—h VDR 2T — N & A
L Ca—VEEETH0EELET,

# Authentication servers

# RADIUS Server #4705 Ry I R

[Server]

RADIUS H— SODAFRETNLIP 7 FLRAEZRE L ET,
[Port]

AT OR— FESEHEELET,

[Secret]

RADIUS Hr— & OGO 7D, RADIUS IZxf T HHR A PDNRAYU— RERELET,
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4.2.11 [Public Key] E%TEEmE
e — =10

File  View Action Help

HJ| &> =
© St | Identiy Configuration |
= Restore pane defauls ¢
- General = Public Key
NEt\!\'Ork -
- Permissions r~ Public key authentication
- Event Logging
Debug Logging (Gl Allow
=l Encryption ™ Require
¢ i Key Exchange
[=]- Authentication € Deny

E| Password

rPublic key storage

User key directory: I %D¥.ssh2 Browse... |

-RSA SecurlD Authorization file name: Iauﬂ‘norization
- GSSAPI | Kerberos v
- Credential Cache ~Size

- Domain Access
i ini ite): 512
. 5FTP Directories Public key minimum length (bits):

- Mapped Drives Public key maximum length (bits): |8192

=] Access Contral

- Client Host Access Cr
- (Group Access Contrc
- User Access Control
[=]- Subconfiguration

- Client Host Configure

- Group Conﬁguratil;l
4 I I »

/\Fﬂ%%wuu kB a2— ‘&muuﬁ%?@ﬁ?éf_&)wﬂ-“—/\ﬁu H/E_’%L/ij‘
# Public key authentication

[AllTow] ER :
I7TAT Y MeDRITE—2 3 VR SSH B — "SRRI A HRRRE T oM & L TAR
BERAEAFEE LE T, &EMICIE, F Ty m— 3 U CIRE SN0 9 HowdFhan
RAER T IL 2 —PREER K & e 0 £,

[Require] :ZEiR :
SSHH— "7 T A4 7 Mk L Ca—HREEE U CTABRBEREIEZ ZR L E 3, = —FFEaEkTh
DT=DITIE, "Require” & L TER SN2 TRIESFRUTHKID T H2LE N H Y 7,

[Deny] ZiR :
2 —WIRIEL L CTABSRRREZ M LW EETT,

_33_



# Public key storage

[User key directory:]
NPHEERAE T T 5 2 — VO BRERABREEDOFTET « L7 MY ZHELET,
INATHEHBRET D20, NEZ—2 AU 7 (%7, "%H”, "%u”, "%U”) A FH FTRE T,
7 7 4V M %Y. ssh2 (Windows =—H 7107 7 A )L FD”. ssh2” 7+ /L ¥) TY,
“UD : =W TR T A NT F AL
%l =R LT FF
cOu —Ha A A
% RAA va—Yra A4 (domain. username DEZ)
[Authorization file name:]
BERAHGET7 7 AN E VA NT S LIEEBR T 7 AN ERELET,
T 7 )V MAFME “authorization” 7 7 A /LT,

# Size
[Public key minimum length (bits):]
FERATRE R AREOR/NOE Yy FREBE L E T,
#PHIZ 512~8192 T, T 7#/L bk 512 (B v MR) T,
[Public key maximum length (bits):]
A ATRER ABROREOE v FREBE L £,
HPHIE 512~8192 T, F7 /L b 8192 (B v ME) T,

_34_



4.2.12 [Certificates] ZEE@
& Reflection for Secure ITServer =10l

File  View Action Help
HJ| &> =

Staws | Identiy Configuration |

= Restore pane defauls ¢

- General 1= Certificates

- Metwork
- Permissions ~PKI configuration
- Event Logging
- Debug Logging PKI server: Ilocalhost
EI Eljcryption
| -Key Exchange Port: [ 15081
[=]- Authentication ) :
E--P_assword Verify connection Launch PED Manager. .. I
¢ ~-RADIUS —PKI Server Public key
(=] Public Key - -
. [——— Public key file: C:¥ProgramData¥Attachmate¥R e flectionPkI¥config¥pki_key.pub Browse... |
- R5A SecurlD

- GSSAPI | Kerberos v

Key comments I
- Credential Cache
- Domain Access SHA1 fingerprint: I
- SFTP Directories
- Mapped Drives MD5 fingerprint: I

=] Access Contral

- Client Host Access Cr
- (Group Access Contrc
- User Access Control
[=]- Subconfiguration

- Client Host Configure

- Group Conﬁguraﬁo—nl;l
4 I I »

2 —YFEFEL U CREAERIEZ ML S 7O DR EE LET,
N—T 3> 7.1 I, RSIT Windows H—/ N L 12812 [Reflection PKI Services Manager) (fE
EIZ L VEENEZGEICEAT 2EHEEL T 5 L 01220 £ Lz, GEIEFERGELAE 5 551, Bk
[Reflection PKI Services Manager] ZEALEd, GEMIIEL~ =27 L EZZRLTFEL, )
# PKI configuration
[PKI server:]
"Reflection PKI Services Manager” 2B L CWAY—_EHEELET,
7 7 4V~ “localhost” "G, RSIT Windows H—/N& [a—H— SNIZHFEIET H4EE T
B — NICE AR L, ZORA R IPT RLAZBELET,
[Port:]
"Reflection PKI Services Manager” Wf§H51T 5K — NESFEHELET,
57 )V MiE 18081 FHAR— T,
[Verify Connection] R4 >
"Reflection PKI Services Manager” & O IEHIB(E & MERT DHRAZ T,
[Launch PKI Manager] K% >
[f]—4— SN Reflection PKI Services Manager” 2SFAET ZREA )72 R % 2 T, "Reflection
PKI Services Manager” #iC@EhL F9,
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# PKI Server Public key

[Public key file:]
“Reflection PKI Services Manager” & ®DiR{E DFBIEIZABIERIEAZMHH L E7,
"Reflection PKI Services Manager” ZA A h—/L 35 Z L CHEDT 4 L7 |~ VIZHAT 23
YERL A E T, RSIT Windows H— "%~ 2 & DT, Z D Reflection PKI Services
Manager” A > A h—/LEREDABRSEA . RSIT Windows ¥ — Millcav—L, 207 4 L7 MU %
AREICTHELET,

[Key comment:]
“Reflection PKI Services Manager” DABR#ED B — L7, FORXAEEO 2 A NNREE
RLET,

[SHA1 fingerprint:]
“"Reflection PKI Services Manager” D/ABE#E = v°— L7=fZ, SHAL Ny =B LD A >
T —U K A V= A b (=fingerprint) #FE/RLET,

[MD5 fingerprint:]
"Reflection PKI Services Manager” O/AB#E= & — L7=REZ, MD5 /Ny = B¥c L5 A vk
— KAV A b (=fingerprint) ZFE L ET,
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B
4.2.13 [RSA SecurID] F‘ZEEM
m_:', Reflection for Secure IT Server o ] 5
File  View Action Help
HJ| &> =
© St | Identiy Configuration |
= Restore pane defauls ¢
- General = RSA SecurlD
- Network |
Permissions. RS5A SecurID authentication
 Event Loggu.wg RSA SecurlD authentication runs through keyboard-interactive authentication,
- Debug Logging

- Encryption

KEY Exchange  Allow
=N ,q!_;ﬂqenhcahon ™ Require
E| P_assword
. L-maDIS = Deny
= Publlc Key
[ Retries

= Mumber af authentication attempts: |3
GSSAPI a’ Kerberos V

- Credential Cache I .

- Domain Access

- SFTP Directories

- Mapped Drives

=] Access Contral

- Client Host Access Cr

- (Group Access Contrc

- User Access Control

[=]- Subconfiguration

- Client Host Configure

Group Conﬁguratil;l
4 I I »

Delay between tries (seconds):

RSA SecurID & OE#EHEIZ LY 22— %wft%%ﬁa“‘ét&)0) REELET,
RSA SecurID Z 9% 7212, RSA SecurlD OBREHENE L SN TWHMLERH Y £7,
B2 RSIT Windows $— "% A L7=H— SNIZIE, RSA Authentication Agent for Winodws 7>
RSA Authentication Manager HEZIEL < EHEL £7,
FREM N EEIZERIR o X 912, RSA SecurlD ZFIH L7z —WFEREX, ¥—FKR— KA o2 —F
7T 4 7Rk B U CHEITINET, Lo T, [Password] B EE M (23T, O [Password
authentication] %"Deny”i%%?)i‘?ﬁ\ @) [Password authentication using keyboard interactive]
EIBBIROY AL, RSA SecurlD FRGEILfE AHREH A,
A
R7A =R =N m =B s Windows R AA ra—H L UTHIE LRV EIE, 83k
(BN QU=
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# RSA SecurID authentication

{Allow, Require, Deny} 22HiERLF94, T 7 4/L ME "Deny” T,

[AlTow] ER :

JIAT v MDD — 3 VI SSH H— "WMRR T A HRRE RO & L THEE
LET, BT, RTvm—2 g U TRESNIZRIET D 5 HOWT D FRIERI T
(T2 —PFREED RN & 220 £7,

[Require] iR :

SSH =R 7 A7 v MK L Ta—PFEFEE LTER LET, 22— PRREERDI D729
"Require” & L CERINT-ATRASFRICH DT L2MLERH Y £,

[Deny] Z#iR :

—WFRFEE LT RSA SecurID §EREA T L2V MEE T,

# Retries

[Number of password attempts]
— IO E R LT —FRBEER & RT3 YT ZEE L £,
774N hoEEIE 3 EITT,

[Delay between tries (seconds)]
KRICHANE RO T 0 o7 N afond 2R EZ D CRELE T,
T 7 /v FORKREIZ 2 TT,
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4.2.14 [GSSAPI/Kerberos V5] E&3EEIME

m_:', Reflection for Secure IT Server o ] 5
File  View Action Help

d| @b Ew

© St | Identiy Configuration |

= Restore pane defauls ¢

-~ General = GSSAPI / Kerberos VD
- Network |
-~ Permissions GSSAPI authentication
- Event Logging
Debug Logging o Allow
=+ Encryption " Require
i -Key Exchange
EI- Authentication & Deny
E| Password
. L.paDIUS
[} Public Key
.- Certificates

- R5A SecurlD
d GSSAFI [ Kerberos V

- Credential Cache

- Domain Access

- SFTP Directories

- Mapped Drives

=] Access Contral

- Client Host Access Cr

- (Group Access Contrc

- User Access Control

[=]- Subconfiguration

- Client Host Configure

Group Conﬁguratil;l
4 I I »

GSSAPI (Generic Security Service API) %V 7= Kerberos V5 #—HiBFEE L CHEMAT 22
HIRELET,

{Allow, Require, Deny} MHEIRL ET, 7 74/ NI "Deny” TY,

[Allow] &R :

I TAT v MDD E— 3 VRHT SSH B — 3R R T A HFRRE RO & L THEE
LET, BRI, r3v=—va U CIRESNTZRFEST RO 5 HOWT IR FEiEk P
(X — PRI LI & 720 £7,

[Require] iR :

SSH r— "3 7 FA4 7 M L T2 —HFRFEE LTERLET, 2 —VFRIAKD D=
"Require” & L CTER SN2 THIESRUTHINT 2HENH Y £,

[Deny] iR :

2—HPFFEE LT Kerberos V5 #BREZfEH L7V EETY,
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4.2.15 [Credential Cashe] ZEEIE
=10l

File  View Action Help
HJ| &> =

Staws | Identiy Configuration |

= Restore pane defauls ¢

-~ Network | Credential Cache

- Permissions
- Event Logging Store user credentials in the secure cache for gaining access to network resources.
~Debug L.ogglng ¥ Record credentials in the cache when users log in
[=]- Encryption
. lwKey Exchange [V Use aedentials in the cache for authentication
- Authentication
EI Password - Cache contents
~ L.RADIUS Fiters... | [ Refresn |
Eluplsjbhc Ke_y Current filter: Only user authentication, mapped drives and SFTP accessible directories last used after
i Certificates 09/30/10
- R5A SecurID

SAPL ,.’ Kerberos v User = | Last uzed | Allowed uses
KING-WINS 2KB¥ADMINISTRATOR Sminutes agoe  Authentication, SFTP directories  Drive mapping

- Domain Access

- SFTP Directories

- Mapped Drives

[=]- Access Control

- Client Host Access Cr
- Group Access Contre
- User Access Control
[=]- Subconfiguration

- Client Host Configurz 14 | _>|
- Group Configuration
- User Configuration ' | Add...

[ N

Edit... REMOvE. .. |

I TAT Vb BERT DB SSH Y —"DED Ry N T =7 U Y —RICT VB AT D — A

BWT, Ry NI =7 VY =ZA~DT 7 HAIEZ 7 T4 7 > b Oa—FRIAEEHRUS OFRAESE

WAL O BEEIT, AREHEZEWEELET, ERFRIT. Wb LRESNET,

Ry FT =27 )V —=ZA~DT 7 & R HAE R LB 72 F)D>

(DWindows R A A 2 —FBERFERIEIC, 7 T4 7 2 R H O —HFRIAET/RA T — REFHRAT)
DPEDIR ABIEERERE, FEUIERSRE, SecurlD FEREDS &

(2) [SFTP Directories] EXEEE “SFTP accessible directories” &% U —27 FDOF 4 L7
NI EERL, Z22~OT 78R FA4 7 v bO2—YFRIEERUSNOBFEE R AL HH

(3) [Mapped Drives| XEMEIC TCER LAY NV—F RIAT~DT7T 78 AFFEE LT, 75
A7 v b O —PRIAEFRLSN OFEFENG W2l 5 5

[Record credentials in the cache when users log in]
BRI, Fv NT—2 U Y —AT 7B R CHMEIRRAT— NA N E2—PFIZER L, AT
SNTHEITEN TR L LT,
[Use credentials in the cache for authentication]
@#Rﬁxﬂﬁ# BT SN AR R = PRRRERE WA H D 5 BNy P U — 2 U Y — A
DFFEAER L £
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# Cache contents
[Filters] "% >
[Filters] ¥ A 70 7Ry 7 A& FmT DERHRZ - TH,
[Refresh] K% >
Cache contents WIOWNEEZHHT LR 2 TT,
[Current filter]
[Filters] ¥ A 7w ARy 7 A L THREINIZFHENEE LETRRLET,

Add/Edit Gredential x|
x
Domain¥user: IlC[NG-WINSZ(B%EADMINISTRﬁ.TDR
Select filters to show only certain credentials in the list.

Password: I............... Test |

IV Lastused |after ~| |2010/09/30 -

B I J I J Last used: Thu Sep 30 16:04:08 2010
Allowed uses Alonedises
V' User authentication [V User authentication
IV Dri

ing and virtual directories ¥ Mapped drives and SFTP accessible directories

ro

r Domain access

Cancel | Help [0]4 I Cancel Help

# [Filters]#/4 700Ky IR :

B SN2 — VP EGEE RO A/ ForEE 2R E LT,
[Last used]

Cache contents MIZF/R"T 52—V RFEEHMOTREMELBEL T,

# Al lowed users

[Authentication], [Drive mapping and vitual directories], [Domain accesslLast used];&{R
BIRGNE LIZHB ISR LT, BT SN2 — VGRS R AR TREE LET,

# [Add/Edit Credential]# 4 7RI RY I X :
:l'—"j-wuu rﬁ%&%%ﬁ#é?ﬁi@ﬁfﬁ_o
[Domain¥user:]

A —YIEHH %A Domain¥user X% Computer £Yuser DX THREL £,

[Password:]
5 a—VREFEHEREEE L £
[Test]®R%& >
7V w7352 LT, FREL—VRIEERO EEOMRE EITLET,

# Al lowed users

[Authentication], [Drive mapping and vitual directories], [Domain access] &R
BINAEN LZEHB ISR LT, BERTF SN — RGeS E AT S LET,
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4.2.16 [Domain Access] xXFEIEIm

m:', Reflection for Secure IT Server o ] 5
File  View Action Help

ElEEIE N

Staws | Identiy Configuration |

= Restore pane defauls ¢

- General =] Domain Access

- Network
Permissions. Active Directory Access
- Event Logging Select a credential that has permission to browse and read user attributes in Active Directory. If none is

- Debug Logging selected, the machine account will be used.
Encryption This feature is not available because your computer is not a member of an Active Directory domain.
- Key Exchange Current setting:
[=)- Authentication
E| Password Clear Seleck credential, ..
. L.paDIUS
- Public Key

- Certificates
- REA SecurID
- GSSAPI / Kerberos V
- Credential Cach
& Domain # 3
- SFTP Directories
- Mapped Drives
[=]- Access Control
- Client Host Access Cr
- (Group Access Contrc
- User Access Control
[=]- Subconfiguration
- Client Host Configure

- Group Conﬁguraﬁo—nl;l
4 I I »

[Domain¥User :]
RSIT Windows H—/32% Active Directory RAA v arv ha—Ihba—H7h o MERE
AFTDEDIMEIn A T NEBELET . 22— T WU MEREAFET D200
N—=Ivyarzne LET,

[Password: ]
RSIT Windows #— 373 150 Active Directory RAA v ar hmr—ZlZn 7 A o F LB H
THNRAT—RERELET,
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4.2.17

[SFTP Directories] %% EIE

f::', Reflection for Secure IT Server

File  View Action

Help

=101 x]

ElEEIE N

Status I

Identity

Configuration I

= Restare pane defaults

[

- General

- Metwork

- Permissions

- Event Logging

- Debug Logging
[=]+ Encryption

..Key Exchange
[=]- Authentication

E| Password

- R5A SecurlD
- GSSAPI | Kerberos v
- Credential Cache
- Domain Access
& SFTP Directories

- Mapped Drives
=] Access Contral

[=]- Subconfiguration

N

- Client Host Access Cr
- (Group Access Contrc
- User Access Control

|»

- Client Host Configure

- Group Conﬁguraﬁo—nl;l
»

SFTP Directories

~SFTP accessible directories

7 Allow all

- |'.r'|rtua| directory |thsiml directory

| Credential

1D ¥ Jack¥data
Haome %D

mE>

Add...

Edit...

[Client user]
[Client user]

Remove

rUser login directory

f %D

ARBEMEICHBNT, 7534 T 2 MDD SEFTP BEW scp T 7 BACBIT AT 7 A2—H|

15 OF 7 B A& OREE,. @Qu /A7 4127 PUORE #LET,
# [SFTP Accessible directories]

—HT A

PRI A 2 O M7 4 L7 YRR L TRELET,

BEHHNZERRE T, BERIZ, T = v 7<= —27 (CTHEINIE RN/ T OEE S " ETT,
# [User login directory]
a4 74 vy N ERELET,

F 74V ME % (Windows =—H#7F a7 7 A)L) TI,
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4.2. 18 [Mapped Drives] ZEEmE

f::', Reflection for Secure IT Server o ] 5
File  View Action Help

d| @b Ew

© St | Identiy Configuration |

= Restore pane defauls ¢

- General = Ma pped Drives

- Network
-~ Permissions ~Mapped drives for use in terminal sessions
- Event Logging
- Debug Logging
[=) Encryption Drive =~ | Metwork path | Credential
..Key Exchange N2 Y IACK¥PUblic [Client user]
EI- Authentication
E| Password
. L.paDIUS
[} Public Key
.- Certificates

- R5A SecurlD
- GSSAPI | Kerberos v
- Credential Cache
- Domain Access
- SFTP Directories

= Mapped Drives
=] Access Contral
- Client Host Access Cr
- (Group Access Contrc
- User Access Control
[=]- Subconfiguration
- Client Host Configure

- Group Conﬁguraﬁo—nl;l
4 I I »

Add... Edi. . Remayve

AREBENZBNT, Xy NT—27 RIA T2~y B TERL, Z—IFTERICKEWNTT 7
EAAREE LET,

# Mapped drives for use in terminal sessinons 1#

[Drivel

YT ENTE R IA T FERRLET,

[Network path]

v o BT ENEFR Yy T =7 A% UINCFERTERLET,

[Credential]

Bk LTCRBREE R CT 7 R AL/ TV D2 — A ER R LET,

[Client user] ERRL TV AHEAIX, 77 B A2—FREHT 2B REZFHENET,

_44_



Mapped Drive Settings
[ Mapping
Drive: IN: 'I

Network path: |¥¥JACK¥Puinc

Browse... |

(for example: ¥¥computer¥sharename)

r Credential

" Use the credential of the dient user

Il{[NG—WINSZ{B%EkDMINISTRﬁTDR Select Credential... |

OF; I Cancel J Help |
Select Gredential =

Select a credential to be used.

Eilters... |

Current filter: Only mapped drives and SFTP accessible directories Add/Edit Gredential

i :  |[KING-WINS2KB¥ADMINISTRATOR
KING-WINS 2KB¥ADMINISTRATCR Add... Domaintuser: |

Last used: MNewver
Fermoye

|

Allowed uses

Password: Ioooooo...o..... Test |
Edit,..

x|

v User authentication

¥ | 1apped|drives and SETP accessible directaries

r Domain access

(64 Help | oK I Cancel Help
# [Mapped Drives Settings]&4 7Ra4HRvyH R:
# Mapping
[Drive:]

TNE T A= 2 —=TERRTOIREED NI A ThHNLRRLET,
[Network path:]
TETDHAY hT—7 22 INCEXTHRELET, W ¥computername¥path¥folder)
BEHEADT 20, [Browsel RZ 27U v 7D, [Z7HVFOS] M ZBIEL TERLET,
# Credential

[Use the credential of the client user]

BIREE (T 7 4V 8 7 TA T > ba—P R oa—PRiHER 2T 7 ¥ 2 e xy NU—7
INASDT I AWEORGEEZITET,
[Use a specific credential:]
BIREF, TRy NT— I NANE, 22 CTERTD2—FT AT FERRAT = REfinT 7
v A L%, [Select Credential] R¥ %27 U v L
7o BT, 2 —WREEER A BERER L E T,
[Select Credential JF%E M 0> [Add. ], [Edit. JAR & AREIC T H
REHEHZ R L, lx O —FRGEEFREBRERLE T,

. [Select Credential ] 3R EMH A & Fms L

12 [Add/Edit Credential]

_45_



4.2.19 [Access Control] ZEEM@
& Reflection for Secure ITServer =10l

File  View Action Help
HJ| &> =

Staws | Identiy Configuration |

[

- General - Access Control

- Metwork

- Permissions — Access Control
- Event Logging
.- Debug Logging You can customize user access based on dient hosts, groups, and users,

[=]+ Encryption
..Key Exchange
[=]- Authentication
E| Password
. L.paDIUS
=1 Public Key
.- Certificates
- R5A SecurlD
- GSSAPI | Kerberos v
- Credential Cache

- Domain Access
- SFTP Directories

- (Group Access Contrc

- User Access Control

[=]- Subconfiguration

- Client Host Configure

- Group Conﬁguraﬁo—nl;l
4 I I »

[Access Control] BEEL LT, 3 2DBLEMNLT 7 & AHIH Grrl/HEGTEE) 28 EFRE T,
(D [Client Host Access Control] : 7 7 A4 7 MNEN.TIRE
3 [User Access Control] : = —WHLr CTHIE
s b, [Add... ], [Edit...] K222V 97 LT, AT RTHy 7 28R LATR
HLLET,
AN LCFATEMERBIC TR SN E T, ERKRBOGE, 7. (Fy )7 BAZLTF, YOSy 7 R
Tvva or Hv—2)" WA r—7a—ReLTHONET O THEEDLETT,

FENRITROBANIE D EH S ET,

D 7747y PELOEREEN T 55813, 7V — T HRAL/ 2 — RO ENEFIT 10D
LT 7 RAELRSNET,

2) 7747 v MRADEGRIZHEE LRWEE . RISV O R E B W85 07 Al " e E
PEAET D0 E 9 InEfER LET,
2a) fEBIO"FFAIFENEAFELRWEEIE, 77 B RTFFIESET,
2b) W OBGE B TEBI O FF A HREPNFET DEAIE, TOFFA T RERMNCIA

LRWRY . 77 B RFTEGSNET,
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4.2.20 [Client Host Access Control]

f::', Reflection for Secure IT Server o ] 5
File  View Action Help

ElEEIE N

Staws | Identiy Configuration |

= Restore pane defauls ¢

- General = Client Host Access Control
- Metwork
Permlssmns. Client host | Type | Access |
- Event Logging -
) ¥, gttachmate¥.com Domain Name Allow
- Debug Logging
192%,168%.0¥,.* IP address Allow

[=]+ Encryption
| lKey Exchange Glient Host Access Gontrol |

EI- Authentication

E| Password —Client Host Access Control
.. RADIUS You can use regular expressions to specify either the fully qualified computer name of
= Public Key the dlient computer or IP address. Characters that have a special meaning in regular
‘... Certificates expressions must be preceded with a backslash (¥).
- R5A SecurlD
- GSSAPI [ Kerberos V " Fully qualified domain name I
- Credential Cache
----Dorlnain AFcess % Client IP address |192¥. 168%.1,.*
- SFTP Directories
- Mapped Drives
- Access Control % Allow connect ™ Deny connect
B Client Host A Ci
- (Group Access Contrc
- UUser Access Control oK I Cancel Help

[=]- Subconfiguration
- Client Host Configure |

Add... Edt...

- Group Conﬁguraﬁo—nl;l =
4 I I »

Bemowve |

7747 v NBALTOT 7 & AHIH Grrl/fEEHE) #fHELE T,

(Add...], [Edit...] RZ &I VI L, XAT TRy 7 A0bANRELET,

FBEIE. RAAL AP T FLRICTHELET,

EHEBUC L DN TT O T R, FALARIP T FLADKEID L LTD " (Fy M)” O
ANCZ A —7a— R 7Y ZffiF, AZXF 7. (Ky N7 LiBlT 208N H D £5,
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4.2. 21

File  View Action Help

[Group Access Control]

% 7E B H

ouh

=101 x]

H | ®p
© St | Identiy Configuration |
= Restore pane defauls ¢
- General = Group Access Control
- Metwork
eentogan e [ !
99 ) g attachmate¥¥Tokyo Allow
- Debug Logging ttachmate/Seath Alow
= Encryption a mate/Seatle ow
- Key Exchange Group Access Gontrol — attachmate¥¥Tokyo ﬂ
[+ Authentication
= P:assword ~Group Access Control
. RADIUS
EI Public Key You can use regular expressions to specfy group name. Spedial characters in regular
i expressions must be preceded with a backslash (¥). You can use a forward slash () as a
""" Certificates delimiter between domain and group names.
- R5A SecurlD

- Mapped Drives
- Access Control

-5

- GSSAPI | Kerberos v
- Credential Cache

- Domain Access

FTP Directories

- Client Host Access Cr
B Group Access Contre
- User Access Control
ubconfiguration

- Client Host Configure

- Group Conﬁguraﬁo—nl;l
»

N

Examples: admin.™ or domain/group

Group name(s):

IatEd1mate¥¥Tokyo

% Allow connect " Deny connect

o]

Cancel Help

Add... Edit, .. Remove |

TN—TRIEEIC R T 7 & AGIEH GRrl/AESEE) 2 E L E T,
(Add...], [Edit...] RZ &I VI L, XAT TRy 7 A0bANRELET,
Windows Active Directory KA A > D7 IN—THREDOENIT, LLFO@EY TY,

D) ORAAS B/ TN—=T% QRAAL BT N—T4 OWTILLARETT,

2) IN—THICAN=AeG@EaE, [ 17 (R 2) THA LT,
SR -
FRENRITERRIUCI VMR LET, KoT. FAL VA I A—T4 OFEXNTH—REE
TLHHAEMENDTT N, AZLF " (Ry N7 RS, EITE2R<AEEDO—CTFHR W
2D EF, KoT, "L (Fy M) OMNEZNRCFICEESMR AR BAE L CRIEIZZ2 -
TVET,
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4.2.22 [User Access Control] ERFIEM

f::', Reflection for Secure IT Server ;IEIEI

File  View Action Help
(= W=
© St | Identiy Configuration |

= Restore pane defauls ¢

N

- General - User Access CGontrol

- Metwork

eentogan e [ !
99 ) g attachmate fIchiro Allow

- Debug Logging

EI Eljcryption

- Key Exchange User Access Control — attachmate/Ichiro =l

EI Authentication

E| Password User Access Control
RADIUS ) ) ) )
EI ublic ke You can use regular expressions to specfy user name. Special characters in regular
.y expressions must be preceded with a backslash (¥). You can use a forward slash (f) as a
- Certificates delimiter between domain and user names.
- R5A SecurlD
- GSSAPL | Kerberos Examples: username. * or domain fuser
- Credential Cache User namefs):
Dorlnaln AFCESS Iatlad1rnateﬂd1iro|
- SFTP Directories
- Mapped Drives & Allow connect " Deny connect
=] Access Contral

- Client Host Access Cr I—I = §
- Group Access Contre oK Cani Help
B iser Access Control

[=]- Subconfiguration

- Client Host Configure _
- Group Conﬁguraﬁo—nl;l Add... I Edit. .. Remove |
»

=YL EICL Y T 7 2 AHE Gl /RS E) 2 fREL 7,
[Add...]. [Edit...] RE %7V I L, ATl Ry 7 ANHANRELET,

.
Gl

A A PRIEEOBNT, DRAL L4/ 2—PH @ AL AT OLTRD

ﬁE ‘(“ﬁ_ﬂ

JEEC

BEARITERRBUC L VMR LET, KoT, FAAL 4. 22— OoFXNTH—REME
TLHHENZLVOTTN, AZLF " (Fy M) SRS, diT% R <AREO—3CF B
222D EF, KoT, "L (Fy M) OMNEZNRCFICEESMI AR BAEEL TV DIREBIC
7o TWET,

_49_



. ' B
4.2.23 [Subconfigration] E%FEIE
m_:', Reflection for Secure IT Server ;IEIEI
File  View Action Help
HJ| &> =
© St | Identiy Configuration |
7]
- Network | Subconfiguration
- Permissions /7
-~ EventLogging r~Subconfiguration
- Debug Logging
(- Encryption You can use subconfigurations to spedfy custom settings for particular dient hosts, groups, and users.
.. Key Exchange
(] Authentication
[=)- Passwaord
- RADIUS
E=l- Public Key
i Certificates
- R5A SecurID

- GSSAPL / Kerberos V
- Credential Cache
- Domain Access

- SFTP Directories
- Mapped Drives
[=]- Access Control

- Client Host Access Cr
- Group Access Contre

fi
- Client Host Configure
- Group Configuration

- User Configuration ' |

N

2

INETORENFITEA L EICEHSNET, 2L, 77472 b (Client
Host Configuration) /2 /L —=7 (Group Configuration) /=— (User Configuration) {ERBIZH

Tar 7 4 ¥ a2 l—3 3 (Subconfiguration) ZFEERIFE T,

RSIT Windows H—/N1Z, IRDNARL TERENE & FtAaA I, B0 55t
O#EEE = @ Client Host fEBIFRE = @ Group HBIRE = @ User {EBIFKE

Lo TERAMAIZIZ, @@>@>® OEIEIAMLIC TRIENAEH S ET.
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4.2.24 [Client Host Configration] ZTEEE
Glient Host Gonfiguration xl
Client Host Configuration
- General
- Permissions
[ Encryption
=8 Ayhent’caﬁon r Client host
|§I--Password fou can use regular expressions to spedfy either the fully qualified domain name of the
-RADIUS dient computer or IP address. Characters that have a spedal meaning in regular
Public Key expressions must be preceded with a backslash (¥).
~RSA SecurlD
-~ GSSAPI | Kerberg £ Fully qualified domain name I
- SFTP Directories

- Mapped Drives % Client IP address I31-92*!-158%‘-[’;":'[J

oK I Cancel Help

7747~ h(Client Host) Z$5&E LIERBNIZEREFTHET T,

[Add...], [Edit...] R&Z %27V v 73252 &T, #HIT [Client Host Configuration] FXE
EEZRRNLET, HEZ TAT v b RAAL AN IP 7 RUAICTHRERIZ, £MEXVZY
E AR IR L, A ORGER R 2@ U CANRE LET, BEICERINTERENFITON
CHERBIFEE D FIRET T,
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4.2.25 [Group Configration] EZXFIEE

x
= G:roup Configuration Group Conﬁguration

Permissions
E| Authentication
| [E-Password

r~ Group configuration

Group type: IDornain j
- SFTP Directories Domain: Iatiachmate
‘- Mapped Drives

Group: ISeatﬂe

oK Cancel Help

T N—T 4 e daE LIERINCERE FTRE T,

[Add...]. [Edit...] RZ %27V v 7352 & T, #7212 [Group Configuration] % EIHEH %
FoRLET, IN—TRERERIC, EMRE VY RER 2 @R L, HHOREM 2@ T
ATRE L ET, BEICERRINIZRENBIZOWTHEBFEEN ATRE T,

o
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4.2.26 [User Configration] < EEME
x|

=8 U:ser Configuration User Conﬁguration

- Permissions
£l Authentication
| [E-Password

r~User configuration

~User
" Local

; -RSA SecurID
- SFTP Directories
.- Mapped Drives % Domain Iaﬂadﬂmabe

User name: IId'1iro

r Inheritance

Display group |

Inherited group: I

oK Cancel Help

=YL EFEE LIERNCEREFTRE T,

[Add...], [Edit...] A& %227V v 73252 & T, HzlZ [User Configuration] &XiEH %
KARLET, 2—FAEEERIC, ZME YR EREZ RN L, FHOREM 28 TA
TR LET, EHICERSNTERENBIT DOV TREBIFEEN FEE T,

Uk
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