EWEHA R

Reflection for Secure IT

Windows Server

N—3 > 7.2 SP1

[ 04 hR : WETH 201148 H 23 H )



Attachmate @1 =, B O Reflection 1%, KEB X PZDOMDEIZIIT S Attachmate Corporation @
BERREIE F TIREE T,
ssh 1% Tectia Corporation ([H SSH Communications Security Corp) D& &kpEHE T4, F DM+ To

PATE, 2B L OSHAITRN O HHO A SN2 D TH Y . £/2, TNLIFENETNOFAEICIFE
LET,

ZOXE (HDWIELEOAHD OMHEFMIE, NetlQ HASHH() MEALET,

FLBNAIZ OV T, NetlQ BRASIZ, BKIROEEHE2 S > TEMEZH L TOET A,

TR AT IS <
ERERICOWTOBEMITAVWDIRETOT, TTEFE,

(*) NetIQ #E&4ti%, k[E Attachmate Corporation @ 100% +2=#:T9,

#JMN-00810I-0411H



L TE T BDIT e e e a bbb 1-
1oL BB oottt ettt ettt e ere et eteete e teete et e ere et ereeteetenteereereenrea 1-
T2 SSHDMEEE ..o 1-
L8 B BRI oottt bbbttt ettt s b b st es 2-

2. A o s -3-
2.1 BBAFTDRETRIITE ..ot -3-
2.2 LA E D TRA LB e 3-
2.3 A VA P BEFERITME ..cooooineee s -5-
2.4 T U A LA R Il e e e et aa e et e e be e etae e e beeetaeeeareas 11-

B BLE ettt b et bt et b et et b R e st et e st b sesessre st esanseans 13-
3.1 BRTEETHI DN D DBEVETLTE ceoviveeeeeeee ettt s s s s sne 13-

B, BRETE wooeveeeeeeeeieseeisteesteesttessteesttessbes s b essb e e b s e b b e baeen s e bt e b aeebaeera s e b s e breeRa e et s et aeebaeerteertsennseraeentsenteentes 15 -
4.1 FEARRIHL ZODREIE oo 15-
4.2 FRTE M .o 16 -

4.2.1  [Genaral] FRIETEIAT ..c.cvoeeeeeeeeeeeeeeeeeeieeeieieseveteietes et eassesetesesesesesesssesssesssasssens 17-
4.2.2  [NOIWOIK] FEETEET ..voeveveeveeeeeeeeeereeieeeeieesieeeteeeteeteseseiessiesetevesesesesasssesssesssssssens 18-
4.2.3  [PermiSSions] FEIETEIIET ........ccvovveeeerreiseriraisieieiessteieisstsisisasssssissssesssssnssssssasessasassssanas 19 -
4.2.4  [Event LOg@inNg| FEIETEIIAT «...ccvoveeeeeeeeeeeeeeeeeeeeeeeeeeeeeteeetetetevaaseseeseassessessssessesesesensenen 22 -
4.2.5 [Debug LOGEING] FEETHIAT c....coveeeeeeeeeeeeeeeeeeeeeeeeseeeeeteeeeeteeeeassessesesssesssssssessesesesensenen -23 -
4.2.6  [ENCryption] FEIETEIIET ....cvceeeeeeeeeeeeeeeeeeeeeeeeeeeseeeeeteeeeesesessassasseseessessssesesessensessessasen 25

4.2.7 [Key EXCRANGE] FEIETEI c..vvveveeeeeeeeeeeeeeeeeeeeeeeeseeeeeteeeeeteeeeaaseseeseassessesessesesesensensenen - 26 -
4.2.8 [Authentication] FETETEE].........ccoiveeevveeeireeeeereseseeesesseseeiessesessesesessssesssessssesssssssssssesens -27-
4.2.9  [PaSSWOIA] FRIETEE] ......euveveveeeereisesieieieieieeisieiesst e iststsis s sassssessissssassarssasessassnssanas -29 -
2.2.10  [RADIUS] FRIETEIA ...t 31

4.2.11  [Public Key] FRIETEIH ..cvevveeeeeeeeeeeeeeeeeeeeeeeeseeseeeeeeeeeeseseessassassessssssssssssessessansessessesen 33

4.2.12  [Cortificates] FEETEIAT .......ccvovveeeerereserereesieieieesieieeteieirsstsisarsste s ssssssisssasesrassssssanns 35 -
4.2.13 [RSA SeCurID] FRIETEIAT .....vcvevereeeeevereeeieeereeeseeesesieseeiessesessesssesssasessessssesssssssssesesens 37 -
4.2.14  [GSSAPI/KErberos V5] fRIE T ....oveveeeevveeeiresieiririsisirirssisieissisisisssssssrsssessassnssanas -39 -
4.2.15 [Credential CasRe] FEIETEIA] .......ocvoveveeeereeeeeieesieieieesisiseisieirssie st sssseirasssasanns - 40 -
4.2.16  [Domain ACCESS] FRIETEE]....vvvvevivevevseeisieesieisieirisssssssssssssssesesassssssssssssssssssssssssases -42 -
4.2.17  [SFTP Dir€ctorios] FRIETIIET ... ccvoveveeerrsieirirrsieieirisisisriassarsssessisssssssssssessassnssanns -44 -
4.218 [Mapped Drives] FRGETIIRT ........cooooeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeseaeeeeeeaeeanns 45 -
4.2.19 [Access CONLIOL] FEIETEIET ...cvveveeeerreerereesisieieesteieirstsisieirtaseisssieisissssssisssasessasasssranas 47 -



4.2.20
4221
4222
4223
4.2.24
4225
4.2.26

[Client Host Access CONLIOI] FRIETHIET ....ooeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeseessesssesseesnas -48 -

[Group Access Control] FEETHIR..........cveeeeeeeeeeeeeeeeeeeeeeeeeereeeseeseeseeseesessessessessessesens -49 -
[User Access Control] FRIETHIIET ......cccvvvveveeevsreeeirirsvsieiesssesesssssssisvssessssssssssssssssssanns -60 -
[SUBCONLIGTALION] FEELTEIAT <.t esesansnasns -51 -
[Client Host Configration] FEETHIRT ........vcveeeeeeeeeeeeeeeeeeeeeeeeeeseeseeieeseesessessesessssesens -52 -
[Group Configration] FEETIIAT ........c..ceeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeseeseeieeseesessessesesessesens -53 -
[User Configration] FRIETEIIAT.......cceeoeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeearesesanen -54 -

ii



1. IXL®IZ

1.1 &/

AR~== T /WL, Reflection for Secure IT Windows Server it (LA#% TRSIT Windows H— %]
LAEME) N—=T a2 7.2 SPLIZOWVT, BARLOEMAFTIEICOVWTHIA LI bOTY, N—Y
2272 OBM~v=27 1 e LTHBEHWET T,

BA%, 774NV MREDEETHZDOEEBFENEITETH, RENKOEF 2V T 4 LDZ)
KA THMRIEE . BEFFIHREICHE L2 ELWEREEEHZHRL TWET,
HARENTITALKIZE PKI #HE COMMANRE KL L TORWER T, 30~ ==2 7 /WIBF 5 PKI
R° PKI Service Manager (ZOWTOBMINTHIZE L E Lic, BBERHT, At FFa A bAoA b
<http://support. attachmate. com/manuals/rsit_win_server. html> EOHL~=2 7 /L EHHT
S,

T AN T ANEBRT 0T T ARFLOPIISHALEBURHERH Y £9, N—Va Tk
Y “F-Secure”. "WRQ”. “Attachmate” 2MEHOILTUWET A, F-Secure /5 WRQ f~DHL 5L
. WRQ tf = AttachmateWRQ # = Attachmate f1 &\ 95 244 OZAEIC LV IHAA 2 FE- T
WAHIEFENSTYT, —BLEHABEY R — ML OMESLTEND ELZOT, ZLLLT
THEAT I,

1.2 SSHOE

telnet (KD VE— M T A URFIPIZED T 7 A WVESRFE DI K 20815 TiX, "HIE",
"RV FTEL TS E VS T RIEAT R B 5T D ERMEAFAE L £ 77, SSH (Secure Shell) I,
"HERALT. TRRRET, TT X OFEEMRIEIIC LY . IO EEDHDITAND IR T — RRBET
— X ERERICIRE LT,

SSH 127 74 7 > MEREL — BERE TR SN E T, 7 747 MIllZ, BEhiom v,
FIAEICH La—F A v =T 2 —20F [ a~ o B, 7V a 28t L £, — Ml
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I C:¥_RSIT_Windows_Server¥7, 2 SP 1¥rsitservwin-7. 2. 1, _l
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overall progress:
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(4) Software License Agreement (Y 7 bW = 7 A ZF#EAE) B H O R R
NEZHERL, Ty ~v—2 %A, [Continue]l R¥ %27V v/ LET,
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Read and Accept the Software License Terms

ATTACHMATE® SOFTWARE LICENSE AGREEMENT j

REFLECTION® FOR SECURE IT v7.2 CLIENT FOR UNIX;
REFLECTION® FOR SECURE IT v7.2 SERVER FOR UNIX (INCLUDES CLIENT FOR UNMIX); or

REFLECTION® FOR SECURE IT v7.2 3ERVER FOR WINDOWS:

IMPORTANT -- READ CAREFULLY:

This constitutes a legal agreement ("Agreement”) between you (gither an individual representing yourself, or a legal

entity that you represent as its employee or authorized agent) and Attachmate Corporation ("Licensor”) with respectto

the software, together with its included documentation, that you are receiving, accessing orinstalling ("Software”).

Unless you have entered into a separate license agreement with Licenser, you accept and agree to be bound by this
Agreement by (i) selecting the "accept” or "yes” option when an on-line process prompts you to accept this

Agreement, or (i) by installing, copying, downloading, accessing or otherwise using the Software. If you do not agree

to the terms of this Agreement, Licensor is unwilling to license the Software to you. In such event: (i) you may not

install, access or copy the Software, and you should promptly destroy any whole or partial copies ofthe Software in

your possession; and (i) you may receive a full refund by contacting your Software vendor within 30 days from your

date of purchase to obtain instructions for return. ;I

v 1accept the terms of the License Beresment

Help | Continue I Cancel |

(B) A A F—VERDNT)
A VAR NVRHCHRET 22 TOEHRE 30X Tl L W AT L, FEHRAIKRIC,
[Install Now]R& %27 U v o7 LET,
T A1 [Install Now] R & &7 U v 7 LT HAABTIER IS L E T,
(5-1) [User Information] % 7 HEmA>5 D AT
VB BERIERE A LET,

t* Attachmate Reflection for Secure IT Server 7.2 S5P1 ]

User Information I File Location I Advanced I

Personalize your install

Full hame: |L:hir0

Organization: IPuttachmate

WP A I

Optional: Pleaze enter vour WPA number here (volume license users
only; this number is printed on the WP A Certificate sent to you by
fttachmate). Doine this enables us to zervice your account quick |y
when you contact us.

Help | Install Mowe I Cancel




(5-2) [File Location] & 7D DAL
AVARN—NVEERELET,
T 7 4V ME, MNIZER L TWD A A =TT,
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(5-3) [Advanced] # 7' >5H DA
AREMEANOREIL, FAIZFOEEE LET,
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(6) A A h— VI OMEITHE R
MERRTTOT, RO THEEZFRATHET, LIELIHLET,

4% Attachmate Reflection for Secure IT Server 7.2 SF1

(1) A A N—/V5E T HHDFER
A VA M= R5ET LE L, Windows 0S ZFHEEIL £7,
“Restart my computer for me.” |[ZF = v 7 ~—27 & AN, ANTIZ[Close] R¥ % 7
U7 L, 0S FEENEREH CNes]RZ %227V v /352 LT, 0S 3HEEILET,
0S FFEBIERIEHE CNol R ¥ 7 U w ZEIE, 0S OFEELIE~IBITETITA VA b—b
E¥EKTLET, ELSMEAEL 20IE, 479 0S OFEE 2 BV L3,

4+ Attachmate Reflection for Secure IT Server 1.2 SP1

Attachmate Reflection for Secure IT Server £2 5Pl
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(8) 0S FECENf% DOfERE & 1 /F
0S FFEEN, sshd —E A ITAEAYICEHIG L £,
GUT B EMi 2 B &, FHAEICT sshd —E R &4ZIL L ( 13, #4E) M), GUI 3% E Mm%
WL Tary7a 7OEELEONEMHERE LET,
BRENKEHEZBLIZ S, FHRIEICT sshd y—E 2 2B L £7,

24 7oA A =)L

(1) 7oA A M—L#E

T A A R=UE, Windows @ [7Fa7Z AoBMEHIBR) / 707 T A EHEE] 2D Ik
LET, 7oA A P—NICKkD, 0l TL87 7 A VTR BITHIBRENE TN, RET 7 AL
EARA MREITHIBR S TITERY £,

A= 30 6.x ZT oA A M AETICHA—2ar 1.x ZFOEFEMA A =L L
P AIX WA EET S LI ET A=V a0 6.x 2T A VA =T 58, [
a7 7 AOBMEAIER / T7r 7T AlHEE] EOTRAMEMHE LHIFRT IV,

N—3 9 7.2 SP1 |Attachmate Reflection for Secure IT Server 7.2 SP1 |[W&RHE <EHA>

N—9 6. x WRQ Reflection for Secure IT Server KHE <EB>
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<EA> N—T=z27.2 SP1

B 055 LoEmEAIR =]
r EHIOSSLOETD TE R [2aT |

5 MSHML 60 Parser

’I@ Trend Micro OfficeScan Client

@ Whware Tools

'_r,é Windows Internet Explorer 8

@ WRG Reflection for Secure IT Server

TR 057MB

W YA x|

Attachmate Reflection for Secure IT Server 7.2 5P1
SREEFRTAZH)L - R B ERIR ST, L,lz"FS{Jg [EEREERL TS

Attachmate Reflection for Secure IT Server

FIT Attachmate Corporation
Werzion: 12736
H— MEER: http:/Fsupport attachmate.com

<EB> /N"—T36.x

B 44— HEIE i
WRQ Reflection for Secure IT Server

SRR RTAZAN YA - MLWEELIS S, LT OEEREERL TS
WRE Reflection for Secure IT Server

T WRG, Inc,
Wergion: 614 Build g
ot — R httpe/ supportwrg.com
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3. %

3.1 BRTFE@E b DIRERTE
(1) BXEMm DR
EmA T Windows @ [AX — MR Z b,
[AZ—F] > [T _XTHOTFrrF L] > [Attachmate Reflection]

> [Reflection SSH Secure Configuration]
ENMAVER LA i 2 #~ L £ 97,
JEEC -
BOE B OFREEE sshd DY — B 2AR#) &3S L7 7 n & 2T,
AXE MW DR : ssheonsole. exe  sshd #—E &

: rsshd. exe

<Nindows Server 2008 MIZFE>

<Windows Server 2003 DIFE>
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(2) B E W i DA K
BEMHE IR E S RO SRR S TVET,

BT WA
A=a— File, View, Action, Help @ FIZ&ZFMEBIDIEENH Y £77,

«File > Save Settings, Close

* View > Toolbar, Event Viewer, Latest Debug log File

« Action > Start Server, Stop Server, Restart Server, Configure Cluster,
Restore All Default Settings, Restore Pane Defaults

« Help > Help Topics, Support Web, About Reflection

A~ = | @ Q | b ] = Restore pane defaults
- /EM3D [Save Settings], [Event Viewer],
[Latest debug log filel -+ <7. 2 SPI 70>6 86701,
[Start], [Stop], [Restart]
+ /i iz [Restore Pane Defaults]R% >
[Status] - sshd #—E ZADIRREZ R
& 7 * RSIT Windows #—/ 3D /N— 3/ build & A VA b= EkFoR
[Identity] * RSIT Windows H—/% ARA NEER (FT(E, =AY K, A V=AM DOFR
5 7 Mk * RSIT Windows H— N7k 2 | GE 1

« Server version string (77 B ABIRIFIZ 7 T4 7 > b~ &RD HOIEHR)

[Configuration] | « FFFZRTEOHE/X/-mE 4. HE =2MR)
& 7 [

(3) BREME A o FEAERAE

a) sshd —E XD &5 1E
FROEEE EOR S ENA = 2 —DOFBPUT LY | sshd ¥— B ZAOBLG/1E 1L/ FR#EE) 237
RETY,

b) FXEWNEDLRAE & Rk
[Configuration] % 7 HH N DA FEGR EEE FTAMREDH, [Save Settings] RHZ /A
Za— ORI LY FONE % "rsshd_config. xml” 7 7 A MIZ EEEZREFLET, EEXR
BRI TAT v MERDP O ST b DN ORENENE- T sshd —EZADEMEICRD £7,

¢) BRENKDT 7 4V ME~DER
[Restore Pane Defaults] RZ /A =a2—DER = XRBENKET 7 4V M~
[Restore All Default Settings] A == —DBHR = 2EHENEZT 7 4 /L Mi~
BEHNE AT 7 4/ MEIZRE L7212, [Save Settings] R¥ /A =2 —DBRITLY 2D
W% % “rsshd_config. xml” 7 7 A WZ EFZRFLET, LESRAFRICT 7407 M
Do bDINORENFICHES T2 sshd b—EAOEMEIZ/R D F77,
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4. |

4.1 EXEIE L ZTDERTE

T 74N MRENEDRETSH, St Fa YT KETOEMRATRETT A, 4.2 BREFEH
DODNEZHRS L, BEHKEX 21U T 4 R O —@EHGENIE > 7@ B 258 E 2 S EH BIAG S
N5 EafRE L9,

ZO7 12.2 BALEORA  F Q)FEAOTN) DIZHT HRE L NEHEE LET,
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4.2 FRFEFM
RSIT Windows #—/NTlix, & TOREZ GUI BEMIE > HFEE L. 42T rsshd_config. xml”~7 7
ANWRIFSNET,
“rsshd_config. xml” 7 7 A LV DFAEILT 7 4/ FTIEFRT 4 L2 Y FTER A=V 7.2
INHARTEIEE A = 2 —#E( Action > Set Data Folder) MOZEEWHEIZAY £ L7z,
a) Windows Vista, Windows Server 2008 O#i4:
C:¥ProgramData¥Attachmate¥RSecureServer¥rsshd_config. xml
b) Windows XP, Windows Server 2003 DG4 :
C:¥Documents and Settings¥all users¥Application Data¥Attachmate¥RSecureServer
¥rsshd_config. xml
JEEC
NV a 6.1 PRV, A TTORENAED GUL FRERE 438 U CRIEATREL 720 L o R
F77ANBTIAR T 7ANTRLS xml 77 AE0 E Uiz, B xml 7 7 A L&k
T LFEPRTT—OFKE bR EFTOT, ik LET,

LIF. BREME I DRENFTICHOWTHB LET,
[Configuration] # 7 ZER L, HEEHAEMAND Y U —IROEIR A = 2 — ) 5 X R EH H L R E
BIR LK RIEET,
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4.2.1 [Genaral] ZEEM

[(Maximum number of connections:]
Hr— NI RIRF I Boe AT RE 7e e B D EIR Z 5% E L 97
T 7 4V MBI 7607, fE70” IXMEHIRA EE L E3, MHIRIEERNL, 0S DU Y —REDRH|D
RN X D HIRICHERE T SV,
v 3 Reuse EIEREL, F¥ XNVLEINTH connection DFIL1 v M LET,
[Maximum connections per user:]
12— Y72 ) ORIRHEERE O LIRZHRE L ET, H0” ITEHRIRZEKRLET,
connection reuse (BEfFEfENLE v a UHHZRY) DA 1L 1 connection & LTH T M LET,
[Session time-out (seconds) :]
T A PNEZAE S TR T A RARBED kR L 72 IRp I HEE R RIS £ (850 22 B BTk L
ET, TORERFMEZMEMTANLET,
E"0" DYt BEREEERN L 700 47,
[Banner message file:]
PR BAGIFIC 7 A4 7 2 MUCIBIMTR R T O2A v 8=V T HF AN T 7 A L EZFEELE T,
T ANDILFA— FIUTF-8 2 L, 2SO Fa— FORHZITEBER SN ET,
JEEC -
SSHZ T4 7 > MZkoTE, NP —FIRICKHIED b DR H Y £, #i7 7147~ FHIAR
BREIC A THIR L TWVWD Z & 2RO L TIRETF S,
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4.2.2 [Network] :ZFEHEm

Network Binding X|

Metwork binding information

Listening address: I

Port: I22
¥ Client keep alive &0 (seconds)

[ Require reverse DNS lookup

oK I Cancel Help

sshd —EZARFFHE2 T (Listening) 07 X 72 L R— MEFOLREFREL LET,

T 74N ML, BRTORMT X T LK L THR— b 22 FEEV L TEST, RELETH8E1L.
[Add]/[Bdit]R % %27 U w2 L, [Network Binding]l ¥4 70 /Ry 7/ A%@ULTHRELET,
[Network Bindingl ¥4 7B IRy I X :

[Listening address:]

SSHZ 74T v "o O AMFOZT T 747X (R—MDIPT RLAZEELET,
T 7 AN T, BRTCOFERRIPT RLANLOZENEZTT,

2P 7 RURAFREIL, IPv6 D4 77 L, IPvd DA 70.0.0.07 & LE1,

[Port:]

SSHZ 747 v Minb Ot a b3 25 TP A — MNESERELET,

T 74V ME A— k22 & T,

[Client keep alive]

7747 MINZx L CIEEMEERZ LET, F—77 74 730 v Mk L CTHER-ISZE A
HENGEICEBLES, 774/ MT 60F TT,

[Require reverse DNS [ookup]

PR ESRBAMRIIC, TP 7 R LU AND RAA A Z2F35 72I2 DNS OWis| < OEifEZ 3% 0
Eh LET, HERHCHEIE IR LKL, = — PRI A il L3 ICUllr L £,
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4.2.3 [Permissions] EZEE®E
=10l

File  View Action Help

H g g s

Staws | Identiy Configuration |

= Restore pane defauls ¢

- General =] Permissions

[~ Deny all logins

- Event Logging
- Debug Logging ¥ Allow terminal shel

=l Encryption Terminal provider: I'%SysbemRoot%%yshem
i -Key Exchange
B Authentication Terminal default directory: I %D

|T;|--Password IV Allow exec requests
. -RADIUS ——
- Public Key Exec request prefix:
- Certificates ¥ allow non-interactive users to log on

- RSA SecurID ;

. GSSAPI / Kerberos V TEmES

- Credential Cache ¥ allow SCP1

- Domsin Access ™ Use 5FTP accessible directory settings for SCP1

- SFTP Directories
v allow SFTR/SCP2

- Mapped Drives
[} Access Contral ¥ allow smart copy & resume
- Client Host Access Cr
- Group Access Contre r~ Tunneling
~User Access Control [V Allow client to server (ocal) port forwarding

[=]- Subconfiguration
- Client Host Configure

- Group Conﬁguraﬁo—nl;l
4 I I »

V' Allow server to dient (remote) port forwarding

Al SSH Y — 3% — B 2 DR MATHE 2 - — M@ IR E L E T
ARRREDM, [Subconfiguration] FXEIZ LV, 1ZIFF—WNA% Client Host/Group/User fERINIZ
fREWRETT,
[Deny all logins]
(BUEBEICHESL L W D EER LIS D A% OFT272) 7 T A4 7 b b Ot 2 THER T 5 16iE
T9, [Subconfiguration] DIFEICAKEITH Y £H A,
[Allow terminal shell]
AT RNoDE—IFNEGRET AT D0 E ) 1 ORETT,
JEEC -
— X FVEEGREMERF AR E IR & LT Windows 0S OEXF =2 U7 A RENRHEELET,
[Terminal provider:]
— I TR RIS ST D = MUET T e T AR RELET,
7 7 4V M Windows HEHED cmd. exe T, FEELLRHL, Hixt XA THEELET,
JEEC -
SRR SALIZ ANR— 25 S TeA1E, Windows DX 2 VF 4 b XTI T —F—3
g (" )THSoTREV,
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[Terminal default directory:]
H— L FVERRMEREO I L T 4 Ly N LT b NREEEE LET,
INAFREETIE, NF =AU 7 ("7, "1, %u”, “%U”) Z i RTRE T,
77 2V ME "%D” (Windows —HF 7 a7 7 A 1) T,
Windows =—H#7' 27 7 A )LF 7 4 /L MEIZLL T D@ Y T, (EHERER L —FIZ L0 EE )
a) Windows XP, Windows Server 2003 DO¥F4:
C:¥Documents and SettingsYusername¥
b) Windows Vista, Windows Server 2008 D5 :
C:¥UsersYusername¥ (47 ¥ =7 F47C:¥Users”, FrmiL"Ci¥z—4—")
RNF—=VARNY T
WD =TT A NT FF
CUH =R — AT LA
c%u s —Ha s A4
% RAAL a2 —Ynr A4 (domain. username DFEZ)

[Allow exec requests]
SSHUE—ha~ REFATAREE T E I MERELET,
T 7 & v MEXFATAREE T,

[Allow non-interactive users to log on]

Windows #—/30S D vB—NEX=2 VT 4R —REICT. a—hra 4 2345”7
KRG T o TN =/ TN —T IR LT, SSH e 7 A Y EFFR[T 20 E 2 EfRELET,
e

Windows Server 2003 M¥FEIL. "u—hNa FF L ZHATH” HRITR > TR —3/
IN—FTH L TR, a~v s R a7 RBMERTERWEER SSH v 7o skl . B/
iCa—htXa )T 4 RY o —0fRELR—OBECRY £7,
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# File transfer

[Allow SCP1]
OpenSSH @ scp (Z Z TIX"SCP1” & #KF0) 13 EUEARICHERL L7 sftp 7 b= b2 L
TWET, RSIT Windows $—/NTlk, ZDF sftp 7 a2 h /Wb RS LE LT,
AFEEIL OpenSSH 7 T A 72 RInHD sep IZHIET D00 E I MOREE LET,
T 7 4 MREETCIE R LET,
A
OpenSSH @ scp 1EXSSHE v a v HNDO1F ¥ XV ZI Licrep 2~y FIZTEBRL TCWET,
LoT, RERENLTF v I ~v—0 N LSRR E LIZ8ATH, [Allow exec requests]
[CCHEATAMRED K E R L TV DA, OpenSSH 225D scp WS ATREZRIREBIZZ2 0 £77,
[Use SFTP accessible directory settings for SCP1]
OpenSSH 725 @ sep BfEIC% L, [SFTP Directories] 3%/ EMIEIAN O ENEZMA T 5008 9
MEfRELET,
[Allow SFTP/SCP2]
I TAT R bD sftp KOV BEHEAARICHEIL L7 sftp 7’1 Ak %) sep (22T
"SCP2” L RFL) AFFRAIT HME I MERELET, 7 7 +/b M, FFAREETT,
[Allow smart copy & resume] < 7.2 SPL 25 E01
Smart Copy H&RE (=[Fl— 7 7 A NMAFIERFICHAR IR & 2 % » 7§ DHRE) & Resume HRE (=) 7
A RFZHTENE T E TR L7250 ORI G BT D168 O A2/ B 245 E L £ ¥,
T 7 A MIAIREE T,
JEEC -
SSHZ 747 > MAIT Smart Copy HHE & Resume BERBICARIHIEDHA 1L, AR EICBIR R < B
TRITEERNIC 20 9,

# Tunneling
[Allow client to server (local) port forwarding]

I ITAT I HD " —J L TCP AR— MNEE” ZFF T oM E I nEfRELET,
[Allow server to client (remote) port forwarding]

AT RbD " E— b TP AR — MER” 2T o0 E ) hEfRELET,
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4.2.4 [Event Logging] ZFEME

Windows A XY hm 7 ~OiEEMEDIREL L E T,

[Enable logging to Windows Event Viewer]
AR ba T ~OFREEREANTLET,

[Errors], [Warnings], [Information], [Protocol details], [Hex—dump]
FrzvI~v—TEANDIET, EOLVETRETOINEREELET,
TIATIFEE L VEFEMICRVET F =y 7 2 ANTZEHA O MBS T =y 7~ —2 A
W%*4, 574/ X, “Errors”, “Warnings” L UL ZEERL F9,

[Custom]

F v ~—72 % Ai, [Custom events] "X L %7 w7352 LT, [Ax DA M
BB EFTHE T,
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4.2.5 [Debug Logging] ZFEEME
&, Reflection for Secure ITServer =10 x]

File  View Action Help

H| g E s

Staws | Identiy Configuration |

= Restore pane defauls ¢
- General = Debug Loggl ng
NEt\!\'Ork -
- Permissions ¥ Enable debug logaing to log file
- Event Logging

—55H server and SFTP event log level

& Debug Logging

04
eryption W Errors
- \Key Exchange ¥ Warnings
(] Authentication V¥ Information
[ Password .
: . RADILS [ Protocol details
= Public Key I Hex-dump
- Certificates ™ Custom Custom eyents., . |
- R5A SecurlD
- GSSAPI / Kerberos V rLog file information
Credgnhal Cache Log file directory: IC:¥ProgramDam¥At13d1mate¥RSecureSer\-'er¥Logs Browse... |
- Domain Access
- SFTP Directories [V Log file rollover (by size) File size (MB): |4
- Mapped Drives
=] Access Control ™ Log file rollover {by time) Stark: e (UME): IIZI Interval (hours): |2—l
 Client Host Access C Timestamps for log file entries: = uTC
- @roup Access Contro ned
ocal

- User Access Control
[=]- Subconfiguration
- Client Host Configure View latest log file |

- Group Conﬁguraﬁo—nl;l
4 I I »

RSIT Windows $— NBEHDOT Ny 7o FJEHEROEEEZ LET,
TNy Ja ZIXREEITHTT, RS T4 T 2 b & ORI A R ARt L E T,
Ay —VEMDLRNET 07T ZLEE$ 5 B2 T, RSIT Windows H—/NDARK DAL DAL
HEEIME T LES, BFENTIEIF =y 7 ~v—27 25 LEZIZ L TBEV TSV,

[Enable debug logging to log file]

TNy ra 7 OiEERE AN LET,

ARNE, SSH Y —NOY — 22 BB 2 FIHAL DT Ny Iy 77 7 A LV ERLET,
[Errors], [Warnings], [Information], [Protocol details], [Hex—dump]

FryvI~v—0 % ANNHTET, EOLLVETRERT 20 EHELET,

TIATIEE R VFEMICR D E£9.F = v 7 2 ANTZHA O FIIEERBICT = v 7~ — 27 A
0ET,

[Custom]

Fxv 7 ~—2r %Nk, [Custom events] NZ %7 U v 74252 T, fllxDFEMA X M
AR HE E FTRE T
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# Log file information

[Log file directory]
TRy Ta T EERT LT 4 V7 NI RERELET,
TRy Za IR ET 4 V7 KU FIZ, “RSSHD-YYYYMMDD-HHMMSSmmm. log” &\ % 7 7 A /44 THE
RENET, Z 2T, "YYYYMMDD-HHMMSSmmm” %, BHAREFZ| 2~ L. “YYYYMMDD” X4 A H.
“HHMMSSmmm” {3 53 fb+~ 1 7 v fh T,

[Log file rollover (by size)]
FRZ 7 ANY A XEHEL, TOVA XNCE LB T Ny 7 a7y A VEET L, Ha s
T ANERTAER LT B ET,
HBEVARXZTL 77 A NVDY A ZFFETHY B0V 77 A NVEREITBIFTETOTHERET S
VY,

[Log file rollover (by time)]
FRERMBRCHAT Ny Z7a 77 7 A VEFBICTAER LU B2 £,

[Timestamps for log file entries]

TRy a7 A=V G ENLRHEEREFRELET,

- [UTC] ‘IR : UTC (JEIBEH E R4 s Coordinated Universal Time) (7'V = v UIEHERE; GMT &

[F#) THET.

- [Local] #IR : f5EX A L — B THER,

[View latest log file] R4 > o 7.2 SP1 7268701

B EUT OT Ry e JNEEFRRLET,

M, A==2—5DFER "View” > “Latest Debug log File” THRIKRICER L E T,

_24_



H =1 —1
4.2.6 [Encryption] < EM
m_:', Reflection for Secure IT Server o ] 5
File  View Action Help
HJ| &> =
© St | Identiy Configuration |
= Restore pane defauls ¢
- General = Encryption
NEt“'Ork e |
- Permissions ~Ciphers ~MACs
- Event Logging .
- Debug Logging hmac-shal
2l encryption| ihmac-mds
" Key Exchange [W] aes256-ctr [v]hmac-sha1-96
B A!..lihentication aes128-che [v|hmac-md5-96
& P?si\:DrIdUS [Vl aes132-che M [W]hmac-ripemd160 iz |
|_E=_|--P;t;lic ey [#aes256-che Move down | [v]hmac-sha256 Move down |
. Certificates des3-che [w|hmac-sha512
-RSA SecurlD [w] blowfish-cbc [C1Mone
- GSSAPI | Kerberos V [ cast128-cbc
- Credential Cache arcfour256 LI
- Domain Access
- SFTP Directories —Compression
- Mapped Drives )
[=]- Access Control ' Mone ¥zl
- Client Host Access Cr
- Group Access Confra [™ Use only FIPS-140 certified cryptography algorithms
- User Access Control
[=]- Subconfiguration
- Client Host Configure
- Group Conﬁguraﬁo—nl;l
4 | | 3

[Ciphers]
EZET LT —F0RAT — REOERE R 5T 2 ERORE 5 XA HELET,

KR ENLDOC DB 7 T4 7T b & OEfBlth R T2 m—3 3 VI & L TR S E
I, Fxv I ~—27Don/off & up/down IZXVIRELET,
{aes128-ctr, aesl92-ctr, aes256-ctr, aesl28-cbc, aesl192- cbe,

aes256— cbe, des3—cbe,

blowfish—cbe, cast128—cbe, arcfour256, arcfourl28, arcfour, none} Z ¥ A— kL TCWVET,

R
“none” 1%, WAL PTITEXDEFRELETOTT 2 M HUSMTITEE L T,
[MACs]

T — 2 DIERMEER (FE S AR 75 MAC (Message Authentication Code) 7 /L= U X A% 7
ELET, RPEMOGDN, 7747 8 &OERER T T — g VR & L TESE
FHShET, F=vr~—27Don/off & up/down IZLVIEELET,

{hmac-shal, hmac-md5, hmac-shal-96, hmac—md5-96, hmac-ripemd160, hmac—sha256,
hmac—sha512, none} Z#7R— F L TV ET,

[Compression]

JEMEDFEE T,

[Use only FIPS-140 certified cryptography algorithms]

FIPS 140-2 CKREFBUMNEHILIRR 140-2) BEDKHE Y 2 — L OLE AT 5 K 5 IHE
LET, 774NV MNIRT =y ZIRET, COFEHMAT L LEHELET,
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4.2.7 [Key Exchange] ZEEE

BEEET =AMty v a VREERT DO DHEZHT VT Y XL EHELET,
7.2 SP1 TIX, BAFO#IBET ATV ZLIHIE L, 77 4/0 FTIEETEM & LTWET,
{diffie-hellman—groupl-shal, diffie—hellman—groupl4-shal, diffie—hellman—gex-shal,
gss—groupl-shal with Keroberos 5, gss—gex—shal with Keroberos 5}
[Rekey interval (seconds) :]
FeMflH] SSH e A3kt L TV D55 ais, e bt v i a VA EAR (= Rekey) 72 WFfH
B@afsELEd, 7740 bk 3600(1) TY,
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4.2.8 [Authentication] xXFEIEm

File  View Action Help

=101 x]

HJ| &> =
© St | Identiy Configuration |
= Restore pane defauls ¢
- General =] Authentication
NEt\!\'Ork e |
- Permissions ~Login grace time
- Event Logging
- Debug Logging Grace time for completion of authentication process (seconds): IIZD
EI Eljcryption
i--Key Exchange N )
S8 Authentication IPblocking
] Password Failed attempts: IZU
. L-RADIUS -
L:=_|--PL_.|inc Key Failure time-out (seconds): |30[J
- Certificates Lockout duration (seconds): 3800
- R5A SecurlD

- GSSAPI | Kerberos v

=] Access Contral

- Credential Cache
- Domain Access
- SFTP Directories

- Mapped Drives

- Client Host Access Cr

- Authentication failures

Caution: Enabling these settings increases your security risk by providing information to
potential attackers.

[ Immediately disconnect invalid, locked or denied users

™| Pravide informative messanes bo clients aboub authentication Failures

- (Group Access Contrc

- User Access Control

[=]- Subconfiguration

- Client Host Configure

- Group Conﬁguratil;l
4 I I »

¥ send keyboard interactive title

2 —PREREIC B L TR Im

# Login grace time

THHAEZEELET,

[Grace time for completion of authentication process (seconds) :]
7 T4 T v NERELRBLA)N b 2 — PRREER ) £ TOR KA LRFH 2 AL THRE L £ 7,
F7 4 ME 1200) TF, (X—=Y=a 6.1 ORHTIX T 74/ b 600 B TLIZ, A=Yz
Ty THRHIIAAN =Y a COREEEBAIT LGB ITEDOMELE > TWET, )
JEEC -
E”0” I XIERIIR 2 B0k U E 325, RERIRREAkREIC
BlRED O, fH70” FEEITEELE LET,

LAV AT ALY ) —ZADREL DoS WE~D

# IP blocking
HLFEDIPT RLAD T TAT » b BERFHICE < OB Y IR S LIZFIZ, £ D
IPT RVADT FA47T » Mkt LT —ERf 7 e v 775 2 LR HRET,

[Failed attempts:](ZH&fecRmIE LIRIEZFRE L
72 5 AR 2 52 L, [Lockout duration (seconds) :]

(ZHLHE L
27wy 7 Lkt DM zEE LET,

[Failure time—out (seconds):]
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[Failed attempts:]

IP 7m oy 7T 5 RMEEAEE LT,

T 7 v ME 20([E) TH, E70” X IP T u vy R SHERROES LA ER L T

[Failure time-out (seconds) :]

UL R oA AR E L £7

7 7 4V M 300 (F) TH,

[Lockout duration (seconds) :]

IP 7oy X VOBEMEICRSTEREEN ST r y 7 LT 2R A2 ELE T,

T 7 4V M 3600 () T,

JEEC -
IP 7o yFdr ZJH#REIE, SAT—RBIEEF—HR— R ¥ —F 77 4 7ERICL 32D
— FRBREIZ K 2 BT R D R O HBERE L £ 97,
IP 70y d o T 5EERE AT Y LICFO720, sshd —E X ZHH L72HE13%
NWETOFERITEN 0 5,

# Authentication failures

[Immediately disconnect invalid, locked or denied users]
TFELRW, a7 STV D *Eﬁaﬁﬁéﬂfb\é"kb\of:%@%ﬁﬁﬁ%ﬁ&ffé ZENEM
g —H| ﬁbf®§m%*#%ot (L HIE T ISt R & LB 2 B E A fRE L
£
T 74N MIFEF = v 7 T, B R — IOk LEATIFA BRI OFRGEHRIEZ RO £,
RIEZRRT 78 AFIZ LTUE T 7 4V SO EF = v VRO F R — SNO 2 —FIZBET 21
WEEMRTHZLIIRVETOT, JVERLEERET,

[Provide informative messages to clients for authentication failures]
FRREICTF =y 7 ~v—7 & AN, HIEITE CICERLR S LUk 2856812, Z0Hm% 7
ATV MUBRDMEIDERELET, BEX 2T ¢ b WL THEREICRER A,

# Keyboard interactive

[Send keyboard interactive title:]

X—AR—RA X =T 7T 4 TR T4 T > MUl EIC¥ A ML T XA NERRTD
MEIMERELET,

TN MEIF =y 7AFET, KRBV A PAT R M EFRRLET,
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4.2.9 [Password] ERFIEM
& Reflection for Secure ITServer I [ 3

File  View Action Help
HJ| &> =

Statug I Identity

Configuration I

= Restore pane defauls ¢

- General =] Password

- Metwork
-~ Permissions r~Password authentication
- Event Logging
Debug Logging (Gl Allow
=l Encryption ™ Require
¢ i Key Exchange
. Deny
Retries
Mumber of password attempts: I 3
- Certificates
-RSA SecurlD Delay between tries (seconds): IZ

- GSSAPI | Kerberos v
- Credential Cache

- Domain Access

- SFTP Directories

- Mapped Drives

=] Access Contral

- Client Host Access Cr
- (Group Access Contrc
- User Access Control
[=]- Subconfiguration

- Client Host Configure

- Group Conﬁguraﬁo—nl;l
4 I I »

Password authentication options

[~ Permit empty passwords

[V Allow password change

¥ Password authentication using keyboard interactive

AREMEZE LT, "NAT— R B LAY = RAND" X —R—R A Z—F 7T 47
A OWTHRE L E T,
JEEC
A F5% [Password authentication using keyboard interactive] OF = v 7 ~— 7 G
73, # Password authentication #¢> {Allow, Require. Deny} DXIERICEE | £,

“"Allow” & “Require” DEMRIZDOWT :

< Allow” ~Z7 FAT v hEDFRAL T — g UIRIT SSH Y — SR A HFREE S o
g L L CTHRESILE T, BRMICIE, R —3 3 U CRIE SRR D
2 HOWNT I FRAERR ) T AUE 2 — PRRRED S & 72 0 £,

« "Require” ~SSHH—\R7 T4 7 MIxt L Ca—FREERI O 72 DI GRAEEN M & TR
TOMRE LTHHRESNE T, 2—PRBIERI D721, "Require” & L TER Sz
PREF R THENT 2HLERH Y £,

_29_



# Password authentication
(F%PHClZ. [Password authentication using keyboard interactive] Z [KB int] &AM L £ 9, )
[Allow] BRDIFE :
[KB int] JEREF : NRAU— REEEE, ¥—AR— A 2 —F 77 ¢ 7RIAEMITITx LT "Allow”
(KB int] FEEIREF : SR DU — RERGEIZ®F LT “Allow”
[Require] FEIRDIFE :
(KB int] J#IREF : F—AKR— A X —F 77 1 7HFEITH LT "Require”
(KB int] FEEIREF : SR T — FFEREIZ LT "Require”
[Deny] ZBIRDIFE :
[KB int] OB NDDH T, /NAT— REEE, ¥—R— R 2 —F 77 4 TRIENTLS
2 —HFEEE L THEHET,

# Retries

[Number of password attempts]

—REIOFEREE LRI LT —WFRFERK & RT3 YTRIEZEE L £,

77 4V b OEEKIE 3 [ETY,

[Delay between tries (seconds)]

TR H AN ERO T 0 o7 M2 RRT HRHBERE R CRELET,
77 /v FORKREIX 2 TT,

# Password authentication options
[Permit empty passwords]
22 (=) NAT — REFET LR, Ty 72 ANVET, 774/ NI, ZBIETT,
AL, AR T LM Windows 0S @ KU o — D =17 £ 4,
[Al'low password change]
Pefoe B Ak D = — P IRGEAL IR FNAD 1 C 0S FRD/SA Y — RETII AT TN E S EIEEL
£,
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4.2.10 [RADIUS] EREEmE

m:', Reflection for Secure IT Server ;IEIEI

File

Miew Action  Help

ElEEIE N

Staws | Identiy Configuration |
= Restore pane defauls ¢

= Eljcryption

=] Access Contral

- General

- Metwork

- Permissions

- Event Logging

- Debug Logging ¥ Use RADIUS authentication

| v

RADIUS

RADIUS authentication runs through keyboard-interactive authentication.

i Key Exchange [ Attempt local password authentication if RADIUS fails
- Authentication

E| Password - Authentication servers
=1 Public Key

.- Certificates

- R5A SecurlD
- GSSAPI / Kerberos V Mave up
- Credential Cache
- Domain Access
- SFTP Directories
- Mapped Drives

Server Port | Seaet |

Mave down

|

- Client Host Access Cr
- (Group Access Contrc
- User Access Control

Add... Edit ., Remayve

[=]- Subconfiguration

- Group Conﬁguraﬁo—nl;l
4 I I »

- Client Host Configure

RADIUS Yr— "L DHEEIZ L Y 2 —VRiEE ERT 2720 0fEE LET,

2]

FOEME N AT BICHESCCRIR O X H 12, RADIUS #BGEIE, ¥—R— KA v ¥ —F 77 4 TRt %
WL TERITSNET,

& o T, [Password] BEM M IZF VTR DIEE % L72%E 1%, RADIUS FRAEILAEE M H k312,
(RADIUS]RR B HIAR 7 L—T v b LET,

(D[Password authentication] T”Deny” % 1&R

@ [Password authentication using keyboard interactive] % FEEIR

JEEC -

0y ra—Wn, =g —hh Windows KA A a2—H L LTHEELRZWEGEEE.
RADIUS H—/ S CRRGERTRET &, SSH OFEAE A MR L £,
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[Use RADIUS authentication]

RADTUS ¥ —/ 3 & OEHEIC L 5 2 —PRRAEZ AL L £ 77,

[Password] R EE M IZB T, @ [Password authentication] T”Deny” Z &R . @ [Password
authentication using keyboard interactive] 3FEEIN OWEIZIL, ML L TWET,

[Attempt local password authentication if RADIUS fails. ]

RADIUS H—/ % & OEHEIZ L D 22—V FEFER KW L7ZFF, r—"a—h VDR 2T — N & A
L Ca—VEEETH0EELET,

# Authentication servers

# RADIUS Server #4705 Ry I R

[Server]

RADIUS H— SODAFRETNLIP 7 FLRAEZRE L ET,
[Port]

AT OR— FESEHEELET,

[Secret]

RADIUS Hr— & OGO 7D, RADIUS IZxf T HHR A PDNRAYU— RERELET,
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4.2.11 [Public Key] EZZEEE
SiEix

File  View Action Help

H| g E s

Stawz | Identi Configuration |
= Restore pane defauls ¢

- General = Public Key

NEt\!\'Ork -
- Permissions r~ Public key authentication

- Event Logging

Debug Logging (Gl Allow
=l Encryption ™ Require

i -Key Exchange
B- Authentication € Deny

E| -Password

rPublic key storage

User key directory: I %D¥.ssh2 Browse... |

-RSA SecurlD Authorization file name: Iauﬂ‘norization
- GSSAPI | Kerberos v
- Credential Cache

[ Size
- Domain &
TP [E)?::?bar?;:ss Public key minimurn length (bits): 512
- Mapped Drives Public key maximum length (bits): |8192

[=]- Access Control
- Client Host Access Cr
- (Group Access Contrc
- User Access Contral Number of public key attempts: 100
[=]- Subconfiguration
- Client Host Configure

Group Conﬁguratil;l
4 I I »

Retries

/\Fﬂﬁ%wuu kB a2— "JL.:,qu%ééfﬁﬁ‘éf_&DOD‘ﬁ“—/\fﬁU H/E_’%L/ij‘
# Public key authentication

[Allow] ZEiR :
7I7A4T v NeDF A= 3 VRHT SSH Y— 30MEIR T Dl FRERE T oAl & L CABE
BERSREZ R LE T, REAICIE, XTIy T—v g U CIRIESNIZFEREST KD 2 H oW
AR T IUE 2 —FREER KT & 72 0 F77,

[Require] ZEiR :
SSHH— 337 F 47 > M L T —WREAEE U CABSREIELY Bk U E 3, = — W REaEE)
DF=®ITIE, "Require” & L TERIN- L2 TR RUITKINT HLERH Y 9,

[Deny] iR :
2 —PIEE & U CABERRIE A L 22 W EE T,
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# Public key storage

[User key directory:]
NPREERRRE T T 2 2 — Y OREBAHEOFHET 4 L7 M) ZHELE T,
INATHEHBRET D20, NEZ—2 AU 7 (%7, "%H”, "%u”, "%U”) A FH FTRE T,
7 7 4V M %Y. ssh2 (Windows =—H 7107 7 A )L FD”. ssh2” 7+ /L ¥) TY,
“UD : =W TR T A NT F AL
%l =R LT FF
cOu —Ha A A
% RAA va—Yra A4 (domain. username DEZ)
[Authorization file name:]
BERAHGET7 7 AN E VA NT S LIEEBR T 7 AN ERELET,
T 7 )V MAFME “authorization” 7 7 A /LT,

# Size
[Public key minimum length (bits):]
FERATRE R AREOR/NOE Yy FREBE L E T,
#PHIZ 512~8192 T, T 7#/L bk 512 (B v MR) T,
[Public key maximum length (bits):]
A ATRER ABROREOE v FREBE L £,
HPHIE 512~8192 T, F7 /L b 8192 (B v ME) T,

# Retries

[Number of public key attempts:] w0 7.2 SP1 225601
INBRSERRRE A W T BEe eI U IZ 3N T, 7 T4 7 NSRS EEAFE T 25618, 7
FAT V MI—2HOREHE) S 2 — VPRI I T 5 E THAR IR FLE 8t A i > CRRAERAT
OB LET, ARET, —MUITZEORITEEICHIR A MZ DT DITFEL £,
T 74V ME 100 TY, (- IEREFITEERW L O ITHMRANTIIRY 2 RERfEE LEL
7= )
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4.2.12 [Certificates] ZEE@

PKI Configuration
PKI server:

Ilocalhost
Port:

|18081

Retrieve public key

MD5 fingerprint: I

Verify connection |
—PKI server public key
Public key fille: C:¥ProgramData¥Attachmate¥ReflectionPkI¥config¥pki_key.pub =~ Browse... |
Key comment: I
SHA1 fingerprint: I

Cancel Help

2 PRIAEL U CREITRIRAL % 6 5 7= O

FIE B 2 R BEELET,
RSIT Windows ¥ — 3%, #AEER

AlEJmy & L CRE B E R

= EAD\EEE ;8 %fﬁfﬁ_ %) 7LC 275 ‘: N %*j:%”@tﬁl] D
[Reflection PKI Services Manager| (&) 2/ L CEMEL 9, AFRETIX. D [Reflection

PKI Services Manager] & DEEDT=DDIEELZ LE T, ( Reflection PKI Services Manager|
DFEANZHONWTIE, BEX~v=a2T A ESRLTFE, )

HEERREIZ/R Y £ LTz, Ko T, EECHEATRE 2
AT TRy 7 A

Ei==a

7.2 SP1 225 0%. mAl M PKI BRIEFETHO - OICHEE D TReflection PKI Services Manager| &
ixX AE

HELTHIHOIT, Hx DPKI Configuration]
A 218 U CRRE P RE T,
# PKI Servers

[Server:]

xtitsd 5 “Reflection PKI Services Manager” Zix L F1,

F 7 # /)L T “localhost” (= RSIT Windows Y — N, [E—H— N) BIEEFAHTT,
[Port:]

F7 4L X 18081 FEAR— kT,

[Add]/ [Edit]/ [RemovelR#% >
[PKI Configuration]

“"Reflection PKI Services Manager” Wbzt AR — FESZHEELET,

Ut

ROE I & LB/ R/ BB S B HR R 5 T
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[Launch PKI Services Manager] K% >
[A]—+—/SPNIZ Reflection PKI Services Manager” M{FFET DEFGZRN/27R X > T, "Reflection
PKI Services Manager” Z#®E)L F9°

# [PKI configuration] ¥4 7RY KRy R

[PKI server:]

i#{E & Reflection PKI Services Manager” BV — ZfEEL £,

7 7 4V ME “localhost” T, BV — NMEERHI, ZDOHRA MNP T FLRAZRELET,
[Port:]

"Reflection PKI Services Manager” 2’MFHZF AR — bEFEBEELET,
[Retrieve public key] R% >

"Reflection PKI Services Manager” FRFFEH DANBHEEDOHER L IRFED - O DEMER X L TY,
[Verify Connection] R4 >

"Reflection PKI Services Manager” & DIEHIRIEZHERT AR Z T,

# PKI Server Public key

[Public key file:]
“"Reflection PKI Services Manager” & DiffE DFRFEICARSEREAEH L E7,
“Reflection PKI Services Manager” %A A h—/L 325 Z & THEDT 4 L7 kU ITHEART 3
TERL S AL EJ, RSIT Windows H— 3B~ 2 & F HHEZ, Z D Reflection PKI Services
Manager” A > A h—/LEFDABI#EZ | RSIT Windows ¥— ~llicae—L, £DOF 4 L2 MU %
AREICTHE L ET,

[Key comment:]
“Reflection PKI Services Manager” DABH#E= B — L7ckIC, TORMHEED 2 X FNEER
~LET,

[SHAT1 fingerprint:]
“Reflection PKI Services Manager” MD/ABA#E= &' — L7zFFIZ, SHAL Ny =BT B A >
T —H A x Ak (=fingerprint) ZFRLET,

[MD5 fingerprint:]
“Reflection PKI Services Manager” MD/ABH#E= B — L72BEIZ, MD5 Ny v 2B LD A vk
— X A= A b (=fingerprint) XL ET,
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B
4.2.13 [RSA SecurID] F‘ZEEM
m_:', Reflection for Secure IT Server o ] 5
File  View Action Help
HJ| &> =
© St | Identiy Configuration |
= Restore pane defauls ¢
- General = RSA SecurlD
- Network |
Permissions. RS5A SecurID authentication
 Event Loggu.wg RSA SecurlD authentication runs through keyboard-interactive authentication,
- Debug Logging

- Encryption

KEY Exchange  Allow
=N ,q!_;ﬂqenhcahon ™ Require
E| P_assword
. L-maDIS = Deny
= Publlc Key
[ Retries

= Mumber af authentication attempts: |3
GSSAPI a’ Kerberos V

- Credential Cache I .

- Domain Access

- SFTP Directories

- Mapped Drives

=] Access Contral

- Client Host Access Cr

- (Group Access Contrc

- User Access Control

[=]- Subconfiguration

- Client Host Configure

Group Conﬁguratil;l
4 I I »

Delay between tries (seconds):

RSA SecurID & OE#EHEIZ LY 22— %wft%%ﬁa“‘ét&)0) REELET,
RSA SecurID Z 9% 7212, RSA SecurlD OBREHENE L SN TWHMLERH Y £7,
B2 RSIT Windows $— "% A L7=H— SNIZIE, RSA Authentication Agent for Winodws 7>
RSA Authentication Manager HEZIEL < EHEL £7,
FREM N EEIZERIR o X 912, RSA SecurlD ZFIH L7z —WFEREX, ¥—FKR— KA o2 —F
7T 4 7Rk B U CHEITINET, Lo T, [Password] B EE M (23T, O [Password
authentication] %"Deny”i%%?)i‘?ﬁ\ @) [Password authentication using keyboard interactive]
EIBBIROY AL, RSA SecurlD FRGEILfE AHREH A,
A
R7A =R =N m =B s Windows R AA ra—H L UTHIE LRV EIE, 83k
(BN QU=
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# RSA SecurID authentication

{Allow, Require, Deny} 22HiERLF94, T 7 4/L ME "Deny” T,

[AlTow] ER :

JIAT v MDD — 3 VI SSH H— "WMRR T A HRRE RO & L THEE
LET, BT, RTvm—2 g U TRESNIZRIET D 5 HOWT D FRIERI T
(T2 —PFREED RN & 220 £7,

[Require] iR :

SSH =R 7 A7 v MK L Ta—PFEFEE LTER LET, 22— PRREERDI D729
"Require” & L CERINT-ATRASFRICH DT L2MLERH Y £,

[Deny] Z#iR :

—WFRFEE LT RSA SecurID §EREA T L2V MEE T,

# Retries

[Number of password attempts]
— IO E R LT —FRBEER & RT3 YT ZEE L £,
774N hoEEIE 3 EITT,

[Delay between tries (seconds)]
KRICHANE RO T 0 o7 N afond 2R EZ D CRELE T,
T 7 /v FORKREIZ 2 TT,
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4.2.14 [GSSAPI/Kerberos V5] &%

|
B

oul

GSSAPI (Generic Security Service API) Z MU 7= Kerberos V5 & —HER3EL L CE4 250
EERELET,

{Allow, Require, Deny} OHEIRLET, F 7 #/L Mk “Deny” T

[Allow] iR :

II3A T ReDRAL T —3 g U SSH — SR A HEREE S o & L TR E

LET, %ff&ﬁﬁ 1. Ay xT— g /Tﬂ%ﬂiéﬂf;nunﬁiﬁﬁw 5 HDOWT DR Ekyj—é—ﬂ
i:L"—"]j\nh nfti)‘EJZIchE 71:5? ) i?—

[Require] =R :
SSH %—_"30 F 47T > b

“"Require”

;(‘Tb‘fj-%—ﬁ-nhnjﬁf‘k LTE* [./35791« T -H‘HLHIEJEEIjJ@f\_
L L"Cg*éﬂt_ﬂifuuuﬁjﬁﬁ ﬁ%#é%‘gﬁ)% ) jzjao
[Deny] =R :

o —HEFREE L LT Kerberos Vb FREEZ{HEH LA WEE T,
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4.2.15 [Credential Cashe] ZEEIE
=10l

File  View Action Help
HJ| &> =

Staws | Identiy Configuration |

= Restore pane defauls ¢

-~ Network | Credential Cache

- Permissions
- Event Logging Store user credentials in the secure cache for gaining access to network resources.
~Debug L.ogglng ¥ Record credentials in the cache when users log in
[=]- Encryption
. lwKey Exchange [V Use aedentials in the cache for authentication
- Authentication
EI Password - Cache contents
~ L.RADIUS Fiters... | [ Refresn |
Eluplsjbhc Ke_y Current filter: Only user authentication, mapped drives and SFTP accessible directories last used after
i Certificates 09/30/10
- R5A SecurID

SAPL ,.’ Kerberos v User = | Last uzed | Allowed uses
KING-WINS 2KB¥ADMINISTRATOR Sminutes agoe  Authentication, SFTP directories  Drive mapping

- Domain Access

- SFTP Directories

- Mapped Drives

[=]- Access Control

- Client Host Access Cr
- Group Access Contre
- User Access Control
[=]- Subconfiguration

- Client Host Configurz 14 | _>|
- Group Configuration
- User Configuration ' | Add...

[ N

Edit... REMOvE. .. |

I TAT Vb BERT DB SSH Y —"DED Ry N T =7 U Y —RICT VB AT D — A

BWT, Ry NI =7 VY =ZA~DT 7 HAIEZ 7 T4 7 > b Oa—FRIAEEHRUS OFRAESE

WAL O BEEIT, AREHEZEWEELET, ERFRIT. Wb LRESNET,

Ry FT =27 )V —=ZA~DT 7 & R HAE R LB 72 F)D>

(DWindows R A A 2 —FBERFERIEIC, 7 T4 7 2 R H O —HFRIAET/RA T — REFHRAT)
DPEDIR ABIEERERE, FEUIERSRE, SecurlD FEREDS &

(2) [SFTP Directories] EXEEE “SFTP accessible directories” &% U —27 FDOF 4 L7
NI EERL, Z22~OT 78R FA4 7 v bO2—YFRIEERUSNOBFEE R AL HH

(3) [Mapped Drives| XEMEIC TCER LAY NV—F RIAT~DT7T 78 AFFEE LT, 75
A7 v b O —PRIAEFRLSN OFEFENG W2l 5 5

[Record credentials in the cache when users log in]
BRI, Fv NT—2 U Y —AT 7B R CHMEIRRAT— NA N E2—PFIZER L, AT
SNTHEITEN TR L LT,
[Use credentials in the cache for authentication]
@#Rﬁxﬂﬁ# BT SN AR R = PRRRERE WA H D 5 BNy P U — 2 U Y — A
DFFEAER L £
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# Cache contents
[Filters] "% >
[Filters] ¥ A 70 7Ry 7 A& FmT DERHRZ - TH,
[Refresh] K% >
Cache contents WIOWNEEZHHT LR 2 TT,
[Current filter]
[Filters] ¥ A 7w ARy 7 A L THREINIZFHENEE LETRRLET,

Add/Edit Gredential x|
x
Domain¥user: IlC[NG-WINSZ(B%EADMINISTRﬁ.TDR
Select filters to show only certain credentials in the list.

Password: I............... Test |

IV Lastused |after ~| |2010/09/30 -

B I J I J Last used: Thu Sep 30 16:04:08 2010
Allowed uses Alonedises
V' User authentication [V User authentication
IV Dri

ing and virtual directories ¥ Mapped drives and SFTP accessible directories

ro

r Domain access

Cancel | Help [0]4 I Cancel Help

# [Filters]#/4 700Ky IR :

B SN2 — VP EGEE RO A/ ForEE 2R E LT,
[Last used]

Cache contents MIZF/R"T 52—V RFEEHMOTREMELBEL T,

# Al lowed users

[Authentication], [Drive mapping and vitual directories], [Domain accesslLast used];&{R
BN LB ISR LT, BTSN —RGEE R 2 AT E LET,
#t [Add/Edit Credential %4 705Ky I X :
:l'—"j-wuu rﬁ%&%%ﬁ#é?ﬁi@ﬁfﬁ_o
[Domain¥user :]

A —YIEHH %A Domain¥user X% Computer £Yuser DX THREL £,

[Password:]
5 a—VREFEHEREEE L £
[Test]®R%& >
7V w7352 LT, MEL—VRGEEREENETLET,

# Al lowed users

[Authentication], [Drive mapping and vitual directories], [Domain access] &R
BINAEN LZEHB ISR LT, BERTF SN — RGeS E AT S LET,
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4.2.16 [Domain Access] xXFEIEIm
=10l

File  View Action Help
HJ| &> =

Staws | Identiy Configuration |

= Restore pane defauls ¢

- General =] Domain Access

- Metwork

Permissions. active Directary Access

- Bvent Loggu.wg Select a credential that has permission to browse and read user attributes in Active Directory, IF none is
- Debug Logging selected, the machine account will be used,

- Encryption

- Key Exchange Current setting: [TESTDOMAIN EXAMPLE  COMEADMINISTRATOR.
- Authentication

E| Password Clear | Select credential. .. I
. L.paDIUS
[} Public Key
.- Certificates

- R5A SecurlD
- GSSAPI | Kerberos v
- Credential Cache

@& Domain Access
- SFTP Directories
- Mapped Drives
=] Access Contral
- Client Host Access Cr
- (Group Access Contrc
- User Access Control
[=]- Subconfiguration
- Client Host Configure

- Group Conﬁguratil;l
4 I I »

RSIT Windows H—/ 3% E A L7=H%— 38 Active Directory RAA v ha—J\Tx Lk
RELRTDBRDT 7 & A1 (credential) ZFE L £ 7,
RASfa—FTrr AL, POTREREONTNUNOGEICTRET DLENRHY £7,
1) 2—HFRILL LT, APHEERRAE, FEWIEFRAE, RSA SecurlID FBRE. RADIUS FBIEDWT iz
ZfEH L, 722> [Credential Cashe] BREZME L T/NAY— ¥y v 2z LRVGE
2) RSIT Windows ¥ —/ 3 [Access Control]i%EIZ T, Active Directory Z/L—=7 A L
Ty T OEHREBHAL TV 5E
3) RSIT Windows H— 3@ [Group Configuration]iREIZ T, Active Directory Z/L—7
ANy TOEREMEN L T D56
FIREESIT, Active Directory RAA 3y hr—FORENFICHEKFLET, LA
RENRRE T, 1oAY — RIEFRZ DRV S . RSIT Windows ¥ — 3% Local System
THO Y NEMWT 72 A LET, Active Directory KAA v ay ha—F T, R¥—10
Local System 747 MZ RAA a—HFRIEERY — NHERZ 5T, BICEL—FIZ
A2 B2 R OEREZEZ L TWHUE, Active Directory RAA v oy b —F 2 WERGEERHIEIT
RS 2 —PRRAET R L £ 7,
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[Current setting]
BE ST Active Directory RAA v ay ha—=F~ODT VAT 7 MaRRFLET,
K% EDE A, Local System 7H 7 v hAMEA S E T,

[Clear]h% >
BRENEZ 7 VT LET,

[Select credential]R#% >
[Select Credential]l ¥ A 7w 7Ry 7 2A&MEET, ZOHT, BEfF—% Credential F ¥
YV aORNERFFRE LY, Ffla— 2 RREE LE T,
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4.2.17 [SFTP Directories] EZEEIE
I [ 3

File  View Action Help

H| g E s

Staws | Identiy Configuration |

= Restore pane defauls ¢
- General

SFTP Directories
NEt\i\'Ork (eSS |

- Permissions ~SFTP accessible directories

- Event Logging ¥ allow al
- Debug Logging

[=]+ Encryption
- Key Exchange
[=)- Authentication
E| Password
. L.paDIUS
- Public Key
- Certificates
- REA SecurID
- GSSAPI / Kerberos V
- Credential Cache

|»

- | Virtual directory | Physical directory | Credential |
1D ¥ Jack¥data [Client user]
Home %0 [Client user]

mE>

Add... I Edik... Remave

[=]- Access Control

- Client Host Access Cr
- Group Access Contre rUser login directory
- User Access Control
[=- Subconfiguration Iﬂ-lome j
- Client Host Configure

- Group Conﬁguraﬁo—nl;l
4 I I »

ARREBHEICBWNT, 77T FHD SFIP BE D sep 77 B ACBIT LT 7 B A2—WI|Z
%95 Q7 7 v AFAHEAOEE, @QursA 747 NUDORE #LET,

# [SFTP Accessible directories]
2—Y7 7w AF AL EOR LT o v P AR L TRELET,

BHEINEFRETT, BEEIZ, T =y 7 ~— 7 ICTHEINCAE R/ TN DOFRE S ATRET T,

# [User login directory]
n7A T4 L7 P ERELET, PV F U A= a2 —ICFKRENT Virtual directory”4
Fr (7.2 SPLKE) &2 M Physical directory” £ #¢ (7.2 LIAT) M OERULIEE LT,
7 74 ME, “/Home” (7.2 SP1 W) X% "%D” (Windows =—H# 7 a7 7 A /L) (7.2 LIFi] T
o
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4.2.18 [Mapped Drives] =ZE

)
)

ol

KREEAEICBNT, 2y NI =2 FIA T2~y BV ERL, ¥—IFAERICBWTT 2
EAAREE LET,
# Mapped drives for use in terminal sessinons ##
[Drivel
YT ENTE R IA T FERRLET,
[Network path]
v o BT ENEFR Yy T =7 A% UINCFERTERLET,
[Credential]
Bk LTCRBREE R CT 7 R AL/ TV D2 — A ER R LET,
[Client user] L TR L TCWDEHEIX, 77 B A —W i HT 2585 ERZHE VT,
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Mapped Drive Settings
[ Mapping
Drive: IN: 'I

Network path: |¥¥JACK¥Puinc

Browse... |

(for example: ¥¥computer¥sharename)

r Credential

" Use the credential of the dient user

Il{[NG—WINSZ{B%EkDMINISTRﬁTDR Select Credential... |

OF; I Cancel J Help |
Select Gredential =

Select a credential to be used.

Eilters... |

Current filter: Only mapped drives and SFTP accessible directories Add/Edit Gredential

i :  |[KING-WINS2KB¥ADMINISTRATOR
KING-WINS 2KB¥ADMINISTRATCR Add... Domaintuser: |

Last used: MNewver
Fermoye

|

Allowed uses

Password: Ioooooo...o..... Test |
Edit,..

x|

v User authentication

¥ | 1apped|drives and SETP accessible directaries

r Domain access

(64 Help | oK I Cancel Help
# [Mapped Drives Settings]&4 7Ra4HRvyH R:
# Mapping
[Drive:]

TNE T A= 2 —=TERRTOIREED NI A ThHNLRRLET,
[Network path:]
TETDHAY hT—7 22 INCEXTHRELET, W ¥computername¥path¥folder)
BEHEADT 20, [Browsel RZ 27U v 7D, [Z7HVFOS] M ZBIEL TERLET,
# Credential

[Use the credential of the client user]

BIREE (T 7 4V 8 7 TA T > ba—P R oa—PRiHER 2T 7 ¥ 2 e xy NU—7
INASDT I AWEORGEEZITET,
[Use a specific credential:]
BIREF, TRy NT— I NANE, 22 CTERTD2—FT AT FERRAT = REfinT 7
v A L%, [Select Credential] R¥ %27 U v L
7o BT, 2 —WREEER A BERER L E T,
[Select Credential]@% /&Ml > [Add], [Edit] R & AR{EICC, &
REHEHZ R L, Hx O —FRFEEFREZBRERLE T,

. [Select Credential ] 3R EMH A & Fms L

(\Z[Add/Edit Credential]
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4.2.19 [Access Control] ZEEM@

[Access Control] FXEE LT, 3 20O8LENGT 7 & A Fral/IEGTEE) Z fEEFRE T,
(D [Client Host Access Control] : 7 7 A4 7 MNEN.TIRE
@ [Group Access Control] : 7 /L— BN TIRE
3 [User Access Control] : = —WHLr CTHIE
KEE S, [Add], [Edit] RE 27 V7 LT, ¥A4T7ulRy 7 AR LANTRELE
D
ANCFIFERRBUC TR SN E T, ERRBOLE, 7. (Fy R)” BAZF, YRy 7 R
Tvva or Hv—2)" WA r—7a—ReLTHONET O THEEDLETT,

FRENFITROBANCHE W S E T,
) 7747 MO ER ST 2581, 7V — T HAL/ 2 — P EAL O ENRIS Db
LTT 7RISR S NET,

2) 7747 FRADOMEGR Y LRWEE, RICW T IO E B 85 0”7 a] " fiE
WIFAET DME D D EfER LET,
2a) EBIOFFARENELAFELRWEAIX, 77 8 RFFFShET,
2b) WO E R TREBIO TR ENFET 255G 1E. TO A HRESRFICEE

L2RWRD 77 B ATESSNET,
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4.2.20 [Client Host Access Control] &

)ﬂdli:l
filt
&
=)

Glient Host Access Gontrol |

i~ Client Host Access Control

You can use regular expressions to specify either the fully qualified computer name of
the dlient computer or IP address. Characters that have a special meaning in regular
expressions must be preceded with a backslash (¥).

" Fully qualified domain name I

' Client IP address |192¥. 168%.1,.%

% Allow connect ™ Deny connect

oK I Cancel Help

7747 v NBALTOT 7 & AHIH Grrl/fEEHE) #fHELE T,

[Add], [Edit] RE¥ %27 Vv L, XA TRIT Ry 7 AN ATRELET,

BRI, RAAL A IP 7 RLAICTIEELET,

EHEBUC L DN TT O T R, FALARIP T FLADKEID L LTD " (Fy M)” O
ANCZ A —7a— R 7Y ZffiF, AZXF 7. (Ky N7 LiBlT 208N H D £5,
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4.2.21 [Group Access Control]

)Iallrlll
)
&
)

Group Access Gontrol — attachmate¥¥Tokyo ﬂ

—Group Access Control

You can use regular expressions to specfy group name. Spedial characters in regular
expressions must be preceded with a backslash (¥). You can use a forward slash () as a
delimiter between domain and group names.

Examples: admin.™ or domain/group

Group name(s):
IatEd1mate¥¥Tokyo

% Allow connect " Deny connect

oK I Cancel Help

T N—TRFREC L0 T 7 & A FFe] /SRR E) A fRE L E T,
[Add], [Edit] R& &7 V7 L, XA TRTRy 7 ANDATRELET,
Windows Active Directory KA A DI N—TFZIBEOERXIL. LTFO@EY TI,
D) ORAAL A/ TN—=T% @QFAAL YT N—TH OWTIHARETT,
2) IN—=THICAN=AEFZUGEEE, "L 17 (Ko 2) THAET,
JEEC
FRENRTERFZIICIVBRLET, Lo T, FAS A 70 —7% OFXNTH— R
TLHHENZVOTTN, AZLF " (Fy M) SRS, ddTx R <AREO—3CF W
2D EF, KoT, " (Fy M) "OMNEZNR L FICEESBMR AR L bEET 52 &2
D ET,
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4.2.22 [User Access Control] ERFIEM

User Access Control — attachmate/Ichiro =l

User Access Control

You can use regular expressions to specfy user name. Special characters in regular
expressions must be preceded with a backslash (¥). You can use a forward slash (f) as a
delimiter between domain and user names.

Examples: username.* or domain fuser

User name(g):
Iatlad1mateﬂchiro|

& Allow connect " Deny connect

oK I Cancel Help

2—PHIFEIC LY T 7 & 2K Grr /AESHEE) 2B E L ET.

[Add], [Edit] RE¥ %27 Vv L, XA TRIT Ry 7 AN ATRELET,

RAA va—P2REOHENL, ONAA 4/ 2—H48 @QRAL U AWa—FH OVTiLh

HIHEETY,
R
FRENBITERBIUCIVMIRLE T, Lo T, FKAAM 4. 2—F4 OEXTH—REE
TLHHAEMENDTT N, AZLF " (Ry N7 RSN, EITER<AEEDO—TFHR W
220 ET, KoT, 7. (Fy N OEAJ R LTFICE S AR EEL T HIREEIC
o TWET,
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4.2.23 [Subconfigration]

INETOREANFITEA L~ AAbRICEA SN ET, ZuUIxfL, 7747 k(Client
Host Configuration) /2 /L —=7 (Group Configuration) /=— (User Configuration) {ERBIZH
T a7 4 ¥ a2 b —3 3 (Subconfiguration) Z4EE L., LHFTENE LV BEILOFEEN WTHE

<

RSIT Windows H—/N1Z, IRDJARL TRRENE &t A I BN DFEHRIANTENEE EEX L ET,

OIEERE = @ Client Host fEBIFRE = @ Group HBIERE = @ User fHRBIERE
X o THRAEMIZIE, @>@>@>DO DOESNEMIC CRRENENEH S ET,
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4.2.24 [Client Host Configration] F‘ZTE

)
)

ouh

FREMHN [Add], [Edit] R&Z > %27 Y w27 L, [Client Host Configuration] #4717 7R
I AxFR L, F8EY 74 7> b (Client Host) IZxF L CIHGBHRTENE LV b &HELOMBIFEE %
LET,

74T LT RAL AN IP 7 RLVAIZTHRERIZ, EMIVBREAREZTRL, HH
Ef A U CADRELET,
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4.2.25

File  View Action Help

[Group Configration]

&% 7€ B

oul

=101 x]

H| g E s

Status I

Identity

Configuration I

= Restore pane defauls ¢

- Metwork
- Permissions
- Event Logging
- Debug Logging
[=]- Encryption
. lwKey Exchange

Group inheritance for SFTP Directories and Mapped Drives:
¥ Use first applicable group
¢ Use all applicable groups

All other settings inherit from the first applicable group only.

Al Group Configuration

- Authentication
El-Password

. L.pADIUS
£} Public Key

.. Certificates

- R5A SecurID
- GSSAPL / Kerberos V
- Credential Cache
- Domain Access
- SFTP Directories
- Mapped Drives
[=]- Access Control
- Client Host Access Cr
- Group Access Contre
- User Access Control
[=]- Subconfiguration
- Client Host Configure
™ Group Configuration
- User Configuration | Add...

[ N

| Group | Domain |
Administrators

Seattle

Group type

Local

Domain attachmate

[Move up

fMaye down

i

Edit. .. Hemove

REMMEWN [Add]. [Edit] "&Z %27 U w2 L. [Group Configuration] A 7 /Ry 7 A%
For L, HEEZN—T72ICk L THERENS LD bEEeoMifaEx LET,
TN—THE{ERIC, FMEVRENEZIERL, SHEEZ®E L TANmRELET,
UAMIRROZN—T1T EATIZE B S E T, Move upl, [Move down] AR & » CTHAEL £,
A—HHEHITINL—TICHET HHBED/RCDONT :
a) X EHEHE : “SFTP Directories”, “Mapped Drivers”
- “Use first applicable group”BEiREF
~U A MO TH ELO%YS 7 V—TONEREH S IVE T,
“Use all applicable groups”#iREs : <0 <7.2 SP1 225601
~U XM YRV ONEPEHA SNES, AL TRlesMaEt2hlE L ET,
D"User login directory”ix, U A hg BN 7 L —7DENFIZHE D,
@ Inherit directories”,”Inherit drivers” ZIEBIREFIZIL. ZONKITHEA T,
@E—"Virtual directory”&FNER 726, U A M EV O NV—TNE % H,
b) X EEH : "Permissions”, “Authentication”

~HIZY A PO TR ELORYS 7 V=T ONANEHN S ET,
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4.2.26 [User Configration] < EEME

FROEEmEWN [Add]. [Edit] A"Z %27V w27 L, [User Configuration] XA 7Ry 7 A%
For L, BE—VAICK L CHERENAR LD L EELoEfEEE LET,
2—YHERRERIC, CME VYR ERH 2R L EFHORER 28 U CANREL £,
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