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1. [FCHIC

1.1 @R

AR~ ==T /)i, Reflection for Secure IT Windows Server ix (UL#& [RSIT Windows H— 3]
EEME) /N— =2 7.2 SP1 Upsatel IZDOWT EARLEDHEHFTIEICOW TR L7Zb DT,
N=Var 1.2 7.2 SP1 OBR~=27 L LTHBHEVHITES,

AN, 77NV IPREDEETHEDEEBMHEWIHITETN, RENEDOEX 2T 1 LOR)
K2 THRIEE, BERFIHERICE L ELWRE L EHAZ YR L TOET,
HARENTIZAEKIZ E PRI #HE TOMANE K L TORWERT, EX~=2T7/LIEBT 5 PKI
X2 PKI Service Manager IZDOWTOBITEIZE L F Lz, LEEFL, KL RF=2 A R A b
<http://support. attachmate. com/manuals/rsit_win_server. html> FOE X~ =2 T LV EBRT
SV,

TrANG/ T ANEHRT 0T T AFRRLOPIIZHL GO HERHY £, X—Y a3 Itk
Y “F-Secure”, “WRQ”. “Attachmate” MHEHOILTWVET N, F-Secure M5 WRQ L ~DHEL L
. WRQ t1 = AttachmateWRQ #1: = Attachmate ff & \95 &4 OZEIZ LV IHFA D3 FE-> T
WHHEENSTT, ~BHLEHBEYR—MIEOEIEL TEVWY E LT, ZRLLT
AT S,

1.2 SSH OEE

telnet (LB VE— T A URRFIPIZE D T 7 A NMIREEO T L 55 T, %I,
RO TEL THEAL L Vo e RE T A E T DERMENTETE L £, SSH (Secure Shell) 1%,
"B TR, T OSERMRIE I . CHERH DITAND/NAT — ROBET
— X HMEEICRELET,

SSH (X2 74 7> MEREL V—BERE T SN E T, 7 74 7 MllX, Bl m & 220,
FIRZFICH L a—F A v F—T =2 — AR/~ N, A7 g U EBIELE, — Mk,
WIRBZIT L, 7—FICL D SSHREZ TR 2 — A& L EJ, £ —MAloF
EWE (Configuration) ICK VEMBRERSZ 747 I 07 72 AHIREEZEE L £,

UE— MO DF—IF a7 A8 SSH OFEAREREL 720 £3, S OICHEFMLLIcEX 2T
ItEoOtyvaryEFAL, VE—Fa<v R, sep(EF=2T7 774 0a’—), SFIP(E¥ =
T 7 7 A VERRE) . TCP AR — MERESE DO KFE SSH AR MEMRE 2 420k L £ 9,

UEeE—havr NI, 2747 MITEALIZa~vy 2 E— R RA R ETIITL, 2DV
H—ra— FCRHEREZHELET,

sep 1T PERD rep LHPOa~y FEREAT v a v 2HE L. rep NOOESHZ L LTHE
LELE,



SFTP (%, FTP L¥floa~r R, A7 vay, EHY7a~vr REHEL, FIP b OE X # 2
CLLTHELE L,

TCP R — RMHAIEIX TCP L7 7Y rr—va ViBlEE b xr U 7 L, Wbwwd VPN ZEE L E7,

B EEREIL. FIRE W~ FEMEL CRIB 21N, 227 V7 N/ 7 a7 T LE
WX DHENEITEREL L, BEHEE L AT LAOMBIALERG E L TELFIHENTWET,

1.3 BERIR
(1) ¥ AT LB
(a) ¥AR— 1k 0S
» Windows Server 2008 R2 (x86-64) o T2 036 BIKTIED,
* Windows Server 2008 (x86 35X TN x86-64) .
* Windows Server 2003 (x86 35X TN x86-64) .
* Microsoft Cluster Service IZX%Jhs e KT 2006 B
R
7.1 SP2 % Txffts LTV /= Windows Vista, Windows XP SP2, Windows 2000 Server SP4 73
T.2MBRYPR—RMERD T LT,
@Windows [FIRHE 2 — 5/ Bfi 7 74 7 2 NED T A & 2 AZFITMETF F S0,
Q@EWESM: L IFAINC, Windows DOEFFMEXIR OBLEN S | FITHRH O SP(F—E Ay 7)
BRONNC Ty 7T — AL TEL L aMIHERELET,

(b) YA —k CPU
- x86 (32bit). -+ x86-64 (64bit AMD x64, 64bit EM6AT)
AVAN=NT BT TET AL, 328y ML 64 E Y NERHY T, )

(c) BT T T T A
<A77 kXML 6.0 parser

A VA N=NVFICTFELZWEAS, By T o770 I AREHBICA VA =L LET,



2. EA

2.1 BARIDOEREIE
(1) AVAM=NTOTTLT 7 AL
(a) SP(H—t 2,y 7)) D\
N=P a2 7.2 SPLIE A=Y a2 7.2 0D SP(H—E ARy Z)RTTA, 7.2 SP1 ZHHIC
BATLOEE, FANC 7.2 24 A =3 08T AN T.28P1 A A b—
NT DL TETOEANTER LET,
(b) CPU ~D %)
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32 B MR | rsitservwin=7.2. 151-w32. exe
(2) Windows Server 0S ¢ FfiLH)

RSIT Windows ¥— 3707 L&A A h—)L L7272 Windows 0S O LEN LB TY,
(3) A A =N —H

7 —# /L Administrator 7V v BT A A = LET,

(4) R=U a7 v 7HOEAA=Y g O (2.2 THER)
[H/8—<0 3 > 7% RSIT Windows H—/% 6.0 DUEDBE . HRA— a0 %27 oA v A h—/Lt
FIEEOEE 7.2P1 ZBIMA LA =L LEF, BECT LA LR F—ELTSEEL S
DEHADT, TOHBITHHA VA =L LTFI,
[H/3—3 5 >4 F-Secure SSH Windows H—/N 5.3 DLRTOHE 1%, sshd2_config 77 A /L
R U7 EC. F-Secure SSH Windows H— _&EEFNZT v A v A =L L TFXUL,

22 BALEDRA 2+

FHA A RN EN—Ta T vy TREOFIEICOVTHAL £,

RSIT Windows H—/N TiZ, N—=Va 7.1 LK EHEEA A F—ARHIZHA—Y a VOREN
BEABBITTABESEBNSNE L, Lo TAEE2H) TRT A=V a7 v 7 FIEIX, B
N=Va VORENEZBHBBITTS2L91C, BRA=VaiZT7 v A VA M= AETIZZEDOEE
LLTHA=Ya v aiBiA VA M—AT25FIEEEEL LTHBILES, BAA—Y 3% —H
TUA VA=A L, EOTHNA=T a v E2FBA A M=V T 5 FIETHLREZH Y A,
Fz, IHAN—=Y 3 Oxt4HE RSIT Windows H—/3 6.0 LIFEE L, F-Secure SSH Windows #—
N 5.3 VARS8 & LE L7z, F-Secure SSH Windows Hr— 53— 5 07 » T 5 EC
3. ZRANIWER D sshd2_config 7 7 A V&2 RAFO ETHA=Y a 2T A A =L L, W



WTT7.2 SPLZHHA LA F—/LLTFEV,
FIEFLHOFNT, TEE/EMELORA > FERLET,

(1) Bh#E 7 7 A LDA A M=V L4 (57 4L M)

Ver
A=E70 N 7.x |C:¥Program Files¥Attachmate¥RSecureServer
A VA R=NET NV H |6.x |C:¥Program Files¥F-Secure¥ssh server
B~ 7 A L 7.x |1) Windows Server 2008 DiF&
GRETZ 7 AV, RA M) C:¥ProgramData¥Attachmate¥RSecureServer¥
O RFELE 7 NVHE L 2) Windows Server 2003 DiFH
77 A IV C:¥Documents and SettingsYAll UsersYApplication Data

YAttachmate¥RSecureServer

<« HET 74/ : rsshd_config. xml
« RA N : hostkey/ hostkey. pub

6.x |C:¥Program Files¥F-Secure¥ssh server

«HET 714V sshd2_config
o IRA g : hostkey/ hostkey. pub

(2) R=T a7 v 7EO [HVer 7.x/6.x OILELEHEE

IH Ver 23 7. x DFH IH Ver 7% 6. x DA
B H Ver OFIBR HEN 7 A A =75 T oA A M= LN
IH Ver fREIRFD A A N—NVEEOREA A b=V
#rVer A A F—/L% JEEL 0 HVer A A b=/ | FEEE: Verb.x & 7.x DA A

HHAE G| MR 202D, A Ver | h— LB ERREOL 1T
FARIZAEIL T 740 b8 | <BNZR20 9,

ZBHBEIT A A = LRI
RNCHRET 2 RLEH D £,

BINA A =N THD | 7.2 SP1 sshd —E A% HEBE | IH Ver 6.x sshd ¥ — b & )
0S FHEEENZ O Ik 7.2 SP1 sshd #—E 2D W
sshd ¥— v 2 DG nrEBE 1]

Gx 1]

HVer6.x X7 A VA M=V SNTHELHBHBEREDEERDOT, A VA F—LFETHED
Windows 0S FFEENFIZIX, HIHW S & b sshd —EA&Z[HBL LS & LET, L UERITL.
BAEDED ST 53 Al — Y A= VR — RBBEICE DN TN D LD Z L TiEILT 5720,
BWFHH2 5D sshd F—EZABBH L, b5 —F3MEIREEIC /20 £3, 91, FHRIE
TV bEIE S, RENELMHER LTIV, FREELSMNE, WThod—Ev 2 b FERIE
TIE IR /BREA DS FTRE T,



sshd ¥— & ZARRERIL OMERR T 1L
a) REEmA ., REMEMmE EDAT — X AFKIRTHERR
b)Windows Z A7 <3 —U ¥ 2 kb7t AfER

Ver 7.x 7at A rsshd. exe

Ver 6.x a2t A& fsshd2. exe

(3) A A b=V FNEOHE
BWEILUL T DX S22 £,

BA A b= a7
7.x b 6.x MH
D 7.2 SPLDOA A F—)b GEHTFIAIL 2.3 /)
@ | - Windows 0S % FFilHE)
@ | - FHEAET sshd —E X &2{E 1k FAH{ET sshd — b 2 &2 {2 1k
<HTR (2) [ 1128
@ | - 7.2 SP1EXEMMH X VB EHME & NAHER
®| - FHEAETT.2 SPL sshd $—ERZFHEH) (0S OFEEIL A
© | - BIEwER
@ — 6.x T A A =)L

23 4 VAR F—IUIREEEFIE
ZITIEA A M= NT 0T T LT 7 ANV EEHEEE LR OBEFIEICOWTHRA L £,
B CD 2 AWTEAT 5681%, BB & MBHLEN A X v 7 I @) 2 HEtE L £7,
(1) A A=A T BT TET7ANDOFETHIME
A AN=ANTBTT AT 7 AN W ZIT rsitservwin-T. 2. 1. 736-w32. exe) & B —H /LT 4 A
7 FOEBEOT7 A+ NVA FICES, EEHLET,



2) A A= NT BT T LT 7 A/LD unzip LB

unzip HOMREEEZR R LET . A VA M—AT 0T T LT 7 AV E[E—OGFNIZR—4FHO
7 A+ VAHEROMEREE 2R R LETOT, TOEFE[KIAZ &7V v 7 L, KE#ET
[Yes] R& %7V w7 LET,

£3 Attachmate Reflection for Secure IT |

% Select the folder where you want to unzip the files to:
_—

I C:¥_RSIT_Windows_Server¥7, 2 5P 1¥rsitservwin-7. 2. 1, _I

SP1¥rsitservwin-7. 2, 1.736-w32 does not exist.

Q Folder 'C:¥_RSIT_Windows_Server¥7. 2
Do you want to create it?

Unzipping file:
C:¥. . . ¥reshd.msi (47%2)
—_

overall progress:

(3) BAtaEEI ORI <HE D N HA A M= T HEEIE. ZORBERENHEEY £, >
a) Microsoft XML 6.0 parser NFEAE LR WES  <EEA>
Microsoft XML 6.0 parser D AZ LA L £F DT, [Continue] R¥ > %7 U w7 L, W%
ke L £
b) Microsoft XML 6.0 parser NFEET DA -
[Continuel R¥ &7 U w7 L, LEAEHG L E T,
N=T gy 1.xDPbONR—=a 7y PRSI B BICIEAA—=Ya U Tox ZRAILTEE 2%

XTFERLET, <Em >



<EmA>

MSXML 6.0 Parser

El, Pleaze wait while Windows configures MSXML 6.0 Parser

<EmB>

<Ejm C>



(4) Software License Agreement (Y 7 b v = 7 FHEFEEEKE) Him O £ R
NEREHER L, Ty 7 ~v—2%Af, [Continue] RZ %27 U v 7 LET,

£+ Attachmate Reflection for Secure IT Server 7.2 5F1 o ] e |

Read and Accept the Software License Terms

ATTACHMATE® SOFTWARE LICENSE AGREEMENT j

REFLECTION® FOR SECURE IT v7.2 CLIENT FOR UNIX;
REFLECTION® FOR SECURE ITv7.2 SERVER FOR UNIX (INCLUDES CLIENT FOR UNIX); or

REFLECTION® FOR SECURE ITv7.2 SERVER FOR WINDOWS:

IMPORTANT -- READ CAREFULLY:

This constitutes a legal agreement ("Agreement”) between you (either an individual representing yourself, or a legal

entity that you represent as its employee or authorized agent) and Attachmate Corporation ("Licensor™) with respect to

the software, together with its included documentation, that you are receiving, accessing or installing ("Software”).

Unless you have entered into a separate license agreement with Licensor, you accept and agree to be bound by this
Agreement by (i) selecting the "accept” or "yes” option when an on-line process prompts you to accept this

Agreement, or (i) by installing, copying, downloading, accessing or otherwise using the Software. If you do not agree

to the terms of this Agreement, Licensor is unwilling to license the Software to you. In such event: {i) you may not

install, access or copy the Software, and you should promptly destroy any whole or partial copies of the Software in

your possession; and (ji) you may receive a full refund by contacting your Software vendor within 30 days from your

date of purchase to obtain instructions for return. LI

¥ 1 accept the terms of the License Bersement

Help | Continue I Cancel I

(5) A A F—LFEHRDAT)
A VAP AREICHET 2R TOMHRE 350X THiE &L Y AL, fERAIZI,
[Install Now] AR ¥ > %27V v 7 LET,
frH AJJEF I [Install Now] RZ &2 U > 7 UCHMBRIFIERF I/ L £37,
(5-1) [User Information]# 7 H & D AT
VB BERRIGEREATLET,

i Attachmate Reflection for Secure IT Server 7.2 SP1 o ] 4|

User Information | File Location I fAdvanced I

Personalize your install

Full hame: IIchiro

Organization: IHttachmate

WP A I

Optional: Pleaze enter your WF& number here (volume license users
ohly; this number is printed on the WP A Certificate sent to you by
fttachmate). Doine this enables us to service your account quick ly
when you contact uz.

Help | Install Mowe I Cancel




(5-2) [File Location] & ZHEHEHIHDANS)
A ANV ERELET,
T 74V I, MNICERL TS A VA =TT,

£* Attachmate Reflection for Secure IT Server 7.2 SP1

(5-3) [Advanced] Z 7 HiE DS D AT
AREEANOFEIL, JRAIEOEE L LET,

£* Attachmate Reflection for Secure IT Server 7.2 SP1




(6) A 2 A b — VILFLOHEFTFR
WHEHF T OT, ROFETHEHHZEZTRTHET, LELGLFHELET,

¢+ Attachmate Reflection for Secure IT Server 7.2 SP1

(1) A > A b—/L5E T B DR
AVAN=ADN5ET LE L, Windows 0S Z fFicE) L £,
“Restart my computer for me.” IZF = v I ~—27 & ANDED, ANTIZ[Close]l] RZ %7
Uy L, 0S HEEiEREE ClYes] K2 27 Uy 7952 LT, 0S FEENLET,
0S FHEENMERREIM TNl AR Z 7 U w Z7HpE, 0S OFFEELEA~IBITETITA v A F—b
E¥EEZKTLET, ELMEMELS 2DI2E, 47708 ofEB 2BV LET,

4+ Attachmate Reflection for Secure IT Server 7.2 5P1
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(8) 0S FiELEN % DR & 1 fFE
0S FEL@EI#%, sshd — b 2 ZHBIBCBE L E7,
GUI SREM 2l &, FHAEICT sshd —E A 24F1E L (13, #4F) 28) . GUI 3R mim %
HWLTary74 JOREELEEDONEMHRE LET,
RENREMHGE L5, PERIEICT sshd h—E 22 HHAL £,

24 TUA VAR =L

(1) 7oA A M—)VEE
T oA A R—UZ, Windows @ [7Fa 7T L0BIMEEIN) / 77075 LR 220 Ei

LET, TVA A= EY, 0l T 57 74 VIEZEICHIBRINE TN,

EARA MEIHIBREINTIIERY £,

RET 7 A IV

HNX—=T a3 6.x 7 VA VAN AEFTIHAA—Var .x 2FD0FEFFBEMA A M—LL
AL M FET A IR ET, A=V 3 0 6.x 52T oA VA h—/L 3 A2, [
Oy 7 AOEBMEAIER] / [7e 7T AEHEE] EOTRAHEMHRE LHIBRT IV,

N— =3 7.2 SP1

Attachmate Reflection for Secure IT Server 7.2 SP1

wE <EA>

N—3 6. x

WRQ Reflection for Secure IT Server

wHE <EB>
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<EA>

B>

N— =9 7.2 SP1

N— 9 6.x

% A HaiE x|
Attachmate Reflection for Secure IT Server 7.2 5P1

SRIZBEFBTA— AL Bt MRLEELIREE. LU hﬁilﬁ*&f}?ﬁﬁbtt{ &
Attachmate Reflection for Secure IT Server 7.2 SP1

T Attachmate Corporation
Werzion: 12736
H— MEER: http:/Fsupport attachmate.com

B H4— MaE X

WRQ Reflection for Secure IT Server

SECRETRTAC0) A — ML ELIRS. LT OB ERL TS
WHRC Reflection for Secure IT Server

BT WRQ, Inc.
Wergion: 6.1.4 Build g
A — MEER: httpe/ supportwrg.com
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3. B1E

3.1 BREE@E, b DIRIERTE
(1) FXEMmimDERR
BHEA T Windows @ [AZ— R]ARZ b,
(A — K] > [T _XTCOFa T L] > [Attachmate Reflection]

> [Reflection SSH Secure Configuration]
CIAEREIR LR EmmE R R LET,

PEGE
B EHE ORAENE L sshd O —EZABEE) & (TN LR 7 m& 2T,
X EH[H DFEIR : ssheonsole. exe  sshd %'—E A : rsshd. exe

MNindows Server 2008 DiZE>

Nindows Server 2003 MDiFE>

_13_



AL N
A= a— File., View. Action, Help O FICHKFEEBIDOFEENH Y £7°,

- File > Save Settings, Close

« View > Toolbar, Event Viewer, Latest Debug log File

« Action > Start Server, Stop Server, Restart Server, Configure Cluster,
Restore All Default Settings, Restore Pane Defaults

« Help > Help Topics, Support Web, About Reflection

Rl = | @ E | [ []53 = Hestore pane defaults
« /£/25 [Save Settings], [Event Viewer],
[Latest debug log file] -+ <7. 2 SPI 7226600,
[Start], [Stop], [Restart]
« 5 E1Z [Restore Pane Defaults] A%
[Status] + sshd ' —E XA DIRBEL FoR
] * RSIT Windows #—/ 3D /N— 5/ build & A VA F—/LEEFR
[Tdentity] * RSIT Windows H—/3 AR A NREEH (FTE, 2 A b, XA VxR b)) DFER
2 7 * RSIT Windows #—/S78 A bREMEEH

* Server version string (77 ABGEERIZ Y T4 7 2 b ~HoRD H EE#H)

[Configuration] | « MR EDE/FrEm (4. RE M)
& 7 i

(3) FRIE M b D EEAHRAE
a) sshd —EADBIIE &A1=k
ROEBE EDORZ AFENA = 2 —DIBFUT LV | sshd Y — E X DB/ 1L/ FREE) A3 0T
BT,
b) BXENEDLRAT & Ik
[Configuration] # 7 Wi N D4 FEZR Elim FCTANREDH ., [Save Settings] RE /A
Za—DBERIC LY FONEK % "rsshd_config. xml” 7 7 A W EEX{RFEL 4, EEXE
RICT AT 2 MDD -T2 b DD HBRIENEME -T2 sshd F—EZDEEICY £,
RENEDT 7 4 /v ME~DIEHE
[Restore Pane Defaults] RH /A ==2—DBIN = FREMRNEEZT 7 4/ SME~
[Restore All Default Settings] X == —DFEIR = REHRNEEZT 7 /L ME~
HHNE %7 7 4 /v MEICR L72#RIC, [Save Settings] N v/ A=a—ORPUL Y D
N% % “rsshd_config. xml”7 7 A WZ EEERIFLET, EESRFRIZT T4 7 MR
R oT b DN HRIENEIIES T2 sshd —EADEEICRY £,

2

o
~
1t
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4. BRE

41 BEXFIRETDRE

T 74V PERENKEORETSH, @m\vEx =2 U7 ¢ KETOEMMAATRETT S, 14,2 BREM)
ONEZIfES, BEREEF 2V 7 4R —@H I - 728 7250 E & SHEABA S
NoZLafREL£4,

ZD7 12.2 BALORA Q)Y EADHN) DITHITHRE L NEMREE LET,
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4.2 EXTEF
RSIT Windows H—/3Tlx, &£ CORTEL GUI REMAE N HHE L, 22T rsshd_config. xml” 7 7
A NMRIESNE T,
“rsshd_config. xml” 7 7 A VDFEILET 7 4V FTIEFRT A L2 MY FTTR ANA—=Ta 7.2
MORIFHE 2 A =2 —4fE( Action > Set Data Folder) 2HZAEWAGEIZ/ARY £ LT,
a) Windows Vista, Windows Server 2008 D4 :
C:¥ProgramData¥Attachmate¥RSecureServer¥rsshd_config. xml
b) Windows XP, Windows Server 2003 D4 :
C:¥Documents and Settings¥all users¥Application Data¥Attachmate¥RSecureServer
¥rsshd_config. xml
EE
N—T 3 6.1 BARTE D R TORENED GUL 3R E M 48 U CRREFREL 720 1D {2
F77ANBTFART 7 ANTRS xml 77 A& E LI, EEE xml 7 7 A 2Rk
T2 EFEDRTTI—ORKRE R EFTOT, Bk LET,

PUF, REBMHEAICZEORENEIZOW T L ET,
[Configuration] # 7 ZER L. BEEHAMMANOY U —dROER X = 2 — ) 5 R HER E 4z
BIRLE RS ET,
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4.2.1 [Genaral]

nII?

Iy
JE
B

HTE

[Maximum number of connections:]
Y— N [RIRFIZ Ha0e v RE 7o Hfoe B D IR ZFE L £ 97,
T 7 4V MBI 7607, fE70” I XMERIR A S L E T, BHIRIEERIX, 0S DU Y —RFEDRH|D
FRNC K D HIRICER T S0,
w3 Reuse EIERFIZ., ¥ RV LEINTY connection OEIT1 v FLFET,
[Maximum connections per user:]
12— Y720 ORIRHEEGHO LREZRE L ET, H70” ITEHRIREZ EHKR L ET,
connection reuse (BEfFHEIE v 2 U FEFED) DAL 1 connection & LTH T M LET,
[Session time-out (seconds) :]
T = H PIEFZAE I TWRWT A R/WIREEANHKRE L 72 REIZ | Fi5 8 IR [ 14 | 2 42
F9, TOHEERFMEZHEATAILES,
E”0" D&, BEREEEN & 72 0 F 37,
[Banner message file:]
PEGiBRAAIFIC 7 T A4 T MUNZIBIITER R T HRA v =V TF AN T 7 AV 2IEELE T,
T ANDLFA— NEIUTF-8 ZEH L, TN DOLFa— FORFICITEBEHR I ET,
JEEC
SSH 7 747 2 M Ko T, NF—FRIERAEDEDONHY £, B 747 A
BEREIC A THRIE LTS Z L 2R D ETHRE F &0,

i

Z BB L

i

=)
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4.2.2 [Network] jZ7E

&
B

Network Bindine x|

—Metwork binding information

Listening address: I

Port: I22
W client keep alive &0 (seconds)

[~ Require reverse DNS lookup

0K I Cancel Help

sshd #—EABFHHLZ T (Listening) 57 X7 X ER— FNEBOFREEEEZ LET,
T4V NI, BRCORHT FTHITH L THR— b 22 ZBaE L TES, RELHFTIHAIT.
[Add]/[Edit] R %> %27 U > 2 L, [Network Binding] ¥4 7 r /Ry 7 A%@ L THELET,
[Network Binding] ¥4 7 B4Ry o R :

[Listening address:]

SSHZ A4 T v "D DO FbZd T 5T X T X (R—RM DO IPT RVAEEELET,
FI7 AN KT, BTOHERIP T RLANLDZENEHTT,

2 1P 7 RURAEEIL, IPv6 DA 77 E L, IPva DA 70.0.0.07 L LET,

[Port:]

SSHZ F4 T v "D O 2 FiH% 95 TCP R— hESEHEELET,

T 7 AN ME R— 1k 2FTT,

[Client keep alive]

7747y Mk L CIEFHEEREZ LET. X7 7 74 73 » MOk L CHRERRISZ N
BNGEICUIMLET, 7740 ME 608 T,

[Require reverse DNS lookup]

BERCELRBAGAIFIZ . TP 7 R L RIS RAAL U4 %155 728012 DNS O] & OEfEEZ T2 /0
Exa LET, FERICHGIEITRM LR, = — PRGEAE & il L9 <I2oilr L £,
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ﬂII?

Iy
JE
B

4.2.3 [Permissions] B3

AR SSH Y — Y — 2 DREAEL Y — LRI E LET,
RFEDM, [Subconfiguration] FEIZL V. 1FIEFR—KNAE% Client Host/Group/User {EBIIC
fREFTRE T,
[Deny all logins]
(BITEBEICHENL L TV D EER LA D S DFT272) 7 T4 T b6 Ot 2 2 THELR T A HE
9, [Subconfiguration] DFFTEICAERTEILH VY A,
[Allow terminal shell]
I IAT Y RnbDI— I TSR AT AT 008 D InOFRE T,
A
A — X VM ERF RIIRE A & LT Windows 0S DX = U7 4 RENR LB L ET,
[Terminal provider:]
Z— X FABGENEIC ST 2 — A MUFAT T e 7T AR E L ET,
7 7 4V X Windows fEHED cmd. exe T9, FEELERFX, Xt SATHEELET,
AL
FRERHZ SR AL I A=A ZETEA L, Windows DX =2V T 4 b FTAVT Tr—T—
av (" )THLoTRSW,
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[Terminal default directory:]
=T IVEERRARE O L b T 4 L7 R Y LR NAERE R LET,
NAFREE L, ANF =AU 7 (6D, "%H”, %u”, “%U”) Z i RTRE T,
774 ML "%D” (Windows —HF 7w 7 7 A L) T,
Windows =—H#7' 107 7 A /LT 7 4 /L MEZLLFO@Y TF, (FEEMER L — P2 L0 &)
a) Windows XP, Windows Server 2003 D& :
C:¥Documents and SettingsYusername¥
b) Windows Vista, Windows Server 2008 D5 :
C:¥Users¥Yusername¥ (47 ¥ =7 F47C:¥Users”, Tz Ci¥a—4—")
RB—=VARNY T
YD =Y T T AN T N
“WH: Z—PR—LT N H
Su —Ha A4
c%U : RAAva—Yra (4% (domain. username DEZ)

[Allow exec requests]
SSHUE—ha~vy REFATAREL T E I M EfELET,
T 7 4V MEEITRNREE T,

[Allow non-interactive users to log on]

Windows —0S @ B—AntX 274 KR —REICT,"a—hvalF 245"
HGUT Tz o TN —H/ T —FICx LT, SSHr 7 A VARl 2008 9 D a e L E T,
R

Windows Server 2003 DAL, "m—Aa 74 AT 57 MRS TR —H/
TN—=Z LTE, 3~y R a7 RMER T RWAER SSH 1 71 KRR L, SRE
e —hantXa U7 4 RY U—DRELF—OEECRY 7,
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# File transfer

[Allow SCP1]
OpenSSH @ scp (2 Z TIEL"SCP1” & KGD) 1E FRIELARICHEML L Ze W I sftp 7' b = L&Al L
TWE9, RSIT Windows H— 3Tik, ZDFsftp 7m baibxhaLE L,
AFEEIL OpenSSH 7 T A T 2 FIB D sep (ITHIET D200 E D OFREEZ LE T,
T 7 A MREECIERHE LET,
R
OpenSSH @ scp ILSSHE v a v ND1F ¥ F%ZJ Lizrepa~y RIZTEILTOET,
EoT, KRENOT =y 7= 2N LIS A E LTcHETH, [Allow exec requests]
ICTEITATREDREZ L TV DAL, OpenSSH 225D scp S AJREZIRREIC A2 0 £77,
[Use SFTP accessible directory settings for SCP1]
OpenSSH 235 @ scp BEIZ%f L, [SFTP Directories]
MEEELET,
[Allow SFTP/SCP2]
I TAT DO sftp KO BEEAARICHEIL L 72 sftp 7’1 ha/u2 k) sep (22T
"SCP2” L RFL) AFF AT 2N E I EIEELET, T 74 ME FFIRETT,
[Al low smart copy & resume] - 7.2 SP1 2> 6 B>
Smart Copy ¥&HE (=[Fl— 7 7 A WAFAERFIZHRIE I 2 A %~ 79 HH4HEE) & Resume FEEE (=Y k7
A BRFCHTEE T E TR L7259y O B BT D HRE) O %0/ Msh 2 8 E L E 7,
T 7 v MIAEZREE T,
R
SSH 7 54 7> MAITT Smart Copy BEHE & Resume BEREIZ ARG IE DEFA 1T, AR E IR < B)
TEIXImZhIZ 720 £,

Ny

EMHENORENEZEN T 2008 9

7
gt

# Tunneling
[Al'low client to server (local) port forwarding]

IIAT RO "=V TCP N— MR ZFFAIT S0 E D mEREELET,
[Allow server to client (remote) port forwarding]

I IAT B D "YU E— kTP R— MEE” ZFFA 50 E I nERELET,
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4.2.4 [Event Logging] XEEME

Windows A~ bv 7 ~OFLEREEOREL LET,

[Enable logging to Windows Event Viewer]
A X2 ba T ~OEERE AN LET,

[Errors], [Warnings], [Information], [Protocol details], [Hex—dump]
FryIv—0EANDHIET, EOVVETRERT OINERELET,
TIATIFE X VFERICR Y T F =y 7 2 ANTZHA O FAUTERFICTF =y 7 ~— 27 BA
WET, F74/ I, “Errors”, “Warnings” LUV &FEEEL £,

[Custom]

F v I~v—27 % AN, [Custom events] RZ %7 ) v 74252 & T, fllxDFFEMA X M
AR HeE FTRE T,
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4.2.5 [Debug Logging]

nllp

Iy
JE
H

HTE

RSIT Windows $— SEHOT Ny 7m ZHEROBEL LET,
TRy 7 a JIXRERTA T, $RC7 T4 T v R EOEERIRIIGICE R E R ARt L 9,
Ay —UEMN LN LT v s T DML AT SR T, RSIT Windows H—/SOASR DML DAL
HEEIXETLES, BRENTETF =y 7 ~— 27 24 LEYIZL THBEV T,
[Enable debug logging to log file]
TRy ra s OREEAMIILET,
AZEE, SSH Y — RO —E A2 BB T 2 HICHIAL O RT Ny 7ra s 7 7 A Vel LET,
[Errors], [Warnings], [Information], [Protocol details], [Hex—dump]
FryIv—0EANDHTET, EOVLVETRERT DN EHELET,
TIATIEE X VIRV £3 . F = v 7 2 ANTCHA O EAITER I TF = v 7 ~— 7 BA
D ET,
[Custom]
Fxv7<w—27% A, [Custom events] R¥ > &7 Vv 7§52 LT, Hx DAy M&
BRI HEE FTRE T,
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# Log file information

[Log file directory]
TNy T T EERTHT 4 V7 N EERELET,
TNy Ta ZIIHET 4 V7~ U T, “RSSHD-YYYYMMDD-HHMMS Smmm. 1og” &\ 5 7 7 A L4 TE
S AvET, 22T, “YYYYMMDD-HHMMSSmmm” (%, BAAGIEZ] Z 72~ L, “YYYYMMDD” 134 H H |
“HHMMSSmmm” (% Bf 3 fb+~ A 7 0 k) TH,

[Log file rollover (by size)]
ERZ 7 ANY A ZZBEL, EOVA RXELIELBT Ny /a7 77 A NVEFET L, Hin s
T ANEFAAER LD X ET,
REYA XZIL 77 ANVDY A XIRETH Y  2n /7 7 ANVEEITHAFTETOTHEET S
W,

[Log file rollover (by time)]
FRERRIBR CH AT Ny a7 7 7 A VEFRICAER LU B2 £,

[Timestamps for log file entries]
TRy a7 A=V 5 SN LREEIEREFRE L ET,

- [UTC] BIR  : UTC ([EIER R4 Coordinated Universal Time) (7'V = v UHEHERE; GMT &

[f#) THT

* [Local] #IR : FEEHX A LV — VIGLITHEIR,

[View latest log file] K& > o <7.2 SP1 75 01>

B EUT)OT RNy ra JNEERRLET,
W, A=a—2bO®R "View” > “Latest Debug log File” THRIBRICERL E T,
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4.2.6 [Encryption] SZEEME

[Ciphers]
EZET LT —F0NRAT — REOEREF ST 2 @O S HXEAHRELET,
RPINLDO DB, 7747 F e OBt T — g VIRpIEM L L TRERH S E
9, Frv I ~—2®on/off & up/down IZXVFRELET,
{aesl28-ctr, aesl92-ctr, aes256-ctr, aesl28-cbc, aesl92- cbe, aes256— cbe, des3—cbe,
blowfish—cbe, cast128-cbe, arcfour256, arcfourl28, arcfour, none} ZHA— kL TCVWET,

PE
“none” 1%, WEALETICE LD F FHELETOTT 2 MEN HLUSMTIZE LT,
[MACs]

T — 2 D5EEMER G I A EHH) 5 MAC (Message Authentication Code) 7 /L3 Y X A& g
ELET, BREELOLON, 7747 0 ORI —2 a URFICHERM E L TR
FHINET, F=v I ~v—7Don/off & up/down IZLVIFELET,
{hmac-shal, hmac—md5, hmac—shal-96, hmac-md5-96, hmac—ripemd160, hmac—sha256,
hmac-sha512, none} Z %R — kL TWET,

[Compression]
JEMEDOFEETY,

[Use only FIPS-140 certified cryptography algorithms]
FIPS 140-2 CRELFREUFFIHFHSLEERIE 140-2) BEDH SE Y 2 — A OH AT 2 & 5 ITHE
LET, 774NV MNIRTF =y Z7HRET, ZOFEFEHATL2LEHRLET,
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4.2.7 [Key Exchange]

&
H

%3

ouh

EZET Sty v a VBREART D20 ORAZHRT VLT Y ALERELET,
7.2 SP1 TiX, ATO#LZH T L TY AL L, 77 4/0 P TIERETEME L TWET,
{diffie—hellman—-groupl-shal, diffie—hellman—groupl4-shal, diffie—hellman—-gex—shal,

gss—groupl-shal with Keroberos 5, gss—gex—shal with Keroberos 5}

[Rekey interval (seconds):]
R SSH B 23kt L TV A IGEIC, BE{bft >y v a VA2 B4R (= Rekey) 7 2 HFMHMH
WafiE LET, 7740 ME 3600(F) TF,
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4.2.8 [Authentication] SXEE®
=0l x|

File “iew Action Help

o E P E D

Status | Identity Configuration I

2 Restore pane defaults @)

- General = Authentication

- Metwork

- PErmissions

- Ewent Logging
- Debug Logging Grace time for completion of authentication process (seconds): IIZU

[=1- Encryption

Key Exchange
EI r~IP blocking
[l Password Failed attempts: IZD

Login grace time

E| P;I;Iip;?el:"ls Failure time-out (seconds): I 300
- Certificates Lockout duration (seconds): 3600
- R5A SecurlD
- GS5SAPI [ Kerberos ¥
- Credential Cache r~ Authentication failures

-~ Domain Access Caution: Enabling these settings increases your security risk by providing information to

- SFTP Directories potential attackers.
- Mapped Drives
[=]- Access Control [ immediately disconnect invalid, locked or denied users

- Client Host Access C
- Group Access Contro
- User Access Control
[=1- Subconfiguration

- Client Host Configure W send keyboard interactive title

- Group Configuration -
< | B

™| Fravide infarmative messages bojclients sbout authentization Failures

A—HPRERECE L TaEIcm T 2 HA ZEE L £7,
# Login grace time
[Grace time for completion of authentication process (seconds) :]
7 T4 7T v MR ERBLA) b 2 — PRGN £ TOR KA LRHZ A THEE L 7,
F7 4N ME 12008) TT, (=Y =2 6.1 ORI T 740k 600 B TLE, A=V
Ty TRHIIAAN =Y 3 VOREMEEBAT LIS AT OMEE 2> THEY, )
A
707 IREERIR 2 B0k L £ 9728, (REPIRIBIEGHC L 22 AT A5 U Y — ZDRE R DoS KHE~D
BLRED G, fE70” FEEITEEL & LET,

# IP blocking
HOFFEDIPT RLVAD T FAT v FhbAERFHICZ < OB I ) IR S T=REC
IPT RVADZ FAT > MR LRt T2 —ERff 7 v v 7925 Z L sk £,
[Failed attempts:]iZ#&hikfmltk LIRIEZ+57E L. [Failure time-out (seconds) :]iZALiEL
70 B EAIER] 2 458 7E L, [Lockout duration (seconds) 1] 7w~ 7 L) D052 fREL £,
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[Failed attempts:]

P 78 yF 745 KM EREELET,

T 740 ME 20(E) TH, fE07 IR IP T m oy ko IHEREOEM LA ER L ET

[Failure time-out (seconds) :]

KL i oM AR EL 7,

T 7 4V M 300(F) TH,

[Lockout duration (seconds) :]

IP 7ayx o FOREMHIZRST-REEN b7 vy 7 LT DR AR E L ET.

7 7 4V MM 3600 (F) T,
JEEC -
IP 7my X FHEIX, SAT—RRGEE X —FR— A ¥ —F 77 4 7IBRIT L H /32T
— FRRREIC & 2 Bfoisf T R DRFIC O 2B RE L £ 97,
IP 7 ey X ZICHET2EIERE AE ) LICR272®, sshd 4 —E A ZHHH L1255 E13%
VE TOFRITIENIZ /2D 7,

# Authentication failures

[Immediately disconnect invalid, locked or denied users]

TEAELZRNY "my 7 STV THERRESNTVD L W TeBRENRKT 5 Z LA
72—k L COERER D & - 7256 12 B CEL IS el & LI 28fE 2 e L
£7,

T 74V MIFEF = v 7 T, PRk — Ikt LRAITRFR R OFRGEHEL RO E T,
RIEZRT 7B ZAFITH LTI T 74V FOETF = v 7RO BY—SND2—FIZEHT 51
WS D2 LICRVETDOT, FVRELEEZAET,

[Provide informative messages to clients for authentication failures]

FRREICT =y 7 ~—7 & A, PIEICHE ICHERIRE LUBrT 235612, To#hiz2 7 2
ATV MUBRDMNEIDEBELET, BEX =2 U7 ¢ b LU THERELIREEA,

# Keyboard interactive

[Send keyboard interactive title:]

X—R—RNA X =TT 4 TRFERFIZ 7 T4 7 > Ml EIc ¥ A4 LT XA MERRT D
MEIMERRELET,

T7FNMITF =y VAE T, EREY A LT XA MERRFLET,
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4.2.9 [Password] &

kg
il
&
H

AR EHEZE LT, "RAV—RFGE B I ORAR T - RANO" *—R—R A H—F 7T 4T
FREIZ DWW THRE L7,
JEEC
Efi FEl [Password authentication using keyboard interactive] OF = v 7 ~— 7 FIE
23, # Password authentication # {Allow, Require. Deny} DXIEIZEE L £,

“Allow” & “Require” OEMRIZDOWT ;

< Allow” ~7 FA T hEDFR T T — 5 VT SSH Y — 03 R B HRRAE T oD
RS e L CHRESNE T, BEMICE, R v=— 3 U TIRE SN BRER RO
I HLOWT N DRRAERE T IUL L — VRN & 72 0 37,

* "Require” ~SSH $—/ 337 F A4 7 > MIkF L T2 — WAL O 72 DI FBRERR B 28 % Bk
ToHMGL LTHRESNET, 22— FEIERIIDZDITIE, "Require” & L TER I T
AL R THRHN T 2MERH Y £,
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# Password authentication
(#PH ClZ. [Password authentication using keyboard interactive] % [KB int] & AW L £ 9, )
[Allow] BIRDIZE :
(KB int] #IREf : "R T — RFREE, ¥ —AR— A ¥ —F 77 ¢ 7RGEM H Tk LT “Allow”
(KB int] FFEIREE : 2T — RFRIEITK LT “Allow”
[Require] FERDIHFE :
(KB int] REF: ¥—R— KA ¥ —F 77T ¢ TFRFEITHK LT "Require”
[KB int] FEIINEF : XA U — REREEIZXT LT “Require”
[Deny] FRDIFE :
[KB int] ORI DOET, NRAT— RRGE, ¥—HR— A ¥ —F 77 4 TREIENT LD
2 —HPREEE L THEHET,

# Retries

[Number of password attempts]
— A DOHEEERITK L Ca— YRR & RT3 TR ERE L7,
77 4V hOEFEIT 3 EITY,
[Delay between tries (seconds)]
AATIEERR B AN RO T 0 o7 s FoR T HRHHER 2 TRE L £,
774V FORREL 2 BT,

# Password authentication options

[Permit empty passwords]
72 (=22 ) NAT — REFRT LW, oy 72 ANVET, 7740 I, 2IETT,
BABINTIT, AEELSMT Windows 0S @ RV o —DEBLZITET,

[Allow password change]
Fefoe B AR O . — P IRFEAL IR FNED 11 7C 0S BER D /R A Y — RETUFAZFF T E D a5 iE
e
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4.2.10 [RADIUS] E&%E

&
B

RADTUS #— N & OE#EIC L 0 2 —WBREEZ EBLT 220D ELZ LET,
AREB N —1T B HSCTRIR D X 512, RADIUS F8REIE, F—AR— A ¥ —F 7 7 1 T3EiL%E
WLTEITINET,
Ko T, [Password] BE M IZH WV TROFFELZ LA X, RADIUS FRFEIAE H k9712
[RADTUS] B Wit A A2 7 L —7 7 h LET,
(D [Password authentication] C”Deny” % &R
@ [Password authentication using keyboard interactive] % FEER
R
0 JAya—FR, =g =) Windows KA A 2 a2—H L LTHEELRZWESIL,
RADIUS ¥ — /S TRAGEATRET &, SSH OFBREH MM L £
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[Use RADIUS authentication]
RADIUS #—/ & DEHEIC L 2 2 —PRRGEEL ML L £,
[Password] X EH @ IZ BT, D[Password authentication] T Deny” % #EIN . @ [Password
authentication using keyboard interactive] 23FEEIN OBFIZIL, BRI L TWET,
[Attempt local password authentication if RADIUS fails.]
RADIUS #—/ & OEHEIC L W 2 —PFREENKIG L2, —"m =B D/ AT — R & H]
L Ca—YiEE T 5 ELE T,

# Authentication servers

# RADIUS Server #4705 Ry 5 X

[Server]

RADIUS H— SOAFRETULIP 7 RLAEHREL E7,
[Port]

AT DR — bFETZRELET,
[Secret]

RADIUS H— R L DEEHGED 72012, RADIUS IZKHT BHR A O/ A U — REZHRELET,
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4.2.11 [Public Key]

ﬂII?

Iy
JE
B

Bl

APABERRREIC L 2 22— VRGREL EHR T D700 — MR EZ LET,

# Public key authentication

[AlTow] iR :

74T heDFRITm— g VT SSH B — R "0MEoR T B 6 FHRRRE S o msl & L TR

BB AR L E T, Sl IICIE, R T v Ty 3 v TRE S N REE RO 5 5O LFRAA
AR T IUE 2 — FRAS I L 72 0 £,

[Require] :ZEi#R :

SSHHY— "R T T4 7T o Mk L T2 —HFRGEE U TARSERAEL 2R L E3, = —VilaEkT)
DT=HIZIX, "Require” & L THER I N2 TRRIESFRUICHI T HLE RN H Y £,

[Deny] #iR :

2 —YERAEE U CABSEERIEZEH L2 W EE T,
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# Public key storage

[User key directory:]
INPHEERRE CHEM T 2 2 — W OBERARBREEDOFTET «+ L7 P U ZHEL T,
NATEBERET D0, NF—2A Y 7 (%7, "%, "%u”, "%U") %A FTRE T 9,
7 7 4V ME UDY. ssh2 (Windows = —H 717 7 A L FD”. ssh2” 7+ V&) TY,
WD =TT A NT F L
“WH = YPIR— AT K
c%u s —HFa s A
U AL va—Ya (4% (domain. username DER)
[Authorization file name:]
BERAREET7 7 ANLE VA NT v S LTEER T 7 A NVAERRELET,
7 7 /v MAFRE “authorization” 7 7 A /L TT,

# Size
[Public key minimum length (bits):]
R ATRE R AR O R/ Oy NEZHELET,
#PHIL 512~8192 T, T 74/ k 512 (v hE) T,
[Public key maximum length (bits):]
AR AREBOREOE Yy FREBELET,
#PHIZ 512~8192 T, T 74 /L k 8192 (v ME) T,

# Retries
[Number of public key attempts:] e (7.2 SPI 726 81>
INBISERRRE A W e Bt S AABRIZ N T, 7 T4 7 NIV SR EEBFET D5 51%. 7
TA T MI—D2H OMESREND 2 — VPRIV I D F THER R R 4 i > TREAERTT
ZEVIRLET, AFET, V—MUTZEORITREICHIRZ MZ 2 7= DIFELET,
T 74V ME 100 TT, (IEREMITEER WL D ITHBINITMY 2 REREELLEL
72 )
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4.2.12 [Certificates] =/

&
=)

PKI Gonfiguration
PKI server: Ilocalhost
Port: |18081
Retrieve public key Verify connection |

—PKI server public key

Public key file: C:¥ProgramData¥A ttachmate¥ReflectionPKI¥config¥pki_key.pub Browse... |

Key comment: I

SHA1 fingerprint: I

MD5 fingerprint: I

oK I Cancel Help

T —WRFEE U CEERRGE 2 5 72D O EEX LET,
RSIT Windows H—/Ni%, AMEHERGER & H#E U CREBRIEA EBLT 572012, BRI O
[Reflection PKI Services Manager | (HEE) Z /> L CEIEL £9°, AKETIX, £D [Reflection
PKI Services Manager] & DBfED72®ODIEEL LET, ( [Reflection PKI Services Manager)]
DFAZONTIL, XY =a2T VEZRLTFE, )
7.2 SP1 7HlE, @EA[AME PKI BREEEBDO7Z HIZHEE D [Reflection PKI Services Manager] &
HEERTREIC AR D £ LTz, Ko T, EEGHLFRERERE & T 272012, {4 D [PKI Configuration]
FAT 0 TRy 7 AR ERHZIE L TREARE T,
# PKI Servers
[Server:]
%f)9 % "Reflection PKI Services Manager” % <L %7,
77 # /L T “localhost” (= RSIT Windows H— 3¢ [@l—H— 3N) BFEEFTT,
[Port:]
"Reflection PKI Services Manager” Mf¥bH% ) 5 AR — hESEBEELET,
77 4V b 18081 FAR— KT,
[Add]/ [Edit]/ [RemovelR#% >
[PKI Configuration] & it % " FrilEN"/"fREE"/ " HIER T ¥ ~A % TT,
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[Launch PKI Services Manager] K% >
[A]l—4—/3PNIZ"Reflection PKI Services Manager” Z3FAET D EFA RN/ # 2 T, "Reflection
PKI Services Manager” Z&®E)L F 9

# [PKI configuration]# 4 7R5 Ry R

[PKI server:]

JBIE5c " Reflection PKI Services Manager” BV — 2 EELE7,

7 7 # /L & “localhost” T, BIY— MEERHT, TORA MNP T FLVRAZIEELET,
[Port:]

"Reflection PKI Services Manager” WMugb=if AR — FESEIRELET,
[Retrieve public key]l "% >

"Reflection PKI Services Manager” F8FEFHDABISEDHERE & RAFD T2 D DEMER L L TT,
[Verify Connection] K% >

“Reflection PKI Services Manager” & D IEFEIEZMERT DI ErHAZ L TT,

# PKI Server Public key

[Public key file:]
“"Reflection PKI Services Manager” & Mif{2 OFRAFICABSEERGEA R L E 4,
“Reflection PKI Services Manager” %A A h—/A 52 L THEDT 4 L7 b UIZHET R
fERL SAVE T, RSIT Windows H— "% Jl~ 0 &9 HHEIZ, 2D Reflection PKI Services
Manager” A > A h—/LEFDABH#EZ | RSIT Windows Hh— Millza e —L, ZOF 4 L7 b U %
ARECTHELET,

[Key comment:]
“"Reflection PKI Services Manager” ORBAEa B — L7=0FZ, ZOREEEO X v VN EFE
RLUET,

[SHA1 fingerprint:]
“"Reflection PKI Services Manager” D/ABH#E = v — L7=BFIZ, SHAL Ny =B LD A v
v —IF A= A b (=fingerprint) ZFRLET,

[MD5 fingerprint:]
“Reflection PKI Services Manager” D/ABH#E=D ' — L72KFIZ, MD5S Ny v =B LD A vt
— UK A=A bk (=fingerprint) #E /L FT,
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4.2.13 [RSA SecurlD] FZHEEME

RSA SecurID & DEHEIZ LY 2 —WRFEE KBS 720 DREEZ LET,
RSA SecurID Z T 272912, RSA SecurlD OBEHENEL SN TWHMLERD D 7,
H51Z RSIT Windows H— NZ38 A L7~V — 3NIZIE, RSA Authentication Agent for Winodws 7>
RSA Authentication Manager H{&RZIE L < FEIEEL £,
AROE BN LR O & 912, RSA SecurID ZFIM L7z —HFEREIL, F—HR— A7 —7
7T 4 TRBAE B U CETINET, Lo T, [Password] R EEH (Z BT, O [Password
authentication] % “Deny” 3R 2>, @ [Password authentication using keyboard interactive]
ZIERIROLAEIL, RSA SecurID FBFEILA A R EH A,
JEEC
B 7 A ya—PR =N m =B s Windows R A A a—H & UTHEE LRWEAIE, RGE
TR L £,
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# RSA SecurID authentication
{Allow, Require, Deny} ML L ET, 7 74/ biE "Deny” TI,

[Allow] 2R :
JI7AT v ReDRAvE— g VI SSH P — SR 26 HRERE OB & LT E
LEd, it 23y m— g U TRE S NIZRRRET D O B OWT D GRRER S
(T2 —VRERED R & 720 £7,

[Require] ZEiR :
SSH r—r37 A4 7 2 MIX L T2 —WREEE LTER L E T, 2 —FFRRERPI D79
"Require” & L CERENTZETHRASTRITKNTHILERDH D £,

[(Deny] =R :
2 —HFRFEE LT RSA SecurlD BFEZf# ] L 22 WEE T,

# Retries

[Number of password attempts]
— A DOHEREERITK L Ca— YRR & R 33T ERE L7,
77 4V hOEFEE 3 EITY,

[Delay between tries (seconds)]
KBEIZHANERO T 0 o7 s 2 Ford HRHHEREZ D THE L £,
774V FORREL 2 BT,
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4.2.14 [GSSAPI/Kerberos V5]

nllp

Iy
JE
B

Bl

GSSAPT (Generic Security Service API) %AW 7z Kerberos V5 Z o —W3HEEE LTI 25
PHEELET,

{Allow, Require, Deny} 2»HER L ET, T 7 4/L M "Deny” T,

[Allow] #EiR :
AT NeDFRIT =g VIRFZ SSH B — "DMER T D HERRE S oM & L THRE

LEd, REICIT, 2 Fom—2a U TRESNERBRAEST D 5 b OWT I DFRRER T 1L
(T2 —VFRIED R & 720 £7,

[Require] Z#iR :

SSH =37 T 47 b

"Require”

R Ca—WEiE e LCERLES, 22—V D012
ELTHERSINEETRIESTRUCHII T ALERH Y £3,
[Deny] ZEiR :

o—HEREE L LT Kerberos Vb ZREFEA R LR WFEE T,
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4.2.15 [Credential Cashe]l ERXEE@E
®; Reflection for Secure ITServer =101 x]

File “iew Action Help

o E P E D

Status | Identity Configuration I

ouh

2 Restore pane defaults @)

- Network | Credential Cache

- Permissions
- Event Logging Store user credentials in the secure cache for gaining access to network resources.
-~ Debug L_ogglng [V Record credentials in the cache when users log in
[=- Encryption
| L-Key Exchange [¥ Use credentials in the cache for authentication
EI- Authentication
E| Password Cache contents
. L-RADIUS Filters. .. | Refresh I
- Public Key e ) ) § )
: 3 Current filter: Only user authentication, mapped drives and SFTF accessible directories last used after
L Certificates 09/30/10
- R5A SecurlD
- G35AFI [ Kerberos V User = | Last used | Allowed uses

= _redential Cache
- Domain Access
- SFTP Directories

- Mapped Drives

[=1- Access Control

- Client Host Access C1
- Group Access Contre
- User Access Control
[=)- Subconfiguration

- Client Host Configurz < | _)I
- Group Configuration
.. User Configuration || Add... Edit..,

4] | BN

KING-WINS 2KE¥ADMINISTRATOR Sminutes ago  Authentication, SFTP directories / Drive mapping

Remoyve. ., |

7 AT v BT DBRIC SSH B —RDEDRy U= U V=T IV ERAT L7 —RIC

BOWT Xy NT—=27 UV —=A~DT 7 EAGEFEZ 7 T4 T v b O—WRIENE @S OFEFEN

WA O AT, AREH ﬁ%ﬁb\#’éfﬁbi*ﬂ ERERIL, B L LIRFShET,

<Ry NT—=2 U Y —=A~DT 7 RN GG M E 725>

(1) Windows N A A o a—PRIMRBIFIZ, 7 T4 7 2 b O2—PFHIET/RAT — RIEFRAT)
DEDR ABIEERRGE, FEFEFERE. SecurID FRFED Y

(2) [SFTP Directories]gREMim “SFTP accessible directories” {Zxy N —27 LT 4 L7
FNIEEHRL, ZZ~OT 7 ERZT T4 T 2 hO2—VRANERUSN OFEFEE W& 5 HE

(3) (Mapped Drives]fREMMEICTCER LAY NT—F RIAT~DT 7 ABIEL LT, 77
A7 v b O —VRIAEF RSN OFEIEF®R 2 5 Hd

[Record credentials in the cache when users log in]
BIERFIZ, Ry =27 U Y —=RT J B RZMER/NAT — FA a2 —WFIZER L, AT
INTGHICENERFRELET,
[Use credentials in the cache for authentication]
BPE DI BRI SN T AR e 2 — VPREGEE M B 25BNy T —27 U Y — A~
DOFEREZHEM L £,
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# Cache contents
[Filters] K2 >

[Filters] ¥ A 7 a7 Ry 7 AeKrT HfERAZ L TT,
[Refresh] K% >

Cache contents MONAZEH T 2R F - TT,
[Current filter]

[Filters] XA 7 a0 /ARy 7 AL TREINT-FUENEE LETFERRLET,

Add/Edit Gredential x|
x
Domain¥user: IlC[NG—WINSZKShiADMINISTRATOR
Select filters to show only certain credentials in the list.

Password: Iooooooooooooooo Test |

[¥ Lastused [after =] powjosizo -

I J J Last used: Thu Sep 30 16:04:08 2010
Allowed uses Thr=ar=s
W' User authentication ¥ User authentication
v Dri ing and virtual directories

¥ Mapped drives and S5FTP accessible directories

r'o

- Domain access

Help oK I Cancel Help

# [Filters]#A4 7R Ry IR :
BERRAT SN2 2 — P REEE MO &/ Form Kb 2 HBE L £,
[Last used]

Cache contents MfICFK/RT D2 —VRHAFEHROELREH LB ELET,

# Allowed users

[Authentication], [Drive mapping and vitual directories], [Domain accessLast used] &R
BIRANE LIZHB ISR LT, BT SN 2 —VGEER A2 Tie s LET,

# [Add/Edit Credentiall#44 7R45 Ry X :
2—WERGEE W A B8k D R E I E T,

[Domain¥user:]

5 —HIEFE R A DomainYuser X% Computer £ Yuser O THEEL X7,

[Password:]
BT Lo —VRAEEMERE L £,
[Test]®h% >
7V w7 %252 LT, REX—PRIEFREZENEITLET,
# Allowed users

[Authentication], [Drive mapping and vitual directories], [Domain access]EiR

BRAZME L2 B LT, BB RF S o2 —VRBGEF R 2 arae & L9,
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4.2.16 [Domain Access] %

Ka
filt
E|
=)

Active Direckary Access

Select a credential that has permission to browse and read user attributes in Active Directary, IF none is
selected, the machine account will be used.

Current setting: [TESTDOMAIN, EXAMPLE, COMEADMINISTRATOR

Clear | Select credential... I

RSIT Windows P — X% A L72HV— 328 Active Directory KA A vy ha—Z 2%t L CHE
RERTDHEEDOT 7 & AE W (credential) Z5%E L £7,
RAfva—FTu/f L, POTREEOVTNNOGEICRET DLENDH Y £7,
1) 2—HFEIEE LT, APHHEEERE, FEHEFSAE. RSA SecurID FRFE. RADIUS FRFED W s
ZfEM L. 73> [Credential Cashe] REZIEL TRV — R¥Fx¥ v 22 LRWEE
2) RSIT Windows H— 3D [Access Control]&EIZ T, Active Directory Z /L —7" X /N
Uy TOEREEH L TV LI5S
3) RSIT Windows H—/3® [Group Configuration]s®EIZT. Active Directory Z /L —77
ANy TOEREBEAL TV D5E
F B EELIL, Active Directory RAA Y a2y ha—F OB/ ENFICHEFELET, LA
RIENKRRIE T, O/ AT— MERZ D RWEEE . RSIT Windows —/3F Local System
THT L NN T 78R L ET, Active Directory KA A vy ha—JlCT, KV — D
Local System 747 MZ RAA a—HRIEEHRY — NHERZ 5T, BICEAL 2 —FIC
FA 25 27 WViRELE L TWUE, Active Directory RKAA a3y b —T7 Z2EWEREEH]E
R = —PRRERE R L £,
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[Current setting]
BIE A7z Active Directory RAA L ay ha—=F3~OT 7 AT AT NaRRLET,
R EDH A, Local System 7H 7> hAMEA S ET,
[Clear]h% >
BRENEZ7 VT LET,
[Select credentiallsh4 >
[Select CredentiallZA 7 v 7Ry 7 A& ET, TOHFT, BEfF=—¥ Credential F
YV aDORNHRFFEE LY, Fifla— P2 RREE L £,
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4.2.17 [SFTP Directories] ¥EEmE
=101 x]

File “iew Action Help

HS @80 PED

Staus | Identiy Configuration |

™ Restore pane defaults )
- General

SFTP Directories
Net\r\'ork ST

- Permissions [~ SFTP accessible directories
- Event Logging v allow all
- Debug Logging
£l Encryption A I\ﬁrtual directory |Physim| directory |Credenh’al I
. l.Key Exchange Home %0 [Client user]

Bl Authentication
[El-Password

|»

[} Public Key

‘... Certificates

- R5A SecurlD

- (BSSAPI J Kerberos v
- Credential Cache

- Domain Access

Add... Edit... Hemove

- Mapped Drives
[l Access Contral

r~User login director
- Client Host Access Ci = Y

- Group Access Contrc

ome -
- User Access Control In'H J
= Subconfiguration
- Client Host Configure ™ Connect to SFTP directories when accessed, instead of at login time (uses only dient user credentials)

- Group Configuration -
4| | B

ARREBEIZBNT, 2747 EPHD SFIP BEW sep 77 BRICEBITHT 7R —HIC
4% @77?%@&@0)?@-&\ @urA4 T L7 NIDOHEE 2LET,
# [SFTP Accessible directories]
=T 7 AFFAHEME O BT o L7 P Y 2R L TRIEL £
BHEINEFRETT, BEEIC, Ty 7 ~— 7 THEBNCAE R/ T DOFRE S AIRE T,
# [User login directory]
RIAT 4L NIERELET, TAF T A= a—(CFKRENT Virtual directory”4
PR (7.2 SPLEF) & %\ T Physical directory”# %5 (7.2 AR 722 Hi@R LIEE L £7,
T 7 4V ME, “/Home” (7.2 SPLKE) XiE “%D” Windows =—H 7177 A1) (7.2 LIFi) T

ﬁ‘o
| (#)7.2 SP1 Updatel IZTLBEM
# [Connect to SFTP directories when accessed, instead of at login time]

FRE”SFIP accessible directories” Je & Wit T2 2 A4 I ZICHOWT, v A VK (F 7+
V) DRV IT, EBITHRER SRR R T T 238 INA T v 3 v
GRTEBWI)> : "SFTP accessible directories” ZMRiGIZ KGR E L T2 Fehll 7eff ERERIC W T
A—HPDr T A LR A AR SCE T D T2 DR,
BRI —ATlE, 740 bOEEMHEHT D 2 & AR T,
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4.2.18 [Mapped Drives] ZEEE

ARFREBEIZBNCT, Xy NV—F RIA T2y BT EREL, ¥— I T ERICBWTT 7
AL LET,
# Mapped drives for use in terminal sessinons #&
[Drivel
Y ESTENTE R TIA T T ER R LET,
[Network path]
vy BT ENTEFR Y N =7 R 2% INC B TR R LET,
[Credentiall]
e LTRRAEE R T 7 B AME/B TV D a— PR e KRR LET,
[Client user] &L KR L TWAEHAIL, 77 B A—FBNHEAT LBIEEHRZHENE T,

_45_



Mapped Drive Settings
[~ Mapping
Drive: IN: 'I

Network path: |¥¥JACK¥Puinc

Browse, .. |
(for example: ¥¥computer¥sharename)

r Credential

" Use the credential of the dient user

IlC[NG—WINSZ(S&EkDMINISTRﬁTOR

Select Credential. .. |

OF; I Cancel J Help |
Select Gredential x|

Select a credential to be used.

Eilters... |

Current filter: Only mapped drives and SFTP accessible directories Add/Edit Gredential

KING-WINS2KB¥ADMINISTRATOR

dd Domain¥user: IIC[NGWINSZ{B¥ADMINISTRATOR
Add...

Last used: Newver
Bemoyve, .,

I

Allowed uses

Password: Ioooooo...o..... Test |
Edit,..

x|

v User authentication

¥ | 1apped|drives and SETP accessible directaries

r Domain access

Help

ﬂ
=
10
s
)

Help

# [Mapped Drives Settings]%4 7R4HRvyH R:
# Mapping

[Drive:]

TNET A= a—TRRTHRENEO RT A TANLHERIRLET,
[Network path:]
EFRT DRy hT—7 2% INCTEXTHRELET, W YWeomputername¥path¥folder)

EBEATIT 50, [Browsel RZ 7 U w7 Db, [74/VEOSIR]IE R Z#HBEL GERLET,
# Credential

[Use the credential of the client user]

BRI (T 7 4V 8) 7 TAT 2 b a—PRFoa—YRAEHFRE VT 7 B R xy FT—2
INASDT 7 ARG OFRGEE 3T E T

e
[Use a specific credential :]

BRI, ERR Y NY =T RANT, 2 TERETDA—FTH T FLRATU— &7 7
TALET, [Select Credential]lAR¥ %2V w27 L, [Select Credential ] 3% & i 4 /R L
7z BT, 2RI REBERER L ET,

[Select CredentiallgXiEH i 0> [Add], [Edit] A& o #EIZT

. ¥ IZ[Add/Edit Credentiall
REWmE AR L, fx D2—H

BRI RA B ER L ET

_46_



4.2.19 [Access Control] &%

filt
]
B

[Access Control] BEEL LT, 3 2DBLEMNG T 7 & AHIHH GFrl/HEGIEE) Z 8 EFRETT,
D [Client Host Access Control] : 7 7 A 7 > NN THE
@ [Group Access Control] : Z /L —FHAL TIRE
@ [User Access Control] : —HHLL CTHE
KREE b, [Add], [Edit] RZ %227 Vw7 LT, XA T7ulRy 7 AR LANRELE
R
ANLFIFEMEBINC TR S E 3, EREKBOSRE, 7. (Fy R BRAZLF, ¥y 7 A
Fyva or Iv—2)" WAy —T7a— e L THRLNLET O THERENLETT,

FENFITROBANEVEH SN ET,

1) 7947y PO R ICHS T DA, Vv — THAL/ 2 — P EALOFR ENEIC 10
5FT 7 AHEGSNET,

2) 7747 FELOTHEGIZEEYE LR WEE . RISV U O E Il (A8 B O 7 7 AT e E
WIFET DD E I D E R L ET,
2a) ERIDO"FFRIIBENELHFIELRWGEEIE, 77 B RAEHFINET,
2b) WP ORRE B CEBI O FFRI IR ENEET DA, T O ARSI A

L7ZeWRY | 772 RATESSNET,
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4.2.20 [Client Host Access Control] EXEE@E

Glient Host Access Gontrol |

i~ Client Host Access Control

You can use regular expressions to specify either the fully qualified computer name of
the dient computer or IP address. Characters that have a spedal meaning in regular
expressions must be preceded with a backslash (¥).

" Fully qualified domain name I

' Client IP address |192¥. 168%.1,.%

& Allow connect {~ Deny connect

oK I Cancel Help

7747 v NRALTOT 7 A G e AESHRE) A BT L E T

[Add], [Edit] K& &7 Vv L, XAT TRy 7 ANHATFRELET,

BEIEZ., FAAL AN IPT RLRIZTHEELET,

ERTRBUC L DN TTOT FIC, AL AR IPT RLAORYGID L LT . (Fy M) @
ANCTE A —F a— R Y ZfHF, 22305 7 (Ry b)) LlBIT20E RS £,
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4.2.21 [Group Access Control] E%XFEE

Group Access Gontrol — attachmate¥¥Tokyo 1'

Group Access Control

You can use regular expressions to specify aroup name. Spedial characters in regular
expressions must be preceded with a backslash (¥). You can use a forward slash (f) az a
delimiter between domain and group names.

Examplas: admin. * or domain/group

Group name(s):
IatEd1mate¥¥Tokyo

& Allow connect " Deny connect

oK I Cancel Help

TN—THIREIZE D T 72 A G AESRE) AT L E T

[Add], [Edit] K& &7 Vv L, XAT TRy 7 ANHATFRELET,

Windows Active Directory KA A D7 N—THIFEOENXIT, LTOHEY TY,

) QRRAAL L/ TN—T% @QRAAL LT N—T4 OWTIEABETT,

2) IN—TRHICAN=2 2 EG0RAE. [ 17 (Ko 2) THlAET,
R
RENFITERARBRICIVBRLET, KoT, RAA VA 70 —T74 OFEXNTH—RLEIME
TOHGEENLZLNDOTTNR, AZLTF " (Ry 87 ERI, SUT2BR RO —3CFHW
WD FET, LoT, . (Fy N OMNEZNRLFICEESBATZNELE AT HZ LIk
D ET,
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4.2.22 [User Access Control] EZEE®E

User Access Control — attachmate/Ichiro b

User Access Control

You can use regular expressions to specfy user name. Special characters in regular
expressions must be preceded with a backslash (¥). You can use a forward slash (f) as a
delimiter between domain and user names.

Examples: username.* or domain fuser
User name(g):
Iatlad1mateﬂd1iro|

& Allow connect " Deny connect

oK I Cancel Help

2—PLIFEIZL Y T 7 & AHIE GFal AESHEE) 2B E L E T,

[Add], [Edit] R¥ &7 Vv L, XAT TRy 7 ANHATFRELET,

RAA va—PFEIREOENL, ORAA 4/ 2—H8 @QRAAL VAW —F4 OVnTilh

A[RETT,
SR
RENFITERBBUICLVMRLET, LoT, RAAM 4., =2—F4 OFELTH—REME
TOHELGAENLNOTTR, AXF 7. (FRy )7 LRI, 8dTE5R<ARREO— TR
20 EF, LoT, . (Ky M) OMEEJIZLFICEZ B ZNAEBEE L TV HIREEIC
o TWET,

_50_



nllp

Iy
JE
B

4.2.23 [Subconfigration] E%7E

INETORENFITEA L o mIc#EHINET, 2kl 72747 F(Client
Host Configuration) /# /L—=7 (Group Configuration) /= — (User Configuration) fEBIIZH
T ar7 4 ¥ a2l —3 3 (Subconfiguration) ZFEE L., LEHRTENE LV BEIILOFETN A6

"C‘\—;«o

RSIT Windows Y-— 1%, IRDIEN TRENBE Z FEAHAIAIA BN O FHIPANVTENEE FEE LET,
OB E = @ Client Host fEBIFRE = @ Group EHBIHE = @ User ERBIEE
Ko THRHEMIZIZ, @O>@>Q OENEAIZ CRENENEH I NET,
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4.2.24 [Client Host Configration]

kid
filt
E)|
=)

Ean==s

R TEEEMN [Add]. [Edit] "&Z %27 U > 7 L, [Client Host Configuration] & A 7 & 77K v

I AmRRm L, FEEZ 747 b (Client Host) (T L CHERHRENE L 0 & @ EL OB+ E %
LET,

2I7AT LT FAAL A IP T FLRIZTHRERIC, EMEVRENTZERL, §H
A A 08 U CARE L £,
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4.2.25 [Group Configration] %7E

AOEm AN [Add], [Edit] "% %22 U v 2 L, [Group Configuration] ¥ A 7w 7Ry 7 A%
ForL, BEZ NV—T741Tx L CHaEs ﬁﬁﬁi@%m@%@@%?ﬁ%biTo
TN—T R EtEERIC, FMEVRENEZERRL, HFHEmZEC CANREL £,
VA NMCERDZN—1L FHATIZ EERLR S E T, [Move up] [Move down] R % > CHA{EL £7°,
A—HNERITIV—TIZFHRT HBEDH/WZDONT :
a) R EHHE : “SFTP Directories”, “Mapped Drivers”
- “Use first applicable group”#EiRAEF :
~Y A MOP TR EMLOZY 7 V=T ONAEREH S ET,
“Use all applicable groups”iZiREF : - 7.2 SP1 72518001
~URX M YT NV—TONENEHSNET, (AL TResMEtz2hE L E7,
@D"User login directory”ix. U A hthfg BT 7NV —T7 DFENEIZHE S,
@ Inherit directories”,”Inherit drivers” ZIEBIREFIZIL. T DONRITMHAT T,
@IF—"Virtual directory” AN ER>T-HE. VA MR EMO 7 NV —TNE A,
b) X EHEH : "Permissions”, “Authentication”

~HIWZY) A NOR TR ELOZYS I —TONENEH SN ET,
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4.2.26 [User Configration] ERXEEmE

e

AOEM N [Add], [Edit] RZ %27 U > 7 L. [User Configuration] ¥4 707Ky A%
FR L, HEX—TAICH L CHBERENE LD L EELOEBIEEEZ LET,
=YL EFREZIC. EMI VYR Em A SR L, A0 EmE 28 C CANRELET,
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