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1. IXL®IZ

1.1 &/

AR~== T /WL, Reflection for Secure IT Windows Server it (LA#% TRSIT Windows H— %]
LAWE) N—T a0 7.1 SPL (LME T7.1 SP1) & RFEDITHOWT, BARZE O HIEIZDNT
fiFFl L7 b D TT,

BAKT 74N PREDEETHLLTOEEREWAITETN, RENEOEX 2V T 4 LOHE
Z DEETEE . BESAARREICGE L ELWVWERE S EREIHLET,

AAREWN TIEIEKIZ E PRI HEECTOM AN E & L TWARWEIR T, X~ =a 7 /LZEIT 5 PKI
X° PKI Service Manager {2 2WTOFBBIIHIE LE Lic, WERHIR L~ =2 T L EZ ST I,

T ANG/ T FNTERT 0T T ARFLORISHANEENDIHENH Y 7,

N— g 02 X - T “F-Secure”, “WRQ”. “Attachmate” 2MEPDLILTUWVET A, F-Secure 025
WRQ #h~DH B, WRQ £t = AttachmateWRQ #h = Attachmate £t &9 244 DEEDE
BT, —BLERABEYTR—MILOMIELTHWETOTILL TSV,

1.2 SSHOE

telnet (KD VE—Fr 7 A URFIPIZED T 7 A WVESRFE DI K 20815 Tix, "HIE",
"R FTEL TS E VS T RIEAT R B ST D ERMEAFAE L £ 77, SSH (Secure Shell) I,
"HERALT. TRRRET, TT X OFEEMRIEIIC LY . IO EEHDITAND IR T — RRBET
— X ERERICIRE LT,

SSH 1227 74 7 > MEREL — BERE TR SN E T, 7 747 MIllZ, BEhiomL v,
FIAEICH La—F A v —T 2 —2A0FFa~ o B, 7V a 28U £, — Ml
WD L, T—EICL Y SSHHREZ e/ T 2 — A 2R L E 4, Floh— Milok
TFEPFY (Configuration) IZ L VARV 747 I 607 72 AHIREEZIEE L £,

UE—FMPbDF—IF a7 A 73 SSH OEAREL 220 £, S OICHRM L LI-Ex =27
mitEOt vy a v EFHAL, UE—Faw R, sep(EFaT7 77 ALa’—), SFIP(EF=
T 7 7 A NVERRE) | TCP AR — NRESE DK FR SSH AR MERSRE 2 42k L £ 97,

VEeE—havwr RNE, 77947 MITEALTZa~v Y FZ2)E— b ERAMETETL, 20V
H—ra— FCREREZHELET,

scp X KD rep LHFHPOa~<vy FEX ATV a v EHE L. rep PHLOEEHZ E L THE
LE L7,

SFTP |%, FTIP &Hflloa~vr K, A7 var, AV 7a~vr FEHEL, FIP L OEEHZ
ELTHELELL,



TCP AR— MHREIZ TCP LT 7V r— g VilEE bRV 7 L, WD VPN 2 FEB L F7,

I bR, AR 3~ o FEEL TR 213002, A2 V7 N/ 7 e 7T L
WX DHEFATEATREL L, BEREE L AT LOMBALES & LTEZHMHSh TWET,

1.3 BEIRIE

(1) 2T NEf}
(a) ¥R —F0S
« Windows Server 2008 (7.0 SP1 226 HAR— 1),

» Windows Server 2003 SP2. « Windows 2000 Server SP4.
* Windows Vista, » Windows XP SP2
EED

OWindows [FIEHME o —W /Bt 7 T4 7 o MDD T A & o ZEHNTBETF T S0,
@BIESA: L 1ZRINC . Windows DYEFIMERIE OBLEN S . IR O SP(—E 2w 7)) %
HWHLTREBS ZLam<HEE L £,

(b) ¥ 7AR— bk CPU
<1386 (32bit). - x86-64 (64bit AMD x64, 64bit EM64T)
AAR—NTa T TLET7ANTIE, 328y MREGAE Y MERH Y T, )

(c) MET 17T Ak
c~vA 7wy 7 kXML 6.0 parser
TFHELBRWEA, A VA M—NAEHZ Yy T v 77 a7 7 AREEICA VA =L LET,



2. EA

2.1 BARIOMHEREE
(1) fvA =Tl IFTLT7 AL
(a) CPU ~Dxthis
32y Mtk 64 By MRAYH D £, CPURITIS L THEWIT LET,
D 7.1 SP1 32 Ev Ml :  rsitsrvwin-7. 1. 1. 325-w32. exe
@ 7.1 SP1 64 £~ RAR :  rsitsrvwin—7. 1. 1. 325-wx64. exe
(b) SP(H—ER/Sy 7) DN
7.1 SPLIE 7.1 1242 SP(H—E ANy 7)) TEN, FHC 7.1 A VA P—/L T D0HE
372K, 1.1 SPLOA VA N— AT BT FNT 7 A NDIHTTERELET,
(2) Windows 0S O FiELH)
RSIT Windows ¥r—/"7 07T L&A A h—/L L7212 Windows 0S D FFLEN S M EE T,
(3) A v A b= —H
EHEAMRE RO r— I La—PFIcLD A A =L LET,
(4) N=Ua 7 v 7REOIHNN—Y 3 VO (2.2 THER)
[H/X— 3 > RSIT Windows H—,% 6.0 LIFRDIFE . A= a0 &2T A VA =1
FIZZEDOEE 7.1 SP1 ZBMA A R—/LLTFEW,
[A/N— 2 2% F-Secure SSH Windows #—/3N 5.3 LIRTOEE1L, sshd2_config 7 7 A /L
R L7z EC. F-Secure SSH Windows H— NZHAHIT A VA b—/L LT FIV,

22 BALDORA 2+

FRIA A RN— L eN=D g 07y TREOFNABZEIZ DWW TR L,

RSIT Windows ¥— % Tix, N—Ya > 7.1 LAY 3 VORENEZ BEIBITT HHHEN
BiEhEF Lz, FoT2E8TRT A=V a7 v 7 RIEL, BA—Va VORENEE BRI
TT5E91C, IBRA=Va 37 oA VA P—AEPIZEDOEEE LTHAA—Y a U EBIA
AN—=NTLPRIEZEEL LTHALES, BAA—Vard—HT7 A A =L, D TH
N=Ta VEFHA VA N—=ATHFRIETHMEIEIH D A,

F72. IBARX—=T 3 OxE1E RSIT Windows H— % 6.0 LAKE & L. F-Secure SSH Windows H—
/N B3 LRI G4 & LE Lz, F-Secure SSH Windows $r— 3InBH "= 9 7 v 7 F HERC
L. Z2RAIZHER D sshd2_config 7 7 A WEBRFO L TIHANA—Ya v &7 A VA R—/L L, &
WTT.1SPLEZFHHA A=V LTFIW,



FNEFHORN . AL/ BE LORA > b 2R LET,

(1) BE#ET77ANDA A N—=NVIELFR (T 7 5V M)

Ver

A=/ N 7.x | C:¥Program Files¥Attachmate¥RSecureServer

AVAN=NET HNVHE | 6.x |C:¥Program Files¥F-Secure¥ssh server

RET 7 AN, ARARMRE | 7.x | 1) Windows Server 2008, Windows Vista DIFH
R T+ 5 L C:¥ProgramData¥Attachmate¥RSecureServer¥
7 7 A IV 2) Windows Server 2003. Windows XP DFH
C:¥Documents and SettingsYAll Users¥Application Data
¥Attachmate¥RSecureServer

RET 7 A/ : rsshd_config. xml
A A Nk : hostkey/ hostkey. pub

6.x | C:¥Program FilesYF-Secure¥ssh server

RET 7 A/ sshd2_config
WA . hostkey/ hostkey. pub

(2) N—= a7 v FBED [HVer 7.x/6. x DML ELES

IH Ver 3 7. x DIGH IH Ver 78 6. x DHE
B 1H Ver OB HEN 7 A A =75 T oA A =L LR
[H Ver FAIRED A VA N—=VIREDIEEA A h—L5%
Biver £ A h—A%  |EER: IHVer OA v A h—A%k | EE: Verb.x & T.x O LA |

A I EMEDB 2N, [HVer | h—LSEIX EREED L 9 Ice
RIS ST 740 b B A | <BIZRD £9,

ZDBENE A A b — VIR
TRHNCHRET DM EH D £,

BINA A =L THD | 7.1 SP1 sshd —E 2% HHEBA | I Ver 6.x sshd ¥ —E A7

0S FHCENZ D I 7.1 SP1 sshd #—E 2D\
sshd ¥ — v 2DBE nE B 1]
E1]

IH Ver 6. x 137 A Y A b=V SNTHEL BBBIEREDEERDT, A VA —LETHD
Windows 0S FHEEIMFICIX, FIHM G L H sshd P—ERAZBMBL LS & LET, Lo LFERIL.
B DEEN S T2 D3, A=Y A= 7R — R BRBRIEDN TN D &V D) Z & TIFILT 572, #r
BN S 2D sshd F—EARBB L., b5 —H3MEIREBICAR Y £, £, FERIE
TP b EIE S, BRENAZHER L TT SV, FEESESMEI, WTFhod—1E 2 b FHfE
T /BRAG S FTHE T,



sshd H— & 2ABERR IO R T 1E
a) REEmA X, REMMm EDARAT —F AT THER
b)Windows ¥ A7 ~ X —V ¥ I XL b7 0t AR -

Ver 7.x 7mrtkt A rsshd. exe

Ver 6.x 72t 2A fsshd2. exe

(3) A A b=V FNEOHE
BEIUT DL I £,

BHA A h—L AT
7.x b 6.x D
D 7.1 SP1 OA A b—/b GEMTIEIT 2. 3 2 )
@ | -+ Windows 0S % FHiZHE)
®| - FEAET sshd —E R &5 1k FHET sshd —E R %2 1{&
1B <EFD(2) [ 112D
@ | - 7.1 SP1EREMIMH £ ¥ BREHNE & NEMER
®| - FHAETT.1 SP1 sshd —E X &2 HEH) (0S O BT
© | - EhfEmERE
@) — 6.x ZT A A=)V

23 4 VR b— VIR EEEFIE
ZZTEAVAMN=AT BT T AT 7 AN EELE) L TEREOBIEFIRICOW TR L £,
BT CD 2 AW TEAT 25818, EE) & RHLHEN A Xy 7S Q) LML ET,
(1) A A RN=NT T TLT 7 A NDOFETHEE
ALVA =Tl T hT 7 AL WIZIE rsitsryvwin-T. 1. 1. 325-w32. exe) Z 2 —H LT 4 A7
FOEEO 7 VX FICEE, EELET,



Q) f VA=A Ta T T LT 7AI)LDunzip IR
unzip FEOWREHZFZRLET ALV A=A T 0T T AT 7 A)LER—DOFFNCE—LFHO
B 7 A NVENEROMREH AR R LETOT, TOEEKIAZ &7 U v 7 L, REHET
(Yes] R& v %2710 w7 LET,

73 Attachmate Reflection for Secure IT |
g Select the folder where you want to unzip the files bo:
_

IC:¥_RSITJJrogram¥Win_S¥?1_SP1¥rsitsrvwin-?.1.1.32 |

< o ] e |

Folder
"Ci¥ RSIT program$win_S¥71_SP1¥rsitsrmin-7.
does mot exist. Do you want ko create it?

Unzipping file:
Ci¥,, ¥rsshd710.msi (36%:)
_—

Overall progress:

(3) BAtAHIHI DR R (B D oA A M= 55813, ZOBBHEENHEEY £7, )

a) Microsoft XML 6.0 parser NTFME LR WS  <EEA>
Microsoft XML 6.0 parser MEAZBAIE L £9 DT, [Continue] R¥ %27 VU v 7 L, %
ke L £ 97

b) Microsoft XML 6.0 parser MF(ET 2454 :
[Continue] RZ &2 U v L, WPRZEMKGE L £,
Ne=T gy T.xNHEOR— a3 7y TR B EIZHAA—Y 3 U Tox ZRE LS %2 5
XTFRRLET, <EEA
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MSXML 6.0 Parser

_A| Please wait whils Windows configures MSXML 6.0 Parser
=
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(4) Software License Agreement (Y 7 bW = 7 A ZF#EAE) B H O R R
FMIRNAE Z MR L72 E T, 71 accept the terms of the License Agreement” |ZF = v/ ~—7
Z AX, [Continue]l "NHZ %7 U v LET,

ttachmate Reflection for Secure IT Server 7.1 SP1 i ] 3]

Read and Accept the Software License Terms

ATTACHMATEE SOFTWARE LICENSE AGREEMENT :I
REFLECTION® FOR SECURE IT v7.1:

IMPORTANT -- READ CAREFULLY:

This constitutes a legal agreement (“Agreement”) between you (either an individual representing
yourself, or a legal entity that vou represent as its employee or authorized agent) and Attachmate
Corpaoration {'Licensor"y with respectto the software, together with its included documentation, that

you are receiving or installing ("Software”y. Unless you have entered into a separate license
agreement with Licensor, you accept and agree to be bound by this Agreement by (i) selecting the
"accept' or"yves" option when an on-line process prompts you to accept this Agreement, or (i) by
installing, copying, downloading, accessing or otherwise using the Software. If vou do not agree to

the terms of this Agreement, Licensor is unwilling to license the Software to you. In such event: (i)

you may not install, use or copy the Software, and you should promptly destroy any whole or partial
copies ofthe Software in your possession; and (i) you may receive a full refund by contacting your LI

¥ 1 accept the terms of the License Agreemerit

Help | Continue Cancel |

(6) A A M—/LIHFRDOAT)
A VAR NARHCHRET 22 TOWE#RE 3 >0 X Tl L W AT L, EHRAIRIC,
[Install Now]R& &2 U v 7 LET,
T A3 [Install Now] R & &7 U v 7 LT HAABTIERF I L E T,
(5-1) [User Information] % 7 HEmA>5 D AT
VB BERRIEREZ A LET,

4+ Attachmate Reflection for Secure IT Server 7.1 SP1 o ] A

User Information |File Location I Advanced I

Personalize your install

Eull marne: IIchiroSl

Qrganizakion: ISeattIe Mariners

WP |

Optional: Please enter wour YP& number here (volume license
users only; this number is printed on the YPA Certificate sent to
you by Attachmate), Doing this enables us o service your
account quickly when wou contack us,

Help | Install Fow I Cancel




(5-2) [File Location] Z ZHEMSD AT
A UA M= VEERELET,
T 7V ME, BNICERL TS A VA b= TY,

4+ Attachmate Reflection for Secure IT Server 7.1 SP1

(5-3) [Advanced] Z 7HEIH>E D AT
AREMEANOREIL, FAIZFOEEE LET,

4+ Attachmate Reflection for Secure IT Server 7.1 SP1




(6) A A F— VAR DOHEI TR
BT OT, ROSETHHZERTRTDHET, LELGLFELET,

4+ Attachmate Reflection for Secure IT Server 7.1 5P1 o ] 9

Pleaze wait while the installer configures Attachmate Reflection for Secure IT Server 7.1
SP1

Copying new files
File: rssccm_cksum, Directory: C:¥Program Files¥attachmate¥RSecureServer¥, Size:
3584

Help | Instal o | Cancel

(1) A v A F—/L5E T HEDFRR
A VA BRM=/NET LE L, Windows 0S ZHEHEI L E9,

“Restart my computer for me.” IZF = v 7 ~—27 % ANIIX, [Close]lhFZ %7V v I
52 ETOS OFEBUEICEITLEY, Ty /=272 ANRWEEE, [Close] h¥ %
7V w7112, 0S EENOHRBE AR T LETOT, es]hZ 227V v 7 LiFEE L E
To NolRFZ %2 Uy 7 LIZRE 0S OFFEENVLEEANIBITE TS, VA b= AEEEKT

LEJ, ELIMHEMHTELS ZOITIE, 47 08 OFEE Z BV L £,

4+ Attachmate Reflection for Secure IT Server 7.1 5P1 i ] 3

The Attachmate Reflection for Secure IT Server 7.1 5P1 installer has completed the requested
aclions

‘ou must restart your computer For the configuration changes made to Attachmate Reflection For Secure IT
Server 7.1 SP1 to take effect,

Attachmate Reflection for Secure IT

|

. Until wou restart your computer, Attachmate Reflection

\?/ for Secure IT Server 7.1 SP1 will be only partially
installed and may nok Function correctly,

Wauld vou like to restart now?

il Restart ry computer Far me.

Cancel |

Help |

_10_




(8) 0S FECENf% DOfERE & 1 /F
0S FFEEN, sshd —E A ITAEAYICEHIG L £,
GUT B EMi 2 B &, FHAEICT sshd —E R &4ZIL L ( 13, #4E) M), GUI 3% E Mm%
WL Tary7a 7OEELEONEMHERE LET,
BRENKEHEZBLIZ S, FHRIEICT sshd y—E 2 2B L £7,

24 7oA A =)L

(1) 7oA A M—L#E

T A A R=UE, Windows @ [7Fa7Z AoBMEHIBR) / 707 T A EHEE] 2D Ik
LET, 7oA A P—NICKkD, 0l TL87 7 A VTR BITHIBRENE TN, RET 7 AL
EARA MREITHIBR S TITERY £,

A= 30 6.x ZT oA A M AETICHA—2ar 1.x ZFOEFEMA A =L L
P AIX WA EET S LI ET A=V a0 6.x 2T A VA =T 58, [
a7 7 AOBMEAIER / T7r 7T AlHEE] EOTRAMEMHE LHIFRT IV,

N—3 g L 7.1SP1 | Attachmate Reflection for Secure IT Server 7.1 SP1 | %kE < A>

N—9 6. x WRQ Reflection for Secure IT Server KHE <EB>
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<EBA> N—T =271 8Pl

Ca Microsoft Office Professional Edition 2003

rxa Trend Micro OfficeScan Client
Whhware Tools

'_ré Windows Internet Explorer 8

@ WHRE Reflection for Secure [T Server

B 7075 L0EMEAIR: ~=1of x|

WA LA - LENTOETONSN I EHIOYSLORTD B oy P |

| M3xML 60 Parzer B i MEiE x|

H7 78000MB

Attachmate Reflection for Secure IT Server 7.1 SP1

SRIEBETETH L A - BB RIS S LT O Rl T RS
Attachmate Feflection for Secure IT Server 71 SP1

T Attachmate Gorparation
Werzion: 1.
- HEER http:/Fsupport attachmate.com

<EB> /N"—T36.x

B 705 L0EmEFIE =3 x|

R VAP NENTOS T 0S5 I EHFOHsL0ETD LG [E8 |

@ Attachmate Peflection for Secure IT Server 71 5P
E} Microzoft Office Professional Edition 2003
5 MSHML 60 Parser
’Ia Trend Micro OfficeScan Clisnt
Whiware Tools
@ ‘Windows Internet Explorer 8
IUQ'RQ Reflection for Secure IT Server

W U4 - x|

#4474 2345MB
HA4 780.00MB
A2 131ME
#4740 160.00MB
HA4 11.84MB
A2 440ME

{EFbERE I

WRQ Reflection for Secure IT Server

SRERTETH TN A - A ERIR ST LT O ERL TS
WRE Reflection for Secure IT Server

T WRE, Inhe.
Wersior 614 Build 6
Hat—HEER http ¥ support wrg.com
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3. %

3.1 BRTFE@E b DIRERTE
(1) BXEMm DR
EmA T Windows @ [AX — MR Z b,
[AZ—F] > [T _XTHOTFrrF L] > [Attachmate Reflection]

> [Reflection SSH Secure Configuration]
ENMAVER LA i 2 #~ L £ 97,
JEEC -
BOE B OFREEE sshd DY — B 2AR#) &3S L7 7 n & 2T,
AXE MW DR : ssheonsole. exe  sshd #—E &

: rsshd. exe

<Nindows Server 2008 MIZFE>

<Windows Server 2003 DIFE>

_13_



(2) BRI [ DAERL
BOE AT R E < ROFBAL DL S L TVE T,
AL A
A= a— File, View, Action, Help @ FIZKFEMEBIDOIEENRH Y 5,

«File > Save Settings, Close

* View > Toolbar, Event Viewer

« Action > Start Server, Stop Server, Restart Server, Configure Cluster,
Restore All Default Settings, Restore Pane Defaults

« Help > Help Topics, Support Web, About Reflection

PRl lﬂ | E | D D = Restore pane defaults
« /2N [Save Settings], [Event Viewer], [Start], [Stop], [Restart]
« &5 £ [Restore Pane Defaults]hR %
[Status] « sshd —E ZADIREEZ FKR
& 7 |1 * RSIT Windows H—/30D /X— 3/ build & A A h—VIEEFKR
[Tdentity] * RSIT Windows H—/% A2 MR (FT(E, 2 A b, XA T2 DRR
4 7 W * RSIT Windows H—/37s 2 hREBIEE

« Server version string (77 B ABIRIFIZ 7 T4 7 > b~ &RD HOIEHR)

[Configuration] | « FFZRTEOE/X/-mE 4. HE Z2MH)

& 7 [
(3) FREMHE o FEAERE
a) sshd — B 2 DORHLE L =1k

c)

ROEMHE DR ARENA =2 —OFRUT LY | sshd Y— & 2ADBLA/5 1L/ FHEE) A3A]
HETY,

R ENE DORAF & Bk

[Configuration] % 7 H N D& FEGR EEH - TAMREDH, [Save Settings] RHZ /A
Za—OFPUT LY FONE % "rsshd_config. xml” 7 7 A MIZ EEEZREFLET, EEXR
FRIZT TAT v MERDRH ST b ONLRENENE ST sshd ¥ —EZXOEEICRY 97,
BRIENKEDT 7 4 /v ME~DEE

[Restore Pane Defaults] R¥ /A =a—DIR = FREENEET 7 4V Ml~
[Restore All Default Settings] A == —DFIR = REHEHNEZT 7 4/ Ma~

BIE N AT 7 4V MEIZER L7212, [Save Settings] R /A =a—DRFUZL Y 2D
WA % “rsshd_config. xml” 7 7 A W EFXRFLET, LESRAFRICT 7407 > M
BT b DN HRENFNEST sshd —EZADEMEIZZ2 Y F77,
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4. T|E

4.1 EXEIE L ZDEHRTE

T 74N FMRENEDRETSH, St Fa YT A KETOEMRATRETT A, 4.2 BREFEH
DODNEZHRE L, BEHKEX 2T 4 AU —@EHGENIAE > 7@ B 258 E 2 S EH BIAG S
N5 & afREL £,

ZO7 12.2 BALEORA  F Q)FEAOFN] DIZHEIT H2RE L NEMHEE LET,
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4.2 FRFEFM
RSIT Windows H—/STid, = TOREZ CUI BEM I Z 8 U THRE L £,
BERNRIE, “rsshd_config. xml” 7 7 A /TRIFE N E T,
a) Windows Vista, Windows Server 2008 O#i4:
C:¥ProgramData¥Attachmate¥RSecureServer¥rsshd_config. xml
b) Windows XP, Windows Server 2003 DG4 :
C:¥Documents and Settings¥all users¥Application Data¥Attachmate¥RSecureServer
¥rsshd_config. xml
JEEC
NV a 6.1 PR E VD, 2 TTORENAED GUL FRERE 238 U CRIEATREL 720 . D R
E77ANVNBTHRARNT 7 ANLTRLS xml 77 AL E LIz, HE xnl 77 A L EfRE
T LFEPRTT—ORFKNE R EFTDT, ik LET,

DIF, REBMEEIZZEDORENEIZOWN T LET,

[Configuration] &% 7 ZEIR L., EEAMND N U —IROFBIRA = 2 —OLXRBEWEHAL %
BIRLFrRSHET,
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4.2.1 [Genaral] ZEEM

[Maximum number of connections:]
T — N RIRF I e AT RE Ze e B D EIR Z 5% E L 97
T 7 4V MEIX 7607, E70” IXMEHIRA EE L E3, MHIRIEERHNL, 0S DU Y —REDRH|D
ZPRNZ XD HIRICERE T SV,
¥ w3 Reuse BIEEFIL, F¥ R NVELEINTH connection OEIT 1 v R LFET,
[Session time-out (seconds) :]
T = H PIEZAF I TWRWT A R/WIREEDSHKRE L 72 REIC | 15 8 IRE AT 12 1 2 15
£, TORERFZMEMTAALET,
B 0" DG, BEREEERN L 20 £,
[Banner message file:]
Pl BARIIZ 7 A4 7 2 MBI TR R T OA v =V T HF AN T 7 A LV EEEL LT,
T7ANDLTA— NIUIF-8 2 L, ZNLSOXLTa— FORICIZHEBIEBR I ET,
be o
SSHZ T4 7 > MZEoTE, NP —FRICKHIED b DR H Y £, #Hir 747~ FHAK
PERBIC R THRIR LTS Z L 2R ETHRET &V,

ft

]

[

% H BT L
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4.2.2 [Network] :ZFEHEm

Metwork Binding |

rMetwork binding information

Listening address: I

Part: I 2
W Client keep alive IE'U (seconds)

™ Require reverse DNS lookup

QK I Cancel Help

sshd —EZADFFHEZ T (Listening) 57 ¥ /2 L R— MEFOERREFREL LET,
T4V ME, BRTORMT X T LI L THR— b 22 FEEV L TES, RELETH85E1,
[Add]/[Edit]RZ %27 U v 2 L, [Network Bindingl ¥4 7 a7/ Ry 7 A% @ THELET,
[Network Bindingl #4 7B I HRY I X :

[Listening address:]

SSHZ 74T v "o O HFOLZIT T 747X (R—MDIPT RLAZEELET,

T 7 AN T, BRTCOFERRIPT RLANLOZENEZTT,

2 1P 7 RURAFREIL, IPv6 D4 77 L, IPvd DA 70.0.0.07 & LE1,

[Port:]

SSHZ 747 v Minb Okt a b2 325 TP A — MNESERELET,

T 74V ME A— k22 &TT,

[Client keep alive]

7747 MINZx L CIEEMEERZ LET, *—77 74 730 v Mk L CTHER-ISZE A
HENGEICEBLES, 774/ MT 608 TT,

[Require reverse DNS [ookup]

PR ERBAARIIC, IP 7 R LU AND RA AL A Z2F3572I2 DNS OWis| < OEifEZ 3% D
Eh LET, HERICHEIE IR LTCRHE, = — PRABLE A il L3 <ICUllr L £,
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4.2.3 [Permissions] EZEE®E
& Reflection for Secure ITServer

File View Action Help

= 1ol

d 8| b Ep
- Status I Identity Canfiguration I
= Restore pane defaults ¢
- Genersl Permissions
- Metwork A
[~ Dpeny all logins
- Event Logging _
. Debug Logging [ Allow terminal shell

= Encryption

\..Key Exchange
EI- Authentication

EI Password

- Domain Access

- SFTP Directories

= Access Control

- Client Host Access Cont
- Group Access Control

- User Access Control

[=- Subconfiguration

- Client Host Configuration

Terminal provider:

I “SaSystemRoot3¥System
I %D

——

W allow non-nteractive users to log on

Terminal default directory:

¥ allow exec requests

Exec request prefix:

- RSA SecurlD

) —File Transfe
- GSSAPI  Kerberos V5 e franster
- Password Cache V' Allow SCP1

[~ Use SFTP accessible directory settings for SCP1
v allow SFTR/SCP2

~Tunneling
V¥ Allow client to server (ocal) port forwarding
v Allow server to dient (remote) port forwarding

- Group Configuration
- User Configuration

KN

A SSH =Y — 2 DR IEAE L — SRRICRE LT,
RFE DML, [Subconfiguration] FREIZL Y | 1ZIF[F—H%A % Client Host/Group/User fERIIC
fREWRETT,
[Deny all logins]
(BUEBEICHESL L W D EERE LIS D A% OFT272) 7 T A4 7 b b Ot 2 THEL T 5 16E
TJ, [Subconfiguration] DFFEICAERTILH Y ¥ A,
[Allow terminal shell]
AT RN LDE—IFNEGRET AT D0 E 9 1 ORETT,
JEEC -
= X FOVEEGEMERF AT E R & LT Windows 0S D F 2 U T A HENELHELET,
[Terminal provider:]
— I AR RIS ST D = MUET T e T AR fRELET,
7 7 4V & Windows fEHED cmd. exe TI, fEEEEREL, #ixt XA THEELET,
JEEC -
BERIC NS ABICANR— 2 ELHAIE, Windows DEF 2 VT 4 E X TNVIT T p—FT—

ar (" TH-oTREWY,
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[Terminal default directory:]
H— L FVERRMEREO I L T 4 Ly N LT b NREEEE LET,
INAFREETIE, NF =AU 7 ("7, "1, %u”, “%U”) Z i RTRE T,
77 2V ME "%D” (Windows —HF 7 a7 7 A 1) T,
Windows =—H7' 07 7 A /L7 7 4L MEIZLLTO®Y T, (FHEERERL—FIT L) ZE )
a) Windows XP, Windows Server 2003 DO¥F4:
C:¥Documents and SettingsYusername¥
b) Windows Vista, Windows Server 2008 D5 :
C:¥UsersYusername¥ (47 ¥ =7 F47C:¥Users”, FrmiL"Ci¥z—4—")
RNF—=VARNY T
WD =TT A NT FF
CUH =R — AT LA
c%u s —Ha s A4
% RAAL a2 —Ynr A4 (domain. username DFEZ)

[Allow exec requests]
SSHUE—ha~ REFATAREE T E I MERELET,
T 7 & v MEXFATAREE T,

[Allow non-interactive users to log on] << 7. 1 SPI 76 DEHBHNIERE

Windows ¥ —/30S ® a—AntFxa 7 4R —FEICT, " a—va 4 zifFa45”
HRIZIR > TR N—/ TN —T IR LT, SSHu 7 A VU EFAIT 50 E I hERELET,
R

Windows Server 2003 D¥GEIL, "B —A a4 EFFAT57 RIS TWRWN—H/
TN—TZx LT, a~vr R7a 7 RAMEHTERWLEER SSH v 7 4 U3 RICL . F2E /Y
o —t X2 T 4R Y —DFRE L F—OEEICRY £,
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# File transfer

[Allow SCP1]
OpenSSH D scp (2 Z TIE"SCP1” & KAL) 13 BEMEARICHER L2V I sfip 7'm =L 2 L
TWE, RSIT Windows $— 3TlX, ZDIEsftp 7'm ha iz xS LE LTz,
AFEEIL OpenSSH 7 T A 72 RInHD sep IZHIET D00 E I MOREE LET,
T 7 4 MREETCIE R LET,
A
OpenSSH @ scp 1EXSSHE v a v HNDO1F ¥ XV ZI Licrep 2~y FIZTEBRL TCWET,
LoT, RERENLTF v I ~v—0 N LSRR E LIZ8ATH, [Allow exec requests]
ICCHEITAREDREZ LT 58 A 1%, OpenSSH 725 D sep D3 AIREZRIRAEIZ A2 0 £97,
[Use SFTP accessible directory settings for SCP1]
OpenSSH 225 @ scp BIEIZ%F L, [SFTP Directories] g /& MmN O ENEZ AT 5008 9
MEfRELET,
[Allow SFTP/SCP2]
I TAT R bD sftp KOV BEHEAARICHEIL L7 sftp 7’1 Ak %) sep (22T
"SCP2” L RFL) AFFRAIT HME I MERELET, 7 7 +/b M, FFAREETT,

# Tunneling
[Allow client to server (local) port forwarding]

AT RNbD "a =RV TP R — MRk” AR AT OnE I hERELET,
[Allow server to client (remote) port forwarding]

AT b0 ") E— bk TCP ARN— MNEE" ZFFr[ T2 E I nafaELET,
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4.2.4 [Event Logging] ZFEME

Windows A XY hr 7 ~OiEEEEDIREL L E T,

[Enable logging to Windows Event Viewer]
AR MR T ~DOFEERE AL ET,

[Errors], [Warnings], [Information], [Protocol details], [Hex—dump]
FrvI~v—0%NDILET, EOLVETRETINERELET,
TIATIFEE L VMRV ET F =y 7 2 ANTZHA O FAIIERFICT v 7~ — 2 B A
W%*4, 74/ X, “Errors”, “Warnings” L UL ZEERL F9,

[Custom]

F v ~—72 % Ai, [Custom events] RHZ L %7 w7352 LT, [Ax DA e
BB EFTHE T,
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4.2.5 [Debug Logging] ZFEEME

fﬂ_:-_ Reflection for Secure IT Server o ]

File View Action Help
H &> iy
| Status I |dentity Configuration I
= Restore pane defaults ¢
- General Debug Logging
- Network |
- Permissions ¥ Enable debug logging to log file
- Event Logging
55H server and SFTP event log level

= Encryption

\..Key Exchange
EI- Authentication

EI Passwaord

EI Public Key
.. Certificates
- RSA SecurlD
- GSSAPT [ Kerberos V5
- Password Cache
- Domain Access
- SFTP Directories
= Access Control
- Client Host Access Cont
- Group Access Control
- User Access Control
[=- Subconfiguration
- Client Host Configuration
- Group Configuration
- User Configuration

KN

v Errors

v Warnings

V' Information
™ Protocel details

™ Hex-dump

Custom events, ., |

- Custom

rLog file information

Log file directory: IC:¥ProgramData¥Attachmate¥RSecureServer¥Logs

¥ Log file rollover {by size) File size (MB): I'1
[™ Log file rollover (y time) Stark ime (UTC): IIJ
Timestamps for log file entries: + UTC

 Local

Browse... |
Interval (hours): I 24

RSIT Windows H— NEEHOF Ny 7 a ZEBROIEELY L1,

FRy ra ZIIREEITH T, BICZ IS4 T v & OB RIS e AR LU E T,
Ay —UERMH LR LT 07T A E T BB T, RSIT Windows H—/NDAREDLLEL DL

HEEIME T LET, BHEATEIF =y 7 ~—27 24 LESIC L TRBEVW TSV,

[Enable debug logging to log file]
TNy T u TOiekE M LET,

BHREE, SSH Y — DY —ERERENT DEBIHG OB T-72T N\ /a7 7 A VEERLET,

[Errors], [Warnings], [Information], [Protocol details], [Hex—dump]
FrvIw—0 % ANNDHT LT, EOLVETRETINERELET,
TIATIEE R VFEMIC RV £, F = v 7 2 ANVZHB O BT ERIFCT = v 7 ~— 27 A
0ET,
[Custom]
Fxv 7 ~—0 %Ak, [Custom events] RZ %7 U v 74252 & T, fllxDFEMA X M

TEBNZFEE ATRE T,
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# Log file information

[Log file directory]

TRy Ta T EERT LT 4 V7 NI RERELET,

TRy Za IR ET 4 V7 KU FIZ, “RSSHD-YYYYMMDD-HHMMSSmmm. log” &\ % 7 7 A /44 THE
RENET, Z 2T, "YYYYMMDD-HHMMSSmmm” %, BHAREFZ| 2~ L. “YYYYMMDD” X4 A H.
“HHMMSSmmm” {3 53 fb+~ 1 7 v fh T,

[Log file rollover (by size)]

FRZ 7 ANY A XEHEL, TOVA XNCE LB T Ny 7 a7y A VEET L, Ha s
T ANEHTAAER LD BEX ET,

HBEVARXZTL 77 A NVDY A ZFFETHY B0V 77 A NVEREITBIFTETOTHERET S
VY,

[Log file rollover (by time)]
FRERMBRCHAT Ny Z7a 77 7 A VEFBICTAER LU B2 £,

[Timestamps for log file entries]

TRy T T DK Ay =I5 S5 RFEHEEREZ . UTC (EERH & R4 Coordinated
Universal Time) (7' = v VERHERF; GMT & [FF8) TEIRT D0 FEES A LY — A THRIR
TOHNERRNL XTI,
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4.2.6 [Encryption] < EM
@ Reflection for Secure TServer =10

File View Action Help
H &> iy

Status | Identity Configuratict I

= Restore pane defaults ¢

- Metwork |
- Permissions ~Ciphers ~MACs
- Event Logging .
E‘" [w]hmac-md5
| -Key Exchange (W] aes256-ctr [W]hmac-sha1-26
=- A:uihenﬁcah'on (W] aes128-che [w]mmac-md5-26
i Pomwerd iaests2-be Lt [ fgrmec roemdiso eveis) |
L§:_|--Public Key [v|aes256-che Move down | [wlhmac-sha256 Move dgwn |
. Certificates des3-che [Wlhmac-sha512
RS54 SecurlD [v] blowifish-che [IMone
-~ GSSAPI [ Kerberos VS [w] cast128-che
- Password Cache arcfour256 LI
- Domain Access
- SFTP Directories ~ Compression
[=- Access Control
- Client Host Access Contr ¥ tone ¥ zib
- Group Access Control
+User Access Control [~ Use only FIPS-140 certified cryptography algorithms
[=- Subconfiguration
- Client Host Configuration
- Group Configuration
- User Configuration
JEN [
[Ciphers]

EZET LT —F0RART — REOERER 5T 2 ERORE S XA HELET,

KR ENLDOC DB 7 T4 7T b & OERBltA R T2 m— g VRIS & L CERfiH Sk
T, Fxv I ~—27Don/off & up/down IZXVIRELET,

{aes128-ctr, aesl92-ctr, aes256-ctr, aesl28-cbc, aesl92- cbe, aes256— cbe, des3—cbe,
blowfish—cbe, cast128—cbe, arcfour256, arcfourl28, arcfour, none} ZHA— K LTV ET,

EED
“none” 1%, WAL PFITEXDEFRELETOTT X M HUSMIITEEE T,
[MACs]

T — 2 DERMEER (FE S AR 75 MAC (Message Authentication Code) 7 /LU X A% 7
ELET, RPEMOGDN, 7747 8 EOERER T T — g VR & L TESE
FHShET, F=v I ~—27Don/off & up/down IZLVIEELET,

{hmac-shal, hmac-md5, hmac-shal-96, hmac—md5-96, hmac-ripemd160, hmac—sha256,
hmac—sha512, none} Z ¥R — F L TV E T,
[Compression]

JEMEDHEE T,
[Use only FIPS-140 certified cryptography algorithms]

FIPS 140-2 CREFBUMNEHILIR 140-2) BEDKHE Y 2 — N OLE AT 5 K 5 IHE
LET, 774NV MNIRT =y ZIRET, COFEHMAT L LEHELET,
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4.2.7 [Key Exchange] ZEEE

EET =AM v a VRBEERT DO DREZHT VT Y AL ZELET,
7.1 SP1 TiE, ATOEZHT LT ALIxHG L, 77 44 FTEAETEME LTWET,
{diffie—hellman—groupl-shal, diffie—hellman—groupl4-shal, diffie—hellman—gex-shal,
gss—groupl-shal with Keroberos 5, gss—gex—shal with Keroberos 5}
[Rekey interval (seconds) :]
Felpf) SSH #EME kR L TV DB, Wbt v v a VA EAR (= Rekey) 72 HFfH
BaffELEd, 7740 bk 3600() TY,
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4.2.8 [Authentication] xXFEIEm
I [ 5

File View Action Help

d &b E

Status | Identity Configuratict I

= Restore pane defaults ¢

- General Authentication

- Metwork

-~ Permissions rLogin grace time

- Event Logging

- Debug Logging Grace time for completion of authentication process (seconds): 120

Key Exchange ~ }
SE Authentication IP blocking
(- Password Failed attempts: lzﬂ—

EPubliAgfs Failure time-out (seconds): 300
i Certificates Lockout duration (seconds): IW
- RSA SecurlD
- GSSAPT [ Kerberos V5
- Password Cache  Authentication failures
- Domain Access Caution: Enabling these settings increases your security risk by providing information to
- SFTP Directories potential attackers.
= Access Control
- Client Host Access Contt ™ Immediately disconnect invalid, locked or denied users

- Group Access Control

- User Access Control

[=- Subconfiguration

- Client Host Configuration
- Group Configuration

- User Configuration

KN

I™ | Provide inFarmative messages ko clients about authentication Failures

—PIEFECE L Caeficimt 2EA AR E LT,
# Login grace time

[Grace time for completion of authentication process (seconds) :]
7 AT v NERELRBLA) b 2 — PRREER ) £ TOR KA LR 2 AL CHRE L £ 7,
F7 A ME 1200) TF, (X—=Ya 6.1 OBHTIX T 74/ b 600 B TLZ, A=Yz
Ty TRHCIAN—Y g Y OREMEBIT LIEGRIEZOME > THET, )
JEEC -
IE”0” 1REERIIR 2 R L £ 9708, REPIRIEIAREIC L D 2 AT AU Y — A DIREC DoS WEEA~D
Bl D, fE70” faETEkIE & LET,

# IP blocking
HLFED IPT RLAD T TA4T » b HERFHICE < OB R Y IR S L2RFIZ, 20
IPT RVADZ TAT v Mk LRt T2 — el 7 0 v 79725 2 Lk ET,
[Failed attempts:]iZHefedclimlg LR 245 L. [Failure time—out (seconds) :]iZJEHE L
72 5 AR R A2 F5 & L. [Lockout duration (seconds) 11127 v v 7 Litl) % 2 H5E L £,
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[Failed attempts:]

IP 7m oy 7T 5 RMEEAEE LT,

T 7 v ME 20([E) TH, E70” X IP T u vy R SHERROES LA ER L T

[Failure time-out (seconds) :]

UL R oA AR E L £7

7 7 4V M 300 (F) TH,

[Lockout duration (seconds) :]

IP 7oy X VOBEMEICRSTEREEN ST r y 7 LT 2R A2 ELE T,

T 7 4V M 3600 () T,

JEEC -

IP 7o yFdr ZJH#REIE, SAT—RBIEEF—HR— R ¥ —F 77 4 7ERICL 32D
— FRBREIZ K 2 BT R D R O HBERE L £ 97,

IP 70y d o T 5EERE AT Y LICFO720, sshd —E X ZHH L72HE13%
NWETOFERITEN 0 5,

# Authentication failures

[Immediately disconnect invalid, locked or denied users]
TFELRW, a7 STV D ?EEHQE?}ZFLTU\%)”kb\of:%@%ﬁﬁﬁiﬂ&fé ZENEM
g —H| ﬁbf®§m%*#%ot (L HIEICE IS i & LEIET T 2@ {E A faiE L
£
T 74N MIFEF = v 7 T, B R — IOk LEATIFA BRI OFRGEHRIEZ RO £,
RIEZRRT 78 AFIZ LTUE T 7 4V SO EF = v VRO F R — SNO 2 —FIZBET 21
WEEMRTHZLIIRVETOT, JVERLEERET,

[Provide informative messages to clients for authentication failures]
FRFREICTF =y I ~—7 AN, PR CE IR E LYET 285481, F0BEBEY 7 5
AT MUBAZDZDNEIPERELE T, EXx=2 U7 4 B, RLUTHERHSEE R A,
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4.2.9 [Password] EXEEIE
& Reflection for Secure [TServer =10l

File View Action Help

d &b E

Status | Identity Configuratict I

= Restore pane defaults ¢

- Metwork

- Permissions rPassword authentication
- Event Logging

- Debug Logging & Allow
El-Encryption " Require

¢ b Key Exchange
B- Authentication " Deny
~Retries

Mumber of password attempts: I 3
- RSA SecurlD Delay between tries (seconds): |2

- GSSAPT [ Kerberos V5
- Password Cache rPassword authentication options
- Domain Access
- SFTP Directories
=) Access Control W allow password change
- Client Host Access Cont
- Group Access Control

- User Access Control

[=- Subconfiguration

- Client Host Configuration
- Group Configuration

- User Configuration

KN

il Permit empty passwords

¥ Password authentication using keyboard interactive

AREMMATZBA L T, "NATV— R BLORAT— AN F—R— A v EZ—F 0T 47
AR IZOWTHRE LE T,
R
i F &5 [Password authentication using keyboard interactive] OF = v 7 ~— 7 Fi
73, # Password authentication #¢> {Allow, Require. Deny} DXIERICEEE | F 4,

“Allow” & “Require” DEMRIZDOWT :

< Allow” ~Z7 FAT v hEDFRAL T — g UIRIT SSH Y — SR A HFREE S 2o
MR E LTHRESNET, REMICIE, RT vz —32 g U TIRIE S NERES D
I HLOWT N RRRER N T HUE 2 —VFEEER P & 72 0 57,

- "Require” ~SSH % — 387 F A 7 o MIkE L C— P FRGERE D 72 9D | ZFRRERL N 228 % Bk
TOMRE LTTHHEESNE T, 2—PRBIER D721, "Require” & L TER Sz
PREF R THENT L2HLERH Y £,
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# Password authentication
(F%PHClZ. [Password authentication using keyboard interactive] Z [KB int] &AM L £ 9, )
[Allow] BRDIFE :
[KB int] JEREF : NRAU— REEEE, ¥—AR— A 2 —F 77 ¢ 7RIAEMITITx LT "Allow”
(KB int] FEEIREF : SR DU — RERGEIZ®F LT “Allow”
[Require] FEIRDIFE :
(KB int] J#IREF : F—AKR— A X —F 77 1 7HFEITH LT "Require”
(KB int] FEEIREF : SR T — FFEREIZ LT "Require”
[Deny] ZBIRDIFE :
[KB int] OB NDDH T, /NAT— REEE, ¥—R— R 2 —F 77 4 TRIENTLS
2 —HFEEE L THEHET,

# Retries

[Number of password attempts]

—REIOFEREE LRI LT —WFRFERK & RT3 YTRIEZEE L £,

77 4V b OEEKIE 3 [ETY,

[Delay between tries (seconds)]

TR H AN ERO T 0 o7 M2 RRT HRHBERE R CRELET,
77 /v FORKREIX 2 TT,

# Password authentication options
[Permit empty passwords]
22 (=) NAT — REFET LR, Ty 72 ANVET, 774/ NI, ZBIETT,
AL, AR T LM Windows 0S @ KU o — D =17 £ 4,
[Al'low password change]
Pefoe B Ak D = — P IRGEAL IR FNAD 1 C 0S FRD/SA Y — RETII AT TN E S EIEEL
£,
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4.2.10 [RADIUS] E&*EEImE
T — =101

File View Action Help
H &> iy

Status | Identity Configuratict I

= Restore pane defaults ¢

- General RADIUS

- Metwork

- Permissions o _ _ o

. Event Logging RADIUS authentication runs through keyboard-interactive authentication.
-~ Debug Logging ¥ Use RADIUS authentication
= Encryption

. lKey Exchange [~ Attempt local password authentication if RADIUS fails
= Authentication
EI Password rAuthentication servers

ublic Key
e Certificates
- RSA SecurlD

- GSSAPT [ Kerberos V5 [ve up |
- Password Cache

- Domain Access Mave dovn |
- SFTP Directories

[=- Access Control

- Client Host Access Cont
- Group Access Control

- User Access Control

[=- Subconfiguration

- Client Host Configuration
- Group Configuration

- User Configuration

KN

Server Port | Secret |

Add... Edit. .. Remove

RADTUS #— & OE#HEIC KV 2 —YRBREZ EHT 220D EZ LET,
RRE B N —1T HICH TRl o £ 912, RADIUS B8R, F—R— KA ¥ —F 77 1 7RGE%
WU THEITESNET,
£ o T, [Password] BEB NIV TROFEEZ LA 1%, RADIUS FRREIX A HIE 1T,
[RADTUSIRE M H AR L—T 7 LET,
(D[Password authentication] C”Deny” % 1&R
@ [Password authentication using keyboard interactive] % FEEIR
JEEC
A ya—FR, —a—h L Windows R A A x—H L L THEELRWIESIE,
RADIUS H—/NCFRIERIRET &, SSH OFFIEA AT L 77,
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[Use RADIUS authentication]

RADTUS ¥ —/ 3 & OEHEIC L 5 2 —PRRAEZ AL L £ 77,

[Password] R EE M IZB T, @ [Password authentication] T”Deny” Z &R . @ [Password
authentication using keyboard interactive] 3FEEIN OWEIZIL, ML L TWET,

[Attempt local password authentication if RADIUS fails. ]

RADIUS H—/ % & OEHEIZ L D 22—V FEFER KW L7ZFF, r—"a—h VDR 2T — N & A
L Ca—VEEETH0EELET,

# Authentication servers

# RADIUS Server #4705 Ry I R

[Server]

RADIUS H— SODAFRETNLIP 7 FLRAEZRE L ET,
[Port]

AT OR— FESEHEELET,

[Secret]

RADIUS Hr— & OGO 7D, RADIUS IZxf T HHR A PDNRAYU— RERELET,
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4.2.11 [Public Key] :ZEEmE
% Reflection for Secwre ITServer =10 ]

File View Action Help
H &> iy

Status | Identity Configuratict I

= Restore pane defaults ¢

- Genersl Public Key

- Metwork
- Permissions rPublic key authentication
- Event Logging
- Debug Logging & Allow
EI Eljcry'ption i Require

i-Key Exchangs
B- Authentication
EI Password

" Deny

Public key storage

User key directary: I"J’=D¥-55h2 Browse... |

.. R34 SecurlD Authorization file name: Iaumorizaﬁon
- GSSAPT [ Kerberos V5
- Password Cache

~Size
- Domain Access
i i jits): 512
. SFTP Directories Public key minimum length (bits)

[ Access Control Public key maximum length (bits): IB 192

- Client Host Access Cont
- Group Access Control

- User Access Control

[=- Subconfiguration

- Client Host Configuration
- Group Configuration

- User Configuration

KN

/\Eﬁ%wuu ELAH2— #muuﬁ%%ﬁj‘éf_&)@ﬂ“—/\ﬁu Hﬂiﬂ;&bi‘é‘
# Public key authentication

[Allow] ZEiR :
I7TAT Y NeDRITm— 3 VR SSH B — MR T B HRRRE S RO & L TAR
BERFEZIEE LT, REAICIE, R T —3 g U TIRESNZIBIES KD 9 LOWF s
AR T IUE 2 —FREER KT & 72 0 £7,

[Require] iR :
SSHH— "7 T4 7 2 M LT —VEGEE U TABRBRGEZ Bk L E 3, = — RGeS
DF=®ITIE, "Require” & L TERIN- A2 TR RITKIT HHERH Y F9°,

[Deny] iR :
2 —PEEE L CABERRIE A L 22 WEE T,
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# Public key storage

[User key directory:]
NPHEERAE T T 5 2 — VO BRERABREEDOFTET « L7 MY ZHELET,
INATHEHBRET D20, NEZ—2 AU 7 (%7, "%H”, "%u”, "%U”) A FH FTRE T,
7 7 4V M %Y. ssh2 (Windows =—H 7107 7 A )L FD”. ssh2” 7+ /L ¥) TY,
“UD : =W TR T A NT F AL
%l =R LT FF
cOu —Ha A A
% RAA va—Yra A4 (domain. username DEZ)
[Authorization file name:]
BERAHGET7 7 AN E VA NT S LIEEBR T 7 AN ERELET,
T 7 )V MAFME “authorization” 7 7 A /LT,

# Size
[Public key minimum length (bits):]
FERATRE R AREOR/NOE Yy FREBE L E T,
#PHIZ 512~8192 T, T 7#/L bk 512 (B v MR) T,
[Public key maximum length (bits):]
A ATRER ABROREOE v FREBE L £,
HPHIE 512~8192 T, F7 /L b 8192 (B v ME) T,
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4.2.12 [Certificates] EREEIME
=10 ]

File View Action Help

d &b E

Status | Identity Configuratict I

= Restore pane defaults ¢

- General Certificates

- Metwork

- Permissions PKI configuration

- Event Logging

- Debug Logging PKI server: Ilocalhost

[=)- Encryption

\..Key Exchange

[El- Authentication

EI Passwaord

- RADIUS ~PKI Server Public key

= Public Key
Public key file:

- RSA SecurlD

- GSSAPT [ Kerberos V5

Port: | 18081

Verify connection Launch PEL Manager. .. I

C:¥ProgramData¥Attachmate¥R eflectionPKI¥config¥pki_key.pub | | Browse... |

Key comment: I
- Password Cache
--Domain Access SHA1 fingerprint: I
- SFTP Directories
[=]- Access Control MD5 fingerprint: I

- Client Host Access Cont
- Group Access Control

- User Access Control

[=- Subconfiguration

- Client Host Configuration
- Group Configuration

- User Configuration

KN

2—YFEFEL U CREAERIEL ML S 7O DR EE LET,
NR—=T 3 7.1 BHIE, RSIT Windows H—/3&(FBIIZ [Reflection PKI Services Manager] (f
E)IC KV FEERGEICET 2B EA T2 L9100 £ L, FAEAERGEAME 55681, W&
[Reflection PKI Services Manager] ## AL £3, GHMIZHEL~=a2T7 LEZZMLTFI, )
# PKI configuration

[PKI server:]
“Reflection PKI Services Manager” @ L TV DV —"ZfEEL £,
7 7 4 v MiE “localhost” “C. RSIT Windows #— & [Fl—% —SPIAHET DHE TT
B — NICE AR L, ZORA R IPT RLAEEBELET,
[Port:]
"Reflection PKI Services Manager” WffH32i} 54— MESEZREL £ T,
77 v biE 18081 HA— hTY,
[Verify Connection] 4% >
“Reflection PKI Services Manager” & DIEHIEBI(EZMRT DIERHAZ L TT,
[Launch PKI Manager] R4 >
[A]—H—/SPNIZ"Reflection PKI Services Manager” Z3FAET DIFH RN/ # > T, "Reflection
PKI Services Manager” ZiEZ#@hL F7,
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# PKI Server Public key

[Public key file:]
“Reflection PKI Services Manager” & ®DiR{E DFBIEIZABIERIEAZMHH L E7,
"Reflection PKI Services Manager” ZA A h—/L 35 Z L CHEDT 4 L7 |~ VIZHAT 23
YERL A E T, RSIT Windows H— "%~ 2 & DT, Z D Reflection PKI Services
Manager” A > A h—/LEREDABRSEA . RSIT Windows ¥ — Millcav—L, 207 4 L7 MU %
AREICTHELET,

[Key comment:]
“Reflection PKI Services Manager” DABR#ED B — L7, FORXAEEO 2 A NNREE
RLET,

[SHA1 fingerprint:]
“"Reflection PKI Services Manager” D/ABE#E = v°— L7=fZ, SHAL Ny =B LD A >
T —U K A V= A b (=fingerprint) #FE/RLET,

[MD5 fingerprint:]
"Reflection PKI Services Manager” O/AB#E= & — L7=REZ, MD5 /Ny = B¥c L5 A vk
— KAV A b (=fingerprint) ZFE L ET,
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4.2.13 [RSA SecurlID] ZFEEmE
=10l

File View Action Help
H &> iy

Status | Identity Configuratict I

= Restore pane defaults ¢

- General RSA SecurlD

- Metwork

- Permissions —RSA SecurlD authentication
- Event Logging

- Debug Logging
= Encryption

. lKey Exchange  Allow
EI- Authentication
EI Passwaord

RSA SecurlD authentication runs through keyboard-interactive authentication.

™ Require
* Deny

~Retries

BER.SA Se umber of authentication atbempts: |3

- GSSAPT [ Kerberos V5

. Password Cache Delay between tries (seconds): |2

- Domain Access

- SFTP Directories

= Access Control

- Client Host Access Cont
- Group Access Control

- User Access Control

[=- Subconfiguration

- Client Host Configuration
- Group Configuration

- User Configuration

KN

RSA SecurID & OE#EHEIZ LY 22— %wﬁ%;@fﬂ?é TZODEEE LET,
RSA SecurID ZH 3 %7212, RSA SecurlD DEREERENEL < SNTVHMLERH Y 7,
HEIZ RSIT Windows H—/ 3% A L 72—/ SNIZ1E, RSA Authentication Agent for Winodws 7»
RSA Authentication Manager HEZIEL < EELET,
FOEEE AN EEICEIR O X 912, RSA SecurID ZFIA L7z —HRGEHE, F—HR— KA ¥ —7F
T 4 TRk B U CHEITINET, Lo T, [Password] B EE M 23T, O [Password
authentication] %"Deny”i%%?)i‘?f)x @) [Password authentication using keyboard interactive]
EIFBIROY AL, RSA SecurID FRGEILH AR EH A,
A
0 A a—YR = —Fh Windows KA A a—H & UTHIE L WAL, 786
(BN U=
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# RSA SecurID authentication

{Allow, Require, Deny} 22HiERLF94, T 7 4/L ME "Deny” T,

[AlTow] ER :

JIAT v MDD — 3 VI SSH H— "WMRR T A HRRE RO & L THEE
LET, BT, RTvm—2 g U TRESNIZRIET D 5 HOWT D FRIERI T
(T2 —PFREED RN & 220 £7,

[Require] iR :

SSH =R 7 A7 v MK L Ta—PFEFEE LTER LET, 22— PRREERDI D729
"Require” & L CERINT-ATRASFRICH DT L2MLERH Y £,

[Deny] Z#iR :

—WFRFEE LT RSA SecurID §EREA T L2V MEE T,

# Retries

[Number of password attempts]
— IO E R LT —FRBEER & RT3 YT ZEE L £,
774N hoEEIE 3 EITT,

[Delay between tries (seconds)]
KRICHANE RO T 0 o7 N afond 2R EZ D CRELE T,
T 7 /v FORKREIZ 2 TT,
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4.2.14 [GSSAPI/Kerberos V5] &%

|
B

oul

GSSAPI (Generic Security Service API) Z MU 7= Kerberos V5 & —HER3EL L CE4 20
EEELET,

{Allow. Require. Deny} MBHEIRLEJ, 57 4/ ME "Deny” T,

[Allow] iR :

IIA T ReDRIAL T —3 g VIR SSH — SR A HEREE S oo & LT E

LET, %%E@ Wi Z dyxr—3 3 /Tﬂ%ﬂiéﬂf;nunﬂiﬁﬁ@ 5 HDOWT DR ﬁkyj—é—ﬂ
i:L"—“]j\nh nEz)‘E‘ZyJCE 7L£ D ij—

[Require] =R :
SSH =337 T4 7 2 b

“"Require”

;(ATL.’C:L%_H-QL‘IJJ‘_EE LTE* [./32—,91« ZL— ‘]j-uou‘_EEkIjJ@fg.
L Lfg*ént_ifuuuﬁﬁﬁ ﬁ%?é%‘gﬁ)% ) jz—gpo
[Deny] #4R :

o —HEREE L LT Kerberos Vb FREEZ{HEH LA WEE T,

_39_



4.2.15 [Password Cashe] EZEHEM®E

Active Diretory 2LV RAAL UNY V—REZEREH¢AEE FICB W T, RSIT Windows H—
NN T I AL—FDOu A UF8GEE, Active Diretory RAA oy hr—F(2xf L CERT
LB, 2= DNRRAT = RPN FEL 72D FF, £ 2T, ZO/NRRAT — RIEEROAN B EDRRN A
BISERSAE, AEFAERNGE, SecurlD FAEOHAITIX, FIEIZ T 2 —FIT AT — KADZRD, %
% RSITWindows #— 3% v v 2 L TR 2 LT, KELE 2—HFICX DA 2R EL T
HTEMNTEET,

[Record password for caching]

F vl ~—0 B NNBEIRENAIRIZ, B 7 4V GEE2 ERT 22— NEDAS)RAT— K
DB S IVET

[Use password cache]

Frxy I ~—7 & NEBRSNWADRFIZ, 22— I N AS vary be—J 350 74 0 #E
DRAT = RANZROTIZ, Fv v P aNIBREL TODIFREMEA L, "AT—FALZ M0
FL LW SSHY—3/7 T4 T v MEORREEkEFAT L £,
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4.2.16 [Domain Access] xXFEIEIm

fl:-_ Reflection for Secure IT Server o ]
File View Action Help

d 8| b Eip

| Status I |dentity Configuration I

= Restore pane defaults ¢

g

- Metwork

- Permissions Active Directory Access

- Event Loggil.ﬂg Enter an account and password that has permission to browse and read user attributes in Active Directory.
- Debug Logging When these fields are left blank, the machine account will be used.
Encryption This feature is not available because your computer is not 2 member of an Active Directory domain.

- Key Exchange :
- Aluﬂjentication Domain#lser: I
[ Password
. l.papws Baszunich I

EI Public Key
.. Certificates
- RSA SecurlD
- GSSAPT [ Kerberos V5
- Password Cache
- SFTP Directories
= Access Control
- Client Host Access Cont
- Group Access Control
- User Access Control
[=- Subconfiguration
- Client Host Configuration
- Group Configuration
- User Configuration

KN

[Domain¥User :]

RSIT Windows H—/32% Active Directory RAA v av ha—Ihba—H7 o MERE
AFTLHDIMEIn A T FNERELET . 22— T I MEREAFT D200
NR=IyvarznEe LET,

[Password: ]

RSIT Windows #— 373 150 Active Directory RAA oy hmr—ZlZn /A o F LB M
THNRAT—RERELET,
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: H o
4.2.17 [SFTP Directories] E&XZEEMm
5::', Reflection for Secure IT Server o ]
File View Action Help
H &> iy
| Status I |dentity Configuration I
= Restore pane defaults ¢
- General SFTP Directones
- Network |
Permissions. ~SFTP accessible directaries
- Event Logglljg ¥ allow al
- Debug Logging
[=)- Encryption Allow ~ | wirtual directory | Physical directory |
. Key Exchange Home %D

B- Authentication
- Passwaord

- RSA SecurlD

- GSSAPT [ Kerberos V5

- Password Cache

- Domain Access

o TP Directories

= Access Control

- Client Host Access Cont
- Group Access Control

- User Access Control

[=- Subconfiguration

- Client Host Configuration
- Group Configuration

- User Configuration

KN

Add... Edit... Remove

rUser login directory

[0

AFEEEIZBWNT, Z7IF3A T FxHD SFTP BLW sep 77 B RIZBIT AT 7 & A2—|

*45 OF 7 B AFFEOEE, @Qur/ AT 427 NDORE #LET,
# [SFTP Accessible directories]
2—Y7 7w AF AL EOR M7 o v MY AR L TRELET,
BHINEFRETT, BEEIZ, Ty 7 ~— 7 ICTHEINCAE R/ BN DOFRE S ATRET T,

# [User login directory]
aJA T4 v M) ERELET,
F 74 ME %D (Windows =—H 717 7 A1) TI,
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4.2.18 [Access Control] ZEEM@

[Access Control] BEEL LT, 3 2DBLEMNL T 7 & AHIHE Gral/HEGIEE) 218 EFTRE T,
(D [Client Host Access Control] : 7 7 A4 7 MNEN.TIRE
@ [Group Access Control] : Z/L—7FHN TIRE
® [User Access Control] : = —HW H,r CTHE
#FacE e by [Add... ], [Bdit...] RE 227V w7 LT, FAT 0T Ry 7 ZAeRm LA
LLET,
ANCFIFERRBUC TR SN E T, ERRBEOLE, 7. (Fy R)” BAZF, YRy 7 R
Twvva or v—2)" WAy —7a—ReLTHROLNET O THEEDLETT,

FEENRITROBANAE D EH S ET,
D 7747 MEAOER TS T 2581, 7V — T B/ 2 — PR O ERNEIT 0D
LT 7 RAELRSNET,

2) 7747 v MRADEGRIZHEE LRWEE . RISV O R E B W85 07 Al " &
PEAET D0 E D Ina R LET,
2a) fEBIO"FFAIFENEAFELRWEEIX, 77 B RTFFAESNET,
2b) W OBGE B TEBI O FF A HREPNFET DEBIE, O FFA T IRERMCI A

L2RWERY . 77 B RIES SN E T,
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4.2.19 [Client Host Access Control] &

)ﬂdli:l
filt
&
=)

Client Host Access Control x|

r~Client Host Access Control

fou can use regular expressions to spedfy either the fully gualified computer name of
the dient computer or IP address. Characters that have a special meaning in regular
expressions must be preceded with a backslash (¥).

~ Fully qualified domain name I

(% Client IP address |192¥.168¥.0¥.11

' Allow connect ( Deny connect

OK I Cancel Help

7747 v NBALTOT 7 AHIH Grrl /RS E) e LE T,

(Add...]. [Edit...] RE &IV I L, XAT TRy 7 A0bANRELET,

BRI, RAAL A IP 7 RLAICTIEELET,

EHEBUC L DN TTOT R, RALARIP T FLADKEID ELTD " (FKy M)” O
A=A —7a— R 7Y Zffif, AZXF 7. (Ky )7 LiBlT 208N HD £5,
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4.2.20 [Group Access Control] X FEIE

Group Access CGontrol — attachmate¥¥Tokyo il

Group Access Control

You can use regular expressions to spedfy group name. Spedal characters in regular
expressions must be preceded with a backslash (¥). You can use a forward slash () as a
delimiter between domain and group names.

Examples: admin.* or domain/group

Group name(g):
Iat‘lﬁd1mate¥¥'l’okyo

& Allow connect " Deny connect

oK I Cancel Help

T N—TRAREC L0 T 7 & A FFe]/AEGERE) A fRE L E T,
[Add... ], [Edit...] RE> %2V v L, XA T TRy 7 ZApbANRELET,
Windows Active Directory KA A DI N—TFZIREOERXIL. LTFO@EY TI,
D) ORAAL A/ TN—=T% @QFAAL YT N—TH OWTIEARETT,
2) IN—TRICAN=AZFUEEE, "L 17 (Rpo 2) THAET,
A
FRENBRITERFZIUICIVBRLET, Lo T FAAS A 70 —7% OFXNTH— R
TLHHENZVOTTN, AZLF " (Fy M) SRS, di7x R <AREO—3CF B
222D ET, KoT, "L (Fy M) OMNEZNRCFICEESMI AR BAE L CRIEIZZ2 -
TWVWET,
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4.2.21 [User Access Control] ERFIEM

User Access Control x|

r~User Access Control

You can use regular expressions to spedfy user name. Spedal characters in regular
expressions must be preceded with a backslash (¥). You can use a forward slash {f) as a
delimiter between domain and user names.

Examples: username.* or domain fuser
User name(z):
IYankees¥¥Matsui

& pllow connect ¢ Deny connect

oK I Cancel Help

2—YPLIFEIT LY T 7 & 2K Grr /AESHEE) 2B E L ET.

(Add...]. [Edit...] RE &IV I L, XAT TRy 7 A0bANRELET,

RAA va—P2REOHENL, ORNAA 4/ 2—H8 @QRAL VAW —HH OVTiLh

HHETY,
R
FRENBITERBIUCIVMIRLET, Lo T, AL 4. 2—F4 OEXTH—REE
THHAEMENDTT N, AZLF " (Ry N7 RSN, EITE2R<AEEDO—TFHR W
220 ET, KoT, 7. (Fy N OMEAJ R CTFICE S AR EE L T HIREBIC
o TWET,
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)ﬂdli:l
filt
&
=)

4.2.22 [Subconfigration] &

INETORENFITEA L tBICEA S E T, ZauxtL, 7747~ h(Client
Host Configuration) /2 /L —=7 (Group Configuration) /=— (User Configuration) {ERBIZH
Tar 7 4 ¥ a2 l—3 3 (Subconfiguration) ZFEERIFE T,

RSIT Windows H—/3 i, IRDNARL TRRAENE & A, R HREFANTENE 2 EES LET,
OHLiERE = @ Client Host fHBIRE = @ Group HHIRE = @ User BIRRE

Lo THRMAMIZIZ, @>@>@>O DEFIANIC TRENAVPEH S E T,
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)
)

4.2.23 [Client Host Configration] ®E

2747 K(Client Host) ZH5E LIEBIZERERHETT,

[Add...]. [Edit...] R& %27V v +5Z LT, HIZ [Client Host Configuration] F%iE
HifZFRLET, HHEZIAT > b RAL A IP 7 RLACTIRERIC, £ L V%Y
FROE M AR R L, A OREEZE U TANRE LE T, BHEIZRRINIERENFITON
TEBIFEE A ATRE T,
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%
)
&
)

4.2.24 [Group Configration] &

I N—T 4 e daE LIERINCERE FIRE T,

[Add...]. [Edit...] RZ %27V v 7352 LT, #7212 [Group Configuration] %
FoRLET, INA—THERERIC, EMRE VY RERE T2 ER L, HHOREM 2@ T
ATRE L ET, BEICERR INIZRENBIZ OV THEBFEEN ATRE T,

|

£

s
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4.2.25 [User Configration] < EEM

a— W4 EHEE LIERNCERE R T,

[Add...], [Edit...] RZ %27 Vv 7452 L T, Hi-lZ [User Configuration] %%
KRLET, 2—PHREZIEERIC, FMEVRYREEEZER L, FHOREHEHE 28 L TA
TIRELET, BEHEICERSNIEEENBIC OV TR ER FTRE T,
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